Met hod for controlling the | ocking of a |ock, and I ock
Technical field The present invention relates to a

nmet hod for controlling the | ocking of an electronic

| ock. The present invention also relates to an
electronic lock suitable for inplementing this
process. The present invention relates in particular

t C f ' he vel of .security_ reguire or
Mo Bnod ol oSh PR, A ofki PO 9| LPSREC nPRdsy ook
or safes. Related art Conventional |ocks are | ocked or
unl ocked b nmeans of nechani cal or el ectronic keys.
Terdndicatly ifHiglidon  of the keys is restricted to users
authorized to access the contents protectﬁd by the ]
lock. T | evel of protection depends on the ease wt
whi ch tﬁgek8§§s€5‘ﬁ LBaePEisry ited 24 6 Phaetios fiou
cionttrioé lhear ehs QfOCtkh.@lg'mé.aIﬂ hrélte][&rfzﬁﬁi&;_ %focgy_t ot | Cd
I i nes, access t ront side is secure
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distributor's rear side is however = generally clcose
Lgyeheahs S6Fugitanveatiansl fay Mosel. diB&k bermolroy d@gM,
AQ8sRatepl eBisher sacheabBicalr s@rrwisce reps and repair
personnel all share copies of the sane key that allow
access to the safes frequently holding tens of
Reheusdndstof Euros in cash or in a container. There
is a considerable risk for one of these keys to get

| ost or stolen and to fall in the wong hands.
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| oyee .
ognpheykeys is restricted to users authorized to access

the contents protected by the lock. The level of
protection depends on the ease with which the keys can
be falsified and on the trust put in the bearers of the
key.

In the case of automatic teller machines, access
by the front side is secured by means of a card reader
and of a keypad allowing different users to identify
themselves before getting a limited number of bank
notes. Access to the distributor’s rear side is however
generally closed by means of a conventional key lock.
Bank employees, cash replenishers, technical service
reps and repair personnel all share copies of the same
key that allow access to the safes frequently holding
tens of thousands of Euros in cash or in a container.
There is a considerable risk for one of these keys to
get lost or stolen and to fall in the wrong hands.

« Furthermore, it is extremely difficult to find the
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when a key is distributed to many users. In order to
remedy these problens, the conpany Kaba Mas _
(registered trademark) has offered for several years
a |l ock sold under the name Cencon System 2000
(registered trademark). This |ock can be opened by
nmeans of a conventional electronic key allowing its
rer. t e identified, and of a aqne-way .secret code
™ 1 Ebia T gt ST LA e
wOEQ eodevi s comumibodtesd ttoo ey uswrs.rom a centra
station, for exanple through a phone call. Only a
user capable of presenting at the sanme tine an
el ect r oARcOKEPTrak® &emedli Fhere ©&@dliegsautther icrawany
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Thi s sol ution Hpmever has the dlsadvant%gF of _always
|
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round, or el'se “a Key progranneg t'oopen several teller
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acquired atk coul d Ee te teg to call the ce%trw
DL ArT o By Lus P PABL HATEdBRt FLf COFOrHie gy nd a
vabiﬁo@T@edoﬁeaigraunhooﬂded tp abtabﬁ_ahﬁabb@ﬁ@ﬁﬁs of
£ gdﬁﬁogggtggcyﬁh&gragggﬁgﬁg. is thus insufficient.

r'thernore, e reader of the electronic key
conprises electric, electronic and/or el ectro-mechanic

2 el emenf 55t §3iugt ¥8 RIFLLEPNRLsPERST BikhhbgathQE of
always requiring physical keys associated with each
teller machine. A route personnel requires as many keys
as teller machines that are to be supplied during his
round, or else a key programmed to open several teller
machines in combination with different OTC codes.
Administering and programming the keys to be distributed
to the different users is a headache from an
administrative point of view, especially when a key is
lost.

Furthermore, a user having fraudulently acquired
a key could be tempted to call the central station by
usurping the identity of the key’s authorized bearer in
order to obtain a valid OTC code. The security afforded

is thus insufficient.

Furthermore, the reader of the electronic key

comprises electric, electronic and/or electro-mechanic
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mani pul ati on and fraud. Patent application EP0546701
describes a nmethod for controlling the |ocking of
strongboxes wherein the security is ensured by neans
of different PIN codes and encoded nessages that the
user nmust enter in a termnal belonging to him This
termnal is then connected with the protected

trongbox,in aorder to.cause.it to.unlock. ~This
~TeFERSR Engh 86 08 a2 ARS8 beng AT Ssp PRE user.
mgohptilebties antlafgetdf.or hackers tenpted to analyze

it or to nmake a conpatible termnal in order to

access non-aut horized strongboxes. EP0935041 descri bes

a devic%aﬁﬁ@tn@PHéHCP6FOHo§gHﬁﬁé7pécﬁ@?cﬁébﬁﬁng Bathed
£6f apnekeclingi encasecused ofokabbnghekesdemtirkyinngne

t he oFerator and |ngerted |nt§ tge | ock. The case
SEONPF F¥esSaBPEprdy P¥ olearspPay g TaTbestNorodes and
egonpatiede snagespehati ahebyskhemheckeandrbynt he tegasaal

Thi sfion.is ansmtte o.t he, operator ,
of DpRatetoon k2 Fhi R Cethefa 1Ok EndRo LBl Ry witn
thespoaseceadestdonghoal iy pntlert he casee Thetbotklisk.
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uggEorabPngtitbutae 2akeraBlefornhepRkersoralPERd tRe
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of the ansver and its _verification are always

AGRT T Or ARy ALt RELEeHaP EF BY°% S devi ce bel onging to
the user, which could be mani pulated by a malicious

user. §§§6Jib&é£89i8£s$g9g 9f¥é0§§dtﬂeF£Q§ H3grs
is conplicated from an adni ni strative porn of “view
openirg nkeeksaryeipiegsonecushabit pe asecsrohdr caganpbed
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question computed in cooperation by the lock and by the
case. This question is transmitted to the operator by
telephone to a central station that computes the
response entered manually into the case. The lock is
opened in case of a correct answer. A receipt is
displayed, which is transmitted to the central station

according to the same mode.

In this solution, the computing of the question,
its display, the entering of the answer and its
verification are always performed at least partly by a
device belonging to the user, which could be manipulated
by a malicious user. The distribution of such devices to
the users is complicated from an administrative point of
view; it is necessary to ensure that the users, for

example cash couriers, who cease their activity or who



their device. Furthernore, no verification is nmade as
to the plausibility of the question. W01/ 59725
describes a nethod for identifying a user by means of
a portable tel ephone, for exanple for settling
transactions as the point of sale. The nethod uses a
code conputed in the user's portable tel ephone and a

sim | ar code,conputed.fromthe sa P neters. hi s
235 ERERPT0BLENE ConecrArRg s REOUH Baking g FeRidse
thkérsdeuricey of the nmet hod rests again partly on a

code conputed in a device, here a tel ephone, held by

the wuser and that can thus be mani pul ated. US5239029
descri bEsrahehmprengecandriéspansen wechadesast e the

pabhbepticali Bg the ysest9bna conputer program The
chal l enge i s displayed on the conputer, the user

enters it in a personal apparatus which supplies the
responswo®he59$kb aestrebéeraomethedkeyboaﬁdntIhyeng a
docupent does af es _and

a s _of
o R By ahe 88 o oh PP 2k st PonPliBnth, PR ERERDIIR:
Sehtbmkgngr@hsasevenalabothe p$2008£232163 déescriehbsda
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card e user a co ch h can
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Tteéeabeheenéeabes hbe éeﬁeéthyngethesunQBcﬁmngbeCE
an be falSIflﬁ F%n t he nds of a wuser. One aim
t
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devi ces or dIS € uSers. Cenerally,
one ai m of the present |nvent|on IS

US5259029 describes a challenge and response
mechanism for authenticating the user of a computer
program. The challenge 1is displayed on the computer, the
user enters it in a personal apparatus which supplies
the response the user must enter on the keyboard. This
document does not pertain to locks of safes and does not
rely on a central station to control the unlocking of

several locks.

US2003/231103 describes a method for identifying
a lock user by means of a chip card. The user must then
supply a code which he can for example obtain from a
central server by telephone. Again, the security relies
on an object that can be falsified in the hands of a

user.

One aim of the present invention is thus to

provide a method for controlling the unlocking of a



thus to propose a nethod and a |l ock that allow the
di sadvant ages of the prior art nethods and | ocks to be
avoi ded. According to the invention, these ains are
not ably achi eved by neans of a nethod for controlling
the | ocking of an electronic Iock, including the
follow ng steps: a user is identified vis-a-vis the
lelgctrgnlc | ock, the electroch | ock d'ifla S a
§G&st MBI SHPePEFIBIYY §o0PRGI ESuSEMTEESET, Bhe user
mbhapsiibtsngheegquesti o ke ya @&m&m&but$watmomhdﬂm5ers.
central station conputes the answer to the question
and transmts this answer to the user, the user enters
t he ansGeneralifie boekaimhefl 6bk peeiskings invenfidont he

t59§pgessrb§oger5eﬁ%th@ada9905dQ%c@9%%_ '%91%% %%

answer her to unl ock door hi's met
dhsRdBRYPTRESSt RE ABPaRtage 8ftf BEdinRgs eme &@@#St6o be
atbagsgl.t a question asked by the |lock of the teller
machine to the central station. This additional
operation allows extra tests to be perforned, for
exanpl eAtoocitng to the temenalost athesewhetnbenrthe

q [ lid, Thi h
PR TaoUSRAL0; By ReRS, YA bipcThLa, TELhad-glsa s
th@elOﬁ&ln@ngérane@éggérpnyCOﬁogk,ph@§ﬁ@§un@eyh@ut for
FEX2BREggbY+BBans of a password, PIN or bionetric data
t hat are nore difficult to steal. 5 Security thus does
not #ef§ebnianieppbttiefatiene- M%érth€a?#?€£répéﬁngG¥

onl yrpa éhectoskicwhbeh dssgibf/scHl uek@iadacepseramdbly

a1 841 8M0LE SgoLral station. The user

the user transmits the question to a central
station,

the central station computes the answer to the
question and transmits this answer to the user,

the user enters the answer in the lock,

the lock verifies whether the response is correct
and decides according to this answer whether to unlock

the door.

This method notably has the advantage of forcing
the user to transmit a question asked by the lock of the
teller machine to the central station. This additional
operation allows extra tests to be performed, for
example to check in the central station whether the

asked question is indeed wvalid.

This method also has the advantage of basing the
identification of the user no longer necessarily on a
physical key but for example by means of a password, PIN

or biometric data that are more difficult to steal.
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needs a device, for exanple a nobile tel ephone, but
only in order to connect wth the central station. In
one .enbodi nent, additional plausibility tests are
performed wth this nobile tel ephone, for exanple to
verify whether the SIMcard belongs to an authorized
user. However, even a falsified tel ephone and card

are not uff|C|ent o open the lock. In e of
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cBkNjiethkdongt bad badyt be tadvaoicige wdfical liewdigficult
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vVery eas(l adis sof't wa
n@pésaﬁldﬁglﬁeonfarcéﬁamaﬂesaambbnlelﬁeée@@pm@ntbut only
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user is verified by the central station and not b

y
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t hod h h d t LI th
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era

addi t1 onal 0 attacks. The present
i nvention also concerns an electronic |ock including:

data entgring 85@@%%0£h§n&§éknge@neeﬂaeﬁehfled by
identification code and neans for verifyin

MPRES oAl 2i BRAFTPFEaPFoR Ebble, talﬁDHGFgoﬁoPgéeﬁQ?atlng
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simple software operations from a central station.

In a variant embodiment, the secret code used
for identifying the user is verified by the central
station 1 and not by the lock. It is thus possible to
avoid lists of authorized users to be transmitted to the

different locks.

This method also has the advantage that all the
data and codes necessary for unlocking the lock can be
entered directly in the lock, without traveling through
an intermediary equipment presenting additional

vulnerability to attacks.

The present invention also concerns an
electronic lock including:
data entering means for entering a personal
identification code and means for verifying said
personal identification code,

a module for generating and then displaying a
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question entered on said keypad is correct and for

causing said | ock to be unlocked in case of a correct

answer. This lock is adapted for the aforementioned

method; it further has the advantage of not

inperatively requiring a key reader, which is

vulnerable and costly The present invention al so
erns.a a central station f
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users through a tel ecommuni cati on network, verifying

2PREShtausi bility of said question, conmputing an
answer to said question by neans of a confidential

I It mitt d t i d Thi
metnod DRk b5 hpt enATRECT ntah BNt i FEPDenantonaere
meehnér by ducbhput kasptbgradwedtéige theset dinpEenentely
r ?ﬁf?lﬁ? %mkég £Q5d3§s'%ﬁ?@ﬁelgfvélﬁggggleogggag8%t99.
group o rire

operators using a conputer
descrlptlon of the draw ngs Exanples of enbodi nents of

the anﬁH&(F&bé%ﬁ% iﬁw%&%ﬁéw éﬁséh§oﬁ@§§ﬁép£|@@thod for
illustr Y he attac gures in which ure
2 CPiT o] 1S Reoh The FORMIOF T BIOCR PAPAGPaNFACELEPRAT
1 oanpd £ emd 1 ungi hdpet et odpandrt ock of the invention.
distributing personal codes to a plurality of users
in order to allow them to be identified vis-a-vis at
least certain of said locks,
determining the access rights of each user to each
lock,
receiving a question transmitted by one of said
‘users through a telecommunication network,
verifying the plausibility of said question,
computing an answer to said question by means of a
confidential algorithm,

transmitting said answer to said user.

This method can be implemented in an entirely
automatic manner by a computer programmed for these
different tasks, or with the assistance of a human

operator or group of human operators using a computer.



Figure 2 illustrates in the formof a flux diagram
the information exchange during the nethod of the

i nvention. Exanpl es of enbodi ments of the invention
Figure 1 illustrates in the formof a block diagrama
systemincluding a central station 1 to which

di fferent users 4 can connect with the aid of a nobile

Bequipggnt 3 %hrougg E network 2. The system further
; < n B85t o protect devices,

not represented, for exanple teller machines,

st rongb 0 . 0 tk :

ot of oot ea b CORrplbodIgh s Oy E B Sk eBtEop s
indicaggdnphethy degakipstani onluahirpteddbby theveitakbched
hygeBs 9peratersS. or a server or group of servers
executing a specific application. The central station
is typically responsible for the decision to unltock a

mhfle st ogkreofi iDEK§tr§hﬁsn$hm@hg Eo%ﬁ beraexaspke a
t el ecommuni cation _network exa a_conventian
A EPERRoRe HaE e kTP TSR BPnEPeoP e RPRadBr J8 OF the
ineémot&n.or preferably a nobile cellular network. The
users can connect with the central station 1 by
establishing a voice or data -communication through
the netWedkre. 2 8llhuatpretertedterbbdiment, at Reulisers
d£85neRt thi t Rrbheaceshr akcahabboAuli hhr eHghnat ABhi be
cellular  network 2 and by sending dafa, for. exanple
LRl PGRbF O Message Systen), e-mmils or | P data

packets through a network 2 of the type GSM GPRS
e, T e.gentral station

: i v Gt aHy by neans of a

modem or a router suited therefore and can al so
answer ﬁﬂg;H§:H%ﬁjﬁﬁﬁf£@9%”9n'{$? Y, daf a; thigugh
the sane thannel or through a different

diagram a system including a central station 1 to which

different users 4 can connect with the aid of a mobile
equipment 3 through a network 2. The system further
includes one or several locks 5 to protect devices, not
represented, for example teller machines, strongboxes,

rooms or other volumes that are protected.

The central station 1 can be constituted for
example by a call station, animated by several human
operators, or a server or group of servers executing a
specific application. The central station is typically
responsible for the decision to unlock a whole stock of
locks. The network 2 is for example a telecommunication
network, for example a conventional telephone network,
an Internet or Intranet type network, or preferably a
mobile cellular network. The users can connect with the
central station 1 by establishing a voice or data

communication through the network 2.
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channel . The data exchanged in one of the directions
or in both directions can be signed electronically
and/or encrypted by the central station 1 and/or by
the nobile equipnent 3, for exanple by using a chip
card in the nobile equipnent 3. In another variant
enbodi ment, the users 4 connect to the centra

statlonll by neans o& a_Vvoi go ni cation,

central ~8tatPoR 1" H tﬁ??oéégsn ggHSySSﬁﬁﬁaﬁon“eCt
wopkr aher sehbraéastataonhils thoocghcal moband/ oelamlbVR
né%ﬁ&?%aﬁtéxﬁ ¥9'§8n5€ﬁ§°B§%£ VELEE oxhy anbgfoﬂs %%em

anal yze the” content the “reques s and/ or o
Maééagg EWNFe@bdeg @ﬁalﬁoorsyﬁtﬁégaz@agk@éﬁcéhﬁéygbnge

ndPBoeeNLr 8k §Bétt9ﬁelG§MftB@RS'nﬁb@@QS gpceababasesl@or
of authorjzed users that contains for each  user at

SX@BBtSonkpersBhaflcBHaTICBr PYSEE ABIL YV ERFRY ARG data

apecsenbatatodeby msanel bfas aotbar bzaki epsretosuexadpl e
cks thgﬁuser i s_auth en

| i d
tBebbEbr phd S3r: alatnarantra tanthe Eer ol P RpeRas s

ovnddebtethenpohathei adoescdannadg whi thraogbss tlofdreent
cﬂén?égvefﬁé bgggsekéPQH%Eerhﬁegne oES%EeDBQEbEElons or

I NC for exa e nane Eartl cul ars,
l@r?%?%g@hﬁﬁﬁéloﬁénﬁﬂﬁlbatﬁéﬁnﬁ@y§ GFEtROBAERLLgernd4oT

eMéﬁyﬁté&OEy @ﬁetB@nt§a§tgﬂhémaﬁb@raﬁ&/gycg95§ﬁalmoblle
atteng uccessfu# 9 atteng dat es, tlnes ehc

eqhtPBeREr 3 fd P i FXREPLBNCYr US AP hent Rt FBRYdARathe

notl] adeéagi praenexanpl e a MSI SDN cal | er nunber
corresponding to the nobile equipnment 3, bionetric
data etc. Conputing neans 11 in the central station 1
al | ow an appdtilealt i ohr proyrenpodihenexecie edseds 4

cdmpi sterehbe-different ;usehs1apg Lbeht HEgBt §ok Rt he
communication. The central station 1 in this case
employs human operators to react to this voice call
and/or an IVR (Interactive Voice Response) voice
recognition system to analyze the contents of the
requests and/or of the user’s DITMF codes and to

synthesize a voice response.

The central station 1 further includes a
database 10 of authorized users that contains for each
user at least one personal code - or data for verifying
a personal code - as well as authorizations, for example
a list of locks the user is authorized to open. The
registration corresponding to each user can further
indicate temporal windows during which access to one or
several locks is authorized, a user profile including
for example the name, particulars, cryptographic
communication keys with each user, a use history of the

system (number of successful attempts, unsuccessful
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dat abase 10. The conputing neans further allow an
algorithmto be executed that nmakes it possible to
conpute the answer to a question ("challenge")
received froma user. This algorithmcan for exanple
consult a ROM correspondence table indicating the
answer to each expected guestion or preferably

ute a the i cal ctio fron1ea h St i on.
R R ey e R ol 90 GO oF
atfiéekowlagdge ofatany imateri rof fcemsamwlteo qan\eamsms

cgliﬁ‘%trj %%ﬁlb%%e%ol}% ?)loln%lg{ ghetoa %‘%e mo 1C_‘Let rée
tion to be drcte seudo-Tan functiro

bIﬁ@eéﬁe§eﬁaéﬁg@¢pthn1 or val ues allomnng it to be

paranetered (for exanple the seed in the case of a

pseudo-random function) are preferably kept
- confi deRPTRHE1RGr PREFFOLE, 18 GP@f@@@ﬁFaélééﬁﬁﬂﬁﬁ1ér

adiibivenantpyalkdes l@me p@b@frefna Bloy Kés ek it e@atﬂb | ock 5
nd/or even. for,. %3 3 4. The c%ﬁtral Eglon 1
FEREFECoNPFi SdThCTrEEK UaEapaSE I & éhﬂeﬂ)
dhaabagef@ﬂ edtk kookubiag meahﬁléwmuhem rfldomatanon
ggekl@ﬁmgeeggep@&gchegate%gt VAL qfkg qgﬁ%dehe

Vi Cce, Cr ogra hi ¢ conmuni cation
CABBHES éaeu EﬁﬁﬁﬁrSt@eEeﬁ@@S@ﬁOphe“Wﬁél@ﬁlge et wedeived

fusfda iBe2.prafer nedoenbadi BRAL £olhick8gUiP A1 11S a
onstituted B¥ a nobjle cellul ar equi pnent, for
é‘%aﬁﬁ%espee NGRoh&PF eeﬂwgteﬁarttaﬁoﬁeswerato each

eppesoadl qﬂl@scﬁ)mﬁuber ppederdad ywebhpateekl haahematwosk

c emor .a route
eG000FEh PPom ety BudRiRi et Ren st iretudunciisd i5
prafsrabéy Fhesapbebetbgli phrenkngwiangenolfudey number of
aﬂ§9e9§aEb°$re9§§ﬂ§ éges£95ngxag@%en@tsgﬁﬁbh'Eﬁe answer

recelver O [ owm n% ts posi tion to be
tﬂe?%?n?ﬁéﬁ gﬁgsﬁégglgpebe predlcte (pseudo-random

function). The chosen algorithm, or values allowing it
to be parametered (for example the seed in the case of a
pseudo-random function) are preferably kept
confidential. Furthermore, a different algorithm or
different values are preferably used for each lock 5

and/or even for each user 4.

The central station 1 can further comprise a
lock database (not represented) having for each lock 5 a
profile with information such as geographic location,
type of protected device, cryptographic communication

keys etc.

The mobile equipment 3 depends on the type of
network used. In a preferred embodiment, this equipment
1s constituted by a mobile cellular equipment, for

example a cell phone or PDA, a smartphone or a personal
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transmtted to the central station 1. A | one worker
protection equi pnent (LWP) 31 nekes it possible to
check whether the user 4 of the nobile equipnent 3 is
awake, for exanple by checki ng whet her he noves, is
vertical, reacts to answer requests etc. The nobile
equi pnment 3 can further include additiona

identificatio nd/ o aut catl ans 32,
BRENEES B bRIHeanra the 2 S 1P AP Mo Ror T t1%h
ceptier angodaa werafybngea PIIN dede,lsocaphiseigtlel o use a

~sensor The.i dentif lon a r ut henti cati on
SFRE R catpn, M BeRbLLLERLLOR IR ! Nem e
nobi | e equi pnent or |n a chip card |nserted in the

equi pmegf e ﬁ&bi?QDEEthmbng Bfeéneiﬁgﬁh@e'GeE@%catlon

central station 1 that then_has neans for verify
mefes ddv afer ?ﬁém@ﬁﬁpacéaaelbﬂmec5@€§laﬁay@ﬁ F@@oFd@&

Gbspnslﬁbﬁld@tatsTbgsﬁ@@bhet@qbbpa@mbr&l@@@ boK evarphee
e or nstalled in_a,ve

h
tPouBRbE Bt fcEh CaRberti Shar oot & (ePEpHanEche.
pﬂﬁbebelequegnépmewtthLWPDhélfmakesoﬁt pbesubﬂentbonheck

w%%théroghg HS%%Sia ¥ toc @ Y3eLqhQ m%%@”%c ke,
equl cen st at’l Oﬁ 3
fqnesxamnlanbyr@b@pVeng wbﬁtégpoh§|m@vaﬁsmeﬁ ve¢tlp§l

rEYePsadyant ageeuseqlBs@LUBE ct OTHRCHERIE cSREMNbikntt @
establi sh conmmuni cati ons between the different users

caRdfurhBeEehbFaPdst affdhiPRRrOUGHBRAARERS 16P APFY 8rent

auy@@ﬁtlcaheoﬁemééab SQatEOB eabampQe exampbe cagdd (ehigs
infornmatio arout

AL megP s E R BB Ra IR v e i v ank He By pacte,

atbammetriedsenabty ett.eVba nﬁenhefncatQOpeasddnel has
a@@h%ﬂyi8g§55 Ekoﬁgggusggt@ EQHHB@'g EBQmeﬁhﬁoHéﬁﬁ 4

or exanp enpl oyee, replenisher;  a
lt%chhmcbher@@@##ep@ﬁ§éﬁﬁéptopraﬁ9 a chlp card inserted

in the equipment, or remotely, i.e. for example in the
central station 1 that then has means for verifying the
data of the chip card, PIN codes and/or recorded

biometric data. The mobile equipment 3 can for example

be portable or installed in a vehicle.

It is however possible to use a conventional
mobile telephone as mobile equipment within the frame of
the invention; it is only necessary for the user to
connect with this equipment with a central station 1 to
send a gquestion and receive a corresponding answer. It
is even advantageous, in order to increase security, to
establish communications between the different users and
the central station through channels of different types.
The central station can for example send this additional
information and agree with a route personnel, for

example, that the question is to be transmitted orally,
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ot her physical person authorized by the centra

station 1 to open the lock 5. The user 4 has

know edge of a secret personal code that has been
transmtted by the central station 1 and with which
he can be identified vis-a-vis one or several |ocks 5
of a pool of | ocks adninistered by the centra

statign 1. The user 4 is thernnre referahl.y .
eikBablotlF BBRRG PASAERPEeAToro S a BRedRES i baring
degai poentin3chyineans of another secret code, for

exanple a PIN code of the tel ephone and/or of the SIM

card. O her neans for identifying the user 4
vi s- a- viBet heeroékis AAd/ 8rampéenBbPREke§UPRRFRE, 3acan

chencepgetyednkn, tgetEEﬁﬂgcQﬁ E@% h@V%%&%%%neﬁobr any
exanple, . the user could prove his identity

obheseRbYAyCal B§F§8ﬁaPUSBPéé?e§uEH &8ea C@@iréﬁ Shigp ion
l?ﬁbdopénbyhebﬂﬁgﬁt Bi. C_Th@elfltﬁleﬁfl gahkben khkbwrléal@‘é @ff a
in rints, .the S etin vai ce e
serbetBhePoRat nonger ki tobotohery "Bratitng trah By 22
cedentilf ytagion authdnwiicat whgchhee gser bé ud@nalfﬁgd
v%gg\ﬂyyélSngqgkpggggrglaﬂgck 5'8%k S oollt Tslocks
ur?hernnre ossible to curmul ate several
aflgeni ptpeadi br AEEh6EELrRBr 669ELONt Re THEntisFirc 4t iL6n

fga£ﬁe§ﬁ5§éegréEekaslgnebbngQUb@nse&n GaBnRE fied vis-
transmtted to the centralI3 éatlon r verbﬁlcatlon
S

apttPoles. mqﬁél?oﬁﬂuép@SHﬁr ¥ BR8Pl 8RNECRANCEST ST
celiepenbrbSexahpleexanpNecadbobt, thboselppdivhicoandgor of

on Il ed by Iog|cal devi ce .insi e c t
té%tégﬁ %aﬁech%ﬁh%almﬁgg a%?gn% ﬁgoﬁggcbg th% gsér ?
vaktawhg thecksskt b ahé/protéctmqbwéﬁuﬁgulpaﬁnéxénﬁﬁé

bénébgseéveaekhe£hgagyhmg okotﬁg Lackedieh;0Rcthexample,

contrary 12 unl ocke [ock is preferably designed
the Beehseduid PEBHBI Rabi sACRELhYaldePiFeESBERT S Ri ng

péhEoNMOl UBBj &6t bSuch as a key or chip card or by
biometric identification by means of fingerprints, the
iris, the retina, voice, the face etc. Other methods can
obviously be used for identifying or authenticating the
user 4 vis-a-vis the mobile equipment 3 and the lock 5.
It is furthermore possible to cumulate several
identification methods. Moreover, the identification
data entered in the mobile equipment 3 can be
transmitted to the central station 1 for verification

purposes.

The lock 5 comprises an electro-mechanical
element 52, for example a bolt, whose position is
controlled by a logical device inside the lock 5 to act
on a mechanical mechanism (“connecting rod”) allowing
access to the protected volume, for example inside a

teller machine, to be locked or on the contrary
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protected, for exanple with a teller nmachine or a
strongbox; it thus does not itself constitute such a
strongbox and does not have a protected vol unme but has
nmeans (not represented) to associate it nechanically
and/or electrically with such a strongbox or teller
machine in a manner nmaking it difficult to be renoved.
A_nuner.ic phanuneri ¢ ke d 1 .associ, at

SRRk 4% ol Bie Prede S ian Br R pars Siai it de
camtpinbéianswerht e tesiaskednguestingnsheOvvdrundatta be
pngE%E‘t%% e'f%?‘?%&%mgﬂ‘ét vﬁ%ﬁ%“ esenhad), ﬁfa%fhi%af@ G a

ometri ¢ sensor a a mcrop one etc. can
spoosobly; bétptwdé@eﬁn rnortie iteel 5 consd ltadle fawather

skB%h@Q%& andchees 98tf hvdi SPhAYIRG RS SALRMd Bt Has
na ri x node, |nclud|ng guest i ons, |nV|tat|ons to

m@ﬁpér (ngh zREWEFCNERE) sF&t@§Sﬁ€§§§§e§t Tirehagdicall

aﬁdVbheélabeE@baDﬂy GORPI is3e$ @n%thng$QM€ka|tQpﬂkﬂﬂw
interfaces 53 th ow it to chaggp data with the

I at
masb&&s it RaS2t8°pr 8?53‘&1“9 f%r 9 &Fmeved:

machi ne, and/or with the central station 1 t hr ough

any adapt SQmQ%%ég&iébﬁﬂgﬁaﬁm@%% %e%ﬁ%%p@g”%ss%%*l‘é{%‘&

or Internet. nication wt evi ce

whEBt EBEedOFK whirdhovEethecksSes ouRnES Imikes pegrsonal

cbatabhy pRsshhkfetotbneheaseksecyiiklytichRanktned hea
exchange Ef |nfornat|on allomnn%gsro able frauds to be

SReFELPEASH RBAAS (BP tcFGRTESRBI STandHWaitks t o
bthﬁetgenesahson ot tametnal aamdict-obhank lkags tcaki ng

1bl §8“”t gata,coll $ﬁtee§o%?<t% by,t.he |9k an ek%y
scted’ device. I's “conmuni cati on can aI i f
ineéegsary speeasellt 6ocodtispll avhegl vek sbaky n@art@X(tf or

nhP8ixt RbLET ﬂﬁ&ﬂh&?n%aﬁ%gg%ﬂs t@n@'l%elt%)én%e%%a%%%er

depending on the behavior of the lock 5 on the teller
apeRFKers 3Rd status messages.

The lock further preferably comprises one or
several optional interfaces 53 that allow it to exchange
data with the device it has to protect, for example a
teller machine, and/or with the central station 1
through any adapted network, for example a telephone
network or Internet. Data communication with the device
to be protected in which the lock is mounted makes it
notably possible to increase security, thanks to the
exchange of information allowing probable frauds to be
detected by means of clue combinations and thanks to the
generation of internal audit trail logs taking into
account data collected both by the lock and by the
protected device. This communication can also, if
necessary, be used to control the lock 5 by means of the
teller machine’s keyboard, to display messages depending

on the behavior of the lock 5 on the teller machine’s
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screen, to forward alarnms triggered by the | ock by

~nmeans of the teller machine or to trigger other
actions performed by the teller machine. The
preferably two- directional comrunicati on between the
lock 5 and the central station 1 nmakes it possible
for exanple to remptely nodify the Iist of users

thorized to b tified |
PP ass FnTELaEr: PIOAIFoR LgIEEPE B SUE by Phey means
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cen statlon are .s ne encr
vEF L Ranib 1S AR Sk e na s Rt st ey ar &0
rasbtet ik mV@nysohasahswpresemuéltheupncadb@demhmab|tp
t thelty. N Vi.S- St h el hine to
cBRuBhl BAEL 16L1 X1 SUBT okhE ATLLD By ErE® 108l TREHLD
r@M@t@aﬁsdaﬁeCél@ébﬁén?@eetécklsﬁeﬁhép &ﬁﬁowé tbetéock-

Tﬁﬁée&ahﬁﬁnaestQaﬁer@Hdthbneea@&gmog@ﬁ%hbnandcbg also
calculate tinme intervals Conmp %n% %

b?e@?%%@ﬁ?@ﬁ)thFBPgExﬁﬁﬁlQeglﬁFcPSOthEF Yef-neg lock,

f @t CeRappDEeSgousWhyhaambesmr yr @butemdust thdls deVlce
m cro-co te Si ypg. ci reuit nd/ r

T Gh8; ERRPHL G pr e PR e SaH A 85 ShaRHb, PR Ss deoto g

thandéetdrahdstheiehett poemetbanidcahddevniceeptadsi ng t he

e1885£8918£199|°§§£”8 9o iQe hoskghoa b%193&%&°b&%@at£he

npu I n nmeans urt er pre erab i nclu
neprorexahple acsaft hWarerapaure, tbsﬁrgéﬁéﬁéﬁﬁﬁgléﬁaty

atdedut Bé 8Pl ayt P0edeHUESELQAVED £RSPOBIEct-Omahageepbede
protected.

The lock 5 furthermore preferably includes an
electronic clock 54 that allows it to determine the date
and time autonomously and to calculate time intervals.
Computing means (not represented), for example a micro-
controller, a micro-processor with a memory, an
industrial micro-computer, an asic-type circuit and/or a
FPGA circuit etc. allow the dialogues with the user to
be handled and the electro-mechanical device causing the
locking or unlocking of the lock to be controlled. The
computing means further preferably include a module, for
example a software module, for generating and then
displaying a question in response to an accepted
personal identification code being entered, and a

module, for example a software module, for verifying
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personal identification code being entered, and a
nmodul e, for exanple a software nodule, for verifying
14 whet her the answer to the question is correct and,
if the answer is correct, for causing the lock to

unl ock. The conputing neans are preferably protected
agai nst physical or softmare nanipulations and can for

X | e_sel f-destruct,. whilst keeping the | os
B P RE FPELaUFERE antBHl BUEShecrThe Foeros AR, (1B
ther&heveri nel aderectel €éss cennevyi dbheellemints wintlhckhe
mobi | e equi pment 3, for exanple a Bl uetooth-type
interface, in order for exanple to detect and check
t he pre%@%c@O@@utthgsm@gﬂﬁpﬁéﬁtprﬁf@ﬁ@b¢ycpﬁptyctﬁﬂ is

a@QYﬁgﬁrp99§§tQheortQOEQQQQetﬁ§§§p3E§B§ohE EH@Ycéﬁuﬁér
added vulneram

e
eé@%@%%.%ﬁify aa?sﬁeﬁnughléﬁa b%ﬁBFE@ 55 niaﬁ§ 6fCE&FY s
d@flb@tfﬁau@ﬁleht m&ﬁﬁpﬁSathﬁhanTBalEyckoekeanMGmthhe

teries_are, .enpt har r L acin
i §Rbde P 8L FlpRhge Bt mfREL O PYsRE B BE! N
e@mth@@mtuhloﬁkrngxaMEleoekBluﬁtaothatvaﬁtlehbodhnentin
o§£§r'9§£ é§a M@rsg 8 @&&{lgﬁalxhgxk EH@ B?%é%ﬁcb”&@

d, for exanple ' er machine. In
tlyps %%@%R%?n%nb@th%nYlCFPlFX'pbﬁe%édhoﬁ9vﬁ§aﬁ§séﬂbée

t HENEF @b Okt Uat s by rt hgeyis@husthgqabacku1bérupesit .
this case its own energy source to keep the tinme even

if the rest of the systemis no |longer supplied
el ect riTad | yoclAnS endoct bt alof v t dlbectivend i Ve aet bodmous

'I¢ n I b ' t £ gggugg
o ko 00N By SRS e BP AL BL ELOUEE B
m@¢@@nt@¢lyyih0¢k©@twb¢nthh% ¢@bksaﬁﬁ keateesidar #hg
eﬁﬁ@&Stﬁ%bﬁé%bfn@e£§09§#l§8§§gOﬁhéh@ekf¥p§g Bdctlotes
exanpl e a nuneric _or phanuneri c_code, for exa Ie a
cgn then be carried out without unlocking the loc In a
variant embodiment, the lock is powered electrically by
the device into which it is mounted, for example a
teller machine. In yet another embodiment, it is powered
by means of a generator actuated by the user; the clock
54 uses in this case i1ts own energy source to keep the
time even if the rest of the system is no longer

supplied electrically.

An embodiment of the inventive method will now

be described with the aid of Figure 2.

Initially, a user 4 wishing to unlock the lock 5
is physically in front of this lock and enters during
the step 100 a personal code on the keypad 51, for
example a numeric or alphanumeric code, for example a 6-

digit code.

15



digit code. 15 During the step 101, the conputing
means in the |ock verify the entered personal code.
In a first variant enbodi nent, the personal code is
conpared with a 1list of accepted codes ("white list")
stored in the |ock. This variant however has the

di sadvantage of such a list having to be transmtted

to the lLock ex through a tel ecomunicati
ot wor kD OF 2 ShGREETE. F8he - RBareBRKE TISTERRS  Th' She
lbc&nsarsﬁyonhesesubredtpdrsonaﬂsksdef Innkerfdéepti on or
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thﬁoﬁghléttéiecbﬁmﬁﬁledtﬂédeﬁet brackr| tBkd hgbe@a@seoute
t he tent _or belong to re d users,
oL aS¥pREs, tenrs ThaPbarhonan Leubeige B by Ehakactr
insercept hvs secepdinegnbddi oeder tlel egaiddthost hesk, in
a CE0LLAY %iéﬁéppedtQmwﬁafﬂenfhetﬁgdfo@k'he?gggf aﬁmggxs

have e transm tted or ex
d@héﬂ@o%keﬂe%%%t@h@uhﬁﬁgthﬁeegt@pedonerﬁgﬂaﬂh@od@npéred

pPRESORRS, c&d% ishéavali ghei tobs’ seFgehed a8d 8R1s81HOE,

nessage can lay on the display 50 to inform
ftat= g %%%S+%ﬁ? B hT Tyt EogRt 67 SORESFEonB. VRRCBPHeFe

emt5r¢memen$oﬁ@1u¢@déodce abtabksong to Byliestofg in

di f f d
r%ﬁ?%%%?'é§h§%exa Fr QK hete? I écagéggeaéglggébe?m;:n
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| onger period or until an unlockln opef ati on een
embodiment, delegated to the central station, to which
the code will subsequently have to be transmitted

implicitly or explicitly.

If the lock detects during the step 101 that the
entered personal code is invalid, it is rejected and an
error message can be display on the display 50 to inform
the user and invite him to enter a new code. In order to
prevent “brute force” attacks, i.e. by testing in
succession a large number of different codes, it is
possible for example to introduce a deadline between
each attempt and/or to limit the number of possible
unfruitful attempts before blocking the lock for a
longer period or until an unlocking operation has been

initiated.

In a variant embodiment, the user is identified

vis-a-vis the lock by proving possession of an object,

16



initiated. In a variant enbodi nent, the user is
identified vis-a-vis the |ock by proving possession
of an object, 16 for exanple a key, an electronic
key, a chip card, etc. The presented object can
itself be protected by a code, notably in the case of
a chip card This sol ution homever has the

dlsadvan uirin ani zation for
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ire is reference b|o trI% dﬁéﬁ Di ff
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ent cat
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chfepti treakhoRtBY Rersapah scedechastl 2l edeatiker;a,
predet erm ned nunber of attenpts or when the sum

rﬁgﬁ?ﬂéﬁgeoﬁnt?ﬁeuﬁﬁétéétéHr§B?GW€r§xéééH§r§dc§PtéFﬂUlre

hsgnrebervhesepeomet hee akeaunst ances call for
increased security. If the personal code is valid,
the lock's computing neans (or, subsequently, those
of the Rehfemd¢ntsid¢nonfivetiby nbehadsesanr Eightbermore

bé'@gﬁglﬁgdthftu§§r lggegggggggebxotQggugggeanThe
access rights can epen
additional or dlfferent identification according to
circumstances; for example, a biometric identification
or ldentification with a key can be requested if
identification by personal code has failed after a
predetermined number of attempts or when the sum
available in the protected volume exceeds a certain sum
or whenever other circumstances call for increased

security.

If the persconal code is valid, the lock’s
computing means (or, subsequently, those of the central
station) verify the access rights linked to the user
identified by this code. The access rights can depend on
the time; for example, it is possible to authorize the
unlocking of the lock only during a limited temporal
window corresponding to the time at which the user is

expected. This temporal window can be encoded, with
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the tinme; for exanple, it is possible to authorize the
_unlocking of the lock only during a limted tenporal

wi ndow corresponding to the time at which the user is
expected. This tenporal w ndow can be encoded, with 17
other information, in the central station's reply
descri bed further bel ow. Depending on the protected

' i bl e, t I
oBRFF ot BRPEBAFE 8701 LPRE S pPBLLEAda VAL IRE Bo P Fer ent

desersbedt fusther bradnple conceivable to authorize a
technical service rep to access only different organs
of a teller machine, e.g. to refill paper, retrieve
t he | ogP¢p¢Rding 9@rtb¢np@@h@@teﬁaphﬂ@ﬁancét is also

pOPSIBLLORS, aT@b%SEcééggsﬁotQlkﬁgréh%OBQQQé olfSthe
restricted to other users identified with ather
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d t d by th 4 der t I
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tassafLahtpaperf oretngehenthe éngefiﬂhe codperThem other
m§P§€é£éﬁch8#$¥g@Ibgg &ﬂElEPVQ %eEOEoe%ﬁgpggrongbox

enterin erent persona ushin
l%dﬁ?@?bh@teﬂeyoo@tbﬁgaﬁseﬁﬁoF@ﬁQééflEﬁe§éEheoéheéne
ck&¥sor other manipul ations that can be identified

wi t hout anmbiguity by the lock 5 but is difficult to

detect for an assail ant observing the operation. The

detectixhecﬁo@kparéémuéamonﬁ@fpﬂyamh@ﬂheﬁausepethélc

| ock to,_behave djfferentl I e
S TP RCRLes o Col FRLFHRE PP cabelncRErBer odkhg bode
wa$eant@r$@lbystu@ruﬂgrsﬂepnlcﬁdarquessﬂgnaénthhé he is

uﬁ@éf'@dﬂégs, 706 dishbayed-gyesti 90 S88a9epgpdign the

forc1ng him to enter the code. The specific manipulation
can involve for example entering a different personal
code, pushing an additional key or organ, prolonged
pressure on one key or other manipulations that can be
identified without ambiguity by the lock 5 but is
difficult to detect for an assailant observing the
operation. The detection of a particular manipulation
causes the lock to behave differently, as will be seen

further below.

In case of valid identification, the lock 5 then
displays during step 102 a question on the display 50.
The displayed question can depend on the time, the date,
the identified user, the lock, other parameters
collected by the lock and/or a possible detection of
manipulation signaling duress. Furthermore, the choice
of the question can depend on a random factor. Each

question 1s preferably displayed only once and is not
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the identified user, the |ock, other paraneters

coll ected by the Iock and/ or a possi ble detection of
mani pul ation signaling duress. Furthernore, the choice
of the question can depend on a random factor. Each
question is preferably displayed only once and is not
18 re-used, or at |least not for the sane user. The
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ock to %enerate agal n question t answer to
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cmetzlku ikbf uhitidentief itgat iRrualt-erplaerriRiefer;abldvever,

or ed in in t e .|l ock, mnth the date and
at F Cof S{“ﬁélgv gﬁt Cap?%‘?% edf 5&tcordd ¢ g o
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098 EI?%I% rggd%hgnlo%% %%yg %eﬁg%groﬁt%%”%g %ﬁ%ﬁgn the

he ‘connect or sitdé
ahewkrahd/UhlpénnﬁeﬁﬁrﬁadwmKMQWQentral station 1
t hrough a communi cati on network. The user 4 reads the
qguestion displayed during the step 103, then _enters
it durlﬁﬁuéFgﬁlleﬁeaﬁlﬁﬁ@atlons and unfruitful

identification attempts are preferably recorded in a log
file in the lock, with the date and time of the event.
This file can be consulted by a technical service rep,
for example by entering a particular code on the keypad
51, by plugging a computer on the connector on the front
side of the lock and/or remotely from the central

station 1 through a communication network.

The user 4 reads the question displayed during
the step 103, then enters it during.step 104 on the
keypad of his mobile equipment 3. Since the question
displayed on the display 50 is unpredictable and it is
possible to distinguish the possible questions from
illicit questions, one can thus make sure that the user

4 is indeed in the vicinity of the lock 5 to be opened.
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keypad of his nobile equipnent 3. Since the question

di spl ayed on the display 50 is unpredictable and it is
possi bl e to distinguish the possible questions from
illicit questions, one can thus make sure that the

user 4 is indeed in the vicinity of the lock 5 to be
opened. 19 During the step 105, the question entered

by the _user t ransm d t he blle e
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cedudi BreRbidet felBke bRAReht @ et &l he question
and transmt it tothe central station 1. In a

vari ant enbodi ment, the question is sinply entered by
the usen aedlt:aaeamappedcta@iant,eEe@heaem@u@ber Jekra

t d dd to th A t
bRe OB Ed  SHOEBHeRT "3 oUr 0 £HE BRpArotiooh THoBTte
meqmﬂpHEHUlpmanbe3ptot@ekedimyea51eas$woe@¢e& RIhe code,
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aut henti cati on neasur es. uest I on entere
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tatatken ;n@lussh:agshmeteat eB éO%eqephbﬂel weeether
information, in for exa e an identification

CBP e H el RERLI SRR ae b kRE S TPt EheoREAT e ( he

VSl SDN cal | er nunber), user identification data

(includ S nal, ¢ de but _al so.for le a
passwor%gge % R? 8 ﬁglo%et?ggl %?a% 3da a%gxgggcted
appbwat@hnpm@emel ﬁquhemﬁmbu Fenehei prenectedt by) 2

phBEQLPELI OnpeR Eeéét'BBSréHHBEke@rB% Ehe ugeglqcekhe@

modul e 30, information supplied by t
identification or authentication measures

Beside the question entered by the user, the
message transmitted to the central station 1 during the
step 105 can include other information, including for
example an identification of the used mobile equipment 3
(for example the MSISDN caller number), user
identification data (including his personal code but
also for example a password, a PIN code, biometric data,
data extracted from a chip card in the mobile equipment,
etc.), information on positions supplied by the
geolocation module 30, information supplied by the LWP
module 31, etc. The message can furthermore be signed
electronically by a chip card in the mobile equipment 3
in order to prove its authenticity and integrity, and/or

encrypted in order to ensure its confidentiality.
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nodul e 31, etc. The nessage can furthernore be signed
el ectronically by a chip card in the nobile equi pnent
3 in order to prove its authenticity and integrity,
and/or encrypted in order to ensure its
confidentiality. 20 During the step 106, the centra
station 1 receives the message transmtted by the
user an verifies it. verificatio |an|es for
ot DRk ERE: AHEPhat o nbFr SR Ared RIS
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datgot&yhhyuhkﬁo&QCKo théoumers oandeaxddwasdomy t he
s§8HHEEh89a”H§g§p&i +1B8 %BS‘M%Bl'c%tEr SlLekdR Yetc.

constituted |g|ta or al phanuneric $tring that
does not_allom1 a user to determne imediately
whet herrfttg@n¥ @k NSications performed during the step

106 allow to determine that the question is a legitimate
question transmitted at the right time by an authorized
user, the rights of this user are preferably determined.
If the user has at least certain rights, an answer to
this question is computed during the step 107, by means
of an algorithm unknown to the users and executed by the
computing means 11. The answer is preferably constituted
by a digital or alphanumeric string that does not allow
a user to determine immediately whether it contains

implicit instructions for the lock.

In the opposite case where the received question
is not wvalid, or if it has been transmitted by an
unauthorized user, or when the user does not have the
necessary access rights, or when other anomalies have

been detected, no answer is computed. In one variant
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inplicit instructions for the lock. In the opposite
case where the received question is not valid, or if
it has been transmitted by an unauthorized user, or
when the user does not have the necessary access
rights, or when other anonmalies have been detected,
no answer is conputed. In one variant 21 enbodi ment,
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order to cause a particular behavior of the | ock.
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answer can_ I nclude for exanpl e a nureri cal or
ogﬁﬁﬂﬁﬁﬁﬁngqgggd%@@eto circumstances in order to trigger

different reactions.

Other additional information can be encoded in
the answer, for example to define the user’s access

rights to the lock, for example as a function of time.

The answer to the question is then transmitted
to the mobile equipment during step 108, then displayed
and read by the user during step 109. The answer can
include for example a numerical or alphanumerical code
and is entered by the user 4 on the keypad 51 of the
lock 5 during step 110.

During step 111, the computing means in the lock
5 check whether the received answer is correct. In one
embodiment, this verification entails a comparison with

an answer computed by the lock itself by executing the
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and is entered by the user 4 on the keypad 51 of the
lock 5 during step 110. During step 111, the conputing
means in the lock 5 check whether the received answer
is correct. In one enbodinent, this verification
entails a conparison with an answer conputed by the

| ock itself by executing the 22 sane algorithn1than

t hat tral .
ERBod HET The ehogkPirg S LIE t Edai e Cedr Stgtion
1peﬁhoonedewbbummbnmecaheubabmmgn@tof‘m@epmmmaﬁwqd for
a%é@gB'ﬁ e!%%kb%b”%lk%%u%e%%b%%%ulﬁ%i iy means of

a VEeri all bl"e "answer or
ladgm@néenélwhefqae§ﬁa@@lﬁobwevedﬂéﬂﬂ@@u¢§hed%*xxnﬁa@on

aMalkd BOSWeLss 8% @ fMRGliieRt9bn %@% %QQ%wl%@-%%QIOV
ot her paraneters. This variant enbodi nent has

PRavaRL8gRNEF K0P r 8§FFRERg tO0ShEs WEStLRE éFgéﬁithnlln

das@hugahshydotrbmcK@ndwasamlaa%a@r@ve@s a tremdttiony of
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duress to the E 5 when entering the answer on the

IR8Fpad" dur i ng step 110, for exanple by entering an
additional digit etc. This solution is however |ess
secure Sjnce coul If e t.he.answer
o Chout Thf S Safioub iR ohe O] £ PUTRAEL SRLEL HRE1RDSVEL,

1FbrwhethpretheheecemVedlassaemohakssn@ntpnﬁ@cwudtothe

d@@¥ctﬂ§ﬂ'Bﬁlgthgﬁipulation by a user under duress or

whether other parameters are encoded in this answer.

In one embodiment, the user indicates a state of
duress to the lock 5 when entering the answer on the
keypad during step 110, for example by entering an
additional digit etc. This solution is however less
secure since a usurper could himself enter the answer
without effecting any additional manipulation.
Furthermore, the central station is not informed of any

manipulation.

In an additional embodiment, a state of duress
is directly detected by the lock 5 from additional
sensors or data, data transmitted by the teller machine
to which the lock is linked, or data transmitted

directly by the central station 1.
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In an additional enbodinent, a state of duress is
directly detected by the Iock 5 from additiona
sensors or data, data transnmitted by the teller
machine to which the lock is linked, or data
transmtted directly by the central station 1. 23 If
the lock determ nes during step 111 that the entered

' t d that it t
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igntialttiuhgathenpsspdanraadammfoanthent iisggecegmented
- a gr,sent to the central station 1 or towards
lg%%t%k¥l r&det ermi ned address. In one enbodi nent, the
banknotes inthe teller machine are automatically

destroyed emenﬁégﬁdd@tébmhﬂgsla@kﬁngngtebf1umetha@kthe
determ nes duri ng ste 111 thg§ ﬁ8°5 ent er ed

SRBIFECENBRESH AP HECES FRESpoh TEP&t 850 g%@sénd
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e_answer: .locking the.lock_.o i.atai.ni Ioc
AfbEran PEbaer pPO h0d bRk ReK e lnPRLTLELD! 20 LB CL00kn
aéabseqaenbeytduggﬁgea Lepriés opeseod, to the central

station 1 or towards another predetermined address. In
one embodiment, the banknotes in the teller machine are

automatically destroyed or marked with indelible ink.

If the lock determines during step 111 that the
entered answer is correct but that it corresponds to a
state of duress, it performs one of the following

actions according to the answer:

e locking the lock or maintaining the lock
locked, possibly even if a correct answer
is entered subsequently during a limited

period,
e normal unlocking of the lock,

¢ delayed unlocking of the lock after a short
period but longer than the usual period,
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nor mal unl ocki ng of the | ock, delayed unlocking of
the lock after a short perlod but | onger than the
usual period, 24 delayed unl ocking of the lock after
a long period, for exanple greater than three

m nutes, displaying of a particular nessage on the

di splay 50 of the | ock, for exanple to indicate to

t he assail ant, that  he been red

r T gger ing aHebFEreh SPOPbRRRpPE KGodRa < AEAPR @ Lond
destroying tpermodteﬁbs ekampéepgotettedthwol oheeby

t he | ock, gpl e by marking the banknotes by
nmeans of |ndef E?e [nk, etc. The last two options
must however be used with restraint in order to avoid

the risk qf &bgphsghﬁ@nétea gseribeing hakenghoshagee
or becomng the victimof retaliatign. These

di fferent medstPedYcall Phrther LBEX: coRbi REATPAPt &P
entering a confdechtansyetheraspaananer thandheahbbgbaen
mani pul ation,.a receipt code is preferably displayed
during an ad%f??%n%?egtep (not represented) on the

di splay 50. The user then enters this receipt code on

hi's mobi | eyl pUBRLANdnt 4205 POkt cLaublie Geubial

station 1, int manner as for t uestion
preV|oust #h2BRder to indicate to the centra
station that his mssion has been conpleted The

required recei code i s preferabl ue and
un?oreseeébl ﬁroyfng thepcontentsyo ﬁe protected

volume by the lock, for example by marking

the banknotes by means of indelible ink,
e ctc.

The last two options must however be used with
restraint in order to avoid the risk of the legitimate
user being taken hostage or becoming the victim of

retaliation.

These different measures can further be
combined.

After entering a correct answer or an answer
indicating a manipulation, a receipt code is preferably
displayed during an additional step (not represented) on
the display 50. The user then enters this receipt code
on his mobile equipment and transmits it to the central
station 1, in the same manner as for the gquestion
previously, in order to indicate to the central station
that his mission has been completed. The required

receipt code is preferably unique and unforeseeable in
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25 advance, so as to ensure that the user has indeed
read it follow ng mani pul ation and that he has not
deduced it otherwise. The central station is however
capabl e of verifying whether the transmtted receipt
code is licit. Again, the recei pt code generated by
the 1 ock or entered again by the user can contain

i ndi cations gnalin to.the central stati.on

208%PPLEul 8P é\?eﬁ s EnpgEe ERAMIFE S &S Tdindat d RifEhérad
1theoumolmhg3mlaeepuopene>mh aad néwtsthat éaef ndur essluared it

o?ﬁr Oég%grgﬁgn%e r%%t%%g%qb t%% S%&%&Icﬁggﬁﬁ%g%f
vsrgﬁgdngewbeypeedtaﬁdta@@@mpaﬁe@dr@@Gd@ﬁaCO@@chSaélﬁhé-
date, tinme, user identification, nobile equipnent
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nessage sen
triggering of an alarm, the triggering of an

intervention and/or the locking of other locks in the
vicinity or on the user’s foreseen route even in case of

a correct operation.

The generated receipt code is preferably, in the
same manner as the question or response, dependent on
the user en route, on the current lock and/or on other
parameters such as the date, time, detection of possible

manipulations.

In the above method, an authorization to unlock
a specific lock by a specific user can be modified by

the central station 1 in one of the following ways:

e By communicating a new personal code to the
user, for example by means of a telephone

call, SMS, e-mail or other message sent to
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26 the nobile equipnment 3 or transmtted orally to
the user. By nodifying the personal codes accepted by
the locks 5, for exanple by sending new |[|ists of
accepted codes (white list; only in the enbodi nent
where these lists are stored in the lock), newlists
of refused codes (black list), new lists of suspect

codes requiri addi.tional .verification rey.list)
o by modiyENg PRe aecsob ikl & Prkea ts et
codes. The | pstdlyf toctdesuard.t he access rights can
be transmtted by a tel ecommuni cati on channe
through a tel ecormunication interface in the |ock

and/ or by *meBismefiayingl E8enRarPeARIoRCPREepfEERtEd by
l'inked to thenhedeyi-e Brotreet edakyi1theyl aekdehgentar ed

directly through a physical data carrier by._..a
t echni cal reglgﬁscﬁgrégcﬁpt i ACERENEENLERY LAs ki f iy

t he personal inodes ambedtisdnbywhtlhe capteallistat bep

accor ding to thewhife., 0rgy,gr BLack;Lists oL othen
parameters Such ds the User™s’pl anned roite. "By
modi fyi ng t heodaswéblgirtenitd)a gewstiens vrfamssbered

by a user OchMeéeEéahEQihg a8Rs¥ebnhhese queskiens.
By sending a command ‘direct]ly to the l for

_ - he | ock
exanpl e a coh@hfYd toSkui AtaPH MeekEnyNIdtPPngCaeFapse
of time. 27 Fughber mhRedr egatdkssscofickheTaentiaks of

station's codes and the access rights can be
transmitted by a telecommunication channel
through a telecommunication interface in
the lock and/or by means of a
telecommunication interface linked to the
device protected by the lock or entered
directly through a physical data carrier by

a technical rep in charge of maintenance.

e By modifying the personal codes accepted by
the central station according to the white,
grey or black lists or other parameters

such as the user’s planned route.

¢ By modifying the answer given to a question
transmitted by a user or by refusing to

answer these questions.
e By sending a command directly to the lock,

for example a command to maintain locking

during a lapse of time.
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behavior, the lock 5 can itself authorize or refuse
unl ocki ng according to paraneters acquired directly or
t hrough the protected device, for exanple with the aid
of sensors, caneras or m crophones linked to the | ock
or to the device, obtained by analyzing the user's
mani pul ati ons on the keypad 5 or according to an
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.inventive.lock can be ogranmmed at any tine, for
LhLSRArE TFBRCT e Beneral ML5 APLGn SalATOP by HESss 2BF/8T
opathecubak tode entered by a user in the vicinity, in
order to function in a node other than the

Interactive node descri bed here above. For exanple,

it woul HE beS p_EehEE PesSEébiegr dathhnstheckrapg of the

1iAWEROEbES tb peobeadnbackedohy ee€r taknuHIeEkiay even
b% all users mnthoutlestabllshlng adﬁgnnect%on Wit h
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controlling the locking of an electronic lock (5),
!nClud'@@etfgcﬁoéé$¥%?%eét§$§é agoygeﬁag4%elﬁsed for
identifréed vis-a-vis e electronic lock,

making secure volumes other than teller machines, for

example weapon chests used in police stations or by the

army, safes or other volumes that can be locked or

unlocked by a local user only if authorized by a remote

central station.

Furthermore, the inventive lock can be
programmed at any time, for example from the central
station and/or by means of a particular code entered by
a user in the vicinity, in order to function in a mode
other than the interactive mode described here above.
For example, it would be possible to reprogram this lock
to authorize it to be unlocked by certain users or even
by all users without establishing a connection with the

central station.
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the electronic lock (5) displays a question, the user
transmts the question to a central station (1), the
central station conputes the answer to the question
and transmts this answer to the user, the user enters
the answer in the lock, the lock verifies whether the
response is correct and decides according to this
answer whether to wunlock the door. 2. The nethod of
CY3im% 1, wherein at the end of the nanipul ation, a
recei pt code is displayed by said |ock (59 and
transmtted by said user to the central station (1)
with.t helegitbdbffear nobitdm ldquigpnemt (@Jkigy dheamet hod
o Ble 0N O 188 L2 10y de PhafngWBL eL 011 8001 ELE0L
question |s at each access to i . 4.
The met ﬁ’odls(ﬁr drﬂé o'lfS tiferdidi d Wi B vishetd n  said

elentFistatdon verifies if said question is valid.
5. The mathod 'of one of the claims 1 to 4, wherejn

the di spiPgy&d SGidnichs Hepehtd oht Tatal Lstrd1eH 1 he
mst hod aheoneseaf thasliaias e tqudst wWherted e Saitdral
ﬁ%said guestion is conputed by nmeans of an
r|t n said central station (1), and wherein
sal d | odhheverrftires ptatsars afinghes 2halgovidhmorthe

Hord q5g£+% h answer
q|s cof%ggﬁi 7. The nE?%ﬁ%§ %ﬁone ?é ﬁ% c?g%ﬁs 1 to 6,
wher ei n theajugarsentes)s thensfiseesain thaspifde to said
Centra'th%t@Ud%“d@tﬂﬁﬁ&§\ﬂﬁeﬁhé¥ﬂﬁﬂéﬂﬁégpdﬂbe is

est abl i shed. t hr ou Iular et wor
e A O T R G HENS 0 T PoTROE b RP EhaF 700
uanﬂeltrhesaicobxuser (4)

2. The method of claim 1, wherein at the end of
the manipulation, a receipt code is displayed by said
lock (59 and transmitted by said user to the central

station (1) with the aid of a mobile equipment (3).

3. The method of one of the claims 1 or 2, wherein
a different gquestion is displayed at each access to the
lock.

4. The method of one of the claims 1 to 3, wherein

said central station verifies if said question is wvalid.

5. The method of one of the claims 1 to 4, wherein

the displayed questions depend on said users.

6. The method of one of the claims 1 to 5, wherein
said answer to said question is computed by means of an
algorithm in said central station (1),

and wherein said lock verifies by means of the
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transmts said answer to said central station (1) by
means of a nobile equi pnment (3) capabl e of connecting
into a cellular network, said nobile equipnent
determining the position of said user by neans of a
geol ocation device (30), said position being
transmtted to said central station (1), said centra

tati on checki d p05|t|on hefore transmttin
239PH 1 2REWEF P3TBELANGOSEFGHESE Lhhe retiisd PR Tof
shha ehaivege 7st eo8resai.d nobile equi pnent (3) using a
| one worker protection equipnment (31) in order to
- .deternm.ne whether said user is alive and/or awake.
10. 7The He¢hodthddont ofet b€ thai gsafmeolotoshi dwherein

SQ@QI hgeﬁqwﬁ%%ng?ﬁt@ugagat %@b'o%%esae SUSS doycrRans

Ip card per sonal /[or bionetric data
S(@Q}onléy mﬁenﬁepﬁoé 6Pm@PaﬂﬁﬁIeontﬁét@@éﬁﬁhﬁw S TR

ausel1{i4xrdgteyBirred2i nigakgdenabile requ prRGL 163k .bei ng
transmtted to said central station (1) for
verification. 30 12. The nethod of one of the clains 1
to BlL, Tmhere¢thsdi df uskaif4d), ishedenti aed ubsra{¥is

EiferSh Ch e apLa, £ BLTRATE ) pupeigyra cooe
me@phodf of mpénhelgqump@ﬁétn( ) neappeisordl coppgetiing

15E§n§nbgggglgy gatfoegntral station to sald user (4).
The mefhod of one of the claims 1 to

el ol hiekte pfflw%ﬁe rRd YRR oﬁdee%%mhphagt E]éeaE%BééElon
ofi ght8 @fethpyuserfsi denti ¥ongcheisai delvaek. (

said position being transmitted to said central

station (1),
said central station checking said position

before transmitting said answer to said question.

9. The method of one of the claims 7 to 8, said
mobile equipment (3) using a lone worker protection
equipment (31) in order to determine whether said user

is alive and/or awake.

10. The method of one of the claims 7 to 9, said
mobile equipment (3) authenticating said user by means
of a chip card, a personal code and/or biometric data

(32).

11. The method of claim 10, the identity of said
user (4) determined in said mobile equipment (3) being
transmitted to said central station (1) for

verification.
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15. The nmethod of one of the clainms 1 to 14, wherein
said user (4) perforns a particular manipul ation when
entering said question into said | ock when wishing to
indicate he is under duress, said central station (1)
then reacting by generating a nodified answer to
guestion, said nodified answer being different from

t he _answer generated when said naﬂi ulaiion I s not

a cgid

per flgrnethe B e PHCRE o f 9T ng 8 af 42 +BE kT ng° itions
wme@@igabgiufaseenuevsisaﬁdeﬁndﬁﬁbedvaBSWewislﬁheThe
thod o ajim ,.wherein said central ; stati
< (EERPa%, Falkii Y BReTERPP, 8% SnBes Sklog, BPAY, Alsttks
osughkempapul(ati onfhabebéenkddébéct ed, the entering of

at least certain of the different nodified answers
causing at |least certain of the followi ng behaviors:

keepidng Tie mekkod 59L | okkEd; 12 enpoeT2iRgat AeW UREBERNAY

c8hethe £9§Ksﬁ§iteddbng§YHﬂ9e§tﬂ§§5@ﬁ@t@@ntH@ diaspl ager
50) of said lock (5); triggering an alarm 31

stroying or marking the contents of the device
protected by said lock (5). 17. The nethod of claim 2

to : erein.a . different_r [ code. i s_displ ayed
at ﬁ%é end dFeEieH O%a%?%u %t?%%.g%%%ﬁgh% ﬁ%t%gﬂ of
innkudinghe craiimmigaty $7¢p whierdefansagdthecerpeseode
r9§9€9d§f09héh§sgyér§a& UseLingt P8 QREAI NG-Qf the Iock,
the current | ock, the gate, tﬁe time and/or the
detection of possible manipulations. 19. Electronic

| ock 5(5)7hd NEEtMbANIf one of the claims 1 to 14,
wherein said user (4) performs a particular manipulation
when entering said question into said lock when wishing
to indicate he is under duress,

said central station (1) then reacting by
generating a modified answer to question, said
modified answer being different from the answer
generated when said manipulation is not performed,

said lock modifying said locking conditions

when said user enters said modified answer.

16. The method of claim 15, wherein said central
station (1) selects a modified answer from among several
when one such manipulation has been detected, the
entering of at least certain of the different modified
answers causing at least certain of the following
behaviors:

keeping the lock (5) locked;

temporizing the unlocking of the lock (5);

displaying a message on the display (50) of
said lock (5);

triggering an alarm;
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data entering neans (51) for entering a persona
identification code, a nodule for generating and then
di spl'aying a question in reply to the entering of a
personal identification code, a nodule for verifying
whet her an answer to said question entered on said
keypad is correct and for causing said lock to unlock
in case of a correct answer. 20. The | ock of _c]aim 19,

i ncl udi i HEEMELTDroT JRIeF BT ngandCr $pt ay?hgt e

deecebppreoderafitey anidunberkipg.attenpt. 21. The |ock
of one of the clains 19 to 20, including neans for

verifying the plausibility of said personal code,
sai d 7neditse et trigodvi ahoutaamy? | ist1of waetdonized

f%?%?engzreggf £oggd flgnglg l%ggdcgé'gﬁelgnhoogleach

REans for detecti ni pul ations of
m@@epula§a©@ gener at ed question bei ng nodi fi ed when
such a mani pul ati on has been detected 32 23. The
| ock of one of the clains 19 to i nc udlnggneans

f or 1Benpdts A Ahee it ek hgt ot ?}%lm? KEQctor di ng
whoréhe esieredcanswetod@ddepbrdkock oheonereéntheser,

ains 19 to | ncl udj alo [ or
U BB gt ¢ ha® cbBnt s b Bar PBy L shP g 0ssPs. d3ke ThEe
timekand/onetié dbeectapnsof9pbesile mavipdiagianegl ock
powered pernmanently to determne the tine and date.

26. The lock of one if the clains 19 to 25, i ncluding
a codnt drladfatorth Weck nctemebt @i ¥ @Versibly to

initialigze A dseudord andom f unct | eor usete £ Dfig a
personal identification code,

a module for generating and then displaying a
gquestion in reply to the entering of a personal
identification code,

a module for verifying whether an answer to
said question entered on said keypad is correct and for

causing said lock to unlock in case of a correct answer.

20. The lock of claim 19, including means for
generating and displaying a receipt code after an

unlocking attempt.

21. The lock of one of the claims 19 to 20,
including means for verifying the plausibility of said
personal code, said means being without any list of

authorized users.

22 . The lock of one of the claims 19 to 21,
including means for detecting manipulations of the user,
said generated question being modified when such a

manipulation has been detected.
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generating said question. 27. The |ock of one of the
clains 19 to 26, including an interface for
exchangi ng data with a device protected by said | ock.
28. The lock of one of the clainms 19 to 27, including
an interface for exchanging data with a renote

central station. 33

23. The lock of one of the claims 19 to 22,
including means for temporizing the unlocking of the

lock according to the entered answer.

24. The lock of one of the claims 19 to 23,
including a log file for inventorying the events caused

by said users.

25. The lock of one of the claims 19 to 24,
including a clock powered permanently to determine the

time and date.

26. The lock of one 1f the claims 19 to 25,
including a counter that can be incremented irreversibly
to initialize a pseudo-random function used for

generating said question.

27. The lock of one of the claims 19 to 26,
including an interface for exchanging data with a device

protected by said lock.

28. The lock of one of the claims 19 to 27,
including an interface for exchanging data with a remote

central station.
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