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The present invention provides an apparatus and method for simultaneously
operating plural applications in a single secure multimedia card (MMC) and a digital

device, thereby increasing usability of the secure MMC.
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devi n addi ti o unber

chan ceqlwg O:I]' 61%01‘? a}')ﬁl{cgg(’)r%s rn%;/n rhar eba Ph){s V\BP&Y&HH& éWO or more
phﬁlmpums raipalpmgdrormay Simellq@ne(wehftby astslgomgtavl/ggloal qlnameﬂ in units of
l o h t

oo Sl RO B, I B Sy ARV N, e o

i nPEGREOR BrReripsma HelcEory 1 g thhp Appation A w1th1n a
Acalfg[t@m dé:@lc)é 500 Iﬁ@sttga{&lsSa SE)T HLA/YBA@K IHEQ &ﬁnﬁlhﬁ@tdﬂ@f@pncamn K

is Jtlca ﬁ%@qs he dat a unlt%l 41
ba%’ﬂ mfaoﬁﬁc?fﬁ { §|1P08fant“i‘%“ FOgMeat 4 %H‘étP‘ét rF%"Onse aset con-
cr stituéd the comenddihoeldite actorhplishpd esdott inrkwaptiorgany other

8 EIBIPLE- A0RRS #p ALEELIBANEL A By .
wi edrdingtye ﬂ@mp@hcz@lom]i;mtm@l the digital device 500 cannot execute a

SET_DELETE_ RO command while the application A sends SET_PLAYBACK_REQ
command to the application K and receives a SET_PLAYBACK_REQ response from

10



[65] FIG 10 illustrates an operating procedure of two
applications sharing a physical channel according to

w@roosirigsdé nent of the present invention. As deBCT/KRe@s5/001523

[67]

[68]

[69]

above, a single function includes at |east one
conmand. Referring to back to FIG 3, the playback

f Uﬂh@ta%)pll’baluﬂﬁ IKUger tHReSET \Pe. A CYBRER REQf&ﬁ?Hiﬁhd B.exbéuted and before
exec e a ansnm ssi.on o
SR RaR OB SRR R b AR E R oDt Bl dheition A, e

ar @mleemtij chmexacherthe\SEdsDELB&EI RPutonuoanderyckeadidg thee
?T‘ SDE@E@?”}%S Ahfindiad %911 reac%ivhﬁcgné@ﬁ”f %EﬂETE RO Fespdnse from an

WO Oor nore NP
p hgmh@amorblﬁ athi the seqyre %rléofmmhqrmdmﬁuméwn performed by an

pesdHcAmRsh &h)mdé hﬁé’iﬁﬁ)‘ﬂ&i By zb&’orﬁﬁ'lﬁh(g S k. 8a ie@ of &ﬁinput command and
channel in unit fer

n
appt PRBYS TSWOAS“dé’hf P%?tﬁ%rr?éﬁ%t%k 0{%?4 Ey ﬂaﬁa aﬁp 10&&9{1 éﬂd is
B @(ﬁﬁi&lﬁédTEfteiehfe¢drﬁXﬁandr @t p;eﬂhﬁgfem t he pl ayback, the
"B HERAI R Rt ! afEUEF oERYS TR R fine
a Ble(smabcmlmmrd&gnc engtheri ermrdmdlru@m@éﬁd: mﬁﬂd:nalmvmtqnuFIG 11

r eScl‘R)%SdetBIﬁlg dlsagmh ﬁQﬂ} oﬁ&r’ahb‘ﬁs’ Wikt e{heapf)ﬁ%ﬂq% R% device 500

acconp 'S out |nterrupt|on er CO
c aPHEME @n RQ EP@pIea rGRIEF iam Withsgapp AK wHbingyecure MMC

oug(&minﬁr g SSHPNsRionA® \af@tﬁfrd 8dloval &dwcetaml peﬁ@frhé)ﬁh BO removal with

W I N e I evl ce (0] execut.e

S o b S MBE B0 S hmEAE Bt S8y pagh of the two

SEfﬁnEhéXiéBﬁ@lQhRﬂi@ ndonmeatidn taoquitisido@pipl ihe RO cemnd<¢abad illustrated in
f.

[ oEft 8 ol o SRRl BIAONRELS I Mamplc gnd may be

expaiaregd andiffsedns mays Rafitrsiag (e RIG. GETVWRL gvBAQKISRERT_CO_INFO

CORMPAATI ROCKEEN! £ nBYich I?(?{)élﬁﬁjrﬂ t‘ﬁ@'RCpfhfcﬁ*mahBﬁ acqu1s1t10n In

appl 1. cation B can execute

seﬁai%}l fwe capmapgsy, SFE_ R@@J&Bﬁbaw&%@ggﬁw At ngeged to
e_rEaElxﬁHERmernﬁﬁzap mesefdoﬁmuaﬂs arptdneRie@nisidg e hi n

W%SEGW SpriDdMOREAL SEE cRua Pt Shidhprgrate ogether

c orm:amnigls ehit(Accerdingly sdter operattionsri§itl and 32 dregredoaned to execute
ou{hglﬁtE'Ir ﬁp(ﬂ[&%@ co%{mzﬁ{zl Cfi‘fhﬁer CJg‘ﬁ@&tﬁdnolg J)?E]‘TOR ?Np(ﬁ commc?nd set of

t her —appi i cat ter the coma
s etheuaﬁplﬂqaﬁpg h\ede pmthmlsc§221 angl 223 nay GRERE PNk ordn

ODSE‘Qt IDEEEWEOR%&IﬁanddsEW ttﬁ@ @]!)Iﬂfc?%d)lpﬁsl n% ekMBn@S211 and S213
0 ano er_e

th a% eﬁvﬁiﬁi #n % theyapplipaiipa %e’fe@ 6.5%§E1°&@LETE RO

of c@n@a@d irmjﬁramgm Szml amlpﬁkzleaﬁld ot GEW C@NFIRNﬂd:(gmh@ﬂld 1n

far i 0 | 0
A B3PPSR RS AT AR P eier SRl B U E 3RO Lmmand
appl apeedtioos SBZ Mintdn$223t he ddscglbc(habqyevwh@l Splorgity boappdications

Mvé%%%wl ﬁ@ghﬁ‘nﬁﬁf %@&gbﬁ&%ﬁ re?éntt{y ﬁoﬁlnﬁorﬁ)‘ﬁgfﬁlﬁg a

S I NnC N eacC
f upltsicghehanpelaintil gqpapleiiyn off HiuRgEo A SAd§Hls Pff}%’ﬁlc& pgincreased.

t he thGSe@él’Iﬁi lﬁﬂlﬁsﬂritb H%ﬁ”ﬁ@ﬂll@d)f |a|'MEl\@G]2 CH{QF\INEL command
Opera n oC re s | S JUS an

o A e S SR Af D stheh et ont e,

Ref erA towgmiand Kl cﬁmph];ed bfm iapurendsandSad aCOutpNFfasporde. A digital

GEa—em{ttM:l%ts AMes 1nf)lt§[ %%Qne{n(a Wil tfhg Hhﬁlﬂl%d Iﬁpa is&fu% IUEJIC QMfd receives

acqut si
data or a result of processing the command from the secure MMC through the output

response. Accordingly, every command has the input command, which is transmitted

from a digital device to a secure MMC, and data or a result value corresponding to the

11



addi tion, two conmands, SET_DELETE RO and GET_CONFI RM
are needed to performthe RO renoval. These conmands

ware@sttansf erred using the WRI TE_SEC CVD si gnaPCER#®2605801523

[70]
[71]

[72]

[73]

[74]

[75]

READ SEC CMD signal, which operate together in a
single unit. Accordingly, after operations S201 and
SZQ@uaécﬁmﬁafd i9ABshiied exacht sedupe MMT 16 WiQI cevib@itough the

CGET_RO d set of th
N e P
per f dbavediptom cf eﬁlﬁTenlanEmEed?@ ananptmmdnmmndomutbheset forth below.

appl 'ﬁ% 8&] 1‘% 'a_.lteéﬁfoilfgtl?@r{ §£3‘n %f Ea](%l?‘l &%Mpaﬁcommand

erforrre

ex@@mﬂoegeqoaélstas @EMHAQEMN L crorrap@wdmsefh@n gogmbination
angr 24w 1ap @vﬁlaﬁmﬁﬂa&%&%@ﬂw Bé disﬂng’tﬁﬁfe@tff&ﬂ 8ne another by

S2 5 an H%E Pﬁ? lication A executes

W@OI&B A operations S221 and 8223 As
descrlidhad [atiadieate Wetheaa ﬂhuarf&ﬂd &Qﬁtzﬁﬁs apghiacat. IWHSn a digital device
Opf“rr at el I ?1 iy nulttcs %Ian 0 ¢on mmE E’n Cat io% a se I MMC Lc
pr SRS A0 PR ﬂonopol | ZI ah ANt Sant'y
coapl le¢ hoie vafuea Hhbhattd '0on', rAs)eatw@;sLHQweV@f fwhﬂnehmghgltsl device
' ”%nﬁé‘%ﬁﬂr& &ﬁhmgﬁﬁ% reti%a@tzng sdcdird MM@% fhfsndic 18851“&1% no in-

according to an enbodi ment "
of farmatiof @@ﬁ@lqeﬁ\% Heidst flqlégﬁ}CCAr%gbmlpmandsL%erag@a 00h" and
of 'F@ﬁ' tdspwtw@@mmﬁdlcae@ha@ﬁo@utanyttofe@smmta feldi Gbw&Ver, values
é@ [ rpgtsttel t command with the command to
Erﬁgd%ﬁg P HECR) "9 %r a result of
pr oc eldgiougutt hepooerimaedfbyahe tdoereddM(T eccbVimgt the opghcdrh@and to

ou{rﬁ’#ﬁm{ £ i?‘e[gl?l@ %ﬁ% Alc %351 G\’Vﬂgﬁ the % 1?15 éexﬁgg‘g@a@& dgllaac?etrgapl data value,

Fansm from'a
d emuf@t@latl@n alayéamtceedﬂmhe datd Tight Maanwhile asngbult Q/fath@ geccure MMC

COFESRRNAS {\?/%CE &)rﬁx‘fl@r‘ld‘ﬁ% tﬁé’mé‘l%e'v&e i§ é&ﬁé’ﬁ'sé& %dtvw Pdlhes SW1

t he secure |ta device th roug
outt® Weked ﬁéﬁ% quﬁeT]é%%‘ﬁﬁa/OF‘%méﬁ é)@a‘iﬁlﬂde‘nES’ftWQrFaﬁGSDﬂlere the

[ 7hpulesehiqt from 1ef di ?ltﬂﬂ%mbcé id actdidRdy lrébeﬁf&dlaﬁ@ Wrocessed by the
ort el

d
?egpwﬁw)% apEFnEE ot el DY b Zili ol B Safts word
C oraeined fray the secacoMME atie degithhde vidaNAGEcCeibliRlbether the secure

Comﬁ%o?%%gssﬁﬁ mfr ge‘?{?'%fl REAPBT Rhia d;h?g‘[h% & &mé‘ff&'lﬁ rifion.

St I ngul s om one anot
by t H?eef@mnﬁ tnEIGD dZ@nd P3| thaﬁtgﬂralzdequezram@ltaﬁ@ inpait command 811

Wﬁé‘qﬁé&ttlglg‘f@tgﬁe%?%r Hosd %tlt@glgél%hgt%ﬂ‘epfbt @b B&uk M@t @Iﬁbn a loglcal

en a Lta e tranpsmits _ a conmma

daflgne@ni’gﬂ%ﬁeh@ 60k 55 ks B Tesgu® fz’lwwt G 0 Ag ot

h ateepomb 8e3 coﬂfé%bon(ﬁﬁ]gl to tﬂlﬁlinput ce@smand BYeingludtloxeme field indicating
Ltal de ngs._a d t :

; ea Eo&scia‘lz3 glﬁan%gle%ual}bé:r ltl 8 g%a%lc RS grcia?(c)h na?l ndlél%q)ae’r alrll%cated in

i nadvanemt i on i s contained |n the data field.

AccorgiRa Y and-£5 ﬁ‘lﬂgtrétg a Qéﬂ&ﬁﬁé@f lAQ?ET OQ‘PLI@{AdFIO’ﬁF IEIST command

respectlve Y, to i ndicat no data is stored
t haccaeding o 48 embadipent of thapesgasingentione Te P@magln&ﬁtem@ an ap-

i nﬁllﬂdatl@@ Wﬂi&@eé@é’ MMICY theldl@lal E@ﬁc@h@eﬂb’ fo ﬂ%ﬁﬁﬁﬁ’ﬁﬁ@qh@st to operate
§ﬁ§R¥ a@lﬂ%re MVCrece|V| iﬁeélt 1 t fth
ltlcaéloP t NSFETSGRY amfa%ﬁ W%‘}?mﬂ @i % pRayicd ion of the
deselcl]& VidLidstsehaa logichbehannket ‘&ial‘ued ofethe commands may vary with a
system. Since the GET_APPLICATION_LIST command is used to get information

regarding every application within the secure MMC, no particular value is set in a data

o
—

field of an input command 821. An output response 822 corresponding to the input

command 821 includes an application list, an example of which will be described with
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informati on may be stored in the data field.
Meanwhi l e, a result of the secure MMC receiving the

wo ppattigsasmand from the digital device is exprPCEFE®2®3/001523

[76]

[77]

[78]

[79]

[80]

two values SW and SW2 of a status word. The status
word may be divided into two cases where the input
coimpdwt(f]q«z}msnﬁelm gi taI device is successfully

cr ot tgec e [PARRERE o S Q5 ABIL RO TR SEEEE AN

wocemmendkiaccertlifig wnnt dneboslenem ef lsl‘l@reiehtamdelgldna'ﬂ"hdél\gltaledevwe

SRS SRR IEAR A BESRIM ponse 22
[ 7ehovReindil G hyanbinfrgs, themcawd\m@? of fhe selegfianaif thieappdisation

t r gfiggnit Spaicdniiid SPMBRRApEhLd «f ﬁﬁglﬂﬁﬁft b&ﬁnfaﬁd 8pe r1h<9§elected ap-
close Iog|cal channel to the s

| oBHREPD &hsFALed apyl an Quiplt reﬁ@n%g‘f Cerffse@ts%%g EOHEG nput command
| o8} Clads nbhﬁtﬂﬁt@ﬂlar velue. §f $hszqipht:ﬂ10n8@ not A@ilghlé pud to expiration, in-

i ncq[r)mae%n 1 fl P’la§&l§ ¢ ﬁ%‘ C%I t%l]gz?pé)lhlcg l1"(]§n 1%?5{[2%521&)%62 1%1‘1%y be setin a
nudﬁ@fleldcpfbhae ogpa.responsd 832a basi ¢ | ogi cal channel
nluaniIGahé ARRE&Ls & Hetggé’(ﬁé?ﬁﬁtur& ZﬁAn @pﬁ@aﬂolf‘hs@@% &é:ordmg to an

lustrate a structure of

c offitRPHMSRICIBS PI§SeEnd Hsvﬁnte% J@P ﬁﬁhlﬂcaapn ilﬁfe%ﬁrl@fé@@ﬁs a NApp field
i nMﬁ[Hah%téeT@tnﬁféﬁBM[ﬁpﬁ@itﬁmMﬁdh@ﬂ iR s@urEMINIQAN@ fan ARRID ficld

" oSt Bl oy hich BrafiGiiR ar o APDHEN Bl B aBbgR pwo types of

comfiemdsionr ercksiaas i (REY and ah Iagtea@eml dpplitdton [Df (HAID). Ac-
t -V .
Se&Hrdl é% Jf)\ll)ﬁyaqf?)nq{ng %?é ﬁ] i r?élea s?lh%&l?e §§5 gﬂ?)%vn in FIG. 18.

GEAE  dagipil riewrcr @qum@ﬁh@ epmivadon Hst 3§ gan glegefy the applications

| NfRTaBd ifRe rs@(gl% NINIO aRY 8AY o RRL laf AhHIRALVA hﬁh@ atl(gg?cal channel
secure MC particular value is set in a

of ORgReS! HpOE ﬂ@dﬁﬂ"&r?@m@?ﬂil SAA 2t {he RUPE S3rPRRE Sééfhown f Figs. 12
COsifEER qRApagitd Metapglidaipultth€ APFRICABRIN| STl BOERONR@ommand il-
ap]é);l %Icta(ii O]\E/]\H#wﬁé @ exanpl e of which wll be

dedErEd i L REH G 18 later. [76] FIGS. 16

and FIGi 19 isst blatlediagrahr efct secwe MMAh100 according to an embodiment of

An@% %ylt(?,}k‘%%lo CTI ON command according to an

di fren resent i nvention. The di ﬁ]l t al '
devi de ﬂ?f"e’l“é@f%l\’eﬁ aéqmqnéél@q srmfipedhle s usppherels means, but is not

| B#nie@ (0 las8AwifcUMhh ARy BUE b o BE BRIRSA a&%@ld%@g’i@mhﬂlble Gate

P Souad DROOS) bopEE L gﬂsq%fm O e R R Rhemms

r esqranseskso At hedile may ad@ammduﬁ)? be cbﬂfﬁgu%d ©atad: @rpthe addressable
pl |Stcat| on .S out p resgo se. 83

cob Pragp (gnﬁeglum altl)cF C(% %Qteda% FXGC(ljl rm%{l cfleégfﬂ(hr grocgssors Thus a module
pamgy engdlle, byalvvlae of bxanupie capponegs,isoeh asssofiptarcscaipcabnte, object-

du 1@196@@8%\&%% i:q&ﬂpaoﬂe (s aﬁﬁ%hﬁﬁnérﬁgﬁmg{@)rﬁrﬁﬁ%ﬁ& h;?rocesses

sel ection ppl1 cation s | npossi
in %CH@%Saaﬁrm@t% Bocediesy P Otines sis8MeRLS aézrog[am]wdfl éwers
18fifrthivhi®! fddrédode, AR, abtaSddiatabes aat@fstr@au@p Flhl:bl@s’ihfr@yk and

o w?fan”?herﬁacté%% ouETgETRR g TRk nbut e, Bl Sofipmay be

f [ enbrdbmermmfemmg coinporenrsizad mddukpir ifaatidr @as[mratettinltxdaﬂiitional

SRSV ALE, ARRAON LS50 AL o8 -

t V\plemy,p@é sgcfh that they execute one or more CPUs in a communication system.

To implement DRM, the secure MMC 100 needs a security function, a function of

storing content or an RO, a function of exchanging data with a digital device, and a
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information: a resource ID (RID) and an extended
application ID (EAID). Ac cordingly, the application

WO 2as/188% may be defined by a structure 855 shPUIKRR2005/001523

[81]

[82]

[83]

[84]

[85]

[86]

[87]

FIG 18. A digital device acquiring the application
list 850 can identify the applications included in the
SEeDRN ﬁM\dﬁo@nrb ScforPNBEsRifencidnd IR iceate MM $a)(m ﬁlcﬁldes an

I . ch d ut 811
T R T S TR
opda(D@t, end hIEAE}SphmchﬁkI 1 @6, fot the séRPLty GATHQN aSeihEGTRONstorage unit

FI 1t]!1 h y%terf%&% ' 511 1’1:1 egf% e ufit %‘fb Ql M\Eg ?%tggxc}{azgé with the

a Sec
acél@rtelh d¢g10@oarmlrﬂ @m@bumé lQZOd?ontrh%ms reé@lémpdmlﬁ Veperfaspm a DRM
[ 7191]0céd11ré he illustrative enbodinent, the term

nmod herein s.nhot limt
to, gﬂ@&@?%@l@% H&P@Wéﬁséﬁ%ﬂﬁtﬁ%ﬁ'ﬁe Wghéﬁ%atém#r gfr@r the
Pr &g[talrﬂmiﬁe@n@ah:ﬁlgé@’ Indyrn{afiBS6) therR Abplore adrisatittinp eled ROAo the

{ gtS]I%S L% %??8 ﬂ%@ é(gﬁg/l?g%](% I & hﬁg)er | 12 rr?s] §t8rgelr(}trng I&le digital device is
r ediflgecnd ﬁom@ata&tﬂ@tﬁégsammm ﬁmage derac, iim, dhreckecure MMC 100, so
Coﬁl { H'&i?%ai & ﬁ&%e&agtr&(%ﬂlzg% RH. more processors. Thus,

I ncl u exanpl e, conponents,
s uc h Iagd@aple MB$ @O@Mmﬁiﬂ%@ena@bﬁs @bplisationsy wered ¢t thagequre MMC

comp((bez{ptgﬁa,te cl ass conponents and task conponents,

T TN ———
f i digalrdeyvicel Wion dobesecrt MMICE 13f) is datreected atidiihs izitatlddvice, the
St fn\t‘ Cf%a‘éé Eﬁrt 1bﬁ5’l>tet%e a@c&?@(/ﬁ/lc 616? ﬁg&rﬂeaéli’éc?r?catug%n%ected with an

1 Oha onen
m@@ﬂr@@e rraly 0661663@@1 dedcd. ftavevendre Qimm@ﬂh SPNISCHEIIS just an

nMogdilgste, Qhd ftﬂérédﬂﬁéctﬁ)ﬁgﬁa[yaihﬁféaﬂe AP Goh bR AR secure MMC 100 can

conmponent s and nodul es. addition, the conponents
antPHBYLIcHS widythe digita] ‘Eﬂ"é‘i?éh’foélah aeFelesh gtedt%yltése@cqﬁ%ltact
one Q{ermflﬁlyﬁehlschlaﬂneﬁ iCOMMNEIGAL VY c&m&h@mat[o&%roﬁgh a wired or

d
{ URBE S et TgRgiTar 1GHoR FHEEb PG R e bipal channel

fumrtenableafvvoexmmmgppigpadatsaompeﬂatea di gital device, and

abDRM I&%’lﬁA ﬁ%&gﬂé"i 1535 @Er%ﬂi‘i‘lst RBEE- ke? @ﬁéfggtgkﬁk MAE ﬁ%ﬂ%@x the

S an encryption un avl n

rmE§Aemg@4<2 1042 pestosing RSAegncyattion Ac¢ BAINETHR & raueg{epm ggontrol
anulﬁEﬁt)Z/mR@OU&tﬁbé(ﬁﬂl@ntfs QF tHe es%ﬁ@ﬂﬂ?%ﬂthbnf éti{ﬁﬁ{g Iﬁﬂt%uaﬁautthentlcatlon the
n st or Wi storage functi on
RS R PREED fried i%%@y éﬁapngwmc?aﬁﬁ%@@eﬁ Rpdieial Ferpfhse.
d| gbbva{zerdelu IRSA edigbtiondo st & exaniple, hO2 Btheopiitlatkdyre@cryption may
% mﬁdul e to performa DRM procedure. [81] The
c o n

unit 1020 converts an ROinto a file with a
f or malthessaisicaiey geoeratiremailglctl 4 dencraes arrddomhangwdsr to be

' nfr&’ﬁdsﬁﬁ&é@{& tgé dighl cféth%%Q oEndri@D3 Erés‘sﬁ)g ﬁk\%% hElﬁ g@aﬂ(ﬁm number

1 gl t evice, RO™i's converte
st Fegeived oy the digitahdavirs aad gha gancepssd raadqng nambere Féﬁ fandom

I L @Jﬁlbéiagen@xﬁ@a thé1se§s18@ k&>?gét@ra$foﬁ magRI1dR44GE endry;ﬁed by the RSA
e ha ce Ca

- oRogHE 0% HeT el TaSRi b A Gh I iih i SGiepe unit 1010,

10RRaswhibd, ersstcad pif ige@dratonesths tankdenh riumtché he cessnMeEC generation
module 1044, the random number may be selected from a plurality of random numbers
provided in advance.
The AES module 1046 performs symmetric-key encryption using the generated
session key. More particularly, the AES module 1046 uses AES encryption to encrypt
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100 to operate. [83] The interface unit 1010 all ows
the secure MMC 100 to be connected with the digital

waoleasaess4dMhen the secure MMC 100 i s connect ed PET/RKR2008/001523

[88]

[89]

[90]

[91]

[92]

digital device, the interface unit 1010 of the secure
MMC 100 may be electrically connected wth an

I n§ eérftaﬁ%nbki?pﬁorﬂf(e)l émain RO alithdBy sk €ion k@j/\@n/d%ﬂ’o enbf}@t other
connection is ust an

| ect
coME Do g ke & IR Gt g As
MMSictflionasjus bamexaingdd, andvothier $yremelirigieslendgpiiaesuch as DES
th&?clﬂ%hoﬂ ﬂ%s)“% g nedium wi thout a contact. [84]
i ca

channel is a channel allow ng
co mnjﬁheccanteeﬁROin&@murat 130estpres engr ypi¢deenntantsdingdrR Ostvidie secure

or MMqub%ﬁbr?ﬁis aﬁfm ﬁ@do‘f’dlhg’ﬁi &@'AB’S ShaRioh ml@m@ hysigRlkey that

channel| . and or nore ap

R r[eg%Fy %Wéf aﬁ%&d%law@d ﬂe%zgta éﬁ%@ﬁ@ln@dﬁ? prigeley to allow
enm]?m tooe mivbédo@plcdas ﬂ&rdlgléal Ubﬁc&%ermdnybﬁngaﬂzﬂl RO using the
per f.or RSA encr on according to.a request

P R BT Re FRC R Bt Sy SRS Bk Prishyb SRR el A

I nicemtivelly, amROimyy baieneay ptedivdiena pnmtc bey, ofi the S@Sﬁe MMC 100 and
enﬁ{ %“B%: 'dQ& ad H&ﬁg afpgf)hé(ﬁé’y & tﬁ‘g Q&ESHW 90 SRENABDEs 2.

di gi ture; encryption i's Jus

an ef&ﬁp?‘éls aalﬁacl%ﬂhﬁ&narrmfm 4@&4 &g vien ey prcorhingripanganbodiment of
US@h@ prés8RY mJ_JifﬁoﬁeE(Sirﬁ[Eleﬂﬁ@IYt ORRE i1t di Sial e eidé SOd-Qée@s a security

erates ran m nu mtte
o e adind R GlopER e weboran S A tebyP e geipe data with
r aﬁtdmlmmlunﬂoe,ra daeceansedt/feceine funetioh glidvaihg demhmmication itk a
e . .
S S PTL RETRSl 1 ROEL YT ASREIAL Hggions
bydigitel RSkePOd unadudes 42 cagryiptidreynit 0y ingad RA m@éule 5042, a
K’/‘E%sh@h KEe¥ideBaoR it 30, bt &1 ARSendtRild 50481 Br (he security

whi | €, “i nstead of generating the random nunber in
t henedajasenieBYRPatrrpgs 1o trbduitiea sigrage Turaiop oYM C interface

nuBkies0 Ieylodven S edie @i@dngd Rith a sedudé MMC}/aIQf a EGHNO (it 5020

nunb ovj de ance 7] The
o TR atkle o REYORE RANE Phertigients 1R g, B By deviee
se§5¥) maludeya trivimnettiparrtéaivihgmogplet S%OAEShadaiultleanslﬁ%ecewe

k
f by EEliph b PR6 WIPLAEAThRAl ARRGIMNER ey
i npoﬂihﬁwnﬁrﬂf@ﬁtrﬁépp@ﬁnmm&aﬁg’d%m:ﬁ@w B ﬁOhatpﬁ@able storage
di givi@, cgeviseSure MICAER] &RGEYRIInGBI inforhidfibn BN REBEBre

and oth t k h
198 g O Urswsatre PASIC, Tine KU RrCGRt o1ied ‘Shegr i structure

un$toreliGB thesdigik e sle @OE B Q(Dtselﬂff@enﬁfmm $haa BidrddQa .theldveure MMC, so that

segure ME\100 enc according to the AES
encr@f% ulr%nl\é nrec r\lfigothat cannot be read by

t he d"lihgntaalsmumwg m@elvargctnd@dq: §@i05a110h‘6 tROdigistalr@vtd@eSOO to
u n& uﬁl%ﬁ(tetwgthaz{ écﬂl\f\éntt Efovﬁgr bP alp Rd@éﬁ%ij 'qu'e Rélpil 99\71&9%00 can

glta evi ce. e encryptin usin
uni“dl'}tfe RBRQeCHICENDIRS aptang &o $1f1@:ﬂ1ve@3ghéh% I’frgﬂpﬂmtswg receiving
| Smk)gﬁltg sapoexanple. Al ternatively, an RO may be

Zﬂgr ?&Mﬁmttgface B t%8‘ I(? allfoe S tgcfe d}grlltgl 36%?0%%%0 to be %grtl)nected with

the secure MMC. When the digital device 500 is connected with the secure MMC, fun-
damentally, the interface unit 5010 of the digital device 500 is electrically connected
with an interface unit of the secure MMC. However, the electrical connection is just an
example, and the connection may indicate a state in which the digital device 500 can

communicate with the secure MMC through a wireless medium without a contact. As
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may be decrypted using a public key of the secure MMC
100 when necessary. [89] FIG 20 is a block diagram of

w@2@sg1d83¢ devi ce 500 according to an enbodi neEPCT/BR2006801523

[93]

[94]

[95]

[96]

[97]

[98]

present invention. To inplenent DRM the digital
devi ce 500 needs a security function, a function of
st @scABeCAbol €Nhe MMEnNnBPaccuditFiDiion pH§31@X ehanngl, B logical

£ uniBoR s RS RG" & Sy Sl it gres%%%@%acﬂ&annel im-
pr pleindeted by tanMROC iistetigre, unitrid 16. DRM f unct i on.

P ST gl S A o
50B3A rgodide §<i)4§2npqt§>ymg &5y ercryiofpeenraing ¢ 4 reqyagt fegmn AEs;ontrol

rmﬁiﬂﬁt soZDfbehBsdilnbhis D€ ﬁiéﬁir&éénf MO&{tioﬁndurﬂlgctﬁﬁﬁl@peutﬁ@tlcatlon the

ge unit 5030 stora nction
ﬁ@gfeé‘&’é’l’&ﬂ? fs %s%@rahevm @3 5%%&1@% OW%Halaﬂgnawre
SeHUWGVéVl\:(Ee ReSrdegcrgmivinrio jusu:lin ¢xabip2€) a6 dbihepplhiblivgkegambryption may
guls% to performa DRM procedure. In addition, the
‘13"t1 |d devi ce 500 includes a transmtting-receiving
m)d ulThesesorflay geheradan mOtiula 3944 géneeted ¥ mnflomaotinar ek

a ﬁ{hrgs Eé’d @H?L&u&%@dé 'a @Hé!reﬂ& ap&gglc o5 \)glysrn'lQQ random number

he control “unit res an

i nte@elaeql gemdhe seruraMiMC rad the gﬁ@@%ﬂﬂ@n@%w@'@erdm @adom
€. Bumb& g%ﬁ@rﬁfe@ bYvke scBfln kBPRGREtGAMIdRIe 5044Q8 BRir{SBd BY the RSA

TEOREE 0+ Bi, BEE BaMER BhRerars MY BobEE e M inggtace uni

dl @G)lt(n Maewhile ibdédi o gdndrhmgetht rdndom duralier $i theadssiom key

%%%Pgll%ﬁﬁ Ih'%%n n&xﬁﬁéggxg%y\%g?eﬁn ' o%?%%?hty of

aI tamlgmtwbmsg?r@‘aﬂe@émddém@oo to comunicate with a
cont efffe AEPHHER %ﬁ%&f&%s‘ s@ﬁh’ﬁétnc -IEQF eiftir@hidodl usgl%vth@ Eenerated

500 can ac%l re an ontent froma
outestigaken ar@waftwglaflaa%rﬁl%ﬁ mﬁéulﬁé%@ weﬁg%%%nﬂr@twn to encrypt

3_05 Q?ntéﬁ%hcrybeorm@% ﬂr&h%ﬁfm e ittnhd sde'ém;@ kay %mm dnbB&/pt other
Iglta e\l ce .. to e connecte W T se
nEsGlnhRYorRpe e GRuReReEa 0 i B R S o

s eenargptidlSs justian camgid, ahdl pthet Henmetrierdeg cecnypiion ECh@s OES

th (Mol aFsv 500 is electrically connected with
angrllcg)(lgiroﬁlg% lhs1:%80f the secure MMC. However, the

el ectTrhec,cantee%RQes&qrﬂgmumtcﬁ(}i@sstor%er@w eontentcandHOs. The digital

3 ogNg&d %Ogﬁ(}:nﬁﬁbpts‘ HRO %@ortamgtt@Fﬁ APS Wir¢htidnh&i M% Ditighe key that
evi ce co | cate W Secure rou

a GAel ‘é%@aﬁ?rﬁ wﬂm NISGOT 4 SeHhg &@ﬁc EYrPi {948 s RS usqng the

aEOMQue ké}etodl\zﬂﬂlﬁ?wl thé RD‘ ﬁd)e mtsueti 0p0dfled & zaloﬂ’rey ﬂevaaé or a secure MMC.
C n re _use

o1 apartery B AR e e 368 bSO e B Lummetis o>

[ nerpirmt@mtleﬂlsbz}n Qﬁaelpﬂwraltemaewf:lacal EEM ma)sb)el@lcr)[m@} usfingea private
P(l: & gﬁgﬂd%vﬁ%r BraHg Wﬂe'(ﬁmj;ﬁéd fnle ?égédbﬂ@ ke)llvgf fhe digital

partlcu the RSA nD e 5042 per
en@‘?"?‘iﬂ eyt o a request fromthe control

gnl t ﬁ@%ﬂspld}fm&&?ﬁgwtimﬂh%lgfdﬂ}{ﬁﬁ/s@ﬂ 8E] of dﬂ)Yltﬁ:lﬁE lfvﬁﬁse RO permits
uril ut nent.l e Cryp 0
s B isk R Ao RB AR SecahgiGn- tF g By a liquid
si giysthLidieplayHdvED pdevidehiciR@a dric-fYrptifaosistos (TRISLEDN device or an
X BRhig el ANERTRGERYBL) fisfigY a8EL yPt 1 on may
Industrial Applicability
According to the present invention, a plurality of applications can operate simul-

taneously between a portable storage device and a digital device.
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be used. [94] The session key generation nodul e 5044
generates a random nunber to be transmtted to the

WwWGee@aneshVC and generates a sessi on key usi ng BCT/ERA@F001523
nunber received fromthe secure MMC and the generated
random nunber. The random nunber generated by the

[99] ; ess iAQ;ga ileemg gefrefmdnce ﬁf tﬁ@?ﬁ@i@ﬂ aé)\fifle iSSItl@BZESE&,mnﬂ@n tamvatdnwz%e of a
nmodul e an n transmi. : . secure
e P R Pt dtat, ArROLS iR PE
[100] i nst dadondludjen drealkeiailgd tberipaod ohosa skibled in thetanevidleppreoiate that
ke cad | 3 r
ool DO IR Rp S b b T RERT CRURBIELY Afogfenes
i nwibgusebstatioly deppstinEgomglie Pendples opdie persart invention. Therefore,

SYiReRfidcldzed RYerRRGMRIIRGh S 1RE ifvRBGENBLEEH SRSSHOMd de-
ke§#VNbre partjcul arl t he AES nodul e 5046 uses AES
en

BT 87ISE 8l ried gt 105 PRGBS laHE(I9Bt i on key from an
RO with the session key and to encrypt other inportant
i nformation during conmuni cati on with another device.
The AES encryption is just an exanple, and ot her
symetric-key encryption such as DES encryption may be
used. [96] The content/RO storage unit 5030 stores
encrypted contents and ROs. The digital device 500
encrypts an RO according to the AES encryption using a
uni que key that cannot be read by another device or a
secure MMC, and decrypts the RO using the uni que key
to allow the ROto be noved or copied to another
device or a secure MMC. The encrypting of an RO using
t he uni que key according to the symetric-key
encryption is just an exanple. Alternatively, an RO
may be encrypted using a private key of the digital
devi ce 500 and may be decrypted using a public key of
the digital device 500 when necessary. [97] The
di spl ay nodul e 5060 visual ly displays pl ayback of
content whose RO permts playback. The display nodul e
5060 may be inplenented, for exanple, by a liquid
crystal display (LCD) device such as a thin-film
transi stor (TFT) LCD device or an organic
el ectrol um nescent (EL) display device. Industria
Applicability [98] According to the present invention,
a plurality of applications can operate simul
taneously between a portable storage device and a
digital device.[99] As a result, performance of the
digital device is increased, and an advantage of a
| arge capacity of the portable storage device is
efficiently utilized. [100] In concluding the detail ed
description, those skilled in the art will appreciate
that many variations and nodificati ons can be nmade to
the exenpl ary enbodi ments wi thout substantially
departing fromthe principles of the present
i nvention. Therefore, the disclosed preferred
enbodi nents of the invention are used in a generic and
de
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[1]

(2]

[3]

[4]

[5]

[6]

[7]

[8]

[9]

scriptive sense only and not for purposes of
limtation.Cains [1] A nethod of operating plural

wa@ppbileasté ons bet ween a portabl e storage devi CBCEHR®#2@5/001523

di gital device, the nmethod conprising: opening at
| east two | ogical channels fromthe digital device to

the portabl e storage devi J ugh a physi cal
channel ; transmtting ana@g&g\[‘Si ng data between a

pl ural j\tife®dd @Rﬁie&a‘ifﬁ%i pAal é%{pli&ﬁﬁ)ng betweah a PEMARE s@Be@evice and

plurality, of applications of the portabl e storage

devi ce? tHgBURYIChEC SFEMRALIYYISE  channel s: and

cl osi ngpdnitg dt dgisc@lo 1efidaindhsncdd tréih the dighhl degick e the portable
transmtti ng and recg?‘i Vi f .the.data. [2] The nethod

ng. ‘
of ol ar e SRl Bro e R At annel i ncl udes a
si ngl etripmsiitting agd cakivaipadatebgtwaerda pluealsp enappdicatidmsrof the digital

| ogi caleSAnRs Fudlly EEpbARs SR BpRIE A6rgB e e through the
when afpanediagicshehagpplsi angk i on of the digital device

uses t H@sih? tHeaahicAARNRISafted finR¥irEahe GRAMRIngiafd receiving of the
all ocated to each ap plication, and when at [geast t wo

applic B-ons of the di gital device operate, one of the

at | eaThe methodppkiatatl| @hsreBit @pphyssdah ghamntlogelodds a single basic
channe] whi l,e anoth one.of the at 1east two

cpnl e o Bk he BRGR abFioBonl e 1 pefprmed based on
nmet hodtheagit &igieal chasinek ei n the appl i cations of the

di gi t afr, dRMIHGE of ERRR T l;vh%fnawlgé?l ANt &f‘eedpgﬁcﬂi%%f fHeQTbital

the applications of the portable storage device

t hr ougfe\igsaisepiicdegicd khaHelssa logien! eianghis gllecsiastp sach ap-

at | eaglicabg, a‘ﬂ@lk@heﬁ&@E@&t-twb&b{)lﬂhﬁoﬂﬁéﬂlﬁé dRfitalddid® operate, one of
appl i catj ons

wher ei t | t .t f t dj gi t al

tiovi celts biay Svampratoros R i LisgtaL et Steiifor one of
por t abthe aslcastage agdpidadens datiagithe lagignledaheelm ned unit

Ut : ‘ . : Lnt ! ‘
o el RPN A RSB e P hanomi
conpr i 438 taandiragrive dasafrandhe applisationstquic partiblaerage device

which g itﬁ@fo%?caﬁcl?ahﬁ&k,%n@@lwgco&ﬁr]is_eg_aﬁl_eﬁbh@ Qat@%acket.
claim4 r when a%least t appl i cat.ions of the

) ein w )

di gi t al "gBGihed ohpletmPeViFel When & dest BiRPREptiogs Pl B digital
of ghedefmgfet(i}igir@e gltnageastday ia_pﬁlicagaﬂi a{j ihd pdrtable storage r(]1evice, data in
predeterm.,ned unit is transm.tt and ,recei ved w t.hout
P oy € RgAnig b B (SRR Patsh SN H PR Fisin b
pr edet Ehevmathad whchine Snphérsimsthapradajeunined ominampngks an input
out put [ﬁﬁ&gd‘éﬁi e ﬁhﬁet\k)l‘ii c&hsﬁhﬂ&' Lsif AP TBRand.

net hod o p

[9] A operatin ural applications between
a por t Ak ectiod phglairg &y vhercanvhen ailesist o applirations phie digital

met hodd&aeaspedtd Fith e RE4\OnB ApRlidaB o 85the (HortNE Boddge device, data in
l east two |0 |.caéac.hannel S.t roagh a Q%all cal channel

from t:hgre&f:tﬁ pd oy jsdeansmitted and Yeceive out interruption.
The method of claim 7, wherein the predetermined unit comprises an input

command and an output response which constitutes a single command.

A method of operating plural applications between a portable storage device and
a digital device, the method comprising:

receiving a request to open at least two logical channels through a physical
channel from the digital device;

opening at least two logical channels in response to the request;

transmitting and receiving data between a plurality of applications of the portable
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opening at |least two |ogical channels in response to
the request; transmtting and receiving data between a

w@bwsaldssy of applications of the portabl est or BQEKR2005/001523

[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

device and a plurality of applications of the digital
devi ce through the opened | ogical channels; receiving

a requasfagt @e\ﬁb@&ﬁ 4 prardlidgbCapplichimnpel thefdliglfﬁﬂ tibce through the
ter finishing the transmtting and

digital de f
recei vPfg© # 2016%]1“815 and cl osing the | ogi cal
chann etesewmgraetsqnmssw dlosetthelogegudsinngle frohobe digitiDJevideafter

met hOd ggtétt%’smMSg ﬁ%{re‘éﬁ% Mhodr thE@RY; ARC

appllca |on gt of age devi'ce uses the
| ogi catlos}h&ﬁwépgwalac am@l@alre&mamelth@ ©Bqugst srelosed to

each aphPhiedtiofBlafth 9t RecRinoh A at Q¥ &R A hémloﬁ'létf% poftable
operates with the at | east

ne li.c
por t ab$erage Q?Q%uﬁéme&gglcgﬁgawiﬁ g(i)gq:az qu:Ennp aﬁlocated to each ap-
appl i cplidadbs obfhetdlf@tadd@l&éﬂ&vhdﬁ\ﬁh&&l@/ﬂﬁkﬁﬂ@ witinehe@f ldaktedne ap-

2Laln(r312§) %%1011 89 Rlﬁlé)lto}c;:]t 169 10 %ag%%f) ?fﬁ’;gu%{dn easa{t ?e%stctwo applications of the
appl i cdigitankvics opsiategondel thegi leadt tehappishtiofsistdps Thimg a logical

et hogflﬁfnn@ll vHifD a%gth‘é@gﬁeebﬂhe hele iR RL(‘) Qﬁ%licgpoc‘n qf u§1H thec}oglcal

portabl e storage evice transmt 0 and rece
dat a fe¢sanelhe appl i cations of the d| gital device

t thr lougtmtqé ﬁh@thlog @tt eRlm QE@?&@in&he a 1cbh&1sﬁﬁtéﬁ’e fE}B[e! &&8ge device
a eas one al a acke 0 0 al.m , .
wher ei BaRRARRdatE to ddpceiygd f[a“bapéf?feglt‘t Hipdicyfpons ﬁ’é%ﬁdi‘@%?i gvice
stor agmr@t@hlth@lo(gnmt ctaanvis tandalte deasémprises apphdt oat data packet.
of t heT?(% &gth%h oMl 81 IR \L‘he@ aﬁ.’t Qt%%raﬁ)fi‘&‘?iot%ggﬁ tht Portable
transm hou on.

received w terry o ' '
The mesthrade dévied epanatd zvlthwh a8 qnetat?ehcpttled of erdigied dayire, datain a

conpr i ﬁl%éet@r'?mh&%ﬁlt &Qﬂiﬁ?xﬁﬁteﬁ Rdd ?&e%& W&oﬁ@iﬁ&%ﬁﬁon
whi ch constitutes a single comand E)ort abl e

st or agbhqi@gthed of lapn il 3 ‘ﬁ]@‘ml& thg Blie%‘é“%tﬁ?(i i gRMpFes an input
dat a; @minfbeiddegeoudfittresponger WISt GoritiRiyssd fidle ehanagad.
for tr nsm recei vi.ng the data; an encryption

unit e &931}% eﬁg’g%ﬁ? JEEFIBPIINGSt he data: and a control
uni t cosragk uhngtodiaga dasachange bet ween the interface

uni t aﬂgmt%ﬁcé LRk 298 Hﬂh% ?H)ds %i%ﬂ‘ﬁt%@l IIOE ﬁraﬁﬁﬁlﬁ[nfgaa(fla receiving the

unit and the encrypt erein t
channeflatgonpri ses at | east one | ogi cal channel [ 15]

The pogd &Qkﬁ)t@h%ﬁ%cﬂﬁt{hg@n@&eo@p@ﬁ@tﬂeﬂfda@@fm&' sing an
appllcatlon rrutuag%{ gratl W th antﬁg ation of

a di gi ¢ SPERLYRE o h@gp HeCrdanechety el b e acgunityqad the
por t abtteragt: omagmi HﬁWb@[ﬁth@fmte]tfﬁﬂel'[lnlt&nd\ﬂitedilﬁ:wptiohelmt

tr ansm t he. dat

I
chann eY\/ ergm he P%¥S r%ﬁ: ehannglgcomé)&ls?s ?tqear% e%n&lﬁg]tcel chﬁgne\(li\ze n
at | eashe pmbmtmag@dq:mfsofoﬂalmh@r okt el gansapphicayon mutually

Leur Cop RO byfkahrst, ADRIS00LL SRR Bt

t r ans ke pertable storage device of claim 15, wherein the transrmttmg and receiving
the data using the logical channel is performed in a predetermined unit, and when
at least two applications of the portable storage device operate with at least one
application of the digital device, the data in the predetermined unit is transmitted
and received without interruption.
The portable storage device of claim 16, wherein the predetermined unit
comprises an input command and an output response which constitutes a single

command.
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and received wthout interruption. [17] The portable
storage device of claim 16, wherein the predeterm ned

Wa@Rios/1063apr i ses an i nput conmand and an out put PCEEROVSMH01523

[18]

[19]

[20]

[21]

[22]

[23]

whi ch constitutes a single command.[18] A digital

devi ce conprising: a storage unit storing data and

mul ti nBdiigita astiehéompikingit erf ace unit conprising a

physi cal chan%I for t anarﬁ%ti ng and receiving the

data ahdot4§s Ui srRE ¢rE L8 mUredia SOURRE y ot i on uni t

encr ypan m¢erface unlie coyptisinga phesicid tanandfot rensmiltinigradireceiving the
conteng: r.ol I.f..control ling data exchange
betvveeErlflt%%yﬁh%t@gﬁéggaﬁgﬂeﬁténd the storage unit and

bet weeih ¢nseyntionanftgperyning anthdecrypsing hlea dgsa fnshthg mpultimedia

wher ei fordidif; Maysi cal channel conprises at |east one

| ogi cal channe]. [19] The digital device of claim18

conpr i %F%@Hﬂ%ﬁ#@ﬁ% 2 REraReq vtwﬁf‘é}tﬁ? M@f?%eﬂﬁutélﬁd the

appl i cabiagaunit ard pantabihe isitdicgmideditteeniesypiigntuna,

wner o HPERG TF Bhared trhgeehu bR RSBt BB

t he nmuTh¢ dredilalegmntoéntaimd B egmpheing egiapplicagbmmuslally ©perating with
per f or gred i | iderusHRdnd B R aRtnhAaSt

t wo apgpfl é_% ?tgor?gg fgdf&t? ﬁgfeggdr}fg %bﬁg’ %tug%%gey\g)g\%ac% ¢ ] 8

oper at Thagieialaievice s tlagnd o appirriadbe Bansorittingandresictvane the data
devi ceand e nfidiBe@R doktbR vllHgtthdRAicaAl @RARKENS pérforhfe@ in a pre-
predetermned unjt is.transmtte %nd.rec i ved {hout :
interr E‘i&?%ﬂ?d 'f%]anér%‘e‘a F‘QF%%FW%ER featigs of g pRrisle storage device
wher ei opdrite withex &tastr oricrapglicatioh of drpligise devioe, ithpdita and the
conman Ut o r . whi ch . . S : .

oi gt o Rl Bt e FRABRSR G ERRRBIREE ER Becivea withou
progr amiari@tioean be read by a conputer to performthe

met hodygd di%itﬁ' dBvike of €lm 207 SRQEMI RIpfBALMINER NP EQNHALs an

a program that can be read by a conputer to perform
t he melRBCAHIMdagng, ag output response which constitutes'a single command.

A recording medium for storing a program that can be read by a computer to
perform the method of claim 1.
A recording medium for storing a program that can be read by a computer to
perform the method of claim 9.
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