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for a certificate of origin electronically there is still the requiremenf to physically

collect or have delivered the certificate once the certificate has been processed and

printed.

US 2001/0013025 describes a method of controlling the printing process by
having specialised software print directly to a printer. This method requires that the
computer that is to be used for printing have the specialised software installed.

Other software such as Adobe Acrobat allows the creation of files that can be
protected by limit printing but because the user has a copy of the file the there is a

security risk that the protection can be overridden.

SUMMARY OF THE INVENTION

| The present invention may broadly be said to consist in a computer system
for allowing the secure creation of documents requiriﬁg certification or
authentication from a cgri:ifying or authenticating authority in electronic form upon
application therefor by subscribers and for controllably releasing such documents in

copy-protected paper form to third parties comprising:

means for assembling the text of said documents;
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repository . for storing assenbled docunents and certification or

aut heritication indicia appropriate to selected classes of docunents; a
subscriber interface for requesting the assenbly of a specific docunent and
for suppl ywogossadoessspeci fi c to each request for assenblperisehnsiobrts
docunent, neans for notifying the appropriate certifying or authenticating
authority of a request for a docunent requiring certification or _
aut henticati ong byeﬁogﬁérya%hoétbﬁﬂg' adteMBRIO \WcumBhR" fade cefificatiah! iorg sai d
certifying authority t0 cause itS associated stored indicia to be applied
to be i nsauthentication ixedicia appmeptiatt ¢o selévtediclasses efideesimentss been recei ved,
means for allowing a third party to view the assenbl ed_document w thout the
i ndi ci a i nser t @subsgriberrinterigcedor sequastingdbe gesemblyn pf @ spreifi domantandt a
print of qgne copy only of..said.docunent incluyding jndicia ogn a printer
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docunents is described. The generic trusted docunent repository, wll be.
descr i bedindicia inserted; and

means which allows said third party to request a print of one copy only of
said document including indicia on a printer local to that third party.

To those skilled in the art to which the invention relates, many changes in
construction and widely differing embodiments and applications of the invention
will suggest themselves without departing from the scope of the invention as
defined in the appended claims. The disclosures and the descriptions herein are

purely illustrative and are not intended to be in any sense limiting.

'BRIEF DESCRIPTION OF THE DRAWINGS

Figure 1 is a block diagram showing the interaction of the parties of the
present invention. '

Figure 2 is a block diagram showing the dbcument creation process of the

preferred embodiment of the present invention

DETAILED DESCRIPTION OF THE PRESENT INVENTION

A method and apparatus‘ for providing secure distribution of electronic
documents is described. The generic trusted document repository will be described
with reference to a Certificate of Origin but it is to be understood that the generic

trusted document repository is not limited to such documents and any reference to



with reference to a Certificate of Origin but it is to be understood that
the generic trusted docunent repository is not limted to such docunents
and any reference to WO 2003/ 100686 PCT/ S&003/000124 3 such docunents in
the description is for illustrative purposes only. The generic trusted
docunent r eypmod/woysei S al so suitable for distribution ofcesdresseenii fied or
secure docunents where it is desirable3to restrict the nunber of printed
copies made by a recipient. A Certificate of Origin (CO is a docunent,
requi red byich doeingents gn\ike desviiption de doraillusativeapurpossdsorily. élheageneticl ar
international shipment are of a certain country of origin. Referring to
Figure 1 ttrustededenusnenid sepasitoryr ispalso suitable dar distritatioprefeether: eertified or

comuni cating with an exporter_ or ent 102, an interface for, co ni cating
Wi th an eGPHEJOSYAERis HRE i 1S deftrable firesteick e Ruianiyes, Of pERE ORIES TASIEN ¢ h &
docunent ecleivi- party 104 and a data store 105. Conmmuni cati on between

t he document? eﬂ% 1tory and the exporter/agent 102, the authorising
authority 103, and the docunent receiving party 104, is nade using secure
comuni cati on net hods such as public key encryption infrastructure to
ensure that allA cOemifichteatafoQrigin e(C@rlisea alodumhentst reduiréd byldfdreipn t o
interfaces to communjicate with the parties, the secure _docunent repository
has a docgevemmentse derlaring dhategopds in @ pasticamintergational shipment ars ohidd a wor k
fl ow engi ne 107 for epsuring the progress of the docunent and

comuni catPHADGOPRTY REOUEM: ous parties fol lows a work flow agreed to by the
aut horising authority. The repository has a data store to store information
on the wvarious parties. In the preferred enbodi nent the comuni cation
interface is pR@iHrﬂﬂ?td)Pigare Iie seaire docuniént regasiteiyr VIr hasranvintdeacé for

communi cati on channel between the parties and the repository. The web

server hagopmunigatingwith aw exprrter or aggn(102.an iterfaen fer eammugicating Wil h t he
repository. In,alternalive farns t.he fe itor woul d ¢ jcate with
some of 110 PilbciiEE Jfety 193 S el T Ol Ping R B e hange
met hods  sygdeiving Watdy 1035k &85t forERDS. Communication between the document
repository and the exporter/agent 102, the authorising authority 103, and the

document réceiving party 104, is made using secure communication methods such
as public key encryption infrastructure to ensure that all communications are secure |
and trusted. In addition to interfaces to communicate with the parties, the secure
document repository has a document assembly engine 106 for assembling the
documents and a work flow engine 107 for ensuring the progress of the document
and communication with the various parties follows a work flow agreed té by the
authorising authority. The repository has a data store to store information on the

various parties.

In the preferred embodiment the communication interface is provided by a
web server. The web server provides the communication channel between the
'parties and the repbsitory. The web server has an interface to enable
applicants/agents to register with the repository. In alternative forms the repository
would communicate with some of the parties using other known secure electronic

data interchange methods such as MIME based secure EDI.



WO 2003/ 100686 PCT/ SG2003/000124 4 Because of the different requirenents
of certifying authorities and in particular the differences in information
coll ected and the docunent assenbly process, before it can commence using
the repository a new certifying authority will have to have its business
process ruwesoesitbosssher i nformation | oaded into the rewrwG003500d1y4 t he
system adm ni strator. Likewise if an e&isting authority adds a new
certification process or changes an existing certification process then the
system adnmi ni Becaiser ofvithd different eequirengatst 6f lkexifyingsagthoritiess and | ins .
Certifying authorities who certify using the repository will provide the

r eposi t or yavicularethec differenees rimgaformation (relleeied aodr theodoGuspent assembly, '

signatures and/qr .other certifying, indicia:. A certifyi authority.wll,
via a web IOREsS:f weah@n&ﬁmm@%?wgrt‘ﬂfewaaﬂﬂwanew Eﬂ“&ﬂm Wt he
system stqre h _a Iy tele %@&r @Q% u ' [ codes.
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i nformation transferred is kept private. PKI also ensures data entry

i ntegri ty ajministcater wilk meed foghange theusiness prosess sriesn (ealifying Buhowiiss t ne
various parties.p..s not being.fanpered Wt@ﬁb third rties. .PKl al so
ensur es tﬁ@‘oafﬁrﬂb’r P§ip8 dhe {eﬂgm{so@ﬁ% AL ‘)téﬂgs‘{%% “5&' Féﬁ C ¥PEFYEal
certifica "ﬁ'ﬁ,& by SR QV\Gerddidtes ditPor iR erti§ipandideny sending a
docunent Eoﬁgf asesgbaiéyen %é%@#ﬂ\ye’éggﬂ n t?le c%se of enew exporters/agents or
other parties the repository will collect information and inmages of
signatures, seals and other indicia via an online formand store the

i nf or mati on i nA eertifidng autherity wilhevia apweh inderfacg;and onling fomm, begblectoyer |

i ssue a user identification code and security. cod the r.wll have
to enter éﬁ%‘?ﬁﬁ m%f‘%%ecm?ﬁmi SOIEF SHOL A3 s?d?ﬁesﬁ*s ?%méﬁc@’?%%? han[\ﬂ'he web
server. TQ{xﬁxo'ri?aﬁdhcd’&éQ.i“o” to the use of public key infrastructure. The
repository w store the user WO 2003/100686 PCT/ SG2003/000124 -

In the preferred embodiment all communication will employ Public Key
Infrastructure (PKI) to assure that all transactions are secured and trusted. The use
of PKI ensures that all transactions that take place between the parties over the
Internet are confidential, such that the information transferred is kept private. PKI
also ensures data entry integrity by making sure that the information communicated
between the various parties is not being tampered with by third parties. PKI also
ensures the authority of the sender through the use of signed digital certificates and
it also follows that the sender cannot deny sending a document that has been

received.

In the case of new exporters/agents or other parties the repository will collect
information and images of signatures, seals and other indicia via an online form and
store the information in the data store. The repository will, via the web server, issne

" a user identification code and security code that the user will have to enter each time
a new communication session is commenced with the web server. This is in

addition to the use of public key infrastructure. The repository will store the user



5 identification code and security code in association wth the data
collected fromthe application form To request electronic certification
of documents froma particular certifying authority a user will apply to
the authority via an online formserved by the repository web server. The
reposi t or yYWH2093/190686ess the user's request and forwar d PAIRG20088p0134  equest
and details of the user to the identifided certifying authority for .
approval . In the preferred enbodi ment the repository would via electronic
mai | not i Kgnification code pné secamityendetin assagiation vsid theadsta enjlectetidiom dhre
allowed to apply for certification online, the authority would then |og
onto the r@ﬁg?ﬁ?ﬂ{f)’@i‘a the web "server and authorise the user 'or reject
the application as the case nmay be. In an alternative enbodi nent the
repository would comunicate with the certifying authority using .
el ectroni c dat apg Rpsrtronitet PSSt arﬁgﬂqrdce;&fa‘rﬁ# e e
approval back ?Ir‘? {Hﬁgégstarre manner . mggq’gygre%@g@g%@%?en granted %e

r eposi t or yauthdrityr 2 wser wilhzapphh¢o Uberauilrity lviaved olirep it seved byt it ed
docunents fromthe certifying authority that has approved the user so to do
init's dEpesitorymebi servessThe sepositoryi will presesssibe liselémmqub?amidoforwartbl. fThe
user will ed Lo __appl Lng t reposi t.ory, we erver, for approva or
every aut HOF ity 1 ﬁeéluggte%d;‘ieé%g oﬁﬁlretlfs% i‘ﬂhﬁé&ﬂ%ﬁ?‘é cerf g\?Pﬁ“)é’l‘iY ifoe for n{;
t he reposi L | - : € [ tp agents
o enabl o RRIvALC In e fctotied ubolithbol 368 Sel G, HRRC ria Wbl fodif 172
agent to wbotify tHeecettifyben tandority thae deiset/Bid Rlgaesthbtobe NS icoahlyssr and
aut horised by _the relevant certifying authority. The repository web server

wi |l stor ertificatign oaline. ba auficsityranauld them legsonto dbe vapositery V'lhiaftbc et on .
kept on th exporters/agents and. certifying authority in_the repository
daltoa storé?.grv fﬁ‘g‘g H Sqﬁf’n erawrglf&ﬁtﬁm§p§é‘faggﬁta?ﬁ}?%g@a¥[§ﬁi ying for

certification from particular certifying authorities. This is done via an
online formserved by the WO 2003/ 100686 PCT/ SG2003/ 000124 6 repository
web server. Thin appdmative embddiment the|repositorag@uld tomhiiinidaes wigl g@at e t he

certifying authority using electronic data interchange methods and the repository

would receive the approval back in the same manner. Once approval has been
granted the repository will record that the user is allowed to apply for certified
documents from the certifying authority that has approved the user so to do in it’s
data store in association with the user identification code. The user will need to

apply using the repository web server for approval for every authority the user seeks
certified documents from.

Via online forms the repository web server will allow users to delegate
authority to agents to enable agents to apply for certified documents on their behalf.
The agent to whom the delegation is made must also be an authorised user and
authorised by the relevant certifying authority. The repository web server will store
the delegation information in association with information kept on the

exporters/agents and certifying authority in the repository data store.

A user may limit an agent’s delegation to a applying for certification from

particular certifying authorities. This is done via an online form served by the



authority to apply for certification unless permtted by the user.
Referring to Figure 2 to obtain a certificate of origin an applicant 203,
being " an exporter or an agent, will log on to the repository web server
201 and authenticate thenselves. In addition to identification using PKI
t he reposi WO3P03fj0p486 check the authentication and if tHRETHRGP03080134t hori sed
will present a web page presenting tie user with a set of option. After
selecting apply for certification the wuser will be presented with a |ist
of certi f irepobsitanyumeinsesverh Jhe répositeryrwillanot allw pnfagent to fiithes delgigate theposi t ory
web server interface wll create the |list, by checking in the data store
for the | Pathopty teappl for sertirationimless permilied by the USehi'y online for. The

applicant will then select a certification to apply for and an online
application form wll be presented. The fields presented to the user wll

reflect the bURéﬁfxgl?ngl effo%lﬁ&iniarbehmca%m&agiﬁ%ca?pﬁc&ﬂmfbaﬁgi on the

user .i s applying user wll fill in the ele onic formand submt
the form ae éfpertecppsid apyntyveiillslogve .toTihe repesitsy twety seiver 20le- bnd!l in
some of the fields based o information stored in its data store. As part
of the apputhenticatsnthemselves Inhaddition tocidentiftration upipe\PKIntherrepesitory willh as an
el ectronic I |, address of a thprd party such.ag a..pank 204 tq the

reposi t or 91,1&&0&%?*5%‘?@"?“%“ e rlfj ﬁﬂfaﬁﬁ? &h‘l}ﬂﬁ@bﬂa Y’Hg PEESERt A Y‘,’gl? @38F origin
to be not|fi.ed: cerdifi o} ' .

busi ness Hjelf’%gmgﬁg H}g@,ﬁg;(ﬁf&f gyeli %’58 u(?hojfklﬂt% k&%@n@a@gﬂgﬁé}&%@ﬂt&gmg}ggr e the
appl i cant ufb?%ﬂrwq')&géﬁtémﬁth@qm bf Bertifitd doBimens i thd use?@an Tab?lyumr wi Il
be pronpted to fill in the required fields in the application form On
successf ubnlind)nThe irepository welp bérverintenface will creaté thee&‘t\hyaclwﬁ ngdp ther ver
that their,  applicgation.has. beep accepjed for processing. .The.infornmation
provi ded S@tatsﬁg"eug‘grthe\%% ot e ‘E?“B%e‘éataﬁﬁl {5eBreRPdY %qhé‘esf[o&r i'gei n the
data stor . r ' ' ' r ' 3

goner at e RHoRREMIEHERIBE ¥ EBERARTE dppty RF by olEhe BBoRANA 1880 | oun

secure el @4l beprésefitddd Thefields ftedab thel asdrowilheeflgen el businass tralds docunent
repository. WD 2003/100686 PCT/ SG2003/000124 7 If the_repository web
server i détarediindhe systam for the cextifieasiontthempser §5 apglying for. hgivsgr will fill in

the electronic form and submit the form to the repository web server. The

repository will pre-fill in some of the fields based o information stored in its data

store.

As part of the appliéation process the applicant may supply information such
asan electronic mail address of a third party such as a bank 204 to the repository, to
enable the third party who needs the certificate of origin to be notified when the
certificate of origin has been issued. The business rules of the certifying authority
will be checked to ensure the applicant has provided the required information and if
not the user will be prompted to fill in the required fields in the application form.
On successful submission the applicant will be notified via the web server that their
application has been accepted for processing. The information provided by the user

via the web based application form is stored in the data store.

In an alternative embodiment, the information could be generated by the
applicant’s computer system and transferred using known secure electronic data

interchange methods to the generic trusted document repository.



aut henticated the agent, the repository will present fromits data store a
| ist of users the agent is authorised to apply on behalf of, and require a
selection fromthis list before providing the agent with a choice of
certifications to apply for. Wien an application is nade the repository
notifies twewmaeeesg authority. 202 via el ectroni c nmaipcTisBados a4
application has been nmade and the issging authority will approve or reject
the application using an online web interface or using secure electronic
data interchange nethods. Issuing authorities nmay del egate the approval of
certification to the repository. The approval of the rep05|tory may be
limted to, flftheerepository websenver identilesshasat mwnaigcmrap@lmng theashryiing val ue or

ti t f t al.it trol ] egat
i s i b ol e vty
oot cat B B AORIREAR o BE0vIsR AR dro o b algeeh e TR B Bl £, o
using they reg\l?%ﬂg?ﬁg g t%&aéﬁ%é&@d&l‘hﬁ&ﬂ@n%r%iﬁ’fo?g authori ty

busi ness rul es. docunents are created repository will store
in the docunents in its data store. The stored certificates wll be in a
form approved the issuing authority. One version of the docunent is
created wit hoMQm a@ﬁpplmaapn 1mia@¢ ﬂleaﬁnpsanré' Rnatifiss dhe issuing eutherity, 202

i ncor por at| n

reposi t or ¥ &GEPP‘FF%‘LQ‘@M 3&1 ‘IF%EO%GQ?@ aﬁgzﬂ&%‘g&g er@'p‘gﬂflt ory

el ectroni Efhel pt 2 ;ﬁg%j t ird
party. ZO%e%upf?ﬂé&t Iﬁ"lle %ﬁ’llﬁ% &lﬁﬂ Q@g{gfﬁgm%wnal %? r}f;s?:gi E&u}dé]ocunent
I's avai | adledrdnis dsth ¢sterchange «m‘&ﬂhatst llssmngTdmﬂmrma infdycddlégate thelappioval ude a
web page address based on the re |tory docunent nunber and an

appr opr i aefecestifacationyio thaepositaryiailhe sppiox Q:f g refinsioryomey belimitedgy, of  t he
di gi tal rnet. A thifr such as_a forward
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preferred enbodi nent th l'i cant fo t he. cert I ed or nti cat ed
docunent applitatioms|id sentl ko thetauthority fdrehecking beforecapprdviabri t y- usi ng  what ever
means the certifyi ng aut hority specified. The certifying authority woul d

When the issuing authority has approved the application the document
assembly engine will create a two certificates using the data provided by the
applicant, the certifying authority business rules. After the documents are created
the repository will store in the documents in its data store. The stored certificates
will be in a form approved by the issuing authon'ty.' One version of the document 1s
created without an official indicia and one version is created incorporating the

official indicia, repository document number and repository security code.

Once the document is assémbled the repository electronicall.y notifies the
applicant 203 (and if requested the third party 204 requiring the document) via
electronic mail that the document is available for electronic collection. The
notification will include a web page address based on the repository document
number and an appropriate security code so that the party is able to view a copy of
the digital document via the Internet. A third party such as a bank my forward the

information to an overseas bank or customs office 205 that requires the document.



t hen approve or reject the application and if rejected conmunicate the
rejection to the applicant. If the application was approved the authority
woul d "apply to the repository for a docunent nunber and a security code
for accessing the docunent. The certifying authority would then create two
docunent s woeomuesent Wit hout the security code insi ggitas2o308d184 and

- docunent nunber and anot her docunent 8§ ncluding the security code, seals
and docunent nunber. Using electronic neans either a web interface or
secure EDI thelmuat fusthet Yessopreferiddeembigdimast theeapplicdni forSthet ceriifi@l oeposi tory
so that the docunments could be made avail able. The authority would then
notify theuthsplicatetht deenment ¢quld sapplyi directlyate the eeitifyihg ythority. asihgor i ty
for notifyi,ng third rties.of the creatiqn of the document. |f the issuing
authority ‘Yhéﬂg“é’&{ ?eaPﬁp ﬂﬁspﬂ%%ﬂ%ﬁ“ Pt SPﬁ‘égs‘bplTnhééﬁmfxm quthagity wasdd for by

orovpded et fHBRove itkefbct I ancfifidn 8 if T 9evte CointRytiic B reiealion o,

tod i . _ . ; : .
b sorver' SHeanel YIS bplRIG S SbpioNed B ROy HORR: MY b e
can be vi eepaditonyl fora deeinreat ntinbercdmdunseoirityasode forvacegthgomk idoGuméhie Copy

that is available for viewing online does not include an official indicia.
The of fi cilhe cerifyingautkority twonldithemtisate dwovdasnmegts ond document withownoul d

al l ow -anyone who is,able t.o view the.docunent qnline to print nultiple
copi es of ﬁlehﬁecHB@uﬁ%‘?ﬁ INSIEu, fER Sf‘lﬂt!1 f‘%m&gftf«}m@a% s rdosumentd copy
of the dogifkig i fethdy llﬁi% Rakb¥y | : repository
and requests thgat a copy %@b?%éﬁf% e gﬁl. orrl'sieﬁglggﬂf%%rn?{]&e(% control
who can peither aofét inteaface op secure® BN lilse £lRkioHity Would ténGiploadi the Hoduigenisinber of
copies a party can print. WO 2003/100686 PCT/ SG2003/000124 9 Parties who
desire t otofBe sepositery sgthatithe dequmentsrovlbbemadagvailable. t o regi ster with the
repository and be authorised by the certifying authority who certified
docunments they wish to print depending on the requirenents of the
certifying aufieiuthofity Wiiden'dolity B8 applicaf aRMBLirARLiEs ot Brovifed . . -
repository web interface and is proces and the information stored in
the sanme bptheanthosity formotifying thirdygurties of the creation of the document.

. If the issuing authority .rejects an application then the applicant and if applied
for by an agent are notified of the rejection. To view the document the URL
provided in the electronic mail notifying that the document has been created is
entered into a web browser the document repository will via a web server request
that the security code be provided before the document can be viewed online before
the document can be viewed online. The copy that is available for viewing online
does not include an official indicia. The official indicia is not available for viewing
online as this would allow.anyone who is able to view the document online to pn'rﬁ

multiple copies of the document.

In order for the party who desires a printed copy of the document to print the
document the party logs on to the repository and requests that a copy be printed.
The authorising authority can control who can print official copies of the document

and can limit the number of copies a party can print.



W shes to print was a party who wished to apply online. In order to print
-the docunents in a secure and controlled manner, the repository forwards
a data streamin a print control |anguage directly to a printer. The data
stream corresponds with the fully certified docunent i ncluding
certificatworeeesd/pesal s, stanps, signatures etc). Exanplpe3/sehomsmwodiaori nter
control |anguages include pcl and p09tscript. In the preferred embodi ment
Sun M crosystens Java Print Service APl via a java applet is used to print
a data streamPRantics who rdesire m)berable togpript avgsifitidr copi¢symay need b0 iregister wi t hout

ermttin S i nterventi on. cause the Java Virtual WMachine | usual |
Pnst al | ed% tﬁecrsmﬁstoar aWitl?F 3“ S%‘rb)r\ébﬁ" cpﬁhf}’@goﬁﬂ@(’l’rﬁé’cé@géﬁwg‘éﬁ downl ogd
t he Java Runtl Vi L og ad need only dongs.once and is
avai 1 abl e Sokumes ey AR brin epbrlinec 68 4B e imdils s e o oy
neans t ha F I ated b
R trust o uhotfy. THep !‘é“"é’%i%%eﬁﬂﬂré’%é%“t@ inBEpd-30pE PR dhisHae: idat ed Y

PCT/ SG20058 Jﬁ@&k% aﬂ&twlihfaﬁiitﬂfonpft@&&&ﬁ thé3ima |thamre ashi€ the ipaity Mehof
documnent s ectly to a printer froman web browser without user

i nt er vent Wishesdouirint a¥as @ paety svha wished tomipply gnliseess  prevents the user from
saving a copy of the print file and therefore being able to print nultiple
copies of the certified document. In addition to controlling the printing

of secur ed oGHTALS 14 Dol e TREAREys 115 ARGHTSAY Wbldoiefsnall ypbave an

enbedded security ma

i denti fi CRpdsHery Bstevaids 4dag sﬁféajntm a/\bﬁﬂt éontdP ttigRRke direGBPiCE pmeercor)y will
reveal that the docunent is not the original as print ed fromt

reposit or'thoedMars&tream t ¢teerespomsisnawith  the i ﬂﬂlyng:ertifeed eoxmirtent ymclinimgrent

nunber and d current entification nu n e certificate will _enable a
party whd SRS vﬁlwttgew&s ﬁzswpks %ff@@k prgter (9atrgh per

COopy CQrrnges g%%&ﬁf&gglmosg%&l n the repository. W 2003/ 100686

PCT/ SG2003/%

In the preferred embodiment Sun Microsystems Java Print Service API via a
java applet is used to print a data stream in a printer control language directly to a
printer without permitting user intervention. Because the Java Virtual Machine is
usually installed on a computer with a web browser it is only necessary to download
the Java Runtime Environment. Such a download need only be done once and is
available at no charge. In addition the security model built into Java means that the
receiving party can be sure that the applet was created by a trusted party, in this case
the repository.



CLAIM5 1. A conputer systemfor controllably releasing certified or

aut henticated docunents in copy-protected paper formto third parties
conpri'sing: an approval interface for enabling a certifying authority to
approve a certified or authenticated docunment for release; third party

di spl ay ”B@'B%J:sﬁfmsﬁé lowng a third party to view a sai ﬁ,cq%gﬂgmgoupppr oved
for rel ease wthout certification or thentication indicia Inserted; and
third party print nmeans which all ows idthird party to request a print of
a limted nunber of copies only of said docunent including certification or
authentication indicia on a printer local to that third party. 2. A

conput er. syst eanyethet provess that allowedhthe printinglofdpcumentsptirectlp tya printest or i ng
docunents and associ ated indicia; said approval interface includes neans
for a cer fiomanyelbroxsenwithoubases interyentigy woyldialsacbr suitalee Thisrecesst h and
W thout inserted indicia to be stored.i.n sai repositary; said.third party
di spl ay mBEgyents gh"p?% r‘JH?WréavlnS 3 EPRY gf,g:eaprgg?@eﬁ@ﬁgﬁorgﬂ%&le iqﬂdi cia
for view i X i ird party print neans is

progr am%@@?ﬁmgi’%sg’?g%%ﬂgggﬁﬁ@n J\P\A!Et h indicia for printing on said
printer local to said third party. 3. A conputer systemas clained in claim
1 for allowing the secure creation of docunents requiring certification or
aut hent i cat i orinfadditiom tecdntdolling ther printingeoft secated ndpcumentsani this manmerect r oni ¢
formincluding: nmeans_for assenbling the text of a said document; a

r eposi t or $her decusnent Wil preferablye have, @pnembedded gsecunty Matermagk, 1plage, a

aut henticgtion indigia r i . K I .doc ts. 4. A
conput er S%‘PE% ;ns“ngqeéi %ﬁ_@%&ﬁéﬁ%@“ﬁ%ﬁﬁ I%g\(}mgrr%?rﬁ%g O(S}Ieéﬁr e“@}r%ga ion of
document sq4&@eent iBopied thd copy wAll-redal Akt B dobatheMNisl Adtthe ofi@iral fai ng or
authenticating authority in‘electronic formupon application therefor by
subscr i beprintad drdm rthe cepository dizicguseedfe thei wgtesmark. d Rrintingt thei repository

copy- protected paper formto thir arties comprising. . .
Py-P documcn? n%mber an documentdidgntgécauon nu%er on g?:be certificate will

enable a party' who has been presented with a paper copy to check that the paper
copy corresponds to the copy held in the repository. |



a subscriber interface for requesting the assenbly of a specific docunent
and for supplying data specific to each request for assenbly into that
docunent; neans for assenbling the text of a said docunent; a repository
for storing assenbl ed docunents and certification or authentication

I ndi ci a apmwomos/eesst 0 sel ect ed cl asses of docunents; nmEaMSGHB000M2%L1 T yi Ng
the appropriate certifying or authenticating authority of a request for a
docunent requiring certification or authentication by that authority. WO
2003/-100686 PCT/ SG2003/ 000124 12 5. f nethod for controllably rel easing
certified or authenticated docunents in copy-protected paper form

conpri si g AiMssteps of allowing a party to view a said docunment.- approved
for release without certificat i on or authentication indicia inserted; and
al | owi ng sa| d, part ted nunpber Qf copies onI of said
docunent 1- mpéteggy{tgpql% Bblyaﬂpmﬁ?%{iwgﬂrammc edn a printer

| ocal todemenmmm)w@tycted BaPeA mmihHﬂOﬂMNomphBlagt y rel easing
certified or zmeppeoual imerfabedoremblinga icextifying puthptint tecippebveansitifiel m as

cl ai nred bﬂamh@umﬁduuéﬁlﬁ@{tmmag@ ng storing said documents with and

wi t hout Insermﬁé dispay S 6k alOMitk 2 AR Plrtyo A, 340 bt G V1 €W @
w thout - HEF dj;ﬂ% %aag dly F‘%ﬂﬁ? ng.oaaﬁf@f i eSS <ai o <t op o
al | owi ng_sai PaKy Bnb‘i“F‘?ﬂs

b—

Wéﬁi’%ﬂ‘}ﬁé‘r%?@t@ #int said
st or ed db@ﬂﬁ%n\immltq{@ewuommftm&d@mmnnehrlmganemﬁpaitmm. ainserted. 7. A
met hod fanthenticatien indisiia on @ peiater lopabterthatithied party.aut hent i cat ed docunents in
copy-protected paper formas clainmed in clainms 5 or 6 wherein the step of
allow npa pREdM ﬁt@r s@émasgﬁm%qm@m ses receiving a request to

view sai d dog r I e Y I's approved to view
sf’°f§% a@% indg

sai d docurrent | ’ci.a avall able for
or authenticating

viewi ng %o ause doy:é'nents WI out mserted indicia to be stored in said
reposxtory,
said third party dlsplay means is programmed to retrieve a said document
without indicia for viewing by a third party; and
said third party print means is programmed to retrieve a said document with
indicia for printing on said printer local to said third party.

3. A computer system as claimed in claim 1 for allowing the secure creation of
documents requiring certification or authentication from a certifying or authenticating
authority in electronic form including:

means for assembling the text of a said document;

a repository for storing assembled documents and certification or
authentication indicia appropriate to selected classes of documents.

4. A computer system as claimed in claim 1 for allowing the secure creation of
documents requiring certification or authentication from a certifying or authenticating -
authority in electronic form upon application therefor by subscribers and for
controllably releasing such documents in copy-protected paper form to third parties
comprising:

a subscriber interface for requesting the assembly of a specific document and
for supplying data specific to each request for assembly into that document;

means for assembling the text of a said document;

a repository for storing assembled documents and certification or
authentication indicia appropriate to selected classes of documents;

means for notifying the appropriate certifying or authenticating authority of a
request for a document requiring certification or authentication by that authority.



8. A nethod for controllably releasing certified or authenticated docunents
I n copy-protected paper formas clainmed .in any of clains 5 to 7 wherein
the step of allowing said party to print said docunent including
certification or authentication indicia on a printer local to that third
party conpwmicsmexiooaeei ving a request to print said docwoesG2dosoemzs party;
ensuring said party is approved to print said docunent; and printing said
docunment with indicia on a printer local to said party 9. A nethod for
controllably releasing certified or athenticated docunents in
copy-protected paper formas claimed in any of clains 5 to 8 including the
steps of5. assmetodrfgr ¢dmrollably refeasingsedrtifietboramiinticatcd dodumeés anb! ed

document@o oteécted B}bﬁ%hﬂemﬁﬁn IRRtdpsdfi on indicia appropri ate to
selected C gﬁ,ﬁ‘g n rel easi ng
certifi ed ut asgr}er(litos ﬁtq ofvgé)f rgtff"g ﬁ%ﬂér form as
cl ai med ‘fe 0'6]“3‘? 0?5' the steps of: receiving
subscri ber dallewmgsaidparty stPPF'BFallWéteésl of eopies @bé@fﬁﬂld:dmmnt

assenbl mgluélag@eddis:ahmnm authentigatianeindicia area primtentocaltotieatithiediparon i ndi ci a
for said-view ng; WO 2003/100686 PCT/ SG2003/000124 13 assenbling said

docunentg, wi thﬁembuffbpainhenaayra h%w Eatedhg‘;]un?@tg printing.
11. A gy, OF a en & ed
document Bfﬁrc;&ft - ro?‘uﬂ‘? déigri‘{%i‘? %1?]%52@&% d’lsp}g ?’?ﬂgﬁal‘g |ncI udi ng
the ste glbtpent\s/ g g ‘?fP"‘can be certified or

aut hent i cat e§aid:tep @j?ﬂg‘%t"‘ﬁﬁ‘t’ﬁéﬁt dagment eomprises sllowing said. A

met hod PERY EpWEWH $aa£ibstyr osumentgwithout cértifidation enavtenticationdddidicument s i n
copy- pr ansedted:cindaper formas clainmed in claim10 i ncluding the steps of
noti fying ansﬁ@@lkpl@fhﬂbﬁm@%ﬁidlﬁanyrtapﬁﬁt@ﬁﬂﬁaéh]} i‘lﬁaﬁ‘@rtb mpf a
request shigistoled BOGHIENR With&eRifidalion 6ﬁ5&méﬂtfe§ﬁéxpﬁdfbﬁa FdLdgnt oati on by that

authority; receiving fromsaid authority approval to certify said docunent;
and
7.

A method for controllably releasing certified or authenticated documents in
copy-protected paper form as claimed in claims 5 or 6 wherein the step of allowing a
party to view a said document comprises:

receiving a request to view said document from a party;

ensuring said party is approved to view said document; and

making said document without indicia available for viewing by said party upon
request of said party.

" 8. A method for controllably releasing certified or authenticated documents in
copy-protected paper form as claimed in any of claims 5 to 7 wherein the step of
allowing said party to print said document including certification or authentication
indicia on a printer local to that third party comprises:

receiving a request to print said document from a party;
ensuring said party is approved to print said document; and
printing said document with indicia on a printer local to said party

9. A method for controllably releasing certified or authenticated documents in
copy-protected paper form as claimed in any of claims 5 to 8 including the steps of:
assembling the text of a said document;
storing assembled documents and certification or authentication indicia
appropriate to selected classes of documents.

10. A method for controllably releasing certified or authenticated documents in
‘copy-protected paper form as claimed in any of claims 5 to 9 including the steps of:
receiving subscriber data and request for the assembly of a specific document;
assembling said document without certification or authentication indicia for
said viewing;



certifying or authenticating a said docunent. 13. A nethod for controllably
rel easing certified or authenticated docunents in copy-protected paper
formas clained in clains 10 to 12 including the step of notifying said
subscri ber that an authenticated docunent is available. 14. A nethod for
cont rol | abmo 20ed/maes6ng certified or authenticated docunrisE2003/000124
copy-protected paper formas clained in any of clainms 10 to 13 including
the step of notifying at |east one third party that an authenticated
docunent is available. 15. A nethod f@gr controllably releasing certified or
aut henti cated docunents in copy-protected paper form conprising the steps
of : recei vi ngassethislinig atd détmirenewith ceifRatiord &Y adthétidassHdiciPforaafreci fi c
docunent nﬁt{r%“ a subscriber; verifying that said docunent can be certified
or aut heRtlc ed; certifying or authenticating said docunent; and
notifying a third party indicated by said subscriber data that an

aut henticated docunent is available. 16. A nethod for controll ably

rel easi n§l.cerA pethad for controllahlyi igleasing dertified or authenticatadydosnnientstind paper

f orm as cdpyipretécted paper forr as chihedtinngdaitthE) inchidingf the etepk yf:ng sai d .
subscri ber 't hatifyiig i baia Aobiadit Car B6 bérfified bf adaitlcaRlaCand 7. A method for
controll ably cﬁﬂjfgﬁx?d}%uﬂﬁﬁfiégﬁnggaiﬁrdg%%m | cat ed docunents in

per

copy- protecte ormas cfained 1n claim15 or 16 wherein said step of
r authenticated conprises:

verifyin t hat gaid. docy c he certified
noti f );ii n&' anh q"éi"é“mxyﬂgﬁﬂﬁ"%m b?qll enaythenticateddochmentsyinof a
request ¢opy-protegisd papenfora gs claimeg nwlainf 1 tiaciudingshe stepsiofit i cati on by t hat
authority;. aotifyingeh eppropfiatecertifying antthenticating puthurity éfta requést for Sai d
docunentdocument requiring certification or authentication by that authority;

receiving from said authority approval to certify said document; and

certifying or authenticating a said document.

13. A method for controllably releasing certified or authenticated documents in
copy-protected paper form as claimed in claims 10 to 12 including the step of
notifying said subscriber that an authenticated document is available.

14. A method for controllably releasing certified or authenticated documents in
copy-protected paper form as claimed in any of claims 10 to 13 including the step of
notifying at least one third party that an authenticated document is available.

15. A method for controllably releasing certified or authenticated documents in
copy-protected paper form comprising the steps of:

receiving subscriber data and request for the assembly of a specific document
from a subscriber;

verifying that said document can be certified or authenticated;

certifying or authenticating said document; and

notifying a third party indicated by said subscriber data that an authenticated
document is available.

16. A method for controllably releasing certified or authenticated documents in
copy-protected paper form as claimed in claim 15 including the step of notifying said
subscriber that the authenticated document is available.

17. A method for controllably releasing certified or authenticated documents in
copy-protected paper form as claimed in claim 15 or 16 wherein said step of verifying
that said document can be certified or authenticated comprises:

notifying an appropriate certifying or authenticating authority of a request for a
document requiring certification or authentication by that authority; and

receiving from said authority approval to certify said document.



