| SUBSCRI BER LI NE ACCOVMODATI ON DEVI CE AND PACKET

FI LTERI NG METHOD Back round of the Invention: This
invention relates to a subscriber |ine accommopdati on
devi ce having a DHCP server and a packet filtering
met hod using the device with such a circuit
configuration and, nore specifically, relates to a
subscriber line accommodati 6n device and a packet.
filtering nethod each having a function of preventing
i1l egal access. A subscriber |ine accommpdati on device
is used for allowing a plurality of user ternmnals to
access a conmuni cati on network such as the Internet
via transm ssion |lines such as tel ephone |ines,
coaxi al ca trf \ i [~
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plurality of user RASKETRILSERINGMETHOIUbscriber |ine
accommodat i on device, the folltow ng problemarises.
Specifically, if a third party succeeds in guessing an
| P address allocated to a certain user termnal, the
third party can pretend to be another person
possessiBugkgraai o th@ldvahfibpyser term nal . A DHCP
(Dynam ¢ _Host Configuration Protocol) server is a
server Thigvnyaptian rekxtes foomsidfsctibariioe actdmmaedation aleiviog having
I P ss prepgared, i.n.advance in response to a
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the DHCP server. In view of such advantages, DHCP

s dransmissinnding$ sesh asstelepbena livessedextal cdtdes, or optical cables.,  If
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terminals in such a subscriber line accommodation device, the following
problem arises. Specifically, if a third party succeeds in guessing an IP
address allocated to a certain user terminat, the third party can pretend to be
another person possessing such a certain user terminal.

A DHCP (Dynamic Host Configuration Protocol) server is a server
having a function of temporarily allocating an IP address prepared in advance in
response {0 a request for access to a communication network frdm a user
terminal as a communication terminal. When such a DHCP server is
employed, since IP addresses are not fixed on the user terminal side, it
becomes easier to prevent third parties from assuming IP addresses. There is

- also an advantage that when a user terminal such as a computer or an Internet

television temporarily accesses the Internet, & connection operation on a user




A bridge has a function of sorting packets based on

MAC (Media Access Control) addresses and therefore
serves to prevent entry of those packets having
nothing to do with a subscriber |ine accommobdati on
device froma netwrk. On the other hand, user

term nals such as conputers and comuni cation cards
are respectively assigned MAE addresses as their

unique identification data. In response to accesses
fromrespective user termnals, a subscriber |ine
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such as a not ebook personal conputer or a

c osanom inieatioo ierovnal different from any of the registered MAC addresses
tries to access a network, this access is rejected to thereby improve the network
security (e.g. see JP-A-2002-2042486),

According to this proposal, when a user terminal other than user
terminals subordinate fo the subscﬁbér line accommodation device accesses
the subscriber line accommodation device to request acquisition of an IP
address, the DHCP server checks whether or not an MAC address thereof is
any one of the MAC addresses registered in the subscriber line accommaedation
device, before allocating the [P address thereto. Since an MAC address is
cata formed by a 6-octet (48-bit) bit string, guessing it is much more difficult
than guessing an IP address. Consequently, illegal accesses by third parties
can be prevented more effectively.

In this proposal, however, a third party who has illegaily obtained a user




subordinate to the subscriber |ine acconmodati on

devi ce can nmake the DHCP server allocate an IP
address by connecting the obtained user termnal to an
access |line acconmodated in the subscriber |ine
accommodat i on device. For exanmple, in a CATV (Cable
Tel evision) network, a CATV nodemis connected to _
user termnals of respectivegsubscribers' hones via
coaxi al cables. In such a CATV network, when an
il1legally obtained user term nal of another person is
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According to a first aspect of this invention, a subscriber line
accommodation device is provided. The subscriber line accommodation
device of the first aspect comprises a subscriber line termination section that
terminates a piurality of subscriber lines individually, and an address information
allocating section that, when a communication terminal of any of the plurality of
subscriber lines terminated by the subscriber line termination section has made
a request for acquisition of own-station address information that is given to a
packet when performing packet communication, allocates own-station address
information to the communication terminal by limiting a usable time. The

subscriber line accommodation device further comprises a filter condition




al l ocated by the address information allocating
section and an identification nunber of the

subscri ber 1line having nade the request for
acquisition of the own-station address information,
and a packet communication allow ng section that
al | ows packet conmunication only for a packet in which
a pair of own-station addregs information and an
identification nunber agree to the pair thereof
registered in the filter condition registering
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an identification number of the subscriber line having made the request for
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acquisition of the IP address, and an MAC address as unigue information of the
communication terminal having made the request for acquisition of the [P
address. The subscriber line accommodation device further comprises a
packet communication aliowing section that allows packet communication only
for a packet in which & set of an IP address, an identification number, and an
MAC address agree to the set thereof registered in the filter condition
registering section.

According to a third aspect of this invention, a packet filtering method is
provided. The packet filtering method of the third aspect comprises an |




address information allocating stop of, when a

communi cation termnal of any of a plurality of
subscri ber lines has nade a request for acquisition of
own-station address information that is given to a
packet when perform ng packet conmunicati on,

al l ocating own-station address information to the
conmuni cation termnal by ligiting a usable time. The
packet filtering method also conprises a filter
condition registering stop of, when the address
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packet “communi cati on
given to a packet when performing packet communication, allocat;ng an IP

address to the communication terminat by limiting a usable time. The packet
filtering method also comprises a filter condition registering step of, when the IP
address allocating step has allocated the IP address, registering a set of the IP
address, an identification number of the subscriber line having made the
request for acquisition of the 1P address, and an MAC address as unique
information of the communication terminal having made the request for
acquisition of the IP address, along with the usable time. The packet filtering

method further comprises a packet communication allowing step of, when a




6 packet has arrived, allow ng packet conmunication
only for such a packet that agrees to the set of the
| P.address within the usable tine, the identification
nunber, and the MAC address. Brief Description of the
Drawings: Fig. 1 is a systemconfiguration di agram
showing an outline of a multicast. information
delivery systemfor seeing agd hearing tel evision

i mges and sounds, to which this invention is
applied; Fig. 2 is a block diagramshow ng an outline

of ' i dation device and its
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bl ock di agram showi ng a system configuration oP the
mainkmbpeand dfe MAE ssidheser i ber | i ne acconmopdati on devi ce
according to the enbodi nent of this invention; Fig. 4
is a block diagram showi ng an outline of a hardware

confi gur%éf%scgﬁﬁoﬁ?f{#tﬁgmygd gateway unit accordi ng
to the htion; Fig. 5is a block
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Fig. 4 is a block diagram showing an outfine of a hardware configuration
of an integrated gateway unit according to the embodiment of this invention;
Fig. 5 is a block diagram showing an outline of a software configuration
of the integrated gateway unit according fo the embodiment of this invention;
Fig. 6 is an explanatory diagram showing part of a DHCP management
table provided in a DHCP sarver according to the embodiment of this invention;
Fig. 7 is a diagram showing the flow of processing of a detection section
according to the embodiment of this invention;
Fig. 8 is a diagram showing the flow of processing of an input filter
section according to the embodiment of this invention; and
Fig. 9 is a diagrar showing the flow of processing of a DHCP server

according to the embodiment of this invention.




<Qutline of Systenm» Fig. 1 shows an outline of a

mul ticast information delivery system 100 wusing a
subscri ber |ine accommobdati on device 102 according to
a preferred enbodinment of this invention. The
mul ti cast information delivery system 100 uses an
ADSL (Asymmetric Digital Subscriber Line). In the

mul ticast information delivery system 100, user
splitters 101-1 to 101-Mrespectively disposed at
subscri bers' hones and the subscriber |ine

acconmo .0 deyvi nect ed together via
DSL subg%érélgq 'O% of i P = b £ Tel ephones 104-1
to 104- MeuathediPSlystepstens 105.1 to 1 05-M are connect ed

to the user splitters 101-1 to 101-M respectively,
Per sonalFigdnihewsran atidelofagnuliest farmatiopdeliveryraystem 100
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The subscriber line accommodation device 102 is connectad o a voice

exchange 112 and thus is adapted to be connected to a PSTN (Public Switched
Telephone Network) 113.  Further, the subscriber line accommodation device
102 is conhected, via a router 114, to a packet communication network 118
such as the Internet for carrying out packet communication. To the packet
communication network 115 is connected a program distribution server 116 for
distributing various television programs with respect to the Intemet televisions
108-1 to 108-M.

Fig. 2 shows a configuration of the subscriber line accommodation
device 102 and its peripheral configuration. The subscriber line
accommodation device 102 according to this embodiment has a capacity of

1820 lines at maximurm per system,




The subscri ber |ine accommobdati on device 102 Conpri ses
splitter units 122-1 to 122-1920 connected to the
ADSL nodens 105-1 to 105-1920 via the DSL subscri ber
lines 103-1 to 103-1920, respectively. Anong them the
splitter unit 122-1 will be representatively
described. The splitter unit 122-1 splits a signa
123-1 received Via the DSL sgibscriber line 103-1 into
a tel ephone signal 124-1 of a voice frequency band
and an ADSL signal 125-1 of a predeterm ned frequency
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Each of the LTUs 127-1 to 127-J comprises a DSL transceiver module
corresponding to a predetermined number of lines (e.g. 32 lines at maximum).
The DSL transceiver module is formed by a later-described DSP (Digital Signal
Processor). Each of the LTUs 127-1 to 127-J performs high-speed data
communication in an uplink direction via an uplink line 130 serving as an
interface for connection to the Internet, by the use of the corresponding lines
among the DSL subscriber fines 103-1 to 103-1920, while receives and
modulates downlink data and sends the modutated downlink data to the

corresponding lines among the DSL subscriber lines 103-1 to 103-1820, Note




9 that the uplink direction is a direction toward the
packet communication network 115 in Fig. 1, while a
downlink direction is opposite to the uplink
direction. Fig. 3 shows a system configuration of the
mai n part of the subscriber 1ine accommpdati on device
102. The subscriber |ine acconmodati on device 102
conprises the LTUs 127-1 to §27-J described referring
to Fig. 2, which are connected to one end side of an
integrated gateway unit 131 via a backplane bus 128.
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backplane bus TF circuit 133 fornmed by an
and classifies packets based on MAC addresses. The ATM oells are
transmitted between the ATM SAR 134 and the LTUs 127-1 to 127-J, while
Ethernet (registered trademark) frames are transmitted at input and output
portions of the uplink line 130.

Fig. 4 shows an outline of a circuit configuration of the integrated
gateway unit 131. The integrated gateway unit 131 comprises two processors,
i.e, a device control CPU (Central Processing Unit) 14 and & network processor
142, and a memory group having a flash ROM (Read Only Memory) 143, an
SDRAM (Synchronous Dynamic Random Access Memory) 144, and a
nonvolatile RAM (Random Access Memory) 145, The integrated gateway unit
131 further comprises the backplane bus IF circuit 133 formed by an ASIC

{Application Specific Integrated Circuit) as a dedicated integrated circuit, and a




(Application Specific Integrated Circuit) as a
dedicated integrated circuit, and a 10 GbE (G gabit

Et hernet (registered trademark)) IF (Interface)
circuit 147 formed by an LSI (Large Scal e
Integration) chip (not illustrated). The device
control CPU 141 executes a control with respect to
managenent, conmuni cation, apg setting of
configuration of the device. The network processor
142 i's a high-speed conmuni cation processor conprising
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associated hardware in Fig. 4 and a control program. Naturally, the signal
processing section 162 may also be created only by hardware.

In this embodiment, the basic functional section 161 comprises a
functional software section 171 that performs processing such as
communicating with a host (not illustrated) to operate a console (not illustrated),
a TCP/IP (Transmission Control Protocol/Internet Protocol) section 172 as a
protocol for performing packet communication with the functional software
section 171, and an MAC section 173 that manages an MAC (Media Access
Control).

In this embodiment, the finctional software section 171 includes an




Control). In this enbodinment, the functional software
section 171 includes an 11 IGW (Internet G oup
Managenent Protocol) snoop section 171At hat snoops
mul ti cast comruni cati on, and a DHCP (Dynam c Host
Configuration Protocol) server 171 B that
automatically perforns dynam c allocation of IP
(Internet Protocol) addressgs reusable in an IP
network and various setting. The functional software,
section 171 further includes a tftp (trivial file
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distribution server 116 (Fig. 1) via the uplink line 130 shown in Fig. 3 and the
Ether transmission/reception control section 182 and packets received from the
LTUs 127-1 1o 127-J via the backplane bus IF circuit 133 and the ATM SAR 134
in Fig. 4 are sent to a detection section 183 where a forwarding destination of
each packet is sorted into the MAC section 173 or an input filter section 184, A
packet carrying an IGMP control message, an P packet carrying a DHCP
protocol message, and an IP packet directed to an IP address of the basic
functional section 161 are forwarded to the MAC section 173.

The input filter section 184 serves to block, for example, an illegaily
- accessed Layer 2 frame or Layer 3 packet. The input filter section 184

compares a forwarded packet with a condition registered in advance and




The input filter section 184 serves to bl ock, for
exanple, an illegally accessed Layer 2 frane or Layer

3 packet. The input filter section 184 conpares a

forwarded packet with a condition registered in
advance and 12 di scards an agreed packet or passes
only an agreed packet, The packet having passed
through the input filter secypon 184 is delivered to
an MAC |earning section 185. The MAC | earni ng section
185 | earn* sender MAC addresses of respective
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effective time is over.

The bridge forwarder 135 formed as a Layer 2 forwarder is connected
to the MAC leaming section 185, the MAC table 186, an output filter section 191,
and the MAC section 173,  The output filter section 191 corresponds to the
input filter section 184. After identifying an output logical port corresponding to
a destination, the output filter section 181 discards an inappropriate packet
without sending it out in the process of controlling discarding or passing of a
frame matching a filtering condition set for the identified output logical port.
The conditions used by the output filter section 191 for such filtering are preset




a destination, the output filter section 191 discards
an i nappropriate packet wthout sending it out in the
process of controlling discarding or passing of a
frame matching a filtering condition set for the
identified output |ogical port. The conditions used by
the output filter section 191 for such filtering are
preset 13 by a network manages according to protocols,
| P addresses, MAC addresses, input/output |ogica
ports or the like. On the output side of the output

se c% Fon 5 Fics !"‘?{8 mgﬁﬁ ?’?@?w?ﬁ fﬁg If"‘%rlﬁ g%eg h Wg{ thesses,

sen-tpuﬂmtﬂ&m;mgom eetke. priority control section
192B. The Frl ority control section 192 executes a

cont r ol @t theguipai side gf &lemltnut (ﬁmraecm%tls disposesda priority
voi ui.res

v il e 150 SEnBINIRa » B priod o seloRdesh apda second
t NpforftP B3t sectibf 1628 491 prfbri ¢ HoFéécﬁ&Wié??éx pfé‘i‘a a
gives priority to a protocol &an Lority con

t he;tntroguwfeﬁvqmdmg)a|pa;thalaapaﬂ@dmmngxfom qirahé ik viiEh requires
destination. A franme heading toward the LTUs 127-1 to
12”Pa!rt"('%|t'§“5f2'?3'9ﬁ‘ d"’%fﬁ@"ﬁlﬁ'ws@ qifsrearkss. c i9r this careel.ithrre

cor R e AR s B
t 1 gideBridfily torinGadAfeys eeh Ipsrta:mér gestmatidr) e A fiind R€ading tdward

127-1 to 127-.1 via the backplane bus IF circuit 133.
Owthﬁméﬂﬁ'éﬂ th 488 (Eig. 2rdarthetfissidiriagtyteonkelsettinon taﬁA ink

< BFvaen 53Tl Bodo A SAR oot Hame on e

t rmgme?fré@aéfe%q%gbh@& G0 céiu@,%ha QhdsiRém 1d iR mﬁﬁe

i nput In t he Ether t ansm ssi on/ reception contr ol
seta7-oto 1123’2.) walﬂsa baqhnlane bus IR &iecu@1B3] FOr tﬁmhm i'iaérm as
[ formof the frame. In Fig

DI-T@I“%% bpérlio topard tﬁe sk e 130 (Fis. 2L E’@SSB&PFQJE%‘?W% gontrol

b%‘@'ﬁ%ﬁé ﬁo@ralééeg{tglﬁ%e‘%ihg}' % al m&g 5%1}%" Gﬁ)&t{w%ctmn

fidgzer Tﬁe&bmempl%t@m\@ﬁeﬁsarﬁnmedﬁ%c i ¢Bhies sk tibh 182
allowing section claimed in claim2. <Filtering

Prigingybintorthg CbE IS ielowt i es ibis, be-DiidR fomm atfbadiame: abl e
201 pr oiﬁ r-d.ge.ds, the bﬂ&P server 171B serves as an IP address allocating

section and a filter condition registering section both of which are claimed in
claim 2. The input filter section 184 serves as a packet communication
allowing section claimed in claim 2.

<Filtering Process>

Fig. 6 shows part of a DHCP management table 201 provided in the
DHCP server 1718 and used for managing allocation of IP address information.
In the DHCP management table 201 shown ir Fig. 6, there are described an IP
address allocated by the DHCP server 171B, an MAC address of a requester
user terminal, a line number, a state, and a lease remaining time.  In the line

number "X/Y", "X" represents a number identifying a corresponding one of the




DHCP server 1718 and used for managi ng all ocati on of
| P address information. |In the DHCP managenent table
201 shown in Fig. 6, there are described an IP
address allocated by the DHCP server 171B, an MAC
address of a requester wuser termnal, a |line nunber,
a state, and a lease remaining tine. In the line
nunber "XIY', "X' represents ddnunber identifying a
correspondi ng one of the 14 D 3L subscriber lines
103- éalt_o 103-M shown in Fig. 1. and "Y" represents a
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prohibit passing of a packet with respect to the IP address indicated as "Expier"
and its associated information, the pertinent described information is deleted
from the DHCP management table 201.

Fig, 7 shows processing of the detection section 183 in the filtering
process reflecting the DHCP management table 201. When the detection
section 183 in the integrated gateway unit 131 shown in Fig. 5 has recelved a
packet from the Ether fransmisslon/reception control section 182 (step 8301:Y),

it checks whether or not the received packet should be transferred to the basic

functional section 161 (step S302). Then, when itis a prescribed packet such




Fig, 7 shows processing of the detection section 183
inthe filtering Process reflecting the DHCP
managenent table 201. Wen the detection section 183
in the integrated gateway unit 131 shown in Fig. 5 has
received a packet fromthe Ether trans

m ssiontreception control section 182 (step S301: Y),
it checks Whether or not th ecei ved packet shoul d be
transferred to the basic functional section 161 (stop
8302) Then, when it is a Prescribed packet such 15 as
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Fig. 9 shows the flow of processing of the DHCP server 171B. In
response to arrival of the packet requesting the allocation of the IP address, the
DHCP server 171B performs a predetermined procedure between itself and a
sender user terminal using packets and allocates an IP address to the user
terminal from among IP addresses prepared in advance (step $341). Then,
the DHCP server 1718 registers the allocated IP address, an MAC address of
the allocated user terminal, and a line number of this user terminal in the DHCP
management table 201 (step S342). Then, the DHCP server 171B feeds these
information to the input filter section 184 having jurisdiction over packets sent
from this line to thereby cause the input filter section 184 to prepare a filter entry

that allows passing of only such a packet in which a packet sender IP address,




termnal from anong | P addresses prepared in advance
(step S341). Then, the DHCP server 171 B registers
the allocated | P address, an MAC address of the

all ocated user termnal, and a Iine nunber of this
user termnal in the DHCP nmanagenent table 201 (step
S342). Then, the DHCP server 171B feeds these
information to the input fil§gr section 184 having
jurisdiction over packets sent fromthis line to
thereby cause the input filter section 184 to prepare
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these three agree to the registered ones. Therefore, ¢ven if a third party
attempts to obtain an IP address using a different line and the same MAC
address, since a physical interfade number does not agree, a packet concerned
does not pass through the input filter section 184 and is discarded. In addition,
since this filter condition is a2 dynamic filter that allows passing of a packet
therethrough only in a period when the DHCP server 171B leases the IP
address, the security against legal access is further enhanced.

In the embodiment as described above, the condition of filtering is set
such that an IP address, an MAC address, and a line number of a sent packet

all agree to registered information. However, even when a pair of an IP




address, since a physical interface nunber does not
agree, a packet concerned does not pass through the
input filter section 184 and is discarded. In
addition, since this filter condition is a dynamc
filter that all ows passing of a packet therethrough
only in a period when the DHCP server 171 B | eases the
| P address, the security agaynst illegal access is
further enhanced. In the enbodi nent as descri bed
above, the condition of filtering is set such that an
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haﬁ:b@ﬁﬁ&r lines terminated by the subscrlber line termination section has made
a request for acquisition of an |P address that is given to a packet when

- performing packet communication, allocates an IP address to the

- communication tetminal by limiting a usable time, a filter condition registering
section that registers a set of the IP address allpcated by the IP address
allocating section, an identification number of the subscriber line having made
the request for acquisition of the IP address, and an MAC address as unique
information of the communication terminal having made the request for
acquisition of the IP address, and a packet communication allowing section that

allows packet communication only for a packet in which a set of an IP address,




a request for acquisition of an I P address that is
given to a packet when perform ng packet

conmuni cation, allocates an I P address to the

communi cation termnal by limting a usable tinme, a
filter condition registering section that registers a
set of the IP address allocated by the |IP address

al l ocating section, an identkgication nunmber of the
subscriber line having made the request for
acquisition of the I P address, and an MAC address as

uni d i of, t 0 ni cati on termnnal
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that  all ows packet conmunication only for a packet in
whi ch a Asancadfieraambiddimerdvétids inddhtion, nodeel addrestinformation
nunber,, n MAC address agree to the set thereof
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allowing section aliows packet communication only for a packet in which a pair

of own-station address information and an identification number agree to the
pair thereof registered in the filter condition registering section.

As a packet filtering method applied to the foregoing another
embodiment, the following method is provided. This packet filtering method
executes an address information allocating step of, whén a communication
terminal of any of a plurality of subscriber lines has made a request for
acquisition of own-station address information that is given to a packet when
performing packet comrnunication, allocating own-station address information to

the communication terminal by limiting a usable time, & filter condition



all om ng section allows packet communication only for

a packet in which a pair of own-station address
informati on and an identification nunber agree to the
pair thereof registered in the filter condition

regi stering section. As a packet filtering nethod
applied to the foregoi ng anot her enbodi nent, the

foll owi ng nmethod is provided. 19 s packet filtering

met hod executes an address information allocating

step of, when a comunication termnal of any of a
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a subscriber |ine having
aftempted from a subscriber line different therefrom, it can be securely rejected.
Further, since a usable time is set to an allocated IP address (or own-station
address information), an IP address {or own-station address ihfom'lation) is not
fixed even for the same communication terminal and therefore illegal access

* can be prevented further effectively.




made such a request is also registered. Therefore,
even if illegal access is attenpted froma subscriber
line different therefrom it can be securely rejected.
Further, since a usable tine is set to an allocated IP
address (or own-station address information), an IP
address (or own-station address information) is not
fixed even for the same comp@ri cation term nal and
therefore illegal access can be prevented further
effectively. 20 WHAT IS CLAIMED I'S: 1. A subscri ber

1 ngHAT SO B RiAEH @& device conprising: a subscriber
line term nation Section that termnates a plurality
of subscriber lines individually; an address
information allocating section that, when a
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a packet communication allowing section that allows packet

communication only for a packet in which a pair of own-station address
information and an identification number agree to the pair thereof registered in

said filter condition registering section,

2. A subscriber line accommeodation device comprising:

a subscriber line termination section that terminates a plurality of
subscriber lines individuaily;

an IP address allocating section that, when a comrnunication terminal of
any of the plurality of subscriber lines terminated by said subscriber line
termination section has made a request for acquisition of an IP address that is
given to a packet when performing packet communication, allocates an IP

address to said communication terminal by limiting a usable time;



an | P address allocating section that, when a

communi cation termnal of any of the plurality of
subscriber lines term nated by said subscriber Iine
term nation section has nade a request for acquisition
of an I P address that is given to a packet when
perform ng packet communication, allocates an I P _
address to said conmunicatioAlterminal by limting a
usable time; 21 a filter condition registering section
that registers a set of the | P address allocated by
sai d | P adiltér essditidn regisiering seetivhithat, registerske Bétidk teAP fMaress
nunper of the subscriber |ine having made said
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packet not agreeing to said pair registered in said

f i insaid flieRaendition regigledng pedlignsect i on except  when

maki ng a request for acquisition of the own-station
address information. 4. A subscriber line

acconmogat i ona BebachSeraife AEEhrAolidion! dvidk dccorditBE tRim 1,
sai d packet comuni cation allow ng section discards a
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claim1, I'n sai d packet communication a
section discards a packet of which said usable tine

has expired except when maki ng a request for _ .
acqui si th on dbsusrebesine geermipadation devise presding te laim 2,
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agreeing to said set registered in said filter condition registering section except

when making a request for acquisition of the IP address.

5. A subscriber line accommedation device according to claim 1,
wherein said packet communication allowing section discards a packet of which
said usable time has expired except when making a request for acquisition of

the own-station address information,

6. A subscriber line accommodation device according to claim 2,
wherein said packet communication allowing section discards a packet of which

said usable time has expired except when making a request for acquisition of




wherei n sai d packet conmunication allow ng section

di scards a packet of which said usable tine has

expi red except when nmaking a request for acquisition
of 22 the I P address. 7. A subscriber line
accommodat i on devi ce according to any of - the
precedi ng clainms, wherein the identification nunber of

the subscriber line is a ng?ber of a physical |ine or
a nunmber of a virtual |ogical comrunication channe
that is set on the physical line. 8. A subscriber |ine

a m(‘jg%g Lon device according to any of the

p?‘gégle mSésgl ai ms, wherein the subscriber line is a DSL
line. 9. A subscriber |ine acconmopdati on device
according to any of the preceding clainms, wherein the
subscr iber |A subscrbey ling aecomynedgtion deyice actordingterany of the

cable. 10.. A subscriber lLine acco tion device .
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subscri ber [ine acconmodati on device according to
ct¢heinnel2hat iswbeirosithe physical iheaddr ess al | ocati ng secti on
is a DHCP server. 12. A packet filtering nethod
conprising: an address information allocating step of,
when agconmund b - dgg{h% '

of subg'cri ber i%ﬂéﬁsw“gésgém e ad a?éragée\)sfct:é’%cg? reftigHfoiny oY the
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step has allocated the own-station address
i¢8ol: mat i on, registering a pair of said own-station
address information and an identification nunber of
the 23 subscriber |ine having nmade said request for

acqui sk i on aafubk&ePify stoinhidBation device according to claim 1,

wherein said address information allocating section is a DHCP server.

1. A subscriber line accommodation device according to claim 2,

wherein said IP address allocating section is a DHCP server.

12. A packet filtering method comprising:

an address information allocating step of, when a communication
terminal of any of a plurality of subscriber lines has made a request for
acquisition of own-station address information that is given to a packet when
performing packet communication, aliocating own-station address information to
said communication terminal by limiting a usable time;

a filter condition registering step of, when said address information

allocating step has allocated the own-station address information, registering a

pair of said own-station address information and an identification number of the



address information, along with said usable tinme; and
a packet communication allow ng step of, when a packet
has arrived, allow ng packet comrunication only for
such a packet that agrees to the pair of the
own-station address information within said usable
time and the identification nunber of the subscriber
i ne having nade said reques23for acquisition of the
own-station address information. 13. A packet
filtering method conprising: an | P address allocating
st epbsﬁribewmrhaaingWﬁa&ﬁﬁeﬁ@@sﬂf&*é@qﬂ%iﬁomﬁ #8%wn&tatn
plurality of subscriber |ines has nmade a request ?or
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comruni cation term nal having nmade said request for

acquisition of the IP address, along with said usable

‘time; ald a pheaeket Bitaingmethad ampisingwi ng step of
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address that is given to a packet when performing packet communication,
allocating an IP address to said communication terminal by limiting a usable
time;

a filter condition registering step of, when said IP address allocating
step has allocated the IP address, registering a set of said IP address, an
identification number of the subscriber line having made said request for
acquisition of the [P address, and an MAC address as unigue information of the
communication terminal having made said request for acquisition of the IP
address, along with said usable time: and

a packet communication allowing step of, when a packet has arrived,
allowing packet communication only for such a packet that agrees to the set of
the [P address within said usable time, the identification number,'and the MAC

address.




