
I SUBSCRIBER LINE ACCOMMODATION DEVICE AND  PACKET
FILTERING METHOD Back round of the Invention: This
invention relates to a subscriber line accommodation
device having  a DHCP server and a packet filtering
method using the device with such a  circuit
configuration and, more specifically, relates to a
subscriber line  accommodation device and a packet
filtering method each having a function of  preventing
illegal access. A subscriber line accommodation device
is used for allowing a plurality  of user terminals to
access a communication network such as the Internet
via  transmission lines such as telephone lines,
coaxial cables, or optical cables. If  fixed IP
(Internet Protocol) addresses are allocated to the
plurality of user  terminals in such a subscriber line
accommodation device, the following  problem arises.
Specifically, if a third party succeeds in guessing an
IP  address allocated to a certain user terminal, the
third party can pretend to be  another person
possessing such a certain user terminal. A DHCP
(Dynamic Host Configuration Protocol) server is a
server  having a function of temporarily allocating an
IP address prepared in advance in  response to a
request for access to a communication network from a
user  terminal as a communication terminal. When such
a DHCP server is  employed, since IP addresses are not
fixed on the user terminal side, it  becomes easier to
prevent third parties from assuming IP addresses.
There is  also an advantage that when a user terminal
such as a computer or an Internet  television
temporarily accesses the Internet, a connection
operation on a user 2 side can be simplified by using
the DHCP server. In view of such advantages,  DHCP
servers are often used on the subscriber line
accommodation device side.  



A bridge has a function of sorting packets based on
MAC (Media Access  Control) addresses and therefore
serves to prevent entry of those packets  having
nothing to do with a subscriber line accommodation
device from a  network. On the other hand, user
terminals such as computers and  communication cards
are respectively assigned MAC addresses as their
unique  identification data. In response to accesses
from respective user terminals, a  subscriber line
accommodation device using a DHCP server associates
MAC  addresses of those terminals with IP addresses
assigned from the DHCP server  and stores correlations
therebetween. In view of this, there has been proposed
a technique where MAC  addresses of all user terminals
connected to lines accommodated in a  subscriber line
accommodation device are registered and, when a
communication terminal different from any of the
registered MAC addresses  tries to access a network,
this access is rejected to thereby improve the network
security (e.g. see JP-A-2002-204246). According to
this proposal, when a user terminal other than user
terminals subordinate to the subscriber line
accommodation device accesses  the subscriber line
accommodation device to request acquisition of an IP
address, the DHCP server checks whether or not an MAC
address thereof is  any one of the MAC addresses
registered in the subscriber line accommodation
device, before allocating the IP address thereto.
Since an MAC address is  data formed by a 6-octet
(48-bit) bit string, guessing it is much more
difficult  than guessing an F address. Consequently,
illegal accesses by third parties  can be prevented
more effectively. In this proposal, however, a third
party who has illegally obtained a user 3 terminal
such as a notebook personal computer or a
communication card  



subordinate to the subscriber line accommodation
device can make the DHCP  server allocate an IP
address by connecting the obtained user terminal to an
access line accommodated in the subscriber line
accommodation device. For  example, in a CATV (Cable
Television) network, a CATV modem is connected to
user terminals of respective subscribers' homes via
coaxial cables. In such a  CATV network, when an
illegally obtained user terminal of another person is
connected to the coaxial cable on the midway, illegal
access is enabled by  making the DHOP server allocate
an IP address. This also applies to a case  where a
third party learns an MAC address by a method such as
borrowing a  user terminal of another person and
illegally uses ft. Summary of the Invention: It is
therefore an object of this invention to provide a
subscriber line  accommodation device and a packet
filtering method that, in response to a  request for
access to a communication network by a third party who
has illegally  leaned an MAC address of a
communication terminal of another person, can  reject
such an access request According to a first aspect of
this invention, a subscriber line  accommodation
device is provided. The subscriber line accommodation
device of the first aspect comprises a subscriber line
termination section that  terminates a plurality of
subscriber lines individually, and an address
information  allocating section that, when a
communication terminal of any of the plurality of
subscriber lines terminated by the subscriber line
termination section has made  a request for
acquisition of own-station address information that is
given to a  packet when performing packet
communication, allocates own-station address
information to the communication terminal by limiting
a usable time. The  subscriber line accommodation
device further comprises a filter condition 4
registering section that registers a pair of the
own-station address information  



allocated by the address information allocating
section and an identification  number of the
subscriber line having made the request for
acquisition of the  own-station address information,
and a packet communication allowing section  that
allows packet communication only for a packet in which
a pair of  own-station address information and an
identification number agree to the pair  thereof
registered in the filter condition registering
section, According to a second aspect of this
invention, a subscriber line  accommodation device is
provided, The subscriber line accommodation  device of
the second aspect comprises a subscriber line
termination section that  terminates a plurality of
subscriber lines individually, and an IP address
allocating section that, when a communication terminal
of any of the plurality of  subscriber lines
terminated by the subscriber line termination section
has made  a request for acquisition of an IP address
that is given to a packet when  performing packet
communication, allocates an IP address to the
communication terminal by limiting a usable time. The
subscriber line  accommodation device also comprises a
filter condition registering section that  registers a
set of the IP address allocated by the IP address
allocating section,  an identification number of the
subscriber line having made the request for
acquisition of the IP address, and an MAC address as
unique information of the  communication terminal
having made the request for acquisition of the IP
address. The subscriber line accommodation device
further comprises a  packet communication allowing
section that allows packet communication only  for a
packet in which a set of an IP address, an
identification number, and an  MAC address agree to
the set thereof registered in the filter condition
registering section. According to a third aspect of
this invention, a packet filtering method is
provided. The packet filtering method of the third
aspect comprises an 5 



address information allocating stop of, when a
communication terminal of any of  a plurality of
subscriber lines has made a request for acquisition of
own-station  address information that is given to a
packet when performing packet  communication,
allocating own-station address information to the
communication terminal by limiting a usable time. The
packet filtering method  also comprises a filter
condition registering stop of, when the address
information allocating step has allocated the
own-station address information,  registering a pair
of the own-station address information and an
identification  number of the subscriber line having
made the request for acquisition of the  own-station
address information, along with said usable time. The
packet  filtering method further comprises a packet
communication allowing stop of,  when a packet has
arrived, allowing packet communication only for such a
packet that agrees to the pair of the own-station
address information within the  usable time and the
identification number of the subscriber line having
made the  request for acquisition of the own-station
address information. According to a fourth aspect of
this invention, a packet filtering method  is
provided. The packet filtering method of the fourth
aspect comprises an IP  address allocating step of,
when a communication terminal of any of a plurality
of subscriber lines has made a request for acquisition
of an IP address that is  given to a packet when
performing packet communication, allocating an IP
address to the communication terminal by limiting a
usable time. The packet  filtering method also
comprises a filter condition registering step of, when
the IP  address allocating stop has allocated the IP
address, registering a set of the IP  address, an
identification number of the subscriber line having
made the  request for acquisition of the IP address,
and an MAC address as unique  information of the
communication terminal having made the request for
acquisition of the IP address, along with the usable
time. The packet filtering  method further comprises a
packet communication allowing step of, when a 



6 packet has arrived, allowing packet communication
only for such a packet that  agrees to the set of the
IP address within the usable time, the identification
number, and the MAC address. Brief Description of the
Drawings: Fig. 1 is a system configuration diagram
showing an outline of a  multicast. information
delivery system for seeing and hearing television
images  and sounds, to which this invention is
applied; Fig. 2 is a block diagram showing an outline
of a subscriber line  accommodation device and its
peripheral circuit configuration according to a
preferred embodiment of this invention; Fig. 3 is a
block diagram showing a system configuration of the
main  part of the subscriber line accommodation device
according to the embodiment  of this invention; Fig. 4
is a block diagram showing an outline of a hardware
configuration  of an integrated gateway unit according
to the embodiment of this invention; Fig. 5 is a block
diagram showing an outline of a software configuration
of the integrated gateway unit according to the
embodiment of this invention;  Fig. 6 is an
explanatory diagram showing part of a DHCP management
table provided in a DHCP server according to the
embodiment of this invention;  Fig. 7 is a diagram
showing the flow of processing of a detection section
according to the embodiment of this invention; Fig. 8
is a diagram showing the flow of processing of an
input filter  section according to the embodiment of
this invention; and Fig. 9 is a diagram showing the
flow of processing of a DHCP server  according to the
embodiment of this invention. 7 Description of the
Preferred Embodiment:  



<Outline of System> Fig. 1 shows an outline of a
multicast information delivery system 100  using a
subscriber line accommodation device 102 according to
a preferred  embodiment of this invention. The
multicast information delivery system 100  uses an
ADSL (Asymmetric Digital Subscriber Line). In the
multicast  information delivery system 100, user
splitters 101-1 to 101-M respectively  disposed at
subscribers' homes and the subscriber line
accommodation device  102 are connected together via
DSL subscriber lines 103-1 to 103-M.  Telephones 104-1
to 104-M and ADSL modems 105.1 to 1 05-M are connected
to the user splitters 101-1 to 101-M, respectively,
Personal computers 106-1 to  106-M that perform
various data processing such as homepage browsing are
connected to the ADSL modems 105-1 to 105-M,
respectively. Further,  Internet televisions 108-1 to
108-M for watching television programs are  connected
to the ADSL modems 105-1 to 105-M via set top boxes
107-1 to  107-M, respectively. The subscriber line
accommodation device 102 is connected to a voice
exchange 112 and thus is adapted to be connected to a
PSTN (Public Switched  Telephone Network) 113.
Further, the subscriber line accommodation device  102
is connected, via a router 114, to a packet
communication network 115  such as the Internet for
carrying out packet communication. To the packet
communication network 115 is connected a program
distribution server 116 for  distributing various
television programs with respect to the Internet
televisions  108-1 to 108-M. Fig. 2 shows a
configuration of the subscriber line accommodation
device 102 and its peripheral configuration, The
subscriber line  accommodation device 102 according to
this embodiment has a capacity of  1920 lines at
maximum per system. 8 



The subscriber line accommodation device 102 Comprises
splitter units  122-1 to 122-1920 connected to the
ADSL modems 105-1 to 105-1920 via the  DSL subscriber
lines 103-1 to 103-1920, respectively. Among them, the
splitter unit 122-1 will be representatively
described. The splitter unit 122-1  splits a signal
123-1 received Via the DSL subscriber line 103-1 into
a telephone  signal 124-1 of a voice frequency band
and an ADSL signal 125-1 of a  predetermined frequency
band higher than the voice frequency band. The
telephone signal 124-1 is sent to the voice exchange
112 serving for line  switching. On the other hand,
the ADSL signal 125-1 split by the splitter unit 122-1
is modulated/demodulated at an initial stage (not
illustrated) of a corresponding  DSL subscriber line
termination unit (hereinafter referred to as "LTU")
127-1  among LTUs 127-1 to 127-J so thatATM cells are
extracted. The extracted  ATM cells are input into an
integrated gateway unit (IGU) 131 Via a backplane  bus
128. Details of the integrated gateway unit 131 will
be described later.  Like the splitter unit 122-1, the
splitter units 122-2 to 122-1920 respectively split
signals 123-2 to 123-1920 received Via DSL subscriber
lines 103-2 to 103-1920  into telephone signals 124-2
to 124-L of the voice frequency band and ADSL  signals
125-2 to 125-L. Each of the LTUs 127-1 to 127-J
comprises a DSL transceiver module  corresponding to a
predetermined number of lines (e.g. 32 lines at
maximum).  The DSL transceiver module is formed by a
later-described DSP (Digital Signal  Processor). Each
of the LTUs 127-1 to 127-J performs high-speed data
communication in an uplink direction via an uplink
line 130 serving as an  interface for connection to
the Internet, by the use of the corresponding lines
among the DSL subscriber lines 103-1 to 103-1920,
while receives and  modulates downlink data and sends
the modulated downlink data to the  corresponding
lines among the DSL subscriber lines 103-1 to
103-1920. Note 



9 that the uplink direction is a direction toward the
packet communication network  115 in Fig. 1, while a
downlink direction is opposite to the uplink
direction. Fig. 3 shows a system configuration of the
main part of the subscriber  line accommodation device
102. The subscriber line accommodation device  102
comprises the LTUs 127-1 to 127-J described referring
to Fig. 2, which are  connected to one end side of an
integrated gateway unit 131 via a backplane  bus 128.
The integrated gateway unit 131 has an interface
function for connection to the Internet and is
connected, at its other end side, to the uplink  line
130. The integrated gateway unit 131 comprises a
device control section 132  that performs the whole
control and monitoring of the subscriber line
accommodation device 102, and a backplane bus IF
(Interface) circuit 133  serving as an interface for a
backplane. The integrated gateway unit 131  further
comprises an ATM SAR (Asynchronous Transfer Mode
Segmentation  and Reassembly) 134 that carries out
segmentation and reassembly of ATM  cells, and the
bridge forwarder 135 that performs forwarding of Layer
2 frames  and classifies packets based on MAC
addresses. The ATM cells are  transmitted between the
ATM SAR 134 and the LTUs 127-1 to 127-J, while
Ethernet (registered trademark) frames are transmitted
at input and output  portions of the uplink line 130.
Fig. 4 shows an outline of a circuit configuration of
the integrated  gateway unit 131. The integrated
gateway unit 131 comprises two processors,  i.e. a
device control CPU (Central Processing Unit) 14 and a
network processor  142, and a memory group having a
flash ROM (Read Only Memory) 143, an  SDRAM
(Synchronous Dynamic Random Access Memory) 144, and a
nonvolatile RAM (Random Access Memory) 145. The
integrated gateway unit  131 further comprises the
backplane bus IF circuit 133 formed by an ASIC  



(Application Specific Integrated Circuit) as a
dedicated integrated circuit, and a 10 GbE (Gigabit
Ethernet (registered trademark)) IF (Interface)
circuit 147 formed  by an LSI (Large Scale
Integration) chip (not illustrated). The device
control CPU 141 executes a control with respect to
management, communication, and setting of
configuration of the device. The  network processor
142 is a high-speed communication processor comprising
a  built-in CPU 151 and the ATM SAR 134. The bridge
forwarder 135 shown in  Fig. 3 is created in a
software manner by the use of the network processor
142  and carries out processing such as reception of
frames, discrimination of destinations, and forwarding
to the destinations. The backplane bus IF circuit  133
is created by hardware and executes various controls
about the lines such  as a control of buses with
respect to the lines for carrying out high-speed
processing of frames transmitted at gigabit speed, The
backplane bus IF  circuit 133 processes the LTUs 127-1
to 127-J individually by polling. Fig. 5 shows main
functional blocks of the integrated gateway unit 131.
The integrated gateway unit 131 comprises a basic
functional section 151  created by the device control
CPU 141 and its associated hardware in Fig, 4,  and a
signal processing section 162. The signal processing
section 162 is  created in a software manner by the
use of the network processor 142 and its  associated
hardware in Fig, 4 and a control program. Naturally,
the signal  processing section 162 may also be created
only by hardware. In this embodiment, the basic
functional section 161 comprises a  functional
software section 171 that performs processing such as
communicating with a host (not illustrated) to operate
a console (not illustrated),  a TCPIIP (Transmission
Control Protocol/Internet Protocol) section 172 as a
protocol for performing packet communication with the
functional software  section 171, and an MAC section
173 that manages an MAC (Media Access  



Control). In this embodiment, the functional software
section 171 includes an 11 IGMP (Internet Group
Management Protocol) snoop section 171Athat snoops
multicast communication, and a DHCP (Dynamic Host
Configuration Protocol)  server 171 B that
automatically performs dynamic allocation of IP
(Internet  Protocol) addresses reusable in an IP
network and various setting. The  functional software,
section 171 further includes a tftp (trivial file
transfer  protocol) client 171C, an SNMP (Simple
Network Management Protocol) agent  171D for device
monitoring, and a system control application (APL)
171E, The  functional software section 171 further
includes a CLI (Command Line Interface)  section 171
F, a virtual terminal protocol (TELNET) server 171 G,
and a serial  driver171H. The DHCP server 171B is
provided with a DHCP management  table 201 that
manages the IP addresses. Among these components', a
detailed description vVill be given later of the
components that are particularly  necessary for
describing this invention. The signal processing
section 162 comprises an Ether  transmission/reception
control section 182 that performs transmission and
reception of frames on the Ethernet (registered
trademark) between itself and  the GbE ir circuit 147.
Packets received from, for example, a program
distribution server I 16 (Fig. 1) via the uplink line
130 shown in Fig. 3 and the  Ether
transmission/receptlon control section 182 and packets
received from the  LTUs 127-1 to 127-J via the
backplane bus IF circuit 133 and the ATM SAR 134  in
Fig. 4 are sent to a detection section 183 where a
forwarding destination of  each packet is sorted into
the MAC section 173 or an input filter section 184. A
packet carrying an IGMP control message, an IP packet
carrying a DHCP  protocol message, and an IP packet
directed to an IP address of the basic  functional
section 161 are forwarded to the MAC section 173. 



The input filter section 184 serves to block, for
example, an illegally  accessed Layer 2 frame or Layer
3 packet. The input filter section 184  compares a
forwarded packet with a condition registered in
advance and 12 discards an agreed packet or passes
only an agreed packet, The packet  having passed
through the input filter section 184 is delivered to
an MAC  learning section 185. The MAC learning section
185 learn* sender MAC  addresses of respective
received packets and logical port numbers having
received the packets and registers these results in an
MAC table 186. Then,  the packet is delivered to the
bridge forwarder 135. The bridge forwarder 135
extracts a destination MAC address from the packet and
searches the MAC  table 186 to retrieve which of
logical ports is connected to the extracted
destination MAC address. Even if a transfer
destination of a packet to be  relayed cannot be found
at the beginning to thereby send the packet to all
logical ports other than a logical port having
received the packet, it becomes  possible to transfer
the received packet to the logical port by
distinguishing the  logical port that is connected to
the destination to be transferred by the use of  the
destination address information in the frame as a key,
through such learning  of the combinations of the
sender MAC address and the logical port. An MAC aging
section 188 is connected to the MAC table 186. Even
in case of an MAC address stored in the MAC table 186
as a result of the  learning, unless the same address
is relearned within a preset time, the MAC aging
section 188 deletes it from the MAC table 186 as
determining that an  effective time is over. The
bridge forwarder 135 formed as a Layer 2 forwarder is
connected to the MAC learning section 185, the MAC
table 186, an output filter section 191,  and the MAC
section 173. The output filter section 19 1
Corresponds to the  input filter section 184. After
identifying an output logical port corresponding to  



a destination, the output filter section 191 discards
an inappropriate packet  without sending it out in the
process of controlling discarding or passing of a
frame matching a filtering condition set for the
identified output logical port. The conditions used by
the output filter section 191 for such filtering are
preset 13 by a network manager according to protocols,
IP addresses, MAC addresses,  input/output logical
ports, or the like. On the output side of the output
filter section 191 is disposed a priority  control
section 192 comprising a first priority control
section 192A and a second  priority control section
192B. The priority control section 192 executes a
control of forwarding a particular packet carrying
voice or the like which requires  real-time
transmission, preferentially to other packets. For
this control, there  exist a priority control that
gives priority to a protocol and a priority control
that  gives priorityto an address of a particular
destination. A frame heading toward  the LTUs 127-1 to
127-J (Fig. 2) via the first priority control section
192A is  forwarded to the ATM SAR 134. The ATM SAR 134
converts the frame on the  Ethernet (registered
trademark) into ATM cells and sends them to the L.TUs
127-I to 127-.1 via the backplane bus IF circuit 133.
On the other hand, a  frame heading toward the uplink
line 130 (Fig. 2) via the second priority control
section 192E is forwarded to the Ether
transmission/reception control section  182. The frame
input into the Ether transmission/reception control
section 182'  is input into the GbE IF circuit 147 as
it is, i.e. in the form of the frame. In Fig. 5, the
DHCP server 171E serves as an IP address allocating
section and a filter condition registering section
both of which are claimed in  claim 2. The input
filter section 154 serves as a packet communication
allowing section claimed in claim 2. <Filtering
Process> Fig. 6 shows part of a DHCP management table
201 provided in the  



DHCP server 1718 and used for managing allocation of
IP address information.  In the DHCP management table
201 shown in Fig. 6, there are described an IP
address allocated by the DHCP server 171B, an MAC
address of a requester  user terminal, a line number,
a state, and a lease remaining time. In the line
number "XIY", "X" represents a number identifying a
corresponding one of the 14 D-3L subscriber lines
103-1 to 103-M shown in Fig. 1. and "Y" represents a
logical port thereof. When physical Ports and logical
ports are in one-to-one  correspondence With each
other, since each physical port has the single logical
port, it is not necessary to describe numbers of the
logical ports in a  communication system thus
configured. In the case of using the ATM virtual
channel (VC), the numbers of the logical ports are
used. In a column showing the state, one of "OFFER",
"ALLOCATE", and  "Expier" is described. "OFFER"
represents the state where one of IP  addresses
possessed by the DHC P server 1718 has been presented
to a roq u ester user term inal. "ALLOCATE" represents
the state where allocation of  an IP address has been
fixed by acceptance of a requester user terminal to
use  the IP address in response to the presentation of
the IP address. In this state,  the user terminal can
use the allocated IP address. "Explet" represents the
state where a usable time of an allocated IP address
has expired. This  management is implemented based on
time information described in a column  of the lease
remaining time. In the case where the lease remaining
time is set  to, for example, 24 hours, "Expler" is
indicated at a time instant when the time  has elapsed
unless there is a request for an extension of time
before arrival of  the time from the start of lease.
Thereafter, upon completion of processing to  prohibit
passing of a packet with respect to the IP address
indicated as "Expier"  and its associated information,
the pertinent described information is deleted  from
the DHCP management table 201. 



Fig, 7 shows processing of the detection section 183
in the filtering  Process reflecting the DHCP
management table 201. When the detection  section 183
in the integrated gateway unit 131 shown in Fig. 5 has
received a  packet from the Ether trans
missiontreception control section 182 (step S301: Y),
it checks Whether or not the received packet should be
transferred to the basic  functional section 161 (stop
S302), Then, when it is a Prescribed packet such 15 as
a packet requesting allocation of an IP address (step
8302: Y), the packet is  transferred to the basic
functional section 101 (step S303). In the case of the
packet requesting the allocation of the IP address,
the packet transferred to the  basic functional
section 161 is sent to the DHCP server 171 B. When the
packet is judged to be other than a packet to be
transferred to the basic  functional section 161 in
step S302 (step 8302: N), the packet is sent to the
input filter section 184 (step S304). Fig. 8 shows the
flow of processing of the input filter section 184 in
the filtering process. In response to arrival of the
packet (stop S321: Y), the input  filter section 184
judges whether or not the packet satisfies all
conditions of a  filter entry which Will be described
later (step S322). When all conditions of the  filter
entry are satisfied (step S322: Y), the input filter
section 184 passes the,  packet as it is and sends it
to the bridge forwarder 135 where the foregoing
processing is carded out (step 8323). On the other
hand, when the packet does not satisfy at least one of
the  conditions of the filter entry (step S322: N),
the input filter section 184 discards  the packet
(step S324). Fig. 9 shows the flow of processing of
the DHGP server 171 B. In  response to arrival of the
packet requesting the allocation of the IP address,
the  DHCP server 171B performs a predetermined
procedure between itself and a  sender user terminal
using packets and allocates an IP address to the user



terminal from among IP addresses prepared in advance
(step S341). Then,  the DHCP server 171 B registers
the allocated IP address, an MAC address of  the
allocated user terminal, and a line number of this
user terminal in the DHCP  management table 201 (step
S342). Then, the DHCP server 171B feeds these
information to the input filter section 184 having
jurisdiction over packets sent  from this line to
thereby cause the input filter section 184 to prepare
a filter entry  that allows passing of only such a
packet in which a packet sender IP address, 16 a
packet sender MAC address, and a packet reception line
number all agree to  the registered ones (step S343).
Therefore, when the IP address, the MAC  address, and
the line number of a packet sent thereafter all agree
to the  conditions given in the filter entry, the
input filter section 184 passes the packet  and sends
it toward the bridge forwarder 135 as described in
Fig. 8. On the other hand, the DHCP server 171 B
allocates IP addresses to  user terminals by setting
lease times, respectively. Therefore, a lease
remaining time T up to the expiration of the lease
time continues to be  monitored per IP address (step
S344). When there is any lease remaining  time T that
becomes "0" in step $344 (step $344: Y), the DHCP
server 171 B  performs a corresponding registration
process in the DHCP management table  201 and then
notifies the input filter section 184 that the filter
entry concerned  has been invalidated (step $345).
Accordingly, a packet that is sent after the  lapse of
the lease time is discarded by the input filter
section 184. As described above, in this embodiment,
the input filter section 184  implements the filtering
process of registering not only an IP address and an
MAC address, but also a physical interface number of a
corresponding one of  the LTUs 127-1 to 127-J (Fig. 2)
and passing only such a packet in which all of  these
three agree to the registered ones. Therefore, even if
a third party  attempts to obtain an IP address using
a different line and the same MAC  



address, since a physical interface number does not
agree, a packet concerned  does not pass through the
input filter section 184 and is discarded. In
addition,  since this filter condition is a dynamic
filter that allows passing of a packet  therethrough
only in a period when the DHCP server 171 B leases the
IP  address, the security against illegal access is
further enhanced. In the embodiment as described
above, the condition of filtering is set  such that an
IP address, an MAC address, and a line number of a
sent packet  all agree to registered information.
However, even when a pair of an IP 17 address and a
line number or a logical port is set as a condition of
filte4ng, it is  possible to prevent illegal access
from a different line or a different logical port.
Particularly, in the case of a transmission line such
as a telephone line  or an optical fiber cable
accommodating a plurality of lines, it is practically
difficult for a third party to identify a line of 2
user terminal concerned on the  midway of the
transmission line between the subscriber line
accommodation  device 102 and the user terminal and
access a communication network using  the identified
line, Further, the communication components such as
the LTUS  127-1 to 127-J and the splitter units 122-1
to 122-1920 shown in Fig. 2 are  disposed in the
subscriber line accommodating device 102, i.e. in a
place where  the physical security is high, such as a
telephone exchange where outsiders  can be easily
excluded. Therefore, it is possible to effectively
prevent illegal  access by a third party using a
specific line. The foregoing subscriber line
accommodation device according to the  embodiment of
this invention can be summarized as follows. That is,
the  subsofter line accommodation device comprises a
subscriber line termination  section that terminates a
plurality of subscriber lines individually, an IP
address  allocating section that, when a communication
terminal of any of the plurality of  subscriber lines
terminated by the subscriber line termination section
has made  



a request for acquisition of an IP address that is
given to a packet when  performing packet
communication, allocates an IP address to the
communication terminal by limiting a usable time, a
filter condition registering  section that registers a
set of the IP address allocated by the IP address
allocating section, an identification number of the
subscriber line having made  the request for
acquisition of the IP address, and an MAC address as
unique  information of the communication terminal
having made the request for  acquisition of the IP
address, and a packet communication allowing section
that  allows packet communication only for a packet in
which a set of an IP address, 18 an identification
number, and an MAC address agree to the set thereof
registered in the filter condition registering
section. As another embodiment of this invention,
normal address information  may be used instead of an
IP address. In this case, a subscriber line
accommodation device according to this another
embodiment is configured as  follows. The subscriber
line accommodation device comprises a subscriber  line
termination section that terminates a plurality of
subscriber lines individually,  an address information
allocating section, a filter condition registering
section,  and a packet communication allowing section.
When a communication  terminal of any of the plurality
of subscriber lines terminated by the subscriber  line
termination section has made a request for acquisition
of own-station  address information that is given to a
packet when performing packet  communication, the
address information allocating section allocates
own-station  address information to the communication
terminal by limiting a usable time.  The filter
condition registering section registers a pair of the
own-station address information allocated by the
address information allocating section and an
identification number of the subscriber line having
made the request for  acquisition of the own-station
address information. The packet communication  



allowing section allows packet communication only for
a packet in which a pair  of own-station address
information and an identification number agree to the
pair thereof registered in the filter condition
registering section. As a packet filtering method
applied to the foregoing another  embodiment, the
following method is provided. This packet filtering
method  executes an address information allocating
step of, when a communication  terminal of any of a
plurality of subscriber lines has made a request for
acquisition of own-station address information that is
given to a packet when  performing packet
communication, allocating own-station address
information to  the communication terminal by limiting
a usable time, a filter condition 19 registering step
of, when the address information allocating step has
allocated  the own-station address information,
registering a pair of the own-station  address
information and an identification number of the
subscriber line having  made the request for
acquisition of the own-station address information,
along  with the usable time, and a packet
communication allowing step of, when a  packet has
arrived, allowing packet communication only for such a
packet that  agrees to the pair of the own-station
address information within the usable time  and the
identification number of the subscriber line having
made the request for  acquisition of the own-station
address information, In each of the foregoing
embodiments, an identification number of a  subscriber
line is a number of a physical line or a number of a
virtual logical  communication channel that is set on
the physical line. Further, the subscriber  line may
be a line using an optical fiber cable. As described
above, according to this invention, when an IP address
(or  own-station address information) is allocated to
a communication terminal that  has made a request for
acquisition of an IP address (or own-station address.
information) of a packet, an identification number of
a subscriber line having  



made such a request is also registered. Therefore,
even if illegal access is  attempted from a subscriber
line different therefrom, it can be securely rejected.
Further, since a usable time is set to an allocated IP
address (or own-station  address information), an IP
address (or own-station address information) is not
fixed even for the same communication terminal and
therefore illegal access  can be prevented further
effectively. 20 WHAT IS CLAIMED IS: 1. A subscriber
line accommodation device comprising: a subscriber
line termination section that terminates a plurality
of  subscriber lines individually; an address
information allocating section that, when a
communication  terminal of any of the plurality of
subscriber lines terminated by said subscriber  line
termination section has made a request for acquisition
of own-station address information that is given to a
packet when performing packet  communication,
allocates own-station address information to said
communication terminal by limiting a usable time; a
filter condition registering section that registers a
pair of the  own-station address information allocated
by said address information  allocating section and an
identification number of the subscriber line having
made said request for acquisition of the own-station
address information; and a packet communication
allowing section that allows packet  communication
only for a packet in which a pair of own-station
address  information and an identification number
agree to the pair thereof registered in  said filter
condition registering section. 2. A subscriber line
accommodation device comprising: a subscriber line
termination section that terminates a plurality of
subscriber lines individually; 



an IP address allocating section that, when a
communication terminal of  any of the plurality of
subscriber lines terminated by said subscriber line
termination section has made a request for acquisition
of an IP address that is  given to a packet when
performing packet communication, allocates an IP
address to said communication terminal by limiting a
usable time; 21 a filter condition registering section
that registers a set of the I P address  allocated by
said IP address allocating section, an identification
number of the  subscriber line having made said
request for acquisition of the lP address, and  an MAC
address as unique information of the communication
terminal having  made said request for acquisition of
the IP address; and a packet communication allowing
section that allows packet  communication only for a
packet in which a set of an IP address, an
identification number, and an MAC address agree to the
set thereof registered  in said filter condition
registering section. 3. A subscriber line
accommodation device according to claim 1,  wherein
said packet communication allowing section discards a
packet not  agreeing to said pair registered in said
filter condition registering section except  when
making a request for acquisition of the own-station
address information. 4. A subscriber line
accommodation device according to claim 2,  wherein
said packet communication allowing section discards a
packet not  agreeing to said set registered in said
filter condition registering section except  when
making a request for acquisition of the IP address. 5.
A subscriber line accommodation device according to
claim 1,  wherein said packet communication allowing
section discards a packet of which  said usable time
has expired except when making a request for
acquisition of  the own-station address information.
6. A subscriber line accommodation device according to
claim 2,  



wherein said packet communication allowing section
discards a packet of which  said usable time has
expired except when making a request for acquisition
of 22 the IP address. 7. A subscriber line
accommodation device according to any of the
preceding claims, wherein the identification number of
the subscriber line is a  number of a physical line or
a number of a virtual logical communication  channel
that is set on the physical line. 8. A subscriber line
accommodation device according to any of the
preceding claims, wherein the subscriber line is a DSL
line. 9. A subscriber line accommodation device
according to any of the  preceding claims, wherein the
subscriber line is a line using an optical fiber
cable. 10. A subscriber line accommodation device
according to claim 1,  wherein said address
information allocating section is a DHCP server. 11. A
subscriber line accommodation device according to
claim 2,  wherein said IP address allocating section
is a DHCP server. 12. A packet filtering method
comprising: an address information allocating step of,
when a communication  terminal of any of a plurality
of subscriber lines has made a request for
acquisition of own-station address information that is
given to a packet when  performing packet
communication, allocating own-station address
information to  said communication terminal by
limiting a usable time; a filter condition registering
step of, when said address information  allocating
step has allocated the own-station address
information, registering a  pair of said own-station
address information and an identification number of
the 23 subscriber line having made said request for
acquisition of the own-station  



address information, along with said usable time; and
a packet communication allowing step of, when a packet
has arrived,  allowing packet communication only for
such a packet that agrees to the pair of  the
own-station address information within said usable
time and the  identification number of the subscriber
line having made said request for  acquisition of the
own-station address information. 13. A packet
filtering method comprising: an IP address allocating
step of, when a communication terminal of any  of a
plurality of subscriber lines has made a request for
acquisition of an IP  address that is given to a
packet when performing packet communication,
allocating an IP address to said communication
terminal by limiting a usable  time; a filter
condition registering step of, when said IP address
allocating  step has allocated the IP address,
registering a set of said IP address, an
identification number of the subscriber line having
made said request for  acquisition of the IP address,
and an MAC address as unique information of the
communication terminal having made said request for
acquisition of the IP  address, along with said usable
time; and a packet communication allowing step of,
when a packet has arrived,  allowing packet
communication only for such a packet that agrees to
the set of  the IP address within said usable time,
the identification number, and the MAC  address. 


