SYSTEM ANP METHOD FOR STANDOFF DETECTI ON OF HUVAN CARRI ED EXPLOSI VES

TECHNI CAL FI ELD The present invention relates to devices, systens and

met hods fwo 20evmimhy detecting conceal ed weapons, and pacriusadanBess o
systens and nethods for remotely detecting human carried expl osives.
BACKGROUND ART The U.S. mlitary and honel and security officials are keenly
interested in new technol ogi es that renmbtely detect Human Carried

Expl osi ves (HCE). The archetype threat is.the suicide bonber. For exanple,
on March 2, 2004 three human suicide bonbers detonated in a crowd in

Baghdad, Killi ng fi {SVSTEM ANTPMENTHOB FORSTANDOFFDEEECTZONt wo hundr ed.
O her countries al so have t erest rrorists carrying
expl osives on their personﬁ%‘ﬂ %@hi eﬁ § ci de bonbers have

killed over three hundred seventy-five Israeli civilians in over ninety
separate attacks. U S. mlitary TpomNIdaisFiElD eve simlar attacks will be
carried out against mlitary targets, and have placed a high priority on
protecting for%%s from.sui Ci vilian
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Institute of Justice (NJ) has funded the devel opment of hidden weapon

det ect i on PEEAREPIBYYESt hat wor ks reasonably wel | when the subject is within
fifteen neters of the detector. However, this range is well within the
| et hal zone of an HCE devi ce, nakAoK(m(QUNDe&lh’nol ogi es ineffective for
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Israeli civilians in over ninety separate attacks.

U.S. military commanders believe similar attacks will be carried out against military
targets, and have placed a high priority on protecting forces from suicide bomber threats at
home and abroad. Civilian law enforcement and corrections authorities are also highly

20 interested in concealed weapons detection technologies. For example, the National Institute
of Justice (NIJ) has funded the development of hidden weapon detection technology that
works reasonably well when the subject is within fifteen meters of the detector. However,
this range is well within the lethal zone of an HCE device, making such technologies
ineffective for deployment for military force protection.

25 The ability to detect HCE devices concealed under clothing at distances up to one
hundred meters would be extremely beneficial to military commanders concerned with
protecting forces from human suicide bombers. By design, these weapons are impossible to
detect visibly.

Many new technologies, including non-lethal suppression devices, are being

30 developed to stop threats as they enter the mitigation zone. In addition, a great deal of effort

is underway to improve existing technologies capable of identifying concealed threats at



However, infrared sensing is inpractical due to very small tenperature
contrasts between a hi dden weapon and outer |ayers of clothing. Utrasound
i S I nexpeweier/amdir eadi |y avail abl e; however, it is | epsTAfSb@sBse3 at
penetrating heavy clothing than radar. X-ray and magnetic portal detectors
have proven nuch nore effective at detecting both netallic and non-netallic
conceal ed weapons, but portal detecti or? t echnol ogi es are inherentl y limted
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sensor ranges), devices lacking metal fragmentatlon are transparent to conventional radar solutions.
20  Moreover, conventional radar solutions that rely on radar cross section (RCS) measurements
alone cannot reliably discriminate between humans, humans with body clutter (e.g., cell

phone, belt buckle, etc.), and humans carrying fragmentation and explosives.
In order to separate a potential detection from random materials in the background
environment of a potential threat and to localize a detection to a specific individual, a sensor
25 is required having a small enough field of view so that it has enough resolution on a single
individual being interrogated as a potential threat that a positive detection can be associated
with the individual separate from his background and other individuals around him. Solving
this problem requires a sensor with a relatively narrow field of view (FOV) of approximately
a one-half to one degree visual arc at 100 meters if the sensor’s FOV is going to correspond
30 to one individual person. Such a narrow FOV requires some precise method for pointing the

sensor at potential threats.

To examine a useful field of regard (FOR), for example, 60° of visual arc, the sensor
must be moved sequentially to every potential individual who might be carrying an explosive

device. Returns from vehicles, buildings, signs, and other objects in the background must be



must be noved sequentially to every potential individual who m ght be
carrying an expl osi ve device. Returns from vehicles, buildings, signs, and
ot her objwotsowmiivhe background nust bei gnored. Many pr epodasdoodeseas i on
systens postulate a skilled human operator to point the device at

i ndi vidual potential threats to solve this problem However, suicide
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Direct methods for bomb detection exploit the fact that high explosives contain large
amounts of nitrogen and oxygen in their molecular composition. Both bulk and trace
25 detection methods use sampling methods designed to measure the chemical properties of the
material, and both require that the material be placed in close proximity to the sensor. The
main application of direct explosive detection methods is in portal systems.
Bulk detection methods measure the interaction between the sample under
investigation and a penetrating radiation wave, such as jonizing radiation or electromagnetic
30 radiation. Bulk detection methods can be used on sealed packages, including concealed
threats. However, methods that use ionizing radiation may not be suitable for use in
screening of human subjects.
Trace detection methods are based on direct interaction with the material and require

that some amount of the explosive be present on the outside of the package in the form of



radi ation. Bul k detection nethods can be used on seal ed packages, i ncluding
conceal ed threats. However, nethods that use ionizing radiation nay not be
sui t abl e Wwonoama139m screeni ng of human subjects. Trace wetramstoosn3emes hods
are based on direct interaction with the material and require that sone
amount of the explosive be present on the outside of the package in the
formofparticle residue or vapors. Bot i cani nes and gas chromat ogr aphy
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skill g g Opoefra?tgc?ers ciafrierdeo ueit gcglcxile}so? bielrt‘{t %r.f.rP%%ent Nos. 5,073,782 and 5,227,800, issued to
Huguenin et al. in December 1991 and July 1993, respectively, disclose a contraband
detection system suitable for detecting concealed non-metallic contraband, such as ceramic or
plastic weapons or illegal drugs using quasi-coherent millimeter wave radiation. The
Huguenin system is an active imaging system designed for detecting contraband on a
25 conveyor belt with a constant background at close range. Polarized returns are used by an
operator to adjust contrast with the background, and a skilled operator is required to interpret

the images as the conveyor scrolls objects past the sensor.

U.S. Patent No. 5,177,445, issued to T. Cross in January 1993, discloses a method by
which particular non-metallic materials are detected by recognizing the way in which their
30 electrical properties vary with the frequency of an applied alternating electric field. U.S.
Patent No. 5,592,170, issued to Price et al. in January 1997, discloses a frequency-agile,
narrow-instantaneous bandwidth radar system which detects objects and discriminates

between different types of objects from a safe stand-off distance. The field of regard,

however, is fixed and is dependent upon manual sweeping of an area under surveillance by a



the i mages as the conveyor scrolls objects past the sensor. U S. Patent No.
5,177,445, issued to T. Cross in January 1993, discloses a nethod by which
parti cul avoroewaretval | ic nmaterials are detected by recogRCTiusgoosiesseay i n
which their electrical properties vary with the frequency of an applied
alternating electric field. U S Patent. No. 5,592,170, issued to Price et
al. in January 1997, discloses a frequer’ncy agi l e, narrowinstantaneous
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presence of a plurality of self-resonant frequencies in the backscattered signals of a target
between 4-15 yards. Although suitable for guns and similar devices, HCE devices must be
detected at a much greater stand-off distance.

The aforementioned devices have a fixed field of regard and require an operator to

25 direct the field of regard of the sensor upon the subject matter. U.S. Patent No. 6,507,366,
issued to H. Lee in January 2003, on the other hand, is a device that automatically tracks a
moving object using a camera having a zoom lens, an auto focus lens and a charge-coupled
device for converting an image into electrical signals. The disclosure, however, is silent on
how the device manipulates multiple moving targets.

30 Articles entitled “Radar-Based Intruder Detection for a Robotic Security System”,
Cory et al., SPIE Proc. 3525:Mobile Robots XIII and Intelligent Transportation Systems,
Boston, MA, 1-5 November 1998, pp. 62-72, “Mobile Robots for Outdoor Security
Applications”, Pastore et al., American Nuclear Society 8™ International Topical Meeting on

Robotics and Remote Systems (ANS’99), Pittsburgh, PA, 25-29 April 1999, and “Robotic



The aforenentioned devices have a fixed field of regard and require an
operator to direct the field of regard of the sensor upon the subject
matter. UVB.20atiesss No. 6,507,366, issued to H Lee in PamumeysA8383 on t he
ot her hand, is a device that automatically tracks a noving object using a
canera having a zoom|ens, an auto focgs | ens and a charge-coupl ed device
for converting an image into electrical signals. The disclosure, however,
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det ectd on pofblémsiadesirad.-ri ed expl osi ves of the present invention solving the

af orement i oned problens i Sowm%ﬁ%ﬁﬁhWEﬁﬂﬁE | NVENTI ON The current

i nvention conprises a syste or stan etection of human carried
expl osives (HCE) within an area under surveijllance, The sy?t em corrl}r),ri ses an
active radar sifbe ewveat inveatiomenmprisenaSiiten Spr standoffydgtectign of puman garried o ¢

one radar P SORAH g‘ﬁ?nhrfg Afhda Qlflclle'i €89 flancth Q“hﬁ &) cOMPIFES bk Betile S8ar

conprises a radar ﬁig control systemin physical

system with a radar transmitter, a radar receiver, at least one radar antenna, and a field of

20 regard. The detection system also comprises a radar tracking control system in physical
cooperation with the active radar system. The field of regard of the active radar system is
targeted within the area under surveillance. The area of surveillance is greater than the radar
field of regard. The detection system further comprises a computer and a user interface with
a video display terminal and a data input means. The computer is in electrical

25 communication with the radar system, the radar tracking control system, and the user
interface. The computer has a central processing unit, a memory, and computer readable
program code stored in the memory. The code includes a radar tracking instruction means for
targeting the radar system, and an HCE detection instruction means for detection of a human
carried explosive device.

30 The current invention also includes a method for the standoff detection of HCEs
within an area of observation using a plurality of HCE detection systems. Each HCE system
has a radar system, a radar field of regard, an imaging system, and a computer. The method

includes communicatively linking together the plurality of HCE detection systems and
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nmeans. A radar recelver recelves .
storage device with target reference data stored thereon. The target reference data includes

radar signatures corresponding to humans with and without explosives carried on their

person. The system includes a computing means for continuously comparing a reflected

beam received by the radar receiver to the reference data to determine when the human target

25 is carrying explosives and for continuously assessing the target detection and tracking data to

determine the threat level. An alarm means is also included for alerting an operator of the
system when the threat level determined by the computing means exceeds a threshold.

The current invention further comprises a method for the standoff detection of HCEs

within an area of observation using a plurality of HCE detection systems. Each HCE system

30 has a radar system, a radar field of regard, an imaging system, and a computer. The method

includes communicatively linking together the plurality of HCE detection systems and

coordinating the radar field of regard of the plurality of HCE detection systems to encompass

a range of interest. A plurality of simultaneous radar signatures of the radar field of regard is
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fl omchart showi ng the steps of a nethod for using the systemof Fig. 1.

Fig. 3is &xﬁe@ﬁwqr@n&gwbapreﬁnéwvaﬁwa System for standoff detection of human

carried expl osipyes ig6 S&Hefiahid dfagraﬁaf&tdﬂﬁrﬁg&ﬁmadwmha afdtafiichhact SYERE RO TR €S
both radar and video. Fig. is a flowchart showing the steps of a method

for usbng HrPﬁéntsl?Yﬁnélﬁlﬂof Fi g 3. Fig. 5is a block diagramillustrating the
radar system ang, Bqi Qt)fo@lgdlﬁ%ro?la degtisnh bro@éss dsiny fht Y3t fRbAIINGo Py, Bhe

present inventio I g. IS a schematic diagramdetailing the radar
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di agram of a dgg} 530, BlBE ARGV hilf Wi IRD REERIAY o P Ff 8. 3.
Fig. 9 is a block diagram of a network of HCE detection systems according to the
20  present invention showing the use of multiple radar fields of regard for detection over a wide
area of surveillance.
Similar reference characters denote corresponding features consistently throughout

the attached drawings.
BEST MODES FOR CARRYING OUT THE INVENTION

25 The present invention is a Human Carried Explosive Detection system and method for
standoff detection of human carried explosives (HCE). The system and method
automatically detects HCE at ranges between 10m-200m, preferably about one hundred
meters, and within seconds alerts an operator to HCE threats. The system and method
employ a polarized radar system emitting a narrow beam, preferably between about 0.5° to 1°,

30 to detect either fragmentation or nonfragmentation explosives by comparison of the energy

differential between co-polarized and cross-polarized reflections from a target to reference



Fig. 8Ais a block diagramof the radar only detection systemof Fig. 1.
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HH (horizontal transmit-horizontal receive) and HV (horizontal transmit-vertical receive), or
20  VV (vertical transmit-horizontal receive) and VH (vertical transmit-horizontal receive),
alternating polarization (HH and HV alternating with VV and VH), fully polarimetric (HH,
VV, HV and VH), or may use either right or left circular polarization.

The differential between the co-polarized reflection and the cross-polarized reflection

may be a simple difference in energy levels, but is preferably calculated as a ratio referred to
25  as an extract RF discriminant.

Accordingly, the invention to provides a system and method for standoff detection of
human explosives that protects stationary and mobile positions from concealed human-
carried explosives from a range outside a blast zone of the explosives. The invention also
provides improved elements and arrangements thereof for the purposes described which is

30 inexpensive, dependable and fully effective in accomplishing its intended purposes. The
system has several embodiments and is designed to automatically detect HCE out to a range

of between about ten meters to two hundred meters, preferably about one hundred meters,

and within seconds alerts an operator to HCE threats.



Ladar, Lidar, infrared, nultispectral, hyperspectral, or inmaging radar
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chest wall return. The HCE Detection System detects the induced changes in the return RF

signature from the chest wall due to non radar-transparent objects, both reflective and non-
reflective.

The present inventors have conducted tests with 3-D geometric models of a six-foot

25  (1.829 meters) human using three dielectric layers that model the electrical properties of skin,

subcutaneous or fatty tissue, and muscle tissue. The tests were conducted on a model not

carrying explosives, a model equipped with a suicide bomber vest carrying fragmentation

explosives, and a suicide bomber vest carrying explosives only without fragments. When

illuminated with a 77 GHz radar beam, both the fragmentation explosives model and the

30  explosives only model showed a 30 dB energy gain over the bare torso in a cross-polarized

channel (VH) as compared to a bare torso. Similarly, the ratio of co=polarized energy to

cross-polarized energy for a bare torso was significantly higher than for the fragmentation

explosives and explosives only model over a wide range (about 60°) of look angles.

Consequently, humans carrying explosives, whether fragmentation explosives or explosives
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instruction code implementing the HCE detection and tracking algorithms is recorded onto

standard computer readable medium and loaded into memory using a compact disk (CD)

reader 806 or floppy disk drive 808. Alternatively, the program instruction code may be read

25 directly from another computer via a standard communication port 818 available on most

computers. The communication port 818 may be a network connection enabling real-time

collaboration between multiple HCE detection systems in the tracking and detection of

human carried explosives.

In addition to the standard computer interfaces, the computer 102 has a radar

30 controller 816, which under control of the program instruction code triggers the radar and

digitizes analog data received from the radar receiver portion of the radar transceiver.

Furthermore, the computer 102 contains an interface 820 to the pan/tilt two-axis gimbal 104

that controls the horizontal and vertical positioning of the sensor platform 124.
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of a standard display terminal 120 connected to computer 102. Altematlvely, the operator’s

20 console 120 may be a portable or notebook computer having a display, keyboard and pointing
device electrically connected to the computer 102 via a hardwired or wireless link. Finally,
notifications such as a warning and indication and associated video signal may be sent to a
remote field operator for viewing on a wireless handheld computer 122 over a wireless
broadband communication link.

25 Fig. 2 is a flowchart representing the processing performed by the radar-only
embodiment 100 of the System. Two modes of operation are available in the radar-only
embodiment 100: scan-mode 206 and track mode 204. An operator initiates the system by
selecting the desired operation mode 202. In scan mode 206, the operator defines a scan
pattern consisting of the azimuth and elevation extent of the radar field of regard, a sweep

30 rate and a radar pulse repetition frequency (PRF). The scan pattern generator software within
the processor 102 uses these parameters to generate a sequence of radar control signals that
drive the radar beam position control module 208 and triggers the radar transceiver 106.

Track mode 204 has two operator-selected modes: manual and automatic. Manual

mode allows the operator to steer the radar beam using a joystick, trackball, keyboard or



In operation, the radar assenbly is steered via conmands to the ginbal
controller 104 sent fromthe processor 102 so that the nain-|1obe of the
radar beawO02d@/diindver sects t he subject 110 and threat devCTasid2/ adson

nom nal standoff range R of one hundred neters. Energy scattered off of the
subject 110 and threat device 112 is collected at the antenna 108, sent to
the transcei ver 106, and converted to a?gltal format by the processor 102.
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operating at either a 77GHz or 94GHz center frequency, although a center frequency

anywhere in the range from about 10 GHz to 110 GHz may be used. A trigger pulse 504 is

sent from the radar controller 820. The trigger 504 initiates a voltage-controlied oscillator

(VCO) 602 that generates a frequency tone that is swept over a predefined range, fiin t0 finax.

25 In the preferred embodiment, the bandwidth, fmax-fmin, is at least 500 MHz and preferably

closer to 1 GHz.

In the preferred embodiment, the output of a MMW (millimeter wave) local oscillator

(LO) 604 is collocated with the VCO 602 and both oscillators are protected 606 from

temperature variations. The output of the LO 604 is split into two parts using a power divider

30  608. One half of the LO signal is sent through an isolator 610 and then mixed with the VCO

output to upconvert the VCO signal to the MMW frequency band. The resulting signal is

amplified by a high-gain MMW power amplifier 614 into a signal 506, which is then

transmitted through a Gaussian optic antenna 108. For a system operating at a 94 GHz center



triggered, the antenna 108 | aunches RF energy at the heading set by the
beam position coordi nates supplied by the scan-node 206 or track-node 204
control | ewe.20it1e391t he radar has been positioned, the ceapaisessbBEosends a
trigger pulse 504 to the radar transmtter portion 502 of the radar
transcei ver 106. Upon receiving the tri %er pul se 504, the radar
transmtter 502 generates a signal 506 t i's upconverted to
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nono-Static radar sstem or sng sep
as 216. The first processing stage is detectlon 212, in which the return signature is temporally

adaptively filtered using a constant false-alarm rate (CFAR) technique to extract range bins
where the scattered response energy exceeds the energy of spurious returns caused by clutter
and receiver noise. Signals passing the CFAR test are then processed in a subsequent

25 sequential hypothesis testing stage 216 to determine if they are consistent with returns from a
threat device 112. Signals that do not pass the CFAR threshold test are discarded 214.

Three outcomes are possible at the output of the sequential hypothesis test 216: “Yes”
indicating a definite “threat”, “No” indicating a definite “non-threat”, and “?” indicating more
information is needed. Inthe event that insufficient evidence is available to support either the

30 “threat” or “non-threat” hypotheses, the processor 102 can direct the operator, if in manual
track mode, to hold the radar beam 118 on target until a sufficiently large number of radar
samples has been collected to allow a reliable declaration of the threat status. In automatic
track mode or scan mode the processor 102 automatically positions the beam 118 until

sufficient data is received.



in a bi-static or nulti-static configuration. Furthernore, a nulti-elenment,
phased-array antenna and space-tinme adaptive processing may be deployed. In
t he pref ewoedormnddi nrent, shown in Fig. 6, the reflecte#crasasosssgsal i s
coll ected using a separate receive antenna 618. The receive antenna 618 is
a single 12" (0.3048 neters) dianeter round Gaussi an optic antenna and
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may then be used to Init |at one or nore mtigation responses 220 to be
di scugged (WHQY). vided camerai 3 thatiily aimed ait the Hrecaourgsntsupfeillapee. For greater

resolution, a steerable narrow field of view (NFOV) video camera 304 may be mounted on

platform 124 and co-boresighted with the radar beam 118. As best illustrated in Fig. 8B, the

video outputs of the WFOV camera 306 and the NFOV camera 304, if present, are connected

to one of several frame-grabbing interface products 830 and 832 known and available to

25  those skilled in the art. Depending upon system requirements, the cameras 304, 306 may be

any combination of black and white, color, infrared, Ladar, Lidar, imaging radar,
hyperspectral, or multi-spectral cameras.

It is well within the abilities of one skilled in the art of methods for detecting and

tracking humans on foot in RBG (red-blue-green) color video data to extend the methods in

30  order to detect and track people with data from other types of imaging sensors having only

one intensity value at each pixel instead of the three intensity values provided by a color

video camera. For example, a static background viewed by a stationary camera can represent

the background as patterns of light and dark in black/white intensity data from a B/W video

camera, a LADAR/LIDAR sensor, or an imaging MMW radar sensor. Moving people in the



radar-only enbodi mrent 100 of the invention includes the estimted range and
heading of the threat relative to the radar sensor, as well as the tine at

whi ch t hewOhne&ati1sas detected. Additional characteristi esy/useab/oasIyvel ocity
vector, radar cross-section and other distinguishing signature features
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(either one or two cameras) 702, maintains a track on the object until the radar system 704
20 has accumulated enough evidence to conclusively determine 706 the object’s “threat” versus
“non-threat” status. In the event that there is not enough evidence to make one of those two
declarations, there is a feedback mechanism 708 by which the radar system continues to
request track information from the video system. When “non-threat” is declared, the track is
dropped from the list of objects being tracked. When “threat” is declared, on the other hand,
25 the detection event and track information is passed back to the video system for final tracking
and notification of an operator.
As previously disclosed, in the radar plus video embodiment 300, video signals from
the WFOV video camera 306 are operated upon by a video-tracking algorithm stored in
program memory that is designed to detect and extract moving subjects from the WFOV
30 camera 306 field of regard 308. The heading of each detected moving subject is estimated,
and corresponding pan/tilt position commands are sent to the gimbal 104. Also at this time,
the processor 302 sends a trigger to the radar transceiver 106 to initiate the transmission of
one or more RF signals through the antenna 108 toward the subject 110 and any threat device

112 present on the subject 110. Energy scattered off of the device 112 and subject 110 is



t he background as patterns of light and dark in black/white intensity data
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menory that is designe tect and extract noving subjects fromthe WOV
20 embodiment 300 tracks and performs threat determination, Fig. 4 illustrates in greater detail

the interaction between the video and radar sensors, as well as the HCE threat detection

process. The operation of the radar plus video embodiment 300 can be broken down into

four blocks A-D. Starting with Block A, at step 404, the WFOV camera 306 collects video

data and transmits the data to the processor 302 which applies motion detection and

25 segmentation software implemented algorithms 406 to separate moving objects from

stationary background. A two-sided composite hypothesis test 410 is then applied to classify

each detected moving object as being “human” or “other.” A database of constraints 408 on

human characteristics is utilized to classify the object type of each moving object detected.

This database 408 contains data elements including, but not limited to size, shape, thermal

30  profile (if applicable for Infrared or multi-spectral cameras) and color (if applicable, for color

cameras), and motion as an aid in classifying object type. Moving objects that are not
consistent with human motion are discarded from further consideration 414.

Detected moving objects that have been classified as human-like are then sent to the

motion tracker module 412 along with the video stream collected by the WFOV camera 306
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applied to assi

20  emerging threats in the presence of uncertainty by applying a sequential hypothesis test. A
sequential hypothesis test is a statistic based test known to those skilled in the art of statistics.
Unlike a normal hypothesis test which outputs a binary “yes/no” answer, a sequential
hypothesis test allows a third answer, "don't know, collect more data." The idea is that at
each point in time, you collect additional information until you have enough information to

25  make a decision about a given hypothesis. Preset or operator selected parameters within the
sequential hypothesis test enable one to incorporate the cost of collecting more data into the
optimization.

With “indeterminate” threats, the hypothesis test 416 is sequentially reapplied with
each new observation until a threat determination can be made or the subject has left the field

30 of view. Note that the definition of a threatening motion can vary depending on scenario.
Threatening motions could be defined as a subject with a motion vector toward the protected
area and/or motion velocities that are markedly different from the average velocity of other

subjects in the field of view 308.
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idea is that atDepending on the accuracy of the location estimates provided by the Motion Tracker
Module 412, there are several approaches for managing the handoff between video and radar.
In the current embodiment, the Position Control Module 442 is configured to scan over a
narrow sector of angles centered about the heading obtained from the Motion Tracker 412. A
25 sequence of radar returns is collected at step 444 over the sector 118. Each radar return is
collected, digitized and sent through a composite binary hypothesis test 448 to determine if
the return is consistent with clutter or a human subject.
In the preferred embodiment a two-parameter, constant false-alarm (CFAR) algorithm
is implemented in the software of processor 302 to test for human return versus clutter. Upon
30 a determination of “clutter”, the radar is commanded to the next position in the designated
sector. As previously disclosed, the CFAR test operates on a collected RF signature of a
target, the RF signature comprising a pair of complex-valued radar impulse response
measurements, the co-polarized response, VV and the cross-polarized response, VH. (Note

that VV = VV(k,r) and VH = VH(r) where k is the pulse number and r is the range along the
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Dependi ng on the accuracy of the location estimates provided by the Mtion
Trackep  statistics.

Previously we had disclosed how the presence of hidden threat devices on the human

body induces a change in the polarization state or radiofrequency energy scattered off of the
body. In the preferred embodiment, the Extract RF Discriminant Module 454 computes the
polarization energy ratio:

25 rho(k,r) = <[VV(k,r)[>>/ <|[VH(Kk,r)[>,
over peak regions detected by the CFAR algorithm. In the preferred embodiment we use a
local window that is the same size as the CFAR target window. The quantity rho(k,r) is then
forwarded to the Associate Track module 424 where it is associated with one or more of the
tracks in the Track History database 426.

30 The beamwidth of the radar and required accuracy required to hit a human-sized
object at one hundred meters is equal to the width of the radar beam, which is about 0.5
degrees. A typical video tracking system, however, can have a pointing error that is on the
order of 2-3 degrees. Thus, in the initial handoff from video to radar, the radar system will

need to “reacquire” the target by performing a fine search about the heading provided by the
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great2® than or equal to tHd(x=PyBfPWsClBIracky rho@s B t he goal that it be
smal | er than arnyYsequential hypothesis test 430 is then applied to each track statistic:

tau(j) =+1, phi(j)>T2, else
tau(j) = 0, T1 < phi(j) <=T2
tau(j)=-1, phi()<=T1

25 Three outcomes are possible: “threat” (yes, or tau(j) = +1), “non-threat” (no, or tau(j)

= -1), “insufficient evidence” (?, or tau(j) = 0). Tracks declared “non-threat” are marked and
maintained in the track history database 426 to allow for eliminating conflicts in the case of
overlapping tracks or occlusions. Tracks for which there is insufficient evidence to declare
“threat” or “non-threat” are maintained and the evidence accrual process 428 is continued
30  until a definitive “threat” or “non-threat” declaration can be made 430. Tracks declared
“threat” are sent to the operator for intervention action as shown in Block D. As with the
CFAR test, thresholds T1 and T2 are pre-determined. In the preferred embodiment, these
thresholds are set by the operator and/or preset prior to deployment in order to achieve a

desired detection versus false-alarm rate and to incorporate the cost of waiting to collect
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el evati on FRBheGmdd Soeoy TR RBRBARHCortl BREdMGBE duPLHANAmLODRA RS and

feet. At eac vation and azimuth locatiron a ra pul se Ts collected and
exam ned fsubjettf thmirs'geret ca orftregtidravegior isrgohdratad end lorwardeddb dregPositien Canfge

di mensi on i hy 2 | | —ave i -
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signal nean W thj I, ndow center at, divided. by the average ckground
evel st MRFRERAdR L5 e SEEE 32 Aecdiuiii ey bl P Aledsi
measur emenhs tiackl hseie dithiispd36i Bvileireeremalpoteeds habefote atd thregputtelnay, i n
t he radar peam, 118. After the rget .110 ,has been reacquired by the radar,
a cl assi fi CHFon NGFHETaTt #i i“?ugﬁtﬂgf%v e saé?)%‘?sgﬂgg" threat signatures from
normal chest ra&pRadRSs 5T Yhethtl € Singhs WHOAC k8m&ad06 is used, or a combination of

20 WFOV 306 and NFOV 304 cameras are deployed, in the event of a “yes” decision from the

HCE threat determination logic 430, the corresponding threat declaration and track
information is passed at step 432 to the operator console 120 or to an optional wireless
display device 122. The information displayed on the operator console 120 includes video
data and associated radar statistical evidence. Based upon this data, an interdiction response
25  can be initiated 434. Forms of response can vary from automated triggering of a mitigation
system, such as automated notification of first responders to more proactive activities, e.g.,
the aiming, arming and firing of a high-powered water cannon, 94 GHz. active denial radar,

or similar non-lethal weapon.
Additionally, video information can be forwarded to first responders in the field to
30  provide visual information to aid in identification and apprehension of the threat subject 110.
Fig. 9 illustrates an application in which a plurality of HCE Detection Systems 904A-
904C collaborate to protect a specific site 910. As shown, HCE Detection Systems 904A-
904C are networked together to-form a collaborative detection and tracking system in order

to achieve improved detection and false alarm rejection within an area under surveillance



associ ated radar returns are accunulating in the track history database,
the evidence accrual nodul e 428 continuously polls each track and

const r uctwoaosnmmong det ection statistic. In the preferpetd/usoiwsadsement, the
evi dence accrual nodul e 428 conputes a running sum of polarization ratios
for each track. For the j track in the database, this statistic is: phi(j)
= Sum{pulse k intrack j} rho(k, r) A28equential hypothesis test 430 is

then applied to each track statistic el se tau(j)
= 0, TK pH0¢ )In@r% P Qg Stgmlﬁsjn% bﬁwe%h P@%%ﬁ%@ﬁ@é"eéw@ Sagtsw bfash
t hreat" (48®m QU4AL O4B)and 9034L m §tCl5b' &diih@c&éd tc( BOyideHand akdwork 93)., Threat
"insufficient evidence" %,Q(j or tau( gwks decl rec61H" threat"
are mar kedvifigfiogedenices Ay in ﬁorflﬁ’é‘mf’?té?é‘kwﬁli‘ §P‘6r“§} datoaBels ?golg?ti’%‘ﬁ?f or
el imnati rssjst@faefobér% So héutlalfe &8 e (930\MAtH ARBleNEanhbREKEtRE rRGE bsssi 9125
Tracks for "'which there is insufficient evidence to declare "threat" or

" non- thr edkhe nawrwﬂnwﬁ heerchagdyeiradips wasglegenesotkccr ual process 428 is
continued unti lCoﬁacl]g v 'txé&l&ﬁ%naﬁ&] 1ERdtionYan HAARpIMARY qg@rﬁrﬁ&yborh @Rl be

made 430. Tracks are reat”™ are sent to the operator for
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narrow fie of vie 04 that Is co ed with the radar
beam 118 under “c¥RALHEP e{ﬂﬁgo 9 IBWr?%’ﬁPF%ﬂorli%%‘g‘?é%ﬁtgﬁmnIsﬁt%t?%cﬁnk% t he
NFOV ganenaeBR4xpaliecdsa dfisGieiliasde! 90 b finki \ﬁ)ﬂ@dadaa systeham03A®0a Hatiigg obj ect
in the current track under mterroqwtlon deo fromthe NFOV canera 304 is

pr ocessed no8-o¥sHapaig fiskds phieewds Gt shoany fswstengaympricationyoulbgaydigaig

posi tion &gl haBLiBR aRPERKME Y bbemid h@nwgﬁlﬁ%ﬁroav&%eam% uRRARAIRE smerﬁh the
noni nal heading i nformation provided he OV canera 306. If t

radar / vi devide dgkisros regagd. dE@ﬁlﬁ&bﬂﬁﬁdB@cb‘HE worldaassepinie ppacetime qopelinates “and
appearances of subjects that move from one system field of regard to another system’s field

20 of regard. Decision processing and threat mitigation, performed centrally or decentralized at
the individual system level would detect and classify the nature of the threat, and as
heretofore disclosed, neutralize threat 936 as necessary.

The radar system is comprised of relatively low cost, commercially available
components. Furthermore, the specific radar system deployed is not limited to-the specific

25 embodiments heretofore disclosed. In the preferred embodiment, the radar system is similar
to radar-controlled automobile cruise control systems having a center frequency of about 77
GHz. and has a nominal range of approximately one hundred meters. Non-limiting, the radar
system may operate at different or multiple frequencies, including the Ka-band, the W-band,
UHF, and UWB frequencies. Furthermore, the radar system need not be compriséd of a

30 Frequency Modulated Continuous Wave (FMCW) real beam radar. An alternate radar
system may consist of a linear chirp waveform.

Furthermore, an alternative to the previous embodiments 100 and 300, in which the
radar transmitter is collocated with the radar receiver, would entail a multi-static system in

which one or more receivers is mounted apart from the one or more transmitters.



subj ect of their "gaze", a correction vector is generated and forwarded to
the Position Control Mdule 442 and the position of the systemis updated
until thewoadewoiagstienna 108 and NFOV 304 canera are ali goeadrsesnstbeosubj ect
110. Once alignment is achieved, radar discrimnants are extracted fromthe
radar signature 454 and conbined with estimated pose information in the
track history database 426 Evi dence ag¢rual proceeds as before and three

out comes, "thrﬁﬁ%%hg$u ﬁf t" ang%ﬁﬁgﬁgf ICI&&§J§@§%%nQE;mnBﬁHBg§ i bl e.

Regar dl ess of or a compination of
WFOV 306 ﬂeﬁribmtSoaé}@uc@aaﬁp@se%raﬁy aepdlDanesbdinents wichie thestopefof the foloing
decision fromthe HCE threat determ nation | ogic 430, the correspondi ng
threat deél@Pation and track information is passed at step 432 to the
operator console 120 or to an optional wreless display device 122. The
information di splayed on the operator console 120 includes video data and
associ ated radar statistical evidence. Based upon this data, an
interdiction response can be initiated 434. Forns of response can vary from
automated triggering of a mtigation system such as automated notification
of first responders to nore proactive activities, e.g., the aimng, armng
and firing of a high-powered water cannon, 94 GHz. active denial radar, or
simlar non-|ethal weapon. Additionally, video information can be forwarded
to first responders in the field to provide visual information to aid in
identification and apprehension of the threat subject 110. Fig. 9
illustrates an application in which a plurality of HCE Detection Systens
904A- 904C col | aborate to protect a specific site 910. As shown, HCE

Det ecti on Systens 904A- 904C are networked together to forma collaborative
detection and tracking systemin order to achieve inproved detection and
false alarmrejection wthin an area under surveillance902. In order to
coordi nate surveillance between nultiple HCE detection systens, each System
904A, 904B and 904C nust be connected to a w deband network 930. Threat
mtigation devices 926 in conmmunication with and under control of the HCE
Detection Systens operate to neutralize the threat 936 with a water cannon
or active radar beam 922. The network 930 may be a hardwired or wreless
networ k. Col | aborative tracking and detection can be inplenented in several
ways. In one inplenentation, inter-conputer conmunication coordinates the
detection and tracking of potential targets 932, 934, and 936 by

overl apping the radar field of regard 914A-914B of each system 904A- 904B.
The resulting neasurenents of the RF signatures are conbined to



achi eve sinultaneous views of the field of regard fromdifferent |ook
directions to increase the validity of the resultant threat determ nation.
In nul ti pve 2eymtiesmicol | aborati ve node, feature-based trachkiusgoosasssheen

i npl enented to associ ate space-tinme coordi nates and subj ect appearances as
the threat passes through crowds having occl uded regions. A second

i npl ement ati on of a coll aborative netwdfPk of HCE detection systens can be
used to expand the area of surveilla&gédgﬁg by |inking HCE radar systens
904A-904C havi ng non-overl apping fie regards (not shown). Intersystem
conmmuni cation woul d coordinate the detection and tracking of potenti al

human car ficdinexpl osi ves over the union of the systemw de fields of

regard. Feature-based trackin | d assqci ate space-ti e g)di tes and
appear ances of elSUbj gcstygtexf‘&%rtﬂ%g\é\%%wg?ﬂno uwgf@ﬁ}e‘f‘?@tl%fw&s iﬁgﬁa‘?’gﬁ s"
anot her sysdaamtier shivelldn@f conggBitng: Deci si on processing and t hreat
mtigation, perforped centrally o decenflral i zed at the individual s%stem

|l evel woul d defBAfUVERRAAE pysted), £1F rpdas SYRERM, haying e tpfias tapsouier, a Iadar 1eeelyit, &t of or e

di scl osed,jef3estelraddr 2edddl faita RIOoBBgR@CESSary. The radar systemis
conprised of relatively [ ow cost, comercial ly avail abl e conponents.
Furt he? nore, t Raadasdaskingcqnighsyseipsindiiyties cognsertion wigithe polive galar systase

speci fic epRagh mNEsidhg LA Prandhsfleongd- sybiemt RaaREel aritgd Rmaesduagnt . the
radar systemis simlar to radar-controll eg aut onobi | e cruise control

syst ens  havivaidlances thetaean of pustribaney beipg atsagr thaytherpdar figld ofkegard; noni nal range
of appr oxi mat el 1485 SisplNOR#hindd 4ol ADataliifin hRGAE Syst em may
operate at di ff?ﬁ%ﬁﬁeﬁg&qﬁ%ﬁ?‘% gFe ?rlgp l%gngilﬂéls, i nclal?(#iﬁﬁlg t he’ Ka- band, the

W band, UHF, ardcooBtet rieglestishleeomipumedtion rvoithethetadar rsystem, thestadan reskignot be

Cormr;&ed Bhirdl fst%&uaﬁgmgwiﬁm&e%@t %&g&;ﬁ Ao o« EENY fo@?slsing]etﬂl[fﬂ padar.
An alTernate radar $ystem nay consist o I near “chirp WAVeF o
Fur t her normgmay asd tenpuiirireadatileo progenpeode stored i thie atimmey ttise 0dO irehdin@00, in

which the radar transmtter is. caqll i hé receiver, would
entail a multi-stati arstflasc lélﬁfl}sﬁmg[ qngﬁe%%ig)régf B gl%rr‘rlea%g|g75{/8tee%n §%|g&s nmount ed
apart fromthe one BICENddtectibn dmsmrtidnemsarst for detectioneofunaemsdaodsi ¢xphisivehe
present invention is not limted to the enbodi nents descri bed above, but
enconpasses any°¥f% al | embodi nents within the scope of the fol | ow ng
claimpsCLAIMS | claim 1. A systemfor standoff detection of human carried
expl osives (HCE) within an area_ under survejll.ance, .co j Si ng:
P ( 2). II"Ee system according to claim 'l’, Wl!lerein r%he radar tr cHng cogtrol system
further includes:
a support structure;
a sensor platform adjustably mounted to the support structure, the radar system
20  mounted to the sensor platform; and ‘
a sensor platform adjusting means for controlling the pan/tilt orientation the sensor
platform, the sensor platform adjusting means being in electrical communication with the

computer.

3. The system according to claim 2, further comprising an imaging system in
25 electrical communication with the computer, the imaging system having a field of regard
spatially and temporally overlapping the radar system field of regard, the imaging system

having at least one video output signal electrically connected to the computer.

4. The system according to claim 3, wherein said computer readable program code

further comprises means for detecting and tracking a moving human target from the video



an active radar system the radar system having a radar transmtter, a
radar receiver, at |east one radar antenna, and a field of regard; a radar
tracki ng wonbemli1®yst em i n physi cal cooperati on with thecaatseas/ osaEdar
system wherein the field of regard of the active radar systemis targeted
wi thin the area under surveillance, the area of surveillance being greater
than the radar field of regard; a user2fnterface having a video display

i nal d a.d [ , ] i | ical icati
w th the Paaf e e et Sanp e R o Bricas i LT RaE B "

i nt er f ace imbdifs SORMUD GfaittaM itikgradk 6£ME hidhinghomesikgey uni t, a menory and
conput er readabl e program code stored in the nenory, the code including:
radar tracking instruction nmeans for targeting the radar system and HCE

detection instsughd §RteABRBS G0 HehET WHeridhe MmNy ot igcludxpl osi ve
devices. 2. The system acc_orgl ng to.claiml, V\,herEi n the radar tracking

control systentMife Feld ofndey V) widgmnennera mogpied; t theasuppyt gruchire: g m
adj ustgabl @aﬁgathgvm%s IR PdchrdSnbthbadtif th ARaloRlaVeift.amumount ed to

the sensor platform and a sensor platformadjusting means for controlling
the pan/tilt opivenabg zaom namevsBeld oF vigw ANFOVIvIdep samern bayingp eldf aseaesd ust i ng

means bei e hNEQR! %%gq%}acﬁkingOHHMRéaC% RN WbP JdRrROTRUBEIOV TambRe bshgt em
according to claim?2, furtfer conprising an inaging systemin electrrcal
comuni catbomsighed With e redarpustem,, whenebyitieafigld of rogard efrthe VFQY campria@verlaps
regard spatial and .t %;qj rl apping the radar systemfield of
regard, tﬁléef??%égrﬁéargﬁgﬁlgm ha\{/%{ar?ge\ﬁgt | east one video output signal

el ectzocally connected to the conputer. 4. The system according to claim 3,

wherein said c ter readahl e program.code. .further, conpr.i. . for
det ecti ng and ﬂﬁ??yﬁﬁnﬁacﬁﬁ@f%&gﬁ@%ﬁﬁ WL fhes l(;)(tcl)eml%{rt hd c\rc}lﬁl Bg%gﬁl?r%?% Z‘Pénau ,
t he syst ertefettionsinanutedd nohahefirideRriding ke theampoiesiial @f reetargst based opmt thel | i ng
said i magi ng, systemto nmaintain the track of the noving hunman target. . 5.
The syst erﬂ‘%@&@?ﬂﬁeﬁﬂg‘?o claim3, wherein the imaging systemincludes: a
wi de field of view (WOV) video canmera nounted to the support structure,
the 5 WFOV canera _having a field of, regard _enconap S in% t he .area of .
survelf | ance: 4dndlhe systen according to claim 3, wherein the cdde further comprises sequential
hypothesis testing instruction means for fusing radar measurements over multiple

observations of the target.

8. The system according to claim 1, further comprising an imaging system producing
an output signal connected to said computer, the imaging system being selected from the
20 group consisting of Ladar, Lidar, infrared, multispectral, hyperspectral, imaging radar, and

visible light range video.

9. The system according to claim 8, wherein said computer readable program code
further comprises means for detecting and tracking a moving human target from the output
signal of said imaging system, the system for standoff detection further comprising means for

25  controlling said imaging system to maintain the track of the moving human target.

10. The system according to claim 1, wherein the radar system has at least one

transmit polarization and at least one receive polarization.

11. The system according to claim 10, wherein the radar system has an orthogonal

30  pair of transmit polarizations.



a variable zoomnarrow field of view (NFOV) video canera having a field of
regard, the NFOV canera being nounted to the sensor platform the NFOV
canmera bevogoimne®ighted with the radar system wher ebypchmarstoosiossses regard
of the WFOV canera overlaps the field of regard of the NFOV canmera. 0 6.
The system according to claim5, wherein the code further conprises threat
noti on detection instruction nmeans for2determ ning the threat potential of
a target based upon the notion of the target. 5 7. The system according to
claim5, wherein the code further conprises sequential hypothesis testing

i nstruction negnsThesysfeusidiardiradiarcldimady vheeint the eadar systeht hgsl aa @ihegonaht | ons
of the target. 8. The systemaccording to claim1, further conprising an

i magi ng sy&f eFeEREATRENUS: out put signal connected to said conputer, the

i mgi ng system being selected fromthe O group consisting of Ladar, Lidar,
infrared, multispectral, hyperspectral, imagin rd\%%ar, nd visible |ight
range vi deo. 913.ThHee syyiemagcasdias fuslaig Ld"hé’f%'ilﬁf%?l 52819148 3iT3ge SRPGEERr
readabl e B AHEABRCAGE:sLHE unBRARkkseS means for detecting and tracking a
novi ng human target fromthe output signal of said inmaging system the
system for standoff detection further conprising means for 5 controlling
sai d iJragi ng sygt I 1 t : i 10.
The sygsr?em acc%?’dlﬂfrilggsry%)t Slg%{ogfr%]hgt& aﬁgrfé?‘%h}eﬁ‘téonﬁﬁggg{r&\sﬂfggg ink%[s&s%l?arnlggéelgt one
transmit pohsaliiz alectanal @ndmanichéemswitiothe corapérve pol ari zation. 11. The system
according to claim10, wherein the radar system has an orthogonal 0 pair of
transmt pol arizations.1l2. The system according to claim 10, wherein the
radar system has Hie sttinagendig padlaimof, whees thecqielfantlicz athpnisss: 13. The

syst em accor di t0. cl.aim wherein the.field of r r
bet ween about ’P]g?sffglé‘ﬁ lﬂ%'?‘g?}%n B’ﬁﬁnsttﬂbchﬂsﬁfdwgék%g%%sﬂ%%& @?Z‘“@‘?‘é t% %%gd
accordi ng ekplosil@iand 1, further conprising a portable w rel ess handheld

console in elecgtrical communication with the conputer. 15. The system
accor¥ing to c%&?rﬂﬁgll}’StWﬁ%‘?”e‘?’ﬁanFﬁ%rr@S%d@gBﬁFetﬁ@p‘g’g rises: classifying

instruction neans for classifying the conposition of the human carried
16. The system for standoff detection of human carried explosives according to claim

1, further comprising a threat-mitigating device in communication with the computer.

17. The system for standoff detection of human carried explosives according to claim

1, further comprising a threat interdiction system in communication with said computer.

15 18. The system for standoff detection of human carried explosives according to claim
17, wherein the threat interdiction system includes a water cannon controlled by said

computer.

19. The system for standoff detection of human carried explosives according to claim
18, wherein said threat interdiction system includes an active denial radar system controlled

20 by said computer.

20. The system according to claim 1, wherein the computer is communicatively

linked to a computer network.

21. The system according to claim 1, wherein the radar system operates with a center

frequency between about 10 GHz and 110 GHz.



expl osive; and filtering instruction nmeans for rejecting false alarm
events. 16. The system for standoff detection of human carried expl osives
accor di ngvoaoetmaisml, further conprising a threat-mti gaCirnug2asmseses i n
comuni cation with the conputer. 17. The system for standoff detection of
human carri ed expl osives according to claim11, further conprising a threat
interdiction systemin conmuni cati on weBh said conputer. 18. The system for
standof f detection of human carried expl osives according to claim 17,
wherein the threat interdiction systemincludes a water cannon controlled
by sai d conput 3. Abtholilter Y SthIbff @techbRoliiian dakied bxiosivel (NOBRWitsaah i ed
expl osi ves according to claim 18, wherein said threat interdiction system

i ncl udes &rPagdebspevaigthicampiisiggthe §Rs ¥ control | ed by said conputer. 20. The
system accor di @&ﬁg)atclleé"s't Bhelrad%%fs%h‘ﬂatt:i"ﬁelﬁmégaﬂf cortaifig At Magaink Hahivin | | nked
to a conputer network . The system according to claim1, wherein the
radar systt@gstoper at es vmth a center frequency between about 10 GHz and 110
GHz. 2 A nmeth f carried expl osives
(HCE) 25thh| n aggaefglggkﬁagﬁést@?@g{dlf%ﬁﬁé th&r#ﬁ??hse?ﬁrﬁ%%éteps of : cueing at

| east one radameagxsmgrrattftr signbiued ghaiges espaeiated ovithathei intpraption dgtsreep adanunman

t ar get; collectln r WBR rget ;
measuri ng SIERARTes &) Ogthe ﬁé%%%ﬁ%gtﬁ{gaeng&t s%@ﬂgteeﬁ“’?‘{’? éu&?%eal?{r%tﬁ g?actl (l)ér?gtb(glt? ween
radar si gnmtrunwgemj the at | east one human tar get and an expl osi ve device

d by the e
g |agrg :1 ata ur eg E)v e Ftafﬁﬂcgﬁyp?oénqbd‘ﬂg% Hr?rig’tn?l%??ég Bt ‘W"'ﬁt B cI(’abas grtV!r%or{1 g %?g‘lregn% ?e;%troq‘g o

det erma ni nggéthe threat status of the target; and providing the data to a
user interface. 23.. The nmethod acgording to, claim22, further conprising
the step of mﬁﬁfgtmlglngg}e”&ﬁpﬁféatﬁfg?@ﬁ}ﬁ%gt % get with a narrow field of view
(NFOV) Vi gpevigiagBiealaas @aicd Rit@ehct.0 the radar field of regard.

23. The method according to claim 22, further comprising the step of manually
targeting the human target with a narrow field of view (NFOV) video camera boresighted to

15  the radar field of regard.

24. A method for the standoff detection of human carried explosives (HCE) within an
area of observation using a plurality of HCE detection systems, each HCE system having a
radar system, a radar field of regard, an imaging system, and a computer, the method
comprising the steps of:
20 communicatively linking together the plurality of HCE detection systems;
overlapping the radar field of regard of the plurality of HCE detection systems;
creating a plurality of simultaneous radar signatures of the radar field of regard from
different look angles;
determining the threat potential of a target based upon the combined data of the plurality of
25 radar signatures.

25. A method for detecting explosive devices, the method comprising the steps of:
illuminating a candidate threat with polarized radiation;
collecting a first reflected radiation from the candidate threat, the first reflected

30 radiation having a polarization identical to that of the illuminating radiation;



24. A nmethod for the standoff detection of human carried expl osives (HCE)
within an area of observation using a plurality of HCE detection systens,
each HCE wg0emiiavi ng a radar system a radar field of pcegmseals0aes93 magi ng
system and a conputer, the nmethod conprising the steps of: conmunicatively
i nking together the plurality of HCE detection systens; overl apping the
radar field of regard of the pl uralityz%f HCE detection systens; creating a

plurality of s&{r}égt;(@;gﬁgﬁuggmgéateﬁa@i%ﬁr R cahlifate &84t thi Scdnlericap@r d

fromdifferent etermning the threat potential of a target
based upomadidtienbavibg apoladeitian ofthaghesl f hatdfitheillaminetipziedistighaadir es. 25. A

o e nae s LAY s RLAR! N B RAG Sure WECIPS/E BANBII GHERD L1 St e Of:

. . . ectl i
|IIumnat|ngacan(§l ate re ariz radiation; collecting a

first reflected radiation fromthe candidate threat, the first reflected

radi ati on havi ol ari i identical to tha 1 he i nat |

radi ati on; col | gtgt i Qe@gé%ﬁ%&gﬁn&&x‘ggﬁ}v gcﬁ% z‘ﬁcf:sotﬁmc%dééﬁ ?%giatk:r}zgn@c?f al{ttﬂe%g
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pol ari zat iPEHeErAPed PHIRGOEH Sy t he candidate threat. 26. The nethod for
detecting expl osive devices according to claim?25, further conprising the

step of processing nultiple measurenents of reflected radiation taken over
a predet erni nea7-ngF sithorl oy drtectipg exprprivegaVifs 2qegHdingeoed! ??él 8"2‘8168’5&%
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pol ari zation state further mc?udes the step of neasuring and calculating a

. St ep )
ratio bet welshatinga rdie bpiveen te 1qssived sorpalanze ipthnenery §iviied Py ergspyolarized
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8. A syst or standoff detection of human carried expl osives (HCE)
within an area of surveillance, conprising: (a) detecting neans for
repetitively scanning the area of surveillance and for detecting and
tracking a human target within the area of surveillance; (b) a radar
transmtter foR8t rAamstant forrtpndofiialetectionbefamnein qauiedraxplogived EtCH)owidynani c

nglmag:c og;c?regaa(r:(?fff%%& grllcrégco%%%rs]i%g:f or automatically focusing and triggering the

(a) detecting means for repetitively scanning the area of surveillance and for detecting
and tracking a human target within the area of surveillance;

15 (b) a radar transmitter for transmitting a narrow beam of polarized electromagnetic
radiation;

(c¢) focusing means for automatically focusing and triggering the beam of polarized
radiation emitted by the transmitter onto at least a portion of the human target detected by the
detecting means;

20 (d) a radar receiver for receiving a portion of the beam transmitted by the radar
transmitter reflected from the human target and polarized orthogonal to the transmitted beam;

(e) a data storage device having target reference data stored thereon, including radar
signatures corresponding to humans with and without explosives carried on their person;

(f) computing means for continuously comparing a reflected beam received by the

25  radar receiver to the reference data to determine when the human target is carrying explosives
and for continuously assessing the target detection and tracking data to determine a threat
level; and

(g) alarm means for alerting an operator of the system when the threat level

determined by the computing means exceeds a threshold.



radiation emtted by the transmtter onto at |east a portion of the human
target detected by the detecting neans; (d) a radar receiver for receiving
a porti ornwohodtaideam transmtted by the radar transm tPemr/usedosmesdsesl from
the human target and pol arized orthogonal to the transmtted beam (e) a
data storage device having target refeégnce data stored thereon, including
radar signatures corresponding to hunmans with and w t hout expl osives
carried on theb§ PRE SRR fdrktabQTPULE BN ABRRENS & cISRNEY, RbeksE] 3iC@ARALENY a
refl ected beamreceived by the radar receiver to the reference data to

det er m ne mgaRTICIMEISPRMITANTIIBG 1§8ar- | s carryi ng expl osives and for continuously
assessing the target detection and tracking data to determ ne a threat

| evel ; and (g) alarmneans for alerting an operator of the system when the
threat |evel da®.eThé systbnbforstandafbdgention geopsding toesleiedfs vderehy wichdaterting. The

syst em [ or, S 80900 A GG R YiATERGT HG. LB:CLatian 28, wherein said detecting
means conpri ses é’scannlng radar : e system for standoff detection
according to claim 28, wherein said detecting means conprises at |east one

visible |ight nge. vi deo. ¢ r . The svstemfo 0 Lon
according to c?giﬂﬁ%ﬁ?mﬂh%F%%ﬁoggF%één c%gg%gg%gﬂ%%%%ﬁégggw%ﬁyg%%ﬁgﬁgjde
field of ‘hmetacaiprisesanddafieldnf dwwichtrd and a wareww feldef siew3amerkhe system f or
standof f detection according to claim 28, wherein said detecting neans
conprises an inmaging systemselected fromthe group consisting of Ladar,

Li dar, infrared2. myébyskperistindoffyi@edtivpacdordihg td ciaigi P8) wirehdd saiddelectingi bl e
| i ght range video. ;33. The systemfo sé ndof f detection acggéging.to claim
nsﬁfei’fﬁ ¥t

28, wher eilFFA8H COMPIEEH SN ig2RRE FasiE o {hggrayR SosisHng 9 fehbal

and a pl atifi@48, @&ra‘l’,ﬂlyf)é}ﬁae%mﬁiagi@ fdddr, dBd GisbieEhiRAGSVIEYIPr | Si ng an
i magi ng sensor nounted on the platform said radar transmtter and said
radar receiver including an antenna system nounted on said pl atform and

co- boy gsi ght ed 3w i %?:Jtcgn eSS HBRSRYn: acBétding NS cR¥S D8 MvAREIn Shia T8Qking
detection according to claim 28, wherein said detecting nmeans conprises at

| east oOne moeEneEeMPrESs @ tWeexis pryandeiihgimbalandiaslaiprmameunindzon the gimbah §aidt i | t

gi nbal ; a platfor iR N EndldE0 dnsorS Ucinte@IH thd Pheidind! Sdid 3AghrSal d

r adar recéﬁ%g%hfncaﬁg%§g$gﬁﬂgntenﬁg&g§s€§%1néh%fed on sgid pVat#ornjrand
transmitter and said radar receiver including an antenna system mounted on said platform and

co-boresighted with said imaging sensor.

15 34. The system for standoff detection according to claim 28, wherein said detecting
means comprises at least one camera, said focusing means comprising:
a two-axis pan and tilt gimbal;
a platform mounted on the gimbal, said radar transmitter and said radar receiver
including an antenna system mounted on said platform; and
20 a controller connected to the gimbal and to the detecting means, the controller being
programmed to pan and tilt the gimbal according to a time, frame, and location determined by

said detecting means.

35. The system for standoff detection according to claim 28, wherein said radar

transmitter transmits a beam of radiation having a millimeter wavelength.

25 36. The system for standoff human detection according to claim 28, wherein said

radar transmitter and said radar receiver comprise separate modules.



a controller connected to the ginbal and to the detecting nmeans, the
controller being programmed to pan and tilt the ginbal according to a tine,
frame, amwolo@atizdm det erm ned by said detecting neans. P8F/USIB/03659% em f or
standof f detection according to claim 28, wherein said radar transmtter
transmts a beam of radiation having a mllinmeter wavel ength. 36. The
system for standoff human detection acebrding to claim?28, wherein said

radar transmtter .and _sai d. rada iver i r J 7. The
Cystem for st anofe degByPh A eth AERALT asCaftEE 7 SR AL RO E Fnn T
transm t t efansditderaad chid eaxdar reced v iaveatombined cofvlh aeendceivéror m a transcei ver. 38.
The system for standoff detection according to claim 28, wherein said radar
transmtter and said radar receiver conprise a cross-polarized system

havi ng verti cabg.paharsyséhifon stafddff asteotioh aacuddihg o zhivh &18, phkmin gad ragar i n
receive. 39. The system faor standoff detection according tq claim?28

wher ei n s &RBSMRIH PG S3{A ST SR C%Préﬁer%ﬁ‘?ss'@@@?% Fysg vipg vertical

cr 0ss-$0l apjazaeiod ¥btrmhiani Aeidoatal galiiAtior@ledetveat ion in transmt and
vertical polarization in receive. 40. The system for standoff detection
according to claim 28, wherein said radar transmtter and said radar

receiver conprige mefdliby BPLBAAAL detstivh @Rtordibg td REiAYR] GRefedd sAd 2P
detection according to claim28, further conprising neans for interdicting

the human teasmejger euslprid Hedar Heasiier somBrite alcraskeletieed: frsterh padmpherizoaal A
method fot,ofigaoh #HRThidRk et ARl MifheCard | ed explosives (HCE) within

an area of observation us| ng a plura y of HCE detection systens, each HCE
system having a radar system a radar field of regard, an inmagi ng system

and a conputer ,,t Y f i Sﬁmmi Lyvel i nki ng
t oget her the pi4(t)1'ra I@Et%rﬁ%@féé%?c&%ﬁgaﬁﬁrgﬁg;tQCc%)ag? i hat F’f?g‘{ %af\i(gr%/daa%jar
fieldof negaiteraihdshid rgplaurcativércomprisd@Eullppaatizednystanst ens t 0 enconpass a
range of interest; creating a plurality of sinultaneous radar signatures of
the radar field of regard fromdifferent | ook angles; determ ning the

threat potential. dfheasyttemgt shaseff degpetiont dveordimghto neaimd2s, umtier tdomppbing al ity
gfar ; ?ggr ef{llfﬁ ggfo&u rglgesrelgé% th;,r l?merlrIF ’}apg%%j wﬂe%rthé t%?ea? Igc%gnqgf gxcgee S%?Ctthl%&lo?({ hurran

42. A method for the standoff detection of human carried explosives (HCE) within an
area of observation using a plurality of HCE detection systems, each HCE system having a
15  radar system, a radar field of regard, an imaging system, and a computer, the method
comprising the steps of:
communicatively linking together the plurality of HCE detection systems;
coordinating the radar field of regard of the plurality of HCE detection systems to
encompass a range of interest;
20 creating a plurality of simultaneous radar signatures of the radar field of regard from
different look angles;
determining the threat potential of a target based upon the combined data of the

plurality of radar signatures.

43. The method for the standoff detection of human carried explosives (HCE)

25 according to claim 42, wherein said coordinating step further comprises overlapping at least
two of the HCE detection system radar fields of regard, said determining step further
comprising collating and contrasting views of the same radar field of regard taken from

different look angles.



according to claim42, wherein said coordinating step further conprises
overl apping at least two of the HCE detection systemradar fields of
regard, swodoertiesom ni ng step further conprising coll at iPog/tspeso865H3 ast i ng
views of the sane radar field of regard taken fromdifferent | ook

angl es. 44. The nethod for the standoff 3‘1\1\/”60“ on of human carried

expl osi ves (HCE) according to claim42 erein said coordinating step
further conprises spacing at |east two of the HCE detection systemradar

fields of regard aEart sequentially, said determ ning step further
conpri si ng col K4t i hbe arthadofer rt%ts‘iaﬂ‘éj)ffndéﬁmtw@f of heman, gagricq |e§IP1€IS%GfS defar d

taken f rOBQ ?c%gfﬁg% b@im %ex#d%?%h %l@&&ﬁ&lna@igﬁYﬁJﬁfgﬂ%%rcrb?lg d& %@: n%ﬁ&@é%' &5 45.

The net ho he st etection o | oSi ves
accordi ng ctfohez:Hé?Erdemtlommtem radarafieddssaf gegand apdrt seijednéiallyasaid albﬁqtrnmmg stqp6 The

ggf:g?gi Lgr %E%IC%R%\Q%E \/\%ﬁﬁlgcahh %gmgafsu%uen fi altﬁéf Il%g?r Qggzlrés/ggaceg%%art from

each of herselfpential fieldsan valer to evaluate the threat potential.

45. The method for the standoff detection of human carried explosives (HCE)

according to claim 44, wherein said sequential fields are abutting.

46. The method for the standoff detection of human carried explosives (HCE)
according to claim 44, wherein said sequential fields are spaced apart from each other by an

10 interval.



