AUTOVATI C CUSTOM ZATI ON OR CONFI GURATI ON OF MOBI LE
DEVI CES BACKGROUND OF THE | NVENTI ON [ 0001] Mobil e
walemboer3such wirel ess tel ephones, personal di BCT/E82006/000038
assi stants (PDAs), and pal ntop conmputing devices are
common in nodern society. Over tinme, these devices
have evolved fromrelatively sinple comrunications
devices with a limted nunber of features to devices
that include a wi de range of sophisticated
capabilities and functions. Wreless tel ephones, for
exanple, which originally provided little nore than
nobi | e voi ce comuni cati ons, now all ow users to choose
a_w.de. u

aorolh 3k ol B 2 b, Ok, SONETEEsangEn oF i, pevagrs

and video capabilities, as well as the use of other

BACKGRaIEDc@E THEIN CERNTION such as gam ng applications.
[ 0002] The evol ution of these advanced servi ces,

[0001]  howewedile deaRedarh viedORNEBHIRMAY hets0RLIRT kil hQstants (PDAs),
custom zati on and operation procedures of increasing
' o oLt al | .
and palmt OB glievicht ar LB in AP dt05Y. DL B tessdvices
se . procedure typi.cally involves the user going
have evoledSych HB RO SGRIE it BriE ot dotF v Ko A e e Bl
~, of sel ?ctj ng certain operating options_and
features todexicghibabinryide prdde range o sophistisane capebilities end furstinss.
; are either unable or unwilling to take the tinme to
Wireless telendipaes, foromxafpld, ywhidr drigimallyhirsvided ko G003 hokise Hoice
result, wireless users are often not taking full
communicaiiiMah@g ellok ubkdre td Sflod Bofed wilo@Mieh RYhahcRaHangds fd
wirel ess device, which nmay |lead to user

customiza@brSSitons IR ALY mIEEP G Rudio and video capabilities, as well as the

use of other advanced applications such as gaming applications.

[0002] The evolution of these advanced services, however, has been accompanied by
installation, customization and operation procedures of increasing complexity. For exampie,
when a user initially purchases a wireless telephone or other mobile device, the sietup
procedure typically involves the user going through'a somewhat complex and time consuming
process of selecting certain operating options and customization preferences. In some
instances, users are either unable or unwilling to take the time to propetly or fully perform this

process.

[0003] As a result, wireless users are often not taking full advantage of the feature set
provided by a particular wireless device, which may lead to user dissatisfaction despite the

fact the desired features may be actually present in the wireless device by following the
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fact the desired features may be actually present in

the wirel ess device by foll ow ng theproper the setup
wonoemadse3e. Furthernore, conplicated customnm zaPCOmMBANE000038

operation routines, including advanced user interfaces

and a | arge nunber of options, act as an inpedinent to

consuners purchasing additional custom zations

h ' i,0; and vi deo products that,
proper th AR THEAUETFATIRTE Son Bl BRo RS P pikch Somutrtines
eludi marele S dev'qF man fa?turers Accordingly, in view of
Inciiding pEanpet Bei Rigriagiie? FEH WP QT PRICRS LI 35 ent ignpediment to

provj de systens and nethods that that streaniine or
consumersypyehaginge additional foystopmézasientuprodoeis rsath em gaming, audio and video
custom zation of a wreless device. SUMVARY OF THE
products tHsit/EdTietaie [ QlddinabBystvean®s fond seeideogsovidrs t iRl akikQBRL id6vice
or stream ined custom zation or configuration of

manufactuf@8i | RccdfUEISS B Vi 88 M TRbRES: [ RICRRANER 1@51?:% would be to

provi ded, hi accordance wth one enbodi nent o

.d i ' ' evice.is.proyided with an.
provide LR bOXSAL Ul P FBRILE SRR SRR, AR e BB
devi ce appli.catjons by fully or partially automating
and custonyigatiq nglaa ]II?J\IF?Scar?VEFoceSS. Anot her aspect of the
i nvention includes providing a nobile device with an

ror-handling agent that stream ines or automates the
S[HWBLAR§¥S@é@gEéwvg@gmgﬁfing devi ce mal functions. O her
aspects of the invention are concerned wi th providing

Si rrglyi fied user interfaces for nobil e devices and
[0004]  enabystergs tand methode foorihe clutamaticmani siehmtiheh oatomization or
nobi | e devi ce. BRI EF DESCRI PTI ON OF THE DRAW NGS

configuratipl 00 Hlobilb deeiber/sichns wlehss teiiphesdsSara Pebvadhiah 8883 d8lce with
the present invention will be

one embodiment of the present invention, a mobile device is provided with an installation

agent that aids in installation of new device applications by fully or partially automating the
installation process. Another aspect of the invention includes providing a mobile device with
an errorQhandling agent that sireamlines or automates the process of correcting device
malfunctions. Other aspects of the invention are concerned with providing simplified user
interfaces for mobile devices and enabling the remote control and manipulation of a mobile

device.
BRIEF DESCRIPTION OF THE DRAWINGS

[0005] The above and other objects and advantages of the present invention will be

apparent upon consideration of the following detailed description, taken in conjunction with



apparent upon consideration of the follow ng detail ed
description, taken in conjunction wththe acconpanyi ng
wdnrenswionspsp i n which |ike reference nunbers ref 8CTAB2006/000038
i ke parts throughout, and in which: [0006] FIG 1 is
a general block diagramillustrating a nobile unit
including an installation agent constructed in
accordance w th an enbodi ment the present invention.
the accompauyggrdrawings, m which lerrefesencs|nyeibeth tedrdmlikel pastsrthtoughout,
a nobile unit including an errorhandling agent
and in whiclconstructed i n accordance wi th an enbodi nent the
present invention. DETAILED DESCRI PTI ON OF THE
I NVENTI ON [ 0008] hi accordance wi th one enbodi ment of
[0006] t hEIGhr eSent ghieyAbloco didprah eimasmﬂlgn@trﬁ&ﬁ& #hi® including an
provi ded herein that streamine and sinplify the
installation 228htnstAREPn! a%bxﬁ%e%ﬁf Mﬁ%diﬁl@nﬂﬁ&’ g{%@é'ﬁt‘%ﬁv&fﬁoﬁ
W rel ess device and facilitate the proCess assocl at ed
with handling errors encountered during the
[ I .at i nt e r..applications. 009] hi
f0007] e 2 8 el b8 RO s o B i ah eor-
handling agennsdstrheed Gnacotiatsewith ah @@SBHimet thefpRedehi ndbhieh,
software (or firmwvare) nodul es that operate in
conjunction with the wireless device that aid in the

i ISt | oadi ng, operation and
DETAJLEDiﬁ%ﬁgh?§@p§ﬁﬁg#&ﬁéh%QENT§§%$ication or custom zation
~software nodules as well as aid in the setup, error

0008 hamddcBllaARA weihS bRk ABbHIRENP P GRS wﬁveﬁﬁ&f
[ ] softvvzgre nodul es may br oladlny oi ncl ?aees an 1 nst a’ISgtSﬁercl)lrﬁ and

(:S) 1 A0 | :
metods wESG0HS 100! ROBLET (SCUBERN, b1 BB Sl

. .WIll be understood that. thi st is nmerely exenplary.
customizatiofj gropgiireRopha; MERH APUFb Ty BEUHIT S BEcsye AR Wit
. t hose described herein may be used if desired.
handling errors encountered during the installation of new content or applications.

[0009] In one embodiment, the invention may include the installation aﬁd use of
“agent” or “facilitation” software (or firmware) modules that operate in conjunction with the
wireless device that aid in the selection, acquisition, downloading, operation and installation
of gertain application or customization software modules as well as aid in the setup, error
handling and customization process. Such agent software modules may broadly include an
installation agent(s), an error handler agent(s), translator agent(s), and a remote control
agent(s). However, it will be understood that this list is merely exemplary and that other or

differently configured agents than those described herein may be used if desired.

[0010] The agent modules described herein may be any suitable software or firmware

that is capable of performing the functions described herein. This may include software or



[ 0010] The agent nodul es descri bed herein may be any

suitable software or firmvare that is capable of
woeodoprm3mg t he functions described herein. ThPETAB3006/000038

i nclude software orfirmvare created for use in nobile

devi ces such as Java platform software devel oped by

Sun M crosystens of Sunnyvale California. Such

firmware %%It%&v?d'rqlsm Hgo%glls ld@ﬁg@%%g%l fag‘.?gs%l I\ﬁ%f&‘ﬁ? Shldte W?g%ﬁg&f ba; Sun

art on't ava rm cro Edition

. simlar sof r L.n such Java enbodi nents, the ent .
Microsystgiibf Sunfiole Cafomid  Ransfile S RFIEE Fhimt onendchised in
applet, a M.D et %e. g... a Mhile_lnformgtion Device
whole or iprRert o1 $heotava 2k perpigigadition (T2M4E) ehsinyilen saffwagge Hn such
agent nodul es may be managed by certain application
Java embadiments] therageangenwhilessofaywaclad¢ eint ¢érebeddad expphtation such as an
external, or distributed) that is cognizant of the

applet, a MIEREL (EQ., 2B mANign Del Xk Profle) ¥iadiinflesmendg@t Application.
events (such as incom ng and out goi ng conmuni cati ons,
etc.). [0012] One such agent nodul e that may be

aam n&@ﬁt QodulsPRELE BlehaRsbd BF CQEERD _cag,pﬁéétﬁna_@peciﬁc
of stall

[0011] 1 MP
enbodi nmen the present invention is an installation

ey R I A T R TR

wi rel ess tel ephane and may functjon to facilitate or
respond tg; oY (PRI, YAHPES SXterRAl] R Ieé‘t“?q’o PSofCOPERG cHG SHitsoing
software or aid in the custom zation of that nobile
communicgiieniscefc.) 0013] hi operation, a user of the nobile,
device may to desire to install a particul ar
application such as a gam ng application.
[0012] Tr adinki oAl d4gent niudalemiat dnaye i inpldentedsen 4 angle device in
through a series of sonmewhat conplex installation :

accordanc® GUBERR &BédiRRHK DOthd PRIschNRNENnIROW aM AnbANRIASRESES Th
of the nobile device of the user's preference

installatiod S&%’E H{ag%qusri&é.h? uh Qﬁueﬂﬁgé ngtsaﬂg&’ bn a mobile device such as a wireless

telephone and may function to facilitate or otherwise streamline the installation of application

software or aid in the customization of that mobile device.

[0013] In operation, a user éf the mobile device may to desire to install a particular
application such as a gaming application. Traditionally, this would require the user to go
through a series of somewhat complex installation screens that ask for user input about
various aspects of the mobile device or the user’s preference regarding particular options for
that application. The installation agent of the present invention may relieve the user of this
burden by automatically activating at the beginning of the installation  process and
automatically install the application or simplify the installation steps required to be performed

by the user. The may sometimes be referred to as the “installation mode.”
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that application. The installation agent of the

present invention nay relieve the user of this burden
wovomwrssat i cal |y activating at the begi nni ng 8ETaB®06/000038

installation process and automatically install the

application or sinplify the installation steps

required to be perforned by the user. The nmay

[0014] so t Ie[r}r(gx%f S r}r:(gtifteeé rl?%xlkgntaﬁte 1H§alle{ti% t nglht%%fQ%%t%re the screen

n one

|nstallat|on agent apt ure the een dis. ed o
displayed qrie e infariRes AsCEIatEdwih SoEtRiENe EAORy AR Sﬂmﬁe e questions
installation, determ ne the questions being asked by
being asketi oy tHededies, zaddrovide piwregrapmsd oadeflignsyersaol some or all of
answers to sone or all of the questions involved in
the questiohl éhviolvetiah kied inetall S @CHBEess. TMae inssdlatibmbgan neyeatomplish this
acconplish this by nonitoring the event queue or other

by momtox?ﬂé bRy ev%ﬁfj qRARL M SihbhGu iR ca ?furé ae itl 6 $eMthéile device

t he graphlcal output). The installation agent

to | t
s e GRRLLCTIY f’%ﬁt’&r?ége?@spaﬁ%&é@%&“&ﬁ%‘%‘é% i
sked and ui val,ent pad i nput. or .
response t%@eée@blwgdeafcegﬁatdﬁ SEPREYF o8 rt‘SlB‘??iot"rﬁ*emﬁ% bf Squivalont
(e.g., by witi n? to the event queue of the nobile
to keypad thput oethe selecting of emyn seiven ajspitioption by thaysasde.g., by writing to
conpletely installed without any (or with little) user
the event giduRr G theomobil® Abike). n hotthie rwanttheliappldasion hmwe \ber contifietely
installation agent may answer only sone of the

installed wﬁH&ﬁ%h?'@& WRS 81 Ysdrifetabié@l | ation process, allow ng
he uséer to be nbre involved in a certain aspects of

the installation procedure (e.g., such as bei ng

[0015] aI | ﬁt\/\@tﬂ eff QnbREGEH {:@Anxlé%{r.eﬁrtﬁg HsYall%ﬁ{)]ﬁ / answer onl some

erences or op I ments,

oo i QE{eﬁftB/eta??rﬁs@@pgﬁﬁm‘%%@s”ﬁ%mﬁ%t%ﬁ?ef “gﬁ 9B mvo?ved ns

) al to%et her on an "application by application" basi
certain aspa¢ts @ heanstallﬁétonmceéur@& 8o fucly as| heingnllowed ia ﬁpeoaﬁﬁaﬂly spemfy
control
certain user preferences or options). In yet other embodiments, the user of the mobile device

may be given the option of activating or deactivating the installation agent altogether on an
“application by application” basis to allow, at the user’s option, full involvement and control
over the installation process. This option allows end users with a greater technical capacity to

be in full control of the installation process if desired.

[0016] Another way in which the installation agent may simplify the installation
process is by modifying or overriding the output screens associated with the installation of a
particular application and providing in their place a simplified installation display (or an

animation or graphic indicating the automatic installation process is underway). In the case of



over the installation process. This option allows end

users with a greater technical capacity to be in ful
woanierogs23of the installation process if desired8CTiBDA6H00038

Anot her way in which the installation agent may

simplify the installation process is by nodifying or

overriding the output screens associated with the

o s T 8B 0 AnBATN A0 ARPEOFAL bR AP0
e o T S BTG RS o OBR et

sinplified installation screen, the installation agent
certain questignssimpimprohbsic yeisioas and guenly dres gensral Hafopmation fy thegnobile

the sinplified display while automatically answeri ng
device bas@l hefeSpories toajie Fefbimmuiatedtyeestions.ai n questions into nore

basi ¢ versions and supply the general information to

the nobil e device based on responses to the

[0017] ' ef PhanisaliRdosl lagéitlr@@slncm@%}nemeau figd Alghizéd QAvia@RA steps

may i nclude sone or all the requi red naV| gation steps

(e.g., the s&gxe ?it ﬁ?ﬁﬁf g%fﬁéﬁ%ﬁaq%:gﬁs(g%@atg nlﬁt%l gt ( hioeh eﬁ@%‘%ﬁ%ﬁltéﬁ (or

Vi atlon ste cl.u in their egate, all .~
toms). SRl o Qs SES DR e df 6T ApERGFn AT T SeePgRieI % laput
and confirmthe downl oad of an ap lication and dy
necessary t #utiatac perdpletecindy eanfom B davgloghpf 2 AppBeatios. gid mgy also

mani pul ati on of the device event queue). An exanple of
include activatmppifithait dppiicdtivst(alg,dy madipaktion af ¢t deviecesntignae). An
with some enbodi ments of the present invention include

example oflal 'aﬁfﬁcaﬁbnﬁlh@iﬂfédodﬂdpd&b%d i acleMarRadeith soris embbethents of
and played at a particular time, possibly as specified

the presentlbﬁﬂv%xﬁﬁngfiaﬁde 5 gﬁ%g bor Aﬁ]‘ﬁb I?:gg it %Tm)\@nl@é’ed{l\}ﬁé%%ﬁa a%&‘ Played at

on O vice "thene"

apanmuhégéﬁﬁg§§lEygéggggngéygwlmgelated audi o, video or other

[0018] Another example may involve the installation of a mobile device “theme”
which may include complementary or related audio, video or other graphics selected as a
customization option. Such a theme application may be downloaded and activated

automatically in accordance with the methods described above.

[0019] A Java-based embodiment of the installation module may employ one or more
customized MIDlets as an installation agent. In such embodiments, the installation MIDlets
may capture the screen ou@ut and write appropriate commands to the mobile device event
queue to initiate and complete a certain application installation process by providing the same
or substantially the same event quene input as would normally be provided by a

knowledgeable user through a keypad. Embodiments of the invention may include some or
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custom zation option. Such a thene application may be

downl oaded and activated automatically in accordance
waei20ds/07530 net hods descri bed above. [0019] A JavaThexee 000038

enbodi nent of the installation nodule nay enpl oy one

or nore custom zed MED ets as an installation agent.

I n such. enbodi nents, the installati.on MD.ets -
all of t%%m‘ﬁfﬁ%%%e@aeg@ﬁe%tﬁ ﬁ%?vls%a%%%naﬁm@&m of the application
commands to the nobile device event queue to initiate
The insigilation sispe meayabe Berfeimedgipihiccaebilndevies displayisush that the device
process by providing the sane or substantially the

user cais absereyviha tingalatien iprguets, adiickombyl actaasreapdsyivb éeqpiiay itetddo educate
by a know edgeabl e user through a keypad. Enbodi nents

the usertdbohih\@vidd\opetation. ney include some orall of the
navi gation steps required to conplete and confirm
installation of the application. The installation

a5 P BRRSE ERL I B AR Rt g
consa RSB U A B SR0h B R

illustrates a general block diagram of one possible
agent 1 b desciiprdabeye O BeWncnekils wibtWomawy Hekudgia keypad 104 (for use
o princi ples of the present invention including an
by useri102) ahd avéntd quewpehdo, bhd csentdpsue pppdtatitiderfe (ARIWN)S, control
nobile unit 100 may include a keypad 104 (for use by
circuitry'$69, ahOidjtaBaribreagent 1 00QUErapkibs caftkeEARINT 1X)WBken stack 114 and a
application interface (API) 108, control circuitry,
installation agent 110, a graphics capture API
Screend%%%ly screen stack 114 and a screen display 116. [0021]
hi operation, installation agent 110 nmay automatically

o021 26418 o RSN, 157 BRE hEThuBPrpsivee ¢ e

. _.applLication. . . _ . .
begmmngp %f the appql%atlon installation process and install the new software application.

Control circuitry 109 and/or installation agent 110 may monitor the output of screen stack 114
(or other output buffer) to determine when an installation process begins. As shown, the
installation agent may monitor screen 114 through a specialized capture API 112 designed for
such a purpose. Control circuitry 109 may include or have access to a native or standard

download procedure resident in mobile unit 100 that assists in the installation process.

[0022] Once the installation process has begun, installation agent 110 may capture the
screen displayed on the user display 116 associated with software installation. Installation
agent 110 fnay accomplish this by monitoring the event queue 106 (through API 108) and
capturing the graphical output of the mobile device with capture API 112. Installation agent

110 may automatically provide an electronic response to the mobile device that is responsive



Control circuitry 109 and/or installation agent 110
may nonitor the output of screen stack 114 (or other
woubgursuf fer) to determ ne when an install at POWIB2006/000038
process begins. As shown, the installation agent may
nmonitor screen 114 through a specialized capture API
esi rpose. Control circuitry 109

112 ned, for .such u
to the inthimdtiot SRR a3 B BPER B0 i ampesmsietaspatiam of event queue
downl gad, procedure resident in nobile unit 100 that
108. Thyg mayibg doge sweh thatsit i Substrusialiyrequivelent fo0leRhd Guiceot the selecting
installation process has begun, installation agent 110
of an oprsgrecmmaneoritiva ctheasedi &plldy edhypthet fmlidstidn FHa§ MHe2dbmpletely
116 associated with software installation.

installed with@itlay (&nwialg Bitle) §de intBMc@GLoMpl i sh this by
nmonitoring the event queue 106 (through API 108) and

capturing the graphical output of the nobile device
[0023] Wi th SARKEABNAPcchL odﬁl'éstfx?tgﬂg?}? b9 @m%%%(‘etntefqign A%abile device in

automatically provide an e oni cC respo
i nformati on

' evice.that 1s responsiveto th
sccordafl okt AERIRER of P aTrEChBHEGI TotnchleR 3B F tapding seent,
Th (fg{tion of event queue 108. This nmay be done such that

e errqrihapdling pgent may hejrgsidensioy atherwise énsialledanh &mobile devichiend may
sel ecting of an on screen nmenu option by the user, hi

be used iy handie grror lsisuations by auicmativally berrewing| @t #lingiinshabo@sbtion of
wi thout any (or with little) user interaction. [0023]

certain négifimdtions snohbs thgenissomsted «vithatorfRY dhgcd SBgIRRLED on
a nobile device in accordance with an embodi'ment of

the present invention includes an error-handling

[0024] agentSucH RerohhlmBaRdhts 2‘%@%?{%‘@2}%‘1% r%@cg‘én?rz%;atngga{uaogxéa&ically

otherwi se install éd on Vi ce an

¢ doRai ' tions . by aut tical correcting

comest Lo £ RIS LUBLENS S B LS S BrHBeAA ey

. such as those. assocjated with incorrect device

include %&Fﬁeﬂlﬁt HPYRINE| HaiIiSaRe o SpRRQrh A Hangforn gériagionmyforms of
. be configured to _recognize and automatically

multimedia content through email or other communications channels. Assume the device user

desires to access the Internet via an installed browser, But no connectivity settings have been
specified for the device. In prior art systems, the mobile device would simply display and
error message indicating that “no active settings” were present and the user would likely have
to consult the owner’s manual to determine what this error message meant and how to correct
the problem (e.g., by properly configuring the device through a series of time consuming and

complex configuration commands).

[0025] The error-handling agent of the present invention, however, may be configured
such that it recognizes certain error messages generated by the device and may perform

certain appropriate predetermined steps in an effort to correct the error. For example, in
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correct certain conmon probl ens encountered by users.

For exanple, a nobile device may include an I nternet
wonres7sgo capabi ity and/ or support the transfeCcTaB2006/000038

various forms of nultinedia content through-email or

ot her comuni cati ons channel s. Assunme the device user

.desikres tg.access the Internet via an ipstalled )
operaticgy 3f A1 mbE" ey ik, Rrieat Ry, A Ticg: BeFgEe niped it may report this
specified for. the device, hi prior art systens, the
messagﬁg’dicw srarslindiing agent madws tp detesmingif thedepartedrerrop ssmgegnized by
indicating that "no active settings" were present and
the error-handlingragaotul ¥ the koby isvevegrizeds tresagent tag tevineskedl and take the
manual to determ ne what this error nessage neant and
appropriatevrémediglr s@ivh. t M npf, ol 6ol Saclsage MaypP %pg{rs{ﬂ}éyed on the device
configuring the device through a series of tihe

requiﬁngmfb%rgﬂqe bieXef@5 i gurati on conmands). [0025]

he error-handling agent of the present invention,
however, may be configured such that it recognizes

cert aj .10 ages generated by the device and nay

[0026] per f o}r\%ugléllri% gllege?%%br gﬁ?&é % @’Peeafé’{f' HELECPEREY empigy one of
effort to correct the error. For exanple, inoperation,

several passroreipgial actads: églegtéﬁ% Phtesedia) agliqromapidecludpeperfarming a set
device may report this nmessage to the error-handling

of prepragapmeshihgiractions dlssigned tre aitémpthie repgio cerainesrravrconditions. The
recogni zed by the error-handling agent. If the error

error handler enaygnouteit, miultépl@ Geedifichyrob hahaOk eshtaRs (baKEMIDEts) each
appropriate renedial action. If not, an error nessage

designed’l%yﬁ)p cBifeRhANBeHS t he device requiring the user to
provi de manual attention. [0026] Assuming the error is

recogni zed, the error-handling agent may enpl oy one of

0021 35xe Bl R TS0 oy 00 L8, S i s
may tak$ é%g% ?(9 é@%ﬁpﬁl@?él&&gg%gﬁpg e}él%g %}%ecto%ng(tztgveitr}pgetttinogs for mobile
device. The connectivify settings may be conﬁgured to certain default values that provides
the user basic Internet acéess based on system resources. These steps may be perfonned'as

described above by capturing screen displays and electronically simulating keypad input

through an event queune to make certain configuration selections.

[0028] Another type of remedial action that may be employed by the error-handling
module may include connecting the mobile device to a remote network operator or other
systems specialist who may remotely configure the device to resolve the problem. This may
occur with or without consultation with the device user. In some embodiments, the error-
handling agent may first attempt to employ an automated repair as described above, and if

unsuccessful, then may connect to a systems specialist. In addition, the error-handling

9



error handler may contain nmultiple specific error
handling routines (e.g., MD ets) each designed to fix
wepewio7sso mal f uncti ons. [0027] I n the |Internet POTABXE/000038
exanpl e descri bed above, the error-handling agent may
take steps to automatically discover and configure the
mod lconn ctivi% léftt4n for bil e device. The . _
odule JgH0 B proqiaIbERRGalFgL orBgiugR Pewrim iAeved SMempiediawor handling
. default values that provides the user basic Internet
routinesy(@eos@Veh AsWHCless egramunicatinns linkewch Thegeelsss dglsplmay Meework that
' perfornmed as descri bed above by capturing screen
includesh sgpveyfor panthdedally updatingahis viné tradtbérimedieydiadoden Bifein).
t hrough an event queue to nmake certain configuration
sel ections. [0028] Another type of renedial action

[0029] t hat Jhey JHe-te¥ed @ideditent e %%Qhaﬂlﬁﬁggﬂqg&%lgwe&nm one or

i ncl ude connecting the nobil e device

’ Lal i st
rore MASRKl A6 O, AIRL0EEy Y SETAUERAR Bl LR conen
occur wth or. without consultation with the

This [
Handler Hr® BBV RSE | el Mivbo e Ghioe HE. 691408 ifodemREgic MIME
.agent_may first attenpt to enploy an automated repair
(MUIUP“HEOS&e@WﬁeMaHb@@éI}SI%M types i€ ca st afiplicatien ofrthe mobile unit
connect to a systens specialist, hi addition, the

would genaraje-aind retiior mygseaiie) thatmasrobmepapé athycRd fepotted 85 86l efrBr-handling
i ncl ude new or inproved automated error handling

MIDlet, rwdxidh, i¥is rdcBgizes 1BY froRevdnt, hL5Hert & ifgaLd L .
such as wirel ess tel ephone n@ftmgr k%t ?ng?é&gcgéﬂlgﬁfand cither

begi eal |y at hi.s .and the other
o NP B LR PR LS S0 ot 0 o
i pent . .t.he. error-handling npdul e may enpl oy one
system s@%@%{# ge%%mlgf’gmtgl‘?ﬁ&c RHONP ASISICRRegi st ry of the
J2ME platformor the JSR- 211 Content Handl er for

recogni zing.certain native error events or certain
[0030] pr ob&i‘ﬁ’aetrf -hgpqing modules described above may also be used to track the

error events generated by mobile units. For example, during the product development phase
of a mobile unit, error handlers such as those described above may be used to report 'a:nd log
each error generated by the mobile unit. Such information may be useful in identifying
system problems and to aid in system troubleshooting. This information may also be useful
for deployed mobile units for similar reasons (allows system engineers to identify and fix

commonly encountered problems, etc.)

[0031] FIG. 2 illustrates a general block diagram of one possible mobile unit 200
constructed in accordance with the principles of the present invention including an error-
handling agent 211 as described above. As shown, mobile unit 200 may include a keypad 204

(for use by user 202) an event queue 206, an event queue application interface (API) 208,
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(Mul'tipurpose Internet Mail Extensions) types. If a

native application of the nobile unit would generate
wanwerssn nessage, that error nessage nay be PEPOB106000038

to an error-handling MDet, which, if it recognizes

the error event, may then capture the screen display

~ i tion
conol SGFALAGT EGR: HISGTHO SIS S ST SPoE GGt 20, sraphics

t speci ali st for provisioning and configurations
capture éﬁ iﬁ?}aﬁﬂgé@eﬁ@ 8i3el 2irhandet soseenrdispiay 2. modul es

descri bed above may al so be used to track the error
events generated by nobile units. For exanple, during

[0032] t he plm@nertiomvesntphemtuipn08 ofhich malyiineluda@iok ha® 6Eess to a
handl ers such as those descri bed above may be used to

native doeymiodd prodeduag rediddht I Q6L DATT ALY 1Yy tg@ﬁerﬂ?ab%r{y i%1r°]r8r message

unit. Such information may be useful i'n7identi

indioati & 5¢ aMoBRAR! SABAMN' Or Fdhils Y SIHM LY be'a%iglglgésiageo"may be

This information may e useful for de

4Rl it simlar Jreason al | ows syst.em .
COMIH eng‘%dntg’eérfgdrtrésicclI et}ﬂ%i Wd"gﬁglﬁ 3 ‘Q’Bjézlgrjﬁ’o?ﬂrg?ine%% F’@Pfédflay include
. 031] FIG 2 illustrates a genera
MIDletsB By REP Bﬂ’%ﬁt Fisky g J]BMJ% platierophed SRzl Qogent Handler. If the
constructed in accordance with the principles of the
eITor MesFags dhtecpgiviest ansia coredspolnding specefic entedind leirbg c@@ibn Zoutine is
11 as descri bed above. As shown, nobile unit 200 may

located witicih etier hakdigtr2id, 2R4pEEiEE eHSE rdiiting B8y l?eol%):td&f‘toee‘(/?ﬁ‘tt (Pseue 206
gueue 206, an event queue application interface (AP

r of ; , r 2 oani.t,i nodu )
G T error hani a2t ERe ki "Rt g’]f?k 214

C d a sgreen displa _ .
through PR AP o alule o BF sBefifit S5O sof ibtinotity b rewmoneve to
ss. to a ﬁgt i ve downl oad procedure resident

the scree?nrn oﬂ%\éf |a13c(1: Eﬁq’ct thicfg)aci VEIB nedtERCHOR Aowineols proyitige a beneficial

function (e.g., the processes are in synchronization with one another).

[0033] If the error correction routine is not having the desired effect, enor—haﬁdling
agent 211 may terminate the automated error correction process and initiate contact with a
remote operator for additional assistance. This may involve, for example, transmitting the
contents of screen stack 214 to remote operator so that remote operator may see the same

error messages as the user (discussed in more detail below).

[0034] Another type of agent module that may be implemented on a mobile device in
accordance with an embodiment of the present invention may include a user interface
translator agent (UI translator). The UT translator agent may be resident or otherwise installed

on a mobile device and may be used to simplify complicated user interface menus by
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i ndicative of a certain malfunction of nobile unit

200. This error nessage may be communi cated to error
woeewgsAizo on nmodul e 210, which, in certai n emrbedirmewN&000038

may i nclude MDlets using the PushRegistry of thhe J2ME

platformor the JSR-21 1 Content Handler. If the error

. . Mes.sa IS _recogn zed. and a carrespondj ng specific
providiflE SEHTied SefsGiioctr aar Gt FUTHICHE HAG OF 5E dasa dentiaeh and are more
.. error. handl er 210, the specific error routine may be
straightfoswardfooperateent queue 206 through event queue APl 208.
Error handler 211 nay nonitor the output of screen
stack 214 through capture APl 212 to ensure that the
[0035] speci ki operatiay, therlletrtisbaior ageni neay sinpdfp wildrweset Corplex user
screen output and that the specific error correction
interfacésonérintadlyl Bupd Q! £ kdithitichRehdtileddevidd 6 kéladifs the cdbfiflex user
processes are in synchronization with ‘one ano herg.

interfacé §Q83 ort éin JH@I‘PH@Q& Wit thé ﬁ’{?ibﬁg riéqué {Nﬂﬁ ati s?taﬁﬁﬁ%gg%c\fée%ggenerated

the desite ect, error-handlrng agent
rocess, and

lnate th t omat e rror correctio
by the LR dHE SHis PR e B abopbr ubrhabi bR iErAdFom an
. assistance. This _may involve, for exanple, .
applicatiops menp that ypoule) allew s usst to cposscwhish feattek t@ tetainen the resulting
. _renote operator so that renpte operator may see the
simplifiedhimteréace.oFomesamaplesa aser iy wiskrto have onlysatl featursdpeesent on the
detail below). [0034] Another type of agent nodul e
user interfagg (irsgyopkiend fRItRERE LRGHARa BléPhBhé BubBM! 16 @olddiete a call).
accordance with an enbod?g]nentéﬁglf t he pr eser?{n%iene\;/%ﬁat1 |1)on
: may i nclude a user interface translator agent (U .
0036] tranghakiglchse, IR8erthay EAOS iRb@icARH = | » basi
[ ] or othermfse ins?alﬁ%d onla noeﬁﬁgﬁg%gﬁﬁquﬁﬁﬁﬁﬁﬁﬁﬁﬁFe basis
[ [  gated. user interface S )
(or seledfffh LS pRRLcEs SRRSO b Eitattsf and Biohlent REusllied ser inertuce
interfaces that offer |ess features and are nore
that congqnilsaloag{t ﬁ’&r tga]maest ée%lﬁérlﬁf dhat particular user. After such a simplified

interface is created, it may be stored within the mobile device and invoked and provided in

place of the original, more complicated interface.

[0037] In a Java-based application, the Ul translator agent may include one or more
interface MIDlets that may suppress the original user interface and provide the simplified
version selected/created by the user. In this embodiment, the mobile device event dueue and

output display may be fully or partially controlled by the UI translator MIDlet.

[0038] Another type agent module that may be implemented on a mobile device in
accordance with an embodiment of the present invention includes a remote control agent. The

remote control agent may be resident or otherwise installed on a mobile device and may be
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[0035] In operation, the U translator agent may

sinplify otherwi se conplex user interfaces normally
wobawwsth7er30 a sophi sticated nobil e devi ce by repPatiiBz06/000038

the conplex user interface screen originally provided

with the nobile device with a sinplified screen

used O PR e bt AR ETm P bt B Bk e o
. applications menu that would allow a user to choose

various \iggseps nehiding Belpyer e ussrriognopsity penfiguré thy wiohie ideviee, perform
interface. For exanple, a user may wi sh to have only

troubleshadting tasitsuodslpedsatetthonser hboutsester feaufea o fulnictien. ,
options relating to entering a tel ephone nunber to
conplete a call). [0036] In this case, a user nay

[0039] sel ecln operationaeaisopPinia®I6quRBt assistRdt Wotn li’éhlf)t;@?{t Idkfied assistance
basis (or select fromsone predefined sinplified

ersonnélBye; ' Lhi i f :
personn ¢t GERE b IS P oSl TRBIL Bftok B ik e RBSimptished by
T rticular user. Aft.er.such a sinplified interface js .
selecting? 3 bl oBfion B o A0p OB Rl Rhiohnen 581 e ownes thenobile
devi invghed $ngnprovided i.n place of the original, nore
evice 10 AmPelpAsy iOF Ot eEVicq persgnmal pr pufeipateh serwive via the wireless
application, the U translator agent may include one
commura¢atigps dnk ondhd mobild/bitiet €n stiat embpdsngmps, dlssmbbide device may be
original user interface and provide the sinplified

connectedensomnaticuily &6 basihoteasiefondich g dusiRf sydtém!tBilsre or an emergency
enbodi nent, the nobile device event queue and out put

situation?.i splay may be fully or partially controlled by the U
ranslator MDiet. [0038] Another type agent nodul e
that may be inplenented on a nobile device in

o) 2C0" A0, B L SR SEE eSB!

ncl udes a renpte tontro
. ent y be resident or otherwise installed on a
mobile e andidenis carokay Be.dnpenyis fhncemicape agsn. ofn such
.systemspecialist to renotely control the nobile
embodimgais, dke fegrote operator may have the same or similar screen views on his or her
computer system as those produced by the mobile device along with the ability make menu
selections and other take actions as if the remote operator were the mobile device user. In this

way, the remote operator may remotely control the mobile device to assist the user in

whatever device related tasks the user requires assistance with.

[0041] For example, after communication is established with a remote operator the via
the remote control agent, the operator may remotely configure the mobile device to
accomplish a specific task for the user or to correct a problem the user may be experiencing

that he or she cannot otherwise fix.
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various reasons including helping a user to properly
configure the nobile device, performtroubl eshooting
woasle®75030 hel p educate the user about system PeatBr0e&000038
or function. [0039] In operation, a user may request
assistance fromrenotely | ocated assi stance personne
te control agent.

.~ by i nvoki an.i nsta of the re
[0042] 73 & RpUisE REHIOR riie BpPtS Gpmel AssnimA A B ptstisie with
an appllcatlons menu which, in turn, may connect the
the initighsgtun ofjth¢i mebiledevicen eFer axesiple, avhestaeser styiugehases the device,
personnel or automates service via the wrel ess
many customizati@redridortber isakopiions typicuilipineed theb etecfdd) Rih@ than perform
enbodi nents, the nobil e device nmay be connected

this cun@truiRs Ffb@bésymbﬁ)e ahé QBEH BaP RSSoRE Ahe S&hbte %anHf h%l?xt and merely
systemfailure or an emergency situation)

describelthe ﬁm&@'&eﬂ&mrﬁﬁﬁﬁn‘eﬁ%{?‘f@%@{ YLERARE RS neI ;}ésariii)rr who will

" proxy on e user e device an
In such

f e .devi ce..vi.a renote.control ag
contigultht ARERICSRENED o e 336 ot B dress R Seie e cprthe user
siml|ar screen views on his or her conputer system as
and may Hgic,gl frreling dhe myert #houhbew | feattresi adllusteate easit lnd Ieick ways to
ability make nenu sel ections and other take actions as
customizef thehmobdenteyiospe Thisofeature endyh enconlidecor @uilile U4sR! to hlﬁ}chase
this way, the renote operator nay renotely control

additionaiusioti gitioinGRodRtAhEl thEy dthervHSERohll DARRWENRE og ‘ﬁl‘iélﬁ@ to do.
rel ated tasks the user requires assistance Wt
[0041] For exanple, after communication is est abI i shed

[0043] W th B 4 SRRIRQPS), (})ﬁk&’cfont e r¥1'n t&‘ﬁtrBfg%ufren ?Eﬁgh?r%eboqe or more

agent, the operat may renotely con
control lgﬁy ggsﬁpétc@ﬁgc g n‘g% g]c?ﬂtzﬁﬁgl% inloﬁh]?/ %Sl\éc% g{s&%‘él::t :&gﬂgqs th or without
device display continuing to operate as it normally would). In such embodiments, the control
MIDet may initiate, monitor and coordinate communications with the remote operator. For
example, the remote control MIDlet may initiate a GPRS or CDMA communication channel

to the remote operator, monitor the communications and terminate the communications

channel after the session is complete.

[0044] In such an embodiment, part of the MIDlet function may include capturing the
current screen display and transmitting that display (along with any other pertinent device
informatidn) to the computer system of the remote operator. The control MIDlet may alsq
coordinate communications and transfer incoming commands issued by the remote user and

write them to the event queue of the mobile device. These commands may be queued by the
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that he or she cannot otherw se fix.[0042] Another

application of the renote control agent nay involve
wagsicarsaice with the initial setup of the nobi PET/IB2006/000038

device. For exanple, when a user first purchases the

devi ce, many custom zation and ot her user options .

. [ . be sel ected.. Rather th erform .
mobile § R ieNE5HA B rYBmateSRuRA froth tbe isalce husy Ypith oledhisreay, he
renote control agent and nerely describe the features

remote yser eqisqamiol Bieinerbilsdeyise imeldestivelyithe samewey es therdeviee user.
operator who will configure the device accordingly for
the user. This option eases the setup burden on the

[0045] user Tamdllfgyndenstood thasatthowgh ¢dmeinusgent alodules heve been described
features or illustrate easy and qui ck ways to

above ag segtacatt zatitidseharthéseanéiidscay HBicsmbRRE Y6 $ndMadk some or all of the
encourage or enable users to purchase additional

fonctiont e MR ARE A IRUBFE D140 YD Oeaibet B dhdgbfion, i win
' i he r te control .agent may include. one .
be undefB0d ik 8 ehfoF vhER: BeliRBumabL it SRy tq;a@li P e finctions
. control the npbile device event queue (wWith or wthou
describe fovg H?‘?E%Vl%lﬁ@i Huftrgtiewng pparateln i conjunotiaelyy and such
woul d). | n such enbodi ments, the control M Det may
embodimesty gratvethinthsiscepe efifbie posendimantoomuni cati ons with
the renote operator. For exanple, the renmote control
MDiet may initiate a GPRS or CDVA communi cation
[0046] chanidobrebeer; meemisodihents fieit abiethin MUDietsOds 4 fttion of a module may
conmuni cations and term nate the communi cati ons

be goverab@ B brtahtifdtardtRBos 858 ﬁi?é"cj}c?'\ﬁ %Hé?hifﬁs.e'F dr Qél?rig/el, ?x rl]\gﬁjl;lgtébased

an enbodi ment, part of the unction

. i . . di_spl.é dt smtt] ,
seent s R 08 By S St O R <G8 Bl Yubbion Ty, ob Mimrers
initial st%tggﬁa&/tnﬁé I_tl{)n ts%%%;%%oiflo i% zlge N Stleg{gggits tigi?ialrizeartrg;eor activation.

While in the paused state the MIDlet may be considered inactive. When invoked by a

management program the MIDlet may be initialized and change from the paused to active

state in which the MIDlet can perform its intended function.

[0047] - In some embodiments, if the MIDlet cannot be initialized it may immediately
move to the destroyed state. A MIDlet may be deactivated by transitioning from the active
state back to a paused state. A deactivated MIDlet may remain in the system as a process but
typically will release as many resources (such as memory) as possible to allow other active
processes to utilize those resources. Once a MIDlet is obsolete or outdated it may transition
from active or pause to destroy. In this case the MIDlet may receive a Boolean tag indicating

this MIDlet is not to be used or may be deleted from program memory altogether.
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coordi nate conmmuni cati ons and transfer incom ng

commands i ssued by the renpte user and wite themto
woheoe@mrs3d queue of the nobil e device. These ceamABLIL6/000038

may be queued by thenobile device and interpreted as

commands issued fromthe device's keypad. In this way,

the r te, user can control the npbile device in
[0048] 'Y oty 1§ Frensliora Thagbas s HEwcad Hiefhods doatp auomati
W || be understood that although certain agent nodul es
customigafiny gk apbylesdavigss framerddeds dpall dreeurdarstood shawraker, that the
_these nodul es may be conbined to include sone or al
foregoingfis tonty #llustrativeres thé ptihaples of thiededntion il @bat vafphei®dBlcations
M Dl ets descri bed above, hi addition, it wll be

can be madebgtihad dkittdd Rthe GirHRhSRchEHBUEGE 1R %cdgeCiti0Siri
sone or all of the functions é%scr?bed abovghﬁkégkg?ntOfﬂw

' iohNn ldee I QN . conjunct.. yel
inventioh 8 SRR, slHAEH S0 GRRAALT YBindR e A Piltorm e
. esent . invention. 6] Moreover, in enbodi ments i
specifiedtfy” prvidady aﬁlyl\/i)%eretség‘gﬁe PIOFPEIERE Jrnghagsdplagformy opeoperating
overned hy certain instantiation and life cycle
system l’g@h?ﬁ Psgdrf desiredr Aseardinaly, sachvembedintsatsedilbloprecogriyed as within
operate in one of three possible states, paused,
the scopg ef the@resentdesentioped. A MDiet's initial state may be
the paused state in which the MD et awaits
initialization or activation. Wile in the paused
[0049] state t he Rdtdohetkiley il theCIH B5RebihiB aRAt tME prédliiNnvention can
i nvoked by a managenent programthe M Dl et may be
be practicBd bl Yt S ' : L] stat e
practioRd by Rk Mt (1 FIARR S e NS trd RisBGhep e Biches of
: . ' mhodi.nents, if the M D et. cannot be
tostrarigs AL il TR0 S B mapegnl BSticg if Hen e Opischpite claims
thatfollstate. A MD et my be deactivated by transitioning
om the active state back to a paused state. A
deactivated M D et may remain in the systemas a
process but
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typically will rel ease as many resources (such as
menory) as possible to allow other active processes to
waddeioze23b hose resources. Once a M Dl et is obsBCEIB2006/000038
outdated it may transition fromactive or pause to
destroy. In this case the MD et may receive a Bool ean
Wht'tgaﬁ i@di_cating this MDlet is not to be used or may be
IS GABCEHP f r om program nenory al t oget her. [0048] Thus, it
is seen fromthe above that systens and net hods for
the automatic custom zation of nobile devices are
provided. It will be understood, however, that the
1. Aovystgoi iy awgomatioallyl installingt ddditionkl tofewsei applipdtRmsn a mobile
the invention and that various nodifications can be
device daBfpeisiig: t hose skilled in the art w thout departing
fromthe scope and spirit of the invention. For
I

ST PPN SR oL Bl
B8 LAY SRR 0l i 282 B

.enmbodi nents will be recognized as within the scope of
output igfgEngftansapd i nvention. [0049] Persons skilled in the
art will appreciate that the present invention can be
or imstall egentbypenitively ¢dupied: toethe gaeud sbowpiobliff@Nine, install agent
whi ch are presented for purposes of illustration

configuredtib efioritdd th® Cote éﬁ&%?ﬁt}%ﬁcﬁtﬁﬁ?tsu&m thaP rvﬁﬁ:t‘ﬁnﬁle contents of the
y |

invention is limted only e clains tha

i i i S . S r . .
o SRR | SoRb BT GSioni ATE B Lo, e movite i
. applicati.ons on a.nohjle device copprising: a gueue
capturin R oSG SR e P HORA o G AP e commands f
external application; an output buffer coupled to a
the queug such that thp desired pppligasion dsauwemptinally destalledng gr aphi cal

2. The system of claim 1 wherein the install agent includes a MIDlet.

" 3. The system of claim 1 wherein the output buffer includes a screen stack.

4. The system of claim 1 wherein the queue includes an event queue.

5. A system for handling errors generated in a mobile device comprising:
a queue for storing commands received from a keypad or external application;
an output buffer coupled to a display on the mobile device for receiving graphical

output information;
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out put information; and an install agent operatively

coupl ed to the queue and output buffer, the install
wagessto7sonf i gured to nonitor the content of theCcouswos00003s

buffer such that when the contents of the out put

buffer indicates a software application is being

.nstal l.ed. on t he hil e device,.ca ring.the install
?ﬁr@?n‘%licflw % ﬁ?‘?rﬁg’a t Y6t OH5EAo8, gé\ﬁ&e \Kﬁg‘?bclgn@evw@ the control
... appropriate commands to the queue such that the
cirouttry senitesigedhiopBscEAts am efrer mgssean hen al mobitesderi¢emalfgnctipheceurs;
systemof claim1l wherein the install agent includes a
and MDl et. 3. The systemof claim1 wherein the out put
buffer includes a screen stack. 4. The system of claim

dn eher Ramling & gehiesierativelyuedpleintoethe Nuels iBputbuffer and control
system f-or handling errors generated in a nobile

circuitryl @4é Grof qg?gfrirl?% rdgént acogﬁgl.:d%d f8 rre@éi?é iaGp S G %g _Sﬁ'Oéﬂ the control

recei ved eypa ext erna ica
T huf f e oupled to a display on the bile .
cireuitrfiePgeripe FheBO i Srigr Sisfhaar tsaypiee ANdPattoRspecific eror

. control_.circuitry the coordi nates the operation of the
handhngw’ff’b‘?m%lfd:é?/?’&%ﬁ mefragesAesosnizedr cuitry configured to
generate an error nessage when a nobile device
mal f uncti on occurs; and an error handling agent
operatively coupled to the queue, output buffer and

6. Tonyse of dlgiti 5 herd the efof RindliaBdbémds AFERE c6 e HoSHonitor
to receive error nessages fromthe control circuitry

the outp@BLfti £5 BHASHNBLSNEBhdf i | nized .

pand to 1I ocg:ig\t e a specl fl ?%%@E%?%%ﬁ%ﬁ?%gd ?%ﬁ'tr“ i%ﬁg‘g?fmi Jggorting
informaffdd hnsHreatdSns %utrp%f: glgf?érza%g ‘write the appropriate commands to the event
queue responsive to the output buffer information such that encountered error is substantially

automatically corrected.

7. | The system of claim 5 wherein the error handling agent is conﬁgured‘to confirm that
the specific error handling routine substantially corrected the malfunction indicated by the

€ITor message.

8. The system of claim 7 wherein the error handling agent is further configured to connect to
an remote system operator if the specific error handling routine fails to substantially correct
the malfunction indicated by the error message.

9. The system of claim 8 wherein the error handling agent includes a MIDlet.
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6. The systemof claim5 where the error handling
agent is further configured to nonitor the output
wouabddems23d a specific error handling routine i 8CioBRIEE003S
~and capture the error reporting information
transferred to the output buffer and wite the
appropriate commands to the event queue responsive to
the out put buffer information such that encountered
error is_substantially automatically corrected. 7. The
10.  Theysystem 6f clamy $nveherpiribe AMiPletseempley Hhn dlushigegisionof itke J2ME
configured to confirmthat the specific error handling
platfornr owithie ABR A1 b SToabanit Mahglec for remigettitgwm aredringssdgeon
i ndicated by the error nessage. 8. The system of claim
7 wherein the error handling agent is further
configured to connect to an renote systemoperator if

11 A sfm SRGlofizBE b¥sol 1Fab OG0 h AR Al B bSmbsing. by the

tantirally Correct t nctionin
error .nessage. 9. The syst of .claim 8 wherein.the
SRl PR ot FrR BT 4 KEr i et aeb iy b
of claim9 wherein the MD ets enploy the PushRegistry
a8 oytput buffgr qoupledderm displayeon) tr-mobile deview fior 1eaeidlingr graphical
for recognizing an error nmessage. 11. A systemfor
output infosnaidnzemly a user interface on a nobile device
conprising: a queue for storing conmands received from

a Heyfre teihskreigen! capd eRtHORieRMrUbRPLt D¥fEehe interface
coupled to a display on the nobile device for

translatdr 8661t o g SHeA B & Blve QU Rl tdufe impli

ransta I nCerf gcegl%%ansr ator gg@‘ﬁ‘“ﬁ%’%}f {e% C{ugﬂ? ﬁ@mgrﬁgﬁea Sa{rr?ghﬁed user

. 0 ut.buffer., the interface translator age .

itertaod S5 P < torbilE AR g O e GBRed njerface 1o the
create sinplified user, _

output buffer thereby replacing an original interface screen with the simplified user interface

screen such that the simplified user display screen is displayed when the mobile device is in

use.

12. The system of claim 11 wherein the interface translator agent includes a MIDlet.

13.  The system of claim 11 wherein the output buffer includes a screen stack.

14.  The system of claim 11 wherein the queue includes an event queue.

15. A system for remotely controlling a mobile device comprising:

a queue for storing commands received from a keypad or an external application;
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interface screen based on received conmands and
transmt the sinplified interface to the output buffer
woOhere@may230 epl aci ng an original interface screeRCWiIBIV06/000038
the sinplified user interface screen such that the
sinplified user display screen is displayed when t he
he s Ia|n111

%8}1%’% k" Eairled B & elaiCim, 8 RO ey e Gndoiring sraphical

Dl et. 13. The system of claimllwherein the output

oum“BEFW@Fm%ﬁéﬂudes a screen stack. 14. The system of

claim 1l wherein the gueue includes an event queue.
4 Sem@tesgomtrehmgent qoepiet éb ythe gqnéueohid ngtpat buffed, éheleathéte control
conprising: a queue for storing conmands received from

agent canfi@irpddo Odoodding¥ t @niddnicdhi Gahi # 'ielﬁﬁteo%é?b‘tbr bl f @insmit the
coupled to a display on the nmobile device f

contentd GGRE Xhtﬁgt BURRRY Al relgl terOps Edt&f AL P otgtgger?to% (fﬁrrag/ e:f)serve the

cont r ol agent coup ueueé an
ur.ed to coordin

o S o B R B S PPEoh o  r

contents of the output buffer to the renote operator
OPCTatO%ﬁWPFFa?Om@%@Ser%%%ﬁQm thayremptsepnesatonto theequeue such that the
interface displayed by the nobile device and receive
remote epsratoirhas aohlpelover timmdtelerdeniste operator and wite
commands received fromthe renpte operator to the
gueue such that the renote operator has control over
the nobil e device. 16. The system of claim 15 wherein

16. The @?stélﬁWkﬁlﬁqgt&@r61QQ%do%+1dﬁ%§ %1%: Mr@hlﬁes a Mmy The

system of claim 15 wherein't | nc udes
a screen stack. 18. The system of claim 15 wherein the

queue includes an event queue.

17.  The system of claim 15 wherein the output buffer ineludes a screen stack.
18. The system of claim 15 wherein the queue includes an event queue.

19. A method for automatically installing additional software applications on a mobile
device comprising:

storing commands on a queue received from a keypad or an external application;

receiving graphical output information in an output buffer coupled to a display on the
mobile device; and

monitoring the content of the output buffer with an install agent such that when the

contents of the output buffer indicates a software application is being installed on the mobile
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19. A nmethod for automatically installing additiona
software applications on a nobile device conprising:
wetareiosp3comands on a queue recei ved from a kegpas006/000038
an external application; receiving graphical output
information in an output buffer coupled to a display
. on the bi.l e device; .and. nonjtoring .t cont ent, of ]
device, (Gaptugiig IBEFPIS e‘Pf%nFHO%ﬂ?%gh%uqmﬂlg ebﬂr%feeg VHADS \@ppropriate
the contents of the output buffer indicates a software
commangsip ithequeyn sich thei the desirsd abpliastion is Aomatisiallg destalted,
capturing the install information fromthe output
buffer and witing appropriate conmands to the queue
such that the desired application is autonatically

20. THeREBbA Bflclaid®19 WiBreifPinB @sktAlf agdhindlulils Whamaih t he
install agent includes a MEDiet. 21. The nethod of

claim19 wherein the output buffer stores at | east

sonme graphical output information in a screen stack.

22. Th hod .of, cl.aim 19 erein the queue stores, at
21 TRinghd3 steiag memﬂp%ﬂuwﬁgw§%&%@ atJeast o ghaphical output
. tor,handlin% errors generated in a nobile device
informatigny 4 sqreqs stagkor i ng conmands on a queue received from

a keypad or an external application; receiving

graphi cal output information in an output buffer

coupled to a display on the nobil e device;

22.  TkORkediodadfichmt ewhgematht Qlew stbR§ aMRAL Snfleddntfaistil an event
control circuitry, the control circuitry conflgured to

queue. 9€NEr ate an error nessage when a nobil e device
mal functi on occurs;

23. A method for handling errors generated in a mobile device comprising:
storing commands on a queue received from a keypad or an external application;
receiving graphical output information in an output buffer coupled to a display on the
mobﬂe device;
coordinating the operation of the mobile device Witﬁ control circuitry, the control
circuitry configured to generate an error message when a mobile device malfunction occurs;
and
receiving an error message with an error handling agent, the error message being
received from the control circuitry, the error handling agent determining whether the error
message is recognized and locating a specific error handling routine if the error message is

recognized.
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and receiving an error nessage wth an error handling

agent, the error nessage being received fromthe
woanierogs23ei rcui try, the error handling agent PCT/IB2006/000038

determ ni ng whet her the error nessage is recogni zed

and locating a specific error handling routine if the

ror _Jqessage is, recognjzed. 24. The nethod.of claim 23
2. TRemSOT R B WRRD e G anling asen ot (e Sabl bufforif
Jouffer if _a specific error handling routine is |ocated
a speciff, $rion epdlaag powimsy isolocsted dindi eagtures dranarrpiaeporting information
transferred to the output buffer and wites the
transferegd oot autputclonffrarmid writes Hhe epproprigisecemmesdsons ihéeevet queue
the out put buffer information such that encountered

respons®er tor theSo@phis baffed alfbimalehoshi Gt lecGREEE (Br i€ Substantially
The nmethod of claim 23 wherein the error handling

automatﬁgﬁ?koﬁ‘-@&éd.rns that the specific error handling

routi ne substantially corrected the mal function
i ndicated by the error nessage. 26. The system of
.claim 25 wherein the error handling agent connects to

renpte systemoperator if the specific error
25. ﬁm?%ﬂﬁé HSTiTNeS Pheren fhe métaaﬂﬁm&agqnt confimag thahthe specific
mal function indicated by the error nmessage. 27. The
error hardlimganyigie ibsiantially cvrected thetthalfiicBbe irsliengl oy thleeror message.
PushRegi stry of the J2ME platformor the JSR-21 1
Content ‘Handl er for recognizing an error nessage. 28.
A nmethod for custom zing a user interface on a nobile
26. Thelgystén® o QI 5 Reredt! QL
‘ r?ééei ved froma kg)‘/apa oe?&g%ﬁ@%ﬂ%‘?%g@eﬁpgpp [ %g?iaorne;mote system
operator ng ?ﬁé Xﬁé@gﬁcg [rﬂggrh b%l%img :’%tg‘ﬁtﬁ%yfaﬂ% (%{) %g'gslt;%{]ciallll; c%?regtu ‘Ehpe urhalfunction

er- coup

indicated by the error message.

27. 'The system of claim 26 wherein the MIDlets employ the PushRegistry of the J2ME

platform or the JSR-211 Content Handler for recognizing an error message.

28. A method for customizing a user interface on a mobile device comprising:
storing commands on a queue received from a keypad or an external application;
receiving graphical output information in an output buffer coupled to a display on the
mobile device; and
receiving with an interface translator agent commands from the queue and creating a
simplified user interface screen based on received commands and transmitting the simplified

interface to the output buffer thereby replacing an original interface screen with the simplified
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nobi |l e device; and receiving with an interface
transl ator agent commands fromthe queue and creating
wa 2806rp5236 1 ed user interface screen based on r eCEIB®A6/000038

conmands and transmitting the sinplified interface to
t he out put buffer thereby replacing an origina

. ipterface screen,wWi.th.t sinplifieduser jnterface
user intl BB e E R HnRUiAT Pl i roca & B1sBUAYS& b tegmobile
. .di splayed when the nobile device is in use. 29. The
device i} WS of clai m 28 wherei n the output buffer stores at
| east some graphical output information in a screen
stack. 30. The nethod of claim 28 wherein the queue
stores at |east sonme commands in an event queue. 31. A

29.  Theinbthdd foficlait st wheteibaRE b@tbl BER sPREN 4t9eREYAEE eraphical output
conprising: storing commands on a queue recei vell From

informaBoKBYPadelst2R €xternal application; receiving
graphi cal output information in an output buffer

coupled to a display on the nobile device; and
coordi nati ng communi cation with a renote operator and
transm tting the contents of the output buffer to the
30. Themgthed 9 sl g Vhetsinghe gueusniieres goleastsbmegentmandstin an event
that renote operator may observe the user interface
queue. di spl ayed by the nobil e device and receive
comuni cations fromthe renote operator and wite
commands received fromthe renpte operator to the
gueue such that the renote operator has control over

31. Aﬂb@hdm%f&ndi@lyicﬁ olﬁﬁ%am:ilg%te?jﬁgcg&ﬁl'ai M 3 1 wherein

the renote control agent 1 ncludes a et .

storing commands on a queue received from a keypad or an external application;

receiving graphical output information in an output buffer coupled to a display on the

mobile device; and

coordinating communication with a remote operator and transmitting the contents of
the output buffer to the remote operator through a remote control agent such that remote
operator may observe the user interface displayed by the mobile device and receive

communications from the remote operator and write commands received from the remote

operator to the queue such that the remote operator has control over the mobile device.
32. The method of claim 31 wherein the remote control agent includes a MIDlet.

33." The method of claim 31 wherein the output buffer stores at least some graphical output

information.in a screen stack.
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33. ' The nethod of claim3 1 wherein the out put
buffer stores at |east sone graphical output
wonbwrorst3oon in a screen stack.34. The net hod 8€TaBANEV00038

3 1 wherein the queue stores at |east sone commands in
an event queue. 35. In a wreless conmunication
system a nethod for automatically installing

addi ti onal software applications on a nobile device

conprising: storing a plurality of install agents on a
34. Th%wﬂ?@ds@?%m 3hwheisin halquguaigees iah tpasirsonres¢ahhamdyantan event
stored on the nobile device with at | east one of the
queve. j nstall agent fromthe server; and using the install

agent to nonitor the content of the an output buffer
on the nobile device such that when the contents of
the output buffer indicates a software application is

QYo P [ ice, captyri.ng the .. . .
3. I R BBl Sl Pt B anrb A alng agtiona
appr.opriate co ngds.to the queue such that the
Sommeo%’%?lfﬁt?nﬁﬁﬁlai%‘%o%vicg COUPYREEi cal ly installed. 36. In
.a Wreless communi cation system a nmethod for handling
storigg p phgalyfyeé instadbpgentsonpopinbts sgsverce conpri si ng:
storing a plurality of error handling agents on a

periqdegably eipdatingan installi apghtcsadriey ouphatriobile dovies ixath Hasdt biWof the
agent stored on the nobile device with at | east one of

install agehefrofrthe siaacdbhdg agents fromthe server; and using
the error handling agent to coordinate the operation

l%finé it iHEtQilla%e&et\éiIﬁ&ﬁygrgﬁe content of the an output buffer on the mobile
device such that when the contents of the output buffer indicates a softwére application is
being installed on the mobile device, capturing ’the install information from the output buffer
and Writing appropriate commands to the queue such that the desired application is

automatically installed.

36. In a wireless communication system, a method for handling errors generated in a
mobile device comprising:
~ storing a plurality of error handling agents on a remote server;
periodically updating an error handling agent stored on the mobile device with at least
one of the error handling agents from the server; and
using the error handling agent to coordinate the operation of the mobile device with
control circuitry, the control circuitry configured to generate an error message when a mobile

device malfunction occurs; and
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control circuitry, the control circuitry configured to
generate an error nessage when a nobile device
woabdeinsa3p on occurs; andreceiving an error nmesBagaBné/noo3s
an error handling agent, the error nmessage being
received fromthe control circuitry, the error
handl.i.ng agent determ nj ng whether the error nessage
| ORLTBE ST APRFAESCHIR A o8 paeqling agsh dhe ERERIRERSe being
. rautine if the error nessage is recognized. 37. A
received; fppheecopirel caetifgc tedwtpr drundling aggnb Idetenmpitiingrwikther the error
sof tware program when executed on the nobile device
message Bustogpizedeandolotitingdevpecifid areinintibig thginedn tiRNér@f méfage is
out put buffer such that when the contents of the
recognizwdt put buffer indicates a software application is
being installed on the nobile device, capturing the
install information fromthe output buffer and witing

appropriate conmands to the queue such that the
omatically installed. 38. A .

desired application is a

37. A S%%‘f’ EREFEHRS &‘f"é{&&ﬁ‘f %%?ﬁ&gﬁﬁme@%% oftw apgprogrAm when executed
sof tware program when executed on the nobile device

on the raghily deyiteneausive:tie meobile slgviom to onerdtoeithe canterrafom output buffer
message generated by the nobile device and determ ne

such thattvednethetdoateats of theemamgebiifter rindioged aadfiant: kegiRatios i@ being
specific error handling routine if the error nessage

installedi én BRCOEBI 86kice3 Lapthtifg 3 Iﬂé@ﬂleinﬂfrﬁﬂfi@r??%@n ﬁ{e‘g‘{)}!ﬁ)ﬁ)’t&buffer and

wherein the software programnonitors the out

iti iod | |4 Q ndl.ing routine j.s located.

writing BHESEId LSRRG oL AR R RLE Sn LOSE S

iIlStaIICdtransferred to the output buffer and wites the
appropriate conmands to a queue that are substantially

responsive to the output buffer information such that
encountered error

38. A software program recorded on a tangible medium, the software program when
executed on the mobile device causing the software program to receive an error message
- generated by the mobile device and determine whether the error message is recognized and

“locating a specific error handling routine if the error message is recognized.

39. The software program of claim 38 wherein the software program monitors the output
buffer if a specific error handling routine is located and captures the error reporting
information transferred to the output buffer and writes the appropriate commands to a queue
that are substantially responsive to the output buffer information such that encountered error

is substantially automatically corrected.
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is substantially automatically corrected. 40. A
software program for custom zing a user interface on a
woubiclogsaevi ce, the software program when exeedrasz006/000038

creating a sinplified user interface screen based on
recei ved conmands and transmtting the sinplified

40 Ai né;{rface to 2n out pyt, buffer on the nobil e device

- ASREPEIR PTG, YT YISIORIEAE §i HaT Interfaceroice mabilealeviges the software

the sinmplified user interface screen such that the

prograngj Yypen fexeehiterd egreatingph sgjmphified nis¢rs idérfmleasaeeknbeasedt bie received
nmobil e device is in use. 41. ‘A software program for

commandsrantietapsimitting thd simglifiedrbitérfRe de vh @@tput BEIEIOSE WRMBobile device
program when executed, coordi nating comuni cations

thereby \(i)\éfaﬁlﬁbiﬁg b R ofha® RREARQ scided \{liﬂﬁ :ﬂrcsgsiilglg).ﬁﬁgd 'ilg% iglﬁegi‘a?g %T%F%n such

an out put” buffer of the no vice t

T R e AU

wite conmands to a command queue received fromthe
renote operator such that the renote operator has

control over the nobile device.
41. A software program for remotely controlling a mobile device, the software program,

when ex(ecuted, coordinating communications with a remote operator and transmitting the
contents of an output buffer of the mobile device to the remote operator such that the remote
operator may observe the user interface displayed by the mobile device and write commands
to a command queue received from the remote operator such that the remote operator has

control over the mobile device.
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