
1 INFORMATION PROCESSING DEVICE,
INFORMATION PROCESSING METHOD, PROGRAM
AND COMMUNICATION SYTEM BACKGROUND OF THE
INVENTION 1. Field of the Invention
[0001]             The present invention
relates to an information processing
device, an information processing method,
a program and a communication system. 2.
Description of the Related Art [0002] 



Electronic money systems, security
systems and so on commonly use
non-contact type IC cards equipped with
reader/writers and IC chips capable of
non-contact communication. Further, in
recent years, mobile terminals are being
developed that are equipped with these
non-contact type IC chips and are capable
of communication with reader/writers.
[0003]             The IC cards are
required to securely manage user data
that is necessary in order to use a
variety of services. A method is
disclosed, for example in Japanese Patent
Application Publication No.
JP-A-2000-36014, in which, in order to
prevent tampering with or stealing of
management information stored on the IC
card in order to manage user data, the
management information is encrypted and
transmitted to the IC card. Further, a
method is disclosed, for example, in
Japanese Patent Application Publication
No. JP-A-2000-36021, in which, in order
to improve security, such as data
confidentiality, area definition areas
and service definition areas used to
manage a user data storage area have a
hierarchical structure, and each
definition area is locked with a key.
Additionally, a method is disclosed in  2
Japanese Patent No. 3890602, in which, to
control access to data in the IC card,
access authority is assigned to a
plurality of area definition blocks that
define use of a user block. In addition,
a method is disclosed, for example, in
Japanese Patent Application Publication
No. JP-A-10-020780 and in Japanese Patent
Application Publication No.
JP-A-10-327142, in which a plurality of
authentication keys and random numbers
are used to perform mutual authentication
between the IC card and the
reader/writer. SUMMARY OF THE INVENTION
[0005]             In recent years, a
plurality of encryption methods have been
proposed as encryption algorithms for the
secure transmission of data. Particularly
and most recently, to replace the
generally previously used standard
encryption method Data Encryption
Standard (DES), a more reliable Advanced
Encryption Standard (AES) is being more
commonly used. 



[0006]             However, the
technologies disclosed in the above 5
patent specifications do not assume a
case in which a single IC card is
compatible with a plurality of encryption
algorithms (encryption methods). If a
single IC card is not compatible with a
plurality of encryption algorithms, the
following problems occur. [0007]
For example, a service providing company
providing a service using an IC card
cannot select an encryption algorithm for
use from a plurality of encryption
algorithms, and cannot use a plurality of
encryption algorithms concurrently.
Further, services from a plurality of
service providing companies who have
selected different encryption algorithms
cannot be provided on a single IC card.
3 [0008]               In addition,
sometimes a given service providing
company may wish to switch from a
currently used encryption algorithm to a
new encryption algorithm (switch from
using DES to using AES, for example). In
such a case, using known technology, it
is necessary to recover IC cards that are
compatible with the previous encryption
algorithm (DES) and distribute IC cards
that are compatible with the new
encryption algorithm (AES). For this
reason, it is not possible to smoothly
switch the encryption algorithm used with
the IC card, resulting in large amounts
of effort, time and cost required to
switch over the algorithm. [0009] 



To address this, the present invention
allows a single information processing
device that is capable of non-contact
communication to be flexibly compatible
with a plurality of encryption methods.
[0010]              According to a first
aspect of the present invention, there is
provided an information processing device
comprising: a data storage portion that
has at least a first storage area storing
first management information
corresponding to a first encryption
method and that is capable of storing
user data used in a particular service
using non-contact communication and
management information used to manage the
user data in different storage areas for
each of a plurality of different
encryption methods; an issuing
information receiver that receives
issuing information that is encrypted
using the first encryption method from an
issuing device that delivers the issuing
information to issue second management
information corresponding to a second
encryption method; an issuing information
decryption portion that decrypts the
received issuing information with the
first encryption  4 method, based on the
first management information
corresponding to the first encryption
method that is stored in the first
storage area of the data storage portion;
and a management information issuing
portion that, based on the decrypted
issuing information, issues the second
management information corresponding to
the second encryption method and stores
the second management information in a
second storage area in the data storage
portion. [0011]            The storage
area of the data storage portion may have
a hierarchical structure formed of a
section definition area that is
established for at least each of the
plurality of encryption methods with
which the information processing device
is compatible, and of at least one area
definition area that belongs to the
section definition area. The management
information may include at least section
definition information that is stored in
the section definition area, and area
definition information that is stored in
the area definition area, and the first
storage area of the data storage portion
may include at least a first section
definition area that stores first section
definition information corresponding to
the first encryption method. The first
management information may include at
least the first section definition
information, and the first section
definition information may include a
first key used for authentication to
access the first section definition area
and identification information for the
first encryption method. The issuing
information, as the second management
information, may be section issuing
information used to issue second section
definition information corresponding to
the second encryption method, and the
section issuing information may include a
second key used for authentication to
access a second section definition area,
and identification information for the
second encryption method. The information
processing device may further include: a
mutual authentication portion  



5 that performs mutual authentication
with the issuing device with the first
encryption method, using the first
encryption method identification
information stored in the first section
definition area. When the mutual
authentication performed by the mutual
authentication portion is successful, the
issuing information receiver may receive
the section issuing information from the
issuing device, the section issuing
information being encrypted with the
first encryption method using the first
key, the decryption portion may use the
first key stored in the first section
definition area to decrypt the received
section issuing information with the
first encryption method, and the
management information issuing portion,
based on the decrypted section issuing
information, may issue the second section
definition information that includes the
second key and the second encryption
method identification information, and
store the second section definition
information in the second section
definition area that is the second
storage area of the data storage portion.
[0012]       According to a second aspect
of the present invention, there is
provided an information processing device
comprising: a data storage portion that
has at least a first storage area storing
first management information
corresponding to a first encryption
method and that is capable of storing
user data used in a particular service
using non-contact communication and
management information used to manage the
user data in different storage areas for
each of a plurality of different
encryption methods; an issuing
information receiver that receives
issuing information that is encrypted
using the first encryption method from an
issuing device that delivers the issuing
information to issue second management
information corresponding to the first
encryption method; an issuing information
decryption portion that decrypts the
received issuing information with the
first encryption  6 method, based on the
first management information
corresponding to the first encryption
method that is stored in the first
storage area of the data storage portion;
and a management information issuing
portion that, based on the decrypted
issuing information, issues the second
management information corresponding to
the first encryption method and stores
the second management information in a
second storage area in the data storage
portion. [0013]      The storage area of
the data storage portion may have a
hierarchical structure formed of at least
a system definition area established
corresponding to each of a non-contact
communication system with which the
information processing device is
compatible, at least one section
definition area for each of the plurality
of encryption methods with which the
information processing device is
compatible, the section definition area
belonging to the system definition area,
and at least one area definition area
belonging to the section definition area.
The management information may include at
least system definition information that
is stored in the system definition area,
section definition information that is
stored in the section definition area,
and area definition information that is
stored in the area definition area, and
the first storage area of the data
storage portion includes at least a first
system definition area that stores a
first system definition information
corresponding to a first non-contact
communication system and a first section
definition area that stores first section
definition information corresponding to
the first encryption method, the first
section definition area belonging to the
first system definition area. The first
management information may include at
least the first system definition
information and the first section
definition information, the first system
definition information including a first
system code indicating the first
non-contact communication system, 



7 and the first section definition
information including a first key used
for authentication to access the first
section definition area and
identification information for the first
encryption method. The issuing
information, as the second management
information, is system issuing
information to issue second system
definition information corresponding to a
second non-contact communication system
and second section definition information
that belongs to the second system
definition information and that
corresponds to the first encryption
method, and the system issuing
information may include a second system
code indicating the second non-contact
communication system and a second key
used for authentication to access the
second section definition area. The
information processing device may further
include: a key storage portion that
stores an authorization key to newly
issue the system definition information;
and a mutual authentication portion that
performs mutual authentication with the
issuing device with the first encryption
method, using the first encryption method
identification information stored in the
first section definition area. When the
mutual authentication performed by the
mutual authentication portion is
successful, the issuing information
receiver may receive the system issuing
information encrypted with the first
encryption method using one of the first
key and the authorization key from the
issuing device. The issuing information
decryption portion may use one of the
first key stored in the first section
definition area and the authorization key
stored in the key storage portion to
decrypt the received system issuing
information with the first encryption
method, and the management information
issuing portion, based on the decrypted
system issuing information, may issue the
second system definition information that
includes the second system code and the
second section definition information
that includes the second key and the
first encryption method identification
information, and  store the second system
definition information and the second
section definition information in the
second system definition area and the
second section definition area
respectively, the second system
definition area and the second section
definition area being the second storage
area of the data storage portion. [0014]
The first storage area and the second
storage area of the data storage portion
may respectively store the first
encryption method identification
information and the second encryption
method identification information. The
information processing device may further
include: a communication portion that
performs non-contact communication with a
service provider device that delivers the
particular service; and a mutual
authentication portion that, when an
authentication request is received from
the service provider device by the
communication portion, based on one of
the first and the second encryption
method identification information stored
in one of the first and the second
storage area, selects the storage area
corresponding to an encryption method
specified by the authentication portion,
and uses the management information
stored in the selected storage area to
perform mutual authentication with the
service provider device with the
encryption method specified in the
authentication request. [0015]
The information processing device may
further include: a communication portion
that performs non-contact communication
with an external device; and an
encryption processing portion compatible
with the plurality of encryption methods
that encrypts and decrypts, with one of
the plurality of encryption methods, data
communicated by non-contact communication
by the communication portion. Using the
encryption processing portion, the
issuing decryption portion may decrypt
the issuing information received from the
issuing device with 



9  the first encryption method. [0016]
The first encryption method may be a
single representative encryption method
that is selected from among the
encryption methods with which the
encryption processing portion is
compatible, and the first encryption
method may be more reliable than the
second encryption method. [0017]
The information processing device may be
one of an IC card and a mobile terminal
equipped with an IC card portion capable
of non-contact communication with an
external device. [0018]
According to a third aspect of the
present invention, there is provided an
information processing method comprising
the steps of: storing, by an information
processing device, first management
information corresponding to a first
encryption method in a first storage area
of a data storage portion that is capable
of storing user data used in a particular
service using non-contact communication
and management information used to manage
the user data in different storage areas
for each of a plurality of different
encryption methods; receiving, by the
information processing device, issuing
information that is encrypted using the
first encryption method from an issuing
device that delivers the issuing
information to issue second management
information corresponding to a second
encryption method; decrypting, by the
information processing device, the
received issuing information using the
first encryption method, based on the
first management information
corresponding to the first encryption
method stored in the first storage area
of the data storage portion; and issuing,
by the information processing device,
based on the decrypted issuing
information, the second management
information 



10 corresponding to the second encryption
method, and storing the second management
information in a second storage area of
the data storage portion. [0019]
According to a fourth aspect of the
present invention, there is provided an
information processing method comprising
the steps of storing, by an information
processing device, first management
information corresponding to a first
encryption method in a first storage area
of a data storage portion that is capable
of storing user data used in a particular
service using non-contact communication
and management information used to manage
the user data in different storage areas
for each of a plurality of different
encryption methods; receiving, by the
information processing device, issuing
information that is encrypted using the
first encryption method from an issuing
device that delivers the is.suing
information to issue second management
information corresponding to the first
encryption method; decrypting, by the
information processing device, the
received issuing information using the
first encryption method, based on the
first management information
corresponding to the first encryption
method stored in the first storage area
of the data storage portion; and issuing,
by the information processing device,
based on the decrypted issuing
information, the second management
information corresponding to the first
encryption method, and storing the second
management information in a second
storage area of the data storage portion.
[0020]       According to a fifth aspect
of the present invention, there is
provided a program that comprises
instructions that command a computer to
perform the steps of: storing first
management information corresponding to a
first encryption method in a first
storage area of a data storage portion
that is capable of storing user  11 data
used in a particular service using
non-contact communication and management
information used to manage the user data
in different storage areas for each of a
plurality of different encryption
methods; receiving issuing information
that is encrypted using the first
encryption method from an issuing device
that delivers the issuing information to
issue second management information
corresponding to a second encryption
method; decrypting the received issuing
information using the first encryption
method, based on the first management
information corresponding to the first
encryption method stored in the first
storage area of the data storage portion;
and issuing, based on the decrypted
issuing information, the second
management information corresponding to
the second encryption method, and storing
the second management information in a
second storage area of the data storage
portion. 



[0021]       According to a sixth aspect
of the present invention, there is
provided a program that comprises
instructions that command a computer to
perform the steps of: storing first
management information corresponding to a
first encryption method in a first
storage area of a data storage portion
that is capable of storing user data used
in a particular service using non-contact
communication and management information
used to manage the user data in different
storage areas for each of a plurality of
different encryption methods; receiving
issuing information that is encrypted
using the first encryption method from an
issuing device that delivers the issuing
information to issue second management
information corresponding to the first
encryption method; decrypting
the-received issuing information using
the first encryption method, based on the
first management information
corresponding to the first encryption
method stored in the first storage area
of the data storage portion; and issuing,
12 based on the decrypted issuing
information, the second management
information corresponding to the first
encryption method, and storing the second
management information in the second
storage area of a data storage portion.
[0022]        According to a seventh
aspct of the present invention, there is
provided a communication system
comprising: an issuing device; and an
information processing device that is
capable of communication with the issuing
device. The issuing device includes: an
issuing information encryption portion
that encrypts with a first encryption
method issuing information used to issue
second management information
corresponding to a second encryption
method; and an issuing information
transmitter that transmits the issuing
information encrypted with the first
encryption method to the information
processing device. The information
processing device includes: a data
storage portion that has at least a first
storage area storing first management
information corresponding to the first
encryption method and that is capable of
storing user data used in a particular
service using non-contact communication
and management information used to manage
the user data in different storage areas
for each of a plurality of different
encryption methods; an issuing
information receiver that receives the
issuing information encrypted with the
first encryption method from the issuing
device; an issuing information decryption
portion that decrypts the received
issuing information using the first
encryption method, based on the first
management information corresponding to
the first encryption method stored in the
first storage area of the data storage
portion, and a management information
issuing portion that, based on the
decrypted issuing information, issues the
second management information
corresponding to the second encryption
method and stores the second management
13 



information in a second storage area of
the data storage portion. [0023]
According to an eighth aspect of the
present invention, there is provided a
communication system comprising: an
issuing device; and an information
processing device that is capable of
communication with the issuing device.
The issuing device includes: an issuing
information encryption portion that
encrypts with a first encryption method
issuing information used to issue second
management information corresponding to
the first encryption method; and an
issuing information transmitter that
transmits the issuing information
encrypted with the first encryption
method to the information processing
device. The information processing device
includes: a data storage portion that has
at least a first storage area storing
first management information
corresponding to the first encryption
method and that is capable of storing
user data used in a particular service
using non-contact communication and
management information used to manage the
user data in different storage areas for
each of a plurality of different
encryption methods; an issuing
information receiver that receives the
issuing information encrypted with the
first encryption method from the issuing
device; an issuing information decryption
portion that decrypts the received
issuing information using the first
encryption method, based on the first
management information corresponding to
the first encryption method stored in the
first storage area of the data storage
portion; and a management information
issuing portion that, based on the
decrypted issuing information, issues the
second management information
corresponding to the first encryption
method and stores the second management
information in a second storage area of
the data storage portion. [0024]
According to the aspects of the present
invention  14 described above, a single
information processing device that is
capable of non-contact communication can
be flexibly compatible with a plurality
of encryption methods. BRIEF DESCRIPTION
OF THE DRAWINGS 



[0245]      FIG. 1 is a schematic diagram
showing a communication system according
to a first embodiment of the present
invention;      FIG. 2 is an explanatory
diagram showing encryption algorithms
with which an IC card according to the
present embodiment is compatible;
FIG. 3 is a schematic diagram showing the
main portions of the communication system
according to the present embodiment;
FIG. 4 is a block diagram showing an
example of the structure of an IC card
portion that performs non-contact
communication according to the present
embodiment;       FIG. 5 is a block
diagram showing an example of the
structure of a control portion and a
memory of the IC card portion according
to the present embodiment;       FIG. 6
is a block diagram showing functions of
an issuing device and the IC card
according to the present embodiment for
the encryption and decryption of issuing
information.       FIG. 7 is a pattern
diagram showing a logical file structure
portion of the memory of the IC card
according to the present embodiment;
FIG. 8 is a pattern diagram showing a
specific example of the logical file
structure according to the present
embodiment; 



FIG. 9 is a pattern diagram showing a
specific example of the hierarchical
structure of area definition inforrnation
and service definition information
according to the present embodiment;  15
FIG. 10 is a pattern diagram showing a
specific example of a logical file
structure that is compatible with a
single encryption method;       FIG. 11
is a pattern diagram showing a specific
example of the a logical File structure
that is compatible with a single
encryption method;       FIG. 12 is a
sequence diagram showing an access
sequence between the IC card and a
service providing company device
reader/writer according to the present
embodiment, when the IC card is being
used; FIG. 13 is a flow chart showing an
310 process in FIG. 12; FIG. 14 is a flow
chart showing an 320 process in FIG. 12;
FIG. 15 is a flow chart showing an 330
process in FIG. 12; FIG 16 is a flow
chart showing an 340 process in FIG. 12;
FIG. 17 is a flow chart showing an 350
process in FIG. 12; FIG. 18 is a flow
chart showing an 360 process in FIG. 12;
FIG. 19 is a flow chart showing an 370
process in FIG. 12; FIG. 20 is an
explanatory diagram showing the structure
of system issuing information according
to the present embodiment; FIG. 21 is a
pattern diagram showing processes for the



encryption and decryption of the system
issuing information by the issuing device
and the IC card according to the present
embodiment; FIG. 22 is an explanatory
diagram showing the structure of section
issuing information according to the
present embodiment; FIG. 23 is a pattern
diagram showing processes for the
encryption and decryption of the section
issuing information by the issuing device
and the IC card according to the present
embodiment; FIG. 24 is a pattern diagram
showing a specific example of new 1 y
issuing system definition information or
section definition information in the
logical file structure portion of the IC
card according  



16 to the present embodiment;       FIG.
25 is a sequence diagram showing the
sequence of a system issuing process by
the issuing device reader/writer and the
IC card according to the present
embodiment;       FIG. 26 is a flow chart
showing a system issuing process of the
IC card according to the present
embodiment;       FIG. 27 is a sequence
diagram showing the sequence of a section
issuing process by the issuing device
reader/writer and the IC card according
to the present embodiment; and       FIG.
28 is a flow chart showing a section
issuing process of the IC card according
to the present embodiment. DETAILED
DESCRIPTION OF THE PREFERRED EMBODIMENTS
[0025)             Hereinafter, preferred
embodiments of the present invention will
be described in detail with reference to
the appended drawings. Note that, in this
specification and the appended drawings,
structural elements that have
substantially the same function and
structure are denoted with the same
reference numerals, and repeated
explanation of these structural elements
is omitted. [0026] 



First embodiment       A first embodiment
of the present invention will be
explained in the order shown below.
1. Overall structure and features of
communication system: FIG. 1 to FIG. 3
2. Structure of IC card (information
processing device): FIG. 4 to FIG. 6
3. Logical file structure of IC card:
FIG. 7 to FIG. 11       4. Use of IC
card: FIG. 12 to FIG. 19  17       5.
Structure and encryption of issuing
information: FIG. 20 to FIG. 23 



6. Overview of definition information
issuing process: FIG. 24       7. System
issuing process: FIG. 25 to FIG. 26
8. Section issuing process: FIG. 27 to
FIG. 28       9. Effects [0027]
1. Overall structure and features of
communication system: FIG. 1 to FIG. 3
First, an outline of a communication
system according to the first embodiment
of the present invention will be
explained with reference to FIG. 1. FIG.
1 is a schematic diagram showing the
communication system according to the
present embodiment. [0028]             As
shown in FIG. 1, the communication system
according to the present embodiment
includes: an information processing
device (for example, a non-contact type
IC card 1, a mobile terminal 2) that is
capable of non-contact communication with
an external device; a service providing
company device 3; a reader/writer 4 that
is connected to the service providing
company device 3; an issuing device 5
that generates issuing information; and a
reader/writer 6 that is connected to the
issuing device 5. 



[0029] The infoiination processing device
is a device equipped with a non-contact
type IC chip (not shown in the figures,
and hereinafter referred to as the "IC
chip") that is an electronic circuit for
performing non-contact communication with
an external device. The external device
is a device such as the service providing
company device 3 or the issuing device 5
that is equipped with the reader/writer 4
or the reader/writer 6 to perform
non-contact communication. As  18 shown
in FIG. 1, the information processing
device is a device capable of non-contact
communication, such as, for example, the
non-contact type IC card 1, or the mobile
terminal 2. [0030]             The
non-contact type IC card 1 (hereinafter
referred to as the IC card 1) includes,
in the thin card coating, an antenna (not
shown in the figures) to perform
non-contact communication with the
reader/writer (the reader/writer is a
data reading device) of the external
device and an IC chip (not shown in the
figures) containing an IC that performs
predetermined processing. The IC card 1
can perform non-contact wireless
communication with the reader/writer 4 of
the service providing company device 3
and the reader/writer 6 of the issuing
device 5. Therefore, it is possible to
read and write data in the IC card 1
simply by positioning the IC card 1
within the effective range of the
electromagnetic waves generated by the
reader/ writer 4 or the reader/writer 6
(in other words, by passing the IC card 1
over the reader/writer 4 or the
reader/writer 6). Accordingly, the IC
card 1 does not need to be inserted into
and extracted from the reader/writer 4 or
the reader/writer 6 and is therefore easy
to use, allowing rapid data reception and
transmission. As it cannot easily be
modified or altered, safety is high, and
by rewriting the data, the card itself
can be re-used time and time again, thus
furnishing a high degree of convenience.
[0031] 



Due to its convenience, the IC card 1 is
applied to IC card systems delivering a
variety of services. For example, the IC
card 1 is used in electronic money
systems, public transport ticket barrier
systems, in security systems such as
entrance to buildings or rooms or for
personal computer (PC) log in and so on,
and in electronic clearing systems. More
specifically, the IC card 1 is used, for
example, in the  19 following variety of
applications (1) to (6). Further, a
multi-application type card is being
developed in which a single one of the IC
card 1 can combine a plurality of these
functions, and the variety of types of
the IC card 1 is diversifying more and
more. [0032]       (1) Electronic money
cards, such as electronic money, points,
coupons and so on, that store an
electronic value (data that has currency
or a monetary value that corresponds to
currency).       (2) Commuter passes or
seat reservation tickets for public
transport, such as trains, buses, or
expressways etc., public transport cards
that store pre-paid type fare data etc.
(3) Personal identity cards, such as
employee ID cards that are used to verify
identity, or used as keys to manage
working hours, entry and egress from
buildings, log in to PCs etc., and
student identity cards, that are used as
identity cards and so on.       (4)
Various store and facility member cards,
point cards, coupon cards and so on. 



(5) Electronic ticket cards that store
electronic tickets for movie theaters,
concert venues, sports arenas, amusement
arcades and so on.       (6) Electronic
clearing cards used for electronic
transactions, including Internet
shopping, the distribution of movie and
music content, the buying and selling of
financial products such as marketable
securities/deposits and so on. [00331
In addition, the mobile terminal 2 is a
portable information processing device
equipped with the above-described IC
chip, and is a mobile device, such as,
for example, a mobile telephone, a
wristwatch, a personal digital assistant
(PDA), a mobile game console, or a
portable image/audio player. The mobile
terminal 2, in the same way as the
above-described IC card 1, can perform
non-contact communication  20 with a
reader/writer and use the variety of
services described above. P034]
The service providing company device 3 is
a host device that provides a specific
service using an IC card. The service
providing company device 3 is, for
example, a public transport automatic
ticket barrier, a cash register device
provided at a store such as a convenience
store, a mobile terminal (for example, a
PC or the like) that is used for
electronic transactions over the Internet
and so on, an automotive vending machine
for a variety of products, public
transport tickets or the like, a point of
sale (POS) terminal, a kiosk teiminal, a
financial institution automated teller
machine (ATM) and the like. The service
providing company device 3 is provided
with the reader/writer 4 to perform
non-contact communication with the IC
card I and the mobile terminal 2 and so
on. The reader/writer 4 may be built into
and integrated into the service providing
company device 3 or may be a separate
device that can be connected to the
service providing company device 3 via a
wired or wireless connection. [0035] 



By positioning the information processing
device, such as the above-described IC
card I or the mobile terminal 2, within
the communication range of the
reader/writer 4 of the service providing
company device 3, infamiation relating to
a specific service can be communicated
via non-contact communication between the
IC card 1 and the service providing
company device 3. In this way, the IC
card 1 or the mobile terminal 2 user can
enjoy the above-described variety of
services. [0036]             Further, the
issuing device 5 generates issuing
information to issue management data that
is stored in a storage area in the
information processing device, such as
the above-described IC card 1  21 or the
mobile terminal 2, and delivers the
issuing information to the information
processing device. The management
information is information to manage user
data used in the above-described variety
of services by the information processing
device such as the IC card 1, and the
issuing information is information used
to issue the management information. The
management information and the issuing
information will be described later in
detail. The issuing device 5 encrypts the
generated issuing information using a
predetermined encryption method, and
delivers the issuing information that has
been encrypted (hereinafter referred to
as the "encrypted issuing information")
to an information processing device such
as the IC card 1 or the mobile terminal
2. [0037]             To achieve the
above-described functions, the issuing
device 5 is provided with the
reader/writer 6 to perform non-contact
communication with the IC card 1 or the
mobile terminal 2. The reader/ writer 6
may be built into and integrated into the
issuing device 5 or may be a separate
device that can be connected to the
issuing device 5 via a wired or wireless
connection. Further, the issuing device 5
is capable of communication with the
mobile terminal 2 via a network 7. [0038]



In the present embodiment, the IC card 1
acquires encrypted issuing information
from the issuing device 5 by performing
non-contact communication with the
reader/writer 6 of the issuing device 5.
In this way, for example, when the IC
card 1 is shipped from a card
manufacturing plant, by passing the IC
card 1 over the reader/ writer 6 of the
issuing device 5, encrypted issuing
information is delivered to the IC card 1
from the issuing device 5. [0039]  22
Meanwhile, the mobile terminal 2 is
connected to the issuing device 5 via the
network 7, and by communicating with the
issuing device 5 via the network 7, the
mobile terminal 2 acquires encrypted
issuing information from the issuing
device 5. In this case, the issuing
device 5 is a server device that is
capable of network communication, and
transmits the generated issuing
information to the mobile terminal 2 via
the network 7. In this way, by the mobile
terminal 2 accessing the issuing device 5
via the network 7 at a selected timing,
encrypted issuing information can be
delivered to the mobile terminal 2 from
the issuing device 5. Note that the
network 7 is a communication network
mutually connecting the issuing device 5
and the mobile terminal 2 allowing them
to communicate with each other, and may
be a wired or wireless network. The
network 7 may be, for example, the
Internet, a telephone network, a public
circuit such as a satellite communication
network, any kind of local area network
(LAN) including Ethernet (registered
trademark), or a leased line network,
such as a wide area network (WAN), or an
internet protocol-virtual private network
(IP-VPN). 100401             In this way,
the issuing device 5 that generates
encrypted issuing information, and the
reader/writer 6 that transmits the
encrypted issuing information to the IC
card 1 can be integrated as a single
device, or can be formed of different
devices. In order to generate the
above-described encrypted issuing
information, the unencrypted issuing
info' Illation text can be encrypted
using a predetermined authorization key.
For this reason, it is possible, for
example, for even general computer
devices, such as a personal computer
(hereinafter referred to as the "PC") to
perform a process to generate encrypted
issuing information. Therefore, the PC
that is the issuing device 5 can generate
the encrypted issuing information, save
23 



the encrypted issuing information in the
reader/writer 6 and transmit the
encrypted issuing information to the IC
card 1. In this case, the reader/writer 6
of the issuing device 5 and the
reader/writer 4 of the service providing
company device 3 can be the same
reader/writer. On the other hand, the
issuing device 5 that has functions to
generate the encrypted issuing
information can be integrated with the
reader/ writer 6 that has functions to
transmit the encrypted issuing
information to the IC card 1. In this
case, the authorization key and the
issuing information saved securely in the
reader/writer 6 are used to generate the
encrypted issuing information inside the
reader/writer 6 and the encrypted issuing
information is transmitted from the
reader/writer 6 to the IC card 1. [0041]
The overall structure of the
communication system according to the
present embodiment is briefly explained
above. Next, features of the
communication system according to the
present embodiment will be briefly
explained. Note that the following
explanation mainly describes the
information processing device capable of
non-contact communication as the IC card
1, but the explanation is the same in a
case in which the information processing
device is the mobile terminal 2 [0042]
The features of the communication system
according to the present embodiment
include the logical file structure of the
IC card 1 that is compatible with a
plurality of encryption algorithms
(encryption methods) and the construction
method of the logical file structure. In
other words, "user data" to use a
specific service using non-contact
communication, and "management
information" to manage the user data are
stored in a storage area inside the IC
card 1 according to the present
embodiment. The "management information"
24 includes, for example, various data to
be explained later, such as "system
definition information," "section
definition information," "area 0
definition information," "area definition
information" and "service definition
information," and has a hierarchical
logical file structure (refer to FIG. 7
to FIG. 9). The IC card 1 is compatible
with a plurality of different encryption
methods (encryption algorithms), and the
above-described management information is
divided logically into a different
storage area for each of a plurality of
encryption methods in the IC card 1 and
stored in the respective storage areas
(the section definition area and its
subordinate definition areas, which will
be explained later). In order to issue
the management information corresponding
to each of the encryption methods in the
IC card 1, the "issuing information" is
delivered from the issuing device 5 to
the IC card I. The "issuing information"
is, for example, "system issuing
information" and "section issuing
information" to be explained later.
[0043] 



When issuing new management infoiination
in the IC card 1 (for example, when
issuing the system definition information
or the section definition information),
the issuing device 5 uses the
"authorization key" saved securely in the
IC card 1 to encrypt the above-described
issuing information and deliver it to the
IC card 1. The "authorization key" is,
for example, a "system key," an "area 0
key," a "system issuing authorization
key," or a "division authorization key"
or the like, to be explained later.
Encrypting the issuing information using
the authorization key prevents tampering
with or stealing of the issuing
information delivered from the issuing
device 5 to the IC card 1, and the
integrity of the issuing information can
be verified in the IC chip of the IC card
1. [00441 Further, the IC chip in the IC
card 1 is equipped with  25 encryption
processing circuits (for example,
processors) that are compatible with a
plurality of different encryption
algorithms (for example, DES and AES).
These encryption processing circuits are
an example of the encryption processing
portion of the present invention. From
among the plurality of encryption
algorithms with which the encryption
processing circuits are compatible, a
single representative encryption
algorithm is set (the representative
encryption algorithm is a first
encryption method). It is desirable for
the set representative encryption
algorithm (the first encryption method,
for example, AES) to be a more reliable
encryption algorithm than other
encryption algorithms (a second
encryption method, for example, DES).
[0045]             Then, the issuing
device 5 uses the representative
encryption algorithm (AES, for example)
to encrypt the issuing information used
to issue the management information that
is compatible with another encryption
algorithm (DES, for example) (for
example, the section definition
information and the area 0 definition
information for DES) and saves the
encrypted issuing information in a
memory. After that, when the IC card 1 is
passed over the reader/writer 6 of the
issuing device 5, the issuing device 5
transmits the encrypted issuing
information to the IC card 1 by
non-contact communication using the
representative encryption algorithm
(AES). When the IC card 1 receives the
issuing information encrypted using the
representative encryption algorithm (AES)
from the issuing device 5, the IC card 1
uses an encryption processing circuit
that is compatible with the
above-described AES encryption algorithm
to decrypt the issuing information
received from the issuing device 5 using
the representative encryption algorithm
(the first encryption method, AES). In
the decryption process, the IC card 1
uses the management information (the
section definition infot mation or the
area 0 definition 



information for AES) that is compatible
with the first encryption method and that
is stored in a first storage area (the
AES section definition information area
or the like) of a data storage portion in
the IC card 1. Further, based on the
decrypted issuing information, the IC
card 1 issues management infolmation that
is compatible with a second encryption
method (for example, the section
definition infoimation or area 0
definition information for another
encryption algorithm, such as DES), and
stores it in a second storage area in the
data storage portion. [0046]
With this configuration, by using a
highly reliable representative encryption
algorithm (the first encryption method,
such as AES) to encrypt and transmit the
issuing information of another encryption
algorithm (the second encryption method,
such as DES), the management information
of the other encryption algorithm can be
securely issued by the IC card 1.
Therefore, tampering with or stealing of
the issuing information can be prevented
and the integrity of the issuing
information can be verified in the IC
chip of the IC card 1. [0047]
In addition, when using a specific
service with the IC card 1, the IC card 1
is passed over the reader/writer 4 of the
service providing company device 3. When
this is done, from the representative
encryption algorithm (the first
encryption method, AES) or the other
encryption algorithm (the second
encryption method, DES) with which the IC
card 1 is compatible, the IC card 1
identifies the encryption algorithm
specified by the reader/writer 4. Then,
the IC card 1 and the reader/writer 4 can
use the specified encryption algorithm to
perform mutual authentication, and
perform non-contact communication of user
data and commands etc. relating to the
specific service. In this way, the single
IC card 1 can be flexibly compatible  27
with a plurality of encryption
algorithms. Also, when a certain service
or non-contact communication system
switches between encryption algorithms,
such as switching, for example, from DES
to AES, it is possible to smoothly and
securely switch the encryption method
without recalling the existing IC card 1
and re-distributing the new IC card 1.
The structure of the communication system
according to the present embodiment that
has the above-described features will be
described in more detail below. 



[0048]             Next, an assumed
situation for the communication system
according to the present embodiment will
be explained with reference to FIG. 2.
FIG. 2 is an explanatory diagram showing
encryption algorithms that are compatible
with the IC cards 1A to 1D according to
the present embodiment. [0049]
As shown in the example in FIG. 2, the IC
card 1A is only compatible with the
encryption algorithm A, the IC card 1B is
only compatible with the encryption
algorithm B, and the IC card 1C is only
compatible with the encryption algorithm
C. In contrast, the IC card 1D is
compatible with the plurality of all the
encryption algorithms A, B and C. In the
communication system according to the
present embodiment, it is assumed that
the hardware of the IC card 1 is
configured to be compatible with a
plurality of encryption algorithms.
[0050]             In the above-mentioned
Japanese Patent Application Publication
No. JP-A-2000-36014, technology is
disclosed by which, when management
information to manage user data is saved
on the IC card, the management
information is encrypted on the
reader/writer side and then transmitted
to the IC card, in order to prevent
tampering with or stealing of the
management information. However, this  28
technology assumes that the IC card 1 is
only compatible with a single specific
encryption algorithm (the IC card 1A, 1B
and 1C in FIG. 2). [0051] 



In the present embodiment also, when the
reader/writer 6 of the issuing device 5
transmits issuing information to the IC
card 1, the issuing information is
encrypted. However, in the present
embodiment, it is assumed that the IC
card 1 is compatible with a plurality of
encryption algorithms, as with the IC
card 1D shown in FIG. 2. In this case,
there are specific features to the way in
which the management information is set
and saved in the IC card 1. More
specifically, one specific feature of the
present embodiment is that, when the IC
card 1 that is compatible with a
plurality of encryption algorithms A, B
and C, is equipped with hardware
(encryption processing circuits and the
like), storage areas, which store the
management information (the section
definition information and the like to be
explained later) in the IC card 1, are
provided separately for each of the
encryption algorithms. [0052]
Here, the encryption algorithm (the
encryption method) may be a selected
encryption method, such as for example, a
common key encryption method, such as
DES, AES, Camellia or CLEFIA and the
like, or may be a public key encryption
method, such as the Rivest Shamir Adleman
(RSA) algorithm and the like. In terms of
security, the reliability and the
encryption processing load etc. of each
of these encryption methods is excellent.
[0053]             Next, the main
portions of the communication system
according to the present embodiment will
be briefly explained with reference to
FIG. 3. FIG. 3 is a schematic diagram
showing the main portions of the
communication system according to the
present  29 embodiment. [0054] 



As shown in FIG. 3, the main portions of
the communication system are an IC card
portion 8 that is mounted on an
information processing device such as the
IC card 1 or the mobile terminal 2, a
controller 9 of the service providing
company device 3 or the issuing device 5
(host device) and the reader/writer 4 of
the service providing company device 3 or
the reader/writer 6 of the issuing device
5. [0055]             The IC card portion
8 is equipped with an antenna to perform
non-contact communication with the
reader/writer 4 or the reader/writer 6,
an IC chip and a memory (refer to FIG.
4). The IC card portion 8 may have a
selected fond, and may be, for example,
the IC card 1 that has the form of a
card, or may be built into the mobile
terminal 2 that is a watch, a mobile
telephone or the like. The IC card
portion 8 and the reader/writer 4 or the
reader/writer 6 perform, for example,
wireless or wired communication using a
predetermined communication method such
as "ISO/IEC 18092" or the like. The
reader/writer 4 or the reader/writer 6
may be connected to the controller 9, via
a wired or a wireless connection, for
example. [0056]             With this
configuration, the controller 9 transmits
specific commands, such as a read
command, for example, to the IC card
portion 8 via the reader/writer 4 or the
reader/writer 6. In response to the read
command, the IC card portion 8 reads user
data stored in the memory and transmits
the user data to the controller 9 via the
reader/writer 4 or the reader/writer 6.
[0057]  30 present embodiment is formed
of an IC card system in which non-contact
communication is performed between the IC
card portion 8 of the IC card 1 or the
mobile terminal 2 and the reader/writer 4
or the reader/writer 6 of the host
device. By generating a radio frequency
(RF) magnetic field, the reader/writer 4
or the reader/writer 6 of the host device
transmits electric power to the IC card
portion 8 of the IC card 1, and modulates
the RF magnetic field using commands and
data etc. In this way, data is
transmitted by non-contact communication
between the reader/writer 4 or the
reader/writer 6 and the IC card portion
8. This non-contact communication is, for
example, "symmetric communication" that
uses the 13.56 MHz frequency bandwidth,
is performed at a communication speed of
212 kbps, and does not use subcarriers.
Further, for example, amplitude shift
keying (ASK) can be used as a modulation
method and Manchester encoding can be
used as an encoding method. In addition,
as an anti-colllsion method to detect and
avoid data collision, a time slot method
can be used, for example. In the present
IC card system, the reader/writer 4 or
the reader/writer 6 of the host device
issues various commands to the IC card
portion 8 of the IC card 1, and the IC
card portion 8 responds to the commands.
Data communication relating to a specific
service is performed by repeating this
transaction. 



[0058] 2. Structure of IC card
(information processing device): FIG. 4
to FIG. 6       Next, the structure of
the IC card 1 (a specific example of the
information processing device of the
present invention) that forms part of the
communication system will be explained.
First, the structure of the IC card
portion 8 of the IC card 1 or the mobile
terminal 2 according to the present
embodiment will be explained with
reference to FIG. 4. FIG. 4 is a block
diagram showing an example of the  31
structure of the IC card portion 8 that
performs non-contact communication
according to the present embodiment.
[0059]             As shown in FIG. 4,
the IC card portion 8 includes an antenna
10 to perform non-contact communication
with a reader/writer, a transmitter 11, a
receiver 12, an encryption portion 13, a
decryption portion 14, a control portion
20 and a memory 30. Note that the antenna
10, the transmitter 11 and the receiver
12 are one example of a communication
portion of the present invention. The
encryption portion 13 and the decryption
portion 14 are one example of an
encryption processing portion of the
present invention. The memory 30 is one
example of a data storage portion and a
key storage portion of the present
invention. The control portion 20 and the
receiver 12 are one example of an issuing
information receiving portion of the
present invention. The control portion 20
and the decryption portion 14 are one
example of an issuing information
decryption portion of the present
invention. Also, the control portion 20
is one example of a mutual authentication
portion and a management information
issuing portion of the present invention.



[0060]             The antenna 10 is an
antenna to perform non-contact
communication with a reader/writer. The
receiver 12 demodulates data received
from the reader/writer 4 or the
reader/writer 6. The decryption portion
14 decrypts the received data demodulated
by the receiver 12. The encryption
portion 13 encrypts data to be
transmitted to the reader/writer 4 or the
reader/writer 6. The transmitter 11
modulates the transmission data encrypted
by the encryption portion 13. The control
portion 20 controls each of the portions
in the IC card portion 8. The memory 30
is a memory to store data, such as user
data, management infoinration and the
like.  32 [0061]             The
transmitter 11, the receiver 12, the
encryption portion 13, the decryption
portion 14, the control portion 20 and
the memory 30 described above are, for
example, formed of certain circuits and
mounted on a miniature IC chip. The
antenna 10 is a coil antenna or the like
that is arranged along the outer edge of
the IC card 1 and is connected to the
transmitter 11 and the receiver 12.
[0062]             The transmitter 11 and
the receiver 12 (the communication
portion) are, for example, foimed of a
modulator/demodulator circuit, a
front-end circuit and a power restoration
circuit etc. (not shown in the figures).
The modulator/demodulator circuit
modulates and demodulates data using, for
example, the ASK modulation format. The
power restoration circuit generates an
induced electromotive force from the RF
magnetic field of the carrier waves
received from the reader/writer 4 or the
reader/writer 6 using the antenna 10, and
captures the induced electromotive force
as the power source of the IC card
portion 8. Further, using the antenna 10,
the front-end circuit receives carrier
waves transmitted by the reader/writer 4
or the reader/writer 6, demodulates the
carrier waves and acquires the command or
data from the reader/writer 4 or the
reader/writer 6, and then delivers the
command or data to the control portion
20. In addition, the front-end circuit
divides the carrier waves and generates a
clock to drive the IC card portion 8.
Further, the front-end circuit modulates
the above-described carrier waves in
accordance with the command or data
relating to the specific service
generated by the control portion 20 and
transmits the modulated carrier waves
from the antenna 10 to the reader/writer
4 or the reader/writer 6. [0063] 



33             The encryption portion 13
and the decryption portion 14 form the
encryption processing portion and are
formed of dedicated hardware, such as an
encryption co-processor that has
encryption processing functions. The
encryption portion 13 and the decryption
portion 14 according to the present
embodiment are processors that are
compatible with a plurality of different
encryption algorithms (for example, DES
and AES). With these processors, the IC
card portion 8 of the IC card 1 or the
mobile terminal 2 can perform non-contact
communication with the reader/writer 4 or
the reader/writer 6 using a plurality of
encryption algorithms. However, in order
to perform communication using the
encryption algorithms with which the
encryption portion 13 and the decryption
portion 14 are compatible, it is
necessary to store management information
that is compatible with those encryption
algorithms (the section definition
information and the area 0 definition
information to be explained later) in
predetermined storage areas in the memory
30. [0064]             The control
portion 20 is formed of an arithmetic
processing unit such as a microprocessor,
a ROM, a RAM and so on, and controls each
of the portions in the IC card portion 8
at the same time as performing prescribed
arithmetic processing. The control
portion 20 operates in accordance with
programs stored in storage media, such as
the memory 30 and the ROM (not shown in
the figures) and performs predetermined
arithmetic processing, generates
commands, and controls the transmission,
receiving, reading and writing of all
kinds of information. For example, when
the control portion 20 performs
communication relating to a specific
service with a reader/writer, it reads
and writes user data relating to the
service in the memory 30. The control
portion 20 controls the processes to
encrypt and decrypt the data by the
above-described encryption  34 portion 13
and decryption portion 14. At that time,
the control portion 20 also controls
whether or not the encryption and
decryption processing is performed, and
not all the received and transmitted data
is encrypted and decrypted. [0065] 



The memory 30 (the data storage portion,
the key storage portion) is, for example,
a semiconductor memory, such as a flash
memory, an electrically erasable
programmable read-only memory (EEPROM) or
a ferroelectric random access memory
(FeRAM). As shown in FIG. 5, the memory
30 functions as a data storage portion
32, and stores user data required to use
a specific service by non-contact
communication, and management information
used to manage the user data. The memory
30 additionally functions as a key
storage portion 34 and securely saves the
authorization key required to decrypt the
above-described encrypted issuing
information. Note that the memory 30 can
be a storage device other than a
semiconductor memory, such as an HDD or
the like. [0066]             Next, the
structure of the control portion 20 and
the memory 30 of the IC card portion 8
will be explained in detail with
reference to FIG. 5. FIG. 5 is a block
diagram showing an example of the
structure of the control portion 20 and
the memory 30 of the IC card portion 8
according to the present embodiment.
[00671             As shown in FIG. 5,
the memory 30 includes the data storage
portion 32 that has a logical file
structure portion 33 in which management
information and user data is stored in a
hierarchical structure. The memory 30
also includes the key storage portion 34
that securely stores the above-described
authorization key. The logical file
structure portion 33 of the memory 30
has, for example, a logical 35 file
structure in which definition areas,
which are management information storage
areas, are logically layered in a
hierarchical structure, and each type of
the definition information is stored in a
hierarchical format, as disclosed in the
above-mentioned Japanese Patent
Application Publication No.
JP-A-2000-36021. The logical file
structure will be described later (refer
to FIG. 7 and FIG. 9 etc.). [0068]
In addition, as shown in FIG. 5, the
control portion 20 includes a single
detection/response portion 21 and a
plurality of encryption units 22A, 22B
and so on (hereinafter sometimes referred
to generically as the 'encryption units
22"). The encryption units 22 are
established respectively for each of the
encryption methods (encryption
algorithms) with which the
above-described encryption portion 13 and
decryption portion 14 (the encryption
processing portion) of the IC card
portion 8 are compatible. For example, if
the encryption processing portion of the
IC card portion 8 is compatible with DES
and AES, two of the encryption units 22
are provided, namely, the DES encryption
unit 22A and the AES encryption unit 22B.



[0069]             Each of the encryption
units 22 includes an authentication key
generation portion 23, a mutual
authentication portion 24, a
communication path encryption portion 25,
a read/write portion 26, an issuing
infolination decryption portion 27 and a
management information issuing portion
28. In this way, each of the encryption
units 22 is provided for each of the
encryption methods respectively, and a
plurality of the functional portions 23
to 28 required to perform communication
using each of the encryption methods are
provided as a set. In this way, in a case
in which the IC card 1D is compatible
with the plurality of encryption
algorithms shown in FIG. 2, the
authentication key generation portion 23,
the mutual authentication  36 portion 24,
the communication path encryption portion
25, the read/write portion 26, the
issuing information decryption portion 27
and the management information issuing
portion 28 are different for each of the
encryption algorithms. [0070]
Note that a program to execute the
functions of each of the above-described
portions 21 to 28 of the control portion
20 is installed in the information
processing device, such as the IC card 1
or the like, and the processor that forms
the control portion 20 executes the
program, thus embodying each of the
portions 21 to 28. The program can be
delivered to the information processing
device via a storage medium or a
communication medium. However, it is not
limited to this example, and hardware
(dedicated processors, circuits etc.)
with the functions of each of the
portions 21 to 28 may be included in the
information processing device, such as
the IC card 1 or the like, to embody each
of the portions 21 to 28. Each of the
portions 21 to 28 of the control portion
20 will be explained below. [0071]
The detection/response portion 21 has,
for example, functions that are
compatible with polling commands and the
like as defined by "ISO/IEC 18092." When
the detection/response portion 21
receives a polling command related to a
specific IC card system from the
reader/writer 4 or the reader/writer 6,
it generates a command response for the
IC card system in response to the polling
command, and returns the command response
to the reader/writer 4 or the
reader/writer 6. The detection/response
portion 21 is provided commonly for the
plurality of encryption algorithms. 



[0072]             The authentication key
generation portion 23 generates an
authentication key necessary for mutual
authentication between the IC  37 card
portion 8 and the reader/writer 4 or the
reader/writer 6. The authentication key
can be generated, for example, using the
method disclosed in the above-mentioned
Japanese Patent Application Publication
No. JP-A-10-327142, which will be briefly
explained here. The authentication key
generation portion 23 generates the
authentication key using a service key of
the storage area used by the service
targeted for use and a unique ID
allocated to each of the IC card portions
8 (hereinafter referred to as the 'card
ID"). When a plurality of services is
used simultaneously, a degenerate key is
generated from a plurality of service
keys, and the authentication key is
generated from the degenerate key and the
card ID. Using the authentication key,
mutual authentication is performed, as
described below. [0073]             The
mutual authentication portion 24 performs
mutual authentication between the IC card
portion 8 and the reader/writer 4 or the
reader/writer 6. The mutual
authentication can be perfoi wed, for
example, using the method disclosed in
Japanese Patent Application Publication
No. JP-A-10-020780, or using the method
defined by "ISO/IEC 9798," as briefly
explained here. The mutual authentication
portion 24 of the IC card 1 uses the
authentication key generated by the
above-described authentication key
generation portion 23 to decrypt random
numbers received from the reader/writer 4
or the reader/writer 6, then re-encrypts
and returns them. In the IC card portion
8 also, the mutual authentication portion
24 generates random numbers, encrypts
them using the authentication key and
transmits them to the reader/writer 4 or
the reader/writer 6. The mutual
authentication portion 24 then receives a
response from the reader/writer 4 or the
reader/writer 6 and verifies whether the
response matches the transmitted random
numbers. In this way, the  38 



reader/writer 4 or the reader/writer 6
and the IC card portion 8 can perform
mutual authentication by both verifying
whether or not the mutually generated
random numbers are correct. The mutual
authentication process is performed using
an encryption algorithm specified from
the reader/writer 4 or the reader/writer
6. Note that the mutual authentication
process will be explained in more detail
later. [0074]             The
communication path encryption portion 25
uses, for example, a block encryption
method as described in "NIST SP 800-38"
to encrypt the communication path between
the IC card 1 and the reader/writer 4 or
the reader/writer 6. More specifically,
after the above-described mutual
authentication process, the communication
path encryption portion 25 uses a session
key that is generated using the random
numbers mutually verified by the
above-described mutual authentication as
a communication path encryption key to
encrypt the communication path and
transmit and receive all kinds of data.
[0075]             The read/write portion
26 writes all kinds of data into the
memory 30 or reads all kinds of data from
the memory 30. For example, when a
request is received from the
reader/writer 4 or the reader/writer 6 to
read user data for a specific service,
the read/write portion 26 reads the user
data from the definition area for the
specific service in the data storage
portion 32. When, for example, a request
is received from the reader/writer 4 or
the reader/writer 6 to write user data
for a specific service, the read/write
portion 26 writes the user data into the
definition area for the specific service
in the data storage portion 32. Further,
the read/write portion 26 writes
management information (the system
definition information, the section
definition information etc.) into
predetermined storage areas (a system
definition area, a section definition
area etc.) of the data storage portion
32, the  management information being
issued based on issuing information that
will be explained later. [0076]       The
issuing information decryption portion 27
decrypts issuing information (encrypted
issuing info).Illation) received by the
IC card 1 



from the issuing device 5 using the
authorization key stored in the memory
30, and acquires the issuing information.
The authorization key used in this
decryption process is, for example, the
authorization key (the division
authorization key or the system issuing
authorization key etc.) stored in the key
storage portion 34 of the memory 30, or
the authorization key (the system key,
the area 0 key etc.) stored in the
logical file structure portion 33 of the
data storage portion 32. In addition, in
the decryption process, the issuing
information decryption portion 27
controls the decryption portion 14 and
uses the above-described authorization
key to perform the issuing information
decryption process. At that time, the
issuing infoiillation decryption portion
27 uses the authorization key that is
compatible with the representative
encryption algorithm (the first
encryption method, AES, for example), and
decrypts the issuing information using
the representative encryption algorithm.
Through the decryption process by the
issuing information decryption portion
27, the system issuing information and
the session issuing information can be
securely acquired from the issuing device
5. [0077]             Based on the
issuing information (the system issuing
information, the section issuing
information) decrypted by the issuing
information decryption portion 27, the
management information issuing portion 28
issues new management information (the
system definition information, the
section definition information etc.). The
management information issuing portion 28
then stores the issued  40 management
information in a predetermined area (the
system defmition area, the section
defmition area etc.) of the logical file
structure portion 33 in the data storage
portion 32. [0078] 



Here, encryption and decryption of the
issuing information according to the
present embodiment will be explained with
reference to FIG. 6. FIG. 6 is a block
diagram showing functions of the issuing
device 5 and the IC card 1 according to
the present embodiment for the encryption
and decryption of the issuing
information. [0079]             As shown
in FIG. 6, the issuing device 5 includes
an issuing information generation portion
50, an issuing information encryption
portion 52, an authorization key storage
portion 54 and an issuing information
transmitter 56. Meanwhile, the IC card 1
includes an issuing information receiver
29, the above-described issuing
information decryption portion 27 and the
above-described management information
issuing portion 28. [0080]
The issuing information generation
portion 50 of the issuing device 5
generates issuing information 60, such as
the system issuing information or the
section issuing information and the like.
The system issuing information is
information used to issue the system
definition information in the IC card 1
that is compatible with a new IC card
system. The section issuing information
is information used to issue the section
definition information in the IC card 1
that is compatible with a new encryption
algorithm. The issuing information
generation portion 50 includes, as
management information, all kinds of
defmition information (key, key version,
codes, identifiers etc.) stored in the
logical file structure portion 33 of the
IC card 1, and check code data used to
verify integrity. The issuing information
generation  41 portion 50 sets the
above-described definition information
based on user input or existing setup
conditions, and generates the issuing
information 60. [0081] 



The issuing information encryption
portion 52 uses an authorization key 62
that is securely stored in the
authorization key storage portion 54 to
encrypt the issuing information 60 and
generate encrypted issuing information
64. The encryption process is performed
using a predetermined encryption
algorithm, for example, the
representative encryption algorithm (the
first encryption method, AES, for
example). The issuing information
transmitter 56 transmits the encrypted
issuing information 64, generated in the
above-described way, to the information
processing device, such as the IC card 1
or the mobile terminal 2, by either
non-contact communication via the
reader/writer 6 shown in FIG. 1, or via
the network 7. [0082]             The
issuing information receiver 29 of the IC
card 1 receives the encrypted issuing
information 64 transmitted from the
issuing device 5. When the IC card 1
receives the encrypted issuing
information 64 from the reader/writer 6
of the issuing device 5 by non-contact
communication, the issuing information
receiver 29 is formed of, for example,
the antenna 10 and the receiver 12 and so
on of the IC card portion 8, as shown in
FIG. 3. When the mobile terminal 2
receives the encrypted issuing
information 64 from the issuing device 5
via the network 7, the issuing
information receiver 29 is for rued of,
for example, a network communication
device with which the mobile terminal 2
is noirlially equipped. [0083]
The issuing information decryption
portion 27 uses the authorization key 62
stored in advance in the memory 30 to
decrypt  42 the above-described encrypted
issuing information 64 received from the
issuing device 5, and thus acquires the
issuing information 60. The same
authorization key 62 is stored in advance
in the memory 30 of the IC card 1 and the
key storage portion 54 of the issuing
device 5. Further, based on the decrypted
issuing information 60, the management
information issuing portion 28 of the IC
card 1 creates the system definition
information, the section definition
information and the area 0 definition
information etc., which is management
information. The information management
issuing portion 28 uses the read/ write
portion 26 to register the created
definition information and user data to
the relevant storage areas in the logical
file structure portion 33. [0084] 



Here, the authorization key 62 shown in
FIG. 6 will be explained. The
"authorization key 62" is a generic term
for the key used to encrypt and decrypt
the issuing information 60. The
authorization key 62 is, for example, the
"system key," the "area 0 key," the
'system issuing authorization key" or the
"division authorization key" and so on.
[0085]       The "system key' is a key
necessary to access the definition areas
for each of the IC card systems on the IC
card I. The system key is issued for each
encryption algorithm of the IC card
system, and is included in section
definition information 120 in the logical
file structure portion 33 (refer to FIG.
7). [0086]             The "area 0 key"
is a key necessary to access each IC card
system area 0 definition area. The area 0
key is issued for each encryption
algorithm for each IC card system, and is
included in area 0 definition information
130 in the logical file structure portion
33 (refer  43 to FIG. 7). [0087] 



The "division authorization key" is a key
that indicates authority to create a
plurality of logic IC cards on the single
physical IC card 1. The authority to
create the logic IC cards is held, for
example, by the company that supplies the
basic technology for each type of IC card
system. [0088]             The "system
issuing authorization key" is a key that
indicates authority held by the issuer of
the IC card 1, and is, for example, a key
that indicates user block allocation
authority in relation to each of the IC
card systems on the IC card 1. More
specifically, for example, when the IC
card 1 can be used at a specified
convenience store, the company that
manages the specified convenience store
is the system issuing authority. Further,
when it is a mobile card, such as a
mobile telephone containing the IC card
portion 8, the mobile telephone carrier
is the system issuing authority. If the
user blocks (the number of allocated
blocks) in the IC card 1 are all the
possession of the issuer, the issuer has
the authority to allocate the number of
user blocks in relation to each IC card
system (the number of blocks allocated to
area 0). [0089]             The
above-described system key and area 0 key
are the authorization keys necessary to
issue the section definition area and the
section definition infoi ination of the
logical file structure portion 33.
Meanwhile, the division authorization key
and the system issuing authorization key
are the authorization keys necessary to
issue the system definition area and the
system definition information of the
logical file structure portion 33. [00901
The authorization key 62 is stored
securely in the IC card  1, sometimes
stored in a storage area separate from
the logical file stricture portion 33 and
sometimes stored within the logical file
structure portion 33. In the present
embodiment, for example, the
above-described 'system key" and 'area 0
key" are stored in the logical file
structure portion 33 of the data storage
portion 32 in the IC card 1, and the
"system issuing authorization key" and
the "division authorization key" are
stored in the key storage portion 34. In
the case of the IC card 1, it is only
necessary to have the division
authorization key alone, and the system
issuing authorization key is not
necessary. In this case, the division
authorization key is stored separately
from the logical file structure portion
33 in the secure key storage portion 34
in the IC card 1. On the other hand, in
the case of the mobile terminal 



2, both the division authorization key
and the system issuing authorization key
are necessary, and both the keys are
stored in the logical file structure
portion 33. [0091] 3. Logical file
structure of IC card: FIG. 7 to FIG. 11
Next, the logical file structure for
management information and user data
stored in the memory 30 of the IC card 1
according to the present embodiment will
be explained with reference to FIG. 7 to
FIG. 11. FIG. 7 is a pattern diagram
showing the logical file structure
portion 33 of the memory 30 of the IC
card 1 according to the present
embodiment. Note that the notation in
FIG. 7 uses a "UML 2 0" class diagram
Further, FIG. 8 is a pattern diagram
showing a specific example of the logical
file structure portion 33 according to
the present embodiment, and FIG. 9 is a
pattern diagram showing a specific
example of the hierarchical structure of
the area definition infaimation 130 and
140 and the service definition
information 150 according to the present
embodiment. Note that in the following
explanation, the  45 example of the
information processing device equipped
with the IC card portion 8 is the IC card
1, but the explanation is the same for
the mobile terminal 2. [0092]
The data storage area 32 of the memory 30
has the logical file structural portion
33 that stores user data and management
information. When the usage data of the
IC card portion 8 that has a plurality of
the encryption units 22 that are
different for each of the encryption
algorithms shown in FIG. 5 is grouped
together as one, it is preferable to have
the data structure of the logical file
structural portion 33 shown in FIG. 7. 



[0093]             As shown in FIG. 7, in
the logical file structure portion 33,
the storage areas used to store user data
and management information (all the types
of definition information) have a
hierarchical structure. In more detail,
the storage area of the data storage
portion 32 is formed of the system
definition area that stores system
definition information 110, the section
definition area that stores the section
definition information 120, the area 0
definition area that stores the area 0
definition information 130, an area
definition area that stores the area
definition information 140 (notated as
the "area N definition information" in
FIG. 7), a service definition area that
stores the service definition information
150 and a user data area that stores user
data 160, organized hierarchically in
that order. In other words, management
information to manage user data has a
hierarchical structure in which the
highest level is the system definition
information 110, the section definition
information 120 is lower than and
subordinate to the system definition
infoi illation 110, the area 0 definition
information 130 is lower than and
subordinate to the section definition
information 120, the area definition
information 140 is lower  46 than and
subordinate to the area 0 definition
information 130, and the service
definition information 150 is the lowest
level. [0094)             One, or two or
more, of the section definition
information 120 are established
subordinate to the system definition
information 110 for each encryption
algorithm (the system/section ratio is
1/more than one). A single one of the
area 0 definition information 130 is
established subordinate to the section
definition information 120 (the
section/area 0 ratio is 1/1). One, or two
or more, of the area definition
information 140 are established
subordinate to the area 0 definition
information 130 (the area 0/area ratio is
1/more than one). One, or two or more, of
the service definition information 150
are established subordinate to the area
definition infoirmation 140 (the area/
service ratio is 1/more than 1). One, or
two or more, user data are established
subordinate to the service definition
information 150 (the service/user data
ratio is 1/more than 1). The definition
information are management information
necessary to define the definition area
(storage area) of each layer in the
hierarchy. A feature of the logical file
structure portion 33 according to the
present embodiment is that, subordinate
to the system definition information 110,
a plurality of the section definition
information 120 and the area 0 definition
information 130 are established, divided
for each encryption algorithm. Each of
the definition information will be
explained below. [0095] 



(a) System definition infoiination The
system definition infoiIllation 110 is
infatuation to define IC card systems
with which the IC card 1 is compatible.
The IC card system corresponds to the
non-contact communication system of the
present invention. The system definition
information 110 includes a uniquely
allocated system code for each IC card
system, issuing ID  47 information that
is a value that can be freely set by the
IC card system administrator, and system
numbers that are sequentially assigned to
the IC card systems located in the IC
card 1. [0096]             The system
definition information 110 is defined for
each IC card system that is located in
the IC card 1, and stored in different
storage areas (namely, the system
definition areas). It is possible for the
single IC card 1 to have a plurality of
the system definition information 110,
and this is equal to arranging a
plurality of logic cards in the single IC
card 1. System numbers are sequentially
assigned to the registration of the
system definition information 110 on the
IC card 1. In other words, each time the
new system definition information 110 is
newly issued in the IC card 1, a new
system number is assigned to the system
definition information 110. As shown in
FIG. 8, the IC card system of system
definition information 110A assigned the
system number "0" has special authority
to issue system definition information
110B for the IC card system with the
system number "1" or above. Using these
system numbers, it is possible to
distinguish between the IC card system
with the special authority (the system
number "0") and the other IC card systems
(the system numbers "1" and above).
[0097] 



The system code is a code that is
uniquely assigned to each IC card system,
and indicates the service being delivered
by the IC card system. The reader/writer
4 or the reader/writer 6 uses the system
code to capture the IC card 1. For
example, a polling command as described
by "ISO/IBC 18092" can be used as the
system code. If the reader/writer 4 or
the reader/writer 6 transmits a polling
command that includes the system code and
performs polling, when the IC card 1 that
has the system code is passed over the
reader/writer  48 4 or the reader/writer
6, the IC card 1 responds. [0098]
In this way, the following merits are
obtained. For example, when a service
providing company that delivers a service
using the IC card 1 changes the
encryption algorithm from A to B and then
to C, the reader/writer 4 of the service
providing company device 3 must be
compatible with all the encryption
algorithms A to C. In this situation, by
using the IC card 1 with the
above-described data structure, the
reader/writer 4 or the reader/writer 6
can use the same polling command to
capture all the IC cards 1A to 1D that
are compatible with the three encryption
algorithms A to C. [0099] (b) Section
definition information       The section
definition information 120 is definition
information that is a feature of the
logical file structure portion 33
according to the present embodiment. The
section defmition information 120 is
information to define the encryption
algorithm or algorithms with which the IC
card 1 is compatible. The section
definition information 120 stores
identification information that indicates
the encryption methods with which the IC
card 1 is compatible (an identifier that
indicates an encryption type), the system
key used to access storage areas
subordinate to the section definition
information 120, and the system key
version. 



[0100]             The encryption type
identifier is a unique value that is
assigned in advance to each encryption
algorithm and is, for example, a first
encryption method (AES, for example)
identifier, a second encryption method
(DES, for example) identifier and so on.
By including the encryption type
identifier in the section definition
information 120, it is possible to
determine which encryption type the  49
IC card 1 is compatible with. [0101]
For the system key, a different value is
used for each encryption algorithm. In
the example shown in FIG. 8, a 128 bit
key is used as the key for the encryption
algorithm A (AES, for example), and a 64
bit key is used as the key for the
encryption algorithm B (DES, for
example). The system key version
indicates the version of the system key,
and is updated as necessary. By saving
the system key compatible with a given
encryption algorithm and its version, the
IC card 1 can perform data communication
with the reader/writer 4 or the
reader/writer 6 using that encryption
algorithm. [0102]             The section
definition information 120 is lower than
and subordinate to the system definition
information 110, and is provided for each
encryption algorithm with which the IC
card 1 is compatible. In known art, as
shown in FIG. 10 and FIG. 11, the area 0
definition infoi illation 130 is
established directly below the system
definition information 110, and the
section definition information 120 is not
provided. In contrast, in the present
embodiment, as shown in FIG. 8, a
plurality of the section definition
information 120 can be established for
each encryption algorithm (encryption
method) subordinate to a single one of
the system definition information 110,
and the area 0 definition information 130
is established subordinate to each of the
section definition information 120 in a
one to one ratio. Further, in known art,
as shown in FIG. 10 and FIG. 11, the
system definition information 110 stores
the system key and the system key
version. In contrast, in the present
embodiment, as shown in FIG. 8, to set
the system key for each encryption type,
the system key and the system key version
are stored in the section definition
infoimation 120 established for each
encryption algorithm. 



50 [0103]             The above-described
section definition information 120 will
be explained in more detail later. As
shown in FIG. 8, it is possible to set a
plurality of section definition
information 120A, 120B (or 120C, 120D)
that are compatible, respectively, with
each of a plurality of encryption
algorithms such that they are subordinate
to the system definition information 110A
(or 110B) relating to a given single IC
card system. For example, if the IC card
1 is compatible with both the DES and AES
encryption methods, the DES section
definition information 120A and the AES
section definition information 120B can
be located within the single system
defmition area. This is equal to storing
a plurality of IC cards that are
compatible with a plurality of encryption
algorithms within a single logic IC card.
Using this data structure with the
section definition information 120, the
reader/writer 4 or the reader/writer 6
can use the same polling command to
capture the IC card 1 that has a
plurality of encryption algorithms. For
example, if the same system code is
stored in the system definition
infoiniation 110 of the IC cards 1A, 1B
and 1C that are compatible, respectively,
with the encryption algorithms A, B and C
shown in FIG. 2 and also the IC card 1D
that is compatible with the encryption
algorithms A, B and C, the reader/writer
4 or the reader/writer 6 can capture all
the IC cards lA to 1D using the same
polling command. [0104]             In
addition, from among the plurality of
encryption methods (encryption
algorithms) with which the IC card 1
encryption processing portion is
compatible, a specified single encryption
method is used in processes (a system
issuing process or a section issuing
process) to issue management information
using issuing information that will be
explained later. In the explanation
below, the specified single encryption
method is referred to as the
"representative  51 encryption method (or
representative encryption type, or
representative encryption algorithm)" and
the section definition information 120
and the subordinate definition
information corresponding to the
representative encryption method are
referred to as the "representative
section." Further, from among the
above-described plurality of encryption
methods, one, or two or more, encryption
methods apart from the representative
encryption method are generically
referred to as 'non-representative
encryption methods" and the section
definition information 120 and the
subordinate definition information
corresponding to the non-representative
encryption methods are referred to as the
'non-representative section." For
example, in FIG. 8, the encryption
algorithm A (<algo_A:128 bit key>) is the
representative encryption method and the
other encryption algorithms B and C
(<algo_B:64 bit key>, <algo_C:256 bit
key>) are the non-representative
encryption methods. The section
definition information 120A, the section
definition information 1200, the area 0
definition information 130A and the area
0 definition information 1300
corresponding to the encryption algorithm
A are the representative section. The
section definition information 1203, the
section definition information 120D, the
area 0 definition information 1303 and
the area 0 defmition information 130D
corresponding to the encryption
algorithms B and C are the
non-representative section. 



[01051             (c) Area 0 definition
information, area definition information,
service definition infoiniation
Subordinate to the above-described
section definition information 120 is the
single area 0 definition infoi illation
130. In other words, the area 0
definition information 130 corresponds to
the higher layer section definition
information 120 in a one to one ratio.
Further, subordinate to the area 0
definition information 130 is one, or  52
two or more, of the area definition
information 140. The area 0 definition
information 130 and the area definition
information 140 are information to define
the area of the storage areas of the IC
card 1. In addition, subordinate to each
of the area defmition information 140 is
one, or two or more, of the service
definition information 150. The service
definition information 150 is information
to define the storage area used for a
service in each area. The data structure
used for the area 0 definition
infotmation 130, the area definition
information 140 and the service defmition
information 150 is the data structure
disclosed, for example, in Japanese
Patent Application Publication No.
JP-A-2000-36021. [0106]             The
area 0 definition information 130 is a
type of area definition infoiu.iation,
and in terms of the hierarchical
structure, it is equal to the highest
folder. The area definition information
140 apart from the area 0 definition
information 130 is notated as the area N
definition information on FIG. 7. As
shown by the reference numeral 132 in
FIG. 7, the area 0 definition information
130 and the area definition infoi
illation 140 store a start identifier and
an end identifier that indicate the scope
of the relevant area definition area (the
storage area) as identification codes.
The hierarchical structure is determined
by the identification codes. In addition,
the area 0 definition information 130 and
the area definition information 140 store
a key, the key version and a number of
allocated blocks. The key stored in the
area 0 definition information 130 and the
area definition information 140 is a key
necessary to access the area definition
area defined by the area 0 definition
information 130 and the area definition
information 140. The number of allocated
blocks is the number of storage area
blocks allocated to the area definition
area. [0107] 



53             In the same way, the
service definition information 150 stores
a start identifier and an end identifier
(identification codes) that indicate the
scope of the service definition area (the
storage area), a key, a key version and a
number of allocated blocks. One, or two
or more, of the user data 160, which are
used in the relevant service, are stored
subordinate to the service definition
area. The method of access to the user
data 160 is managed by the service
definition information 150 identification
code. Seen from the user data 160, a
plurality of the service definition
information 150 can be linked, and it is
therefore possible to define a plurality
of access methods with regard to a given
one of the user data 160. For example, it
is possible to perform access management
in such a way that "user data can be read
out without performing mutual
authentication, but user data cannot be
written without performing mutual
authentication" and the like. There are a
variety of services that use the IC card
1, some of which allow reading and
writing of user data, and some of which
are cyclic services etc. which are a kind
of history management. The service
definition information 150 defines the
access method when using each service and
defines the number of user blocks that
can be used by each service and so on.
[0108]             FIG. 9 shows a
specific example of the area 0 definition
information 130, the area definition
information 140 and the service
definition infoimation 150. Note that,
FIG. 9 shows the hierarchical structure
below the section definition information
120 with the encryption type <algo_A:128
bit key> that is subordinate to the
system definition information 110 with
the system code "Ox0001," as shown in
FIG. 8. [0109] As shown in FIG. 9, two
area definition information 140A  54 



and 140B belong to the area 0 definition
information 130. Two service definition
information 150A and 1503 belong to the
area definition information 140A, and one
service definition information 150N
belongs to the area definition
information 1403. In addition, a
plurality of user data 160A to 160C
belong to the service definition
information 150A. In this way, the area 0
definition information 130, the area
definition information 140, the service
definition information 150 and the user
data 160 have the hierarchical structure
in the above-described order. With this
structure, the area definition area can
be set for each service providing company
and the service definition area can be
set for each service delivered by the
service providing company, thus allowing
efficient management of user data for all
types of service providing company and
service on the single IC card 1. [01101
Here, specific examples of the
above-described definition infoimation
110 to 150 that match the business type
using the IC card 1 will be explained. As
described above, the system definition
information 110 is issued for each IC
card system, and the section definition
information 120 is issued for each
encryption algorithm (encryption method).
Further, the area definition information
140 is issued for each service providing
company that uses the IC card 1, and the
service definition information 150 is
issued for each service delivered by the
service providing company. 101111 First
business type       A first business type
is a case in which a single service
providing company (a railway corporation,
for example) exclusively holds all the
system definition area storage areas
corresponding to a single IC card system
(a transport ticket IC card system) as
its own. In this case, the storage areas
(the section, area 0, area and service
definition areas)  55 subordinate to the
system definition area are all used by
the service delivered by the service
providing company. In this case, it is
assumed that the reader/writer 4 (an
automatic ticket barrier, for example) of
the service providing company's service
providing company device 3 is only
compatible, for example, with the fowler
encryption algorithm A (DES, for
example), and the IC card 1, as shown in
FIG. 8, is compatible with two encryption
algorithms, both former and new (DES and
AES, for example). In this case,
initially, the DES section definition
information 120B subordinate to the
system definition information 110A is
used, and use of the area/ service
definition areas is continued, as before,
using DES. Next, at a certain point in
time, the DES section definition
information 120B is deleted from the data
storage area 32 of the IC card 1, and
only the AES section definition
information 120A remains. After that, the
AES section definition information 120A
is used to continue the service with the
area/service definition areas using AES.
When the encryption method is switched in
this way, it is not assumed that two of
the section definition information 120
compatible with the two encryption
methods A and B are simultaneously
existent in a single one of the IC card
1. The first business type is a case in
which a single encryption method is
selected from two options and the
encryption algorithm is therefore
completely switched. 



[0112] (2) Second business type       A
second business type is a case in which,
within a same IC card system, the area
definition areas are divided in units of
service providing company. In the second
business type, a service providing
company a that issues the IC card 1 (the
issuer) can loan a plurality of the area
definition areas in the IC card 1 to
other service providing companies p, y
and 0 and the plurality of service
providing companies  56 p, y and 0 share
the single IC card 1. In this case, it is
assumed that a plurality of the section
definition information 120 corresponding
to the encryption methods A and B are
simultaneously existent in the single IC
card 1. For example, when the service
providing companies  and y use the new
encryption method A (AES) and the service
providing company 0 uses the old
encryption method B (DES), the AES
section definition information 120A and
the DES section definition information
120B, which are subordinate to the system
definition information 110A, exist
simultaneously, as shown in FIG. 8. With
this structure, the single IC card 1 can
be shared by services using a plurality
of encryption types. [0113]
The logical file structure portion 33 of
the IC card 1D that is compatible with
the plurality of encryption methods A, B
and C according to the present embodiment
is explained above. Here, examples of
logical file structure portions of the IC
card 1 that is only compatible with a
single encryption algorithm will be
explained with reference to FIG. 10 and
FIG. 11. FIG. 10 is an example of a
logical file structure portion of the
known IC card IA that is only compatible
with the single encryption algorithm A.
FIG. 11 is an example of a logical file
structure portion of the known IC card 1B
that is only compatible with the single
encryption algorithm B. [0114] 



As shown in FIG. 10 and FIG. 11, the IC
card 1 that is only compatible with the
single encryption algorithm A or B does
not require the section definition
information 120 shown in FIG. 7 and FIG.
8. The system key and the key version,
which are stored in the section
definition information 120 shown in FIG.
7 and FIG. 8, are stored in the system
definition information 110 in the example
shown in FIG. 10 and FIG. 11 and the
encryption type identifiers are not
stored.  57 [0115] 4. Use of IC card:
FIG. 12 to FIG. 19       Next, the
process for using the IC card 1 according
to the present embodiment will be
explained with reference to FIG. 12 to
FIG. 19. FIG. 12 is a sequence diagram
showing an access sequence between the IC
card 1 and the reader/writer 4 of the
service providing company device 3
according to the present embodiment, when
the IC card 1 is being used. FIG. 13 to
FIG. 19 are flow charts respectively
showing processes 810, 820, 530, 540,
850, 860 and 570 with respect to FIG. 12.
[0116]             Use of the IC card 1
refers to the process in which, by
passing the IC card 1 within the
communication range of the reader/writer
4 of the service providing company device
3, the IC card 1 and the service
providing company device 3 can transmit
and receive predetermined data, and a
specific service is delivered to a user
using non-contact communication. When the
IC card 1 is used, as explained in more
detail below, after the reader/writer 4
has captured the IC card 1 using polling
(step Si to step S10), the reader/writer
4 and the IC card 1 perform mutual
authentication and encrypt a
communication path (step 820 to step
850). After that, the reader/writer 4 and
the IC card 1 exchange predetermined
commands and data relating to the service
(step S60 to step 570). [0117] 



More specifically, as shown in FIG. 12,
first the reader/writer 4, in order to
capture the IC card 1, continuously
transmits a polling request that
specifies a system code "Ox0001," thus
polling the IC card 1 (step Si). By
placing the IC card 1 that is compatible
with the IC card system with the above
system code within the communication
range of the reader/writer 4, the IC card
1 receives  58 the above polling request
and transmits a polling response to the
reader/writer 4 (step 810). [0118]
Next, when the reader/writer 4 receives
the polling response from the IC card 1,
it creates an authentication message 1
request and transmits the request to the
IC card 1 (step 820). The authentication
message 1 request specifies an identifier
for the encryption algorithm A to be
used, and a service identification code
"1008". When the IC card 1 receives the
authentication message 1 request from the
reader/writer 4, it creates an
authentication message 1 response and
sends the response to the reader/writer 4
(step 830). [0119]             Further,
when the reader/writer 4 receives the
authentication message 1 response from
the IC card 1, it creates an
authentication message 2 request using
the encryption algorithm A and transmits
the request to the IC card 1 (step 840).
When the IC card 1 receives the
authentication message 2 request from the
reader/writer 4, it creates an
authentication message 2 response and
transmits the response to the
reader/writer 4 (step 850). As a result,
mutual authentication between the
reader/writer 4 and the IC card 1 is
completed, and a session key is generated
to encrypt the communication path between
the reader/writer 4 and the IC card 1.
[0120] 



After that, the reader/writer 4 uses the
above-described session key to encrypt a
predetermined command necessary to use
the service (a data read request, for
example) and transmits the request to the
IC card 1 (step 860). When the IC card 1
receives the data read request from the
reader/writer 4, it uses the
above-described session key to decrypt
the encrypted data read request, and
reads the user data specified in the data
read request from the memory 30. Then,
the  59 IC card 1 encrypts the read user
data using the above-described session
key and transmits the encrypted user data
to the reader/writer 4 (step 570). [0121]
Next, the above-described processes step
810 to step 570 of FIG. 12 will be
explained in more detail with reference
to FIG. 13 to FIG. 19. [0122] 



First, the IC card 1 polling response
process (the process at step 510 in FIG.
12) will be explained with reference to
FIG. 13. [0123]             As shown in
FIG. 13, when the IC card 1 is passed
over the reader/writer 4 of the service
providing company device 3, the IC card 1
receives a polling request from the
reader/writer 4 (step S11). Next, the IC
card 1 determines whether or not the
system definition information 110 that
stores the system code "Ox0001" specified
by the polling request exists in the
logical file structure portion 33 (step
S12). The IC card 1 stores the system
definition information 110 for one, or
two or more IC card systems with which
the IC card 1 is compatible in the
logical file structure portion 33, and
the system defmition information 110
includes the system codes indicating the
IC card systems. [0124] As a result of
the above determination process, if the
system definition information 110
corresponding to the system code does not
exist, the process perfoinis an error
tennination and does not respond to the
reader/writer 4 (step S14). On the other
hand, if the system definition
infoiillation 110 corresponding to the
system code does exist, the IC card 1 is
compatible with the IC card system with
the specified system code. In this case,
in order to respond to the polling 



60 request from the reader/writer 4, the
IC card 1 returns logic card
identification information to the
reader/writer 4 as a polling response
(step S13). The logic card identification
information is information that includes
the system number contained in the system
definition information 110 of the
specified system code, and the IC card 1
identification information (card ID). In
addition, at step 513, the IC card 1 also
returns to the reader/writer 4, as the
polling response, identification
information that indicates the encryption
type of the IC card system with which the
IC card 1 is compatible (hereinafter
referred to as the "encryption type ID").
By doing this, the IC card 1 notifies the
reader/writer 4 of the encryption type of
the IC card system with which the IC card
1 itself is compatible. The IC card 1
refers to the logical file structure
portion 33 and checks the encryption type
identifier that is contained in the
section definition information 120
subordinate to the system definition
information 110 for the above-described
specified system code, and can thus
determine the encryption type with which
the IC card 1 is compatible. [0125]
Next, the authentication message 1
request process by the reader/writer 4
(the process at step 520 in FIG. 12) will
be explained with reference to FIG. 14.
[0126]             As shown in FIG. 14,
first, the reader/writer 4 receives the
above-described polling response from the
IC card 1 (including the logic card
identification information and the
encryption type ID) (step S21). Next, the
reader/writer 4, based on the encryption
type ID contained in the polling
response, specifies the encryption type
to be used in a subsequent authentication
process (step S22). For example, when the
IC card 1 is only compatible with a
single encryption algorithm (DES, for
example), the reader/writer 4 specifies
the DES  61 



encryption algorithm as the encryption
type to be used in the subsequent
authentication process. When the IC card
1 is compatible with a plurality of
encryption algorithms (both AES and DES,
for example), the reader/writer 4 selects
the encryption type in accordance with
appropriate selection conditions, such as
selecting the encryption type with which
the reader/writer 4 itself is compatible,
or selecting the more reliable encryption
type. [0127]             Note that the
example here describes a case in which
the reader/writer 4 determines the
encryption type with which the IC card 1
is compatible by the IC card 1 returning
the encryption type with which it is
compatible to the reader/writer 4 as the
polling response. However, the method for
the reader/writer 4 to determine the
encryption type is not limited to this
example, and may be, for example, method
(1) or method (2) described below. [0128]
(1) An IC code that is unique to the IC
chip on the IC card 1 is included in the
polling response, and the reader/writer 4
can use the IC code to determine which
encryption type the responding IC card 1
is compatible with. [0129]
(2) Alternatively, when the reader/writer
4 has been switched from an old
encryption method (DES) to a new
encryption method (AES), when it can be
determined that all the IC cards 1 have
been switched to AES, it is not necessary
to determine the encryption type.
However, it is not realistic to
completely switch over the encryption
method of all of the IC cards 1 relating
to an existing specific service. Here, an
option request may be added to the
polling request from the reader/writer 4,
such that, if the IC card 1 uses the old
encryption method, it does not reply to
the option request but if the  62 



IC card 1 uses the new encryption method,
it returns a message in response to the
option request. In this way, the
reader/writer 4 can determine the
encryption type with which the IC card 1
is compatible based on the presence or
lack of response to the option request.
[0130]             Returning to FIG. 14,
next, the reader/writer 4 creates the
authentication message 1 request using
the encryption algorithm specified at
step S22 (step S23) and transmits the
authentication message 1 request to the
IC card 1 (step S24). The authentication
message 1 request includes a first set of
random numbers that are encrypted by the
above-described specified encryption
algorithm using the authentication key.
When creating the authentication message
1 request at step S23, the reader/writer
4 generates the first set of random
numbers and also creates the
authentication key to perform mutual
authentication, and uses the
authentication key to encrypt the first
set of random numbers. [0131]
As described above, the authentication
key is generated from a service key used
in the service targeted for use and from
the card ID of the IC card 1. Using the
authentication key, it is possible to
identify the service and the card to be
used. When using a plurality of services
simultaneously, a degenerate key is
created from a plurality of the service
keys, and the authentication key is
generated from the degenerate key and the
card ID. For example, sometimes, when the
single IC card 1 is passed over the
reader/writer 4, as well as reducing the
remaining balance (value) on the card for
the transport ticket service and
electronic money service, a history
management service is used to write a
usage history of the value (when, where
and how much was used etc.) onto the
card. When a plurality of services is
used in this way, the degenerate key is
generated as a key that combines a  63
plurality of the service keys. [0132] 



Further, the above-described
authentication message 1 request
specifies the encryption algorithm to be
used in the subsequent authentication
process (the identifier indicating the
encryption type of the specified
encryption algorithm), and also specifies
the service to be used (the
identification code for the specified
service). In the example shown in FIG.
12, the authentication message 1 request
includes the identifier <algo_A> that
identifies the specified encryption
algorithm A, and the identification code
"1008" that identifies the specified
service. Note that a plurality of
services to be used simultaneously can be
specified using the authentication
message 1 request. By receiving the
authentication message 1 request, the IC
card 1 can ascertain the encryption type
to be used in the subsequent processing,
and the service to be used. [0133] Next,
an authentication message 1 response
process by the IC card 1 (the process at
step S30 in FIG. 12) will be explained
with reference to FIG. 15. [0134]
As shown in FIG. 15, first, the IC card 1
receives the authentication message 1
request from the reader/writer 4 (step
831). When the authentication message 1
request is received, the IC card 1
extracts, from the authentication message
1 request, the identifier for the
encryption type specified by the
reader/writer 4, and the identification
code for the service specified by the
reader/writer 4. 



[0135]             Next, by matching the
encryption type identifier contained in
the section definition information 120 in
the logical file structure portion 33
with the identifier of the specified
encryption type, the IC  64 card 1
determines whether or not the IC card 1
itself is compatible with the specified
encryption type (step S32). In addition,
the IC card 1 determines whether or not
the logical file structure portion 33 of
the IC card 1 itself includes the service
definition information 150 of the
identification code for the specified
service (step S33). When the IC card 1 is
compatible with the specified encryption
type and the service definition
information 150 of the service code for
the specified service is contained in the
logical file structure portion 33, the
process advances to step S34. In any
other case, the process performs an error
termination (step 837). [0136]
Next, at step 834, the IC card 1 uses the
encryption type specified by the
reader/writer 4 to create an
authentication message 1 response (step
S34). More specifically, the
authentication key generation portion 23
of the IC card 1, in the same way as the
reader/writer 4, creates the
authentication key to perform mutual
authentication using the service key used
for the service specified by the
reader/writer 4 (the service definition
information 150 key), and the card ID of
the IC card 1. When a plurality of
services are being used simultaneously, a
degenerate key is generated from a
plurality of the service keys, and the
authentication key is generated from the
degenerate key and the card ID. Then, the
mutual authentication portion 24 uses the
above-described generated authentication
key generated with the above-described
specified encryption algorithm to decrypt
the first set of random numbers contained
in the authentication message 1 request
received from the reader/ writer 4, and
then once more encrypts the first set of
random numbers using the authentication
key. In addition, the mutual
authentication portion 24 of the IC card
1 newly generates a second set of random
numbers, and encrypts the second set of
random numbers using the above-  



65 described authentication key generated
with the above-described specified
encryption algorithm. Then, the mutual
authentication portion 24 creates the
authentication message 1 response that
contains the first set of random numbers
encrypted with the above-described
authentication key, and the second set of
random numbers encrypted with the
above-described authentication key, and
returns the authentication message 1
response to the reader/writer 4 (step
S35). [0137]             After that, as
the IC card 1 internal status, the mutual
authentication portion 24 of the IC card
1 stores the logic card identification
information specified by the
reader/writer 4 (the system number and
the card ID) and the identification codes
for the encryption type and the service
in a storage portion such as the memory
30 (step 836). Hereinafter, the logic
card identification information and the
encryption type and service
identification codes are referred to as
"current authentication information." The
current authentication information is
identification information indicating the
encryption type and the service specified
by the reader/writer 4. [0138]
Note that, for example, when the power
source to the IC card 1 is interrupted,
or when the IC card 1 receives a reset
command from the reader/writer 4, the
stored specified current authentication
information is deleted. When changing a
service delivered between the IC card 1
and the reader/writer 4, the IC card 1
receives a reset command from the
reader/writer 4 to reset already stored
content. [0139]             Next, an
authentication message 2 request process
by the reader/writer 4 (the process at
step 840 in FIG. 12) will be explained
with reference to FIG. 16.  



66 [0140]             As shown in FIG.
16, the reader/writer 4 first receives
the above-described authentication
message 1 response (the re-encrypted
first set of random numbers and the
encrypted second set of random numbers)
from the IC card 1 (step S41). Next, the
reader/writer 4 determines whether or not
the received authentication message 1
response is normal (step 842). If it is
normal, the process advances to step 843,
and if it is not normal, the process
performs an error termination (step 845).
In the process to determine whether or
not the data is normal, the reader/writer
4 decrypts the first set of random
numbers that were re-encrypted by the IC
card 1, and if the decrypted first set of
random numbers matches the first set of
random numbers initially generated by the
reader/writer 4, the data is determined
to be notmal. [0141]             Next, at
step 843, the reader/writer 4, based on
the authentication message 1 response,
creates data to be contained in the
authentication message 2 request (step
843). More specifically, the
reader/writer 4 uses the above-described
authentication key generated at step 823
with the above-described specified
encryption algorithm to decrypt the
second set of random numbers contained in
the authentication message 1 response
received from the IC card 1, and then
once more encrypts the second set of
random numbers using the authentication
key. Then, the reader/writer 4 creates
the authentication message 2 request that
contains the re-encrypted second set of
random numbers. Next, the reader/writer 4
transmits the created authentication
message 2 request to the IC card 1 along
with the above-described specified logic
card identification information and the
encryption type (step 844). [0142]  67
Next, an authentication message 2
response process by the IC card 1 (the
process at step 850 in FIG. 12) will be
explained with reference to FIG. 17. 



[0143]             As shown in FIG. 17,
the IC card 1 first receives the
above-described authentication message 2
request (including the re-encrypted
second set of random numbers) from the
reader/writer 4, along with the specified
logic card identification information and
the encryption type (step 851). [0144]
Next, the IC card 1 determines whether or
not the above-described specified logic
card identification information and the
encryption type are the same as the logic
card identification information and the
encryption type in the current
authentication information stored at the
above-described step 836 (step 852). In
addition, the IC card 1 determines
whether or not the received
authentication message 2 request is
normal (step 853). If, as a result of
these determinations, the logic card
identification information and the
encryption type are the same, and the
authentication message 2 request is
normal, the process advances to step 854,
and if there is an abnormality, the
process performs an error termination
(step 858). In the process to determine
whether or not the authentication message
2 request is normal, the IC card 1
decrypts the second set of random numbers
that were re-encrypted by the reader/
writer 4 and if the decrypted second set
of random numbers matches the second set
of random numbers initially generated by
the IC card 1, the data is determined to
be normal. [0145]             Next, at
step 854, the mutual authentication
portion 24 of the IC card 1 creates an
authentication message 2 response using
the  68 encryption type specified by the
reader/writer 4 (step 854). The
authentication message 2 response is a
message notifying the reader/writer 4
that mutual authentication is complete.
Further, as the IC card 1 internal
status, the mutual authentication portion
24 stores information indicating that
mutual authentication with the reader/
writer 4 is complete in a storage
portion, such as the memory 30 (step
855). 



[0146]             Next, the
communication path encryption portion 25
of the IC card 1 stores the key (the
session key) generated during the
above-described mutual authentication
from step 820 to step 853 as a
communication path encryption key,
perfonns communication path encryption in
accordance with the above-described
specified encryption type and perforios
data communication with the reader/writer
4 (step 856). Here, the session key is
generated from the first set of random
numbers and the second set of random
numbers that are mutually checked between
the reader/writer 4 and the IC card 1
through the above-described mutual
authentication. Also, the communication
path encryption key is the key used to
encrypt data transmitted and received (on
the communication path) between the
reader/writer 4 and the IC card 1 by
non-contact communication. After that,
the IC card 1 uses the session key to
encrypt the authentication message 2
response created at step 854, and then
transmits the response to the
reader/writer 4 (step 857). [0147]
Next, a data read request process by the
reader/writer 4 (the process at step 860
in FIG. 12) will be explained with
reference to FIG. 18. [0148]  69
As shown in FIG. 18, the reader/writer 4
first receives the above-described
authentication message 2 response from
the IC card 1 (step 861). Next, the
reader/writer 4 determines whether or not
the received authentication message 2
response can be decrypted using the
above-described session key (step 862).
As a result, if the response can be
decrypted, the process advances to step
863. If the response cannot be decrypted,
the reader/writer 4 creates error
information as a read request (step 865).
[0149] 



Next at step 863, the reader/writer 4
creates a data read request (step 863).
The data read request is a command that
requests user data stored in the IC card
1 relating to a specific service to be
read. Further, the reader/writer 4 uses
the above-described session key to
encrypt the data read request created at
step 863, and transmits the encrypted
request to the IC card 1 (step 864). On
the other hand, if it is deteimined at
step 862 that the response cannot be
decrypted, the reader/writer 4 transmits
the error information created at the
above-described step 865 as the data read
request (step 864). [0150]          Next,
a data read process by the IC card 1 (the
process at step S70 in FIG. 12) will be
explained with reference to FIG. 19.
[0151]             As shown in FIG. 19,
the IC card 1 first receives the
above-described data read request from
the reader/writer 4 (step 871). Next, the
IC card 1 determines whether or not the
received data read request can be
decrypted using the above-described
session key (step 872). As a result, if
the data read request can be decrypted,
the process advances to step 873, and if
it cannot be decrypted, the process
performs an error teintination (step
876). [0152]  70 



Next at step 373, the IC card 1, with the
above-described specified encryption
algorithm, uses the above-described
session key to decrypt the data read
request received at step 371 (step 373).
Further, the IC card 1, based on the
current authentication information stored
at the above-described step 336, reads
user data from the logical file structure
portion 33 and creates a data read
response that contains the user data
(step 374). The destination for the read
user data is determined by a value
specified by the service identification
code contained in the current
authentication information. After that,
the IC card 1 encrypts the created data
read response using the above- described
session key and transmits it to the
reader/writer 4 (step 375). [0153]
The access sequence between the IC card 1
and the reader/writer 4 when the IC card
1 is used is explained above with
reference to FIG. 12 to FIG. 19. Access
to the IC card lA that is only compatible
with the encryption algorithm A shown in
FIG. 10, and access to the IC card 1D
that is compatible with the encryption
algorithms A, B and C shown in FIG. 8 is
performed using the same sequence as
described above and shown in FIG. 12.
[0154]             Moreover, when a
service providing company switches the
encryption algorithm, such as updating
the encryption algorithm from B to A, for
example, the reader/writer 4 is already
compatible with the encryption algorithms
A and B, while the user's IC card 1 is
compatible with a variety of encryption
algorithms. For example, it is assumed
that some users use the IC card lA that
is only compatible with the encryption
algorithm A, while some users use the IC
card 1B that is only compatible with the
encryption algorithm B. Meanwhile, some
users use the IC card 1D that is
compatible with both the encryption
algorithm A and the encryption algorithm
B shown in FIG. 8. Even in 71 such a
case, from the polling response (step
313) from the IC card 1 that is passed
over the reader/writer 4, the
reader/writer 4 can acquire the
encryption type with which the IC card 1
is compatible (or the encryption type
that is being used, in the case of the IC
card ID that is compatible with both the
encryption algorithms A and B). In this
way, in the authentication process etc.
from step 520 onwards, the reader/writer
4 can determine whether to use either the
encryption algorithm A or the encryption
algorithm B to transmit data. [0155] 



In the above way, in the present
embodiment, when using the IC card 1, the
encryption type with which the IC card 1
is compatible is notified from the IC
card 1 to the reader/writer 4, and the IC
card 1 and the reader/writer 4 perform
encryption, in accordance with the
encryption type, for the mutual
authentication process, the communication
path encryption process and processes
using the service. Accordingly, it is
possible to assign the preferable use of
different encryption methods for each of
the IC cards 1 and each service. For
example, with the IC card 1 that is
compatible with both the representative
encryption algorithm A (ADS) and the
nonrepresentative encryption algorithm B
(DES), either the AES or the DES
encryption algorithm can be used to
perform data communication. For that
reason, the IC card 1 can use the DES
encryption algorithm to perform data
communication with the reader/writer 4
for a service B that is only compatible
with the encryption algorithm B (DES).
Meanwhile, the IC card 1 can also use the
more reliable ADS encryption algorithm to
perform_ data communication with the
reader/writer 4 of a service A that is
compatible with the encryption algorithm
A (ADS). The IC card 1 can therefore
flexibly be compatible with a plurality
of encryption algorithms and can also
perfolin smooth switching of encryption
algorithms in relation to IC card
systems.  72 [0156]             5.
Structure and encryption of ssuing
information: FIG. 20 to FIG. 23
Next, the issuing information 60 (refer
to FIG. 6) according to the present
embodiment will be explained in more
detail with reference to FIG. 20 to FIG.
23. [0157] 



As explained above, the issuing device 5
delivers the issuing information 60 to
the IC card 1 in order for the IC card 1
to issue definition information. The
issuing information 60 is, for example,
the system issuing information or the
section issuing information. The system
issuing information is information used
to issue the new IC card system
definition information in the IC card I.
For example, in the example of the
logical file structure portion 33 shown
in FIG. 8, the system issuing information
is information used to issue the system
definition information 110B, the section
definition information 1200 and the area
0 definition information 1300
corresponding to the new IC card system
B. On the other hand, the section issuing
information is info'mation used to issue
the definition information corresponding
to new encryption algorithms in the IC
card I. For example, in the example of
the logical file structure portion 33
shown in FIG. 8, the section issuing
information is information used to issue
the section definition information 120B
and the area 0 definition information
130B that correspond to the new
encryption algorithm B and that are
subordinate to the existing system
definition information 110A. [0158] I.
System issuing information       First,
an explanation will be given of system
issuing information 70 according to the
present embodiment, and a process to
encrypt and  73  check the integrity of
the system issuing information 70, with
reference to FIG. 20 and FIG. 21. FIG. 20
is an explanatory diagram showing the
structure of the system issuing
information 70 according to the present
embodiment. FIG. 21 is a pattern diagram
showing processes for the encryption and
decryption of the system issuing
information 70 by the issuing device 5
and the IC card 1 according to the
present embodiment. 



[0159]             As shown in FIG. 20,
the system issuing information 70
includes the following setting items: the
system definition informiation 110 for
the IC card system newly issued in the IC
card 1; the representative section
section definition information 120 that
belongs to the system definition
information 110; and the area 0
definition information 130 that belongs
to the section definition information
120. More specifically, the system
issuing information 70 includes the
system key version, the system key, the
system code, a first padding, a first
check code, an area 0 key version, an
area 0 key, the number of area 0
allocated blocks, a second padding, and a
second check code. Note that the area 0
key refers to the key contained in the
area 0 definition information 130 shown
in FIG. 8. The number of area 0 allocated
blocks refers to the number of blocks
(the size of the storage area) allocated
to the area 0 definition area. [0160]
In addition, the system issuing
information 70 is encrypted in two layers
using two types of authorization key, a
first authorization key 72 and a second
authorization key 74 (these correspond to
the authorization key 62 shown in FIG.
6). At that time, given the scope of the
encrypted information, a type A system
issuing information 70A and a type B
system issuing information 70B exist. In
the type A system issuing information
70A, first, the system key version, the
74 system key, the system code, the first
padding and the first check code are
encrypted using the first authorization
key 72. Additionally, the encrypted
information, the area 0 key version, the
area 0 key, the number of blocks
allocated to the area 0, the second
padding and the second check code are
then encrypted using the second
authorization key 74. Meanwhile, in the
type B system issuing information 70B,
the system key version, the system key,
the system code, the area 0 key version,
the area 0 key, the first padding and the
first check code are encrypted using the
first authorization key 72. In addition,
the encrypted information, the number of
blocks allocated to the area 0, the
second padding and the second check code
are then encrypted using the second
authorization key 74. [0161]
Here, the first authorization key 72 is
the "division authorization key" that
indicates the division authorization of
the system in the IC card 1. The second
authorization key 74 is a "key for the
representative section area 0 definition
information 130 belonging to the system
number 0 system definition information
110" (hereinafter referred to as an "area
0 key of the representative section of
the system number 0"), or the "system
issuing authorization key." The "system 0
representative section area 0 key" is,
for example, the key indicated by the
reference numeral 74 in FIG. 24, to be
explained later. Also, the representative
section is the section definition
information 120 corresponding to the
above-described representative encryption
method (the first encryption method, for
example, AES) and the definition
information subordinate to the section
definition information 120. In the
present embodiment, the "area 0 key of
the representative section of the system
number 0" is used as the second
authorization key 74 in the system
issuing info'iation 70 for the IC card 1,
while the 



"system issuing authorization key" is
used as the second authorization  75 key
74 in the system issuing information 70
for the mobile terminal 2. The reason for
this is explained below. [0162] In the
process of encrypting the system issuing
infoiniation 70, the owner of the
"division authorization key" 72 is
sometimes different from the owner of the
'area 0 key of the representative section
of the system number 0" or the "system
issuing authorization key" 74. For that
reason, transmission and reception of the
system issuing information 70 occurs
between the two owners. In this type of
case, it is necessary for each of the
respective owners to be in possession of
the authorization keys 72 and 74. [0163]
Here, as shown in FIG. 21, the issuing
device 5 is divided into the 'division
authorization key owner' first issuing
device 5A and the "system 0
representative section area 0 key" or
"system issuing authorization key" owner
second issuing device 5B, and the system
issuing information 70 is encrypted in
two layers. 



[0164]             As shown in FIG. 21,
the system issuing information 70 is
encrypted by the issuing device 5A and
the issuing device 5B, using the
authorization key 72 and the
authorization key 74, respectively.
Encrypted system issuing information 75
is delivered to the IC card 1. The IC
card 1 decrypts the encrypted system
issuing information 75 using the
authorization keys 72 and 74 that are
securely stored in the IC card 1, and
checks the integrity of the system
issuing information 70 using the
above-described first and second check
codes. [01651             More
specifically, first, the first issuing
device 5A uses the first authorization
key 72 (the division authorization key)
to encrypt the system issuing information
70 and generates provisional encrypted
76 system issuing information 73 (step
880). Next, the second issuing device 5B
uses the second authorization key 74 (the
"area 0 key of the representative section
of the system number 0" or the "system
issuing authorization key") to further
encrypt the provisional encrypted system
issuing information 73 and generate the
encrypted system issuing information 75
(step 881). Note that in both steps of
the two layer encryption (step 880 and
step S81), the system 0 representative
encryption type encryption algorithm
(namely the representative encryption
method) is used. Note also that the
system 0 refers to the IC card system
corresponding to the system definition
information 120 assigned the system
number 0 in the IC card 1. [0166]
Additionally, in accordance with the
above, a two layer decryption process is
performed in the IC card 1. In other
words, first, the IC card 1 issuing
information decryption portion 27 uses
the second authorization key 74 (the
"area 0 key of the representative section
of the system number 0" or the "system
issuing authorization key") that is
securely stored in the memory 30, to
decrypt the encrypted system issuing
information 75, and thus acquires the
provisional encrypted system issuing
infoimation 73 (step 882). At that time,
the issuing infoiillation decryption
portion 27 uses the 



second check code (already decrypted)
that is contained in the provisional
encrypted system issuing information 73
to check the integrity of the provisional
encrypted system issuing information 73.
Next, the issuing information decryption
portion 27 uses the first authorization
key 72 (the division authorization key)
that is securely stored in the memory 30
to further decrypt the provisional
encrypted system issuing information 73,
and thus acquires the original system
issuing information 70 (step 883). At
that time, the issuing information
decryption portion 27 uses the first
check code (already  77 decrypted) that
is contained in the decrypted system
issuing information 70 to check the
integrity of the system issuing
infoiniation 70. [0167]             Note
that in both the steps of the two layer
decryption process (step 382 and step
383), the representative encryption type
encryption algorithm (namely the
representative encryption method) is
used. Also, the integrity checks on the
system issuing information 70 and the
encrypted system issuing information 75
are, for example, achieved by "CBC-MAC"
using the above-described first and
second check codes. [0168]             As
explained above with reference to FIG. 20
and FIG. 21, using the two types of
encryption authorization keys 72 and 74
to perform two layer encryption and
decryption of the system issuing
information 70 allows compatibility with
a variety of IC card system business
types (for example, when the owner of the
authorization key 72 is different to the
owner of the authorization key 74 and so
on). Examples of the business type will
now be explained. 



[0169]             For example, in a
noinial business type, the IC card system
owned by the IC card 1 issuer (the
service providing company that issues the
IC card 1) is the IC card system with the
system number 0 in the IC card 1. In this
case, the authority to determine the
number of storage area blocks allocated
to a newly issued system is the authority
of the issuer, and it is therefore not
problematic for the above-described
authorization key 74 to be the "area 0
key of the representative section of the
system number 0." This is because a
"system 0 administrator" and the "area 0
key owner" are the same. For example,
when a transport ticket card system of a
given railway  78 corporation is the IC
card system with the system number 0
(hereinafter referred to as the "system
0"), and the railway corporation is the
IC card 1 issuer, the 'issuer," the
"system 0 administrator" and the "area 0
key owner" are the same entity (namely
the railway corporation). [0170]
On the other hand, in a case where the
above-described IC card portion 8 is
packaged in the mobile terminal 2, a
variety of service providing companies
jointly use the mobile terminal 2, and
there are cases where the system 0
authority is held by an operator of a
common area. In this case, by using the
authority of the common area operator in
the system 0 to issue the area definition
area and the service definition area for
each service providing company, each
service providing company can
respectively deliver each service.
However, the authority to newly issue a
system in the mobile terminal 2 is held
by, for example, the mobile telephone
carrier. Therefore, the owner of the
system 0 area 0 key (the common area
operator) and the owner of the system
issuing authority (the carrier) are
different. In cases such as this, where
the "area 0 key owner" and the "system 0
administrator" are different, it is
problematic to use the above-described
second authorization key 74 as the 'area
0 key of the representative section of
the system number 0." Here, it is
necessary for the second authorization
key 74 to be the 'system authorization
key." [0171] 



II. Section issuing infoimation
Next, an explanation will be given of
section issuing information 80 according
to the present embodiment, and a process
to encrypt and check the integrity of the
section issuing information 80, with
reference to FIG. 22 and FIG. 23. FIG. 22
is an explanatory diagram showing the
structure of the section issuing
information 80 according to the  79
present embodiment. FIG. 23 is a pattern
diagram showing the encryption and
decryption process of the section issuing
information 80 by the issuing device 5
and the IC card 1 according to the
present embodiment. [0172]             As
shown in FIG. 22, the section issuing
information 80 includes the following
setting items: the section definition
information 120 to be newly issued in the
IC card 1 and the area 0 definition
information 130 that belongs to the
section definition information 120. More
specifically, the section issuing
information 80 includes the encryption
type identifier, the system key version,
the system key, the area 0 key version,
the area 0 key, a padding, a third check
code and a fourth check code. Note that
the encryption type identifier is
identification information indicating the
encryption method (encryption algorithm)
with which the newly issued section
definition information 120 is compatible.
The area 0 key and the number of blocks
allocated to the area 0 are the same as
explained with reference to FIG. 20.
[0173] In addition, the section issuing
infoimation 80 is 



encrypted in two layers using a third
authorization key 82 and a fourth
authorization key 84 (these correspond to
the authorization key 62 shown in FIG.
6). More specifically, in the section
issuing information 80, the encryption
type identifier, the system key version,
the system key, the area 0 key version,
the area 0 key, the padding and the third
check code are encrypted using the third
authorization key 82. In addition, the
encrypted info'nation and the fourth
check code are then encrypted using the
fourth authorization key 84. [0174]
Here, the third authorization key 82 is
the "key for the representative section
area 0 definition information 130
belonging to  80 the system definition
information 110 of the existing IC card
system targeted for registration
(hereinafter referred to as the
"registration system") by the newly
issued section definition information
120." The "area 0 key of the
representative section of the
registration target system" mentioned
here is, for example, the key indicated
by the reference numerals 82A and 82B
shown in FIG. 24, to be explained later.
Also, the fourth authorization key 84 is
the "system key for the representative
section section definition information
120 belonging to the system definition
information 110 for the above-described
registration system (hereinafter referred
to as the "system key of the
representative section of the section
registration target system"). The
"registration system representative
section system key" mentioned here is,
for example, the key indicated by the
reference numerals 84A and 84B in FIG.
24. [0175]             As shown in FIG.
23, the section issuing information 80 is
encrypted in two layers by the issuing
device 5, using the two authorization
keys 82 and 84, and encrypted section
issuing information 85 is then delivered
to the IC card 1. The IC card 1 decrypts
the encrypted section issuing information
85 using the authorization keys 82 and 84
that are securely stored in the IC card
1, and checks the integrity of the
section issuing information 80 using the
above-described check codes. 



[0176]             More specifically,
first, the issuing device 5 uses the
third authorization key 82 (the
registration system representative
section area 0 key) to encrypt the
section issuing information 80 (step
390). In addition, the issuing device 5
uses the fourth authorization key 84 (the
system key of the representative section
of the section registration target
system) to further encrypt the section
issuing information 80  81 encrypted
using the third authorization key 82 and
generate the encrypted section issuing
information 85 (step S91). Note that both
steps of the two layer encryption process
(step S90 and step S91) are performed
using the representative encryption type
encryption algorithm for the registration
system (namely, the representative
encryption method). [0177]
Additionally, in accordance with the
above, a two layer decryption process is
performed in the IC card 1. In other
words, first, the issuing information
decryption portion 27 of the IC card 1
uses the fourth authorization key 84 (the
system key of the representative section
of the section registration target
system) that is securely stored in the
memory 30, to decrypt the encrypted
section issuing information 85 (step
S92). At that time, the issuing
information decryption portion 27 uses
the fourth check code (already decrypted)
that is contained in the encrypted
section issuing information 85 to check
the integrity of the encrypted section
issuing information 85. Next, the issuing
information decryption portion 27 uses
the third authorization key 82 (the area
0 key of the representative section of
the section registration target system)
that is securely stored in the memory 30
to further decrypt the decrypted
encrypted section issuing information 85,
and thus acquires the original section
issuing information 80 (step S93). At
that time, the issuing information
decryption portion 27 uses the third
check code (already decrypted) that is
contained in the decrypted section
issuing information 80 to check the
integrity of the section issuing
information 80. [0178]             Note
that in both the steps of the two layer
decryption process (step 892 and step
893), the system 0 representative
encryption type encryption algorithm
(namely the representative 



82 encryption method) is used. Also, the
integrity checks on the section issuing
information 80 and the decrypted
encrypted section issuing information 85
are, for example, achieved by "CBC-MAC"
using the above-described third and
fourth check codes. [0179]             In
this way, the system issuing information
70 or the section issuing information 80
are encrypted and decrypted using the
authorization keys 72 and 73 or the
authorization keys 82 and 83, in
accordance with the registration system
representative section encryption
algorithm (namely, the representative
encryption method). [0180] 6. Overview of
definition information issuing process:
FIG. 24       Next, the key that is used
to decrypt and check the integtity of the
issuing information 60, and a definition
information issuing process by the IC
card 1 according to the present
embodiment will be explained with
reference to FIG. 24. FIG. 24 is a
pattern diagram showing a specific
example of newly issuing the system
defmition information 110B or the section
definition information 120B and 120D in
the logical file structure portion 33 of
the IC card 1 according to the present
embodiment. 



[0181] I. Issuing of system definition
information       First, an example will
be explained, as shown in FIG. 24, in
which the IC card 1 issues the new system
definition information 110B based on the
above-described system issuing
information 70 shown in FIG. 20 and the
existing system definition infon anon
110A. [0182]             The IC card 1
decrypts the encrypted system issuing
information 75 acquired from the issuing
device 5, and acquires the  83 system
issuing information 70. At the same time,
it checks the integrity of the system
issuing information 70. In the decryption
and integrity check process, the IC card
1 uses the division authorization key 72
(the first authorization key) and the
'area 0 key of the representative section
of the system number 0" or the "system
issuing authorization key" 74 (the second
authorization key) shown in FIG. 24. This
system key 84A is a "key contained in the
area 0 definition information 130A
belonging to the section definition
information 120A for the representative
section of the existing system definition
information 110A (system number 0)." The
keys 82A and 84A are the keys for the
encryption algorithm A that is the system
0 representative encryption method (ASS,
for example). [0183] 



After the decryption and integrity check
process, the IC card 1 management
information issuing portion 28 newly
creates the system definition information
110B, the section definition information
120C and the area 0 definition
information 130C, based on the system
issuing information 70, and registers
each of them in the corresponding
definition areas, respectively. The
values of each of the definition
information 110B, 120C and 130C items
include those set without change as the
values contained in the system issuing
information 70, and values calculated by
the management information issuing
portion 28 based on the internal status
of the IC card 1. [01841             For
example, the system code for the system
definition information 110B, the system
key and the system key version for the
section definition information 120C, and
the area 0 key and area 0 key version for
the area 0 definition information 130 are
registered as the values contained in the
system issuing information 70 without any
change. On the other hand, the following
items are calculated based  84 on the
internal status of the IC card 1. The
system number of the system definition
infoiillation 110B is set as the value
"last created system number +1." In the
example shown in the figures, the system
number of the existing system defmition
information 110A is '0" and the system
number of the system definition
information 110B is therefore set as "1."
Also, the service definition information
1200 encryption type identifier is set as
the representative encryption type
identifier. The number of blocks
allocated to the area 0 definition
information 130C must be a value that
does not exceed the number of blocks
allocated to the area 0 for the system
number 0, and therefore, from the number
of blocks allocated to the area 0 for the
system number 0, the number of blocks
allocated is less than the number of
blocks allocated to the area 0 specified
in the system issuing information 70.
[0185] 



As explained above, the system definition
information 120B, the section definition
infoimation 1200 and the area 0 defmition
information 1300 are issued with regard
to the new IC card system with the system
number 1, based on the system number 0
system representative section definition
infoimation 110A, 120A and 130A, and on
the system issuing information 70
acquired from the issuing device 5.
[0186] II. Issuing section definition
information       Next, an example will
be explained, as shown in FIG. 24, in
which the IC card 1 issues the section
definition information 120B and the area
0 definition information 130B
corresponding to a new nonrepresentative
encryption type (the encryption algorithm
B) in the registration system, based on
the above-described section issuing ation
80 shown in FIG. 22 and the section
definition information  85 120A and the
area 0 definition information 130A
corresponding to the existing
representative encryption type (the
encryption algorithm A). [0187]
The IC card 1 decrypts the encrypted
section issuing information 85 acquired
from the issuing device 5 and acquires
the section issuing information 80. At
the same time, it checks the integrity of
the section issuing information 80. In
this decryption and integrity check
process, the IC card 1 uses the "system 0



representative section system key 84A"
and the 'system 0 representative section
area 0 key 82A" shown in FIG. 24. The
system 84A is the "system key contained
in the representative section section
definition information 120A belonging to
the existing system definition
information 110A." Also, the area 0 key
82A is the "area 0 key contained in the
area 0 definition information 130A
belonging to the section definition
information 120A." The keys 82A and 84A
are keys for the representative
encryption method encryption algorithm A
(AES, for example). [0188]
After the decryption and integrity check
process, the IC card 1 management
information issuing portion 28 creates
the section definition information 120B
and the area 0 definition information
1303 corresponding to the new
non-representative encryption algorithm,
based on the section issuing information
80, and registers each of them in the
corresponding definition areas,
respectively. The values of each of the
defmition information 1203 and 1303 items
include those set without change as the
values contained in the section issuing
information 80, and also values
calculated by the management information
issuing portion 28 based on the internal
status of the IC card 1. [0189]  86
For example, the encryption type
identifier, the system key and the system
key version for the section definition
information 1203 , and the area 0 key and
the area 0 key version for the area 0
definition information 1303 are
registered as the values contained in the
section issuing information 80 without
any change. On the other hand, the number
of blocks allocated to the area 0
definition information 130B is calculated
based on the internal status of the IC
card 1. The number 



of newly created blocks allocated to the
section area 0 is set as a value
calculated by deleting the number of
allocated blocks consumed by the newly
created section definition infoimation
1203 and the area 0 definition
information 1303 from the number of
blocks allocated to the representative
section area 0. The number of blocks
allocated to the representative section
area 0 is also re-set as the same value.
In the above explanation, an example is
shown in which common allocated blocks
are held between the sections, but an
allocated blocks item may be added within
the section issuing information 80, and
the system may be set up such that the
number of allocated blocks is not shared
between the sections. [0190]
In the above-described way, the section
definition information 1203 and the area
0 definition information 130B
corresponding to the new encryption
algorithm B are issued, based on the
registration system representative
section definition information 120A and
130A, and the section issuing information
80 acquired from the issuing device 5.
Further, even when the system with the
system number 1 is the registration
system, by performing the process in the
above-described way, the section
definition infoiillation 120D and the
area 0 definition information 130D
corresponding to the new encryption
algorithm C are issued, based the
definition information  87  120C and 130C
for the representative section, and the
section issuing information 80. [0191]
III. Issuing area/service definition
information 



Next, a method for issuing new area
defmition information 140 and service
definition information 150 will be
explained. When issuing a new area, the
issuing device 5 encrypts area issuing
information that includes the setup
values of the area definition information
140 for the registration area using a
registration area new area key and
transmits the area issuing information to
the IC card 1. By using the same new area
key to encrypt the area issuing
info'rmation, the IC card 1 checks the
integrity of the area issuing
information. In the same way, when
issuing a new service, the issuing device
5 encrypts service issuing information
that includes the setup values of the
service definition information 150 for
the registration service using a
registration service new area key, and
transmits the service issuing information
to the IC card 1. By decrypting the
service issuing information using the
same registration service new area key,
the IC card 1 checks the integrity of the
service issuing information. [0192]
As explained above, when issuing the
system definition information 110 and the
section definition information 120, the
authorization keys held by the owners
with the issuing authority are used to
encrypt the issuing information 70 and
the issuing information 80 using the
representative section encryption method
(AES, for example). In contrast, when
issuing the area definition information
140 or the service definition information
150, the registration service area or
service new area key is used to encrypt
the area issuing information or the
service issuing information. At this
time, regardless of the representative
encryption type (AES, for example) set by
the  88 representative section, the
selected encryption type (AES or DES, for
example) defined by the section
definition information 120 to which the
new area belongs can be used. [0193] 7.
System issuing process: FIG. 25 and FIG.
26 



Next, a system issuing process to newly
issue the system definition information
110 will be explained with reference to
FIG. 25. FIG. 25 is a sequence diagram
showing the sequence of the system
issuing process by the reader/writer 6 of
the issuing device 5 and the IC card 1
according to the present embodiment. Note
that FIG. 25 is an example of the system
issuing process for the system with the
system code "OxEE02" in FIG. 24. [01941
As shown in FIG. 25, in the system
issuing process, first, after the
reader/writer 6 of the issuing device 5
has captured the IC card 1 by polling
(step S101 to step 5110), the
reader/writer band the IC card 1 perform
mutual authentication and encrypt the
communication path (step 5120 to step
S150). Next, the reader/writer 6
transmits the encrypted system issuing
information 75 to the IC card 1 (step
8160). When this is done, the IC card 1
decrypts the encrypted system issuing
information 75 and acquires the system
issuing information 70. Based on the
acquired system issuing information 70,
the IC card 1 performs the system issuing
process and transmits a system issuing
response (an issuing complete or an error
notification) to the reader/writer 6
(step 8170). In accordance with the
response, the reader/writer 6 performs
system issuing completion post-processing
or performs error response processing
(step S190). [0195]             Note that
each of the steps 8101 to step 8160 shown
in the system issuing sequence in FIG. 25
are substantially the same as  89 the
steps Si to 560 in the above-described
access sequence performed when the IC
card 1 is used, as shown in FIG. 12 to
FIG. 19, and a detailed explanation is
therefore omitted here. However, of the
system issuing sequence steps 5101 to
S160 shown in FIG. 25, the point at which
the IC card 1 communicates with the
reader/writer 6 of the issuing device 5,
the point at which the system code
"OxYFFF" is also added to the
authentication message 1 request and
transmitted at step 5120, and the point
at which the encrypted system issuing
information 75 is transmitted at step
S160 are different from the steps Si to
560 of the access sequence shown in FIG.
12 to FIG. 19. [0196] 



Using the sequence shown in FIG. 25, it
is possible to securely perform, using
the representative section encryption
method, the mutual authentication
process, the communication path
encryption process and the integrity
check process on the system issuing
information 70 between the IC card 1 and
the reader/writer 6. As a result, based
on the securely acquired system issuing
information 70, the IC card 1 can issue
definition information (the system
definition information 110B, the section
definition information 120B and the area
0 definition information 130C) relating
to the new IC card system, and register
the definition information in the logical
file structure portion 33. [0197]
Next, the system issuing process (step
S170 in FIG. 25) by the IC card 1
according to the present embodiment will
be explained in more detail with
reference to FIG. 26. FIG. 26 is a flow
chart showing the system issuing process
by the IC card 1 according to the present
embodiment. [0198]  90             As
shown in FIG. 26, the issuing information
receiver 29 of the IC card 1 receives the
encrypted system issuing information 75
from the reader/writer 6 of the issuing
device 5 (step 3171). Next, the IC card 1
uses the above-described session key to
determine whether or not the encrypted
system issuing information 75 received at
step 3171 can be decrypted (step 3172).
The session key is the communication path
encryption key generated from the set of
random numbers used in the mutual
authentication and communication path
encryption process at step 3120 to step
3160 in FIG. 25. [0199]             In
addition, the IC card 1 determines
whether or not the logic card
identification information indicates the
system 0 system. In other words, it
determines whether or not the system
number included in the logic card
identification information is "0" (step
3173). The logic card identification
information is infor anon that includes
the system 



number contained in the system definition
information 110 for the system code
specified by the reader/writer 6 at step
3101, and the IC card 1 identification
information (card ID) and so on. At step
3110, the logic card identification
information is transmitted from the IC
card 1 to the reader/writer 6 as the
polling response. The determination
process performed at step 3173 prevents
the system issuing process being
performed using definition info].Illation
for an IC card system other than the
system 0. [0200]
Additionally, the IC card 1 determines
whether or not the IC card 1 current
section is the section storing the
representative encryption type (the
representative section) (step 3174). The
current section is the section definition
information 120 corresponding to the
encryption method that is currently being
used by the IC card 1 and the
reader/writer 6 to perform.
communication. The section storing the
91 representative encryption type is the
section definition information 120A that
stores the identifier indicating the
representative encryption type (the first
encryption method, AES, for example). The
determination process performed at step
S174 prevents the system issuing process
being performed using the
non-representative encryption type
encryption algorithm (the second
encryption method, DES, for example). 



[0201]             Moreover, the IC card
1 determines whether or not the mutual
authentication between the reader/writer
6 and the IC card 1 using the
representative section system key and the
area 0 key is complete (step S175). By
doing this, the reliability of the
encryption method keys (the system key
and the area 0 key) stored in the section
definition information 120A and the area
0 definition information 130A for the
representative section can be checked,
and the integrity of the system issuing
information 70 can be checked using these
keys and the representative encryption
method. [0202]             When the
determination conditions at the
above-described steps 5172 to 5175 are
all fulfilled, the process advances to
step S176. On the other hand, when at
least one of the deterruination
conditions is not fulfilled, the process
advances to step 5181, and the IC card 1
creates error information as the system
issuing response (step S181). [0203]
Next, the issuing information decryption
portion 27 of the IC card 1 follows the
order shown in FIG. 21 to decrypt the
encrypted system issuing information 75
with the representative encryption type
encryption algorithm A, using the
authorization keys 72 and 74 stored in
the memory 30, and then to check the
integrity of the system issuing
information 70 thus acquired (step 5176).
In this decryption  92 



and integrity check process, the 'area 0
key of the representative section of the
system number 0" or the "system issuing
authorization key' 74 corresponding to
the representative encryption type is
used as the second authorization key 74,
and the "division authorization key"
corresponding to the representative
encryption type is used as the first
authorization key 72 (refer to FIG. 24).
At step S176, decrypting and checking the
integrity of the system issuing
information 70 prevents tampering with or
stealing of the system issuing
information 70, and restricts the issuing
of invalid systems. [0204]
After that, the management information
issuing portion 28 of the IC card 1
determines whether or not the system
definition infolmation 110 with the same
system code as the system code specified
in the system issuing info,illation 70
exists in the logical file structure
portion 33 (step 5177). Further, the IC
card 1 management information issuing
portion 28 determines whether or not the
number of allocated blocks defined by the
system 0 area 0 definition info,Illation
130 has a sufficient value to allocate
the number of area 0 allocated blocks
specified in the system issuing
infmillation 70 (step S178). [0205]
When the two determination conditions at
the above-described step 5177 and step
5178 are fulfilled, the process advances
to step S179. On the other hand, when at
least one of the determination conditions
is not fulfilled, the process advances to
step 5181 and the IC card 1 creates error
info'illation as the system issuing 



response (step S181). [0206]
Next, the management information issuing
portion 28 of the IC card 1 creates the
system definition information 110B, the
93 section definition information 120C
and the area 0 definition information
130C for the registration IC card system,
based on the values of each item
specified in the above-described system
issuing information 70 and on the
internal status of the IC card 1 (step
S179). Then, the management information
issuing portion 28 registers the created
definition information 110B, 120C and
130C to the relevant storage areas (the
system definition area, the section
definition area, the area 0 definition
area) in the logical file structure
portion 33. For example, the system
number is set as the last issued system
number plus one. In this way, the new
system definition infonnation etc. is
issued based on the system issuing
information 70. [0207] When the system
issuing process is perfoimed at step
S179, the IC card 1 creates the system
issuing response that indicates that the
system issuing process is complete, and,
after encrypting the system issuing
response using the above-described
session key, transmits the encrypted
response to the reader/writer 6 (step
S180). On the other hand, when en-or
information is created at step S181, the
IC card 1 encrypts the error information
with the above-described session key as
the system issuing response, and
transmits the encrypted response to the
reader/writer 6 (step S180). 



[0208]             The system issuing
process according to the present
embodiment (for example, the system
issuing process for the system code
"OxEE02" shown in FIG. 24) is explained
above. In the system issuing process,
mutual authentication and encryption of
the communication path between the
reader/writer 6 and the IC card 1 is
performed using the representative
encryption type encryption algorithm (the
first encryption method), and
additionally, decryption and integrity
check of the system issuing infoiillation
70 is perfoi  94 also using the
representative encryption type encryption
algorithm. Therefore, by setting the
representative encryption type encryption
algorithm as the highly reliable AES
encryption algorithm or the like, new IC
card system definition information can be
safely issued in the IC card 1 that is
compatible with a plurality of encryption
methods. [0209] 8. Section issuing
process: FIG. 27 and FIG. 28       Next,
a section issuing process to newly issue
the section definition information 120
and so on corresponding to an encryption
method apart from the representative
encryption method will be explained with
reference to FIG. 27. FIG. 27 is a
sequence diagram showing the sequence of
the section issuing process by the
reader/writer 6 of the issuing device 5
and the IC card 1 according to the
present embodiment. Note that FIG. 27 is
an example of adding and registering the
encryption algorithm <algo_C> section to
the IC card system (the system definition
information 110B) with the system code
"OrcEE02" in the above-described FIG. 24.
[02101 



As shown in FIG. 27, in the section
issuing process, first, after the
reader/writer 6 of the issuing device 5
has captured the IC card 1 by polling
(step 8201 to step 5210), the
reader/writer 6 and the IC card 1 perform
mutual authentication and encrypt the
communication path (step 5220 to step
5250). Next, the reader/writer. 6
transmits the encrypted section issuing
information 85 to the IC card 1 (step
5260). When this is done, the IC card 1
decrypts the encrypted section issuing
information 85 and acquires the section
issuing info'illation 80. Based on the
acquired section issuing information 80,
the IC card 1 performs the section
issuing process and transmits a section
issuing response (an issuing complete or
an error notification) to the
reader/writer 6 (step 8280). In
accordance with the response,  95 the
reader/writer 6 performs section issuing
completion post-processing or performs
error response processing (step 5290).
[0211]             Note that each of the
steps 8201 to 8260 shown in the section
issuing sequence in FIG. 27 are
substantially the same as the steps Si to
860 in the above-described access
sequence performed when the IC card 1 is
used, as shown in FIG. 12 to FIG. 19, and
a detailed explanation is therefore
omitted here. However, of the section
issuing sequence steps 8201 to 8260 shown
in FIG. 27, the point at which the IC
card 1 communicates with the
reader/writer 6 of the issuing device 5,
the point at which the system code
"OxFFFr is also added to the
authentication message 1 request and
transmitted at step 8220, and the point
at which the encrypted section issuing
infounation 85 is transmitted at step
8260 are different from the steps 81 to
S60 of the access sequence shown in FIG.
12 to FIG. 19. [0212]             Using
the sequence shown in FIG. 27, it is
possible to securely perform, using the
representative section encryption method
(the first encryption method, AES, for
example), the mutual authentication
process, the communication path
encryption process and the integrity
check process on the section issuing
information 80 between the IC card 1 and
the reader/writer 6. As a result, based
on the securely acquired section issuing
information 80, the IC card 1 can issue
the definition information (the section
definition information 120 and the area 0
definition information 130D) relating to
the new nonrepresentative encryption
method (the second encryption method,
DES, for example), and register the
definition infatmation in the logical
file structure portion 33. [0213] 



Next, the section issuing process (step
S270 in FIG. 27) by  96 the IC card 1
according to the present embodiment will
be explained in more detail with
reference to FIG. 28. FIG. 28 is a flow
chart showing the section issuing process
of the IC card 1 according to the present
embodiment. [0214]             As shown
in FIG. 28, the issuing information
receiver 29 of the IC card 1 receives the
encrypted section issuing information 85
from the reader/writer 6 of the issuing
device 5 (step 5271). Next, the IC card 1
uses the above-described session key to
determine whether or not the encrypted
section issuing infoiillation 85 received
at step 5271 can be decrypted (step
5272). The session key is the
communication path encryption key
generated from the set of random numbers
used in the mutual authentication and
communication path encryption process at
step S220 to step S260 in FIG. 27. [0215]
Additionally, the IC card 1 determines
whether or not the IC card 1 current
section is the section storing the
representative encryption type (the
representative section) (step 5273). The
current section is the section definition
information 120 corresponding to the
encryption method that is currently being
used by the IC card 1 and the
reader/writer 6 to perfoini
communication. The section storing the
representative encryption type is the
section definition information 120A that
stores the identifier indicating the
representative encryption type (the first
encryption method, AES, for example). The



determination process performed at step
8273 prevents the section issuing process
being perfoiined using the
non-representative encryption type
encryption algorithm (the second
encryption method, DES, for example).
[0216]  97             Moreover, the IC
card 1 determines whether or not the
mutual authentication between the
reader/writer 6 and the IC card 1 using
the representative section system key and
the area 0 key is complete (step 8274).
By doing this, the reliability of the
representative encryption method keys
(the system key and the area 0 key)
stored in the section definition
information 120A and the area 0
definition information 130A for the
representative section can be checked,
and the integrity of the section issuing
information 80 can be checked using these
keys and the representative encryption
method. [0217]             When the three
determination conditions at the
above-described steps 8272 to 8274 are
all fulfilled, the process advances to
step 8275. On the other hand, when at
least one of the determination conditions
is not fulfilled, the process advances to
step 828I, and the IC card I creates
error information as a section issuing
response (step S281). [0218] Next, the
issuing infoiivation decryption portion
27 of the 



IC card 1 follows the order shown in FIG.
23 to decrypt the encrypted section
issuing information 85 with the
representative encryption type encryption
algorithm A, using the authorization keys
82 and 84 stored in the memory 30, and
then to check the integrity of the
section issuing information 80 thus
acquired (step 8275). In this decryption
and integrity check process, a
"registration system representative
section system key 84B" specified by the
reader/writer 6 is used as the fourth
authorization key 84, and an "area 0 key
for the representative section of the
section registration target system 82B"
specified by the reader/writer 6 is used
as the third authorization key 82 (refer
to FIG. 24). At step 8275, decrypting and
checking the integrity of the section
issuing infoirnation 80 prevents
tampering with or stealing of the  98
section issuing infoiniation 80, and
restricts the issuing of invalid
sections. [0219]             After that,
the management information issuing
portion 28 of the IC card 1 checks the
correctness of the system code (step
8276). More specifically, when the system
code stored in the system definition
information 110B for the current section
is "OxFFFF," as specified by the
reader/writer 6 at step 8220, the
management information issuing portion 28
checks whether or not the system
definition information 110 that has the
same system code as the system code
specified in the section issuing
information 80 exists in the logical file
structure portion 33. On the other hand,
when the system code stored in the system
definition infotination 110B for the
current section is not the system code
"OxFFFF," the management information
issuing portion 28 checks that the system
code stored in the system definition
information 110B and the system code
specified in the section issuing
information 80 are the same. 



[0220]             Next, the management
information issuing portion 28 of the IC
card 1 determines whether or not the IC
card 1 is compatible with the encryption
type encryption method specified in the
section issuing information 80 (step
8277). For this, for example, the
specified encryption type identifier is
compared with the encryption method
identifiers with which the IC card 1 is
compatible that are stored in the IC card
1. Determining compatibility in this way
prevents the pointless issuing of the
section definition information 120 for an
encryption method with which the IC card
1 is not compatible. [0221]
Further, the management information
issuing portion 28 of the IC card 1
determines whether or not the free space
for the  99 number of blocks to be
consumed for section registration is
sufficient for the number of allocated
blocks defined in the registration system
representative section area 0 definition
information 130 (step S278). If there is
no free space in the blocks allocated to
the representative section area 0, the
section cannot be added and registered.
[0222]             When the three
determination conditions at the
above-described steps S276 to S278 are
fulfilled, the process advances to step
S279. On the other hand, when at least
one of the determination conditions is
not fulfilled, the process advances to
step S281 and the IC card 1 creates error
information as the section issuing
response (step S281). 



[0223]             Next, the IC card 1
management information issuing portion 28
creates the section definition
information 120D and the area 0
definition information 130D belonging to
the registration section, based on the
values of each item specified in the
above-described section issuing
information 80 and on the internal status
of the IC card 1 (step S279). The
management information issuing portion 28
then registers the created definition
infoimation 120D and 130D to the relevant
storage areas (the section definition
area, the area 0 definition area) that
are subordinate to the system definition
area in the logical file structure
portion 33. For example, the section
defmition infoiillation 120D encryption
type identifier and the system key are
registered as the values specified in the
section issuing information 80 without
change. In this way, the section
definition infoiillation and so on for
the new encryption type is issued
subordinate to the existing system
definition information 110B, based on the
section issuing information 80. [0224]
100             Further, when issuing the
section, the number of all the blocks
allocated to the area 0 in the
registration system is the number of
blocks remaining when only the number of
blocks to be consumed for the section
registration is deleted from the number
of allocated blocks before the section
registration is performed. The number of
blocks allocated to the area 0 in the
system is the same in all of the area 0
definition information 130, and this is
because any unallocated remaining blocks
are shared by all the sections within the
system. 



[0225]             When the section
issuing process is performed at the
above-described step 8279, the IC card 1
creates the section issuing response that
indicates that the section issuing
process is complete, and, after
encrypting the section issuing response
using the above-described session key,
transmits the encrypted response to the
reader/writer 6 (step 8280). On the other
hand, when error information is created
at step 8281, the IC card 1 encrypts the
error infoiination with the
above-described session key as the
section issuing response, and transmits
the encrypted response to the
reader/writer 6 (step 8280). [0226]
The section issuing process according to
the present embodiment (for example, the
encryption algorithm C section issuing
process for the system code "OxEE02"
shown in FIG. 24) is explained above. In
the section issuing process, mutual
authentication and encryption of the
communication path between the
reader/writer 6 and the IC card 1 is
performed using the representative
encryption type encryption algorithm (the
first encryption method), and
additionally, decryption and integrity
check of the section issuing information
80 is performed, also using the
representative encryption type encryption
algorithm. Therefore, by setting the
representativ- encryption type  101
encryption algorithm as the highly
reliable AES encryption algorithm or the
like, definition information for a new
encryption method (DES, for example) can
be safely issued in the IC card 1 that is
compatible with a plurality of encryption
methods. 



[02271             Note that, in the
above-described issuing process sequence
shown in FIG. 25 to FIG. 28, the IC card
1 acquires the system issuing information
70 or the section issuing information 80,
by performing non-contact communication
with the reader/writer 6 of the issuing
device 5 and then issues the system or
the section. This issuing process
sequence may be performed, for example,
by passing the IC card 1 over the
reader/writer 6 of the issuing device 5
when the IC card 1 is shipped from a
factory. Alternatively, the
above-described issuing process sequence
maybe performed by passing the IC card 1
over the reader/writer 6 of the issuing
device 5 or the reader/writer 4 of the
service providing company device 3
located in a specific location, after the
IC card 1 has been distributed. [02281
When the mobile terminal 2 is used, the
issuing process sequence may be performed
by passing the mobile terminal 2 over the
reader/writer 6 or the reader/writer 4.
Alternatively, the issuing process
sequence may be performed by using an
issuing application installed in the
mobile terminal 2 for the mobile terminal
2 to access, via the network 7, a remote
issuing server that is the issuing device
5. [0229)             For example, when a
user downloads the issuing application to
the mobile terminal 2 from a server and
activates the issuing application, a
message querying "Initialize card?"
appears on the screen of the mobile
terminal 2. If the user selects "yes" in
response to this query, the mobile
terminal 2 is connected to the  102
remote issuing server via the network 7,
and the server administrator (the common
area operator) authorization key is used
to issue areas for the area/service and
so on. At that time, by the server
transmitting 



the encrypted issuing information to the
IC card portion 8 of the mobile terminal
2, the above-described issuing
application automatically issues areas
for the new system and section etc. in
the mobile terminal 2. [0230] Even when
the mobile terminal 2 communicates in
this way with the issuing device 5 via
the network 7, by replacing the
reader/writer 6 shown in FIG. 25 or FIG.
26 with the remote issuing server as the
issuing device 5, the issuing process can
be perfolmed in the same way as the
above-described sequence. [0231]
When either the above-described IC card 1
or the mobile terminal 2 is used, in both
cases, for example, the above-described
authorization keys 72, 74, 82 and 84 are
securely stored in advance in the IC
chip, before shipment from a factory. By
doing this, even after the IC card 1 or
the mobile terminal 2 has been
distributed, systems and sections can be
additionally issued by using the
internally stored authorization keys 72,
74, 82 and 84. [0232] Y. Effects 



The communication system formed by the IC
card 1 (or the mobile terminal 2), the
service providing company device 3 and
the issuing device 5 according to the
present embodiment, the use of the IC
card 1 in the system, and the methods of
issuing management information are
explained in detail above. [0233]  103
In the present embodiment, the IC card 1
is equipped with hardware (encryption
processing circuits and the like) that is
compatible with a plurality of encryption
methods. Then, by establishing a
hierarchical structure for the definition
information in the logical file structure
portion 33 of the IC card 1, the section
definition information 120 set for each
encryption method is newly added,
subordinate to the highest level system
definition information 110. Each of the
section definition information 120 stores
the system key corresponding to each
encryption method, and the identifier for
that encryption method. Then, the single
representative encryption method is
specified from among the plurality of
encryption methods with which the IC card
1 is compatible. [0234]             In
addition, the issuing device 5 transmits
the system issuing information 70 or the
section issuing information 80, encrypted
using the representative encryption
method, to the IC card 1. The IC card 1
decrypts the system issuing information
70 or the section issuing information 80
using the representative encryption
method and checks the integrity of the
issuing information. Then, based on the
system issuing information 70 or the
section issuing information 80, the IC
card 1 issues the system definition
information 110 for the new IC card
system, or the section definition
information 120 for the new encryption
method, and registers the definition
information in the IC card 1. [0235] 



With this configuration, in the IC card 1
that is compatible with a plurality of
encryption methods, definition
information corresponding to a selected
encryption method can be added, changed
and deleted as appropriate. For example,
in the IC card 1 that is compatible with
both the DES and AES encryption
algorithms, if only  104 the section
definition information 120 for the ADS
encryption algorithm is issued, the IC
card 1 becomes a dedicated AES encryption
algorithm card. If the section definition
information 120 for both the DES and ADS
encryption algorithms are issued, the IC
card 1 is compatible with both the DES
and the AES encryption algorithms. [0236]
Then, when issuing the section definition
information 120, the mutual
authentication with the reader/writer 6,
the communication path encryption, and
packaging of the DES issuing infatniation
are all performed using the
representative encryption method (ADS,
for example) until initialization of the
definition infonnation, such as the keys.
However, if the section definition
infolmation 120 for another encryption
method (DES, for example) is issued,
subsequent issuing of the area definition
infolmation 140 and the service
definition information 150, or use of the
IC card 1 can be performed using the DES
encryption algorithm. [0237] 



In this way, in the present embodiment,
the encryption method used when issuing
the system definition infoimation 110 or
the section definition information 120
can be different to the encryption method
used when using the IC card 1. Moreover,
the encryption methods can be freely
selected, as long as the IC card 1 is
compatible with the selected encryption
method or methods. [0238]
Further, if a more reliable encryption
algorithm (AES, for example) than another
encryption method (DES, for example) is
selected as the representative encryption
method, the DES section definition
information 120 issuing process can be
perfauiled more safely using the ADS
encryption algorithm. In this way, if the
ADS encryption algorithm is the
representative encryption type, the AES
105 encryption algorithm can compensate
for the weaker reliability of the DES
encryption algorithm. [0239]
In other words, with the present
embodiment, an area corresponding to a
new IC card system (hereinafter referred
to as the "system") or an area
corresponding to a new encryption type
(hereinafter referred to as the
"section") can be created in the logical
file structure portion 33 using the
representative section key (the
representative encryption method key).
The section and the system can only be
created using the representative
encryption method (AES). In order to
create the non-representative section
(DES), which is less reliable than AES,
it is necessary to perform mutual
authentication with the AES encryption
algorithm and use the AES key to package
the DES definition information (in other
words, it is necessary to generate the
section issuing information 80).
Therefore, until the DES section is
issued, processes can be performed safely
using the AES key. The key contained in
the packaged section issuing information
80 is the DES key, but the encryption
method used to encrypt the section
issuing information 80 is the AES
encryption algorithm. [0240] 



Also, when issuing a new system in order
to cause the IC card 1 to be compatible
with a new IC card system, the new system
cannot be issued without using the
representative encryption method (AES)
key. Moreover, when a system has been
newly issued, first, the representative
section corresponding to the AES
encryption algorithm is created, and
therefore, when subsequently issuing
sections subordinate to the system, AES
is certainly used. As a result, a system
can only be issued using the AES
encryption algorithm, and in this way,
the AES encryption algorithm can
compensate for the lower reliability of
the DES encryption algorithm.  106 [0241]
For the above-explained reasons, as the
single IC card 1 is compatible with a
plurality of encryption methods, the
service providing company that delivers a
service using the IC card 1 can select
the encryption method to be used from
among the plurality of encryption
algorithms with which the IC card 1 is
compatible. Further, even if service
providing companies choose a different
encryption method, a plurality of
services with differing encryption
methods can be delivered using the single
IC card 1. [0242] 



Moreover, if a given service providing
company switches the encryption method
currently being used, if the IC card 1
that is compatible with a plurality of
encryption methods is being used, it is
possible to switch the encryption method
without recalling the IC card 1. For this
reason, the encryption method used by the
IC card 1 can be switched smoothly, and
the effort, time and cost required for
the switchover operation can be reduced.
[0243]             In addition, by
deciding the representative encryption
method, it is possible to reduce the
types of authorization keys used in the
issuing process, to clarify authority,
and to simplify operation. After newly
creating the system definition
information 110, the encryption methods
used can be increased at the discretion
of the holders of authority below the
system definition information 110. Also,
as the issuing information is encrypted
by the issuing device 5, and the IC card
1 decrypts and checks the integrity of
the issuing information, tampering with
and stealing of the issuing information
can be prevented. [0244]  



107             The present application
contains subject matter related to that
disclosed in Japanese Priority Patent
Application JP 2008-149824 filed in the
Japan Patent Office on June 06, 2008, the
entire content of which is hereby
incorporated by reference.       It
should be understood by those skilled in
the art that various modifications,
combinations, sub-combinations and
alterations may occur depending on design
requirements and other factors insofar as
they are within the scope of the appended
claims or the equivalents thereof.  108
WHAT IS CLAIMED IS 1. An information
processing device, comprising:       a
data storage portion that is capable of
storing user data used in a particular
service using non-contact communication
and management information used to manage
the user data in different storage areas
for each of a plurality of different
encryption methods and that has at least
a first storage area storing first
management information corresponding to a
first encryption method;       an issuing
information receiver that receives
issuing information that is encrypted
using the first encryption method from an
issuing device that delivers the issuing
information to issue second management
information corresponding to a second
encryption method; 



an issuing information decryption portion
that decrypts the received issuing
information with the first encryption
method, based on the first management
information corresponding to the first
encryption method that is stored in the
first storage area of the data storage
portion; and      a management
information issuing portion that, based
on the decrypted issuing information,
issues the second management information
corresponding to the second encryption
method and stores the second management
information in a second storage area in
the data storage portion. 2. The
information processing device according
to claim 1, wherein      the storage area
of the data storage portion has a
hierarchical structure formed of a
section definition area that is
established for at least each of the
plurality of encryption methods with
which the information processing device
is compatible, and of at least one area
definition area that belongs to the
section definition area, 109      the
management information includes at least
section definition information that is
stored in the section definition area,
and area definition information that is
stored in the area definition area,
the first storage area of the data
storage portion includes at least a first
section definition area that stores first
section definition information
corresponding to the first encryption
method,      the first management
information includes at least the first
section definition information,      the
first section definition information
includes a first key used for
authentication to access the first
section definition area and
identification information for the first
encryption method, 



the issuing information, as the second
management information, is section
issuing information used to issue second
section definition information
corresponding to the second encryption
method,      the section issuing
information includes a second key used
for authentication to access a second
section definition area, and
identification information for the second
encryption method, and the information
processing device further comprises:
a mutual authentication portion that
performs mutual authentication with the
issuing device with the first encryption
method, using the first encryption method
identification information stored in the
first section definition area, wherein
when the mutual authentication performed
by the mutual authentication portion is
successful, the issuing information
receiver receives the section issuing
information from the issuing device, the
section issuing information being
encrypted with the first encryption
method using the first key,      the
decryption portion uses the first key
stored in the first section definition
area to decrypt the received section
issuing information with the first
encryption method, and  110       the
management information issuing portion,
based on the decrypted section issuing
information, issues the second section
definition information that includes the
second key and the second encryption
method identification information, and
stores the second section definition
information in the second section
definition area that is the second
storage area of the data storage portion.



3. The information processing device
according to claim 2, wherein       the
first storage area and the second storage
area of the data storage portion
respectively store the first encryption
method identification information and the
second encryption method identification
information, and the information
processing device further comprises:
a communication portion that performs
non-contact communication with a service
provider device that delivers the
particular service, and             a
mutual authentication portion that, when
an authentication request is received
from the service provider device by the
communication portion, based on one of
the first and the second encryption
method identification information stored
in one of the first and the second
storage area, selects the storage area
corresponding to an encryption method
specified by the authentication portion,
and uses the management information
stored in the selected storage area to
perform mutual authentication with the
service provider device with the
encryption method specified in the
authentication request.  4. The
information processing device according
to claim 3, further comprising:      a
communication. portion that performs
non-contact communication with an
external device; and  111 



an encryption processing portion
compatible with the plurality of
encryption methods that encrypts and
decrypts, with one of the plurality of
encryption methods, data communicated by
non-contact communication by the
communication portion; wherein      the
issuing information decryption portion,
using the encryption processing portion,
decrypts the issuing information received
from the issuing device with the first
encryption method. 5. The information
processing device according to claim 4,
wherein      the first encryption method
is a single representative encryption
method that is selected from among the
encryption methods with which the
encryption processing portion is
compatible, and the first encryption
method is more reliable than the second
encryption method. 6. The information
processing device according to claim 5,
wherein      the information processing
device is one of an IC card and a mobile
terminal equipped with an IC card portion
capable of non-contact communication with
an external device. 7. An information
processing device, comprising:      a
data storage portion that is capable of
storing user data used in a particular
service using non-contact communication
and management information used to manage
the user data in different storage areas
for each of a plurality of different
encryption methods and that has at least
a first storage area storing first
management information corresponding to a
first encryption method;      an issuing
information receiver that receives
issuing information that is encrypted
using the first encryption method from an
issuing device that delivers the issuing
information to issue second management
information corresponding to the first
encryption method; 



112      an issuing information
decryption portion that decrypts the
received issuing information with the
first encryption method, based on the
first management information
corresponding to the first encryption
method that is stored in the first
storage area of the data storage portion;
and       a management information
issuing portion that, based on the
decrypted issuing information, issues the
second management information
corresponding to the first encryption
method and stores the second management
information in a second storage area in
the data storage portion. 8. The
information processing device according
to claim 7, wherein       the storage
area of the data storage portion has a
hierarchical structure formed of at least
a system definition area established
corresponding to each of a non-contact
communication system with which the
information processing device is
compatible, at least one section
definition area for each of the plurality
of encryption methods with which the
information processing device is
compatible, the section definition area
belonging to the system definition area,
and at least one area definition area
belonging to the section definition area,
the management information includes at
least system definition information that
is stored in the system definition area,
section definition information that is
stored in the section definition area,
and area definition information that is
stored in the area definition area,
the first storage area of the data
storage portion includes at least a first
system definition area that stores a
first system definition information
corresponding to a first non-contact
communication system and a first section
definition area that stores a first
section definition information
corresponding to the first encryption
method, the first section definition area
belonging to the first system definition



113 area,        the first management
information includes at least the first
system definition information and the
first section definition information,
the first system definition information
includes a first system code indicating
the first non-contact communication
system, and the first section definition
information includes a first key used for
authentication to access the first
section definition area and
identification information for the first
encryption method,        the issuing
information, as the second management
information, is system issuing
information to issue second system
definition information corresponding to a
second non-contact communication system
and second section definition information
that belongs to the second system
definition information and that
corresponds to the first encryption
method,        the system issuing
information includes a second system code
indicating the second non-contact
communication system and a second key
used for authentication to access a
second section definition area, and the
information processing device further
comprises:             a key storage
portion that stores an authorization key
to newly issue the system definition
information; and             a mutual
authentication portion that performs
mutual authentication with the issuing
device with the first encryption method,
using the first encryption method
identification information stored in the
first section definition area, wherein 



when the mutual authentication performed
by the mutual authentication portion is
successful, the issuing information
receiver receives the system issuing
information encrypted with the first
encryption method using one of the first
key and the authorization key  114 from
the issuing device,       the issuing
information decryption portion uses one
of the first key stored in the first
section definition area and the
authorization key stored in the key
storage portion to decrypt the received
system issuing information with the first
encryption method, and       the
management information issuing portion,
based on the decrypted system issuing
information, issues the second system
definition information that includes the
second system code and the second section
definition information that includes the
second key and the first encryption
method identification information, and
stores the second system definition
information and the second section
definition information in the second
system definition area and the second
section definition area respectively, the
second system definition area and the
second section definition area being the
second storage area of the data storage
portion. 9. An information processing
method, comprising the steps of:
storing, by an information processing
device, first management information
corresponding to a first encryption
method in a first storage area of a data
storage portion that is capable of
storing user data used in a particular
service using non-contact communication
and management information used to manage
the user data in different storage areas
for each of a plurality of different
encryption methods;      receiving, by
the information processing device,
issuing information that is encrypted
using the first encryption method from an
issuing device that delivers the issuing
information to issue second management
information corresponding to a second
encryption method; 



decrypting, by the information processing
device, the received  115 issuing
information using the first encryption
method, based on the first management
information corresponding to the first
encryption method stored in the first
storage area of the data storage portion;
and      issuing, by the information
processing device, based on the decrypted
issuing information, the second
management information corresponding to
the second encryption method, and storing
the second management information in a
second storage area of the data storage
portion. 10. An information processing
method, comprising the steps of:
storing, by an information processing
device, first management information
corresponding to a first encryption
method in a first storage area of a data
storage portion that is capable of
storing user data used in a particular
service using non-contact communication
and management information used to manage
the user data in different storage areas
for each of a plurality of different
encryption methods;       receiving, by
the information processing device,
issuing information that is encrypted
using the first encryption method from an
issuing device that delivers the issuing
information to issue second management
information corresponding to the first
encryption method;       decrypting, by
the information processing device, the
received issuing information using the
first encryption method, based on the
firSt management information
corresponding to the first encryption
method stored in the first storage area
of the data storage portion; and 



issuing, by the information processing
device, based on the decrypted issuing
information, the second management
information corresponding to the first
encryption method, and storing the second
management information in a second
storage area of the data storage portion.
116  11. A program that comprises
instructions that command a computer to
perform the steps of:      storing first
management information corresponding to a
first encryption method in a first
storage area of a data storage portion
that is capable of storing user data used
in a particular service using non-contact
communication and management information
used to manage the user data in different
storage areas for each of a plurality of
different encryption methods;
receiving issuing information that is
encrypted using the first encryption
method from an issuing device that
delivers the issuing information to issue
second management information
corresponding to a second encryption
method;      decrypting the received
issuing information using the first
encryption method, based on the first
management information corresponding to
the first encryption method stored in the
first storage area of the data storage
portion; and      issuing, based on the
decrypted issuing information, the second
management information corresponding to
the second encryption method, and storing
the second management information in a
second storage area of the data storage
portion.  12. A program that comprises
instructions that command a computer to
perform the steps of: 



storing first management information
corresponding to a first encryption
method in a first storage area of a data
storage portion that is capable of
storing user data used in a particular
service using non-contact communication
and management information used to manage
the user data in different storage areas
for each of a plurality of different
encryption methods;  117       receiving
issuing information that is encrypted
using the first encryption method from an
issuing device that delivers the issuing
information to issue second management
information corresponding to the first
encryption method;       decrypting the
received issuing information using the
first encryption method, based on the
first management information
corresponding to the first encryption
method stored in the first storage area
of the data storage portion; and
issuing, based on the decrypted issuing
information, the second management
information corresponding to the first
encryption method, and storing the second
management information in a second
storage area of the data storage portion.
13. A communication system, comprising:
an issuing device; and      an
information processing device that is
capable of communication with the issuing
device; wherein 



the issuing device includes
an issuing information encryption portion
that encrypts with a first encryption
method issuing information used to issue
second management information
corresponding to a second encryption
method, and                  an issuing
information transmitter that transmits
the issuing information encrypted with
the first encryption method to the
information processing device, and the
information processing device includes
a data storage portion that has at least
a first storage area storing first
management information corresponding to
the first encryption method and that is
capable of storing user data used in a
particular service using non-contact
communication and  118 management
information used to manage the user data
in different storage areas for each of a
plurality of different encryption
methods,                  an issuing
information receiver that receives the
issuing information encrypted with the
first encryption method from the issuing
device, 



an issuing information decryption portion
that decrypts the received issuing
information using the first encryption
method, based on the first management
information corresponding to the first
encryption method stored in the first
storage area of the data storage portion,
and                  a management
information issuing portion that, based
on the decrypted issuing information,
issues the second management information
corresponding to the second encryption
method and stores the second management
information in a second storage area of
the data storage portion. 14. A
communication system, comprising: an
issuing device; and      an information
processing device that is capable of
communication with the issuing device;
wherein the issuing device includes
an issuing information encryption portion
that encrypts with a first encryption
method issuing information used to issue
second management information
corresponding to the first encryption
method,                  an issuing
information transmitter that transmits
the issuing information encrypted with
the first encryption method to the
information processing device, and the
information processing device includes 



a data storage portion that has at least
a first  119 storage area storing first
management information corresponding to
the first encryption method and that is
capable of storing user data used in a
particular service using non-contact
communication and management information
used to manage the user data in different
storage areas for each of a plurality of
different encryption methods,
an issuing information receiver that
receives the issuing information
encrypted with the first encryption
method from the issuing device,
an issuing information decryption portion
that decrypts the received issuing
information using the first encryption
method, based on the first management
information corresponding to the first
encryption method stored in the first
storage area of the data storage portion,
and                  a management
information issuing portion that, based
on the decrypted issuing information,
issues the second management information
corresponding to the first encryption
method and stores the second management
information in a second storage area of
the data storage portion.  120 



INFORMATION PROCESSING DEVICE,
INFORMATION PROCESSING METHOD, PROGRAM
AND COMMUNICATION SYTEM ABSTRACT OF THE
DISCLOSURE An information processing
device includes: a data storage portion
that can store user data used in a
particular non-contact communication
service and management information to
manage the user data in different storage
areas corresponding to different
encryption methods and that has a first
storage area storing management
information corresponding to a first
encryption method; an issuing information
receiver that receives issuing
information encrypted with the first
encryption method from an issuing device
delivering the issuing information to
issue management information
corresponding to a second encryption
method; an issuing information decryption
portion that decrypts the received
issuing information with the first
encryption method, based on the
management information corresponding to
the first encryption method stored in the
first storage area; and a management
information issuing portion that, based
on the decrypted issuing information,
issues the management information
corresponding to the second encryption
method and stores it in a second storage
area. Figure 1 








