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BACKGROUND OF THE INVENTION
1. Field of the Invention
[0001]

The present invention relates to an information processing
device, an information processing method, a program and a
communication system.

2. Description of the Related Art
[0002]

Electronic money systems, security systems and so on
commonly use non-contact type IC cards equipped with reader/writers
and IC chips capable of non-contact communication. Further, in
recent years, mobile terminals are being developed that are equipped
with these non-contact type IC chips and are capable of
communication with reader/writers.

f0003]

The IC cards are required to securely manage user data
that is necessary in order to use a variety of services. A method is
disclosed, for example in Japanese Patent Application Publication No.
JP-A-2000-36014, in which, in order to prevent tampering with or
stealing of management information stored on the IC card in order to
manage user data, the management information is encrypted and’
transmitted fo the IC card. Further, a method is disclosed, for example,
in Japanese Patent Application Publication No. JP-A-2000-36021, in
which, in order to improve security, such as data confidentiality, area
definition areas and service definition areas used to manage a user
data storage area have a hierarchical structure, and each definition

area is locked with a key. Additionally, a method is disclosed in
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9 the first encryption nmethod. [0016]
The first encryption nethod may be a
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the dB¥eiddde sydié@r mhingN idoReass REhdeNd Clst encryption
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10 corresponding to the second encryption
nmet hod, and storing the second managenent
irnformation in a second storage area of
the data storage portion. [0019]
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data sterpge ROrfionmae Ferpgetiveeelera/ihdirsioynopipsion method
identifibAieH MRl HLtRROCERS| Bk dQMIoRE. dr3AiBY method
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and ﬂ’lﬂ?é&ﬁﬁlﬂ %&@g@ frdaNsdibes fthe Storé?geOirg@ eord¢spanding to
of the ta storage,portion; and. .l ssul ng,
an enqYPqTe MRS AR BY oSS 8T G  URAOR bortioh, and
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.0f - t . - ON7r

oSt ORA AL 1012, BNREPRAAA s
encrypiigie dorpeesaingaperition] dhe siepying edagsinsign portion may
decryptNBHE SORNLEGhiFRIHMY rE&iVeANT AR dnIBORGE TR ce with

i nformation used to nanage the user data

in different storage areas for each of a

plurality of different encryption

nmet hods; receiving issuing information

that is encrypted using the first



[ 0021] According to a sixth aspect
of the present invention, there is
provi ded a programthat conprises
i nstructions that conmand a conputer to
performthe steps of:gstoring first
nanagenment information corresponding to a
 the firgtieparyptigh@ehed i on method in a first
joxepge area of a data storage portion
t hat abl e of storin ser. data us
e 08 FRERRHOL TR By B R SeS eRpematve

encryptiommettiod dbdtae selaelechiipragammpatthe afiayptiert methods with
which l{'l%e&c%tldﬁ%}@cgﬁs&dj Sorh%elg cgrﬁﬁ:ﬁbllen g{ e %Fs?;éhcryption

orage areas for each
memoﬂﬂ?ﬂ@?@ﬁ?r@ﬁEPﬂEWﬁ%ﬁmﬁ%FﬁﬁﬁﬁmoPg@@P@lng
i[@adi ng |nfornat|on that is encrypted

usi n h irst _encryp nmet hod f.rom an

S eyl o AR e g, e N i ana
mobilej tefoinafaeduipned oviths g dC se@ob pdrtiom wagablee ot non-contact
commbrﬁcfa%rﬁﬁfh'aﬂ%xt%ﬁfaf%%ﬁ@nm ng to the first

encryptlon met h decrypting

{4988lr ecei ved i ssuing information using

the chﬁtﬁdlnﬁﬁtﬁfaymtrdi %pémtoh(ﬁlﬁia pRa&® dn@htidnN @here is

enent
prowdeo'o?n |g Fr)r%eﬂ rd)c?sg npﬁrée%foga gwpréswgrtpepftfa%of. storing, by
an infomadtion drose‘senne devige, ﬁrhfena‘naQMenShbrragen agresponding to

a first Qrﬁcr%)n&] éh@d iﬁtaoﬁr%%%r% é\ | ha (ﬁfbdstbrﬁgéjb%n that is

ase he decr sSSsul.ng
capable §f 9489 |u§@\r data, élsgqegbﬁ d’aﬁ'ﬁW%i'gW‘Fﬂ using non-contact

commlllﬂ’tfa@d’nnakll rdha§Ehdr Sisreion Distdtd rhﬁﬁr?ﬁé life user data in
the sec

areroOGEARLER E PO e o Hah R e
recennm dryagle ipfoeatioh perocdsdirg deviveadpeuipprinfororation that is
encryp[egqglga; the fi r encrﬁﬁiﬁf? Hé'm%g frBrg a?l |§%Y1§ '&E\hce that delivers

aspct present 1 nvention
the lssbufxg){plfqgg@oa t@ l’ﬁ“’ﬁ‘l’ﬁﬁﬁcﬁ'ﬁ m@}@ggavgr[t g\fﬁrmat[on correspondmg

toa seS(DﬂIéhd:rﬁpth@ methidd: |cﬁ§rW)tm. tﬁ% 1ﬁf€rma@&dpr@ébssmg device,

the recg e SoTaNe OGRS DRI B e g on the
first mamegarrmat infbgatios serresgprd®y toctee fi nabénadalmn nadthod stored
in the fﬁsiuéttﬂgge' Qﬂcegr&a&\leo&taeg %Qtdoﬂﬂnpgﬁé |s%nmg by the
encrypt encrypt
informadigh RYEesSEES drYies: PATedrandhe é??rxpéeédsw@gu@fsrwﬂon the
secondSRsrAGEhdrBNRERAPBAt | nformation -
corresponding to a second encryption
met hod; and an issuing information
transmtter that transmts the issuing
i nformati on encrypted with the first
encryption nethod to the information
processi ng device. The information
~ processing device includes: a-data
storage portion that has at least a first
storage area storing first managenent
i nformati on corresponding to the first
encryption nethod and that is capabl e of
storing user data used in a particular




information in a second storage area’ of

the data storage portion. [0023]

According to an eighth aspect of the

present invention, there is provided a

connunication syst emygonpri si ng: an

ssui ng device; and an inforpatio

corresBc}rg@g Sg’l aeé:gnq: @nfrwgpnl rgete%pp aamd stavng the second
managéﬂﬁm_lﬁfbmﬂf_tldaruﬁ aweddnd tlomge a®u bMige day btoage portion.

qu I ssui ng device includes: an issuing

|nf&rnation encryption portion that

encr Yetxdipg tch agfofiitty atpeeinelr hptriresentniovdnien. there is
providédS St infBmAtidh Q)I"dE@:iS'n‘@n'néiﬁc%dcdi'rﬁarlén$gS Hﬁ‘é‘ sRip& ‘Bflgonng by

managenent |nfornat|on correspondi ng t

an lnfom:@lo Ipfogfssglﬁ g‘em '%'H“?Fﬁ‘??fﬂ?j‘t in at(tgﬂ correspondmg to
a first RSyptiIgmeNbDInNEBfirstaitorigeddieanditd ®ita $tbrage portion that is

capablg o@ s onné djsérh?eﬁa t%.l%gd nrgal nafrtg:{rjllgfger}nce using non-contact
commtrrmah@dartddn@rmemﬂﬁ aﬁwmtaiiqmrvSpd dn:@smgn dhe user data in

differeflENdr&e ardRerol BEQY &5/ bR P SRRhiNghe Ndncrﬁethods
i ncl udes; a data storage portion tha

recel\.rl%& I?ye H?t !I"IEUF?’EIP% t prgqegsfnyg ge\gﬁee dssiing, r|q1fﬁr§1atton that is
encrypledrsing nmgeneition RfetiodBiomadn issuing device that delivers

. the is'sﬁiggg Ln?tg%gtglod t? %alfe ‘Iseé:orédamgrrbsgémg? mf%/r%ra |<H1 correspondmg

to the firstegncryaticn rosskead!; dws@tnrzzarbwtwmawma@e’r Rrogassing device,

the receVbd Bs Y nfoRidBS LisicPNE Rt ER%pAEh ABHod, based on the
managenment | nformation used to manage %

first managemens informafiog cprrespinads Be Qﬁée'&fyé%@ ’T‘%‘F"d stored
in the & hstorbge aﬁdaUBfa{hlet YatDfstoligel pir@imt and issuing, by the
mforma%o? BYcP:t stl;s%gno%ﬁ%ec g;ia%ééiroar{] ﬁ!#asdgclz’l E%il |\§§eusmgt 1Hf8nnat|on, the
second mgnAgRyentriffomation emreeprndipp tie theviirst fentriggion method,
and stJrlhé He s%%ﬁ%ﬁnb%éﬁ?%ﬁ%tfoﬁ 3 {a6hd SGMWea of the
- device; an issuing information decryption

dﬂa“ﬂ%?ﬁ?%ﬁmthat decrypts the received

joe2ni ng i nformati on using the first

L] th
ORI AR et PR sl mieG el oprovides -
prograr Hleatfqomsmsee frstrygiivhothatrednmoahdst comguiter te pérm the
steps off 'sfoﬂhg ﬁr%%%ﬁerﬁérﬁ ﬁ}fd?&aﬁcjﬂecoﬁ%%@ndﬂgcm 39fst encryption

ortion; and”a nmanagenent or mat
methocf ig & firs @torﬂgplare@rpf ﬂqgt@ stgpagedyrtien thahis capable of stormg'
user decrypted issuing.information, issues the
second managenent i nfornmation :
corresponding to the first encryption
nmet hod and stores the second managenent
information in a second storage area of
the data storage portion. [0024]
According to the aspects of the present
invention 14 described above, a single
i nformati on processing device that is
capabl e of non-contact comrunication can
be flexibly conpatible with a plurality
of encryption nethods. BRI EF DESCRI PTI ON
OF THE DRAW NGS



[ 0245] FIG 1 is a schematic diagram

showi ng a comuni cati on system accordi ng

to a first enbodi ment of the present

i nventi on; FIG 2 is an explanatory

di agram shovvi ng encryption algorithns

with which an I C card according to the
data kﬁegsgama BB nssRfce él&&ﬂggicplg?cé communication and
managdekfent idorinaticn el eairiage i agir dat shafdrarg stola@e areas

for ea@ﬁ“ go;gllsral{ nSof Oélfferen e(ﬁgrtypton E%{hloé)s r%é,{esa\%n%missuing

mformﬁilomthat i @cafptﬂdwmg dmﬁa@'ﬁtaﬁrﬁplsfﬁw rnegh@nfrom an issuing

dewceeﬁfﬁmlalﬁler@f thk hi@suﬁ“&;r IhfrH4tRen otf) r@ghel &c%ﬁd’ c’nanagement
ortion that perforns non-contact

informetioRn¢ATESRNTliBg 19 c2 SREANA geRcEPiRe Msihode fecrypting the
receivaibsuithg I’ifEdSTtn,atlon using tike ficst eScr'y;ﬁloﬁ mathaea kbased on the first
oW N

'manag%{nggtr orma 10 corr%spongm%?)ntpe ?rspencryg)?% method stored in

ture o
the firstentapage aéa phéelcta’ta:apr@g@@prtwroranaommd,l paged on the

-decrypﬁéa tl@ﬁnn@r eﬁ%ﬂ%et@ﬂboﬂé ”'%@Eond managbth&it anormatlon
IS a ck di agram sh O\Mn%? unctions of

correswdmgstaquﬁ ST ENCryRYoR qd. @gd gstoring the second

manag@®estidbrmgtidnOn & Becopd S6aG4 arertrast danétorb6d portion.
tdar? encryption and decryption of issuing
drmatlon FIG 7 is a pattern
Aiaptinante shabxih agpeat ¢fdleg prasent inkention, rtorze isr @ovided a

prograﬁ)lotﬁét'éaﬁlpr(ﬂsfestﬁ%u&%ﬁ@fh)ﬁt g o &n%'feq to perform the

accord to the present enbodi nent
steps qf,| s@nng fi rsgm@aggrp@rg lqupr@pté)g rcarﬁqsgﬂlmgrfg agrst encryptlon“

metho® m%Cﬂrit IsRragE argal @ a%tatsmade%hﬁﬁlihaf is|cﬁpable of storing
user datta usa lilnr etpa?tﬁ:gl[md sé]r%cet 8sirt1lghﬁorp con acp communication and
management information used to manage the user data in different storage areas
for each of a plurality of different encryption methods; receiving issuing
information that is encrypted using the first encryption method from an issuing
device that delivers the issuing information fo issue second management
~ information corresponding to the first encryption method; decrypting the received
issuing information using the first encryption method, based on the first
management information corresponding fo the first encryption method stored in

the first storage ‘area of the data storage portiOn;-and issUing, '



FIG 9 is a pattern diagram show ng a

specific exanple of the hierarchical _

structure of area definition inforrnation

and service definition informtion

according to the present enbodi nent; 15
am s

based Anq}]e &ec&yp?ed lssﬁ1 P%m%gnrﬁ]at%b 39&5 sec?n msimagtgnent information

COWES@P'MM te ethe hmst |egcramwpametb1b@ wnd hstering the second
managen@t BroBRGEY Rl 2ot APShe area of a aith gtoral:;g! portion.

IS a pattern di agram showi ng a specit

é%ﬁﬁble of the a logical File structure

tAradrding toCEDsEQS)aﬂith Eé[ﬁt Wthehprase‘ht i’ﬁﬁﬁnﬁon there is provided a

tion neth

communlgaué]ﬁ i gsq%m com r?]s@ 0%1 Hsgsug Gdevté;%, S gnd an information
Procemmmeethaie& w@elme phemn@niatiod véth thedssuing device. The

issuing BEWdeCiRcIRIeQVArdiQehoGRBRIY SRWpE& portion that encrypts
reader/writer accordlng to the present

with % 58 deneRAton MSBRd tiRingCinfogpation sussd tagissue second

managé®edf infolntatiod. SorieSpcﬁttdfnb @W\a évahd eﬁdﬁﬁ:%rﬂ@etﬁéh and an
OCESS

s G S e 25 sl s et Shenpre
with tihg @rst BBcriyption hétmg ©oh daet mbhmaﬁnomg:rmssﬁ@de\nce The

mfoertfoﬂCp?cﬁ:éss'lrﬁ CF !r(% mélgdesF A &t&@tor‘aﬁe é'or{_u% %H\ét{las at least a

chart show n process 1 n
first stprpge argy stodn rq;tp@maw inforpation @orgqa?pgug@ug to the first

encrypl60Ae®S8d bid thhiGs cdibleMdf(torid® uded datafus@in a particular
ess

. chart show 360. 12;
servio il v P8 iyl o st amton vsed o
managertocessdatminkif@reni@oragd Geaior eash afa plurality of different

encrypﬁ?fno 'nféﬁ@&éj Iah |9§uﬁ'}gr lﬁfm QWr&gN&hﬁatslteE%&ts Yhé i issuing

syst em i ssul ng rmati on accor

'"fOfm%tenteH%vqﬁdé%ﬁhe @ﬁﬁawmﬁfﬂetm# {om e '$S$“"a device; an
issuingD adfbretationd idagHyigh SEUPNYnN haP T REGSS e f REeildae | issuing

information using the first encryption method, based on the first management
information corresponding to the first encryption method stored in the first
storage area of the data storage portion, and a management information issuing
portion that, based on the decrypted issuing information, issues the second

management information correspondmg to the second encryption method and

" stores the second management



encryption and decryption of the system

i ssuing information by the issuing device
and the I C card according to the present

enbodi nent; FIG 22 is an explanatory

di agram showi ng the agructure of section

mformaﬁo%l'frll Q?ecorﬁisotérgﬁ%eianr??n otghcec_é) rtagségr tF())OIT‘J:OEt tern

dWB@Pan1shomnng processes for the
encr yRbbr@hg 3 dn ARAHYRPEQNT ¥e Er@@en% GLEMBR. there is

i ssuing information by the issuing device
providgdh @ CREMpRicaligh $YSHRE o‘iompﬁﬂ”& oA FREUIRg glewipy and an

mform@iﬁﬂnq:dcbcﬁﬁ’ﬁg dekricésthalid claﬁab% dﬂ%bﬁuﬁﬁﬁc&fﬁbn@@ﬁfﬂfﬁé issuing
eCl exar n

dewce ﬁ |s|3,] gmg d%?lg?nm iy elsmartl Il OIIJ]I m}orrlnw,gplegﬁry%tlpn portion

that eréﬂJEa with ddirst reneriginn imethod nssuing infoimatigre used to issue

second AfhSfeht |h%rn$§t|6ﬁj %Hsﬁorﬂﬁﬁbttb o Ak t—I-nIERlpt*og mathod;

card accord
and an issuing mformatlon transmrt’fer that transmits the issuing information

encrypted with the first encryption method to the information processing device. -
The information processing device includes: a data storage portion that has at
least a first storage area storing first management information corresponding to
the first encryption method and that is capable of storing user data.used in a
paﬁicular service using non-contact communication and management information
used to manage the user data in different storage areas for each of a plurality of
different encryption methods; an issuing information receiver that receives the
issuing information encrypted-with the first encryption method from the issuing
device; an issuing information decryption portion that decrypts the received
issuing information using the first encryption method, based on the first’
managemen{ information correspending to the first encryption method stored in
the-first storage area of the data storage portion; and a management information
issuing portion that, based on the decrypted issuing information, issues the
second management information corresponding to the first encryption method
and stores the second management information in a second storage area of the
data storage portion.
[0024] |
According to the aspects of the present invention



16 to the present enbodi nent; FI G
25 is a sequence di agram show ng the
sequence of a systemissuing process by
the issuing device reader/witer and the
| C card according tquthe present

enbodi nent ; FIG 26 is a flow chart _
descnble%ay% " dagség St efmrnlls%%i%ﬁl }ﬂ‘gcé%lgg %%élcé’&a&@ capable

of noneedntalit NEmbnunication FHa@, b@?ﬂq:xsbla ge‘qmﬁee with a

plurahtyo‘?gn gglgmeﬁg)d%he sequence of a section
Sul'hg process by the issuing device

reader/vvrlter and the IC card accor di ng

BRIEF ?gsbﬁ?mﬁ{)ﬁ%%”r and FIG

ow chart ShOWI ng a section
- [P28i ng process of the IC card according

| Ptﬁ%s%%e%%%%g%% &EEEQQ{REFERR%D E%(Lﬁﬁaﬁcamnsf’ ystem

according @@ 5 first embodiment of g Eﬁeﬁg{fttug\zenuﬁpef erred
F‘i&bé’% e %%ﬁlgﬁgtohh GiapfRs Swih LB LA Wigbtithms

_ descri detail with reference to
- with V«tmfél @ppdndeardd perrdBs . toNGRe FrpeRt §RPadingnt is
compafi€ci fication and the appended drawi ngs,
structural elenents that have
HGb3 taatschepgtic Hinzsupshowingthe fmap gortions of the

commtﬁltlcra"ﬁ%fl WoSeR! £cdei9d RAnWpkdchhnBatiRent;
reference nuneral s, and repeat ed

RIGpf inablosk drerpRedeviig Wi of ieugture of
an ICI TaRiM Hd:86n [tﬁthZQ}erforms non-contact communication

according to the present embodiment; .

FIG. 5 is a block diagram showing an example of the structure of
a control portion and a memory of the IC card portion according to the
present embodiment; _

FIG. 6 is a block diagram shoﬁving functions of an issuing device
and the IC card ‘according to the present embodiment for the
encryption and decryption of issuing information.

FIG. 7 is a pattern diagram showing a logical file structure
portion of the memory of the IC card according to the present
embodiment;

FIG. 8 is a pattern diagram showing a specific ez;:ample of the
logical file structure according to the present embodiment;

FIG. 9 is a pattern diagram showing a specific example of the
hierarchical structure of area definition information and service

definition information according to the present embodiment;



Fi rst enbodi nent A first enbodi nment
of the present invention will be
expl ai ned in the order shown bel ow.
1. Overall structure and features of
communi cation systems FIG 1 to FIG 3
2. Structure of IC card (information
I@E}oﬁl%sxsslcag | agt_%\” & a{g}‘uc tsé;\l‘rogm og% Q %e&ﬁc d;axampie of a
logical Fiilg, sﬁ‘uettwd:lt@at 1§ compatibde wWie ofsingls encryption
ard: FIG 12 to FIG 19 17 5.
tructure and encryption of issuing
FIgf 3 neeirenteri-Hi@gra2@ showimk @ spggific example of the a

logical file structure that is compatible with a single encryption
method;

method;

_FIG. 12 is a sequence diagram showing an access seguence
between the IC card and a service providing company device
reader/writer according to the present embodiment, when the IC card
is being used;

FIG. 13 is a flow chart showing an S10 process in FIG. 12;

FIG. 14 is a flow chart showing an 520 process in FIG. 12;

FIG. 15 is a flow chart showing an 330 process in FIG. 12;

FIG 16 is a flow chart showing an 540 process in FIG. 12;

FIG. 17 is a flow chart showing an S50 process in FIG. 12;

FIG. 18 is a flow chart showing an 360 process in FIG. 12;

FIG. 19 is a flow chart showing an 570 process int FIG. 12;

FIG. 20 is an explanatory diagram showing the structure of
system issuing information according to the present embodiment;

FiG. 21 is a pattern diagram showing processes for the
encryption and decryption of the system issuing information by the
issuing device and the IC card according to the present embodiment;

FIG. 22 is an explanatory diagram showing the structure of
section issuing information according to the present embodiment;

FIG. 23 is a pattern diagram showing processes for the
encryption and decryption of the section issuing information by the
}issuing device and the IC card according to the present embodiment;

FIG. 24 is a pattern diagram showing a specific example of new 1
y issuing system definition information or section definition

information in the logical file structure portion of the IC card according



6. Overview of definition information

i ssuing process: FIG 24 7. System
i ssuing process: FIG 25 to FIG 26

8. Section issuing process: FIG 27 to
FIG 28 9. Eff,lgcts [ 0027]

1. Overall structure and features of

communi cation system FIG 1to FIG 3
to the presegit embAdiREOFi ne of a conmuni cati on

BYshem Asaedid@ab@nt Bitowihg She epotktedE R system
.. of the present jnvention will| be
issuinggRIACeSH i (U SPCRoHE /BRGT 49 EhelC card
accordihgits tie mrefemetdbedihagr am show ng t he

ETIEL S3hk O Y 2SBS0 NG L0, Mg of the
IC cardsdr@usiingtolfth&prebent éababin®euni cati on system

cording to th resent .enbodi nent .

RGPl it Secfoc igPiaty Sy BRSkBRRAc: of a section

issuingdpnocess ¥ diie tssaiyy ésvie redegonitactnd he IC card

accordilnctg red r%?en% CIrL%%iCi{ eer}t'eermrg nal 2) t .hat i S
cgpab P 6F iGN cont act — communi cati on with
F@. ektierndblv devi segwiag sesogtior iysugng dioaeps of the

IC c:ardiC é)c@%%gegecﬁg %?es%{l%gng(?cﬁgl%ﬁéwr iter 4 that

s conitected 't o e service providing
conpany device 3; an issuing device 5
DETMEEE@E)E%%%??@&%%F FhR) PEEFERE T RMERI AR 2
reader/witer 6 that Is connected to the

[P@27li ng devi ce 5.

Hereinafter, preferred embodiments of the present
invention will be described in detail with reference to the appended
drawings. Note that, in this specification and the appended drawings,
structural elements that have substantially the same function and
structure are denoted with the same reference numerals, and repeated
explanation of these structural elements is omitted.

[0026]

First embodiment

A first embodiment of the present invention will be explained in
the order shown below.

1. Overall structure and features of communication systemn: FIG.
1 to FIG. 3 ‘

2. Structure of IC card {information processing device): FIG. 4 to
FIG. 6

3. Logical file structure of IC card: FIG. 7 to FIG. 11

4. Use of IC card: FIG. 12 to FIG. 19



[0029] The infoiination processing device
is a device equipped with a non-contact
type 1C chip (not shown in the figures,
and hereinafter referred to as the "IC
.chip") that is an eljgctronic circuit for
perforning non- cont act connunication W th

B E00h SEASe 1 SHAC IR o

FIG. za:on'pany device 3 or the i ssui ng deV| ce 5

o R, EHORRGE F DS HERIGRELLE. 1

7n Spstemrisadhg ORESN |FHaI oM. Flezs 2618 shown
ol Bedilo ioduink RS0 G TRLE oI ggessi ng
ice T5 a-§evice capabl’e 'of “non- cont act
%Eﬁmlm cation, such as, for exanple, the
[ contact type IC card 1, or the nobile
termnal 2. [0030] The
non-lcofverct! typeti€ cadd [datgtrer of nedmmpnication
Systemrﬁberlrg I!1(50 as the 1 C card 1) includes,
he thin card coating, an antenna (not
Fsrﬁbvan ortlideeof hgtmeginicatigyesygem according to the
first e ABRTEQAE At 10 ?JP%%F Ghi oW LA tblgeexpla_med with
reader/writer e reader/witer is
referengtata fEadi-ngFidevl de)a sthemetic diagraml Shomng the
commu‘i’x‘f‘c‘éh@ﬁ sPREn A b dicdH Pk Q)Qéseﬁb OWBodifhchhe
ures) containing an IC that perforns
?)Q et erm ned processi ng The IC card 1

can ﬁ@eﬁo%mm f1t; CO haehmM8t888 system according
communi cation with the reader/witer 4 of

to the pIREETY SFRACCEMBRIOVEICRY ToMIAMABRTEEFsng device

{for exaﬁﬂ:ﬂ StdBor-8aE@EY Wit T€Tcak @fa iﬂ'ﬂ)%ﬂé SSHIiR 2) that is
device 5. Therefore, it |stﬁ055| ble to

capable f POPIRT' BOHBLRIGAOPhEI CR prpal device; a

service S prRtdndYcdigsiity Qidvidg Bhea |1@aﬂ@f/dfnler 4 that is
within the effectjve range of th

connecgd g ttg% A girE eV Ime SR %PSY]E‘H%?P {Sfjging device

5 that eeadatds Mﬂlifngrmﬁ)rﬁfatibhﬁ‘ ah@adl eEdder fvreter & that is

[ t her words y passing the IC card 1
Connecg?\?gf)%ﬁ’égs’l‘ iter 4 or the

{@cmq:ler/wri ter 6). Accordi ngI y, the IC

car }dng %_g need g}g i sera{e Dt . ed

and &% ¥r SMTRE? & &SF/ﬁm t8¥1 91 &PPP
with at hentceadet /tywd tIE€r chipafrebti shctmhenefmeeﬁgasy, and
herema%t%r %‘léee-frec? ltcl) gwt{ig era (pmg" n %tals ra%ccﬁg ttto%‘?c {%.I‘CU_I‘C for

NS SSion easi

performypgl inbiednorct aionen@dcatsm‘ with arse*qegfaa,l dande. The

externedl A RLN 6L L NG ANC 8! 8 HDSLALL Sl ISEML company
an be re-use time again, thus

device $ or Hisslsbmggdlehicgly thefisemuafped ovithelicenader / writer

4 or thkqggéér/ writer © to perform non-contact cormmmunication. As



Due to its convenience, the ICcard 1 is
applied to I C card systens delivering a
vari ety of services. For exanple, the IC
card 1 is used in electronic noney
systenms, public trapgport ticket barrier
systens, in security systens such as

ance to buil.dings or.
shown Elnlf“lg}o 2 al%:le mforn}atmn ?SeSFmE %%\ﬁlc% I dew%encapable

of non—am!aqtrcoaimmmmmnc satb asj fog esgmpbﬁshe Mor-eontact
ard is used, for
type IC% arrril r‘;ﬂé J‘r%%ml’l]é ]%%11!51%1%

oflomrng vari ety of
Qﬂ@@]lcatlons (1) to (6). Further, a

mul tI"l'w:éh% ldo‘ﬁ@&c‘t tﬁtPSafa g-rérgﬁngﬁ«#rnrgﬁerred o as

devel oped 1 n whi a sing one o
the IC eandd 1)1 inchpdesoiithe thimplcardakeatingofant hrisena (not

showi fnuﬂl%tﬁ ?@9 t& grf&r@@ ngﬁrdoﬁ{a%t Qém&m&%ugﬁ with the

card I's diversifying nore an
reader/ﬁ’ﬁlrfé (thgozajler/writer {9 )a EHageticading dengsy of the

externaC@&AIS, axﬁiueﬁ—hl@(ghlﬁl £ O Gn TRE BYureBOL At Sining an
coupons and so on, that store an

IC that gerdrisonpecyapiged pasessithal b KS cardr i earcgerform

non-corRhctow BRG] asHmYAlddBok NAkL GRE FESROARSet & of the
currency). (2) Conmuter passes or

service pgapidipg SOFPRRY HIFVIcE ck gl sy TesiBT/ivTter 6 of the

issuing HeARS PO Thercidie Nt @ép&sfsﬁil@ $o rdAUSLS, wife data in the
expressways etc., public transport cards

1C card i SimoEy by BB AP Ky PEdiay Bidas ceeave range
of the e@&h‘oﬁﬁgﬁ&itabvaif&egﬂnlef&e@ A% rSakeR/ RASter 4 or the

oyee I card at are used to veri ify
reader /LS 1, OQF" JEBA> a8 REJETE ofalagud | o the
reader/ Woikdei mg)rfthblrr&adf&mﬁrﬁkér%)d ﬁ@&{ﬁ&ﬁagﬁﬂ,’ M IC card 1

does nofFHEI G iR Je SPICTPREE 7D (DR By it

4 or thé de;{ﬂer/tvyntearsdmmmdﬂ&@efem easy to us(e4)a]lowmg rapid
ar. ous store and fa |I|t

data receémtl B aéléir %ms%188188n élng ea%l{y %e modiﬁed or

altered, safety is high, and by rewntmo :.he data, the card itself can be
re-used time and fime again, thus furnishing a high degree of
convenience.

[0031]

Due to its convenience, the IC card 1 is applied to IC card
systems delivering a variety of services. For example, the IC card 1 is
used in electronic money systems, public transport ticket barrier
systems, in security systems such as entrance to buildings or rooms or
for personal computer (PC) log in and so on, and in electronic clearing

systems. More specifically, the IC card 1 is used, for example, in the



(5) Electronic ticket cards that store
el ectronic tickets for novie theaters,
concert venues, sports arenas, anusenent
arcades and so on. (6) Electronic
clearing cards used,for electronic
transacti ons, inclualng I nt er net

T M S

type cafd mmgue@l@édm Svhidich saglammickeéttabi®@card 1 can

securities/ its.and s n. [003
combin 2 W G Rp oo “PE Y st o bymge of the
IC ca:dplorstcatﬂrafwmé moredndmopy.ocessi ng devi ce

[5§$ﬂ pped with the above-described IC

C |§ and is a nobile device, such as,

I}oEleeermmpl repney olEl euttelae mhmm@mcamoney, points,
couponf P%ié W%t 8%’81%‘5 eseca%roreaglc%l%%tgirﬁca lv al 25 td%‘;aa%at has
currenm‘taa@beetﬁm‘gélll@ﬁ@lt gopkeppars to ﬂ@‘fm] l e

gei] thy Bn t for pubii
a{bove- etgig rllmlt%"ged'S ‘g} %%rqgre\lg@% an %L%fets or public
transparprsuch rﬂsa*mme,dmmw TAXPOTPSWRTS Wpt; hpu@hc transport

canmtﬁgﬂﬂ&&é&%ﬁ%gg??ggﬁgﬁgﬂgQﬁ variety of

Services . above. P034]
(A hRersaa) iidantinr oviddi Agcle emsmmjovdevPoerds that are
used toavep@jsfdegﬁw Gleugglia&s B&E}@th %?a?la%e %ﬁ&hé hGurs, entry

service using an card. The service
and egﬁﬂ@vﬁr@pn@%mﬁ% erévtpc%c% chs’ agstudent identity
cards, ©%AHAR! SsedsRUBHE LFANSR or2Ut OMati ¢
ticket barrier, a cash register device
Brivicsster @ddpely BGaRweRsards cotierrahcoupon
cards ali@h&n. @ nobil e term nal (for exanple a
PCor the |ike) that is
(¥ et esme @CF?%\‘?%'Q% @%tn%mﬁv@?ctf%ﬂéc FRfSs frsymovie

theaterdEbnS&rt @BnuaN s@iﬁ@ﬁﬁ%hhy,%xﬂ@s&ﬂ‘le&@ affREsd Ak so on.

for a variety . of duct Ip
@) BRSPBRE TFdwes Shs PARe (18 "'CEOIB& fRpngetons,
includlﬁéllﬁte(rﬁéﬁ)shbﬁfm nate, dastkibQn tei fotial and music

fi nan instjtutio omated te
contonty B oo W st R0 of | B e LGP, guch s
marketjglo \sbeliriips¢ afpaity afdéwboe. 3 i s provi ded

¥§ the reader/witer 4 to perform

[ 0 ]contact comruni cation with the IC

car dnladditibrt, ie: rmbﬂd: ertémahiZniala @rabik sérmation
processmn% devuf‘ee el;cf ag}geé{ ttﬁ? ﬁlgioseér{evsggfg A’l ;(J,(‘) %l'ugr tagd is a
mobile doﬂpfarwacuwl. Ge eSamplmymbbﬂeateSf@pan@taewnsmatch

t 0 t

a persoglgyai%%él %r%}os\t/acr% E%ﬁ é% ﬂgﬁige %aq%él cCQoen E.I'oe or a gortable
image/whdiedplayerwi Thed ambile dermaioal dnin P@O@Eﬂl@ Way as the

above-described I1C card 1, can periorm non-contact communication



By positioning the information processing
devi ce, such as the above-described IC
card | or the nobile termnal 2, within
t he conmuni cati on range of the
reader/witer 4 of Hbhe service providing
conpany device 3, infaniation relating to
with a reagé%* GritdrGn eL{s\él &v&sd, e%@yu(ﬁléts%ﬁgg&j Iﬁove
on-contact comrun ion ¢
[Omy@ard 1 and the serV|ce prOV|d|ng

\/ 3. i t
calrrrgﬁl Segﬁ?%%??r‘%%ln{g 3’ Ot r naI % équgs e%%:osﬁ device
that prendlaye siveilialorecadeste rbéd card-i Breyseg¥ice providing
[
compa AKIESP 15, (d0haple, o public tranflt AffomddiCrclcer
barrieri #f orpft jegistero devsuerivaitagenern dafca supatas a
convenieﬁ(];ec‘gtgfeeg Iﬁ&nﬁ t§1tr915§g Eo@éx%ﬁm'lé" alPe€or the like) that
or mat 1 on processi ng devi ce, such
is used fpy elpRiTAmIQ AEARSPYfianS| OYeEihg Interpgt éTfid tsr?ecm an

automdiRP 'vJ:rﬁiu‘i fn@cﬂﬁqe @r a@ﬁget?%f 'pY&fu%tst I'ﬂ)@lbhc transport
ISSUIﬂg@In ormation to he i nformati on

tickets OF sl negp@p@\y,oé éaleﬂﬁQShﬁq{gﬁ@-}E ptkiosk terminal, a

financidlth&{t0BbA QltdSatbdiQlciBhd Dihed ATNRAAGENHSBE. The
data_ used in the above-descrijbed variety

service prowdipg cew®apy derec Prif srEETDOIIBrbe é%%#eﬁéwmer

4 to pegeﬁh%nsma@scohhﬁuﬁ@aﬁ@ﬁ &ith, trend: the 1 and the
ssuing information is | nf ormati on use

mobile {57138l AP S A SReREITHTERTet PO B imto

and 1nt3§ﬁﬁ“,@aﬂﬁﬂﬂiels@f@&dmbmlﬂlg&fﬁi‘nﬁdﬁ@ deSiBEBNG may be a
nformatjon will be descr bed |ater.in

soparalfofgfifc. PR P BEnGOUREACe B BifcSFFlE ERyndine
compargedioatieda kSAaHIG Winélesi@hnedtidatsi Nng a
%%%geternined encryption nethod, and
{ tvers the issuing information that has
beerBepatiypiiag ﬂ@eh arifermaifdre procedsery éebidep such as
as the."en |s in |nfornat n .
the ab?vg'c}aeﬁcﬁlbegoi;éné% on Pr g%esng?bﬁla SV (?“'(legs J%:lﬁhm the
commuagcatihe rhfipec af thd raadet herimp 3 bietiteesarvinalproviding
] - 19 ac
comparf, L ASE s IV RRAUR L AR RSD 1 BT Led R o
commug@waitaievip ros-Emoatt et ilqatgchebetween the IC card 1
o oL UL LEALSE o8t GuPRLIRLE, DTG REG A o cand s
or the mpbild tertngrakiZnaser ZanTraoy Bwderope-desaried fariety of
servicedBY be built into and integrated into the
I ssuing device 5 or may be a separate
[&3hlce that can be connected to the
| SSUhehHeMeG8suinY livife Wigk 8l aRk ¥ 8 #3Smation
connection. Furthér, the’issuing device 5
to issuesmenpeaTicat glate gRAtIAE cHPie DA t Fiofage area m the

informAPRI f):%cés%fr@ @éz'me? sUbR A et ddecrib@®3I8]card 1



In the present enbodinent, the IC card 1

acquires encrypted issuing information

fromthe issuing device 5 by perform ng

non- contact conmuni cation with the

reader/witer 6 of §he issuing device 5.

In this way, for exanple, when the IC

ca PRed,, to th
or the mo{nﬁlef g‘enmnaﬁrﬂ 691% %L&rglrbyy@lgglggslg miﬁrmatém o the
mfonnwandpﬂocemg tdtﬁmqeeadﬁlnd weiragsmegt ofnfqrpation is

Hgang YPEdpbasSHibed f

mjEorma&l%?or na %h:&% d}’t? ?\%éei{r ed to the IC c%r‘aariety X
smvmeémeMQhébmsgunhgﬂﬁeﬁmﬁed@ﬂ@{@@%9?3ﬂ¥2“3Caﬁi1
and ﬂ:'XE%&‘MB gnfotfﬁﬁnm?bisl emfo%ﬁh&@l ued So issue the

connected to the issuing device 5 via the
managerenhoiformatignd BThec SMRREFTEETY Agfornaten fed the
1ssmng'1§l%fﬂ1§@orfj@ﬂi SEaxcMbat 1 iNRIeWRT kTHe istilBy device

bile termnal 2 acquires encrypted

5 encrsapéas tha genepisH g g oFmatie UsEigq fgedetermined

encryptifVinE@ion; ahd dbileSs BRSEsuihB enfbS8atididthat has been
device 5 is a server device that is

encryptedp dpgreingften e FABFRA ¢ &amifi dREi ofRCTERigd  fssuing

informdtiodf) 9 ahSnfohea 88N BrRE&Snd 8&ikeNGich as the IC card 1
information to the nobile termnal 2 via
or the mohilefefigrk2-7. In this way, by the nobile

g7 nal 2 accessing the issuing device 5

via the network 7 at(% q?%p%ed t|n1@g

encr’%? eslers dhe n@bqvﬁf PIRARS ux&c&wnﬁe ¢ issuing
device 88k ipy&i@sl wahtihe fendrl eriterarite pkridmi momcontact

the .issujn d ce 5., Note th the .
commumph R (15 dCe Gt hi FaPicoMORHs grpnal 2 The

reader /I’ﬁﬁtbtradi I:r)ayq&rmﬁntmmgaddhetegs&aai irgo dew isseing device
5 or ng MR Sl 0% a0 L 10 B i

device Peiatn wire@dr MreWSS eebmtlmet \Wgrmer,‘ﬂxe 1ssu1ng device

S5 is c?%a{bgo I%Jgtcomm ep focn%{éltlheﬁgpﬂn hile I%%a%?al 2 via a

:wnmxkﬁrCU|t such as a satellite communication
any kind of |ocal area network
@%%iﬁ |nclud|ng Et hernet (registered
t r adensihk ) presgnta efobadieenti rihe nkt wwd, 1 acquires
encrypRGHnSy TSl ABANEE Wnd YA 5 8 forming
nterne protoc -virtua rlvate ne
non- co(1ta|@t Vﬁn)'nurgg@ﬁz;@llwﬁh the reader/ wWrhen ki ef Wgylssumg
device Bh(:fn L3 da@'g fcgee\!(b.ﬁl‘f)}es mﬁﬂaﬁtthg?@%ﬁﬁi §§s shlpned from

encrypted’issuing information, and th
a cardr azppeddcIing rplen‘t het Rasgwgnites I¢ heard T over the
reader Ftﬂrfﬂ’ey @t &dnk %@ﬁuﬁ? dtAtok ”&tdr?ﬁle& Qsélf}@g Irmation
card can ntegrated_as a_single
is delivgedite éhe Bt cardnl Bemfthe dssying dgierer ent
. [@gxdjces. In order to generate the
above described encrypted issuing
i nformati on, the unencrypted issuing
i nfo' IIIation text can be encrypted
usi ng a predeterm ned aut horization key.
For this reason, it is possible, for




the encrypted issuing information in the
reader/witer 6 and transmt the
encrypted issuing information to the IC
card 1. In this case, the reader/witer 6
of the issuing devigg 5 and the
reader/witer 4 of the service providing

co n vice 3 ca e th ane
oadBP R T oo RO TRe COPHE Adhacorpigid to the
issuing | degigk Yy videstiecetwothal alndsbyf omotnuonsthg with the
- nerate.t encrypted..i ssuin . .
g IS % B B SRSRET ol BHLO gl soien
encrypted ghaits vfartrertiof ftdmatthd asuingrnisvicerts Inothis case,
. _transpit th t ed. i SSUi
e s AR 51 STBRAP SIS TD copo o e
commup?agé?n,t hgi awhmﬁ:;sz’dtei gprmekayd ashind @formation to
the mOﬂ)i%@S%IH[Pl Ehrg %%”%%'z%@wé&" ?.d SR ﬁJajy, ﬂé}nﬂ%ehﬁlobﬂe
~ reader/witer 6 are used to generdte the
terminagrit pyprsedisl Ysuisvginenflovieati va theshdevorhe’ at a
selected R Rsahy ihfb?m‘ég&? ¥R %‘éhdee%éije@ %o the

information is transmtted fromt _
mobile fcemghey RviFdm dhe Bspgetdsrics & dbtelthet thopayprk 7 1s
a commiBc ¥R ﬁét!wo’?lt: rrHﬁiFdéﬂ? &Bnéaﬁlg meOiS?%%g device 3

comuni cati on system accordi ng t

and thg;medbde tempipal L nadlowing tip &p |cpmaniggtaarth each

other, aﬁ@%@y bé\lg)ﬁﬁredf&aﬁk’@@ss\s IQiftWBltke The network 7 may be,
conmmuni cat1 on system accor di ng to t he

for exarpple @it D EFBEd P IRRPR Y Petlerky pirafliy circuit such as

a satel@¥PéohBHicalioh il the kRll MRE arca network
expl anation mainly describes the

(LAN} ipgludings Eithenst Jtesddsng Hadsparkbapant deged line
networl) BircE GRL AGid COFAUHG I WANS of BE ihEer@rlfilotocol-
. 1, but the explanation is the sanme in a
virtual pragate Pﬁ%ﬁ‘?ﬁ%' i nf ormati on processing
[cbawjce is the nobile terminal 2 [0042]
The features of the comunication system
acc P APG o i SHELRI e bit SreRpcs Srervpted
issuing i fidbrati@ichheadd ghe ateskiet /evrittr ECtitine odndnfies the

IC.card 1. that.is c tible with a
enerytf ik AT RbIRE, At on Ergar P Heerated as
single d@mner yqot con mefdrods) ofaddierdrg donisisr udh i @der to
generaterzre kpeOdab%Le—tcilgseqribggi %alc f{,elde 1s§’stur1rlfI Ctiﬂ%o?‘malcign the
ot her Wwor dS, user Hartyg to USGg a ’
uncncrgpedi segingemivweatigi ngxnearcont eotypted using a
.0N.._a " . .
predetc R o R ale ThS Saer dadargpeie for
examplst Hredvemn ganeebrageredering, deidhas| € personal
EAHLrdinAEGOLHNG {0ad 6 RIS BN Lers
compuiEE oo BEAOREAN, Load W BB barform  process 1o
generat9 gnpgyplagdissuingdpfosmanphe ThepioroutheddE dhatols the

issuiﬁg bﬁv,ﬁé F?SI @érp g&éréﬁe Ehe . él@%t%? is%ﬁﬂr%t ifffrmation , save

definition i nformation,” sectl on
definition information," "area O
definition information," "area definition

i nformati on" and "service definition
informati on," and has a hi erarchical



When i ssui ng new managenent infoiination
inthe ICcard 1 (for exanple, when
i ssuing the systemdefinition infornmation
or the section definition information),
the issuing device 5quses the
- "aut horization key" saved securely in the
the encl Ct&? {s%u%a tigfo%cﬁglp En tcl'ber %?gr\?\evh eersé [ Q %dansmit
I'ssul ng L Afornatron and deriver it to the
the enckr®tedisbulng Miembdot torthz &€ icard keyih thsés case, the
reader/(nr?‘fter?%( %meeis Qin S&é%‘ltcgrg 5{?&’ e %Qder?.&%@eroﬁr of the
key," a sys?en$|SSU|ng aut horization
service Regyiding porapaigdi devisie Sncaaubdhiie] satei redlek gytiter. On
the oth%r hé_rﬂf? tlllé 1@@1&1 gQiepﬁe %%59h§@%ﬂcﬁ$ﬂ to generate the
ncrypting tlﬁl_ I 'ssuing I nformation JEi ng
encrypiedhessatghiororratipo nak &y ipleawésst ith dhpeseiday writer
6 that H\é§ Hlngﬁor_% &ﬁ‘lr'aﬂ&nﬂfthg Qﬁcxly_%&w ig&_ling information to
Information delivered fromthe issuing
the IC @@qﬁ ée. m fhys tCﬁ@Cd@CC@:ﬁb_Ol}?at@ﬁquyh.@nd the issuing
mfonndﬁﬁﬁeaﬁﬁ'éc; é’ecﬁf’eﬁ Hﬁtﬂcsr%léﬁ&g W'rl@ércg E@t h$2l t6 %@nerate
be verified in the IC chip of the |IC card
the eneyptpd Gupmingrpfarmeriont ingidp ¢he fpgsier fFite 6 @d the
encrypte@fishuind S RHAHBREY tMidshhicttP rERCI¥REARSR / writer 5
rocessing circuits (for exanple,
to the Igrcétde%-sor s) that are conpatible with a
[@aurality of different encryption
algorithns (for exanple, DES and AES).
Thed&ceRETHHt PEHCPFEcaE sty cemmititaion, gystem
accordif@ € ¥ PleSer@icrtR@IBAET ¥ MricO «P5INGes Shoe:. Next,
ortion of the present invention. Fr&m
feamretgncgn éhet Wgnﬂwgﬁf% SSEteRhL %ﬁfifn@n fo ¢ present
embodiflegOrwillngs Biikfly Whiptdinédie ents yipht Othe following

rocessing cirguits. are _conpatible, a )
explanaglinglnéalP prdggg 5t ft@% gﬁ%ﬁ;%{oinor?mdessmg device

capableabfj@iohtdontdcs ®eim{tihetisre pisedent@tday® 1, but the

ncryption algorithmis.a firs . i
explanciRoy B Siodur Rars 1 1S Gedr PHBFICY Bocessins
device it hiee sebild @pmeseAt ati ve encryption

@J&ﬁ)ri thm (the first encryption nethod,
of“ exanple, AES) to be a nore reliable
encrippt kgmrad ghitihe kmmnhadcagtonesysiem according to
r ] L gor i .
e prof A RLA LAY Bk Ba R0 Py gt the 1C cacd
1 that] @04®mpatible with a fwepityt hle dnsewking algorithms
[ e LRLLSEN AL .
(encwpgﬁ% r@%??%éxsaglﬁg%ﬂr%i ﬁwm (A%%l,? ) otlpgcgf gnt%T é?g“:al file
structurg  Ehethgptvorde “Lseuilalg” thbee rercofic gewite using
non-coft@cil SEHEREARABNAGENE N b IR | QR tNATn” 1o
I's conpatible with another "encryption
manageatrh@dﬁef ﬁﬁﬁa(@ggjnorp@m @X%%g@)are(aflgfslde the IC card 1
accordifig %Tﬁlee;?lje&é}ﬁ S8 ethd 4t d@Rement information”
. information and the area O definition
informati on for DES) and saves the
encrypted issuing information in a
menory. After that, when the ICcard 1 is
passed over the reader/witer 6 of the



~information for AES) that is conpatible
wth the first encryption nethod and that
is stored in a first storage area (the
AES section definition information area
or the like) of a daja storage portion in
the IC carq 1..Furyher, based on the
includeg oy yﬁ%&ﬁ 1&, Spalod (ﬁaﬁg Ofonﬁé 'e?gll‘ajﬂeﬁﬁalte(; such as
, card 1 1'ssues nmanagenent infolmation t hat
“system defiogpatnfdyetigngh sectipacdsighieanc injesmiagien,” “area
0 deﬁn%ﬁbh&%rﬁa@i%n?x%pé %:eﬁhﬁﬁnsﬁ%rh&@ion” and “service
~definition information or area 0O
definitioge frifprimetion. | Ardrimst & dHetasehig dpgiep! file structure
(refer toSH1EL ¥Rb 'F@@ 9)'. Ofid ltd‘](r:‘grdsluﬁrboﬁ&sa%)wifcﬁﬁqﬂuraﬁty
stores it in a second storage area in the
of differgpft chc%ﬁoag‘g@tﬁ@@lq [egﬁr_yp[tjg@ ,gaorithms), and the above-
describ_é&l Hﬂn&&r&:rﬁq{:ﬁo&ﬁﬁﬁ@ﬁ i ORividW 1HSEAGY Bto a different
. highly reliable representative encryption
storage #rgro f47t 495 (2he HREl ehersrpridh meerdisdn the 1C
card 1 §HCHoRS IAER) rdPeOREr APHagdBekat @B S8t tiort Minition
i ssuing information of another _encryption
area ang ilg SUPPRIRAE KETRIEIOR RN (‘E’?‘ﬁ%‘t VirPeraitaed later).
In orderStdG R RS hPEDInagken RNAGRIBA cotrBéynARlg ©Rach of
of the other encr t%g al.goyithmcan be .
the encgiptigp gpgihpds Hé&hfb#pt" tCEapgpuyne nformation” 1s
delivered Neg8f BE GsslidpRRRicB B Wh tthe AC &freal.i Mheofissuing

. t.he, j ssuing informati on can be pr.event .
1nformag1ﬂxa Jtsh%rieﬁ?%igpq, ?ng‘?n fsﬁ.glrigslg&rﬁg‘aon anc? ‘dsectlon

issuing infh@hdrR” @R be agplhedastefi ed in the 1C
%Hgg of the I1C card 1. [0047]
9 ddition, when using a specific
ser Wiea wsiihg tree hGhasndnl infolveatidd mathed I¢ card
IS _passed over the reader iter. f .th
: i explRORRE BH0ind 8 SRR e TRl R ot Br ene
section t Hefshitien dorfermdticony ttihe noypimgs edvaki e uses the
« en i ' (t L r ;
s SV CHALORELLOTAL O 16 b ence
above-desmribgptisaninglighringhon (aridedgveonidto the IC card 1.
) Lhed, oDfple W LW b GRPNG, kGea o
The atgtg(?lré%%g#gpe orrp’atgllq_1 bl e, the I%Scar_((}&ir’ ' eat
key,” a fefeteni fsspingtatheneatippthicyr alegshiyisigpauthorization
key” oS RREIile@oPLYet BEILERACRAM | ek §he issui
,eyz Ot.he IC_Ze(’:arOd 13 d the raeader/v\?rr?ll?e;rlg’hdf caliq]sumg
informagige wses $he ctheriragne iyt PrSHETEP JoIPERRE toth or
Stealingp&f tfhe riéglﬂg ﬁﬁbrrﬁéﬁdﬁeﬂéﬂv@%w P &8 QSsuing device 5
erf orm non- cont act conmuni cati on of user
to the atardahrrcb ffaiiesty ©f theliatiing Rfgrpgion can be
verified SR O6 i Ghis 8F MieCi® cr@ 1t hi s way, the single
|C card 1 can be flexibly conpatible 27
[%**h a plurality of encryption
al goHirtHRAB theAIS Ghip\B€Nha ICCE4RAI D IS &Mi§Rd with
or non-contact comuni cation system
swi tches between encryption al gorithns,
such as switching, for exanple, from DES
to AES, it is possible to snoothly and
secur eI_ y SW tch the_ encrypti on met hod o



[ 0048] Next, an assuned
situation for the conmunication system
according to the present enbodi nent wil |l
be explained with reference to FIG 2.
FIG 2 is an explangtory di agram show ng
encryption algorithms that are conpatible

encryp t lfmrééggsn!l%: &ﬂn,g\g% #é&‘t ie,ac?fbrcgésggs)t that are

e presen
compatlh@ shihwa phiralie ek aifirent auEyEior algdyghms (for

exampl& C39S ;ﬁi AN I 6O %ﬁ@rﬁpﬁ@c&&ﬂ@&rouﬁs are an

encryption algorithmA, the ICcard 1B is
examplepf hecmapation| m‘owsmgtméﬂ@h@‘r fhstaresent invention.

From aﬁlogxg I e h?ih%ht? ng éxﬂ:?yﬂtgnc ﬂ%grﬁ:hglé i@ IWYLmh the

conpatible wth the ‘encryption al gorithm
encryptipn Precessigr GEquitst #e qoresple. fpipge representative

encryptioANBaiRhLis ek tﬂﬂl‘éh@pﬁlséﬁtﬁ{ﬂié ¥n@fptatd al%@ﬁthln is
encryption al ?orlthrrs .. .B and In the

a first ensRitTRCREION s 5 i ArsiEaly fimiier 5t rRRresentative

encryptiohes@iHth8NBedin® Bherybliod feasRY MR Exbhale, AES) to
t he hardware of. theICctgrdlls

be a rgpr .fslﬁ o PR RSB TR nother encryption

algorithRlsUk 8kddn¥l e@krypiohyéthed ot GNP TIES).
(%) 050] In the above- rrentl oned
§anese Pat ent Application Publication
No. T#En A-tBO0GssaGR] HevicecBnalsegytteS representative

di scl osed by h, when na
encryptt; GIBRETEn Aa i SRl arieret s diredssuine
informa@iBnt heed Goc sty the manggerentinformation that is
f or nis en pt.ed
comparialt, P eioRes, SncFREoEb B [0 oy craere) tor
exampi¢,otht heecti@ da;ﬁnﬁmon rinforgetion andridgenta O definition

1nformaﬁnanqo gfr)rg% havoe% tﬁg: %glcrlyp% gs&mg %Iﬁormatﬁjél ina
memorst ec mft@t ogppat, asmmeshet higt cahd 1 Gsc apshbed joger the
t [
s QP EOTHA BR8P 65 g
the enaypied Gs$ngli@or2ptioff 305hg IC card 1 by non-contact

communication using the representative cncryption algorithm (AES).
When the IC card 1 receives the issuing information encrypted using
the representative encryption algorithm {(AES) from the issuing device 5,
the IC card 1 uses an encryption processing circuit that is compatible
with the above-described AES encryption algorithm to decrypt the
issuing information received from the issuing device S5 using the
representative encryption algorithm (the first encryption method, AES).
In the decryption process, the IC card I uses the management

information (the section definition information or the area O definition



In.the present enbodi nent al so, when the
reader/witer 6 of the issuing device 5
transmts issuing information to the IC
card 1, the issuing-information is
encrypted ‘However., 26” t he present -
enbodlnent it is assuned t hat the IC

atlble ty. | ]:
mfma%wer e BT IR ekl G W leSleyption
" methodcand. i ghetwred tn Bt ﬁ"stZstoiagethBS {t@SEES section
ther.e are 5P ecif.i.c tures .tao, the wa
deﬁnm%mfcﬁn?%e e ﬁ%[ 85 r}heen{ﬂ?e&} I or%a& Istora esp%ré?n in the
IC cardan dFsakied basedt drethle Qecamtiedlissipe énformation, the 1C
S ificall n L eat ur : .
cor 1SRESL LBl B ol oL o8l o «
second ¢ ancryftivth ameilsode difatekbinglon the asection definition
: rali f OLi t his,
1nf0rmagir?§ %E a%‘ésla gqc&%&%ﬁe El!ligﬂ'ﬂﬁdl(rgl 4 \;\(;érr a é’ egcryptlon
algorithfm rigrchptsi BES)p rod stwENY ivi # sesiond skavdgd énsa in the
dmnsuh£%§gon§$prage areas, which store the
managemnent i nfor mati on (the section
[@¥6tnition information and the like to be
explyiRedhik akgﬁﬂgulréhérhe b'yC Lfsﬂ{%j a hl%flﬁf reliable

provi ded separately for éeach
represepipdivy SNEORtan gigoritiagthe o5 chryptlon method, such

as AESWQB eencl‘ﬁﬁ LRCEXRELAN A 19&51hé hAtothR8on of another
encryption nethod) may be a sel ected

encrypligic pigatitisn (Hist Frsend STEHRESTf Bethedafpfle 2saPES),
the maf kEMrB8RGEY Bt {HetHBt BRdypSiCh@sh b

© s&%ﬁg&t Canel lia ortCLEFIA and tﬁ L can be
securely jggwed by tha il pardal- pﬁlb@rrff@r%émﬁ%’?%/m&ﬁ stealing

of the ﬁﬁﬁﬁx@%f&ﬂﬁlﬁoﬁl&ahh& BiaestcaShaimiie AGLSTRIBLI the
RSA) al gori nd the like. In terns of

lssumgée%’afrlﬁtla}n Ehec T e e JC S e 1€ cea 1
[@c yption processing Ioad etc. of each
Fgoglg]e Seit?or}f: %gl&rx}}ér%sgg%ﬁ% IS?S‘%}%ZF(]%% rf]:tIC card
1, the pOrdar@ns 1@fpafs£kﬁi oA &aﬂeﬂm&yﬁtﬁrem the service
accordi n thespre odi ment

providijig, HpR X ained ?]?1 fefen Oélet oIlrom the
represeEteCﬁve &ncﬁilpﬁon Slgositiams(cive fiad Ieﬁcxdrpagm amthod, AES)

or the ot c%trgg ho% 18 orﬂhg’xo(#ula ggc%n enc 1% I;']nethod_ DES)

|on SYyS accordi ng
with wipicbst@ntlc egdehto domeatible] OG54 card 1 identifies the
encryption algorithm specified by the reader/writer 4. Then, the IC
card 1 and the reader/writer 4 can use the specified encryption
algorithm to perform mutual authentication, and perform non-contact

communication of user data and commands etc. relating to the specific

service. In this way, the single IC card 1 can be flexibly compatible



As shown in FIG 3, the main portions of
t he communi cation systemare an I C card
portion 8 that is nounted on an

i nformati on processing device such as the
ICcard 1 or the noBile termnal 2, a
controller 9 of the service providing

: v C ny deV|ce he | ng devi ce. ]
with o SRR Y SRS Sory R o L RBP) U Eyeertaisy service
or nontdo@t:Re reshm@euricaiand lsmemommtyzs deiwesh 3n@tyption
atporiufS, {EAARN WALASE R Lol BRI S i i
possibl8 fos seqotihppechdwistduraly awitennaet enqrepticr nmethod
n t mnth
mthoup rec%ﬁx ttﬁ‘e %:Xl t%ztg OHIE csfu%ei r%el% tltlgl?tlllg gle new IC
card l.affhe @tx@htmeaxﬁdha cnmnunyca(tloafse’stetro agdoBling to the
o t|
present ):fan? %:gnf q’léi% d{h QQ%V% JE?%IF&?X geaﬁa;l]lres will be
describpdh & inCrecdatail hzelpWat has the formof a
&g, or may be built into the nobile
[tesﬁinal-z that is a watch, a nobile
t el efForae aysurivd dijdegion Torethe Cogamgnication system
accordlﬂg rtB Itgtp f?és@m‘erhggdﬁl%ﬁg %Jill WE 'egcﬁlram%d%ltltx I?'gference
a er/ iter 6 perform for exanple
to FIGwi2r e|féGs 2ots @i exPlarsiniin ﬁ@aﬁr@rﬁwritﬁg egeryption
algonﬂﬁﬁ@ gﬁ d}ﬁggatﬁ:@mtﬁ' tﬁ@tldl QgrdgﬁtAthlﬁ %l@(!?)rdmg to
as "I SO’ | EC 18092" or the lik
the prepgdgarodimaér 4 or the readerIWW|ter 6
[y be connected to the controller 9 Vi a
a wred or a wireless connection
exarﬁﬂ glow[n@@{;@]e example in FIG. Bv/\ﬂ%ehiq ﬁzprg_ 1A is only
compa@ﬂ@fvhﬂﬂﬂﬂst ERfyplibie G@Rihel Aefhe9;¢ lLARSNBL & only
pecific comuands,  such as a
Compafelaﬁ%%he FB?W@R%&%@H@B 5 ﬁ@dltbe é%Fafd 1C is only
compatiflé t(‘jhh@nthg aﬂc@ﬁda;a ﬁga@ka&d or i Enedsor#ﬁcﬁ tHBaC card
. reader/w.iter onse to the reay
1D is copmatplg wifth &y efuaalfta Pe svplign e
B and dat ainStiar eﬂnhﬂlrﬁMOﬁEﬁﬂt@m aera:doﬂdﬁragmdsnths present
data to the troller

embodiERuc R e FPOPH Gt B PESBH BF ithbrCotatd 1 is
configlr@0® e codipapibiseint a@lhmﬂutynﬁfrﬁtncmsntlfoﬂrw@ﬁhthms.
@5&@3 | C card systemin which non-contact
nication is perforned between the IC
car dnpaind | @pv8-roéntidved| Gapamade 1 Patent hdpplication
Pubhcargl%g lﬁg {fgégﬂd@' 3 l%rndtgéhrfclﬁaige&s%se%egy which,
when mkewgmaentByfcgma@pattp mopreRgr adenddin eg) a@mdy)n the IC
r [ :
card, ch e RAREN BrdrpBllln NGRIRAFLA I (Ehad purier
side andrthes mapsmitasctorthe 1§ oard, it ordendo PGvear thmpering
o, t d i ko2l mod
with op h%etgéFl{%%rrgfg (r?étel %gphé;frgétts fl%% comman dtstﬂ)g%}‘? this
data etc. In this way, data is
transmtted by non-contact comrunication
between the reader/witer 4 or the
reader/witer 6 and the 1 C card portion



[0058] 2. Structure of I1C card
(information processing device): FIG 4
to FIG 6 Next, the structure of
the IC card 1 (a specific exanple of the
i nformation processizquég devi ce of the
“present invention) t at forms part of the

ot R RS L S e onB s e o sine
specifip@icky@nSigdithheitQccand 14, 0B ashbla oOmlAIGe2).

éﬁ}g] nal 2 according to the present
diment will be explained with

r ef eihethe @ré@ntkfsbodimenk @lso4wiht5n ahdafsadkr/writer 6
di a r am sh e, of

of the ISP ﬁxpge ?r% aFSClsgum 11’1f8r1f1?.t6(H.1 g) 1?%3 é{: card 1,

the 1ssp.&n§ omfm‘rrmonﬂc mteactypwimu hiogatdrorin the present
embodiff %g,gql stsgmteg Gnkf % & [Pé carrgo qd1sFﬁ:0€1pa£1ble with a
plurallttyhné eh@mwrdalgonthm a8 mﬁcﬂmd@s:aa:h lanshewnan FIG.

In ih’gs cgsé) etﬁ’i dﬁr ey Q&C&%n&-:gﬁ{resc %r@ilet ?f tLIR%srf]hlch the

reader/witer ransm
managqcrecml mécrrrrnazlonaﬁ saicarybsaed pothd Bh caB] la More

specﬁic%.ﬁfr Xlgé 8&:11&0 Fféa!t\g% c}ﬁg%eg p?e‘hggltltr tglkﬂéngcg e|r19 s that,

a nenor at enna
when the ICtdaed tly trsrip tcpemammieawﬁh tehplurdieiof encryption

algorltlilrgs af e N € )@m}g & 91& &dCW@lapﬁ Qn (encryption

porti'on of thé present I nventi on.
processapg rastite napbrihe okel 3 sierase Wée@ec‘rﬂylp‘hl pigre the

manag&ﬁéﬁt' ﬁ%l%fl%ﬁetw% %n'@!efﬁnﬁén ¥ormation and the
encryption proceSS|ng portion of the

like to g é%@mnefi AYEAtindhe 1§ HeTde nefoyPravided seppsately for

eachoﬁﬁ@@i%z?p@én agfalinst orage portion and a
% storage portion of the present

ntion. The control portion 20 and the

recema&er tH? cAEQPARE LXAIPRE (OF ai: | BEkthod)
i nfornmation receivi ng, portion of t

may b adefied PRVERETD Peti9h SeGhEs dpr Hl‘bn’i pemon
key en@RftidrhenddBed, ylchoss DO, iAws, Lihn@anea BAELEFIA and

the hkeg)ég%teq%% pgglﬂci }%S UIIbc%yjlf of OI‘ Igg?uch as the Rivest

Shamir Aflefiah RSAARROritHA eargotHer Ii)ll:e pPOf tdrafy A0security,
the ret B e ER e oD e BT Bifach O these
encrypli@sietigpdpas txcellerf t he present invention.
[0053]
Next, the main portions of the communication system
according to the present embodiment will be briefly explained with
reference to FIG. 3. FIG. 3 is a schematic diagram showing the main

portions of the communication system according to the present



[ 0060] The. antenna 10 is an
antenna to perform non-cont act
conmuni cation with a reader/witer. The
recei ver 12 denodul ates data received
fromthe reader/wibgr 4 or the
reader/witer 6. The decryption portion
1gndecrypts the received data denodul at ed
%& "he receiver 12. The encryption
Kmﬁ&tion 13 encrypts data to be
trapsmdied 9 tﬂqg r gadgld Wbl er pdiBhs L BE the
reader/Witer 6. The transmtter 11 _
commundidrasetenzee andf spikrirdan ihat Enepyprd@n an
informakp_%ntg}gce%g%fgyﬁéﬁ&nsm{ bt Qe §8. caes Qﬁ’%@oﬂnobﬂe
portion controls each of the portions
termingl B, alventrollers? 6f Psreeraee Broviriee fuRpRTy dgyice 3 or
the issdife evi& D Host Qewild LEdGRE BeadsHGRi@S4 WS Ble service
aaﬁa, managenent. i nfoi nration_and the .
providing @}panggie@g@lqr the reader/writer 104 the issuing device
5. transmtter 11, the receiver 12, the
encryption portion 13, the decryption
G5t i on 14, the control portion 20 and
t he meMRYr Va0 pdAser BbRdeabpyel &it®, ah Gintenna to
exanple, formed of certajn circyits and
performyamERR6h CHTHHICREPE e tpRjTpRdsFAgriter & or the

reader /M8 anliQ diSp ané QitherabiyardTar ©IFIGhe). | THedC card
_ that is arranged ?Ion t he og}e% ed%%.?fth ic

portiony & gay Dayg iy SYEHFY (V8- COMInERY 88 16 THEPS &°

card 1 Hh@&NB4E theeforkl oBAdatdcor @i beebuilZinto the mobile

_ [0062] . JThe transmtter 11.a
termingl I?eS‘F‘L Bet Vel 2 PeRiE ERATIRT Ca |eglnﬂ{e' M cara
portion® bhil Q¢ rédder /Foter e@xaneercafied/medero$ parform, for

nodul at or/ denodul ator_circuif,. .
exemplfy SRR e PR FoRAr S Bete ot rgpstgpmined
commuBlidativh tmefhod (bt as AR TEQ 18092f iguibeshike. The

The modul at.or / denodul ' i
reader SRR 2 25 A" SONHAL ot o ‘el S, Epmmpeiagypo e
controlex anpk @, wirtikoASKimbds cathworof oonexamihe

[ r restoration circuit generates an
induced el ectronotive force fromthe RF ]
magri&tth ghisi @infigofatiohe theagaritegileng\igansmits specific
comma&ﬁgelsd%d ab’ 9 'He%b RotBRHRY /0 IekShptt, 95 thb&C card
reader/writer usi ng the antenna 10, and
portionohpiathe seadiye/ Wiigu 6 od tet sredeonBilrve fFseonse o
the reaasco:rﬂr?argp WRE 18 Qéﬁrdcﬁar@tt)n @i Cubd! dhta stored in the

portion 8. Further, using the antenpa 10,

memory hend romtserd tee rusar tdatcle) s cerfrpliesy 9 via the
' -the reader/witer 4
rmﬂkré@%gﬁgkﬁgg%g%ﬁﬁﬁﬁ?g% 6, denodul ates the
[0@%4i er waves and acquires the conmand or

dat af R RE thedd@khMitdtRh dys@m tdtlording to the

reader/witer 6, and then delivers the
conmand or data to the control portion

20. In addition, the front-end circuit

divides the carrier waves and generates a

clock to drive the IC card portion 8.

embodi




33 The encryption portion 13

and the decryption porti.on 14 formthe
encryption processing portion and are
“forned of dedicated hardware, such as an
encryption co-procesgsor that has

encryption processing functions. The

. present G MRLEQANPRELEO D 13 &datd @yéﬂ&ﬁrl}{lp‘tﬂhﬁﬁ non-

portion 14 according to the present

contact spiygrHesiondp @cpporRed beFscr ﬁ%ﬁ IGFgd portion 8 of

the IC c%ﬂ)ma&ﬂ t!?lle EndMifeNeAnRlay baddd %e%a&ﬂrf&ﬁfe@m or the
encryption algorithns_(for exanpl

reader/WREPTAES] thanpest €Hese BY GEEEEIPE 2 fﬂ%g&@q‘lmw

(RF) magALE: ROEL 't}%nre%d&fz/vh{t@r h GrCitke eréddarwﬁ&e 6 of the
nobi [ e term nal can perforn1 on-cont %ﬁlrc
 host depgirRFRE FIAHH PIFEHE 1EAQEAT WP ?"FJQF ¢
card 1,481 hﬁﬁ@%&ééﬂﬂhé er GapsdtRgfidd phs:hﬁ@bnmaaﬂs and
ncryptlon orithms. I—Iovveveré in ord tact
data efq pdPf Jhin Artat P oASTRECT neY hon-contac
commuﬁiﬁ@ﬁ&rpbétﬁﬁelﬂ HgOofetiévysrrittt A omdhiechaden ﬁwnter 6 and
en ptlon ortion 13 and the. dg %p%
the IC P r&]ﬁn 4 réne% ﬁzﬁaﬁcg thnmluplca or exampie,

“symmdtee e(&iiﬁﬁyni:@mﬁ‘t”o reatmaragetient 3i5af dilmtirapuency

that is_conpatible with those enc
bandméﬁhg 5 PR T SORLTSHCAPRR) ST Gpors 1B, and
does noit ke sUBddroersafirthve, fr e_aaxﬁpldezﬁmphtude ishift keymg
o9 0B 0% LGB BT SRk cocoins
can be BBed Eiﬁ)@tﬁélﬂncodmg method. I Rdditiont p@lan anu colhsxon

par tHBRLLGod can b
methodp ooc%eéc% Slan avom{ 85 ﬁclg%orgnamﬁgﬂreoﬁr et Soorcan e
used, fa REMpla RANAemsm I@rparféﬁﬂst@@nthe(ﬂeﬁd@d@ﬁlter &
or the reFd% RH&% oP ﬁtcé hgstt&%ckq’s&ﬁg Qaﬂ&ﬁé b&ﬂm%nds to

a same time as performng prescrib
the IC @aid [pretinc 8 miodeski vgrd Thendolerisl card Pomon 8
responc%o t0n 20, 0RET H A3 LnREROIANCR WLt a specific

ograns stored in storage nedia, such as

service twmd)ﬁwg@?%ﬁ@gﬂh@ RENVRECEBE shown in

édg%flgures) and performs predeterm ned

arlghnetlc processi ng, generates
conAafiggctuanel ot dindorppsion PapreRsiag Aeyce): FIC.
4 to Fr€Ggei ving, reading and witing of al

kinds of information. For_ exa

L& e of th
Newb BOrrastus ot {hen 2625 e} flpSRECitic example of the

informARIBHLER AR vic R tha Qréls@nﬁmS&ﬁ_Gﬂnﬁ tigat forms part
service with a reader/w t

of the ooFMYRICRERN FE&T™ Fat Perep ‘%L%Strﬁ’& structure of
the 1CS@YI S&ibA & e BN Yadd. 1 Bhetheombmm terminal 2
portion 20 controls the roces
accordBRcPyBE PATOUEERY PR TR e R Eife wtb Teference
to FIGakoveidescisi hafloanaiagphimoshovddg par txompld 3f the
and decryption portion 14. At that tine,
the control portion 20 also controls
whet her or not the encryption and
decryption processing is perforned, and
not all the recelved and transn1tted dat a



The nmenory 30 (the data storage portion,
the key storage portion) is, for exanple,
a sem conductor nenory, such as a flash
menory, an electrically erasable
programmabl e read-os4 y nenory (EEPROV) or
. a ferroelectric random access nenory -
St['LICtuI%F e 10S QHP rggn FkGinat, HSHH@ NRéY-contact

0 functions as a data storage portion
comu@@aan@bcgtcbn@@ isarestat ambedimaréd to use

nﬁﬁlelc servi ce by non-cont act

co ni cati on, and nmanagenent infornmation -

usedSt%lOWﬁan@‘Kﬁ hé thselC dard Pt feimshyfics an
antennago 18ddi,t i Mrw LoRehbh @RS aSmeuk®ation with a

storage portion 34 and securely saves the _
 reader/gtittior PEASTGHEKy 2rEeiTY dd- 8B CHEEPYPR PPHHEn 13,

a’ decryﬁ@&vso%ﬁclw k&%n@ﬂ:@? YRIRM0 888 IaNBemory 30 Note
Information, Note that_ the nmenor

30 ¢
that the,gnigngt ohaghe JEVISEEET hbng iR Toeiver 17 Are one
exampl® ﬁﬁ‘aﬁ&{(ﬂﬁtﬁ@h&ﬁﬁ&@ BkHon DHGHe @Ses’%ﬁt h‘l@@nﬁbn The
the like
encrypiiof aREtinh 4 gt b AGRRISR PULET 0 &5 G Eremple
of an dnbBpPIBADENcRirgf pbition! 6 aar @reﬁseﬁtt iipen8on. The
will be exp Ialngg in detail w.th "
memors & & R IEPER 98T HPEEe P Wy ARy gy storaee
portion GbfagicapreSBOMMGnadh. E‘X'a]‘mlcenﬂf)l lphﬁmn 20 and the
structure of the contr.ol Prt on
receiver, HLARRATS Py BB O e e AP BaT g B portion
of the pesatdhtfghtion. t e pmeiseinborenbdm mﬁltthe decryption

. 671 ,
pomonE ﬁ‘g FEnBISy ST PL 5m es ls(Shnengd artlrlromll OOI‘n ag decryption
portion pdrthé @res3at tinahiihas Alsé,oficcantiol Ipertlon 20 is one
structur r euER
examplé 3o fg ﬁo%oaan h%gtlé} at %&ngs%gélgeg in égemem
mformahloe rigsudhg pattios tof ﬂmlunee@nﬁh*eemﬂenor y 30
[§¢?$ i ncl udes the key storage portion 34
at securely stores the above-descri bed
aut Ithei zaenon Keys aThenicoghciel peif¢ran non-contact
commu%kaﬂ&? W& RO g‘gﬁ]dgp/ vﬁ%epf %ﬂbe ré@ﬁgf }123@emodulates

or exanpl e | ogi cal
data Testirest frgre the fwtﬁeéfrWIél@f inpE |ﬂ@<h r%d@a@mter 6. The

decrypt\MH g&}t@mmg@gﬁmte e BE QAR s QRS RAABE by the

are logically layered in a
receiveni &r Zhe AGEPLGY PerSonr e cngRPia daf foyfelrgpomitted

to the trgﬁiegﬁirﬂt@f t4 QP thBf L ABY wofer! 8. STRE Gfhrishhifter 11
hierarchical format, as disclosed in the

moduladgsoihs- Farmisseq dyézb gﬁ%@[@tqﬂa}f’j@ Hie encryption portion
13. Th@QBHrQ ?drﬁ@n Bakloh&8td @R1HND the portions in the IC card
00-36021. The logical filge

portiongty (e UPETRIN PO 156 SHSERTb g Shait Pt gyl as user
data, ﬂa%aéér@nﬂn@'ﬁﬁaﬁéx@an@ tReé Gkg.. [ 0068]

In addition, as shown in FIG 5, the

control portion 20 includes a single

det ecti on/response portion 21 and a

plurality of encryption units 22A 22B

and so on (hereinafter sonetines referred



[ 0069] Each of the encryption

units 22 includes an authentication key

generation portion 23, a nutua

~aut hentication portion 24, a

comuni cation path gpcryption portion 25,

a read/wite portion 26, an issuing

é@ﬁgllnatlon decryption portion 27 and a

genment information issuing portion

28. Tha tremismitieay | 1.ehe heasiver A, @rcangpinition portion
13, the%h%tlglg pb?tuH{ 9y ' gl%d:oiq%i ?S&%n@o :S_IIIHS the memory

encryption met hods respectively,

+ 30 desgyihpfigphory e, fiecRmme |f9ﬁa¢d ﬁép@ﬁt@lﬁsmz@m and
mountetdQ)nz§ nﬁ@ﬂ%ﬁr@qg Jh@p Pef QR GRNMTBIN £&di Stenna or
usi ng each o he encryption nethods are
the likgyihgy F%é‘aa%%edaﬂ@ég the ﬁu{emeégm&the. If eprdgsand is
connectel tWhLRat HBitl-E 16 A thDrdBiveoMpati bl e
with the plurality of encryption

[%46gbri t hms shown in FIG 2, the

aut meet | gahb@niidey1 gengiat itd PRELTEN 23, (ihe
t he .nut ual authentlcatlon 36 portlon 24,

commuplgatien, nmPRTHeaL | dH®pat i en‘?f‘@if’é’ﬁfi »on1BEP| oRf 2
modulaaﬁ/dédmmﬁfad/ Weddi€ ROEbhOBn? Geirduixe and a power
..ssuing .information decryption portion 27
restoraggry Fﬁgmﬁar?é@erf{?ﬁf i ﬁf"&‘i?mifll ol SYRIRY The
nmdumpﬁvamﬁ@hﬂﬁmabﬁm@khﬁﬂmeﬂ&sim&daﬁ@hﬂﬂksﬁm&cmug,

for exa.rﬂg]fe %éljlgta %ateglg‘&]{ogef ﬁegtora‘uon circuit
generatf“:&JEﬁﬁrhchnﬁd @:ﬁeoﬁ@ﬂ‘lbt@é fdrbe frabothe-RiesephéRdield of
rtions 21 to contro

t
the caBSE LR Pheccue® Bl e FRILORO thORe e

reader/privgess usxggd‘éw aetenaac hO.asnd h@ph@es aid fhduced
h n ess I
electroxg%ﬁvte %r té'%r ?o r§§ egu eS@ po%on 8.
Furﬂlerpruggrgame mlttggnerﬂtﬁ)od:yc Aprégod cmrfcuttl'necezves carrier
r
waves QRELA0S B3, 50, 508 OLPATNE s o
demodudates tee sArgeawstesragercusie theprongmand or data from
r L.cati.n
e O O LMD RNl s
commadl g Hett ledbp roBEekpRTEion G0 i atckhfeqre the front-end
circuit M\fvfdgs 'ﬂk‘(,e Qtv!rsgr@§ aﬁti %ﬁ&l&téy u&@k to drive the IC

portions 21 to e included in the

card quﬁ@%ﬁmwﬁebr@@e%@itr@ddéw% magljigiesgghe above-

describbd)@atfer CREsksl i@ lactBBlahbK it ene @Qﬁiﬂaﬁa 6h data
‘of the portions 21 to 28. Each of the
relatingygrtp¢ §ReCIPY s¢rgico @epFrafaiel Hist topitrop spttiogn20 and

transmit® M Itho @ 8% b drabe! 8Wm B0 4 enna 10 to the
The detection/response portion 21 has,

reader/ Poterh B dcadIAREISIfs that are
wegpati ble with polling commands and the
Iike as defined by "I1SO | EC 18092." Wen
t he detection/response portion 21
receives a polling command related to a
specific IC card systemfromthe
reader/witer 4 or the reader/witer 6,



[0072] The aut hentication key
generation portion 23 generates an

aut henti cati on key necessary for mutua
aut henti cation between the IC 37 card
portion 8 and the rezler/witer 4 or the
reader/witer 6. The authentication key

can ' lrge @aBgHELE Gortid 18XxMAPIR, dééglﬁﬁgntﬁlﬁmn 14
tget hod dj scl osed, i.n the above-nenti on
form 8

FRIEPEOPRTBHSSAZPPITELR | B Pisbiorasd .Oéﬁiedwated

hardwiNe, lsﬁ%ﬁzﬁﬁn%on%ﬁ:%e%éok hat iak eddcyypiion
ex I ne e e authenticajlion y .
proces§RIBRERGH. pop OHTRUANBIA 88 FHetie decryption

portiorAll# hetabidhad ik® Iﬂhek ﬁyes.blﬁtl B@badiSRNY i26€ pk@¥sts that

are co{ng)rg. ]{ ;tal? &,p g%gp%?ﬁtg%é:%%\éhcﬁgoﬁthms (for
examph, DES&EI&EAES) eWﬁ:ﬂfk thEsd heckGSocante [IDb&xidQﬁtﬁ'hon 8
(her.ej nafter re red to as the. '
of the qB‘ 3ardV\¥1en %1 prfl(&}?lal f qzsgﬁfh cggnflsnon ~contact
commyrgedticgt Wmhttlaenmadsﬂ/ymtar @Ieg éncrcatier/ kzexyen &using a
. r at fro raljty of service
plurah%g y%g e%é:ﬁ%htoﬁe gﬂg@]{l%ny I ca : oxherk 11;[/ clarder to perform
commyggpeial etsifg aire t becriegenedgdrdhkey vaind witieh the
: [ ion_ke . :
enr et 15 00 LB SULSOL OB ALl poanti,
is necagednyrohdercbaieagenfe0 #gprmation that is corf[}bm:ible with
th éﬂé ' !
ose onaéi%%ﬁﬂ{ﬂlsgg%el S%Etl e%i%\igrgﬂogdh %%t%nn%xd the
area Opéq’fﬂlf(lﬁﬂ Sfameptionetor ba gaplaineilt laferhirppradatermined
storagd £24E54 Wl 1hehoR- solhe nut ual
aut hentication'can be perfoi wed, for
I8Rfipl e, using the method disclosed in
JapangsecRatgnboARR! |2bat1bo?0r%égl '0@3&'1 OQnthmetlc
No. JP-A-10-020780, or using the nethod
ProcesHBEGSERR 2% SAPICEBTI7waoTs 2aROMy pefAl and so on,

and cof¥BlsAdRBhRBE GortiDRAS AULY AL card H&RbH AL B8R same
portion 24 of the IC card 1 uses the

time aéuPﬁé%ﬁ%trfrsW@? Yéhereticegraggssitge  The control

pornorﬁbov@peﬂﬁﬁﬁ rihbedoaldhhe Riikie @ﬁb@ﬁm'éeékored 11'1 storage
en rat 0rt|&8 3.tQ decr r and

media, RN dag éPPW.IF Zhe figures)
and pern?drhs r pﬁdewdmmﬁer aBthridiRN pRceRGIgY ptg&nerates
commarc]ig retdurns t.he !:rn the | C card portior
| S84 PRETONE T SRR REITe P IR ol ta
WritingZéf gﬂl’lﬁﬁdﬁ @$ infandativm UNieT SanghE ! ¥hés the control
i ng the aut henticati key.and . .
portior, I B R DR BB T b Taris Sprgpe with o
readerhheter,eﬂdeadmd erités usdredamtelting to the service in
entic {1on rtian 2 t hen e|v
e m@HBION0 AL SOpREY bbb B0, RRBAIS B HigRies o
encrypt eadk rdoanipt ethe6 dawmd bve rtlnef |mijestclmbed t dreryption
response nmatches the transmtted random
nunbers. In this way, the 38




reader/witer 4 or the reader/witer 6

and the IC card portion 8 can perform

mut ual aut hentication by both verifying

whet her or not the nutually generated

random nunbers are c¥#rrect. The nutual

aut henti cation process is perforned using
portior6 BAE BYPYHEh Bb@ieni h M spectifiethef dofffol portion

the reader/witer 4 or the reader/wjter .
20 alsg cRErels t KREEh e miChat ®a GPHERETR a"[”?%r&crypt“’n

proces@ihg L& fomrel, Red exphiditinetbckifedBhi@ tekMitted data

0074 The
is enc%tﬁﬁﬁﬁfl 5t78%9pat h encryption portion 25

[oses], for exanple, a block encryptlon
neth d as desgB gld i.n "N ST S E ‘
to ef er HsEoPha dBimtAiE i P% eet WeeR °r8e
portiort} hie, o€ ©armgble] aarsdmﬁdmadnetad enémnsnyt encl =ra flash
memortglfq tee: e d%lrc/a I grgg ebg% r IrMéé%rr?m%bqle le'e% oln¥y Tnemory
(EEPRQMY} rcenalfczaberlmtnprméssz, atdzes coommoryl (ReRABY. As
tio I S S]
shownff el S 66y Rkl B b ADeS B e Bt ERsbdton o2
and stmnbeclsdmmww tewid fegedific sérmice by non-contact
commBOURRIESET LRSH HLHAAMAEA! LA kP MnAtge the
comuni cat 1 one path encryption key to
user deﬁ?cr ypt mérecroftnatideamadn fpactiprengs a key storage
portlorf é@ﬁﬁ?’kéw?él? s&@é&%g guﬁunzg%&gﬁe}oiquﬁ&? to decrypt

he read/wite ortion
the atpge-pdcribed greryteligsBRogATRIRAteR.t hBote that the

mcmor?eg@réénsge 0f d16ads @lviccKbifds @hindat &hit&Muctor
he nmenory 30. For exanple, when a

MEemoty edlifdists %HP@C@‘ Wp&dikEr om t he
oegsler/writer 4 or the reader/witer 6 to
read user data for a specific service

the Fe&d/hf i EG58Ft PoinoeoRERlPorten (Wepnd the

memmgla@(aof fRMd kerd @it BoRilaELaxdlfIhed B detail with
pecific service in_the data storage

referenﬁ%rt‘i’ Fi B2 F 1w aP&‘?Cke@éégFﬁF’eS WipR Ggegpmple of

the stiuSture G INE dod treINpdriien rwaged AN kietdord 30 of the IC
the reader/wri t@r 6 to: W‘i“h ((13 user data

card prgion § aggerd; ERTEB! “PREVFERS wri t e

[POGT]i on 26 vvrltes the user data into the

e PR B Bige b e 520 ey e data

storagé bmroeae@/ thak has [adbglbﬁ)lrﬁié Gtrwetuire portion 33 in which
managamﬁ mu%grmat:lopﬁ{ 8{ nat I gﬂdegt hl% SStXISetdeln 2 hierarchical
structwtef | Tiet memoirn f30r siad In‘j)clfluéttscﬂje kdf}t etorage portion 34
etermped,storage, a S
that seD u_}f"e v SYtOfegn g a‘tenge de%:[e‘%)ﬁﬁ %ﬁﬁaé;é ?ﬁ %,(rtt I({g/ The logical
file stracwae evgion IF of He detmrs B0 rage fgortipte, a logical
32, the managenent infornmation being
i ssued based on issuing information that
will be explained later. [0076] The
i ssuing information decryption portion 27
decrypts issuing information (encrypted




fromthe issuing device 5 using the
aut hori zation key stored in the nenory
30, and acquires the issuing informtion.
The aut horization key used in this
decryption process i3, for exanple, the
aut hori zation key (the division
file stAlbor iz athion HehiGsn té&eassys;him I2$6 UinB@agement

ut hori zati on key e red.in the key..
inform@t UG Pras e eidE Rfion, o i etchical
structurlCadl el et d)fOt[]hek@@fm(tﬁd’iﬁuﬁ'@’ﬁﬁe&ﬁmkﬁystored in a

rea. 0 ke in t
hicrarchiig] 4T P8 SRTLRELID o s arec fapanese
Patent @@bﬁczﬁioﬁrhgﬁlcpﬁdiﬂi |Nmn J?Z’-‘.L 2000»36(‘121 | e lbgical file

e t. RLoc e

structure fm]P %/s.g n'b d‘g er p( %rnfoth&Ext Fonﬁ%ﬁ]&% etc.)

[@@ﬁﬂrols t he decryptlon portion 14 and

USES[ t hc?ditabr?\/a?s dﬁg’v%:rlllb% aL\!St r%{EICZO% ortion 20

key dgrm the issuing rntorm ﬁ
inchudagee rsymlq: o:h:tqmgné@spozme pbréibnt 2 reyndt heplurallty of
cnesp 100200120 WL 98 MSEEIRL) QRPBLL) B o
-genericgnpathdleacniptiontuietsy 235} eé“bmsmrw‘eon units 22 are

t t :
cunii RSO LRl SIS et ot
algomtlae@rvylﬁt sfhtqbethﬁrw«rrgwqﬁt@ﬁ rmtnry@ﬁousqortgm 13 and
decrypﬁﬂ‘? BL83§ d@éﬂc\‘fptﬁﬁ%%@és‘sﬁ% ;ﬁ)k‘@tﬂ{ o'i'lﬂfg IC card
the cryption process

portion; §§§T’ ﬂgmpﬁwblpnawro%%@lﬁyﬁt% ﬁnsm)p% rprocessing

pomon&?f, tht € ca¥B hsMohSS W A pR i Wakhi 98 %HQ AES, two
the session issui ng I nformati on can

of the eREYPIEITY URIEY IHr ¥ FPBRFY wéam%lg,uﬂﬁgf)@%\ﬁne@pmn

unit 22 al{cp@izNES encryption unit Based on the
i ssuing information (the systemissuing
[P94%r mat i on, the section issuing
i Nf OEABALdr R el@GHYIER afithy2 ilteudssss aﬂﬁhentlca‘uon

nformati on decrypti on portion 27, the
key geﬁﬁ%&a%nwm P or FepgH 8 t&i‘FW@“&BPt PEHiopg24: a

commdrﬁ@tﬂﬁﬁ RENW dRhagerepdrtibN am, mtdaanwtithgortion 26,
e defjnition informatio

. _Sys
an 1ss TR FEF SR RFHER | th E’é‘pc 2 mapggement
mformmg;eﬁmgt pdriiboaragat o nhisSeuy, Gcpastt theren2Bmption

it BN R 1R i BcTST W R P GRe (PHECvel

and a ﬁl}dﬁdlﬁﬁbﬁéfetﬁuhbﬁmaﬁrgeﬁnoﬁéﬂﬁi sees ireI['ulred to perform

mtion area e the lo
cornmu 1?3.618 uursén ea%l oif,] fncmtﬁ)ré Iaa o&s f'al(-) r gromded as

a set. Jothtis way,32 a Ja@O #8{hich the IC card 1D is compatlble with
the plurality of encryption algorithms shown in FIG. 2, the

authentication key generation portion 23, the mutual authentication



Here, encryption and decryption of the

i ssuing information according to the
present enbodi ment will be explained with
reference to FIG 6. FIG 6 is a block

di agram show ng func3g ons of the issuing
device 5 and the IC card 1 according to

porttor{ het, PHRS @Bine s i Hat OdndHRIRNTo¥d OB, the

and decryption of the issuing
read/vylﬁ;f: JOREYT SR tl[lq)eﬁsg]ng information decpgtioRpggtion 27

and tHeNmihdgerfent ihBrh8SdH REuHRVHSTBoR dNGlUsiBiSrent for
I SSUl ng i nformation gener ation portl on
each Ogg“

¢ CRATYPEERATIHEST nat i on encrypti on
pordji on 52, an authorization key storage
portlontg4 and an ISSUIQ% i.nformati on
t r anSRCtPRT 2 BEISTRBARGRTTES hengnreonseifagh of the
above-H&Huee goRibnis LIUoEP dinthe I‘cBﬂﬁrbIOLBbrElSﬁ @OME installed
e above-descri bed issuin

. 29, t .
i the iR R ot P O or 1 B 1S Fhd SRl ke
and thed pueeskes Cihab ddrhmnag evaibl ipdftddTa@Di efecutes the

progralgy S SBRA e Padlah 1 dopions 2k [0S The program

can bgdeliveconi &0 tbé lﬁh&nhmuipﬂq:edﬁn'g Gievize via a storage
L A eSS0 Ll 0r T 000,
he en1|SSU|ng ““htor mation” F
this e}@aqﬂe @mci sauivwge i{aefcipranaat poreswods,t dieulitsketc.) with
the funr.hl_%ng ¥)§ e LP UI A bﬂé 9% 'Imjﬁon ! %F included in the
or mation use 0 I sSue t
informg@dii miredessing fegicpmsianas rihe A6 da@:i clapd the like, to
. . it h
emmbocl Wi b G ERAC P, Rl SN Sl 1 o 28 of
the contgolipefténmn@® wlhbesedained beiswe t he section
g&hnition information in the IC card 1
that is conpatible with a new encryption
al goFire hiatectivn/ respoisry HoRfest bt i legs, for example,

funcﬂ&%ﬁﬁﬁ@ﬁ@&rﬁﬁ&tﬁﬂl@ %élopélﬁﬁ% Hgﬁﬁlan@§ and the like as
management i nf or mat i on | ki nds of

definedyaY HRO/ BFC (18PB2 el Pem thk dgtecticsy reapegpoRortion 21

recewe@qgﬁ%ng @gﬁﬁﬂu{ﬂcﬁfé@a’t@@. Go ) ﬁ:te@fﬁ%qd SarbiNgstem from
l ogical file structure gprtlon 33 of the

the re%@é‘ﬁfiﬂaf oR e CHlek/ FOKE Qlat geugatpst d command

respon¥%€ EfdrfﬂﬁelI@t (%Ei'sﬁfk!tem-rﬁ'?ré gﬁh’éenﬁ) 0 QR EQPmand,
eneration Ortlon 0 sets the

and r B’é’\?e-}&e%?“ﬂi’é’&l BEPPRSY FOADT MEBRTRAYTgH 4 or the
reader PRSRE @n USRS defRtbn Qesisst p&@oﬁewpm provided

commc?[ﬁlpg)'rt and ?g%%ﬁﬁ?ctn:{es ggg& [ SSUI ng
[0072]

uc as
1% ﬁlglg Hrdited to

mediu;

The authentication key generation portion 23 generates an

authentication key necessary for mutual authentication between the IC



The i ssuing informati on encryption
portion 52 uses an authorization key 62
that is securely stored in the
aut hori zation key storage portion 54 to
‘encrypt the issuing3d7nformation 60 and
generate encrypted issuing information
card pbionT# eman@lreyreﬁ&i@mwﬁm&ew thé rBRId-pARE 6. The
authené]l%lan ﬁ)ﬁ,] er m negcéegfc rﬁéapIEl{)ig using the method

disclost@PireS & adtiovernEbied | 08palcg®r Phizmt ( Apgiication

Pubhcafg_igr e;l” z[ky tégoﬁége%gg %Wﬁf%PFSéy explained here.

The duthaisietiber kb6 igeadrativt S polrenes yptedtates  the
ssui ng i nf.ormati on nerated in th
autherg 30T e By PR Ty R0 S SIPer FRsE e by the
serviceDiadgess fargidearicC e, urﬂq‘ﬂdﬂ lasalbhsed @o gacld of the IC
cara A% TROE S LETILg) 2o H Ll on.  wien o
pluralitye afl esefwigeist &y uSed hdmmltanedlsG, 4, dagenata& key is
L. e
is gen@‘ated &omeml &wntrhaee &g raret &dﬁ casluiihg Using the

d.f
authentlgéfgc%’rgg&}d ggvllltgigd %{la{}%@cgt%% Q?é%‘n 8, as described
below.r ecei ves the encrypted issuing
[b rmation 64 fromthe reader/witer 6
the issuing device 5 by non-contact
conmiii ezittheln autheaticaidarn mgriiosf f nparfayms mutual

authen&i%&@ér}/ Btwlen ke TOK Qi%fj Qtftronféj En& méa%er/ wrlter 4
the antenna 10 and t e recei ver 12 and

or the gpdgt/ wier $C Tél&rreumﬂi Aughergicatien stpwA Heﬁformed

for ex%.ﬁ@le usme%éh%é@&i | §1SEl%§éH ngl J?apanese Patent
receives the enc i Ssui ng

Applicatipng PHBlGaban 6O f r%rmlﬁe@%% 80 ﬁg ¥ayg dhe smethod

definedVib@ 44518/18€t YRSk be B8l SSRGS here. The mutual
ormati on receiver 29 is for rued of

autﬁenﬁs?ﬂ%ka%% 24:0111B¢ Nor ke d g Featrgantication key
generaCh@Vinye thé tébdﬁvﬁldébcﬁﬂlﬁ MRihdRich86#M RQ) neration

portlon-l-i?é quéécllljy}ﬁga{\(ﬁequ t?eaﬁ T g%;%ﬁolnbﬂm reader/writer
4 or ‘th@éideB,ﬂwertZr BseentBenatidiobhd adtueis #R¥h. 6i the IC
st or e% also vance n the nenor
t

card oRigRps sty 30 ARSG] Dat i Be o e S Egperates

randorh S:ﬁmlbtg‘sl Bxflcﬁ'grmt them Gédidedel vathchtiofdoN@ey and

transuf @RS o e ol AT 4 PR B IS Pill® 6. o

mutuahutitientizaionoporkiey B then stweived a resadvantem the
readeanlttegf o:n:\gle‘)‘ﬂ %o%gﬁi%zwtgﬁeo% Ctaﬁle ?r%réj,fbesnw}le&er the
responeltema(c@eﬁ thétmahkmitted asehno nutdiversdeor ;km edy, the

i ssuing informati on 60, the managemnent

i nformati on issuing portion 28 of the IC

card 1 creates the systemdefinition

i nformati on, the section definition

information and t he _area_O definition



Here, the authorization key 62 shown in
FIG 6 will be explained. The
"aut hori zation key 62" is a generic term
for the key used to encrypt and decrypt
the issuing informatgen 60. The

aut hori zation key 62 is, for exanple, the

reader?@iﬁ%%i‘@[e ;‘eatdgle/ TREEB agld.kﬁﬁé' I&Jeisll}aolz}or%i%ne 8 can

syst eém I Ssul ng .aut orizati on
performanyiigl grthentivebpr dwvi bethkesyifying gvhwgheynor not the

-mutuaﬁlg)ogélerated rankddth " SYSba l{;ﬁ}" c,oifﬁecé K&%e mutaal
necessary to access the definition areas

authertigptign goRfsst KePrloraurdusips tamsnemPtipe qlgprithm
specifif@frfml the THEIS YSLiRMUKEYhE ScddsSMRbtef 8 NACHhat the
encryption algorithmof the IC card )
mutual gathieptication precessovilh e gxpigingdde maye detail later.
@etanition information 120 in the |ogica
file_ structure portion 33 (refer to FIG
7). Fﬁb@ggﬂnmumcatwn path gEyption-RoTgioR e?yS uses, for

exampleS atblb@Y e MEGOEFAFYHR ACERSSbA&AGN“NIET G 8h0o-38~
systemarea O definition area. The area 0
to encl@é} t?’ﬁ GozupERicrden @ath éﬁ’ﬁﬁ?p‘lhieolﬁ card 1 and the

readerplvgj@f i 4 i therreaaefiwlitercar dvsys kpaificlif, bSer the
d inegrea O definition ig&orn&tion

above-§35rPRS Cpuh i g By R st ueS OrETgRcaton
path eB&ryptied @ortioh323 @std &sedgion kBOEEL is generated using
the random numbers muitually verified by the above-described mutual
authentication as a communication path encryption key to encrypt the
communication path and transmit and receive all kinds of data.

[0073]

The read/write portion 26 writes all kinds of data into the
memory 30 or reads all kinds of data from the memory 30. For
example, when a request is received from the reader/writer 4 or the
reader/writer & to read user data for a specific service, the read /write
portion 26 reads the user data from the definition area for the specific
service in the data storage portion 32. When, for example, a request is
received from the reader/writer 4 or the reader/writer 6 to write user
data for a specific service, the read/write portion 26 writes the user
data into the definition area for the specific service in the data storage
portion 32. Further, the read/write portion 26 writes management
information (the system definition information, the section definition
" information etc.) into predetermined storage areas (a system definition

area, a section definition area etc.) of the data storage portion 32, the



The "division authorization key" is a key
that indicates authority .-to create a
plurality of logic IC cards on the single
physical IC card 1. The authority to
create.the logic IC3gards. is held, for
exanpl e, by the conpany that suppl ies the

manag&agﬁtqnto%aﬁ&h anagﬁ@he@@a&dtdpﬁs@hg kGof@sebn -
stem  [.0088] - The "system

matwlﬁ%et‘ﬁ‘ﬂl@m&ﬂtlﬁﬁﬂ zation key" is a key that
[poghjcat es aut hority held by the issuer of
the 1C card 1, and is, for exa a ke
Ty desu i metion deryBHioe PO%OPc?rc%p fscoppts fsstiing

mfonn@mﬂm(eﬁmwted nssﬁﬂlgaﬁf&ma&@n)e@eéivaf b}t ’ﬂ& IcGard 1
t ens_ on e | C_car

from ﬂgﬁr}gﬁﬂﬁ cdquey’i uflﬁllg %(ﬁlr%’f’]@zaqmel‘f?ytsﬁ%m? & the
memor@&ﬂdaﬁd sajhifee this Beuily iffospeitd:t. | Bek authorization

gnce store the c an hat L
ey uof bR B R BpatPisrad SEMIBRPI O S Gpgation
key (thk slividien mt)ﬁmﬂc&skﬁymg theitysoerh ﬁgSmngJmﬂheﬁzation

: as a
key etc, s.goer n h:|e g?]%ra € al n|3ﬁrgolil1%ﬁ S IF oy, 39 30, or the
authorfati¢n bey @he $3t$eemmm Ithe esdaeiphmﬂcxt atomcém the

the.s System | u V.l e
logical ﬂgee rtmbclt 0CKs 1-‘r(“frh e§ nt er OFk 3 Ef%te&? 5?%%513' in
additiopl| mctlhs)decmptlbte prdCesartie bsaing iebimétien decryption
r
porso PESRERADToe MchiBNER L s SSLEE A
descrihﬂfé@mﬂmr@@k@n kﬁ? toepeatarmrihe dssezphinfcCmedipd

decrypﬁgr? gﬁ)@eést h@c tﬂgfgﬁm {He 1?4&9é(§1fﬁjnleﬁﬁ)ﬁtc%gm;pﬁon

pomora%veesdbs @nﬂm@ag% kenihietip eomtpadibbeav b Ky
represé{t&%%c%hgﬁ rahé)@ftﬁﬁrlt%%t Wrﬂﬁe{h%d AES,

i ssue the section definition area and the
for exaggdq) gl eTyms thoissiing drforrpaiiqronsing thae

represérﬁgﬂw%azlnc;ﬂplt@n%ﬁgdﬂ%r erHRQEdH @R R3ryption process
Meanwhi | e, the division authorization key.

by the aﬁﬁaﬂnghiéfogryg?@mi?wwv%% ori st Paierkeyuing

inform@fiéh deRWBAbHh IRLIQNNkRYS 1L 685 BakYcdrely
. issue the systemdefinition area and the

acquired e he SRS IS Pnf or mati on of t he
bogiical file structure portion 33. [00901
The aut or ation key 62 is stored

secufat ARsUee iXgrapatipn (g Rypiepissuing
inform8&fi&, €k sd@nan séiage fehedios pPataited 537 @8 issuing

ogical file rj.ctur ortjo and
intormg i TR SS S BER B e e eebg) Gl o8
1ssu1n§i:dirﬂ61h 2B @sIRE he@MmSIagehmant hﬁox}iﬂsﬁﬁ)ﬁr{the system
i ment
aennit S5 SRR e T R aRTien TomRatonFis]. e
managk@yit iafenstion eéghuing péreioh @fithend sforésethe issued
structure portion 33 of the data storage
portion 32 in the IC card 1, and the
"system i ssuing authorization key" and
the "division authorization key" are
stored in the key storage portion 34. In



2, both the division aut hori zati on key
and the system issuing authorization key
are necessary, and both the keys are
stored in the logical file structure
portion 33. [0091] 30 Logical file
structure of ICcard: FIG 7 to FIG 11
managd:\iﬁ?ﬁt intdAgatiog| FIC @lprddet@rsih d&dk@‘bbj e fs@stem
nagenent infarpation an
definitigh G heEHER ABRBFY 30Tt ! ehe EHH ey
structul€ GOFIINTEP inOtht Ratpstesgatpottithotit.nent Wi | |
&%?xpl ained with reference to FIG 7 to
e FIG 7 is a pattern di agram
S hOV\Hﬁg, érhﬂy;btﬁtgi aral defciquﬁ.lcﬁlt af ilisd isseing information

accordjgl a t}ie greg%r#t CFHP]bgO %.mertlth eﬁir‘;)ree {atmelgi Wllth reference
to FIG.erhiidi. e . blddat dagrhat shdmmﬁmatwmof the issuing

. |G, ./ " UM 2
device g ﬁ!ip{i Ij]del? ! Efll?r&al %ccorchng e;ﬁ’%ﬁc'eélq Ieﬁt% ament for the

encrypsirowhd geayspec pf the 1®(Jam)inéor@fatlphe I ogi cal

[{)(?{} structure portion 33 according to

present enbodinment, and FIG 9 is a
pat t &5 rshdivagimafl@howithy isswpedlefice 5 includes an
r cadh shrHehiLe

lssmngte g%&{j eg% ?ﬁﬁatla%) lg n&lgr?#3 gl §ndl)at I on 1%%% ifffrmation
encrypmdz@ partdmt by apeawthorzaltom kvt $ieypge portion 54 and an
rlsssﬂ.nngl %E@‘ {ohqpargsﬁgtt@rcﬁé; r gﬁeﬁﬂw}lﬁe ttﬂ@ 1818XEL NEnciudes

|rrent Not e t In the foll ow ng
an  issghepd anfrmenont meecives aﬁﬁ*ﬁ gahgre-dpgeribed issuing

1nfonn£@c§rp r @Er‘y?ﬂoﬂr oﬁﬁﬁ&ﬁ ngxrdewihge @QuUi RBSA-described
W t C card portion 8 is the I1C card

managime%wfqrﬁ@t@sam%ﬂ%& PYHORL he sane for
bhgojnobi l e term nal 2. [0092]
The data storage area 32 of the nenory

has The PYYNE aliFmesion: BERTardl RBHeR o"?P S the

1ssu1ng’3§e\ﬁi$% gShOQBRS HREK dabanansh M%@ﬁm%e system

I nformati on. When the usage, ata of t
issuing gnfpupRfiqio P itBR SECHPRISSHER W‘e Gipe Tike.

The sybtdfh ROGHY I@zﬁfoﬂﬁaiht[ﬂ fsSnd2mbhah uadédéto issue the system

deﬁmuglpgjfag);:%gh%é gr'r,] hcl;rfl(z)'fgl ét;x%‘sxenc : ge xalth a new iC
card s¥9gat hhe asctieisshihgiigfopimatien abliefotroatiay esed to
W I ST e AT
compatible with a new encryption algorithm. The issuing information
generation portion 50 includes, as management information, all kinds
of definition information (key, key version, codes, identifiers etc.} stored
in the logical file structure portion 33 of the IC card 1, and check code

data used to verify integrity. The issuing information generation



[0093] - As shown in FIG 7, in
the logical file structure portion 33,
the storage areas used-to store user data
and managenent information (all the types
of definition infornation) have a

hi erarchical structure. In nore detai

,'pomoﬁ i) §dt§)rﬁ@%b@f@&eé@ﬁb&h@ieﬁﬂh@n%ﬁﬁﬁﬁﬁon based on
portion 32 is formed of the system

user 18%?“1 AT tSFSHTE r S50R I‘fﬁ’t’ld’%‘PB?’e?%ﬁP%rﬁFes the issuing
informegéi BOti on i nformati on 110, the section

@@%lnltlon area that stores the section

}%ltlon informati on 120, the area O

def i Thé iigyhing eﬂfohhaﬁoxsteﬁb@@ubﬂqgc&ﬁ&a I uses an

definitiaon infarnati on 130,, an,area
authorgagion key Of thak 4s tsﬁ%ﬁreg't FPEd Phihegihorization key
storagél @fm:tmt 340t ernfrppstnm*eumnﬂgﬂfﬁlfcémmm@ asd generate

area i nf ormati on" i.n
encrypﬁ?%ss‘ﬂ‘g “éfN‘é%?Rﬁ ée‘{ d@ﬁ? %I?W%th°na?r8‘éeﬁsr%%?eff°med
umngsaopﬁgs&hmn&ﬁrwmcaqd@hlnﬂgrmnmlnﬁmrm&mmpn the
rcpres%nsr?itﬂgend a ﬁo%;zﬁld at%nhﬁ I gif% ﬁetncSt {ogsmtla'l %5 AES,
- for exarhgle). oﬂ&erlssmng otdoemation dsa.nsnmnagémmnsmzts the
i tio nage us a..ha .
ene t(igge?{asr cl% %:r{at\?llr@ t{rg%c?u’r gé#eﬁgt\fg ?i%h&{%héb%e'desmbed
way, thiighegrmagve lpre@sting dsyist, emcdefithe 1¢ oard 1 or the
t i,0 S

mobilq RBHR 20Ty Snet MorbG QAL MGIEN via he
readeréwnmr@l fare indlIEhe aysa gm ediverk T on

P@g g illation 110, the area 0 definition

nformation 130 is | ower than and

subofl¢ natwng gnfmagiept fespivere2Pnpf jthe 1IC card 1
recelvésnflﬁr 5B Q8d ]13Q11n§ hﬁfo%gﬁorg gﬁr' ﬂlah!sﬁﬁted from the

information 140 is | ower han and
issuing 4BEEY PnalVBet dhe e cardd ’(?C%I%‘fﬁ Hiet gngiypted issuing
informia 59 A RLIOthel3Qderd Reitd S oS@E Vik@ng device 5 by non-

definition information 150 is the | owest
contact é;g]él.FIlUI{l%@E) the issuing mform@;}gn rgfeivepg9ge formed

of, for BRABple Ofheldh@eriRCT0 O aef feeel%zom and so on of the IC
i nformati on 120 are _est abl i shed

card ROoRBYE §r 5t TG {hed 'Sy st ent aF i fpefle terminal 2
recelvdsrtfl@ Eﬁ&grp&ﬁ 1§élﬁnh é Bﬁo&ﬁiﬂm bna’imfr&]ﬁtth@ issuing device 5
r|t m.(t.he .systen section ratl
via tncipfigput {rith 5u5Y BHOTPRGTLH SR 1) Prigrmed of for
exampld, ea &t@l@ﬁd RbinhOMhidatfodr et wik3QvHich the mobile
e 8’2% ablis d subordinate to the section
TGS T HT Yeﬂ]fl}ﬂp tion 120 (the
m@seyon/area Oratiois 1/1). One, or two
"t of hePaiPd A BPE Rl Fhplipd porton 27 uses the
authosaation dicgadZe stooed hre adyvescOndét imerhogn30 to decrypt
information 130 (the area O/area ratio is
1/ nmore than one). One, or two or nore, of
the service definition information 150
are established subordinate to the area
definition infoirmation 140 (the areal/



(a) Systemdefinition infoiination The
systemdefinition infoilllation 110 is
infatuation to define IC card systens
with which the IC card 1 is conpati bl e.
The 1 C card system @@ responds to the
non- cont act communi cation system of the

the abBG@&@s@hbécﬂ\éﬁ&%r 2IA lsInﬁlgsyﬁarﬁmneﬁfam it deRRd from
information 1 i ncl udes a uniquely

the ISy EgYEdSs §af SHYE HEUFeT it IUiE Blrgpation 60,

The saﬁ'}xésétﬁﬁbndaﬁﬁﬂlld&ﬁ 620s sfiotell Bh QavEBick oA thdhdlemory 30
a value that can be freely set by the

of the iqf%ﬁrldmgijgieéﬁﬁp’asa?ﬁaﬁ? BPTHgRoY ofdhg Wé‘eﬁlﬁme 5.

FurtheAUNRBES bhathar @ecsﬁﬁu@ntssaiﬂgy ﬁﬁﬁﬂn@ﬂ&ﬁi 60, the
t he | C.card systens | ocated |n the I C

manageﬁife)at o orr’rt%)ge] issuing portion 28-|€ﬁ §)}gt‘i§'ﬂﬁ1 1 creates
the syéefd Aefidish |1ﬂﬂfbﬁham11 OthelddRtibs déﬁﬁitia}admﬁ"(ﬁ{naﬂon
mthat is |oc.

each I S
and. 11 Graac U, SEoY SRETEERPR i TP o offfnasement
informati@f. agie: ﬁfc&'&&hbﬁmlagﬁnieh&sswmgmnon 28 uses the

definiti
read/v§fi aption (b B GRR bt b B B0T AN fPrgitn and
user dibe tsysd esivdeadti dtbtaigo mread af ht ilogicdl 1fle structure
ortiord this is equal to arranging a
POTHOMYirality of logic cards in the single IC
a4 1. System nunbers are sequentially
assi gned 1.0} Lrabi on of. t .
syst%n1dﬁP| ?%%S%ﬁﬁgwﬁétlownfi Fﬁébe
explairie@. d&ﬁdaQﬁmﬂwnundﬁayEWBnﬂsgegﬁuﬂteunmeﬂmhéﬁw
1S - ¥ 110 .is
weed Y ISLAL AR LT TLRE ARS8 1
authorigatipre Feh e for] sxampid. dhe tysiom key, "sthst'arpp O

key,” tﬂ@igyg@em 19&11&1?5&&{%58&1 i{é}g or e sch&%n' n
8, C card system of system
mﬂhﬂ%ﬁﬁ@%kﬁf@@@%ﬁQﬂrnulon 110A assi gned the
[BYssem nunber "0" has special authority
to |ssue systemdefinition information

HEGByFtef Helels|acayategeaipsy Entarrshtherisfinition

arcas o) S4BBf Wéard]sys@fnsaeﬁpﬂl% IC lé%hf‘g TheSfstem key
ﬁ%/stemnu ers, possi bl e
is issu

for .eﬁau?www@éw@ﬁ% oo dg card §stann and is

includéd inrhet:ﬁﬁl &ﬁﬁﬁh@ﬁ 3SR d Y20 hh8e $oESd-E Me
nunber " %?and the other |1 C card systens

structyre TRt SF R HLES 71" and above) .
0088 7]
The “area 0 key” is. a key necessary to access each IC card
system arca O definition area. The area O key is issued for cach
encryption algorithmn for each IC card system, and is included in area 0

definition information 130 in the logical file structure portion 33 (refer



The system code is a code that is
uni quely assigned to each I C card system
and i ndicates the service being delivered
by the IC card system The reader/witer
4 or the reader/witey 6 uses the system
~code to capture the IC card 1. For
" to FIGepgarrpI e, a polling cormand as descri bed

' SO'I BC 18092" can be used as the
[Q €tlem code. If the reader/witer 4 or

t he TRad@bisiMn heMmPBizhtaN®eit & 8 RY bifindicates
command that includes the system code and

authorie i Fiete HBIRIHY of Wgted G et e Ea single phgpical IC

card 1Ng%e bREHEHS 6 R0 el 150iPAS SARION 1L, HEr exalnple
reader/witer _48 4 or .the reader/wite

by the EOTPRRY Fk@ Cs&:\p@ 1§_s ];l'gzs‘t&\ﬁlfdgec {1 8@81”01’ each type of IC
card syiseri.hi s way, the following nerits are

$%$I ned. For exanple, when a service

§ i ding conpany that delivers a service

usi nthet heysltéa‘mcaasdmg ahﬂfdngﬁﬁndrh&{ey” is a key that

encr t io hmfro
indicatfh $atiiieg held 387 i i B’ B cafld, 1B s, for
examp}@r m\kbyjtm uﬁdmmm ylsﬁﬁﬂbcﬂealﬁ)cmiﬁﬂ abighority in relation

atible.with all the_.encryption
to eacly {T%rlt'l r%d Ry:%tgm& on t%x %ﬁl il)it d\gi)ﬁeosr?ec@yaﬂy, for
exammﬁswhgntthe ICCacdridcdn e tused e a spec1ﬁed convenience
store, t?lggér%ipdesggélit%%la%%g eZép{eg:g't grci)hventlence 6<;tore is the
systemdasniugs euttveits afertpet, [wheg it Gnaandilt @ard, such as a
.C a ards tha
mobile a?agéﬁgloge att‘{’lbtltam%\%t > chéi ?%@eégretn;bgr yg[;t |h?ae mobile
teleph@l@g@m@-’hmﬁﬁ 5t 1§Cge0huteyitSedt thenuser blocks
- (the m.gx?ge'r %f Eil%téd%l%&ﬁtiﬁ S IC d 1T aﬁleﬁltel t%@sessmn
definition infornmation efinition
of the jasfigr: rdae ilwmer has ths ealth@atvdpeal@pa&eh@e number of
user bloPEH £AlelfddBtSELMCHU E%dp@'stzénﬂ)gﬁl ?humber of blocks
according to the present "enbo
allocatedbi@taremOef mi ti on i nformati on 120 | s
bodgr mation to define the encryption
al gorlthm or algorithnms with which the IC
car d'PE RROVEHASSEHP! BYStThekwetnd @fea O key are the

author@@fid kbyORedREQHNBLEAR #20s&4iBh @R finition area and
identification information that indicates

the secif dghitigpEFBR ARG MPEIFR il ERutiHEs petion 33.

Meanwhié, ditk: dsigenpatthbligtican kbﬁ %t:u e lsydtBAt issuing
i ndi cates an. encr tl on t the system
authori%%&%?&?ﬂ p e R bissesvery 15 ot e

SyStemS‘ﬁmﬁﬁ@brﬂ ate bﬁdttlhe sgzeﬁdm QrfifelohNidiér@dition of the
Iog]_calhp g?’& tr'eop% Ons and t he system key
r
[0090]



[ 0100] The encryption type
identifier is a unique value that is
assigned in advance to each encryption
algorithmand is, for exanple, a first
encryption nmethod (A4ES, for exanple)
identifier, a second encryption nethod
( DESihef 85th8X2HHh&eyi cbeRt dthie@rscan@dlySid 8 .IC card
By including the encryption type )
1, somel@gae istTef e PHEA&e fEPoIFPAER i ghe logical file
structur® Q-84 | 2N 2hd0sorhétirh&s RAKEA bh€hihOthe logical file

determ ne_whjch encryption type the 49
structyres OB $3i sl%%afﬁsﬁg‘ée -bmﬁf?ffp%lgi]exmple’ the
above-deREribdie ss¥stekayk ayd “arcdid k&r apd stoaddui@ ths logical

e st 5 SIS A0k S0 gl o .

and they<“dysStehs edsdag t hathoeyafiar kdye andr yipi i @iivision

algorithm A (AES, for ex le), .angd a.6
authonﬁ?&ork% jaxe &é’é 138‘&1? |Jﬁ(8y ﬁ%y@ge 01%,01‘{1%% g4. In ghe case
of the lEnetry [, iitois calygoedetdury Bo bBEShefdivision authorization
ey ahor b ke e SRR R EIS P s popayrocsseoy
In thisatwde, theupisiaicadaaborisgesskayis Byrelasdpagtely from

f he..system key conpati bl ' LV .
the logl DX F B Bl AR St e ol pgon o
~in the ¥0CGardrld Qn clanother hardniddbacoemitin gebilloterminal

i t he. rea I 1 r. .t o
2 bl ey o SR Rl oy gt issuie
authorizhgon ikehmre pOdBL)ry, and both the kijreaedpiedrin the
; finiLd -nforpation 120 is | ower than
bglcalg%cé%%%%g?dﬁg% eét'o the system definition

[PP#0r mation 110, and is provided for each

encr y plde0a; ﬂ.ﬂe%%c&.l{}@o‘fvié B?(f@m‘{h A fe1hCr1

card 1 i's conpatible. In known art, as
Nexsvirei lagirldilc ByrusAte HpGmapegenned ipfoggagon and

user Al dBiddl @NHeNhOhodyl B@LF @ k3@addS1 according to the
established directly bel ow t he sys

tem
presenf gFipafimesh Wik cralite 1 ,fefa#&f:%/ freFIG. 7 to FIG.
11. FRECYI @Na kiRl tHiQRamniiwBE itaH 142611 e NRtucture
. provided. In contrast, in the present
portiona 4§ 8 Flwl”nogéi’:g R gqchﬁé a(g:’orcgng to the present
embodhettal Ndey 194t thBeosRtin RIFIAE 7 MddsisOTUML 2.0” class
. i nformati on 120 can be established for "
diagraga o fTUEEFy PIG-of 1812 ST MO SHER yFrgHe 2 specific
exampBRifiBe Jogfidb Ol ditiRt@el@raos BAgL& oM tothe present
the systemdefinition information 110 .
embodypEY r?‘élda?tcg % Befi FETBnUPRFS? mBPPBI Rappociic
exampleSofeit abirihed! sthained obthe dren daititiaf irtfbrenation

S Lon definition infor ion.120_in a ..

130 o130 FRgrDe, Bt S Re RO T KA MRC AFpording to
the pr&gns laoibodintenk] Giotd Ghanth EidGoliddingt dxplanation, the
system definition information 110 stores

the system key and the system key
version. In contrast, in the present
enbodi nent, as shown in FIG 8, to set
the system key for each encryption type,



50 [0103] The above-descri bed
section definition information 120 w | |
be explained in nore detail later. As
shown in FIG 8, it is possible to set a
plurality of sectiomgefinition

i nformati on 120A, 120B (or 120C, 120D)

empief@tth@ﬁl@or&%aﬁtﬂrbéegﬁ %%ﬁ@& LéBhat with the IC card
each of a plurality encryption_ -

portiorg Boisr the Hirscardch Plhtafhet ﬁ%gla%ﬁrt@nsﬁb%\ed?% éor the
mobilett@mhingl system definition i nformati on 110A

éor 110B) relating to a given single IC

[097% system For example, if the IC card

1 i sTigoaRatdibhge Wdahzbet ﬁehﬁ&n&%&(ﬁﬁﬁk MMeSogical
- encr )ﬁ/ftl on nethods, the DES section
11C S

OB R0t P J SRER (WE Appgagement

inform8€&1.| Wheﬁgfaé msﬁg@@a’cﬁﬂff@hm cofll Bat@iBn Gathat has a
ated within t ste
luraifoph i, G s &%) %{raﬁf?% ol g of the
encryploP laldoaitirhy sBhwh Gl FE(E- dsist dratipal ®gether as one, it is

atible. w uraI| y.. of encr y tion
prefers B8 e PP S EAG o5 P gPEr ChEn s acraral
portion 83 Bigovt-hirsFidatra st ructure with the
@gg@l on definition information 120, the
er/witer 4 or the reader/witer 6
can AsehdwreirsEIte 7 dh ltheperenfigrtintcoure portion 33,
the storTL%taliI"[raa?st ;hgfto esﬁ%rreyd Ffl coitntgg% ggragltl?rtﬁ?gleﬂ't_. information
(all ﬂxeemmfploé defifitibhen®ametisyisham € ddearchical structure.

B s S 1 o o

of the gyrfertt Gefihiionzarea Caapetdics| sasteméﬁedﬁ®w ghigrmation

110, tghf)%ﬁh{;‘ﬁ C%?%MO% % aE}lso t(% car 38‘1?%6%31&011

informafen 128, cerpatd tﬂ deippitihn t 4rea ethétc yptreerihe area 0

deﬁmt@hgﬁfoh&laﬁ@n 4\80 Band Giedhed gad %Aemgtb;e%rthe arca
or he rea er/mwlter 6 can Capture al

deﬂmtloﬁe m@r@aﬁd@s L40 t drotmedsiang thhe wame N deﬁm‘ﬂon

1nf0erQJ)A I1H%I@romr@mfzé)é%mon area that storddlthe service
addition, fromanong the plurality of

deﬁmt@ﬁdp%{niag?p ref Haé:g%a (U@ﬁlé fd?f’g{ TER that stores user data
160, 8igREd NARYarvhichuphire hidahesdder car th lother words,

encré tlon roceSS|ng pOftIOﬂ S
managewp tpigpgatop SPeBIfREY SFRI%e iy Fpbissarchical

structiifel RQdwh:hUSBE IHsHILOCRSEESs (BheSYEARM  definition
ISSUIna rocess or a.section issu
)

informgtion dd coSqeEigy éieﬁﬁ‘ﬁé%‘e%?ﬁnﬁq‘?flolrgrfgﬁ lgiyer than
and srdigaicSBWha Gvkitho HERhition ihfdatatbh |110ethe area 0

expl ai ned | In the ex nat.i on
ceinit BB AR SHEE VB8 tUthGhE SR yRs che section
definitmRtiRemaSot eber thedthrea dasnitibe information 140 is lower
"representative 51 encryption nmethod (or
representative encryption type, or
representative encryption algorithm" and
the section definition information 120
and the subordi nate definition




[01051 (c) Area 0 definition
information, area definition information,
service definition infoiniation

Subordi nate to the above-descri bed
section definition i4efornation 120 is the
single area O definition infoi illation

than addBubdriin@t@Ithwekese detigitioh @Folnation 130, and the
inition inforpatjon 130 corresponds to

. de
service g B HAPTAYET LSt e IEE FHRIL on
' [d)mﬁqq)rrratlon 120 in a one to one ratio.
Furt subordi nate.to the are

0 . .
def | % 1o AP A G Pt Db e 5P daﬁ’él,twarmfoseaﬂon
120 art \Aﬁta‘bﬁsﬁmr ajboddtinhetcatieasydednt Mefihi®ibn information

rrratl n 140.,.. The area O definiti
110 for el AEDPRR FH UG e a1 e BEHPh g 1/more
than omf}f oArm:ﬁglormn&zkﬂ the exrea foo defatifi@n informedidne30 is

ea,. of th stora eas of. th
estabhsheg CF Or mate ﬁoghg%'{,néﬁl%{né rlnba%é)élc}g()

sectlonoarea I@e'aao es-al ,dlaf rﬁrter ontwabomne, bbtheldBa Hsfinition

: , of ..t he servrce o\

it 8 18 98- B LS BhablE GSEXLE8, o et

informaiehi HQ (tom argsf 0f aras iretio 150/ msrei thhorael.i @me, or

two or tn%rg egfl HE Sggf?cescﬁ%?@o% %ﬁgr%l SOIeldl 00£1reaestabhshed
ervice In each area. data ructu

subordmeaj th ohe ehea defeution deifonnmucrroriﬂro {the area/ service

tio 111 %ﬁ% i d

ree IS O r rrat | 140’ gngi?t ﬁ’rﬁéi;?r \%/llgéclje]d&g‘%l%[E ?Stabhsmd

Subordmr%ronﬁrprsoﬁnqes@ermﬂqrh oferanagiont ¥o@citly eervice/user

data @S Ck038Fhord WhafXaP! epp el Qieflx%ﬂgﬂeﬁﬁormatmn are

Pat ent Application Publication .

managefpeti_ SpomaEm pec{:@m]t@ define the defifjifgon area

(storag@ﬁl%ﬁ} & e 143kt Pl MEQLARL | PRAAZE oF Pheflogical file
ype of area definition i'nfoiu.iation,

Stmcmé‘h POFHPTY &P nRCopFding do HiEr iieeHitcmbodiment is that,

subordﬁbEdJ‘@)ttHE Bystbln dFin®sH#AInidrthatibs 1Hogh Shlrality of the
ol der. Ke area definition infornation

section f&@“%&ﬁ%r‘ff ORPRAT Hed ane &hpraefidsfipition information

130 aré I&fst@bﬂﬁiedpﬂwm fos d&@flaftn@%'pﬁﬁntehﬁ)rﬁﬁﬁfﬁ Mach of
definition |nfor t|on on FIG 7. As

the defipfhn niEmRRen P B ERIBPRORERE 132 1 n
(Eng] 7, the area 0 defr nition informtion
ni tion infoi
i I I a@%’g{ﬁ% eeafré‘PB? OTPEH | denti fier and
Tana sesnemiddanttichi ﬁforﬁxhﬁbnlmdhél atfermdiRnSe QREne IC
of the.rel i.nition ea_(t
card Sys%olrsa‘gmet{iar lgs %‘g a%r d &R 5 1} SPPERY degk.(‘e "8 cara
system 'Eherekpoezrda rto hthe aionS(tdl’lﬂ@fttLtfo&]mmldﬁicﬁf gysi@t of the
e identificati ode
preseniPibilloel SERLSHER! nEfeH Shm i L0 s o
umque]Wh@loaateé sgyefeimicbilo ifior .adar matcan?n siAlms teugng 1D
a key, the key version and a nunber of
al | ocated bl ocks. The key stored in the
area 0 definition information 130 and the
area definition information 140 is a key
necessary to access t he ar ea olefr rrrti on



53 In the sane way, the
service definition information 150 stores
a start identifier and an end identifier
(identification codes) that indicate the
scope of the serviceggefinition area (the
storage area), a key, a key version and a

informRBAR &k a0k aaslah@ézélta@ o %Q @‘&%k{ KoY g%h hd x\é}d system

or nore, of the user data
adminjpsgador, ane HyStesl aympers thagiase, Sew@t@ﬂ}a rae@igned to
the 1C SHRPEHN ﬁ;o&t@dtnh%esﬁ M6 definition

area. The nethod of access to the user

{¥2P&l 160 i s managed by the service

def i mhi isQQeiNA QIR Qﬁo&é&%dndfm EJ H&ﬁk&%r each

code. Seen fromthe user data 1

1C carf S A 5 57 oEHES $ £ Cecd |rand Ppred in diferent
storagk RFQ&NBEIeR, 180 s bf@&hhfeﬁhitwﬁe&ea@ndlt'& pbSsible for

eref ore possi to define a pluralit

the iR e S8% Hothdtiveud (Irlgara 5 854 eheinition
.,mform@ﬁ&n af10f m@duaﬁg iflat8all 80 arfa@Eing X MRl bf logic

OSSI e to rforn1access managemnment
cards iy GECHPEe Iy Plbi! " (SEFBAUEHR BE Pemgntialy
assignedito tduletﬂ&@;utraﬁ@ﬂi bothigl ReefIisflition information 110 on
aut entlca i on, but user. data cannot be
the IC Wt en Iwo ea‘u?rorﬁiér B %tw system definition
mformaubxli]e]mtﬂ tcateaty iamneddtihetild ke. caﬂfﬂer E‘aaxﬁ@v Etystem
a1 Sl P SRR MBS BT o
shownvini R‘Iﬁn@ oke UG errd agsmem arfchysene dafnib Erlfformatlon
i c_services et whi ch
tion Sl ik R ERRRT Ol seri (i om0 sssue
systerng défimficn onformﬁmmmltlosnfoi 3fe def cardssysien with the

ngt hod ch se rV|ce nd
systen@é#)?ﬁ%s the&nu%’% smﬁ | sdycsk trhurfl ers, it is
possibleaty Pistingeigh Hgﬁt‘emhﬂ@ewlcesi arglemowh. the special
A

aui:horgtgéﬁ%&}c slygteér)l( gu ber O? )t d ar ok %ﬁlga?ard s stems (the
%@wHiﬂ$@bﬁﬁtﬂoﬁHQBbmmthe area definition

jopbpr mation 140 and the service

deflnltlon i nfoi mati on 150. Note that,

FI G The siome coie i areareHibehlis smiqusbupssigned to
each I@%aﬁf("s}sﬂ@ms aalliiRicsel ithl Lotk E}:fu?é H@ﬁv’epe%l by the

120 with _the encryption type <al
IC cargisystgrmpy >The, gpades/ viflo ﬂd@rnﬁteere@éert/ Fgiter 6 uses the

systemséb‘iﬁa Qﬂbgﬁtfuh"é‘ titd I@"car@ f10 rF‘@te'x%pﬂelg PMHR command
stem code " 001," as shown in

as despigsd PO16YT 18992 TEneinbs erd &5 the sysigm code. If
the re&ﬂ@ﬁw@lﬁéﬂ M td:0Rné Nf-aEBtLIRE W0 andbits a polling

command that includes the system code and performs poliing, when

the IC card 1 that has the system code is passed over the reader/writer



and 140B belong to the area 0 definition
informati on 130. Two service definition
i nformati on 150A and 1503 belong to the
area definition information 140A, and one
service definition ijdormation 150N
bel ongs to the area definition
4orth|eri‘f329c{e'?% 1
l}é ur al |ty]%gf6 é%gF éég?gq%ﬁ?ﬁgpo 160C
BP8ng to the service definition
| OTRhO Rt 0. loollies e 40 oBLERAY  For
definition i Rtorrmtion £30, the area
cxamplfe fYi Ro¥ITIAE Grerding ncomunyt thet sishivirser service

using ﬂﬁfibrﬁaﬁ-ﬁ QeHaREQ AR RRHIRA a@éb%tf]ﬁefr&ﬁ% to B and
data 160 have the hierarchical structure

then 19 f, threreaggvaridest i hedscarisrprovifingicarhbany device

3 musﬁlbd‘ sshptdle Whe arga eg&fybﬁbﬁ él%&jﬁ{n?@A ‘E@@ In this
get f.or each service ghOVI di ng conpany
S‘maﬂ%fhd Y HeSBRrf cL* GaTd i oTigh the cabovareotsibed data
structiie}f the CtadReRriee MViCi@e d‘@édc‘f%ﬁir I%Yc:afnh@se the same
lingS & vi ce prow di ng conpané t hus al | ow n%}
polling , einapd o GrpiyEmatt Tt 1asedelath thofDafhat are
cotnpatiyip @dthofheSRfc¢ic@eryption iatioRgh:G9 ARBRY and
ééégél ce on the single IC card 1. [01101
speci fic exanples of the
abov@e} desonideaditdalihirkagen | Nf oi mat i on
ﬁ%osecg %O trtllt .mpt ch the business ty
0Si WG Ph& TR Aglormafiey 150 ‘@)&ﬂﬁﬁ’rtl?é‘dmf%glauon
that is ae”samrdae@hab@gtml fi]lel‘lﬁtrﬁqt&t'cemxﬁeﬁlfﬁl atok:@ﬂ‘&img to the

n 1l .Ssu for ea
present rgr%; Syst Igtm é%%l h O%eg‘f tﬁondéflofﬁntafl% 120 is
informatiyfno teratsfion the Oemcsypmu edpokiiimeac kigorithms  with
hich B1AC n. orit encr
v BRSBTS ERPSLPL ab TR
120 St&@@ jdeniifictiod frdvromsivh slmtwmie:amso\majlengryptmn
thodSOHRANWhi-A €844 :

e Ser vi ce lde?‘cl&lﬁqu%l gaﬁhl %f%% %} %bﬂé lds?ngﬁer that
indicat¢ss gy egcfyptior drbe) s Brev fioerd dey \ﬂmeé Cio rctdsestorage
areas %Bwlﬁﬁe R’.E)%l? ds]eggorpg %XII l&%i"l%%&(ﬂfllré? and the

busi ness type rst usI ness “type
system key ¥ersigge i n which a SI ngI e service

[@¥roevi di ng conpany (a railway corporation,

for exanple) exclusively holds all the

systiéfh SREYRHA Bfpeaidertiitroisageinimeayatue that is
assigned Gh lRISROANNG ch Qndry$iBel | fod-n S0 &Y ﬁ)tr%%mple

(a transport ticket |C card syste

a first jqnerypiion methad AR dor FWB]Fbrifé?j)élﬁaT,eassecond

encrypt(drh&héiﬁ&l [{ORS, %ﬁabxgmﬁé')eﬁleﬂﬁﬁlezs 8h¥i &8 on. By
nition areas) 55 subordinate to the

f
mdud“%‘%/ 54"8 nffEYPHAY B dfeniifier o ing| the ygesgiopy definition
informaltiog 19O W i€ GodEibievVior @dedyint h\@nc?neér\!dr?ﬁnon type the
provi di ng conpany. In this case i's
assuned that the reader/witer 4 (an
automatic ticket barrier, for exanple) of
the service providing conpany's service
provi di ng conpany device 3 is only



[0112] (2) Second business type A

second business type is a case in which,

within a same I C card system the area

definition areas are divided in units of

service providing cdfpany. In the second

busi ness type, a service providing
IC cardCDﬁpﬁmpaabIehatm ssues the IC card 1 (the

leer) can loan a plurality of the area
nition areas in the ICcard 1 to

ot heForshiev byeeerpr ooyl i diffeconpeaiieds pyseg for each

ndOadteIurall el Ge . :
encryp%?rbwganng cg tkgn “8s pl%%h%%hﬁdgoas}ﬁgrbét ey is
used a4 Hes lsiynigt thd @mnlalgctmhnhfx $ARBRsfer examplg), and

UEd 45860 BNDES, f
atd bl@ﬁ? nqﬁsle%n%%ftgggg}n%% ?%%g%{ r8£tclzor r 8 spondlggg o
examplelp The smﬁ@nylwlwmlmtm@@e%ﬂ@n@m%% the system
! sl éa?}\{z |8 theing! B &ybem

key, aﬁh“% EJ%QE%E exan”p S en]%i he serV| cey =
compatgplowrith ageicanpaeyedon alsgrijhsad: fig vawign, the IC
card 1 V%{eg'l%drﬂlnd%t %&1&:&&&) Vﬁ‘@ldtﬂehfeaﬁg'{r/‘ﬁrﬁ@r 4 or

n npany O uses the ol
the reaénrdm@n ﬁSlﬁétth@fopnBrs(HBES)algqq#%mAEs
(8664 on definition information 120A and
the DES section definition information
120BThenpcivn esnipmordpaation: H2¢ frelogirs by and

subord@eftl Mb tho Qyét%qeﬁﬁfdoﬂmn&%ﬂoﬁﬁl 1@t and 1s rovided
si mul t aneousl as shown in Fl G

y
for eachrfngrgtioncalgrehm FHEhsYiHgh $hg K o §° Cappativie.

In kno®8 zﬁ@aé:seﬁild@% SEENL. CES a8 NG, a1, phuraadd D)efinition
of encryptl on t

P
information | 15§; {,SaFStF“PII"%‘ gt‘?‘ﬂ‘%‘tﬂﬁ géli% (e ofystemm gfefinition
informhfiéh 1GoCand o thabni &efﬁﬁﬁq&aﬁmibhﬁaw:i hzo is not

t he pl urality of encryptjo hod '
provideg) rGeRsl i 1 PEoERLBP LB - GRGBEF A EC: S
a plurdiBy eX fHeadenaich dbBivicion hﬁﬂbﬁnat@:)mmm esn bf established

N g
single $h# gif ehengiypt defnidbgdniotiatiow |1110pend the area O
i ned. wi tef 0, a
cemmio B Rl f 5 BEERY, SuPhSipd BN of e
sectior dgﬁmabn finfoenstisrugOrie @ond: itoenofratihe Further, in
knowrk B KGRI A 1R LS8Ny, EMBALLA Gesnition
h“f e 8T ngI e encryption algorit
informBtiGh 110 sicgeathesssmmh depfng thogiden Hey|version. In
c:ontra?tlt,ﬁ #%gr ?e 3& telnﬁa% %rfth @s @Aﬁ% &%l@arﬁg tg- %et the

I's fon conpat | t he si ngl
systerme ey Yot ¢ash exlcgartionhtypB. tHe0ybim key and the system

key version are stored in the section definition information 120

established for each encryption algorithm.



As shown in FIG 10 and FIG 11, the IC

card 1 that is only conpatible with the

single encryption algorithmA or B does

not require the section definition

i'nformation 120 showyp in FIG 7 and FI G

8. The system key and the key version,

@q?g]h are stored in the section

efi'rnition informati on 120 shown in FIG
7 anthdhi@veBlesanipedsicoried d¢fmititre idympagn 120 will
e . : : _

be exef RO AL, (ATt I, AR Gb 1«
set a Epalispef sartiey pleiingent infdrmeagionri@0iptl 20B (or 120C,

120D shor etk corﬁZaiLi’tgé,llr’elspécﬁvU@? WRin kSt ard: plurality of
FIG 12 to FIG 19 Next, the
encrypsien cigsithgs sighntpat ey ere anbbrdingée ¢p dhp gystem

definitlo® i}lf&ﬁngﬁﬁtq_qmbﬁx %fbpngf?a&nﬁ\g kd a%@ven single IC card
explained wth reference to FIG™ 12 to
systenp| pr eggmpyy, @ thedCicgrds ! degurBpridhle wagy ath the DES

and ABSQWERGSR AGEESS tHE AWEN GERAt MEBRHIN bienation
card and the reader/witer 4 of the

120A %rg} g}eCPeE% ﬁ@ﬁﬁoali @@%MWPC@Q@ can be located

within3G€ Ok Gyéerd BEMies eda. ermpadidTenbtal Wh&Bring a
the |ICcard 1 is belng used. FIG 13 to .
pluraligy pf IC)eprds £hat) 45 CORRR Eler"élgb é(ﬁlil’fﬁéllqy of encryption
algoritBRQWH{HGn RI<DEAS st 181hird 82WingHBR: dad Btructure with
the se?:ggfié:]%%giﬂ%gd il’15fc7)1‘OII1.‘:}iqdlotE]2 ér2§,fs %?%%e%%r?g%&rig ‘or the
readerf @HEE S tdh LBE tRF 66808 SollitgWohGhandYo capture the IC
~passing the IC card 1 wthin the .
card ISR PR oo h bstiiae Jforapmele, i
the safncofystdne csée Vi eeorpd Ovithd REsteoNPeiticte wfoenation
t.he | rd.. 1 a t.he, service .. .
110 of 55 PG damaBny Rudg: 08" L PP g fcppectivey
with tlandnargciin elgpriddes &r A aedl Cdsticarn and@i@ 2 and also
speci f.i ervice . i.s delivered to a _user
the 1CTBEEI DI P AR le5e B8 KELRTERof iR Rms 4, B
and C| @eceaddr Iwviitsr dsedhe amdex/wraemedan gaptwreall the IC

[ t e Iwiter 4
cards ﬂgg@}:}gﬁ‘{g glrgg%{ets eel%r(%u%%rcg usclf'ng pol | i ng
[d0€p Si to step S10), the reader/witer
4 angn t%iﬁi&,c%o% larﬂgxrl%/ gﬂth@a%r'éﬂ{y of encryption

aut hentication and encrypt _
methodg fpgmintiani Agenphrs) (sthewph@8hohe dCstasg 1 encryption

proces?:é%)poré\éﬁ & cctrgﬁ'&tibié, t}:gslse%ﬁﬁg rJnglé EﬁErgﬂﬁ@r‘ﬂ hethod

] he I C card 1 exchange predeterm ned”
is usedoimenveessah de GHBETY EISHINZNRFOESSst Pl 2s¥actipe dssuing
proce&ﬁt@ &s@%&?ag%ﬁl%ﬁt yfgl)matﬁcgll'&Zﬂmg issuing information

that will be explained later. In the explanation below, the specified

single encryption method is referred to as the “representative



More specifically, as shown in FIG 12,
first the reader/witer 4, in order to
capture the IC card 1, continuously
transmts a polling request that :
specifies a system cede "Ox0001, thus
polling the IC card 1 (step Si)

enc El)ﬁ%eﬁgo& r& egtg‘ftgmje énh: tﬂoﬁ 'f";' ntative

ryp t F?: c%rd syst B tﬁﬁéTB éﬂ}kéﬁe

emwth

encwpélyetaé&ﬂr@ér&b i HiensacHen cshinigan éetoneﬂﬁon 120 and

the duBBEEnAE th@nfieAde M d®h 4@0&&%&&1 arg  the
1 receives 58 the above polling request

TEPTESGHE Y HMEYR1OR BeBOR IR g freep thde theg Terfgsentative
sectior " a0@EAMA t B4 ale®heP 1 Qoovd-8dstBhbed plurality of

Next , when the readér/witer 4 receives

encrypigg PYPPiH e §pIWEPT PO tRETIPECR dpgtheds apart
from thé réfréSn@&i@nerufiiRal néaiodode @ﬁmy ]referred to

uest and transmts the request to
as “nof GRER ST 0B eSS BT et PESipP difnition

mformm&s ageol smijuest SpPB6IdiHhaAs a;ra:ﬁhcteﬂt | ff@mation
for.the e cry tion al gortthmA to

be
corresppdipe fq FUTRETHEANTT £ FRATPGE Jogilods are
referred 10@8 the HeanrephBehi@ticasetiibn I’ cE@ a@anid)én FIG. 8,

the engl Ut %0 Ilatﬁl'lgg &4(12%?)3%?%%%%@{ ﬁ)s1ts tgg ?ergresentatwe
encrypaull hmathodatajud) nhees$agentrypesponlgerithmts B and C
<algo%eﬁ?4{j Bi tt hg r ea?%}?gfsé gﬂ; tk@;}%)ra%g %—ejr / g\llirt-lﬁgépresentaﬁve
encrypwhe nrnt:ttheds ea@ec: [sgrtidre rdeﬂmtnenemtﬁcematt:he 1204, the

section ﬁgd}ﬁ%g ?xﬁéﬁ%&d‘ﬁf ‘?_5@(9e % 4E8 %o&]e%l%ltﬁornolrplformatmn

T eat e ah
130A aatsﬂt therirez Qtdefnitimsisbgmagion d§l€storgspargling to the

. | 0 S
el MR MBSO A RELEAIAS o
defm1twetﬁfogm@.t1p@ 128Bd the se¢tmnyéefinfitpm information 120D,
the arBdNERELERAL! BRIRRRA09 365" SAEAL EO™ tfnition

reader/witer 4, it creates an

informafierh &A9P carFerrdingstagdc Znenppon ségositigrns B and C

are thd ﬁ&ﬂ%ﬂrés%ntéﬂﬁe eSRENSe to the
reader/witer 4 (step 850). As a result,

[®%lal aut hentication between the

r eadﬁf/ Wrid efo 4qamdeibhe thforeafish,1 48a  definition
eéted, and a session key is generated

mfomﬁ@%ﬁ&?wdetlﬁ@%ﬁfﬁmaeaﬁ on path between
dlrapader tw i iR 4banddddAndC CREGbrl. definition

120
inforrnLtton 150 is the single area O definition mformation 130. In
other words, the area O definition information 130 corresponds to the
higher layer section definition information 120 in a one to one ratio.

Further, subordinate to the area O definition information 130 is one, or



After that, the reader/witer 4 uses the
above- descri bed session key to encrypt a
predet erm ned command necessary to use
the service (a data read request, for
exanpl e) and transm s the request to the
ICcard 1 (step 860). When the IC card 1

two of %ﬁ&‘eV e$ thBedatashead Lﬁ&%ﬁonf RO tBRe area O
reader/witer 4, it uses

definitiggoipdorgesion IS0 Rnselds| ghe véléf;mtlen drefermppfion 140 are
—qunﬂal'rl@n ghekipt ed LHat g t[h%aéi!orragg gggag ’of @@IC card 1. In

reads the user data speci he dat a

additigre Y PpskRAE (o FRGNPY e %ﬁﬁlﬁ%msen wﬁ@namn 140 is

one, ok o &9mbfe, CAltHe keBNGS ML StibA @nfﬁ%ﬁgudhs 850. The
dat a u3|n%_the above-descri bed sessi on

servic gofindHep fpigiasians 1¥hes Bversasioadtoydsdipe dhe gtorage

area Us6d {din 6QILLTH WhiH BFead {18 BRaSHR)otulcOdtH] for the
t he above-descrj bed processes st ep.
area 02%%@@%%%@“&3 Opites aqep dgfinftiqgpinformation 140

and tBX pdevibe definitdar enfslebatidn Wsohid @herensg estructure
disCIOSteg, E)Ir exar%%let (1)n Eéqgane%g Pa[e%% %Lp lication Publication No.
JP-A-2000-36021.

[0106]

The area 0 definition information 130 is a type of area
definifion information, and in terms of the hierarchical structure, it is
equal to the highest folder. The area definition information 140 apart
from the area 0 definition information 130 is notated as the area N
definition information on FIG. 7. As shown by the reference numeral
132 mm FIG. 7, the area O definition information 130 .and the area

definition information 140 store a start identifier and an end identifier

that indicate the scope of the relevant arca definition area (the storage
area) as identification codes. The hierarchical structure is determined
by the identification codes. In addition, the area O definition
information 130 and the area definition information 140 store a key,
the key version and a number of allocated blocks. The key stored in
the area O definition information 130 and the area definition
information 140 is a key necessary to access the arca definition area
defined by the area 0 definition information 130 and the area definition
information 140. The number of allocated blocks is the number of
storage area blocks allocated to the area definition area.

[0107]



First, the IC card 1 polling response
process (the process at step 510 in FIG
12) will be explained with reference to
FIG 13. [0123] As shown in
FIG 13, when the ICsgard 1 is passed
over the reader/witer 4 of the service

pr ovidifng sa&@p?gyv Hevi&icd @Fhﬁ%ohqn%%qn&n 150

recerves ‘T equest
- stores rﬁe‘&@férlviwﬂﬁteé png a(nsftréipldstmf}er (Wenrtification do@es) that -

mdlcaﬂe%g sgoﬁé%tf %é@eﬁ-@@a \ﬁgﬁﬁlﬁgﬁ afta ﬂ%t stgna%e area), a key,

system'definition informati on 11
a key erpippsindenypbeep elingateddlodks1 "Orgp eitip @d more,

of the B¥ed 38a R8O QR LOUSST M SERvAN doR8ce, are stored
logical file structure portion 33 (stép

subordig iy to fhfpsqryice dpiinition patee sTherfacdpgtad prcess to the

user di@ef 1180 tik QRark4ptQ rHRLHOBer$iL0 (feﬁﬁmi‘éﬂemf&fnatmn 150
or nore IC card systens with wh

ch
dentifcgor oy Fogm feorg Shpatsehiiets Ao -he pluaiity of the

servicd QéfirGAbn fihtbAnstid thUr&anE tlin@Rd 33nd NGk therefore
stemdefmtion informati on 110
ol

B8 4 P E CE AT S hadtsi Eak rHEE fie @ given

one of ke Q8drGia%y $E@NMFor [3}&1112141]3 RS PossBIHd pform access
t he above determ natjon process, if fhe

manageephin g8t Ai V9% et PSP AR Poreny i ead out without
perforiatigr fspe dutgch@cdthe, Systhen cade c8rs BObritten

. Xi S Ihe ess, perfainis e
withoul Siiotmind SRBa R B HORoT cSIbIE 1 faere are o
varietyr @"a}dendaﬂﬁﬂlﬁ€ﬂse4ﬂ(esmb@r8]l4)som@’bf whectOBIeS reading
stem definition

If t Sy
et w00 st A5 Fit"RaPT BLAIGI Aty PYtprgrvices ot
which S%ﬁst@rkm@dﬂ ﬂmyemasagemm | Cheasetvite | definition

. b t Wit h
1nf0m?1ﬁgip b bl G ttpxe gess m%t%%g W et%hgsmg each service

specified sy Stem co
and dtfme@r@ernmmbtregpomdr ttéocﬁihethpolclannge used by each

service and so on.
[0108]

FIG. 9 shows g specific example of the area O definition
information 130, the area definition information 140 and the service
definition information 150. Note that, FIG. 9 shows the hierarchical
structure below the section definition information 120 with the
encryption type <algo_A:128 bit key> that is subordinate to the system
definition information 110 with the system code “0x0001,” as shown in
FIG. 8.

[0109]
As shown in FIG. 9, two area definition information 140A



60 request fromthe reader/witer 4, the
ICcard 1 returns |ogic card
identification infornmation to the
reader/witer 4 as a polling response
(step S13). The logigt card identification
information is information that includes

and 1@@%&}1@@ MhEUPdes dc@ntish RESmhAidrhE3E Y BkE Rervice
definition information 110 of the

- definitigp dpformation yi908nfed deOBaheonsh & 1tke cara dgfinition

informh@8NT AdA, GAHI MR debfiey BHIQh 1nfatdhtibR) 150N belongs
addition, at step 513, the IC. card 1 al so.

to the qgp G HEIPS THHENF AL By IR IO, FoplfiFality of wser

data lﬂ@A Ik NEOC ABRARSE, thedRAtEdS B&RTHAN information 150A.
i nformati on that. i ndi cates the_encr
& Baition

In this; Yaya thy af9qed deipigen wBipsrahieml el
informe:C &4@ thel SergiodT@atihibbe ifhenhetfmafiterand the user

cate G B 0BG X OB 8 e

With tlie adebvﬂms itherardh oéfiditien &ﬁ,@rcyiﬁtbew&t Ec;tmcbfsemce
the | C card.s t% h the 1.Cc %l
provicig SpRERFY 6 SR SaTT ) 45 TR 16 GRPderiet ot cach

servicel @fiBleted byt e kagiceaprdvidivgy sbmpehylr éhus aliowing
efﬁcmnrt) %{él%flfgggmggt % g.%s%he 8%3(8) nc% gl ngggr yg A Iﬁgr'@lcg y;g"gviding
compaﬁ:eaimi earvidefoinrnht isorgld Mf carddt i on 120

5 P rdinate to the systemdefinition

rnformati on 110 for the above-descri bed

speciticedpsoiic ernmplte, ofdhd atmre-tibrrsibed definition
. >t er i ne . ' MWhi
im0 D2y SISO BE U LM co
1 will Nextexplafreedaut Aentéssabedrhvpss dlge system  definition

1nf0rm%§(%y %% iR rlQ%ﬁstpyeaEH Sie) @eﬁ‘g g/ 1‘.@1’1‘1 t E{Ed %he sectlon
e I G

process at step 520 in
definitiga @Etprrmuﬁed 13 tih lﬁ@#eéir &iceaaho emr@ﬂqm algorlthm

encryﬁtg)%zﬁllethod Further, ﬂi%,sal%:g%nitfbn':kl%nﬂaﬁon 140 is

first, the reader/witer 4 receives
issued dprovaeh deEE IFEHdER JonRary dBpionse the é%:@lhﬂel and

the selr@cé:a:fe@m']tmgiI ﬂ%%h{ﬁgﬁ tm |1§39§§Jeﬁa?cg each service
identification information and the

dehver%ﬁ‘lé]’_\%ﬁ $E5FICE PPYIding cPmPEY- S21) . Next, the
{b@gp]er/vvrlter 4, based on the encrypt| on
pe I D contai ned in the polling
l?lé"é‘ﬁ’b‘ﬁg’éss SPEcifies the encryption type

A @rdedsRds | t}ﬁ)eas sukse gy ehichalltineRtdeeatd Hdviding
comp %0% gqs.’l eérs 822 fﬂFﬁOWr % b e%\ﬁl’t:ﬁt\l\g?f r%oii(:rseall the
systenB H&i@liteore Bﬁb&)/sﬂbﬂa@ﬁ aaéag;o&drfdamr(daEngo &o;ingle IC card
systeni. ﬁ r%g%orté:gf:?{eet ggr%r s/yvsvil:‘elntl}ea(s ié 0 1‘1 k lchls case, the

storage areas (the section, area O, area and service definition arcas)



encryption algorithmas the encryption
type to be used in the subsequent

aut henti cati on process. Wen the IC card
1 is conpatible with a plurality of
encryption al gorithng (both AES and DES,
for exanple), the reader/witer 4 selects

subordiffte 88 ChY R bR H¥RLHAM aAGC HedANCE Wbl Rhe service
riate selection conditions, such as

delivergd s 4 FgVICR @ EHERY FRTBRAY: y Fethi eascuihiicpsumed

that tHRalOFRRTHEMR | (58 auforhdtie lifkdt SocABNGLH BlBaple) of
or selecting the nore reliable encryption

the sevayﬁ@rolnélfgﬂompanys service prQEiding fpappgydevice 3 is

only c@¥paHle Pekeadpre Mthe&e&oﬁﬁéeeﬂdﬁyﬁmincﬂgonthm A
t he readg [ wri t% 4 det erm nes

(DES, i SpTP % T ch %eshomgr Jlg- 8, is
compatiBleGAHD &k d bh@yﬁyod flgoti e dihl forfiet bAd RGw (DES

e enc tion pe.wth which it _is )
and A%%mfﬁ’f ﬁ%‘&‘ 8 ﬁ% ‘?’é%c?é‘?‘? V\ﬂl?"g} » 4155 DPfjg section
definitipal hnmgnatte;epcxme Sﬁh@!ﬁuﬁﬁe fohehdredyBeeh fdafinition

informyifh JA01 b hETTARGH (1T REGHTIS pRgtion arcas
is contéxamiplas, beﬁnel nEyg hES. f mremmrmbﬁ;am@iohﬂdn time,

the DEES%.G:C on, tﬁrﬁg)d (2 é-fqle| gr | 1%%% e({l ge\%"%%l%f]b%]‘e data

storage biqe ¥ Of !:iaa ICCc@r&r H dnd en]yrtmlewcmjseqmoh hiefinition
mformggénl 1%At ﬁsrgonse Q d tﬁadte Iﬁle aﬁﬁé/ de%:rntlon
can use at'ermne Wh %
mnformanier YA dnusedpie qonenueslpwmng wi@ *@mradeaﬂ/ service
| [
deﬁnlﬂ 2 sﬁ'%@g{uh tﬁlﬁi?g: gmevmtg%%?%gpng dlér%od i Sw1tched
n thsl W?a*s ipeernawhssuhed firadnivam oblthe section deﬁnmon
inform&R&L Xﬁb ICQH!ngBIQ%ﬂ{ er:c c; \él\% W methods Aand B
encrypti on nethod (AES It can
are sirplglfasiepiipls dskart in el Sltlﬁé one of éih@jg? Eaihlai/e The first
busme@@ %gae%w'atc%g@ th &rﬁmﬁ‘%ssmgﬁe e'néry?ggn RERESP R flected
term ne the encryption type.
from W‘B\WEV@IPS anq theep@ypiiggpiggtithen pptherefore completely
switch&é@npl etely switch over the encryption
nmet hod of all of the IC cards 1 relating
P614n existing specific service. Here, an
optigmse&ﬁ@aﬁgnﬁgyggg added to the
§O||In%§Fe guest fromthe reader/witer 4
SEITE RAIES? TR dS R CREaruW Pl sWERRe s IC card

syster€ Ney REda0 de fmEtibe daretx& deegiviiell LAlist 6f service
the option re est if the 62

providing comlpany. secon Eusmess type, a service providing
company « that issues the IC card 1 {the issuer} can loan a plurality of
the area definition areas in the IC card 1 to other service providing

companies B, y and 6 and the plurality of service providing companies



IC card 1 uses the new encryption method,
it returns a nessage in response to the
option request. In this way, the -
reader/witer 4 can determ ne the
encryption type wthsghich the 1C card 1
is conpatible based on the presence or

A |
B,y anl[dgﬁgba]@é tHLSROBSE cngi.t € Rt LR &gg é@éﬁ?d that a

. ‘ . Returning to
pluralifyegd the sprsionedafiaition infamagiop r1@ftsrespanding to the
encryp@bh RERLO LR 1LOR BBSS Qﬂﬁlﬂﬁn@&%f? ? 's{(:jaﬁlt 9 the single
the encryption algorithmspecified at
IC card{ o Fosopimpie cphap e spavice promisirg eorapanies B and y

use thaUhdwe %bl?@hbl@ NmBfed a8 e(_ﬁlzi)ST edHesk &é}vztcp eproviding
| C card (step S24). The authentication

compapp §siagsa the ol GRET Pl Mrdeed B (PESHt theAESpection

definitibA HIBAMAIID E56A hR@thaDESeREHEIPEEHIEY i mation
e-descri bed specified encryption

apo ) .
1208, ‘é(gﬁg‘ﬁr? AAPATSITIRGC Ehdeayptiendsiestqromioaiption 1104,
exist sih@frGbaat] Bg shbenawt RNt S CalitN L §8888re, the

. requyest at step S23, the reader/witer
single 3{0 g%%ar Liead e SRRPQ: DS G efes B Plurality of
encryptiifrbgies. and al so creates the

IQE{:ﬁentication key to perform nmutua

entication, and uses the

aut HHfrtt]iogiaﬁJj fiin skeytire ;e)a%dslgﬁg of B fd £&H 1D that
. set. .of random nunbers.
is compghiy vl IR0 PIBRTRT oF icabafiiina o tbaty dn B and ©
accordingy td Shgemesaitedmbodiment Sier wipankeyatised Here,

i e. sekrvice targeted for .u and fr.om,
eramolef ot WSS i iRecttat B 8RR 1 [0 onw
compafllt hvatit ecsibgle renkeyptiont algsrithas siilblbe dxplained with

' I Yt ryic ng.the card.to. be .
refren SERMCLMLR IS I BATR 5 GREaf 8 £groa e
structug pottioand ¢bs kyowa Idegeh ép dhat kepli sompatible with
the sinble8al-64f . al | f. the servic .

e snf AR BES, 1 90 DECSEIM 68 v
file strgrdesr pardien fof o kKhewildgened aBethkeis eng commpatibie
ith thE8fhid & EERJ eﬁ%&%ﬁ: gSOMetimes, when the
w s%g& e f cgpd I's passed over the
[PEfder /writer 4, as well as reducing the

r e G D! BAC 0 (KAIME) 10Nk e SAT H 1 8%s onty
the transport ticket service and

compatghle FHHGAE singlsairrgeion derithuhi of Brdoes not require

the secHBA AGBIBH 1565 AGE: | S0 WSKeh LORW it 8,EF1G. 8. The
usage history of the value (when, where _

systemakiy A8t WGcheXnsr iR dwBIR, jroRtased He the section

definiti6@figfornfit@ih aoPlsubahiihyrief 7SI FEESs | Sre stored in
this way, the de ey is

use n degenerate k _
the sy{f3h drtien HIORAE { HAE BBRAEE HomB5n FIC. 10
and FI(! Lr ald the @kridiienagpyidettikey swe hOladaled.



Furt her, the above-descri bed

aut henti cati on nessage 1 request

speci fies the encryption algorithmto be
used in the subsequent authentication
process (the identifgwer indicating the

encryption type of the specified

@@ggyptlon algorithm, and al so specifies
he 'service to be used (the :

i denft ¥scadtiCoaredde: 1ot Five 18peci fi ed

ﬁ(%{tvﬂhﬁ Srocekd f&rnﬁsu?%(@l@nb%aﬁh 9%cdr81n§|t§the present

aut henti cati on nessa 1 req

embodjmpent il e rerelaingd it redereren I‘A>1% RAFIC. 0. Fie.

12isd Q&ﬂehéa 5%%;}? SBRARE fah Ot RIS REARetween the IC
orithm d the identification code

card LiepggBe ST/ TN tf F STHES SPRLIRE Bempany device

3 acco‘?@iﬁﬁ'tﬁ &he Ms@ni Batbo@inind) *héd YhoiC card 1 is being
rvices to_he used sinultaneously ¢

used. g r?é@r fi%de U8hgl? rae allthethartsar ?ﬁﬂ‘?cme?y Siomng

procesB@SS Agessh, 580USS0,. ST, IJeBCAVENY whiherespect to FIG.
aut henti cati on nessage 1 request, the IC

12. card 1 can ascertain the encryption type

fooibke used in the subsequent processing,

and e Sefr Vi use 013 xt

o AR b I e o eRot o BRkeb T which, by
passingl 0296 lyrd rﬁe vh&u_ﬁaltlda_‘ leofithenipatbsessngt of the
reader%tvgﬁer O tlrhg ﬁglém?e oprﬁ%&%g&%o.n?}feﬁé%w%le%e,(%he IC card
1 and As: Sﬁhﬂm pravidehgcorhbanf dlevide, 3 tdretrhEsmosraghdIreceive

receiyes t he authe |cat|o IBRSR4S %
predet‘r?renélﬁgst% Far’om tthe ercgla er lce Iter g, % P gpuser using

non-c@R349t. COanm1t¢t®nadWhermthntm 1:6011 hmssa@,eaﬂexplamed
m moreecgeagtgt%eléé af%? Iee(Adett/Q&gﬂ!:rQ} Hal ga ured the IC card

fro eauthentlcatlo
1 using padiinebtep She:ms@msm dhe r@detmter 4 and the IC
e y gGiddre S P¥nd icati
card PREEHR) LORANRESBELLLEL BRI o coppmunicar

path (fetenl &2fde S’_Gelpegiﬁf \ﬁf‘“@é ﬂs@e@iﬁf jeaderyritdyet and the 1C
card ¥ %Q&%Ellgc\f\”ﬂr&@erteénjned commands and data relating to the

service (step S60 to step S70).
[0117]

More specifically, as shown in FIG. 12, first the
reader/writer 4, in order to capture the IC card 1, continuousily
transmits a polling request that specifies a system code “0x0001,” thus
poliing the IC card 1 (step Sl). By placing the IC card 1 that is
compatible with the IC card system with the above system code within

the communication range of the reader/writer 4, the IC card 1 receives



[ 0135] Next, by matching the
encryption type identifier contained in
the section definition information 120 in
the logical file structure portion 33
with the identifier & the specified
encryption type, the IC 64 card 1

the abigt%s g’lr %?Se Y}Q&t FS%I go]%g g%% n%e to the

reader Sptey At(ston Stlylbe (step 832) I n addition,
bhegl C card 1 deternines whether or not
{ ]
e logical file structure portion 33 of
t he Ne&xtcawhernl fhesetdder fietigded rémsiveer thec epolling
respong@fﬁ‘oﬁ'l i 'ch'cpﬁ 'Tﬁtdrgﬁe;%g Qﬂith&ﬂ@ca‘uog message |

dentification CO e he SpeCI

| requesfs éfl@uté@se@t%ﬁlessf&)leswv@eﬁwt Kecpd ¢dpigr15303 The

auther@RARGH '@E%a‘é@t D H&ﬁe&p%gééﬁi BNGENRIFO Mor the
type and the service definition

encryptiph Glgpatthein/ 1900 Pstch sk p\ASEECS dis@tifigption code

<1008t hrhsRagk ficedarde! We&vdsSthe ONLBLAEG LA hbGage 1
| ogical file structure portion 33, the

requesbfre% TSR AVEET e 1fs‘=‘tr§§te§§-ﬂ1 aqt'ﬁerg:wnon message
1 respdHsb@hd GRA@s iHeN@sHUrRE 88 ShPREAQ! WBitd N REdO$30).
termnation (step 837). [0136
IR at step 834, the IC card 1 uses the
encrypithanwhtpens paekf /ivﬁﬁesz rddafves the
reader/witer. 4 to create

authenfiga ion, MEsASE Jrf sARASS Je™ ﬂ?eelgp‘z?ﬁé & fsregses an
authenﬁfiéﬁon Mpk eaos peehits alsing thk Racryption algorithm A

ot RS SSRGS C0HAT14E, 21

card 1 reaies v aﬁtﬁEnﬁcatmheﬁ&s&agfi h eequest from the

eptication k tform m
reader R R B B G PR e OTFE: Hay Rpaggend

transmiitgrth¢ hespsese/iccie speier fwatr BYstehe350). As a result,
mutua.{ %ﬁggné%,&’tiogﬁar %eel%t tlple 24 e\a/ I/ x%ﬁteegc a %98 fcard 1
is complhted] €1¢ arsdssion }Meﬁ @npﬂamdaﬂm enyrgh the
comm %a‘ﬂo%%%tﬂ%@tvpe%mﬂe used ﬂrgﬂé# LANGQHS Y cadd 1.
egenerate Key 1's generdted froma

PI2al ity of the service keys, and the

aut h [ .

degeﬁgég%%EQgQN§ﬁ%rt égggsgé%gggéﬁgghggﬁgmd
sessioTgRyUg| cngtiFt e @itinoined opmsmd 2k cessety tohiese the
semcqu axer das ‘}Eéilpa%g f&e%ﬁ?ﬂla%ﬁ%z;}%ﬂtscﬁte'rg&est to

y generated with the above-describ

the IC %éch EradSehc Whswi tbe 1alcget | rentives ﬂereéatt?p"@ad

request BOmftht $tad@lw@ler baNdREy @t&’é@&j’v@ L0 RNRion
in the authentication nessage 1 request

key to deEntiBE CPPRICR Eerfeicauarti wed reds shgjuser
data spcBBBd A EI: TREGANFIYRESIrdA’hE Iedlorp 8. @hen, the
random nunbers using the authentication
key. In addition, the nutua
aut henti cati on portion 24 of the IC card
1 newly generates a second set of random
nunbers, and encrypts the second set of



65 descri bed aut hentication key generated
Wi th the above-described specified
encryption al gorithm Then, the nutua

aut henti cati on portion 24 creates the

aut henti cation nessage 1 response that
contains the first set of random nunbers

IC carcfl Eﬁb‘r@%@%%&td@l H1d2e daRoYEn B8 CldoP@described
aut henti cati on key, and the second set_of

sessiory gy ‘iﬁ@h%’é‘?%ﬂ@r?@FW‘“éjduerdﬁwt fpethe reader/writer
' 4 (stepdFOy€- descri bed authentication key, and
returns the authentication nessage 1
[P&Yonse to the reader/witer 4 (step

SES) I?I%[toﬁégaﬂbive -described proofédce (stdphhﬂto, to&ﬁep 870
e car I.ntern status,. the
of FIG. gl Wllritei kit lﬁa??%%tazhm&r R 3

FIG. 1d, stores the logic card identification
ig%ﬁrnation specified by the
er/witer 4 (the system nunber and
t he EastdiHeD @nd 1tdesiidgdenpdrist @aideem (thodegess

encr t d the ser e

ac seryfloh T B g PR R e T RSB 1o

B02%jst ep 836). Fbrelnafter the logic

card i ent|f| nf ion.and t

encr@%d?on o fype” é%d éerghnﬁ; 8 1303408 over the
reader J’ xdﬂt‘e:t ufdf tlat secomice poesiiag eompdrerdaitetdn tlastC card
oGl b DI A0 DA 01RS 00, 51 1S,
ﬂmIde@hIdémnumr@mmﬂﬁkopnabﬁ@nswﬁdnnéﬂmngxthe

info_rm%ﬁgz{ %P(S 'rglgag tér ?ﬁﬁ‘ tll%?sgrstegr? fc%r“égfﬁ) i %sgélﬁédegy the

pollingNotieest hmsts ihghe togimapfile, stpetire toetigroe fstep S12).
The ICE&%PJ\AE %tc;r CY,EQH‘B @éiﬁn&oﬂ Eféﬂﬂoﬁqﬂb% one, or

card recelves a rese
two ormm%éaﬁrwmmﬁewm a‘dmh theilEeard | iy pranpatibie in

the 1og§689 ERAREGE fdoth £ 88 T et maul hent dg@lden
information is del et’ed. Wen changﬁ;g} g
(PI‘

informg ey i &@ ingdpdopdhe ay Hem\nedes HEafs

systen@Nd the reader/witer 4, the ICcard 1
receives a reset command fromthe
IOdddler /witer 4 to reset already stored

cont @Rk rediQ238%he above determina®@Xbrocadk, if the
aut henti cati on message 2 request process

systenhJehmidoT @AYEHRR, 10 CORTeEPRREing cide Sygipm code
does ndt SRstBAL bidcdds@eribihs Whlekrdd ergiRhtadnn@tli does not
1"<3spornvc\1lI ttohchfr: ?e]:ca?i[ﬂ?/r\]n?r%elt 2 [sl?cle;? 3 1%}6 On the other hand, if the
system definition information 110 corresponding to the system code
does exist, the IC card 1 is compatible with the IC card system with the

specified system code. In this case, in order to respond to the polling



66 [ 0140] As shown in FIG

16, the reader/witer 4 first receives

t he above-descri bed aut hentication

nmessage 1 response (the re-encrypted

first set of randomé&tunbers and the

encrypted second set of random nunbers)
request from thbeedder Gaitdr 4, {hetieai# 1 retubexiogictdaed

reader/writer det erm et her__or not
enarp g e R Ao et DS 0 e
(step SL8)S PRSegit SamidremdificaSibe pnf8édAgtion] & ihformation that

. nor mal the rocess .advance ,
nctoad Ry RGBT © Phe P BegRioon
mform@tﬁj‘lf DIm‘Sf ma spedifird dyardamn n@da aend (tBtt Epcﬁdﬁ) .

the r
entilioy REERERT N P et AL} BROBF T £
card 1 4lsdeenyps & ttieereidarswﬂsaetdr ef threaprlomg response
1dent1ﬁgth%1exrf or‘tnlﬂé Ion %.tﬁinﬁ%ggerscch%{ Qlé(%?? BE)% o&' E?e IC
card syrséamd mmhnulmble rtl$e cht:arlietsmtdq@phtlbbt(hg@ma&&r

i @bnl

referree? ‘ctlg] %Q Egeméﬂ?rgf)éo %{}% IB daﬁggc?(gg%gﬁlg S:trh?)f% %Qﬁi 1
notifieg ‘dlebfeaqlﬁyf WHier 4[(6 1d gncryption type of thqelkt cardsystem
with Wtﬁ(; ﬁrthg alttihleltgeefﬂg%t){n ajtlf)ﬁr ’I%e I@%ﬁﬁgl Lers to

aut héntication nessage 1 response,
the logipabBleetrugtra pediidre3E end sherkd tha erdrgption type

1de:|:1t1ﬁ%i'I I’g !:&ﬁgilngfl] &?&ﬁ@ﬁog déﬁgﬁgﬁ ﬁnfgﬁﬁﬁﬂnn 120

Mor e speci I cal y,

subordp@%te & thyr system defipsiden trrt@ﬁ%ﬁt?@el 1§eleE Frepkpve-

descrﬂ%‘dtﬁ)%&hé& 4 QR clﬁ@é’ genenahed d@{terﬁhﬁg:hgzg
h the above-described specified

encw@ﬁe YRRt Vigh whidobiethirrrd L deerypmtiiihe
Beegnd set of random numbers contained in
t he ‘aut henticati on nmessage 1 response
r eceNg¥d ther PHPEHEPaen dRrstage 1 gigyicphiqoess by the

reader DRE R A r%ﬁ@é’s)é R St Romnd 19ekillAe explained
random nunbers using the authentication

with rqfggneeripdifS- {fe reader/witer 4 creates
ohgsjaut henti cation nessage 2 request that

¢ andBPRE Gt EFC N ot s FRaarT 4 Bpeises te

above-HERRDBH pllihh eeoasd Admatiche rbid alinbmding the

2 request tothe ICcard. 1 alo
fogc oG R Lo Lo MBI B egaERTis] TEgIL] step
S21). Nakiol ttnajﬁaﬁevf/mmn Qivased on mimt eromy@stiteh ttybe 1D
en ti 4 14
Cont‘wl{%cgtny& alﬁltg O|(nc g6t él%)oe néiﬁgeglse[ W}Juonatype to be
used it @eSyubRSRIEpt awélsstl&:gmctrhgot:@sdaleg S22).t e example,
ess.at_ st.ep 85 : '
when G AP ERR G SRR BPENER 0 ol e

algorlthm (DES, for example), the reader/writer 4 specifies the DES



[0143] As shown in FIG 17,
the ICcard 1 first receives the
above-descri bed aut hentication nessage 2
request (including the re-encrypted
second set of randofinunbers) fromthe
reader/witer 4, along with the specified
encrypli@ghlgoriidhtlad ﬂ&rﬁdcf}ipmﬂhitgﬁb tiorifeoxsgdtin ome and

the e tjion t 8 . 144
subseq au %ilq{élp F&or& Bf%gﬁ_s eéxr? %neﬁlgcaﬁé 1ﬁ c])mBatlble
xmﬂ1aﬂmmﬂﬁﬁ&hahﬁmﬁmdeﬂgﬂﬁheﬂ(e@hcﬁﬁi@miDE§L&E
exmplgﬁg}?ey%gg%k%{nlt%e sée?egct e en ﬁ%ﬂ %glcn&dance
with appaspatiaitel e&ieatfono:ahdmons rﬁﬁmh rmtae?@ntnamﬂwt dngryption
n tio r
wve i SRR PO AR P B, g o
thenmahﬁﬂﬁmdeBGpremﬁgtep 836 (step 852) In
@ﬁﬂ;tlon the 1C card 1 determ nes
éher or not the received
aut Héit ithatt therexaepiabereXlgsedirsst chee in which the
reader f%ﬁr'itgpl} Q%etrgll?néist’ﬁ)e en!nf'y'ptlgﬁ tfber Wl lv&ln@i the IC card

et erm nat | ons, i.c card
1 is cangmibief by 4b¢ 6@ dand drﬁtm@mg &fpﬁjev%pﬂon type with

which ﬁnxg rcx :pbﬁﬂie %RGe Q'Eﬁietr%&gmeas and pdin8g response.

I'cati on nessage 2 request IS

PkwmvwmrﬁﬁlDﬁﬁh@ip@bc€§sr§ﬁVaﬁ@@§rt% & efrtgmyne the
ﬁ&q tjhnfe iL BBF BmitSd 3N 1AL RAABRL | 406 mlale, for example,

process perforns an_error termnation

Hwﬂm%ﬁ@éb“@égﬁ-Qlﬁ%FﬁéﬂbP@EEss to determ ne
whegiher or not the authentication nessage
2 reauest is normal, the |IC card

decr bﬁ§I?H?d§é%@H8‘§%T“b?TPSﬁﬁdﬁWﬁﬁﬁﬁ%?gzCmﬁ
1 is inbidabd Yi@ﬂﬁe ANy EY aby thbi@eddRpM@fiter 4 can use

witer and it the decr pted second
the 1C §pds BRHPHIRBOIL AL ¥ ie Mo aHIP Uiy 1C card
1is coffpafiBlB@@m. nunbers initially generated by
the 1C card 1, the data is determned to
2Hor mal . [ 0145] Next, at
step ﬁﬁ&enid%em&hﬁ{ tiaudehddY weigdri Onas been

. i on t he IC ca r eat
R L
metholl EES) G8hen ttrcﬁﬂtbeoikt&rytpﬁ°dsﬂm¢ pflitedI®yartdhd have

been s%%f:aﬁ%%@vgé% e{ is no(t %teg 4t2) de‘-r.rfg%me the encryption

i‘Cati'olt TedSage 2 response is a
type. HeSS@EAL Bodatfryaiixgictth eome@d@y bwiteh eyerghe

t hat t ' . Q.
R
specﬁ"]stsa]tvu:s, Helne amuepRiEin ragudre maycat 4dsied poithe peiling
requesr%ré# f.)nr ?%&68{"1@14 gﬂclll tCi@td'lcnﬂZ Eeﬁﬁtl uses the

tication with the reader/
old enwryptier mithael, doinsk epeTénly tp Heersge request but if the
portion, such as the nmenory 30 (step
855) .



[ 0146] Next, the
communi cation path encryption portion 25
of the 1C card 1 stores the key (the
session key) generated during the
above-descri bed nut B authentication
fromstep 820 to step 853 as a

IC cardCD B ihe dekOdhoppitidn eREthy@Lit eftukaya message in

er f onns communi cati on encr,ypti on
Tespon f‘c‘i?otgﬂé’ﬁé‘an WSt ?Fé‘ “-glifo‘g@l’ SEPAR griter
determ&Redik fehedpeing iyt vian whidhethand cper f ar tadspatible

dat.a conmuni cation with the.reader/witer
based G fi GROHSR YT Hsoh eRpEs L Bath 83‘9%?%“
[oes@rated fromthe first set of random

nuxlg?té]ni%ﬁg ég‘f SEE %%gﬁc | ycta (gdewavg%gnl} creates the

authentihetiore atdesshgs | I eeguksangsitid ehk CGraygich algommm
s U8l 08 RISV SSAPSSH] BRI AL pcarion
messagzal requestyipt theriCkeardi & (tthe Sedy. UBedattbentication
messa; ?rr%gﬁesq q}lgh.lhg@ QSHI]S {j O??&C{O%‘? %Llﬂr?[%l‘é (Elli]at are
nmuni cat on h ween t he
encrypteeialutetﬁwbqvefdeacrmq Stph@ﬁutenqmtl@ bigorithm using
= COfr c n ,
e s QB EAREEL, STPER O AAE) L 0BL oo
requese@éryfer A% thativedtri/ woitdroh g@s@égee tige first set of
rand0n[1 RPN E 'ahééé? QIé?LftesSal%pa@cﬁémm%%ntL@?nto perform
transmts the response to the
muiua} ag@eriioatione end usst tyy 8ghpntiqagien#ey to encrypt the
first se%ﬁamd@mﬂ%ﬁb&%ad request process by the
reader/witer 4 (the process at step 860
PAR3EIG 12) will be explained with

ref €A Qﬁ:@cﬁ&ed’:b@vel%e [aQL@%ﬂa%]ﬁca@c%l key is generated
As shown in FIG 18 the reader/witer 4

from af 38 ey afsgedn tthe SapiRreraEset [Begpe and from the

card 1Bt BRNTI Gak 110 r'(}smﬁ@ﬁ@%ltgelﬁ@ﬁﬁaﬂ S{%yflf Hhossible to
the 1C card 1 (step 861)

dentify SR POGEN CHELIBR Wisd: B BFngA Bl of
servicek RENTIRERINEE, aldeh@itrh@adel an cﬁaﬁeﬁ&gﬁn% plurality of

response be d ted
the seift 8o Gt By “LUGEr B e oY of dprgasy. fom the
degene?@tea(dyeaw the bérdt ITE IFRS pRMAEAleC BMPEmes, when the

s YA By ERLEESAIIANCER L0 e

the retrim&lmg&@em{w (vaRfe) 4nctleates! é}‘rr Gre transport ticket
n as a read regu g ste

SCI'VlCG[ ?ﬂcgs{éatromc MOoNey SeIvice, a

used to write a usage history of the value (when, where and how much

anaggment gCI'VICC 1s

was used etc.) onto the card. When a plurality of services is used in

this way, the degenerate key is genecrated as a key that combines a



Next at step 863, the reader/witer 4
creates a data read request (step 863).
The data read request is a command that
requests user data stored in the IC card
1 relating to a specgfic service to be
read. Further, the reader/witer 4 uses

plurali6f BB Qveidases i bed session key to
encrypt the data read request created at

©¢ép 863, and transnits the encrypted

I eqUeafth0 thdEbdve-deddithell L3h&RiB8A) mdMage 1
the other hand, if it is deteimned at

reques{ SpePllEE 3he RATTYPHRN Pgeiidie & baRsRst inghe
subsediRat ypfrediicdthe freadehenddlitietd iddiansyiths
the error. informati on created at the
encryRgR SRS PR g RFBEsn glporifemy 4 alead
specifieeidgasividestbaie 1864 fthe [i@kbBikation code for M¥Xdpecified
ILOCEessS e lCcard 1 .(the

) ata read (
servied], EOUE SERDPERVESS M- b ne Fof petids message
1 requestphdidethwiddntifief eslgnoe that fdetifidOthe specified
1.0151] . _As_shown in F|G..19.
encrypligh Searitup g puf the R aREr R | 00s Hhar
identifb Ovesgeiied ishwtbed aloae thead placdlies bf sfeﬁ'ﬁmshto be

the.reader/witer 4 te 71)..Next,. the

used sip A EAGGY o bt Shedlad Shshr B R aich

messagel esqrest. d3t eceieing the gugshticaiprbmessage 1 request,
r e ng.the above-described ..
e Lo B R e B0 B BPRA RSP [ ip e
subsequisat pcessireadnd dguestice ambbaseber ypt ed,
jphgsprocess advances to step 873, and if
it cannot be decrypted, the process

per f Beftsamputengeaticsl message iLonsgaise process by
the 1C 840 1 (thOLRRLss £Qtep $30 in FIG. 12) will be explained with
reference to FIG, 15.

[0134]

As shown in FIG. 15, first, the IC card 1 receives the
authentication message 1 request from the reader/writer 4 (step S31).
When the authentication message 1 request is received, the IC card 1
extracts, from the authentication message 1 request, the identifier for
the encryption type specified by the reader/writer 4, and the
identification code for the service specified by the reader/writer 4.

[0135] 7

Next, by matching the encryption type identifier contained
in the section definition information 120 in the logical file structure
portion 33 with the identifier of the specified encryption type, the IC



Next at step 373, the ICcard 1, with the
above- descri bed specified encryption
al gorithm uses the above-descri bed
session key to decrypt the data read
request received at @&tep 371 (step 373).
Further, the IC card 1, based on the

card 1 deltrehﬁnies atl-tren ok @at thend aakon ﬁateif mccsmmtmb with

, t.he ab ve descr
the Sp‘“ﬁéﬁé’P e&%’t'yg P &Rt ﬁtgp % ci‘ﬂ gdf‘f r uct %rflel
determprestvitth 3 Dr aod thay legitalsfila s’d‘&tmraf patdlon 33 of the IC
card 1 ts%lp 1%%@%12% I{:Lt?él.%e%%g% g?iln ﬁa%)rlrl] gnﬁ"grs ea{mot%ﬁfeﬁrof e
1dent1flust$cm cteltdot thedetafied ﬂfadmbystaa 933)udVhen the IC
PECI f £ c n cat.
card 1 1 c én%aon?al ne(%h %pe% eedceu Cliyg)% ﬁltjgﬂe aqld t?le service
deﬁmt:aumhfennamt 1@hofi the srrmixte awde foafthe spgcifeed service is
contairiela%gltge ﬁ) cgl ﬂ:lee.s%c%ﬂteﬁ)o W &4 %ﬁg pocg gd aAnces
read response using tHhe agove- SCri
to stepiPdsilprnk eyhcamdst. thh Snpoess pﬁtrfmsmh?eemr
nLeaderi wd-her 4 (step 375). [0153]
temmlTtﬁe § ess7t) sequence between the IC card 1
18hePlt he reader/witer 4 when the IC card
1i SN@:’E&th ét§p gé@' ﬁle ri@d:aﬁp@\(ﬁeé’\iﬂeréncryptlon type
reference to FIG . Access
specifighby Hie rr:@ieééwtqr& ftowé:tfatie §n@r‘1’1ﬂ§ﬁf¥§@ﬁ’fé‘§t Fispeage 1
respon\éé g%a 1) e REJrY Rbé kol 00l 4R AicaBMRey N

0, and access to the IC card 1D

generaflﬁlawﬁson@&ﬁatpﬁ B sait tHntthe sa¥Re Mpper o
reader AR 4l Bi¥Bted thBaaNnGe sV Lyl 10 pEHEFm Snktial

perf or med usi ng the sane seg}lﬂence as
auther§iativh HoAE B0 ¥a VA HCE Hatwhict TR ic gpecificd by

the ree{d@ﬂﬁﬂ’lter 4 (the semce deﬁﬂftﬁﬁl\&ﬁformﬂﬂﬁxﬁl 180 I]:]{ey) and
Servi ce rovidin conp swiches the

the cargd [D-3f Ak En&idg T%?‘ﬁﬂqa @Hé%l%gf FpaEsiHg Peing

used sixﬂtﬂta&fd:ﬁﬁylptdt Qégeahgﬂé kb denomxdd t@nA, pifitity of

the sergbabRY T 58 F AHCITECHIET bt SrosRst P

degencfat@dy Bnd whé l:&dtlh)e Tiser tise hGnedbdtbibntisation

portiorg?g.glg% ﬁ?}lr?g\b\cl)wiz_eto?es%n %%:ggltl %fdlaglq;llggz’%éﬁ:%ﬁé F key
generatd’diavtutis dreahigerdeseriiedt et;:@czﬁézi catrgiptio slgatithm to
oppatible wi.th the .en t|on
accryms Pyl R Rr T Suie S ERE A", ¢
auther[ttmdoxi Bichfrage 1| :squpdtyrecovgplatorblties wiatiér /winger 4,
[ Mea
and thgser%(é)}ﬁlse ?rﬂcr%% ﬂtlc‘gr dﬁ B thg}t@(%ﬂsl(?mm?b%p?uSmg
the augempastidyl lecywi inlrddgicn, themateal pptliaptication portion
: )

R T L
and engagas to sapnd eetpd Fpdem neapsrsesifg thepabove-

313) fromthe ICcard 1 that is passed

over the reader/witer 4, the

reader/witer 4 can acquire the

encryption type with which the IC card 1

i_ S _co_rrpa.ti ble (or 1 he e_n_crypti on type




In the above way, in the present

enbodi nent, when using the I1C card 1, the

encryption type with which the 1C card 1

is conpatible is notified fromthe IC

card 1 to the readerfawiter 4, and the IC

card 1 and the reader/witer 4 perform
descrited cluyipdrtiontion Reagaerdad oethwht Bbbhedescribed

..encryption .t f.Qr _the nutual o
specini ORI B PSR oEiess I e e A Sse o
portiorpm breetzs rty@auﬂﬁ:nnbam:emamge prres;msgﬂzm
contams the %thhs%{; 2? %a\égi?)%nn eg‘rs %I nngpyea eltdll,l Ist;l'ze ahove-
descnttadfafueh@ntca‘am twptamdrtheretdwd%t of ragdetn mfmbers

C cards a r
encrypée%iwp thea otVﬁ c&eﬁgnqzl g%glgl%e %lfgtlﬁr? %(e{ And returns
the auti@npaattwbﬂ mewiagh 1 pottonshe thepradwenwetdrddstep
$35) encryption algorithmA (ADS) and the

" nonrepresentative encryption algorithmB

IODEB), either the AES or the DES
enc I‘Xﬁ)élj I:glgt aa!sg:gé IIé bé?dcﬁﬁltg%apﬁ%g Qhe mutual

er orm dat'a communi cati on. For
authent@ag@hporttl@e 240idhe i ¢sargiahstgsss thy éOgBE%lrd

identiffeBGdY ﬁér%tﬁh%@&lﬁ%} chePRLASN // Wrﬁéiél the system

conmuni cation with the reader/witer

numbergnd 4he ey 188 apd tthaidepgfiesiiop cogapier |ﬂm e
encryp%ﬁ I?yﬁeh‘ﬁlde@ﬁrs\ém&eotﬁ aaétgﬂgle E)Bmo% 1B the

Meanwhil e, the I C card can al so use the
memowodswélﬁaébl BeriiEhclhy é@%ﬁaréll laﬁmft%ﬁ?% 0

informRB&H Qﬁmed@;t&yﬁmmﬁé 8R4 E@RicMiddhtif8tion codes
reader/witer 4 of service Athat is

are refeigethty 35)|CHIIRAE ﬁu?ﬁeﬂ%ﬁmwafqr%ﬁﬂapg of 7% FHfFent
autherRich 86S)rforbh@idnGs Qﬁrﬁﬁl&@ﬁﬂxrﬁ&ﬁfe@f&ﬁﬁdmaﬁng the

e S R IR LB MR & BLALRLLLY
wesgiol in snooth sw tching of encryptl on
glygtoél htgsgl n lelati OW etnoth!a %ogrer gource {0 the IC

card 19§ fﬂﬂ&ﬁ'ﬂﬁiﬁda&dwﬁﬁcﬁy:pm cand (Dfre&S\tHsl’tgreset command

from ﬂ'i@%%g? rsﬁg, Etll{l stor%c% %?eﬁ;gieg Cﬁirlgélt epﬂ}enpcatmn
informbiGot-isGEeldpd. amndjhaggxhg alshevipr ésented between the

IC card rfbangltggrr]%sﬁlvéﬁr)e ter 4eé1%t olcr,al.ie i Irgcbeq‘%)es aFrle&c\tt

detarl erence
comm@3i fr{0 b feader/writer 4 to reset already stored content.
[0139]

Next, an authentication message 2 request process by the
reader/ writer 4 (the process at step 540 in FIG. 12} will be explained
with reference to FIG. 16.



As expl ai ned above, the issuing device 5
delivers the issuing information 60 to
the ICcard 1 in order for the IC card 1
to issue definition information. The
issuing information &0 is, for exanple,
the systemissuing information or the
mead) on issuing information. The system
i ssuing information is information used

to | ASHECTRE Flly Pchiedialeygribr frst receives the

above—d&fchlbbcﬂ hGthenfbaidomhi@agd 0 r&gi%né@htﬁ@féjeﬂorypted
exanpl e, in the exanpl e of

frt sof QLT EPSE OB EngBPier Scars sheffgndom
numbdrﬁ} fRdSthSIC 438 1SEehem1l. SREtNthel REQHRELL
det éﬁo natlon used to,issue the system
eterms HRR P TN SPRETSH! A1 PER Ao TEC g
respondefs Ilmrhiaﬂ) (St&p’lﬂ@&‘]ﬂlﬁﬁlt o230 taB@rddass ad@aces to
ste 893, 1|tS|o |nf%{ tlon 1300

p sby S s HFEE2 R RAETP TR IS &y<Teh
termm&lor(htdﬂ@ﬂr&)t mxeﬂzermebsstth de&e@ircOfhdtB&WNGt the

aate s RAGLEL PR Hlrot ARy B B FruspLari ™

numbetrs thee weesn o1- Wﬂmd al gber ict bard 1, antikicht Gecrypted
first se?ﬁ[%lnlélarlnc% m IEP&T. r UC u:ﬁésec psg ?{%HS% numbers
initialty brywmated bFItE: r@,de:t/mltsze@,tuhe datssis Wiettgrnined to be
nonn&infornation is informati on used to i ssue
the section definition infornati on 120B
[BHHl]t he area 0 definition infornation
13081\](1;}{%&12&,[09%% e§¥.}>o nﬁlet QS&I ? 4 based on the
encryption algorithmB an
authengigainrgsagage tioresprasex¢rsatien glaa/f@tmontamed in the
auther@@hiidH 1hleRBadend %&@és'r q&eﬂ;% [Igésr':_ésl‘};éclﬁcaﬂy, the

System i ssul ng informa
reader yigx 6%@&@%*3%@1@%@@6@% m@her@fea@yg fgyrgenerated

at stepl SEHRE thOhOEVRIdORLIDs G&Qﬁﬁﬁ(yn@%mﬁgntaﬁﬁmthm to
Er esent enbodi nent, a process to

decryPlenidyy Secoiidd scf 30t E Femhere gprigingd in  the

authentibBLHGY Sl deSB WedpAnsN - QIRY I 1R, Q. IwJan g and
reference to FIG 20 _and FIG 21. FIG

then once GrceRBTRIALYT SooaPdgram SREMPHyBhes usmg the

authen$itititet Ukey. Of trhgn SYi$leeMeh8SWivRBr 4 creates the
i.nformati on 70 accordlng to the present

authenfifinh MRTRS28% 4G reaqes sthgt petiang Ehea@‘? gRRrypied

secondsia:fﬂ\mf REnIe Qfﬁ.ﬁﬁlﬁ&s f Qlext,h@cenRaaMPiHER ARGnsmits
on of t eSStemISSUIn

the Crea er %‘%&F?%??U?ﬁ Iﬁlﬁsslaé‘é | SEHPHgtodi [Cecagd | along

with tharwbotré?éedcﬁbe@rsﬁedﬁeﬂicbgfdbaﬂ@ ide@tifiB&ion information

and th gr?cse tonet%g ?sltgl? ELA

[0142]



[ 0159] “As shown in FIG 20,

the systemissuing information 70

includes the followi ng setting items: the
system definition information 110 for

the IC card systemngiy issued in the IC
card 1; the representative section

sect Ne#t, g hirtdnitioatidrNinessuat 2aBspode bhdess by

the IC c?]r:;igp &,ﬁ? %alg)ﬁg%iﬁs t%gg%) %rg{?‘llé?? Ié.é; %ﬂl be explained with
referergteftd BRict.iton i nformati on 130 that bel ongs

Ig?g é]he section definition informtion

&’ More specifically, the system

I SSUAnghawr o1 REL. i 107 tHOIG aaki ud@st tdeeives the above-
descrlbe\é taglghééno sél‘ylgrg s Oers],s\c_t\gepa X eﬁltdteesrp lﬁ‘nleJg%ng the re-
encryp&ubsdconéobet ofmamdea Oinkieyrs)viomi ﬂu& reader/writer 4,
along % tﬁoca t E}%&Bf& tPe @ léanxb S{edggfﬁf gartl%a dmformatm agld the
encmen@yut{sﬂfrﬁéﬂélbode Note that the area 0

ng refers to the key contained in the

are O definition informati on 130 shown

i n FN&t, Bie ITherd drdsegrmofiesswleeth € @l haseht etove-
descﬂéyd%%géﬁéc?fogcsc & 1&6@1%1‘1@&'&5[9@151’0%&%})? %58 the

(the size e storage area ocat ed
encryptign {1 aiF éae Srrdens i< fogn cardigenfidesoh
1nform¢la.ﬁor§g1%1 Eﬂe%c?;élﬁ)nsty,fﬁé ﬁ'{TEHe lxjxleﬁg autherm ucatmn

I nformation encr |ntvvo ayers
informpethgiorsiicritthp ebowtdengri @ﬁr istzatS:S@ ﬁstRE@SQh In
add1t10fn| Elglcaé&@@rde%é‘}dlﬁ& WEYihéoAis tﬁe ?@c@ﬁr@g _

aut horization key 74 (these correspond to
authenfigation, pieatacs 2 fegHexdy e Hyan SPA)- Ff.Gs a result

of thesB Hetefhitdfi@hs HhBBogidb@NAL N Bica 6OP B iHmd 8 and
encrypted information, a type A system

the engrygiifh yPF AFOHPaterdn a?éﬁél%ﬁaﬂlanvgﬁ&@nsnessage 2
requesS kS @ Mal, $6¢l pRtebNh@FBEL ANt DB £Xdret if tHdde is an

t%e t%fge A system issuing informtion
abnormafity, (i PLecesy REFIQL: B FREY SHRIGteR, (SERSS8) In
the proz:43§t;6&ie®éﬁ1kﬁ$/whtaﬂ1%r Sy ab@me@@@eanticaﬁoﬁ tdeStage 2

e first check cod
requesp ﬁ&%@é dﬂ% é‘ff T4 h 859 PS¢ s 3ERBRIsS et sedom
numbek'ﬁyhaZ zuerd\&deﬂdr@pstaa Iby, tht header/eiritt @@nd if the

decryplce S%E%t%{(%% of f%% Oﬁﬁﬁﬁ%b%g}f( & cg gne secon(s] set of
randora Irﬂumat*sedutﬁaalytg&aemmbja thd Ioecas@ aoftek data is
and _{he second check code are
detem'tﬁ) egtog%cryp €d using the second
[@utFori zati on key 74. I\/Ean\/\/ni le, in the
t ypeNgdS¥§§t§glsl5§S&1ququ trﬂ%}'lja ok 708(3rt10n 24 of
t he system version Stem ey
the IC térd by@&@m@d@hentﬁmﬁan ws@agce%/raspomeommg the
the area 0 key, the first padding and the
first check code are encrypted using the
first authorization key 72. In addition,
the encrypted i nformati on, the nunber of
bl ock; al I.o._cat ed tot he area 0, t hge



"system i ssuing authorization key" is
used as the second authorization 75 key
74 in the systemissuing information 70
for the nobile termnal 2. The reason for
this is explained bes®oow. [0162] In the
process of encrypting the systemi ssuing

encrypitioh @y spletifibd B thd Rademmelterof sté]:ﬁs54) The
"di visi on authorization key"

authenficaHeR MESSAEE £ SPRMSE AT BN %gechﬁ’éSPn%Fhet he
reader/ @R 4&hkelymaﬁa1talmmdzﬁnaﬁ&e it camwae S G‘Ghihef] as

of t syst em nunber or the '
the 10 Seee 'St RORS RS GO topdih pahpn 29
stores ﬁxefalsmﬁontiﬁaiasﬁihg tHad Pmaine! aehepidaon efitt e
re YR E T B R AP PR B oo
30 (stepad®®). it i s necessary for each of the

[E)E &ective owners to be in possession of

e ‘aut hori zation keys 72 and 74. [0163]
Her eNe:a:stl'sammwmhmcEiﬁ@ path, ertcb@tiossmirtm@a 25 of the

IC car(gq Sr%séh Re t E%ggslérp I{t%r hge %dvclhic'r!mo Nihe above-
i Foh ke TSy

aut ori za owner I rs
descrii@@vngaaﬁ@numdhsmm@ 520 to step 553 as a

commvﬁr%p&tﬁ)% Lt iexﬁré'ﬁﬁ&{ a0, %ES@I‘HQS %Sé)glgn&fmation path

system 1 ssui aut hori zation ke
encrypsien om dedosdarion gvitetiecbosB despridped Ispeadist enmryption

type ah:§ %Hffgwréér gé&r&%ﬂl&ﬁhcz&ﬂ %ﬂtﬁ%%%ga&‘?/%ﬂter 4 {step
S56). Here thg session key is generated from the first set of random

numbers and the second set of random numbers that are mutually
checked between the reader/writer 4 and the IC card 1 through the
above-described mutual authentication. Also, the communication path
encryption key is the key used to encrypt data transmitied and
received (on the communication path) between the reader/writer 4 and
the IC card 1 by non-contact communication. After that, the IC card 1
uses the session key to encrypt the authentication message 2 response
created at step S54, and then transmits the response to the
reader/writer 4 [step S37).

[0147]

Next, a data read request process by the reader/writer 4

(the process at step S60 in FIG. 12) will be explained with reference to
FIG. 18.

[0148]



[0164] As shown in FIG 21
the systemissuing information 70 is
encrypted by the issuing device 5A and
the i ssuing device 5B, using the

aut hori zation key 78%nd the

aut hori zation key 74, respectivel

Enc rAspthedmgg SEEm $.sbairersier fdienas f¥%¥r¥e¢5" es the
above-derc‘:ct%:%]d' MBh&diLBoh %sk&éecﬁféipgnse%n kife 1C card 1

card 1 decrypts the encrypted system

(step 56 Y eRig thnTeGFRR(ETHeF 4 9eteBmings fgther or not the
received Hﬁﬂﬁﬁhéﬁldn@ﬁeﬁé@ 2 Z’gsyﬁ‘JBQG a bh aécr%t@d using

securely stored In the I1C card 1,
the abogerdesesivef sessiarelinyi EiFPoIo4 hés ey"e%léFnif fhe response

can be H&SWH1RY, thRFREIBE LALniOs USitBE SEBEIf the response
above-described first and second check

cannot og dlggrypfeéigglreader/ writer 4 cregfgp grror information as a
Kmdleg@ﬁ@kﬁé ©cebdy, first, the first issuing
evice 5A uses the flrst aut hori zati on
72 (the division authorization key)
t o QL MPbich 635 ML RANrPFHENRG drBhies ARtatOfead

70 and gener at es ovi si onal encr
requesty gten P Dr R GRS RABEE Cr s g eauests
user def®Mored\NeXihe ICRars eeoatng scabpgiftiestrdes obbe read.

uses e second authori zati.on | 74. (t.he
Further, é}f‘f‘eéeag YEGIEE T PR &“&pﬁb@?‘e R ARY %S%Séb“%i 5
encrypOfhetdaen sapstrequdsd ptratedldt soep BéE arsiycsmits the

i Ssuin hari za o.fur
encryptgag Pyt F%élegraoc\?lr S |1 Sr'lie %éﬁg: r(?/ptﬂ’éedO Sy PE
is deterngsed Elgstbp] Sﬁ.@ Ithml trhua ri’ﬁ)oaﬂd cgene I’Oatcbcrty’g‘@d the

reader /e wr% LYP ed ﬁ 7 'fg&%ﬁﬁcﬂ@éé on tt%e above-

dCSCI‘Ibbtﬂl etdpv&ﬁﬁ @féale ciexmacra,apltneQWS(t ﬁtepseao and
[éﬁﬁﬁ S81), the system O representative
ncryption type encryption algorithm
( narkédzy, & ﬁetarregﬁ pyentaby the I6mery ptthgrprocess at
step S’?@E}BH{I’@) bﬁ qﬁ'xF @%tﬁ ‘Pefgllgg&e {ohﬁ(} 19.
system ers e I'C card system
[@Hﬂdespondlng to the system definition
i nf oggﬁmciugﬁmli%@ a8sinedatde feyt%eéﬁes the above-
nunber O in the IC card 1.
describag dptd A rpguest ﬁoﬁlcté’érrﬁfiﬁ?ééwwef H (plgm S71). Next,

the IC @RQVIEier&nlints Y@k SLALYRL irORRHRGES fSealiSequest
performed in the I1C card 1. In other

can be gapryRtedysing theigheve-gegcatbgd possigukqygstep S72). As

a result, Bf @k MRtd RRIJEGRIPELD De F@l@&tyb&ﬂ e MOESs
the second authorizati on key t he

ad“”“m%FeﬁfEsﬁéya%ﬁﬁ?%%“F@bPeggﬁ?HFﬁv CJBETGBn

perforn® ad BeoSHEE@MIANERE $¥5).0r the "system
i@éﬁing aut hori zati on key") that is
[ rely stored in the nenory 30, to
decrypt the encrypted system i ssuing
information 75, and thus acquires the
provi si onal encrypted system i ssuing
infoimation 73 (step 882). At that tine,
the issuing infoiillation decryption



second check code (already decrypted)

that is contained in the provisiona

encrypted systemissuing information 73

to check the integrity of the provisiona

encrypted system i sd@ing information 73,

Next, the issuing information decryption

por tNam aPFtepsFs, thed Cldard tl, waith hior Alzavetdpncribed
Specﬁeﬁh(%ic%%u{)éE?C%?gftlll{ﬁsh?e%rtgg tagg e%&nged se%g%:a key to
dﬁmypt@wﬂhmah@ﬁId@@ﬁyptfnh@apmsyﬁgﬂﬁﬂaw873) Further,
the IC &{%g Yy ﬁ&&‘& ik %G}%eﬁﬁ &hﬂﬁnﬁégu%ﬁ’{%&q%ﬁuz{f’ stored

us acquires the ori gl na
at the a@gﬂrﬂﬁg:nbntﬂ etewetio rear ysst éﬁa%@r) theAlpgical file

Stmctutré] ggrtfoh% aﬁmeét%§ le{lcﬂiga %&quﬁgﬁl%;@ that contains

ecr Ptl on portion 27 uses t
S

the usce fapk(stepdy 4¢-alThe geRpnapyn dadhy m@dl)lse@” lata is

determ,{r%dcﬂ}rg éﬂl&@ %e'cﬁieh tﬂ)? ety %Iﬁﬂ‘ééﬁfﬂ code
Issuing informatioh 70 to check

containiegdip élpq YT aglﬁlg’erg:vgp@tmqu@gﬁtw@ After that, the IC
card 1 éﬁgr?ﬁ)t@'tﬁé bRBtedQatd géla@?r]:sponse using the aDL

that" in both the steps of the two |ay er

describgg spSpt 8 Pdderrnitsit ép ﬁma%m“dweeﬁ (step S75).
(8%, the representative encryptlon type
encryption al gorithm (na

r epr BESHCERS; S«?@u@}%r%?m?eaﬁhﬁi@ ﬁ@ﬂ% 1 pad the
reader M&@Er 4 A (hé RE caral BEMided 1§&L§ﬂé§ﬁec@ AbdvR8yith

su information 70 and
referengd i Rf@t ég 57&?% | ASENY PREOFREL o Ebafss only
compaltitfle mtfnahe exaplien a%ﬁht}ﬁﬂ &%bb%’n '1BTa MAG; and
he e-descri hed flr and
access ettg% %2@ %‘?fdlé §onTp6TE]§]mth ¢ encryption AS
algon&&mphaB red Giowen M Bl Ref peeneedOsild the s2bne
2 u3|n he t. ypes of
sequendhls Sefribfd sntR AR AP RIGEEES ona 74
[@B4perform t wo Iayer encryptlon and
decryption of the system.i ssuin .
ot YR, Ghed RN SR BR b Hhepy syitpies the
encryp@om allgmethyn cefuch @scaxidtisy Stteesmabxp&on@éganthm from

BtoA, tfé/rp %m(pfl Olp€ %gg{/ %&hﬁ? 13 ﬁ%ﬁd}? \é,ﬁl?xp?%lfe S’l the

aut orlzétlon
enmyp@mmeﬁonﬂum$®aadﬁhaﬁnbahtuﬁxkéﬁ<$mdandcgmpmﬂﬂe

with a 9&@6@6 E%eg'l)}g}vglﬁn oc%g trﬁﬁmg u %‘op %?eﬁnﬁl)é P 1%4 Slumed

now
that some users use the IC card 1A that is only compatible with the

encryption algorithm A, while some users use the IC card 1B that is
only compatible with the encryption algorithm B. Meanwhile, some
users use the IC card 1D that is compatible with both the encryption
algorithm A and the encryption algorithm B shown in FIG. 8. Even in



[0169] For exanple, in a

noi ni al business type, the I1C card system

owned by the IC card 1 issuer (the

service providing conpany that issues the

IC card 1) is the I1Gicard systemwith the

systemnunber O inthe ICcard 1. Inthis
such acase irotrh‘éleamﬂhwn'esgonso (stet 81 Bji froen ttelC card 1

. r.of t
thgt is ?%%8 &thgtng ey, d S S i égae r%gc?eﬁz\m%?%r C acqulre
the encmfpttdmetypcssv@rwhlem @hq IC ¢agd tliecethpatible mr the
i

encqrpﬁngr?ﬁlopr :Hz?%ctllg 8%91% el,{slag i@x%g E%&tﬁ (El.ru% R,ega_rd 1D that is
compaiifely wiffh hdtle theemmﬁna@lgvethm amh Bbf Irt Hhes way,
in the aﬁ%ﬁéﬁfgaﬂ dJmeQS etcTﬁ'bﬁl étép §§(5; §rd§ the

'system O nistrator” "and t area 0
reader jegytenfusar detgrmineeheihemto tﬁ@reltéwaﬁaﬁl egcryption
algorit M A b:ant %ﬁ&%ﬁ&ﬁ alobfilifh ECRMha%St §4R0F @

gl ven railway 78 corporation is the IC

[t systemwith the system nunber 0

(hergifabbere w&f eh BR0pdeQerRSniRAimSHSHEEA using
' and the railway corporation is the

the IC ?%Zi’éaﬂéff encrgeioar tyre Wah wiysh gie IC ¢apg i

compat1§1¥$§ £o0da e BASIT &AM toaRd rddder /v@i8A4 Oand
wner" are the same .entity (nanely

the IC ?éﬁé e tRayeRbF BT (oPProTppEPjPton, in
accordédbetviieh ﬂiefb@ﬂ:qliﬂaﬁ tybd] fér @ SRuNBEL&hbREcation
above-described I C card portion 8 is

procesyy Ay SYBRUPITAERR FPEYRERIRgFSs pndprocesses
using thaké@icy. @bcdainglhg et ipRVsibicNg aSOEP 8 BSfcrable

use of {lytfo,iflgm | ggcg;%e%ctgglgmﬁ)glslégli c%?Z:Lm g’? lelﬁﬁzﬁxrgsn (E and each

serviceaFoh exdrhple | with @hdithyardrn tpe Es&toﬂipa@ifbimth both

the rer NG §aF Pk RBHOh P EY BRI | n

represddﬁﬁ:\&)@b@@hﬁntaigm {ieS)acideer died ARB toir alne

DES e:ncr e% aq rih’_gmscearnv g Ssg { I N In%nda g%ﬁmml{mcatmn
ea Servi ce providing co%p

For theseeaaoue&pﬂ@wadi ng:aoompahg/ D@&mncxypﬁon algorithm to

pez’forr{x_@?i 1?[%1%&11904 OI‘ I k€ ?n%@e?ﬁﬁ%erc & ‘for a serv1ce B

that is stftcampahblemﬂndm ¢re:r1’}€rqsm adaintﬁm E {IhES)d

Meanwille, th@fc %%ﬁ:{fp E%n alsDSsIRAL hRrd £l ?Bﬂ%‘?ﬁ%
carrier. er ef or the owner o

encryptigs elgarit t@aelrﬁorlzfe 9af(at deerpwmpaiiprawidh the

reader Rpﬁ{egh%? 231 s@iqi‘ijc lb EhW0 @6m8£u1$1@ GitBHEE @leyptlon

I ssuing authority (the carrier) are

algoritigfinf/f &ESht The I earslelscamudiergeretfisrdly Whegrapatible
with a bﬂﬁaht?‘ Iof @n&yﬁ% Ql\é@ﬁ&m@&ﬁjd Ezﬂ‘?als§ ¥>§1tf§1@1 Qmooth

adm nistrator” are different, it is
switchige st Peempiien flgondeny werclsiondo de serd petms.

second aut horization key 74 as the 'area

O key of the representative section of

the system nunber 0." Here, it is

necessary for the second authorization

key 74 to be the 'system aut horization



1. Section issuing infoimation

Next, an explanation will be given of

section issuing information 80 according

to the present enbodi nent, and a process

to encrypt and check’2the integrity of the

section issuing information 80, with

[ﬁe&@r ence to FIG 22 and FIG 23. FIG 22

IS Ianato showi.ng th

str 3'\%3 t%rlg ct %rhdr é/ncgg:{ : 8n° |1s§;§1l1ﬂ 1@1%rma%on. FIG.
201@1W@ﬁ2ﬁ'nat|on 80 according to the 79

l‘gﬁlrxga:lﬁg ?ﬁss 019%331%?%%0{1 ﬁ%flert%cl) Ig‘?(} atﬂ(%\%gcgrgmg to the
presentigobypinennwil bcepiindd inheoseditiibwithgsierange to

ion 80 by the issuing device 5
FIG. 2d{bdﬁ;i&ggélc card 1 according to the

[Pr®dent enbodi ment. [0172] As
sho
SO, LS 3 BASSSRLAR 3 0R

issuingggforggon 6@rie the Wecayd dt inomderepr Hiet Iﬁcmrd I to

issue d'eﬁﬁzQBH%fbﬁﬂa&t%o 10N 1@&11ﬂg‘ﬁd1f¥rrh§t§dﬂeg0 {sn id-he
Ccard 1 and the area definition

examplien@@r%ﬁerrbrﬁsq@e infaEpatis] ohgs seeriqrhigsuing

inform&@St 112 FefdnDiskiRB ihBHALABRE ARG HoMREE to
specifically, the section issuing

issue thi,peiY Hafrensysm Aefinides H%f?réﬂ%%%lr%h? Yncard 1.

For exd¥flE ihdBOLLShEE of {RE0 SIS BOLKEY¥EHSIHRR 33
system key, the area 0 key version,

t he
shown Phgl%rse L oSl sgupsdaipgatian Eniniermaighsed to
issue t'?ﬁ gatandednition ﬁl{iibrrﬁ:k@%k 1 %IfE? &he %Qit@ntdé@hmon
e encryption e identi i.s
informatipant 444 %‘gci éﬂﬂﬁﬁﬁoaﬁn*omﬁegﬁ |1ﬁ%Ct he

corres;emem)gp;b itenneRid @drd( SRey Bt :j om 1l §aet kddg, the
whi_.ch the .ne i ssued section
Sec“"“d&?‘??ﬁ PSP ePaP Eifvh}ﬂf’ﬁx%“ofzbsqd o A5 AP grigpition
informdtite @reapéhdiny tandy bheypudstb elgotithnid BCkS IC card
S ne as

L ror SRS Bt L5, 258, 0, 2L EoLNE SR B
shown OTT3]8, kite sattibh iwing ﬂn@m@bn@mmfmﬂ@g used to
issue tf'len ge%ltxrorrqtd!s lrrl]lttgg mi%rmatlon 120B and the area 0 definition
information 130B that correspond to the new encryption algorithm B
and that are subordinate to the existing system definition information
110A.

[0158]

I. System issuing information

First, an explanation will be given of system issuing information

70 according to the present embodiment, and a process to encrypt and



encrypted in two layers using a third

aut hori zation key 82 and a fourth

aut hori zation key 84 (these correspond to

t he aut horization key 62 shown in FIG

6). More specificallA}, in the section

i ssuing information 80, the encryption

- check thy peegriignif ithid Sistent eukigshmrkeayn Vo) Sitlo feference
em k e area. 0 key versij .

to Fic. GG TR 408 B B Shpvips e

structugd eftthe cpstemais suiey criymiatnlidl agotdieg tdibegresent

embodunenlao[? C; gfll 2N k ééfn éjﬁgrar}la agg\;v}n;gg)gbcieﬁses for the

encry
encryp@dreatkd dedep@ereciithe iy enmriypteglingsimrgion ¥ by the

I 0
tssuing @k i BREL TR PRSPl madthins |
embodigreat." key for the representative section
[€ﬁ$@ O definition information 130
nging to 80 the systemdefinition
i nf dksnsitaveniniFIG. 8, thhevsirinsissnye omatygn 70
mclude%ﬁé %ngs% lftgﬁs rtﬁg 's?gt&ﬁtdeﬁﬂltmn information

(hereinafter referred to as

110 forthe ff seidatyistmn 5%l ésAurd iy titifh@ ?ﬁéw ly the

represeh%érﬂr‘é @,eét‘ﬁﬁ{ sRRodatdNkLA %ohﬂé@:fd”fﬁid @3t belongs
The "area 0 ke

to the Saféfﬁfre%@’ml%fm v@@@@wﬁﬁ Ooﬁn‘# F%ée area { definition

1nforma(t§ﬁl| B0 @lak 8BlIch & Gahe S¥SH B eiRBMH i@RRFation 120.
ere is, for exanple, the key indicated

More SwlftCHJéY rtaf éY%ﬁ‘é‘éS%%F%‘l’%n%@}& Hhigclygps the

system%?%rsidh b Gsystedn kb9 the sexphaloned fiat Bhdding, a
the fourth authorization key 84 is

Al s 0,
first chpglpcadey af aFa o BTSIPReT dprdsEnt Hiq jgmber of
area 0 SIRChIADLISAG! h @Bcohaldadidlrigd Andi Bfs@EdTRL dHRBK code.

Note 5 Pt DO 11671 B R BRDOE0CE 0 788 0

deﬁrmmemfsﬁﬁﬁtdrpm(smenm(mer el maktrerneebetread

tem
atocatq LB Seriieas 1 BT ¢ SIobR hg sip i storaes
area) ali@giesl ibaht arfcad @dgetitiqysteant ) . The
[" istration systemrepresentative
Section system key" nentioned here is,
1h eddioangieesysteneiskeiyiingirmatied70ys ¢fveypted in

two layilzeff&s[ubg%%c] pypr@ BIaALﬁhgnéU%glq{eﬁélg ﬁ%'st a’tzl}':hroazatlon

key 72 28¢ atdeeoimbgtihonzatsskayg 4 filfene rmtneezwnsl(lmthe
S
author%gt\%clgrg géyggz hfs}cl)vﬁl)é\% I@/%\?\DAQ %ﬁ} E?rlléz Eﬁrléh R0 scope of
the endryted 8foamari@y a taprdA sneryppsedng erdorrrmtlon 70A
| [ .4
and o B3 e B R o P sy ore
systemtipratipg bygmradpnsEédy fiow, thestyistrgn kﬁf Kool fém
85 using the authorization keys 82 and 84
that are securely stored in the I1C card
1, and checks the integrity of the
section issuing informati on 80 using the
above-descri bed check codes.



[0176] More specifically,

first, the issuing device 5 uses the

third authorization key 82 (the

regi stration systen1representat|ve

section area 0 key) 7fo encrypt the

section issuing information 80 (step
system 3@9)the bystemidioti¢.dhe firsieadding angl e irstechek code

KgYaifdndiNeh

are enc33 bR MLy AL APk T e
encrypigfl mfhml@tem, itemareadl ktyrvsrsion thapgret O key, the
numbepP Xﬁﬁl&éﬂs allg?ét%‘(ﬁ tttg]ﬁfe eﬁ@& b}’ﬁ{e %Q&@S&d&ﬁé‘aﬂd the

I Ssul ng I nformati on 1 encrypted
second ghpekgeadh @re mqnoprmtm@i P‘ilaﬁ ithsqeepd guthgrgation
key 74 9%%@5& i %me&?wog 6r$ 8GhInQNn it SHERY 708, th
i nformation stey%891 E%E%E hat both’ ©
system deE persior, {Hresysimn kasy dpe éYFé‘?IV Ry rTth pEedskey
version( %ee‘ﬁ'e§g e NGl e $r&haddiilg A PHRETEOH¥BR code are

using the representative encryption t pe

encryPigA disyist e AT 8l BRPERHOR &Y t'Re 1 gidiPPatie

encrypSUShBPMARGHTRhY nutdber bEPLE&LNToakied @0 the area O
encry $t|on met hod)

the secopdiPriBRE NG the ?Fca’&‘& SPB%%’QW% Hrepfgerypted

using tﬁ@@&%ﬂd&u‘ﬂ@mbﬁb’l@keﬂeﬂir yption process is
5&éforned inthe ICcard 1. In other
first, the issuing information
dec I‘H@Ej oR PO dutdbriZdicdf keylve ik Chealidsibn
uses

st bk P AR B e ATV REE T

systemGh thEC 8@€t1. OThd ®@gbsd Eﬂtho@ﬁaﬁcﬁ’r get 74 is a “key for

the rep%%%’?v%‘égc W eir ;g m]t Ietsuté{r%){érsgtl aa! ag(lj] %elongmg
to the S@cH nnmibssuisy@:emrﬁwmm mf‘orsﬁu@s t1ep” (hereinafter
referreé.? %(f %Sr %% t altrg% Gt e ¢ 'fnﬁ% }eﬁ?%\;g??a%ve g%%l()n of the system
numbetr I@é} bothet hyatdsreoiastmugieut(hammkﬁd’é’c ﬁ‘y@fsefayem 0

| .
R
the reftlhecq miegril 9§ inFIG Ht, émbe prpieides et oflso, the

8 t ng

represérﬁ;?tgs}e%tm%u;o}g R Jﬂggé%no%zlggﬁ% 181%&%{73’5182 ‘;igb
correspdndinghiorttie abevsotdsgab¢brrPReynBEIVE thevatien
meth()(@ ﬁ[hg }itiré%fenE%ﬂBﬁ hER&N tféft éﬁéﬁl}’ﬁ@ C?IESQ Rn@fihe

e section reglstratlon target system
defmltxonanfoma@@t sirfergingteotogfic isrciched gy infpgmation
120. thQnd leetsgﬁcr erﬁ?&iﬁﬁﬁ@ltlt fhe« ﬂ@&f)w 8fthe representative

encrypted section issuing information.85,
sectionypfthe RUSCREIRPE L iheset Fyihfaecatiigarzation

key 741 1§5tﬂé Bektdrh QIR ineRnBRiochStoeB: SR cafM 1, while the
that tinme, the ISSUIng i nformation

“systery dRsujie FEROTHHIONIFFY 27 tedLstthe SpHpf quthorization
check code (already decrypted) that is
contained in the decrypted section
issuing information 80 to check the
integrity of the section issuing
i nformati on 80. [0178] Not e



82 encryption nmethod) is used. Al so, the
integrity checks on the section issuing
i nformati on 80 and the decrypted
encrypted section issuing information 85
are, for exanple, acRieved by "CBC MAC
usi ng the above-described third and
key 74 frpthet sﬁs@ﬁei@kuj@gd@fglrmﬁ‘@qvgq) for the mobile termyipal 2.
The realsgh For¥ihis Egﬁaﬁﬁéﬁtb%mvd ssuing infornation
or the section issuing information 80
Q&Q@ encrypted and decrypted usi ng the

aut hgrih,z ﬂl;dc%b KEHS NHe & 8§’ste9£ 1§sli1|§ng
aut hori zati on kig éiz and 83, in
f

informafiamot Apc e g H IPegn SUFRRTIFBHOR FEY e 1s
someturh@ep hgsent abhV e SRl QNURNGFMAT ké%}nof the
gorithm (nanely, the representative

repres<giiig FEFER rébh émtem[m‘mr 08 o EhfeSYFE I5Tuing

author@&fidikdy 00, irat ehABLL R, bS8 HinRgioRr2EIe%8séption of
FIG 2 Next. the §1ﬁ¥tha i s used
the sysfen ipstingiRloFRaieh RIS FRIEHPE FroP e

this we&f@a&g itl 8 fnesdWRkiyOBr BAbh @bk &sﬁeiﬂvelownefs to be
i nf or ion_issui.n ess the I C
in POSSESFIQR 9 nPthe @Hﬂtﬂf}?@tl?% kP Yo' pras Z%t

[epgmdi ment will be explalned with
reference to FIG

4
pat (AR G SOPR SR A S e firfee 5 is aiided

huothe%ﬂmﬁoﬁaﬂﬂuﬁemhynms$UWn@”ﬁhazsyﬁmgd@wce5Aand
tion inf ornat I.on 11%@@ the section

the “syRE G OH G AT O 1908 AR 10D PO

authorizhgiod Begi” eatnef séceansltxa;smmgm@lq@(ﬁﬁ iapd tB8 S}Dﬂ‘tem

1ssu1ngt61£onanat18g l%j is encryggegl H%6 9ay%1l%e present
[0164]

As shown in FIG. 21, the system issuing information 70 is
encrypted by the issuing device SA and the issuing device 5B, using
the authorization key 72 and the authorization key 74, respectively.
Encrypted system issuing information 75 is delivered to the IC card 1.
The IC card 1 decrypts the encrypted system issuing information 75
using the authorization keys 72 and 74 that are secufely stored in the
IC card 1, and checks the integrity of the system issuing information
70 using the above-described first and second check codes.

[0165]

More specifically, first, the first issuing device 5A uses the

first authorization key 72 (the division authorization key) to encrypt the

system issuing information 70 and generates provisional encrypted



[0181] I. Issuing of systemdefinition

i nformati on First, an exanple wll

be expl ai ned, as shown in FIG 24, in

which the I1C card 1_i ssues the new system

definition infornati’8n 110B based on the

above- descri bed systemissuin
systemjisfugranmafdroatiz 7SHean S8A). VG, sgeehd igeuing

device %%ééé IF]% gélcﬁlheéﬂtg&flidﬂohll&g THQ{I{%"“&%%“ key of the

C card

represcgiéativyg pt:@w(nrfé tlog BYSjiqP inafes tOe ﬁT Fres’ &Vﬁgm issuing
' authon&m&{ IE@? td rfur%ﬁe%%t@:ﬁe f&ml&ﬂﬁ ehé%feﬁ%ystem

devi ce and acquires t 83 system
issuingj igfognARoR Fi$ @nﬁ&mﬁﬁtw@le CAPTYPFF‘@ TR ISSHBE

informdtlorCRLGKS 4§ NBiaght Ier&fl stdi8 o3 Yisd & layer

issuing information 70. In the decryption

encrypgeT (Stam IR 114/ StERSk) fhe Suten Orareseniabyy
, encrypf;lorp 8§88 chf@ptby hbAhA R Zidd fe@,faeslsﬁﬁauza

(the first authorization key) and t
encryptioh ggthpdisyisse NoE 89 #é%éhf aaf%t?f@ Os@éfth Ghthe
IC cardQfystehCodyabomiing i ale §stedh déiMerios yFbemiion 120

i Ssuing authorizati key" 74 (the second
assigneg, fhp 8}’?9‘%1&1}‘% PR fg’ﬁéw?a{%l FIG 24. This

[sysdiem key 84A is a "key contai ned in the

area 0 _definition infornmg % Fl)

bel GHETHFAE FHECCIEPOR MR APTICoR oo aver
decryplitif prodeds io ped@ded @rththe carpr eweothat mﬁis first,
the 1c S8 fcltllonlof tfh XOIS |tr_1§gD O%lstemd |n|t

FHE I TEE RS HG ©E DT e
secondl@iﬂﬁor&ﬁﬁmakdy 84,(5thal“8reta|ﬂ§ké§ze;i shé mprtshetauve

: tion_al gori.b ‘Ih s Lhe. s

sectiongyt i Bt R R Ut AR e b e FEhlRon
key”) tHatis socangdy elored Mili®8memory 30, to decrypt the
encrypted system issuing information 75, and thus acquires the
provisional encrypted system issuing information 73 {step S82). At
that time, the issuing information decryption portion 27 uses the
second check code {already decrypted) that is contained in the
provisional encrypted system issuing information 73 to check the
integrity of the provisional encrypted system issuing information 73.
Next, the issuing information decryption portion 27 uses the first
authorization key 72 (the division authorization key) that is securely
stored in the memory 30 to further decrypt the provisional encrypted
system issuing information 73, and thus acquires the original system

issuing information 70 (step S83). At that time, the issuing

information decryption portion 27 uses the first check code (already



After the decryption and integrity check
process, the IC card 1 managenent
i nformation issuing portion 28 newy
creates the systemdefinition information
110B, the section définition information
120C and the area O definition
decryptiedff thuiafrist dootein@D®, thb @isetptnd WyhsosiEstiam
mi'orméetgo%#d;‘% %h%él?nhﬁhﬁ%gt}z gfrt}'lgg stgxglg&é}lﬁé thformation
70. definition areas, respectively. The
[e{pé es of each of the definition
information- 110B, 120C and 130C itens
i nclNme thaids dogethewitenso tthe Fremigeeradecnipgion
process ﬁ%e&ﬂeé%fzﬁ{& %g%@S B’lé ?r%\éﬁﬁaﬁ% 'eﬁ%?’bt@tgj tvpe

ormation 7 ues cal cul

encwpwealﬁm@@e tremecly ﬂﬁdﬁﬁ@?ﬁ@ﬁﬁ?’%mﬁwm method) is
used. MQB tth@%t%éﬂ%%&i% ﬂ"% bﬁh?fs@@lhg%f@%ﬂ%on 70

of the ICcard 1 f
and thegaerppted smemgye%sﬁné%a@tpeﬁbt e oy §%aéwle
achievedly @gd-MA d” ML :8Hvel ddBribd1Brs8 ¥k 888ond

key and the system key version for the
check «gdg%j on definition information 120C, and

biepjarea 0 key and area O key version for

the area Q definition informatiogn 130 are

r egi‘st ek abE Wi RGP diHetl ARd Fife 21,
using tBY Y@ Rpk§ Sfierﬂgy;bmfncmmbmmom(e% trhbaul 7any

change. On the oth hand, gﬁ foll ow n
porforny Pey g GCEEIEAR HEERFBLBH O $2° BRUTRES
informatidrernalioved @dnusatibilith Rethl Ovaadel ofliC dhe system
busine Y SBE] [T PGIPS THER BE SRPoRg %é&}%ﬂ%ﬁm key
72 is diffesesit t€ ﬂ&aafbxeiﬁbrajf sticeapthuribaiontdy' 74 and dveon).
Examp%%e ol?SI?J??v]\Sg in %{ﬁeng“lr ur)tc(ap%éu the system

emaefmtlon

i'ng Sys

[OrdDr mat i on 110A is 'O" and the system
nu I‘ Of ! Sﬁtogm és% the IC gard,,
i nf or et or ere ores as "1

system/Aivged Hyhtbe 3@ rcarcbelseef:rr fhin¢ saamice pfcofﬁdmg Fa@npany
that is%ﬁg%gﬁgéﬂ%ti 190 1 NPE g %%étéé]'vﬁ{h b $6lenfS
representative encryption
numbey @an tﬂl# 1@ pardTh elmibitherse ofie lﬂh@hfb@ty to determine the
numbed loig &8?}@%@%&9 RI%)BI@S éfo%gteg tg %fﬂe%ﬂ? isgﬁ%d system is
I nf or 0C t

i on a value
the autdhgasy pighe esege e@r@ih@sﬁbg@&re opt prapidmeatic for the
above»@éslcﬁgéi g\gﬂltoﬁzé% oA £ deDfhet-BRa3Y lqumthe
mber 0, and theréfore, fromthe nunber
Fepfes%ﬁawed‘@RBOTan By egm rhe &F SRupisfiseayie
syster§ bsid%%{&%@@&f’ afld tltlé"‘earg'a{"m& o%exblaQ@ﬁt% same. For
| ocated is | ess than the nunmber of

examplﬂ BERE adT4seatdirkeicar svseEL @ Epadiiray

in the systemissuing information 70.

[ 0185]



As expl ai ned above, the systemdefinition
i nformati on 120B, the section definition
i nfoi mation 1200 and the area 0 defmtion
i nformati on 1300 are issued with regard
to the new I C card s¥¥stemwith the system
nunber 1, based on the system nunber O
corporagipgitie the preed eydtatn with st&myismm defabar Oi on
(herem%x_{ﬁéerorjef%eg rqng Iaés%’lgf_\‘s étzgjﬁ)'? B r%\gaydco?porauon
is the Igcqud t eguéT, ol ‘twmzersmp ﬁgs@evﬁ) edmistrator” and
«, [0 ecti It
the “args B ol WS MRS BT BlesiPry
corpordfienpxpl ai ned, as shown in FIG 24 in
igh the 1C card 1 issues the section
efinition information 120B and the area
- 0 deéPn thaatber harid imatdasnwhe@Bhe above-described IC
d pdrQ@bd 83PpRG itnoth@ rH@cWL Nenh&R! @Sae\FH-r%tc} ¥
Czall‘pencr t?ona?'gi he eﬁbryptlon algorltserme
providipy C@rﬁpftlh%s A3 §4ﬁeaﬁ1¢ aobily serapnaltyh eed there are
cases “tﬂaee ARayerdes ﬁﬁﬂﬁﬂgy §set‘§éléi %9 ahSPHAG & Dmon

0 shown in FI G section

area. IH &his P89 G qsmgothﬁmﬂéwty%t@@mraw afegeperator

in the s¥b@h O tdlRELNIH £0a HBAREPR LM AEOA service
corresponding to the existing

definitipn gyeadentash| STB SrRPYISIOIPRARE, fachescrvice

prov1d Mdﬁéﬂy%n&%&%chﬁél@déﬁver[egéiggdmce However the
e ICcard 1 decry t he encrypted

authon&ea RESHY {s8Ug F‘r?éjs‘ieﬂ‘flé?r FROResTTTRE Ut iSeRpld by,

for exai’ﬁlbmﬁtﬁd’kﬁolbl&st@leﬁgoﬂﬁ&aﬁﬁr STREHEf0E; GHé bRBer of the
sui ng infornmation. 80.

system ytzeg ey feSTRTCHEBIBEINE) PR O PERPraf e

systemhmmdthﬁﬂ‘it}ﬂ (EsUtaitcl) RFOdifBtdn®.N IBasek Buch as
RN I SATTOTR TN IRER G M—
are chfferent it is problematic to use the above-described second
authorization key 74 as the “area 0 key of the representative section of
the system number 0.” Here, it is necessary for the second
authorization key 74 to be the “system authorization key.”

[0171]

II. Section issuing information

Next, an explanation will be given of section issuing information
80 according to the present embodiment, and a process to encrypt and
check the integrity of the section issuing information 80, with reference
to FIG. 22 and FIG. 23. FIG. 22 is an explanatory diagram showing the

structure of the section issuing information 80 according to the



representative section system key 84A"
and the 'system O representative section
area 0 key 82A" shown in FIG 24. The
system 84A is the ' \?/st em key cont ai ned
in the representati V@ section section
definition informati on 120A bel onging to
present mb@ﬁinsnﬁ n@Gs yétie mpatbimdipgram showing the

encryp%%% ér%b%ss%lf $e sgclagn A gﬂlggmkh%atmn

cont al ne
80 by the esau@lgdbmcn |5tan§1nth|e (1 @arrfat porerdi®g Ao the present
embodgf;g enging to the sectl on definition
nformation 120A." The keys 82A and 84A
[ﬁlf@]keys for the representative

encryPLJh ﬁqﬁlaogz Sihe rs)é@&dnqgsﬁhg UehtUBA 80
(AES, for exanple). [O

includesfthe follp e RES LT B taﬁ aeqq@p@ﬁptt@ndﬁ@@wanon

120 to BE QQ@@%SSL{GH% lfee @Eag"dll ARNAZEBND definition
i nformation issuin pOI‘tIOI’] 28 creates

informatige L3cthppRelgres 9 e pctions dfiptiongriorpeon 120.

More spadstichi® 1B 8actfdndding tdiSmndtRh I REI@Es the
1303 corresponding to the new

encrypPiefh BPs fadidiat 4be \?%St‘:éfﬁé?ey BRI ShGBISTTRIFY: the

area 0 12@5@@131@@ thBer&EO kbR hERldG thFiQHBBE £QR and a
and regl sters each of them.in_the

fourch G 0o G e P EPEHoA et T

1dentlﬁﬁﬁﬁﬁﬁﬁfdrﬂ1§h§in iddieatity] e %n@ifypﬁé’t@ e@fiod RBeryption
def mi ti i nf or tJ on 20%’21 1303 i

algoritiR iy WP s TRty ehAREEoaS gnaton
120 is Mc&h;hk&ﬁalef: OTH@hee @ kdsr atnlﬁe:hs e@iien of Bistkd@located
on 80

to e ¢rl QTR eCF G b, SRR B s LG G-

[DE&I ng port| on 28 based on the i nt ernal
statys of . th card 1. % tmn%els

SE:C on 135111
encrypieden ttwé ileefbrs 1115hEg sykitré ﬁukle)pzanﬁl kﬁe83 ysd erfourth

For exanp e the encryp
[l
sV B3 O ISP 80 BB LA Do o
shown thEICarﬁeamrkegecw@aéy on thopedtioe isgudas ﬁlfonna’non
80, thecg%fcf@{uteﬂl}e o Z;grex?t% ﬂ]%rkgé%%glﬁé}; x?eﬁselo the s%stem
key, the etdaj keyi wesipnghiepfer fikey.aghe gadding Iaedtthe third

check c%#a)é a@éﬂ:gfp sfr!%echg Lhes aﬁ%gmaﬁct}?kéwg@ €

N bl ocks al | ocated to the are
additiogefhiefneivated fomeaiph emd1Be B)qréh e%ﬁCéilﬂC'd@ etk then

encryp@:@%fs% eliherth BLEARBhiSE @kpg4 Of the 1C
card The nunber
[0174]
Here, the third authorization key 82 is the “key for the

representative section area 0 definition information 130 belonging to



of newy created bl ocks allocated to the
section area 0 is set as a val ue
cal cul ated by del eting the nunber of
al | ocated bl ocks consuned by the newy
created section defi8fition infoimtion
1203 and the area 0 definition
the sysiqnf defindtive infageSidor b ofHbe puntieg 1Gfard systern
| t i .
targete@ f&%&s&kﬁ&? a{e?tgn%tg n]El% eg Q5 ?é EIIQ%?E%&?&‘U.OH

section area er o
system3|hyghapewbtissuadescrion defmtian infermmsion| 198.” The
“area Oq{e§ 3 bhe I%pfgséﬁtaﬁee §(§.tl;10ﬂ%f MEere%fg%tlF Eet

In"the above expl anati on,
Systemsﬁmﬂomw e éh ferompiPlaltho ket J@éw@mc%sthe

referenéd ﬁuxﬁ@ffa@sd 9%} WRERoBNG 8Gh 'F‘I’@ 324 QH bhe @Qplﬁmed

al l ocate ocks item m in
tacer. Aly e U BhareTirFHpT ko) d%’/“rfﬁtth% rﬁS’S‘@m kgygor the
represehmws, %e&tem SRYoD QeSSliod hisMedtid-Nedo M@ngmg to
unber of allocated bl ocks is not shared

_ the sysm ﬁ%fgﬁﬁ?rh mierrgtiqenk10 1100 ilg:o%bove -described

registrdtionHeeAPOUE-ATEE rBAdd YRS tHBySeRteddf the
defjnition information 1203 and the area

represeﬁteﬁgfz Isﬁ?thno?{ R PEHRIFY AT agptarget system”). The
“registraB6 Qﬁﬁﬁﬁdbﬁl@s&ﬁaﬁ*&s&ﬁ&h SyHEE lkfeffoﬁentloned here

. al go ith B.are is sed on t
18, for eﬁ@%ﬂiﬁt eé’rfﬂég?'g‘%eé yrfgﬁ F%@@Hf%flf%mls 84A and
848 in gagtddon definition informati on 120A and
[%ﬁgﬁ, and the section issuing information
écquired fromthe issuing device 5.
Fur thwethoweMarriGhes, ﬂhhese&ycﬁlt ieHing ﬁ:’ifoﬁﬂi)@:ion 80 is
trau

m i.s the.re

enmyme ?%W Egen; %%fﬁ?%%ﬁ?%e process™y ﬁw?he
authorzaﬂmrekque §@ramie&l4 vmyl eri;:i'@tes:bsﬂcnom issuing

i
Hﬁbnnégah g&8$|n| |on |ﬁ%o?§ﬁ Tgﬁﬁéca”il
dechptécﬁher elscp'@nt@d regctiag 1she1ngewoen@myqo$$ aRing the
authorZBehke Il & UBRUEE B SubPin e s 5m 1
and chfcks thhmtegrly of tret wriive issoigiinformation B @sing the

above- &@&%&%ﬂéﬁ%&& i nformation 80. [0191]
I'ssuing areal/service definition

[Q¥ﬁ%rnat|on
More specifically, first, the issuing device 5 uses the third

authorization key 82 (the registration system representative section
area O key) to encrypt the section issuing information 80 (step 890}. In
addition, the issuing device 5 uses the fourth authorization key 84 (the
system key of the representative section of the section registration

target systemy) to further encrypt the section issuing information 80



Next, a method for issuing new area
defmtion informati on 140 and service
definition information 150 will be
expl ai ned. \Wen issuing a new area, the
i ssuing device 5 encdtlypts area issuing
informati on that includes the setup
encrypieal wresg tfe thivd santleerizdebn ki B2 and pbormt thon
si
encrypl‘e%iosecg{m Eﬁg‘g‘ﬁ‘gg‘?fé%&‘%@%b{ §$ és%;ﬁ g?lﬂanbgﬁe that both
steps of rtmsfm kagentdieryption presas hsgep P bandsicprBAibare
ea
perort B upie S fokisolfhu LG, SRTEAOSHIGH
algorithmffet theaeishatiatheystamn ¢zareety, thh é@mssetrﬁ@twe
encryphiBh @Hihdy. of the area i ssuing
information. In the sane way, when
[03€Gi ng a new service, the issuing device
S enghYRbSafey A&%rdééle‘ k@ (B fa%#@a%' t% layer
that includés the setup val ues of
~ decryp¥igp precssyisfieRPImehin wedtard on Irlst-theraiords first,

the 1ss{1ﬁ% th RS bR EL QP RBT ¥b:6iBn BT AGhAIC card 1 uses the
gﬁgtratl on service new area Key,
fourth erEErier kAl Ehe prstepdsurhire fﬁf”ﬁﬁsﬁ%tta%%
sectior & thB 8edtfonGagiGtrdtiorBar 88 Gl ViR t) Bighttif 8ccurely stored
servi ce i ssul ng I nf or mat 1 on usi ng t

t he
in the memory &g e aPh H iy Rigd ﬁ’@xﬂoaﬁ%sél“k?evforma‘lon
85 (stebl¥2) Cac i tilnet RRCKSUIhBEnfbRh @Y ddtr@itidhn®rtion

27 use,sig{x;e/ I@&?‘gﬁl (I:SJIE&{( 5%%@1:‘06\4? %I O ﬁ_é Jﬁé:ontalned n

the en&yﬁteameetﬁfﬂ Riiih@ Mfbfth@ictbas anchktl thd thiédiRy of

on definition info
the en§gRIed Ao SR REJUHBR LYt e o RitdpLine
1nf0rmmlbﬂi‘l dtdmpmcﬁspnrngn adtises meyﬂﬁrdeauiﬁeﬂzettmn key 82
(the arte% Brk)é S ufhﬁe repl%f%?ljrl%t?gra e:: %r)]e:c;]: 1g16 OES ensec:iil%n redglstratlon
target sﬁpsrm)s‘exat &t swereﬁeﬂbre@rinehe reptary B0 e fundiger
decryp@ 't/__\he de éﬂ%tﬁg R e)ci] S %tﬂolnf 1%521%{:1?‘ %’%f%rrr}ll\rr%on 85, and
thus a&eﬂt@r@rtht hegmel sdcen dehing ihfoomatinh G0rtettp 6A3). At
that url;é the 1@3%1 e%?v%&h{a%{?h %c%%EXﬁ gwgrtﬂarne?? Bges the third
sefrvice n area key 1s"used to encry
check tovle (alrelyi esuivngl) it tos ettagedon thé éecrypted
. ' R
i STk A0 LBy U, scton
issuing frderypsttionrPG ype (AES, for exanple) set by
foheg) 88 representative section, t he

sel ected encryption type (AES or for
exanpbte) thaefi bral thy stepe o5dettve ﬁayef decryptlon

procesg ?sttbfi‘ sbb Qﬂd 'sfgpogg@tﬂh‘é stgtggl & %Meﬁ%ﬂv@ e

new area bel ongs can be used

rYPE;g@E‘ttﬁ?ﬁ FIEEYRNG Peptbyshamely the SC%?HCTFP@@



Next, a systemissuing process to newy

i ssue the systemdefinition information

110 will be explained with reference to

FIG 25. FIG 25 is a sequence diagram
showi ng t he sequence8df the system

i ssuing process by the reader/witer 6 of
~encryptibe mebon) nguskal/i Also,Shamategtite chetleanhk section

1ssmn§ﬁﬁ rn%h&g 8? tc{; %gﬁ({egse[tgd] eenrg:boq%cge ecilggtl%srlﬁmg

informpigu Bhgre foveesitio rachi&EeCSMST@ﬂ WA dshe the

e AR ] 1D 2, L0108

[0¢8%i ng process, first, after the
r ead r [
2R LU LA SOl AR M I A5 o
section| iss@ipg SHOInalipTsB@ presambaypted hled decrypted using the
authoﬁz%ﬁgﬁ'k{ew 'f%]gﬁd ?@%g tﬁ@&u grlgﬁ{ogl 196:{/&) %% 91(:1'@3 in
mut ual “aut henti cation and encryp
accordgpeRiwith da Te8iPUBaPh sysfempeBERenREvssason
enczyp%gaé g)gonﬁ?rﬁ‘(marh&? {h%qgﬂeégﬁth&‘?er en@: tion method}.
transmts the ehcrypted system I ssuing
IPABDr nat i on 75 to the IC card 1 (step
81605 . oVheBw I kisihifioA WS rm AR ib&uh@bthckss: Fia.
decrypts the encrypted systemissurng
2%  information 75 and acquires the system

Né@ UHB Geel; AR Q1 EREEP D dQryBa88¢nedk iSntcerity of
qui red system i ssuing informtion 70,

the isspig perRghen 2014 B ARBIIEIAR IHgERAAT §SUPAG
procesPbPERSE @il 1t d>BEdThE ®o &e%jf@éeﬁmaﬂn§§&ihﬁﬁt will be
’ . res ns an | ssuln COfT'p ete or -an error
explaits ST CTP o it RE: FUA g FAtsr ghagram
showinlgsd Q‘p:cﬂi]:%ﬁélnpldbf afsew iianhhﬁg thé §ﬁt&r{cﬂ @efinition
ertrorne

ead wr| ter. 6

informg E2F EIRF b g BBmr it Hodedtorisbgrty 200
in the logicplefilt etrBtugE HOrtidnedPonse IPLARES stdigding to the
resen{ emﬁg S190). [0195] _ Not e t hat

P SFPhe steps 8101 to step 8160 shown
[oh81lhe system | ssw ng sequence in FIG 25
are tantd as .89 the

ot oot FEM AR IR EAT B BRgedE | ped

ot ezs cseguie Mgk bp exzﬁlanwédasmm 1h@1rx024 in

FlL.G tQ
which 1% cheh S (HTRE e 100l Al i ion 1108
based ¢ihérceflore dosiritted dyhtereissioganvermatgfn ’f (h ghown in
1
S e S e L
[9h%2 IC card 1 comunicates with the
rea r
RN e T e Rt
informag requizeddy ey thelthedingslevise 5, and acquires the
aut henti cati on nmessage 1 request and
transmtted at step 5120, and the point
at which the encrypted system i ssuing
information 75 is transmtted at step
S160 are different fromthe steps Si ‘to



Usi ng the sequence shown in FIG 25, it
is possible to securely perform using
the representative section encryption
met hod, the nutual authentication
process, the comuni&ition path
encryption process and the integrity
systencisemkxg pifogessororD.t Aetteysihentins Stithgks the
matlon 70.bet ween th r an
intearip o o P L S TEIACoR 7P J RE dilfn ana
integrignchehle pseesy, ehy lGcadi ¥ esbsstys tainid:s sumgzauon
keyma‘ﬁ} |onn| % %’Pﬁr‘ge s ﬁl%éfe%& fst%ue
represdgﬁtmn gecoon phiﬁrmraymenmmnm:&m drhbe S@etdnm issuing

oSBT QLR LAD G080 15 B o
This systeme hey Aétvid Clmrwngymdam\ tha ladeer@ge&meon
JIlfOI‘In%lene gﬁA Béigiﬁgﬂg It(p El%rég%é}‘g Hr‘l H E%J;%flanxgauco%l 120A

struct ortion
for thememesertthfeves%estl@wf s ekinging Iswe@sie@sttepl
formandiP11 0k Qemzraamgé/ d)herd, L
lnomlaccord| ng?!yto the present egk dﬁr%earfd Wi fre the
keys fqsdhespiraptinegalzerithgr & thetigithe gistém O representative
enczyph@ﬁ%[e@ﬂ&?i@% FdrGxat lel) FIG 26 is a flow
har t shovm ng the systemissuing process
[99/8% he IC card 1 according to the present
enbogli.senk de&‘}%ﬁ&i and8ntegrity check prochSs, the IC

shown in FIG the 1ssSuing i nformation
card 1 manapgrRpntigiosmatipe issgingpattion RREsFReeplss the

systenPOSnU NS H s St 111 8 UiHAGsc L il DA BT QD inf S mation
fromthe reader/witer 6 of the issuing

120C apg\fre gres | defptian wfgrmagng 130G baped ekt gysiom
1ssumglﬁﬂ&nialﬂl6n a\%aﬁ% egsaedshedh %ﬁ&ﬁ:’n@fh KRY t 0
e ether or not theg encrypte

COHES%WP&% BRI RHIBTRTAETOh T8¢ Falbes ‘?/fé’&c%lof the
definitioh efotdtlors aT0H el Z@@Cir)tplmt {t&he Bncddde2tho s% set

Sess| n s the conmuni cati on, pat
withou (e S0 g&% BORPHFEAD FROMLHE Bt
mformamxdmn emﬂndmeﬁ@ daﬁﬁﬂhtbcﬂ] bt Rige fﬂéhugément information

aut cat cat i
ISSUng pOrES yp | or‘fiL ot o% mg?rggfgﬁu‘?ﬁgﬂ? gggzl‘rélpl
9184 in FI ca 25 [0199] |
anet hr S b g o BL PR Mo comniion
informpigent 198,¢ht lsmtemd{ega mEtthe BYStEIdikE&tVeﬁsidﬂTiar the
ot h wor d
oo AT BVARI, DCOLIEfBE Bl
versiothigntier area € dﬁ@edlqnnnfdnmahgglléow cbglstered as the
alues! Qx“r‘@ fil;
vamess %de ﬁ%ﬂ g%lt%:rﬂca% iIélgnt catol ‘{61?1}20% any
Changq rfPIé) thrreethonbiangd,ithe @loamgutqmaara qadulded based

the system




nunber contained in the systemdefinition
information 110 for the system code
specified by the reader/witer 6 at step
3101, and the IC card 1 identification
information (card I Bf and so on. At step
3110, the logic card identification

on the imérophsteiwmiithe 14 gardn . t Thedsystaammtinget @ the

system %@ﬁqm%ntigfomgugne ?P(%T {s lt tag rthe V. Ilgsec created

ng response deteérm na
system m«m@@ss‘ 1|5’ehf merwetdmate stogy 8118 ﬁgwev,eﬁnt system

A R R ORI

the sysfem namble@%@p d;ystyglt dtngidveiniormation A&0B is
ﬂlerefo?c“y E%@“p” }{lggqg%] Serwce defi tlon formatjon 120C

dditional |y, car et erm nes
encrypmtme idegitifignis seh éS ﬁ@ mr%eqta@m gy ption type

identifi&® C’ltﬂe%rhﬁertch BikE ta]l%téi 1%} t'h@ giréah@ definition
representatlve encry tion t

informatiogy BXEnHet Yoo selee itorndacs ﬁv@ge@fﬂyhe myaber of

blocks Ql'lﬁcﬁ?é@lt toSRE b fo 111638k hiudhed Of bt HePdore,
i nformation 120 corresponding to the

from thg fybariop Rloges plrsaterde the atgrt @ﬁﬁ@%&% g

numbek 8 ethe M RE of G1RRE Hidca@istif® than the number of
reader/witer 6 to perform

blocks R¥ifftHT Ot 6772 OrfRFCUEELT SP° SEETT igutite

inform&ibnrBRr esent ati ve encryption type is the
@gﬁ%ion definition informati on 120A t hat
Yo¥es the identifier indicating the
r eprfeﬁeﬁﬂaahéd/&bcﬁe cm)épiy's@m tampexidd e rfnatish

ncr netho r, e . o
1208, e BT P SEB 0B PP b AT e pfetmition
informéSibad]l JPeaerissiet] hﬁt’rst;@b.ﬂimd 88 thieWJCRBOT §8%em
with thg %%&gmpférglgerrﬁe %ag Sc{ rg the %ftstem n{lmﬁ)gr 0 system

re resentatlve encry
represc@ledtive peetiom ddfgpitidrt inforfriaiensidOANB20A and 1304,

and on%HE rsysgéxlnqgsqugt Q’i?orma%%g TOf e?crquler)é('::fl %%egh'e issuing
device 5.

[0186]

II. Issuing section definition information

Next, an example will be explained, as shown in FIG. 24, in
which the IC card 1 issues the section definition information 120B and
the area O definition information 130B corresponding {0 a new non-
representative encryption type (the encryption algorithm B) in the
registration system, based on the above-described section issuing

information 80 shown in FIG. 22 and the section definition information



[ 0201] Moreover, the IC card
1 determ nes whether or not the nutual
aut henti cati on between the reader/witer
6 and the I1C card 1 using the
representative secti&n system key and the
area 0 key is conplete (step S175). By
120A =gl thg atdal G defirligorr glforadyitiont 380af cobfteponding to the

tion netho S hesstemke
existing 0 H R e TR GPREGY R IPT R RE LeetPare)
[G@8TInition information 120A and the ar ea
0 definj i nformat.i on 130A.fo0
r epr{é% ein a"”trﬁv1 eé]‘;:s,IéV(:Dt*CS h Carp qed S%CUOEe%Isumg
informatich 8hecquiteddrart yhofsstimg dsyzse émndss&qumgs the

scction] SLORITAA0,AD, 620D DAEked. st hese

e repr edentarive Srcr yp | on
mtegrl‘mgqf hloclseqto Ogjring information 80Wie rihishiecryption and

integrSHELILARLIOB LRI 1008 3he LG 0

bove- descri bed steps
represggithtive depiin exbtem oy ﬁﬁb cawns thadenstemd t o

repres e%gggon Q%at(hge (gé)&e rshB@ﬁqm F‘!’@eﬂl atne system

| east one of the deterruination
84A is gl @ stemniseyi conipgreds igl the [rprrgsentiiiévepegters section

deﬁmtﬁg\{ﬁfe&ﬁ%cgrp Iﬁﬁgeléﬂér’lx% t@ﬁ'g: é)ﬁh%nlggygéﬁiddethOn

Ccreates error i nformati on as the system
informpiga i Hif-T o Beares CekeySiayip. the (mreap key
contait¥@Xih tht Bkl @ééﬂnnﬁbﬂ ﬁﬁ&&%@%o@%&@ﬂ% the

portion 27 of the ICcard 1 follows t

section R CEHGHTIRHORL20AS 1Thokeye G pnd %"e‘\ are keys

for the@BSreYdHtBEleSaHeH-AMoh S84thBE ch&h BHOMLIZBAMR A (AES,
Wth the representative encryption type

for exagipldlypti on al gorithm A, using the
~ [augglori zation keys 72 and 74 stored in
t he no 30, and then to check t
i nt eg’&?“t‘%l ° GFCPRECR §RT ENERRY R @kpmcess the IC

card 1 ntfragsmehiOnfoftatibll SssatpUbdraen 08 tce@itEslife)section
deﬁnitilog i;lilgirnslagoer? ﬁ(&é Iarolg thega?frea C definition information 130B
corresponding to the new non-representative encryption algorithin,
based on the section issuing information 80, and registers each of
them in the corresponding definition areas, respectively. The values of
each of the definition information 120B and 130B items include those
set without change as the values contained in the section issuing
information 80, and also values calculated by the management
information issuing portion 28 based on the internal status of the IC
card 1.

[0189]



and integrity check process, the "area 0
key of the representative section of the
system nunber 0" or the "systemi ssuing
aut hori zation key' 74 corresponding to
the representative edtcryption type is
used as the second authorization key 74,
and Fdiexashiph, ShOnaybtay fypaldeanfikeYhe system key
correspondi n tP t he repre%%Htatlv
and th%ﬁ% % CHRE or §h(il§eé:80%§e Hop Iu?fglfmatlon 120B,
and thadfdaar kefadridothekeya T &el v@ERR fbiothkldea @4pfinition

S176,. dec t|n and checki.ng. t he
1nform$}hctneg$6% g,re Jf:glﬁ‘ﬁaéecg §§ 1§§ &Pﬁ‘rgeune inthe section
1ssu1ng mfcmnﬁabm 80 withqut evie Rhangea Mpe tHeNghwd hdhithe

t . . .
B T LI
calculeméd bmélondhs ystens sta{tﬁs?@f%e IC card 1. The number
of new fcg"gairtené B%I%r: ?.lgorc]:ag%r‘{o qget‘ ﬁec PI ra]}c'cega:(gas SG? as a value
calculadiet oy mlﬂgg Weetdmipermf ah@tatetdﬂﬁo@gastoeﬂumed by the
newly cqg;ﬂe@ Isg-é’a%g del?i];l&%oh%}&o 19 1% h Eil%ﬁe ?&gﬁ)

tem code as Fem co spec
deﬁmtlpn 1mfhen@§.cst B305 Somi fﬂug nuniigr of blatks;milo‘ﬁated to the

represeg?o{ééxfe%ﬁb%)é‘f %}%t le()og%%%f{lb%{u(}f ?)LJCEQ taﬁﬁce«ittidcto the

represqma‘f@elsenww@mxts algef igraghed Bre Sagmuvaiige. In the

Ve e Il t
abo %ﬁ a0 % ocat edﬁ‘g3 | oc v!%g&% ?é}rggl%% a111|8 ated
blocks %h@%b@t"‘éﬂeé &ho sersionpi pitem alleteied Ibllwks eﬁqm may

be addgégqtﬂﬁzsﬂﬁ s%&flctﬂ 568 g 1Mﬁhﬂ§h&r98@l e,anC@iE Gystem
t he number of area | ocat ed bl ock

may besgré pipfsugh that thp @ vasher @Frﬁlil@sltﬁdﬁzjocks is not shared
betweehth&kddi@hion 70 (step S178). [0205]
Whien the two determ nation conditions at
[Ph&iabove- descri bed step 5177 and step

S178mane abtd-bddcBifled RS, (BEREARS AENANEES
to step S179. On the ot her, hand,  when_at

informptions { 2@ andyfha a1s2 fedediniondpoamatiom dPeB ons

corresponidRtio itk bk lc@8syptibe aloaces B AdVaNE8SbARd on
5181 and the IC card. 1 creates error

the regEGOR T SET PO PGS S iBM P R grtormation

120A and 130A, and the section issuing information 80 acquired from

the issuing device 5. Further, even when the system with the system
rtumber ! is the registration system, by performing the process in the
above-described way, the section definition information 120D and the
area O definition information 130D corresponding to the new

encryption algorithm C are issued, based the definition information



response (step S181). [0206]
Next, the managenent information issuing
portion 28 of the IC card 1 creates the
system definition information 110B, the
93 section definitiodinformation 120C
and the area 0 definition information
120C hd0Bk0for tierepegestatiat b@hioh Cak@ bk E¥66:EBsuing
baseg on the values of each item
miormagfon$9- ed in the above-described system
[0881i ng information 70 and on the

inte | status,of .th C.car step
S 700 ST SF R T FEBERE o
Ness,UH mﬂpﬂrfbr ﬁsﬁuﬁ@ ne@irsh defnitioe nﬁ‘bleﬁdteﬂ; 140

defini-tion .
ant s PPl S0 ot g b (g fosuine
a new gygst M1mﬁmg1d¢m@rﬁ aiEaptstdien Bedink Giformation that
mciudé’l%% gétldﬁ)c%]l] eesl og ‘th%: agrl%:a mlhoPSﬁ{gfrg%%clano ?40 for the
reglstraptgmt aron udldg d:mgmgxiamp Iaef—,;a tdveasyddepamd transmits
the-are%ﬁ% fn? l%%%ﬁ%%o ‘i’ﬂ;'e {C#\lga%rh 1. }lfl e%m@éﬁ%\l searpne new
area kewsteemmr.hma mumgf lofmraialtlon, &edC chsl 1 checks

£ I ew.

e ik REELRAEE AL IS | My o
issuing & BeW ReFVprodEsssuing pevi¢od nemats ste issuing
mforméao%ghhat: Hﬁiﬂ&s%é getﬁ g%? tﬁel']s.eeri?iﬁé ?&P?ﬁhon

i Ssui ng response th I cates t
informafingy B3 fos glag mgl%wa@@éﬁm@ wOmDHE stwstragivg, service
new aré f{(%fr a88 Qfa)fﬁgﬂlﬁg;hg g&vﬁﬁé%&sﬁ%@; Tt &lrrgag_lon to the IC

response usi ng the above
card I.gg¥ éF‘EfﬁPR’é%thet feaTiSHiseyingHafopnatigpuaigs the same

registrdtRSNRARE L&y bRQ ¥AGRITICWrE 8 TchBoiSHhe Rategrity of
S180).. On the other hand, when en-or

the serpfg 5P IBieTateReat ed at step S181, the
bogard 1 encrypts the error information
wi th the aboye-descri bed SeSSI on key_ as
t he A3/ SPMHPTS RGeS pHEE, thy Fystem definition
inform4tlo@NEIT 4154 td%%eﬁﬂ@:{ yidodh EpORSRN Bd hig

authon{zgt?(gne éyvé/rﬂeﬁc? {;.)y e( osvsne TS m%oehe issuing authority are
used to encrypt the issuing information 70 and the issuing information
80 using the representative section encryption method (AES, for
example). In contrast, when issuing the area definition information
140 or the service definition information 150, the registration service
area or service new area key is used to encrypt the area issuing

information or the service issuing information. At this time, regardless

of the representative encryption type (AES, for example) set by the



[ 0208] The system i ssuing

process according to the present

enbodi ment (for exanple, the system

i ssuing process for the system code

" OxEEO02" shown in FI8& 24) is explained

above. In the systemissuing process,
represdiightit@| seaditiil) @hd E&ﬁk&@ﬁl(ﬁﬁﬂl@ﬂ@ﬁy D}]ES)& DES, for

t 0 njcation p en.t .
example eiBRA R i po o o8 ARGt PR o [P to which the
new ar@ebélofigaanusd wgdt he representati ve

[gp%gyption type encryption algorithm(the

t encryption nethod), and
addiTHﬁﬁaﬁiyquQthnhhdﬁGa@Eahdﬁ@@ri@y

h [ the system.i SUI |II t|on
sys e ISSU. TOCCSS O new l%ﬁ}fle e Sy
pert ol arso usin

definitipe pmfesa:m(ad 1 Mewdher gypldined withecierroey pt Figh 25.
FIG. 2? or| t hm (};he%.%f HoGs 1\416 S% &éxﬂ:% otflal% ?ystem

FESERt At Ve “eneryp pe encry
lssmnabxgmfaﬁthrthaseatdhe/ Writgh$ ny ﬂ'@l 1sabhg dﬂE@ 5 and the

ic (:.':u‘c{3 P g&é(yo?&llng Qo %Jl jsérH %}rﬂ)roldﬁ'{i' Il\}é)%e tlfé%\ﬁlld‘: CZS 18

Sys |n|t ion or mation can be
an exa@a»ieetrfyhd; sﬁﬂ@d isspringherorSsder dhe bystsat with the

I dplurality of encryption
%anl&%%aé (F%S%SF}gz Section issuing
- Ipt¥tdess: FIG 27 and FIG 28 Next ,

a segl k}?&zﬂ alaiel 95%%@%§st%& 1@&)&4@{ piwo%%é%e first,
the section definition infornmation

after thyrygades/ wrte dr ofdBp bauinggierise érh@n—“@?%ﬁl ghe 1C

card 1 TRLBAG 3085 §1b1 %&B%z&@p S RAKAL /M Rer 6 and the
encryption nethod Il be explained with

IC carg, bper e EUBR At @nd SRt e

comm&ﬁ%&%tﬂl ag sMmehow-pg15he m&qttae GEadRt fwriter
the section issui Nng. process

6 trangrutsidye/sRETREGd gy sk tﬁ%@lf}gslgfﬁrwaﬁa%{f p e th IC card

1 (step@&0}. "WhkL tBR 6l ddna e6OrEEdg 1t @ctiiRs the encrypted
present enbodinent. Note that FIG 27.is
SYStemalﬁS%?%Fﬁ:fP"é“%tfma@j%aWeFé F ST AT He

inform@fiéd YOI Basecbdry el dchiirs@b@ertsted inddtrda@ion 70,
et b5 ] SR QISLSIULAS, SyaLem del L aitien,
system ﬁﬁﬁg@%pohﬁb tahessabny esrdgiserdrkederkdrGotiZidation)
to the I‘e%%g'r(}%vﬁter 6 (step 8170). In accordance with the response,
the reader/writer 6 performs systemn issuing completion pest-
processing or performs error response processing (step S190}.
[0195]
Note that each of the steps S101 to step 5160 shown in

the system issuing sequence in FIG. 25 are substantially the same as



As shown in FIG 27, in the section

i ssuing process, first, after the

reader/witer 6 of the issuing device 5

has captured the 1C card 1 by polling

(step 8201 to step 5310), the

reader/witer 6 and the 1C card 1 perform
the stefbiBUab Saﬂﬁrhﬁﬂit dtsoatideBeraitd 0846665 pudnite performed

v GETHLEEL S0 PR, (S P20 LRI

detaﬂeﬁ (SN T ENiten] itshBex&ﬁﬁé yilitel Bael HowelaSof e system

nf or mat i on car t .
sssuing Gl § s B LReEr R F CLaRh ppimt
which f}edquam 1tchemnemndreypt edthshe téaler fvasidr 6 @1 the
.. t on 8 cguires th L.on.
ssuing Qafie ShPGHT £ BPTBr B0y BRSE S CRG 1o o
added acﬂmlam]derﬁeatwm MmeisSaAgi m@queﬂt@mﬁarmmiﬁed at step
S5120, an thle%o?n {ag gvjhslé)lﬂ? %at:; 86&%:?% hg s¥s§ec::rt1él I1sé03é10 % information
751sumssmﬂn@iﬁesgnﬁ3®0éﬁﬂﬁﬂgsuthgmdbﬂpkwsé1dpS600f

the acc%gs ggc{ilgﬁce I'Go rib gé gb(;’ hl%

[Qt%@rdance Mﬁth the response 95 t he

r ead\?&{n%"'ﬁké 8L 8nPELH QLB 151%“25 %%&s‘éhﬁgto

conpletFon po t-processing or
securelyrpepiormesina she mMroTestAtivg S(:@toepﬁrsmpn method,

L.t he
the itk entieation prcsedtoe c Rt RAR Far
encryphgs provgsseri divce gty rigekproggss on the system
issuin ﬁﬁﬁﬁ{r?a@ibh 3ol nerh e, SRR @54 | REAShERSidet /difter 6.
in the above-descri bed access

Asa f%eﬁu@?éé opéht seGrEEly iTaRirecheysfan égiigngrinfagmation
70, thei8€dird 3%a8NOWR ddfinfildd infdnla@ofr (e stSemand

a detailed e glanatlon is therefore

definitigiRIpRER HaY L1 Riote pertiongfeipiorsaiarmgiion 1208

and thé S84l NG fEREVIE BES 1StRIS BT Leth@n S 2PR e SRAWQ card
in FIG, 27, the point at which the |IC

systerm gpd) regitighiineCat e Rpagiar o the logical file
structUré@deddingd.t er 6 of the issuing device 5,

b?ﬁ poi nt at which the system code

WEKEFFr is also added to the

aut hEett] ﬂﬁtéyefamm&a@q;r&cerseqmqst;lwdl FIG. 25) by

mtt t ste nd t he. poi nt
the 16 gAlh Rkt ife i et “olef s U RS gptained in
more detHilowifiatdfenan8btd BIQ. 2an Gt & s aflos thfrt showing
the sy 608%51?%}% fa]::sg;re}%eyg‘&léagggcregﬁc{{: 2%5 orgfx)lg to]ﬂﬁ &Tesent
embodilzﬁextto FIG 19. [0212] Usi ng
equence shown in FIG 27, it is
6033|ble to securely perform using the
representative section encryption nethod
(the first encryption nethod, AES, for
exanpl e), the nutual authentication
process, the comunication path
encryption process and the integrity
check process on the section issuing




Next, the section I SSui ng process (step

S270 in FIG 27) by 96 the ICcard 1

according to the present enbodi nent wil |l

be explained in nore detail with

reference to FIG 289 FIG 28 is a flow

chart show ng the section issuing process

of tAesHo@mciarikdGl 2a.cbeighuirg hbridagiopresért 29 of
the IC caqg drégeg'getg %9:1%(::" ‘chf:ﬁii 5 atem sulrﬁ%?éfoéna?non 75
from theeceqlaryéwn@ 6cff thhmshiBegclgride § (step SilVEls Ndxg the

I C I
1€ card? ] BERESpIREA P L TR L ORI 0 sitcr
or not devinceyphd( ssEp BRTHE infJexation Re r¢C@1VGéF:\©I step
551 1 ARMI8S5S 1ONiRY t O

Sl?lcgg%gﬁhgﬁgéhﬁ¥gﬁgﬁ %r notﬁiﬁe e%%fypted
commugeetioppaiis smrmgmrnlﬁfm genezptecbiyogghe ée@f\réﬂdom
numbed u§fgdqg tﬁg yutﬁélnalﬂﬁ EX}Q %\%g cgﬁ‘l&iﬁﬂncaﬂon path

e session

enczyp@mmﬁmﬂ%?p ﬁh@%meﬁe@ %@@ Bhike S
[gesgrated fromthe set of random nunbers
used in the nutual authentication and

conmiiridsiifiane Abeplt errd dcdsfprmines Whedeser aet the
logic cart @R eReidiPintdr 8k 1194 6Rdib e £ hi(a sy%?em b%gé]n In

Additionally, the I1C card 1 determ nes
other wiRgt Refetemingt WRRAEST eF Befrife yigRmHpber included

in the l%gi‘étcbﬂﬁldbﬁtlﬁcfé%oﬁeﬁﬁhﬁﬁtl&{ Rr<onghid §1 73). The logic
resentative_encr y@t lon t

card 1dF’é fé%l@ﬁt‘%ff)?f%ﬁ%’étlﬁl Fpafier éﬁt@?@}%s‘es thp gystem
numbe@ Ubfi@MHedSL ehd SRtdrd dbhEitis GlibaRatef | 10 for @Re

i nf.or mat 120 correspondin tot
systemegodp ;?5?91@”%%’%83@[%2%9 Feg% %}@1 Baf e IC
card 1 isedibatidnnafdridacian tbald am)obrtm on. At step 8110, the

logic c4rg A PO B Ot PO g (PC card 1

to the feeﬁeremmraﬁ as/meqmlmgo:tesmnséy pee Idstet-Jlm&lann
on .def Qr M on. 1 120A. t hat
pl"OCCS% P%‘[&Oé‘gn St&& e n{??ifq?rg}ren tSI Cn g II‘TSHJIIg pI‘OCGSS

being ;reemhﬁs@umag ideBniging my@trn@imo:t pen(ICherd byss¢m
other tR0S LYPL S%m pethod, AES, for exanple). The
[0200]

Additionally, the IC card 1 determines whether or not the
IC card 1 current section is the section storing the representative
encryption type (the representative sectionj (step S174). The current
section is the section definition information 120 corresponding to the
encryption method that is currently being used by the IC card 1 and

the reader/writer 6 to perform communication. The section storing the



determ nation process perfornmed at step
8273 prevents the section issuing process
bei ng perfoiined using the
non-representative encryption type
encryption al gorithrdi(the second
encrypti on method, DES, for exanple).
represdrid@d@lencBbtion type is the sedidh @RULTiontiRRrh&tion

120A tﬁ%{ d%res det %‘%H{JF %;F%gélgétﬁwgrgﬂpeg%%tause encryption
type ﬂteeﬁxdeéﬁomypﬁ@{ mtﬁt}ﬁﬂdAEB,efoi' &mplte} ITHesi ng ;
resen ive se stem an
e L R
issuingRyrotes tgirtghpesforinbe usiigi tab nbir trypreberithtve
.epresentative encr on nethod keys
encryp SR SR SR BR R TR R L B ey ioh method,
DES, fetexnaghld)n t he section definition
'@5§ rmati on 120A and the area O

efi'nition informati on 130A for the
: reprMsemﬁatMMEKS@UﬂHahucaanEWhﬂbckeﬂnmﬂhe
2| | 8
mcos A DL G, B B RS DS
using theysprasratating seepere setratkicy ene floy Wtalodmy 1s

complegéé {sge%?ns %7[5? 2 %%] domrg dtlh%s the rehamﬁpoitéﬂg eLPzErﬁSon

Ions at
methodh hopedtiesystanp ey snd s 8299 Kep) 8R4 inrthe section

-deﬁmtl@hlmft)%;ﬂl(l)rl ?%A @ﬂ%&%g%ﬁi gﬁﬁﬁ)@l‘:}ﬁﬁ)rﬁ'ﬁtloﬂ 130A
e ot

step 8 . when at
for thelrém@e%feveoﬂfectlﬁ@ carebe ehiokad.i ! e raiegtio s the

system' iSs QL itk dddLEl cdhBe PLQEES ﬁs@i%\fﬁ%%y& Qnd
step 828l, and the IC card | creates -

the repgpseHativALBPHREPBAMARCOR sect i on i ssui ng
besponse (step S281). [0218] Next, the

I ssuing infoiivation decrzptlon portlon
27 oth:ﬂ éhe determination conditions at the above-described

steps S172 to S175 are 2ll fulfilled, the process advances to step 5176.
On the other hand, when at least one of the determination conditions
is not fulfilled, the process advances to step S181, and the IC card 1
creates error information as the system issuing response {step 3181}.
[0203]

Next, the issuing information decryption portion 27 of the
IC card 1 follows the order shown in FIG. 21 to decrypt the encrypted
system issuing information 75 with the representative encryption type
encryption algorithm A, using the authorization keys 72 and 74 stored
in the memory 30, and then to check the integrity of the system
issuing information 70 thus acquired {step S176). In this decryption



ICcard 1 follows the order shown in FIG
23 to decrypt the encrypted section
issuing information 85 with the
representati ve encryption type encryption
al gorithm A, using tde authorization keys
82 and 84 stored in the nenory 30, and

and mﬁegﬁﬂ( dHcE B?&KSSI hig- +3t£0 'Hef{ ¥t ofe & sentative
section issuing |nfornat|on 80 t

sectionyefdfif FEHCTP Y8978y the r‘?Y’Etﬁﬁns‘S%i@% ?B“th%‘ﬁa‘mn
key” 7486t réSpbRGinE tty (1 RBlesBRREIRS Sncrption type is used as
stratlon ntative

! systemr pr se
the sccgnd Bgi Gy LTL DL LY ST PRGN BT BAe Koy
correspAdeY towwhé F@fre&n&a&w&&@dr}@&oh ghef iOukstdas the first

autnorghOg ke 2 :2e Al 1y AR @D 1 P& Dt ana

checkifig tHd lﬁtbgh@gof&hé aydtem 1Bﬁﬁg§tnf®yzﬁtﬁm 78)2}Brevents

specified the. . reader/witer S
mpe%‘gg Y“H% F ﬁfef% B‘fﬁ% o 25 ‘é‘ﬁu?%y“f%?“?‘?"é‘f (? and
restricts0hE iGuiif invMid systpni275, decrypting and

ngﬁklng the integrity of the section

|ss ing infoirnation 80 prevents

t anpafeemfratyithhinenagéreedt infprohtioh essubg portion 28
of the atrld qn Issr?rﬁxl'l nsgvgléelr}{lén)zl" cr>]11 attl tge S¥SQ%mac‘{<]39mition
informge@tt [Llﬁ]mth[tﬁe $&he systern code as tiXf systemt hade

e, TSGR OB S0 g e
Structl@s rooeEmed éste@f S HWé Fysthemtbo b(é cdrslt emanagement
1nform§€r dlg ngl%{g é)g) reiét%?rﬁﬂé rtop Bob ¥Rt E T hber

systemdefinition
of aﬁoqaﬁﬁrdoblﬁﬁta dﬂiinﬂ @B ﬂle)?'Ysttm Ocareq Ericfigigieoni on

mformh@on %Egg a S‘llﬁ]%l@%l@ @&jutaltg %lg’éété {H:é number of area O
reader/writer 6 at step 8220, th

allocatpg Rlggbneprcifiedin %@ywulwﬁw’@f%‘éﬁﬂ% fOdgtep
s17g).checks whether or not the system
definition information 110 that has the
## system code as the system code

S peCWfHeﬁQhé Bvd AQesRGLEBRA cbﬁcﬁﬂbz"ﬂé}at the above-
informati on 80 exists in the logical file

descrikecySieR ot & Pyt FieBr 133 aroii i, Gpherockgrfivances

to stepmﬂ@d f tdve ’d&y&h%“m‘lzﬁﬁﬂ QvifnQftaehst fené bﬂr}]@yst em
ef initiqgn. infotina 110B for the

determinatog fondiions 6%1“‘??“#8{6& HE PSS ATaRfES to step
8181 ardbEFE card hercaaRagesmnformAfior ARtHeOystem issuing

isgging fﬁrtion 28 checks that the system
respongs b¥ed in the system definition

jorbgr mati on 110B and the system code

I‘c’ﬁ?g f ! egbl %@%{Dg%}l%e fggrgzl?,éon 1381%_ng portion 28 of

the IC card 1 creates the sysiem definition information 1108, the




[ 0220] Next, the managenent

i nformation issuing portion 28 of the IC

card 1 determ nes whether or not the IC

card 1 is conpatible with the encryption

type encryption neth&d specified in the

section issuing information 80 (step
sectiorB@dfif)tiorF@fortaitisn 120C Lxanplkhesa ¢ Beinition

oSSV A SO SR S L SEALLTL LS o

valuesiotl esdti itdre sgedifiddnnwht ahodch@:stib@bsy@teln isSuing

: bl.e that he I C
imformGESER0 Pt eRi e U GRAR BN T e § (TR SL7)
Then, ﬁfe&ﬂﬁfﬁgﬁmhh’&ujﬁ@‘luﬂiﬂoﬁ&ﬁsum@mnmgn% refiieters the
cratc G A ROkt gpiTaL 080420, Lor 0.,

encry Wt h car
Storagd_alreas (‘tht: syaapateiibiten a[l‘%lﬂ@ section definition area,

the areal'g d(gﬁnﬁor} Qr%a nq;glg ?%Ega:l ﬁe nﬁft%{cccrua}ega%%uon 33. For

ssui ng portion car
eXﬁHlpdﬁeﬂEr msm nwhdtherscoes fhot lashiesiadew sspasember

phas orfleo. r Int 15.]1% W%E) tﬂé’lﬂgg Esyscgémtz:{e%ﬁmn 18fopl%at10n ete. is
consuned

Or section registration 1s
issueddiabdd e Bt sybm {sypingundoematién 0] ocat ed
@b ]ks defined in the registration system
epresentative section area 0 definition
i nf oWrar.iten sUBOm (stepe S278%5.1s perieiveqdenti sgep

S179, ﬂ% Ifflrf%?d § Q@&%eé ﬁletsgl@tem g@l&ﬁg @!:Ap%ﬁéé Q%t tQicates

he r epr esentatlve section area
that thgéafﬁe@m%}aﬁa grodses wdeewrlepdnde gftgw @raypting the

systen{ Qg\%gé response using theMisdde Id&@cﬁﬂ%ﬁ%%ssmn key,

det erm nation conditions at the
transmifsoihe cHETRIGATEEPAE {3 ﬂ@z%d?féwsﬁ & e S180).

On the dthéd hdR0 whch @ik 9B SH2@SVRANGaSd ot S$tkFB 181, the
S279. On the other hand, when at | east

IC card) | SNGRYPIE 8108 FHPTREHGH B AaF £Peysdeseribed

sessiof) @by ddiidei dybReh 1s§1r1hﬁg 95%%& AAMBNGRS L Gre
S281 and th ard 1 creates error

encwt%%ﬁm%ﬁ T ﬁ%f/gfet?fﬁ%ﬁt?%étﬁ%g
joesgonse (step S281).

The system issuing process according to the present
embodiment (for example, the system issuing process for the system
code “OxEEQ2” shown in FIG. 24} is explained above. In the system
issuing process, mutual authentication and encryption of the
comnunication path between the reader/writer 6 and the IC card 1 is
performed using the representative encryption type encryption
algorithm (the first encryption method), and additionally, decryption

and integrity check of the system issuing information 70 is performed,



[ 0223] Next, the IC card 1
managenent information issuing portion 28
creates the section definition

i nformati on 120D and the area O
definition informati®n 130D bel onging to
the regi stration section, based on the

also uéi@é ﬂ@&g@rﬁes&ﬁgﬁvd é@@;&nﬁw{ﬂ esbritidrh@gorithm.

bove- descri bed secti.on |Issuing
Theref?fﬁf WW%Wegspaﬁan%HV? FFéCWH’HOé’r AP CBERYPHY
algoritih dshBe h@h@aﬁe‘fﬂaﬂle(wseﬁlo%%i&h alddi@hm or the like,
enent nf.ormation . i sSsui ortion, 28
new Ict%é‘ﬁ 3?%%}?9? pigiop OE‘F%%‘B“e&arH%?F%FlFll%ﬁ%‘ed in the
IC card DElQitAALHRatiROBi@aNdplEADy bbeddigpiiel Lvaints.
géggage areas (the section definition
B?&4, "the area 0 definition area) that
ar e sudotich iahing wotde: Elystze’mrﬁelﬁi:}nizsi on
6{? n.Lhe logl cal flel se st %G:Wf su the section
NGt Fot™Sn FOPTB RS Phactde i385
definitidefinictination r6iardd ad |oam01®@ﬁbrehng yphomeryption
metho& sz earl qreolgl:[x : tfhleer %Qsde G:ar}levesggérgy émgth%fi will be
ered e val ues & he
'explazrsémﬂm mefr:sesxm: rig HIgf 877 mafliCo r$27813; Wsmmlrtce diagram
Sh"“”“%h G*ﬂ‘gef‘edé;r%n?% %fu i atslte%ﬁonangéﬁlggoﬁ’r?coe?s by the
readerf Wsten &veldhe iympinpdetiqpe aing the dUedrd 1 according to
0 y .
the predPLALIRRREALD NAle i Pl B8 RYa BRmple qf sdding
and regém@nthes@mmqmﬁtﬁowmrpofﬁlm@[ g2hqy to the IC
card Sj;sQQn the system defulﬁ'ﬁ()h nﬁformﬁﬁ&p 1'1 éﬁ}u{xfﬁg thp %ystem

sectlon t he number of
code %ﬂ%@atre@ew@owéew@&d@%?‘t he

@gg@stratlon systemis the nunber of
| ocks remai ni ng when only the nunber of
bl ocks shehir BShSdrtthecieCitfeisseipginspeess, first,

after u{&%&érr/ahte@rs siShe @dseli@dadi @ hhecdpiiarthe ic
al | ocat ed bl ocks before the section

card 1 ﬂoégaolélﬂgé%% F2P4 t@é?epo??r%é’b the fradptfgéer gpnd the

IC cardh @@k&n&l hhﬂﬁait &ﬁh&@uémn%aaaneqw thde
I&és emils t e sane in alj
COTRIIY

PR (3P oPnd e aﬁpfé’ﬁo At preg ey wrier
6 tranﬁﬁ@ﬁﬂﬁeenaﬂapmm@édnaﬁ a¢Rend ffhiteg &3 @Qhé IC card

1 (step%[)iﬂ% tg%/‘s 1sa ld!)ne q:?le 8 %gdopaec%tgltﬂe encrypted
section issuing information 85 and acquires the section issuing
information 80, Based on the acquired section issuing information 80,
the IC card 1 performs the section issuing process and transmits a
secton issuwing response (an issuing complete or an error notification)

to the reader/writer 6 (step 8280). In accordance with the response,



[ 0225] When the section
i ssuing process is perforned at the
above-descri bed step 8279, the IC card 1
creates the section issuing response that
i ndicates that the $&ction issuing
process is conplete, and, after

the reaém! wymén mgeﬁdimmeﬁorofssumg l:tbﬂlgld'ueﬁ poss e

roces IS Ig ove-descri bed ses %@%ﬁ
P % %% R °§“’ts eémé AEHypEel’ OFE%Sﬁ%‘g‘éept he
[@Haqier/vvrl ter 6 (step 8280) On the other
0 | nf or eat ed
at g?‘étﬁ Foh f1 car eér%%oyé fhéhe
sectiong@sguomg sﬂ@fv@ntmm H‘IGnQ.WarehsmH‘ﬁeantlaﬂy the same as the
steps S%t%g \é%{)qg%ﬁ r?ove d%gcnsoegnaclc(:ee ac% énce erformed
tiron’i'ssui ng response, and transm e
when titmﬁl eaxdrlypnsdd,rMn@entP@Gt heto FIG. 19, and a ,
detaﬂe grga{ty&l 1£‘. %er@fo{resélgﬁteﬁ%ﬁegg H[)igg\?‘—‘@] of the section
Section 1ssulng process according ¥9
Issmngtqqeumm @%ddusﬁéﬁtshém An EX&R. ehe pdint at
which ©BGE ¥RE P @oﬁkfaﬂﬁaa%y%% ﬁ?&;ea%@%gg,@gf the

process for the system code _
issuinggewiRa S ﬁhtﬂp@t Fyhipls teeistion el 19T EIF i also

added R SEH PR bGSHELD Pl FEGTS aﬂywﬁgmmed at step
aut henti cation and encryption of

S220, spgnika motdat @ﬁucﬁ)a‘mq cHerREshsecHean | 1ss1_:_1nc information
85 is trhRQHRIAW: st s diMeed GGkt diebSS1 to 350 of

performed using the representative
the accgﬁmaﬁmwhoy@éné?ﬁ%r {1 B dPgori t hm (t he
iddiogt encryption nmethod), and
additionally, decryption _and integrit
ched¥siBE tharauenss %‘ﬁwinég g2 1t ’(’frﬁ?ﬁ?l%b;’ﬁ‘o

secure@ Q.;eff&rrﬂ elidifF tRtepRkssiatitd %tzbﬂ @ncryption method
resentative. encr encry tion

(the ﬁr%ﬁ awpflﬂﬂqmeﬁﬁ‘éc}eﬁrﬁ“@rﬁg tﬂégg? 1 PR

authenfiepiRSgotads] ?b:e cﬁﬁﬁﬁyﬁba@fh paytﬁ%n ﬂy@l&on Process
enc tion_algorit as the

and tn EtedBY BRREPrEeP e Ae PGP g 80

betweet ithkelC aefli nhdd O rbmieﬁryﬁﬁtdr@n A0d ra&uleWased on

the secbu'e?y (? 11&53&35{’3%%0 ISP mtg ﬁ%fo{'r%rltéoé} %(STRLLL? %%?:grlrglsi can

issue ﬂtr:oainfaﬂmdai mfcmﬂdmoa (Pleweation gefofiti@ntifyppidion 120

and the area% Jefinition information 130D) relating to the new non-

representative encryption method (the second encryption method, DES,
for example), and register the definition information in the logical file
structure portion 33.
[0213]
Next, the section issuing process {siep S270 in FIG. 27} by



[02271 Note that, in the
above- descri bed issuing process sequence
shown in FIG 25 to FIG 28, the IC card
1 acquires the systemissuing information
70 or the section issaling information 80,
by perform ng non-contact conmmunication

the ICWhid1 bB&rdieads Eﬁé’\@ﬂe‘é‘@ﬂt Bniaihbe: S B Plained in
jce 5 and then_ issues the system or

more defad WHBPIEFFCTh? £16 580 R pifigesfow chart showing
the Se&ﬁﬂuﬁﬁﬁlﬁg BYcd2e dpehd OC nRed 1f QcoRKTR €he present
t’dFé assing the IC card 1 over the 7
em er/witer 6 of the issuing device 5
best the 1Ccard 1 is shipped froma

fact Al ternativ e, _ .
abovA® HATE} Rl P ﬁ?ﬂrf@mﬁ?% BdeEn A FeRdEer 29 of
the IC ﬂwbb“qaané@ﬂmcmtmw@ idshieg iefeabdod 85

ter of the is
from o hads Sl N Rt Exars Gptie & Cipet hadest,the
IC cards rgecihepibove-desegibed spaity: k8Mb @@te3mine whether

Qcated . in a.s eC|f|c Ioca i0 after, the
or not ‘;}8 A r%g)t%1 s ectio &S5uing %’5 r[eﬁﬂé‘fgilat step
5271 chen C’tehlefptmltisﬂeg Sﬁé’@)’n ’n}ad scBsios kl&;s edthet he

SSti uence erfor

commiGSH AL, 05855, BEUEDGE, Y 05, BETLEL o
numberpgskal ihwhe tertuél arththiécateacer/ ot eticdtion path
encryphbh EH&@E& é’teété( sbAg §t§ﬁesgg%pr D REESS

sequence . nmay be per y using an

[P35%i ng application installed in the

nobi )\&hﬁ@t{a[ﬁynéﬂe I% c{q EI ltc.nz%ei 99% xghétggr[%rnx%t the

2 to access, via the networ
IC card L suiThg ssetioreis hhaectian stheng SlmnepgeSdewtwe
encrypéon E}Q)%%@))e representative secﬁgﬁ é@@?@) Mee&u@ent

user downl oads the ISSUIn I'cation
sectiony i iy HSHPR SeeRiHPR AIoPmAT S@F%’Pn@lﬁé to the

encrypﬂ@ﬁ e RShbhe diﬁ%ﬂt@%e@:ﬁ%’uéeﬁ%y' {f8 1c RQard 1 and
e guerying "Init I ze card

the rea&pfp{ JEART QP P ICHERRIB At ’ﬁ?@%serc@on storing the
represdn@fifietAbrydtioh fty;khlg tHe §§ct§1§| cﬁﬁhfﬁonﬁ%rmhﬁon
1o0a (hESPONSe to this quer t he nob
g Hparh ezlngﬁ%ﬁﬁ@eﬁé%E ths r@ﬁ@seategve encryption
type (tHeEB ndrHRinNBeSRIYAESViod ckliBpiRet ey k 7,
and. the server. adm nistrator (the common

'determg%]ﬁné’ﬁ%%a% BFYermfC it bt Ghriessn s dhg sesgion

issuing frote3S llbeu@rfﬁaﬁ)rrh@d utsfih% tBE Boh $EFE&GRa@R
t he server

encrypﬁ?%%?ﬁ]e{qixyﬁaon algon%lm ’Yhe second encryption method,

DES, for example).
[0216]



the encrypted issuing information to the

I C card portion 8 of the nobile term nal
2, the above-described issuing
application automatically issues areas

for the new system &vd section etc. in
the nobile termnal 2. [0230] Even when

t he mpRoke, ey 10 Rall 12itamiy wadtasr éimot the

mnth the i ssu devi
mutua] sl ot e ST, § and it fo card 1
using the ael}aéémﬁ@rseﬁtmhmm kefhbil tiRbaren ome@is
iS n v

comniq i 12 SR L BB B e
encrypben mmt]fl@i kead ( tH& S.yhenshﬂeanmmeaseet Dé&ey) stored in

Y SCI. 1 eq 0231
the set%wn d%finljt%ﬁn mfb 95(5] escr Qbarglt Oéleﬁmtl ie3

Jove-
informatlort he&0Arfolp |theretpecsr¢ntaaive 2ei¢tonusedie dhgchot Iand

es. .for
e GRS PR bR A5 o R e
using @esmk@dsyanéttbc e@rﬁwmrﬂm@mpﬁmm feethgst.
@Eiﬂ’ before shipnment froma factory. By
oing this, even after the 1C card 1 or
t he Woliltee tlernipaimnaigs cheeiffons at the above-

descnksjéélggtt Is%?%dto S@Wﬁtzﬁ“ I%I%Héf %é gf&egsaz&lvgﬁces io

onally 1ssued by using
step SRHL ePndh¢ gthst bred vﬁmm@trlt%%tone af {heydetegmination

Condi’uZ)IAls 138120‘5%@]1@& th[a Q)ggt%]ss dea%fcg:@ﬁ)t ss;ep 5281, and the
1C car& 1 creates error information as a section issuing response (étep
5281).
0218}

Next, the issuing information decryption portion 27 of the
IC card 1 follows the order shown in FIG. 23 to decrypt the encrypted
section issuing information 85 with the representative encryption type
encryption algorithm A, using the authorization keys 82 and 84 stored
in the memory 30, and then to check the integrity of the section
issﬁ'mg information 80 thus acquired (step S275). In this decryption
and integrity check process, a “registration system representative
section system key 84B” specified by the reader/writer 6 is used as the
fourth authorization key 84, and an “area 0 key for the representative
section of the section regisiration target system 82B” specified by the
reader/writer 6 is used as the third authorization key 82 (refer to FIG.
24). At step S275, decrypting and checking the integrity of the section

issuing information 80 prevents tampering with or stealing of the



The communi cation systemforned by the IC
card 1 (or the nobile termnal 2), the
servi ce providing conmpany device 3 and
the issuing device 5 according to the
present enbodi nent, athe use of the IC
card 1 in the system and the methods of
sectionl 8SMhE ¢ FBAAGENEG) tant TEHER! the Rssi: of invalid
. explained in detail above. [0233] 103
seclionsp’ t he present enbodinent, the I1C card 1
[pg18qui pped mﬁth_?ardmgrf (ePpLyptiﬁgt .
processi cjrcuits and the like
?fth‘gt’ t e 2B W{g’?na“rmé FpstRogTen 28
of the Ietah@ dchedibethe ddyreesikadbdi t5Bisfigem code (step S276).
hi erarchi cal structure for the definition . .
More spiE Pl FBAT: 17 THE™ SHicarTr i B Srriret frpition
informpigort 1 OB 83 thé ctuhend Ectat th “DxFFFR” s€ebdciiied by
the reag%f Irwg-%%:r: bg %t Iﬁ%{) %rggﬁ} él%ﬁ%%a%gge%gtatéf érrr?a%%lgl issuing
portiors2fb chisgtikp athetham ot et Hiegiyesin defiréiors rdtremiion
finition information.l10. Each.of t i
110 enfdo ik o bR 30 40 Ry g et bfgdm e
sectiort ihguigy Stfemkigy Sbexrissponidd logictlofile atlucture
. encr ' : d,.t i dentifier . for
portor RSt 8B U OB TE WA, Rl B g e
systeny ggfingsentrimagorid PR per e cuetehbdedtion is not the
SRAE kL9l ! i bh i
st L Rtk APt (el porgon 26
checkslthagﬂ@m@m md@_st(PrQQ gm}he system definitiof n
informBGH {1 and _lat?e LRPdih diéjﬁ)@cﬁi@d % Eﬂ@é&%%{x} §ssuing
} the systemissuing information 70 or the
informafgery &A™ B | nf or mati on 80, encrypt ed '
Ustd)g the representative encryption
method, to the IC card 1. The IC card 1
decr Jpitstherieansasment indeumatyni ing@panpTton 28 of
the IC é8-d0r ddtBeni$eE inehet 88 HbiNGhei10f@FATRLL & Blible
using the representative encryption

with theeneaRtigh @ROAFPHRFHEL Ty Reection
issuing SfdHRGoh BOOEBIG20NM). HheRis, RRSREmR, thespecified
system.ssuing information 70 or the
encwgé%%ﬁd?@gtﬁfﬁbcqfﬂ%‘?m' cgpeTPHen pesthod
identifesy Wit whGles Ithars ¥ st esmaeiniaildt@ie stored in the

| nformation 110 for. .the pnew | C card )
IC Car‘Js §/-s %g}ﬁmg,r}mg ﬁ8m§8fd‘€1¥13nmotgfﬁ WPt Pgents the pointless

issuing ¢ffthe BedtiopdchizQidnanfdriRtioR W2e fet #pen@iiption
t hod,. .and i sters the def.inition
methof Rl otien Bie (oA ok SrgPaitf o5 e

[0221]

Further, the management information issuing portion 28

of the IC card 1 determines whether or not the free space for the



Wth this configuration, in the ICcard 1
that is conpatible with a plurality of
encryption nmethods, definition
i nformati on corresponding to a sel ected
encryption nethod cage be added, changed
and del eted as appropriate. For exanpl e,
numbdribf bhekd € Bﬁﬂécﬂlsﬂm{ehéﬁ)r $e21i6Q E‘%@é‘d‘iﬂo@l iWstifficient
DES and AES encryption
for theaﬁ‘ﬁa?ﬁfﬂf Arocated bipgks defigad i Eredggisiaion system
represél@thtivd ddcBbin b.flefa(l]’ d’iﬁiﬂﬁ@cﬁh ﬁg&tﬁéﬁbnt e (S5 s278). If
.encryption al E i ssue the IC
there if 25 % SBtodb® RIogEtPLoReE TAER® EFRPYPIA TR
sectiorfdigaiO], teeeasl caﬂﬁotuobadae@hh@f’eg@t&éﬁeﬂi tion
@E%%rnation 120 for both the DES and ADS
yption algorithns are issued, the IC
car dWhehshe dnpatietbhinatibh chadifiohh et BESbove-

th y orithns. [0236]
descrifpbt SR SRR 1l EL B bhttraditicono
step S27H. 0bmlvd eted ROnd, twienmitiersdt one of the detennmatlon

hen mnth the.reader/ w i
condltlgﬁé is n(%%[ﬁﬁ‘l?lgcgt he I[1)1‘0 §%acévr?_é1§:e):/sp 0; AP 38 ég&%l and the
IC cardp a@k@gfrsrfgrcufmiomamﬁsaas ssusengon: ifatreiratiome
all performed using the
mﬁpsaédresentatlve encryption method (ADS,
[P823lexanpl e) until initialization of the

defi Lt QR i-niy @n%éﬂ%ﬁmggf?ﬁ%ﬁay%g PGS

However, 1 f the Séct
portior| % eleatesithn chz@nfd@ﬁnﬁi@@tih@rmeﬁm ¥poP @nd the area
0 deﬁnﬁ@;nl 'ﬁﬂ)rﬁn@ﬁg‘n l&@f) b% thg T g n. section,
% e are

Su sequent I Ssul ng Initron
based ol vedieason ea@ielt@m@ppﬁéeq’s G thecaévove -described

secﬁondi%&!uﬁg A 10Rn A OS TR & Qﬂ tHOfhtedb H88;:r tﬁ@ﬁl card
C card 1 can be perforned using the DES

AN T

! step! Py ptiomaapgserant P @i 7issuing portion 28 then
registers the created definition information 120D and 130D to the

relevant storage areas (the section definition area, the area 0 definition
area) that are subordinate to the system definition area in the iogical
file structure portion 33. For example, the section definition
information 120D encryption type identifier and the system key are
registered as the vahies specified in the section issuing information 80
without change. In this way, the section definition information and so
on for the new encryption type is issued subordinate to the existing
system definition information 110B, based on the section issuing
information 80.

[0224]



In this way, in the present enbodi nent,
the encryption nethod used when issuing
the systemdefinition infoimtion 110 or
the section definition information 120
can be different to1obhe encryption nethod
used when using the I1C card 1. Moreover,

the paghyPLIneA iSREADER Lalbdend h8RIYr of all the
selected, as long as the ICcard 1 is
blocks @ﬁ

RS B Bevireh? Phéhes@lg@gﬁéan EYiieszpt thynnumber

of blocH@I-d’i@nﬂfg_vﬂﬁinhﬁﬂﬁ thd S2384r of blocks to be consumed
Furt her, nore reliable encryption

for the gEefiny lteﬁlﬁrreﬂﬁ%ls {37ted fremp e npagy of abedrsrd
blocks e)ﬁﬁ)hyﬂ{el sa;eumt-digmiu—a(nlaﬁSs pE@SrnedaMHe@urhBer of

S t he representatiye encryption
blocks ﬁ@? %@F %tﬁs afecO &L B DR KRR TS tF SRB 1 All o the
area O deaf:atioR inforind2h 1H5 winBghRIio BeStise afly R@allocated

remainl R SR Srar B ey o P e

[BES5lencryption algorithmis the

reprgsentat i encryption t he AE

105 gﬁ%r%%ﬁ?%hogfﬁ%rlgﬁﬁ¥%§ﬁ %ﬁﬁ@ﬁ@?ﬁ?ﬁe
above-flgscribtrbstap SREP, the|ICalird il teysanés theseBit issuing
respon?@&{a%é Ettxcllc?aQes Q: t hfgllt]toh 1ssunle%perrc]>f:ess 18 compiete,

er wor ds,
and, afgrrivodiypeng th@necalpe asseomg espmaalmagzg heabove-

deserifiE el inf 2L %g«.ﬁsr-gptg@ ShehBRGLEL,JnRL 8 i
reader (gfitee § feinpl ﬁﬁéO)t (08;:] tfltfewhenbau}&ptw?mn drype
1nform£tjﬂ’ﬁ{ %I(ZQ@Jt%CFElt ét@% %ﬁé?dthteq ar& b%ncrngts the error

‘section can e create Int
informgtiqrewih the abgve-dssemheshsesgon engs mresecmn

lssulngr 1%%&%@ n&Tﬁi ﬁ&ﬁsrﬁﬁg H'l@&l e& Tr&g)on e to the
representative encryption neth i
reader [pidtes BdSERR28Md t he system can onIy be
gieefed using the representative
encr¥pt|on method (AES). In order to
cr eatR® TeREOR FFIFEIEsERaEIdmededhs present

embodi(n@E@Xfor whirhe] &e'e%@%%h'a?é%h%&l I’@Qecﬁ% issuing

E¥|s necessary_ er f or m mut ual

Proces {oF fHah BYSESTR 87 \Hﬁ%ﬁﬁo?héhmgneﬁ& Pt isgrplained

above. 3hghé b&dﬂ@hdﬁkﬂlﬂ@?rdc@ﬁé lﬁﬁﬁu!ﬁ%ﬂ'l@ntﬁ%%%ﬁ%d
t.he S definition information (in ot

encrypligh gisthejcpmpuneationspaty febvesarias a%aélefﬁéﬂter 6 and
the IC &aatll 1f@ I@Jefﬁﬁﬂémﬁszhgﬁﬁé P@i@é&ﬁt&%ﬂé encryption type
ar,e nt_i e DES section
enery S ARAT G UBCEUEHEN U8 THaPrY) et sdergly,
decryptu&l Ao tzhegrAEShkayof thBsckey isaih@idiefnition 80 is
apacka e sectlontﬁ .Ssui ng i nfornmation
Ot TRRY SRt HEBRHOPYBPT GRcryption

aigoritiet h‘belreﬂse,obﬁ steng ﬂ;&p:tept-d%ent&aﬁé efdtyption type

issuing information 80 is the AES

encryption al gorithm [0240]

perfo



Al so, when issuing a new systemin order

to cause the IC card 1 to be conpatible

WwWth a new I C card system the new system

cannot be issued w thout using the

representative encrypti on nmet hod ( AES)

key. Moreover, when a system has been
encryptiem/algoﬁ‘&mm aslthd ]highly relidtde ABP reasgnptiaﬁ lalgerithm or
the hke ﬁm%im r re;orl ﬁm Ietgroeéltrcggo amethad (DES, for

exmplehmrelﬁa)saéq-ly wisend subisdGuend L thaisis gbmgatible with a
.Sect | u dinate to the system AES
phﬂﬁh%g&gé%?é tic Q%hlcg As a result, a system
[63&V]onl y be i ssued using the AES
encr ri
t he li\c&gﬂg%c ?Jy%lt%ac?% g}ia%ﬁ%et‘ﬁ %Sﬁﬁlﬁspr}g@éés sequence
shown ¢ e 12Sdp &16 028.tthe IT oawst 1 aeduizgbithe systoh issuing

oform i A SR SPuP kI8 b LA 0 ptbdne
non-cogiaghtenngnisatign wifhsthe gagster | witter ®iof gheissuing
device Blablfi @hdid ¥eQds GRGLYRE QNnPRLARAS THiN R suing
service providing conpany that delivers %a
procesg#ARERE WAY Rg PEHered, areamplea RY $apsing the IC

card 1 b8 (BORVBE AfleBLhaf i5Quike 143605 TheMne 1C
among the plurality of encryption

card 13§ Fg‘éwqdrfﬁ%n\mfﬁﬁom Alrerppidvelc tenplepve-degeribed

1ssmng0;9;6&%tsls9«!p§encgkﬁa{y%€ herfOMESY by pSRMH 88 IC card 1
provi di ng conpani es choose a different

over thé ﬁ%q,d)t;blt g ﬁé}{ H‘&‘dlsmgng FEYsE P oy ﬂﬁ reader/writer 4

of the s&a@&ﬁé/d S0 d ddriahly Ik 128 3&@&%@&1' OBpecific location,
hoqg %Fn be ellvergd usi ng the single

after ﬂ'}eéc(?é‘f as b@ﬂ stribiite
[0228]

When the mobile terminal 2 is used, the issuing process

- sequence may be performed by passing the mobile terminal 2 over the

reader/writer 6 or the reader/writer 4. Alternatively, the issuing

process sequence may be performed by using an issuing application

installed in the mobile terminal 2 for the mobile terminal 2 to access,

via the network 7, a remote issuing server that is the issuing device 5.
[0229)

For example, when a user downloads the issuing
application to the mobile terminal 2 from a server and activates the
issuing application, a message querying “Initialize card?” appears on
the screen of the mobile terminal 2. If the user selects “yes” in

response to this query, the mobile terminal 2 is connected to the



Moreover, if a given service providing

conpany swi tches the encryption nethod

currently being used, if the ICcard 1

that is conpatible with a plurality of

encryption net hods i82being used, it is

possible to switch the encryption nethod
remoteVibditiiberv@Cah tiengetivhek T,Grelbihe sérveFadmididtsator

reason, the ti.o thaod u t he
(the cofr e PRI A B BT I sPR i tEas for
the arebh&réts and so bhnit dnd mﬂ:stbyrthq thveﬁtrﬁrm‘mjttjng
the enc%rg%t& V\gstucl:rpgol\lll orma%grrl %0 !(:1'9 glélc ({ ard %grt%oendé'l ofe Tﬁj‘i‘e mobﬂé
terminalled; |th|¢ algoxtehk:smelpndeussmhgapyle:a@nn rayapctmzaically

issues neetag(%of enew gg SSI bck e cdlilr(i: et lplglt*nll]e terminal
pes o aut hori za eys use I n e
2. [ ssw ng process, to cI arify authority,

ghashito sinplify operation. After newy
crealti ng the systemdefinition
i nf o¥vrat Woen tikOnohilvelcaniow) rpomyricdiodis this

way mH:?S'g: Qﬂn? ge%gecg gstﬁg n@%wérﬂg’ g%} %8;51&&&@ the

ers of authority
reader Symtee msBeWhin Fl62% pf Eﬁ%&ﬁmﬁl t.llmem&zlt%@sumg

server Qétﬂeh@sdzﬁg WAl 5NQ" MﬁéJ&obéss%rﬁé&Ee‘f—ﬂmed in

he 1sSul ng deV|ce 5, and the I Ccard
the Sarme EYGE e phs albeve-denertikast HECRISt egrity of
{bBg)i ssuing information, tanmpering wth
and stealing of the issuing informtion
can- w@eﬁ reg;g@qﬁr@dmotrqjggg:}mea iC card 1 or the mobiic

terminal 2 is used, in both cases, for example, the above-described
authorization keys 72, 74, 82 and 84 are securely stored in advance in
the IC chip, before shipment from a factory. By doing this, even after
the IC card 1 or the mobile terminal 2 has been distributed, systems
and sections can be additionally issued by using the internaily stored
authorization keys 72, 74, 82 and 84.

[0232] _

S. Effects

The cominunication system formed by the IC card 1 (or the
mobile terminal 2), the service providing company device 3 and the
issuing device 5 according to the present embodiment, the use of the
IC card 1 in the system, and the methods of issuing management
information are explained in detail above.

[0233]



107 The present application

contains subject matter related to that

di scl osed in Japanese Priority Patent

Application JP 2008-149824 filed in the

Japan Patent O ficel1@h June 06, 2008, the

entire content of which is hereby

[ ncompge ateEnbymbafigieat)@Re IC card 1 istequipped with
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definitifp & glal ][Igé%%ﬂflt 1%@5}‘% ylval g %Eﬁé ! Plg{l r%%{th%dn QB wiy
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110. Satc e se%on g&{mﬁ@rpmg&%adoﬁ 1%95%&‘@? tl?g system

user in a particu
key co:sespplndmgus each eromyRiemt laethociommmedd@m&wr for

that ent%ﬁgj o 11 5@ mf‘hérp gﬂ% ?ﬁ%ie%pf’é%&ﬁa&&’e &ﬁ:@ﬁgﬁ)n

at aln ent” stor age areads
method orspesifipd Gbmeaméng e Hlyradify ofi rtemeign methods

with wﬁ{%ﬁrt}{@ié QJ}drﬁefsr&%ﬂ@aﬁ% that has at |east
a

irst storage area storing first
[F@dHgement information corresponding to a

first, eREEMPEHORIBLNRGice 5 transr@ (S SYLRM
information receiver that receives

issuing derimagion MO Hhe peilonhaTuing indyearafondty. encrypted
using @SirBgrebdiRatilel SlerPohyRLthed, HBRAOAE cAkom ke 1C

i ssui ng device that delivers the issuing
card 1idgeryPHEDE GVSIE IPEEDe eciPindhg@rsRttion

issuing HHIRHLh G0 9 83RepsBgkatife éhd¥RS0method and
checkse{’r]l% 1r¥t%1§rlxt?;nof rtrheg ggggng information. Then, based on the
system issuing information 70 or the section issuing information 80,
the IC card 1 issues the system definition information 110 for the new
IC card system, or the section definition information 120 for the new
encryption méthod, and registers the definition information in the IC
card 1.
[0235]

With this configuration, in the IC card 1 that is compatible
with a plurality of encryption methods, definition information
corresponding to a selected encryption method can be added, changed

and deleted as appropriate. For example, in the IC card 1 that is

compatible with both the DES and AES encryption algorithms, if only



an issuing informati on decryption portion
that decrypts the received issuing
information with the first encryption
met hod, based on the first managenent
information correspdfding to the first
encryption nethod that is stored in the

the sechioh Skfigition agferrasedm R0 fdiehdAES cRtGHEQE algorithm

is issuffihd ROtard becorien d JPRRAREITRE gpory pigfeorithm
card. B $retice defritien rfssiatig 170 br bati e, DES and
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P% &rrmti on in a second storage area in
e 'data storage portion. 2. The
i nf oFimeat, wuen pssudms tiengcday dderiget miciomgion 120,
the mutt\?al u%flr%ltgc é?%ﬁt% Hle reader}‘pr? e?%o{h%ge area
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inform¥MM:£ RutD g 'tﬁ‘]@ RLyIB tHog@:vpzr AGRS SLAYARYLG RN

S co atib | east one area
informglédr 1Pq fos Anathea etlﬁapﬁ‘brélrr@rﬁ@@ OFS, e example) is

issued SE kO A& id 41QRe BFSBIeih#n inforndaibn 140 and
managéenent i nformation includes at | east
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and area definition information that is

O2%fled in the area definition area,
the fd 18 wa},ahaBE pAked: @hbddiBefakie encryptlcn

t or ortjon.include Iea
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compaf B stiL g s TR P g

foaggjudes a first key used for
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" exampie)l érri 4riatiadn eorrymfoormethiod iDEST fot bearhiple)sis
selected L& thP E‘ép?’gsew%ttw% encryption method, the DES section
definition information 120 issuing process can be performed more
safely using the AES encryption algorithm. In this way, if the AES
encryption algorithm is the representative encryption type, the AES



the issuing information, as the second
managenent information, is section
i ssuing informati on used to i ssue second
section definition informtion
correspondi ng to thd0second encryption
nmet hod, the section issuing
-encryptiti @lgtEthnd Bah REIpeies tafos Ebonehdee Yelli®@itly of the
DESE:fcor aut en%#cation to access a second '
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Cdenti fi Y ) g . : he
S i A R
represqgfieiivetenerytivn ahethod ket Toaseaionpe ! e mpetem
can onBrybetJElgat?&' hyﬁll tﬁ&'} Qéén‘fﬁi}e%ﬁcﬁrgﬁkh Akth&d (AES).
successrtul, the i suing I nforrmation ,
In order ég efeqisrthe mopiTepE seiativeedchion (PBESk wigrh is less
reliabid ﬂlfaﬁ FA@, £Q0Q n_feE%ﬁh:% ﬂe‘?i%ﬂh &@%&&en&&%@n

__section 1ssuing Information bein
with ths féiSgrcattign sAgqritbmy aupd psethe ARSY keyrfo package the

DES déﬁtitlﬂf?ﬁnf&mgioﬁrﬂﬁ JthéShokEYit is neceséalilf to generate
decryption portion uses the first ke

the scogippSUTEIN BT S0)-S SoU R gBEL Hia PR section is

issued Ar8eesb @ GRCHY PA-idrARATQES) Ve BRCAEORey. The key
issuing information with the first

contained ip (it PasFaged Rerdion dfiping ipfprmation §0yg the DES
key, bdbi&ﬁél@ﬁid %ﬁoﬁi ﬂlfgﬂ{daalsje@go ieﬁ@s‘}}bﬂﬂle_ﬂs‘éﬁﬂi&;x@ﬁsuing
. ased on tnhe decrypted secilon |Issulng
informatan§4igithe AES QB PIETEESNd sect | on
[oefgini tion information that includes the
second k and the second encryption
met HOEi SPHDEA Y DT HhPiosh ™ e the IC
card 1 &4 B¢ @SnpdidiSettBtnSe it cad Sefehd)ithé Obw system
inf.ormati.on in the,second section .
cannot&)eefni;s Ie iwd Oéllli élgnightgi: r?%refeﬁl atévgce&ﬁarptlon method
(AES) ke o Magever, eehaaf a bseerd alaa bstronagl iparetl| Brst, the

representative section corresponding to the AES encryption algorithm

“syste

is created, and therefore, when subsequently issuing sections
subordinate to the system, AES is certainly used. As a result, a system
can only be issued using the AES encryption algorithm, and in this
way, the AES encryption algorithm can compensate for the lower

reliability of the DES encryption algorithm.



3. The information processing device
according to claim2, wherein t he
first storage area and the second storage
area of the data storage portion
respectively store tif@ first encryption
nmet hod identification information and the
jseegnd encryption nethod identification
info and. the. informati
bt 00 BB GBS A P FREF B g 1C cord Lis
<mnqmﬂbb0ﬁﬂumphﬁhh@nﬁpﬂﬂtpﬂmnﬁhﬁkﬁpeﬂﬁaﬁﬂ&w
non-cont agt . co nication wth sery
providig] SoMiaDY el CER T A SO VIR DEAS =
select qharehtwlttan nseehad ©ehe ased from among the plarality of
uthe atign portiqn t hat e
encg@%Hn &?th I C q%lgﬁd%gﬁues?ﬁlsl?ggg'%%b Burther,
even if fsenmetﬂrewémg\qowapleswhd@e adéffercat fycrypten

Q i .
oS TUBER 000 O BREER- D TR ot co
bedeﬁwsﬁﬁu@ngdbﬁﬁmﬁkdﬁﬂﬁuh1|nfornation stored
ﬁne of the first and the second

St orage area, selects the storage area
cor r Moponet i fiterasereine pyqyidiegicerepdrodswitches

the ené%ﬁérf fn%ﬂw@@tﬁk%ﬂ? e sl.eﬁaitf IYEQJ‘ICp&{rE llocﬁat 18

uses the managenent | nfornmation
compagbbr@al & plurpbtyd keevetos msthage iapeaguged, it is

possﬂaf&ecﬁ s@Ah R E@ryﬁiﬁnﬂ%@ﬂoﬁ%ﬂﬂﬁt \Pééaih.ntgnﬁe IC card
service provider device with

1. Forghisrypidne i herRotiospeeinpr aged hy ﬁ]F’FeIC card 1 can

be swiRHEDSRbbGR], 1208 thE€ i8S time 4nd THE required for the
i nformati on processi ng devi ce accordi ng

switchp¥er @PgiaReR Cap e FEIcSEonpr i si ng: a
[eoampuni cation. portion that perforns
non-cont act comrunj cation with an
ext elhAideRy Welecilipg thppgpresentative encryption

method, it is possible to reduce the types of authorization keys used in
the issuing process, to clarify authority, and to simplify operation.

After newly creating the systern definition information 110, the
encryption methods used can be increased at the discretion of the
holders of authority below the system definition information 110. Also,
as the issuing information is encrypted by the issuing device 5, and the
IC card 1 decrypts and checks the integrity of the issuing information,
tampering with and stealing of the issuing information can be
prevented.

[0244]



an encryption processing portion
conpatible with the plurality of
encryption nmethods that encrypts and
decrypts, with one of the plurality of
encrypti on net hods, i&fat a comuni cat ed by
non- cont act communi cation by the
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u i nf or mat i O 140N, . .
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which i 1s Berr&)t hnecol SC)Srgt ﬁ dr% Irge with the first
%f o d. “ffie information
Itpfﬂmuksba nodatetwpd &y ahwraihﬂlwg ip ghe hdithmdyarious
mod1ﬁc¥‘@c%{s C(g}nbllna’moﬁg] %ug-co hiddHon¥ %d nfteﬁklﬁg qnay
a’sing representative encryp
occur dnmridmg erha¢sigrs respirenicath dndosthainiontprs sofar as
they arce%fl%pﬁle%@o%@e ‘haﬂggi #ﬂcﬂd%x%@ 0!;.' Iaﬁe equivalents
encryption ocessl portion i
thereof.conpati bl e, and the flrst encryptlon
method is nore reliable than the second
encryption nethod. 6. The information
processi ng device according to claimb5,
wherein the information processing
device is one of an IC card and a nobile
term nal equipped with an I C card portion
capabl e of non-contact conmmunication with
an external device. 7. An information
processi ng device, conpri sing: a
data storage portion that is capable of
storing user data used in a particular
servi ce using non-contact comrunication
and managenent information used to manage
the user data in different storage areas
for each of a plurality of different
encryption nmethods and that has at | east
a first storage area storing first
managenent information corresponding to a
first encryption nethod; an i ssuing
i nformati on receiver that receives
i ssuing information that is encrypted
using the first encryption nethod from an
i ssuing device that delivers the issuing
information to i ssue second managemnent
i nformati on corresponding to the first
encryption mnet hod;



112 an issuing information
decryption portion that decrypts the
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113 area, the first managenent
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information with the first encryption method, and
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partic S8 cEsieem def i nition area and the
second section definition area bein the

secofid BFEiAlge? UPENBHORhePYLPY sPBhagihen an

autherft@atib® &eq&stﬁﬂrdc@iﬁr@d Mk e Qd’r@ﬁesp‘ifd)\ﬁkger device by
met had,

r|3| the ste
the coByisiongta AT R PO bbb g the second
encrypiion imGethodl |1dia{t1ﬁefam&g aiTediba tioff St inOdhe of the first
correspondi n fir ncr t i on
and thf RO T AR TG oo PS5 S AR ISP RrrsRapding to
an en&lypti@igengbblli grcifibditbyl she ap&halnﬁcﬂlion portion, and
rlng user. dat a_use jcular

uses tl’ciee Fnaing. emgnt in ?’{Fr?ugrolnst %réep CO Sﬁ|68te{i| storage area
~ to perfand mmumagenﬂmhncxﬁo@rm itlon sersied ptr@mtmn:"ag:ee with

t he user at a 'fhfre stora e.are
the en?rgPtl ‘# ap ﬁga Y7 elau?afher eRt o

encryptlon nethods - receiving, by
t i nf [
. Toq Mot R BloRRRE REFRS, AR 18 iy o, furher

compriggigng the first encryption nethod from an
ésswnﬁgugﬁ:\é'hgg t E@itnoﬂel Itﬁgtr S nE;aepi%l‘xlrug'su{15]19—(3011'&1(:1:
Information to i Ssue second nagenent

commyrrifiorewito ancotarasiptyndengnd o a second
encryption met hod;



decrypting, by the information processing

device, the received 115 issuing

information using the first encryption

met hod, based on the first managenent

i nformation correspdidiing to the first

encryption nethod stored in the first

s enayptiar pAcefsingEertion gopaibigevifotheinbarality of

LN t [ pat

HKIH%P%CGSSIHQ 6|%gxg%és%%iéﬁL§%E dgggy%?%éﬁ ﬂm
pluralits 90iengyphém myahodm  dath sosaapnented by non-contact

comm{tftﬁe Sg{]%ptg-l o BLOLERLLA ﬁ&ﬁgﬁ*sﬁ%hng to

‘encryption nethod, and storing
thvaissEop Frdorre el RPHOR BT HER i TG Hicgencryption

proces@ﬁ%%%éﬁ e é&%als% %hﬁfogﬁﬁ@oﬁ FREREE from the

t'i.on I nformation proceSS|ng
1ssmngréﬂh@dmth @nﬁpﬁliS§ ERYPHRE B
storing, by an information processing
. device, first managenent information
5. The doforrag Beshpiosessing deviderasFording i 5iaiyf wherein

ARt 1M chdyfidd idincilljerAggR rr@?re@éntﬁtdﬁ&rﬁ:rypuon
storage portion that is capab

methodt et g tpEteddHOB GENPE) Hich eamﬁﬂw%?ﬂmds with

which 3hE Ve'n%%pﬁ%h NGoORBMEOPdrich 16 QRHpALBR! AN the first
and managenent information used . to man gg
method

encryptioe edPd dmiraTs Felablef 8RR AT STOrA GBORPE
for each of a plurality of different
encryption mnet hod i

. __receiyin .
6. They NorPRTN FEREFOTO B SR e, Wherein
: ﬂﬁsﬂif&ﬁ‘hdtﬁ%oﬁﬂm&slsﬁfg tibvte fiss opa@f é@]% Bl card and a
using the first encrypt]on et ro
mobilg §"§Efgﬂ©1 eretipRed f"’f'fgt |Ollt | G PP é’ T & u:gir?g of non-
contadt Rb@NFEtit-Adntvith 55 detesedardicarnagenent
“information corresponding to the first
encrypti on net hod; decrypting, by
7. An inf@mistioarpiatdssing dedces stmgrisieyi ce, the

recelved i Ssui.n nfornat
s‘g)ﬁ%ggy%qu dﬁ%tt B caapa f;escyg%%r%g% %&? data used
in a fpdﬁﬁburmn agﬂmentusurlg‘ onomipmact communication and

managCﬁ%{ 4 ga‘gpt%%l?e tuoset {nia_kgfé gr%g%ég}éa%?em different
storagefartdre fcdaitaahsctfm @gaapm pf differemiencryption methods
and that has at least a first storage area storing first management
information corresponding to a first encryption method _ |

an issuing information receiver that receives 1ssu1ng 1nf0rma.t10n
that is encrypted using the first encryption method from an issuing
device that delivers the issuing information to issue second

management information corresponding to the first encryption method;



I ssuing, by the information processing

devi ce, based on the decrypted .issuing

i nformati on, the second managenent

i nformati on corresponding to the first
encryption nethod, and storing the second
managenent information in a second

ah osageg aneamatioh héectgitans patiage thpar te@ypts the

116 .11. A pr.ogram t.h ri.ses
receiv i B HH R AT e A A COPogpbased on
the firpiemhnagamishe 1rﬁ'ble1p):-ﬁ‘10@fdorrespondﬁtg)trol g ﬁrstrtﬂicryptlon ,
methoJBR2 eneg |nfo mation, corre%%pnp
| PEE RS pePo R nECho R A7F Pst™

portiogtamdage area of a data storage portlon
ANk AP AR 8o flor LA RS MR BP0 tne
'n articular service “hon- Con
decxym@inmmgt mﬁorrambmam@gleﬂetﬁe [ sebgmdramamgement
P u ferent
inforu B8 hRedBORRE, Lo B PRIBORE bbb G stores
the sedirfdf mpeagenagt ripfarngfiomat hpomond storage area in the
d 1€ i%hﬂg_issuing infornmation that is
maséh%%ﬁbte using the first encryption
nmet hod from an issuing devi ce that
8. The iy %50% J&@eé aﬁé&&ﬂigttb Quih®, WiREEn
secon agene f6r mat
' deryersgonden gl the datse%teme erciigphper hierarchical
struct@R! R0fed of at AEEHYR LRGN NRELRLS URE: established
I'ssuing information using the first
correspasiingntq eacthef lWoton-berteet enmmHeicRiipy tsystem with

which rfﬁ@ 9B PR ort 'Hr&fe%hg UvieQrik Q:%RQJ&%H:Q alt Ck:ast one .
e first enCryption nethod stored in th

Sectlorf Fi?fg’tm%’c BTeRgeT Sren obhe PlaTaliy 4T sPevREE” methods

with whRhith® MfoidAkkion procéss&i diSice RaSEHP AEbIE NBe section
decrypted issuing information, ﬂe second

'deﬁﬂlq?aﬁa@aeheé?ﬁg% o rar SR esfffvfé%rbaf?ar A pbleast one

area déiB LA BeRMGIHERL HBE sdBRbh Adiniabd aséaor i ng
: t he second managenent information in

@e&awgs%%g@%?%%wwés daferst Fatagéiefmon

informP@6 itBR is 1doref R OGleaBydthiat dERIIR6h S@8a, section
command a conput.er. to

demuﬁg%ﬁ%%%%tggtgt%?d in ghe section dehmtlon area, and

area defmition information that is stored in the area definition area,

data storage

the first storage area of the data storage portion includes at least
~ a first system definition area that stores a first system definition
information corresponding to a first non-contact communication
system and a first section definition area that stores a first section
definition information corresponding to the first encryption method,

the first section definition area belonging to the first system definition



storing first managenent information
corresponding to a first encryption
nmethod in a first storage area of a data
storage portion that is capable of
storing user data udé8d in a particular
servi ce using non-contact communi cation
area, and managenent information used to manage
ser data in different. stora
B A5 e Pedmeh, o i st the s
systeme nd:e’f‘yﬁ)tﬁdro ninf@tolke@a; antl7the first r @CEbN| Iﬂl@ﬁ_mhon
dnhnnaé@Ulng information that is encrypted
Usi ng the first encryption nmethod from an
- it diirstgsydeann cﬂeﬁnimah 1dﬁa|rmmam$ itdheddssa Uirsg system
econd: nmanagenent
code e ane 3ot 8ot SEGeE R Lo EREY FP e and the
first seqtomy gefgiioneifigwation mchdiasr ypﬁ'rsmgket;h eised for
‘ Lveg. i Nng..L N t t he
authengllgé%tm e%c réC% %Sogﬂlne%’lg&n% ase n%fchn area  and
identifi f:ailtnicm mﬁam@errém the fif giremetyipdion method,

Lglglpxg aﬁc?nt %h% L) d_?ﬁ?%g{aégﬁnlagtnmformaﬁon,
tore in I'rst Storage area

is Sysimn tibsuigat Ja.fcsmntlag etqpaossicomecomdd system  definition
informé u'chges&?lﬁﬁ' o o Q@coggcﬁyrp&ﬁpca&s t?&hﬂ]glmcaﬁon

ormati-on, e second nanagenent
systemu aﬁdo peranil cﬁq:c*@m delpgaeiinigrmatiarh éhdti helings to the
secondeéﬂrg{e}ﬂrpaéﬁ}ﬁh&? Hmatﬁ:ﬁ]ldarﬁf ﬁ{a!t Gk nﬁg GO [Eﬁle first
managenent information 1n a secol

encryplerymggodar ea of the data storage portion.

et sy%téiﬁ mﬁﬂlg ﬁifbx%ﬁhtﬁ%sﬁa%mdeg %r@cbﬁ'& ROstemn code
an 1 ssul ng devi ce; and

indicatingf ShereReren racEEERHg C@F@W—’é’é‘:attﬁat sygem and a

second C 8@ b d0 forC QRN e ALid:0 nmvwak&s& hg LSSHA Nekction

devi ce; wherein
deﬁmtmn area, a_nd

the information prqces’sing device further comprises:

a key storage portion that stores an authorization key to
neﬁly"issue the systern definition information; and

a mutual authentication portion that performs mutual
authentication with the issuing device with the first encryption method,
using the first encryption method identification information stored in
the first section definition area, wherein _

when the mutual authentication performed by the mutual
authentication portion is successful, the issuing information receiver
receives the sj'stem tssuing information encrypted with the first

encryption method using one of the first key and the authorization key



t he i ssuing device includes

an issuing information encryption portion

t hat enCrypts with a first encryption

met hod issuing infornmation used to issue
" second managenent i Af%rmation

corresponding to a second encryption

- from thetshaigg daride, an i ssuing
fﬁ&ﬁﬁ 'n%n'fxé Sgécrrhﬁ;[ont ﬂﬁjﬁoﬁ fls %E %f the first
the i ssling ormatton encrypted wt

- key storiq@ ifi |t1a¢>ﬁr3é ﬁ@rtlyptdeéwtlﬁét%@ﬁjam ﬂtﬁt@lﬂwﬂzatlon key
StOth'letl‘?J E@t sl,t&(re]igp [:)qutﬁﬁﬁstb A8eSBY ﬂfé%eé&&l \%m issuing

formdti on processing device inclu

'lnmﬂﬂaﬂéﬁﬂ@mgheﬁﬁﬁ@ﬂﬁﬁpﬂm%ﬁ“ﬂﬁé&aﬁés at Ieast

fhefl il heShH 2GR0 R ARNS 1 QLAY phitic based on the
nanagenent i nformation corresponding 't

decryptete Spiegy iusving griosnakiet, héﬁuﬁﬁdﬂFhé%COP‘é} system

definitoRPRREa@bn Shet IH81dds Qhe dREGh U §RFerh bole and the
£art| cul ar service usi ng non- cont act
SeCon

SFHOR ideBriteon ugﬂgnam%%%ﬁpe second key and

the firbNEQPRidnOMeRa0dbHRRBH EnfoRBaSE  arik@dres the
in different stora e areas for %ﬁCh of

Secondpﬁ[ﬁeé:p ldp@n%pn hriprraa section definition

informBB&MAESthe second system deﬁnﬂiﬂfh laSéel iang the second
i nformati on recei ver that re ei ves
Jé'ut:lon area

section} defifitign .@%ﬁ%ﬁ%ﬁﬁaﬂyeﬂ& %P% PR

and thE|sE<Sdnd9§é:@ﬁMDBéfﬂﬁmﬁmhflﬁcbeﬁﬂg)metsheoﬂdsﬁldfafgg area of

dev
the data Storage portion.

9. An information processing method, comprising the stéps of:

storing, by an information processing device, first management
information corresponding to a first encryption method in a first
storage area of a data storage portion that is capable of storing user
data used in a particular service using non-contact communication
and management information used to manage the ﬁser data in
different storage areas for cach of a plurality of different encryption
| methods;

receiving, by the information processing device, iésuing
information that is encrypted using the first encryption method from
an issuing device that delivers the issuing information to issue second
managemen;c information corresponding to a second encryption
method; '

decrypting, by the information processing device, the received



an issuing information decryption portion
‘that decrypts the received issuing
information using the first encryption
met hod, -based on the first managenent
i nf ormati on correspollding to the first
~encryption nethod stored in the first
issuing tipfongatien awingf thehiérst gnerystion arpihedripdsed on the
first A& }ggement_ mformation corr@sp{fgiﬁg%gte%g?‘ie ggsg:etglcrypuon

I nformation 1 ssuing por , )
methog tarpe injéerfypt wardgs smangf theflefrrmieragnportion; and

1SSHES tyNeheS Sa0REL TN 306ABIE, IJUREMBLEQN on the
correspondi ng to the Second encryption )
- decrynted BSYngh infetrertis. tthe sseewsh dnanagargente mformation
corresF&{cEﬁ bi i IsBedhdS 8RARDPHST Gh&B8d a8 Qforing the
he data storage portion. 14. A
second: gipRaatRatt BieregleR i actrprd sioRrge ama of the data
storagk pStHoRY devi ce; and an information
processi ng device that is capabl e of
comuni cation with the issuing device;
10. AnvR¥-RikBort PLock St RRIKIRY | ehprRfoUdie Steps of:
an i ssui-ng information encryption_portion :
PREPR ehic Ay FROTRAERR RTPGEPERS dRERSpitshmanagement
informBBbM QdbrieSSotidIge 10T QI iRt | PRryp%i6H HRtHUSHE a first
second nﬁnagenent i nformation ,
storage g7 8T §oraEst PR TP 8t IStappple Ynstoring user
data u¥ell Atk particular service using @Bnic®8tHcOFommunication
d information transmtter that tra§§nits )
and mafaepent; ROTRAGIHELTON ‘L MBIAF e P ST data in
differeh 8totdgeSdreaf Eory pidhoaf Aeginaditt of different encryption

meﬂmcli%fornat!'on processing device, and the
i Af or mat i on processi ng devi ce incl udes
receiving, by the information processing device, issuing
information that is encrypted using the first eﬁcryption method from
an issuing device that delivers the issuing information to issue second
management information corresponding to the first encryption method;
decrypting, by the information p‘r_béeséirig device, the received
issuing information using the first encryption method, based on the
first management information corresponding to the first encryption
method stored in the first storage area of the data storage portion; and
issuing, by the information processing device, based on the
decrypted iséuing inférmation, the second management information
corresponding to the first encryption method, and storing the second
management information in a second storage area of the data storage

portion.



a data storage portion that has at | east
a first 119 storage area storing first
managenent i nformation corresponding to
the first encryption pnethod and that is
capable of storing Jd&r data used in a
particul ar service using non-contact
comuni cation and nmanagenent i nformtion

11. A %M%SEQ endisftiodatitti Bnthddes @biputer
t6rage areas for each of a plurality of

to perfdith e €eps @hcr ypt i on net hods,

&Qrﬂlgc’ FHLNGhain Db QR IR @868 | M@feshBi@ting to a first
. recefves the rssuing informtion _
encrypsing mygshediing fiFsttsherags pip dadaipeigpge portion that

is capdfiid BOGofih® Msbh@ath S8l RE (R Hi&@ar service using non-
an issuing information decryption portion

contact RAIERIAER ANCHBAPRZEEIPE (PP TRTHgused to manage

the udeRf Qfaah i ekt NGordaBe drbdss toregushy pt iaOPiurality of
_ method, based on the first nmanagenent
differeptgrseyriiondpct@8f$esponding to the first

ROEHMPL kAN FBLPOGa B0 tBEL isNehdigplelirgding the first
storage area of the da or ag orti

encrypjigg method from an 1ssmn%td?rsﬁ'aetaéléﬂeﬁ?lgrers tl?en issuing -

informiaA6:9 kSRRSO Bedohi8 UhithepRichi Bifortrdadion doagesbnding to
on the decrypted issuing information,
as“”?§§ﬁ%§P?%b#§EE@ﬂd managenent i nformation
,&&&j;]ﬁgﬂomﬁé N@céifed Nesihg sihfenatippt g the first
met hod and stores t second nmanagenent .
encryRRO PR Ton PRTFda D BTl oPAGRFATEA Gformation
correshhigiiflatoarhstisagerpaidn mathod k2fred in the first storage
area of the data storage portion; and
issuing, based on the decrypted issuing information, the second
management information corresponding to the second encryption

method, and storing the second management information in a second

storage area of the data storage portion.

12. A program that comprises instructions that command a computer
to perform the steps of:

storing first management information corresponding to a first
- encryption method in a first storage area of a data storage portion that
is capable of storing user data used in a particular service using non-
contact communication and management information used to manage
the user data in different storage areas for each of a plurality of

different encryption methods;



| NFORVATI ON PROCESSI NG DEVI CE,
| NFORMATI ON PROCESSI NG METHOD, PROGRAM
AND COVMUNI CATI ON SYTEM ABSTRACT OF THE
DI SCLOSURE An i nformation processing
device includes: a ddfa storage portion
that can store user data used in a
paetvinguisawingoimiarontias ttheo mMendyatedowsing the first
V] n n ' I [ e
ey LN ARARSEIEAL (LOLOUERS WAL g oo
inforngatiendo ¢sne sspuNdhAtgemed] infigmeition corresponding to
the fir§NGL0) t&ogqng@l[)@;od_s and that has a first
storage area storing managenent _ :
Aedroptingt itbe vorived pevdng ginfagmatiphr geing the first
encrySGT YRELQN HRLOOG, afle ! B! RARLAIRLTR L B ation
receiver t'hat receives Issuing ~
corresppridingria thenfirsh epgprtecd wethedisteresljip ghe first storage
area o THar 44 Ei%?a%’éﬁ;ﬁo@ﬁ&-fa&Qm an issuing device
deliverin e Issuing information to
jssyging, hﬁ@gm ddgcpirgechipsiigg information, the second
manageMdn€ SR G LR RpSRERRth SRAT¥PLAP btion method,
met hod; an 1ssuing information decryption
and S'f?ﬁ’iﬂg!tbﬁ s.pqapgtd g‘.@@.ﬁw&‘gttlﬁ@@é’%@}l JVie@ second storage
area of BRWRY stoBi QI s Li,0N Wi th the first
encryption nethod, based on the
management information corresponding to
13. A ¢diembihicatiors BfdtyRl ékprigeidiod stored in the
first storage area; and a nanagenent
PRISHE IS i ng portion that, based
g tiARrAeE6Y Pt BdcdsSBid NGevidef OFHERL | BN, capable  of
i ssues the managenent information
commppicEATLBHBI th BB REVEECBRT®Encr ypt i on
Riibadn@neisd BicRgiest in a second storage
area. Fi ga%r eisg'uing information encryption portion that
encrypts with a first encryption method issuing information used to
issue second management information corrésponding to a second
encryption method, and -
an issuing information ftransmitter that transmits
the issuing information encrypted with the first encryption method to
the information processing device, and
the information processing device includes
" a data storage portion that has at least a first
storage area storing first management information corresponding to
the first encryption method and that is capable of storing user data

used In a particular service using non-contact communication and
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management infbrmation used to manage the user data in different
storage areas for'each of a plurality of different encryption methods,

an issuing information receiver that receives the
issuing information encrypted with the first encryption method from
the issuing device,

' an issuing information decfy‘ption portion that
decrypts' the recetved issuing information using the first encryption
method, based on the first management mmformation corresponding to
the first encryption method stored in the first storage area of the data
storage portion, and

| a management information issuing portion that,
based on the decrypted issuing information, issues the éecond
management information corresponding to the second encryption
method and stores the second management information in a second

storage area of the data storage portion.

14. A communication system, comprising:
an issuing device; and
an information processing device that is capable of
commumnication with the issuing device; wherein .
the issuing device includes 7
an issuing information encryption portion that
encrypts with a first encryption method issuing information used to
issue second management information corresponding to the first '
encryption method,
an issuing information transmitter that transmits
the issuing information encrypted with the first encryption method to
the information processing device, and
the information précessing device includes

a data storage portion that has at least a first
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storage area storing first management information corresponding to
the first encryption method and that is capable of storing user data
used in a particular service using non-contact communication and
management information used to manage the user data in different
storage areas for each of a plurality of different encryption methods,

an issuing information receiver that receives the
issuing information encrypted with the first encryption method from
the issuing device,

_ an issuing information decryption portion that
decrypts the received issuing information using the first encryption
method, based on the first management information corresponding 1o
the first éncryption method stored in the first storage area of the data
storage portion, and

a management information issuing portion that,
based on the decrypted issuing information, issues the second
management information corresponding to the first encryption method
and stores the second management information in a secc‘mdr storage

area of the data storage pbftion.
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INFORMATION PROCESSING DEVICE, INFORMATION PROCESSING
METHOD, PROGRAM AND COMMUNICATION SYTEM

ABSTRACT OF THE DISCLOSURE

An information processing device includes: a data storage portion that
can store user data used in a particular non-contact communication
service and management information fo manage the user data in
different storage areas corresponding to different encryption methods
and that has a first storage area storing management information
corresponding to a first encryption method; an issuing information
receiver that receives issuing information encrypted with the first
encryption method from an issuing device delivering the issuing
information to issue management information corresponding to a
second encryption method; an issuing information decryption portion
that decrypts the received issuing information with the first encryption
method, based on the management information corresponding to the
first encryption method stored in the first storage area; and a
management information issuing portion that, based on the decrypted
issuing information, issues the management information
corresponding to the second encryption method and stores it in a

second storage area.

Figure 1



