SMART CARD, PORTABLE ELECTRONIC DEVICE AND SMART CARD
PROCESSING DEVICE '

CROSS-REFERENCE TO RELATED APPLICATION(S)
[0001] This application is based upon and claims the benefit of priority
from the prior Japanese Patent Application No. 2013-058810, filed on March

21, 2013, the entire contents of which are incorporated herein by reference,

FIELD

[0002] An embodiment of this invention relates to a smart card, a portable

electronic device, and a smart card processing device.

BACKGROUND
[0003] In recent years, ultra-high speed communication (VHBR (Very High
Bit Rate) communication, for example) is ‘propose‘d for data communication
used for a portable electronic device, such as a smart card. The ultra-high

speed communication can shorten communication time required for

transmission of large amount of data. On the other hand, the ultra-high

speed communication may reduce communication quality because the
ultra-high speed communication is easily influenced by a disturbance noise.
A conventional smart card establishes a communication speed in initial

response process. Once the conventional smart card establishes

communication speed, it cannot change communication speed in the middle

of a communication procedure.



BRIEF DESCRIPTION OF THE DRAWINGS

[0004] Fig. 1 illustrates a configuration example of a smart card system

which includes a smart card and a smart card processing device which

concern an embodiment.

Fig. 2 is a block diagram illustrating a configuration example of the

smart card concerning the embodiment.

Fig. 3 illustrates a configuration example of a format of a data block

which the smart card and the smart card processing device transmit and

receive which concern the embodiment.

.Fig. 4 illustrates an example of a communication sequence of initial
setting processing which establishes a communication of the smart card and
the smart card processing device which concern the embodiment.

Fig. 5 illustrates an example of a communication sequence in the
case that the smart card processing device and'smart card which concern the
embodiment change a communication speed.

Fig. 6 is a flow chart for explaining a flow of processing which
performs change of the communication speed in the smart card concerning
the embodiment.

Fig. 7 is a flow chart for explaining a flow of processing which
performs change of the communication speed in the smart card processing
device concerning the embodiment,

Fig. 8 illustrates an example of a communication sequence in the
case an error occurs while the smart card processing device and smart card
which concern the embodiment perform ultra-high-speed communication,

Fig, 9 is a flow chart for explaining a flow of error processing at the

time of the ultra-high-speed communication in'the smart card concerning the

embodiment.



Fig. 10 is a flow chart for explaining a flow of error processing at the

time of the ultra-high-speed communication in the smart card processing

device concerning the embodiment.

DETAILED DESCRIPTION

[0005] According to an embodiment, a smart card includes a
communication section and a control section. The communication section
communicates with the external device. The control section sets up a first
speed as the communication speed used for communication with the external
device by the communication section. Moreover, the control section changes
the communication speed from the first speed set up to a second speed
specified by a change request when the control section receives the change
request of the communication speed from the external device by the
communication section.

[0006] Hereinafter, an embodiment is explained with reference to the
drawings. Fig. 1 is a block diagram for explaining a co:_1figurati0n of a
smart card system. The smart card system includes a smart card 2 as a
portable electronic device, and a smart card processing device 1 as an
external device which performs communication with the smart card 2.

[0007] The smart card 2 is the portable electronic device which processes a
command given from the external device and outputs a processing result
thereof as a response. In the embodiment described below, the smart card 2
shall be mainly a noncontact type smart card., The smart card 2 as a
noncontact type smart card supposed in this embodiment conforms to
ISO/IEC 14443-4 which is an international standard, for example. However,

this embodiment can be applied to a portable electronic device which can
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perform data communication with an external device, and does not limit a
scope of applications to the noncontact type smart card. This embodiment
is applicable to a contact type smart card etc. for example.

[0008] First, a configuration of the smart card processing device 1 1is
explained. In a configuration example shown in Fig. 1, the smart card
processing device 1 has a control section 10, a card reader-writer 15, an
operation section 17, and a display 18. The control section 10 has a CPU 11,
an ROM 12, an RAM 13, and a nonvolatile memory 14. The control section
10 may be configured by a personal computer (PC), for example. - The CPU
11, the ROM 12, the RAM 13, the nonvolatile memory 14, the card
reader-writer 15, ‘the operation section 17, and the display 18 are mutually
connected via a bus, respectively.

[0009] The CPU 11 manages control of the smart card processing device 1
whole. The CPU 11 performs various processing by executing a control
program stored in the ROM12 or the nonvolatile memory 14. The CPU 11
performs transmission and reception of a command and a response with the
smart card 2 via the card reader-writer 15, for example.

[0010] The ROM 12 is a nonvolatile memory which stored a control
program, control data, etc. beforehand. The RAM 13 is a volatile memory
which performs as a working memory. The RAM 13 stores temporarily data
which the CPU 11 is processing. The RAM 18 stores temporarily data
which are transmitted and received to and from the external device via the
card reader-writer 15, for example. Moreover, the RAM 13 stores
temporarily the program which the CPU 11 executes.

[0011] The nonvolatile memory 14 is configured by & rewritable nonvolatile

memory, such as EEPROM ete., for example, The nonvolatile memory 14
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stores a control program, control data, application, and data used for the
application, for example.

[0012] The card reader-writer 15 is an interface device for performing
communication with the smart card 2. The card reader-writer 15 is
configured by an interface according to a communication method of the
smart card 2. When the smart card 2 is the noncontact type smart card, the
card reader-writer 15 is configured by an antenna, a communication control
section, etc. for performing wireless communication with the smart card 2.
[0013] The card reader-writer 15 has a speed register, for example, and a
communication speed is determined according to a value set to the speed
register. The communication speed is chosen from an initial communication
speed X1, an initial communication speed X2, an initial communication
speed X4, an initial communication speed X8, etc., for example according to
the value set to the speed register.

[0014] The card reader-writer 15 corresponding to the noncontact type
smart card is configured so as to perform an electric power supply, a clock
supply, a reset control, and transmission and reception of data, to the smart
card 2, The card reader-writer 15 performs activation (starting) of the
smart dard 2, transmission of various commands, reception of a response to
the command, ete. based on control of the CPU 11 of the control section 10 by
those functions.

[0015] In.the case that the smart card 2 is a contact type smart card, the
card reéder-writer 15 has a contact section for physically and electrically
connecting with a contact section of the smart card 2, and performs electric
power supply, clock supply, reset control, and transmission and reception of

data via the contact section of the card reader-writer 15 to the smart card 2.



[0016] Various 0peration instructions are inputted into the operation
section 17 by the operator of the smart card processing device 1. The
operation sectién 17 transmits data of operation instruction inputted by the
operator to the CPU 11, The operation section 17 is é. keyboard, a numeric
keypad, a touch panel, ete., for example. . The display 18 is a device which
displays various kind of information by control of the CPU 11. The display
18 is a liquid crystal display device, for example.

[0017] Next, the smart card 2 is explained. The smart card 2 is activated
(the smart card is in a state where it can operate)by receiving supply of
electric power etc. from a higher level device, such as the smart card
processing device 1. When the smart card 2 is connected with the smart
card processing device 1 by contact type communication, that is, the smart
card 2 is a contact type smart card, for example, the‘srnart card 2 is activated
by receiving an operation power and an operation clock from the smart card
processing device 1 via the contact section as the communication interface.
[0018] Moreover, when the smart card 2 is connected with the smart card
processing device 1 by a noncontact type communication method, that is, the
smart card 2 is a non-contact type smart card, the smart card 2 receives an
electric wave from the smart card processing device 1 via an antenna, a
modulation and demodulation circuit, etc. as a communication interface,
generates an operation electric power and an operation clock from the
electric wave by a power source section thereof which is not illustrated, and
is activated,

[0019] Next, a configuration example of the smart card 2 is explained. Fig,
2 is a block diagram schematically illustrating a configuration example of

the smart card 2 concerning the embodiment. The smart card 2 includes a
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main body C of a shape of a card formed by a plastic ete., and a module M
built in the main body C. The module M is formed in one, where one or
more IC chips Ca and the external interface (communication interface) as the
communication section are connected, and the module M is buried in the
main body C of the smart card 2,

[0020] In the configuration example shown in Fig. 2, the smart card 2
includes a CPU 21, an ROM 22, an RAM 23, a nonvolatile memory 24, and a
communication section 25. These are connected each other via a data bus.
Moreover, the CPU 21, the ROM 22, the RAM 23, and the nonvolatile
memory 24 are constituted by one or more IC chips Ca, and the IC chip Ca
and the communication section 25 constitute the module M, where both are
connected.

[0021] The CPU 21 performs as a control section which manages control of
the smart card 2 whole, The CPU 11 performs various processing based on
a control program and control data stored in the ROM 22 or the nonvolatile
memory 24. The CPU 21 performs various processing according to an
operation control of the smart card 2 or an operation form of the smart card 2
by executing the program stored in the ROM 22, for example, In addition, a
part of various kinds of functions may be realized by a hardwalre circuit. In
| this case, the CPU 21 controls the function performed by the hardware
cifcuit.

[0022] The ROM 22 is a nonvolatile memory. A control program, control
data, ete. conforming to a specification of the smart card 2 are built into the
ROM 22 in a manufacturing step.

[0023] The RAM 23 is a volatile memory. The RAM 13 stores temporarily

data which the CPU 11 is processing. The RAM 23 performs as a buffer for
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-calculation, a buffer for reception, and a buffer for transmission, for example.
The buffer for calculation holds temporarily results of various operation
processing which the CPU 21 performs. The buffer for reception holds
command data which was received from the smart card processing device 1
via tﬁe communication section 25.

The buffer for transmission holds response data to transmit to the smart
card processing device 1 via the communication section 25, In addition, the
RAM 23 stores an operating status, such as the communication speed
immediately before.

[0024] The nonvolatile memory 24 is structured by a rewritable nonvolatile
memory, such as EEPROM, a flash ROM ete., for example.’ The nonvolatile
memory 24 stores the control program, the application, and the various data
according to the operational use of the smart card 2. In the nonvolatile
memory 24, the control program, various data, etc. are written in a program
file, a data file, etfc., for example.

[0025] The communication section 25 is an interface for performing
communication with the card reader-writer 15 of the smart card processing
device 1. In the smart card 2 which is a noncontact type smart card, the
communication section 25 performs wireless communications with the card
reader-writer 15 of the smart card processing device 1, and the
communication section 25 is configured by a communication control section,
such as a modulation and demodulation circuit, and an antenna. Moreover,
in the smart card 2 which is a contact type smart card, the communication
section 25 is configured by a contact section which contacts physically and
electrically the card reader-writer 15 of the smart card processing device 1,

and a communication control section for performing transmission and
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reception of a signal,

[0026] The communication section 25 has a speed register, for example, and
a communication speed is decided according to a value set to the speed
register, The communication speed is chosen from an initial communication
speed X1, an initial communication speed X2, an initial communication
speed X4, an initial communication speed X8, etc., for example according to
the value set to the speed register.

[0027] Next, a communication method of communication between the
smart card 2 and the smart card processing device 1 is explained. The
smart card 2 and the smart card processing device 1 transmit and receive
data of a predetermined format. The smart card processing device 1
transmits command data of the predetermined format to the smart card 2,
and the smart card 2 replies response data of the predetermined format to
the smart card processing device 1. The smart card 2 and the smart card
processing device 1 perform data communications with the data
transmission method specified by ISO/IEC 14443-4, for example.

[0028] However, the communication method of communication between the
smart card 2 as the portable electronic device, and the smart card processing
devices 1 as the external device, is not limited to the data transmission
method specified by ISO/IEC 14443-4, but a data transmission method which
can pransmits and receives data of the predetermined format and can
perform error check to the transmission and reception data.

[0029] Fig. 3 shows a configuration example of a format of a data block
which the smart card 2 and the smart card processing device 1 transmit and
receive. Fig. 3 shows a configuration example of the data block transmitted

and received with a data transmission method specified by ISO/IEC 14443-4.
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In the data transmission method specified by ISO/IEC 14443-4, as block
transmission, the data of three kinds of formats, I-block (Information block),
R-block (Receive ready block) and S-block (Supervisory block), is transmitted
and received. |

[0080] The I-block, the R-block and the S-block have roles different,
respectively.

[OOSIj The I-block (I blocks) is a format for transmitting information used

by application layer. The I-block is used for usual data read-out and
data-writing, 4

[0082] The R-block (R blocks) is a format for transmitting an
acknowledgement or a negative acknowledgement. As for the R-block,
there are kinds of R-block of acknowledgment (ACK), R-block of negative
acknowledgment (NAK), ete. The R-block of the acknowledgment (ACK) 18
used when a next command is required, Moreover, the R-block of the
negative acknowledgment (NAK) is used when retransmission of a received
command is required.

[0033] The S-block (S block) is a format for exchanging control information
“between the smart card 2 and the smart card processing device 1. The
S-block is used as an extension demand of processing time (WTX: Waiting
Time extension) and a command which makes the smart card deactivate
(Deselect), for example. In addition, in the S-block, whether the S-block is
the extension demand of processing time (WTX) or the command to
deactivate (Deselect) is specified in a PCB which is explained below.

[0034] As shown in Fig. 3, a frame based on the block format specified by
ISO/IEC14443 includes fields, such as a prologue field, an information field,
and an epilogue field. All the I-block, the R-block and the S-block are based
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on the block format shown in Fig. 3.

[0035] The prologue-field has data of Protocol Control Byte (PCB), Card
IDentifier (CID), Node Address (NAD), etc.

[0036] The PCB is a protocol control byte. The PCB can transmit
information required for control of data transmission to a device (an external
device) of the other party. The PCB has information which shows whether
this frame is the I-block, the R-block or the S-block, for example. |

{0037] The CID is a card identifier. The CID is data for specifying the
smart card for a processing target. In addition, the smart card 2 stores g
peculiar card identifier in the ROM 26 or the nonvolatile memory 28. The
NAD is a node address. The NAD is data for building a different logic
connection.

[0038] INF (Information) of the information field stores a data main body of
a command, application data, or state information, for example. The smart
card 2 performs various processing according to the data stored in the
information field. In addition, the information field may be omitted by
depending on the contents of the command. The information field is
omitted in the R-block.

[0039] EDC (Error Detection Code) of the epilogue field stores an error
detection code, such as CRC, in order to detect abnormalities in data caused
by a communication error etc.,' fér example, The Error detection code is a
value calculated based on the data of the prologue field and the information
field. The device in the side of reception can detect abnormalities in data
caused by the communication error and so on, based on the data in the
proldgue field and the information field, and the error detection code in the

epilogue field of the received data. The smart card 2 which received the
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I-block from the smart card processing device 1 checks existence of an error
by the EDC data in the epilogue field of the received I-block, for example.
[0040] ANeX't, a sequence of the communication between the smart card
processing device 1 and the smart card 2 is explained. First, an initial
setting processing which is performed after the smart card 2 starts, and in
which the smart card processing device 1 and the smart card 2 establish a
communication, is explained. Fig. 4 illustrates an example of a
communication sequence of the initial setting processing in which the smart
card 2 and the smart card processing device 1 concerning the embodiment
establishes the communication, The ‘C()ntrol section 10 of the smart card
processing device 1 émits a career wave for operating a smart card from the
card reader-writer 15 (Step S10). The carrier wave is a nOn-moduléted
wave in single frequency, for example. This éarrier wave 18 supplied to the
smart card 2 as an electric power for operation and an operation clock.

[0041] The control section 10 of the smart card processing device 1
transmits a request command which requires an initial response to the
smart card 2 by the card reader-writer 15 (Step S11). This request
command is a command for performing an information trahsmiassion in order
that the smart card processing device 1 and the smart card 2 establish a
communication. Moreover, the request command is also a command for
detecting whether a smart card which can operate exists or not in a
communication area (magnetic field area) formed by the carrier wave which
the card reader-writer 15 of the smart card processing device 1 emits,

[0042] The smaft card processing device 1 acquires an initial response
information which the smart card 2 discloses as a response (initial response)

to the request command. The initial response information is fundamental
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device information on a smart card including information which shows the
communication speed which the concerned smart card sﬁpports, for example.
{0048] The smart card 2 receives the carrier wave which the card
reader-writer 15 emits with the antenna which is a part of the
communication sections 25 in the communication area of -the caxrd
reader-writer 15 of the smart card processing device 1. The smart card 2
generatéé the electric power for operation by the power source circuit which
is not illustrated from the carrier wave. The power source circuit of the
smart card 2 supplies the generated electric power to each part. Thereby,
the smart card 2 becoimes operable (Step S12).

[0044] The control element 21 of the smart card 2 which becomes operable
receives the request C:Ommand which the smart card processing device 1
transmits by the eard reader-writer 15 with the communication section 25
(Step S13). The control element 21 of the smart card 2 analyzes the
received data (command), and recognizes th;at the received data is a request
command.

[0045] Upon recognizing that the request command is received, the control
element 21 of the smart card 2 ¢creates the initial response information as the
response data to the request command (Step S14). The initial response
information includes information which shows the speeds (or the maximum
speed) which the relevant smart card 2 supports as a communication speed.
The control element 21 transmits a response including the initial response
information to the smart card processing device 1 by the commurxicaﬁon
section 25 (Step S15).

[0046] The smart card processing device 1 receives the response to the

request command from the smart card 2 by the card reader-writer 15 (Step
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S16), The control section 10 of the smart card processing device 1
recognizes the speeds and the maxiﬁmum speed which the smart card 2
supports as the communication speed from the initial response information
included in the received response. The control section 10 of the smart card
processing device 1 aetermines the speed (a first speed V1, for example)used -
for data communications with the smart card 2 based on the speeds and the
maximum speed which the smart card 2 supports (Step S17). Upon
determining the speed V1 used for communication with the smart card 2, the
control section 10 of ‘the smart card procéssing device 1 transmits a
command which specifies the determined speed V1 and requires (directions)
a communication establishment to the smart card 2 (Step S18).

[0047] The smart card 2 receives the command from the smart card
processing device 1 by the communication section 25 (Step S19). The
control element 21 of the smart card 2 performs a communication speed
setting which sets up the speed V1 e".pecified by the command as the
communication speed with the smart card processing device (Step 520).
The communication speed setting sets the value corresponding to the
specified speed V1 to the speed register of the communication section 25, for
example. Upon setting the value ﬁo the speed register, the control element
21 of the smart card 2 transmits a response which shows completion of
setting the communication speed setting to the smart card processing device
1 (Step S21). In addition, in a following explanation, there is the case that
"setting a value corresponding to a certain speed to the speed register” is
expressed by expression of "changing the communication speed into a certain
speed", "setting a certain speed as the communication speed", etc.

[0048] The smart card processing device 1 receives the response which
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shows a notice of the completion of communication speed setting from the
smart card 2 by the card reader-writer 15 (Step S22). When the smart card
processing device 1 receives the notice of the completion of communication
speed setting from the smart card 2, the smart card processing device 1 and
the smart card 2 can communicate mutually with the speed which the smart
card processing device 1 specified from the speeds which the smart card 2
supports (Step S23). In this state, the smart card processing device 1
transmits a command to the smart card 2 by the set-up speed, and the smart
card 2 performs processing of the received command, and transmits a
response including a performed processing result to the smart card
processing device 1 by the set-up speed.

[0049] Next, speed change processing in which the smart eard 2 changes a
communication speed according to a instruction from fhe smart card
processing device 1 is explained. Fig. 5 shows an example of a
communication sequence in the case where the smart card processing device
1 and the smart card 2 according to this embodiment change the
communication speed, Here, the smart card processing device 1 and the
smart card 2 shall communicate with a first speed V1, and éxchange a
command and a response (Step S80). Whenever the control section 10 of the
smart card processing device 1 receives the response from the smart card 2,
the control section 10 of the smart card processing device 1 determines
. processing to carry out next. Upon determining the processing content to
carry out next, the control section 10 of the smart card processing device 1
judges whether a communication speed should be changed according to the
determined processing content. When the control section 10 of the smart

card processing device 1 determines to change the communication speed

15



(Step 831), the control section 10 of the smart card processing device 1
‘determines a speed after change (for example, a speed of ultra-high-speed
communiaaﬁon; a second speed V2), and transmits a command which
demands to change the communication speed into the determined speed V2
to the smart card 2 (Step S32),

[0050] For example, when the control section 10 of the smart card
processing device 1 performs processing which transmits a large amount of
data to the smart card, or when the control section 10 of the smart card
processing device 1 performs processing which requires a large amount of
data to the smart card 2, the control section 10 of the smart card proceséing
device 1 shall change the communication speed to the speed of the
ultra-high-speed communication (a second speed V2) (Step S31) because the
control section 10 of the smart card processing device 1 wants to perform the
information exchange at as high-speed as possible. Upon determining to
change the communication speed into the second speed VZ from the first
speed V1, the control section 10 of the smart card processing device 1
transmits a command which requires change of the communication speed

into the speed V2 of the ultra-high-speed communication to the smart card 2

[00561] The smart card 2 receives the command which requires change of a
communication speed by the communication section 25 (Step S33). Upon
receiving the command which requires change of a communication speed, the
control element 21 of the smart card 21 changes the communication speed
setting of the communication speed used for communication with the smart
card processing device 1 to the speed (the speed V2 of the ultra-high-speed

communication for, for example) specified by the received command (Step
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S34). That is, upon setting the value corresponding to the specified speed
V2 to the speed register of the communication section 25, the control element
91 of the smart card 2 transmits a responée which shows that the speed V2
specified by the command was set to the communicatioﬁ speed setting to the
smart card processing device 1 (Step S35).

[0052] The smart card processing device 1 receives a response which shows.
that the communication speed was changed from the smart card 2 by the
. card reader-writer 151(Step 836). Upon receiving the response which shows
that the communication speed is changed, the control section 10 of the smart
card processing device 1 creates a command containing check data in order
to check the communication situation at the speed V2 after change (Step
§37). The check data is small sized data to such an extent that the smart
card 2 can check a communication situation. The check data is about
several bytes of fixed data, for example. The control section 10 of the smart
card processing device 1 creates a command in which the check d’ata is stored
in the information field of I-block and requires check of a communication
situation. Upon creating the command containing the check data, the
control section 10 of the smﬁrt card processing device 1 transmits the
command vat the speed V2 (Step S38).

[0058] The smart card 2 receives the command containing the check data
at speed V2 by the communication section 25 (Step S89), Upon receiving
the command containing the chéck data, the control elerﬁent 21 checks the
communication situation at the speed V2 after change according to the
receiving situation of the concerned command (Step S40). The control
element 21 of the smart card 2 transmits the receiving result (receiving

situation) of the check data to the smart card processing device 1 as a
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response which shows a check result of the communication situation (Step
S41), for example. When the control element 21 of the smart card 2 could
receive the command ‘containing the check data normally, the control
element 21 of the smart card 2 transmits a response indicating that the
check data have been received normally, to the smart card processing device
1, for example,

[0054] The smart card processing device 1 receives the response which
includes the receiving result of check data by the card reader-writer 15 (Step
S42). The control section 10 of the smart card processing device 1 checks
whether the communication at the speed after change is possible based on
the contents of the received response (Step S43). When the smart card
processing device 1 has confirmed that the communieation at the speed V2
after change is possible, the smart card processing device 1 and the smart
card 2 become in the state in which the communication at the speed V2 after
change is possible, and they perform exchange of a command and a response
. at the speed V2 after Change (Step S44).

[0055] According to the above-mentioned processing, the communication
speed set up by the initial setting processing can be changed during the
communication processing. The communication speed can be changed to a
higher speed (ultra-high-speed) when a large amount of data is transmitted
and received, for example. Moreover, when changing the communication
speed to the speed of the ultra-high speed, the smart card and the smart card
processing device can check the communication situation which was
influenced by disturbance, such as a noise from the circumference, by the
check data, before actually transmitting the large amount of data. Thereby,

the communication system can reduce a possibility of generation of a
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communication error which is caused by mismatching the changed speed to a
communication situation, and which interrupts transmission and reception
of data.

[0056] Next, an operation of the smart card 2 which performs the above
mentioned change of the communication speed is explained. Fig. 6 is a flow
chart for explaining a flow of the processing in the smart card 2 which
performs the change of the communication speed. First, the smart card 2
receives the career wave from the smart card processing device 1, and 1s
thereby acf;ivated. The activated control element 21 of the smart card 2
receives a request command from thé smart card processing device 1 by the
communication section 25, and transmits an initial response (it includes
information which shows the supported speeds) to the request command.
The control element 21 of the smart card 2 sets up the speed (the first speed
V1, for example) specified from the smart card processing device 1 as the
speed of the communication speed setting (speed register), after transmitting
the initial response (Step S51).

[0057] TUpon completing setting the speed V1 specified by the smart card
processing device 1 to the communication speed setting (speed regist-er), the
control element 21 of the smart card 2 waits for reception of a command from
. the smart card processing device 1 (Step S52).

[0058] Upon receiving the command from the smart card processing device
1, the control element 21 judges whether the received command is a
command which requires change of the communication speed (Step S53).
When the control element 21 has judged that the received command is not a
command which requires change of communication speed (Step S53, NO),

the control element 21 analyzes the received command and performs
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command processing demanded by the receive command (Step S54). Upon
performing the command processing, the control element 21 transmits a
response which shows a processing result of the command processing to the
smart card processing device 1 (Step S54), and waits for reception of a next
command.

[0059] Moreover, when the control element 21 has judged that the received
command is a command which requires change of the communication speed
(Step S53, YES), the control element 21 changes the setting of the
communication speed with the speed (the second speed V2, for example)
specified by the command received (Step S56). Upon chahging the setting of
the communication speed, the control element 21 transmits a response
indicating that the setting of the communication speed was changed to the
smart card processing device 1 (Step S57).

[0060] After transmitting the response indicating that the setting of the
communication speed was changed, the control element 21 receives a
command for a communication check containing the check data at the speed
V2 after change from the smart card processing device 1 (Step S58). The
control element 21 judges whether the command for a communication check
containing the check data has been received normally (Step S59). When the
control element 21 judged that the command containing the check data has
been received normally (Step S59, YVES), the control element 21 responds a
response indicating that the command for the communication check
containing the check data has bheen received normally, to the smart card
processing device 1 (Step S60).

[0061] Moreover, when the control element 21 judged that the command

containing the check data has not been received normally (Step S59, NO),
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the control element 21 returns the speed of the communication speed setting
- to the speed V1 before change (Step S61), and transmits a response
indicating that the check data has not been received normally, to the smart
card processing device 1 (Step S62). In addition, the control element 21
may respond a response at the speed V2 after change, and may change the
communication speed again according to the direction from the smart card
processing device 1. Moreover, the control element 21 may perform first to
third error processing described below as processing when the command
containing the check data has not been received normally.

[0062] Next, an operation of the smart card processing device 1 which
performg the above mentioned change of the communication speed is
explained, Fig. 7 is a flow chart for explaining a flow of the processing in
the smart card processing device 1 which performs the change of the
communication speed, First, while emitting a career wave for activating
the smart card by the card reader-writer 15, the smart card processing
device 1 transmits a request command which requires the initial response
from the smart card 2 which 'is activated by receiving the emitted career
wave. |

[0063] Upon receiving the initial response (it includes information which
shows the speeds supported) to a request command from the smart card 2,
the control section 10 of smart card processing device 1 determines the speed
(the first speed V1, for example) used for eommunication with the smaft card
2 concerned, and transmits a command which requires communication at the
determined speed V1, to the smart card 2. Upon receiving a notice of
completion of a setting of the communication speed setting from the smart

card 2, the smtart card processing device 1 can communicate with the smart
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card 2, and can supply a command to the smart card 2 (Step S71).
[0064] Upon becoming capable of transmitting a command, the control
section 10 of the smart card processing device 1 determines processing
content to pei‘form next (Step 872). Upon determining the processing
content, the control section 10 judges whether the control section 10 should
change the communication speed according to the determined processing
content (Step S73). When the control section 10 judges that change of
communication Spéed is unﬁecessary (Step S73, NO), the control section 10
creates a command according to the determined processing content and
transmits the created command to the smart card 2 (Step S81).
[0065] When the control section 10 has judged that the communication
speed should be changed (Step S73, YES), the control section 10 determines
| a speed (the second speed V2, for example) according to the processing
“content. The control section 10 creates a command which requires change
of the communication speed to the determined speed V2, and transmits the
created command to the smart card 2 (Step S74), When the control section
10 received a response to the command which requires a speed change from
the smart card 2, the control section 10 judges whether the demand of the
speed change was accepted (Step S75). When the control section 10 has
judged that the demand of speed change was not accepted by the smart card
2 (Step 875, NO), the control section 10 returns the communication speed to
the speed V1 before change (Step S76). In this case, the control section 10
transmits the command according to the processing content at the speed V1
before change (Step 881).
[0066] Moreover, when the control section 10 has judged that the demand

of speed change was accepted by the smart card 2 (Step S75, YES), the
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control section 10 changes the communication speed to the speed V2 after
change (Step S77), and transmits a command for a communication check
containing the check data mentioned above to the smart card 2 (Step S78).
When the control section 10 received a response wlﬁch shows normal
reception to the command containing check data (Step S79, YES), the control
section 10 fixes the change of the communication speed (Step S80). The
. control section 10 transmits a command according to tile processing content
to the smart card 2 at the speed V2 after change (Step S81),

[0067] Moreover, when the control section 10 could not receive a response
which shows normal reception of the command containing the check data
(Step 879, NO), the control section 10 returns the communication speed to
the speed V1 before change (Step S76). In this case, the control section 10

transmits the command according to the processing content at the speed V1

e o

before change (Step S81).
[0068] After transmitting the command, the control section 10 judges

whether a response received from the smart card 2 shows that the command
processing is processed normally (Step S82). When a series of processing to
the smart card 2 does not end when the control section 10 receives a normal
response (Step S82, YES), the control section 10 returns to the
above-mentioned step S72, and determines a next processing content.
When the control section 10 could not receive the normal response to the
command (Step S82, NO), the control section 10 performs an error processing
(Step S83). When a series of processing to the smart card 2 does not end
after the control section. 10 performs the error processing, the control section
10 returns to the above-mentioned step S72, and determines a next

processing content,
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[0069] Next, processing performed when an error occurs while the smart
card processing device 1 and the smart card 2 perform ultra-high-speed
communication, is explained. Fig. 8 shows an example of a communication
" sequence performed when the error occurs while the smart card processing
device 1 and the smart card 2 concerning the embodiment perform the
ultra-high-speed communication. Inthe example shown in Fig. 8, the smart
card processing device 1 and the smart card 2 shall perform communication
of information in the ultra;high-speed communication (at the speed V2).
First, the smart card processing device 1 transmits a command to the smart
card 2 at the speed V2 of the ultra-high-speed communication (Step S101).
The smart card 2 performs reception processing which receives the command
transmitted at the speed V2 of the ultra-high-speed communication from the
smart card processing device 1 (Step S102).

[0070] When the control element 21 of the smart card 2 cannot receive the
command from the smart card processing device 1 in the reception
‘processing, or when the control element 21 of the smart card 2 cannot
perform a command processing because of defect of the data received (Step
S102), the control element 21 of the smart card 2 judges that error
processing for the ultra-high-speed communication is performed. In the
processing example shown in Fig. 8, the control element 21 of the smart card
2 shall choose one error processing out of three kinds of error processing and
perform the chosen error processing. However, as for an operation, the
processing may be set up beforehand so that one of the error processing is
performed,

[0071] When the control element 21 judged that the first error processing is

performed (Step S103, YES), the control element 21 vreturns the

24



communication speed to the speed (the first speed V1, for example) before
changing to the speed V2 of the ultra-high-speed communication (Step S104).
The smart card 2 which performs the first error processing shall store the
speed V1 before change to the RAM etc. when changing the communication
spéed to the speed V2 of the ultra-high-speed communication. Upon
returning the communication speed to the speed V1 before changing to the
speed V2 of the ultra-high-speed communication, the control element 21
transmits the error notice which shows a communication efror mcluding the
information which shows the speed V1 after change to the smart card
processing device 1 at the speed V1 after change (Step S105).

[0072] Moreover, when the control element 21 judged that the second error
processing is performed (Step S106, YES), the control element 21 changes
the communication speed into the speed (a third speed V3, for example)
slower than the speed V1 before changing to the speed V2 of the
ultra-high-speed communication (Step S107). Moreover, when the smart
card 2 changes the communication speed to the speed V2 of the ultra-high
speed communication, the smart card 2 shall store the‘ speed V1 before

change or the speed V3 slower than the speed V1 before change to the RAM

ete.

[0073] When the control element 21 changed the communication speed into
the speed V3 sloxﬁer than the speed V1 before changing to the speed V2 of the
ultra-high-speed communication, the COntl.fol element 21 transmits the
communication error including the information which shows the speed V3
after change to the smart card précessing device 1 at the speed V3 after
change (Step S108). The control element 21 may be set so as to choose a

speed (a fourth speed V4, for example) faster next than the speed V2 of the
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- ultra-high-speed communication.

[0074] When the control element 21judged that the third error processing
is performed (Step 8109, YES), the control element 21 changes the
communication speed for communication with the smart card processing
device 1 into a speed VO of the initial response (Step $110). When changing
the communieation speed to the speed VO of the initial response, the control
element 21 transmit a communication error including the information which
shows the speed VO after change to the smart card processing device 1 at the
speed VO after change (the speed of the initial response) (Step S111).

[0075] When receiving the error notice from the smart card 2, the smart
card processing device 1 changes the communication speed to the speed after
change which the smart card 2 showed by the error notices (Step S105, Step
S108 or Step 111) concerned (Step S112). When the smart card processing
device 1 changes the communication speed according to the error notices
frpm the smart card 2, the smart card processing device 1 and the smart card
2 exchange a command and a response at the speed after change.

[0076] When the speed V2 of the ultra-high-speed communication is set up
in the initial setting, the smart card 2 cannot perform the first and the
second error processing because the speed before changing to the speed V2 of
the ultra-high-speed communication is unfixed. In this case, the smart card
2 may perform the third error processing mentioned above, or change the
communication speed to an arbitrary speed (the fourth speed V4, for
example) slower than the speed V2 of the ultra-high-speed communication.
[0077] Moreover, even when the smaﬂ: card 2 detects the communication
error, the smart card 2 may change the communication speed based on the

directions from the smart card processing device 1, In this case, the smart
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card 2 skips Step S104, and sends the error notice at the speed V2 of the
ultra-high-speed communication. After sending the error notice, the smart
card 2 may return the communication speed to the speed V1 before changing
| to the ultra-high-speed communication, the speed V3 slower than the speed
V2 of the ultra-high-speed communication, or the speed VO of the initial
response according to the directions from the smart card processing device 1.
,[00781 Moreover, the smart card processing device 1 may include a means
to measure a transmission speed of the data received from the smart card 2.
In this case, the smart card 2 does not need to disclose the speed after change
to the smart card processing device in the error notice.
[0079] Next, an operation of the smart card 2 which performs the error
processing at the time of the ultra-high-speed communication
mentioned-above is explained. Fig. 9 is a flow chart for explaining a flow of
the processing in the smart card 2 which performs the error processing at the
time of the ultra-high-speed communication, Here, the smart card 2 shall
be in a state whei‘e it has changed the communication speed to the speed V2
of the ultra-high-speed communication from another speed (the first speed
V1, for example), and that the smart card 2 shall be in a state where it is
waiting for a command from the smart card processing device 1 (Step S120).
Upon receiving the command at the speed V2 of the ultra-high-speed
communication from the smart card processing device 1, the smart card 2
judges whether a communication error occurred in reception processing
(Step S121). When the smart card 2 judged that the error has not oceurred
(Step S121, NO), the control element 21 performs the received command and

waits for a next command.

[0080] For example, when the control element 21 could not receive the
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whole command from the smart card processing device 1, or when the control
element 21 could not execute the command because of the defect of the
received data, the control element 21 judges that the communication error
occurred. When the control element 21 judges that the communication
error occurred in the reception processing of the command from the smart
- card processing device 1 (Step S121, YES) and the control element 21 is
communicating at the speed V2 of the ultra-high-speed communication (Step
A 8123, YES), the control element 21 chooses one error processing from the
‘error processing for the ultra-high-speed communication (Step S124, S127,
S130).

[0081] For example, when the control element 21 chooses the first error
measure (Step S124, YES), the control element 21 returns the
communication speed to the speed V1 before changing to the speed V2 of the
ultra-high-speed communication (Step S125). In this case, the information
which shows the speed V1 before changing to the speed V2 of the
ultra-high-speed communication shall be stored by the RAM etc. When the
control element 21 returns the communication speed to the speed V1 before
changing to the speed V2 of the ultra-high-speed communication, the .control
element 21 transmits the error notice which shows the communication error
including the information showing the speed V1 after change to the smart
card processing device 1 (Step S126), and waits for a next command at the
speed V1 after change.

[0082] Moreover, when the control element 21 chooses the second error
measure (Step S127, YES), the control element 21 changes the
communication speea to the speed V3 slower than the speed V1 before

changing to the speed V2 of the ultra-high-speed communication (Step S128).

28



In this case, the information showing the speed V1 before changing to the
speed V2 of the ultra-high-speed communication also shall be stored by the
RAM etc. Changing the communication speed to the speed V3 slower than
the speed V1 before changing to the speed V2 of the ultra-high-speed
communication, the control element 21 transmits the communication error
including the information which shows the speed V3 after change to the
smart card processing device 1 (Step S129), ahd waits for a next command at
the speed V3 after change.

[0083] Moreover, when the control element 21 chooses the third error
processing (Step S130, YES), the control element 21 changes the
communication speed with the smart card processing device 1 to the speed
. VO of the initial response (or the speed VL of the lowest speed which is
supported) (Step S131). Upon changing the communication speed to the
speed VO of the initial response, the control element 21 transmits the
communication error including the information which shows the speed VO of
the initial response to the smart card processing device 1 (Step S132), and

waits for a next command at the speed VO of the initial response.

. .
that the communication error

13
§

[0084] When the control element 21 judge
occurred in the reception processing of the command from the smart card
processing device 1 (Step S121, YES), and the control elemient 21 is not
communicating at the speed V2 of the ultra-high-speed communication (Step
S123, NO), the control element 21 1 performs usual error processing (Step
S133). However, even when the control element 21 is not communicating at
the speed of the ﬁltra'high-speed communicaftion, the control element 21
may change the COmfnunication speed to a speed slower than the current

speed, and may return the error notice which shows the speed after change
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to the smart card processing device 1. Thereby, the smart card 2 can
continue the communication by slowing down the communication speed
when the communication error occurs even when the smart card 2 is not
communicating at the speed of the ultra-high-speed communication.

[0085] Next, an operation of the smart card processing device 1 which
performs the error processing at the time of the ultra-high-speed
communication mentioned above is explained. Fig. 10 is a flow chart for
explaining a flow of the processing in the émart card processing device 1
which performs the error processing at the time of the ultra-high-speed
communication, Here, the smart card processing device 1 shall perform the
ultra-high-speed communication with the smart card 2. The control section
10 of the smart card processing device 1 determines contents of processing to
perform next (Step S141) when the control section 10 of the smart card
processing device 1 becomes in the state which it can transmit a command,
When the control section 10 determines the contents of processing, the
control section 10 creates a command according to the contents of processing
determined, and transmits the created command to the smart card 2 at the
speed of the ultra-high-speed communication (Step S142).

[0086] 'The control section 10 of the smart card processing device 1 receives
a response from the smart card after transmitting the command. For
example, when thécontrol section 10 has received a normal response from
the smart card 2 (Step S143, YES) and has not ended a communication with
the smart card 2 concerned (Step S144, NO), the control section 10 returns to
the above-mentioned step S141 and performs a next processing, Moreover,
when the control section 10 could not receive the normal response (Step S143,

NO), the control section 10 judges whether the error notice containing a
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change notice of the communication speed is received (Step S145).

[0087] When the control section 10 judges that the error notice containing
the change notice of the communication speed is received (Step S145, YES),
the control section 10 changes the communication speed setting to the speed
after change contained in the error notice (Step S146). After changing the
communication speed setting, the control section 10 returns to Step S142
and retransmits the command which resulted in the communication error at
the speed after change (Step $142). When the control section 10 detects an
usual error such as no response (Step 8145, NO), the control section 10
performs the usual error processing (Step S147) and ends the communication
with the smart card 2.

f0088] According to the above embodiments, the smart card and the smart
card processing device can change the communication speed even after
establishing the communication speed in the initial setting. Moreover,
when changing the communication speed, the smart card and the smart card
processing device exchange a small amount of information than the amount
of information of an actual command or response, thereby the smart card
and the smart card processing device can check a transmitting and receiving
situation of the information at the speed after change.

[0089]  According to the embodiment, when the smart card and the smart
card processing device fail in the data communication at the speed of the
ultra-high-speed communication, the smart card aﬁd the smart card
processing device can change the communication speed to a speed slower
than the speed of the ultra-high-speed communication without performing
the initial setting again, and can continue transmission of information at g

speed with an highly stable.
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[0090] While a certain embodiment has been described, the embodiment
has been presentéd by way of example only, and is not intended to limit the
scope of the inventions. Indeed, the novel embodiment described herein
may be embodied in a variety of other forms; furthermore, various omissions,
substitutions and changes in the form of the embodiments described herein
may be made withouﬁ departing from the spirit of the inventions. The
acéompanying claims and their equivalents are intended to cover su;:h forms

or modifications as would fall within the scope and spirit of the inventions.



WHAT IS CLAIMED IS:
1. An smart card comprising:
a communication section which communicates with an external
device; and

a control section;

wherein the control section sets up a first speed as a communication
speed which is used for communication between the communication section
and the external device, and

wherein when a change request which requests change of the
communication speed from the external device is received by the
communication section, the control section changes the communication speed

from the first speed to a second speed specified by the change request.

2. The smart card according to the claim 1, wherein the second

speed is faster that the first speed.

3. The smart card according to the claim 1, wherein the control
section notifies a receiving result of check data transmitted from the external
device to the external device after changing the communication speed from

the first speed to the'second speed.,

4. The smart card according to the claim 1, wherein when the
control section is not capable of responding normally to the command
received by the communication section, the control section changes the

communication speed to a speed slower than the second speed set up.
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5. The smart card accérding to claim 1, wherein when the control
section is not capable of responding normally to the command received by the

communication section, the control section returns the communication speed

to the first speed from the second speed.

6, The smart card according to claim 1, wherein when the control
section is not capable of responding normally to the command received by the
communication section, the control section changes the communication speed

form the second speed to a speed used in the initial setting.

7. An smart card comprising:

a commﬁnication section which communicates with an external
device; and

a control element;

wherein

the control section sets up a first speed as a communication speed
used for communication between the communication section and the
external device, and '

wherein

when the control section is not capable of responding normally to the
command received by the communication section, the control section changes

the communication speed to a speed slower than the first speed set up

currently.

8. An smart card comprising:

a main body: and

34



a module arranged to the main body;

wherein the module includes a communication section which
communicates with an external device; and a control section;

wherein the control section sets up a first speed aé a communication
speed which is used for communication between the communication section
and the external device, and

wherein when a change request which requests change of
communication speed from the external device is received by the
communication section, the control section changes the cbmmunication speed

form the first speed to a second speed specified by the change request.

9. An portable electronic device comprising:
‘a communication section which communicates with an external
device; and

a control section;

wherein the control section sets up a first speed as a communication
speed which is used for communication between the communication section
and the extefnal device, and

wherein when a change request which requests change of
communication speed from the external device is received by the
communication section, the control section changes the communication speed

from the first speed to a second speed specified by the change request.

10. An smart card processing device comprising:

a commiunication section which communicates with a smart card,

and
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a control section;

wherein the control section sets up a first speed as a communication
speed used for communication between the communication section and the
smart card,

wherein the control section transmits a change request which
~ requests change of communication speed to the smart card by the
communication section, and

wherein when a response showing acceptance of the change request
of communication speed from the smart card is received, the control section

changes the communication speed from the first speed to a second speed of

the change request.

11. The smart card processing device according to claim 10,

Wherein when the control section receives the response showing
acceptance of change of the communication speed from the smart card, the
control section transmits check data for checking the communicatio_nv
situation to the smart card at the second speed, and

wherein when the control section receives a response whiéh shows
that the check data received normally from the smart card, the control

section fixes the change of the communication speed.
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