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[ 0004] Cargo containers can contain valuable products that are easy targets
for thieves. Cargo containers can al so contain dangerous products that
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cont ai Kerclapsd @yaBICSn "grhe vulnerability of international shipping has been the focus of a program
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of Customs and Border Protection (CBP).

[0005] CSI addresses the security concerns of shipping by focusing on four main areas. The
four main areas addressed by CSI include:
e Using intelligence and automated information to identify and target containers that pose a
risk for terrorism.
e Pre-screening those containers that pose a risk at the port of departure before they arrive
at U.S. ports.

e Using detection technology to quickly pre-screen containers that pose a risk.
e Using smarter, tamper-evident containers.

SUMMARY
[0006] The ensuing description provides preferred exemplary embodiment(s) only, and is not
intended to limit the scope, applicability or configuration of the disclosure. Rather, the ensuing
description of the preferred exemplary embodiment(s) will provide those skilled in the art with
an enabling description for implementing a preferred exemplary embodiment. It being
understood that various changes may be made in the function and arrangement of elements

without departing from the spirit and scope as set forth in the appended claims.

[0007] An embodiment in accordance with the disclosure provides a locking mechanism for

intermodal transportation enabling securing of doors of a shipping container and enabling
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[ 0010] Figure 1A depicts a exanple of an active contai ner managenent system
in which | ock nechanisns in accordance wth the disclosure are utilized.
[0011] FiwyorelolBiwepi cts anot her exanpl e of an active ce®aTAiSnew/one@e@agenent
systemin which [ ock nechanisns in accordance with the disclosure are
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Fi gur%o@@mﬁﬁl@a@ﬂagmaﬁef@l%néa&qltduﬁ%fﬁﬁl\esoaa&yot her enbodi nents of | ock
mechani'snms 1 n accordance with the disclosure. [0018] Figure 7 is a flow
di agram of an enbodi nent of a process for locking a | ock nechanismto a
shi pping container in an idle |lock state.

BRIEF DESCRIPTION OF THE DRAWINGS

[0010] Figure 1A depicts a example of an active container management system in which lock

mechanisms in accordance with the disclosure are utilized.

[0011] Figure 1B depicts another example of an active container management system in which

lock mechanisms in accordance with the disclosure are utilized.

[0012] Figures 2 depicts another example of an active container management system in which

lock mechanisms in accordance with the disclosure are utilized.

[0013] Figure 3 depicts yet another example of an active container management system in

which lock mechanisms in accordance with the disclosure are utilized.

[0014] Figure 4 is a functional block diagram of an embodiment of a lock mechanism in

accordance with the disclosure.

[0015] Figures 5A, 5B, 5C and 5D are functional block diagrams of container systems used for
monitoring and communicating events at a container in a container management system in

accordance with the disclosure.

[0016] Figures 6A, 6B and 6C are perspective views of embodiments of lock mechanisms in

accordance with the disclosure.

[0017] Figures 6D, 6E and 6F are perspective views of other embodiments of lock mechanisms

in accordance with the disclosure.

[0018] Figure 7 is a flow diagram of an embodiment of a process for locking a lock

mechanism to a shipping container in an idle lock state.

4



4 WD 2010/ 151901PCT/ US2010/ 040266 [0019] Figure 8 is a flow diagram of an
enbodi nent of a process for locking a | ock mechanismto a shipping

cont ai nerwonos/seur e | ock state.. [0020] Figure 9 is aPCirasmdioagraim of an
enbodi ment of a process for comruni cati ng data between a | ock nechani sm and
a nobile device, in response to a request by the nobile device. [0021]
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di agr am&ha@bmeshelippBBtcopfairdr BT O&RER 166K stedr ol 1 i ng devices to communi cate
In a secure group of devices including a | ock nechanism [0023] Figure 11B
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mechani port sensor ocation data, an ro I nformation in
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an enbodi ment of a process for providing a failsafe power supply for

unl ockijpgr 13 | AEHcTBGHRMALI ik aRTTAR ARBOGintMnk Bf § PR HsTE! @RHEENg a lock

mechanism from a shipping container.

[0022] Figure 11A is a flow diagram of an embodiment of a process for enrolling devices to

communicate in a secure group of devices including a lock mechanism.

[0023] Figure 11B is a flow diagram of an embodiment of a process for operating a lock
mechanism to report sensor data, location data, and/or other information in association with a

group of devices.

[0024] Figure 12 is a flow diagram of an embodiment of a process for providing a failsafe

power supply for unlocking a lock mechanism in accordance with the disclosure.

[0025] Figure 13A and 13B are side views showing profiles of two embodiments of a lock

mechanism in accordance with the disclosure.

[0026] Figure 14 is a block diagram of an embodiment of a wireless sensor module circuit used

in a lock mechanism in accordance with the disclosure.

[0027] Figure 15 illustrates a communication system including multiple containers and

multiple locking mechanisms in accordance with the disclosure.

[0028] Figure 16 illustrates a system for detecting tampering with a shipping container using

an embodiment of a lock mechanism in accordance with the disclosure.

[0029] Figure 17A is a flow diagram of an embodiment of a process for calibrating a lock
mechanism to perform a process for detecting tampering with a shipping container with the

system of Figure 16.

[0030] Figure 17B is a flow diagram of an embodiment of a process for detecting tampering

with a shipping container with the system of Figure 16.

[0031] Figures 18A, 18B, 18C and 18D are embodiments of latching mechanisms utilizing

one-way valves to inhibit motion of a piston in one direction in accordance with the disclosure.
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[ 0025] Figure 13A and 13B are side views showing profiles of two
enbodi nents of a | ock nechanismin accordance with the discl osure.

[ 0026]
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circuit used in a lock mechanismin accordance with the disclosure. [0027]
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drawings. In the drawings, like elements bear like reference labels. Various components of the
same type may be distinguished by following the reference label with a dash and a second label
that distinguishes among the similar components. If only the first reference label is used in the
specification, the description is applicable to any one of the similar components having the same

first reference label irrespective of the second reference label.

DESCRIPTION
[0035] Referring initially to FIG. 1A, an active container management system 100-1 includes
a shipping container 104, an active lock mechanism 108-1 and a communication network 110.
The lock mechanism 108-1 is attached to the shipping container 104 such that doors of the
shipping container are secured shut to prevent access inside the shipping container 104. For

example, the lock mechanism can be secured to two door latch assembly bars in a locked state.

[0036] The lock mechanism 108-1 includes a wireless module (not shown) that is configured
to communicate over the communication network 110. The wireless module can include one or
more of WiFi (IEEE 802.11 standards), Bluetooth, Zigbee (802.15.4), cellular (e.g., CDMA,
TDMA, GSM, etc.), RFID, satellite (e.g., Comsat), and/or infrared transceivers.

[0037] The wireless module can additionally communicate with sensor modules 128 located
internal or external to the shipping container 104. Some embodiments could have wired
connections to some or all of the sensor modules 128. The sensor modules 128 include a sensor
module 128-1 located inside a shipping crate 122, a sensor module 128-2 attached externally to
another crate 122, a sensor module 128-3 attached externally to the shipping container 104 and a
sensor module 128-4 attached inside the shipping container 104 near the lock mechanism 108-1.
In one embodiment, the wireless module comprises a wireless power system (e.g., RFID,

ISO/IEC 14443 and WiFi active tags) that is powered inductively through the doors of the
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[0040] In one embodiment, the sensor modules 128 use a polymer sensor technology, such as
but not limited to, fluorescent quenching or molecularly imprinted polymer (MIP) technology
that can register detection of a substance that has come in contact with the sensor modules 128
when in an powered or non-powered state. These technologies interact with an additional
conductive polymer and/or nanotechnology layer(s). The detection polymer and the conductive
polymer or nanotechnology may be amalgamated or conjunctively combined. When the
detection polymer is contaminated with CBRNE or another item of interest, the detection
polymer interacts with the other polymer materials to store the detection information and/or a
signal is generated and relayed to a microprocessor. The interaction can cause a chemical,
physical and/or electronic change that is recorded. The change signifies that a detection of a
target substance or substances has occurred. The detection event triggers changes in an electrical

or data characteristic of the sensor that corresponds to the specific sensors targeted triggering



shi ppi ng container 104 by a wireless signal fromthe sensor nodule 128-4.
Al ternatively, other enbodi nents of the wi rel ess nodule could use a RFID
system t owpaesrisidee sensor nodul es 128 from out si de t hePsmiyspimg4@ont ai ner
104. [0038] The sensor nodul es 128 can include one or nore of CBRNE

(chem cal, biological, radiation, nuclear and expl osives), tenperature,

PT eSSUI st hnlé[cr.| Iaél%/Sen\é\(?erl ch?% agl?eeol enrla?‘ntyl ¢ ecti&? lslenn%()r 0y ﬁlt%%hd AR eﬁq_llllﬁ%{ulr’a%[eetg’
radi at i"on (6. g. ~CTIGA" G "RE and/ o1 Yot her ot ypes” O e EnsGrs: e °sensor

modul esicdepBcombinbitishsadf aTBRNELIRENGeHSYst em t hat can conmuni cate directly
wi th the | ocking nechanism 108-1 or indirectly through other sensor nodul es

128, a a 0 [ . I i i one or
rore w0 N6len b R EG 128 o QMRS EAEA GRS BOMANFIAS ALY, IR PPS
sensor imogul povl& edrceouliclsey poavaasoarch whichasn powcrad cvhich ét is phasat withtlane s
128-1, 128-2 and. szel?ﬂf coulg co icate inLor mation to the hub sensor
nmodul e CISEOMALHENG HOHESHGH! V) deAdsr qrasher vagsless PRYRTRAYECS AB2 PRVE mat | on
to the gqek tﬂgﬁﬁhﬁﬂ%}g&@e&%h fre doRBARE (Thea ENSADr, TREH:E51idR Bni® Al ciP&uits
attached nagneticalfly, wth adhesives or coupléd I n-other ways so as to be
anywheree. ). ifcerasehsamaekierii8havothchbilty tit ddtent tra¢@hatenidlsdvapons coradtems 0P2.
In one e di nent. he, sensor nodul es 128 can i,ncl ude || unt ed sensors
(oont SETEIS) FBOTAER B DR RRRSRE (B o 3Rt Reorelifebeniftig Atafiosia o)
and/ or if@fcd0 ITMNAShrIREHRMIsSI 28 Rlctbct the®dBE BEteial(§)NRd $HIRPIt RGretkay €Sad 22) .
The sensor npdul es 128 can be fornmed on or in a flexible material that

i ncl udd&F1Breaddhéssdaier, prerRitrag cprfainrthe potentiad thraetshowld iskmedidated o I #slition to
cont ai . L.n_o i men he sensor. Ir S. 12 a

pol ymeSlng B o BRAhe I8 3p EHRE SO gl M REAG o R Hh RiciEBu i e
quenchivothngd orngdlefgttiloditdaye maRfibRidetdcredl yner (M P) technol ogy that can

regi ster detection of a substance that has cone in contact with the sensor
nodul e i - . i

"t or adgat, [DER 3P AATLAS ol PR RANTDGHiRE Bhfmor MR LERMRAGN 2

| ayer ( $pundlind) SePaatti Applipationes. 12nR3t38¢ fdedoudiayvid, pad8yarelrenatled

nanot ec| | | .g d cqnj unctivel i When t he
ot ect 1 ONEors ABD £ EEATR LR BiAT, TeMAREH S Ay RPN Eor 1 nt er est.
the detgetEONORO! MABE U S1RKES ApphbdtontNIE 1011R81708 HIY® ATBEE' 1 &oDglad St or e
the detection information and/or a signal is generated and relayed to a
m cr opreotégk OFRANREN SRCEIRAEY i DIRTEERI@N $S TEN Hehwtlcall whigh i inedrpenatidry

el ectronfic chan@e. thtat its %]Ecorded. FTh§1 chanﬁe Stl) ni fite t hat .a dettecti on
of a targeErCs hlEinsaLeh; oL gl SrReREs FRh et e wRPOHRE G BEL e §F CBF NP

t ri ggernsres fBHY 65 mofe ®Rsdh 86 tlgivedlsnkt dded nSiRaHacta@el Thé Corff fatldLoSBBSMArtt hat
corresponds to the specific sensors targeted triggering WO o
2010/ 15290epeE pogdolecroldzeay sinssnd neeadhesivh o5 BMsestiseHR afaschetodheingriorghy
detecti or | ts and can be configurable to accept conbinations of
any CBI&%ES@L%% éondé%g&'[OOM] The sensor nodul es 128 can include different

power configurations includi an integral power source, a W reless power

ding,
sour ce (I3 The ssevpsmersiulnda® ipd the lpglameehaisphi 0F-hRantlee EOUHBGHEHIYE fi el d
gener at,g egﬁfca@ioﬁgb& §u%ﬁqyfopé a‘ﬂ{'pﬁ'@,ra s\éﬁﬁleﬂu?fﬁ)%r, EntPRRLEE puPbs®, HOWEr
source that is Integrated W th thé contal ner e.g., a gengr tor, a
r ef ri gergttogaphiakey od pudphit/peivate witpsogrepioc key Bomel lxemslomtinacul cede 2P 8 cdrtare t he
ability to detect tra erials (v rs, .emanati.qns. or rticles
ssoc 3P TOtHco A0 Lot hen D e by oraiy bt oy ulcan
i t em of] 2k Ah& WhKh 1o SIOARCIBANSP L 0IP AU &Sivd 3&hs8EliBed! id N8nd FREGATBY. STl AldftRh, and
report it wirelessly to an RFID reader to deter, prevent or contain the
pot ent itlkd cantgieertcas havd aunigupseriahhurdbare By linkingdte lacksetid noeibey thbseasaro
detect the itemof interest, so enbodi nents al so provi.d n_indi cati of
e voisthid TGt dR i b EE TR Ra L ol Beme S od wellEaRh 6
smart  Gaf Sanpi tisisti @isschiRCAMPRE QUMb O 1B aG RIS ArchhRGTRAsOGY o£@B be
found in U S. Patent Application No. 12/123,387 filed on Ma{ 19, 2008 and
ent i t | eensosNARTERARD faHErh chthe sprsor oadass | 2RapparicdnigNDeiExplogsnmgehanism
DETECTOR," LD - pPat jcat 12/ 189, 705 filed on August
11, 20 én%@‘r%%%ﬂ%%“ﬁ%&ﬁ%ﬁ‘fﬁ%@%w&m& ON SYSTEM " both of which
are incorporated by reference in their entirety for all purposes. For the
present enbodi nent, there can be one, tyo, three, four, or nore sensors on
a given smart card sensing package. The8 formfactor of the smart card

sensi ng nodul e could be any size and use adhesive or magnetismto attach to
the interior of the shipping container.




[ 0043] The sensor nodul es 128 and the | ock mechani sm 108-1 can al so contain
a uni que aut hentication code such as, for exanple, a serial nunber, for

i denti fi caDi20n/BIIOposes, or a cryptographi c key or publ iPCrarSematne0266
cryptographi c key pair. The authentication code of a certain sensor nodul e
128 and/or | ock nmechanism 108-1 can be used to identify which sensor nodul e
28 A T PRGN SR AR SRR 0RO ENSRG, RUfiRicd: S uPS g
receiv . I'n"addrti on, e contal her Can havé a unique sértal nunber. By
l'i nki ngvithhen dpeedtione cératr suUBm 11NeasiencMimesititdn feuwndkrid 0as8dmehe cont ai ner
serial numbers, in a nenory nodul e of the | ock nechanism 108 for exanpl e,

t he unicgheddenitagoudwsatifeiepiviclss mediyin Be yarcksamedgledpasamypnigianouih of
the Sefﬁ?é)%nkd}fﬁ&dmés' ﬁ? 6@%&@& o9ihetéaﬁ1r§§n§a9{on£%%rE§1&,%&%8&% dheghen th a
gi ven |l ock nmechani sm -1 and assoclated wth a given shipping container
104. \AOn2 A5 hRaibPOhe WS20h o R Goc 11 dOhddi feEhéatavo f edneass oftlekleippihgt he

| ock mechani s 08-1 can al so _comunicate. informati on with .an_ operati ons
cent er Cgﬁtag%?@ Sqnsor 5@%@%6& %ﬁné%tmwlwek%ﬁxﬁsmaﬁﬁ'“ Wégﬁ%@ PSS nent s

coul d uagadicf 161 ef‘ﬂachn% %bﬁ%@ceﬁ%ﬁ'@ thd olSé}Qtid/Ms I ehtes B1 MG ke lfo_QEing QEIHINIGAL | ON
with the sensor nodul es 128 than i's used for the comruni cati on network 110,
whi | e dORdris sies@l inhesupplyehwintekkisg datias.11%he i nf ormati on can i ncl ude
mani f est data of contents of the shipping container 104, sensor data

r ecei vggo43) O NTIREBEIOMEMAWNE S08L 2 Ban SISO 6bBinRdi cetiRfot it b WP R oG ARk AEARh

104. Tracking data received by the operations center 112 fromthe | ocking
mechaninstvorkd14 to & gerasrmentiintefacpulddl yThetegvernmeativiaigce d2hbraske, farexampig4s]

The | ock i -1l.c S Lcat e, 4. hfornati ver
comunt S0 ALERbARS e e B ABuaPTRHER, P R TR B R sllfepiatn

i nt er f a¢Rcidld4o aaBsdr@anifear, sesaiehsin O 8oy, trackdn g &fo@itiod) ctc.eThere Thiebe
governnent interface 124 allows the relevant governnental officials to
access didsipntaatormagensihat is erage g vetabls ferdailisrent goxswimegtal AIciRat SBMC Néit. There
can be d| i At i i il - j -

gover nigny et oleIh QR ol btk B HRCR (HEl BRI Babithib! GERRNL wacking
access ihformaidnafiona sinpperratrécmentfadrcagpalfohe, enthrodokemgaliow drerpatemmehor a

shi pper. or. reci pient of cargo. Sane enbodi nents al |l ow t he gover nnment

| nt er f ARETSS P SU-ERIIRISESIE SIS RSN Op & PAGHRHET SPEHRC ZFOPAPET cul ar
storage container. [0046] The | ock mechani sm 108-1 can al so conmuni cate
with alpetel ablte latk sledvmisgelit é carRdlsanahoungalcoddl a potablnivorakesodevinest MOr k
118. The portable wirel ess devi 2Q0.and/ or, the,| ocal. ¢ ication

et wor R408n (5| St RGP PO i WS ish st TRk wor k
110 i n cometinida@ibn hbEvorleTks FRCRAR 5 Mn I8rredifry GRRMY! fHetdhBniiédioh MEtwork
operations center 112 or the governnent interface 124. [0047] In one

enbodi fBAtn ordsefar deslock sephariscat 9% o eemauricategvithsthg opergHoridisater AdE abir
(e.q9., 4 » etwork is made up of multiple wireless devices that
are noé%gggﬁg%%ﬁﬁ¥%ggg%ﬂanent and/or well defined |ocations. Oher |ock
mechani sps 108-1 can be the wirel ess devices, also known as pnodes, of the

mesh nd®¥bi k. Inanpembadimangdhe et comumunasntion ast ik d 181 fipaEsadiec prgoResh
net wor lfe. L%ég)e@fczb Vs MBtwh is]mém(flelg) Mlii?%&i}&esfsg%%5sdthgt ﬁétaﬂt%atteg Pt her

| ock necﬁénl ms” 108, or other no unt i e nessage reaches a node that
can comparmarcat endvartvelt dedined honatiosat@tber lnelt mochkanish. 108yl franvbertye mudetaspl e | ock

mechani sns 10 ble to communjcate with each other via.the nmesh network,
ook miEHART &lve RBEn ahA0Ic & e Bt pECRE, Ve HESKa! (e SR pirpmaks i
var ehoyggest tRUeGn IR 1RGRcHBHRRS 1G8-¢ AT RLAGKR té Yrwaid & nR8%alae & other

lock mechanisms 108, or other nodes, until the message reaches a node that can communicate

with the communication network 110. By having multiple lock mechanisms 108 able to
communicate with each other via the mesh network, lock mechanisms 108 that are located deep

in the hold of a ship, in a warehouse or buried under other shipping containers 104 in a port or



WO 2010/ 151901PCT/ US2010/ 040266 depot can be able to communicate with
renote | ocations such as the operations center subsystem 112 or the
gover nnerwoi2ntegrsiwmee 124 via the communi cati on networ k PCO/USPOOASI266 he
wi rel ess device 120 can be a PDA, a cellular tel ephone, a satellite

t el ephone or a | aptop conputer. The wireless device 120 can use a short
%gea\r%f oetI 9\?)& fegg (%%Lﬂ}c%tzetvgtﬁjl%t 0 efﬂoca sugheg tEEogera&(Bgs CEnt)eT subrggzls"té'iﬁ’led

embodi msmtor tHeh@®vétnhehemseraey il o4 vikdhe b&nﬁlﬂnBEﬂl([ﬂ ﬁ&w@rk, 110SQ' | EC 14443) reader
t hat powers t he | ock mechani sm 108-1 with an inductive power signal. The
wrele r

rechantn oot {E0eRaeRle a0 Y b FRPRATTAR PR LRPaohe fab i SRlGotnd G5k

aut hentlapgeyt eorapu:tetm’ﬂihm wiatless raiemloaﬂm@: ban @e@shartaar;getmgeleqs Biytednlsyels&cur e

i ougH CHEO B QEEF S0 dRralroicind B Jaiog MG T AR Exaagh K ng.
unl ockif\Ghagl@ha oguerny on@%ﬁlbo&%nf) @ﬂé’wggle&ec{efv% r[‘?@ DY REIDRS b ZRG/HQYI ces

and/or individuals. [0049] Referring next to 1B, anot her enbodi nent of
an act ildé4Honader et pomsiera denteck meylsmesm 10061 mltlmrmhdwwe Pheccognai hbe

manage yst.e fers fromthe cont a nt system 100-1
e NS UV DT e ek Pom S il SR B TR ER TR B T ier o) eos
comuNipgBlié SBorGRRAR Ikdyt Yo SRS R%nBlauemddal a Wiithunih@hedandiC Ontbe | ock
mechani sm 108-2 can use the short range wireless to communicate with a

comunicextegsrRhighlykegere repnumigstien chaing his configuath epmupwictionpf ¢pmmandsocal
T O T

anten naiataTdiﬁry} efentun @iy b@ﬁ&f(ﬁﬁ%ﬁ&)@eiuﬂlﬁ)@lzedidemmbﬂ%r anliviaggr at ed power
source such as a solar cell and/or battery. The comruni cati ons package 130

coul d ghggy) bezfQ pﬁ@%%@gﬂ% ggt?ﬁhr h&cﬁ‘her%}‘xfbtoﬁﬂﬁen?foﬁ&bﬁ e‘[ﬁ’?%&)ﬁt‘a{h%f H&Q%emw

communi cat’i ons can’ conmuni cate Wt communi cat | ons
net wor ksydtd@ 180 is kkow nﬁhmcmmln@nﬁamgemmtmyﬁtm 1092nd) fetsdirdm theengpa tadmmed/ or

al S0 | REGETECT ST b o PAREAURT D8RG LT Ao s Shod FE3% can

run by wardis 'cﬂﬁﬁﬁln?daﬁbﬁéfcabﬁ'ﬁhtyt Juk ks Bl Wﬁ@%l@b&f efcherigoptiaiastanidd-
The business entity could be the entity in charge of the distribution of

t he corn08@nafe th@@hcm m@e ner%&zﬂo ormipouicatclyathaa cdnnmdmpatncmy padlsage 180
responsi blle EP% Ckl n %\]Aﬁ]teﬁl naﬁ 104 dur.i n %n ort The commrerci al
i nt er f SQEPITS 8801?; %Ft‘% O, EOTR BIHITAT ckage 130 to

retrieve information that the | ock nechani sm 108 2 has forwarded to the
comunil@@}4] onkhereenagcatv package|13P oy be lesated ansideioatha sontitcice imssle than WO

et wor BORTECL P af P AR T LRl feitohodctFes ORI Rldelay

i ncl udgoweniduesd such @ns edlar eizdnd/@fbaterst AUy commmidatigng p’hfcbatg‘éﬂt&()&ﬂuld&ilm beThe
commercial interface 134 can_al so comuni cate information to the | ock
mec haniPcHgy2lgstacal pesterpref the 8%%}%5}41 orieremmpRCcaions pickpgrel 30 can

communiceall ARS PRGK ﬁ&%ﬁﬁg 1daHB B O 18 | GahRdhib S a%@ Q@K 170
mechani sm 108-2 can 1 nc e up ate mani fest information, ntification
and autukmgtshe@tdngn aod/delongfrargeatirdessafsteresy sensors t o be added to the

contai ner 104, or updated operational paraneters for reprogranmmng the
oper at i[pgsal] PrIRCRANIRS nRhhabdifert Qe 002N dlH8es% commercial interface 134.

The commercial interface 134 can run by a business entity that tracks the transport of the

container 104. The business entity could be the entity in charge of the distribution of the
contents of the container 104 or could be a third party that is responsible for tracking the
container 104 during transport. The commercial interface 134 can communicate with the
communications package 130 to retrieve information that the lock mechanism 108-2 has

forwarded to the communications package 130. Similarly, the commercial interface 134 can

10



[ 0052] Referring next to FIG 2, another active contai ner managenent system
200 includes nultiple active | ock nechani sm 208-1 through 208-n. The | ock
mechani srw0208/1589w1be renovably or fixedly attached to @oo@/useowbdr@éeloor s of
shi ppi ng contai ners such as the shipping container 104 of FIG 1. The | ock
mechani snms 208 can be collocated with the shipping container in a hold of a
ship, on_a tra et c n_ad k ch 208 can
e | ocPafhi it Mo bG8 mubluon BeRRL AL RirebGr o T pRESAEM G Gosa)
The | ogtrieeahiafirf@tior 06 atiRde aiahifgyy r@dsdrodﬁﬁmnmst@ay SrRuRik igfoeantbn)eeat i on
network 210 to the operatlons center 112, the government interface 124

and/ or Theeopsrseirldnterfaphi i fancdsorcmmugate mfﬂmﬁﬂ@att@ e lagk meshenpp! e

| ud t
cormuni o il ERb b ARGHAT I8 S HEXTATKERIAS paHGl 250, TH: pioppyicy
FIG 1 comlmcslmnlstselmh lablovtechdulisen 1082 cap atvhricaipeatzd aoHost deformationat e Wi t h

each ot her. _usi ng wi rel.ess adhoc .or nesh_network inste a hub .and
spoke ddsRiREQRY 4@&%&6@6@9 cofl EOTREEIAR A BT SPRIS 1A DY aﬁ@%dﬁoc%?qn@w% i on

can pasyl A RRY bAlkalis AR Ler! RF KorBERARI R TeBrauiBhal PSTRMS BE 1215k

packages 130, until reaching part of the co tion n tmork 210 that can
pass |mmmhmaMndﬁ8ﬂb the governnent interface 124 or operations center
subsystem 112. [0054] Referring next to FIG 3, another active container

managerges?| s ubsiein@Me0Q FIGE RUgRShdPabtivdddntdiRg lmd’ﬁﬁ%éiﬁéﬂt %ﬁ@té’rﬁ&ﬂ@ ifddygh

308-n. Unlike the Fock mechanisms 208 in FIG e | ock nmechani sns 308
comuninedtiplewciied losls mechynism 208 thrabple2Gi-nelbe ocliendchenign 208 tan b r el ess

Gev1 o0 325, G0 ] BhouMEehE32 bR 6P SSHSRRCHE AN

| i nk bebuagirr i freof PICK 1matb agiksischdNB8mand8 darc bl ice@l imath the tmpyikig 3dftaindr one
enbodi nent. O her enbodi nents could o tlonallé]use the wirel ess deV|ce 320

as an it bplafiahip. opakragh. ik adFrRptess ddftam, erlééﬁmychﬂwﬁw% can be

Zgggf2%%%§?§@¥ﬂ%§§%f§?§i852égﬁbggg%‘Qﬁggﬁﬁ?% gg deV|ce 320 can communi cate

wtht C ani sns. 308, _ane at time or as.a grou In t
enbodi P@#ﬁ? bﬁgﬁﬂf Brghanisps A0 gé‘r%%l ’&‘f%PF%‘ﬁ‘E&lné‘é&ﬁVé’rgBWE&P?%ns l'i nks
with t %%t&&ﬁ&lmm%%éﬁﬁo%o&n{e? 199, dR¢ éé&mrﬁ&u%@ﬁm@dsm%r ¢he contfadscrand

unl ock commands), to communicate data to and fromthe | ock mechani sms
308. Aisteduagcel 3@0r’ﬁhﬁr¢pmunmatlbn nktweirk B1Q pen ioolrunincathore wietdvdior3vicclesul d

| t t d. F | d | d
commun SR TR o Ui REck AT a0 380T et B iy ERsta feork 1157
COMUNIEEIGON ASHWBEKeBAdve] BO Rk shaniSAIIUR baRdREntfcdtb &/itheakh slehani sms

308 can include progrannin paraneters affecting how the | ock nechani sns
308 f unemgaiyirgdesspdhed egmes ortingerdradgarudiang Spai @mBURIAtRNIPRPIPEY

cont e st 4 1 PR EH oL 95 PERTR S 0B R A8 pEok s,

| ocat i @08, (&ﬂﬂnﬁﬁﬁﬂ@iﬁl@ﬁs pafckeg/@rltss Sitlt hearBing@ARAIT theﬁc&iﬂrhrﬁ@ﬁcatfﬂﬂ&led%r& 210
retrieved fromthe | ock mechani sms 308 can al so i ncl.ude manife

i nf or mehatSAN PaygaRfarAYianHe thosvsHend ntertacs ed on apereeRs cenisr ﬁ@é)&“%éﬁ%m sm
is securing. [0057] The wi reless device 320 can forward information

recei vatios4 orﬁd:fhminlgorekt todditagi anmtiB08ctie ¢dnmimmemaamg@nmt cestystem130D iaciddasr

the co [.C| interface 134 via,t ni tmork 0.

| or nabale kT Beaotal ek DS dr i BF Insk e ation a0 B des
seri al 1&&%@&%@&5@03 %ﬁ&ﬁﬁﬁ%tecwif@%sl%ltﬁﬁ pREEBI¥ §iteRGK IBRENIV. STAS0BelcR
shi ppi ng cont ai ner 4, and/or individual sensors. By know ng the address,

seri al deuiebdz( CfmbQ:s*ugnpiab@rthgWnrclekegrewctehleZOshsOp@ﬁedgb@mmerﬁf@eencctamFIlQe1 The
verifiably tied t fic active SOr s

ver! fyHendE e 2 EBR st o SR BARGRR IR B rSSRE 5% e «

t he corche@iunSdakiBR inBEoEl0 B @inHe, créddiicr®f OEktE teahyd@@mtRdueBsRInbENESE thEOr
exanple, if a sensor were switched out with a faulty one after securing the
shi ppi rgraedariaes20 e lgmédlatﬁdwkd)rﬂ@wércpn@wmw&%rwv vdthdhess or seri al
nunber il. [0058] Referring next to FIG
4, a b|§§§ﬁﬁﬁ%§%%§§t ?g%i&%%h‘ u%ﬁ#b%y%gh active lock circuit 400 is shown.
The lock circuit 400 can be part of any of the | ock nechanisns 108, 208 or
308 di scussed above. The lock circuit 400 includes a processor 404, a |ock
controller 408, a |atching nechanlsn14i a main battery 416, a backup
batter 420, a nenory 424, a user |nterface 426, a sensor nodul e 428, a GPS
receiver 432, a wirel ess nodul e 440, persistent storage (e.g., Flash, ROM
or sonme other non-vol atile nenory) 444 and an inductive power supply 448.



[ 0059] The processor 404 (or a mcrocontroller) runs software using the
menory 424and/ or the persistent storage 444. The persistent storage 444 can
be used twosbwws1®ensor data received from WO 2010/ 15120TRSI108228€0/ 040266
sensor nodul es associated with a shipping container that the | ock nmechani sm
is securing. The persistent storage 444 can al so store paraneters that

det er mifedt O e BEOCRIROM- A%, EASERicRL N ARIHGR.RhnilAE 30 OSHC Gl el

400 to ‘performvarious Fiicer hs ?e.g., periodrc vvani%eup ties, V&l arm

tri ggerortbis gedidl s thietrabydime) 6] witdlessldecice GoMtstablls@es #OGrcicomeinidagigng 0 t he
processor 404. The lock controller 408 can be a mcrocontroller or a state
machi néinkgaiaikg logk srechanasreoif Bprdsy tfsseheonprdsi(egs leskiang uslackor med by

the lo RS0 L er S - { o control

t he IatCc E [ ngh@é%(g%i Cé%ﬁ%ﬂg% héa%f Fo%%nﬁn%@ﬁ%ﬂogﬁ%gﬁﬁéﬁﬁéj%%%%8%‘1( doors of
a shi ppbmgnundcatian hiek withrthotdremuaatiai meworkt 3 Oproaldesiteraticelydeiussd. déort he

shi ppi ng container. The | ock mechani smcan be securely attached to a_single
bar of SXBRiCpF RGrEIRtare ?,56‘?9? 22305% Cotangrical Wi asdvalpe arpe@ﬂwa&ms 3P,
where the Shi BRIuBE (EOnahMELation faBtorkadled, but the lock mechani sm cannot
be easily renoved fromthe single bar without incurring significant danmage
to the chani sm and/.qr .t he container., Lh the idle |ock.state, the
ook bR o EOBRLRAFIE Herie SRR Ak ARl o SHEN S Papteiar
the | ogkfe HO160eH csHhishls 308 fEINAN! dansRRtEihRRMmaléd rddBliRig ddnSen@VeT a
wei ght. The Tatching nechanism 412 can include an active drive nmechani sm
such ashi@pmgdoaisine [fednanpamcular ek arrshenism 803 isssseenmng riPate retfigyeddyxamplice,
to actyate j > f l.ogk . i 1 el l-acked ate.
The I ateh e RO AR MG s dRasRKATE RS 35LbR: AR bR s T Bhes
not Nnowe s¢rBoKicading® Mgy datd Foaticvat thivhthicdodkh@cdhBpis 398 camiidd irtudcMrasicve

| at chi ng_nechani sns. can utilize hydraulic neans, magnetic neans, or
nechanileRrmeonisgdranedhgyeiteds efecaniireribatikglosk & 0 HSSPCHIng. i n a
position to secure the shipping container. For exanple, a person could
hand- mj0@ 7 hel'lecoeikelng deeitb 828 chofoewgalgefdrimetidbratecbivad emithy [dehmsecbiinism

shi ppi container. and then_th ssive latchin er could be activated,
Cher eby 08 dGREARE 1SRk I1A3 SERDOR SomPsERa] tStAFTL ur 58 cosariedtiog
condi t i@Rork BRYWEThE ffStiidoh ?Qﬁiecﬂﬂgraiﬁcahhﬁén@{aﬁﬂgﬂl‘i'ﬁfBﬁﬁz‘it_idﬁ suBh 8s an ¥ddResk NRrial

processor 404) to the various nodul es of ock circuit 400 via the main

bat t er yuzbgr, oasryiptogiraphi elcybof arhective lackgaechymisml 30§2a stoppphe dontaintth Ed4gandior

battery 41 nd the other conpongnts. Prior .to being associated wi.th the
ohi o ML RS B BSFvuER T RERS: 10y Bt qtaNAY ko i et and
consun®gntairlet b 8 veriFiaBBVWRI th kpevifihetiRBilatkiaddheniymd dfd séﬁ@@rsb%'ﬂéﬂfﬁﬂ%t ery
420 is provided in order to Pomer the lock circuit 400 if and when the main

bat t er yh4tshq earreshayslesmiicatiopharasme kempisisataceatsd Yl theugepiegt shinpéie eaptangubset  of
th . f RSN i ndi : : | ed
e, IoUH RSB ch PR RLASH, 18 8iel B GRRELR R G BPEhuguP! o

of the ohaakenscbaidgethy sKipingreontdingt, Ussedsdrel M reportehanemeet dddrdsk Gr sekdl WO
2010/ 151901PCT/ US2010/ 040266 [ 0062] The user interface 426 can include one

or mor uppsTtuchdhat cudentiration woukl 8H. nore out put devices. Input devices can
i ncl ude one or nore buttons, toggle switches, dials, etc. Qutput devices
can i nd0es¢ |Rabtreg(nexigo, FIGEBsa bloCodiagfntE®Ean ehbodiment afiagpkiye lpaketrciand/ or

an audi g output. | n sqne enbadi nents, the us jnterface 426 ] nl

vai | a8 Ry THE OO a0 et Pe gttt of sist by logk dhecignto (e 2§ BLES 400
i's sealdpduWel Bbdvel NMehe8H A QRUItE00findliRs laQrdcciRE BBN] SIgkk béht@Mer S0 adieRing .
the enclosure is sealed such that there are no wired interfaces to any

por t i omecchbinisthe 1R oriaain battaiyt 41408 bagkuphAtterst2fs @ themwrnd 246 lagisst pitesantith, @at e

00 N the R RlodlRiBE! 2EBsTOLiR 945 A8 BeRQ hod 1l F40 3581kt ba% g Q8K FIAEY! !
ROM or some other non-volatile memory) 444 and an inductive power supply 448.

[0059] The processor 404 (or a microcontroller) runs software using the memory 424and/or the

persistent storage 444. The persistent storage 444 can be used to store sensor data received from
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[ 0063] The sensor nodul e 428 can include passive sensors or active sensors.
Passi ve sensors require no power to sense and record a change in a

condi t i orweandiccamobe anal yzed/ queried at a | ater date t@cuatSeswioness f the
condi ti on has changed. The passive and active sensors could be |ocated

i nside the | ock nechanrsnr on the outside of the shlpplng cont ai ner, on the
I nsi de OIESO% pneoduf%s QESOCI %hal {15 Hg‘ ggritecl}lrn T tatﬁg ?ock ey %Qnelsrﬁ?‘r &curn’?‘é: t"h\llee
sensor $ require omer source anges conti nual

i nt er mipktsaytdnt ytoraégetmu Qaﬁ elrgs Ofose ﬁa’iﬁknbtersbﬁéttcﬁfeymﬁﬁme PESBASIOE dozt caRes he
contai ner, powered wt re fromthe | ock nechanrsnl and/ or mnrelessly
power e @i rﬂmgiulnﬁ Orf they la@k @Eﬁ.‘)lﬁl‘io@do porfermuyariqus Senchenete- si REEaMic WakosR [iMFhe
sensor i ncl ude sensors configured to detect the presence
of the%gﬁ%' é%g%%%ﬂ%§¢%§?) For exanpl e, sensors could include bar sensors

associ h hooks of. the | ock chani sm wh bar se rs ar
conf i ﬁf’@%’lt Redpeeeontioer Hieis Gpunted o SPgocsrsoag‘i‘ﬁ %W@k EoREONER Al Gnder 1
contact, ﬁ’l‘fc{v&oﬁtl?@ué?%%%taté ﬁa&ﬁ'ﬁé tdb rfg}’tﬁlt‘ﬁéeéﬁﬁle@?w fﬁe‘f@&tl@)ﬁ@bélﬂgl ude a

sensor to detect the door(s) e shlpplng contal ner and/or verify that
t he dogedommel gy ths datk dodOEHGr 408 e Tbe hsdsrcontyolildrel 04 mcqmighttdab sontial¢thaude

T one SRR TR ke eRati-ohuN 50 Rkt SPBE RS KRG BbnElefirtauges

coul d @ Stheh @oﬂtﬂﬁétu fegteldnt bb@sSRIORIO thdBhiMi8: dodBaihdt. aThdesckt rﬁedjﬁhi@ﬁlt cafilbe
attenpt to forcibly renove the | ock mechani sm from t he shi ppi ng contai ner

(e.qg. swwrﬁyattecrlml/@aa pingle bax b8 shippingwortrmmar, in hattcrsfargddansgeidcleckar go.
0066 d a GPS
0000 TS R, S AR bR ) PR Tt o e

gl obal rt@eedd fasn Giic difete b@rC\kzltlliﬁiﬁ esatréip s@tﬁﬁba&ﬁdaﬁlﬁge torthéd l’(bcﬁdiﬂcharﬁsﬁn ted/6PS,

ot her tgpes of navigatiaon systens such as GLONASS (Russia), Galileq, Beidou
( Chi na)the egntainggs dp dedgle)lpgattaterihe mém@hararmﬂorecwﬁrto rlersnrﬁ;\% eRntyigesar §h

Syst e, 620yl 30, BE M3 Hhech HRPIARNEIOALRGH HS2AR0K 0402600 QAT ThE:
mnreless no Includes one or nore wreless conmmunication syst

i ncl udiTing lMtlﬁng cERmi80 212 tarsinalndana 8¢tjveRirive tnomhimisdisgdiess a leglrbulicar (e. g.,

CDIVA, T tc. W Vax (802.16 FI D ISCYIE 14 4
satel | .nrl sy, aSM%tOfassrew %Vﬁaf%&%ﬁr afcera Clﬂﬂame ﬁ% fogkies one

or NOr endhiRLASS bAH @R MGEKAE Satel MHRNSCHR %ech&lﬁsMﬁ e kﬁ?ﬁs@%l—ﬂd@ a‘lﬂ%l&'ean use
short range wireless (e.g., Bluetooth, Zigbee or WFi) to comrunicate with

sensor mtaties tiot/does mdtencszhrlmhlm@mcmhmarﬂrm rattarh todhcednpping cattanyi thasavd ocal
networlit l.n anoﬁher nmod ) ﬁ,&” ess nodul e 440 can us§ quqﬁr range
comuni G ?{Rsén%ﬁ‘élﬁi lé‘%e & F‘Er‘r“a P RET &N AN N CBE S RGNS ToT
comu nleﬁgégen%ﬂdhfe ho dkivg GEMBER ndh ity € I dsitRokio3BELTE theR A ®nike! 66
devi ce 320 n sone enbodi nents, the wirel ess antenna 442 (or the GPS

ant en n&xareal)e 3 Berpir eoud handempg the heckinginembers 4e cngaga hedatch asssathéy bastiphos es
(e. 0. 0 n

contarne Hg 55%3% %ﬁiﬂ%ﬂ frggéﬁ%%gﬁ %hngF&ﬁﬁg&a%xg%ﬁ qgggg E@%‘gng%erve
a mnreh&s&cﬁﬁg@&mmqyuﬂ fron1an external source, such as an RFID reader

devi ce, or another devi ce associated with the container. The external
source A ¢ ftdae ﬁgggqg kage
130 or one of orfa e mrre?gggmg 8?§5§%§5%(%Hd3 g%ﬁgﬁgggiga%The
power shegpmbessam&éetd thcenned rﬁoahm:mfrthzé sk crovie400sau tlcesainrattadyl4dd, &t wei gh

stations orts, depots ther s where shipping.containers are
ocat eaiGROLR e openint VSreonpd o etk berur T B LE Cippraan
Wi r el e98i0PRY&dingh3b@htcl h@rrh th8 sﬁlﬁfiﬁg \éﬁﬂaﬂ}ér S 1b8195r%d1tv4ﬁ)oadah%e Mela Awdrhe
i nducti ve power supply 448 and inductively converted into electrical power.

[ 0069] pPoier podeand mmumhehrthadm oo ipoechoerthe mapl batiert Ife Theduckup bedierp20
and/ or .power, an f e co nts of i r cui. 0..l,n the
L B Sl G T g g A D g A S
t o t he THeRaEaHBattdBAmay rtq;pgclsdwe tb @GkbseOst the hlodtled 88thetlbk diru@iondas
nmechani sm 412, the sensor nodul e 428, the wirel ess nodul e 440 and the

per si stiedigated by tge lvrmmbqbéoeﬁoﬁ togthe hagkis batiercd20snd e as50pied eRmpanenishe
VO' t 206y Vi Qfr th\EUE tf'tl'geoaiaf%;(ff)atf g)pﬁl%(%aréﬁ%a‘ﬁfsgd 'Bgro%elh?&%%e‘ﬁ‘éé ?6 S¢PRLT ed to any

of these component’s uctive
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448 can used instead of the backup battery 420 to provide power to the
active lock controller 408 and the | atching nechani sm 412 to provide a

fai | saf e wol2oukismy1f uncti on. The inductive power supplyP¢t8Scan/0a26e© be
used to power the persistent storage 444 to retrieve previously stored
sensor data The persistent storage 444 could include a | ow power

m croc ller that | r.ed. the i nduct.iv ower_supply 448. |n _sone
erbodt O, et GEipsob AT ofhas O MRS LYE BPEF RURTRY sbitiye o
cont ai rieviced. riapesdehicep omeincluie oh®ekmeierbaittohs, 484le sWildhes, dials, etc. Output

2010/ 151901PCT/ US2010/ 040266 ]%OOYI%‘DI n_one enbodi nent, the inductive power
suppl y deviges ¢ ipglade bglepprainkBRs.ildPs (HERY: 8tk )k hdisplexmaed rrter axpedio
wrele f e . I e S i

bei ng. Dol By RItdBl REuRPth ok ARy WAk RARHC HATRcn S 0

i nduct itese. pothe fickl el lycldd&uiteldOiiy el vdistia tisd aeRisuferad thooloek ofeclidnésns elns or

nodul es and/or. a portable wirel ess device. The data signal may or may not
be recOPGEFLPLGHNG e SIRSUEFEY P o4 st thﬁﬁﬁ*@&%@@éﬂl@%ﬁpg ces By DRHORS Bim
After RecRE bRl iR, JabdSisIRA o VH8cGRTBMLEREMOVihURS Ysh GGaR ave the
data in a nmenory associated wth the conmuni cati on subsystem of the

i nduct ipvevigosesft stgyficy talhg lotkhercper®Dst ent st orage 444, or wakeup the
processor 404 and conmuni cate the data to the processor 404. [0071] The

| ock cijpges|t FROschsor @XRIRI A08Ycal thdud@hsalv O dnsbiREK ativieGdhdoss. CRAYsivE §drideg nor e
or fewer conponents, depending on the way in which functions are

di st ri Bequdid neroNT theenst tt reearschiengsingfcondisio ond simes anvbiradianetind dyst em
|0 whi Ght G LORICEHICRt: dofiabeh it STRLOY °fhe LRGRNYPLNRR SYSHLERdwnct | ons
can be provi de eby vari ous subsystens Phel udi g, a Poeksd sysst em a sensor

subsystiescisigsiaé ticeddckwintdhahizem, 60 miicadigde of the Shibgink Somainki, dnttheing@piodtirer
or a communi cati on subsystem coupled to or. integrated with the contai ner.
[ 0072] ShePBRSORtINsEandies aftahed tnthe garegn Aftive sCvaId §EHEH Py sawics aed 1

| ncl udegs & LG SUIBYSARIL HH 0 cfl) SOSRT SHRSYSHADIAA AWk Apowgred

conmmuni cat1 on Subsystem n t"he contai ner nanagenent syst
t he | odbonméehaniagrr,iewaersl with e wictufindo) theolokk meclivainng rmdiot vitchesslp pbyered

conponent s the | ock subsystem 510-1 being an inductive power supply 512
and a |Uélel&r$3!n@elﬂéwgﬁr~‘%l§a/3ré¥e FRESTRLABH e povier suppl y 512 T ecel ves a
power signal (indicated by a dashed line) being transmtted via an antenna
544 coufled tbhescRorpasystemdas i inghuds4onsofs dohégered sodetsablsyseemcddlthe The

ant enna, 544 can, be lacated in proximity to,the | ock subsyste 10-1 ch
s " AP et Piis, PEr G Mpl s iePuld it Rt B kPR R ST IBOR e e
| at chi ngckBedmaniseMwWddR. thEBir SXMIPhE coh Murs@Sditecs RS ¥Ed &Mt Gais sraul d be
just inside the container doors that the | ock subsystem 510-1 is securing.

[ 0073] stAppingetestsines atesip soetgriouith thediogks. j Ineddidies. the benspempdyga @28 sanBishude
dul wi.r el , i
o o R AR SMLSSTRTR LS, AR it RO chRES, e

container doars that are being secured by the | ock nmechanism For exanpl e,
the sen@¥dlsubsssnwmnmpgdyleZSaout Heo walyde sensars for deiesiingdemperaies: srestHe

cont ai paki #RO0LHi HonSk QVeEHt & BrPA%nL RERNE la0GERGE NAl88e bRt OMPbNer
door. By 16?3?19 \}\Doélf)(l%/’llglgolP /U§g0101704026§&rermva Ce,et e sensor
subsystseainG#0gsd mahl A& hrowmelddéd onthe serisai medult 28 andrdemterdetoot feattopgs smci at ed
with different |oc {'rel(éhan' sns_and different containers.

forcibly remove the lock mechanism from the shipping container (e.g., with a crowbar) or

excessive movement that could damage the cargo.

[0066] The GPS receiver 432 is configured to receive signals, via a GPS antenna 436, from a
plurality of GPS satellites in order to determine the global location of the lock mechanism.
Instead of, or in addition to GPS, other types of navigation systems such as GLONASS (Russia),
Galileo, Beidou (China), WiFi assisted location systems, and/or cellular based location systems

can also be used.
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[0074] Since there is a |arge anount of space in a container, the battery
546 can be a rather large battery, e.g., shoebox size. Such a battery can
provi de woediopsw®n to nulti pl e sensor nodul es 550 i nt egcatusdomiosizes he
sensor subsystem and/or provide power wirelessly to other sensor nodul es

| ocated away fromthe sensor subsystem 540-1. [0075] The | atching nechani sm

516 canyfiena HAL G IRCRING: sMNERLOCOINGUELL YR, ROVEL, SURRLYO IR R, POver ed

up by the 'RE power transmtter > Y EACTY ot ed e stEnd €At be'"Ssued from
t he i ndugtdivg WISWAEESWROR! 1Y sBibdaitde), Bheetbdh chipbe:, betitant smapmMhoaoMar unl ock
the I ock nmechanism In sonme enbodi nents, the inductive power supply 512
pr ovi d&sSMneedhVide 8080 6)t REIEWe- 2 I SWHIES E4#48), Sﬁtﬁiléﬁ(@c&ecplé?é%)aﬁééﬁ%ﬁ‘?dsm I'n

ot her q’ﬁ%ﬁﬂ%eﬂ&@ bduld 10 iﬁﬂp&%si offe &Eﬁéﬁé@’gf% Xnt{;rﬁla%ﬁp 1€8nd Rofle R &J%Pés;f] not

shown) an e power signhal Tromt ower fransmtter I's Used to charge
t he bati@iuje 640 ¢aneist slokt sups witkss @y, Bloetobéit Vetbge poWaFi)its cérhannigsedvitio

| atch or unlatch the | ock. mechanism [0076] The short range w fel ess nodul e
554 confiif w@e@s QS SF@H&%&H&@WL& WEHF & 708 TeRgork. e
conmuniycafel BRSyiFYES KRIRD £i6Qad ubyiRgd r%h%mrﬁﬁﬁi&‘ﬁ% 1R s8dhlstcelI@RMe
antenna 556 and an antenna 574 coupﬁed to the long range wrel ess nodul e
572. ThetcllongViMargetonito ebmssimmettulich itZommuoinickéisn botworks BoP and/amgetabler el ess
systens .(e.Q., .0n r. nore of WFi | uet oot h and/ gr., Zi gpe as _well . as
ong T S PURE RS Ly Spite ot RecF e nadin WP s eistie eEhy
or a sa§ pirt bt Be MR IRINism the i$HRH o RNESHUHIEE @SS, thE HbhEn® 2 0ROHTMBicCAL €S
information indicative of states of the sensor nodul es 550 and the |ock
subsystlegkimmembers thaygngagadhe eondpanetd.r el ess nodul e 572 whi ch then forwards
such information to renote centers such as the operations center 112, the
gover nifewds] i nrieyihag®ive péwor suphsy LBsesidired totre¢diacewlrdiss et dlgndhom

communi cati ons subsystem 570-1 al so includes a GPS receiver 580 with a GPS
ant enn@NSEENa sRNrae. Bttt AUNPIR reade deyise apaothedswrsrassmintsEWitlB 8 t o gat her

locati %En‘éaﬂlfe TRl éﬂ%ﬂal-rs}aﬁ cle%Sﬁlltdib%Q)nie %ffﬁ{er@hé Q%Jd%hés ']QE,L{ﬂggo%tuﬂictdﬁ&ssensor
and | ock Hechani sm data that s communicated to the fenoie data centers.
The poweckagtppl pr biGoftthn pleabde sirkless daviay 12 0b320, dorygxaoiplea Temoect signalt 0 a

power supply of e container. [0078]. Referring next to FI G, 5B, another
Cont ai K& Bﬁﬁ%ﬁ@@ﬁr@rﬁ@ WE‘F%%RQ_S’(?G[S?“TP pijaled af StaimsyRBnfleppls 314 ghgEnsor
subsy st,enk IR hin Ac GRIADL AL EROP 0P YRRY &GI8 d 0o 2imd NEhE SR RL NG urce
managenent system 500-2 differs fromthe contai ner managenents subsystem
510- 1 isnppOs 26Xi091ds5 OB LPITHAUSRO i0fc0d 02bly ahmtlutthe spemsorf tubshistienp®4- 2 i s
simpl er_than,the,sensor subsystem 540-1 while the | ock subsystem 510-2 is
ror 6 coHT A4k dt TR he SR SRR S ErPenS T addi tion. the

comuni cati on subsystem 570-2 includes an RF power transmtter 584 and an
RF powdP0eht eHieaposes fiopmthe indietng pawer supmlgcas pgredd to avakaun subestnoner paxer
suppl y tl?&%of;{on%gtg olfﬁlcekloayg%{l?ttéﬁ)w %‘giezenh odﬂﬁ&ﬁrsh&%),w&tag 7@1 %?th%‘ind ti%? | ar
array, a battery or a power supply of the container) is-1arge enough to
provi dgower alppssiqovesupled folthe p@eksssrdd®Bly sicetidd ek .cohtBslEd H0T e laoling

subsystem 510-2 al so includes an active |ock controller 520, a |atchjng
mechani@Geaasn 44 21iae sasgr module 428,18 tviclestymogdple 4r@ ad thssrastay stospas H4cps

receiv J i gﬁ]@?@&n{] F1S~(C 2 524
to c ha?jgeg Q%(ﬁgg %gﬁéefpg&?z%%% e bat té gﬁ% %021?1%% rYeanfgg%%:u?g E ngﬁ?pwﬁgﬁ%}{m her
conponértssleaiveihaippbed tosanyf shamedihPernty. FdBQkarhplectbaimrdastivd owdraughiyb | ock

subsyst 510-1,. the active | ock co ol ler. 520 includes. a m cro-cqontraoller
hat  péi GRS HRTEE Gt BT BRI 70 BEKCRorar G MRS Sdederearalehd B
the | oGkd MROBRRAINGMechaSBRrd 2@ PER i 4 fl18FS uﬂl’aﬁ‘k{hg finkfioh STROMIL KGR WP
comuni cate with anot her short range w rel ess nodul e 554 of the sensor

subsystsepi 408 pan aikebs iivedite pewnsibe psishytons sterags 444 L whrsaycipnoliensbssteredensor

nodul e 550 idr][cl din .qn <f')r rmzua sensors ,associ ated with %h r][t.ai ner or
cont enteisF S e TR Aol R el s 1ve pwsomE et iendBiliT ed by &
bat t er yohReld BNAMHdueliveEpdIMeipE P uag el¥ontceniithaitf ke {@s&-modul@B) & | i ght

circuit or a refrigeration systenj. o
other systems of the shipping container wirelessly power the lock circuit 400.
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[ 0081] The | ock subsystem 510-2 al so includes a GPS receiver 530 wwth a GPS
antenna 532. The short range w rel ess nodul e 526 comruni cates sensor data,
| ock secuwotgicd@i®wl and GPS | ocation data to a | ong rangeTaiseebmseesrodul e
572 (via a long range antenna 574). The long range wrel ess nodule 572
comuni cates this data to one of the renote data centers. [0082] Referring
next t C, anot her t ai,ner nmanagenent 0-3 includes a_lock

cubsys 207 R g RARRIBIRETN BOREDTRIRESERY “Burehgbt e s
comunisgBdyk@ASthatdas 6 in@ilnicliewlroieks ]y it ki se o d Qe S andéd pitesdlcakircltdze
conponents of the | ock subsystem 510-2, and al so includes a | ong range

wi 1 el esl§vigpduh Berdmmapaered Powg pewsheendt BasameBmicaHen subRpstHEWE &e

t ransmi; . ] M i 3401 skt vi de
power tut(l)&utGé lgé éﬁ%%sr 8@35‘?&%@ %Feg%i% Sﬁ%}{a? ?gﬁs&n%%ﬁfit%gégéogomer (Pes? i%ﬁ@? 9t 0 an

i nduct ipeetallowearelss dptiye. SBI&: dafhsignadl sndyhee nogypas bt eccefvet Hmnpthesama kdeang ehaent
of the container nagenment _system 510-1 where the sensor subsystem 540- 1
suppl i &B¢ mf‘éw&@@m%ﬁe@ AR 1AJESE Persbramihe dat enal. T eorpaRYIg 4P1524 of the
| ock mGhag a0 R040/IALA RIS QAORE el GulbAL A%y RERNAIIS O be
able to périodically, or upon recéipt of a trigger event (e.g”, detection
of t anpedictige ppwér suhplycidit th persstand stprage i4dé, govakeup thetpiecesem404 asdibsyst em
540-3. [ 0084 In%lt ad o{h recei vi NG, wirel ess power signal froma
communi“CRYT ALy %?%%?n TR YRE cont ai ner managenment system 510-2, the
i nductive power supply 512 receives power signals fromrenote power

t ransmil8Q8d s Bodociseietvir¥ios exquaplery anbasrshatherdpek eieaith ean wehide g or
cont ai vrverdc R{%toﬁentgoc{eééqdé%@g@%%agplﬁ i%vs“lﬁc V\ﬁlngtri]odlssta?et Jilgt%%bl%Ia talg{r?lé% rtlfeg(gtg Is

wher e the contal her an extended perio ] The

| ong r abgPoméntedhis comainbiembdfpcmentiyviem idevtach thdadek dircamid bdng baploytdnige
w reless npdul e 526 (sensor data retrieved fromthe sensor npdul es 550) and
recei ve8Y ZHER sydem. funetinnsican he prayedadduiagignt subsyssmsimgludingea docksubsystedl: | ock

data i 3 s% 3 . Et@ﬁiL algél ctiangd éxxﬁﬂgner A .Oli‘ @J)rﬁérﬁs Hlt(ﬁe %grﬁaﬁlg ,\Mﬁel €ss
BTy PR M

net wor ks e wi reless networ can 1nc e any W rel'ess networks
di scussenhnaimdation pA3g&mRehipled togr inegtattdbwih @Gie wbtaiket anot her cont ai ner
managenent system 500-4 includes a | ock subsystem 510-4 and a

conmun g@@fﬁ] ONReFEHRSIRL I 54, a Rk ta e aRernicRELMAR S0EENRM IS YhSKST em
I nstead of communi cating wirelessly with a sensor subsystemin or on the

cont ai nebsysteheS 10t ke soss pebsysteB1BH04] amtd catesmusicstamssmbsystau b e0-538n ththe

sensor nmpdul e 538 can, cont ai ensors to,detect tanperjn envi r onnent al

Condi t ICBREMeE PN RGP0k Hcd ractBRTisGS 4 STRG () LRk hABPa; ner

pover ivwittetht 36K hfhohbiat of the ¢OKNBEstint 8P0-Il Bein® ap ikdItIAE ﬁ@&et’ﬁb@lﬂ@l?r SORALY

594. The cont ai ner power SUD% 59 can be a light circuit, a refrigeration
e ailyfelr

syst emadptchingareshaitign S1hdh owssWePply Al & Facaives # goveipensd (indicethe
batt er % 5a2(ﬁsltie% lﬁ\%:)‘ B&%Ig @raﬁsrﬁirf't%{i 9% alnea\ﬁ?énha -EQE C letlé(f trOYH] &géo&gﬂrﬁﬁ{n&l&?%4? %[g
backup }Xur poses en the contai ner power “suppl’y tails or I's not available
for anyh¢ @as@subsystem 540. The antenna 544 can be located in proximity to the lock subsystem
510-1 such that the received power signal is at a sufficient power level to power the latching
mechanism 516. For example, the sensor subsystem 540-1 could be just inside the container

doors that the lock subsystem 510-1 is securing.

[0073] The sensor subsystem 540-1 also includes a battery 546, sensor module(s) 550 and a
short range wireless module 554 with a short range antenna 556. The sensor subsystem 540-1
can be removably mounted inside the container doors that are being secured by the lock
mechanism. For example, the sensor subsystem 540-1 could be magnetically mounted to one of

the container doors or stowed in a bag that is hanging inside the container door. By being
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[ 0088] The conmuni cati ons subsystem 570-4 incl udes anot her container power
interface 596 coupled to the contai ner power supply 594. The cont ai ner
power i ntwof2anes¥® can be coupled to the same contai nePCpaBRI109U2pEd y 594
as the | ock subsystem 510-4 or a different one. [0089] The contai ner
managenent systens 500 shown in FIGS 5A—D are exenpl ary onIy and are not
Ilnltln onponents. sho ock subsyst ens, 510 ensor
subsyst e ks TRRR TR A Batanral b oihs AP AR il B R gea o

omttedsso@tamirwﬁmﬁmmc&kmhaﬂusmsb@daﬁﬁﬁeﬁu chauinexanpl e, ot her sensor
nodul es (e.g., tanmper nodul es) can be located in or on the container and

w0 2010 Voo tper BE0o T BT D5EE" PESERT e Paintt Wi ARG L R

6C, | odkgobathan csgreshoObbd drd H00-adadey chpveviddTweed pmkzerrmamanplsmsGﬂO 1 and
600-2 differ i.nly in the ma printed circuit bagards 655- 655-2 are
ori ent é}&oc{ugq 2D yieq rateﬁan&ﬁaé RSSDSDS KNG GHEL0S Prod DRRY SIS ess{%ﬁe ot
”EChan%&ﬁQrﬁQ@quﬁk&Q@%w% %b%ﬁ&e@&%%r@ﬁﬁ sttmGl4pp bar 610, a |atch hook
615, a latch bar 620, Y probe 625, a l'atch probe 627, and a | atching

Trd DA Pt %efci?“’ 1ﬁ§%ﬁ5§aestg Fomadi t&?erh%aﬁévg%e”ﬁﬁ»%%{‘%@é“@fﬁﬂp
and | atsah ippebasd @gﬁwen ugawer{t%gﬂqlttd;esm Mn%cﬂ@ﬁ‘éalad&hﬁﬂa&l?&nlbé iBuBBESMY €

| at chi ng nechani sm sing a passive |atching nmechanism the clanp bar
610 andhq dudticqiewsasureos Bate thelatehingampshapisele ook, or pl@igislt thedocknd t hen t he

passi v he
e S A T S R L R
(e.g., ils@sinng valdidhngeitrh tHeabclc@gtithnis@s unntottﬁmmbl@yldmw it iagidgiatipoweor ot her

powered actuation. [0092] The |atching mechani.sm 630 includes a piston 631,
a f1 ui URHNAbePEEGZ0 abatterydnet, Sh@web'@d(téﬁameﬁ sigaf EomgBy REpoywgr frangnisfenisd a

pi ston | Thevds g1 %ﬁﬂh, @&% et i ar 610
at one S%gtogc;ﬁ gr? hﬁat% ﬁ{:} ?fe an| m g]?; , t%e en ﬁﬁgglﬁés%ntlﬁgd&l g[{moﬁook
605, anmdlatch tht lkmeethtwistmhe | atch bar 620 via a connector 638 attached to
the end of the piston rod 636. An aperture 612 is forned in the clanp bar

610 sugfoie) atTﬁe‘%%oFtQM%%@éles@%@od%?éi‘ﬁﬁ o&xﬂﬁ&rﬂ%est \k}ﬁh ﬁ@&{gt 1'dﬁ§‘e Ridcdodiic
attached to the latch bar 620. [0093] Wth the clanp and latch bars 610 and

620 eaéﬁ2béﬂmgmaumauhemn$sﬂmhﬁmhaﬁﬂﬁuhgamsghﬂha@wxﬁBﬁnamﬂmmgmpmkmna56®ey

are basi aII n e .housi n havin n ency to r tate
Shout i B atisbnontd Belded 16 1B8HRLEP ai Ry PREPR7, TR Wl s i 30” 1o
add st alliuduné S’IZC@thHésdeﬂ@Eﬁdrthgé varBlesd §i8tcblsqnR., @a@lof ﬁlbﬁébmfﬂﬁi BhRtoard 620
pass through apertures (not shown) forned in the housi ng 650. The a lfertures

can be asf/ppdighgemstval asdang mage Waislssapgtang €. el ulgn etarek 6oV GIPMAs| at e
d |
up an avog"lﬁ té’ﬁ&wo&% o] ét&%ﬂ h¥ge \%Q%G&%&H‘I‘é ?53%80%{?@8&%§ ﬁl?(gm\%tléﬁ 0

bushi ngs cases ousi n

and t hénditaive odsdtds af die soagos nﬁalialearsdo a2 tharleckadubsysashe 500-1ao trtlahg raagal to
provide snooth lowfriction notion. [0094] The fluid chamber 632 contains a

fluid Sueshessgodulg H3iwhigh t@ng‘a@a@% Sqlahasfme%winﬁe repaete senteisisugheasghe o gani ¢
veget a%('g@raﬂbllls) cen@?qfl]é eﬁﬁé’ &ﬁgg%ﬁnt%gﬂ&eﬁﬂsorkﬁ@c%ﬁb&a? h‘ﬁ‘ﬂ:‘g&% 1§32 on

opposite sides o € p| an alternative to eed line 633, a

h | h fl d | | d be. f bod
al tor nd0dTh | iqrﬁ)%@h%?ﬁi%gu U e e R e e R g B B iS o a
fluid Ghanhessalaeadshipamplystdertashs ahohBesdon GhrBeaaR prkidhen t he

val ve
information. The location information is included with the sensor and lock mechanism data that

is communicated to the remote data centers. The power supply 576 can be a solar array, a

battery, or a connection to a power supply of the container.

[0078] Referring next to FIG. 5B, another container management system 500-2 includes a lock
subsystem 510-2, a sensor subsystem 540-2 and a communications subsystem 570-2. The

container management system 500-2 differs from the container managements subsystem 510-1 in
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WO 2010/ 151901PCT/ US2010/ 040266 634 is activated to be in a closed
position, the fluid cannot flow through the feed |ine 633 and the | ocking
mechani srwo@00)/iss90engaged in a | ocked state. Wien the vaCTASB®8/0uE66
deactivated (opened), the fluid in the chanber 633 can freely flow through
the feed Iine 633 allowing the clanp bar 610 and the latch bar 620 to be
noved I |ve to each o enbodi ment gl ani sm 630
is capa%’lt TP est st |%§n gzn)](‘a%}scse 8@ ant “YINe S%lbsﬁ' pe\r/]\[)h fwéﬂ\g/él} Ve 634 is
acti vatsebisys{eﬁf)ﬂ?o)}z Ismeémreosiptiosedrenn thd lbek MﬁisyﬁerﬁS‘} 0i1s Ia addiciom@lic val ve. When
t he one-way valve is activated, the fluid in the fluid chanber 632 can flow
t hr ougFOPFRINGAEAN wasteeﬁpr? wekdey #eRF pewct Gansmitw SAand pRRE 19a¥T610 and

PR S e S A e T AP

nor e seabﬂyetlem 3i0ght Arpedct mpp@nﬁ'ﬁé (eey., sl army mbatieﬁﬁkledpmatsﬁpplblmf theot to

be renoved, [0Q0 | ustrated in FIG 6B cl anp hook 605 is

di sposéan&aeeaés B%%fi mug@ twr&ps@eawaql% R @by e tselwyatgee?@r%/ bar 635 of a
shi ppi ng container door. Wth the |atch assenbly bar 535 positioned within
t he cl d68§7% o00khed08k suHaest@héﬂrﬁﬂmismtiecl@Qés dnsacpius el comtnelied S8duahlatchag a cl anp
bar senso vmtch66con d to rint rcwt
boar o asnsfiSind1p, ulBE Tk ke Shiet Bisfive GRACECER rHaC RRIRrsER Lorttiol | er
408 sens@rtivOpdwe sh@ﬁly'ﬁ2@@§dlﬁ)l&lrt6@hé’%étﬂéfy1524h6 cBh@Eh R O0L Resttbe bar
sensor 625 indicates that the |atch assenbly bar is present, the |ock

cont r ol52é theng@ppligsipeace b thhethgnremp@gatsiad thy levke pubsystemdiler bar 610 and the
| at ch bar 620 from being noved relative to each other. Wen attached to a
si ngl e [0680] eln@ontridne hatdambasdesibbystdnas 163 Sthewttive loble coratoller §Minchidehe

activated state, the | ock nechanism600-2 is in the idle lock state. In the
ide |l 6%%”5%%‘1“@1 ertqhét nestokmprEoREiaEIEocking yRlesking duncEinpy agoqiptednitheh ¥ at ch

assemb 'léfckb@é AU GG ﬁ(ﬂ%@@vllre g%@%&ﬁlg Bo6 co%&‘gﬁlfed%ﬁ&ﬂhﬂﬁﬁﬁt% w1h1{"~£

nmechani sm can "be an active ani Sm such as a ratc rlve
a scr ewhalt range varcdsh erdukd, S5dtod the[ @ﬁﬁb?]suﬂ'dyetehaié&hz pThbempR/sensorsskesystem

det ect n anoth r containe OSI tioned wthin the.l ook 615.
he i t PP By 5%%%?@8%2@05%359 Wldings Qs B PR a9 aésom?éq‘?@tevah? Hoar d_sueh
that a cbafafr BAEonE@RSEN thé Borflainerd T‘H%%Eﬁ’é?)‘r C@syStiint 20- 5B 1RQRARSIELY 4 Qat{
printed circuit board 655-2) is allowed to Conplete a circuit, the |oc

cont r ol(hetrshd®8) eranseecrishiaice af tharconteingo&i.g.i Bomd lght birenit dren tefigshationok 615.
When t he clgnp and |l atch bar sensors associated with the clanp probe 625

and t h&"¥'&P&h probe 627, respectively, both indicate that bars are present

in the clanmp hook 605 and the |atch hook 615, the lock controller 408 can
pernit [0081]] b lngle sbsysiom G002t absodinelades mEBS acasicnFa0 Mitble @RS prtcrcd32.

2010/ 19150 1R R30S o 2l 3uE TR EHRARARR S Z g SEOR edBana 68,1 o)

can be leatior dhtado whey ogdwirblessahediie BDki60 bongrandchatdnab S4hokk 165 ar e
pushed toget, her a certain distance. A valley can be forped in each of the
clanp BaECETtleidqdyle he ommpniges t@aﬂoiaw@wnﬁ RAtherRBotaflatiredisisor (e. g.,
t he nechanical switch 685) is tripped when the valleys formed in the clanp

bar 6100@82q t&@feﬂrmgdexbarFIQGCahﬂmhmdoetaiﬂﬁr ncinggmsant St @3 becluddspdeck I n this

enmbodi nment secure | ock state be ent ered n all three sensors are
11 ppeduDpHSTE 10 h e sRB POt S T EoeuE i RIBHARTEES  ow t ches

and r G%My@teﬂp RSk sdb@ysttélh% I@J’a‘tlﬁélh&@rhtlb th@ BbMphRISUTRRSIBEK §@system 510-2,
m cro-control ler), a clock and the valve 634 require power to operate the

| ock mndahpsmlm@a 1paDRege Wireleds medalc 586 waith a lhag tengs anignigoiB 7 ander RF anp
hook 605 p % h5 QOok 615, the
power rans ter 53

[0083] The RF power transmitter 534 is used to provide power to the sensor subsystem 540-3
by transmitting a power signal to an inductive power supply 558. This is the opposite of the
power arrangement of the container management system 510-1 where the sensor subsystem 540-

1 supplied wireless power to the lock mechanism 510-1. The battery 524 of the lock mechanism
18



| engths of the clanp bar 610 and the | atch bar 620, and the |ocations of
the switches are designed and sized for a standardi zed contai ner bar
assenbl y.woheld/sedo1mechani sm 600 is sized for standard PETAISROLO/0mEGS na
bars used on | SO standard sea shi ppi ng contai ners. The housing 650 is about
11. 375 in. in Iength about 4. 375 in high and about 2. 5 in deep. The
clamp Lotr e £

ext enaed? andeh TRl 155 Bk REMAIT, oo SRR AP HAHEL Rme e RISt ng

when fl&f't@iﬂ}&%ﬁl@ﬂﬂﬂﬂtheIﬁmt@ﬂﬁelt)rt@pfo&ﬁ(fe R fcﬁﬂ@@eﬁ‘s@ﬂ&@s{]lﬁérﬁ shaABe di fferent
st andar di zed di nensi ons. The di mensi ons of the | ock mechani sm 600 can be

gg% Uit jﬁof@%ﬁ%ml n@fﬁ%gﬁr&@g% ?Jles%i)%?i §1§1|'i A 4 G4hALhRDSo &%%959 m, Gn BB S

nent circult, Such ock
Ci r cui tcod@bhcomakdddmoht sy'Efml stvpothe ntcﬁiciﬁwpm;dsr@nplﬂhélP@sw%ﬁowan;lgmisl ude
t he pr cessor 404, the nennrg 424, at |east a portion of th nsor nodul e
428, t RPMREGIQIE PPWRIATASHEYSE PLr SHsh TOPA NepST frasnitfens cambe lac \iiii FEHEY

modul e R8s, nﬁol?@ BRAiak %Bﬁ&t w&fgﬁrs@a%né&%t i€ whBRYRL | bMﬁalﬁ&VY@ iocﬁiee%lyalﬂ%
O her conponents can al so be fornmed on the PCBs 655. [0101] The | ock

mechanicstesd@DEeribdad din@00- 2 i ncl ude four and three batteries 660,
respectively. A backup battery 665 is illustrated attached to battery

t er m nqHe8H66THNBhg AnBe MiteRisHRlodtR BBRAROKS sBBoP&a Fromhe shat fakE @srcRBH can
include the main batteries 416 and one or nore backup batteries 420. The

ext er nanodydg 2y (penser fith sty eddrana thesenivs crodutes S6Qt @idrracelb%tlt)@? JatgBBmthe t he
active l klo%l? n&ﬁt?olle? 52q1 eb‘&fl or%ga loc%é%[ g'tr%ﬁsm@t'e!i% fthe 1B arpng\%\gvrn!'érpeis% ck the

| ock mechantsm i case eri es run’ 'ow o
addi t i efodull &3 eepstvardieds nbﬁﬂidrﬁir 5906 6EhcOific1bs @mﬁgsmﬂcdnth&e per wirsteant

storage 444 to retrieve previously stored sensor or lock data. Grcuitry
(not shewOrkadiseisprrboset he external battery terminals 666 can be
configured to WO 2010/ 151901PCT/ US2010/ 040266 wi t hstand | arge voltages to
avoi d 4008«]t ehgferrimg naxirerfl€l SB get danothdaomg@nthread agekemesybtami Xd-Hd0ludes a
Vbltag s.inara from about 20Q volts u bout 450 volts and higher
can ba pdcupSilrin g gnd ASARGIUREE AR FbRITER POt Py doppes R idb i Otowi t ch
667 is sh@s%f@%eﬁfj 188tedH Mohﬁﬂ%rﬁ&ﬁt&@%r&éssfyh%ﬂh%&isﬂﬁ@b@%@em 6 ROYHE CoftMntLh

667 is pushed by a user to wake up t mechani sm 600. [0103] The ¢l anp
hooks dindloclatdivystomikdd 060Bclades es&ememovduw fi3 &1 T8: sefr niBludnB B@naostagme
exanpl e of ngage portions of a container

door, ﬁe@gf‘W(%§ﬁ§W3W§ﬁW%FnVﬁOT?ﬁ Sé&ﬁ%ﬁP@;e ‘ock nmenmbers can take ot her

forms besides the flat bar-hooks shown in FlIGS. 6A, 6B and 6C. For exanpl e,
a | ock [Merﬂtﬁdeclﬁswwis@méé%i alsdinglueles acasitaiparipger BltgrfaseiSd & hat grcogpledr

quost  STeRdF 1o Eiaher SBWEF oW o e Ber Ba iR 573 o B RbkAras ana
6E, an@trb&fgefaﬂ)l@h spRehan b gonda0r. SThecontdikgtpoatee thterfdve id aiplodae kiarbastaryciio- 3

i s anot her _enbodi nent sized for an | SO standard sea shi ppi ng contai ner as
wer e th%maﬁﬁiénﬁé@h%ﬁil%‘i% ﬁhnbaiteaha%@@bzusng%é wagk uPtHi’éPQSS%W%ﬁ%ﬁlﬁéﬁil@iﬂeBoo 3

i ncl ud éw% BPQ§M§5§“ﬁ%%ggﬁgﬁggégﬁonneCted to a stand al one clanp

hook 6 atch r 72-2 attached to a stand alone

| at ch T&ﬁ@ GLaﬁ'The cIa S 670 . e Iatcg§rods 672 are .st ed
within Th ol Rgrpynicas nié INFlEEes AOHeT SORRINGE PYYATIHE 'i'fe and
a secondy dlkéiea kh@adofdifer deerfshis%& 5wa Kh@e&tﬁﬁ& powdriigtbidhet Bhtcag Bedoded foe

clanp ro 670 and the second bul khead is rigidly attached to the l'atch
r ods 67k same container power supply 594 as the lock subsystem 510-4 or a different one.

[0089] The container management systems 500 shown in FIGS. 5A-D are exemplary only and
are not limiting. The components shown in the lock subsystems 510, the sensor subsystems 540
and the communications subsystems 570 can be rearranged or omitted. Other components can
also be added. For example, other sensor modules (e.g., tamper modules) can be located in or on

the container and can be powered by and communicate sensor data with any of the subsystems.
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[0105] The first bul khead noves within the housing 650-3 along with the
clanp rods 670 when the clanp hook 605 is noved. The second bul khead 677
noves al ownQ 20io¢is190me | atch rods 672 when the | atch hook P6TAISe&I0/0w0266l. The
| atch rods 672 are further stabilized by a bushing 680 at the end of the
housi ng 650-3 near the |atch hook 615 and the clanp rods are further

stabili by, ot her t end th si.hg 650-3
near est[ﬁfﬂ)e e Ptgéﬁﬁ#&%&ogﬁs aﬂﬁgs\;@?l%cg‘ %amsmw 6 1 % t'he Bushi ng
680 and“hfeh@ckf mééhfantiﬁis lbeachnd 690-2 diffen@akiip@dctheway printd o&bﬁﬂt 68ard9653-$ and
conpressed with the clanp and latch hooks 605 and 615 in the inner nost

posi t i GA>-Za SHeWRd ralativerie JowvmsdidReinnd @02 spnrey bk pHitdeclamgchinsmesd e

| 30
not ol HUIEHE oL A%, b MR 679, DRl Bt BRs M B TR b0 D e
pul | s t68, clasprolsy 62505nd oleching mecHaaissi 63)). @3Qusthgs SH 1 and 550-2 enclose the

2010/ 151901PCT/ US2010/ 04 0107] t upport each of the
clanp AHENPAMeRh GRS G085 %Iﬁaiseﬁeﬂeawélﬂ? afﬁmpd%arg?? i i Y35 620 ﬁ@éﬂ #50- 3
conmpar ghnt hlpar{}p{ydcﬁ%réﬂégﬁggﬂa%@’ld | atch bars 610 and 620 positioned back to
back in the housi 650-1 or 650-2. [0108] Referring next to FIG 6F, yet

anot her hanl sm 60 s shown., The | oc mech sm 600-4 is simlar
£ t he 1B R TR eRmaanmO il Batoys; e EolRoY oy ha LY Uk PEove

trai | enattKiag hRichartentthé BRMmp Yas b eRehPihe FatSILBar@20tcah BE manddlf mav&dingssenbl y
bars of truck containers are closer together than those of sea containers.

The howebitign 8Bdthen gegpaseive lasehdng weehianisi ¢ani e acHeatpdt &wham@mbmpvmw obf
]E {);‘Cf hgﬁe{‘él%B %Ersﬁfd)%{ndctﬁ% %gchgtﬁ’a%% E%{ ?c}en&gtlevg %gwlm {\@ el;lroenk nrlrelgﬁg gp %Os used

For exdiiigk® thdtlBeulRCBurdesml hodaulic acudtida o3 atier powecaactultorP’CB board 655- 4.
The sane | atch nmechani sm 630 can be used for both the 600-3 and 600-4 | ock

h )
s o 1085 e endl shocBin S ifblidatabi SORBPET 6 phditler 63 Rl Hhe 6322
mec hani(shm\ﬁ&(ﬂ HIG. 6BGa vaDe 6BHand hpistorctodrd3ér Thad 2atclang heclsaigen 630 tshlﬁadihedi d
chanber 632 .il I strated in 6A.and 6B. fluid . chamber 632

at t achae e lame by g0t gog w&f&Gﬁe ﬁ&feena Yhhsgndmepgs ¢ ?&'ﬁBlPH{?BlE 605
and theos! aiMs k@ e iPhe Tahﬁl Bir¥20Rid brR360Ph3 ¢ ﬁ?dcflédJﬂOQh§ Ba®Ehe BR%ni Bd

FIGS. 6D and 6F are attached to the second bul khead 677 and is actuated by
movenerfB6ofntdpertingttd B iy doimaglis theTiemp dhnl 0634h st Hicddencdyr @3Repassch dirough

COOn R b B PRI R IR TaR 200 4 seeond Taten assemoly
[0093] With the clamp and latch bars 610 and 620 each being attached to the latching
mechanism 630 at one point, they are basically floating in the housing 650, having a tendency to
rotate about the point where each is connected to the latching mechanism 630. To add stability
to this configuration, the clamp and latch bars 610 and 620 pass through apertures (not shown)
formed in the housing 650. The apertures can be sized to not allow the clamp and latch bars 610
and 620 to translate up and down significantly. Optionally, the apertures can be fitted with
bushings to avoid metal contacting metal (in cases where the housing 650 and the clamp and

latch bars 610 and 620 are all made of a metal) and to provide smooth low-friction motion.

[0094] The fluid chamber 632 contains a fluid such as a liquid or a gas. Liquids can include an
oil (e.g., organic vegetable oil). The feed line 633 connects the fluid chamber 632 on opposite
sides of the piston 631. As an alternative to the feed line 633, a channel, or other fluid coupling,
could be formed in a body of an alternative latch mechanism, where the channel connects two

portions of a fluid chamber also defined by the body of the latch mechanism. When the valve
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[0111] The | ock nmechani sm 600-4 (and 600-3) includes a battery pack 662
(not shown in FIG 6D) that includes 8 batteries. Sone of the batteries in
t he batt ew9 2pucis1®82 can be nmain batteries whil e ot hersPcaush@obake p
batteries. [0112] Attaching the |lock mechanismto |atch assenbly bars, as
shown in FIGS. 6A-6F, is only one exenplary enbodinent. Alternatively, |ock
menber oul d. be .confiqured to be secured to he ontions ,of Qnt ai ner.
For  exanubicta B et 058 Ry ha BE b b8 1 luBRL PR Toe oS RRt Al

handl egocKigt ®BERinishBEO8 e snghgsdiath lokddgatel OWHSn Glic vV 63 3ne deautivhied hol es
formed in the doors or container walls, rings, etc. The housing of the |ock

mechani(epanedliths Thed ethewhenbendacen Siely floyw Brenehithe fred ise P33 avowimsthrer
; . . | ‘ .
porti Ogéa%p 64}%16%{1{1 giheri@{ch %ﬁﬂ@ t%'b%%cfved%lﬁtl?%ﬂé%%é% GQRHL ]glnﬁi'\le %%B%n%fn‘? dpd 0

attach to the la asse ar of the o or o € containér. In

sone erdxodhgerihanidinh 630 Godapae birtssting @ fidrde beabwvnufivethns naicn éhetadvec@dtial ner
or integral wth one of the container doors. WO

2010/ 15‘9@@1%/ US2010/ 040266 [0113] FIGS. 7-10 show fl ow di agrans of four

exenpl ary processes for operating the lock circuit 400 of FIG 4. Each of

t he pr d8e%:y eslnamne cpbofioramgdhd valpadi4 sy cm-vesst el veal WHevihe®nsraly vabveds nobi | e

device (e.qg., .the .portahle, wrele devices 12 n 0 erated. by a
Cort 1ok il BNt PR3 C I iy B e OB B rsiioRe

pr oces $8alléw el anpBil®wdsantiahc la@hkian 820 febd ﬁﬁhed@%&ﬁ@ﬂ, S AR tAbS PhlRAI dpBrt
container in the idle |lock state, |ocking the | ock mechanismto a shipping

cont ai fer viFgrversde Suck ajopelvaytvatve allowmtmipelsang mychrmisan bed-hde he mese sasuiely
mechani nd. t Kl e .devi p ne e ,mobi |l e device, and

unl ockit%g][egﬁ(gtol %%ﬁa%nee?gﬁlgsﬁlg?ln% lﬁrg%elrg%sf[g%eé b&ﬂﬁ";%%’%?%%@ﬁ% ner. [0115] Referring
next to FIG 7, a flow diagram of an enbodi nent of a Eroce-ss 700 for

fl
| ocki nd0898] ochs Hiwstraied Ui o 08, dwichmmbeakaiiods Aisposed t ke pridpBy Pedwedt ate i s
shown. ol Q& RIoE N, ?}sger{'n:tl)l : gr ﬁﬂatﬁ‘ja szl’ipp% pcln?ﬁheﬁag)é% the &lﬁchcé%%ﬁlﬁg :bglr 408

recei ves an input signha e user’i mtertace e I nput signal can
be t he 538gpubitiondd wilen tiseslamp howla b0y ghaclbmp poobe @ Ssnpishbd irevadd aichahatat her

i nput device of the user interface 426. In one epbodi ment, the i tive
pover SUPH YATAAROF e §BEChAT S%B%&%?O@ﬁaqteimﬂgam&g&ag%@?% PEsE! b of
the pO\%ﬁﬁpe%l'tQ'aaﬂnBIe%éﬁﬁ‘cuW QR 82O Thed04 coAREIIARII8ARARIL Yhah BYF HPosiRON&S to the

processor 404. [0116] Upon receiving the input signal, the process 700
cont i nwathimthellane hg@k860hh eVben the bpr smeasRS iddidatesthatthe datomissepblydansnd t o

the | ock cont,rql l.er 408. ock 708.can, b mtted . if the |oc ontroller
406 1 o DhrFRh i Tatiron O e s ey i SR BRaTE: ek e R bREGITERbS L,
408 i niphi e2EFoR m@m@vd&&uiaﬁeedi&@wafey Whdn Bﬂé@&ﬂ@d@siﬁ@@ﬂﬁﬁ@.g.,fﬁ@&t@lﬁt ai I's
of the protocol vary dependi nig on the type of conmunication s&itemthat is

bei ng @swably hart(iSs wthidesay 34 inflee achiykicd stets 819 leek moghaasns6@s2 ia theast er
in the .gi Y/ h | it i| i f e user
bei ng. 115 TERATAY. AYle MAGHRRSISe. REOEE Blocilulh b2 Walor B FEHLRA el BB P he
mast er lgtely agemdhichal 685 Hagke aerital Opdrationd A8 otlau kthbbeinidne, Bltehigs mechanism 630

can be an active latching mechanism such as a ratchet drive, a screw drive, a solenoid, etc.

[0097] The latch probe 627 is used to detect when another container bar is positioned within
the latch hook 615. As with the clamp probe 625, when the latch probe 627 is pushed inward
such that a latch bar sensor (e.g., a mechanical switch 628 connected to the printed circuit board
655-2) is allowed to complete a circuit, the lock controller 408 senses that a bar is positioned
within the latch hook 615. When the clamp and latch bar sensors associated with the clamp
probe 625 and the latch probe 627, respectively, both indicate that bars are present in the clamp
hook 605 and the latch hook 615, the lock controller 408 can permit the lock mechanism 600 to

enter into a secure lock state and activate the valve 634. In some embodiments, a third sensor
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[0118] At block 712, the lock controller 408 establishes a conmunication
link wwth the nobile device. The | ock controller 408 transmts a signal to
t he nobi Iwodew/iswonequesting a PIN. The | ock control | er PEDRISRG10/040266
pre-programred with the PIN that nust be provided by a nobile device in
order to be paired with the lock controller 408. The user enters the PIN

into the nmobil e devi. d il evigce trapsmits.the.PINto th ock
cont r o s mararisHR iR o7 e R8s BRI Fhb 5% oot BBR0 Ak 1S e oSt s 66
[ 0119] ahbehedueh hvek ¥1and prsivdsbadtierpadetammdasie. N adley €d2 be &sinb s®eichalfude
a synchroni zat i ongforti on. Each | ock nechani sm has a serial nunber and each

cont ai rilg clzg bar §E}and) in dgrigich bar A2Gugighthas the thivd sewses 6r ., the Msshanderd ewieled
with t i i v, i y ot her
fype of LR oAt dre bags KA IhE ity BGOSR NTELS Ay 80, 2
nunber thirdheensanbd b neppesledn dlis erabddimenat) theasayurs dorkorats ean & enneradehsn eldn al |

be synchroni zed at block 712 to allow for supply chain managenent. |In one
enbodi ABKE SCSAES AsUIPPEht ers a container nunber in order to lock the |ock.
The user of the nobile device can provide the container serial nunber

and/ or [8068]sdnsor cebpiialcnhwhiske scndons iangme¢henivahdsthkeandogtiiineno powsroe

nmbodi t, . th bi devi ' dt | d her.
conmmunitBaemRaaa bl BRESS: g micirahite i o SamRahev Ios Ahichirs pefrock
nMechanit§ BpétaicNBe Rk YRERIHR DG key nethods. [0120] In one enbodiment, a

| ock mechani sm contains software stored in nenory to provide a website
interf h i i thoat ' [ 712. Th
webst 1 005" afneGRReRAOTR AeASBl! o BR TR GAIRS, SR LRDORSLIE 1070 '

The useé¢ngeiomies flampbhhel Camicy &itoh e é20andshakeatiohglof fRSswaicht e ldbagked7 12
by using existing software on the nobile device (e.%.h a web browser or
si mi | arnd e e)standardszer captapgien by 2pgegnbly ndhe ek nicshanign (08P iupeedfgr i fi es a

succes sl Aandshalin S1e.RiNa19D QL QuLASEECANEAR:C MR 1RGN B0 &

digital signature) received fromt mat ches
pr e- pr agoanitely SRh.Nn ldrfgth, hboltaimiShakieghvasd alatut 815aoedsp ulThe thepdrook &S

returns to plock. 712, _U syccessful co etion,of t handshake,_ the
pr ocesé’r?:t ?HE@OPBZ'BIHSE%W%. OLgEBYIG n@h)’ﬁé‘[ﬁn%?m{]%@ lqtgt&ﬁoo?%(ﬁér ol l er
408 T eGRbMRRs %d@@%cﬁfc@%ﬁ@ﬁe%&iﬁhg ReciRAly &td@Yd. Cerycil f&%ﬂé@taﬁ@c&gmmnd s a

request to lock the lock mechanismto one of the latch assenbly bars of the
shi ppi rgnteowetssiave diffcTerg staatleldized dmagrdioman The dineansione df thic dodkirecahianiging®)}d)

nodul e 440. Alternatjvely, .the user. could use one or nore input devices on
That Lot Br Qb B & s SRR E o eliatng. T 0125 AL bl ouk 754 Lhe
| ock controller 408 exits an unl ocked state and enters a | ockabl e state

whi ch d&H0e Thed?ERisddStlyand GPakstchige cognencas afledockseiFcuithsushiagdhe lads. At

bl ock 728, . o AT j i i gh y
o1 amps CORu! WOEGLERE 4, ThSRABRAR, [ofmPEBhRR K% bL8NRGub] AOprodtBORAS Y
w t h anhaetneey 488 ahlcig apeatvarifame {eds@. modulhy2l, ahd dctive MRGR\hircll@M08chew

type drive), the active | atching nmechanismcould performthe clanping at
the bl §&BS frogivenid 2o g0y ialass anaeey 1482 thEgIcHutiony storaee sy apg thy igductirg Povwehe

| ock I ' det ' i f f
tﬁg Sg%g%élg 4%1? Oﬁ%@tcﬁngﬁéér}e%%s éaﬂ%ls%%%ﬁnéﬁ)&f‘ﬂhggﬁﬁétég@. etermne 11 oné o

g., anp sensor assocl ate the cl anp probe 625

illustrated in FlIGS. has t ect esence of the first. | h assenbly
bar 1 n OB o1 Ehrorloime om0 £iehoRs e Safomg s biisicn 8o “ger eot ba
(e.g., rMpkhiveld RLBEGHATafbRES s TRistrhtBY hitachbd & bAEK &ﬁﬁﬁl?@,ld%rthﬁ% enters

the unl ocked state at block 740 and the flashing li'ght of the user
i nt er f asrd ® ths hdesing bYad edhe Battermg vehrart mckhide drd meginthatenigslAdokad oge at e at

bl ock 740 tflie rgcess,~£0Q.can return to block 704 or block 720
re- et At RTRDRFERIR0r YR ERGLRL Rt Rt Rieeh Gn bR oG Butsvna,
r espectqoy &b yhe active lock controller 408 in order to provide failsafe power to unlock the lock
mechanism in case the batteries 660 fail or run low on power. In addition, the external battery
665 can be connected to the persistent storage 444 to retrieve previously stored sensor or lock

data. Circuitry (not shown) attached to the external battery terminals 666 can be configured to
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[ 0125] Upon successful detection of the first latch assenbly bar in the

cl anp hook at block 732, the lock controller 408 activates the |atching
mechani srwQedy/151aet i vates the val ve 534 shown in FlGS. pejusatiobh@ek 736,
to lock the lock nechanismto the first |latch assenbly bar and the | ock
controller 408 enters the idle | ocked state. Upon the lock controller 408
gghﬁ;h&ﬂtﬁ pand Ilalrge Volgt)ag;eefj wao]u{ %ﬂe%t]f %%%%%Setré éo'; &almrlla eﬁféei foc? ) ef_:ﬁ%gqgré 600
flow di\&gtag@g 1Qfa ramgeefm&ﬁdbmmoo%ltﬁuptcomwﬁwolfsofndlh@gﬂet Bh Be feogikedreC hanl sm
to a shlﬁw:ngicontalner in the secure lock state is shown. In reference to
FI GS. aviteyt gamagingythgdackguiguitishe user positions the | atch hook near/around
a second |l atch assenbly bar of the shipping container. If the |ock
mechani[8h02] s Alppeadywitahadédds toratel @nfaltiostoml satfabe afSthe hbhgndsaisS0( iTihe pheet dl e

| ock state), the use an sinply rotate the |ock chani smtoward the
secondSBQF%6?%“ﬂ%@ﬁWg aH%%HhW@éﬁW?élﬁ%%lﬁPﬁﬁEﬁ o either bar and is in

t he unl ocked state, the user can position the clanp hook and | atch hook
around [BH3h bHresczlaI{lp) mQGk]s aatl 1tlobéokB G8) andléli)shmasisld?IG«‘SoﬁAr @8 end 6€ aamonnput
signal via face 426. The |n ut  Si n be the result of
The" as e Bated iR TherabE SRS 6 G { e B BorgPh P e diin et 26T ce. of t he
user i nt@nftagBardad this EREHE. UBANMERGEIs\Chif ikt Behck Pdrts behidtathe flahBaroakess 800
continues at bl ock 812 where the processor 404 issues a wakeup command to

t he | oskowwnit FIBIS. 6A, 4BsindBiCo dior gxamplana losk arembce gould comprisepetodowith oI | er
408 is al.r Kk I
handshaﬁcuﬁﬁgygéﬁg’%aﬁL%%%péC@%?%%g&ﬁ%igﬁgag%%%§éahagp%&ggé |8§%¥% 6ve in

r ef er en@estiod drRekspe/d2otatrdhddH, respectively. [0130] At bl ock 824, upon
successful conpletion of the handshake, the | ock controller 408 receives a

| at ch t 4 n be
t he S BTN RAE AR 4381 ENSIPSE MGRTTRAL o BaRINE 0SS iOlIRGHaER TRAN b
720.  Heéoak medhabaim(e0-biaranstsanbodissoiciiatledr wi 190 stheddrdanhipiig addre
cla hook .g., the cla r 626 d t tch e tch 628
Shom MR0kreEe Yags miagese bl Rd Dl (i waeedhe Lo R PTGk, N
D0t o 0RO K0-l 0 AR 200 MRl hAIRTEOS nd B af i > 2

request for attaching the mechanismin the secur state as opposed to
t he i dl6@2tlowk 52t @tacp@ntw] staidtadonednich dbgk 6151eT1116a¢1@thp a:fartsrfﬁﬁdmdelmahatﬁédO@t

PLook B33 AE00RE G S IR R of AEIRAT g iRk 0b-3 bl A RBleSa b7 Md b

second bulkhead 677. The first bulkhead 675 is rigidly attached to the clamp rods 670 and the
second bulkhead is rigidly attached to the latch rods 672.

[0105] The first bulkhead moves within the housing 650-3 along with the clamp rods 670
when the clamp hook 605 is moved. The second bulkhead 677 moves along with the latch rods
672 when the latch hook 615 is moved. The latch rods 672 are further stabilized by a bushing
680 at the end of the housing 650-3 near the latch hook 615 and the clamp rods are further
stabilized by another bushing (not shown) at the end of the housing 650-3 nearest the clamp hook
605.

[0106] A spring 690 is attached to the bushing 680 and the first bulkhead 675. In one
embodiment, the spring 690 is compressed with the clamp and latch hooks 605 and 615 in the
inner most position, as shown. In this embodiment, the spring expands and pushes the clamp
hook 605 away from the housing 650-3 when the latch mechanism 630 is not locked. In another

embodiment, the spring is in a stretched state and pulls the clamp bar 605 toward the housing

650-3.
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[0132] The latch conmand can be received via the wrel ess nodul e 440.
Alternatively, the user could use one or nore input devices on the user

i nt erf acew026100131903sue the | atch command that is recei vedTaiS2tboeké824.
[0133] At block 828, the lock controller 408 | eaves a current state, e.g.,
the unlocked state or the idle |ocked state, and enters the Iockabl e state
whi ch nd| gal e a flashin 0 er

bl ook 40077: TGRS At Y ulabaa Qe fhly AP adR g SP P Rt PSRty 1"

cl anps atthi@ned Iﬁjmn@(m@ Mﬁai’@i tbakcing fﬂlﬁm&aﬁtp ah@1dictobart 60 zltrﬁi@ﬁﬁ) Iﬁ)‘iﬁﬁﬁ&l y
bars. This can be done by the user pushing on both hooks causing the hooks
to contb%lft%@@hlﬂﬁ‘@@ﬁuﬁggé%ﬂ)ﬂééﬁ)@ [0134] At block 836 and in further
reference to FIGS. 6D and 6F, the |lock controller 408 queries the sensor
nodul e [4EAB]t Refetrmpmeretoi FIG 6Fhydtheothat lobk heokanssmh 6604 62&homss Olticdded Wi t h

the | atch, pr.obe 627 andthe cla ok. s 626 associated wth the clanp
probe DY 68§t A4 i3 namifay to therlpg e&raeeﬁlv%)ﬂa@s? agfeatﬁaﬁeag\rrzeﬁ f5 Gt tHckHer ¢l anp
and | attattelbaaaoﬁ J:QHea@r ﬁgtga@[)f tayéaftohaﬂfer 67R: ARG a@Z@%ﬂbl?%&tﬂ'&%@l@ e&htat:ra\ge)
have been tripped, thereby indicating the presence of both of the latch
assenblaye Jascs togetheaddtntthttsn of Smdnmﬁ@re ohha Induseg 6608} @mthedilztfdecr {1t witha tHoor
sensor 1of t he sor l11<| e 428 tects t?r]i sence of one or both doors
of 't he 6 PRERER Doy o ssRp G er o R sOMGPEL) “ar e not det ected (e g
within a predetermined tinme limt), the |ock controller 408 enters the

unl oc oy atManwef th cempeunts usad Tarbe focksivchenism §AP-3orn bhecussdforithe lock ace
426 'Srﬁecﬁgﬁltr‘ﬁ%bﬁqr p%'%% Whetgﬁ agcggi‘?sti&%e%%é’gkgg%ﬁﬁe% vdd1§ 6B.9cess

800 can Feturn 1o bllock 8t 0 re-es

di scovdamy/shastsattakechaaisnt @30 eaticMBedfwtbber tht 80GH aadoBadock esgemisnsel v.
[ 0135] Upon successful detection of the bars and/or the door(s), at block

val ve. QOB SARRF Sgh €4 ARG e, B O UE Iy CREL LRI 490 THYE b

and t hdluidchandenisrtoddearbyetht rtchithmestenisne63OmkE ISt éDe Thegmd ¥dmber 632 1s

R T

Ref err 'aﬁ%ﬂ%@%& tHe(ﬁrEﬂ t@ﬂkl%ad 875 h&l"tn@bé"&lér@ whth c@é’fﬁpﬁb(ﬂl@éﬂs Md tﬁe E’lraﬁﬁ‘)%és 900
for conmuni cating data between the nmechani sm and the nobil e device, in

r espon$&0t dha prsegued b3 hpf tltaélmd)blndr@edé% o0elIGS 6B hanvrtF aBk @ttme@tmthte @e@mé are
f t
Pl 1o Dtk at S i a Qe B Bl e S Blendibaligs  AEE SE5C 6188 HARL R | o

t o the thd e6kiScorfbnédtd in heIeRGhEdh@hims @DG-CURIFV00 QY Sedoid 1LELILAEBlytHar FI G
7. In one enbodinent, a website stored in nenory of the |lock mechanismis

used t $484t entgagerhby the latele hoak @nimMGCaE.i on | i nk bet ween a web browser of

t he nobil e device and the |ock controller 408. The bl ocks 904-916 can be
grri ttedoir]a Blfeclucl?medmm%ﬁi G(ﬁl - @andl 60®I6)hﬂau@ésraaaftyryt;eela 663 (mhkheteth K16.9. |
uring executr on o any of the processes 70 or 80 [ 0137]. Upon
succeséﬂjr hat dnghudes Bdrtipries: momeaHdanbatisrics figt Fg %Bntkrtﬁ)% @p b&eealr é%té?r\?és a
data r Sth &S PR, 4 ch?ﬁ%&t@ pobi | e device at block 920. The data request
conmman can e a request to transfer data fromthe nobile device to the

| ock ci it 400 a,r est to.r e fromthe | t 4
o138 TAFED) oRRechi g s AR Ronio gt REGAo-BR Y BpsaphopdR LSS il ronty
recei Vese te;a@m 1@@%&5&%&% A |{ePhaARE Olock HRMTREOTRPDd @ndiguicd8o Bt eduf&l to

Wi rel ess rmduﬁse 440. Multiple piecés of data can be comiunicated in either
di r ect jother portising oka o@ntainer. For example, lock members could be configured to be secured to

door handles, latches, recesses formed in the doors or container walls, holes formed in the doors
or container walls, rings, etc. The housing of the lock mechanism could be permanently attached
to one of the doors or another portion of the container and a single lock member could be
configured to attached to the latch assembly bar of the other door of the container. In some
embodiments, the lock mechanism could be mounted inside the container or integral with one of

the container doors.
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[0139] The data request conmmand can be a request to comunicate | ock
mechani sm status information. Such status information can include changes
in state wO2ptvashwek mechani smincludi ng, for exanple, &CTIVSA0OMREE USer
initiated power-up), unlock events, renoval of |ock mechani smfrom one or
both | atch assenbly bars (based on container bar sensors) i rregul ar
de-eng cfanism. (hon-user tlate ocki ng,events
(both gf{ﬁl oFcI 5 l7gl%sselg‘fjvr e dla 1rae\/seorq{tfm}r eXEmB‘n S)Sé 0 OPeratm%thgtl o\rf(ed with
atine c&taﬂtrpom 6f BIG. 4GEeethHe pﬁ(&%@seﬂ_hf&?[)erfo[‘ﬁé&ﬁl] paﬂ"@l ﬁﬁé)@erhﬁqiw&b sGeasmnd
can be a request to communi cate a container manifest listing the contents
of t he Milspienige cot Biemertablepvisclessdevecsal 20eade30) @Rﬁr@e%m.ce%lﬁe up (g,
mani f est t I t 400, e.g., when the container is first
Ioaded%cugﬂo\ﬁ}% %&%thg&}:{olﬁ eﬁttgg #ﬂ'the cont ai ner have changed. The request for
ouI d al sq Qe an_ al.read tored mani f est

the ma a r t to.re

fromt ﬂ@ 1@19@%&‘8%@84 udemgt ggvaéépfﬁiﬁe ﬁeiﬂcg.mﬁébaraw. Q/éé igping container
destinaf ufm)ue 18@&5@ %cklﬂé HBEH RBcHARN ﬂaQJ q@ é%a@dm&qﬂﬁ QL &ure Rlck AalET

aut henti cation codes (e.g., a cryptographic

2010/ 150o0nRACHiuSAaRdOto40R it lock k@y@)n,lsnﬁ amnd tihe\rmabels dassoupat eduesit bjp thahe | ock

mechani sm. ria n,inclu nunbers, container serial
nunber ,morsgéﬁggylcg’earnl é’lnP%ij ﬁe l’fﬁg HZ:GS g ﬁlﬁ E@BWS%OB{?P?&H al nunbers.
Addi tional manifest information can include | ock maintenance details

i ncl udilyl Srai Referimgaextiodilér. ; a flavriizgiameé an saiediorent denpiorese /0 ord

mai nt e [ Ci i de r 411, T L CRY

racer vogtae bESRRGhENh I A MPLEl Bana ML R g s R Bl 8R ek B Ithee i
the | odHGSi 4 and 7, 48D cRTH4 rtﬁe&;ckednﬂ‘rdslwmsemeoefvesrelduipeb‘s@ﬁesw tht @cer\Whtbifadche
cont ai ner, or from sensors in the sensor nodul e 428. Such a request coul d

be madé2fy The it rigng)&na B et af4h viss aeibiofing 2 Juttomg stitghepdiat or

reques r est
oul'd SyRiae HERRPhe AReniy Szep R ShELETolihell i RERLS poREr HEBW 80157 e
r equestrectivtatia Rtopdwebralgael dnd fasswds at mdicatidhotht powti Ognadl agtht prodekser 404t em
In this ase ahgcatl n data that was c?@ﬁul ated by the GPS receiver 432 and

storeda‘i[1 optin PN DRWST 1q the PRRGFEPEf8ht st orage 444 is communicated to

the nobile device. [0143] The requested sensor data could be sensor data
t he had0bksdn @p(mrIedelpme\tha)msuwgml,tth@pmms r790 godtines ahidoge? @ wh@fmthest or age

444, Alternatl there uest f e ta coul d,.b r e

Cur r entrEeme S s graenn g ln BE ok Rercftt, S B G R R v e
cur r entthSRBR e6ntfiIRE 868 fsradidhdyhgvdlkequest ed sensors. [0144] Referring next to
FIG 10, a flow di agram of an enbodi nent of a process 1000 for unl ocking

the | O:[bllnﬁ &‘ltﬁlg] 8 '151 cﬂ%ﬁ%@ ?dcﬂ%oﬁ&@lrleq‘u@g nlhgte 81% le %E@ggélsgo%%rdy %]ngl

1016 a for me abI a Ssecure connunlca ween
user's hmﬂnhhlee plewicok Hmbldtahle olfﬂ&kprcmablr@w e¢pcAlbg o'ﬁhbe tybeek SorArcifddib ar e

simlar to the bl ocks 704-716, respectively, discussed above in reference
to FIGSYsemhad leb%e&eseﬁoémtf&mreb@aw% thripdk eantioficrA(Seictivis (boRAtIE B4PS on

| i nk h%?sc@%%'g%ga S%S‘S%Eaﬁ%@@fém%h@n&ﬂe Sdg%lfcb BEth%%ﬁ&“&eh PQE%@QY of the

processes Upon succes l'etion™© e handshake,

t he | omldtemmivem thermeliB deeceiof €& wmor wulcbbé(themms‘&nde\flt:@mdtlhe lovklwiohtoltkevi ce

via the gm rel nqdule 440 (or fromthe user via the user interface 426)
£ ethe

at bl oéR3£%. slave

[0118] At block 712, the lock controller 408 establishes a communication link with the mobile
device. The lock controller 408 transmits a signal to the mobile device requesting a PIN. The
lock controller 408 is pre-programmed with the PIN that must be provided by a mobile device in
order to be paired with the lock controller 408. The user enters the PIN into the mobile device

and the mobile device transmits the PIN to the lock controller 408 via the wireless module 440.
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[0146] Upon receipt of the unlock command, the process continues to bl ock
1024 and the lock controller 408 deactivates the |atching nmechanism(e.qg.,
a passi vewbavohismginechani sm such as the val ve 634 of FPGBUS@)100402861 active
| at chi ng nechani sm such as a sol enoid, hydraulic cylinder, screw device,
etc.) to allowthe latch and clanp bars to be noved into, or to nove the

| at ch 010/ 151901PCT/ US2010/ 040266 ¢l ai ars.intg the unl ocked
01l e AR iR ot TR DbuRE 1ock

posi ti e process cont 1 nues c
cont r olskethréiatDAtpFtsort Tach Mbdkak&thasikmttes a Thtal lInaakcEait ¢ach kbetitathOBhazan
deactivate any lights or other indicators on the user interface 426 [0147]

Ref er r istida] masibet. olnpdditiong the sensprsg b iaagekadorithythsy gchpnsm gndrthenr ol 1§ ng
1 dition th b wiadovitythsleckemechpnism gngyth

o . : : 2 E o . oo ook
%cﬁ;nggﬁaﬁl?lsl OV\SII%Q EI ocE?@igﬂy gtﬁlgtgﬂé ?E%Ranla&ioﬁ%\%rgg péesgk ; Jof# r%%ﬁi tlg o

est abl iksihs)a The tavkesedammntice,ahé contdiheriseh et nueerer tlbanysensa somdinuenbdeswiaaalland
the lock contraller 408.  The bl ocks 1154, 1158, 1162 and 1166 are sim|l ar
Lo the PBISHE 01176641-%620%7@5%&1??\@%%}113 SERE SHegHBYE: 'Ih_o?ee?r%‘?%ﬁ‘@@‘tt geri G
7. The RLoGks la-éétﬂainétlrﬁﬁlilbe}%grd%f‘% lééigﬁ’leqiﬁdk b QUL S18He Ibbfle S&GEH &n

communi cation |ink has already been established (e.g., during execution of
any of prévedpthecestsmsr 0@l nurgbg)and od ddB}ensposerisimrasss duringghphatdsbakeof t he
handshaketi t he Iock?]goqr:ltro | .er 40.{3 ecei.vesd n aut henti C%H'Og@ code of a
sensor "8 NP E STPHMEBL Ui T edsvase s Fipddo grslipearery ¥ that the

| ock ceBtimlni®kiod A8vivds (b.ghehdeimmtihiestidng peSpt NBERALEh WMetlbckahettagik dsln.

The communi cation at block 1170 can be received via the wirel ess nodule 440
f r om a piybic/pablel¢x@ctods.r om a renpte data center. A sensor or

comuni cation nodule that is being enrolled can be associated with a sensor
subsystiemmf Ihheeceanbaint, atlbet medtenisacéon@ahafivei bisrcdlda idnitgy & p@dviiensor

subsystem associated with another container. The sensor or conmmunication
nodul e taRaite inkerier Higt ey mpamnisadn wathdhe pbHe dedsauttdle Motk 7t helhowgbsite

mechani ' : t i 4 ro.Lhe
Sensor i b8 B b BERe TREGE KGR o I PR M R Bin fRull P
associ afisedveny tahd hinelshartrantivess at hadl@lt7HE ity wsalg cistiogdeftear onghamebil¢ al

nunber or. a cryptographi c key such as a public key of a public/private key
pair. [I6148fc ngegi?E‘g"i’s&?Fﬁbs%ﬂ‘ﬂér%ﬂgf%ﬁ)ti cation code at the block 1170, the
process 1150 continues to block 1174 where the | ock controller 408

est abl i[8Hdd aAcashunite dtei logk tantidolles 408 vdndics e ssaesshul lmodshaké dahé BIN (wdul e

whi ch the authenti.cati pn code i,s.associated wt T co ication,link

oo be ol A BPEiRF R DeER B bR SR el rod o BOPIE B468 Rlatey s o
| i nk (Qhegprejﬁ%r@&kﬂeﬂhﬂﬂ. i3 ﬂleihbﬁdslh_ﬁlﬁ@@%ﬂﬁt sAE4 0, &ﬁqﬁ@&@s EAMMORHbelof 12 he
| ock mechani sm or any conponent wired to the | ock nmechani [ 0150] Upon

sm .
est abl ilgminrrycecheubenmnletianzatitbh hardslkakgt the procdgssowiatingcp4o bidgk r?éﬁoc ess 1150
continues to block 1178 where the |ock controller 408 and the nodul e being

enr ol | o122 tAetlecla72i), sedvek yonttad ch408dsbake planbedhtandlffont e rmotdkaleeicy. and
handshake procedure is determ ned to he successful at block 1182, the

pr ocesd heigjeh sorBRgedls & tsawIshiodlogl s logkamechapism tgore obHelgich ayscipply bars of

2010/ 1 Wﬁ]«gll% : ent | i j
associ g%?g%ﬁgﬁé Wﬁé%gﬁl%ﬁ%g%ém uﬁ%@ﬁ?iﬁt@ ﬁgéﬁrrglr%rglrrléy‘%% 12%2}? 8t %‘%@r si st ent
st or age\lttdatively, theaisbrarodEhac @np oo cedumputdryiagn su deassf mkerfach d2@icsisovahy and

handsh?alftghgornqﬁgg&{re is repeated at block 1178.

[0123] At block 724, the lock controller 408 exits an unlocked state and enters a lockable state
which can be indicated by a flashing light on the user interface 426. At block 728, the user, in
response to seeing the flashing light, manually clamps the clamp hook on one of the latch
assembly bars. In embodiments with an active latching mechanism (e.g., a hydraulic, magnetic

or screw type drive), the active latching mechanism could perform the clamping at the block 728.
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[ 0151] The handshake procedure perfornmed at block 1178 can take various
forms. The |l ock controller 408 could receive the authentication code from

t he nodulwohkeimigienr ol | ed, where the authenticati on codectaskaoleo2eqcrypt ed
or not. In enbodiments where the authentication code of the nodul e being
enrolled is a cryptographic key(s), the lock controller 408 and the nodul e
el 00 Ak S GRHL 5 EENBR0C BNOPIY GRL LR ERTFAGRN 18 d0 b mmine frpe
crypt ographi c ey?s . For exanﬁie, it Che At hehtl Catt'on'“Code reterve by
the | ool tiasrhsods (caF., hOBladdp dehas ssblibled witlthRlMrhe plody 605 ilustitol iICFIGS. vat e
key pair, the authenticity of a nmessage could be verified by the sensor

nodul e hgs detesteadyprgsericgiof Hie Typidaigh apsembly barip dedamp ooty K He fgshlstsh nodul e s

i vat |l:gF 4 j o F1Yoa i 6l f
Phe sty SRS nb ARtk 20 i £B R Bl ol e A oL IR e
pr ocessntts the aalocldd/fate at bloblk A0 act thoflathipg bgless thdheeeintdréack d2dkiscont r ol | er

408 authenticates the sensor .or co i cation nodul nd the nsor or
commun idé?;\‘it}VGW?{nsé}B?eéu%tt% mﬁll_&%lth@slwgecf ek LBk ﬁfﬂﬁéﬁé nfe8¢ssf‘§§ canreturn

bi di 1 eG4 bRRRY0E ¥PEIoRE 78NN iaBAH MB dAh RIS nREHEIE, Ykl ELRRl goRRimma cat i on
in both directions. Simlar nethods can be used by the sensor or
comunicosnand, reshetivclyo aut henticate the | ock mechanism [0153] At bl ock
1190, it is determned if nore nodules need to be enrolled. A user could be

queri eqoins|t hepdisiccdsbfue Béta@Rnddthasrst RtodhBidhesly Bhr iQhe HBMS haBK W Biscineed to
be enrolled. If it is determned that no nore nodul es are to be enroll ed,

t he prdédsthe lakgopireltesdds agtevatisshk latchons meghapisn (se2.| astikateoihe valvie 684 408
transm ; t . i nforARt viat i.re | the bile
devt o BB EIGTEP aubBeR TR b bl aneth s BRF u Rt Aelie) P

pr ocesshdlbol cortfol RPHER emckyltiesiday 1ecitcd shac.eUpot thedock dvatpacssenictmg the idle
continues back to block 1170 to repeat the procedures in blocks 1170, 1174,
1178, 1agked stpteggheameicesy 300 tepmmgigp angd AT corpmardshsn B PErGCEd MosAes can al so
be de-enrolled froma | ock nechanismusing a process simlar to the process
1150. ToE6 urRdfeiomg nakt tol KI€K 814 H4w diddy@mn of 26 2mbndinkth66f <proctss 8p@ifdéror ned as
descri %%fabove buﬁ t.he | ock controller.4g§ receji ves an gythe tication

code of0kinghogk mechaismii? SPPIBR CRBAEFEINBC SREVENPE ptatch shovgk KN EBiSESnss | er

t hen dej, e16S. 4 aﬁﬁlr@,tahﬁlom? g@éf,)fhé'@s%r Eésittiélﬁ tl%?@fa_%dh%%ﬁhe%é?&&ﬂﬁa &48n PRAYch )
information related to the sensor or comruni cati on nodul e associ ated with

t he receiemddy bartdiegg shoptingeontader, 1{De 20ckondEneBIACT]reRR00cKed40 tEdiIrp0AGH]

Wth reference to Fl 1B, fJ,ow di agram.of an odi nent .of . a process
1100 £ g B s g bRl e ol BB oGS TRE B P 1P

and/ or se¢dh@rbat. NfeldREL @idchdhishh QWdt attiiPe@ O8RS balHd i anhdanpekddstaednaf t er

t he sensors and communi cati on nodul es associate with the | ock nmechani sm
have baeer canmeositier the dlamp heok ansidateb dhelnprorndibothdatshe process 1150. At st age
1104, the processor 404 wakes up the lock controller 408. The wakeup can be
a peri qoi27l | At isotieshd, eheyab@ispor (404 geceivan ar irgpud sighal vaa thakserintertagrgeaee drtey
one of .the sensors of the sensor nodul e 428, or a wakeup triggered py. one
of t he R signalfisg br die wewbed the Serrirt FRtinge PP Sy tdondi peptheiappedeyisk eup
tri ggerg ywaleAinsRrRe 4p¢ ovi ded. [0156] In one enbodi ment, a sensor nodul e

| ocated in/on the s i ppi ng contai ner wakes up the lock circuit 400 via a
RFID p signal received by the inductiv ower supply 448. For exanpl e,
the. soqUEs! nodeiiosms 5 pateaohs Recasarbgrmimes SRl 56 Wbt dinor ' 104

i N Fl Gprdeedt t04 RRuARI Baklelp RbAWIAE 1S #eNod RAWBIIr 08N & lock TR ABORMiEDFal S
(e.g. I'SOIEC 1443/ RFI D standard power signals) can penetrate walls. The
RFI D sithmiack conttadlehé0%iswvalrgadyi awaksi gnal (havi ng a range of about one neter)
or a proximty signal (having a range of about one cmto about ten cm.
[0157] (429! 0&KbI3AAR 1 6tahie 8LOCKe BREGVED) IRt hahdhake pRIYES cHERSHrfataka if hem t he
sensor nmodul es that it has been paired with (using the process 1150). The
recei veameatay ag dpsarifed alepyean refpasaeiobleds fé2 §n<b7b<g rgipe¢fiviele sensor dat a.
[0158] The |l ock controller 408 receives the sensor data by establishing
comuni[6E30] onA1 blokis8234, iport hiecsnfid oompieduh efthe hiandshpk tlaclotis caitivllea408 o t he

di scovery . and handshake gyot%pol disc ssedrggg&fchhe cQ nicati%n | i nks

can be T8{S&¥ ﬁtl%tﬂh f:%rpmﬁpqi ggyt_ e user. The latch co eived at block 824 can be the
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[0159] At block 1110, the lock controller authenticates the sensor data
based on the authentication code that the sensor was enrolled with during

t he procese 20561i1scussed above. The aut henticati on at Poirasko12bi6€an
conprise verification of a digital signature, verification of an encrypted
serial nunber, or other formof authentication. At block 1111, the | ock
control |l er 8 determnes.. b he, aut henti catiqn code, . t her. t he
censor 0t AHEe RS R Bl el R e Bl PP o et e bl
check ilgcipdsdlt indehe thgpHook €sg., IhtQlara® ptobeuaicit 620hmattke 1ikdprobt beito 628 t he
process 1100 returns to blocks 1108 and 1110 to re-receive the sensor data

and perheVmmuRKIHEP anditiasen bapiedrio dpseithat prsa contagting bodhdsdatgiaheok and

aut hent;j r: .St Qr i Nt menory
324 o hpeabBRebE oAb S fhhi kA ERCer SERRRHe A AR W T2 Y o
W th astéureladR sk A0pbdchlld BHHAK 1082a4@/ 040266 st anp, which can be provided
by the sensor nodule and/or the lock controller 408. The sensor data can

al so b$0 FI19SSARGhanRNE atk MichRohPGAk HaRiRaLAL 0Bk 924 cdd AR I Gr Fhieh cEmBlaNE"
432). This will provide a conplete |og of sensor data for later transmtt al
to an elxites distingieshiakle fom thedatah commaneé ndcerved [10thé pfocass Hllock 1116, the | ock
controller 408 determnes if any of the sensors that were polled at bl ock
1108 haye32ghangadich @omniinadlcn b alcetvbd YRGS wielcEPRALHUIS BA0 S ACBmaivaPARge 1N
state that triggers a report sequence could be a change froma non-al arm
stat e tuscraiould upewng pamere wpetrdeyteenpr HeaBRNEtr {pge 43k tosisyus thoNatdhapegungng
Iocatiqﬁng{ﬁg&gédéggykg%japecified di stance could also trigger a report. An
accel eroneter, Or strain gauge sensor in the sensor nodul e 428 could al so
trigger an alert, e.qg., in response to soneone attenpting to forcibly

r erove OR8] oAidlagedinthsioel enntioer 4Q5neayes @rcugsptsiate.xthethe yalosked wias
trigger | I IS | . i . Kk

b on Doife SRR AR 2R SRk ShORER b1k IRA LR BPHE TR IR nirb It O
st at es thofisenirtérfaok d26 e As blosk 82, thk i1sey, ih hespdedeeatn wediag ihorflashinp light mbhdfly The

| ock control]er, can use previously stored.sensar data, .| ocati.on data, |ock
and unlS Sgb%flé@p?&w? aad rhﬁéﬂt,cgﬁta%{l? odiathy ef \?{e l3teh ansRinply baryethds Wﬂ&r(f%lﬁ at
bl ock Jo%rjtﬁe hder Bushi bé&th hebi@d c%u%g Ttﬂ%qlo%ﬁé‘&%oitac%&h%tcﬁ E's%exlnBEzl%ard. S
actually a change of state deened worthy of reporting. The | ock controller

can cr a l.ag{ve signature. of th ates of _all sensors,assgci ated
ot n RS AHTBUSS ot S FieRhet PRI BRGRTon s ISR EPUER based
on the qlﬁblﬁw tBé barBoSingMat UL to dENIIENTHba Be RftcH IBKGNHRh B8 associated with the

sensor /1 ock/ contai ner system For exanple, the cunul ative S|%nature coul d

i ndi catléch pwbeORé andik dammboakotgich b taslaged with He ctasmp piohe 2% (avdi cat i on

of ar -] | : . . 1SS t i BRI t he
sensor Pt Bl HhiseBhed ARboE i Berh o IRRHE BRY RANYIE COURAT0 B 12,
t he | oekdd 670l andledd, asdidcutdad abovd) haikebecaaripyds therdbly GadieatigaRs plcvehchefiboth
acceleration, notign, etc.). The type of cunulative signature state that is

det er nion & laichgpsspply hars. Jsadgaas, thedodorautraHeiothe rontdsquesyfiatdoor saor of
contr old, &L gQ8ns fuid &’f’é“&éééc){s W@?res%ﬁ&%f%%ia gg @t}ll'ldgzﬂrog%é’@o%ﬁ é}mnl*tﬂ@ phQCk

controller to a renote data center at i scussed bel ow. [0163]
| f nonendbr thealoseRsor sohdorectah@nrgeditist atpesictnaied tmee lahey), tls loak eotimdlar

triggered, the process 1100 ntinues t | ock 1128 where the.lock circuit
200 ° T el saterenf HEIOER @it BIoCk 4 G B e AR RGN et BT aFT o San

al ert hRsctRard. KubageER% chtBenPHeGaRTkdAMKCABHIRURSR0LaR Gk td 1Ak apaer e
the lock controller 408 establishes a comunication Iink with an operations
cent er osbbiek #24 thes-espblish therigscoreny dandshakgfor K 1Geeite @nothygd latch command,

2010/15190%PCI/U82010/040266
respectively.

[0135] Upon successful detection of the bars and/or the door(s), at block 836, the lock
controller 408 activates a latching mechanism (e.g., the valve 634 of FIGS. 6), at block 840, to

lock the lock mechanism to the bars and the lock controller enters the secure lock state. Upon
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[0164] The communi cation |link can be established using one or nore of the

w rel ess technol ogies included in the wi rel ess nodul e 440 di scussed above.
The conmmiDeato/dmolti nk est abl i shed at bl ock 1120 can be Ppairius2@olosnad

net wor k (Bl uetooth, Zi gbee, WFi), a cellular network (W WMax, CDVA, GSM, a
satellite netmork or any ot her avail able network. The choice of mhich
communi ofi Erllno c se e lo?( slfast tﬁe rocessPSOB Secllna & & portﬁeq%toer né'nﬁs cancbe r5ess
startlng BRI F % ption procee |ng 8" r ?lons
when Iqm@kdagmer optlons are not avallable [0165] At block 1124 the | ock
controller 408 provides the wirel ess nodule 440 with data which the

wrele d r n

el uadt i Sl L OBTIG, B, A ol Mo R R SRR EL o PO C30 5°
indicambnmmmmmhhgdmm&eugmnﬁma%bkhhmhamnmam&ﬂmmmﬂmkcmam@1nmdmommhveremx$Me
alert tha red the transm ssion. 66] ddition to transmtting
fhe semate hgeg%fw%e oy (1%503%9{%@@8%@ tp&ptallid &30S8 so provi de
the wi rgh@smhidman gk Bhdwech 'tHEeus@tngnloBH@Hé\QEb e%lttﬁe l&k%nttrél?c@%ﬁgt ‘Tﬁ@'bfo@kst he

operations center. In one enbodinent, chain of custody data such as a
seri al 9MdHérragsoer @ttbdbkmckw()aﬂ En s@pecawdllyo disausset ataive murdbeencage ddGal. ed

sl obE S B OTRERD B SR e dn fepfory Bl B o meddRuit i it TREM b °

COMUNise@ire BdmmiuRicatiGELR PetRtark s cb ia?&_vs@fléifthé 2bbiils devic¥Bnd VY |6RNIBMAbE&L | on
link. In these enbodi nents, the operations center can request additional

data f 8t tThebloebk9Q€e81rﬁa¢ﬁnslmor1lim@8“]a opas commusidaiign {ink hey &rredy detnon of
data s RRnlock adth cLhRidOfhaEF ! F 400 LBh UrAR: Wyl he ! eep mode al

ne e PERSET S/ Swi s§sociated with the

cl anp probe 625, the latch probe 627 and the clanp and |atch bars 610 and
620, adl bﬁ@cdémua%\s@ ceaplehen pfsibe herssigliee thedogheongolectiSgrcaes atid or

the |og tat eh‘?‘heitﬁirﬁoﬂl‘g%learﬁoﬁiﬁo& 1%%%loci<f9zé‘”51‘h98§ta ‘Péq;ﬁe&%o?ﬁ%ﬁrcﬁﬂ By ¢ Ches

changes roma closed state to an open State e processor
404 andéqrest toctangfondatofiberthd @dbils dewviek o lochnuﬂt He0,looakequesti th recesieatam
node (any | ower, power de) and one of the sensors/sw tches of the | ock
changegh%? ﬁgd%ﬁﬁmgeﬂggr/smjtch activates wake-up-logic in the processor
404 and/or the lock controller 408 at the block 1104. The processor 404
and/ or [0HE8]| oskbledn®24o Hicarctid@Bck lsentrolter dD8.gnsies embogrecofesshataguested cat i on

at bIock 108 st t,he chan of .state d esent ati f the

fi e oyt 3B AR o RS FRplE SR IO kit b8 FodlC 4By FRITEPLEG F abisat ot o
i ndi cathe@Bn@tunidadtih MRhéMiBectibitatdiirap4of state WO _ _

2010/ 151901PCT/ US2010/ 040266 actually occurred, due to the tinme required to

wakeup [M.'ﬁ)] PrAGERr Lk ég c@tﬁg{agﬁ ceE es, 615511?1111{1&%‘[%9(%1( Ig&thahltsmc "?ﬂug) €
5ot ik e 0k

accur at'e Wit hi m abo seconds. pi ng contai ners can

rout e tiofoamstasi iSudh Isﬁmsflﬁ)ﬁormeﬁkﬁca@rmduwmﬁﬁgéshﬁ saite &f the ek rﬂ’d&ﬁiirﬁirﬁr e, a
power supply, such as the nmain battery 416 of FIG. 4, could run | ow on
power . MGUdiRg.foreEMIGreat YAty GIRLHT vestippl-yinlagk ehenis remeval é?é%fb

batt er ¥, 4a0h;6a%Je oﬁ@&%d’i‘ﬁ LfcH &kérﬁﬁﬁz%aﬂ%@sfed HRBhMidcPba! el Rz ALRE t he

main battery 416 runs | ow on
engagement of lock mechanism (non -user initiated), and locking events (both idle lock and

secure lock events). Each manifest entry is stored with a time stamp (e.g., Greenwich Mean

Time).

[0140] The data request command can be a request to communicate a container manifest listing
the contents of the shipping container. This can be a request to communicate the manifest list to
the lock circuit 400, ¢.g., when the container is first loaded, or when the contents of the container
have changed. The request for the manifest could also be a request to receive an already stored
manifest from the lock circuit 400 (e.g., when the container arrives at a destination). Manifest

information can include serial numbers, or other authentication codes (e.g., a cryptographic key
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[0171] Referring next to FIG 12, a flow diagram of an enbodi nent of a
process 1200 for providing a failsafe power supply for unlocking the | ock
mechani srwo08kdwe1 At bl ock 1204, the | ock nechani sm r @Ce&iuseo1powess f r om
the main batter 416 and the power is provided to the various conponents and
subsystens of the lock circuit 400 as needed. [0172] At block 1208, the

| ock can I 408 deternlne re |n| bat life o i bat.tery
a2, TROREPhit R ol Tk PGl S mihths Sl iSRS 15

dat a i meinbats, veht&ihcrasafiflaiimbdr,a\eh R déridl numlbéxaagﬁ d@humhﬁcammumr&ﬁeﬁmném The
processor 404 can receive the current draw and or vol tage data an provide
this dauabes. litiekmapifest sifparatigngan giclysiedecksmpingpnancerdetails drgludingt r ol | er
408 can, fiERINE niisty Ak frclii@ablation A BFBRLY ShalneeRREC RUehfBLS i ALARICH hITs

can be use to pre renalnlng attery i e gFgorlt can be
depend n r us condi tion The  co d|t ons whj ch the al gorjthm
dependi{;{:ﬂz VS datfe e oRG Com AT P Vol l?q Brediiee bng T ﬁ@alvee g.
functi qp,doy BGS tha %&Q&K‘&réu‘it%ﬁ)rﬂaﬁ tdRgc@ &‘rohﬁ&%‘sd/r' rﬂ@dlg&ta%soc%@d Withhesens or

nmodul es, | ocking and unlocking, etc.), environmental conditions (e.
t enper a:bnmamer low ftiodhi sopsorp neths semwsor alodilke @8, Setlta ygquost caulddnbnadathyctrmbﬁlgany

f th d h dit 73]At bl 1212, .th

208 derSPANTS! ViR B0mia SR TR0 T Hieie iR or S8 4 SOt PESERR G e
(e.9., séndd8y, Gﬁﬂ'lte@&ﬁw%ﬂlcﬁ@ecﬂf@ﬁvh@lﬁ%@ﬁgo%s) ‘E’h'e\f@qtue’s"tleéf dati 8YRMhte®loght , ni ne,
ten, eleven, twelve, thirteen, fourteen or fifteen percent). If the

renalnl att.er I n o hr: 1200

e R el K IR RO W3NS, AP

remai nicag, habli®@f Yath haelvas salcldhted by HRAGPS rdaeiveel Iaddoret irethb @hanotaling oat

bl ock 1212, then the process 1200 continues_to block 1216, where the active
| ock cdbf POsipeRt sioraeaitbimsemerniGrtadse diesmabilcodvifisd to t he processor 404 to

put the lock circuit 400 into a | ower power node. [0175] Wiile in the | ower

power O3] at Tl rogkestd kénsof duve rcouldr’vpcsamot gdatatheshHs dgai ﬁn&:dqxrazimmﬁyeinetde by the

renalnl bat |ife.of the tter 41 For e subs tially
al | &7 187 ob dcerringy threoRds A F@n@ea?%@ﬁ P RxStef s R

exce pt r&ﬂf%s%?& @t?r?&ft 5828 £Q8ind, 19%1{1&19 E'as@fthE t&k@h@ﬁl@ §§@5voﬂﬁidrlttrle§@ guPentt he
active lock controller 408 may not be powered and the processor 404 and/ or
t he | ocknsoosiates filoer thd@8jucstnd saseisve enough power fromthe main battery 416
during | ower power node to detect an input signal (e.g., a button being

pushed [Dy44 UsEErRly eREoI. aD) £f1¥d Il ess ofll 680 diRfn06f a3p0gesh 1000 fe user
interface 426. In addition, the | ock controller 408 can increase the tine

peri od upkaclisarihplock mﬁCharpméﬁonuﬁ@ﬁ sbibpEglsepinshs bpwnhBlodes RO%%HH@T t hat
Mower _pongiisE QAR BBy Rl i o MR b0 R BP S HBRNE BhliSs A0

cont r ollb&r coh@Bl1emiNist aihs blduks UBEY-10 14 @t Elﬁhﬁﬁl‘w thie lbdockk 704-6$6, ronpdutiely40 for
an i nput 5|gnal indicating to unlo | ock mechani sm. The process 1200

k he
cont i n&susssd pbRys 18 setirsare 91 ek < i@ii@ ogke 10¥0 1 @ikt Gan beanitterhifie ss¢WRal to
unl ock t [ on
et 1 S A e R R st R RHE SRR o Py e
fall en 7681-8&30t he threshol d | evel. The input signal could al so be received
wirelessly via the inductive power supply 448 or the w rel ess nodul e 440.

I n one (g4 di UFMH suctfi§ful BRHpleBbIHBhe hinBEAEY BlcadclPdonRoAEeARAEcAR4 aand/ or
t he Iock control l er 408 when it has been deferm ned that the main battery

416 hasmipghchmnmead droshcgeotaledlesich atkthp witgtase mpdulz@l4b deniens theegel yia the

di scharged. K The backup battery 420 can be determ ned as
dlscus§l ]'%Hggaiﬂﬁﬁgﬁgoﬁ%égfto the main battery 416. In this enbodi nent,

t he unl ock process could be granted by the |ock controller 408 w t hout

oper at d0146ht dYRENICFYAL of[tbqvmpcltmme@{ e pragess sentustto blodp! 024 thqlock nput

cont | eI apS A TR B P o HE ik oSSBT o1 1 e
408 ar ehawakedROofdGSt Hgorl anckticoltdhirg ecABBm sishiasa solt@id S@/fdeaumib delicdemmand

to receive power f backup power source.
screw device, etcs to aﬁow theaiatch gn clamp bars to be moved into, or to move the latch and
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[0178] At block 1224, the lock controller 408 perfornms the unlocking
process 1000 of FIG 10 including the authorization (e.g., the discovery
and handsweakoriglsiaith a wirel ess device in order to rececyasaiismenséty code
(e.g., a PIN or other authentication code). If the proper security code is
recei ved, then the | ock controller 408 commands the |atching nmechani sm 412
to unl ogk the m.b rformn he unl oc r.0 Q00 | G
L0 Ut ey t1% Rl VRGBS, A% PRI R LR B TERS hERTPlock
recei veonfrélécrl408 Knt@tsrtﬁbluﬁlobl&dmtﬁte ba%lmlabemhﬂmnoa)wﬁdeam@ee arlyOligh®] od N one
enbodi nment, the lock controller 408 is pre-progranmmed with a default

fai | safoghes indigatery on dipeuschierfascd3@d in a failsafe unl ock scenario. In this
enbodi nent, the user can contact WO 2010/ 151901PCT/ US2010/ 040266 t he

oper at i[6]] c edferringmegieto RIGE 1dAf afibtv dagramidfy peawes 1]5I®Cfb§/¢l’(rbbilﬁga)ltltbr

aut hentj cation could be used to co icate EH{ def ecurity code.

[ 0180] 9PHISCHIOQMMUMEAq & %FCEr&%O% VIFES o & ¢ Wﬁ 631%%%% PYlcode

wher e tg]6cdsqGK4 cOBK! pﬂdz%délq 86 b2 ﬁfe%hhgé'foeéétaﬁoﬁsﬂ-@ﬁ&u%nﬂnérﬁgé{fo'nt%kc ode
menory subsequent to unl ocking mechani sm This coul d prevent

f ut ur e batveagh hior iseed mebde df:Vlt:thald thelkoqkmohanllgrﬁOS 0hsdlockthél Badkdph 1p6dvend
supply d for.the fail saf |l ockin ss. 1200 co the
backup 115 P ynisbgS iog B s arg il o R R RS S iRatige Biher 15 be
abl e t globrk 9¢k4,t1h6s | 106K aAE T b@maslmeaimlhe@&ta RB@ e chbABuntdatibM ik WaYalrda B
backup battery ‘allows the lock circuit 400 to be able to unlock the

shi ppi mgeovitdished (ca.ahiring cxeritigniohaaet the progeses 0t YW evel that is not
sufficient to unlock the | ocking mechanism [0182] The processor 404 or the

| ock cqot48! | @porddBcssaful carupletompoie hhnddhukd) thertatincdadbtier 4084 €civad ahhe
backup battery 420 upon initial wakeup and perlodlcall to ensure that the
backup 3j8cdFaion Qedﬁh%lf& SS90 CRRN ipn modulg tp garollgn éWOflﬂ%V’é‘Efkthéb@ﬁt

Like albabahkEbaps HDRRKIRRRLIRRAZR (ANBIRET190C TnoEbbnihaghar &l no

due 1o en It I's not beln use I n one e I ment
the prmmﬁkﬁdﬂ04aﬂb@ﬁmemedbmﬁkemmﬁhmmmbaﬂe4@8ﬁmnnahmbﬂedh&mmmﬁh&geraho&he

backup battery 420 to |dent|f mhen e bac up batter 0 has. se| f
di schari§éeBEl ot deRsof R et R 1%%?1‘%‘%&? &S0 dpith a

di schargedr baxoatmidtend J@)‘h@ﬁ&? |t1‘ijat ltlf'evl%bk m%ﬂ?an%?%%@&ﬁfng@ﬁ s$Bhsok Beody Qe
controller 408 couples the main battery 416 to the backup battery 420 to

chargeawwGwhabkm@amnhmemymnmﬁ TmaamﬂuknwomMamg@dpnonmn@ahMysb@hgymwﬁadged,

state. [0183 r e to monitoring the vol backu

bt t or YU dP e assahore VLB ROt e G BBt Bl s (PSRN

al gor i UBMoE & sefsod Rfdule01 B bi b 1R RASdiQEY with heomheidkigns biyRt&ansWdeRssad on
various conditions including tinme, tenperature, pressure, humdity,

al ti t ucrath the gontainer. The authentication code can be a serial number or a cryptographic key such

as a public key of a public/private key pair.

[0149] Upon receiving the authentication code at the block 1170, the process 1150 continues to
block 1174 where the lock controller 408 establishes a communication link with the sensor or
communication module which the authentication code is associated with. The communication
link can be a wireless link established via the wireless module 440, or a wired link (e.g.,
established via the processor 404 to another component of the lock mechanism or any component

wired to the lock mechanism).

[0150] Upon establishing the communication link at the block 1174, the process 1150
continues to block 1178 where the lock controller 408 and the module being enrolled initiate a
discovery and handshake procedure. If the discovery and handshake procedure is determined to

be successful at block 1182, the process 1150 proceeds to block 1186 where the lock controller
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[0184] The backup power supply could also be an external battery such as
the external battery 665 shown in FIG 6. Alternatively, the backup power
supply cowbaotvelsidee i nducti ve power supply 448. [0185] IPOTASAMI0®0266 O
provi ding power for a failsafe unlocking scenario, the backup battery 420
coul d be used to report detection of the | ock mechani sm bei ng tanpered

W t h. bl o¢ 216 ssor._404 oy, ,t he
fock oot PRRPE B BlsaRa Blas R aRef i B P Re BB BRI R aRd (The
r enai niof glet@ﬂsmerrtewﬁge 443 MOthcthafidshakepretatiié easuddéssfulhe discovery and

2010/ 151901PCT/ US2010/ 040266 strain 9auges in the sensor nodule 428. |f

t hese depddake pragedisg b reppatediahblockdk7$rechani smis being tanpered with or
was tanpered with, the backup battery 420 could be used to report the

t anper i[0t51 o Theechanperakt presdure ptidormadtaidlock énddra @ks oaict doimwl tThetldek | ock
mechani sm o ensor ubs stens associ at he con ner c uld

al S0 bEORERH erébgaou Eéaceeret uthyicaiaeeody @@dﬂocg%ﬁel&@%o cra g,

and 12%9‘[11%99&’5@10{1@0@ &rid ¥e er&»gydged dOhot 1 fem Q&(ﬁm%ﬁ'@wjh% HhE a%@ﬁ'ﬂ?daﬁﬁﬁ( <O of and
not limting. The processe 0, 800, 900, 1000, 1100, 1150, and 1200 may
be al t ¢éheaipdde @emgl@yrdﬂadungcmpwgmh@dﬂbe@) thelmkedntr(dterAé&anéﬁlgenbdu[l@w?]

Referring next,to FI.G 13A de .view of a nmechani | at ched
to a | &Fﬁ‘ﬁ Qéoé@ﬂt?r’k}ldbeé?haf@%%u%lﬁntécaélt%%f%??sﬁ‘éf’s 1&?61}% tﬁiﬁ?@t‘?%a@‘r‘.%&ﬂ’%r?@ | ock
mec han'e&ﬁﬂlﬁféoﬁ'tﬂe dughatitacheddt @ectened &9 Mk Aloble onhﬁmellmatvmédk @a7e |1§-§r?utkﬁl0k
1315. The | ock mechani sm 1300-1 i ncludes a body a housing) 1320-1.

The bodyy 2820ulilid/prevatilesy ppits ﬂ@pﬁedleermbe%a legssrlg@)mulg be r/ertfeedltarztse seier front
f I h t
posi t1 ot bRk SRERSMERnbSRt s JROMIEE AR ARl IR, il e

cont ai néedk adntrbllgroto8aatkihyceify theewbedicitdahd mabape tfigg dchribliceey.ai ner is
| owered into position. The sloped surface 1325 prevents the ot her cont ai ner

from CE}? N%nY %Qﬁﬂ}%g%enjcs?ﬁ% ﬂanﬁﬁﬁkgg'{?a%smgbf EE d'l‘?ﬂ% a”ﬁ&ﬂ? rpjrg’&gs The

sl oped t surface can be strail roun anot her
shape tvﬂme the dodksconadBdri 40§ anthichicapesshe supsdhe cotrin@mictioh mcmiete amele $emeon a

profile of the.cl.a 00k 1315. 8 The | oc sm 1300-1 extends
bt 11 orcoREn e RoddRsrleatidbela 5 cantgglley e ThE R omalopae o

enbodi TBRiHcRticatbBR albws 8GR eBRbleToh@ShilAdh 1@Q&thnl@@t|1cfnsa@1ﬂ1ﬂé§rr}n@fﬁgdschran| ess
than about fifty percent of a thickness of the body 1320-1. A wdth of the

| ock mbchiagd bnthesassor edeqramanicationt modiie tcconhcaitinge tlmioclsmanhqnmnpendr cular to
the latch assenbly bar 1305 | ess than the distance between the two | atch

assenbl[g1333r sa{biaéic n oS fegidtymbingd £ 3e aodurRb atdien beahfdlleas eudt Yold@be not
shown). The hei ght of t he body 1320-1 can be increased in order to fit all

t heI equiupeshby thptuﬁrrnn@rfecqu?cﬁﬂsrgmﬁ@er heot ieaas ineglutes 2eed tocdsgneplkeds &F it fc | Ede
ol s ER Y oS PR TS e et L e RS BRARER G ISR, T

| ower egdgesthedscki dddircB¢red8hsanthfs cashednt infoesalddbia alnow ko6 m{)&lﬂl8 930 to

Referring next to FIG 13B, a side vjew of  another | ock nmechanism 1300-2 is
shown. thBopibegeviescrariraricidsgoconiorswhicheyea is RestorRing tBe RuRbRBresRs 364 1

except aF Q@Gt Iﬁe L€ Be brpg ééetg 3@’%5%@@1%65@%&% g‘%ﬁ% b%@@?lﬂ%&%%&@%elfﬂ?o

i nst ea o ed sur 1340, 1345 and 135
rrechanipsmneﬂl&@@irﬂbloakselIGOrl/léé SLFSE atks 118655nd 130, 1365 and 1370 WO
2010/ 151901PCT/ US2010/ 040266

[0154] Sensors or communication modules can also be de-enrolled from a lock mechanism
using a process similar to the process 1150. The functions at block 1154, 1158, 1162 and 1166
can be performed as described above, but the lock controller 408 receives an authentication code
of a sensor or communication module to de-enroll. The lock controller then deletes from the
memory 424 or the persistent storage 444 any information related to the sensor or

communication module associated with the received authentication code.
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can al so prevent other containers and/or |ock nmechanisnms from catching on
the | ock nmechani sm 1300-2. [0190] Preferably, the | ock nmechani sns 1300
wei ghs | ewe 2btvarsiabout 10, 15, 20, or 25 pounds. The hom€irns20128226€an be
formed of a plastic, fiberglass, conposite, or nmetal shell in various
enbodi ments. [0191] Referring next to FIG 14, a bl ock diagran1of an

e.nb odi ESéOfWath re%e & fﬁ? %W (%aérlarrn?ﬂ) poul (%ng)oglment of 3 rocess I-EQS for

Wi rel ess ‘'sensor ule C|rcu rna Sehd I'ng no 128

i n thi spetiagenaikicirchitto f&potdelor aabddeidnidatad amdiyit dth&ignfofmpti@CESEOwN. 1404
or mcrocontroller runs software using the nenory 1428. The software can be

hel d i Mhempeogsey 5109tcan e pedprnpd afteo thesgesoraands qoa@ﬁummdm@wsm%@ with
non- volgat f, 'cEF{E‘réﬁé?{]éfn hm@?e‘eﬁ%ﬁfoﬁfeg%tﬁﬁg q%ﬁ%le%ﬂ%srﬁﬁ%ﬂggﬁ B0 3E?1§6.0A{3

dentlflers e W reless sensor nodule circult sensor
r eadi ngsage Ya04, ohspranesdmt 4)4okakdes ap did loalkt carrsdlor 40% diiecngskecapoa@bsa be st ored

in the per orage 1408. 192]. Thi s enbodi t of fhe sensor duIe
ci rcui tpe%a%salﬁyss 3}%@@6 ¥a %ilps(ﬁﬁr’toélg? a?iay/i %&@E?qwgg?rgg Q& o8¢ Oﬁﬁlﬁ&e%aw Offé Used
for autpent hoahics, Ut Nk, g%gg&@e@ﬁ y SREMRe nQ6Ad6dREs 488 QLB Mme Ot her

embodi ment's coul d be used f no nore than sensing 1tens of Interest
wi t houtshippmgaohtunes.nBither avaicdputmggems can alsy be Bovidednmbodi ment s coul d have a
separate wired or wireless smartcard circuit conpletely separate fromthe

sensor [P} enGnk GHibba¥ndn@tah@hsdr htydul Mo EME R/ dH0the I@ﬁpfﬂ‘ﬁ? cbhiafilet @AResafp thd
this enbodlnent [0193] A ‘Wi rel ess transceiver 1412 ows bi-directional

conmunileckt ditsnit o fvia hRF U p@W@rﬁg@ér@pwgd by thaunductvo powshsupat #8nd'01432 i s
used f QL Efe th%g%{] hl%aulquS {&gﬁ t’é*%? d{i(m%%rfﬁle s%ﬁaé)g%%% alﬁg“rlllbh E)Ill FIG. dl to

tr anscel ve S’ an enna t une requenci or configure

wor k wichtildchidte totpasdad slieh agorer eighaldiRFIDt R vweo bighalb 8y €. IS(Dl/I}ECt I B3ARFIESE1 on
capability in the wireless sensor nodule circuit 1400. [Q194] A power

suppl y sm%daaowv@wgpﬁﬁ)ec@mpﬁ%we WA gUhesRIIR §ighad cpwd bjarasipiéy S@Eﬁéhﬁgng
dul |
modul e a(ilalrl Ou p Ergt l%(%@r@ ok i Pfo%grggy Wr%hgi (ﬁa\;l g?a{ g@ Sf Gbout 3he BRlH ab&iq

energy IS col conve d&nto appropriate vo ages
by thecpower supply 1416. The w rel ess sensor nDduIe circuit 1400 becones
fully functional when properly energized by the reader. [0195] This

embodi Mg¥7] hag: Raas MR, BRNISA SnkdAS 4083t R sRBhsot M iffoh MRWEKsof thodBler d
exposure to items of interest. For exanple, fluorescent quenchi ng pol ynmers

or nol elatlitdrals peenyRid ¥oth G39g HRGTHOUS2 0 100)0 A0 66ccived data can include a timestamp

to be stored with the sensor data.

[0158] The lock controller 408 receives the sensor data by establishing communication links
with the sensor modules using protocols similar to the discovery and handshake protocol

discussed above. The communication links can be encrypted for privacy.

[0159] At block 1110, the lock controller authenticates the sensor data based on the
authentication code that the sensor was enrolled with during the process 1150 discussed above.
The authentication at block 1110 can comprise verification of a digital signature, verification of
an encrypted serial number, or other form of authentication. At block 1111, the lock controller
408 determines, based on the authentication code, whether the sensor data received at block 1110
is authentic. If the authentication check is positive, the process 1100 continues to block 1112,
otherwise, the process 1100 returns to blocks 1108 and 1110 to re-receive the sensor data and

perform another authentication check.

[0160] If the sensor data is authentic, the lock controller 408 stores the sensor data into the

memory 424 or the persistent storage 444. The sensor data is stored in association with a time
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imprinted polynmer (MP) technol ogy can report detection of a substance that
has cone in contact wwth the item sensor 1420 when the wi rel ess sensor
nodul e ciwounto/i54®@ i s in an powered or non-powered staPeT/USh@oiot@is sensor
1420 can read a chem cal, physical, or electronic change in the MP. The
change signifies that a detection of a target substance or substances has
occurred. Each.item sensor,.1420 can be .canfigur,ed to b engioti to qne or
mor o OB AR B PR R 558y PRATR MY IR e Rl ol oSt

Ci r cui tdatk400 als baexdss peraRhesd, with &cenaosdti e.ef frbehdePsatdcover @d2 )y Miis ¢éh be
recorded in the persistent storage 1408 as_exposure information. The val ue
of t he PEXHdBuEANPlstedpaaf sempodata %é lagen feangraitiah i angNtgBalgievicR or apgatinsof
exposurg experienced. The characteristics of the detection polymer can be
such that the resistance (or some other electrically readable

characterijsti changes .a function. of exposure. [0197] Referring next to
FIG 140lefT cafﬁ%‘?}ﬂ‘fq% Qﬁi%weﬁ@@i %@@@fo‘[h%{er%@g?s T e 25 ?ﬂra_fh%wgr%%@,é
mul ti plaeploe i MOh RS %é@th%g%&l:rlgg {%5%%1’ Sq@dnctha GRRi@InNekshe05. a

terrestrial comuni cation device or (referred to hereafter as
t er r estinggrs ¢ edpbrtssqiEnce eoydd e fi change3@M a ap-akrmatatd to dnealgonstami weh iasn
device a 525 (referred to. hereafter as, satelli cel | 152Q), The
ol ot f orritEBBNFPR s A reCin Pt ongraut ity Sreeined e 3 Hhbe cou o
be col liagakadepdrOr AR ¥R Emeteh@r Prah LRidH stRZR i€ Melsendde nddiRIZE& MRS €
such as a ship, a train, a truck, an aircraft, etc. The platform 1520 coul d
al so bériggaiepatert, a.gwar elpURse fo spmecar nitgrapdng @ forilhly serdovedthe lockgagginivne
{ err estd Al GShlaink? giéor%‘.“ 6tﬁe@%ﬁés%};-%lil%?httg%é:%%éou%(?%go Rl &Gappuni cation inks

o0 comruni cation networks such as ec nication networks 110, 210 or

310, or the local communication network 118 descri bed above in reference to
FI GS. 10802] THa sprecgtbodimgnts, d1q loglsgontighgr 44fecag heeppfigyed g gonsidonthg states,

exanpl I i e
ooy SRARE Rt BB Or ot SRR AR R KO niBflak ARIOR CHBTUAL 12
i nt er f @oetrdlt can utcheeaousie storal sehsur enfaalveaticdddand, 1ddk@8d ublagk sGtdsenf theylpels of
links to,.co ni cati.on networks/s e can.al so be_.included in the
cpmmniceg?"!t’%s M@W&g@steﬂpm@@t} @lﬁ%g Thiehiasr Qﬁ%tatfifPLf G ¥riQend/or
P'rCU'&ﬁ&kkﬂﬁkH&hﬂgu9&%n3é0ﬁ95£c%&ﬁ&i@%ﬁh§9ﬁﬂ?8ﬁﬁ%?H@ERRRQ%56§HéHﬁHcﬁ§m
illustrated and descri bed above in reference to the active lock circuit 400
of Fl Ga aimufeelspmktuneeithatates of Bl Scrsorsmssticoatdewith the ledcin wnivaratiop wWithy mi ng
an adh r. mesh.net k. Three t of l.ock nechanisns are. ilJustrated.
The s 1ot e BT ey SR B pwPiG SERABRLR PR tusdighs' " The

sat el | ichbiRalsesol/Rsek/cbhthBred syster@ ABbR@ehpW, e Amtive signature could indicate

2010/ 151901PCT/ US2010/ 040266 satellite comruni cation network (e.g., Satcom
that i $haid iogluise lppgas ainehst daihs opntamer Hadisaiian ofia rsalgatrpsiamper thiigthe lock
satel | i. i £ t. f ol ] i i restri al
vaster T ot tneyPtiinel B BESHNOXRELh PoRiie TRENBMER, e Bok SURGRI 11,2,

t er r estiidiedte athgno ek il ke hetutickcobtirgr sefSbNANdid4dBxcesHM heidt. acteltfadbn,i S
configured to conmunicate with the terrestrial cell 1515 via a terrestrial

si gnal MR, cte20d0¢ typset sumplafiyve gnguicstate Brkisdstegmineg 3gblogk 11 Ky 1sdised: iy
mast er = i e t : i reless
B T A R R S
conmuniledt @nwbilér tohremolealaka contchanblecks 1 13] Biscusstdhbeloesh network via a short
range signal 1513. Because the satellite master |ock 1510-1 and the
terrestypigy] NBELAS of 1AE KenborkOude SIRMEP TR LERbLnIMIERs hRCH BB ENRRIAM 1510 as
wel | as external satellite or cellular communication networks, they are

al so careasss L0l contimers dahlogk 112§ whengdhe lcksireuit 400 ictenniegheslegqeinbdd. 5HE- 1

and terrestrial master cell 1510-2. [0201] The third t of .1oc chani sm
1520 S0k b nalpeth Ehe S50 on oG Bag bR dhhuctE 41 IbRSb Y P R pESCaTRGR: ca e
to any 1820,8vKé tHREENOEHE0IIA08LYiSHRE a COMMUMIGEDE link WitheinperabidRe &dntd
1510-3 or one of the satellite cells 1510-1 or terrestrial cells 1510-2,

vi a t heughwrthe pagraongicentcess2 of Ik 1813, The reason for this inability to
communi cate to external networks can be because: 1) the particul ar subcel
1510-3 is not equipped with a proper conmunication subsystem (e.g.,
wireless or satellite) to conmmunicate with external networks; or 2) the
particul ar subcell 1510-3 is located inp,a position on the platform 1520
such that it is unable to comrunicate ?é.g., due to a portion of the

pl at f orm 1520 or one or nore containers 1505 bl ocking the signal).



[0202] The | ock nechani sns 1510 are powered internally (e.g., wth
batteries). For this reason, the lifetinme of the batteries can be extended
if the powerowasswnpti on of the | ock nechani snms 1510 i sPcadise@d/o4@se net hod
of controlling power consunption is by waking up the processors and

communi cati on subsystens of the |ock nmechani snms on a synchroni zed periodic
basi s b ¢GPORL. SHANAAS. o5 1REALEDe g BERSPL S0 PRk & mb QG 3 Bi&Ree Thi s can
be accénp i shed y usihg a sync Pont zed 1 ne ¥ &fef ence such" as Used by GPS
and songhaelokitk adclitRHWe tHeSwirdlbe reddutk$4(0disduRsed 2doke. TEEh@MB B c&ivm lalkso be
synchroni zed perjodically even if they do not have access to an external

cl ock ichtablithed at Bloglak E20Gende witea lpsplaicheorkd Bluctqathfigbac MeF)mhedlubain be
acconpl i | f C i: i gayi.t hns.
[0203] AT (HIHAR OBSLR QSAYH SRR Sy B AALRRR ARy T
power chosuopivhwh coatnainddativhelihlokusoeatid e dased oh d pelctorrdhahcimicclsddingan be
grouped.intg)different.neigggroups Vﬁ%§810/151901PCT US2010/ 040266.

accor difig! 4 Wl RIVE SRtiRMIRERTPETF IR HOCT BERMHEEHRMSAPIBIPRIRES Mesh
gr oups seahbtlabgidpgle Bl uet oot h groups, WFi groups and/or Zigbee (802.15.4)
groups. For exanple, the nesh network of FIG 15 includes four nmesh groups

only ofSres: 81l 1124 e il TR HAETEF BT Tl g v @l "

terrestyhiel the®ef@dss eRldulelBblradsmtio WRHE bperdtiomsdinF OURe 8k ksh MaNEe dukt i pl e
masters. Different neshjgroups can have different periodic cycles depending

on t he ipdiogiveoé e chengmelstase of the seusemdatadadicaved dhmvibtog 9f dbthagenporsd by t he
roup. lLock hani i roup. can be enrolled with each
gthe? &gaﬁéd%%8“%&%%%@55%%%%§%$%%@§§8 éﬂg%ggﬁﬁuﬁ%ference to FIG 11A
[ 0204] The frequency of the wakeup/reportin eriods of a | ock mechani sm
1510 od0H8dupnsdditien ko HrapsmaHingriie sepser %atﬁge &aﬁlf ePbihellpclyerntods HY ¢ahe
freque . r i i ] -hQps or
s o Ol ARAGS fRALEHRRRARRLbE RS bo oD IREpGidRES,
al | | ockster. nintdne embstinmet, whaik)of cBitodndate asihrng atshaalfmatiee asyciefedtvwith a

reportin eri,od due to changes in stat f a |l ock nmechani sm 1510 o
changesoist 8RUPTeR Wah’é‘?fah%&“g chad ik ﬁ&ﬁ? Sqbin gy Braramor & Bguency
on geogy;afblk tnddd&Ab R Arah§mited tIBR PR2IIDE (A& r €equency when the |ock
mechani snms are located in the mddle of the ocean or increasing the

devt at IO B P PRen BB PR i craep gtk s aharahs 428 6% SEs Ry

i ncr easidykohlifudiEfi@HenkY I thede BNBYiMUHts 8O BpdratisnstehteAkNOYhRHgRE i dHaPM a

renote operations center within a certain tine frame. [0205] A particul ar
| ock msleteclroms thellsdlomeelrnishi t or nei ghbor | ock nechani sns 1510 that it is

able to communicate with during the periodi c wakeup/reporting periods. If
one or [0D68¢ Ofpdh@nisighgtHearank@dkion®Eldataias e bleckOl IR athe dvk dgp@nilt oW kairnk ock
mechani sm 1510 previous|y communi cated with are no | onger avail able, then
the par® fhelesp meseiet fockdh?%m 1510 can report the change in nei ghbor |ock
mechani snms 1510. This can alert the operations center to a nei ghbor

cont ai n@r6%ei Ingnoowbdddinkne stnsequenchcoissodiaeteparithatie clamppoole @, ilwdatchn be

increased if _the nunber of neighb o ges.(e.g., ,one is mssjin 0206]
|- on FEE RORETE g apd i By S Lhe ARG dbG S abga cenar uSed 6 %atce by

r esponshdplobdstod A4 MmARP I 186k EHARUES4GLatlITKOUDET Banl®n8 of tHche operations
center 112, the governnent interface 124 or the comercial interface 134).

Thi s wisthsospyvatiticocitangerestgoes., temendsescdnthtd wsmerpen ivatd)i thepideossdr ¢brht a
master cell wll r |, Qw. on power . For exanpl e, the transmt power needed
by a p élp&)loE lﬂvé% Ipontlroliper 45 il RRUNE] Wﬁen 2 18Ps $it a slecp mode ?any loWer power

mode) and one of the sensors/switches of the lock changes state, the sensor/switch activates

wake-up-logic in the processor 404 and/or the lock controller 408 at the block 1104. The

processor 404 and/or the lock controller 408 then receives the change of state indication at block

1108 and stores the change of state and a representation of the time at the block 1112. The

representative time may not be a very accurate indication of the time that the change of state
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WO 2010/ 151901PCT/ US2010/ 040266 master cell 1510-1 or 1510-2 to communi cate
to the external networks can be used to | oad share proportionately anong

t he mast ewocels19%10-1 and 1510-2. [0207] The oper ati omsTaSpe10M04@RE2, t he
governnent interface 124 or the conmmercial interface 134 can attenpt to
ping a particular |ock nechanismthrough the mesh network in order to

| ni Ui ate, dur 8ROk JN 8 EATINR R AREOMPLL DS dh HYroRL DG 1A 8lor BSBEET fi € 1 ok
mechanismih a certarn geograp%c area Vra SACeYTTte of “cel tular

CoMMUNiceatrd N SOREKMRAIILE be Wbk &e Widigaut aphécondpcat i on can be determ ned by
the mani fest of the particular |ock nechanism 1510. Alternatively a
terrestpi 1 i i I r

part  cdP Py Rt iohihot (TR Bh Rl o AesRhlo P e AR PRER Bt B

Wi t h t Héherod@ns a poweatsupplynsuehes thefmiihdattegkd 1 o€ REGI 4 would rom ev o powen tihat e

the report. The pings could be synchronize ith the cks to be in a
cor t ai ATRETBNITC 4 Terkin Ve S4BT HroUpb a%ﬁl@%a&qpﬁaftew SHPPF U ASiang ti nes
di scus ﬁg&%@ﬂ hAaHsehsaaRdl q&gﬁg1can be
confi gﬁ?ﬁgsg to detse@%Q?%Slgﬁgont alilﬁer orﬁtﬁﬁtgt%?rg?&mrr@éﬁgﬁ@m itself has been

br each . f ock nmechani detects the contajner o he | oc hani sm
Ut oar IR, BreaRe R o ile Taet hEE i ah oL aR b aGie ™ ol e P E R ong

Wi th tipi@sdiapn fandfd RekdrSepspraandainghe idteMdchhmighiiogHoat herglbaatioan
information to an operations center as described above in reference to FIG
11B. Btemorkesicehanire sehivd@peet from therhodkatignd ! Gppsbthapayemisprovided téhe

descri Redoyd Q209 M TRINOH- Bl o FRE GEL R BE BRERANLT 11 Zes one or more
radi ati on sensaors.” I'n one %Spec?, he radratron sensor is a |light sensor

t hat detects ltinlght in one or nore wave |engths. A light sensor inside the
cont ai NBF7 24y Arldpekel 208ethedesk sratrellpigt ASalstamines ademppiecsiies e of Hisimgn

br eachgdi {896 gﬁ?%ﬁ%aﬂorpﬂ%o& 12‘6%%51'1 Bﬁg%e? Sh&n'aPciRfadn St V\@Lhﬁcﬁt)ivé) r

coul d detect th nhousi ng bel ng breac opened, cut or broken),

r espectoif eetrynt didw tlott vajtape sfthsamainbitery 41G Thapmgecssor 4Hecaamtieertthe i ght  of
the container or the | ock housing, .the senso il wa he processor
404 andFBFIHEY PBERT CYRER SRieP PADEIOIY %éa 1%5%%%%5?%@%ﬁorzﬂﬁgqeﬁaa% Pive
pover SpPRLY c&htfdtist B0s aRde¥dild tht _rdﬁﬁsdﬂekt_lﬂr.nkﬁéﬁ%ﬁb&?, IR B2 O Qb hinlsl @ht
readi ngs, tinme stanp and sensor identification to the |ock mechani sm

Al t er ndkiuvseld tp, prediet the ngariniog bhttierydife. Tim dalorithmsicar ke deshderitomvaaes up and
then transmt the information. [P210] .The radiation sensor could al

conpr i SanaRb 5 ERHEOREOR Ron B ek ba e R B R 4 0 aTat B ne
cont ai REFunclibfs pIrfoy@BE @d.g| Ankhién tyPekindReh@ntmiaaHs or ResivRgi dadl, hieri@ii t or

the RF sensor in the container. If the signal strength of the signal
recei veensey nREukeleddng pnd wdockygy, 2610 £IEIOEPET LQISPINY/(0.80 XBE I HEEC

recharkamARCCRAZEs O . LDESERRLASYS iy D, BE ABARE P o0

eac renoved or a hole cut in

the contai ner . L L
[0173] Atblock 1212, the lock controller 408 determines if the battery level remaining is

below a threshold value (e.g., a percentage such as, for example, five, six, seven, eight, nine, ten,
eleven, twelve, thirteen, fourteen or fifteen percent). If the remaining battery level is not below

the threshold value, the process 1200 returns to perform the functions at blocks 1204 and 1208.

[0174] If the remaining battery level is determined to be below the threshold value at block
1212, then the process 1200 continues to block 1216, where the active lock controller 408
automatically issues a command to the processor 404 to put the lock circuit 400 into a lower

power mode.

[0175] While in the lower power mode at block 1216, fewer components or subsystems are

powered by the remaining battery life of the main battery 416. For example, substantially all
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[0211] Anot her nethod of detecting a breach of the container utilizes one
or nore notion sensors such as an accel eroneter or rate gyro in the | ock
mechani srworoaktsemhed to a door of the container, for eramiSeo1oiofiozehe

noti on sensor detects a rotational rate (angular velocity) greater than a

t hreshol d rate then this could be indicative of the doors being opened or
at | east |snt| th

cont a py R sf Ty BRI BB T ke SRR 0 bR R HehaRs s %0k a1 on
gr eat erantiathcactiiv Bsk ebﬁrcareg hes ntakzeat bdpSvaedihet hk peodckdt ¢od end/brahe 1dee door
or doors have been opened or that the | ock nechanismis not secured to bot h

bars ofcoptielles GRE armeseeivp 912%]11 PREFE fipnige Mkt bateryd b durgig lgwehpgypsrgede to

cont ai r

rechant G 1HE BPELIARR( L0 PR, R b ARG, F AN A DR poB0R AT o ORE 120
bar 1615 326) feom clewket mtetrﬁaee I4@6 tid aaidq:ttbnaﬁredndzﬁ sonlrailerlBcaamtcreast diccihmbar

1620 is Cinghed to the rig assenbt%lia 5..1n this enb di ment
the | atPCHOASERIGHN pe%ﬁw%ezslpéﬁ Subsagcmn ! R dd ra?féa%lﬁe thagEpneimey 1615 and
1620 ag)%w%te%ctfpr PeridbcyIe AREY el Y& rnE&%ilt%}n 1Ih1’?tﬂe(18\%eﬂ%k@% M 1610 includes
an electronic S|gnal generator (not shown) coupl ed to latch bar 1620 (or
coupl e th 161 an, el ectrical det.ect not
chonny 10kt ot e e ngispdghnet %@téﬂ%@t %83%& DarpRs VR hrdano)

The el egifth&adr thé @ﬁ@tesgﬁawleu@t) fdrraanﬁmttsﬁgnal 1§Hﬁﬁlﬁdg RfunfodkMBWRd R ARRRarign J.

a nodul ated signal including a known code, e. serial nunber, nodul ated

on a cdheipsecopnl 0 continees te ppeiwics btlcrvéisrl%wndlat?%nntalstbempwme@ t1625. The
625
LS B L OB e AL B R €470 BIGRYEIN § Bgegai e,

t he el eatockinglthsloghalcchamse wheh Iﬂtsm@th tatierythag fdllch kv s siesitoyd Ragl. 1625,
t hrough varijous portions of the container 1605 and through the Ieft | at ch

assenbli§pussienalespld 3lgo b reccied wirglephntBdhe Bueiredoaisd ey Adheithe pakishy

af fecti f i

det oot iU Richt EnBhaia OBl fgR iy SnbaRR b&ﬁﬂt’%’éﬁsﬁ?é Shp} el o
by the cbntm@ikar 168 whies 1tdﬁusr]bb@t ddtyrnandal thatathy nfaor batletyutér ledsineeryprarpobage omd y .

[ 0214] nitial nal calibra e made t he | ock cha |sm
1615 14 mb%@%‘? etcemﬁﬁee%r%tﬂﬁw% el M.FF@ thageof%gaféwa bygay 424 kan

cal i br gfcicpRifeds Hﬁgﬂsé’@aﬁo‘%% WfQ8n@Noitid bl baitb§nAle, Of 115k GRBAENRAM the
analyzing the profiles (e.g. generating time histories or frequency
responyekxkpﬁheﬁeaWMbbegmomdbyghaMCbp@ﬁnﬂbs4@hwﬁb@namemagedﬁamdneuored to
menory. This stored signal profile can WD 2010/ 151901PCT/ US2010/ 040266 be
use t o [¢pMparepddddsding, 2bRfckl 1030 BEehY BEhut Sghd1€o fibek @tellébkqw&ﬂamtq@l et ect
changes in the container or parts of the container. Alternatlvely

st at | stocemrecainad.yke proggsstlRR0 serinaps t@rtdequl b?§4cwh¢rééltfemowﬁ¢rr@4@aﬂ ol i on
can be ter f I are
ot st AR g KBRS0 BB SoRrb RGOS FRE bR Bl
[0215]r&&u&&ﬁﬁ&kﬁobf&@@bdh@@bw&@ﬂhﬂc@e detected by this nethodology is a
hol e 1640 that is cut into a side of the container 1605. Wthout the hole
1640 f i t | ong
Tnes J85ET; Ayble: 627 T80 ARSI AR EBEh] IR R ARGl g fiFHel 16
Howeve nnclachng thetdudldmhtmorﬂ(@fg), ths difsmwesdand lhmdsha@ngb witth| A wir¢lasselevare anodlet he
hol e 1640, or at | east be aff way b h ol e 1640, .and the
ol Se oBkrTEd iREw Gt B8] Sopubd b B on shady Te0¢ atprch <oHED iy by
anot herecchR@, Bk HRI16HE SorRUINEATY éo'ﬂﬁnérﬁﬁ%é’l%ﬁéhﬁig@lﬁ@éhaﬁrsﬁf4l|2‘%o GRRREIRA0EIO the
stored calibration signal profile, or the statistical paranmeters, can be
deternmmehwbynﬁh&mﬁbunesébﬂw@bdiMQC@SdQOMQEEKhdgnﬁm@IDSbm*uph@WdMWPBbence
is gre r than a t.hreshol d t.he.bre e 1640 c

dot oot ahiepEorEar A TR ToRoriee <o e o BN T RIeR i A RuEer B BE R by ¢ i s
nmet hodol o is renoval of one or nore hinges 1645 fromthe contai ner 1605.
Renovall0bP1t He air sgeedizeas tholack cantrallir ot isare-prrerepoed wih ardefapcidsiand

the co t-ai h

1610 waut B Lo hids SRR Tl CHpA LR 1L SR Ao R, ROKEREGRAT
any sensors configured to detect the presence of the | atch assenbly bars
1625 and 1630 woul d be of no use. However the electrical signal received by
the | ock nmechani sm 1610, as iIIustrateg7by the electrical pulse lines
1635-2 and 1635-3, could be affected by the renoval of the hinges 1645.

O her types of breaches could also affect the path of the electrical

pul se(s) and the received pul se profile and could be detected by the |ock
mechani sm 1610.



[0217] Instead of an electrical detector coupled to the clanmp bar 1615,
sone systens utilize an electrical signal detector |ocated in another
subsyst enwof2ots1®ont ai ner. For exanple, the el ectrical peirgrsadionei2ect or
could be located in a sensor subsysteminside the container or in a

communi cati on package attached to the container. In these enbodi nents, the
sensor ,subsystem or, the i cation subsystem .coul ke.the co rison
ot AR ORI Pl sk BT e By SRR r IR BickiFn Bl Been e

| ock angded RecoadmimtddethcRidauahangrdcody. t ernatively, the sensor subsystem or
t he conmmuni cati on subsystem could transmt information indicative of the

receiv hg : i t nism 1610
oul d BUVILP TRle RBRH S ol CEuTBER 3R B RRTOR 620 SA6SETFR8Le s an
al t er nabntveldrd0® lieainfigoat tputpest a sccuribr @ide amenwory Felsaqurine & uipodksed the ledkul d
al so be transm h,iled to one of the latch assen‘gléy bars 1625 or 1630 and
recei vaRFCRRYIML HEISHOMEY PIEYRE RutuisSwaRihgriged uss o8 gicdpclymoenanisgs pect i vel y, via
an accel erometer or sone other sensor. The nechani cal pul se coul d be

gener at[@tBlhy Eheswickmppavarsuppyesat foe thekfpdsafic vilbekangm the areessAid lsenld be

alternatiyve,system I e.an ultr nd transmtter and.,an,ul trasound
Got oot 3¢ YRR BAE A0 T R bt AR B R Lk B B8 b Gk Dy
the r el loeR sltcParkeh WERESt bhetiheC kn aighwhiiah&Batkap Betiory hNowOiR 166KALHuTEDS ,
the detected ul trasound signal could be processed to isolate a direct

si gnal t¢ boableeunipel tischipgngreentamer eeen if ghetrain battersigd Onvatddeed thnt ifradm t he
echo si | uc h onl 0 signals are anal yzed. [0219]
Regardlsggﬁl%g%u$9%ketﬁégoc }Iy &51%1: aﬁféﬁx signal (electrical, mechanical,

ul trasound or_other) is used, the |l ock nechani smcan performthe breach

det ect i[BH2br othssoemssar O o8 Eralpagoentioiegd¥y cangqpplapaiver fram the myiebattery

ndi catak & Aol @B/ ARARD ibikiTFy AlABShAGerid b 8RS e AlCoul d
be a change of state of a sensor assocliated with the |ock, the container or
anot herbatantddi mes sudficlenicpoweT ier 4 lnstggershetoullackbeyeat. dokinell batpiries,able backap

m cr ophone ociated with e lock chani s ere sound recognition js
Used { GANEEARDRYn swfﬁlagcwatﬁwaf&% s Rk ¥ g %gm?gg?mau al
saw, Offp ‘ahé‘%b&ﬁﬁieﬁ{l?ggeﬁﬁﬁ&!@%}df 48994 0B &I mgﬁi%"§ thte-éjgﬁggé bfager could

be a canera in the mechani sm capturing a picture o oor relative
t 0 t he badaip ttarnyd 20go fidanthawbert e ddclppdiattcyrt 20daandf Hischapgsd idyond a Ot her

tri i ndi cat d.al,so.b .. [0220] In addition t ' bl e t
et o0t el PUE e, W EREIE SROSR ot B8 nah AEF ety Soni edfr g PR Y £l
pul se (RécchREBanbEmk 10Uk ®@RronEt4edelipigy theardifl bats 406 td e Batiapdrttest42ohen

the lock is being secured to a bar that is not part of the container (e.g.,
a per sdnclagd theibaelain bagtant Hérto gdhldy sharedl, of pearkyrfplly eleargetb statit ch assenbl y
bars 1625 and 1630 into the latch bar 1620 when the | ock is supposedly be
secur eq0183]t hes hindledinaks edrhloyitbaunstht 63 Gagns tAEBkubbacey tWigich odreinvigulfd not
be connected to the contajner 1605, at |east not in the s as _the

: e sape way.
| at ch SRRy thelgskup bajernt] & an peogithia gabie visd te penate é%rrerﬂﬁfeec%r or
the ac - OX] I it pect ed
prof 1 & HoEaTE) EfloH Y of MRt dtiof il Ghe AR, et IL T ERIRETS
range iaftitndayetcy) . [ 0221] When there are nmultiple containers located in the
sane | ocation, signal detectors of one |ock nechani smcould m stakenly

recei vgog43i InRl babk@MpANQLOEHLy o6l AMRU3RI KPorRd BaRsrh QRAPAMShY cEetngl PitRe, t hat
a breach has occurred. As discussed above, a code such as a serial nunber
coul d 665 shown in FIG. 6. Alternatively, the backup power supply could be the inductive power

supply 448.

[0185] In addition to providing power for a failsafe unlocking scenario, the backup battery 420
could be used to report detection of the lock mechanism being tampered with. During the lower
power mode at block 1216, the processor 404 or the lock controller 408 could use power

received from the main battery 416 (the remaining ten percent) to monitor accelerometers and/or
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WO 2010/ 151901PCT/ US2010/ 040266 be nodul ated on the signal, this code could
be used to distinguish one | ock fromanother. Alternatively, the signal
transm t two 2ardissdognal det ectors coul d be synchroni zed PoTpsSed100M26hIe t est s
on a time random zed basis and/or at random frequencies. Such random zation
(or pseudorandom can aI so reduce the risk of detection of a signal from

anot her |, gok JRANAN S [-OZR] 4 RENPIILOG REXL A0 EhG ud i AoBrRgsSs 1700 2
fl ow di"agr an e |nen a proces r ca ra |ng 3 1'0ck

nmechanibsgttompacd aiithor wais efesacd Kithdat b@dk!u@g)attamlleﬂIcB@ld\Metd’secatoSﬂép(ﬁpHfég
container is showmn. Wth reference to FIGS. 16 and 17A, the process 1700
start s RIBPHIGIR thermeratioas ecrery d¥herenspshassoginied motitherack arichaisg po other ¢ he

t th I b
To15- andhe Tt Ene aPl T E boneler RAFIRE: BBk RESenh ) "bar s 1630 and

usi ng AREel: clsEoubrdolcC o J0B0 oA Sered Eidhshown et FSS 76855 Ppon

the IquAm@m%ﬁa%@héeebl@mﬁawen@eaa%sﬂhml herhle h&das 28 56010y, @(ﬁrqoé@aﬁo@nd

1630, the user initiates a calibration e user can initiate the
cal i br dtlP@randd@60 owiyrvg aktcredes.gi hy ha\flagbloskﬂzftddaé reheveds or rdanaegddace 426 of
FIG 4. At block 1712, the lock controller determnes if the | ock mechani sm

1610 i S0WQPER¥rrin gqﬂemotma hsAl atigh vassendiovk BRtBanl$R 36010 16349 t6 @ meh

using the clanp | at ch probe swi tches 626 and 628 di scussed above).

the | o@Rsmﬁoly]b@r léﬂépérawnta@@ké@lor 1318 ipsheves SThedoek mechagishl b¥R- 1 Fotachied the
user res e c%ﬁﬂ? %Qr irg% m{@ﬁﬂ%@s@%ﬁiﬁ Thd @%ggwecf?@miﬁg&?? LM Aok

properly Secured ars he process’ 1700

conti nyes., hdhobélﬁgl)le]ZUlIG THeM0d4]1320- 1bhaadleswsl@edtohee\‘a‘dl@hﬁbntg;eﬁadealns (Teeg. ,
an el ectrl cal dgnal enerator, a nechanical pul se 6‘g{enerat or, .an ultrasound

t r ansmitfongpurgpce ngd évclg@ﬁ@f angthsT coatiEIcaielewareddntogrosition in &pgipfithand
coupl e%oﬁﬂafn oo 1 9Nk ph %}%IC Sxﬁ%i 1 R3tQGHn bAZR: b&fé/el 3§b91“\%en the
det ect or o]

cated in't nrec ani sm or a sensor bsystem or
conmmuniotkedr lcomtamabrsycswm age pomacbre dT e slhpetdrsarfamﬂé%@wventﬁhe mhes cdﬂnzanem gnal

after e| n ffect b ontai ner 1605. bl ock 4. cei ved
si gnal gﬁ@rlg}& gyt d”)(gié‘tlg:z?n(i mﬁgmgéhealee@ ﬂ@%& fr%n be
based %ﬂrf@cer I%Qg'cﬁﬁlge §t'r29€l~?z rotuﬁdétp'eﬁﬁ)t&ﬁtdr(an&he@shﬁﬁ@ﬁai Ji\%ﬁds' &tdﬁﬁ%%l%‘leed on
the signal. If it is defermned that the received signal is not acceptable,

bl ocks puFHisg thechtF 20nt@mer peme fiomch profild af thecldap dopk hatb. at bl ock 1724 t hat
the received signal is acceptable, the process 1700 continues to bl ock

1728. [[02$37] THc IbLiogkcHann 130181 baekdscamFiog] thelatciPissanBlyNar 1 pIPgessor or
nlcroprocessor associated with a sensor subsysten1or conmuni cation

subsystdésigncedéd i gponseenshogiaentathhdisierce1 1830 is sathgn about halfiea degheaad/osi gnal

2010/ 15090 LB P BT EaBE ERLIAFo g BOR BEREL Sl Brnb Rk RREENIEE 0°

aver agensk@babpantlelfto ltie: @mtaidatdostsi aaaierpma@uraemuhb $atctf agytihbly(tae 13@Ckbs ed
signal profiles. Depending on the nunber of calibratjaons that have been

made, ohanyhs distasae Pﬁ@’e%meltﬁf@ hteh PSé@l@PIYd?rarSc (ricly pssemBly; kag ! 3G and gofAsht s
det er mined,atmBl f&‘e n&&s%%wn t Tf#@ﬂm?@ ‘ﬁ? N&doat callbRGKerddsdd id drdBPo St all

cali brations ar cessary thﬂS are necessary, the process
r et ur nghd equiproark V\ﬂlﬂﬁlﬁtheﬂjbd}h a3Bi e Thahomm 1390s1 eswdd alsc @sdateyy, slofged spriecess
pr oceeds t% bl ock IJ[ 36, .

at the bottom as illustrated by the dashed line 1340. The clamp hook 1315 and the latch hook
(not shown) can include sloped upper and lower edges, as indicated by the dashed lines 1345 and

1350.

[0189] Referring next to FIG. 13B, a side view of another lock mechanism 1300-2 is shown.
The lock mechanism 1300-2 is similar to the lock mechanism 1300-1 except that body 1320-2
includes curved surfaces 1355, 1360, 1365 and 1370 instead of the sloped surfaces 1325, 1340,
1345 and 1350 of the lock mechanism 1300-1. The curved surfaces 1355, 1360, 1365 and 1370

39



[0226] At bl ock 1736, the lock controller stores the information indicative
of the received signal into non-volatile nenory. The process 1700 then
ends. Thewsetoroedi¢omf or mati on i s used to detect changes PaTiUseOWMIEES onshi p
bet ween the | ock nmechani sm 1610 and the container 1605, as will now be

di scussed. [0227] Referring next to FIG 17B, a process 1750 for detecting
tanperin ng. cont Wt h fere C

and’ 17500 ¢ b St UL AR B ERLH BU FooesRe Rt A BrEmb R SR mk B
recei vasoa2tri gger event indication. As discussed above, the trigger event
i ndi cation can be a period of tinme elapsing, a change of state of a sensor
associ Wi r t ine a
Sound QB Pty RElbol b RGhEI MR Qen A0 B EOTIE 520 e 2535804,

t ype ofTherthoggegs Emﬁrdan iba cﬂmmwtilorﬁ -} pldslpo rﬁtreegiessycmgpdshe, drma@geshelérevdrious

i ndi cati the lock controller initiates a tanper detection node. [0228]
At bIo€RﬁT¢€?ﬂ“%he | ock controller causes the signal generator (e.g., an
el ectrical signal generator, a mechanical pul se generator, an ul t rasound
transmi[019] dRefotringmesi tgri%IIG génzeblat:lodl)agtam ofememaltcslimérg of arvp'm’less @sitsosi gnal

oS ondn R siE TR, Rovid s Bh Sy iR SRR B i 20gas piafedRiga "

si gnal sbssisd Mbli@de 128 irthef doht@dirderithiButealidticaniRidsd @RS thisedAtRo&addrbr at e
t he | ock mechani sm 1610 using the process 1700 di scussed above. [0229] At

bl ock 1#86or migsoeansod e Ititle@pftvaafp aping thpmaempry Fd@eilhe dofiwareisan b¢ heldlin the
det ect %?l:fsgsftént? rslto a[gg'l%§ roﬁﬁsttl))i{éﬁeor 5891 ‘%Itllﬂe? bn-v%lag!lesl%gf?l% A ﬂp e%1sté¥t

bl ock ck con m Ccr Opr ocess

associ atoeapei40B can benswrto Stobs Mishefire forclmérwuelessasdn@cn rﬁcwbﬁe/slt@mn 1t4loatl dr@cei ves
the signal, analyzes the received signal to deternmine a current profile of
the rec@ispEradinghal aripaspqungs o thltf%llkcai TBOT ICASNEY Ginedsache Steratt Bk si gnal

profll retrieved. The retrieved profile information is
gﬁhﬂﬁgﬁgﬁ&%%Q49§2 to the current |nfornat|on deternlned mo

2010/1 PCI/.US2 /040 at bloc 1770 T |son ca

correl i&%&i Cghl%te@gﬁ‘ﬁﬁtemp‘? &E? Ff‘éls?frm HB RS %‘Bﬁ Bs §1§F@Gtc%f arAa%ﬁtCBPtYstl cs
of the Lol L@RI4TLEH B/eetfteé kg@thehReatoa! ditdrAalioP8f REBk&fctagd F23bimAioP! ock
1786, the lock controller determnes if the conpari son perforned at bl ock

1782 i fdthoamdwdithetts cdidd beiusafor negere/hdn s¢rngmel itanss ofiinthrest whkow that atberi cal
or threshold Iimits .of tion infornati

Get or mimBg b e Ry, Safe hsimaR wrlfbiin ERu oty apitd

L'i mi t s cirkhi€Bothpletepy @passe Fdhlhd &nsdritadese citduitry rdtier diRineinf¥isReidg thatvot he
current profile is not within the calibration limts, then the | ock

cont r olfegtiogeesinthisembodmient.he rel ati onshi p between t he contai ner 1605 and
the | ock nmechani sm 1610 has changed and the process 1750 continues at bl ock
1790. [0193] A wireless transceiver 1412 allows bi-directional communication with the wireless

sensing circuit 1400. The antenna 1432 is used for this communication. Other embodiments
could have multiple transceivers and antenna tuned to other frequencies and/or configured to
work with other standards. Some embodiments could have only transmission capability in the

wireless sensor module circuit 1400.

[0194] A power supply 1416 allows intermittent energy supply to the wireless sensing module
circuit 1400. When in range with a reader (e.g., an RFID reader), energy is coupled to the coil
1436 and converted into appropriate voltages by the power supply 1416. The wireless sensor

module circuit 1400 becomes fully functional when properly energized by the reader.

[0195] This embodiment has passive sensors 1420 that do not require power to record

exposure to items of interest. For example, fluorescent quenching polymers or molecularly
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[0232] At block 1790, the lock controller stores information indicating
that the relationship between the | ock nmechanism 1610 and t he cont ai ner
1605 has wbanged190At bl ock 1794, an al arm signal is tramrewuse@d/oi@6é@ renot e
| ocation such as the renote data center 112, the governnent interface 124
or the commercial interface 134 shown in FIGS. 1-3. The alarmindication
can |nclude i,nf en yi.ng the e t a

char actPgey 2B BRI Reio et PREE Sy ac Pt oo gontet
anal yzegth tho 23] seddve 19206488 &R wifdléssasthol ldukivinit 1800FsG@San pdke@idr AdB ar e
exenplary only and not limting. The processes 1700 and 1750 may be

al t er edowsrey, statgyy Thgifern QW@PBH@% w@aded, 2 shemicadphysical ewlﬁ%tr@éfdchapeqme

di scus ARV, 0, lgnhce with
the. d Sasanretapdr VB RERG ROl o a Rt AR RN hAEOREANTR

pi st on Hath ithe skadoe hit 2@y candahaniignnet mo basenditive ¢d bmnmhoﬂe&op@bnmdstorng not i on

of the piston in another direction. FIGS. 18A, 18B, 18C and 18D are

enbodi #8ALIEOBY | at chi ng mechani sns utilizing one-way val ves to inhi bit
notion of a piston. [0235] Referring to FIG 18A, an enbodi ment of a

| at chi 191968 c h&hits the80dest semol owdsleaichnil 0 isanchigrow8ah theaexpositronf 1810 and
a piston rod 1815. The | atc chanj s 1800 | so includes

"k ake 08 RelBE Sl TR L BE PSR ey | e Rap e HifEuoBarfa t ne
pi st on vARLQS ti dxlpbbie GIYRhALRE cABBO a (Blud indicative @ tHel AARunE O pBSUrt he one- way

i ntake valve 1825 to a forward portion of the fluid chanber 1805 When t he
one waysxpfmeara@d vEhachanegsisiies afdhe daipdtion podynies cap be h@hdb@ﬁh%teats@nw (agi d
(e.qg., r u ho i r and t he piston
tod 18 fg gh ?ﬁle@tr c'al‘[ﬂy %e%%agg&aéé%eem){lci éha‘ﬁ’gés“as fﬁlle%cct nooﬁ(s:exi) B the one- way

i nt ake valve 1825 WO 2010/151901PCT/U82010/040266 is controlled to be in

the cl d8EY1stBgferringngxitod Gy 15, scqpamupieation sygiema)S00dpclpdesanyitiple spntamesn) y
one dir i nly
on 185 Ao R LKA O 8IS, AN LA IS AIOT 020 iU anl Y

| at chi mgnmamhtanos e di8O06: &1li Ivd b (cbésraal tohercafiyr cuttakel val Vel S)3Bplattompl ed t o

a rear ti the fluid chanber beh pi ston 1810 and an aperture
For mod 1208 Srpiciir HOIBB’PP}CGH%?GVE%OTfthqu% e S Bogerornaraefl GBCL | i g
coupl i ngapy Tﬂé'p?at?d?ﬁpfmm%rese%&da %lb&tlﬁmlré"fﬁﬂlttlplésc%%tﬂﬁe?s 1505 QRild 1ﬂ)é“ d
chanber but does not use en the one-way outtake valve 1830 is
contr olcbklclcattad H®ricxarnjple, tbpe]ratfgtratlém gadd ban rrm’oele Ivyhrrclecrwcln as deltip, adirgiect i ons
and th ston r 8 an sto i,n two di.rections.
Ten ¢ TRl i st it B T e R o Bal B e P P51 a e,
t he ga%h@@aﬁfa@ely flowin onIy one direction and the piston rod 1815 and
the piston 1805 can nove only nove backwards. [0237] Referring next to FIG

18C, a f [ i ntake

val ve 1868TC TR 8s b B SRR BRI B Rl B E 1) 51 G
coupl i rgmh8R@cafion getwoaks wehl ad ihla&bnﬁlﬁmﬁ)daaSn hbevoslket MaR 10 ot Rioe ovthlelecal 825 t o
the rear portion of the fluid chanber 1805. Wen the one-way intake valve
1825 | SORFHIGiPRAcIEripd 1S Aescrbedahone it wfengeipFlCP el-g. Thetegrestrigh cdll 1318ui d)
can fr ston
1805 cgﬁhﬁg%%ﬁﬁﬁbge@?dﬁaectlon @E@&%@Qnﬁ?ﬁﬁﬁ%§&ﬁ€nﬁﬁ%a e vgﬁ@ga%@§5gis

cont r olcbeghuntcaixewith rérhete tdoaties sithtethefopuiadofecater 142 gaspooermandnt gidrce can

freely flow.n only ope 0 the pi ston d 1815 and the i ston
1605 Lditabi el E Bkt it T PREb4e “lehom g iusio ol pleked

anot hemcRIhRALyIRMs @h a@soltﬁtlﬁé'lhdlkgl iTReh@mhiamhidARR-Fsthclsedes a one- vvay i ntake
val ve 1825 coupled to a rear portion of the fluid chanber and a one-way

out t ak % | ed t Or t i chanber

Ta05. TRRL otk PP o R LR BE R B okt W Rstpodi ment
uses gasminfunidi€oh Imuddleg RadHRIiliNtat RS daSdribdd @bdvedHireferdibetd thbectraoday

i ntake val ve 1825 and the one-way outtake valve 1830 are both controlled to

be in tcHevibpehoklIt &, Thgdodancehapismy 161 GepmmuBisets vatl eachiodes bmﬁ@m%arpi st on
rod 18

e oA L0 RS LR AL IR A G 08P TR SRS B e
to be inechheismliosedclsiteahastertlbek PHIY- I:aTlhe‘ gaeelity nfldsmt\llcbdk 13nDy i® la@ulgpercb@tth an
and the piston rod 1815 and the piston 1805 can nove only nove forwards. In
an alternative enbodi nent, either the Qﬂe-may i nt ake val ve 1825 coul d be
repl aced by an outtake valve 1830, or the outtake valve 1830 coul d be

repl aced by a one-way intake valve 1825. In these alternative enbodi nents,
one of the two one-way intake or outtake val ves 1825




WO 2010/ 151901PCT/ US2010/ 040266 or 1830 coul d be selectively controlled to
be in the closed state to permt the piston rod 1815 and the piston 1810 to
nove eit wo 2bovasagod or backward. [0239] The | at chi ng ne®lariSsnmw/01B60- 1,
1800-2, 1800-3 and 1800-4 are exenplary only and are not limting. O her
conbi nati ons of one-way intake val ves 1825, one-way outtake val ves 1830,
apertures;;1830 and. fluid.co in 18 an _bhe used. [0240] The. | gcking
mechant S AR eRlisk GO AR PR s st R e BritBliatafet B8 0or ti ons
of hydratellit€ cdlbt 3331 viga sReliendignds | S2NAdThd@chLlyh of IekbRcBaniigh & Neerssirial
configured to engage | atch assenbly bars to | ock container doors in the

cl osed WSt decknl5 p&@@r@“@%d@%ﬁﬂ@h 13182ds panipRas With b terrestrgd scl osure can

have di At i i 0 r L. i

orbod emfiERlaR LU AL OEPMA A RENA! (Dl RontBufli o oty e

fi xedl yidt thacdredtriabeal f3515stia e tartcairiabrigadds17910 is configured to | ock
contai ner a ;epond cpntainer door 1905 and the first conpainer dpor1910 in
a_cl osggh@nsi Tttt Ahsr fcRA'5€01106H tHBRRES iR Rter 16K 1¥19-2aRdLMENt, 2

pi ston rode 1925 of the latching nmechanism 1900 is configured to engage a
por t i orquippehwithook ongoneshoeran@30irelbscontmeurication mgtwrekdierg. 18180 th, ¥rbaged
to a | ri 5 attached to the. secon oor, 1905.  The |.ocki ng nenber
1930 | LB IR efonBaopefala Vi FHabeL FETu el {10R g hse R 30
i s forRRgda Widrtradbe dig@dt50neBaRALd the Satbidd mh&ier IBLIS 1 O1D-T @k #32err&ai engree
with to | ock the | ocking nmenmber 1930 in place when the |ocking nmenber 1930
i s engderkdl i0thcantremnpkeats with iodanechhrismatlé Y agwekbeherieaa spodiitc oapaclbdar

confi gur i. ¢ of, t he ane:- I t i rat i.n_Fl
e A g L
menber 13930 amiesrdshel aeernad] VaElOVE is in the closed state. [0242] Referring
next to Fig. 19B, another configuration of a | ock mechani smincl udes the

| at chi nge(g?tcgﬁfy f %%ffléﬁﬂééﬁaﬂié&%ﬁsﬁsg%guﬁé%gl i_fong?sz? ARuLIRAO 1813 are

config ock t'he contal ner doors O in a closed position
usi ng aosabigtecdnalnivarieinyl @3Emnallmrettérks, barbolgicar ndmntuheaei witlootheoadcdl 825

f the | hi hani 1900 i | ed. he | ocki nb 1930 d
Che. | odii g rOHBEF HEos8 TG el brict B b i ool 185 Nt HoSkort 1AgE Rk
at t acheglit @5 iNeriracdd Ho@rs it2QBty tdREmhRhthtdte NRENARESHILIQN edRchBe: 1)

configured with one of the one-way valve systens illustrated in FIGS
18A- 18the praticydersubed] 1 HE-JissobequipptdvaiRtba proget trentoeikitmg subspstem 980 t o be

noved toward the l.ock ring 1925 en the one-way valve is i.n the e

T ate. BT obrasiBs St dudtne rocout T oS R S o Dt pirh Bl €1 S

i1l ust ratoRgked th £p&sRionléh thaplatbed 1500 khdhaErRamsbité BordmhaRke (eenidugw £d to
engage | atch assenbly bars. Alternative enbodi nents of | ocking nmechani sns

wi t h dipprtemerithesplaperne hel Gerranicon snopg FentpaeysE0&bockiss dlek sigealler ri ng next to
FI G 20A, a | ocking nmechani sm 2000-1 includes two | ocking nmenbers with
U- hook [@202] pOTtie locis m2Hadisaisal 520 hie gondredyintedaltyo(cgngaigebdtictist). aodtisecond

| atch assenbly bars 2020 and 2025, respectively to lock first and second
door s 2e0ndARittats qfihgbaticgserResisndad fthe Pwenconapritan of the oghf i gur ed

to be %cggqggs YR utced.e@ﬁ@%tﬁoﬁ%f'ca%t&glymgg@gr@laagﬁggﬁ@o%qg9y ndiedgo Wi th

t he U hoo 10 an 015 as represente I nes. [024

Ref er r itihgpnoeossors andF c@nm2Bi8atien subskiterys oftthh dovksnecROiONR oh achudhesnizado | ocki ng
menbers wi t.h question-mark end portions 2040 and 2045 configured to. .engage
the 11 PO ISE EUifOT SLENCSSSERDIY STRCE BURS i Bers  PeshLE tieraRybg
lock t g ingsitsyaBtoRiee@nfhc dORF 2030 28 M5kAR3GPE An@ sérhO8QRIRAR I IRY- THOE

| ock nmefbers are configured to be pushed inwards to engage the |atch
assenblcjockapbthe dodk raeahagioms coi tlso bheynghesized perradikalhoseh ohitbe dd gotdrae 2045
as reprgesy %oeagn eb}é{er}lgeclodc%silq eO(Pdellr LSS 3ke up at the same periodic report time. This can be

accomplished using one of several know clock synchronization algorithms.

[0203] The frequency of the wakeup/reporting periods will determine the power consumption

rate of the lock mechanisms. A lock mechanism 1510 can be grouped into different mesh groups
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[ 0245] Referring next to FIG 20C, a | ocking nmechani sm 2000-3 is fixedly
attached to the second door 2035 and includes one | ocking nmenber with a

r ot at abl ew0-2bmaisi®md portion 2050 configured to engage PhE/US2e19040286 Ch
assenbly bar 2020 to lock first and second doors 2030 and 2035 in a cl osed
position. The single |ock nenber I's configured to be pushed inward while

t he rotata le J-hook 2050 . do to a assenbl| bar
5050 actrdiing (dhRR eIl Bkt Sioed 8 WS @RARG 1 ABal “HEL, BRESTIY PEL

mechan Ilﬁdrﬁddjﬂ%ﬁl@wsﬂﬂgioﬂikw%Fﬁglﬁuﬁﬁaﬁﬂér@gbder@OEfIEﬂ?gﬂ@ﬁpi OF&hixpRbRYthe mesh
contai ners. However, those skilled in the art wl| recognlze ot her

i npl emastvark oh 5T Ginler iaclyderefour PpEsererpdbiile b33 Aptlhand lbdR e dn Bupempivsichor ed
th |
et hod<ish BpdrOB8b 4SRN, BEP meldt COll A FRCIRME FRLRPCaL BLINOL 6 1 2L

gar ages,
vaul t s terassdiadidaster dal/i Tids2.cHawbecr] omicstdgranpl comld |hh@er wdltipld ﬂnamﬂse Different

enbodi nents in accordapce with the djsclosure. 247] Wi le the | nci pl es
of t he TfiSE &P CaN RaXre i HEreR! RFEIOEIS %@L&’ “ﬁgrPné hABYE rﬁﬂulﬁﬁnﬁ%ﬁ%‘%h?f e

appar atygefundtoAelciRsS oy bémé BsddD f)btﬁ g}ﬁlﬁr e %&%ééh%@m% h8io fY Sesh

description 1s made only by Wway o e and not as limtation on the

s cope giotph@ndicsotadkd rwath eavmommmgnl@@ims USOti §/uSsbd 286vaHAT et B cCloAl MED
%gé ﬁ§ten1for operating a container |ock nechanism the system

2conpr| B 3a housi ng;

[0204] The frequency of the wakeup/reporting periods of a lock mechanism 1510 or group of
lock mechanisms 1510 can be varied by 1) decreasing the frequency of the reporting periods
proportionately to the number of hops or links in the mesh needed to reach a master cell (this
conserves power for all locks in the mesh network), 2) increasing the frequency of the reporting
period due to changes in state of a lock mechanism 1510 or changes is state of neighbor lock
mechanisms 1510, 3) basing the frequency on geographic location (e.g., decreasing the
frequency when the lock mechanisms are located in the middle of the ocean or increasing the
frequency when they are located at port), 4) basing the frequency on deviations from the stored
manifest of lock mechanisms 1510, and/or 5) increasing the frequency if a previous report is not

acknowledged from a remote operations center within a certain time frame.

[0205] A particular lock mechanism 1510 can monitor neighbor lock mechanisms 1510 that it
is able to communicate with during the periodic wakeup/reporting periods. If one or more of the
neighbor lock mechanisms 1510 that the particular lock mechanism 1510 previously
communicated with are no longer available, then the particular lock mechanism 1510 can report
the change in neighbor lock mechanisms 1510. This can alert the operations center to a neighbor
container being moved. The frequency of the periodic report period can be increased if the

number of neighbors changes (e.g., one is missing).

[0206] In one embodiment, master cells (1510-1 and 1510-2) can share responsibility for
reporting changes to the outside (e.g., the operations center 112, the government interface 124 or
the commercial interface 134). This will spread out the power demands and lessen the likelihood

that a master cell will run low on power. For example, the transmit power needed by a particular
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4at | east two | ock nenbers, the two | ock nmenbers conprising a first |ock
menber 5configured to engage a first portion of a container and a second
| ock menbwo 20omifSigur ed to 6 engage a second portion of Phe/usemAii2es to
nmount the container |ock nmechani smoutside of the 7container and | ock at
| east one container door in a closed position 8a Iatching mechani sm

coupl ed_t cond | oc k cirncuit at | east
par Ui arToReneh belht by FER:S R b EFds W TRE Pl b REth S B Pt g .

fiast W@naiezﬁaMﬁgﬂﬁ&ﬁasmduﬂlﬁl5:1@nf hguUr 8- 2.0 receive a wirel ess signal;
an

[0207] The operations center 112, the government interface 124 or the commercial interface
134 can attempt to ping a particular lock mechanism through the mesh network in order to
initiate a report. This can be accomplished by pinging for a specific lock mechanism in a certain
geographic area, via satellite or cellular communications networks, where the geographic
location can be determined by the manifest of the particular lock mechanism 1510. Alternatively
a terrestrial cell 1515 of a certain ship/train/truck or depot where the particular lock mechanism
1510 is supposed to be located could be pinged with the identification number of the lock
mechanism in order to initiate the report. The pings could be synchronized with the locks to be

in a certain window in a similar fashion to the periodic wakeup/reporting times discussed above.

[0208] In some embodiments, a lock mechanism can be configured to detect if a container or
the lock mechanism itself has been breached. If a lock mechanism detects the container or the
lock mechanism itself being breached, the lock mechanism can report the detection along with
timestamp and lock/sensor/container identification/authentication information to an operations
center as described above in reference to FIG. 11B. Examples of breach detection methods and

apparatus will now be described.

[0209] One method of detecting a breach utilizes one or more radiation sensors. In one aspect,
the radiation sensor is a light sensor that detects light in one or more wave lengths. A light
sensor inside the container or inside the lock housing could detect the container being breached
(e.g., removing a door or cutting a hole in one of the walls) or could detect the lock housing
being breached (opened, cut or broken), respectively. If the light sensor detects a change in the
ambient light of the container or the lock housing, the sensor will wake up the processor 404
and/or the lock controller 408 of the lock mechanism (or an inductive power supply circuit) and
will transmit information regarding the light readings, time stamp and sensor identification to the
lock mechanism. Alternatively, the sensor could wait until the lock mechanism wakes up and

then transmit the information.

[0210] The radiation sensor could also comprise RF sensors (e.g., AM transceivers) located in
the lock and in the container. The RF sensor in the lock mechanism could periodically monitor

the RF sensor in the container. If the signal strength of the signal received by RF sensor in the
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13a lock controller coupled to the first menory, the wrel ess nodul e 14and
the | atching nmechani smand configured to receive commands related to
150per at iwo 20fo/t5sw1] ock nechani sm at | east a portion ofCriuS2ciommesels bei ng
part of 16the wireless signal, to cause the | atching nmechanismto resist
having the first and 17second | ock menbers be disengaged fromthe first and

second r ne e fi.r and nenbe rs
e ond bttt AT CHEShoMARSLER shutTh B EERRT R STy

| ocki ngha$ b@enadredcﬁa@(e.g).ngd@&rté@w&ror@qaﬂe twt iR@iceppenge. to the received
commands; and 2la battery coupled to the lock circuit and configured to

provi defﬂﬂ I?Ctzgnil(ﬁﬂér RANES of &tecting a breach of the container utilizes one or more motion
sensors such as an accelerometer or rate gyro in the lock mechanism or attached to a door of the
container, for example. If the motion sensor detects a rotational rate (angular velocity) greater
than a threshold rate, then this could be indicative of the doors being opened or at least that the
lock mechanism is not secured to both bars of the container. Alternatively, if the motion sensor
detects an angle of rotation greater than a threshold angle, then this could also indicate that the
door or doors have been opened or that the lock mechanism is not secured to both bars of the

container.

[0212] Referring next to FIG. 16, a shipping container system 1600 includes a shipping
container 1605 and a lock mechanism 1610 secured to two latch assembly bars 1625 and 1630.
A clamp bar 1615 is cinched to the left latch assembly bar 1630 and a latch bar 1620 is cinched
to the right latch assembly bar 1625. In this embodiment, the latch assembly bars 1625 and 1630
and the clamp and latch bars 1615 and 1620 are electrically conductive.

[0213] The lock mechanism 1610 includes an electronic signal generator (not shown) coupled
to latch bar 1620 (or coupled to the clamp bar 1615) and an electrical signal detector (not shown)
coupled to the clamp bar 1615 (or coupled to the latch bar 1620). The electrical signal generator
transmits a signal of a known shape (e.g., a modulated signal including a known code, ¢.g., a
serial number, modulated on a carrier wave) and strength into the right latch assembly bar 1625.
The transmitted signal travels through the bar 1625 and through the container, as illustrated by
the electrical signal lines 1635-1, 1635-2 and 1635-3. As the electrical signal travels through the
right latch assembly bar 1625, through various portions of the container 1605 and through the
left latch assembly bar 1630, it will be attenuated, delayed and/or shaped, thereby affecting the
profile of the signal that is received by the electrical detector coupled to the clamp bar 1615. The
path of the pulse illustrated by the lines 1635 is completely arbitrary for illustrative purposes
only.

[0214] An initial signal calibration can be made when the lock mechanism 1615 is first secured
to the latch assembly bars 1625 and 1630. The calibration can involve receiving an initial signal
or signals and analyzing the profiles (e.g. generating time histories or frequency responses). The

calibration signal profiles can be averaged and stored to memory. This stored signal profile can
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22at least a portion of the lock circuit. 12. The system for operating the
cont ai ner | ock nmechanismof claim1l, 2 wherein the lock circuit further
conpri seswanoiniduoti ve power supply coupled to the | ockPcirusedm/o4@esmher ei n
t he inductive power supply receives a wakeup command wirelessly froma
wi rel ess 4devi ce and provides power to the lock circuit to wakeup the | ock

circuit. 13, The systemfor erating.the .cont.ai ner .| k chani.sm of claim
o Sandrarna Wl Hra R 1 RR i A8 A0 B ol BaP BRSSP RN, Gatn

si gnal ceataindt ot pgtsIfhifcosombling@n Aleheviadly, 4 agdihienhs sBioftihesigenbamey
wherein the inductive power supply receives 4 the wakeup conmand from a
sour ce elegighduyrpe cabbraippesn be determined and used to be able to identify signal profiles that

are not statistically likely to occur when the container is not breached.

[0215] An example breach that could be detected by this methodology is a hole 1640 that is cut
into a side of the container 1605. Without the hole 1640 formed in the container 1605, the
electrical signal could travel along lines 1635-1, 1635-2 and 1635-3 as in the calibration
measurements. However, after the hole 1640 is formed, the signal will travel around the hole
1640, or at least be affected in some way by the hole 1640, and the pulse received at the
electrical detector will be affected in one-way or another. The difference between the received
signal profile compared to the stored calibration signal profile, or the statistical parameters, can
be determined by the processor of the lock mechanism 1610. If the difference is greater than a

threshold level, then the breach of hole 1640 can detected.

[0216] Another example of a breach that could be detected by this methodology is removal of
one or more hinges 1645 from the container 1605. Removal of the hinges 1645 could allow one
of the doors to be opened and the contents of the container 1605 could be removed. The lock
mechanism 1610 would still be connected to the latch assembly bars 1625 and 1630, so any
sensors configured to detect the presence of the latch assembly bars 1625 and 1630 would be of
no use. However the electrical signal received by the lock mechanism 1610, as illustrated by the
electrical pulse lines 1635-2 and 1635-3, could be affected by the removal of the hinges 1645.
Other types of breaches could also affect the path of the electrical pulse(s) and the received pulse
profile and could be detected by the lock mechanism 1610.

[0217] Instead of an electrical detector coupled to the clamp bar 1615, some systems utilize an
electrical signal detector located in another subsystem of the container. For example, the
electrical signal detector could be located in a sensor subsystem inside the container or in a
communication package attached to the container. In these embodiments, the sensor subsystem
or the communication subsystem could make the comparison with the calibration signal and
detect whether the relationship between the lock and the container has changed. Alternatively,
the sensor subsystem or the communication subsystem could transmit information indicative of
the received signal back to the lock mechanism 1610 and the lock mechanism 1610 could

perform the comparison.
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WO 2010/ 151901PCT/ US2010/ 040266 14. The system for operating the container
| ock mechanismof claim3, 2 wherein the data signal is received froma
sensor now0l2e10/13190me cont ai ner and, in response to 3rec@CYiusgomwign2dat a
signal, the wireless nodule stores the received information in a second 4
menory, different fromthe first nenDry 15. The systen1for operating the

contai qﬁilé] OCKS an é:lp ana[tlsvlréqtg fele?tga u%Se a \\II\@r Elon or rnegh nlca?plgl Z coui"(i aﬁ rgec eives

a wirel'ess data si ess evi ce an ponse
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controller. 16.The systemfor operating the container |ock nmechani sm of
claim 3ssernbly bar 1630 or 1625, respectively, via an accelerometer or some other sensor. The
mechanical pulse could be generated by a solenoid or some other known vibrator means.
Another alternative system could use an ultrasound transmitter and an ultrasound detector (e.g., a
microphone). The ultrasound signal will be affected by the relationship between the lock and the
container. In some embodiments, the detected ultrasound signal could be processed to isolate a

direct signal from the ultrasound transmitter to the ultrasound detector from the echo signals such

that only the echo signals are analyzed.

[0219] Regardless what type of transmitted signal (electrical, mechanical, ultrasound or other)
is used, the lock mechanism can perform the breach detection process after receiving a trigger
indicator. The trigger indicator could be a period of time elapsing. The trigger indicator could
be a change of state of a sensor associated with the lock, the container or another container or
lock. The trigger could be a sound captured by a microphone associated with the lock
mechanism where sound recognition is used to identify sounds made by a hammer, a torch, a
jack hammer, a metal saw, or other device commonly used to breach a container. The trigger
could be a camera in the lock mechanism capturing a picture of the door relative to the lock
changing from a secured position to another position. Other trigger indicators could also be

used.

[0220] In addition to being able to detect a breach of the container 1605 after being secured,
the electrical pulse (or mechanical pulse) methodology could also be used to detect when the
lock is being secured to a bar that is not part of the container (e.g., a person could insert another
pole sized similarly to the latch assembly bars 1625 and 1630 into the latch bar 1620 when the
lock is supposedly be secured to the latch assembly bars 1625 and 1630. Since the pole would
not be connected to the container 1605, at least not in the same way as the latch assembly bar
1625, the pulse received by the electrical detector or the accelerometer would be non-existent or
at least not within an expected profile range (the lock mechanism 1610 could store an expected

profile range in memory).

[0221] When there are multiple containers located in the same location, signal detectors of one
lock mechanism could mistakenly receive a signal from another lock mechanism and erroneously

determine that a breach has occurred. As discussed above, a code such as a serial number could
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tests on a time randomized basis and/or at random frequencies. Such randomization (or pseudo-

random) can also reduce the risk of detection of a signal from another lock mechanism.

[0222] Referring next to FIG. 17A, a process 1700 a flow diagram of an embodiment of a
process 1700 for calibrating a lock mechanism to perform a process for detecting tampering with
a shipping container is shown. With reference to FIGS. 16 and 17A, the process 1700 starts at
block 1704 where a user attaches the lock mechanism 1610 to the container 1605 in a secure
manner. In the embodiment shown, the clamp bar 1615 and the latch bar 1620 are cinched to the
latch assembly bars 1630 and 1625. The user can put the lock mechanism 1610 into the secure

lock mode using the process 800 discussed above in reference to FIG. 8.

[0223] Upon the lock mechanism 1610 being secured to the latch assembly bars 1625 and
1630, the user initiates a calibration mode. The user can initiate the calibration mode using a
user interface such as the user interface 426 of FIG. 4. At block 1712, the lock controller
determines if the lock mechanism 1610 is properly locked to the latch assembly bars 1625 and
1630 (e.g., using the clamp and latch probe switches 626 and 628 discussed above). If the lock is
not properly locked, the process returns to block 1704 and the user re-attaches the lock
mechanism 1610. If the lock mechanism 1610 is properly secured to the latch assembly bars

1625 and 1630, the process 1700 continues to block 1716.

[0224] AtDblock 1716, the signal generator (e.g., an electrical signal generator, a mechanical
pulse generator, an ultrasound transmitter or other signal generator) generates a calibration signal
and couples the signal to the container 1605. At block 1720, the signal detector, located in the
lock mechanism 1610 or a sensor subsystem or communication subsystem associated with the
lock 1610, receives the signal after being affected by the container 1605. At block 1724, the
received signal is analyzed to determine if it is acceptable. Acceptability can be based on a
received signal to noise ratio of a code that is modulated on the signal. If it is determined that
the received signal is not acceptable, blocks 1716 and 1720 are repeated. If it is determined at

block 1724 that the received signal is acceptable, the process 1700 continues to block 1728.

[0225] At block 1728, the lock controller, or another processor or microprocessor associated
with a sensor subsystem or communication subsystem receiving the signal at block 1720,

analyzes the received signal to determine information indicative of characteristics of the received
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or based on the confidence level of the statistical measurements determined at block 1728, it can
be determined at block 1732 if more calibrations are necessary. If more calibrations are
necessary, the process returns to block 1716. If no more calibrations are necessary, the process

proceeds to block 1736.

[0226] At block 1736, the lock controller stores the information indicative of the received
signal into non-volatile memory. The process 1700 then ends. The stored information is used to
detect changes in the relationship between the lock mechanism 1610 and the container 1605, as

will now be discussed.

[0227] Referring next to FIG. 17B, a process 1750 for detecting tampering with a shipping
container is shown. With reference to FIGS. 16 and 17B, the process 1750 starts at block 1754
where the lock controller receives a trigger event indication. As discussed above, the trigger
event indication can be a period of time elapsing, a change of state of a sensor associated with
the lock, the container or another container or lock, a sound captured by a microphone, a picture
captured by a camera, or other type of trigger event indication. Upon receiving the trigger event

indication, the lock controller initiates a tamper detection mode.

[0228] At block 1762, the lock controller causes the signal generator (e.g., an electrical signal
generator, a mechanical pulse generator, an ultrasound transmitter or other signal generator) to
generate the tamper test signal and, in some embodiments, couple the tamper test signal to the
container via one of the clamp hook 1615 or the latch hook 1620. The tamper test signal is
similar in profile to the calibration signals used to calibrate the lock mechanism 1610 using the

process 1700 discussed above.

[0229] At Dblock 1766, the transmitted tamper signal is received at the signal detector after
being affected by the container, as discusses above. At block 1770, the lock controller, or a
processor or microprocessor associated with a sensor subsystem or communication subsystem
that receives the signal, analyzes the received signal to determine a current profile of the received

signal.

[0230] At Dblock 1778, the stored calibration signal profile information is retrieved. The

retrieved profile information is compared, at block 1782, to the current information determined
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[0231] At block 1786, the lock controller determines if the comparison performed at block
1782 indicates that the current received signal is within the statistical or threshold limits of the
stored calibration information. If it is determined that the current profile is within the calibration
profile limits, then the process 1750 terminates. If it is determined that the current profile is not
within the calibration limits, then the lock controller determines that the relationship between the
container 1605 and the lock mechanism 1610 has changed and the process 1750 continues at

block 1790.

[0232] At Dblock 1790, the lock controller stores information indicating that the relationship
between the lock mechanism 1610 and the container 1605 has changed. At block 1794, an alarm
signal is transmitted to a remote location such as the remote data center 112, the government
interface 124 or the commercial interface 134 shown in FIGS. 1-3. The alarm indication can
include information identifying the trigger event and the characteristics of the current signal

profile that was received and analyzed.

[0233] The processes 1700 and 1750 shown in FIGS. 17A and 17B are exemplary only and not
limiting. The processes 1700 and 1750 may be altered, e.g., by having blocks added, removed,

or rearranged.

[0234] As discussed above, some embodiments of latching mechanisms in accordance with the
disclosure utilize a one-way valve to inhibit motion of a hydraulic piston of the latching
mechanism in one direction while permitting motion of the piston in another direction. FIGS.
18A, 18B, 18C and 18D are embodiments of latching mechanisms utilizing one-way valves to

inhibit motion of a piston.

[0235] Referring to FIG. 18A, an embodiment of a latching mechanism 1800-1 includes a
fluid chamber 1805, a piston 1810 and a piston rod 1815. The latching mechanism 1800-1 also
includes a one-way intake valve 1825 coupled to a rear portion of the fluid chamber behind the
piston 1810. A fluid coupling 1820 (e.g., a feed line) couples the one-way intake valve 1825 to a
forward portion of the fluid chamber 1805. When the one-way intake valve 1825 is controlled to
be in the open state, fluid (e.g., a gas or a liquid) can freely flow in both directions and the piston

rod 1815 and the piston 1805 can move in two directions. When the one-way intake valve 1825

50



10controller of the lock circuit, at |least a portion of commands being
received in the wireless 1l1lsignal; 12in response to the recei ved commands,

t he | ock wonorolshen causing the | atching 13 nmechani sm t @Cramseen/oleeé ng t he
first and second | ock nenbers be di sengaged fromthe first and 14 second
portions of the container when the first and second | ock nenber are engaged
to the-fir§t f the contain

on roll%g) ?ontge nGhe agsegiﬁ s{ljattii, id S-S R 6ase(?r eacl%qrulcg);cﬁn%r%g}ézﬁp | 2GH! 09 the at

1n?nY C
| east one contal ner oor pro | 0 a east a

por ti orlirttidnhd the Kisnrredil 815 4ratht PR tdaat08 el mbl2 ohliemow®s foewlaraf operating
t he contai ner | ock nmechanismof claim21l, the 2 nethod further conprising:

[0236] Referring next to FIG. 18B, another embodiment of a latching mechanism 1800-2
includes a one-way outtake valve 1830 coupled to a rear portion of the fluid chamber behind the
piston 1810 and an aperture formed in the forward portion of the fluid chamber 1805. There is
no fluid coupling in this embodiment, and this embodiment uses gas in the fluid chamber but
does not use liquid. When the one-way outtake valve 1830 is controlled to be in the open state,
gas can freely flow in both directions and the piston rod 1815 and the piston 1805 can move in
two directions. When the one-way intake valve 1825 is controlled to be in the closed state, the
gas can freely flow in only one direction and the piston rod 1815 and the piston 1805 can move

only move backwards.

[0237] Referring next to FIG. 18C, another embodiment of a latching mechanism 1800-3 a
one-way intake valve 1825 coupled to the forward portion of the fluid chamber. A fluid
coupling 1820 (e.g., a feed line) couples the one-way intake valve 1825 to the rear portion of the
fluid chamber 1805. When the one-way intake valve 1825 is controlled to be in the open state,
fluid (e.g., a gas or a liquid) can freely flow in both directions and the piston rod 1815 and the
piston 1805 can move in two directions. When the one-way intake valve 1825 is controlled to be
in the closed state, fluid (e.g., a gas or a liquid) can freely flow in only one direction and the

piston rod 1815 and the piston 1805 can move only move backward.

[0238] Referring next to FIG. 18D, another embodiment of a latching mechanism 1800-4
includes a one-way intake valve 1825 coupled to a rear portion of the fluid chamber and a one-
way outtake valve 1830 coupled to the forward portion of the fluid chamber 1805. There is no
fluid coupling in this embodiment, and this embodiment uses gas in the fluid chamber but does
not use liquid. When the one-way intake valve 1825 and the one-way outtake valve 1830 are
both controlled to be in the open state, gas can freely flow in both directions and the piston rod
1815 and the piston 1805 can move in two directions. When either the one-way intake valve
1825 or the one-way outtake valve 1830 is controlled to be in the closed state, the gas can freely
flow in only one direction and the piston rod 1815 and the piston 1805 can move only move
forwards. In an alternative embodiment, either the one-way intake valve 1825 could be replaced
by an outtake valve 1830, or the outtake valve 1830 could be replaced by a one-way intake valve

1825. In these alternative embodiments, one of the two one-way intake or outtake valves 1825
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[0239] The latching mechanisms 1800-1, 1800-2, 1800-3 and 1800-4 are exemplary only and
are not limiting. Other combinations of one-way intake valves 1825, one-way outtake valves

1830, apertures 1830 and fluid couplings 1820 can be used.

[0240] The locking mechanisms discussed above included two locking members coupled to
portions of hydraulic latching mechanisms, and the locking members were hooks configured to
engage latch assembly bars to lock container doors in the closed position. However,

embodiments in accordance with the disclosure can have different configurations.

[0241] Referring next to Fig. 19A, an embodiment of a locking mechanism includes a latching
mechanism 1900 fixedly attached to a first container door 1910 is configured to lock container a
second container door 1905 and the first container door1910 in a closed position using a single
lock member 1930. In this embodiment, a piston rode 1925 of the latching mechanism 1900 is
configured to engage a portion of the locking member 1930 when the locking member 1930 is
engaged to a lock ring 1935 attached to the second door 1905. The locking member 1930 is
slidably attached to the first door 1910. The locking member 1930 is formed with at least one
aperture that the piston rod 1925 can engage with to lock the locking member 1930 in place
when the locking member 1930 is engaged with the lock ring 1935. The latching mechanism
1900 can be configured with one of the one-way valve systems illustrated in FIGS. 18 A-18D that
permits the piston rod 1925 to be moved toward the locking member 1930 when the one-way

valve is in the closed state.

[0242] Referring next to Fig. 19B, another configuration of a lock mechanism includes the
latching mechanism 1900 fixedly attached to the first door 1910 and configured to lock the
container doors 1905 and 1910 in a closed position using a single lock member 1930. In this
embodiment, the piston rode 1925 of the latching mechanism 1900 is coupled to the locking
member 1930 and the locking member 1930 is configured to engage to the lock ring 1935
attached to the second door 1905. The latching mechanism 1900 can be configured with one of
the one-way valve systems illustrated in FIGS. 18A-18D that permits the piston rod 1925 and the
locking member 1930 to be moved toward the lock ring 1925 when the one-way valve is in the

closed state.

52



6wi thin the container. 114. The nethod of operating the container |ock
mechani sm of claim 13, 2 wherein the data signal is received froma sensor
nodul e i rwohlelocisndoai ner, the method further 3conpri si ngPCTS2010/040266

2010/ 151901PCT/ US2010/ 040266 4in response to receiving the data signal,
storing the received information in a non- 5volatile nenory of the |ock

(ZI:.IZT cui t[02413:} 5. TTﬁ‘eeloQIEBE %%cggnis%?seiﬁlﬁgt%a@&i itnrﬁG%Q % 181‘1icpu%red llo%:%&g”rx%é:rplger}is %v%%t claim
hooks configured to engage latch assembly bars. Alternative embodiments of locking

mechanisms with different shape end portions will now be discussed. Referring next to FIG.

20A, a locking mechanism 2000-1 includes two locking members with U-hook end portions

2010 and 2015 configured to engage first and second latch assembly bars 2020 and 2025,
respectively to lock first and second doors 2030 and 2035 in a closed position. The lock

members are configured to be extended outward to engage the latch assembly bars 2020 and

2025 with the U-hooks 2010 and 2015 as represented by the dashed lines.

[0244] Referring next to FIG. 20B, a locking mechanism 2000-2 includes two locking
members with question-mark end portions 2040 and 2045 configured to engage the first and
second latch assembly bars 2020 and 2025, respectively to lock the first and second doors 2030
and 2035 in a closed position. The lock members are configured to be pushed inwards to engage
the latch assembly bars 2020 and 2025 with the question-mark portions 2040 and 2045 as
represented by the dashed lines.

[0245] Referring next to FIG. 20C, a locking mechanism 2000-3 is fixedly attached to the
second door 2035 and includes one locking member with a rotatable J-hook end portion 2050
configured to engage the first latch assembly bar 2020 to lock first and second doors 2030 and
2035 in a closed position. The single lock member is configured to be pushed inward while the
rotatable J-hook 2050 is rotated down to engage the latch assembly bar 2020 as represented by
the dashed lines.

[0246] The embodiments of the lock mechanisms discussed above are described in reference to
shipping containers. However, those skilled in the art will recognize other implementations
where other types of devices can be locked and/or monitored with similar locking mechanisms,
latching mechanisms and using similar methods as discussed above. For example, doors to
homes, garages, bank vaults, and other devices can be locked and monitored with other

embodiments in accordance with the disclosure.

[0247] While the principles of the disclosure have been described above in connection with
specific apparatuses and methods, it is to be clearly understood that this description is made only

by way of example and not as limitation on the scope of the disclosure.
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1 1. A system for operating a container lock mechanism, the system

comprising:
a housing;
at least two lock members, the two lock members comprising a first lock member

configured to engage a first portion of a container and a second lock member configured to

2
3
4
5
6  engage a second portion of the container to mount the container lock mechanism outside of the
7  container and lock at least one container door in a closed position;

8 a latching mechanism coupled to the first and second lock members;

9 a lock circuit at least partially enclosed within the housing, the lock circuit

10 comprising:

11 a first memory,

12 a wireless module configured to receive a wireless signal; and

13 a lock controller coupled to the first memory, the wireless module
14 and the latching mechanism and configured to receive commands related to

15 operation of the lock mechanism, at least a portion of the commands being part of
16 the wireless signal, to cause the latching mechanism to resist having the first and
17 second lock members be disengaged from the first and second portions of the

18 container when the first and second lock members are engaged to the first and

19 second portions of the container, thereby locking the at least one container door in
20 response to the received commands; and

21 a battery coupled to the lock circuit and configured to provide electrical power to

22 at least a portion of the lock circuit.

1 2. The system for operating the container lock mechanism of claim 1,

2 wherein the lock circuit further comprises an inductive power supply coupled to the lock circuit,
3 wherein the inductive power supply receives a wakeup command wirelessly from a wireless

4 device and provides power to the lock circuit to wakeup the lock circuit.

1 3. The system for operating the container lock mechanism of claim 2,

2 wherein the wireless module receives a wireless data signal, the data signal containing

3 information relevant to contents of the container, wherein the inductive power supply receives

4 the wakeup command from a source within the container.
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4. The system for operating the container lock mechanism of claim 3,
wherein the data signal is received from a sensor module in the container and, in response to
receiving the data signal, the wireless module stores the received information in a second

memory, different from the first memory.

5. The system for operating the container lock mechanism of claim 2,
wherein the wireless module receives a wireless data signal from the wireless device and, in

response to receiving the data signal, the wireless module wakes up the lock controller.

6. The system for operating the container lock mechanism of claim 3,
wherein the housing comprises a sealed unit without wired interfaces to any of the lock circuit

when sealed.

7. The system for operating the container lock mechanism of claim 2,
wherein the lock circuit further comprises:

a second memory configured to store information relevant to the container; and

another wireless module coupled to the inductive power supply and configured to
be powered by the inductive power supply to transmit a wireless data signal, the data signal

containing at least some of the stored information relevant to the container.

8. The system for operating the container lock mechanism of claim 1, further
comprising a drive mechanism configured to cause at least one of the first or second lock

members to engage the first or second portions of the container.

9. The system for operating the container lock mechanism of claim 1,
wherein the first portion of the container is a first bar, and the second portion of the container is a
second bar.

10. The system for operating the container lock mechanism of claim 1,

wherein the housing is user detachable from the container.

11. A method of operating a container lock mechanism, the container lock
mechanism comprising a housing, at least two lock members comprising a first lock member

configured to engage a first portion of a container and a second lock member configured to
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engage a second portion of the container to mount the container lock mechanism outside of the
container and to lock at least one container door in a closed position, a latching mechanism
coupled to the first and second lock members, a lock circuit at least partially enclosed within the
housing, a wireless module and a battery, the method comprising:

receiving a wireless signal with the wireless module;

receiving commands related to operation of the lock mechanism at a lock
controller of the lock circuit, at least a portion of commands being received in the wireless
signal;

in response to the received commands, the lock controller causing the latching
mechanism to resist having the first and second lock members be disengaged from the first and
second portions of the container when the first and second lock member are engaged to the first
and second portions of the container, thereby locking the at least one container door; and

providing electrical power to at least a portion of the lock circuit from the battery.

12.  The method of operating the container lock mechanism of claim 11, the
method further comprising:

receiving a wakeup command wirelessly from a wireless device with an inductive
power supply of the lock circuit;

the inductive power supply providing power to the lock circuit to wakeup the lock

circuit in response to receiving the wakeup command.

13.  The method of operating the container lock mechanism of claim 12,
further comprising:

receiving a wireless data signal with the wireless module, the data signal
containing information relevant to contents of the container; and

wherein the inductive power supply receives the wakeup command from a source

within the container.

14.  The method of operating the container lock mechanism of claim 13,
wherein the data signal is received from a sensor module in the container, the method further

comprising:
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in response to receiving the data signal, storing the received information in a non-

volatile memory of the lock circuit.

15.  The method of operating the container lock mechanism of claim 12,
further comprising:

the wireless module receiving a wireless data signal from a wireless device; and

in response to receiving the data signal, waking up the lock controller with the

wireless module.

16.  The method of operating the container lock mechanism of claim 12,
wherein the lock circuit further comprises non-volatile memory storing information relevant to
the container, the method further comprising:

transmitting a wireless data signal with the wireless module, the wireless data

signal containing at least some of the stored information relevant to the container.

57



