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| \FORMATI ON PROVI DI NG METHOD,  SYSTEM RECORDI NG MEDI UM STORI NG - 1 NOV 2004
CERTI FI CATI ON 5 | NFORVATI ON PROVI DI NG PROGRAM AND CERTI FI CATI ON SERVER
TECHNI CAL FI ELD The present invention relates to a 10 certification

I nformati on providing nethod, a system a recording nediumstoring a
certification information providing progcam and a certification server.
More particularly, the present invention relates to a certification

i nformati on providing 15 nethod, a system a recording nediumstoring a

certification information prOV|d|ng FrERremcandoxy certification server in
which a third r hority certifies information

provi ded by an T niormaiio er a network 20 that is used by an
i ndefinite nunber of user $ERIFICATIDON| AFORMATEON NEROVIDIN@IMETHeD, t O

the users so !$wéTauseRseoHDHREWEDYulS SHAMIEERERSCHIAGY BACKGROUND
ART 25 In s cqﬂ¥€$#¥onal certification_information rOV|8|ng system when
y

a third par ﬁgipqn?%QH}B¥N§yPB@ﬁﬁﬁM(ﬁymrﬁ%RﬁiFﬂﬁﬁTmme|ded by
an information $ERVEHer over a network that is used by an indefinite
nunber of users, and 30 certification information is provided to the users
so that a sense of security is provided to the users, a technology is used

in which a mar LREGHINECALeFIFAP certification froma third party
certification authority nhealdianhed: t oniBhanTal i,0n pLovi dgd by the 35
h

information provider . The third party certification orl?y stores
certlflcat?8n|QﬁEﬁhﬁfF6ﬁ1°€0ﬁ4£§ﬁWﬁWh@ntBIPWéQﬁRQ:m@tbﬁdhaﬁdsxﬂﬂbmhe
user 1 NOV 2004 recording medium storing a certification
. information providing program, and a certification
server. More particularly, the present invention
relates to a certification information providing
15 method, a system, a recording medium storing a
certification information providing program, and a
certification server in which a third party
certification authority certifies information
provided by an information provider over a network
20 that is used by an indefinite number of users, and
certification information is provided to the users
so that a sense of security is provided to the users.

BACKGROUND ART
.. 25 In a conventional certification

information providing system, when a third party
certification authority certifies information
provided by an information provider over a network
that 1s used by an indefinite number of users, and

30 certification information is provided to the users
so that a sense of security is provided to the users,
a technology is used in which a mark for requesting
certification from a third party certification
authority is attached to information provided by the

35 information provider. The third party certification
authority stores certification information
corresponding to the mark beforehand, and the user



-2 sengs a certification request to the third party certification
authority using the mark provided by the information provider, and LMY 2004
user obtains the stored certification information. 5 However, when the
above-nenti oned conventional technology is used in a systemin which

third party certification authority certifies information provided by an

I nformati on provider over a network that-2s used by an indefinite nunber
of 10 users, and certification information is provided to the users so
that a sense of security is provided to the users, a nmalicious information
provi der may proviseaceetitfifdatd oion nfeqoesitortcoftiee viehidd pbafrarymati on

provider to a ' | rform a
certification ;b;@%fég?l?%lg%g%a&% g if‘ftéééle@t |t1?19€::g?6|{’g]%1 ?H&P Cﬁ%
Therefore, if tePﬁ’raWEPB{!}étllﬁﬂ’orﬂﬁ?t\f%eﬁr og¢nderthsbtugews abhaiks ftdre

certification reguesd eéraivaldadidd of #BSERAA 1ROV der, and the nalicious
I nformati on.provi der 20 phesents the cert fIC t|on | nformatlon of the valid

i nf or mat i on>provi der to a"Q¥&r S5 niBtFRat FBE ﬁW(?\/l“%f‘éth?n?ﬁe mal i ci ous
information pradmeentibaal iteahtolosyy i isedsbyi t:h)e d hwsitéﬁr i¥h which

certification thPrplyrbonks dsidaififn! MLORERIAN der FEEILLI ed. 25 so

that there occurs a p hat a sense o decarit t“Be provi ded.
DI SCLOSURE OF TIef Q NRAREP NP TR dshask it anvemfp@matslqmmrovederrn o3@1 i ght

of the above- mentiemesrsi tHati QB lﬂb@%ycan %d@ﬁﬁ@é%mb&e@ﬁﬁ onis to
provi de a ngertlflcatlondl nformafH fI’OVldI ng met hod,, a system

recor di ng hedi URtor i A% aC8Ed LiYh 1PAPOPALEOS Jp?o?/FﬂVﬁaeﬁlr(Yé’ram
and a certificdtheomBsrsesvethhdr avererdsye ngf weetheri tay nbd | srousdiedl afgmat i on

gow der abuse%hceer,}égfgatéoml\la%f %rd{pst |%gf8£mgtlg%l 4 A9 LR Lon provi der
d for providing a true -
provide certification information of a valid

information provider to a user by illegally copying

15 the mark for performing a certification request from
a third party certification authority. Therefore,
if a malicious information provider obtains a mark
for certification request of a valid information
provider, and the malicious information provider

20 presents the certification information of the valid
information provider to a user, information,
provided by the malicious information provider, that
is not certified by the third party certification
authority looks as if the information is certified,

. 25 so that there occurs a problem that a sense of

security cannot be provided.

DISCLOSURE OF THE INVENTION

The present invention is contrived in
30 light of the above-mentioned situation. An object
of the present invention is to provide a
certification information providing method, a system,
a recording medium storing a certification
information providing program, and a certification
35 server for verifying whether a malicious information
provider abuses certification information of a

valid information provider and for providing a true



sense Qf security by presenting certification information only for a valid
'ﬁforngtion provider. To achieve the above-nentioned object, the present
invention is configured in the following way 5 The present invenyjpmw.s a
certification information providing nethod in which a third party 2004
certification authority certifies information provided by an information
provider over a network that is used by ag-indefinite nunber of users, and
10 certification information is provided to a user, the nethod including
the steps of: a ternminal detecting a request operation by the user;
sendi ng a provigéngei pffosratuiminty dgvepresentlime €ertifieattiiom request on

the basis of deigebefataRel ¥ an FafoLmBLiqn ORLALRL RYoBr ovdl N

i nformati on from an ornat | provi di ng-server
provi di ng |nfornat|on rqu@S@ChﬁeY%tﬁhﬁlﬁ@qyeﬁmqnﬂimnedabbgmauﬁcmMat|on

provi di ng pHXNﬁw&iéﬁﬁ1an@ﬁﬂ16ﬂ0§%|88n¥@@ﬂ¥é&fEﬁ £ﬁ&ek¥§idd¥%g way.
certlflcatlgn request ; ag% t he "pr.ovi d I nformation or

i nformation“on the basis ?Ff?EngﬁﬁQES%%ﬁ%rﬁﬁFFéﬁlﬂﬂiAQﬂng
program In thaniwrmataanl@mquﬁdﬁm@ImenhpﬁoanwnncmEéhedarﬁh®é£¥ nal

receives a pr@@ékﬁgfleEQB%atH¥héf S%ﬁEEQ%?onnﬁsg%f %23|%$Lg1na sends

the providing 30 information request €n server
of an inf or mat iRFPHBeFdEY; a@héﬁﬁﬁﬁmﬂﬁtpénpgﬂmmdﬁRmp%@rverngéamuﬁes a

D ovi ding [ AT or Mt Do r eueat e e e e e P e
o or mat 100, COIPES pOhARAGoro M BILET O ng S| AFPHAEGrcs cquUBSEr » DKt i on
i nformati on of mQﬂh¢®fonnéudomqmth¢rmﬁeps of:
. a terminal detecting a request operation
by the user;

sending a providing information request or

15 a certification request on the basis of detected
operation information;

obtaining providing information from an
information providing server that receives the
providing information request, or obtaining a

20 certification information providing program from a
certification server that receives the certification
request; and

displaying the providing information or
information on the basis of the certification

. 25 information providing program.

In the certification information providing
method, the terminal receives a providing
information request from the user;

the terminal sends the providing

30 information request to the information providing
server of an information provider;

the information providing server searches
a providing information memory means for information
on the basis of the providing information request,

35 and sends presence or absence of the information
corresponding to the providing information request,

location information of the information and the



- | Nov 2404 -4 S providing information to the termnal; the term nal
difsplays the providing information if the terminal receives the providing
information fromthe information providing server, 5 and the term nal
indicates that there is no information to be provided if the terningjydggs
not receive the providing information, and the termnal stores |ocation
i nformation of the providing information ig-display history information; 10
the term nal receives a certification request fromthe providing
information fromthe wuser; the termnal sends the certification request
to the certifi gatoobdsegvéenformdthivoretdi theatieamiseaver searches a
certification informationyg E?E er. formatlon
providing programon the g%m)creyr g égrg%ﬁfal %atﬁtﬂo%l 1?%%2@ and t he
certification sigHiR¥MaEAAE pleddivctorminsénee csfivas thleecplrpl\fmdaatq on

i nformation prawifhfdapiedr @monpecrH@Sp@flgkﬁattl%d ftﬁr&@iéiﬁef@@&%f equest
and | ocati nlnfcgrmatlgn of, rfé)i“flcatlon formatlon and t

certification iHbrEi ﬁrmﬁ 57 bGP af R |tt &8 st€ B8 the term nal ,
and 25 the ternimidrobtabns tohdecgytotidati aff tihef arehinal paeesding:
program fromt f t t he il ficatiaqn object

i nformation i nrcfecgéa{ %nkggeb%e%ﬁ;%ﬁ tjl“%ﬁgglmn g"r%rlrldt i ongpﬂj)w gﬁﬁé“l&aggram
and the newest Scﬁ%lfﬁ%ylanﬁlls?ﬁlorlylﬁwr@)@hh@noﬁfartélq e @ah@inghe term nal

di spl ays the canffdifation LAl HisHiHN haddorYhem eyt 868; N0t the sane or
when the c étlflcatlon I n orrratlortﬁpjlrﬂci)w di ng program does not exist, the

t er mi nal pl ays not - cer tPFi &&5 FPOR1¥ESa B35t EFairaon

i nformat i on di sayesesiitom thet heroerdifgcahiformatfiosmaftron phevi di ng

. user;

request to the certification server;

the terminal sends the certification

15 the certification server searches a
certification information memory means for a
certification information providing program on the
basis of the certification regquest, and the
certification server sends presence or absence of

20 the certification information providing program
corresponding to the certification request and
location information of the certification
information and the certification information
providing program if it exists to the terminal, and

. 25 the terminal obtains the certification
information providing program from the certification
server, and when the certification object
information included in the certification
information providing program and the newest display

30 history information are the same, the terminal
displays the certification information, and, when
they are not the same or when the certification
information providing program does not exist, the
terminal displays not-certified information as a

35 certification information display result.

In the certification information providing

method, the certification server:



met hod, the certification server: - 1 NOV 2004 -5 stores, beforehand,

i hformhtion used for generating the certification i nformation providing
program generates the certification information 5 providing progﬂdﬂWbmng
searching the information used for generating the certification
information providing programfor information corresponding to the
certification request; and sends the certification information 10 .
providing programto the termnal. In addition, the present inventionis a
certification information providing systemin which a third party
certification authority cestofess befbaelrridn pnovrfad iy ansddf pgpation

provi der over 19eAcBRlI {1l oborused by AN LRASLL0LLE number, of  jusers.

and certification infor ion i s provi _
conprising: a tBFRPA&Miconprising: request det ectlon means for detecting a

20 request operation by t@Mteée%%srcérsﬁuf%%éﬂsﬂﬁoﬁﬁﬂgi%g
providing i r%f or t| on,request or ;a,bcert I fication request on asi s of

operation informatl on G FEQFFDYPY nECPEFIENT deh @ ctRERIMBdHLN 2Esed
i nf ormati on obt&®ni ggnewartsi rfortiodt aentmglaﬁatplrml ih pgringftQlorat i on

[t or bt on pract dr ok, G cEa it O e RS E coRE B PR ¢ cquest.

i nformation providing program corresp SR
and display cont?®l cﬁﬁ&ﬁ§lf°@rt3d?%p¥%91lﬁgttr émdprow di ng i nformati on when

the i nformation obtai ni ng seﬁﬁﬁd’lstlﬂ@t@éﬂﬁltfh_%ap{l% di REckREQsRE 1 on, and for
cﬁsplayinglﬁaﬂééégféi g ﬂyégﬁg%'€@ kLen ermlnal
In addition, the present invention is a

. certification information providing system in which
a third party certification authority certifies
information provided by an information provider over

15 a network that is used by an indefinite number of
users, and certification information is provided to
a user, the system comprising:
a terminal comprising:
request detection means for detecting a
20 request operation by the user;
request issuing means for sending a
providing information request or a certification
request on the basis of operation information
detected by the request detection means:

. 25 information obtaining means for obtaining
providing information corresponding to the providing
information request or a certification information
providing program corresponding to the certification
regquest; and

30 display control means for displaying the
providing information when the information obtaining
means obtains the providing information, and for
displaying certification information if newest
display history information and certification object

35 information included in the certification
information providing program are the same when the

information obtaining means obtains the



di splay history information and certification object 35 information

i hcludéd in the certification -information providing programare the sane
when the information obtaining means obtains the -1 NOV 2004 -6 -1 NOV 2004
certification information providing program wherein the newest display
history information is extracted fromdisplay history information that is
stored when providing information and certdfication information 5 are

di spl ayed; the certification information providing systemfurther
conprising: an information providing server for providing information

correspondi ng t oetrtte flilcaetbhf i adbiran Tiegst ot 94k g tlﬁrdqugé}h Qﬂgrgi&l g

certification s er rovidin . certifjcation’information provi
program corresgg\édinrgﬁsogt%\é/gg%?gi ﬁlc;séctq%ﬁ T1RHBESA O™ Hes e%xERRAARd 15 |n
the certificati 6ROMnfGramtavnhpsdvirdi g f eysd ehont haadi SP ayt 60841 ghepeans

i ncl udes: di spl pyokiigticiy Ste&+A ns, for L spkaying the providin

i nf or mati on ndpt ﬁe;,clerc'%/i ficati gﬁﬁ??ﬁ %rnncgt?%%§g%§¥§tl%ﬁ g 7B aPfon 20
i ndicating | ocalff&n PR $Ht or mation in di splay history information; and

determ ni ng neans for, whethé heereefFtichitGair %f@fﬁé@bho%ﬁ@j}’é L9
programis obtg%ggg (}Iﬁp&rpélﬂ_n I(r:lerti f.ication information 25 1ndiCating
that certification objéct is certiPF&8ihly when a certification

i nformation presence idertl firformatpoasendviadingenestedi Ay history

nformati on Stopedviaskae il abic NbA! AOL I nJERES s, The same as the
eain

certificati,gn object .30 information i1nclu e“certification
10 %ﬁfﬁ&lﬁfa‘&df’d}nr?%u?ﬁé &er tthig R Thna bt oamat i on provi di ng

I nformati on pro?/
system the certificationaseresetifncbydlen: server for providing a

. certification information providing program
corresponding to the certification request to the
terminal.

15 In the certification information providing
system, the display control means includes:
display history storing means for
displaying the providing information and the
certification information, and storing information
20 indicating location of the information in display
history information; and
determining means for, when the
certification information providing program is
obtained, displaying certification information

. 25 indicating that certification object is certified
only when a certification information presence
identifier is “present” and newest display history
information stored in the display history storing
means is the same as the certification object

30 information included in the certification
information providing program.
In the certification information providing
system, the certification server includes:
program generation information storing
35 means for storing, beforehand, information used for

generating the certification information providing
program;



program generation information storing 35 neans for storing, beforehand,

i hf or mati on used for generating the certification information providi ng
program -7 program generation means for generating the certificationNOV zpp4
i nformati on providing programby searching the program generation

I nformation storing mneans for information correspondl ng to the 5
certification request; and program sendi ng’means for sending the

certification information prow d| ng programto the termnal. In addition,
the present invention is . n(?ut er readabl e medpum storing program
code to be installed on apt é’r%% FOF T BEOPTMRF L er 1 PFi O8PER TR or mat i on

to a user in whilh aerhifdcparion mformad:atolmrpmntmmgyparelgmdme@y .
formation. provd dedihy A AL OeREQUIISL, AMEFo BdElual 1 A5 Lhgt 1S

used by an indefinite_num users uter rea U S

i ncl udi ng: reqi®3ngefact F&ﬁ%%c%@érﬁémqmg et 8Bei ng a request
operation by trteemsieficaequelstrecgmﬂg gragram code nmeans for 20 sending a
provi di ng i nformation rqu est. .o a rtifi catlogi ues .on the basis of
operation information deféce (fmbys?rh TPEqIES S0t Bfgoﬂjlh&n code
means; i nf or natdenit bbiaknbiieg gmdyrmma tode pearvsdlzﬁgf;mrogbami miong:hpg ovi di ng
i nformation cordespongding to the providing information request or a
certification informati on provi di ng program correspondi ng to the

certification request; andPdSSihiednt EBE Bregesk coreentans figr a 30
di spl ayi ngl10 he qumvatie AgrieatiabiIrl intsd e Nstbe i nghfprdet dRncslkaity Nk means

obtains the prayhing 4nLa" TG AP FOL L3R N9 CEELL T, CaY U,
. information to a user in which a third party
certification authority certifies information
provided by an information provider over a network
15 that is used by an indefinite number of users, the
computer readable medium including:
reguest detection program code means for
detecting a request operation by the user;
request issuing program code means for
20 sending a providing information request or a
certification request on the basis of operation
information detected by the request detection
program code means;
information obtaining program code means
. 25 for obtaining providing information corresponding to
the providing information request or a certification
information providing program corresponding to the
certification request; and
display control program code means for
30 displaying the providing information when the
information obtaining means obtains the providing
information, and for displaying certification
information if newest display history information
and certification object information included in the
35 certification information providing program are the
same when the information obtaining means obtains

the certification information providing program,



information if newest display history information and certification object
| Af ormation included in the 35 certification information providing program
are the same when the information obtaining neans obtains the
certification information providing program - | NOV 2004 -8 where'nNmm9m4
newest display history information is extracted from display hlstory

i nformation that is stored when providi ngg+4 nformation and certification
information are displayed. 5 In the conputer readable nmedium the display
control program code neans includes: display history storing program code
means for di sphgtien tbeepneveditnglisybzaymhienoanyd irtforreetiohi dati on

nformation andslaries dEehl asHdY HOLyokyl GTRLIAN 605 T EARANGING L0

the information in penory means et erm hi_ng program code neans for,
when the cert SG5o&R9 oRR ¢ fBFHﬁﬂF&W%ﬂ%ﬂ@ﬂ?ﬂ@tﬁPﬁgﬁﬂéJ%?erféFﬁédPn
di spl ayi ng cerUmMGxﬁatwbnnﬁﬁenﬂu5®16¥bdndlcat|ng that certification
object is c§rt|f|ed only Mheﬂenemest dlspla é tor nfor blon stored

in the nenory neans is the sane &SR tf ?%bt fif or mat i on

i ncl uded in thdisgrkdyicantonl pmugnﬁm|deermeansngqﬂkgﬂemn 20 The
present invention is a cogpubehy mq%%h!;e gregw%sb%grpargreaae%%%% to be

installed on a certjification sérver providing” certificat

information to Qrfﬂ%59¥@%hpaht§etHHQquﬁﬁgylﬁéPFWﬁﬁﬁﬁqo%nﬁuFHGr|ty
certifies inf oemtumé&tpmvud@drmmn nf@naatsrt@rnprq)\ui@player a network
that is u b | ndef | pi nber user s the uter read bIe

medi um i nc ud| %‘dsncpor c}grarrlﬁg?:% 8t#eanscqfrol?ess% gﬁ ﬁg tfoo %:er i %

i nformati on prdw dgiamp Ry ogeansfir emd30 certification |nfornat|on prOV|d|ng

.ogr ans stored determining program code means for, when
the certification information providing program is
obtained, displaying certification information

15 indicating that certification object is certified
only when newest display history information stored
in the memory means is the same as the certification
object information included in the certification
information providing program.

20 The present invention is a computer
readable medium storing program code to be installed
on a certification server for providing
certification information to a user in which a third
party certification authority certifies information

. 25 provided by an information provider over a network
that is used by an indefinite number of users, the
computer readable medium including:

program code means for searching for a
certification information providing program from

30 certification information providing programs stored
beforehand when the certification server receives a
certification request from a terminal of a user;

certification information sending program
code means for sending the searched certification

35 information providing program to the terminal.

The computer readable medium further

includes:



bef orehand when the certification server receives a certification request
ffoma’ternminal of a user; certification information sending program code
means for sending the searched certification 35 information prqﬁiﬂyngm‘
programto the terminal. The conputer readable nmediumfurther includeS™ - 1
Nov 2004 -9 program generation informati on storing program code neans
for storing information used for generati-Bg the certification information
providing programused for certifying providing information in 5 nmenory
means bef orehand; program generation program code nmeans for generating the
certification information B ¥ ngengradgrian binfeamshiiog tsteorior mat i on

used for generaprograhe cerid iké£Rsi 08ri BEQBId oy P oYL diing I8 HrogLam
correspondi ng to e

stored in the ans for information ) e
certification r %ﬁ%%?ggﬁﬁjﬁﬂ?mﬁ%ﬁ?%gﬁ&?ﬁdﬂ&wﬁﬂ%ﬁﬁ%@@é°ﬁe&ﬁ9W¥ﬁlngending
the certificatiBROUNROr WsEdf @r ove dk nfy iMoo eow 1 @i h§e i heoFma i o 51 ghe

pr esent invgntnggm5§yamggﬂgfﬂ fgﬁanaerver for verifying whet her
informati on provided by an information’provider via a network is valid,

the certification server PEREHFIB| GgReEation qmaimranntodentieams efpest 20

recei ving meansgéméraegaiyvitt® acetiFibaatiban i dRAMESt i ¥ha E?%f&%ﬂﬁrk; and
certification hgégégg%ign sendi ng. neans for_ searching cerPi I cati o
i nf or mati on mernory?neans? 6% 9i FRgatPSR i tor PRt #SAIPES di ng progr am

on 25 the basi sI®Meraeioer thhfe catrohf tequesh, iakbeadiog prb&iding

certification igiosfRhi QR R {H NGO RGLBTL! Qe ddle FELVWOLE When the

certification informati on, providing progra exiets. ermation
corresponding to the certification request; and

. program sending program code means for
sending the certification information providing
program to the terminal.

15 The present invention is a certification
server for verifying whether information provided by
an information provider via a network is valid, the
certification server comprising:

certification information request

20 receiving means for receiving a certification

reguest via the network; and

certification information sending means
for searching certification information memory means
for a certification information providing program on

. 25 the basis of the certification request, and sending

the certification information providing program to
the network when the certification information
providing program exists.

Accordingly, the terminal that receives

30 the providing information request from a user
obtains information corresponding to the request
from the information providing server, and displays
the information to the user. In addition, the
terminal stores information indicating the location

35 of the information in display history information,
and issues a certification request for the providing
information to the certification server. Then, the




Accordingly, the termnal that receives 30 the providing information
request froma user obtains information corresponding to the requesNlV fi¢m
the information providing server, and displays the information to the
user. In addition, the termnal stores information indicating the |ocation
35 of the information in display history information, and issues a
certification request for the providing Thformation to the certification
server. Then, the r T - 1 NOV 1004 -10 term nal receives the certification
informati on providing,programfromthe certification server, and conpares
certification(ﬁﬁ%%%ngﬁfaﬁﬁgﬁﬁﬁ§i#%?h%ergéFPFﬁqiﬁqcﬁP AFBAKC on
providi ng progrramwiding pewestanhi Stamythaf cemrdtiifare et sackedvieromd e

di spl ay hi st ory.d t ; €. term.nal can

di spl ays the(ﬁﬁ%ﬁé?ﬁg?igggﬁﬂﬁgﬁﬁéiﬁ%ng%gekﬁeﬁﬁig?mﬁ%gé? ?Hethe
certification Gt FhfRrbACNs idifegelioBnPy ONHEH nchee regan ¥4 tdi spl ay

hi story infBrmméWEbﬁnﬂiEherﬁemﬂﬁdﬁﬁﬁtﬂan eRiteGlctidd Of FBhi PReare the sane,

wherei n the newest ldisgla¥ i story information is extracted from display

history informat1 G #h thE PEFmTHi O T RNt OBer t MECat 7Y obF 8cthenfS@maat i on

is in the 15 cetd fieaminali ochor rhtsmhaps ovhdi vg mriddicat sent fromt he

certification sgiaely,dhghetar end r@% canp,hg Prevented s § 1t%.,ti%nnnl i ci ous
te |

information provider can be preven from présenting ~ cer i"cation
i nf ormation of AT iAROLSadiiceP Lay ¢ oo d¥r wherusihey mewask provi ded by

the infornmoi oriiguoay detstREVFRE SER PTbANaGE Tthle RRAVWNES-Eitgoh is a
(oo, o, SxPLTATe LREp fasnell ocel LUneP” Saalc LIVERL o0 R 2,
.nfigur ation ofisplay history information is extracted from
display history information in the terminal, and
certification object information is in the
15 certification information providing program sent
from the certification server. Therefore, fraud can
be prevented. Thus, a malicious information
provider can be prevented from presenting
certification information of a valid information
20 provider by using a mark provided by the information
provider.

BRIEF DESCRIPTION OF THE DRAWINGS
Fig.l is a figure for explaining the
. 25 principle of the present invention;

Fig.2 shows a principle block diagram of
the present invention;

Fig.3 shows a configuration of a
certification information providing system of the

30 present invention;

Fig.4 shows a sequence chart for
explaining operations of the certification
information providing system of the present
invention;

35 Fig.5 shows examples of a providing
information location identifier and a providing

information data packet according to the first



certification informati on providing systemof the 30 present invention;
Fi‘g. 4 Shows a sequence chart for explaining operations of the .
certification information providing systemof the present inventi 0@ aﬁ
Fig.5 shows exanples of a providing information location identifi er "&n 5:1
providing information data packet accordi ngﬁto the first -1 NOV 2004 -11

enbodi nent of the present invention; Fig.B1 ows exanples of a
certification infornmation location identifier and a certification

i nformation dat%ngﬁagﬁten%ccoog g%lp‘g %?e%gfelﬁi :%f?’tserf‘? enbodi nent of the present

i nvention; Fig. OWs an exa P het ween | ocati ons of
rovi di ng i nformation and Fiee 6 pslhevdi agampflersrat £ oa; cEirgid isfaciso@n

gxa | e gf a sendEfgmalQ ressags: n; HAE +AFQ di igfgr tiifon resence

Cdentifier ind cates - r_gsmgnt " nwtslﬁel?i Fst er_%o | rent Sﬁt'helcpr St

i nvention; Fig. 9" SA5M8 tarte it PaFketl arcomshing toctheef ilrsdati ons of

certificati®n immmaﬂie@m a1t tHS }]Sﬁéé%ﬁltCafn'v?hﬁﬂiﬁf mat | onv\ﬁrowt ﬂ' ng
rograns; 20 Fig.10 shows _an a e of _a sendi.n ssage when the

Br ogi di ng infor %at i on pr egg'r?c'e Finig%vﬁ?i ?Perexiaﬁm]tegt%gEr%ggéﬁP'nsiWR%e first

enbodi ment of thetpeesedpciahiens onf Frgvidisigovin forexaiphe agfd aisendi ng

message when the-Setfk hhCatisy bl fqation presence identifier indicates
"absent" in thg‘t?rfi rst gnbodi mené{tﬁ%% fhe present invention; Fig.12 is an

al gorithm of the 25 certFiidcdt iDHPYHf BRNEKAHW LR RF di ngepddgygam accor di ng
to the firsdo enoshagat waknt M1ePES®Piding information presence

identifier indicates “present” in the first
. embodiment of the present invention;

Fig.9 shows an example of relationships
between locations of certification information and

15 certification information providing programs;

Fig.1l0 shows an example of a sending
message when the providing information presence
identifier indicates “absent” in the first
embodiment of the present invention;

20 Fig.1ll shows an example of a sending
message when the certification information presence
identifier indicates “absent” in the first
embodiment of the present invention;

Fig.12 is an algorithm of the

25 certification information providing program

. according to the first embodiment of the present
invention;

Fig.1l3 shows an example of the
certification object identifier of the first

30 embodiment of the present invention;

Fig.l4 shows an example of relationships
between order of display histories and display
history information according to the first
embodiment of the present invention;

35 Fig.1l5 is an example of a sending message
in the case when the certification information

presence identifier is “present”, and the



I nvention; Fig.1l3 shows an exanple of the certification object identifier
of the:first 30 enbodi nent of the present invention; 35 presence identifier
is "present”, and the Fig.l4 shows an exanple of rel ationships between
order of display histories and display history information accordill§Vt 2504
the first enbodi nent of the present invention; Fig.15 is an exanple of a
sendi ng nessage in the case when the certlft+cation information - 1 NOV
2004 --12 certification object identifier and the newest history
information are the same according to the first enbodiment of the present
i nvention; Fig.9%*Fifaradifpiddifch idpatid inssa@ thei nemestcase when
the certificatilohstober intficdima ieseace kHentddieradsor@iagehtlo £10d the
certification o igg% E%gnthier anﬁbtﬂe newest hjistory infornation are not
the same accordihg Fo® PREWFIFTEE ShbbBFnBRESE Y P BERELAR /i nvention; 10

Fi g. 17 shows a confi gurat Fdig.df6 the aveekifipda ich a n§endahigomaysugdéi ng
system accokdi ng, {RetRg §eg@&% dj : £Qf_ .t resent invention; Fig.18
shows an exanple o ?elafions_l‘gﬂp%fbggggfﬁéﬁ§n§¥Pcﬁ? P R4 h

i nformati on andP¥9eenes d€emtifdry ohs obpses eintf’or mend ohhaccording to the

second enbodi mexdroi fibatpbesyjddwenibani thiet LheShene aBwalsgorit hm of
t he certificag{on i nfo

tmation providing program generation part of the
second enbodimﬂﬁs%ﬁthéggﬁr' é&ﬁﬂ ?ﬁ%eﬂBFo herisfimR) ARGREIERIestdhpl e of a
certification thdof hustormpodiimimy pf oghampirenysdrat ei meentdiong to the
second enmbpgi ment of the prgsqRt dHWPHLLO8pnfigquration of the
certification information_providing system according
. to the second embodiment of the present invention;

Fig.18 shows an example of relationships

of locations of certification information and the
15 certification object information according to the
second embodiment of the present invention;

Fig.19 shows an algorithm of the
certification information providing program
generation part of the second embodiment of the

20 present invention;
| Fig.20 shows an example of a certification
information providing program template according to
the second embodiment of the present invention;

Fig.21 shows an example of a certification

. 25 information terqplate according to the second
embodiment of the present invention:

Fig.22 is an example of a sending message
in the case when the certification information
presence identifier is “present”, and the

30 certification object identifier and the newest
history information are the same according to the
second embodiment of the present invention;

Fig.23 shows a configuration example of a
computer.

35

PREFERRED EMBODIMENTS FOR CARRYING OUT THE INVENTION

Fig.l is a figure for explaining the



Fig.21 shows an exanple of a certification 25 information tenplate
atcording to the second emnbodinment of the present invention; Fig.22 is an
exanpl e of a sending nessage in the case when the certification _ 'NQKZUM
information presence identifier is "present”, and the 30 certificafi

obj ect identifier and the newest history information are the sane
according to the second enbodi nent of thelpresent invention; Fig.23 shows
a configuration exanple of a conputer. 35 PREFERRED EMBODI MENTS EOR
CARRYI NG OUT 111E INYENTION Fig.1 is a figure for explaining the -1 NOV
2004 -13 princPprREGPIENE i@ eRGBAt LBV enieme certification

i nformation providing methodios &QEt)ﬁ!EQ?ﬁ.&titd'rﬂVﬁE‘fdk%gt@o}heiﬁ:{?éc{\ng_sdgﬁ&eﬁS
a request operati y er (ste e termna or

prov?ding info?ﬁ% ﬁ%ﬁ P§q£§§ éﬁ?%g?%iFPE&H?%?WeqﬁeE?rBﬁnﬁ_ IRt et D the
detected oper &t i bBRAIRABEr P@SHL (G epé_Z)a, utsleer t(esm;pnal) tha!ena:eﬂtairi]magled

i nformationsfr o 8§i hREQEMRIAR PIRY! 94 RE rrS§'iY cglves the

provi di ng infornaf?%gélosggzuest&isqep S%fmbﬁﬁiﬁte %@éﬁgﬁaprrecelves a

certification iTHorhhtFEAIPTORRAYRS br 88r &Mef bRf s eErthei dattieorteskr ver
t hat receivestdpen@tibhidamdrMaﬁf@we$gté§tQp;ch@ngegmgngqrqygé%%% he

resents the ' ptow ded jnforpation or, informtion based .
Eertification?ﬁﬁ%ﬁﬁg Fo%géﬁﬁﬁﬁﬁ%ﬁfpfgﬁwaﬁp ﬁ&éﬁﬁ?%&b??s?éﬁ“ﬁﬁl¢gg.2
shows a princi pi®roebckhditagesniofes t tise ppesenitdiimy eim fonmathen _
certification iiQuasti earRpOW)dl N, 20n8Y SbeMifaf N PLERERL A NVenti on
includes a term nal, .20, an infaormation providing server t Rat provi des
i nf or mati on coﬁﬁéﬁﬁﬁﬁ?ﬂalPB e PR E Ypgproviding program from a

. certification server that receives the certification
request (step 4}, and the terminal presents the
obtained provided information or information based

15 on the certification information providing program
to the user(step 5).
Fig.2 shows a principle block diagram of
the present invention.
The certification information providing
20 system of the present invention includes a terminal
20, an information providing server 30 that provides
information corresponding to the providing
information request from the terminal 20, and a
certification server 40 that provides a

. 25 certification information providing program
corresponding to the certification request from the
terminal 20. The terminal 20 includes a reqgquest
detection means 1 for detecting an operation
requested by a user, request issuing means 2 for

30 originating a providing information request or
certification request on the basis of the operation
information detected by the request detection means
l, information obtaining means 3 for obtaining
provided information corresponding to the providing

35 request or the certification information providing
program corresponding to the certification request,
and a display control means 4. The display control



i nformati on request fromthe termnal 20, and a certification server 40
that provides a 25 certification information providing program
corresponding to the certification request fromthe termnal 20.- TN&Y 2004
termnal 20 includes a request detection neans 1 for detecting an
operation requested by a user, request issuing neans 2 for 30 originating
a providing information request or certifl%ation request on the basis of
the operation information detected by the request detection neans 1,

i nf ormati on obtai ni ng ans .3 for obtaining pravi ded i nformation
correspondi ng 5 e %Fgﬁﬁﬁﬂﬁdsiﬁ??é%ﬁﬁgﬁ 6F e T3t PRaRER iti¥r mati on
provi di ng prodireincoat éspopdiovd dimg heeaest B3f iobaid infs r €geprovidial a
di splay control; he _di spl o] ol - 0 2004, -14 . neans 4
di spl ays the provi geg ?%?;(gfﬁrg?ﬁd(sjn %eer?l ?%é hlng (J)rrmrfnh’gél‘%% PPEILBAY means 3
obtai ns the pr®Aafd 3i absadas ¢n, candl f ihahiome infarmation obt ai ni ng
means 3 obtgi nprowedihdi ﬁﬁbbﬁ}%rd,nf’é}{ém&i@ﬁléyp%\ﬂﬂd‘? R&ggLam the

n

di splay control neans, 4 resents the certification information to the

user, when thé’ﬁ?e%%’%‘fsd?:gﬁl 56 i3t AR oL RECTFIR TRP t e ther UisEoat i on
obj ect i nf or matwihem atleet heweane diwhek £ nhi beorgwasif chiwpt aynhhaorshe

el S0 ¢ A LREAE, LIRSS df Rt LSt oTed wher
i nf ormati on i s%hifieedthg pe¥esderdigsptayi basitofrar i f eormatdendiisg
program Fig. 3 edtascedetabhed Gy dPul 86E80yOfin -l 68 bibieaf ion
i.nformation proyiding system,aof . the present invention. The system shown in
the figure i nclwtg’(fé'b ‘%‘eugﬁ?vi%eldeddbg‘?p’i'rhﬁtéﬂno&érz?tqtc?rﬁn%dt efRn&he0
‘fer ated by theeuserfilfataoni pbgrenet i onf prodicdiong i20 ives Veded0ihhathest or es
ormation pr@@f%%kf@é@?on information providing program.
Fig.3 shows a detailed configuration of
15 the certification information providing system of
the present invention.
 The system shown in the figure includes a
user 10 requesting an operation, a terminal 20
operated by the user 10, an information providing
20 server 30 that stores information provided by an
information provider, and a certification server 40
that stores a certification information providing
program that displays certification information
provided by the third party certification authority.
. 25 The terminal 20 includes a request
operation detection part 201 for detecting an
operation requested by the user 10, a request
information sending part 202 sending a signal to the
information providing server 30 or to the
30 certification server 40, a request information
receiving part 203 for receiving a signal from the
information providing server 30 or the certification
server 40, a reguest information display processing
part 204 for receiving a signal from the request
35 information receiving part 203 and for processing
the display on the basis of the signal, a request
information display part 205 for performing display,



i nformati on provider, and a certification server 40 that stores a
cértiffcation information providing programthat displays certifilddVigm

i nformation provided by the third party certification authority. 25 The
terminal 20 includes a request operation detection part 201 for detecting
an operation requested by the user 10, a ]{)%quest I nformati on sendi ng part

202 sending a signal to the information providing server 30 or to the 30
certification server 40, a request i nformation rece|V|ng part 203 for

receiving a signpl {remphgy Wi i PoPE o202 LNG o

certification server 40, a request orma % g%s roce55| ng rt
204 for recei v@ng’“dg%f?'bngffof“r et r@qm‘és%nésrm#@%t%ﬁpié&emmg par t

20? and for gr@mleas'mr sggrd]gzsgpldass;?rw hﬂlb@alrsy anﬁchﬁnétﬂaﬁ| boaiad igueszi
i nf or mation di Ys P2 or,.perfornin and a
di splay hi st or;slf%sr?or%)%%“ﬁgr ?hfog%s&lq’%cléfgtﬂﬁy d‘“)s{qogﬂ%f—i‘q?ﬁmtf’hé:hleequest

i nformati onddi Sifaneparinfodsation stisphygy dpsplcays siirsy gpyrtnfordmat i on, and
for sending the display nigeoty dolTRbA BrbikilGid JEApest 3pnf or mati on

d| splay processin art . The information providing server 30 includes
a providing in dem ‘?eﬁﬁ@é’tldrlé’éklW%rmﬁﬁllf’%(ﬂ?qltﬁs? eEeFPING g si gnal
fromthe requeplart rf®I mibroresendiiig parsighal Efr@anVIildé Ngedfelshf or mati on

search readi ng, RFL 0 1$8rsen %Ig:‘élt r%gaor?ta%g&ggglgr %%:);]nt rovi di ng

i nformation reduest T ecerviRg r eadi ng
i nf or mat i okP préﬂfdé”dnd)‘yl@heseﬁﬁ@bmammopadér 302 ;ﬁcm/ldeuglwmfn@r @at i on

storing part 3Q@3¢rf1 SfLEhNEheld AU 01 h BECHARLIA] AYqhBEci Nf Or mation
provider, and a providin InfSQ tion sending part 304 for sending a

ggnal to the FEGESSHLR%fBR At st 6184 hgh ﬁgt ages 13249t er ni nal  20.
e certificat iofoserateiodOprpeoliddes ey 2theef hif birtattiom i pf ¢ erQn & equest
receiving part 4QLi4ing information storing part 303 for storing
15 providing information by the information provider,
and a providing information sending part 304 for
sending a signal to the request information
receiving part 203 of the terminal 20.
The certification server 40 includes a
20 certification information request receiving part 401
for receiving a signal from the request information
sending part 202, a certification information search
reading part 402 for searching and reading a
certification information providing program for
. 25 displaying certificati_on information presented by
the third party certification authority, a
certification information storing part 403 for
storing the certification information providing
program by the third party certification authority,
30 and a certification information sending part 404 for
sending a signal to the request information
receiving part 203 of the terminal 20.
Next, operation of the above-mentioned
system will be described.
35 Fig.4 shows a sequence chart for
explaining operations of the certification
information providing system of the present



for receiving a signal fromthe request information sending part 202, a
certifrcation information search reading part 402 for searching and
reading a certification information providing programfor 25 di kpiagidhg
certification information presented by the third party certification
authority, a certification information storing part 403 for storing the
certification information providing progréerby the third party
certification authority, 30 and a certification information sending part
404 for sending a sjfgnal to the request information receiving part 203 of
the terninal ®Bperation of the above-nentioned systemwill be
described. 35 Fig.8itshol®la TéguarseEr charpetdob rmexpd aprdbRgdepgr ati ons of

the certificatige, J.Lr[é;?igﬁt E%&}%r q:w ggggﬁ%xét em of the \rﬁ?jﬁa 1 NOV 2004
e

-16 0 O invention. g perfo 2r9fornat|on
request operation H¥EPhéleer ﬁlhﬁalreZDJeS’St epeva)mTheie‘equ’ewnoparrai i on

detection part 2da 201 the! Rerkamanalo 2Pee8egbkepIPIdhgg | nf ormation
request operati.on.fromthe user, detects the providing Ihformation

request, gener atELE B0 dPAYESH ARRER BAOReGEOR HYriaPerandes@nds t he
signal from thelreequestidhfigr mmificamasensh ngegaelts t20dille t9t&Beai nf or mat i on

providi ng serv o e rOV|d|n I nf,ormati on_ receivin art
301 in the inf rﬁ%?%%ﬁggréégggrﬁg{seosnver §BegFec§e|%1§ 1 HE" %rfﬁf‘glsnghep
i nformation reddenaki fran theomedvesierivh harmagicrhe grdimdi pgritnf2drrat i on

15 search rgadigyg métlﬁ@grﬁls%&%%ﬂmm | @RI 0V gled by the
ormation storing part 303. If

information provider fr pr ovi dij
there is providi ‘?%fﬁﬁi\t r%Bﬁ P 5¢ ‘a‘?nbnﬁﬁfr&aﬁ;dtqunrece“’lng
. part 301 in the information providing server 30
receives the providing information request signal
from the terminal 20, the providing information
15 search reading part 302 searches information
provided by the information provider from the
providing information storing part 303. If there is
providing information, a providing information
presence identifier indicating presence or absence
20 of the providing information is set to “present”,
and a providing information sending signal including
the providing information presence identifier, a
providing information location identifier and the
providing information is generated. 1If there is no
. 25 providing_ information, providing information
presence identifier is set to “absent” and a
providing information sending signal including the
providing information presence identifier and a
providing information location identifier is
30 generated. Then, the signal is sent from the
providing information sending part 304 to the
terminal 20.
Step 104) The request information receiving part
203 in the terminal 20 obtains the providing
35 information sending signal sent from the information
providing server 30. When the providing information

presence identifier indicates “present”, the request



presence identifier indicating presence or absence 20 of the providing
information is set to "present”, and a providing information sendiirdV 2004
signal including the providing information presence identifier, a
providing information |location identifier and the providing information is
generated. If there is no 25 providing information, providing information
presence identifier is set to "absent" amdla providing information sending
signal including the providing information presence identifier and a
providing information |ocation identifier is 30 generated. Then, the signal
i s sent from t HEIPFBIFEPRgALSFIIRIRBACSBAANEg Pedrt VY dbsphayst &l nal
20. Step 104% Bmvmamgtihnrb@?mﬂm. I eRREMI ﬁ@ep@fﬁoxiz?@ﬁn@nfthe tﬁrm' nal
20 obt ai ns the .providi 35 _information sendi.ng signal sent.fromthe

i nf or mat i on m%ﬂﬁéﬁ?%ggnggfgifnQﬁmﬁﬁkﬁglS%S%iiﬁﬁ}??ﬁ%?na?%&ﬁn&nesence
i dentifier inditdet esedpessepanfonmat ¥eyuadssplayl PO &OUng 1Parti 2y mat i on
display progessidifh patts 2Q4ndls3pldy s ddiecaREAY! Ahad 1 OLIBLLOR, Ven the
providing information presence i'dentifier 1ndicates ""absent”, the
request i nfor netticHFRR §bPRY thr syt padt 28hen gdihs a¥egugsikessage

i ndi cating thatidfhereatSonodiispleymgiden tosbaippaddedrdiieqinghe request

I nformati on di spl art 205 _displ ays_ provi di iLnformati on_or the message
i ndi cating thaﬁqﬁﬁgé?{éoﬂoofnﬁﬁﬁnﬁ%%ék?% BEBEFSJH T%g%gtﬁgFrf request
10 i nformati onndi sigplEgrmatibn ito pregomedded.t bo ddwmt d0refineaddition, a

providing i@f oripid e £ P6A! H9BpladeHddh PE 1 BdLcAM dPCRET PROLSHIE
providing infqrmation |$ stored i'n the display history storing _part 206,
wherein the prdidi ngti A8t fdPlon 3 REATHALRT FAEATTA FOR ot PESHERES to the

.ovi ding inforiErnioifier indicating location of the providing
information is stored in the display history storing
part 206, wherein the providing information location

15 identifier corresponds to the providing information
displayed on the request information display part
205.

Step 105) The user recognizes the providing
information display result displayed on the request

20 information display part 205, and performs
certification information request operation for
requesting certification information for the
providing information.

Step 106} The request operation detecting part

. 25 201 in the terminal 20 receives the certification
information request, generates a certification
information request signal including the
certification information location identifier
indicating location of the certification information,

30 and sends the signal t¢ the certification server 40.

Step 107) The certification information request
receiving part 401 in the certification server 40
receives the certification information request from
the terminal 20, the certification information

35 search reading part 402 searches the certification
information storing paft 403 for the certification

information providing program on the basis of the



di spl ayed on the request information display part 205. Step 105) The user
recognikzes the providing information display result displayed on the
request 20 information display part 205, and perforns certification-1{NOY 2004
i nformati on request operation for requesting certification information for
the providing information. Step 106) The request operation detecting part
25 201 in the terminal 20 receives the cer¥8fication information request,
generates a certification information request signal including the
certification inforpption,location identifier indicating |ocation of the
certification icrﬁrofr’r?é’r%ﬁ,mé‘o LI P eSO P hé OSPgrHAR e mei Eapeif | Ot i on
server 40. Steped)iFhe centtifficatitboni bhobyeiatdon eskest dihgcei vi ng part
401 in the certj,f Lon_server. 40 _receiy the.certification information
request from Eﬂéﬁéﬁ%ﬁfnglgfé%ﬁ:ef%éﬁ%ﬁf%gg FOR SO P BRCS5 sear ch
readi ng part 4GAeschithes dRdicerting daresancenfodr mité orestbfing tdamt 403

for the cersifijgatd aflatiHhOoR RGN (¥ Qyé di QeQre?iQr"amﬁHt{'e basis of the -
1 NOV 2004 -18 certification. information Tocation identifier. If there is

a certificati of ST or et FOATpAGFOF G L PR o PRAL Y &rdn3] chRFréHdimdor mat i on
presence i denttilfd erernilf tatitignpriestnaea oi ohhpreerdridd caiénaiF il orgration
is set to be " nt ;' a. rtification information sending sjgnal

i ncl udi ng theQ%Eripé}%%??gﬁ ﬁﬁ§§jnﬁﬁ%ﬁpp$%§3%&gq(ﬁa%??%gf?ragnd
certification ithforemttbhiratacronnigmmnitien amevidingeapro§reat iiGn

i nformati ong pr gpdrd Mg & 00T amel ki Jenergbeda bbAther£cds10Rt @ .
certification .|%forna%#on grovL i.ng program a certification information
presence i dent Y& Tt @8t PAGVE dRFOF aRpsBnSETIFL MR EEPRI fi cati on

'.f ormation isisdglormestiabsprtsenard idaeti fiecatindidad Digepiresenerdi ng
or absence of the certification information is set
as “absent”, and a certification information sending

15 signal including the certification information
presence identifier and a certification information
location identifier is generated. Then, the signal
is sent to the terminal 20.

Step 108} The request information receiving part

20 203 in the terminal 20 receives the certification
information sending signal. When the certification
information presence identifier indicates “present”,
and when the certification object identifier
indicating an object to be certified included in the

. 25 certification information providing program agrees
with the newest display history information in a
table stored in the display history storing part 206,
the reguest information display processing part 204
displays the certification information on the

30 request information display part 205 as the
certification information display result. When they
do not agree with each other or when the
certification information presence identifier
indicates “absent”, not-certifying information is

35 displayed on the request information display part
205, Further, the certification information

location identifier corresponding to the




15 signal including the certification information presence identifier and
asrcertrfication information |ocation identifier is generated. Then, lhﬂﬂVZ&F
signal is sent to the termnal 20. Step 108) The request infornmation N
receiving part 20 203 in the termnal 20 receives the certification

i nformati on sending signal. Wen the certification information presence
identifier indicates "present", and whemlhe certification object

identifier indicating an object to be certified included in the 25
certification inforpation providing programagrees wth the newest display
hi story .nfornﬁ%roﬁﬂ#hcatlpab|l@f§trdrraewq>ﬂ fhePdirgisichyChi B er yes@Sthg part
206, the requesifdn‘rﬁé)tﬂahl dﬂs@l&a@l qyaptozessu@gs&adﬁeioﬂn €hepl ays the
certification kpfor ﬁ gn t he 30 request &hnation di splay part 205 as

t he certlflcatloﬁ) of NBt P oN &l§ﬁP&§gr%§ﬁFt en they do not agree with
each other or when the c@hB|MB@m¢kﬁ1vr@msnﬂheoqu&%@hmetidantifier

i ndi cat es "§bsq@1tfonm££1§ﬁraa§m%q;'mgﬁﬂ@t P8l niP ClSplaXedoen Lty

request information display part . Fur e certl*lcatloﬁ

i nformation | &&&G%h 'F]él%nFPFFCérflé‘@rtrJé%Ibohﬁlfﬁémﬁ&ltoﬁé 9 - 1 NOV 2091, -19
certification informationifli speayedbwi-héetiogeasiopdif©io@si 08 tdipspl ay
part 205 is st d iy t he | stor oring part 206, The user 10
views the certﬂfﬁb |onC%rrﬁFB§ﬁ§¥lgh %F%§1P8§m ok RFHBIPGr i nal 20,
and checks th@nnyldim@ainénrmmumanu|1mﬂ $ heple 1850V $remd roregonds
oper at i onsyo St &R ol {08n EOELES RIS o0 GPEERLL AN J10Fo, bt al N ng

providing information, and steps 105-108_ cOrresponds to operations for
obt ai ni ng certﬁﬂﬂﬁﬁ@%ﬁﬂoPnPBrﬁ§ﬁ(ﬂ?QﬁF@h%gpF6§P&mﬁ}%9ﬁornat|on
. [First embodiment]

In the following, the first embodiment of
the present invention will be described on the basis

15 of Figs.3 and 4.

A technology used in the request
information display part 205 in the terminal 20 for
displaying images and text can be easily realized by
using a browser and a WWW server employing the

20 Internet technology.

The user 10 performs a requesting
operation to the request operation detection part
201 and sees a display of the result of the
operation through the request information display

. 25 part 205.

The request operation detection part 201
in the terminal 20 detects the operation requested
by the user 10, and sends a reguest signal to the
request information sending part 202.

30 The request information sending part 202
receives the request signal from the reguest
operation detection part 201. If this signal
indicates a regquest for displaying providing
information, the request information sending part

35 202 sends a signal indicating the information
providing server 30, that is, the providing

information location identifier (Fig.5(a)) to the



[First enmbodinent] In the followng, the first enbodi nent of the present

I nvention wll be described on the basis 15 of Figs.3 and 4. A technol ogy
used in the request information display part 205 in the term nal 20 for

di spl ayi ng i nrages and text can be easily realized by using a browser and a
WAV server enploying the 20 Internet technology. The user 10 perforns a
requesting operation to the request operagpon detection part 201 and sees
a display of the result of the operation through the request infornmation
di splay 25 part 205. The request operation detection part 201 in the
term nal 20 detertsidhegoperfairnont feguestiedsthyrddeivusey partarfh seims a
request signal {po.t art 30..The request
i nformation sendgngbgngﬁgggﬁ%légégéggabﬁes%ggﬁgggaﬁlgngﬁ frongphe request
operation detecthenspant ex@mplid ehi shei gralviding chréeraatdguest for

di spl ayi ng prOV1<9|¢99mhnfl@réﬁlpfbrtheTﬁ@qgﬁ%v:.dM@n%Ee%é%&%ng part 35
202 sends a Slgﬂ ca|nd|ca.t|n t he |nfornat|on providi ng server 30, that
[

i's, the providi FhPBr AEST0nt § 5t + DAL P& |chicé?rt:(‘FFg1§€é’)t}“atto“%‘he°f 20
provi di ng i nf ortie¢i dnfoeqaasitornr egzewiagngarsteramr I370 &ha vkertnmin on

provi di ng Serve{n? rmglt eglt I(ofag t}%—? o@gdg)ﬁ nfo% Pra?lg(rjgvgdﬁ%cat

information | ocation | i er. e provi
i dentifier |ncI%@@ESI@Gaﬁm@mphﬁ(ﬂfmﬁlDnO@ﬂdnﬂﬁalmﬁ@rmatnon MHﬂﬂchng

server 30 amj|§E@ié9”1nbﬂH@¥H§'fﬁbOﬁrBOEd@Ha”fﬂf@&mQEQBEaWdetf39 5 (b)

shows an exanple of a_providing information d packet including the
provi di ng H%f or¥ERbhitE&at |tdh°— RYF PGERE PE équwﬁw BFR§S™¥r nat i on
presence identifier and the providing information. Data are
. not determined in the data packet shown in Fig.5(b)

in the initial stage.
When the request signal indicates a
15 request for displaying certification information,
the request information sending part 202 sends a
signal including a certification information
location identifier indicating locations of the
certification server 40 (Fig.6(a)) to the
20 certification information request receiving part 401.
Fig.6{(a) indicates an example of the certification
information location identifier. The certification
information location identifier includes location
information of the certification information server
. 25 40 and location information of the certification
information. Fig.6 (b) shows an example of a
certification information data packet including the
certification information location identifier, a
certification information presence identifier and
30 the certificaticon information providing program and
the certification information. Data in the data
packet in Fig.6(b) are not determined in the initial
stage. The certification information providing
program includes a certification object identifier
35 for comparing with display history information
stored in the terminal 20.

The providing information reqguest



identifier and the providing infornmation. Data are not determned in the
dat a packet shown in Fig.5(b) in the initial stage. Wen the requ%@g 004
signal indicates a 15 request for displaying certification informit #

the request information sending part 202 sends a signal including a
certification information |ocation identifier indicating |ocations of the
certification server 40 (Fig.6(a)) to the-2D-certification information
request receiving part 401. Fig.6(a) indicates an exanple of the
certification information location identifier. The certification

i nformation | odd®F®hViBEnPREYer3 G hciidele| d84Qremtion oprAViEA NS t he

certi ]1: i cation ig¥orant Bonr&ere\ie;reﬁai)ﬁl@ angnkacardan 'T,Ili'é Ogrgahle@& of f t he
certification .nformation. Fig..6 sho an anple_of a certification
i nf or mati on datlangp%lérﬁ%%lf’ﬁclsﬁ&%‘fd"é h%arjge%?f‘i c%%ﬂ i WS RECVIS i at i on
identifier, a Jloeferhatavcnoreavesrimatéocnipiegemeeti diti bfethand 30 the
certificatien i | p e lpry! r a erfjfication

i nf or mat i on? Deﬁq{aﬂ%%ﬁ%%gaaagjngq@%é) IQ%{»'@:IEE Q%b)st%?de&hof'&dlgﬁgr mned in the
initial stagePIHel@ePEi £PEQEMGHT §97 of AALFBN reRdling @ rbr §Ramtihee] udes a
certification gj®eididgnthifioeimadbidrl6apabnng drdds £i 88! ay nldhst oy

I nformati on sgpreS#in)the tgr? nal, 20.. The . providing information request 1
10 284 -21 récdvi fy parPc3gfath thethfr 8iF8eion providing server 30
receives the signal from The pegueisiing niofpatadienskagechateaddlg Then,

the providigg i, 565 0RebRIYRY (fEe Xk00nRiDSH g LHE oI AN i on
provi ding servér 30 sends, to the providing informtion $8aPck readi g
part 302, the prARTMAE-PRf SEARESIN TR VERTI ®emt f3Qk,; sHb@A.i rkhe

59.5( a), inclydedridisfeififgradlation search reading part 302
searches a table shown in Fig.7 for providing
information corresponding to the location included

15 in the providing information location identifier,
wherein the table is stored beforehand in the
providing information storing part 303. When there
is providing information, “present” is set in the
providing information data packet (Fig.5(b)) sent

20 from the providing information sending part 304 to
the request information receiving part 203, and the
providing information search reading part 302 reads
the providing information from the providing
information storing part 303, sends a signal

. 23 including the providing information presence
identifier, the providing information location
identifier and the providing information to the
providing information sending part 304. When there
is not providing information, “absent” is set in the

30 providing information data packet, and the providing
information search reading part 302 sends a signal
including the providing information presence
identifier and the providing information location
identifier to the providing information sending part

35 304. Fig.7 shows an example of a relationship
between the location of the providing information

and the providing information according to the first



The providing information search reading 10 part 302 receives the
ihfornmation fromthe providing information request receiving part] N8O12004
Then, the providing information search reading part 302 searches a table
shown in Fig.7 for providing information corresponding to the |ocation
included 15 in the providing information |ocation identifier, wherein the
table is stored beforehand in the providi4d information storing part 303.
When there is providing information, "present” is set in the providing

i nformati on dat acke Fig. 5(b)) _sent 20.from the providing information
sendi ng part 3(?3"}:?00&”{‘%%&8&3‘&1[& ot Mt dRVEELEiNi ng part 203, and the
providi ng i nformati on seaftk peadiiviparin802maddds ddred pngvipdirtg 304
nformation fromddi,pe oyl dhag ARt iND BLOYiRE RATL, P0PnageRgs @ signal
25 including the providing, informtion presence | 1 er, the providing
i nfornati on | oER3TN FERALPH 2 tdhBUhe pREvVSENSS iHiorvhones to tie

provi di ng i 5if oreafu et sendbrgiapadn 3dce Whenqt bang 43 not TREOW:AIHG

i nformation, " ezlLbsent ! if set ':qn t he 30 jgrovi. i ng i nformati on,data packet,
and the provi difig > Tht of FEF & S ERTHFE881 AGEpame W s2endiads Petd

i ncl udi ng the pldvitth nghénfequetitoni mpf@seat toni denrtd ifv iaig apdrthe opr 4t di ng
I nformati on | ogat;i ) d LEisaer ovi.di I nf o hon_sendi ng part
35 304. Fig.7 g%&mrga%ﬁ e§§%ltalggofsteglé ﬁ%o%ggi %gljbe_ nm%eﬁ?hgrl ggat i on of
the providing “Fdtdel i bhtkaRgtHeehridve PRV ALsgner rmetdedi ng to the
first - 11ONOVs20¥in@Zpefbodorenincditidier pesERt iinTEhd onThe provi di ng
I nformati on ser}%ic part 30{} ?%%ei ves a signal fromthe providing
informati on seéarch rea i%ﬁ Ba 7302, and sends the signal to the 5 request
gl or mati on receiving parth208erthd isignadn isfeenta tfiraom tédgupsavi di ng

formation sepdicif Pand paPe 41t e derest chaf Qupldone L &gt ykng part 203
by request information sending part 202, Then, the

15 certification information request receiving part 401
sends the certification information location
identifier shown in Fig.6(a) included in the signal
to the certification information search reading part
402. The certification information location

20 identifier can be obtained by including the
certification information location identifier in the
providing information as link information and by
specifying the link information, wherein the
providing information is included in the providing

. 25 information storing part 303 in the information

providing server 30 which is indicated by the
providing information location identifier requested
by the user 10 via the terminal 20. That is, Fig.8
shows an example of a sending message when the

30 providing information presence identifier indicates
“present” in the first embodiment of the present
invention. For example, when information shown in
Fig.8 is the providing information, the information
can be obtained by linking logo mark 601 with the

35 certification information location identifier and by
clicking the logo mark 601.

The certification information search



usi ng an address sent fromthe termnal 20 or by using a |ink between the
providing information 10 sending part 304 and the request infornati3
receiving part 203. The certification information request receiving B@Ntmnk
401 receives the signal fromthe request information sending part 202.
Then, the 15 certification information request receiving part 401 sends
the certification information |ocation i i fier shown in Fig.6(a)
included in the signal to the certification information search reading

part 402. The cer jficatign i.nf or matj on | ocati on 20 ident%fier can be

obt ai ned by i ndiSRH Y tRRT CcaPE AERTERS i Af SAF8A o TYtat Bn i dentifier in
t he providi ng derftorfreca bhoas inifrkematf oomat egoneand dyce specgf pamdg t40d | i nk
i nformati on, rei pt.avi.di i nf | d.S Jd ' he

rovi ding 25 1 ars a1 nevaPal el d! GLPLL AL dab e LW Beh Vi di ng
server 30 whi cHA@ivREaPEdthy Certifbvatiing imfornmatben| apdt ithre

identifier gequestiedsi Oytibg YsEorkhtisntPeotealinalp20y-Ihat is, Fig.8
shows an exanpl e of(f.sendlng nmessage when éhe 30 providing information
presence i dent G THY? chpedie: ﬁéﬁﬁnembﬂ tRent ofy thdoaFRERPof t he

present inventimentosnexanpl e, when information shown in Fig.8 is the

providing information, th n td.0 i.ned b L.nki ng | ogo
mark 601 with the 35 cert??%cggﬁg%€ﬁ1c§%a igﬁfﬁgﬁagaéki%%%fFF[er and by
clicking the | d§edak BAILt #AE ceangheattba tabdenmhawnstarEAT-9 | NOV

2004 -23 9 ¢ eadigly Pasdr#021 EAESLYES rir SHASRE ohl @RINIQIi 6@T bEbeakd on
I nformation request receiving, part 401. Fig.9,shows, apn exanpl & of
rel ati onshi ps %@ﬁﬁﬁﬁ?o?%iﬁgi5ﬁsd§et c%%?%?f?B&&Wﬂ?énﬁ%r Fion and the 5
‘rt i fication icefrdrinetcabipnoyndiongnairiogr abhscation identifier,
wherein the table is stored beforehand in the
certification information storing part 403. When
15 there is a certification information providing
program, “present” is set in the certification
information data packet (Fig.6(b)) sent from the
certification information sending part 404 to the
request information receiving part 203, and the
20 certification information search reading part 402
reads the certification information providing
program, sends a signal including the certification
information presence identifier, the certification
information location identifier and the
25 certification information providing program to the
. certification information sending part 404. When
there 1s not a certification information providing
program, “absent” is set in the certification
information data packet, and the certification
30 information search reading part 402 sends a signal
including the certification information presence
identifier and the certification information
location identifier to the certification information
sending part 404.
35 The certification information sending part
404 receives the signal from the certification

information search reading part 402, and sends the



according to the first enbodi nent of the present invention. The
certification informati on search reading part 402 searches the Lame,§n@mn
in Fig.9 10 for a certification information providing program
corresponding to the location included in the certification information

| ocation identifier, wherein the table is stored beforehand in the
certification information storing part 4024-hen 15 there is a
certification information providing program "present" is set in the
certification information data packet (Fig.6(b)) sent fromthe
certification isifradat¥ontbendienygsty tinbarmatiba nespissingnpermatioch

receiving part 203, and tfRe2Qc6Riddd | CREbLRaLALAr FRIJLON, LG fA rieadNg
part 402 reads the certification_informatjon providi ng  program sends a
signal includi AN TRrtRei E30Pet S5 HRLi BROFASSAE L B BRRPALEON t he
certification siendmatpant| 60dt ioan fixtenttheéeceand ftikma2bogertification

I nformatio pn@q igmgéqggr m.t.Q thea£¥wabgication I nformati on sendi ng
en i

part 404. ere 1s no egd&é¥¥#*|catlon i nformati on providing

program "absent" is set Whenh&dheemdduesnti onfpmfertimn orecdaiwipgecket, and

the certificatian 30 4foeapival sLULALaRLBA RAl A% se0dg a signal
i ncluding the certification infornmati on presence identifier and the

certification PRESTRATHAN PEREALIGh Rdeht 19 f er thE PROYEHIRYi cati on
informati on seémndicxmpaidéndpdesdncEhadeiti fieat iar luded nbhi @Aesendi ng

o el S RITATEE O e L, LSy, dafer et on seach
i nformation reda@ifinRppben pOSsenfiee idepiesfienf dndaidadies eteresagtfart 203
ceives the sigRalpddwiaihng PLOWHNG dNfOFraBELER RN NE; part +3@4 or
m the Certl%?%ﬁf&?h; iﬂfgiﬁg%k%%’?ﬁEEngRaiﬁei%ﬁfier and the
providing information are extracted and sent to the
15 providing information display processing part 204.
When the providing information presence identifier
indicates “absent”, the providing information
presence identifier and the providing information
location identifier are extracted and sent to the
20 providing information display processing part 204.
When the request information receiving
part 203 receives a signal from the certification
information sending part 404, the certification
information presence identifier included in the
. 25 signal is determined. When the certification
information presence identifier indicates “present”,
the certification information presence identifier, a
certification information location identifier and
the certification information providing program are
30 extracted and sent to the providing information
display processing part 204. When the certification
information presence identifier indicates “absent”,
the certification information presence identifier
and the certification information location
35 identifier are extracted and sent to the providing
information display processing part 204.

The request information display processing



When the request information receiving part 203 receives a signal fromthe
providing information sending part 304, the providing information
presence identifier included in the 10 signal is determined. Wen t ANOV 2004
providing information presence identifier indicates "present”, the
providing information presence identifier, the providing information

| ocation identifier and the providing inff¥mation are extracted and sent
to the 15 provi di ng i nformation display processi ng part 204. \Wen the

provi di ng i nformat presence i dentifier n IC%&’ § absent ", the

provi di ng i nf oPR&tY %b pr 8S8HEES d‘eﬁ'ﬁ‘-’rpraejr ﬁﬁam SrSARRG i nf or mat i on

| ocati on ident ihiferrmatel ext raceéd iamgd et 203t he I’;fo tPriovi sli ggailnf or mat i on

di splay processiaa td 204 prifiemie feaveal chplogmdan.Lecel ving  part
ti

203 receives a signal fromthe certification on sendi ng part 404,
the certificat F8®RGrf?Fat tBR provestarg d%‘hfPFWéﬁilloﬁbIR}'cfé%leﬁ“ﬁet he 25

signal is dget eﬁ@dﬁifwwnlghae@@rﬁmfdé‘cﬁt l onhehnf Wh@{[ ItHe PELSENEEng
identifier i nd| 031 rese cation j.nformat]on greser)

i denti fier it LR R PR PBIR T FbEREFoR OHGRETY or SARACTERe
ertification ithfeo et i @t profpdimag immogtosphag BPoedssict@dpand 26t to

the providing sREIBHON, rJir$8LAY raf en“%egoﬁaggé%e \%ggw ng

certification | nf or mat ] on fl’ esence L er | cat es ent
certification AREGERAT P ptesakden d&ﬂﬁ#’r%%er AR luaed ekt i theat i on
i nformati @ | oedlgnel Fromephef r@t;u@rse; et f achediand rseidi ¥ Onghgaptovi di ng

I nformati on di 3%% t%(l:esge s%r ?%)r The re ves I.nf or t%ﬁg.di spl ay
pr ocessi ng - qu é[&:aeii:}/%g EP ﬁéﬁ Ra}% request
q ormation redbievi ffiparroeddingf inficrmdghah pirecleadss idwenpibikdi ng
ormation presencRitdenibibaty ,t RePrAvEei8e iR ARId 8h PALSBIGS
processing part 204 generates information shown in
15 Fig.l10 indicating that there is no providing
information. Then, the request information display
processing part 204 sends the information and the
providing information location identifier to the
request information display part 205. When the
20 signal received from the request information
receiving part 203 includes the certification
information presence ildentifier, the certification
information presence identifier is determined. When
the certification information presence identifier
. 25 indicates “presence”, the certification information
providing program included in the signal from the
request information receiving part 203 is executed.
Then, the result of execution and the certification
information location identifier are sent to the
30 request information display part 205. When the
certification information presence identifier
indicates “absent”, information shown in Fig.1l1l is
generated indicating that there is no certification
information, and this information and the
35 certification information location identifier are
sent to the reqguest information display part 205,

The certification information providing



5 identifier is determ ned. Then, when the providing information presence
I dentifier indicates "presence", the request information display
processing part 204 sends the providing information and the providipgpy 04
i nformation |ocation identifier included in the 10 signal fromthe requegq

I nformation receiving part 203 to the request information display part
205. When the providing information presef2e identifier indicates
"absent", the request information display processing part 204 generates

informati on shown in 15 Fig.10 jndicating that there is provi di ny
i nformation. THITPSTAR PEGUAE] MoTautfofi TGS AP HrEeBls Aot tPod
sends the inforfigi®nthad tilse stprmwad dingthef ereneti focdoiahi on identifier to

the request infornption di ﬁpgoatylrg&;éﬁgggag\é\hen o gﬁagkgrﬂﬁh ;ilescei ved from

the request information receivin )3 “i'ncl'udes the cer cation
i nformation presheie iBeRidfiler. thegecb?Pt ifi @i iadwoyhtbmnati diepresence

identifier bs dedefiEned+iVRen nfdEnseibhl bedWidndqf 9F88LEAN presence
identifier 25 indicates "presence’, the certification information

provi di ng progrdfF? hetdeda rﬁ’(%efjs:?@FaPmPPﬁlﬁ'Fﬂteﬁbt teqtRet PFRSEHat i on
recei ving part iX3ensiexecutrddy. 1 Theowshanr esaniplod ®©@Re€hki an g e
certification |nf i JdQcation id ifier. ar ent .to the 30 request
i nformation di sép a%%gé?ggdﬁﬁteln% hleggégrr“f.ﬁ%f]“lo%at |%%v}%%89n§tri°§nrapi? esence
identifier indikatds shbyenEn gxdmphat Pon thieowe i H gations ohjeret at ed

! ndi cat i Dglbhatidél‘?fffiiér“%_fcﬁ:rﬁé fffﬁé’toembbﬂfi(ﬁ{e’ﬂ i&f‘g tﬁ@dpfr@s%n_t
information and the 35 certification infornation location identifier are

sent to the requBsEPFhPBr matiféh OF Sht By CphrO20P eohel CePEAEAES i on
" ormati on proiitmpmy/ 7/ wkwN@y 220831, 3 p 280 csppagr.aimnekecshednhdmhe Figy st dr ed

a table shown i, £t 9edeldPl f S SO ETepn 2018 CaIALLERT kAR
certification object identifier represents the
15 information providing server 30 and the location of
the providing information to be certified, and the
certification object identifier is described in the
certification information providing program
beforehand. Fig.l4 shows an example of
20 relationships between order of display history and
display history information according to the first
embodiment of the present invention. The table
shown in Fig.14 stored in the display history
storing part 206 is searched for newest display
25 history information, and the value
. {http://www.xyz.co.jp/docs/pqr.html) 1is substituted
into X (step 202). Next, K
(http://www.xyz.co.jp/docs/pgqr.html) and X
(http://www.xyz_co.jp/docs/pgr.html) are compared
30 (step 203). When they are the same, certification
information shown in Fig.1l5 is generated showing
that the information providing server is certified
(step 204). When they are not the same, the
certification information shown in Fig.1l6 1is
35 generated showing that the information providing
server is not certified (step 205). In the case

shown in Fig.l1l4, since they are the same, the



information storing part 403. The algorithmis shown in Fig.12. Fiﬁ]ﬂ.vlz IS

an algerithmof the 5 certification information providing program! 2004
according to the first enbodi ment of the present invention. Fig.12 shows
an exanple of the algorithm of the certification information providing
program Fig.13 shows an exanple of the certification object 10 identifier
of the first enbodi nent of the present i+&&ntion. The certification object
identifier (http://ww.Xxyz.co.]jp/docs/pqr.htm) shown in Fig.13 is
substituted into K (step 201), wherein the certification object identifier
represents the CBF i bFRBLPEN iEQARA PR efheM 33 rarkii g hkS| 8€ati on of the
provi di ng inforg@iée ot é@.be certified, and the certification object

identifier is described ip, the_ certification_i.nformmation providing program
bef or ehand. Fig.14 shows gﬁegf?éfr?rﬁee' o= 29 Fgﬁggﬁoﬁsﬂ?ﬁeﬁggﬁ/@@nd‘@@der of

di spl ay hi st or yalgvrithspbdy thiestamnt i Hif oa bbnod ndeconalt hgnt p rokrd diinrgt
embodi ment of e r&ReBhokRV Rl ifl THE LaDLE £ iRhMLA N FEG AG Slgred Tn

t he display hi storgl storing part 6 I's searche or newes I'splay 25
history inforne®i 6hovandin heigal be ofhtagr i viwakfzncdrnfydosipyr fhtm) is
substituted inibwh (Shepig02k. iNeXdenK to the request information
(http://ww. xyz..co.j p/docs/pqgr..htm ) and X

(http://ww. xyf{.lcs(f:}%ydBﬁg):ng.shtrﬂ) are conpared 30 (step 203). When they
are the sane, certificati Bhe reiorest i omfehoatiom MigrdbayspgeterdtSed
showi ng that t | L0RQ ; o* S er .l tifi p 204).
When t hey g@e r#c%fcétﬂ%&gég@n%% ?ﬁgn%\ge?%%cg{%o%ei feo%sgnnjfrlggﬁggﬁg?w%%l n Fig.16
i s 35 gener at eI NGPFRSESERET Hi et P bn pABETGi righe sepdBESits not

QT;[Ei fied (steprddmatiohhaiepsay shomp 205Fugsplaye neeotbaynare the
, the - | @%%ggﬁgtigg shown in Fig.8 or Fig.l1l0 included in the
signal, or, the request information display part 205
15 displays certification information shown in one of
Figs.1l1l, 15 and 16 to notify the user of the result.
In addition, the request information display part
205 stores the providing information location
identifier or the certification information location
20 identifier in the display history storing part 206
as the newest display history information in the
table shown in Fig.1l4.
[Second embodiment]
Next, the second embodiment of the present
. 25 invention will be described.

Fig.17 shows a configuration of the
certification information providing system according
to the second embodiment of the present invention.
Fig.1l8 shows an example of the relationship of the

30 location of certification information and the
certification object information according to the
second embodiment of the present invention.

The configuration shown in Fig.1l7 i1s an
example in which the certification information

35 storing part 403 stores certification object
information shown in Fig.l1l8 as information used for

generating the certification information providing



certification information shown in Fig.15 is generated. Therefore, as a
result.of executing the algorithmof the certification informtion
providing 5 programshown in Fig.12, certification information a sHOVY 2084
Fig.15, or certification information J3 shown in Fig.16 is sent to the
request information display part 205. The request information display part
205 10 receives the signal fromthe requesg—information display

processi ng part 204. Then, the request information display part 205

di spl ays providing information showmn in Fig.8 or Fig.10 included in the
signal, or, theremes) intaesrl ich dtspiay pawt 205 161 daspbays
certification i.nf | S i.n. o .Fi gs. 15 16 to notify the
user of the resu f&%%?gadpg%#a@% h%?cr“géuégt gpiirﬁlfl'(J)g'frrla Sl%lggdi SE §y part 205
stores the prodelitigf } aebinnt iefdwestion prevddimerpoegram dertification

i nfor mati on' | oGet s 291 1 JeRbld: it dd Bieudisg @i StoEY-8heibRg part 206
as the nevvegt di'splay history information in the _table shown in Fig.14.
[ Second enbddi ment] Next, 1Bhéh€e S ¥RbdBPHENL Poff el hr ebBRt Saxs

i nvention w || rhmeestsi hed. akisg.ghiedhoywsthecgrbiegwWiadnent 6f akhehose
certification inf ofp.praqvidi stem. accordin to the.second
ALTaLh ops B3y 408 e ELIsRatddit 0a BRAREYT

enbodi ment of the pr esen nvénti on.
rel ationship of the 30 | oéatitdve Sfysteeni $houti dm iFiforkati an and the

certification Qiy.aciriPieiBRl T AP bAIpEEVERE nSgeondrefbodi nent of the
present invention. The confi gurat lon shown in Fig.I71s apn_ ,exanple in
whi ch t he t%rt i F6§0E&E3 bHeRnPEE fathilfoh 9% 28dpfngopdite sr st bigation

certification clemoir 40f showhi dn Fhioyy3in Fig. 18 as informati on used for
“era“ ng the certificatjop afqormald 00, PERHLANAG 1o, NY,L8094 -28
receiving part 401 receives a signal from the
request information sending part 202, and sends the
15 certification information location identifier shown
in Fig.6(a) extracted from the signal to a
certification information search reading part 402.
The certification information search
reading part 402 receives a signal including the
20 certification information location identifier from
the certification information request receiving part
401. Then, the certification information search
reading part 402 searches a table shown in Fig.18
stored in a certification information storing part
. 25 403 for certification object information
corresponding to the location of certification
information included in the certification
information location identifier. When the
certification object informatioﬁ exists, “present”
30 is set as the certification information presence
identifier and the certification object information
is read. Then, a signal including the certification
information presence identifier, the certification
information location identifier and the
35 certification object information is sent to a
certification information providing program
generation part 405. When the certification object



program instead of storing the certification information program shown in
Fig.9 ttself. The certification information providing programis -1NOV 2004
dynam cally generated by using this information. S In the system shown in
Fig.17, the sane nunerals are assigned to the sane el enents as those

shown in Fig.3, and the explanations are omtted. In the system shown in
Fig.17, a certification information prowabd-ng program 10 generation part
405 is added to the certification server 40 shown in Fig.3. A
certification information request receiving part 401 receives a signal
fromthe requéstfdmiatimni dnesemdimgepiast, 203psamd sexisséheas5the
certification lhQriidi s bRCabieginlANUAT)EL SR 1ddhE] 1 86a) Sextract ed
fromthe signal to a certification infornmation search reading part 402.
The certificatit&®9 nf of AR oA Sé&NEH IGHuddnpath o retbigesignsi gnal

i ncl ugi ng the izgmatidsﬁap'reaemfeoriraaéﬂl@ﬂfh@eatainfan ﬂr@l@ﬂtifie[] fromthe
certification infqr.nation, request receivin art 401, Thep, the
certification %0 %q%ﬁlggaﬁgﬁor i Y gggﬁtiﬁffﬁﬁﬁ%mkglﬁrtéﬁle shown
in Fig.18 stomsedt nta tket cercatfiiomtiidormfponastiam ngrepatiidg 403 for
certification %@dﬂ¥aﬂr§é58?5k?38 gghﬁgs gding to the location of

t ude

certification “informatfon 1 nc d in the certification information
| ocation identifier. WenTBRecesddififGattenipbpesa iifforrmey d8iag sts

"present” 30 i gesriraasidhepgett 4isCatd oun +&§ Ot ARt isQRy ESERsR thdentifier
and the ¢ réificati.o%.ftg

The corti flbat ok U1 ot PP T ohRSPRORHCE N dEReF Frer AR EF T A0on |-
i nformation | oead gynaehcallyr geme raiee S5t ber tifitddtiicant bbpect i nformation
TWhen the oI Eat ] anP Sy aar e TGP oty Y0 vl AR generation part
certification object information included in the
signal. This algorithm is shown in Fig.19.
15 Fig.19 shows an algorithm of the
certification information providing program
generation part of the second embodiment. Fig.20
shows an example of a certification information
providing program template according to the second
20 embodiment of the present invention.
The certification information presence
identifier is substituted into F (step 301). When F
is “present” (step 302), a certification information
providing program template vy shown in Fig.20 held
. 25 Dby the certification information providing program
generation part 405 is read (step 303}. The
certification object identifier included in the
certification object information is substituted into
a variable a[v¥] in v, a store name included in the
30 certification object information is substituted into
a variable b[y¥] of the certification informaticn
template a used for certification shown in Fig.Z21
in ¥, the name of a representative included in the
certification object information is substituted into
35 clv], an address included in the certification
object information is substituted into d[v¥y], and a
contact address included in the certification object



-29 does not exist, "absent" is set as the certification information
presence identifier is read. Then, a signal including the certifi cqtmpnmm
i nformati on presence identifier and the 5 certification information

| ocation identifier is sent to the certification information providing
program generation part 405. The certification information providing
generation part 405 receives the signal f+3mthe 10 certification

i nformati on search reading part 402, and dynamically generates the
certification information providing programby using the certification
obj ect i nf or natiindrormzt Ldedikn stulbs t istgnead . ifhios edl gor.i t hers, shown in

Fig.19. 15 Fi g.ck% shemsa 8fodl 99rddhiB ©f od hroGehlind G dQPahntRLAAL I ON
providing program generation part of the second enbodi nent. Fig.20 shows
an exanpl e of ®TBIEIST c&t i PMOVAT SRNELDR 2 RBvAdiThPYRogRafigekd &%

according to thmeasondifOcarthod MRoaiiatbenpiesend rwveadi ons tEpe
certification inpfarmtion_presence -Jidentifier i s suyhstituted.i.nto F (step
301). When 1Q— i3srb4(3p'r esé ttgfstégﬁ%off)?a%l%relr PFPCrg‘taﬁ:olnor? i 5P ka6
provi di ng progremdmm) ake shehownni Fik.¢20 hepdofbdeyl miercerhefication
| nformati on prew,dl 116 04 095 AR AL POCRALL 0RO J dLAfle{ ShEP 3RE) - The
certification o@ ect tdentifier included 1n the certification Ogj ect
i nformation i s SuB8PHPutidY FiE ol Caigapiraniicded [Whep ithey | a store name
included in theedtickitatioat bbyealy enifonhation ds irotsubsttiited.into a
variable blyl qfdifie oertiLieatan | nfor e o boplale. aouged for
certificatton shown ifn Fig. In y,_cfl_he nanme of " a réjpr_esen ative included
in the certifiig&rnton o®fF ecthpnfcemtsitl ora tsosubsifiotmaddl omt bogBtéfy] , an
ﬁir ess incl udadednt i fife FeRRET thR! if¥he PPEEQT cbRQrFRId ©fohS Substituted
o d[y], and.,a _contact address, .included in the certifjicatjon object
information providing program are sent to the
certification information sending part 404 (step
15 305). When the certification information presence
information indicates “absent”, the certification
information presence identifier and the
certification information location identifier are
sent to the certification information sending part
20 404 (step 305}).
The certification information sending part
404 receives a signal from the certification
information search reading part 402, and sends the
signal to the request information receiving part 203.
. 25 The request information receiving part 203
receives the signal from the certification
information sending part 404. When the
certification information presence identifier
included in the signal indicates “present”, the
30 certification information presence identifier, the
certification information location identifier and
the certification information providing program are
sent to the request information display processing
part 204. When the certification informatiocn
35 presence identifier included in the signal indicates
“absent”, the certification information presence

identifier and the certification information



- 1 NOvV 2004 -30 information is substituted into e[y]. Then, a
certification information providing programthat provides a shown NOY 2004
Fig.22 or j3 shown in Fig.16 as the certification information is
generated. (step 5 304). By the certification information providing
program a shown in Fig.22 is provided when the certification object
information is certified, and, $ shown i4tg¥ig.16 is provi ded when the
certification object information is not certified. 10 Then, the
certification informati on presence identifier, the certification

i nformati on | odatcdaniondédentftiigiieandh tdesgenetat athecardqghesati on

I nformati on prgj{fgﬂgagfiggr gg\)s%rwzﬁ%{,gsg%% %%rrtﬂ' fijgation information

sending part 4 (step 3 he certrfication information presence
i nformation indicates "ab3Bft Tequpsteirforration digpkant PoRCESSSdrTe

identifier andddiwer Z@4tibicedlie@dn dHY 0f 1gHEON rhr@eAtd 10 F&@nkkkier are sent

to the certification i forrlmat i on _sendi ng a&b 2%\;%184 ‘Sstep FIOS). The

certificatidn iM¥ %?Pbﬂ sERGiSTY Pt tP 1484 deeidéy FREYnEPS rom the
certification dedtoritathosedndio mesaidiony paecseh@?: iadenhsefdsrt e signal
to the request ‘%yé’éé‘i‘?{mnar%%‘ijt‘ﬁiﬂ%é)t?{<§n29ﬁfo%§la¥}teor¥ ?@P?é&diﬁf rmation
recei ving part 3 tecelves the signal fromthé certification  i'nformation
sendi ng part AGLCINRR iheexeemted cathoneinf Sheatdesit bfbeehéeni dentifier

i or mat o proseneer] dbntilrer e RS ot T T Cat Gy r o nat ! Ea GRS | on

| dent i 11 erlGnd e GEFE FH-PRALTHE T o it PERY ARV RAP F 8r SRTRE tS ent

to the request shufvar b i Bagd2€plime Jpraedssnngheparnitgrizid. fibenthiee

@11 cation ifQIIBL i o ednR SRR dERDLEE! B G dsled il LS, £ 94!
stored in K, certification information indicating
that information is certified is stored in «, and

15 certification information indicating that
information is not certified is stored in B (step
401) . Then, the newest display history information
stored in the display history storing part 206 is
searched for, and the searched value is substituted

20 into X (step 402). If K and the display history
information X are the same {step 403), certification
information (step 404) shown in Fig.22 and the
certification information location identifier are
sent to the request information display part 205.

. 25 When they are not the same (step 403), the
certification information (step 404) shown in Fig.1l6
and the certification information location
identifier are sent to the request information
display part 205. When the certification

30 information presence information indicates “absent”,
information shown in Fig.1l1l indicating that
certification information does not exist and the
certification information location identifler are
sent to the reguest information display part 205.

35 The request information display part 205
receives the signal from the request information

display processing part 204, and displays



"absent", the certification information presence identifier and the
certification information - 1 Nov 2004 -31 | ocation identifier are _sent
to the request information display processing part 204. The requedtNOV 2004

i nformati on di splay processing part 204 receives the signal fromthe
request 5 information receiving part 203, and, when the certification
information presence identifier is "presep!, a certification information
providing programis executed, wherein the certification information
providing programis generated fromthe 10 certification information

provi di ng progroapt ehptat eonshemd dnk i en 26hbrel udednd é¢hersggnall fromthe

request | nformyd an, g eesi yhngopardy 203, qodcabyl Je iptofedyin K o
certification i'nfornmation I ndicati‘ng . hat "in ormation i's certifiedis
stored in a, amdldistientitheatrieagvasif ormberoating chtdmbay hearti @0 mat i on

is not certifieddriestOn8dpkBvE ditiEPin A9ha 108N 1 ddie: NSl fitS R AV
history informatio stored _in the display history storjing part 206 1s
searched for, &fd tHe SehFiheGardiUe Jrrgf%éBgFFf’ﬁ't &P G- 19 ol stepdidd e402) .

| f K and the diispltaye hiisspiyy ihifsaramt | ©bo Xiage plahra: SE0& 45t eped03),
certification _info | t S | n.ElgQ. t he
certification inrﬁ%%gngﬁ%%ﬁ}%ga?ﬁosﬁpo@ nﬁ? | E}rngzti:rlé)(’i’l giéln?&?% FﬁglFequest

i nformation di $gicsn pbittF2051425 When they are not the sane (step 403), the

certification informationrfsteRi404hn ShE¥R bRakibdel6 s B LE8 eqi fication
information location _jdentjfier are sent_to uest information

the re
di spl ay pat? 208 enfkh! ¢heSBOME A F139H B0 Pnf gﬁnﬁt bl hredgfcattp
i nformati on i ndifcatles Iabsenet, thd crdehtbfiislkods inotdi piditedditeat i ng

t certificahi;qn i T‘zidx‘i’%”ﬁbki%’}m%oﬁ%r{‘oéaﬁxbét udld e £ 1 hEhEaY UYL
ormation location idenhtitier are

as long as the information identifies the location
of the information providing server 30, the location

15 of providing information, the location of
certification information, the location of the
information providing server 30 to be certified, the
location of information providing server 30
corresponding to the information displayed on the

20 request information display part 205, the location
of the certification server 40 and the location of
the certification information.

Although the providing information shown
in Fig.7 is described by using html, any information

. 25 can be used as long as the providing information is
provided to the user and the providing informatiocn
is displayed. '

In addition, although Java is used in
Fig.9, any method can be used as long as the program

30 is executed in the client side.

In addition, although the certification
object information includes the certification object
identifier, the store name, the name of
representative, the address and the contact address,

35 information in the certification object information
can be determined according to the object that the

certification server 40 certifies, that is, the



sent to the request information display part 205. 35 The request

I nf ormati on display part 205 receives the signal fromthe request
information display processing part 204, and displays - 1 NOV‘S@EMHU‘?,Z
certification informati on shown in one of Figs.11l, 16 and 22 to notify the
user 10 of the result. In addition, the request information display part
205 stores the providing information |ocajjon identifier 5 or the
certification information location identifier in the display history
storing part 206 as the newest display history information in the table
shown in Fig. l4£edii fddation, olgre cex atmpf ermaktiibaugaeacncl d@esdentmidmer
shown in Figs. : t I the identifier is
not limted to%ft % s%é%ﬁ§gﬁ%§o%§_n§j%é 2%?19 ‘é Eggd@e{lgé '?Jﬁiek?dent ifier as
long as the information i 8eneddidsiqhe jBcBiP8n Ll o2nthe?? nf BXABRFIIGP

provi ding servemhal0,uibeal geablarclmn o Phovwhdi ngdwiwvs PRt tRB, mchenddcati on
of certi figati,on i nfoimiti OH, t he .| ocation_of tbﬁ%ﬁ‘{i nfgrma i on providing
server 30 t® béS%dtitilltefe t9 §ONUBE P PorafE Bt r oV Pdi ng server 30

correspondi ng texdnel ¢ pf ar pakeidet edirsipl ey exle en aglee 2 rkegus s eriedy mat i on

di splay part 2Q5, the Iorg:d?\t'on of the certification server 40 and the

| ocati on of tH‘éX%Oerfxi f4¢at Pon i nf or mati on. Al 't hough the providing

i nformati on shown in Figlf thedeRgyeeBenyiogdiedy enbpdinanptsnf dhdati on 25

can be used as dgii @srhBeoR’ QW GHWvA N{ A FRYI, BN arsd FDYi Ovd t @hldhe user
and the proyi g snionrelion s SR yed phh U Lo ALt daya 1
executed in théyla entogrdm. flor addili i @ppaahthsugh The pregrhmcaiE@porbe
. stored in a disk apparatus, or a portable computer
readable medium such as a floppy disk, a CD-ROM and
the like, and the program can be installed and
15 executed. Accordingly, the present invention can be
realized easily.

Fig.23 shows a configuration example of a
computer that can be used as each apparatus. The
computer includes a CPU (central processing unit)

20 701, a memory 702, an input device 703, a display
device 704, a CD-ROM drive 705, a hard disk 706, and
a communication processing apparatus 707. The CPU
701 controls the whole of the apparatus. The memory
702 stores data and programs processed by the CPU

. 25 701. The input device 703 is a keyboard, mouse and

the like. The display device 704 is a device such
as a display and the like. The CD-ROM drive 705
drives the CD-ROM and the like, and performs reading
and writing. The hard disk 706 stores data and

30 programs. The program of the present invention may
be installed in the computer beforehand, and may be
stored in the CD-ROM and loaded in the hard disk 706
via the CD-ROM drive 705. When the program 1is
launched, a predetermined part of the program is

35 expanded in the memory 702, and processes are
performed.

As mentioned above, according to the



object information includes the certification object identifier ,_t %ug
nanme, ¢he nane of representative, the address and the contact address
information in the certification object information can be determ ned
according to the object that the certification server 40 certifies, that
is, the - 1 NOV 2004 -33 certification object information may includes a
name of a commodity and the price and thé4Fike. In addition, in Figs.12
and 20, exanples that use a tenplate are shown. However, the nethod 5 is

not limted to those using a tenplate. For exanple, a redeterm ned nessage
can be inserteHresgnd AR DIONR dke CAT0\RE ndf Féﬁé&e@nﬁﬁ’cﬁ%‘?ﬁsa t he
configuration mﬁliﬁﬂﬂhdrhﬁf@rﬁa@ﬂdnﬁﬂldﬁ&déheaﬂﬁsebemﬁﬁﬁﬂSh@Mﬂlbﬁ Fig.3

and Fig.17 can_,be configured_ by a f or, each apRArat The program
may be stor edlfl% ?%rép?)grﬁt u?llgr q&‘a%e’o]ﬂ%wgncgrrputé%yrsbe}édabl e nmedi um
such as a flopppldusalg i Qi KYVhaedoryhe ff i keov adddt e fmmmpbihetaande
instal | ed by g&%%erﬁ% é\g&%ﬂb%g'o\b e Rresgrt c'er}vcelrftlc%tg@ﬂ be

realized ea5| I y: configuration exanpl e of conput er that
can be used asléé@ﬁf‘@ﬁﬁa?%t%%d Treatd@mputekorRak488s of (ﬁ*l?(central

processing uni b)ar%Qf?LQ:Jat_ﬂoﬂiYEﬂEﬁSr?n@%uan lmtbﬁeWh@ekﬁGﬁ; whetrplay
device 704, a ROM drjyve 705 ard d| S omTunl cation
processi ng appg%&t G?r% .”ﬁgl @,? £ % o ?o lftlﬁé: v(\Dlhf(’(;LIJ‘%1 of the appar at us.
The nenory 702e$ttarfes:adai<anahdfpm@ﬁam poeesdatgbprduraPLaRg ¥0e. The
| nput devige 7R3.icg d&eg/ppéﬁdh Iuse ik the Lhle. Theudi spipy device 704
is a device such as a | ay andthellke TQ R?TX{ i ve 70E drlves
t he CD- ROM andcﬁl‘r'éllﬁj%“eath?l’él bBﬁPGW%O‘f% SnBTRYi er?[; °”Fhe R8FdS3di sk
i‘? stores dat @aand information provider, so that a true sense of

security can be provided.

The present invention is not limited to
15 the specifically disclosed embodiments, and
variations and modifications may be made without
departing from the scope of the invention.

20

“. 25

30

35



30 programs. The program of the present invention may be installed in the
conput er beforehand, and may be stored in the CD-ROM and | oaded in ':Na?
hard disk 706 via the CD-ROM drive 705. Wien the programis Iaunché ) 1004
predeterm ned part of the programis 35 expanded in the nmenory 702, and
processes are perfornmed. As nentioned above, according to the - 1 NOV 7004
-34 present invention, it can be determyied whether a nalicious

i nformation provi der abuses certification information of a valid

i nformation provider by holding displ ?Lﬂﬁ,t ory of provided information
and 5 by checki ng presence or absence o certification information and

| ocation information of the certification information, and by. checking

whet her the certificatiort-oBj 6EECLELARE PR 2 OFO TR 1L R ¥ h DN
i nformation providig RLOaMLaRdhhes 10; peyesd roi SRt &Yidi sdadhorrs, t he

sane. Thus, the certification information can be provided only for a
val i d i nformati aregriddiedernnfeanahatnaptroveds@nse ot inkeiitdtiyoltan be

provi ded. The present_invention_ is ng imted to t P |y

di scl osed embodi LAYy & PS?WSH% % tn:IL)%i‘1‘51“cc};léltl%()ni';:l'?rrli{j[;CF “eldr%a e

wi t hout - departifgnfd 0B hgseseopanafl ckhei f twent donn2rmdc 3th 35 - 1 NOV
2004 CLAIMS 1. A certification information providing nethod in which a
third party certpfdcigtschircad Neert ySagdr PEFIRS TR Mt Dn-H AR by an
i nformation proalé,der over a network that is used by an indefinite

a terminal receiving a providing
information request from said user;

said terminal sending said providing
information reguest to said information providing
server of an information provider;

said infermation providing server
searching a providing information memory means for
infermaztion cn the basis of sald previding
n request, and sending presence
n or absence informztion of szid
information corresponding tfo said providing
information request, location informaticn of said
information and said providing information to said
terminal;

said terminal displaying said providing
information if said terminal receives said providing
information from said information providing server,
and said terminal indicating that there 1is no
information to be provided if said terminal does not
receive said providing information, and said
terminal storing location informatiorn of said
providing information in display history
information;

said terminal receiving a certifilcation
request from the user; '

said terminal sending said certification

request to said certification server;



nunber of users, and certification information is provided to a user, said
nethod conprising the steps of: a termnal receiving a providing

i nformation request fromsaid user; said termnal sending said pro‘v} M?Vnéﬂﬂfe
information request to said information providing server of an information
provi der; said information providing server searching a providing
information nenory neans for information -@3%+he basis of said providing

i nformation request, and sendi ng presence .information or absence
information of said inforgatidorenori£5peadbag stexr wai dspravirdimy a

information request,. Location i.nformatjion of said Jj ion and said
provi di ng i nf or et oh* t6254°Pd ferniTa %%afﬁ“&%"%@%‘%%@&%& ng said
provi di ng i nforamtt DALtk tsaind indravimat ioecpirves diaigl progirdgithgen the

| nformation from.sald | pf QLuBl IOk Pf 1L LERYNS eitflos ¢ ANnsaidd d er i nal
i ndi cating that %.ere 's no information to be provided if said term nal
does not recei & ki de prdvFiigiatd Afior rarpak i cand =Y 49 108r MERF* % ori ng
| ocation informadiop.of sakd cRiev di g i phosraticon $otdi gpl ay history
information; said term nal .recei v n_q?a certifi cation . rgg§elsft1.efr0£%tgg
user; said ter m%téghﬁﬁﬁgogail@g&‘r $¥+28t PR S Fstuekt sal
certification serpessent?, NMR260hd36iniosenvrdrorseamchiingng sald
certification certi %izc?‘%;!a%rjl.Olnnfi%r HhO0; DRMBLY JIRANS [QEnd s C&LL] Fhcation
i nformation provi ot g program on the bam s*of said certification request,
wherein: if saicecerfitacarinon i oraat Ponipeaidihgt pRoGEdM S ex?BEs, said
certification sefyef S€tS$i%ication informaticn providing program to
said terminal; if said certificaticn information
providing program does not exist, said certification
server sets said certification information presence
identifier to be “absent”, and sends information
including said certification information presence
identifier and said certification information
iocation identifier to said terminal; and
wherein: if said certification information
‘presence identifier is “present” and if
certification object information in said
certification information program agrees with the
newest display history information that is stored,
said terminal displays certification information; if
said certification object information does not agree
with said newest display histery information, or 1if
said certification information presence identifier
is “absent”, said terminal displays not-certifying
information as a certification information display

result.



certification information presence identifier to be "present”, and sends
information including said certification information presence identifier,
a certification information location identifier and said certification
information providing programto said termnal; if said certificatipgyy 004
information providing program does not exist, said certification serve;
sets said certification information presence identifier to be "absent",
and sends information including said ceréffication information presence
identifier and said certification information |ocation identifier to said

termnal; and wherein: if ssaigngepbifieatdOfbd nfiprdmidOnn iRsenttg
identifier is "present” and if “certification object information in said
certification i nhothedion pragrainiagrded myilt hsehd aewestigprspPay history
information that . is stored, said .termnal .displays.certificatign

i nfformation; if 1%§?H“%%+??f??ﬁﬁ%qﬁ?qbgfggPdiﬁ?%?ﬁé?%%ﬁ Eg%sghébgégree with
sai d newest di sphayrbi-si@ryy i sH0f rertdE:icatibh ssakdrcentification

information presence identifier is "absent", sajd terni pal displags
not-certifying infornati oftesiaIcerrdiAEIENEn | HHR AT o dvSFayt O esul t .
- 1 NOv 2004 -37_2, The. certjfication i ntarmti 9neBLaukdbag o AL hothas
clainmed in claing%?“ggﬁﬁggef%Pfﬁc% T%ﬁ p%%g%rnatﬂon providiﬁ% nmet ho
conpri sing the spepgramperformed by said certification server, of: storing,
bef orehand, information Uﬁfﬂné%ti%r\%raa_td NG s@i @ ieertidnh cahEormanfioramat i on
providing program generating said certification_ information. .provjding
program by searBKPHGISaI BT SF ARt Pn SRSSF N 0P §anér at’t %Lgaf&%n\ﬂéga
certification i phor Rti-0M PIOYi dung preogram foribnf amik ¥oateorr espondi ng
to said Certlfb%%%&%ﬂﬂéaL@é&fa%nqo%em%fEEQQEQOﬁeHHJféﬁﬁbQHﬂdH(H&ﬁt|On

said certification regquest; and

sending said certification infermation

providing program to said terminal.

3. A certificatiocn information providing
system in which a third party certification
authority certifies information provided by an
information provider over 2 network that is used by
an indefinite number of users, and certification
information is provided to & user, said system
comprising:

a terminal comprising: .

reguest detection means for detecting a
request operation by saild user;

request issuing means for sending a
providing information request or a certification
request on the basis of operation information
detected by said regquest detection means;

information obtaining means for obtaining
providing information corresponding to said
providing request or a certification information
providing program corresponding to said

certification request; and



providing programto said terminal. 3. A certification. information
providing systemin which a third party certification authority rtifies
i nformation provided by an information provider over a netmork'ﬂH@ﬁ 1084
used by an indefinite nunber of users, and certification information is
provided to a user, said system conprising: a termnal conprising: request
detection neans for detecting a request -operation by said user; request
i ssuing neans for sending a providing information request or a
certification request on the basis of operation i.nforyation .detected by
sai d request detection nedhsSP+aY of REET (ﬂﬁ%ﬁﬁiﬁ@rmégkpﬁ% lggtﬁﬂﬁ#b
provi di ng i nf or pabi,er i6Qf responde ngoho wsaird spiovi difng waeguest or a
certification infornmation rovi di ng .pr.ogr.a ' [
certification r8888§FfW%uTégq§hﬁktgdgf gﬁﬁﬂ%ﬁ§%§ggeggﬁ{?%??ﬁé@%éqﬁﬁﬂ
di spl ayi ng sai danpr dwirdicnigs p 1 i ngt cen batert sl @ni ARdaRRe BhCNoBtfai ni ng
reans obtains SALA-RLOWANG, § nf ot EBL]oN. - At 0bndiaspl B3k pgLEarifigat i on
I spl a

information if newest istory .information %nd cert%fic t.i on

obj ect i nf or mat Pbi eichc liodetr Rt sand 18& 4 tat T oRd 1ot f O Ppr&Vi di ng
program are the; sapemahen sab o vi ol agpldcr abt a8 Ry eTedxse obhainns skd d
P Story i or mat PR S AT 401 bO-REF B Rl o R SCor o H of mat i on 1 hat 1 s
stored when prewicdiifg datf iormat h 6n rand icer th fecation ooy vali o b s
diSplayed;_Saids%?ﬁ“égéggéQ§i£BEQ§WQW§¥b§VOyﬁgEB&aéﬂﬁﬁeﬂbfBwﬂﬂﬁqted
conpri si ng_. an |_r1 O!’ rrat| on _pr O\ﬂqdl ng S%FFVGF Ipl’ pr ?‘Vlbdlj{]g !E;@fo%eréat\-!‘hoenn
correspondi ng t 6r64] gisplay history information that
providing information and certification information
are displavead;
said certification informaticn providing
system further comprising:
an information providing server for
providing information corresponding to said
providing information reqguest TO sald terminal; and
a certification server for providing a
‘certification information providing program
corresponding to said certification request to said

terminal .

4. The certification information providing
system as claimed in claim 3, said display control
means comprising:

display history storing means for
displaving said providing information and said
certification information, and storing information
indicating locaticn of said information as display
history information; and

determining means for, when said
certification information providing program is
obtained, displaying certification information
indicating that certification cbject is certified

only when a certification information presence



providing information request to said termnal; and a certification server
for providing a certification information providing program correspondi ng
to said certification request to said termnal. 4. The certification
information providing systemas clained in claim3, said display -clo¥iVr 2004
means conprising: display history storing neans for displaying said
providing information and said certificatBén information, and storing
information indicating |location of said information as display history

i nformation; aniddetérfmian nigs ndangseot,” viteh Baves teslitsaieat hogtory

information proylding RroM am b Seq0hhaisned @i splay ng Lesiyl kealdiony
information indicating that certification objgc%.ls Qertif%ed tonIy when a
certification i neanfatiSortlp? ez@RBedsS FaNGV DDAt 3§ i $PEFCI"s "present”
and newest displgyohisttaran inféonmati am soredcentddiid i sphay history
storing mneans |s _the sanme as sai.d.certification object information

i ncl uded in sai 8"ERFMEG R i BRCV i Hf-OPmti TR Pt ovi di ng program 5. The
certification information providing systemas clainmed in claim3, said

certification server conpyisifg: ~RLQYIAM JENSH AL HeR A O HRt ben vStdiidg
means for storing, beforehand, Information used for geneigting.said

) f
certification i ayet®atidch praviafng™ Sricoyant ‘pPégrarmgehet affdr Steans for
generating saids¢ekld fd@bt opikpformation providing programby searching

said information used for generating said .certification infermgtipn
provi di ng program for irﬁé#ﬂ%f?gng SF?EEbb%ﬁi%Sfﬁgqgglﬂogertifica i on

request; and pregeam sendisgoméans ferisenitng, saindormation used for
generating said certification information prowviding
program;
program ¢generation means for generating
said certification information providing program by
searching said information used for generating said
certification information providing program for
information corresponding to said certification
request; and
program sending means for sending said
certification information providing program to said

terminal.

6. A computer readable medium stering
program code to be installed on & cerminal for
providing certification information to a user in
which a third party certification authority
certifies information provided by an information
provider over a network that is used by an
indefinite number of users, said computer readable
medium comprising:

reguest detection program code means for
detecting a request operation by sald user;

request issuing program code means for
sending a providing information reguest Cr a
certification request on the basis of operation
information detected by said rsquest detection

program code means;



certification information providing programto said termnal. 6. A
conput er readable nmedium storing programcode to be installed on a
termnal for providing certification information to a user in whichl ¥V g
third party certification authority certifies information provided by an
information provider over a network that is used by an indefinite nunber
of users, said conputer readable nedium céfprising: request detection
program code nmeans for detecting a request operation by said user;

request issuing program code neans for sending a providing information

request or a certification request on the basj td kafgrdmat i on
detected by said request d%&é%??% loBrS%QﬁﬁB@%é@:ﬁég%s;r€.%gﬁﬁv 5604 - 40
i nformation obt &bmi e tpriogiam codeideagys irfbyrwdtach P ProsPandgng to

information corgggap ding 4 Prgsabd,Bsqvigdi ng £eauest e @pgertification
i nformation provi n% progrant corresponding to said certification reguest;
and di spl ay contnélorpyadgrain BbeELifeaas PESYS L P spPAY ST Hn%rSQiﬁﬁﬁgl
i nformati on whep.s&i:d; dIf osRatEgReabt;aiatidng neans obtains said providing
information, and for displaying certification _infor | on. Lf shewgst
di splay history infornatidﬁysgﬂaychPFffgaﬁ?%%gégﬁeéﬁﬁ%%ﬁﬁ#%hfiQn i ncl uded
in said cert!fﬁ@a@hayjﬁ40$amuiQMOpHGWHﬁrﬁp@@é@ﬁém%ﬂwyﬁ%ﬁe5§éﬁb when
sai d i nformation ontal i ng, @Bﬂgin‘%%a'ﬂé%r@' Soe8k sl it d 0p rbRfieritag i on
providing progiam erein said newest display history_ . information is
extracted from dngpiraa i@k or 91 APST et Y hAE & Ttioh & WhER provi di ng
i nformation and;eeitdnfd €8sk onri Abaemat i@l ey disploayed.n 7o rifae iconput er
readabl e nEdlung%%(géEPPPication object information included in
said certification information providing program are
the same when seid information obtaining means
obtains said certification information providing
program, wherein said newest display history
information is extracted from display history
informazion that is stored when providing
information and certification information are

‘displaved.

7. The computer readable medium as claimed
in claim 6, said display control program code means
comprising:

display history storing program code means
for displaying said providing information and said
certification information, and storing display
history informaticn corresponding to sald
information in memory means; and

determining program code means for, when
said certification information providing program is
obtained, displaying certification information
indicating that certification object is certified
only when a certification information presence
identifier is “present” and newest display history
information stored in said memory means is the same
as said certification object information included in

said certification information providing program.



in claim®6, said display control program code nmeans conprising: display

hi story storing program code neans for displaying said providing

information and said certification information, and storing display

hi story information corresponding to said information in nmenory neanéﬁ’g&ﬂML
determ ni ng program code neans for, when said certification information
providing programis obtained, displaying . certification informtion
indicating that certification object is cCi flt7i fi ed only when a

certification informati on presence identifier is "present” and newest

di splay history information stored in said nmenory neans is the sanme as

said certification object information included in sajd cer%ichation

i nformation providing progfam® SOTINAED0DA2LER L8 TR EHWPBUEEP rdhtabl e
medi um storing rROramecode ke hbe inséedl eddobnaacerdrti€atiaanomserver for

providing certification informatigon to a user i.n.whic LI r
certification aéﬁﬁﬁﬁ?%yfoEePFPVFéQJF%f%ﬁﬁhfFbﬁaﬁfév}d2%98§m§ﬁqfﬂ?o$%n?ion
provi der over aureimoik khathi & useddypantyi neeftiifii@ hifbed O USEEY,

sai d computer readabl g mediym cannrd sing.., pragr 8 cade: peanndiosear ching
for a certific&Son th¥ormmation providing programfrom certification

i nf or mati on proWnﬁv@ﬂ@rogvaﬁsasﬂ@iﬁPf%egBPéhéﬁjW%% B¥i @%ertification
server receives ;a certifhcati@r s eguestebsomsa iteramalitelr aamsdrhle
certification information sendi.ng program code neans for sending said
searched certi f M&sdioh ?ﬂ@BFﬁﬁFF%%'providing programto said term nal
wherein said certificationpireioramtdothe preendi e progR aflilte s & e &xecut ed

in said term'uﬂ4eraPEié%EQo%qugdfﬁg£98niBE%UFHﬂQ@ PEOYIrdingf PEAgr am
causes said terfmar to i'splay certification information only if pguest
certification omQﬁﬁification information providing programs stor<

neforehand when said certification server raceives a
certification request from a terminal of a user;
certification information sending program

code means for sending said searched certification

information providing program to saild terminal,
wherein said certification information
providing program is to be executed in said terminal,
and said certification information providing program
causes said terminal to display certification
information only if newest certification object
information stored in said terminal agrees with
certification obiect information included in said
certification information providing program.

9. A computer readable medium storing
program code to be installed cn a certification
server for providing certification information to a
user in which a third party certification authority
certifies information provided by an information
provider over a network that is used by an indefinite

number of users, sald computer readable medium

comprising:



information stored in said termnal agrees with certification object
information included in said certification information providing program
9. A conputer readable mediumstoring programcode to be install_edygmnigL
certification server for providing certification information to a user in
which a third party certification authority certifies information provided
by an information provider over a netywrk that is used by an indefinite
nunber of users, said conputer readabl e nedium conprising: -1 NOV 2004 -42

program generation information storin r ogr.am code .neans for storing, in
menory nmeans bef or ehand, Pﬁ?%’r"'#&tﬁ’%‘%&%@%dﬁ%’&q@%&ﬂnﬂ&%&n@grti fication
i nformation proyi g cReicameused fber steeihdf Yimandiom thétthd nf or mati on;
program generati on program code neans for generating, when receiving a

certification rdipfesehandomiafosmaragn yeedafer |3RRerafaing certification
| nformation provaedgcpgfi%%%%miﬁxo faEeBhN réﬂ&ii%gf %pégfg;grﬁ Qi g or

generating said certificatiron Tnformation provi program stored in said
menory neans f arertnffgrimef ipaovddingspofdimgtionsaid certification request;
and program sendi ng program code neans far sending sai,d certi ftcati on

i nformation providing progfa#i® FHiT e karsn elcé’!dﬁ E&PHScePtification
information proydfHnG iHQIRMEN Febeibengxecebed f eseish tesqiam , and
said certification information providing program causes said termnal to
_di spl ay perti fi cfei'tclﬂ_brlfJL itrﬁrmlrlﬁé‘tli _@rﬁ 6aL¢ pﬁe?]ey@g%d C(é@]ft;:fﬁje%ﬂq,w obj ect
| nformation storeddmasaidh Lordinahgagtessati bh sEeFiRligaldon ob) ect
i nformation included 1 n sal certificatron information providing program
10. A certifi catimfosetien fusedvE&oirf gengranbey hexid nder ot icat jmmovi ded by
an information , s . .

information providing program stored in said memory

means for information corresponding to said

certification request; and

program sending program code means for
gsending said certification information providing
program to said terminal,
wherein said certification information

providing program is to be executed in said terminal,

and said certification information providing program

causes said terminal to display certification

information only if newest certification object

information stored in said terminal agrees with

certification object information included in said

certification information providing program.

10. A certification server for verifying
whether information provided by an information
provider via a network is valid, said certification
server comprising:

certification information request receiving

means for receiving a certification request from a

terminal via said network; and



provider via a network is valid, said certification server conprising:
certification information request receiving means for receiving a—lNﬁVZﬂm
certification request froma termnal via said network; and - 1 NOV 2

-43 certification information sending nmeans for searching certlflcatlon
information menory means for a certification information providing program
on the basis of said certification request, and_-sending said
certification information providing programto said term nal when said
certification information providing programexists, wherein said
certification information providing programis to be executed in said

termnal, and said certifiZalign caRfehMhESPmPE Pih 09 RO G s causes
said termnal to di splay certification information only if newest

certification obgggt seéﬁél@fﬁ?téé)ftlsﬁfHﬂdnn i %ogmhel Bunakndgyeasamit h
certification object infor ion included in said certification

i nformation providing pevgifdration information providing program on

the basis of said certification request, and sending
said certification information providing program to
said terminal when said certification information
providing program exists,

wherein sald certification information
providing program is to be executed in said terminal,
and said certification information providing program
causes said terminal to display certification
information only if newest certification object
information stored in said terminal agrees with
certification object information included in said

certification information providing program.



