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WD 2005/ 066761 PCT/ US2004/ 043041 METHOD, SYSTEM AND
PROGRAM FOR MANAG NG DATA ORGANI ZATI ON  BACKGROUND
Wa-265/d66761 [ 0001] Enbodi nents relate to a net haRIGT/US2004/043041

system and program for managi ng data in a system of

data organi zati on, such as a RAID system Description
METHODhSYREEM, @Q\HBIPR(I(QQ&R/] FORI MOUSA GERGD ATRS ORGANIRETION

proposed for organi zing data stored in data storage

devi ces such as disk drives. One such data storage

organi zation is refer 0 Redundant Array of

| ndependent (or Inex éﬁéK St s or (RAID). In a
Field RAI D organl zation, two or nore disk drives are

enpl oyed in conbination to inprove fault tolerance ar
[000%er £ oryErmbr@@nersr rejie bp 2 mREed, Sifsteny; anddyegtam; iop gRnaging data in
a systfioPafe! BBk BH SucPLORRO LY O, and, these d T erent

es are ten re erre D"levels 0, 1, 2

escngtr.onoftl[e(l@)ﬂ@g,k;dlAmt a RAID level 0 data or gani zation, for
the data of a user fil

1000315 " BiaBions e e v Pesh ar oyt Sorraenged i wimgiin At

storagg'dégﬁﬁ chRURY 1v9ser DRk FRACEata KRN rgardinglon 1& t%ferred to as
neral Iy no redundancy provided for recovery of data

RedumlanUAday) o€ Imkepdndentdpi Inespdnaivie) Disks RARBIDgv dh a(RAID
organi zation ta. A RAID | evel 3. . orgapization

organ G & Sy RArpisk g Bt FBbIEbE "o e binala BHfno % el

tolerahddbrGRtfoymiRR S ieh.  Pheyé @reehﬂefeh@fyp@@ of RNIDQIatads%@ge
often referred to as "parity data. his parity data

organjrgiionseanddbeperdifferent tenes aag ofteex refesead teeé deedlpli b
f
Y

“strip€@d”, et &, BIOCRSS tshiedatd dra¥piehd diks shultitds diskneb m@rove
parti cular disk drive is dedicated to storing

performzanioe.y Heweser, tharptis generallygrace dypdangy preXdehios rrcerew data
shoul? hﬁé gfet?lﬁ %IWFSS@E ng Q‘R%Iﬂlgveq bs(#rgr t %t?tgll c}%i;a% g}l Mﬂﬁfebel 3

€ array
organfatibw bmﬁ s 51ﬂﬂa1{t6®O¥ID leIel OrteutiRAE Bisk is tygacelyatseoved to store

t here one_bl o it at  each strl f
eIIoT gRIFestigR ﬂe@sot%éeéﬂegto B it Py ddls RN a3y i oeused o
recon&ﬁ%cﬁp%?ﬂ?e? tdgtﬁrsﬁoﬂl %ﬁe Bﬂ‘ﬂg Hr1(78§%5tlﬁ léqi\AHT)‘ 1&%1 5 daha

one drive For exanple, if a stripe of
organifatien, |paut}udht$ 1sfpmomd¢d foc kachetripe b fidain derosmie artay lof disk drives

of ,the bl 031?5 of the

and of Beasilla® FsE e s FeBien e pdpE o ing 468 ITBE plosk of

parityQabefor iNPRSp&iof 1igdrlddfage dishdutEBthrdlgB6kt APtheldsks of the array,
reconstructed using the 30 surviving four blocks of

to furthlqeﬂspmvpperfqr(l@()ﬁ FIG 1 illustrates one exanple of
[0004ﬂr | % &t tRAﬁ? 5 o?gan?z%gor? tflerQ s Mé ﬁchpQ'ﬁy data for each stripe of

data across the array of disk drives. Such an arrangement provides ready reconstruction of
data should one drive fail. For example, if a stripe of data includes four blocks of data and
one block of parity data, if one of the blocks of the stripe becomes lost due to drive failure,
data corruption or other types of failures, the lost block can be reconstructed using the
surviving four blocks of the stripe.

[0005] FIG. 1 illustrates one example of prior art logical operations which may be
performed to rebuild lost data. If a stripe n of data has four blocks of data and one block

of parity data, and data of one block from stripe n is lost, the lost data can be
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performed to rebuild |ost data. If a stripe n of data
has four blocks of data and one block of parity data,
waesdet’el of one bl ock fromstripe n is |ost, REEUS2084/043041
data can be WD 2005/ 066761 PCT[ US2004/ 043041
reconstructed using a sub-block of good data fromthe
reconbtRiceR] Bacth Hibasikek 6f gaddtdatafen thesttifre dobaGkocks 0@ and a sub-

ar|t3/ data fromthe good parity bl ock of stripe
blockpih gaod paity Hatadiqamieezood parifychlock of sfrimede| Iil@,uwmf%ﬂexample of

FIG. g;ﬁga%éfzﬁﬂn}e%ﬂ %IIC%O %]f’é%ﬁkr&‘e{i gﬁtﬁr&%ﬁ‘b li?)llcg’ ?&030% gﬁ)%d ggtngrom

Fom one atafroms

one g6&@TBInck sidatbfromkstr:ﬁ& m,fang @Q;dcdihdfsab-bldmm?)a d?igse@ dod oo
bl ock of data from stri he result of th

seconghgepd,Blogk otsatp ér@nb%tnp%pe Ffae F“éﬁlt of thg Eaféltng@r%l%cacbp‘zp@r@tlon
can béNE%(g %P =OF bRetd ?flﬂtg am)t‘ﬁ Ksubb18k O e@%o‘agtd@[af fi&H‘thf‘r{ﬂ g{kﬂd li)lock

romstr|p he result
of datEinolmJanpen ORhé ogyult af thap Ex@lmlwo&]ngbel dpecdtioni oaa be m'clﬁdwe-

OR el githsmubrleak Frahood e dhin B thededtinn blogk RonPsife n, o
recon&Hp:’t QEQ&-B]Q\%@ 38%or QQ&% Iféf)ld'c% @ﬁeﬂ%ﬁ sh’ﬁ-%ldc‘ksdf Jab1PhPEkOblock

an entire block 10 data 1s lost froma
of data i bﬁtérom letrigpet theenbteodkekoean bbeecroas@mtcd repeagthg the operations

pgatin of FIG for each sub-bl ock
OfFI(I(:‘.S‘fe1 E’ﬁga%]lgsdli?{]’%(?%gg@it@n% 2 shows an exanpl e of a
[0006]rI OFIRRIshbRIbE eﬁﬁﬂ?le%f 2 Brief arflozh) Bﬁe@m RAND S e4per

for reconstructin ost data of RAID storage units in

procegsot fur degonstrygting loﬂ’q datadiRAIDx sioregd wints ipfacqrdance withHhe logic

[ m
rncebfiPREFIENS) 15 F 08 SA00 BPP oA OLR GRRe L8
Exclubive-OR Wgical| Afidtiod an @ doﬁwh&sﬁmﬁ@ao@muaﬁb 5289 @pte@éhtecﬁbjd an

the data being presented at its input as represented

arrowpt, gl the daty bserg presentad .t 5 H@GBWGPW%“F%‘%@ #rowgpy The

B L e

Accelefatordadi @gAUat a and processing the read data usi ng the
engi ne . 20.50.in reconstructin aata

[0004le P r@g Aty of geading daga ardp@ﬁcqsaggmq 5 €3p yeing thejogicengine
50 in @el)nﬁlhu@tmgc' @t gééféé%néa in FI18! fr’CJ((J ré30@ds ‘?@Ig@esg%YOCQ%O) the

read (process Inafir read rati on
store (G522 p blackrmfaosd ditpenay tefreal (qbns:lesmblwkeGZMa adirstae®Al D

| ocal . 8
operafipt §,a8, 2 b R58raroTa it e Ya 052 BT b G5 Gk
memdrﬁ 68 ©£8 StoPdgeGfod8sor lof cAntE P NAnbaRE bIRIR bR bb&\datd nfak BBYread
e strlge n of a disk drive 64b of 25 the RAID arra

(procese blogk ORI apiegPndisad pperaeom’f’o fromithe stgl@e prod e akiskodrivgro4b of
trol At hi bl
the REMTHERY 66T R U0AbEmeL 85 i £ iiole8 freiBlPr FPianBye Alhird
blocklofigoodddta ?/Tbe%ada(pﬁbo‘égs slodve2) bd e tafd tehe oAb iDETI A¥mbhe
to the loca 68. A bl ock of good parlté dat a

stripe e apshisky drieg Gsr0b élas%AHP 8uRY 6210 tha logal mamORY 6% block of good
parltyQﬂ&rrﬁH Borebd (ﬁﬁo@é&‘s tbﬂi%k%% [P tolrth read operation 74 from the stripe n

of a disk drive 64e of the RAID array 66 to the local memory 68.
[0008]  Once all of the good blocks of data and parity data have been read (process
block 80) from the stripe, a sub-block of the data read from the disk drive 64a may be read

(process block 82) from the local memory 68 in a portion of a fifth read operation 84 and

stored in the store queue 52. This data may be for example, the sub-block of data 30 of
2



10

15

20

25

30

of a disk drive 64e of the RAID array 66 to the | ocal
menory 68. 30 [0008] Once all of the good bl ocks of

WQ2108/060761 parity data have been read (process PEI/G52004/043041
80) fromthe stripe, a sub-block of the data read from
the disk drive 64a may be read (process block 82)

FIG. 1.1 Siicé b stdre ghed®IMivds pviolsi§ rdet, ith@at@B o aviitH dhigingedifrom
operation 84 and stored in the store queue 52. This

the dréjgtGdanmgy be stoerd iatmsiote quewreSs by -perfoaping fandiclisBg-@f 2
ﬁmctl\é\ngv%%qgé ggtg %@ %efﬁéry %?eolgéél 2?46%9&& 6%'3%1 tl%e regétr}%ﬁtf B@% thehstore

revi ou

queueO32 ar Heaéiﬂbﬂth@féadfobﬁaddins\fﬁ)rﬁ&& loeal nlirﬁ‘ndi'y@lSEtd thglogie@ngine 50
ore queue 52 by perform ng an Excl usiyv function

will tmlfqilﬁd@aelubwnatbe Epagity pighe g ﬂl&?@ﬁﬁ%@#ﬁf yf der simptenthe
conf SEEAIL LR, # € MEpPLOTE, BB RE: TR S e
store qurgier’@ 15ﬁ115d wiith [1Kt b}pcmﬂtheydaieﬁend upon t he capaci ty of
he to e 52. Th for_ exa
10004155 o &ist S Encciist Blog i Bofng R g that a syhsbigek of
the blB&??P(Ht@féaé Frop s dERNrivE ¥8b Wi He réi@%pr&?e9§ Blolk gﬁ)efr@fﬁ the
Is filled wth 1K bytes of thé data . [ 0009]
local sgtnoly 6% kn @portine ofisixth roddaperafond), allfis date niwy betfor grample,

the supridoqk Sho sty 6 Q6D InF ek T Br e GoPe bk ey R ssac
from tHRRirivé 84b F Fx cRBRBIOR *68 (jrBeeds BRICk i88wth tifd 3tiblblb&esh of data
operation 90. This data may be for exanple, the

previeushy $otsd kn G2 stire queus 505 ard ored as Th intenmedigtotasuls in e store
53}3 fromthe block of data read fromthe drive 64b
iS" Exclusive-OR ed (process block 88) with the

[00010]P- Rlsabhlcek 33f(FUEL B of HeekObidLl oS dfs §dni thetstiipest, f.l’raels a
gueue 52, and stored as an internediate result in

sub—b&cbpéthedaj@%ofmta reads frpmgha disk Arige g4 mgy foe 3gad((prq96851t)lock 86)

from ﬁle fo@@ rﬂﬁ‘g IQ}% lﬁﬁ%ﬁb& f%eél da . H%Péltaf ?% m’l{h:;?réﬁf) b'lc%k 33 of

data fdfmﬁ&: Hdek ofbdatdread Eath the dmzeé@c B3| BxdtuBe-ORfed gpaotéss block 88)
.. local nmengry 68 in a portjo f seventhreadoertlon
with 99 ConRRS G ASIGE RIS s Andapet o5 BmHEAI Belesol e S
queuer%ad fromthe drive 64c is Exclusive-ORed (process
k 88) wth the contents of the store queue 52,
[000tHd Atsob-dibck34(F1G nt)ef thediasityedate black off data s therséripetn, that

i, theprigeTcefen® BIOgR Rt gt SR B G ENe s ey e Tead orpeess
blocktS’E§ fOHPhE hél‘él(nféﬁmirﬁés Bl Lsdstiod oflad agnmsacf satiode4di Bhe sub-
drive 64e may be r'ead ngqcocess bl ock 86) fromthe

blocklﬁdélpaﬁ@rdatay 68 thﬁpaarltp ko regd fa}m heghivie Gdedel Exclusive-
34
s O R PR T B

internRdEdtel 8dsMR in the store queue 52 .
[00012] Once all of the corresponding sub-blocks of the good blocks of data and parity

queug

of the stripe n have been received and processed (process block 95), the intermediate result
stored in the store queue 52 is the rebuilt sub-block 36 of stripe n which may be written
(process block 96) to the local memory 68 in a portion of a write operation 96 to be
written to the disk drive 64d in a subsequent write operation 97 to replace the lost sub-
block.
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25 OR ed (process block 88) with the contents of the
store queue 52, and stored as an internediate result

WO 2005k 76t or e queue 52 . [00012] Once all of tINEI/US2004/043041
correspondi ng sub-bl ocks of the good bl ocks of data
and parity of the stripe n have been received and

[00013]OCESSHdcdsP bPEES S hhpbkredBated for@atiniutrbiBel 6f the bRBKY bf the
stored in the store qgueue 52 is the rebuilt sub-block

stripe 3 2l thei syb-bloakRinate brey ressivi i(prosessockiASo sedRropessedk by
e B e 1 PR SRR AR S QMR g

MoreswddSi€ glll efithewtaial of thpérivat 64dnfR éxdmplediak deen lobte thoombess imay
bl ock. 3 WD 2005/ 066761 PCT/ US2004/ 043041 [ 00013] . The
be repspised deiseagh steipesof thedaiph €6 p?ﬁ@afgéagws uaHLeves OBl BEfaeof
. 2 f i u i .
damag QY B0k Do RESLRECRA, ThE brflhy REpTiRa s APty
data viHtea updafing eld dataeviiOneshéate ima RAIBrype éath brpakizatiort iheimilar.
ripe n may be recqonstructed, if. needed., Moreover,
[000941" RPogsiidng hirect a eanbined heecindbe 1510 WA BF has
perfolt®file bPlocess B8 iPEAS %?ag@’%)‘%aﬁiﬁﬁoﬁ.e peated for each
stripe of the array 66 of the disk drives until every
bl ock of the damaged disk drive 64d has been
he RELQGES f constructing new parity
Mm 56 ,_-.l_‘ A '-'-‘L; new data in a RAID
[00015]Pe desfarias dowitd eld @Bwings § WhicBllike réfORAdIhumbers represent
Not wi t hst andi ng, there is a continued need in the art
correspending pariethtavehpei f or mance of processors in data

storag r [ ' . : TI ON OF
THE DRW@%@%%%F‘“ 5 ef}’e??lﬁsgmﬁ@w foIQfF‘ e rg’avvi ngs in
whi ch [FIGE2 fiRbgsitens priciarbiept ehghcasertonshatti@sERRAIMdata;

parts throuqhout: FIG 1 illustrates a prior art .
r econs fitict lstraes pugrariRperrtions &g reponstiugisdaiaysing the prior art

Pid AL oMite d88IE2eNGI Nne for reconstruction of RAID
datgg; e]?@%eGﬂgb?ﬁ ustrates prior art operations to

r econsFiGdtillastasesome embbdienepnt 00a canputingayvromneit e which
FIG 2; FIG4 illustrates one enbodi nrent of a

c ABGORTIGICHOR PIPSHREIR MPFIFR<h  data construction
aspect $1@r £ifufPAt8I B @bodiment of a storage processor environment in

which data construction aspects are implemented;

FIG. 6 illustrates one embodiment of a logic engine for the storage
processor of FIG. 5 in accordance with data construction aspects;

FIG. 7 illustrates one embodiment of operations performed to reconstruct
data;

FIG. 8 illustrates blocks of data being used to reconstruct a block of data;

FIG. 9 illustrates another embodiment of operations performed to
reconstruct data;

FIG. 10 illustrates another embodiment of operations performed to
construct parity data; and

FIG. 11 illustrates an architecture that may be used with the described

embodiments.
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FIG 5 illustrates one enbodi nent of a storage
processor environnment in which data construction
w@gpsoeseare i npl emented; FIG 6 illustrates ORE/US2004/043041
enbodi nent of a | ogic engine for the storage
processor of FIG 5 in accordance wth data
DET&IHE‘D DBESCRIPTESN @R SHERFLGUSTRATED EMBOBDIRIBNTS
nbodi ment of operations performed to reconstruct, 25
[0001ﬁit a; Ipitks; fodloping deseription, rsfesencs ipmadatothp apernisiet o
I
crewifEREN i) o FrithBe i W Riltuska P sorbdl B BLAS. 10
unders0d Hgi vthet exdbodimefts Gaylid 1itilized hnddtestasicind@perational changes
enbodi ment of operations perforned to 30 construct
?‘4631 data; and FIG 11 illustrates an architecture

e Y T T

may bmmmmmmomm&es [oB6 6d:@prel aentrh]qarbcﬂsbingﬁungs

de to t
(crol S8 oo choveh fnicmirst (Meratolal RGNS footes: o
procc§s%¥ @09" an‘%ﬁ%fh@lihg'@gsttéﬁ 116 tanki% ne‘t'ﬁ&iﬁ raahsed] 1t2h akn%bfiﬁéatlon

OIﬁEﬂtS may e util IZG and structural and
progrmpelrl atfinghealexedvaesge sien®ryrd 6 endrisdepabl©oleading d@a friom and

wrting et R dRE o= YHmpits PFRRE semPult X ehfpfipg dovice
know @ tHe#eH, H6lhSas QNBaiffraiB)serves, 'ﬁefs@hal%ﬁﬁﬁﬁe‘il \O&kbltﬁtlbfﬁ laptop,
104 (only one is shovvn) a menory

handh(%gﬁ)mtafr, t@epélp@y deyace; pgtwosk gmhaa@ee Vlrﬁrab@@ymdievmgsw@ge
procegﬁ)?‘ rs%ljagegc %Hgfgk%cl ?%nnf??ga]f %ﬁ%&)graﬁgg u)%s%m He kn&()n 1n the

I on exe es 1n

art mél;fnﬁe wed. iBogapahhe deth it ardiony 1 0Ginay be ewnped mtsMsltdragtglOS as
data to the storage 108. The conputer 102 may .conprise

part of FMOsHIRAERINCNE OPations e cpmPYiRe [Gy ¢an CoERInigatg With 2
netwc{}ﬁllﬁ% HAGE, hﬁgﬁgﬁ; 1 DEFsaNnab conputer, workstation,
apt op, %an e ayr

comput er, telephony devi ce, netmork
[000tR]p! i ahdevlce/dmmralz{) 2RdcuHs ixdmcrrmey 164 m@meludm gicrgs processor

tora ontroller, etgc, CPU 104 a rati
speci B, SBRgoeRBHRIT 1 £ SrpeRpeisect (L9 pRiGhchfstween

the oﬁé‘?ﬁlr@%ﬁefnnl 10eRR e stAGeEBYcBRoS VP PERe 5tBfd@e 309 iRURI 88
paft of menory nmnagement operations. The conputer

plurallt@@f stomageamitsrthatas, aeliski drives 150a, 150b ... 150n, for example, in which

data may be stored in an organization type which permits the reconstruction of data. In the

illustrated embodiment, the disk drives 150a, 150b ... 150n are organized in a RAID array
151.

[00019] In certain implementations, the storage processor 109 performs certain
functions to assist the computer 102 in reading data from or writing data to the storage

108. For example, the storage processor 109 may have software, firmware or hardware or
combinations of these to translate LBA addresses from the computer 102 to cylinder, head
and sector specifications of the disk drives 150a, 150b ... 150n. In addition, the storage
processor 109 includes a data construction manager 130 which manages the
reconstruction of data in the event of drive failure or other data loss. In addition, the
construction manager 130 can manage the construction of new parity data when updating

old data with new data.
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network 118 through the network adapter 112. [00018] A
devi ce driver 120 executes in nenory 106 and i ncl udes
WG LWsAaeE6pr ocessor specific comands to conmRiES2004/043041
with the storage processor 109 and interface between
20 the operating system 110 and the storage processor
[00046)9- AdReampRITg8uititie stofke gRRedopl 0 Blilliraedd i8 FOGASEThe
units, that is, disk drives 150a, 150b ... 150n, for
storagexaagsiseor 108 fmh@ﬁs rapid glopmyelg@f darge amoynis ghdata between the

: : . . . . ¢
s LR B OB  ST H e 1
betwek QaprinddrQlbus 162 dHiBla hast eompgeni 0ehd Mseeoiiripbas tédycoupled to a

151. 25 [00019] In certain ipplenentations, the
storagg congglerphagad §I]s%%torfs@l%_r 1be E@dﬁzf‘elf@&?%mﬂf thcteraas cquiroller
r [
166 35| iy b SEAPEN lnodd koo S Ad Al IS AT G Bhtrpllr for
exampleptodgephysioalis solatei@FEbnmthe phaneey bos 1 6@ar Ehe dantnoller B6amay also
har dwar e .0 conbi nations of these.to translate LBA
conve B LETRFBRTEHS (B HBEe Made gt FHaGs SaRdEe and
proceS&t 109 tSM8SidrgeAlosO N ihBhigh MR stirsde Hntr¥B& 16808 shokmPAs part of
... 150n. In addition, t%e storage 30 processor 109
the storage prbesssar 808, shecssorsge cantioter Hermgebe pa0 ol storagentifexs a
tthe ..reconstruction of data in the event of drive
separglgUiffy & or ot her data loss. In addition, the

[000Z2PNSArpHrhdry AdIREAGAE]ali SRR N6 BRFERS b Iﬂﬁ[’tﬁi_ghﬁ@ttda@ﬂpath
of new par| tébdata when updat i ng 1oI d data with new
4/

from dmmi.nlles*y\ms 2008y DTG IoTRaT 138200 4/ 0 owmorn d 62 via 3dcal bus
f i . . j . .
17 AP e A £ 008E BRI ik gy e

OR chiaglatibisab @endrateipdritybledks ior RATD alggeittand UAL secoddagphddress
between the host conputer 102 and the storage 108

transhytien waib} Hypropidse a sighrthropghnyi dptgdath fhom theeracasser unit 170 and
local BRLIES @@Fo;jﬂq% %o}ég%%u} @@e. glfntth.? ﬁhﬁﬁéﬂed E&%H&‘ih%t,%ﬂﬁ%?é&

a secon coup 0 a 5 storage contro
162, 1@6aroPCll bessss butagker ties ol perifherad fosst 6 thap be ms¢dast Well.

L

embodfindi, tRE Y&iapﬁkeﬂn&gj 80118466 ife 1AM fBe Richi®Ry ¥ndPiSusd®® cache
T ['lTer 166 np

he contro may al so _convert conputer
data bemgtrammsfared to or tdseived Gomghe disk drivec E50ah]l ¥ .cohitlsc tQgher types

RITATR S CRECRENEN 1 T

store 8dcot&ly i@ rvhRdrAident e e8coaipl e Biripefi B the V& ©f an unexpected
controller 166 may be part of the storage 108 or a

shut dapmeizhe storige Pr¢Eew? 1?5) o the isipsasy 188dluess detadrapizr.i Bivect
Memglnyi Acclegsg (]ﬁ\r/lg\f icgl?t%lﬁrshi @t‘ 1§4{1ﬁ8ﬂ‘§ﬂm’gct Hl%fn%r}p ﬁﬁl%fers from the host
computer 102 to the local memory 172 and from the local memory 172 to the drives 150a
... 150n.

[00023] As previously mentioned, some RAID data reconstruction processes utilize at
least eight read operations to reconstruct a block of data for a stripe having five blocks of
data including a parity block. In accordance with one aspect of the illustrated
embodiments, the construction manager 130 includes a logic engine 176 of a storage
processor 109 which can, in some applications, significantly facilitate efficient

reconstruction of lost data or construction of new parity data in a data update. For
6
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fromthe primary bus 162 to a processor unit 170 and a
| ocal nmenory 172 via a local bus 174. Also coupled to
wa twshecel bus 174 is a |logic engine 176 whi chP@F/ 5320042643041
Excl usive 15 OR calcul ations to generate parity bl ocks
for RAID algorithns. A secondary address translation
example] in dié@ppli@vibnidahe auﬂnbgfoftrwdmgimmhs thateaonzatibtt  Block dhdata

pr.ocessor _unjt 170 cal nenn 172
fora%%ﬁ@amﬁm@o@@@f aﬁnp dgragerinnpio ga F“dj(g‘ﬁ?d toy figur read
operaQbSs e%tlll Abder, ietRiser 6’%1@569%?&10%1 to S%IIEQBe fe\égﬁﬁ?m%{]ed block

per i pheral blsses nay as wel [ 000
can bé n&chbedrﬁrmnrtwo Wifte hpsrationsgoony mﬂmbpamtimr 180. In the

il.]u di he |
1000374, 5 HIE25 iR SR it SSOR AT BB BENg 4y which
1nclucp:§ 'arbgorE gﬁé&fﬁ)@r qfe tsfbré’fluf!u% 260 & pdriai s ExFhste- @’R lﬁgﬁal

her types of nenory may
ﬁmctmsem th@ cumetnlts othb¢ ster@qmue ZO@lelﬁrwemteﬂé)yfamsﬂwn%Oaﬁryd the

data (e R A1 B Rl B Ak af phiobinet Hifibme
aspectloffe PlustBRd ShdbaigRnkY, @68 95 Tbe kO &Eecubefmsﬁ enegfhd Atk
during data transfer. Direct 25 I\/lenori Access (DVA)

drives b¥fles §3Qber: 515082nd paaresssd in thedpgie engine hB6 n encanad epesation

withog% {5} %J%ﬁg ?%21%11 i (%ta?ﬁle%l%é%g&t %ﬁé&%%%@[@%thez .%spect of

oca menor rrves

the illhbeated £AOHABENARBIRY qﬁufel 200rah hecngtodae@a Bl RAbEX dﬂla’ﬂa ata
. reconstruction processes utilize at |east eight rea
time. e 3iBesingseate dstagh PRACQr THOTS|of éhese andjather features cap rfa%tate

data Jgﬁ%ﬂgﬁgofl hYefudih %ﬂ@re‘&mst&gtlgﬁt a including a parity

n acc ance wth one aspect of the
[00025]! ubt thafladtrated exibodintent, thdlegangineuds inshovanmygnisingt store

udes ic engine 17 a stora rocessof. .
aueuey BG5S O RO HE Car e GdinE ST S ogH et et gt logic and
memdr@cCi l i tate efficient reconstruction of |ost data or

construction of new parity data in a data update. For
[00026]WOF D (511066176 DnPET4rhisi2 @ﬁapm@mpf dheadigtd eqnsirnctomemanager

t th mh ad
130 v neBhee e ntogfetinar | abnd 85 S0Be byl Tbrfeonstmptan of
data. Ith €& exMhplél atstipee(RId] BDoiadaP@édrﬁphsngH% bleas dTata including
reduced to four read operations. Still further, the

one paifprhdeckefs sigred ecressdivardighdrives 150a%11800,HS0p clS8d ond 150 d
esne R i R e BOUE LA R BB AL PR A 1

150a, flGOlm a86e. eXRopIne offthd <h§k ti@isd 56adi508 . 1 180tih etis example,
| udes a store gueue 200, The store queue 200 can

disk d@lé!@flé% han fatled sucl that trblosks eteta piseh Seipedave peen lost or

ot GABLR 3 Pind 1415 B BUREAO0 25 1 eprsented by an
[00027 r &poasesetiing (prypcess biodkAG0P (hé stdre qaae@00areaé opératiomsneay
be initiated (process block 286) for all the blocks of a particular stripe. In accordance with
one aspect, all the blocks or subblocks may be read from the storage 108 and processed as
described below in parallel. Thus, read commands can be issued by the storage processor
109 to all the disk drives 150a, 150b ... 150e at the same time to read the corresponding
blocks of a stripe. Once a block (or subblock) is received (process block 292) from one of
the disk drives disk drives 150a, 150b ... 150e in response to the read commands issued

to the disk drives, the block may be stored in the store queue 200 (FIG. 6). This data may
7
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aspect of the illustrated enbodi nents, data may be
read directly fromone of the disk 10 drives 150a,
WA B®B/066761 150n and processed in the | ogi c engi ME/LTH04/043041
one read operation wthout first being cached in the
| ocal nmenory 172. In accordance with anot her aspect of
be foﬁdit@mbld, btk atofd saipeatiofidani as shbwen $i BIG. melttﬁdﬁleﬂnmntammg
commpdate a full bl ock of data a qti . time.
blockéxlp,rh;. fiysidoirpspgneéla e isfuediiepd cIAmaRgs. iRipes GF St%%%euar?-ao
was p sla&%?ét,&ﬁ? BloeRN JrGta viiid Gas f%&?r 88%1% cfr#z@tl'SﬁQ for example,
I ncluding a reconstruction.
may bielstorsd inathe stoendpede @80 thy pehferhmgian Eamglsn& @R&’unaloemf(blmk

296) ih B sk g 1 e TSR BB rese prsterty o G erY

queueI, Iﬁ’?rfgji[lﬁstfa[t&ﬂ difabf? thé chpdoits of #lelfore 'Elﬁe@é(%@m hsesu@ﬁcwnt

oper ations dat a COﬂSt ruction manager
to accnonnﬂmddw fulﬂdnlqumfehtaoﬁrom midiskidzryeastrepel. ddius, iErfgt ﬁ?eanlpiﬁ the

e reconstr f 20 data. In.this e e, a
capneisy of € shote Apese 299 it B2 Bviese QirpriCimtian b s R G
cont1rg1@tu%tll 1he lstilé Bk PO0 PRl mdh%‘kenﬁré 63 50bRAEs 8Ethe Bfocki IVdata.
sk drives 150a, 150b, 150c, 150d and 150e,
It is amssgeted ithesltlye sizethasioshqusae RO past erps deparding fipemhie
TS¥ ipe is stored on one of the disk drives 150a, 150b
appicalioy 59a Al so, one of the disk drives 150a, 150b ..

[00028]0€ln regpoinke & tB AadlcommatliShretiouyl§ issbbdl (proass brick 286),
such that the bl ocks of data of each stripe have been

anothgrdalpckopf dagesfremiie siripe newieh apblogk g,ﬁﬁl(ﬁ@éoca[n&)eggcewed (process
ot 560 PG5t AREAEHLOAD: 1 EL 1 AL oReSe s
296) with thedilesk 1 pf dm&§&vhiuelylstoi‘&ﬁm the Btoﬁﬂ dqueib 200 a‘mdlsmwd asan

particul ar stripe. In _accordance with one aspect, all
1ntem@qqléat§,re(§gh§gn st BNageKkd0rmy be read fromthe storage

[000%%38 RAds éﬂ)@;?é:ﬁ)stﬁgpega%on %%% #&@Qu@?h&We%@rQ@és@Ho%i{ 286),

commands can ssue stora
anothprloioéssﬁﬁata%ﬁomﬂﬁe stoipah| suches tliosk 3 (F ICv 89, Ghlw, reqeﬁw (process

okt Bl TR ORF s SEDLEORBIC s
296) ‘!?vﬁﬁ eV Re R FIRS SoR! cg\@{ie 2002 hnd §:0r8dR AN Hhterh&iBatd réilt in the

drives disk drives 150b ... 150e in response to
store gieae288d commuands i ssued to the disk drives, the

ooodgoct B s B o Be LB BTPet i Bbo.

anothﬁlflﬁlo@%(@ﬂﬂﬂtaﬁﬁoﬂ tRE Kripe Af sudh 8§ blople SMFIG. 8)adan trSeSdivapidbess
8 if the disk drive containin blockllsthe

blockﬂ%bt The blask Sordparéy} data fremyfBeidriee i5Qed esPR s
(proc%%g% dp;«:g(?%\}]ﬂ'ﬁﬁtfﬁe ety HES Okrﬁgééél\ré 2083 st&la ap hpck 1

was read from ive’
interngodadtp kesult invihy shiee gharecd®0i.n the store queue 200 by

rformn n Excl e-OR function (blo
[0001?1 Once al?otathe good%?oc\l/{s of data gf t%e Istrlrg)e(n have been received (process

block 302) from the disk drives 150a, 150b ... 150e, the intermediate result stored in the

store queue 200 is the rebuilt block 4 (FIG. 8) of stripe n which may be written (process
block 304) to the disk drive 150d in a first write operation 306 to replace the lost block 4
of the stripe n. The process of FIG. 7 may be repeated for each for each stripe of the array
151 of the disk drives 150a, 150b ... 150e until each damaged block (process block 310)

has been reconstructed.
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5 296) with the block 1 data read fromthe drive 150a
and the reset contents of the store queue 200. In the
WO bdoseéaat ed enbodi nent, the capacity of the SREF/ES2004/043041
queue 200 is sufficient to accommodate a full block
of data froma disk drive stripe. Thus, if, for
[00032% armlﬂmugh Ipeocessiack 25}2 affFIGh2 referte repeptien a00 “blacks it khould

be apRIYEIHRd (S HrSPBlogERRIa: bi9ek Pt FIAE REFRFOf RESSH Py ENba
proce:lgﬁ@ V(g@ﬁlepf TnsfR8d, BuBsIKcids di’é}l 8o reddvid atl Bff@RRI ©6ELARIELRRIve-

| Ze the store queue 200 can vary, dependi ng upon
OR’d wilith thepgitentadf the stdr® QG800 as msw@d;sﬁew, thecsubblagks of each

o S SR S R RGTFSpA S e
N as tET% dzb gbceﬁ)ed aﬁé 'i‘»r&%ssreﬁ %2 heestort RUOGESTD. ’E’h@sﬁ khe?farhge rd€essor

data fromthe drive 150b is Exclusive- ed
109 ca(Ipswefsai ctnrmmkndsao 2ed) ofithe disl Aaves| ISOR, W0bf.. dkx0g at the same

i B Pl 2 S IR AR 28 B 8 e
subbl&&@ Q?ﬁﬂe Va0t €BlReIRse thdstiiben caabe ifmmﬁmgisd igethieparsthyy
ssued gbpr ocess bl ock 286), another bl ock of d éajgstore

transferrcbm fhigebus  pft fommthe digkirixes 19 the Romee pregesspy 10
queuerz?)@)el ved (process block 292). The bl ock 3 of data
ffomthe drive 150c is Exclusive-OR ed (process bl ock

[00033) Zﬂ‘? oviltidiratdsencihet @nb@liménttdiepstations mﬁ.thej eoﬁﬁﬁlptlcand
stor t t I
managRQ 30 D BB EeF RSSO OF NG ieBaeE GhARHLE SIOF dieue 200

to the rﬁpgtdl 09 %ﬁ{;ﬁ’aé t%stﬁg Host B{e%‘f'f ?0@ eraggm'dataat@% Eférat}i’drpcfh this

romthe strip s bl ock
embodiarent)eher mtruembn(rpmages1§0 mctludﬁs a20IDA. filfletiol irothle S’G)rfflﬂe

par'.atf the d Oe is Excl usivye- d
processhr | ShiskPepptitf pea ey Femaorehfe e RiclRid, it te
store QHRE20808 thARskt ﬁieﬁfo?ﬁl@@ f@rbxatn LeS iR DIV Guvrite Dbiatibi3 50.

he store queue 200 EhA ce all of the good

The DMAcdostrolﬂerdmsab@for tem;nlslc,rthqa kewnteoliss d 82 oEEHG viadr may be

e ARS55im BRSSP B i o Gt B e

appmqgglye 200 is the rebuilt block 4 (FIG 8) of stripe n

may be witten (process 30 block 304) to the
[000314] s kFIdi' |10ellqsy@€¢s|aﬁotaelf qm@dlwmtoé opratiens Grihgemsiryction

mana P0G 18 L85 RLEBE Pl e Lo g
updattd@&l@ﬂﬁtawnhhfeiw ddtat I’ﬁ,ﬁ)odlrsdettdigl thestoﬂdi@.&ue 26@ba black b5 Ghe new
data fg{l% Ig;lﬁgge g &qugg:nr%gg 3@%8959&%8 hoa eg stored khess%gx)e quggg Z&el?lrgi
first read operation 400. This data transfer may be accomplished as a DMA transfer in one
embodiment as discussed above. The new data may be also be transferred from the store
queue 200 to the local memory 172 in a first write operation 402. The old data may be
transferred from a disk drive such as the disk drive 150a in second read operation 404.
The block of old data from the drive 150a is Exclusive-OR’ed with the block of new data
previously stored in the store queue 200, and stored as an intermediate result in the store
queue 200 .

[00035] The next block, that is, the block of old parity-data of the stripe n, may be read

from a disk drive such as the disk drive 150b in a third read operation 406. The block of
9
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PCT/ US2004/ 043041 [ 00032] Al though process bl ock 292
of FIG 7 refers to reception of a "block,"” it should
wh2oosperreci at ed that t he subbl ocks of a bl ock RET/USRO04/043041
stripe n need not be received and processed together.
I nstead, subblocks may be received at different tines
old pagl dEaGtoss iheairiveRS0b W ERclubiec-ORTEENith thd corbentSoDihe store
gueue 200 as received, Hence, the subbl ocks of each 5
queuebm% rndstoradeas an intpianediateieswlé i the giors asuedOfi th the
bb c r
10003852 DR e bipcst BESISAKR Bl phA BT SR MR dulthe Bicof

new dalefos U@y s PhoedRsn fecefv@& froanth dislelriveatls=o if@nas] the host
each of the disk drives 150 150 at t
102, zeapastively ihe dHermedmicfest ﬁpxeaé% J‘l}f’aﬁﬁ"rP QU5 tﬂﬂ@‘ of new

par1t}£ %ﬁﬁ%glﬁg tg?é RAwilchlig, ocgﬁ Pféﬁ dhli}@tIS(t)‘thﬁl a second write

t he vari‘ous the stripe n can be
operatioh éﬁ&tcn@pkade thegdd parity datatfhlet;he 0ipemars iaédmon,dhe néwe dotagmay

164 the di sk drj S
be wii fro78 ths e it 7S G0 kg 13D TeBlePt fiEd e o
third ¥ %a’cﬁﬂpﬂ@' s bp 01%@ Rt i Suner bhRoal %ﬁé WriE bp&Btions in
manager 130 in mhlc reconstructed data may be witten

a datajipdatet dperdtionrean he sighificanttyursduce?log descsibedhabdwgst 102

o0 Al | REoER R B B BGRLE S geead e

read BN ABEStork3 10N 8AdHHE Bodt nhdyRorlyUID6tah® PrdcBsstll én pdraNlélgThus, read
processor 109 which permts a direct nmenory transfer

commnggndg pan besiseedthyibe Harage processer 0t the hest @e@m ang trpal} the

r 0 It
disc e T804, 1SBET Yschr g ine AT R 1 Brr0plie foccs ofa
stripef he DVA controller 182 of FIG 5 or may be
i.mpl emented within the circuitry of the |ogic engine
Additigrgl Embediscnk Bewils Jependi ng upon the 20 applicati on.
03 iapelalelH]
1000 TSt kbl & T N SRR Rt o1
1mpldmmuteﬂieusiatryetﬁad appaaine nsantmtetcé’dnamfacem asing sladdgrdri ty

dat a updati.ng oJ d data with new dat
brozrRguRY FHUOR HETE R G aiE20 81O R Ter oy e grdware, or
any c8Rbaliof tRr&iEr TRE tébm ™ BMicREof BAThAAEY ﬁéqﬁseﬁ%ieﬁ%e@@&code
stored in the store queue 200 in a 25 first read

or logip émpleinented (rohardwirs logit ée.g+ amiftegratadgirgyat dmcﬂmﬂamw@le

Gate A5 PR ARTAfn Pl o tiRET CHER (ASIch F H57 5 Poputer

readablR@n&di@nsucH 48 HRgAER sTt&a%J@_?_lri]l%ﬁﬁq (?Tgfi?f ¥isik aﬁvésn flappy disks,,
e at a_may

first wite operation 40
tape, gicanegitisal sorage @P&@Mgwmwkﬁbslﬁu@tn )awlatile a@ri ngn Helatile

memé&t%%v Pe ﬁ]e%c Jg rve’ g@@é i s gﬁﬁ%l}/l\!/-[eﬁ %&\gsgl gwglf%nwam’

pro grbhmmbledbgﬂ@;em JlaCade BGhecavputeisteydableomediuinnis hbessddaned

ueue 200, and stored as an internediate resujt in th
execngfcbbyéa processor. The code ?n which preferred embodiments are gmplementeg may

further be accessible through a transmission media or from a file server over a network. In
such cases, the article of manufacture in which the code is implemented may comprise a
transmission media, such as a network transmission line, wireless transmission media,
signals propagating through space, radio waves, infrared signals, etc. Thus, the “article of
manufacture” may comprise the medium in which the code is embodied. Additionally, the

“article of manufacture” may comprise a combination of hardware and software
10



10

15

20

25

30

gueue 200 . [00035] The next block, that is, the block
of old parity data of the stripe n, may be read from
W@ 2506676 | ve such as the disk drive 150b in aP@FU$2004/043041
read operation 406. The block of 9 WD 2005/ 066761
PCT/ US2004/ 043041 ol d parity data fromthe drive 150b
componEntEXClRh\ke Eddeddembddied, peocesset emidexetutehe Of enese, those

queue 200 d st d t di
skillec Grecartudhescos HpoBEREPOBIcE Tens! BrRetoP iy at o

confi gﬁllel\%o%aatqld@t tﬁé’ ik df AanhfiBrudd l'hhg BompA§faryiafdimatdén Baring

. or t e stripe n have been received fromthe
mediugh lalowdrinesart,50a, 150b and the host 5 102,

oo P i B 00 0 bl B
perfo Bidihdee-ORMYedtiofR Nt i Bppretibicahdt ¢hd lbglccﬁngﬁledﬁay\/lﬁve a

in a second wite operatlon 408 to repl ace
plurality off qneuelquyua*aur gegigersy paetlcstlarlyp@ datalmgmﬁp%hammuﬁéw

pasiy S s Bedl. SRt APl GBlegmR o A mieano
PROGKAMGF@}@ SENERATING PARITYSDANPY essigh@biotthabssignee ofitiber

read and wite operat 10 dat
presenﬁppplma’ﬂ@m f‘da@b@en@heg AP ﬁﬂéﬁg%gd 9{%?1@810 @C%&Ogggﬁ%gbed

[0004@3 O\é[B tCCIIt%fq IO © gilﬁmegﬁggﬁlg the §i]or @&el 0y %ﬂu@é@&aﬁ? r

or s s may read from
consnh&ﬁnﬁh@ﬁa@em:ﬂm&h@h daahbgeshbestomamrqn ahﬂ&emdtrmtmeg“deta The

in parallel. Thus, read corrmands can be |ss fhﬁa
%#slo ese

storags Prayer BIDEBEHBYS 0TS FrRMHO S MNP SRADL B
to perfolgl% thgég%gﬁ Siley ‘ﬁﬁlc@lél%adFo} 59%11 e, 1an)§1@ Quibbdiniht Stﬁ@ﬁrobésﬁ@r 170

€ Correspon c’ks of a 15 strip
and thedeldit engiaé 1 Hrinag brmnpleﬁieniad lishdrd@e’8h amagfegr@p¢85@d1 09

separqi B LR Pt PRSSeR O I Ses TR St AR At ption manager
may {eAnaGn llﬁ%ktrbet%EﬁrlﬁélﬁG’mg lélh‘?&rs ddpgataipdfystem or an

engineering techniques to produce software, firnmare,
applidation wacemboatiGg Qi‘rﬂyescorrbl natl on thereof. The term

[000%@ ' t]%\gegta]?lf ngqrﬁlgefﬁl? ! H% % cHg}pg Wés%st%}ﬁ rn%ﬂﬁﬁh@ Eﬁrltvé} Aade
storag(e'%ﬁ?él?éﬁgéglcﬁ'aﬁ Sbiiid]- AdViaReedPT 281 616PR Blttachrait €S AT [Az),ySerlal

e oot o vl Bkl
R

medi£oftidal dié!é | @t Irﬁalwmhtlﬂe ﬁmplein’ehﬂatlensZ thestoragy catgrollees

embogjmqm@y be mcg@pgmgfsgeﬁ% éoesgpt 1#%1\/% l\ﬁbuﬁtger details
on th€ SAB Y &lite LEACRPh& 1 IR Ghd Bk hahd8S GE8S&8HbEE the technology

specification “Information Technology — Serial Attached SCSI (SAS)”, reference no.
ISO/IEC 14776-150:200x and ANSI INCITS.*#*:200x PHY layer (July 9, 2003),
published by ANSI. Details on the SATA architecture are described in the technology
specification “Serial ATA: High Speed Serialized AT Attachment” Rev. 1.0A (Jan. 2003).
[00042] Although the logic engine is described as receiving and processing a full block
of data, it is appreciated that a portion of a block or multiple blocks may be received and
processed at a time. In addition, although the logic engine is described as receiving data

directly from a non-volatile storage unit such as a disk drive, it is appreciated that in some
11
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executed by a processor. The code in which preferred
enbodi nents are inplenmented nmay further be accessible
wa mosetica transm ssion nedia or froma file SRINES2004/043041
over a network. In such cases, the article of
manufacture in which the code is inplenented may
embo&i@feafs, 8fta daBbe tridRGTIdS i lopR @ngine Stobhvélatiie meharskich as
transm ssion line, wireless transm ssion nedia,
RAMgngi®ilVs propagati ng t hrough space, radi o waves,
{{f r an [+ T
[0004r§n uf 61112? %I?Aég ﬂﬁ%ﬁme%ﬁ?nségl%t ercg 81 Vglrrﬁtn d;s \/\ﬁ%:%rog R code
embodisneRisagh Bﬁlmp‘}éideﬁte@ﬁﬁd d:cynpdtdfr&ysteﬁr intlodidgafvideo controller to

manuf act ure” may conpri.se a copnbi pati on of hard
renden PTEiohée GiSTlaY VA FOEPDEEER! 1oy CespRSoR ST uding the

doicSRENSE e ML, LIS o 5nbe i fopiipg e 358t
worksmtidn smgmamﬁatﬂealaptmnlyanﬂhddfcon@uteqrm mittehmtinelgiethe o

his confi r.ati on, d.t a the, article
storag FORESRoY AR IRiEE LoVEs e ROadpts T PaE T GHoBL pgpmputing

devic&BA 4685 KBOWRIIAR atvidodohtrolRer] 00039] Al t hough the | ogic
engli ne i s described as having one store queue or
[00044gi stlercertain implemkotativimg tlﬁmt\mﬂc\aéam wpebatordigired to

t t hat the | hav
nansyf FRRFES Brts trtbegut iabat o SR GrERpaR Palrapipty. e
netwdr® bddhp¥dr@nod ARdnfink P BS chrabuRd @Ittamhn dRardvela MliRfkSnetwork
as described in copendlng application entitled,

or connpetigapsuchsiraless AMON, BIRelopiEtFOR GENERATI NG PARI TY
o007 188 AP it BOuts T sA005 gl Bt bl g conin

order. dﬁﬁdﬂﬁ-}naﬁ@e ebbdifidts, cérdOdftratidhs @yt iRl performed in a different
npl.enment at i ons, the stor age processor. 109 i ncl udes

order,da@caﬁe‘é ersmoyed-i MersrrRa GBIt ot WRY bhadfsAag i abpe described

logio SALH kiR WM oS EARIRLINE O ForfEl Bperklbns 01 erein

may cecurceqinntially onsertxin d)}’feeaimns tnaypb&rp‘rmeﬂseﬂhﬁ peraﬁa]d Yodt fi@ther,
f.unctions. For anple, in one enbodi

operapipRs IR PO gt bY A InElfPOB GRS iR éﬁ%ﬂ%ﬁ pgeessing

units.] Mpl enented in hardware in a storage processor 109
separate fromthe host processor. In other

[00046}p| Ml alﬂlilsdmtas onhgnplementeborsof aicamprienraciztpeture Hifofisbe

[ ement St ft | udi d ,
netwag EpEpring s gisPan o 3R A S P B SO
archit@tule 509 8nayl HOMAd b pfd&e@@f 560 &g r@fnﬁﬁ&ﬁb@ésb&*j‘sa mémory 504
. @@g}guter system nay include a driver and 20 storage

tilsl hemoryglgvise h gndeslorage SAG @ge e@orref@hﬁlﬂ &s@ryge such as

magn@¢ ASOATS el Whnic B (o ShOEGE). fRltgrRbhas may

compf ey iater®il stokdpRtdevice or an attached or network accessible storage.

Programs in the storage 506 are loaded into the memory 504 and executed by the
processor 502 in a manner known in the art. A storage processor 507 can control the
storage 506. The architecture further includes a network adapter 508 to enable
communication with a network, such as an Ethernet, a Fibre Channel Arbitrated Loop, etc.

Details on the Fibre Channel architecture are described in the technology specification

~ “Fibre Channel Framing and Signaling Interface”, document no. ISO/IEC AWI 14165-25.

12
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15

manages access to a non-volatile storage device, such

as a magnetic disk drive, tape nedia, optical disk,
W@ews/0éaickal t ernati ve i npl enmentati ons, the st orREUS2004/043041

controller enbodinents may be included in a system

that does not include a driver. Further details 25 on

[00047]e BheRl tBO hicBREMHI® naY indRYthBRInIdEnexp aneladsa vileo
described in the technofogy speci fication

controlle?tsQP tratender iT@smABILeYa disgley imgnitag, tvdierthe ek cogiagljer, 509
O M T T T —

mounkty NGt mdBeirBddrs. Qs diftesSaTdriatncdtl thenttwoek aswioes may have
described in the technol ogy _specification "Seria

multiply storageqrardss cantepliers| An pundevage %J@Hﬁéﬁﬁd 'to méQ/VldeL@&r input to
0 t [

v 38 000 0RO M OHAN B 8, RGO

sensitfhaet displat sdreenapmrgmtbéradtwdmah oainpat triecianddm Endoio ukthe art. An

It| | e bl oc e. recei ved and oC data
outpuf flegecd §12 la&embfeo&a te affqrwg&rgfﬁn%lﬂmt i Efro7B thegprocessor 502,
or othgggqr@ ‘?’Stqf RicH RGNV ndatéY, gﬁﬁtele%r%gef ggm a

e storage ‘unit such as a Sk drive, it is
[000481pr ecThatstatagdprpcsssorsditend theABrROG5IdBpE7 608 may each be

PCT/ US2004/ 043 d b
eSS e SHIGP A e PTG AR THpocy B € pgime
other MeN &4y or[ogqgégﬂatédrbn‘éﬁft camPori iRy BHBRERSH ﬂi&smoth&‘boéiﬁV IBeails
driver and storage processor enbodi nents nmay

on th¢ REI anehitecsite iare dﬁscfdwﬁutl €PCELeqab BupRavu a|3ngp®h\?h@eby the PCI-
SIG. controller to 5 render information to display on a
nonitor coupled to the conputer system i ncluding the
[00048]Vi TRe fhrégotig @REriMRINVETViriaepdhiRIdiments hadbeen peeaiiet €6r the
system conpri sing a desktop wor kst ati on, server,
purposes effiHngtetion gp(ﬂ @gﬁcnggmy Hap g‘b@wg@gpatm@t, @xamples and data
I
provugél ! g(érﬁﬁltg aé’r}%fo?%f {1 rﬁ%ﬁﬂfctﬁ% g&g ﬁ?@%f tlﬂg ggﬂ@éfélﬁ&l Iti ng not
intendbeito e eklnaistictoasto it tor’thé pltée1sa farivddiecl ozt Mdtﬂyanod1ﬁ6at10ns
00044] In tain i ntati ns, t he network
and V%aéﬁlnélarerwmgg ip dight ‘gtﬁL% 8 teaF W8snit data across a
cabl e connected to a port on the network adapter.
Alternatively, the network adapter enbodi nents may be
configured to transmt data over a wireless network
or connection, such as wireless LAN, Bluetooth, etc.
[00045] The illustrated logic of FIG 7 shows certain
events occurring in a certain 15 order. In
alternative enbodi nents, certain operations nay be
performed in a different order, nodified or renopved.
Mor eover, operations may be added to the above
described logic and still conformto the described
enbodi ments. Further, operations described herein
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20

may occur sequentially or certain operations may be
processed in parallel. Yet further, operations nay be
weanosieeared by a single processing unit or by PCT/US2004/043041
di stributed processing 20 units. [00046] FIG 11
illustrates one inplenmentation of a conputer
WHAG'ISITLL SMMBDESS00 of the network conponents, such as
the hosts and storage devices shown in FIG 4. The
architecture 500 nmay include a processor 502 (e.g., a
milcr opromethody jompaistgirory 504 (e.g., a volatile
menory device), and storage 506 (e.g., a non-volatile
sttnanﬁ‘gﬁingsftmh adsst 2bn{valaniét steragt skit df a plesality pf neaoldiilsk
driy % tape driye, etc. The, st.or age ,506
storagegihl 0@ 18 PRI Rt S1QTEF RESCHEY PN P Caghe QTR it unit
o G B T e A o B I A P e
transfpr apeestBorwlbol2 bypasses seidcechekneworyi n t he art. A storage
processor 507 can control the storage 506. The
atahifeeisfren hyedone mon4volatittesoragd enivof skaldiﬁhlmlﬂ!y 0516)(81 talatile

storagq%glp,ﬁgf’ sce)u %%fngj%gﬁggpvﬁ %11158{ aZ% \ét\grreédg 63.1%@{1‘8)6 n a second

transfg:e(gﬁﬁt@n%ﬂﬂtﬂ B#e: s@s% Gheib:§hhdpct ure are

Int tec ol ogy specification "Fibre

Cg%%&tl%@r%ﬁlgg{&%ggn g%aﬂg%g ik 386 sl TR ok

transtl&?a'd td%%ﬂﬁlégﬁlh&@ﬂﬁ ih S3@ fivsk uﬁﬂsféﬂt@feratidﬁandmiﬁxlgtseﬂtsecc&ld unit of
n certain enpod |neg i.nclude a video
data terghferref Fupaics gia SHEMER EhSeHoBH BRPHSORRAGO spl ay
nonitor, where the video controller 509 may be
i mpl emented on a video card or integrated on
integrated circuit conponents nounted on the
m3t her k’fdﬂamhthdxisoﬁnhlzsimmsﬁleth@r eanprising todnsfameng extidwoenstructed

. , devi have 5 | e st. e, car 0 .
third G b ST e e RO B GiBkRy B norsvelatie
stora%fﬁﬁ[ts i Wird Pansted BpRhOGE 88@EtofRZ said B6nsHR¥teld Ak A6t 8f data in
eyboard, nouse, pen-st ylus, m ¢érophone, touch

SmdSEENSltlve di spl ay screen, or any other activation or
I nput nmechani sm known in the art. An output device
512 is capable of rendering information transmtted
fromthe processor 502, or other conponent, such as a
didspl ayThemmsthad of giim® whereRitsaidaerd tahsfer deritQ0BPhssEhenid
storage processor 506 and the network adapter 508 may
cachedB@ROe i npl ement ed on cards, such as a Peri pheral
Component | nterconnect (PCl) card or some other 1/0
card, or on integrated circuit conmponents nounted on
t he notherboard. Details on the PCl architecture are
ddscr i Jid niethosdrd cldimaivh@em, saRRepluraffy3of nopuslatelh stdrdgg units

are ar}arﬁgeg 1% a Rgéu(rzl‘dant Array of Independent Disks organization.

5. The method of claim 4 wherein said second unit of data is parity data.

6. The method of claim 5 wherein each non-volatile storage unit is a disk

drive.
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15 [ 00049] The foregoing description of various
enbodi nents has been presented for the purposes of
WO Rdosséa7er i on and description. The above speciFCUEHSI0041043041

exanpl es and data provide a conplete description of
the manufacture and use of the conposition. It is not
intended to be exhaustive or to limt to the precise
form di scl osed. Many nodifications and variations are
possible in light of the above teaching. 13 WO
2005/ 066761 WHAT IS CLAIMED IS: 1. A rmethod,
COMPY! Stildnetntd 6#&%@39&@%&%%& §tﬁP§fsec§r higkdl 45 AR @lundant
first non-volatile storage unit of a plurality of

Arraynafiindepeatiért isksstripeagdlaohs bEdats mchidingya bloek gf parityfdat and

Sf orage, processor . havi a.cache .ne a first [
cach g GRGa  Rloder Fip At S0 ACUTRAPAgPE P b dEperieht Disks
Stripenon-vol atile storage units, in a first transfer

operation whi ch bypasses said cache nenory;

transferring froma second non-vol atile storage unit
of said plurality of non-volatile storage units, to

S ooPefui OFeray T KA Loaly Bl TPl Bis Gl b e

capaldy BRGSESe & Blodk 6AE4E HFBIRAYRe@MdagONghy oThtii@ntent Skl stripe.
logic engine a third unit of data using said first

unit of data transferred to said logic engine in said
first transfer operation and using said second unit of

daia tr . . . . . ) o
{Pans! ortghaBEarieind Ehei APy SRAL PRy SPLH) MRFpBiineis o
randotwaquessmengoty. ansf erring said constructed 15 third
unit of data to a third non-volatile storage unit of
said plurality of non-volatile storage units in a
third transfer operation, and storing said constructed
t higl driehéth&d ofiahith | Whed shi®EdrisRBcting in bhid 168t bAgineh third
claim2 wherein said third transfer operation bypasses

unit of fath ineludesepplying spid fot unit ghdataisansderresk to shidilegio engine in said

e SR L DI BRI
OR l6Hi@anictal bpetatish dnvibe conterlib of saidl ied stire Gheni amd saiti apgliod first

~said second unit of data is parita data.. 6. The . )
unit afelete andmekidas APy ing s1d serond et Ab At HeatfFred orsgiddgsic engine

in sait @jaéonidstra?lsﬁg 3}5%ration, to said store queue of said logic engine and performing

an exclusive-OR logic function operation on the contents of said store queue and said

applied second unit of data.
11. The method of claim 2 further comprising:

transferring from a fourth non-volatile storage unit of said plurality of non-volatile
storage units, to said logic engine, a fourth unit of data stored in said stripe, in a fourth

transfer operation which bypasses said cache memory; and

transferring from a fifth non-volatile storage unit of said plurality of non-volatile
storage units, to said logic engine, a fifth unit of data stored in said stripe, in a fifth
transfer operation which bypasses said cache memory; and

wherein said constructing in said logic engine said third unit of data also uses said
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14 WO 2005/ 066761 PCT/ US2004/ 043041 7. The met hod of
claim6 wherein said stripe is organized as a

woewakeant Array of | ndependent Di sks stripe RET/BS2004643041
of data including a block of parity data and each of
said units of data is a block of data of said

fourtR@ditlwdﬂﬁa tﬁlhﬁiapre@fo daitdb@ﬁmﬁgﬁte sl Sourth 9adskR@pedtiod Bid
wherei n said | ogic engine includes a

cl
usm&%ﬂ @fta ﬂi‘él}é’f deta ﬁr&miferr%é tossaist fogiy cagimede ra1d fifildraaster operation
pr1or_|5‘.ﬁgﬁﬁ§%ﬂyf§gﬁgsaﬁf Jo?lé’t{&; etr'ﬂgrﬁﬁﬁgg)? cac%h& tifd 1’1091 c%lgtlle
storagaimit irogid thémdgranefer spaatiorandom access rrem)ry 10 10.
The nmethod of claim 1l wherein said constructing in
said logic engine a third wunit of data includes
(y;_ ng said first unit of data transferred to said
53 he ethed efrelajan Jifurtier eemprispgsf er operation, to a
store gqueue of said |ogic engine and perform ng an
exior gaihvaslditomal ma-volitila storage wwitef atid phurality tof stocagetumits s
of said first store queue and said applied first unit
of dat atramsfaring)fbucemsaddjtjoingl men-edatile stfamyedmltmftsaldfplurahty of
transferred tqQ.said l.ogic ine 15 in said
non- G SloP PR M B0 SHOIET GPEInE S OBNg of daliotaspd innsnad
stripd, AOAE a&BGONE 3 FeRelolWiHch Bybhabts E#i& Y& %eth&gl queue

function operatl on"on the cont nts Sal sto

an‘gh @ﬁl%aﬁﬁ@%ﬁc‘?mé S Qeﬁg log]é Eng?{ ird u%iit o-gpgtgn?sg uses said

al m r ans errin
addltfotnat it mtbda{a/mimferfed ts Emﬂ agigic Hﬁglhe ﬂlfsaﬁlaekﬂltwndr @aristet opbration

non-.yol at 20 stora s, to said |ogic engl ne,
prior 5 i Pk e sepl caastam?qda}”nge upfs of data s aid T o platle
storaé@ﬁﬁﬁﬁs‘af@ﬁﬁﬁ?&n 4y Whi ch bypasses said cache

nmenory; and trans errl ng froma fifth non-volatile
st1Gk ade method of claiai d fipther abinpyising: non-vol atile

e BRtiels 0 loficPietne: o Bulin SR o b iertata 0 be
store@REdadd stPe WhGéin QXlﬁﬁﬁmlﬁﬁ‘dataQQﬁﬂedaWeXe 198&11 ‘t§y53§1d new

wherein said constructing in said |ogic en
data infspidcstripd, saldfsecdmdamal@ datadeeldgaiity data wlbe%@lﬁbﬁﬁﬁ‘ﬁérﬂ strlpe

04/ 41 f h. uni t of t
and WG R RO in o Pstpe i R un kPP SpsE oiiS o
replac&lﬁﬁbnt usit 89 parétyy ‘dalfal usinl3 seidl dewodatsl Bhudsférfans kgiansslc bRginal did

ic engine In said fifth transfer operation  prior
meth@(big%lﬁacqmmﬁm&WSFrgn@,&lsead surseniieftnsy nasity datate saidpecond

non-vd#fe EtgraEQ 'uﬂlttt@féi)gacg QRa %@l Al of old parity data.

14, The method of claim 1 further comprising transferring said constructed

third unit of data to a host in a third transfer operation..

15.  The method of claim 1 wherein the storage processor issues read
commands to said first and second non-volatile storage units so that said first and second
units of data are accessed from said first and second non-volatile storage units at least

partially in parallel.
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storage unit in said third transfer operation. 5 12.
The nmethod of claim2 further conprising: for each
wQ@awsnéaaaal non-vol atile storage unit of sai d RITUUSAD4/843041

of storage units: transferring froman additional

non-vol atile storage unit of said plurality of

Ng)- VoA kitiote sinoprisgeg aistdtage mediusgitite $togige nedginm eompyising

addi tional unjt of Ocll(} a stored in said stripe, in an
machingygpdabn strogtions sioFe bmﬂ on whi ch bypasses sai d

CRL: TRIPE Yirst 3D V&%tlw&ﬁg@uﬁ%pa @ ifti HEAdGolhtile SRIrsbe
| 0gli ¢ éngi ne sal Ird unit of data also uses said
units, wwlbgicmnginemﬁatstomang@ssqrdnasmg rrcachet memaryy alfisgiugit of data

engi ne in said di.tio per.ati o
5 stored g STPFAROSLFHY E’Sﬁé@/ gt 1&%&?13@ cBpsime mr%n@fsp?éng
N Abinb®; Storage unit in said thlrd
operat{o‘ﬁgﬁlg er oF?E('eér%astgl?iora11 13. Tﬁ,e nmet hod of claim | further
CoN OFiucal B Of Ach-vlatil
f oU %‘# ta é[?) gat a%ﬂiﬂggéﬂgﬁv%gstag ?l 0 bgﬁ stor‘édallﬁ
storagé ahidk, StbrsaidGOngeﬁgme ra sseordl linlirdtdatamtwredﬁn shad atrips, inlagecond
data to be repl aced béF%F%Fd new ta in said stripe,

transfes gpgragigp SR HHPRSSE 53 §nec‘5'i‘9§y ty data to be
replaced in said strip and wherein salqc]i| cons, Fé:tl ng
10 i ponstibet in seiddogingngine & third wont ol ot sinesyRiggrsRunit of data

ansfe letg g%tlégf enél‘ﬁg kna’?fa SRR tr%ﬂﬁyfér ;%Eraﬁ@ﬁ bhd uStak il $bdd@d unit of

ransterred to s | ogic engrne, said
data traﬁbfemmtbobafdﬂbgheangme fipsdid sevgnd tramféreopeiaiipnsai d t hird
unit of new parity data to said second non-volatile
storage unit to replace said second unit of old parity
data. 14. The nmethod of claim| further conprising
t Wnsf The hﬂ&lé&‘ &lalmrmwemﬂe stbise thedftinh figthed abrpiises a

host in a third transfer operation.. 15. The nethod of
machiné aaaxiame wisenetionstshaed thereaty ¢o resfersetsk consyeed thisgdgnitnf data

t id f |
15 o0 TR s b b b PR PO A e g 29
transfa%%?ﬁi%ﬁ fndosners akid chhdtaictedntird ecioofidaio i said sttipb.e

storage units at least partially in parallel. 16 WD
2005/ 066761 PCT/ US2004/ 043041 16. An article

conprising a storage medium the storage medi um

CORPI I 4, ?%m@@&*ﬁl fh [PaHaR Sl d\RkE %ﬁéf@f‘épéfétﬂfnquasses said

t her eon ranster fron1a I rst non-volatil or age

cachewidnhor9f a plurality of non-volatile storage wunits, to
a logic engine of a storage processor having a cache
menory, a first unit of data

19.  The article of claim 17 wherein said plurality of non-volatile storage units

20 are arranged in a Redundant Array of Independent Disks organization.
20.  The article of claim 19 wherein said second unit of data is parity data.

21.  The article of claim 20 wherein each non-volatile storage unit is a disk

drive.
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5 stored in a stripe across said plurality of
non-vol atile storage units, in a first transfer
Wopwsaed7on whi ch bypasses said cache nmenory; tRGFRES2004/043041
froma second non-volatile storage unit of said
plurality of non-volatile storage units, to said
| omi ¢ ThGhARIe 6f c%ﬁﬂdvhﬂiréﬂ;n said stdyienis stganpddiana f&ﬂnhdant
stripe, in a second transfer operation i ch bypasses
Array 951@&;@%}%‘[ Riskp pijipe ghblogks efsiata ingluding @‘ggﬁog}&g&g&ta and
ine. :
cach FIPUURIE oF Qi s 4ot BLARE AR OGnBR N SeIntifichadl Disks
stripe.t ransfer operation and using said second unit of data
transferred to said logic engine in said second
transfer operation. 17. The article of claim 16
wherein the storage nedi um further conprises nmachine

r epdablrge bARId SRS @ﬁé}éﬁ%amegi@@ﬁgfhe ifdl@des a&fors girhe

constructed third unit of data 15 to a third

capablearf-stapingta bleclsefutatayromshid Redugdand Astayrodlndeperdent Disks stripe.
non-vol atile storage units in a third transfer
operation, and store said constructed third unit of
data in said stripe. 18. The article of claim 17

Wher ei Imhs aititld & dldint rewhérei saftbdaghd MBmbyspassaibbloghi cthgine is a
cache nenory. 19. The article of claim 17 wherein said
randopy| ageess imeMePY. non-vol atile storage units 20 are
arranged in a Redundant Array of I|ndependent Di sks
organi zation. 20. The article of claim19 wherein said
second unit of data is parity data. 21. The article of
cbai The artisheofilaimebchhearein-thohathihereatiahle gstructiansite censtruct
dj sk drive. 17 005/.066761 PCT/ US2004/ 043041 22.
i sai | oGAcaGnEine I U A8 10 B TARRLDNG fgiugHons Soted on the
storag%fxﬂ&ﬁ‘\h'rﬁ%g Bl AfREAUPGANST dafY fraksfQfedth dARGEHE feﬁgiﬁli, fkdaid first

stripe o cks of data including a block o par_lteg )
transfetagperatiod, tosastoreafucsadisaidliogis cogindand perform an eedtusife-OR logic

.data of said Redundant .Aryay. of |ndependent D .
functigf ppyBtion o dhe ol At o e gpiRFBATHE pp R g of
data, 41RGb GpFRFalBseboifd HAES AtsStAkRrides said taxadignedin said second

storing a block of data from sai d Redundant Arra){ 0

of
transfemenspriiodeta saidl gare quevd ofsaidlagicpnaing epd perdomgt ai px6lusivesOR

oic M P h SRS JERBLY s 28 PO R IPRA oo

data. Wherei n the nmachi ne readabl e instructions to construct

26. The article of claim 17 wherein the storage medium further comprises

machine readable instructions stored thereon to:

transfer from a fourth non-volatile storage unit of said plurality of non-volatile
storage units, to said logic engine, a fourth unit of data stored in said stripe, in a fourth

transfer operation which bypasses said cache memory; and

transfer from a fifth non-volatile storage unit of said plurality of non-volatile
storage units, to said logic engine, a fifth unit of data stored in said stripe, in a fifth

transfer operation which bypasses said cache memory; and
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10 in said logic engine a third unit of data include

machi ne readabl e i nstructions stored on the storage
woresen76o apply said first unit of data transt@ErVUS004/@3041

said logic engine in said first transfer operation,

to a store queue of said |ogic engine and perform an

exdlettén the-mithiregeadablelingttictionsopeoastivehinosaid logicocanginerat third

unit Ogaatg g‘i}i:s‘é{ei Iés ixfegr%é%gqﬂ{}%éﬁ}c glg%%gl% oﬁﬁﬁelf étgxglgg ig{e furd B Sise
said SOUrANHES Bt bRt th Ofll So O Ghgfe infNaRPioflrth BAALTE deration and

er operation, to said store queue of said logic
to useesaiyl fifth amitl opéats tramsferredgr shiddogie emine insgictfifily trensfonoperation

. operation on the contents.of sai tore. .queve and id
prior (531 AP EEEBH RO O Buibniey data B st EY BofPOlepf ||
storagk iR &l MhitdBasr@ petibRdl um further conpri ses

machi ne readabl e i nStructions stored thereon to: 20
transfer froma fourth non-volatile storage unit of

PR YRS PR L frogd RS Bl

readaBlk ihdd@ctibdy orb@tekddn tbr ansfer operati on whi ch bypasses
said cache nenory; and transfer froma fifth

NeRn el Rish]Elogic¥naBe, dfdlutth @hit DR tista WHIEREs kW dta to be stored in
non-vol atil e storage units, to sai d logic engine, a )
said sfrigfet Whemeirt sadd fickhtisit of datets dlehdataiteiberepiased by said newfdagp in said

e S0 S BB R P35 o i

the m¥¥IBALIAIIHIE iIRBGRIONS td hdRt6n b8 loiCEngdmsa thirdamiseirdat
in said logic engine a third unit of data include

includegppghire 1e instragiions steradonghe sterage madiumio sPRTRIGE?
di . i.d: it . .
replodFept L 0ARfy o uink K p Bl o B p Ry MBI Wt

whereifl the stragisge@ntfukthét domprisés mbcidad matatdniikeuctams sored
said logic engipe.in said fifth transfer operati

o

. i.on 5
thereq fodFansiar Seifl AMird WA aiem HigiS A 1L BRA pacaid BRR-VRIGHEF SiaTPee
. ; [ - - atile storage unit in
unit t(ggﬁp%tgﬁ?lpge?@gﬂl&&%gdp%q g},l&%h'. 27. The article of
claim 16 wherein the storage nmedium further conprises
machi ne readabl e instructions stored thereon to:

tr.gnsf to.sai d | ogi ngi n fourth unit, of dat.a

wAch (be@iaf o e fuRari By s Rl ot dut By iegBles
machieeE&laBleSAdtelickiohSdtored ittterétn 16 dafsfessadd Eordhéed thiRBunit of data

repl aced by said new data in said stripe, said second

to a host in athirddtaasfesopsrafigvari ty data to be replaced in said
stripe and wherein the machi ne readabl e instructions
to construct in said logic engine a third unit of data
i ncl ude machi ne readabl e instructions stored on the
st2or ageThergliclent claimo b6 tvherein the storage medium further comprises

machine readable instructions stored thereon to issue read commands to said first and
second non-volatile storage units so that said first and second units of data are accessed

from said first and second non-volatile storage units at least partially in parallel.

30. A system, comprising:
at least one memory which includes an operating system and an
application;
19
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repl acenent unit of parity data using said new data

transferred to said | ogic engine, said 15 wherein the
watwsagsesedi um further conprises machi ne r eadi/ES2004/043041

instructions stored thereon to transfer said third

unit of new parity data to said second non-volatile

st or age procdskortcduplef kathe nsahetysecond unit of old
parity data. 28, The article of claim 16 wherein the

st or agelatfedipnags huviemeplusdifp of Bevolatlerstoress WHigabl e
I nstrucf a?apsctoﬁl%c? g%%egsgxe{ifaﬁgbg:tg ﬂ@gg{%&g@g@% W}O)aaccess to the

constructed t unit o
data $tbviageland kavidges cavhe namooy and® loglhengiiet and e of cl ai m 16

wherein the sforage nedjymfurther conprises chi.ne
F eadableAsHiis et ?mgtagieiwé[ae PISFRSBTIBe PSEIREY, Biggein at east
one og {ﬂg@;@gﬁéatfoﬂ %rﬁiﬂ%%?&n@ﬂgvi?éw dnd %‘s‘(&h%é %tlo,@essor ifs adapted

e units so t said first and secon nits o
to: data are accessed fromsaid first and second

non-vpl atile_stora units at least.partially in .

areap e fromys fig o aytPetate St FuridDein et tgidstorage
proce¥6FPS YirdMihie Br Bts bioftRsinan cAdsk BAld PURAIRY AREn IBatile storage

application; 19 WD 2005/ 066761 PCT/ US2004/ 043041 5 a

units pinadstsomsep upéradon whichdypassen spid eghememorgige havi ng a
pl.urali of nonsvol at. . t or age its: a..dat .
bk pOt B0 MGtk TRk i ReiRon oue

stora@CEARS té Saill Npic elatie, 8 lsédoag emared daione @ saaldfpdenpkscond
and a | ogic, engine; and a device driver executable by

transfep epgspideewhich bypassefesaifbtAshg meiesr; P at | east one of
the application, operating system device driver and
t henstiut aysig logesngore 4 third dajiof date osing saidSirstrunit afidate

ir non: vol ati.l e star unit to said logic engine, .
tansigpfed g 58 o Gieineip ShALERrRle pppifind GgflLedta unit of
data SAREREItH sAld $bdit BEIRCTQER] sedbiill tﬂiﬂéfe@b?;&mﬁ&i.

non-vol atile storage 10 units, in a first transfer

operati on whi ch bypasses said cache nenory; transfer
froma second non-volatile storage unit of said

plyral iy sg;EteHPJ}' Sh 'Jvﬁer?iﬁtsgfd?} FealtUreof éﬁeoa}@%ﬁapn,
| ogic engine, a second unit of data stored 1 n sai
operaingispstem) deviceskoenand the atosdgerproqessonts fanthedhadabtedytp aasdar said
sai d cache, ry, and, construct in sajid_l ogic epgine
constgictg (R UL OF G1ia de sk Uiyl stopaes i palgpliygaly of non-
volatile storage units in a third transfer operation, and store said constructed third unit of

data in said stripe.

32.  The system of claim 31 wherein said third transfer operation bypasses said

cache memory.

33.  The system of claim 31 wherein said plurality of non-volatile storage units

are arranged in a Redundant Array of Independent Disks organization.

34.  The system of claim 33 wherein said second unit of data is parity data.
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15 transferred to said logic engine in said first
transfer operation and using said second unit of data
W@ rwR96@EsT ed to said | ogic engine in said secordr/US2004/043041
transfer operation. 31. The system of claim 30 wherein
said at | east one of the application, operating
Sy35t emTHiawkem diclanar34antitréin@act fomgsiaflle 8ER8E0Mit iS a disk
further adapted to transfer said constructed third
driveynit of data to a third non-volatile storage unit of
said plurality of non 20 volatile storage units in a
third transfer operation, and store said constructed
third unit of data in said stripe. 32. The system of
cl36. m 3lhevdysteai of ctamd StWhareintsaidrsa‘imris orgnied @ma Redundant

d he h f claj
Ara iR dSives e o Bf S incpaliag § plooken pagiy taft and
each Hf‘%ﬁc?um ﬁfa@d 1§5 A QE dhtd o 478 @%éﬁﬁll?tﬁht Ah"a?)bf ®ldependent Disks

ependent D sks organi zati on. . The system of
stripec| ai m 33 vvher ein said second unlt of data is parity
data. 20 WD 2005/ 066761 PCT/ US2004/ 043041 35. The
SYXt em Tie s;zb’a'mnf&lhmf%r\elhenemamki logineuginaindheles b atoaggueue

capabligé @Lﬂn&agipsgtogﬁﬁé om %ﬂ‘b%ﬁ‘f Y Ty &%ﬁl&%ﬁfgﬁg i t DSl fripe.

of I ndependent Disks stripe of blocks of data

i ncluding a block of parity data and 5 each of said

units of data is a block of data of said Redundant

Ar3r8ay JFhd systepreeicénin 30 wieeinsaidiqehe BIMoThel Widlogimengine is
m 36 _wherein said | ogi c engine includes a store

afanﬁ?i’é&%"es%ﬁlﬁm of storing a block of data fromsaid

Redundant Array of I|ndependent Di sks stripe. 38. The
system of claim30 wherein said cache nenory of sai d

Io ic engine is 10 a random access nenory. 39.
: erhedystemeniipladm 3Rveicasin te gonsguskip gaid lpgfc §Bgige p é‘gjrdcumt of

data, @eﬂg apféa .o'hg 'o?ﬂle%?gtlcaﬁt)n, (33%[‘ %gétgmaaed &Adlve?Bfd ﬁfe s{ol?gge
appli1cation, ope I'ng sys en# evite driver and the
proce3fdrtigifiethepadupestito apply shid firktemitaddptaechnb ferafpd yaid gt engine

. first unjit of data transferred to said | ogic engine
m Salﬂrﬁ@é?%ﬂ's%f’r PREr2qT, Hy3 %tPrecfb@P%\Pg%?ﬁ&) logis epeinesmgd H‘f&fgﬂ"é apf

excmg%fbﬂ{ g(ggl& ARRALD nQﬁlrtBQ EoRtaks aﬁsa% Bk §¢oy@q&33e Le@i&d

unct i oper ation on the contents of said first store
appliefdifrse usih df dati,cind dpaiple shidl second unitof déta dlansferra@d) sagd logic

engirf g e Sphr RS abionclosht Sl SpEf e B gna
perfositiafl eRERERe DI WRiCfunSidintbpefion oRREd &ﬁl’[@ﬂg of said store queue and

said applied second unit of data.

40. The system of claim 31 wherein said at least one of the application, operating
system, device driver and the storage processor is further adapted to transfer from a fourth
non-volatile storage unit of said plurality of non-volatile storage units, to said logic engine,
a fourth unit of data stored in said stripe, in a fourth transfer operation which bypasses said

cache memory; and

transfer from a fifth non-volatile storage unit of said plurality of non-volatile
storage units, to said logic engine, a fifth unit of data stored in said stripe, in a fifth

transfer operation which bypasses said cache memory; and
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perform an excl usive-OR [ ogic function operation on

the contents of said store queue and said applied
waezwsneb7emi t of data. 20 40. The system of cl arGi/B32004/043041

wherein said at | east one of the application,

operating system device driver and the storage

pwhetemsto rconsructint sagt logitamging atthird visih of éata,fsawinat deakbomret df the

LD R TR P——

use saquﬁ{u"'ﬂ:[fI ublifbf d&h B 10181 1bgic SALitle Bt §didP fourthrahsfeP Updrtion

transfter operation which bypasses said cache nenory
and toamel sdié fifthamgfod datartemsigred tq saihlogioesigineiin @a@tfﬂtldwsﬁﬂﬁl t

of |
opera i 5 P b e B RBe B BE 8 B P
volatil®sfordR unitn Baitlithitdratsf@bpRkioRper at i on whi ch bypasses

said cache nmenory; and 21 WD 2005/ 066761
PCT/ US2004/ 043041 wherein to construct in said |logic

gg ﬂiaﬁysghl O unl %q Wher%ﬁ’;“t%d 3L g&/ I&%ee(l fi‘é b ?f&gtrl](gﬁ h@ﬁtmg

systen$ ldevieg ﬁn%ﬂﬁﬁ%ﬁ@ﬂoﬂa@e proctdrer 1sd’ﬁiﬁliﬁr%daﬁté>d tdlﬁz&lsﬁealtdi said logic
fourth unit of data transferred to sald | ogi c

enging, 4 f@aﬂuurﬂbqﬁdalta vhighds Bew dpfaiabs Hareddm gaid siTiRsew Eﬁreal said first
unit of dded 3 o o péhta Iaeggiﬂac&@eg&{l& 5;&%% §aa<3¥r O&an&d 809h8 Gt BF
sai dfi r anster

peration prior
data id sld pafigrdataty beaépiawlns taidGtrpd ahd lwhdreum tite mdchiwtraadable

said third ngon- . atlle st e.u said third
instrugtjonn & ensEpe ingaid oig e at (@3%%?&? %P%}P% machipaFefiable
1nstru(,3d3\'>l1:1§I stdted SARE sﬁ%e%e(ﬁllﬂﬁ tGRBhitRRE 4 RblacBRBAAIINEK parity data

tem device Iver and the storage processor is
using tami néve datadmpsteded o saidlvgioenging, saad whersgi the s@myemaedlam

fourth unit, .of dat C ata to
further, ripries MpEhingFRRstn Tsieiond Bt G oS bR e Bir gt of
new pgx@t&%lahoco REi BRI AGRA- VY atAd bidrad8 Wl & Rplate SAl decndiud@, of old
sard second unit of datais old parity data to be

parity defal aced in said stripe and wherein the nmachine
readable instructions to construct in said |ogic
engine a third unit of data include machi ne readabl e
instructions stored on the storage nmediumto construct
a42.epl FresBrim uNélhino80 pheicin saithitdeastsnagfl thapplivationiat a
transferred t& said | ogi c engi ne, said wherein the

operatie HEEEY, ABHFUMIS and fherioragoRRrasseids futlist AdenteLigdmeor said
constrldﬁléctl }H@tﬂn‘?trbgfd%{aocﬁ%dh dsg‘?r[ £ Aftrdltfhnbfe Héér%m?’a' d third

new parit ta to sal ond non-vol atile
storage unit to repl ace said second unit of old
parity data. 42. The system of claim 30 wherein said

at,le one of .the icatio er at

G841 corhe Rt argaen 36 el Rl aeBtEhes 8% aRRER.
operatdfiaRkReh, Hevibd avdrahd SR sorage processor is further adapted to issue read
commands to said first and second non-volatile storage units so that said first and second

units of data are accessed from said first and second non-volatile storage units at least

partially in parallel.

44, A device for use with a data storage having a plurality of non-volatile

storage units, comprising:
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20 constructed third unit of data to a host in a third
transfer operation. 43. The system of claim 30 wherein
W@ 210806761 east one of the application, operatRGIUS2004/043041

system device driver and the storage processor is

further adapted to issue read commands to said first

and secoduth siomagy ploatdsbeadabdag tadhgd BipaoOhipat (I&B)iadcess to the

first and second 25 units of data are accessed from
data siorpge and ayvingricaghe BsEoRL A Bloglq nging whgrgin iia stogaggtprocessor
is furih@f"ﬁciagtegi%.“ ally in parallel. 44, A device for use

W t ata storage having a plurality of non-volatile

st or agdransfiet fomeofigst nai-ngatil2 2toviReADNS tDRET B Eic engine of said

PCT[ US2004/.043041 dat a storage processor adapted to .
Storawégeésqﬁ et et aﬁ?at% ftoged inache 420% Feid RbE Y OF 8paryelatile
torag@\hild A YRR BpUTRHB YD 54 &4 erein
slora helsi oraagcse pr ocesgor 'S ?urygaegrsggé(?g%t@% b?‘?‘?@"t ransf er

f rom a tfansfet fromra-seodrat ndnevalstde atpeageninit dfeaid plutalitygif mon-

engi ne of. said .5.st.orage processor., irst. unit of, .
Volatlgeaggrag? B?Iésd %P ﬁalg lgglg 2 nc.'a@rssgc.gl 1t0(?tfﬂa£ﬁ stored i $34d stripe, in a
second@RmYfR} pdrhtfon Whiek BPSasbtRishil cabie Aefbfyand I ansf er

operation which bypasses said cache renory; transfer

from a BRGARFNNAR KA Ahbi€ 4308 888 of dfth Lsifl sA8 ikt unit of data
plurality of non- volatrle storage units, to sal
transfeogd to sndioge, enginsed said fistittansfbr operati st amdedingsaglaiecond unit of

stripe,.in. second .transfer operati on whi ch bypasses
data (GG 49, ichlngi SPeine i S48 Seesmd Hagst PRPTEtiY | og] o

engine a third unit of data using said first unit of

data transferred to said logic engine in said first
transfer operation and using said second unit of data

t #ansf ditedavice obelpian fbyihereamiie device isfurthersadapiad to transfer

s DR GRRLEENRBRAT) A P TaTRIAAE Bhebhrl e G BRADS, b

non-volutitd sto@pe thitsdih adhivd irbns®r dhatatioh Oardl stdie kaidRefstiuetedithir@unit
storage unit of said plurality of 15 non-vol atile

of data imysad@ trifRi ts in a third transfer operation, and store

said constructed third unit of data in said stripe.
46. The device of claima45 wherein said third transfer

oper at i-on Ly . said. cache ry..47. The device .

o8 aitP ABVER B ARnT 2} Bpart i TR o G DG i
cachewndrhorlys @ 20 di sk drive, said plurality of

non-vol atil e storage units are arranged in a Redundant

Array of

47.  The device of claim 45 wherein wherein each non-volatile storage unit is a
disk drive, said plurality of non-volatile storage units are arranged in a Redundant Array of
Independent Disks organization, said stripe is organized as a Redundant Array of
Independent Disks stripe of blocks of data including a block of parity data and each of said
units of data is a block of data of said Redundant Array of Independent Disks stripe.

48.  The device of claim 47 wherein said logic engine includes a store queue
capable of storing a block of data from said Redundant Array of Independent Disks stripe,
said cache memory of said logic engine is a random access memory, and to construct in

said logic engine a third unit of data, said storage processor is further adapted to apply said
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I ndependent Di sks organi zation, said stripeis
organi zed as a Redundant Array of I|ndependent D sks
W@ ewspe76f bl ocks of data including a block of PERUSA094/043041
data and each of said wunits of data is a bl ock of
data of said Redundant Array of I|Independent Di sks
first ugityof data trpgsferrpd taiseid logicofmgiriedi aaui Tirsttveansflenosarittbr, €0 Store

ncl udes ore que abl e of storing a
aven iR IobeEhERE fpd p ez R e prsfion eepestien e
contefds 9K saié fiFdt BRre qifedk dng 858 @pﬁlﬁ'@l‘ﬁr&’t 191f1t Sttath, hOBlS p%@géagf
i's a random access nenory, to constract In

seconfl @g}t of é@fg rcrla,@sfgrr@chtorsaldjnglc eoglnd an said seviodd shosfeig@peration, to

i BESFRRRE kol e LA B 2 G

operatioraos fhe rcon@nts of sgid dtdr@ gichie @A k418 ab}ﬁhe‘a%'egorfd Unt of data.
transfer operation, to a store queue of said ?oglc
engi ne and perform an excl usive-OR | ogic function
operation on the contents of said first store queue

ang, sairfle aRRtd &bl 12 sal
second u?n t of (?%aélg{ﬁgﬁésy er redgtt% ﬁ%%ﬁso&lsaﬁgthéﬁ eﬁgp%dto
transférrsaigidodsteetahttirt naitof data ope riaki ian, third tansal 6hepdtRne

queue of said logic engine and performan exclusive-OR

| ogic function operation on the contents of said

store queue and said applied second unit of data. 49.

The deVhegevade ¢ cMim AwiSmShil Séth 04385

is further adapted to trahsfer saga&bonstrag@ﬁgfﬁﬁaﬁgim
issue rgpgd gorpmangsita seid fistraadsesand aontviotatile stomagé emtmﬁhatt safrhfirst

m 44. Ild stora

and sedlha B8 of i Ron o M CidRL S Paod VR storage unis

atleaSCpmerbdﬁlﬁaﬁalEﬁl d first and second non-volatile storage
units so that said first and second units of data are

accessed fromsaid first and second non-vol atil e
storage units at least partially in parallel. 24
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