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PCT/ US97/ 20309 METHOD AND APPARATUS FOR | MPRI NTI NG | D | NFORVATI ON | NTO A
DI G TAL CJEdiheA\D FOR READI NG OQUT THE SAME This inventio to a
method for 1hprinting identification information (1D) i nto%ﬁ%tﬁg%

Cper i ghvay WAL 0L AN AP AL GTROR M reRn NG TP IREDRIEY T T o

di stribution ofINTQ ADEGITAR CONTENTIAND FORREADINGQUTAHDSAME: | nt er net
has been form ng a new society base. In this new network society, secure
encryption and authentication are desired in such fields as electronic
commer ce becauskhissinvention relatis toarmetiidd for iampriatiigidehtificitionSefbiation @D) il a Ot her
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collectively referred to as contents). Presently, even for val uable
content, jucg gé gﬁ'tural wor ks, illegal copies can be easily nade and
di st ribut ng fees for using contents on the Internet, preventing
15 illegal reeqidfbdtions mgbnwa wasthdveBateil theUififed Shated | are
serious problens that need‘gpteo gddressed and sol ve§ e ﬂneggeé@%lgsng%gscéare
ext r enel y thepstistribition phinformation avepnetwrksasappresspted by the ntermetrbias besui et y and
11 egal  conTils b ol Re el e b ng B3 PR R AR e RRRRBE L7 o T s
i nvention w@emqgwid@e desirediirsu¢lf fiedstas sleciford) cammpreeriteravge sneh fields aypl i cabl e to
exi stjgg ggﬂéemh ith! shf a further object of this invention to provide an
I D inprinting od aebf')l icable to a content having no reserved areas or
areas for rerrarmlsthbhﬁlerhhndmb opthaprigoiles afltiee Interstehis thitree distibationdf 1t is
still anothe ec this inwention.to an | D.inoprinting nmethod
ohi o doe<disl St s er mbnies PR B sPuficBorig? Sokegvelleb e itan | 1y
when ?n I Dtonueﬁts) Rtetwmlp ¢v|e:|:3 fmpaluxﬁlecbnt teht, sxltxcﬁl ag&?lnmgfgher illegal &giciies(%ﬁn béi ISD
i nvention a an, [ o od for ing an
|nforrrat|c?ﬁ éﬁﬁd‘ﬁg‘bgtﬁg'l{‘@ %tg%efne SF’IgWEteVéP"ﬁ‘ﬁG‘Etﬁ'@Ft’ BBYREREof this
i nvenis on ifieg feﬁtﬁd ﬁloﬁfbr ifi d g bspyAgts ¥ sérfu g probRh tHabh&HpPr €

1 1 aD d mbdificaida, ind Pritdratg & ar¥ séifh d thabh t

theIDlnfo% éd inted. in the content
e a resse solved ese issues are extremely important for the mutual

4

development of a network society and culture.
It is therefore desired to design a general approach to trace illegal copies of digital

contents.

20 SUMMARY

It is the object of this invention to provide an identification (ID) imprinting method
applicable to existing contents. .

It is a further object of this invention to provide an ID imprinting method applicable
to a content having no reserved areas or areas for remarks that do not play any role in the

25 content. _

It is still another object of this invention to provide an ID imprinting method which
does not introduce substantial degfadation of the content quality when an ID information is
imprinted.

It is yet another object of this invention to provide an ID imprinting method for

30  embedding an ID information that can be easily detected.
Tt is yet another object of this invention to provide an ID readout method to easily

detect and interpret the ID information imprinted in the content.
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PCT/ US97/ 20309 2 A nethod according to an enbodi nent of the present >

i nvent i on W@MAYRI63Ls | oading a content into an information tPé?W%Pomﬂere .
the content is used and inprinting an ID information associated to the
Information termnal or its user into predeterm ned |location in a

percei vabl e portion of the | oaded contént. (A content may be any collection
of digital data, 5 and,. be in.th rm of ~a seguence.of data val ues.

A percei vabl e pdFithsd aﬁcc?ﬁd["gﬂ?‘é?“ﬁ‘é‘i’%dl?’ﬁ@t&@ﬁgvs%“F%F@gf'ﬁmpﬁréseﬁlﬂ?&'@ﬁf‘, r at her
t han r eserscatintintdban ifforntationerhinal wishethk sonténais veed and imprimdiganyprol e in the-
content.) The content, js.first |ogded int:o an informatjon ferm nal .,
SubsequentMPIISHpR sEFoFHER 436 FRSPFAGoR TEBRIPHIE BF P9t BUR.E TIPSt HGFRP B at | on
of the cordmdeivableyporion ohthe kddded doﬁt@h@qhm:eﬁeﬂtldazmahnmsaﬁan@?dighﬂ da@ntent is
identified with the ID information_inprinted therein. Since the |ID i

i nf or it i dimRayibain the forer 9f A seaugnce ek fath KaliREd Ay RSESVRRIR porHien confainfgflatiear ch i s
necessary. thdilay 4 F8lelR the contéit thth€rtRaFredePved bicas oritea’ R h&itrs thatl dB S8t plhy
requi res no speci al data_ bl ocks beforehand. |In another aspect of the

i nvent i on,anymole i thageptetd i on is inprinted in the formof 15 spatial
frequency [ nf Or 4t dffind DR foRfedSiib h St Vi IRhsk efhA0n i OF mat .0
termnal. "Spatial Trequency information” is Information rélative to a
spati al f rigfpomation iz impringeddntn @ predetermin¢ddocatipeofithe ¢dmtent. DA nsef whomt i on i s

converged j LAl codi b EFUE | ' . .hst.an an inverse
ort hoégnalljeﬁoglrl]%? gfre ﬁtcloé)l%s SO ;l:?htela ge@epgg?\éﬁdeﬁpﬁkﬁmh%gn Bﬁﬁe%at a. The:
i nver se orthémino Sirice thed DIifornmdion drimpeinted in predeteneinsdlobativh, festringsearth ansf or m

(I FFT) or an_20 lQver | schet osipe transform (1 DCT). Thi. thod is
al so appl i ¢3BIE*3Ps 12')'5 'g?%ﬁchg's g@r\’tc%bﬁ? tg’.ex' ﬁ%%oﬂf%ﬁté’ 5° ft%%qul'rfg '?°e‘°’é’8‘f‘% A ocess
of this inblesksibeforechand:ontent is first obtained for instance via a network,
and an IDinforpation is read from a predeterni ned | ocatj o hereof. The ID
"hformat ion i s TngE et EFhe teon D SHOTIAGH fmPgHed it HER Or 15
user. 15n 2épatial frRGanbE inf@MmARs intoXRNOénititd cohfefibaI8E Shtd & informitionRernfingd Xt r act ed
fromthe opt ai_ﬂ% cont_e?t, ang_t_hfn suppl.ied for agn orthogonal .

t r ansf or matIPaHe! freApesgy infqrmation;” is jaformatian;relative te, a spagial frauenc 1 R PSRy i nt ed i n
t he cont enp thig a§Red M ¥ infé¥haBbod RREARALI inf@dpﬁda@gscr@ﬁhmnmatm vin, farst Fourier
transform (FFT), a discrete cosine transform ( ), and so forth. BRIEF
DESCRI PT| OustepceaEnysse qribogonaljransformation so a5ip bepefletedindhe qeatent data ThBj ect s,
features, SRR e q,g,ﬁm@n- ol | owi ng
descripti oﬁog{‘fs t he %ﬂ%ﬁ%“eor?bo imng%ggﬁlf.%ﬁﬂgg%ﬂﬁfﬁﬁ ?gﬁﬂvﬁ\?ta;ﬁ t he
acconmpinyi inyerae divgretg sosisiedrapsform @EDET). IThismethey] ig glseiapplinabls tagxigtivgt wor k system
to which a preterred enmbodi ment of

According to the ID reading process of this invention, a content is first obtained for
instance.via a network, and an ID information is read from a predetermined location thereof.
The ID information is uniquely associated with an information terminal or its user. In
25 another aspect, spatial frequency information is extracted from the obtained content, and then
supplied for an orthogonal transformation. Through the transformation, the ID information
imprinted in. the content is restored. An orthogonal transformation may be a fast Fourier

transform (FFT), a discrete cosine transform (DCT), and so forth.

BRIEF DESCRIPTION OF THE DRAWINGS

30 The above and the other objects, features, and advantages, will become further
apparent from the following description of the preferred embodiment taken in conjunction
with the accompanying drawings wherein: '

Fig. 1 is a diagram showing a network system to which a preferred embodiment of
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PCT/ WUS97/ 203 the present invention is applied; Fig. 2 iP?:‘ﬁ‘U art
show ng aﬁjj%g%“gﬁ on for IDinprinting when a PC 4 receives a C%Jr'{’ti%’ . Fig.
3 is a diagramshowing a structure relative to IDinprinting within the PC
4; 5. Fig. 4 is a diagramshow ng the internal structure of an ID
imprinter 18 fromFig. 3; Fig. 5 is a diagram show ng another structure of
t he | D i nhe présent inkentidspplied;Fi g. 3; Fig. 6 is a diagram show ng the _
rel ati onship between | D and spatial frequency, .expressed using a spectrum
dommi n; Fi g, 7Figs 4o tiowsharshimie HoRcrstion fos I3 ShprintaE wben & ECATecsivena act al

i mage datgynpattern 10 by I FFT section 40 in Fig. 5; Fig. 8 is a diagram
explaining a nethod for inprinting a bit pattern shown in Fig. 7 onto a
decoded irrage;Fasib!sagi%ana_ﬂmwaa%ﬂe_ Heniplatvedo WD dmprintisg ydthin the BE4Fi g. 6
incluging fi Xeﬂigr@isearﬁyﬁn YA TRE nfdinat MRREICDORAD ihgﬁﬁt%mfr&én . 3;

Fig. 10 is a flowhart 'show ng an operation of a detection devi &% or

readi ng | D i npFign$ isch diagranyghoping anather syugturetof thedDimpyintgr twhowom Fig. 3

structure of Ig.r -#34'“1; | Qs %??a%:. | cen Fi 2 d i agram
show ng anot herplgégfstc}gm e goqog"tl eﬂF reg% r&gvﬁ%\ﬁn%iaﬁdglspga?lg’ﬁe%“%cgﬂ 13 is a
di agr am sénpréssegl wingaspetromiiomsing ng of 3x3 pixels; 20 - Fig. 14 is a
di agram show ng. t he | um ce .of 3.pixel.area of Fig. .13 expressed
usi ng nodul o 391§f ?f%arfgﬁr’;ch?a}??"d'?g ]PS&%S‘%% G| |‘§éﬁ%m§°s o“ﬁﬁﬁb‘“&gﬁg%ﬁp?}éﬂ ern to
be i npri nbeIFFI$edtioni40toFighs: 3x3 pi xel area of Fig. 13; and Fig. 16 is a

di agram showi ng. the st.ate in. which ei.ther .an.offset O . or [err]l is added to
o5 P o e 8 B distntn ehistoing ko S R pring 2 ioret ASih i T o Fi g,
14 into tbmbadbeded inthghi 9. 15. DETAI LED DESCRI PTI ON OF THE EMBODI MENT The
present invent LF_pn may,be applied to a n&twork system conpri sing a server 2

and client devfBed AM PR shPVIng 3 SAeEITR fomain ofRig. Gipclpding ipgdyefenency iy ¢ hj s

drawi ng, gGifériRtiolGipkiBfoséPthereiniCl ude PCs 4 and 8 and a Personal Digital -
Assi st ance ( PDA whi ch are .information termnals. The server 2 supplies

6
a corfent to tﬁ)g- 20 jserflowghart shewinggnoperationyf o defectionidgyjcs for reading &)

imprinted in the content;

Fig. 1lisa diagrain showing a structure of ID reader within a detection device;
Fig. 12 is a diagram showing another structure of the ID reader shown in Fig. 11;
Fig. 13 is a diagram showing an area consisting of 3x3 pixels;
20 Fig. 14 is a diagram showing the luminance of the 3x3 pixel area of Fig.. 13
expressed using modulo 3 arithmetic; '
Fig. 15 is a diagram showing a data pattern to be imprinted as ID into the 3x3 pixel |
area of Fig. 13; and
Fig. 16 is a diagram showing the state in which either an offset 0 or +1 is added to
25 the luminance of respective pixels to change the state shown in Fig. 14 into that shown in
Fig. 15.
DETAILED DESCRIPTION OF THE EMBODIMENTS
The present invention may be applied to a network system comprising a server 2 and
client devices connected on a network 9, as shown in Fig. 1. In this drawing, client devices
30 include PCs 4 and 8 and a Personal Digital Assistance (PDA) 6, which are information
terminals.
The server 2 supplies a content to the client devices so that ID imprinting is carried

out on the client side. Here, as an example, the PC 4 is provided with an imprinting function.



out on the client side. Here, as an exanple, the PC 4 is provided with an

I nprinting function. WO 98/ 20672 , 5
PCT/ US97/ MR082067Fi g. 2 is an operational flowhart of the BSG/USSHREIN; ¢
receives a content. The PC 4 first downl oads the content fromthe server 2
over the network 9 (SO). A program for ,decodi ng or decrypting the content

I s al so downl oaded fromthe server. Thi's program may be included in a

downl oaded vi ewer or browser that turns the encrypted content into a usable
5 form A user IDinformation associated with the PC 4 or its user is
enbedded i n t heFig.iZaisen opefdtiondl flowshartither R4 when it teeciessnicomentwWfhelPCe vi ewer

decodes t conten S2 ter, the 1D is.i ri nt use of the content
such as f P'Stdﬁg'ﬁ‘ﬁ)ﬁéﬁtﬁ%"%?“ﬁ%%‘?iﬂf?gse'i'vgrieg?lvgﬁfhgggmﬁﬂ(g; &3)'5%3%" Tstructure
rel ati ng tdecddihg srjdecrpptingdhedontentis hleeddmleaded frorh i skvkd. Thisigogamnmaye, t he
content i§ assupmed to be ‘an,i.mge., The user first sends a request ,for a. _
cont ont 107 Inatpted i fovarieadseh PISKEor BiovSer RAE s the Renird pntentinta p bsablte. ¢ he
servers 2. A AQSra@DlinfoRMRioR hssoddtbEwitathe PEM drGE bied ks efbedded in/hE Viewks.ansmi t s
t he requested content and a viewer 12 to the PC 4 via the network. These

ar e r ecei vie IByis inrristadin the sontent when the yigwerdegpdes the cpmtent (S2)p, Aftey Gl is1 2

recei ved ijhotilRa Rise 6f tIBYorRAYSURR as P BishiByifes copyingidneaP! 2y the recei ved
content. As shown in Fig. 3, the content 1s inputted to the viewer 12. The

viewer 12 15 HKeanbthows thegtuqtyrg srlating soBRimpriptingvithin the®Crfy In theifollaydnghi ch

has been c 1 SSi on

o the. pc JREEHESofin SIGURH (Dl dulias of Nlor FREGHS o AL Er 4 baHAT 7

i mpri 4@ i ngtotalentem mapagkr or supplidn énot showa) which nis thetserver 21 ckhe dontent magager, The

| mage decoggr . t ' transmts
thegvi emeraqr%ﬁa‘éé E}?&? 8?1&%3%3’# aﬁ%nﬁéntﬁég]%é's‘{;%hf %@&ﬁgrg&‘ﬁg‘&eﬁgg?‘faﬁg%?#e cont ent
i n the |D Visthdaetwdtk. Theibare ithevad byvamombiimivagionzectiondDwfjthe RCtdype devi ce t hat

i's incorporated. nt.o_existi.ng,l t _browsers. a ure f.or
or event o use. TheignF dpTechtmdne I R e RV BR B 4 FeoRmEFRAREY MR < 0ry ar ed
in the PC cdivedicostent: @ shovanin g8, the tdntdnt isduputted tondpy vieviep d2.t Tiey vieweril3

rotected by the ID i i nfe 8.so0.,t hat, reading, of, such a content is
P ovel oq. CORReanmpe Recttet 14 0F ERiing S istags wHisH heshetk CPIBRsS Pt o

i nt er r upt eghcoded by IS confenbminaget bafofetfumshizsitifdehd BC 4, IDHBIEY] 6FoLstor@ignt ai ni ng
a content w thout

n In. ce an IDis jnmprinted, i tection i
removed, eWEodag D wprinfergd formpeining the %%npea‘ét;r}?wé'aflﬂsofdsﬁiﬁwt? pdeeeded 3. an
| mage havi fthgaNThdAmaPadcbler U4 hm_rdabx?pdi&l digoniftil THeQdntet niandldes Rhmynigont rol | er
20, where it is converted into display format for _a dls?,la 24. A nmenory 30
cont r ol | erthe yieyyer }Zafteg gloring 35 I l@tw&g‘gea@w@a@smthmw H’ége%h%d‘l‘iard di sc

unit 9p thes |THeSiewe? 12 may be a plug-in type device that is incorporated into existing Internet

2

browsers.
| As a measure for preventing use of content before ID imprinting, for instance,a -
memory area in the PC 4 that stores a content without an ID imprinted therein is protected by
“the ID imprihter 18 so that reading of such a content is prevented. Specifically, the system is
25  designed so as to be interrupted or reéet if a read access is made to the memory area
containing a content without an ID. Once an ID is imprintgd; this protection is removed,
enabling the image to be used as desired.
As shown in Fig. 3, an image having an ID imprinted therein is transmitted to a
display controller 20, where it is converted into display format for a display 24. A memory
30 controller 22 writes data to a storage device 26, which may be a hard disc unit or the like, to
store the decoded image therein.
Fig. 4 is a diagram showing an internal structure of the ID imprinter 18 shown in Fig.

3 according to one embodiment of the present invention. The imprinter 18 comprises an ID



store the decoded | mage therein. Fi g. 4 is a diagramshow ng an internal

struet ure 4D inprinter 18 shown in Fig. 3 according p€r/@88 20309
enbodi nment 01? e present invention. The inprinter 18 conprises an ID
98/ 20672 PCT/ US97/ 20309

5 reader 30 for reading an ID fromthe5l D hol der 16, -a decoded i mage reader
32 for reading a decoded image, and a conbiner 34 for inprinting an IDinto
a predet ersadecid foorsading an Bhfromalss hteldee 36}iarigcodad tulge reader 32fari reading fpar t of

the d ded d 13
| umi nance CBTooP gt d & Sperfh obsi R bl ltdsheined RedoR AR 1 ne s
conbi ner agﬂfeoeadingsmmmosmmmfmedemameum mmanmmsi&tsmat bits.

(LSBs) of .the_.lum C .xels .fromthe Iea.dl t he i mage by
Lhe o bi t S8 F i apaihs omapangi R Ripen pixei 8 rropieti's PHResh I mRlifiRle @ | ne
servers 2 Icdfbfiér 34r ﬁﬁﬁhﬁb&qﬂiﬁﬁﬂ@%pli&sﬁkmgmﬁm @¥Bs) dfge content i s

encrypted on_the server and then sent éhe viewer 12 to the PC 4 via

a net work. wwemmeeafr%ﬁeéeeesaﬁ* gﬁhevn&gﬁ y e ndits gEl daa t he 10
transnitted conh@pbratich)thefuSdrVRIRPO 4 relifests AR s¥iveNBfun by theVdhicht rhﬁﬁgm@n
received fromthe network. Wthin the viewer 12, the inmage decoder 14
decodes t Heangmitaspatentg e ¢agtenbis gacrynted on the geryep?2iang them seaf witls thevigsver 12 r eader
30 in the | Wgoﬁkr f eand supplies
it to the tlé?‘r?bqﬂdéeya%% The ﬁ%ﬁgg@ﬂ}c@&*r&?g E(rafglgpr&g!a S‘eﬁve%@ decoded i mage,
and ftﬂwartdmsmittedeontMandmmsitMthemmeng? whish ihasbien reseivél foml thehe decoded

[ , 15 . |
:entng ?:me nti'Gne 3 ngﬁﬁ@rtﬂghe? é@e %% &eaf%e{_ﬁBd%F%Ies %Q%m" t he Q’ﬁg&g’ ‘{%Httet i ma
havi ng t heh¢ ID mprdutspBaSt‘thmadeh 80 i thplrimpitifter T&Eeaﬂd)he Iﬂ)fmmttlﬁil) Incddpe rray

al so be sy I|ed bhseque attenpt is

made to m) WSW 'F% otgggﬁ %eé%?DTi“h%eF?%?éﬂaq At gr rge&%gﬁ?# ‘%8 menory 26,

copl es of ifagd) ahd fbiriardslit o the e@nﬂﬂ&t@@dl—fhﬁﬁg&cﬁwédthemmdthhﬁecb&dliﬁﬁgdf, mation .
ted .i.n e |rra the nenpry 26. It |s therefore

possi 6. e FRbibw Y FRiEen e LYSR i Briaet At AuppatmebBmnerori o & (s

di agram shﬁmsggmqmnaihemaﬁﬁolwnﬁgé UﬂielﬂhEgdlfavﬁaEﬁanD it dipglhyt oh theHigpasor di ng

'to anot her_e iment, of the presept inyention. In this figure, the sane

nmermbers ast4s imprinted image may alse he yupplicdtpthemamary. 26. Jf A SyRSPayeRt and t hei r

expl anat i Qhaiihort2d att&iRSAS Adde t6 AOARP or replotititht ID-infprinted imAzeGRINY RS an | FFT
section 40 for performng an inverse fast Fourler transform (I FFl) on a

si gnal r epPeReNZORPPiss of ych medifisd epiepicdesed image atill erptthalDipfermetien ansf or med
1D (i 1%rﬁiéh@xyﬁxe%aée@€oréfﬁﬁxe§ﬁ&ﬁdr9§6 ks m&&eréﬂseslde&qﬁeﬂ,f* ﬂi@%ﬂy' n this

enbodi nent, 'the IDinformation is represented si gnal frequency
makmg the unauthorized copies.

Fig.5 is a diagram showing an alternative structure of the ID imprinter 18 according
to another embodiment of the present invention. In this figure, the same members as shown
in Fig.4 are given the same reference numerals and their explanation is not repeated. The

25 structure in Fig. 5 comprises an IFFT section 40 for performing an inverse fast Fourier
transform (IFFT) on a signal representing an ID, and a combiner 42 for combining the
transformed ID (i.e. the output of the IFFT section 40) into the decoded image.

In this embodiment, the ID information is represented as a signal in the frequency
domain. When imprinting such an ID, an inverse orthogonal transform is applied to the

30  frequency signal representing the ID information to generate a bit pattern in the content
domain, which is then imprinted in the digital content. In this specification, the term
“content domain” is used to denote the domain representing the data in the digital content,
while the term “frequency domain” is used to denote a mapping of the content domain

through an orthogonal transform. When the content is a two-dimensional image (an example



dormai n. When inprinting such an ID, an inverse orthogonal transformis
applied to the 30 frequency signal representing the ID information to.
generate A®P8206& tern in the content domain, which is the®CGIFPIRAPEY in
the digital content. In this specification, the term"content domain" is
used to denote the domain representingche data in the digital content,
while the term"frequency donmain" is used to denote a mappi ng of the

content d ' t f : t. 1S a

cont &t SB B WBMAloARR0). SDSAE RSB bk Ui as® 2
PCT/ (ljJ_897/ 2b8@Brespanding fnequembelomamﬁsame-dmnbeiabsga_nalmeqummﬂMm.gm nis a
t wo- di mensj ona a .1 orkes in reguency. donain is a.
t wo- di man?*‘% é+ engiégﬁﬁ%ﬁgﬁke‘%iﬁte%%‘ nd%%éi&n{é%‘gon q‘g'hae'%(:%enﬁeg“’f’m’fsaogﬁi i o, the
cont ent danai bt avmg-direensiohal frequknopdomaind t he frequency domain may be a
one-di yrensi onal _.f requency donmain. 5 Fig. 6.1s a diagramshow ng
exanpl®s of repﬁ‘g'ség'gfgfaﬁ%ﬁ’ssg?)‘ymg B‘Wﬁ%ﬁpﬁé?rtﬁg’ni?fg‘%@"ﬁmﬂﬁéw uency
domai n. A jh\@-fitqusity domaih. AnRgdinchsionatnik ioube ASdikemplb ofa 6cifn€Mhe The
rectangl e 52 r?éor esents a twg;di rr_ensil on,alfs%gatl | frequency domain If or the
t wo- di nendFEAIEIS ByapEseas Adverdimansiony] spanial equency qomalp forfhg Rigrdimensional 4ng y

di rect i onsspRde dofifdint e SFEWW B4aAAd SAAREiCAO Bk And }Afaﬁscﬁa.% dfiR RRePoRdinpa and
56b indicate the directions of increased 10 requencies in the frequency

domai n corsPacssiomain Yhereasithrarews 6a gadfi6p dndicats ke drections of pareasedonai n,
respeggi v eﬂreqrueﬂdihsmhs ﬁ%&&ﬁ%ﬁé&ﬁ&%& disg RS £ af QPR fdHs offhe Shie | D

information for three users A B, and C are plotted at their respective
posi ti-ons qomaein, yespectivsly, Inthis frequency domain, signalsxgpresenting the IP informetiomfor - t he

: / _ \ ;
ook ay Hoted e A0, fla & EEHORR 6l MaBhDe Ao ol ok 4B plfthp BT L CPP
the 1D 15 Foriusdray, fortexamplé,dhe requersy sigoaliheps sesprpedciehtpred apthe peint (xa.a).

L e \len bLAGHS Haye AR s o fmal o § b AP ARM AR BRI 5 1P

informati on coO nto a bi € spdce domai n e | FFT
secti @ 4Cinfofinetiqui fived wser is répheserted bypepdintima thvedimensional fréqyency domaim. a val ue of

"1" in the-shadgd are and,"0. in the nshaded areas..ln t.his exanpl e,
since the freq ugﬁtilsgfdsw @8‘5’;@5\: ?ft’*] %Byﬂgoé?]gt}fnsco?‘ﬁ F%"(S? ?Téf??%ﬁ"\ " | ocat ed
subst ant i athé ypagé dérhein Bythe EFF Todectitih 40. (The pixgle in theibit pdtar showdnglin FigsPeae t 0
both the x and y..directi.o see Fig. he ,spati.al, .freqguenci es, of the
ohaded andt VST esha0S s and O in b yosplea i, 15 s BEBHLGEIR. | 1 ¢ he
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met hod for inprinting a bit pattern containing ID
the x and y directions. For user B, for example, since the frequency signal representing that
user’s ID information has higher frequencies in both directions, the shaded and unshaded
areas in the resulting bit pattern will be narrower (not shown).

25 Fig. 8 is a diagram explaining a method for imprinting a bit pattern containing ID
information, such as that shown in Fig. 7, onto the decoded image (the digital content). In
this example, lominance values of the pixels of the decoded image are expressed in eight-bit
binary data. The ID information is imprinted in the decoded image by replacing the LSB of
the luminance value of each pixel by the value of the corresponding pixel in the bit pattern

30 containing the ID information. Thus, in this example, the LSB of a pixel in the decoded
image located in an area corresponding to a shaded area in Fig. 7 is replaced by “1”, and the
LSB of a pixel located in an area corresponding to a unshaded area in Fig. 7 is replaced by
“0.” The remaining seven bits of the luminance value of the pixel are unchanged from the

decoded image. Thus, in this embodiment, an ID is imprinted over the entire image or an



I nformati on, such as that shown in Fig. 7, onto the decoded i mage (the
digital conisddosrz | N this exanple, |um nance values of the wiigssroiost he
decoded i mage are expressed in eight-bit binary data. The ID information is
inprinted in the decoded i mage by replacing the LSB of the |um nance val ue
of each pixel by the value of the corr&sponding pixel in the bit pattern 30
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7 is replace "1 nd.the L f. | xel. .| ed in an area

correspon 8'?th°§f ?y&heacoﬁ‘ﬁegﬁgﬁgﬁ egtf %dgeﬁi rt'l‘—’?ﬁ.ger‘ﬁjlw%' tﬁegly ‘5&‘8&"‘8@“‘6‘( & PResn

r emai ni ngsuch\tiea thel cusoff bf whieh would sebseaatiallyl impaio the tubefulpess of thacentemchanged from
the ?ngggge' T ecific s Q%@M 0D TRRSS £of Bnprinting 10 MRSk Shave o e
PCT/ US97/ 866nfRscfibed.t MIaakevhriafiérisiof theleiiboditents i possiBlé, Bole bwhitlva@et ageous as a
count er measure agai nst partial cut-off of the content, as the ‘extended

portion ofescribed RelPW.-ne ID is inprinted may be chosen such that the cut off

of whi ch woul d pguDakiRAER 2bdnfent TERANAbULESiAIS RtWbIRSS the BbovellRsrild ent . Specific
enbodi nents of the present invention for inprinting ID information have 5
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€ apove- enno

network int escri be Inents, the content may al so be

di st ritbut epplisabls tasuch gthex methods ofieefitentdistribitions a CD- ROM or a fl oppy di sc
and loading it PC. The . ' ri . _
applicable to sz&gé]n b?‘ 8?@ nae{iﬁldglgpegighg%ﬁ{) g‘r‘# G?Qj‘%s‘{e?c?%ﬁ ?@%%‘@éengso%s%? al t hough
a still i rnegsple of aidigifaliconteiitctheimothedeayche dppliedatnothel typestof digitalaontentanpl e of a

digital caontent, the nethods. be..applied.to of her t s Oof digital

Cont ent , - ST giotoR Fndes (5, §id8BYer a8 Bhashf) Fosmelon Fhedet AP dnBrmstol e o1

i mages, | Beidiidedrinb iphital peitioheandi diffet et porions by beiinppinted indndiffaredt itiagé er ent
portigns be_i mprinted into different | e 15 r s., for. audio
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24 in Fi 9.243n FRY3 hRy be Rdpiearbyoin andioaldelider, e Sudliteoutpud Bortetibrp artlH spedker,
controller, and a speaker, respect iﬁ_ﬁ?'y- g,urth r, one-dinensional IFFT is
suf fi ci ent™PETVEYdFgrtesrinsrtimengionakIFFL isshicinhion aidigeantenh p3it e addi t i on,
al t hough IginémifdAnratd. AR additidn)REHOLETD infirRatidifis Rhgrintedflinth AR it @F thance val ues
in the case of images, it may be rnprinted into the LSBs of frequency 20
si gnal s oruminangejvalies in the.ease.ofdmagss, it pay bejingprintpdtintp the I8Bs ofj freaneneyD j 5™ not

necessar i |YongisQF 8@ 1ikB il 16 cdsoBfanudfd oREhent . Any bits of quantified data
may store the I D as long as the effects on_the tpercei ved quality of the
cont ent Third, an ID is not necessarily stored in the LSBs of a content. Any bits of

quantified data may store the ID as long as the effects on the perceived quality of the content
are insignificant. It should be noted that even perceptible imprinting may be employed as a
visual watermark.

25 Fourth, although an ID is imprinted into a lower bit irrespective of upper bits in the
aforementioned embodiment, an offset may be given to a lower bit such that the whole data
including upper bits contains the ID.

Fig. 13 shows an example of a 3x3 pixel area in a content such as an image, where
the luminance of the respective pixels are “10, 8, 0....” as shown. Fig. 14 is a diagram

30 showing the lnminance of the same 3x3 pixel area in the image, but expressed using modulo
3 arithmetic. Using this arithmetic, the corfesponding value of a pixel whose lun&inance is
10, for instance, becomes 1. Fig. 15isa diagram. showing a sample data pattern representing
ID information, generated using methods described earlier, to be imprinted into the 3x3 pixel

area of the image shown in Fig. 14. The ID pattern is also expressed in modulo 3 arithmetic.



are insignificant. It should be noted that even perceptible inprinting may
be enployed as a visual watermark. 25 Fourth, although an ID is
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enpl oyed. Fifth.. in the aforepentioned e L Eent t he conbiner 34 (Fig.
4) inpri nf léEdth)mllge&olcartllPB i g’ 1 g‘%“l'ﬂne{eowgmpsﬁpggg#“egﬁ? ﬁdé%lqu%eé a5 %ﬁ"“s‘?)‘&h as the
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enbodj ment _shown in Fig.,,K 3,.the imge decoder 14 and the ID inprinter
dio 18 are separatgly prc%xdeg. T}tlese elemerits may be integrated into one element to thereby -

allow simultaneous execution of image restoration and ID imprinting. :

Seventh, in the embodiment shown in Fig. 3, the -program for decrypting and/or
decoding is included in a viewer or a browser. The program may take any other form as long
as it can restore the content into a suitable format for use by the user.

25 Eighth, although the ID information for one user is represented by one point in the
frequency domain (Fig. 6), the ID information may be represented in other forms. For
instance, a set of a plurality of discrete points or a two dimensional region may be employed
to represent the ID information for one user. '

Ninth, in a frequency domain representation such as that shown in Fig. 6, reference

30  information such as two straight lines 100, 102 shown in Fig. 9 may be added. This
reference information can be utilized when reading the imprinted ID information from a
content since its position is fixed and known in the frequency domain. By the help of the

 reference information, the location of the ID can be specified with more certainty to thereby

identify the user represented by that ID even when the content has been modified through,
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information that meaningfully identifies a user, then the content is judged to be original, i.e.,

having no user ID information imprinted. On the other hand, if a content with a user’s ID
imprinted therein is found on a network, the user identified by the imprinted ID may have
illegally distributed the content. Based on the ID, the possible illegal action is traced.

25 . .Fig. 12 is a diagram showing an alternative ID readér according to another
embodiment of the present invention. This ID reader operates to read an ID imprinted as
spatial frequency information in a content. The ID reader 64 comprises an LSB extractor 72
for extracting the LSBs from the obtained content to form a bit pattern, and a FFT section 74
for performing fast Fourier transform (FFT) on the bit pattern formed by the extracted LSBs.

30 The operation here is a reverse operation of that shown in Figs. 6 to 8. The LSBs,
which represent the imprinted ID information, are first extracted (Fig. 8). The bit pattern
formed by the LSBs in the content is then detected (Fig. 7). Spatial frequencies of the bit
pattern in the x and y directions, respectively, are calculated by the FFT section 74 from the
bit pattern. In the sample bit pattern shown in Fig. 7, the FFT calculation reveals user A’sID



68 so as to display the read ID. In this enbodinent, the ID reader 64
extracts information froma predeterm ned | ocation, for instance, the LSBs
at a | ead"Wo%672 of a data sequence of the obtained conterRCT8¥7/20303 ¢
reconstructs the I D based on the extracted data. If this process does not
result in any ID information that rreanilglgfully identifies a user, then the
content is judged to be original, i. havi ng no user ID information
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user A This nethod i's advantageous in that it does not require conparing
the suspect conlneqdﬂltlamltbmh@rqers@emeetndtqwebmbmtbeam@ect the ID. The

above- descyl st Rt RS vb 9k ofiAd] g ORS KBk % chik IO LB B Nave nany

5 varlatlons ch variation o I nprinting” nme cri bed
earli @b i nstelagemediaci fi cati on may have a correspondi ng variation of the ID

readi ng et hod. o, XAl fescif e EbiABD e B pliuf W GRANG G0 OFF set

has been added using a ne one scri bed
earlier w informeﬁmmumls whdfe the cotiteat iGused; e tah the useslend) Iawill B2 dpparestpo ant ed i n

a predeterm dLoc |on§$ he conte h% .0 re shifts in
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readout mneinfiathaticn mraauntdﬂdrdsqmlbt@phcabheo smnt disteibitivn scleamiis whith IDi t h t he
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the in%ri ni“@%"&ﬂ%l'stcﬁ’elege‘g&é&wﬁg?}ﬁ‘ﬁ é‘pg i nprinting/readout scheme. In
addi tion, alt houg#llfdfeoktsd, b€ sersidod iR difiediochOofahd yabsent ilivdntion, eitabove
' various aspects, will be apparent to those skilled in the art. Other embodiments are also
possible, their specific designs depending upon the particular application. Therefore, the
scope of the invention should not be limited by the_ particular embodiments herein described

25 but should be defined only by the appended claims.



enbodi nents, it may be an off-line, stand alone type if it checks only
contents r Lo 15 storage nedia. Mdreover, in the desgpi

enbodi mnfv&?ﬁﬂ%&?[) inmprinting is carried out at the i nforngF?;g% ,zeor?’!r)r% nal s
where the content is used, i.e. at the user end. It will be apparent to a
skilled artisan, however, that the varipus nethods described herein for
inmprinting IDinformation in a content are equally applicable to a content
di stri but i WHASTISCCRAIMEDMS: ch | D 20 inmprinting is carried out at the
content provider end. It will, of course, be understood that nodifications
of the present invention, in its various aspects, wll be apparent to those
skilled inthe art. RnuekodForiamdtifiy denifiativh SiFoimtioh PIDS in 4 Hgith comes! 1 C
desi gns dependi ng upon the particul ar application. Therefore, the scope of
the invention s¢ERprigingdatayalues, themsthodompesinga t i cul ar enbodi ments herein
described 25 - but ~ ' ; s &lal B WO
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11 WHAT | S CLAI e¢mtont will be used; and A nethod for inprinting identification

i nformgtion (1D in ingh%ﬂe fesdthith of BT dssicilied Wiliriny HlritSsiod ifinilR" O
conprising: |oading the di T LAl content 1 nto an jntornatton Ferm nal at

whi ch the di gi teitheuset theteofintola gseceivabld portionlofthe loaded content. I nprinting a
representation of an ID associated with the-information term nal or the
user thereof into a perceivable portion of the | oaded content. 2.

The met hod2.of cl ai m Thevnethed of dldim 1rvehpras the représentativh of the IDRs insprintadrintot ed -
into a predeternin Ioceﬁtli og i n hﬁ‘*aad d content. 3. o The

met hod of cl ai nf PPeRAETRTH 25e] hiinn §° f'g‘p conprises mani pulating a

| ower bit of the data values at the predeterm ned | ocation of the | oaded
content. 4 The nmethod of claim3 wherein the representation of
the I D conbrises a pih§ QF’?’S@°‘%§“‘B&‘§}}e’ﬂﬂg}°M@?‘E‘“ﬁ SR EOTRRIH® E‘F'%PP‘ir‘}ﬁ"é“gsﬁ ep
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corresponding bit in the representation of the ID 5. The net hod
of claim2qwherein thge jBMbd 5fdidieh Fhhdeif HEREPreEitafADr B IDLoRipisdla 1O €ach
of a sequence of data values at the predeterm ned |ocation of the content.
6. TheluradipHefbitsfand wherginshemanipylating|step cempprisse replecing thedeast he | D
conprises a

- significant bit of each of a sequence of data values at the predetermined location of

the loaded content by a corresponding bit in the representation of the ID.

5. The method of claim 2 wherein the imprinting step comprises adding an
offset to each of a sequence of data values at the predetermined location of the

content.

6. The method of claim 5 wherein the répresentation of the ID comprises a
plurality of digits each having one of N possible values, N being a predetermined
integer, and wherein the offset added to each of the data value is dependent upon the
remainder of the sum of the data value and the offset divided by N, and upon a

5 corresponding digit in the representation of the ID.

7. The method of claim 2 wherein the predetermined location is a location
where imprinting of ID at the location does not produce significant perceivable
effects in the digital content.

* C L M S *
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conprises: inverse-transform ng the frequency-donmain representation of the

IDinto aié Thé MRthed bf SIGIHED Wheréif BRTRGIAEY 8dindd istaifappiag bEthean i Nverse
of the orthogonal transform apd inprinting the inverse-transformed ID into
the content. 1gontentdomain V'*FH@"H%&"H%B”B&‘% andivhegein therstepof ipingingr i nt i ng
step conprisescompiidest! ating a lower bit of data of the content. 12. .

The nmethod of claim 11 wherein the inverse-transformed I D conprises a

plurality of bits, agsivensormingfbe freqvepaytdemainrepreseptationefitheBlintosp| aci ng
the | gast si gn'cf)ﬂt&ﬁJ?JBinntreﬁ%s_eﬂm ¢t thedDRfiddnBhversé of e%@gy\ﬁ?l}#ﬂ%&ﬂ; the

content by a corresponding bit in the inverse-transtorne
The nethod of @hdim 10 wherein the inprinting step conprises adding an

of et to each of 2 iphiiabidinilselAb ot B ddRafOMt o1 . 14

The met hod of claim rein the rnverse-transforned |ID conprises a
plurality of digits each having one of N-possible values, N being a

predetermyned integ L] .offset .added to each data value is
dependent lE’pon t he ?&ﬁén%ﬁlgg\rgpgélg} ﬂe&ﬁslgerlr'? I(‘)'f %g%%n%gﬁg 1P COPRIRCS MAURYING £ 5 ot
di vi ded by N, arncwverbitofdata of the content. C

12. The method of claim 11 wherein the inverse-transformed ID comprises a
plurality of bits, and wherein the manipulating step comprises replacing the least
significant bit of each of a plurality of data values of the content by a corresponding

bit in the invérse-transfonned ID.

13. The method of claim 10 wherein the imprinting step comprises adding an
offset to each of a plurality of data values of the content.

14. The method of claim 13 wherein the inverse-transformed ID comprises a
plurality of digits each having one of N possible values, N being a predetermined
integer, and wherein the offset added to each data value is dependent ubon the
remainder of the sum of the data value and the offset divided by N, and upon a

5 corresponding digit in the inverse-transformed ID.

15. The method as defined in claim 8 wherein reference information is imprinted

into the digital content in the form of reference information in the frequency domain.
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5 corresponding digit in the inverse-transforned ID. 15.
The et ho ined in claim8 wherein reference informatgcqigdeSnddghr i Nt ed
e ST

into the content in the formof reference information in 't
frequency donai n. WO 98/ 20672
PCT/ US97/ 20309 13 16. The nmetipd of claim 1l wherein the | oaded

content is encrypted, and wherein the inprinting step conprises: decrypting
the | oadedgcont ent, TFiadndthoarof Blaind @ wherehitheRadddabtemt iDénciypeed) dAdiwHeRid he
decrypted content, 17., . The nmethod of claim1 wherein the | oaded
content is encripiMpinting HeRGPEPESSS: t he i nprinting step conprises
si mul t aneously decry&gwﬂ,ﬁtﬁglmc@ﬂﬁn@m imprinting a representation of
the IDinto the content. 18. ~ The nethod of claim1 further
conpri si ng enabl i ng impEntifg a rspresentgtion pf the HY inta the deorypded; centontrat i on t er ni nal
after inprinting the ID information. 19. A nmethod for distributing
a digital content conprising: issuing a request for a digital content from
an i nf or mdfi on t er m Fheimathpdof clajm & whereinthe loaded contentdsjerertptadgandtwifersimg t he
i nformation ter ﬂg“ * : ’ V] [ est ed content
transmtted by t{pﬁe con %ﬁﬁ@%%ﬁ%ﬁ%&i“%@?&@@g‘ g%e C%%éntsatng TpRE" §quest,
t he recei ved canrepmesentatipmof tbelD intd thel rontad.ei vi ng a decryption program
transmtted by the content manager in response to the request, the
decrypti on program enbedding ID information identifying the information
term nal ds.t he userTldmethsal of chiml 1 Fadee sonmpiBinglaattiap uerdf thedigial &dntent ecei ved
decryption program.t roduce. a N crypted content having the ID
i nformation i nﬁ%‘%@"ﬁﬁ@f’éﬁr\’?fﬂa&%&r 'mpmtmgth"’iﬁén%&%& of claim19 wherein
the processing step conprises: decrypting the received content using the
recei ved decryption program and inpripnting the ID information into the
decr ypt ed It?onft ent u ﬂ&%mg‘l’rr%'é'i"ﬁf’ég a@éﬁiﬁ“ﬂﬁ?ﬂ"ﬁf@ﬁ“’ﬂﬁ?&m 21. The
met hod of claim 19, fuiddwreqieaitor 4 Sigithl cBhtdt&ohl dnfofifatida trnkiaftd a-ONt ent.
from being used prior to inpri ntlglﬁ%nt.j,e IDinformation into the decrypted
content. 22.  content manpger, e reqyest ifentifying ferinformationderminshend userigerefabl | ng
:Jéei ﬁ; Oﬁ Prgt ?Bﬁ' tal cQBLiGRE a Aquédil dolfeRt tHREMiARd bPMHELAAdnt flahdger inTRpbiNe! N9 the
5 “to the request, the received content being encrypted;

receiving a decryption program transmitted by the content manager in
response to the request, the decryption program embedding ID information
identifying the information terminal or the user thereof; and

processing the content using the received decryption program to produce a

10 decrypted content hai/ing the ID information imprinted therein.

20. The method of claim 19 wherein the processing step comprises:
decrypting the received content using the received decryption program; and
imprinting the ID information into the decrypted content using the received

decryption program.

21. The method of claim 19, further comprising protecting the decrypted content

from being used prior to imprinting the ID information into the decrypted content.

22, The method of claim 19 further comprising enabling use of the digital

content at the information terminal after imprinting the ID information.

NI



WD 98/ 20672

PCT/ US97/ 20309 14 23. The net hod of cl aim 19 wherei .

i nf or mat i %P #8A%12nal and the content manager are connect ed%ﬁ“g;ﬁ%%rk,
and wherein the request, the digital content and the decryption program are
transmtted over the network. 24. 14 A nethod for distributing a
digital content conprising: receiving a request for a digital content at a
content rghager {1 Omhehelhbl OF dHil 19 Hef¥il W fforndafiéh it Sha {rdRRickdry! N9 the
information termnal or a user thereof; 5 ransmtting a
request ed cont managenare penngetechio gmetwork, and wherein therequestpthe digitalconteant and quest |
the transmtte Fgﬁi.@g L&fa smtting a decryption
programto theﬁ}emhi 0 eﬁ%ﬁml n rvggiggﬁéstgvg{kb t he request, the
decryption program enbedding ID information identifying the requesting

I nf or mat i term nal, Qr her gq t he decryption program:being 10
oper abl e gﬂ t he trar‘i“s’gr%tﬁ‘ggr@%@?@t%{geaaﬁ%%moé'gefn?°8}Pr%$'5'duci ng a decrypted
content having the rddeivingarequestdor a digital cunelt AtaRbrtent madbger from an The '
net hod of claim

24 erein the informatjon termnal and, the content nmanager
are connected {3 %W‘R?"‘Sﬁ&qaﬁgrdgﬁrfy%@eﬂ TRation terpmalOr dWsel  cont ent
and t he decryptieggaf;pr ogram are transmtted over the network. 26. - A
mathﬁg for reading an ID froma digital content imprinted with the 1D using
the m8thod of cl ai m“&',‘S“BG‘H%P_F%&lP%%d%R?Ptéeﬁmfgh%@@&wa’énwwem bits
fromthe sequegegefibstitb Bansalitsiontbntivbitg Bicyhddehsi ned | ocation of the
i nprinted content; and 5 . . obtaining the ID fromthe
extracted bits. 27. transmitting a decryption grperast tortheiaforgation terminal inresponsedpt al
content inprin ; .3 ; . rising:
extracting thetl%? ?dgg%t’gth% P%%‘P?ﬁﬁﬁfggﬁbﬂeﬁ'?éaﬁ@gg%“gg"é‘a ﬁ’}elggngitfy n? e
predet erm ned resuesting infermatienstermipalion the gses theresfithe dearyption program being

gt();r ?U '9 9/9 5 B g 8 9 Io%srgl;h? B {hQ %ax?sﬂx&é%%@n@piga T:(?h%n% for pmdt\.(gngqgée%%%% content

having the ID information imprinted therein.

25. The method of claim 24 wherein the information terminal and the content
manager are connected to a network, and wherein the request, the digital content and

the decryption program are transmitted over the network.

26. A method for reading an ID from a digital content imprinted with the ID
using the method of claim 4,' comprising:
extracting the least significant bits from the sequence of data values at the
predetermined location of the imprinted content; and
5 obtaining the ID from the extracted bits.

27. A method for reading an ID from a digital content imprinted with the ID
using the method of claim 5, compriéing:
extractiné the offsets from the sequence of data values at the predetermined
location of the imprinted content; and

5 obtaining the ID from the extracted offsets.

S
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28. A nmethod for reading an ID froma digital content inprinted
wth the | ' the nmethod of claim 10, conprising: extragid(sh7heRe

I mpri nted%@bgg-transforned ID fromthe inprinted content; transtorm ng
the extracted IDinto a frequency-domain representation of the 5

ID via the orthogonal transform and agtaining the ID fromthe transforned
frequency-domai n representation. 29. A nethod for reading an ID
froma digital content inprinted with the ID using the nethod of claim 12,
conprising: extracting the, inprinted inverse-tfransforned ID fromthe |east
si gni fi caff bits. of A ﬂiaﬁoaree%epaé%ﬁaﬁoméﬂw $InROL PREB R aYith: thes D
transform ng thgneimb hidtHoB dr élkni 10, Codprisigguency- domai n representati on of the
I D via the orthogonal transform .and obtaining the ID fromthe transformnmed
frequency- domai n r egkteasting e fmprinteghinverse-transformed Iidfrore thefimprivtedienntagtian | D
froma digital cont gaherirft ih Efaticl iD415  HBidy orhdiProfbliifhoR e Bl m 13

conprising: extracting the 1nprinted I nverse-trdnstorne y extracting
t he offsets frUpwviatthe orthogonal rapsfosm; andk ; 5 transformng the

or thogonal 1 anst or v e R Ar) SRR R RAGR, R do s sl '

frequency-domai n representation. 31. An apparatus for inprinting
identificggion inforymatio | D). i il gital. content conpri.ging:. a

comuni caff'on secti &m?th?&oééee%\t}g%’éf%gmg‘nac‘ﬁ%}ﬁ )i Eed'f 6?3’5@% ﬁp@%{n and a
decrypti on pr ogsiagthe mdesitbdiofiglainD1 2, ebmprisibg:on, t he decrypti on program
operable to 5 decrypt the.encryptegd content and to.inprint the
enbedded I D infor nate?‘t&?t'%[% “Pﬁ%“qﬁ%’@?’ﬁg s€°UHT ?m‘ﬁﬂ'lqu&ﬂ@“ Bt utilizing
the recei ved degsyihé @dta Vl6E oftheliMpiitediethtent;r om t he recei ved encrypted
content a decrypted content having th.I D information inprinted therein.

VO 98P20672 transforming the extracted 1D into a frequency-domain representation of the

PCT/ US97/ 20309 1§ja3Re orthogonal transidtfh; ampar at us of claim 31 further conprising
a display controller for displayi r}g t he decrypted content having the ID

i nformation inprint Obtajning th ﬁ?from e transformed frequency-domain representation.

30. A method for reading an ID from a digital content imprinted with the ID
using the method of claim 13, comprising:
extracting the imprinted inverse-transformed ID by extracting the offsets
from the imprinted content;
5 transforming the extracted ID into a frequency-domain representation of the
ID via the orthogonal transform; and

obtaining the ID from the transformed frequency-domain representation.

31. An apparatus for imprinting identification information (ID) in a digital
~ content comprising:

a communication section for receiving an encrypted digital content and a

decryption program embedding ID information, the decryption program operable to

5 decrypt the encrypted content and to imprint the embedded ID information into the
' decrypted content; and _ '

means for utilizing the received decryption program to produce from the

received encrypted content a decrypted content having the ID information imprinted

therein.
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33. The apparatus of claim 32 further conprising nmeans for
protecting the decrypted contents from being displayed prior_t L Ng

i mpri nt edVRi%BRO&Re 1 D. 34. The apparatus of cl ai n?%&mg?ﬁ#l@r
conprising a nenory for storing the decrypted content having the ID
Information inprinted therein. 35. 16 An apparatus for inprinting
identification information (ID) in a digital content conprising: a

communi cajgl on sect | Pk dpPhratus 6LI1¥H ﬁﬂ%&%ﬁﬁisﬁx@%@?&?iwﬁﬂﬂlsﬂ%ﬂ D inprinter
for inprinting the IDinto a perceivable portion of the 5 . recei ved
content. 36. displaying thedecrypind:coptenthaying thedP informatigm impsintedithezeinnpr i nt er
inmprints the IDin a predetermned | ocation of the content. 37.

The apparatus of claim 35, wherein the IDis represented in a frequency
domai n, t3Be frequenthe apparatus obelaimp2:funker comprising meansfor protesting thonai n def i ned
by the content froeloal m. conpri si ng:
a di splay cont?egﬁﬁ’ttaep cP%trent?jlﬂg%}g@FﬂgBt égtﬂé%ﬁ?ebﬁﬁgq’g ?rde%*r#g&l (;ﬁrs’ protecting
the content from being displayed prior to being inprinted with the ID. 39.

Th f claim 35 ' | Sing.: . f. [
(he or i (4 cont ent TP iRRmE REFm FitRle: SR PhahGE Ko sk B it 1 ne

| D. decrypted content having the ID information imprinted therein.

3s5. ~ An apparatus for imprinting identification information (ID) in a digital
- content comprising: '
a communication section for receiving a digital content; and
an ID imprinter for imprinting the ID into a perceivable portion of the

5 received content.

36. ' The apparatus of claim 35, wherein the imprinter imprints the ID in a

predetermined location of the content.

37. The apparatus of claim 35, wherein the ID is represented in a frequency
domain, the frequency domain being associated with a content domain defined by the

" content.

38. The apparatus of claim 35 further comprising:
a display controller for displaying the content; and
means for protecting the content from being displayed prior to being
imprinted with the ID.

39. The apparatus of claim 35 further comprising:
a protector for protecting the digital content from being utilized prior to

being imprinted with the ID.
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