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METHOD AND APPARATUS FOR PROVIDING
MULTI-PATH /O IN NON-CONCURRENT CLUSTERING
ENVIRONMENT USING SCS(-3 PERSISTENT RESERVE

BACKGROUND OF THE INVENTION

1. Field of the invention.

This invention relates in gensral to accessing storage ariays with SCS! or FCP
(Fibre Channel Protocol) host devices, and more particularly to a method and
apparatus for providing multi-path IfO in non-concurrent clustering enviror{meht using

SCSI-3 persistent reserve.

2. iption of Rel

Disk drive systems have grown enormously in both size and sophistication in
recent years. These-systems can typicany include many large disk drive units
controlled by a complex mufti-tasking disk drive controller. A large scale digk drive
system can typicaily, receive commands from a number of host computers and can
control a large number_of disk drive mass storage elements, each mass storage unit
being mpab!e of storing in excess of several gigabits of data.

The Small Computer System Interface (SCSI) is a communications protocol
standard that has become increasingly popular for interconnecting computers and
other mputloutput devices. The first version of SCSI (SCsi-1) is described in ANS!
X3.131-1986. The SCSI standard has underdone revisions as drive speeds and
capacifies have increased, but cerain limitations remain.

According to the SCSI protocol, host devices (e.g., a work station) and target
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devices (e.g., a hard disk drive) are connected to a single bus in daisy-chain fashion.
Each device on the bus, whether a host or a target, is assigned a unique ID number.
The number of devices which may be connected to the bus is limited by the number
of unique JD numbers available. For example, under the SCS!-1 protocot, only eight
devices could be connected to the soSI bus. Later versions of the SCS} protocol
provided for sixteen devices, and future versions wilt undoubtedly facilitate the
ccnnection of an e\;en greater number of devices to a single SCSI bus.

In addition to limiting the numbér'of devicos that may be attached to a single
SCS! bus, the protocol also limits the number of logical units (e.g, individus! drives)
that may be accessed through parﬁcula_r target number, For example, according to
the SCSI-1 standard, the number of logico! units per target device was also limited to
eight. Thus, a particular target (e.g., a disk array) could provide access to eioht
logical units (disk drives), the target humbor and the logical unit number uniquely
identifying a particular storage device on the SCSI system. The SCSI-3 specification
is designed to further improve functionalty and accommadate high-speeg serial
transmission interfaces. To do so, SCSI is effecﬁvely “layered" logically. This layering
allows software interfaces to remain-relatively uncr;angad while aooommodaﬂog_ new
physical interconnect schemes basedl upon serial interconnects such as Fibre
Channel and Serial Storage Architecture (SSA). |

in'order to increase the number of hosts which oan access a particular target

. storage devuce multiple SCSI| busses have been connected together ina multl-level

tree structure, with routing devices passing data and commands between jevels, 1n

such multi-level networks, hosts suffer performance delays when accessing devices

—_— .
- This.Sheet Has Been Replaced

LT




which are more than ohe level away. Additionally because of the abéve described
limitations, current SCSI systems are unable fo take advantage of the l;eneﬁts

offered by current storage arrays, which provide parallel access to a large number of

storage devices. For'example, the number of storage dev'ices may exceed the

_ avallable number of target and logical unit numbers available on the SC$! system.
Furthermore, each SCSI bus may be used by only one host at a time, thus preventing
paraliel access to the storage array by any two hosts on the same scs: bus. Hosts
on different levels of a multi-level system can access different devices on a storage
array in parallel, but such parallel access increasss the complexity and cost of the
routers which interconnect the levels.

As can be seen, the growth of computer use has created an increasing
demand for flexible, high availability systems to store data for the oomp:ter systems.
Many enterprises have a multiplicity of host computer systems including personal
computers and workstations that either function independently or are connected
through a network. It is desirable for the multiple host systems to be able to access a

"common pool of multiple storage systems so that the data can be accessed by alf of
the host systems. éuch an rmnéement increases the total amount of data available
* to any one host system. Also, the work load can bs shared among the hosts and the

overali system can be protected from the failure of any one host.
As the systgms grow in complexity, it is increasingly less desirable to have
interrupting failures at either the disk drive or at the controller level. As a result,
. »

systems have become more reliable and the mean time between failures continues

to increase. Nevertheless, it is more than an inconvenience to the user should the
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disk drive system go “down” or off-line; even though the problem _is corracted
relatively quickly, meaning within hours. The resulting lost time adversely affects not
only system throughpui performance, but user application performance. Further.'the
user is not concerned whether it is a physical disk drive, or its controller which fails, it
is the Inconvenience and failure of the system as a whole which causes user
difficulties.

Therefors, it is desirable to provide redundant pathis to protect sgainst
hardware failures so that performance and high avaitability can be guar;nteed for the
data accesses. Previous solutions for allowing multiple hosts to access multiple
computer systems have used a combination of r;ost adapter cards, out board disk
controllers, and standard network communication systems.

Many disk drive systems rely upon stan&ar_di'zed buses, such as the
- above-mentioned SCS! bus, to connect the host computer to the controller, and fo
connect the controller and the disk drive slements. Thus, should the disk drive
controller connected to the bus faif, tﬁe entire system, as seen by the host computer,

fails and the result is, @s noted above, unaccaptable to the user.

To address this problem, a disk driva controlier system having re(iundant
operations may be spread between at least two SCS1 adaptors connected to a SCSI
bus. At least one host computer may also be connected to the SCSI bus, If one of the
SCSI adaptors fails, the other SCS! adaptor connected to the bus, upon detecting the
failure, takes over for the devices sarviced by the falling SCS! adaptor.

In such a network, servers can be linked to provide high availability cluster

multiprocessing Clustering servers enables parallel access to data, which can help
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provide the redundancy and fault resilience required for business-critical applications.
High availability cluster multiprocessing may use SCSI's Reserve/Release to controt
access to disk storage devices when operating in non-concurtent mode. In
non-concurrent mode, only a single cluster node may access data in a i;giml
.volume. High availabifity cluster multipmceésing provides a way to fail over access to
this data to another cluster node because of hardware or software failures. However,
itis t:IesirabIe t6 prevent node failover if possible, while providing access to the
storage system.

It can be seen that there is a need for a methpd and apparatus for providing

multi-path /O in non-concurrent clustering environment.
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To overcome the limitations in the prior art described above, and to overcome other
limitations that will become apparent updn reading and undg:standing the present
specification, the present invention discloses 2 method and apparatus for providing
multi-path /O in non-concurrent clustering environment,

The present invention solves the above-described problems by providing shared
non-concurrent access to Jogical volumes through multiple paths using SCSI-3 persxstent
reserve commands. ' ®

A method in accor&ance with the principles of the present invention includes mapping
open options of the operating system to SCSI persistent reserve commands to allow all of the
nmltiple paths to register with the logical unit number of the shared storage system and to
allow the second of the muitiple paths to access the logical unit mumber of the shared storage
system after ol.:taining a persistent reservation with the shared storage system.

Other embodiments of a method in accordaﬁce with the principles of the inyention
may include alternative or optional additional aspects. One such aspect of the present
invention is that the mapping open options of the operating system to SCSI persistent reserve
commands to allow all of the multiple paths to register with the logical unit number of the
shared storage system Mer comprises registering all paths from a first host with the logical
anit number of the shared storage system using a single reservation key.

Another aspect of the present invention is that the mapping open options of the
operating system to SCSI persistent reserve commands further comptises obtaining

information about persistent reservations and reservation keys.
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Another aspect of the present invention is that the obtaining information about
persistent reservations and reservation keys further comprises using a reservation in
command.

Another aspect of the present invention is that the reservation in command 6omp:ises a
read key service action and a read reservation service action.

Another aspect of the present invention is that the mappi_ng open opﬁon: of the
opetating system to SCSI persis;tent reserve commands further comprises issuing 2 persistent
resesve out command for initiating an action with the logical unit number of the shared
storage system.’

Aﬁoﬂm aspect of the present invention is that the persistent reserve out command for
initiating an action with a logical unit number of the shared storage system further comprises
a service action chosen from the group consisting of register, reserve, release, clear, preempt
and preempt with abort.

Another aspect of the present invention is that the register service action comprises an
add and a remove option. | .

Another aspect of the present invention is that the add option further includes
registering each path when configuring, determining whether a first registration attempt was
a success, attempting a second registration attempt when the first registration attempt was
not & success, setting & state for the path as being dead when tﬁe second registration attempt
is unsuccessful and ignoring the path when the path has a state set to dead and setting# state
for the path to true when the first or second régistration attempt is successful,

Another aspect of the present invention is that the remove option further includes

determining whether a path has a persistent reservation, issuing a persistent reserve out with
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service option release set when the path is determined to have a persistent reservation and
releasing the reservation when the when the path is detexﬁxined to not have a persistent
reservation.
Another aspect of the present invention is that the reserve service action includes
deciding whether a device needs to make a rgservation to the fogical unit number of the
shared storage system by examining whether a command parameter is' set, defaulﬁn; toa
* reserve required when a command parameter is not set and imnplementing a persistent reserve
to the logical unit number of the shared storage device when no initiator has reserved the
logical unit number of the shared storage device and when 2 command parameter is set
exconting the command parameter.
Another aspect of the present invention is that the command parameter is a forced
open option, the forced open option causing the device to read the current rese;»aﬁon key,
preempt and about queued tasks when the current reservation key does n(;t match the
device’s reservation key.
Another aspect of the present invention is that the method further includes preventing
" SCSI-2 reservations by setting the command parameter to no reserve, determining whether
the forced open completes successfully, setting the device’s reservation flag to the path index

| that made the persistent reservation and opening all paths with no SCSJ-2 reserve option set
when the forced open command complete successfiilly, and issuing en error code when the
forced open command does not complete successfully. -

Another aspect of the present invention is that the command parameter is Jretain
reservation option, the retain reservation causing the device to read the current reservation

key, determine whether a key is returned, establish that the logical unit number is not
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reserved by an initiator and make persistent reservation when a key is not returned.

Another aspect of the present invention is that the retain reservation option causes the
device to determine whether a returned key matches a reservation key for the device, to issue
an exror code when the refurned key does not match the reservation key for the device, and
wlien'the returned key matches the reservation key for the device open ail paths with a no
SCSI-2 reserve option sct, set a veserve flag to the path index that made the persistent
reservation, set the retaifx reserve to true and check a retain reserve field at close to determine
if persistent reserve should be released. ’

Another aspect of the present invention is that the command parameter is a no reserve

option, the no reserve option causing the device to read the current reservation key,

* determine whether a key is returned, establish that the logical ynit number is not reserved by

an initiator and opening all paths with originai command parameter from a host.
Another aspect of the present invention is that the no reserve option causes the device
to determine whether a retumed key matches a reservation key for the device, to issue an

error code when the returned key does not match the reservation key for the deyice. and

when the returned key matches the reservation key for the device issue & persistent reserve

out thh release. ,

Another aspect of the present invention is that the command parameter is a default
reserve option, the default reserve option causing the device to check all paths, determine
whether any paths are unregistered, register all unregistered paths, ignoring any paths that do
not register successfully, return and read & reservation key, issuing an error code when the

returned reservation key does not match a reservation ke& of the device and open all

registered paths with no SCSI-2 reserve set.
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This Sheet Has Been Re, plac

LT

. y




et sasavte

10

Another aspeot of the present invention is that the default reserve option ¢auses the
device when a key is not returned to select a registered path, issue a persistent reserve for the
selected registered path, ignoring the path is the persistent reservation is not successfhl, and
when the persistent reservation is successful marking a reserve field with the path index that
made the reservation and open all registered paths with the command parameter set to no
SCSI-2 reserve. )

Another aspect of the present invention is that the command parameter is a single
option, the s.ing!e option causing the device to check all paths, determine whether any paths -
are unregistered, register all unregistered patbs, ignoring any paths that do fiot register
successful_ly, return and read a reservation key, issuing an error code when the returned
rese'rvaﬁon key.does not match a reservation key of the devwe and open all registered paths
with no reserve set.

Another aspect of the present invex;tion is that the single option causes thf device
when a key is not returned to select a registered path, issue a persistent reserve for the
selected registered path, ignoring the path is the persistent reservation is m')t successful, and
when the persistent rescrvatio:.l is successful marking a reserve field with the path index that
made the reservation and open all registered paths with the corhmand éammeter set to no
reserve.

Another aspect of the present invention is that the relea;e'sexvice action includes
closing all paths not reserved with a retain reservation option set, opening a path with a
retained reservation flag set and issuing a persistent reserve out command with a .relcase
service action set fo release a persistent reservation for a path.

In another embodiment of the invention, a method for supporting SCSI pessistent
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wseﬁe commands by a shared storage system is provided. The method includes processing
reservation keys to identify registered hosts and processing persistent reservation commands
to control access by a host. |

Another aspect of the present invention is that the processing of petsistent reservation
commands comprises allowing all of the multiple paths to register with the logical um';
number of the shared storage system

Another aspect of the present invention is that the method further includes registering
all paths from a first host with the logical unit number of the shared storage system using a
single reservation key.

Another aspect of the present invention is that the processing xeservaﬁorf kehjlrs
comprises obtaining information about persistent reservations and reservation keys.

Another aspect of the present invention is th:it the obtaining information about
persistent rescrvations and reservation keys further comprises using a mseﬁaﬁm in
command.

Another aspect of the present invention is that the reservation in command comprises a
read key service action and a read rescrvation service action.

Another aspect of the present invention is that the processing of persistent reservation
commands comprises issuing a persistent reserve out commanad for initiating an acﬁon with
the-logical unit number of the shared _storége system.

r

Another aspect of the present invention is that the persistent reserve out command for

initiating an action with a logical unit number ofthg shared storage system further comprises

a service action chosen from the grdup consisting of register, reserve, release, clear, preempt

and preempt with abort,
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In another embodiment of the present invention a driver for mapping open options of
the operating system to SCSI persistent reserve commands is provided, The driver is
configured to process reservation keys to identify registered hosts and to process pe;rsistem
reservation commands to control access by a host.

Another aspect of the present invention is that the driver processes persistent
reservation commands by allowing all of the multiple paths to regjster with the*logical unit
number of the shared storage system

_ Another aspect of the present invention is that the driver registers all paths from a first
host with the logical unit number of the shared storage system using a single reservation key.

Another aspect of the present invention is that the driver ﬁqmsw rescrvation keys by
obtaining information about persistent reservations and reservation keys.

Another aspect of the present invention is that the driver obtains information about
. persistent résewaﬁons and reservation keys by using a reservation command.

Auother aspect of the present invention is that the reservation command comprises a

read key service action and a read reservation service action.

Another aspect of the present invention is that the driver processes persist:nt
reservation commands by issuing a pérsistent reserve out command for initiating an action-
with the logical unit number of the shared storage system.

Another aspect of the present inventioq is that the persistent reserve out command for
initiating an action with a logical unit number of the shared storage system further comprises

.a service action chosen from the group consisting of register, reserve, release, clear, 1.>reempt

and preempt with abort.

These and various other advantages and features of novelty which characterize the
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jnvention are pointed out with particularity in the claims annexed hereto and fosm a part

hereof. However, for a better understanding of the invention, its advantages, and the objects

_ obtained by its use, reference should be made to the drawings which form a further part hereof,

and to accompanying descriptive matter, in which there are illustrated and described specific

examples of an apparatus in accordance with the invention,
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* Referring now to the drawings in which like reference numbers represent
corresponding parts throughout:

Fig. 1 illustrates a block diagram ilh;stmting the environment for the present
invention;

Fig. 2 illustrates a psendo device driver in the operating system to map:)pen options
to appropriate SCSI-3 Persistent Reserve commands for .controlling access to shared storage
devices; | '

Fig. 3 illustrates a block diagram that shows the shared LUN problem;

Fig. 4 illustrates a flow chart of the present inver!tion;

Fig. § illustrates a flow 4_:hart of an an option for xegisﬁring with a LUN;

Fig. 6 illustrates a flow chart t:or a remove option for unregistering a path with a LUN;

Fig. 7 illustrates a flow chart for a Reserve with a LUN;

Fig. 8 illustrates a flow chart for the forced open option;

Fig. 9 illustrates a flow chart for the retajn reservation open option; .
Fig. 10 illustrates a flow chart for the no reserve option; -

Fig. 11 iliustrates a flow chart for the default reserve open option; and

Fig. 12 illustrates a flow chart 1200 for the release with a LUN.
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‘In the following description of the exemplary embodiment, reference iz made to the
accompanying drawings which form a part hereof; and in which is shown py way of |
illustration the specific embodiment in which the invention may be practiced, It is to be
understood that other embodiments may be utilized as structural changes may be made
without departing from the scope of the present invention. |

The present invention provides a method and apparatus for providing multi-path VO
in non-ct;neurrem clustering environment. Shared non-concurrent access to logical volumes
through multiple paths is provided by nsing SCSI-3 persistent reserve commands.

Fig. 1 iilustrates a block diagram 100 illustrating the environment for the present

+ invention. In Fig. 1, a storage system illustrated by the LON (logical unit number) may be

accessed by a plurality of hosts. In Fig. 1, two hosts 110, 112 are shown. Howev:r, those
skilled in the art will recognize that the present invention is not meant fo be limited to an
environment where only two hosts access the storage system.

Both the owner host 110 and the failover host 112 include at least two paths 120 for
accessing LUN 0 130. Both the owner host 110 and the failover host 112 are registered with
LUN 0 130. However, owner host 110 has exclusive access to LUN 0 as indicated by LUN 0
having KEY A which is the key for the owner host 110.

SCSI Reserve/Release to control access to disk storage devices when operating in
non-concurrent mode. In non-concurrent mode, only the owner host 110 has access to data in
LUN 0 130. If a hardware or software failure occurs, failover access may occur sq that the

failover host 112 can access the data on LUN 0 130, However, it is desirable to prevent node
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failover if possible. Because each node 110, 112 has multiple IO paths 120 to thie shared
storage devioes, I/Q traffic can be switched to an alternate path if hardware in an individual

1/0 path fails. This ob\fiates the need to perform the more disruptive node failover.

Eig. 2 illustrates a pseudo device driver 200 in the operating systém to map
open options to appropriate SCSI-3 Persistent Reserve commands for controlling
access to shared storage devices. According to the present invention, a new device
driver is introduced into the operating system that provides a single pseudo device
210 for all the muitiple paths to a single shared device 240. in Fig. 2, a pseudo
device driver 210 is provided for providing path selection and path retry 5y mappiﬁg
the .ope'n options to appropriate SCSI-3 Persistent Reserve commands. The pseudo
device driver 210 provides shared non-concurrent access to logical volumes and
provides multiple path access fo the device. This provides the added benefit of /O
load balancing to the device paths and also lets peth failover to be used to prevent a
node from performing a node failover when an /O eitor occurs on a single device
path. The pseudo device driver 210 converts operating system requests 212 into
requests that the SCSI disk driver 214 can process. The SCSI digk driver 214
oonve,rts the input/output (1/0) requests into Cc;mmand Descriptor Biocks (CDBs).
The SCSI disk driver 214 calls the adapter driver 220 and CDBs are presented 1o the
adapter driver 220 to initiste VO requests to the LUN 240, The host may Bypass the
pseuﬁo disk driver 210 through the operating system configuration. In this manner,
disk /O retiuests 250 are processed without providing SCSI Reserve/Release to

provide access to disk storage devices without failover when one of multiple paths to

This Sheet Has Been Repiaced

(]




B e —
P R et e

17

" a LUN 240 fails,

Fig. 3 illustrates a block diagram 300 that shows the shared LUN problem,
The host sees multipie adapters 310 accessing multiple LUNs 320. However, the
adapters 330 are actually mapped to a single LUN 340.

Thus, aécording to the present inventian the implementation of S{SI-3
persistent reserve commands in a pseudo device driver allows for support of both
single path to a LUN and multiple paths to a LUN configuration. With the single path
configuration, Reserve/Release function 10 a LUN is implemented by SCSI-2 normal
Reserve/Release command at the system disk driver Iev'el.

To implement this command in multipath-configuration environment, all paths
to a'LUN on one host have to register with a LUN under the same Reservation Key, |
and only one of the paths needs to make the persistent reserve to the LUN with the
reservation type of ‘Exclusive Accegs, Registrants Only’ at open time. Al pa_ths to the
LUN from other hosts can register to the LUN all.the time, but must be required to get
persistent Eservation to thie LUN before they can access it. With thig reservation |
type, all the paths on one host, which are registered fo that LUN can share and
access this LUN. If this pseudo device driver is applied to a storage s;Jbsystem which
does not support SCSI-3 Persistent Reserve oommands.'_the pseudo device driver
will switch to single path function automatically with a muitiple path configuration of
stbrage subsystem.,

SCSI-3 Persistent Reserve supports 2 commands. One is Persistent Reserve
in, This command is used to obtain information about persistent reservations and

reservation keys that arc active on a LUN. Two service action supported by
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Persistent Reserve In command are ‘Read keys’ and "Read Reservatiq:w", Another
command is Persistent Reserve Out. This command is used to register with the LUN,
make reservation to the LUN, release reservation to a LUN, preempt other initiator's
reservation of a LUN, and clear all the reservation keys an.d persistent reservation
from a LUN. Six service actions supportéd by Persistent'Reserve Out command are

“Register”, “Reserve’, “Release’, "C_lear", “Preempt”, “Register & Ignore Existing Key”

“and “Preempt & Abort.”

Fig. 4 illustrates a flow chart 400 of the present invention. First, open optaons
of the operating system are mapped to SCS! persistent reserve commands to allow
all of tl_'ie multiple paths to register with the shared storage system 410. The second
of the mulitiple paths Is then allowed to access the shared storage systerp after

obtaining a persietent reservation with the shared storage system 420. All paths from

. a first host are registered with the shared storage system using a single reservation

key {see Fig. 1 also). Information about persistent resérvatidns and reservation keys
may be cbtained by a host. A reservation in command is used to obtain the
information about persistent reservations and reservation keys. The reservation in
command inciudes a read key service action and a read reservation s'ervice action. A
persistent raserve out command is issued for initiating an action with the shared
storage system. 1"he persistent reserve out comménd includes a service éction

chosen from the group consisting of register, reserve, release, clear, preempt and

* preempt with abort. The reserve service action includes an add and a remove option.

Fig. 5 illustrates a flow chart 500 of an add option for registering with a LUN.
When configuring, each underpaths will registered with the LUN 510, A
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determination is made whether the registration is a success 512, If a path registered
successfully 540, its ‘registered’ field is sot to TRUE 550. If it fails at this time 514, its
‘registered’ field is set to FALSE 516: At open time, all paths register again with
"Register & Ignore Existing Key* 520. After failure happens, the takeover host issues
“forced open”’, which causes the SDD to issue a Persistent Reserve Out with '
*Preempt & Abort™ service option command 522. This command will then clear aff .
registrations.keys which match the preempted reservation key. .

Fig. 6 'illustratas a flow chart 600 for a remave option for unregistering a éath
with a LUN. When a path is going to be removyed, all the registered underpaths of the
bath réquir_e action to unregistered from the LUN. The persistent reservation is
required to be released with that LUN before & path is removed 610, The path
reserved ﬂég is checked 620. If the flag is set 1o an underpath index 622, instead of
-1, then the reservation to that LUN hasn't been released at device close call 624.
This situation only occurs when the path was opened with the RETAIN
RESERVATION flag beiné set, and it .does notjrelease the reservation at the qevice

close call 628. If this is the case, the underpath which made reservation before will

issue a Persistent Reserve Out with Release sevice action to release tlge

rgservation from the LUN 628.

Fig. 7 iflustrates a flow chart 700 for a Reserve with a2 LUN. Whether a path
needs to mgke & reservation to a LUN it is attached to or not is decided by the up
level callér, such as operating system logical volume mahager driver 710. The “ext”
parameter of a device open options are examined 720. If the “axt” parameters are

set 740, they will indicate the requirement for reservation 750. The valid option value

I
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of this “ext” parameter are:
SCF ORCE'DOPEN: Co not honor device resewatron-conﬂlct
; status.
SCRETAINRESERVATION: Do not release dewoe on close
SCNORESERVE: Prevents the reservation of the device

during an open subroutine call to that
device, Allows multiple hosts to share a
device.

SCSINGLE: Places the selected device in Exclusive

Access mode,.

If none of above options are sset 722, the device open subroutme is default to
Reserve required 724 The device implements pers:stent reserve to the LUN if no
initiator has reserved thls LUN yet 726. The fo!lowmg flow charts llustrate how each
of these options are implemented with the SCSI-3 Persistent Reserve command.

Fig. 8 illustrates a fiow chart 800 for the forced open option. When device
open subroutine is called with the forced open option being set 810, the device tries
to read the current Persistent Reservation Key 820. if a key is returned,@(he device
first checks if the reservation key matches its key 830. If it matches its key 830, the
device does nothing because the LUN is reserved by the device. If a key is returned,
and it dose not match this device's reservation key 832, this reserved key is

preempted and its queued tasks are aborted 840. The reservation of this LUN is

stolen by this device and reservations are prevented by the setting the no

reservation parameter 850. A determination is made whether this command
completes successfully 852. If this command does not complete successfully 854, an
error code Is issued 856. If this command completes successfully 858, the device's
reserved flag is set to the underpath index, which made this reservation 860. All the

£ 4
registered underpaths are opened with SCNO-RESERVE option set to “ext’
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parameter to the operating system disk driver open routine 870. The LUN can be
accessed and shared by all the underpaths of the device that registered with the
LUN.

Fig. 9 illustrates a fiow chart 900 for the retain reservation open option. When
device open subroutine is called with this option being set 910, the device will read

| the current persistent reservation key 920. A determination is made whether a'key is

retumed 830. If thers is no reservation key returned 980, that n'\eans the LUN is not
reserved by any initiator 982, and the device will make the persistent reservation with
the LUN 984. A determination is made whether the reservation is succeggful 986. If
this reservation command fails 990, the system driver fails the open call to the caller
with XXX error code 982. If this reservation command completes successfully 988, all
the registered underpaths are opened with SC-NO-RESERVE option 942.

ifthere is a2 reservatnon key retumed 932, a determmatnon is made whether
the key matches the device’s resegva_tion key 934. If it does not match this device's
reservation key 936, the device indicates failure of the open calf to the caller with
m error code 938. If a returned key matches this device’s reservation key 940,
then all the underpaths are opened with SC NO RESERVE option set 942.

if all the underpaths are opened with no SCS!-2 reserve option set 942, the
LUN can be accessed and shared by all the underpaths of this dgvioé, whg
registered with the LUN. The device's reserved fiag is set {0 the underpath index,
which made this reservation 950. The retain reserve field is set to TRUE 960. This
field is checked at device close call o determine whether the persistent reserve

should be released or not 970,
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Fig. 10 illustrates a flow chart 1000 for the no reserve option. When device
bpen subroutine is calied .with this option being set 1010, the device will read the
current persistent reservation key 1020, To implement this procedure, all the
underpaths register with “Register énd ignore Exisfing Key” to make sure all the
underpaths are registered with the LUN. If there is any underpath that has not
registered with the LUN, that underpath will issue a Persistent Reserve?Out
command with the Register service aciion. I it fails again with this_ ret'ry, this
underpath will be ignored and skipped for the rest of oberation Then a registered
underpaths is selected to issue a Persistent Reserve In command with Read
Reservation service action to get the current persrstem reservation key

A determination i made whether a key is returned 1030, if no reservation key
i3 retumed 1080, the LUN is not reserved by any initiator 1082. The device opens all
its underpaths with the original “ext” parameter from the caller to the operéting
system disk driver open routine 1084. '

If a current persistent reservation key is retuned 1032, a detennipation is
ma’de whether it matches the device's reservation key 1034. If it matches this
device's feservation key 1040, a Persistent Reserve command with Release service
action is issued to refease the perﬁistent reservation with the LUN 1042; otherwise
1036, the system driver fails the open call to the caller with XXX error code 1038.

Fig. 11 illustrates a flow chart 1100 for the default reserve open option. When
the device open subroutine is called with none of above listeﬂ option being set, the
open is default to RESERVE required. All the underpaths are registered with the' LUN

regardless of whether they already registered at the configuration phase 1110. An
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underpath will issue a Persistent Reserve Out command with “Register & Ignore
Existing Key” service action, The device issues a Persistent Reserve In=command
with Read Reservation to get current persistent reservation key 1130, A
determination js made whether a key is returned 1132, If the key is returned 1133, a
determination is made whether the key matches the devices reservation key 1134, If
it dose not match its own reservation key 1136, the driver fails the open call to the
caller with Ero error code 1138. If the returned persistent reservation key ;natches
the device's reservation key 1140, all the registered underpaths are opened with
SCNORESERVE set to “ext” parameter 1142. If no persistent reservation key is
retumed 1144, a registered underpath is selected 1150. A Persistent Reserve Out
command with Reserve service action is issued to make a persistént reservation with
the LUN. A determination is.rmade whether the command completes suctessfully
11564, If successful 1160, the device marks the reserved field with the underpath
index which made reservation with the LUN 1170. All the registered underpaths ere
opened with *ext™ parameter set to SC NO RESERVE 1180, If the reservation
command falls 1156, the driver fails the 6pen call to the caller with EIO error code .
1158.

Fig. 12 ilustrates a flow chart 1200 f&r the release with a LUN. When a device

close routing is called, it should always release its persistent reserve to a LUN it is

" attached to, with the exception that its retain_reserve flag is set with- TRUE, wherein

the Persistent Reserve Out command with Release service action mqsf be issued by
the underpath, which made the reserve before and still holds the reserve. }f this

condition is not met, the request is ignored and Good Status is retumed.
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To implement this procedure, a driver closes all underpaths of the device first
1210, then' opens the underpath that holds the reservation 1220. A Persistent
Reserve Out command with Release Service action is issued fo release the
persistent reservation to the LUN 1230.

The foregoing description of the exemplary embodiment of the invention has
been presented for the purposes of iliustration and des;cripﬁon, Itis not intended to
be exhaustive or to limit the invention to the precise form disclosed. Many
modifications and variations are passible in light of the above teachingf’lt is intended
that the scopa of the invention be fimited not with this detailed description, but rathgr
by the claims appended hereto.

R
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1. A method for providing access to a logical unit number of a shared
storage system when @ hardware failure occurs in a first of multnple inputloutput
paths using a second of the mu!tiple input/output paths, the method compriging
mapping open options of the operating system to SCSI persistent reserve commands _
to allow all of the mhltiple paths o register with the logical unit number of the shareéi
storage system and to allow the se;:ond of the multiple baths to access the logical

unit number of the shared storage system after obtaining a persistent reservation

with the shared storage system.

| 2: The method of claim 2 wherein the mapping open options of the
operating system to SCSI persistent reserve commands to allow all of the muitiple
paths t'o register with the logical unit number of the shared storage systam further
comprises registering all péths from a first host with the logical unit number of the

shared storage system using a single reservation key.

3 The method of claim 1 wherein the mapping open options of the

~ operating system to SCSI pérsistent reserve commands further comprises obtaining

information about persistent reservations and reservation keys.

4,  The method of claim 3 wherein the obtaining information about

persistent reservations and reservation keys further comprises using a reservation in

P
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command.

5. The method of claim 4 wherein the reservation in command comprises

a tead key service action and a read reservation service action.

6. The method of claim 1 wherein the mapping open options of the
 operating system to SCS) persistent reserve commands further comprises issuing a
‘persistent reserve out command for initiating an action with the logical unit number of

the shared storage system.

7. The method of claim 6 whergin the persistent reserve out command for
initiating an action with a logical unit number of the shared storage system further
comprises & service action chosen from the group consiéting of register, reserve,

rélease, clear, presmpt, register and ignore existing key, and preempt with abort.

8. The method of claim 7 wherein the register service action comprises an

add and a remove option.

0



9. .  The method of claim 7 wherein the add option further comprises:

registering each' path when configuring;

determining whether a first registration aftempt was a success;

at open time, reéisteﬁng ell paths register again with register and ignore
ex_isting key; \

after failure happens, issuing by the takeover host a forced opento caqée a
persistent reserve out with preempi and abort service option command to clear ali
registrations keys which match the preempted reservation key; and

setting a state for the pa'th to frue when'the first or second registration attempt

is successful.

10.  The method of ¢laim 7 wherein the remove option further comprises:

determining whether a path has a persistent reservation;

issuing a persistent reserve out with service option release set when the path
is determined to have a persistent reservation; and

releasing the reservation when the when the path is determined to not have a

persistent reservation,
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11.  The method of claim 7 wherein the reserve service action comprises:

deciding whether a device needs to make a reservation to the Iqgical unit
number of the shared storage system by examining whether a command parameter
is set;

defaulting to a reserve required when a command parameter is not set and
implementing a persisient reserve to the logical unit number of the shared storage
device when no initiator has reserved the logical unit number of the shared storage _
device; and

when a command parameter ig set executing the command parameter.

" 12,  The method of claim 11 wherein the command parameter is a forced
open option, the forced open option causing the device to read the currént
reservation key, preempt and abort queued tasks when the current reservation key

does not mafch the device's regervation key.

—_—
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13.  The method of claim 12 further comprising:

preventing SCSI-2 reservations by setting the command parameter to no
reserve;

determining whether the forced open comhl-etes successfully;

setting the device's reservation flag to the path index that made a persistent
reservation and opening all paths with no SCSI-2 reserve opfion set when the forced
open command compiete successfully; and

issuing an error code when the forced open command does not complete

successfully.

4. The method of claim 11 wherein the command parameter is a retain
reservation option, the retain reservation causing the device to re_ad the current
reservation key, determine whether a kéy is returned, establish that the logical unit
number is not reserved by an initiator and make persistent réservation when a key is

not returned.

15.  The method of claim 14 wherein the retain reservation option causes
the device to determine whether a retumed key matches a reservation kay for the
" davice, to issue an error code when the returned key does not match the ressrvation
key for the device, and when the returned key mat;hes the reservation key for the
device open ali paths with a no SCSI-2 reserve option set, set a reserve fiag 1o the
path index that made a persistent reservation, set the retain reserve fo true and

check a retdin reserve field at close to determine if persistent reserve should. be,

—_—
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18.  The method of claim 11 wherein the command parameter is a no
reserve option, the no reserve optioﬁ causing the device ‘to read the current
_reservation ’key. determine whether a key is retumned, establish that the logical unit
number is not reserved by an initiator and opening all paths with original command

parameter from a host.

17.  The method of claim 16 wherein the no reserve option causes the
device to determine wl_wether a returned key matches a reservation key for the
device, to issue an error code when the retuméd key does not match the réservation
key for the device, and when the returned key matches the r_eservation key for the

~ device issue a persistent reserve ouf with release.

18.  The method of claim 11 wherein the command parameter is a default
!‘BSBT\'IB option, the default reéerve option causing the device to check all paths,
" determine whether any paths are unregistered, register all unregistered paths,
ignoring any paths that do not register successfully, return and read a reservation
key, issuing an error code when the‘ returned reservation key does not metch a
reservation key of the device and open all registered paths with no SCSI-2 reserve

set,

23—
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18.  The method of claim 18 wherein the defeult reserve option causes the
" device when a key is not returned to select a registered path, issue a persistent
reserve for the selected ragistered path, ighoring the path if the persistent
reservation is not sucoessﬁil, and when the persistent reservation is successful
marking a reserve field with the path index that made the reservation and open all

registered paths with the command parameter set to no SCSI-2 reserve.

20. The method of claim 11 wherein the command pérameter is a single
option, the single option causing the device to check all paths, determine whether
any paths are unregistered, register all unregistered paths, ignoring any paths that do
not register sdccessfully. retum and read a reservation key, issuing an etror code
Men the returned reservation key does not match a reservation key of the device

»

and open all registered paths with no reserve set.

21.  The method of claim 20 wherein the single option causes the device
when a; key is not }eiumed to select a registered path, issue a persistent reserve for
the selected registered path, ignoring the path is the persistent reservation is not
successful, and when the persistent resewationl is successful marking a reserve field
with the path index 'thét made the reservation and open all regfstered paths with the

command parameter set to no reserve.

I
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22. The method of claim 7 wherein the release service action comprises:

33

closing all paths not reserved with a persistent reservation flag set;
opening a path with a persistent reservation flag set; and
issuing a persistent reserve out command with a release service action set to

release a persistent reservation for a path.

23. A method for supporting SCSi persistent reserve commands by a
shared storage system; comprising:
P

processing reservation keys to identify registered hosts; and

processing persistent reservation commands to control access by a host.

24. . The method of claim 23 wherein the processing of persistent |
reservation commands comprises allowing all of the multiple paths to register with

the logicat unit number of the shared storage system

25, The method of claim 24 further comprising registering all paths from a
first host with the logical unit number of the shared storage system using a single

reservation key.

26. The method of ¢claim 23 wherein the processing reservation keys

coriprises obtaining information about persistent reservations and reservation keys.

27. The method of claim 26 wherein the obtaining information about
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persistent reservations and reservation keys further comprises using a reservation in

command.

28. The method of ¢claim 27 whaerain the reservation in command

comprises a read key service action and a read reservation gervice action..

29. The method of claim 23 wherein the processing of persistent
reservation commands comprises issuing a persistent reserve out command for

initiating an action with the logical unit number of the shared storage system.

30. The method of claim 29 wherein the persistent reserve out command
for initiating an action with a logical unit number of the shared storage system further
comprises a service action chosen from the- group consisting of register, reserve,

release, clear, preempt, register and ignore existing key, and preempt with abort.

@

31.  Adriver for mapping open options of the operating system to SCS!
persistent reserve commands, the driver configured to process reservation keys to
identify registered hosts and to process parsistent reservation commands to control

access by a host.

32.  The driver of claim 31 wherein the driver processes persistent

reservation commands by aflowing all of the multiple paths to register with the logical

LU
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unit number of the shared storage system

33.  The driver of claim 32 wherein the driver registers all paths from a first
t;g';st with the logical unit number of the shared storage éystem .using a single

reservation key.

34.  The driver of claim 31 wherein the driver procesges reservation keys by

obtaining information about pérsistent reservations and reservation keys.

35.  ‘The driver of claim 346 wherein the driver obtains information about

persistent reservations and réservation keys by using a reservation confmand.

36. The driver of claim 35 wherein the reservation command comprises a

read key service action and a read reservation service action.

37.  The driver of claim 31 wherein the driver processes persistent
reservation commands by issuing a persistent reserve out commend for initiating an

action with the logical unit number of the shared storage system.

38.  The driver of claim 37 wherein the persistent reserve out command for
L
initiating an action with a logical unit number of the shared storage system further

comprises a service action chosen from the group consisting of register, reserve,
H
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release, clear, preempt, register and ignore existing key, and preempt with abort.
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