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METHOD AND APPARATUS FOR PROVlDING 
MUL Tl·PATH 1/0 IN NON-CONCURRENT CLUSTERING 
ENVIRONMENT USING SCSl-3 PERSISTENT RESERVE 

BACKGROUND OF THE INVENTION 

1. field of the Invention. 

This invention retates in general to accessing storage arrays with SCSI or FCP 

(Fibre Channel Protocot) host d~vices, and more particuJarly to a method and 

apparatus for providing multi-path 1/0 in non-concurrent clustering environment using 

SCSl~3 persistent rese~e. ., 

2. Description of Related &\. 

Disk .drive systems have grown enormously in both size and sophistication in 

recent years. These-systems can typically include many large disk drive units 

controlled by a complex multf.·tasking di$k drive controller. A large scale disk drive 

system can typicaHy. receive commands from a number of host computers and can 

controt a large number of dlsk drive mass storage elements, ea~ mass storage unit 

being capable of storing in excess of several gigablts of data. . . 

The Small Computer System Interface (SCSI) is a communications protocol 

standard that has become increasingly popular for interconnecting computers and 
. • ·p 

other input/output devices. The first version Qf scsr (Scst .. 1) is described in ANSI 

X3.131-1986. The SCSI standard has underdone revisions as drive speeds and 

capacities have increased, but certain limitations remain. 

According to the SCSI protocol, host devices (e.g., e work station) and target 
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devices (e.g., a hard disk drive) are connected to a single bus in daisy-chain fashion. 

Each device on the bus, whether a host or a target, is assigned a unique JD number. 

The number of devices which may be connected to the bus is limited by the number 

of unique JD numbers avaHable. For example, under the SCSl-1 protocol, only eight 

devices could be connected to the SCSI bus. Later versions of the SC$j protocol 

proVided for sbdeen devices, and future versions wilt undoubtedly facilitate the 

connection of an even greater number of devices to a single SCSI bus. 

Jn addition to limiting the number.of devices that may be attached to a single 

SCSI bus, the protocol also limits the number of logical units (e.g.· individual drives) 

tha1 may be accessed through a particular target number. For example, according to 

the SCSl-1 standard, the number of logical units per target device was also limited to 

eight. Thus, a particular target (e.g., a disk array) could provide.access to eJght 

logical units (disk drives), the target number and the logical unit number uniquely .. 
identifying a particular storage· device on the SCSJ system. The SCSt-3 specification 

. 
is designett to further improve functi~naflty and accom~odate high .. spe9$1 serial 

transmission interfaces. To do so, SCSI is effectively •tayered" logicalJy. This layering 

allows software interfaces to remain ·relatively unchanged while accommodating. new 

physical interconnect schemes based upon serial interconnects such as Fibre 

Channel and Serial Storage Architecture (SSA). 

In· order to increase the number of hosts which can access a particular target 
I 

. storage device, multiple SCSI busses have been connected together in a mufti-level 

tree structure, with routing devices passing data and commands between Jevets. Jn 

such multi-level networks. hosts suffer performance delays when accessing devices 
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which are more than one fevef away. Additionally because of the above described . 
•• 

limitations, current SCSI systems are unable to take advantage of the benefits 

offered by current storage arrays. which provide paralleJ access to a large number of 

storage devtces. For"e)(ample, the number of storage devices may exceed the 

. avaltable number of target and logical unit numbers avaitable on the SCSI system. 

Furthermore, each SCSI bus may be used by only one host at a time, thus preventing 

parallel access to the storage array by any two hosts on th~ same SCSJ bus. Hosts 

on different teyels of a multi-level systef'!'l can access different devices on a storage 

array in parallel, but such parallel access increases the complexity and cost of ~e 

routers which interconnect the levels. 

As can be seen, the growth Of computer use has c::reated an increasing 
... 

demand for flexible, high availability systems to store data for the computer systems. 

Many enterprises have a multiplicity of host computer systems including personal 

computers and workstations that either fUnctton independently or are connected 

through a network. It is desirable for the multiple host systems to be able to access a 
·common pool of muftlp(e storage systems lo that the data can be accessed by all of 

the host systems. Such an arrangement increases the total amount of data available 

· to any one ho&t system. Also, the work toad can be shared among the ho~ts and the. 

overal_I system can be protected from the failure of any one host. 

As the systems grow in complexjty, it ts increasingly less desirable to have 

Interrupting failures at either the disk drive or at the controller level. As a result, 

system$ have become more reliable and the mean time between failures con\inues 

to increase. Nevertheless, it ls more than an inconvenience to the user should the 
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dtsk drive system go ddown" or off-line; even though the problem ls corrected 

relatively quickly, meaning within hours. The resulting lost time adversely affects not 

only system throughput performan~. but user application perfOrmance. Further, the 

user is not concerned whether it is a physical disk drive, or its controller which fails, it 

is the Inconvenience and failure of the system as a whole which causes user 

difficulties. 

Therefore, it is desirable to provide redundant paths to protect against 
.,. 

hardware failures so that performance and high availability can be guaranteed for the 

data accesses. Previous solutions for allowing multiple h~ to access multiple 

computer systems have used a eombtnatton of host adapter cards, out board disk 

controllers, ~nd standard network communication systems. 

Many disk drive systems rely upon standardized buses, such as the 

above--mention~ SCSI bus, to 09nnect the host computer to the controller, and to 

connect. the controller and the disk drive elements. Thus. should the disk drive 

controller connected to the bus faff. the entire system, as seett by the host computer, 

fails and the result is, as rioted above. unacceptable to the user. 

To address this problem, a disk driva controller system having redundant 
. ·P 

operations may be spread between at least two SCSI adaptors connected to a SCSI 

bus. At least one host computer may also be connected to the SCSI bus. lf one of the 
-

SCSI adaptors fails. t~e other SCSJ adaptor conr.iected to the bus, upon· detecting the 

failure, takes over for the devices serviced by 1he failing SCSI adaptor. 

In such a network, servers can be finked to provide high availability cluster . 
multiprocessing Clustering servers enables parallel access to data, which can help 
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provide the r~dundancy and fault resilience required for busfness-crlticaf applications. 

High availability cluster multiprocessing may use SCSl's Reserve/Release to control 

access to dis~ storage devices when operating in non-concurrent mode. In 
. ~ 

non.concurrent mode, only a single cluster node mey access d$ta in a logical 

volume. High availability cluster multiprocessing provides a way to fail over access to 
. . 

this data to another cluster node because of hardware or software failures. However, 

it is desirable to prevent node feilover if possible, while providing access to the 

storage system. 

It can be seen that there is a need for a method and apparatus for providing 
I ~ I o 

muftf':'path 110 in non-concurrent clustering environment. 
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SUMMARY OF nm INVENTION 

To overcome the limitations in the prior art described.above, and to overcome other 

liniitadons that will becollle apparent updn reading and tmdetst&nding the present 

specification, the present invention discloses a method and appuatus for providing 

multi-path J/O in non-concurrent cJustering ~nvironment. 

The present invention solves the above-described problems by providing shared 

non-concurrent access to logical volumes through multiple paths using SCSl-3 persistent 

reserve commands. 

A method in accordance with the: principJes.oftbe present invention includes mapping 

ope~ options of the operating system to SCSI persistent reserve commands to allow all of the 

multiple paths to register with the logical unit number of the shared storage system and to 

allow the second of the multiple paths to access the logical unit number of the shared ~torage 

syst.ent after obtaining a pemstent reservation with the shared storage. system .. 

Other embodiment.s of a method in accordance with the principles of the invention 

may int;lude alternative or optional additional aspects. One such aspect of the present 

invention is that the mapping open options of the operating system to SCSI persistent reserve 

commands to allow all of the multiple paths to register with the logical unit number of the 

shared storage system further comprises regi~ng all paths from a first host wim the logical 

unit nmnber of the shared storage system using a single reservation key. 

Another aspect 9f the present invention is that the mapping open options of the 

operating system to SCSI persistent reserve commands .further comprises obtairung 

information about persistent reservations and reservation keys. 
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Another aspect of the present invention is that the obtaining information about 

persistent reservations and reservation keys further comprises using a reservation in 

c9mmand. 

Anotller aspect of the present invention is that the ·reservation in command comprises a 

read key service action and a read :reaeivation service action. 
!I' 

Another aspect of the present invention is that the mapping open options of the 

operating system to SCSI persistent reserve commands further comprises issuing a persistent 

reserve out command for initiating an action wi1h the logical unit number of the shared 

storage system.· 

Another aspect of the present invention is that the persistent reserve out command for 

initiating an action with a logical unit number of the shared storage system fµrther comprises 

a service action chpSen from the group consisting of register,,reserve" release, clear, preempt 

and ·preempt with abort. 

Another aspect of the present invention is that the register service action comprises an 

add and a remove option. .., 

Another aspect of the present invention is that the add option further includes 

registering each path when configuring, determining whether a first registration attempt was 

a success# attempting a second registration attempt when the first registration attempt was 

not a success, setting a state for the path as being dead when the second registration attempt 

is nnsuceessful and ignoring the path when the path bas a state set to dead and setting a s1ate 

for the path to true when the first or .second registration attempt is successful. 

Another aspect of the preS"ent invention is that the rem~ve option further includes 

detennining whether a path has a persistent reservation, issuing a persistent reserve out with 
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seivice option release set when the path is determined to have a persistent reservation and 

releasing the reservation when the when the path is determined to not have a -,ersistent 

resexvation. 

Another aspect of the present invention is that the reserve seIVice action includes 

deciding whether a device needs to make a reservation to the .logical unit number of the 

shared storage system by examining whether a command parameter is s~ defaulting to ~ 

· reserve required when a command parameter is not set and implementing a persistent reserve 

to the logical unit number of the shared storage device when no initiator has reserved the 

logical unit number of the shared stomge device and when J. command parameter is set 

executing the command parameter. 

Another aspect of the. present invention is that the command parameter is a forced 

"' open option, the forced open option causing the device to read the current reservation key, 

preempt and about queued tasks when the current reservation key does not match the 

device1s reservation key. 

Another aspect of the present invention is that the methOd fiuther includes preven1ing 

SCSI-2 reservations by setting the cotnmand parameter to no reserve, determining whCthet 

the forced open complete~ successfully, setting the de\'ice's reservation flag to the path index 

that made the persistent reservation ~d opening all paths with no scsx .. 2 reseive option set 

when the forced open command complete successft\lly, and issuing an error code when the 

forced open command does not ~mplete successfully. · 

' Another aspect of the present invention is that the command parameter is I retain 

rese?Vation option, the retain reservation causing the device to read the current reservation 

key, determine whether a key is returned, establish that the logical unit nwnber is not 
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resenred by an initiator and make persistent reservation when a key is not returned. 

Another aspect of the present invention is that the retain resenration option causes the 

device to determine whether a returned key matches a reseryation key for the device, to issue 

an enor code when the returned key does not match the ~ivation key for the device. and 

when· the returned key matches the reservation key for the device open ail paths with a no 

SCSJ-2 reserve option set, set a reserve flag to the path index that made the persistent 

reservation. set the retain reserve to true and check a retain ,eserve field at close to determine 

if persistent rese1Ve should be released. ·• 

Another aspect of lhe present invention is that the command parameter is a no reservt; 

option. the no reserve option causil).g the device to r~ the ~ent reservation key, 

· determine whether: a key is returned, establish ~t the logical \Ulit n.umber is not reserved by 

an initiator ~d opening all paths with original command panuneter from a host. 

Another aspect of the present invention is that the no reserve option ca.uses the device 

• 
to determine whether a returned key matches a reservation key for the device, to issue an. 

error code when the returned key does not match the reservation key for the device,. and 

when the returned key matches the reservation key for the device issue a ~stent ~serve 

out with release. .,. 
Another aspect of the present invention is 1bat the command parameter is a default 

reserve option, the default reserve option causing the device t.o check all paths. determine 

whether any paths sre unregistered, register all unregistered paths, ignoring any paths that do 

not register successfully. return and read a reserv~tion key, iss~ng an error code when the 
. . 

returned reservation key does not match a ~ervation key of the device and open all 

registered paths with no SCSI-2 reserve set. 
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Another aspeot of the present invention is that the default reseive option causes the 

device when a key is not returned to select a registered path, issue a persistent reserve for the 

select.ed registered path, ignoring the path js the persist.ent reservation is not successfbl, and 

when the persistent reservation is successful marking a reserve field with the Path index that 

made the reservation and open all registered paths with the command parameter set to no 

SCSI-2 reserve. 

Another aspect of the present invention is that the CODJll1and parameter is a single 

optio~ the single option causing the device to check all paths, determine whether any paths · 

are unregistered, register au unregistered pa.tbs, ignoring any ~tbs that do not reaister 

successfully, return and read a reservation key. issuing an error code when the returned 

reservation key.doe~f not match a reservation key of the device and open all registered paths . . 
with no reserve 'set. 

Aiiother aspec.t of the present invention is that the single option causes the device .., 
when a key is not returned to select a registered patb, issue a persist.ent reserve for the 

selected registered path, ignoring the path is the persistent reservation is not suocesstbl6 and 

when the i)ersi~ent reservation is successtul marking a reserve field with the path index that 

made the reservation and open all registered paths with the command parameter set to no 

reserve. 

Another aspect of the present invention is that the release.service action includes 

~losing all paths not reserved with a retain reservation option set. opening a path with a 

re~ined reservation flag set and issuing a persisteQt re.serve out command with a ~elease 

service ~tion set to release a persistent reservation for a path. 

In another embodimen~ of the inven1ion, a 1nethod for supporting SCSI pe1$istent 
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reseive commands by a shared storage system is provided. The method includes processing 

reservation keys to identify registered hosts and processing persistent reservation commands 

to CQntrol access by a host. 

Another aspect of the present invention is that the processing of persistent reservation 

comman~ comprises allowing all of the multiple paths to register with the logical unit 

number of the shared storage system 

Another aspect of the present invention is that the method tUrtber includes registerillg 

all paths from a first host with the logical unit number of the shared storage system using a. 

single reservation key. 

Another aspect of the present invention is tbat the processing ~servationkeys 

comprises ob~ining information about persistent reservatio~s and reseivation keys. 

Another aspect of the present invention is that the obtaining information about 

persistent reseivations and reservation keys further comprises using a reservation in 

~and. 

~other aspect of the present invention is flJat the reservation in command comprises a 

read key service action and a read reservation service action. 

Another aspect of the present invention is that the processing of persistent reservation 

commands comprises issuing a persistent reserve out command for initiating an action with 

the.logical unit nwnber of the shared .storage system. 

Another aspect of the present inv~on is that the persistent reserve out command for 

initiating an action with a logical unit number of the shared storage system further comprises 

a service action chosen from the group consisting of register, reserve, release> clear, preempt 

and preempt with abort. 

iiiifif 



z:s ...... :-':"""" ... --· ~ 

12 

In another embodiment of the pre~ent invention a driver for mapping open options of 

the operating system to ~CSI persistent reserve commands is provided. The driver is 

configured to process reservation keys to identify registered hosts and to process persistent 

reservation comtnands to control access by a host 

Another aspect of the present invention js that the driver processes persistent 

reservation commands by allowing aIJ of the multiple patbS to register with thcflogical unit 

number of the shared storage system 

. Another aspect of the present invention js that the driver registers all paths from a first 

host with the logical unit number of the shared storage system .using a single resavation tcey_ 

Another asPect of the present invention is tbat the driver processes reservation keys by 

obtaining infonnation about persistent reservations and reservation keys. 

Another aspect of the present invention is that the driver obtains infonnation about 

persistent rese1Vatio.ns and reservation keys by using a reservation command. 
I ' 

Another aspect of the present invention is that the reservation command compnses a 

read key service action and a read reservation service ac~on. 
• 'fl 

Ano1her aspect of the present invention is that the driver pr0cesses persistent 

reservation commands by issuing a persistent 1eserw out command for initiating an action· 

with the logical uni~ number of the shared storage system. 
I 

Another aspect of the present invention is that the persistent reserve out command for 

initiating an action with a logical unit number of the shared storage system further comprises 

·a service action chosen from the gro-up consisting of register, reserve, release. clear, preempt 

and preempt with abort. 

These and various other advantage& and features of novelty which cha:racterize the 

iiiiir 



··7577 .. 
z~-

13 

invention are pointed out with particularity in the claims annexed hereto and fo1m a part 

hereof. However, for a better u~erstanding ofth.e invention, its advantages, and the objects 

obtained by its use, reference should be made to the drawings which form a further part hereof, . 
and to accompanying descriptive matter, in which there are illustrated and descn'bed specific 

examples of an app&ratus in accotdance wi1h the invention. 

'fhis.S,P.~ Has Been Replaced 

1 llllllHlllll ltl It tit 



7'77 •. ·-

14 

BRIEF DESCRJPTION OF TUB DRAWINGS 

· Referring now to the drawings in which like referen~ numbers represent 

corresponding parts throughout: 

Fig. 1 illustrates a block diagram illustrating the environment for the present 

invention; 
,,, 

Fig. 2 illustrates a pseudo device driver in ~e operating system to 111ap open optiom 

to appropriate SCSI·.3 Persistent Reserve commands for controlling access to sbared storage 

devices; 

Fig. 3 illustrates a block diagram· that shows the shared LUN problem; 

Fig. 4 illustrates a tlow chart of the present invention; 

Fig. 5 illustrates a flow chart of an add option for regist«ing with a LUN; 

Fig. 6 illustrates a tlow chart for a remove option for unregistering a path with a. LUN; 

Fig. 7 ill11strates a flow chart for a Reserve with a LUN; 

Pig. 8 illu$trates a flow chart for the forced open option; 

Fig. 9 illustrates a flow chart for the retUn reservation open option; 

Fig. 1 O illustrates a flow chart for the no reserve option; · 

Fig. 11 illustrates a flow chart for the default reseive open option; and 

Fig. 12 illustrates a flow chart 1200 for the release with a LUN. 
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DSTA!L'IID DESgm>TION OF THE INVBNTION 

·In the foJlowing description of the exemplmy embodim~ reference i1 made to the 

accompanying drawings which form a part hereof: and in which is shown by way of 

illUstration the specific embodiment in which the invention may be practiced. his to be 

unders~ood that other embodim~ts may be utili.zed as structural change~ may be made 

Without departing frorn the soope of the present invention. 

The present invention provides a method and apparatus for providing multi-path J/O 
. . 

ii) non-concurrent clustering environment. Shared non-coneurrent.aceess to logical volumes 

through multiple paths is provided by using SCSl-3 persist.ent reserve, commands. 

Fig. 1 illustrates a block diagram l 00 illustrating the environment for the present 

· invention. In Fig. 17 a storage system illustrated by the LUN (logical unit number) may be 
.,. 

accessed by a plurality of hosts. Jn Pig. 1. two hostS IlO» 112 are shown. However, those 

skilled' in the art will recognize that the prese11t invention is not meant to be limited to an 

environment wltere only two hosts access the storage system. 

Both the owner host 110 and the failoverhost 112 lncludeatleasttwo paths 120 for 

accessing LUN 0 130. Both the owner host l J 0 and the failover host 112 are registered with 

LUN O 130. However, owner host 110 has exclusive access to LUN 0 as indicated by LUN 0 

having KBY A which is the key for the owner host 110. 

SCSI Reserve/Release to co~trol access to disk storage device'S when operating in 

non--concurrent mode. ln non-concurrent mode, only the owner host 1l0 has access to data in 

LUN 0 130. If a hardware or software failure occurs, failover access m.ay occur sq. that the 

w•overhost 112 can access the data onLUN 0 130. liowever. it is desirable to prevent node 
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failover if possible. Because each node 110, l 12 has multiple J/0 patbs.120 to the shared 

storage devioes, II? traffic can be switched to an alternate path if hardw~e in an individual 

110 path :fails. This obviates the need to perfonn the more disruptive node failover. 

Fig. 2 illustrates a pseudo device driver 200 in the operating system to map 

open options to appropriate SCSl-3 Persistent R~rve commands for controlling 

access to shared storage devices. According to the present invention, a new device 

dri\isr ls introduced into the operating system that provides a sfngle pseudo device 

21 o for all the multipfe paths to a single shared devtce 240. In Fig. 2, a pseudo 

device driver 21 o is provided for providing path selection and path retry by mappi0g 

the open options to appropriate SCSJ-3 Persistent Reserve commands. The pseudo 

device driyer 21 o provides shared non-concurrent access to logical volumes and 
. 

provides multlple path access ~o the device. This provides the added benefit of.110 

load balancing to the devic~ paths and also lets path failover to be used t~ prevent a 

node from performing a node faHover when an tlO error occurs on a single device 

path. The pseudo de~ driver 21 o convert& opera~ing system requests 212 into 

requests that the SCSI disk driver 214 can process. The SCSI disk driver 214 , 

converts the input/output (110) requests Into Command Descriptor Blocks (COBs). 

The SCSI disk driver 214 calls the adapter ~river 220 and CDBs are presented to the 

adapter driver 220 to initiate 1/0 requests to the LUN 240. The host may ~ypass the 

pseudo disk driver 210 through the operating system configuration. In this manner, 

disk 1/0 requests 250 are processed without providing SCSJ Reserve/Release to 

provide access to disk storage devices without failover when one of multiple paths to 
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a LUN 240 fails. 

Fig. 3 illustrates a block diagram 300 that shows the shared LUN problem. 

The host sees muttipte adapters 310 accessing multiple LUNs 320. However. the 

adapters 330 are actually mapped to a single LUN 340. 

Thus. according to the present invention the implementation of S~Sl-3 

p~rsistent reserve comman~s in a pseudo device driver allows for support of both 

single path to a LUN and multip~e paths to a LUN configuration. With the single path 

configuration, Reserve/Release function to a LUN i& implemented by SCSl·2 nonnal 

Reserve/Release command at the system disk driver level. 

To implement this command in multipath·oo.nflguration environment, all paths 

to a· LUN on one host have to regist~r with a LUN under the same Reservation Key, 

and only one of the paths needs to make the persistent reserve to the LUN with the 

reservation type of •t:xclusive Access, Registrants Only' at open time. Alt paths to the . . . 

LUN from other hosts can register to the LUN alt.the time, but must be required to get . . 

persistent reservation to this LUN before they can access it. With thi& reservation . . 
typel all t~e paths Qn one host. which are registered to that WN can share and 

access this LUN. If this pseudo device driver is applied to a storage subsystem which .. 
does not support SCSl~S Persistent Reserve commands, the pseudo device driver 

will switch to single path function automatically with a multipfe path configuration of 

storage subsystem .. 

SCSl-3 Persistent Reserve supports 2 commands. One is Persistent Reserve 

In. This command is used to obtain information about persistent reservations and 

reservation keys that arc active on a LUN. Two service action supported by 
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Persistent Reserve In command are 'Read keys' and "Read Reservation", Another 
. .,. 

command is Persistent Reserve Out. This command is used to register with the LUN, · 

make reservation to the LUN, release reservation to a LUN, preempt other initiator's 

reservation of a LUN, and clear aH the reservation keys and persistent reservation 

from a LUN. Six service·actions supported by Persistent Reserve Out command are 

•Register", "Reserve", 11Release•, 11Cle-ar', "Preempt", "Register & Ignore Existing Key" 

·and "Preempt & Abort." 

Fig. 4 illustrates a flow chart 400 of the present Invention. First, open options 

of the operating system ere mapped to SCSl persistent reserve commands to allow 

all of the multlpte paths to register with ihe shared storage system 41 o. The second 

of the multiple paths is then aJtowed to access the shared storage ·systeq.1 after 

obtaining a persistent reservation with the shared storage system 420. AH paths fron;l 

. a first host are registered with the shared storage system using a single reservation 

key (see Fig. 1 also). Jnfbrmation about persistent reservations and reservation keys 

may be obtained by a host. A reservation in command is used to obtain the 

information about persistent reservations and ~ervation keys.· The reservation in 

command includes a read key service action and a read reservation service action. A 

persistent reserve out command is issued for initiating an action with the shared 

storage system. The persistent reserve out command includes a service action 

chosen from the group consisting of register, reserve, release, ctear, preempt and 

preempt with abort. The re·serve service action includes an add and a remove option. 

Fig. 5 illustrates a flow chart 500 of an add option for registering with a LUN. 

When configuring, each underpaths will registered with the LUN 510. A 
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determination is made whether the registration is a success 512. If a path registered 

successfully 540, its 'registered' field is set to TRUE 550. If it fails at this time 514, its 

'registered1 field is set to FALSE 516: At open time~ afl paths register again with 

11Register & Ignore Existing Ke~ 520. After failure happens, the takeover tiost issues 

"forced open•, which causes the SOD to issue a Persistent Reserve Out with 

•preempt & Abort" service option command s22: This command will t~~n clear all . 

reg1strations.keys which match tha p;eempted reservation key. 

Fig. a illustrates a now chart 600 for a remove option for unregfsterlng a path 

with a LUN. When s path is going to be removed, all the registered underpaths of the 

path require action to unregistere.d from the LUN. The perslstel)t reservation is 

required to be refeas'ect with that LUN before a path is removed 610. The path 

reserved flag is checked 820. If the flag is set to an underpath index 622, instead o1 

-1, then the reservation to that LUN hasn't been released at device cl~se call 624. 

This situation only occurs when the path was opened with .the RETAtN 
) 

RESERVATION flag being set, and it does not release the reservation at the device 

close call 626. If this is the case, the underpath which made reservation before wnt 

issue a Persistent Ressrve Out with Releaae service action to release the ... 
reservation from the LUN 628. 

Fig. 7 Hlustrates a flow chart 700 for a Reserve with a l..UN. Whether a path 

needs to make a reservation to a LUN it is attached to or not is decided by the up 

fevel catler, such as operating system logical volume manager driver 71 Q. The '"ext" 

parameter of a device open options are examined 720. If the •ext" parameters ar~ 

set 740, they will indicate the requirement for reservation 750. The valid option .value 

This Sheet :ijas Been.Replaced 

11111111 



of this •ext" parameter are: 

SCFORCEDOPEN: 

SCRETAINRESERVATtON: 
SCNORESERVE: 

·. 

SCSINGLE: 
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Do not honor device reservation-conflict 
status. 
Do not release device on cloie 
Prevents the reservation of the device 
during an or)en subroutine 99Jt to that 
device, Altows mutt;ple hosts to share a 
device. 
Place$ the selected device in Exclusive 
Access mode,. . 

If none of above options are set 7221 the device open subroutine is default to 

Reserve required 724. The device implements persistent reserve to the LUN if no 

initiator has reserved this LUN yet 726. The following now cl;\arts Illustrate how each 

of these options are implemented with the SCSl·3 Persistent Reserve command. . . 

Fig. 8 illustrates a flow chart 800 for the forced open option. When de\lice 

open subroutine is celfed with the forced open option being set s10; the device tries 

to read the current Persistent Reservation Key 820. ff a key is retum~1"'tne device 

first checks if the reservation key matches its key 830. lfit matches its key 830, the 

device does nothing because the LUN ts reserved by the device. If a key is retumed, 

and It do;!e not match this device's reservation key 832, this reserved key is 

preempted and its queued tasks are aborted 840. The reservation Of this LUN is 

stolen by this device and reservations a~ preyentect by the setting the no 

reservation parameter 850. A detennination is made whether this command 

completes successfuHy 852. If this command does not complete successfully 854. an 

error code is issued 856. ff this command completes successfutly 858, t~e device's 

reserved ftag Is set to th~ underpath lndex. which made this reservation 860. All the 
·fl 

registered underpaths are ope~ed with SCNO·RESERVE option set to "ext" 
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parameter to the operating system disk driver open routine 870. The LUN can be 

accessed and shared by aJI the underpaths of the device that registered with the 

LUN. 

Fig. 9 ilJustretes a flow chart 900 for the retain resetVation open option. When 

device open subroutine is called with this option being set 910, the device will read 

the current perststent re~erv~~ion key 920. A d~termination Is made whether a·key is 
-

returned 930. If there is no reservation key ~turned 980, that means the LUN is not 

reserved by any initiator 982, and the ~evice will make the persistent reservation with 

the LUN 984. A determination is made whether the reservation is succes&ful 986. If .. 
this reserlatlon command fails 990, the s~stem driver fails the open call to the caller 

with XXX error code 992. If this reservation command oompJete.s successfully 988, alt 

the registered underpaths are opened with SC-NO.RESERVE option 942. 

If there is a reservation key returned 932. a determination is made whether 

th~ key matches the device's re$~rv~tlon key 934. If it does not match this devtce:s 

reservation key 936, the device indicates failure of the open calf to the caller with . 
XXX error code 938. ff a retumed key matches this device's reservation key 940, 

then all the underpaths are opened With SC ·No RESERVE option set 942. 

ff an the underpaths are opened with no SCSJ-2 reserve optJon set 942, the 

LUN can be accessed and shared by all the underpaths of this device, wh.p 

registered with the LUN. The device's reserved flag is set to the underpath index, 

whicti made this reservation 950. The retain reserve field is set to TRUE 950. This 

field is checked at device dose call to determine whether the. persistent reserve . . 

should be released or not 970. 

......... ,, ... , ... ,.. ................ _____ _. ................. , .... ,,.. .. ,. . 
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Fig. 10 Illustrates a ftow chart 1000 for th' no reserve option. When device 
. 
open subroutine is called with this option being set 1010~ the device wilt read the 

current persistent reservation key 1020, To implement this.procedure, all the 

underpaths ~tster with "Register and Ignore Existing Key" to fl'.l&ke sure alt the 

underpaths are registered with the.LUN. If there is any underpath that has not 
'# 

registered with the LUN, that underpath will issue a Persistent Reserve Out 

command with ths Register. service action. If it fails again with th;s retry, this 

underpath will be ignored and skipped for the rest of oi>eration Then a regf~tereci 

underpaths is selected to issue a Persistent Res~rve tn·command with Read 

Reservation service action to get the current persistent reservation key. 

A determination Is made whether a key is returned 1030, tf no reservation key 

is returned 1080, the LUN is not reserved by any initiator 1082. Th,e device opens all 

its underpaths with the original 41exf" parameter from the ca.Her to 'the operating 

system disk driver op.en routine 1084. 
. . 

If a current persistent reservation key is returned 1032, a determination ia 
<$1 

I ' 

made whether it matches the device's reservation key 1034. tf it matches this 

device's reservation key 1040, a Persistent Reserve oommand with Release service 

action is issued to release the persistent reservatforr with the LUN 1042; otherwise 

1036. the system driver tails the open can to the caller with XXX error code 1038. 

Fig. 11 illustrates a flow chart 1100 for the default reserve open option. When 

the device open subroutine is called with none of above listed option being set, the 

open i$ default to RESERVE required. All the underpaths are registered with the. LUN 

regardless of whether they already registered at the con~guration phase ~ 110. An 

iiiMU 
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underpath will issue a Persistent Reserve Out command with "Register & Ignore 

Existing Ket service action, The device issues a Persistent Reserve l~command 

with Read Reservation to get current persistent r&servation key 1130. A 

determination !s made whether a key is returned 1132. If the key is returned 11331 a 

determination is made whether the key matches the devices reservation key 1134. If 

it dose nOt match its own reservation key 1136, the driver fails the open call to the 

caller with EtO error code 1138. If the returned persistent reservatton key matches 

the device's reservation key 1140, all the regtstered underpaths are opened with 

SCNORESERVE set to •ext" parameter 1142. If no persiatent reservation key is 

retumeei 1144. a registered underpath is selected 1150. A Persistent Reserve Out 

command with Reserve service ~ction is issued to make a persistent reservation with 

the LUN. A determination is. made whether the command completes suctessfully 

1154. If successful 1160, the devioo marks the reserved field with the underpath 

index which made reservation with the LUN 1170. All ~e registered underpaths are 

opened with •ext"' peramet~r set to SC NO RESERVE 11 ao. If the reservation 

command fails 1156, the driver fails the open call to the caller with EIO error code . 

1158. 

Fig. 12 illustrates a flow chart 1200 for the reJease with a LUN. When a device 

close routine is called. it should always release lts persistent reserve to a LUN it is 

· attached to1 with the exception that its retafn_reserve flag is set wfth·TRUE, wherein 

the Persistent Reserve Out command with Release service action must be issued by 

the underpath, which made the reserve before and still holds the reserve. If this 

condition is not met, the request is ignored and Goo~ Status is returned. 

iiiiif 
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To 'implement this procedure, a driver closes aU underpaths of the device first 

1219. then opens.the underpath that holds the reservation 1220. A Persistent 

Reserve Out command with Release Serv~ee action is issued to release the 

persistent reservation to the LUN 1230. 

The foregoing _description of the exemplary embodiment of the invention has 

been presented for the purpose& of illustration and description. Jt is not intended to 

be e>chauative or to limit the invention to the precise form disclosed. Many 

modifications and variations are possible in light of the above teaching~lt is intended 

that the scope of the invention be limited not with this detailed description, but rather 

by the ct~ims appended hereto. 

•fl 
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WHAT ts Cl.AIMED JS: 

1. A method for providing access to a fogJcal unit number of a shared 

storage system when a hardware failure occurs in a ftrst of multiple lnput/outpµt 
• . 't' 

paths using a ~econd of the ·multiple input/output paths, the method comprising 

mapping open options of the operating system to SCSI persistent reserve commands 

to allow all of the multiple paths to register with the logical unit number of the shared 

storag~ system and to allow 1he second of the multiple paths to access the logieal 

unit number of the shared storage system after obtaining a persistent reservation 

with the shared storage system. 

2. The method of claim 2 wherein the mapping open options of the 

operating system to SCSJ pe,rsistent reserve commands to allow_ all of the murtipJe 

paths to register with the logical unit number of the shared storage sys~ further 

comprises registering all paths from a ftrst host with the logical unit number of the 

shared storage system using a single reseivation key. 

3. The method of claim 1 wherein the mapping open options of the 
. 

operating system to SCSJ persistent reserve commands further comprises obtaining 

information about persistent reservations and reservation keys. 

4. The method of claim s· wherein the obtaining information about 

persisten.t reservations and reservation keys further comprises using a reservation tn 
.,. 

\ \1111\ \\\ti\ Ill\\ \\II \\ \II\ 
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1•111iacoo 
command. 

5. The method of claim 4 wherein the reservation in command comprises 

a read key service action and a read reservatign service action. 

e. The method of claim 1 wherein the mapping open options of the 

· operating system to SCSI ~rsistent reserve commands further comprises issuing a 

·persistent reserve out command for initiating an actiOn with the logical unit number of 

the shared storage system. 

7. The method of claim 6 wherein the pergistent reserve out command for 

initiating an action with a logical unit number of the shared storage $ystem fUrther 

comprises a service action chosen from the group consisting of register, reserve, 

release, clear, preempt, register and ignore existing key, and preempt With a~rt. 

8. The method of claim 7 whereiQ the register service action comprises an 

add and a remove option. 

I 1111111 f lllf 111111 llltl II f Ill 
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9. . The method of claim 7 wherein the add option fUrther comprises: 

registering each path when configurfng; 

determining whether a first registration attempt was a success; 

at open 1ime1 registering all paths register again with register and ignore 

existing key; 

after failure happens> issuing by the takeover host a forced open to cau&e a 

peraistent reserve out with preempt and abort service option command to clear all 

registrations keys which match the preempted reservation key; and 

setting a state for.fhe path to true when·the first or second registration attempt 

is successful. 

1 o.. The method of claim 7 wherein the remove option further comprises: 

determining whether a path has a persistent reservation: 

issuing a persistent reserve out with service option ·release set when the path 

is determined to have a persistent reseJVation; and 
... 

releasing the reservation when the when the path rs determined to not have a 

persistent reservation. 

I fllllll If lllf lllf f ff Ill f I f 111 
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11. 'fhe method of claim 7 wherein the reserve service action comprises: 

deciding whether a device needs to make a reservation to the lqgical unit 

number of the shared storage system by examining whether a command parameter 

is set; 

defaulting to a reserve required when a command parameter is not set and 

implementing a persistent reserve to the logical unit number of the shared storage 

device ~en no initiator has reserved the logical unit number of the shared storage . 

device; and 

when a com'!land parameter is set executing the command parameter. 

· 12. The method of claim 11 wherein the command parameter is a forced 

open option, the forced open option causing the device to read the currint 

reservation key, preempt and abort queued tasks When the current reservation key 

does not match the devJce's reservation key. 

I If lllll llllll IDll lllf I II Ill 
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13. The method of claim 12 further comprfslng: 

preventing SCSl-2 reservations by setting the command parameter to no 

reserve; 
. . 

determining whether the forced open completes successfUtly; 

setting the device's reservation flag to the path index that made a persistent 

reservation and opening all paths with no. scs1~2 reserve option set when the forced 
-

open command oompfete successfully; and 

issulng an error code when the forced open command does not cpmplete 

successfully. 

14. The method Of claim 11 wherein the command parameter is a retain 

reservation option, the retain reservation causing the device to read the current 
. . 

reservation key, determine whether a key is retumed. establish that the logical unit 

number is not reserved ·bv an initiator and make persistent reservation when a key is 

not returned. 

15. The method of claim 14 wherein the retain reservation option causes 

the device to determine whether a returned key matches a reservation key for the. 

device, to issue an error code when the returned key does not match the reservation 

key for the device. and when the returned key matches the reservation key for the 

device open eJI paths with a no scs1~2 reserve option set, set a reserve flag to the 

path index that made a peraistent reservation, set the retain reserve to true ·and 

check a retain reserve field at close to determine if persistent reserve should be. 

11111111 111111111 11111 /l llll 
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16. The method o~ claim 11 wherein the command parar:neter is a no 

. 
reserve option, the no reserve option causing the device to read the current 

. reservation key, determ~ne whether a key is retumed1 establish that the logical unit 

number is not reserved by an initiator and opening all paths with original command 

parameter from a host. 

17. The method of claim 16 wherein the no reserve option causes the 

device to determine whether a returned key matches a reservation key for the 

device, to issue an error code whsn the returned key does not match the reserva1ion 

key for the device. and when the returned key matches the reservation key for the 

. device issue a persistent reserve out with release. 

18. The method of claim 11 wherein the command parameter is a default 

reserve option, the default reserve option causing the device to check all paths, 

determine. whether any paths are unregistered, register all unregistered paths, 

ignoring any paths that do not register successfuJly, return and read a reservation 

key, issuing an error code when the. rstumed reservation key does not m~ch a 

~servation key of the device and open an registered paths with no SCSl-2 reserve 

set. 

I llflll lllll lllll lllll II Ill 
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19. The method of claim 18 wherein the default reserve option ca~ses the 

de"'.ice when a key is not returned to select a registered path, issue a persistent 

reserve for the selected registered path,, ignoring the path if the persistent 

reservation ts not successful, and when the persistent reservation Is successful 

marking a reserve field with the path index that made the reservation and open all 

registered paths with the command parameter set to no scs1 .. 2 reserve. 

20. The method of claim 11 wherein the command parameter is a singfe 

option> the. single option causing the device to check al' paths, determine whether 

any paths are unregistered, register all unregistered paths, ignoring any paths that do 

not register successfully, return and read a reservation key, issuing an error code 

when the returned reservation key does not match a reservation key of the device 

and open all registered paths with no reserve set. 

21. Th• method of daim 20 wherein the single option causes the device 

when a key is not ~turned t~ select a registered path, Issue a persistent reserve for 

the selected registered path, ignoring the path is the persistent reservation is not 

successful, and when the persistent reseJVation is successful marking a res&Ne field 

with the path index ·that made the reservation and open air registered paths with the 

command parameter set to no reserve. 

\MlllllJU\l'\ 
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22. The method of claim 7 wherein the release service action comprises: 

dosing all paths not reserved with a persistent reservation flag set; 

opening a path with a persistent reseri~tJon flag set; and 

issuing a persistent reserve out command with a release service action set to 

release a persistent reservation for a path. 

23. A method tor supporting SCSI persistent ieserve commands by a 

shared storage system; comprising:· 

processing reservation keys to identiff registered hosts; ~nd 
. 

processing persistent reservation commands to control access by a host. 

.. 
24. . The method of cfaim 23 wherein the processing of persfstant 

~ . . . 
reservation commands comprises allowing all of the multiple paths to register with 

the logical unit number of the shared storage system 

25. The method of claim 24 further comprising registering all paths from a 

first host.with the togical unit number of the shared storage system using a single 

reservation key. 

26. The method of claim 23 wherein the processing reseivation keys 

comprises obtaining information about persistent reseNations and reservation keys. 

27. The method of cf aim 26 wherein the obtaining information about 

\ 
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181111 
persistent reservations and reservation keys turther compl'ises using a. res.ervatior- in 

command. 

28. The method of claim 27 wherein the reservation in command 

comprises a read key service action and a read reservation service act&on .. 

29. The method of claim 23 wherein the processing of J)ersis1ent 

reser1ation commands comprises issuing a persistent ~eave out command for 

initiating en action with the log~I unit number of the shared storage system. 

30. The method of claim 29 wherein the persistent reserve out command 

for initiating an action with a logical unit number of the shared storage system further 

comprises a service action chosen from the-group cpnsisting of register, reserve, 

release, clear, preempt, register and Ignore existing key, and preempt with abort. 

31. A driver for mapping open options of the operating system to SCSI 

persistent reserve commands, the driver corifigured to process reservation keys to 

identify registered hosts and to process persistent reseniation commands to control 

access by a host. 

32. The driver of claim 31 wherein the driver processes persistent 

reservation commands by aHowlng all of the multiple paths to register with the logieal 

11111111mlll1111111111 \I Mil 
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unit number of the shared storage system 181~HI 
... 

33. The driver of claim 32 wherein the driver registers aH paths from a first 
. . 
h~st witli the logical unit number of the shared storage system .using a single 

reservation key. 

34. The driver of ~taim 31 wherein the driver processes reservation ke~ by 

obtaining information about persistent reservations and reservation keys. 

35. The driver of claim 346 wherein the driver obtains Information about . 
persistent reservations and reservation keys by using a reservation corffmand. 

36. The driver of claim 35 wherein the reservation command comprises a 

read key servJce action and a read reservation service action. 

37. The driver of cfaim 31 wherein the driver processes persistent 

reserva~ion commands by issuing e persls~nt reserve out command fOr initiating an 

action with the logical· unit number of the shared storage system. 
I 

38. The driver of claim 37 wherein the persistent reserve out command for 
IS' 

initiating an action with a logical unit number of the shared storage system further 

comprises a service action chosen from the group consisting of register, reserve, 
I • 
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release, clear, preempt, register and ignore existing key, and preempt with abort . 

. ,. 
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