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events, acts of sabotage, or electrical/ nechanical failures. In many
cases, although the 20 data is not accessible by the normal operating
envi ronnment ywa bpagdes a i t'sel fostid b exists on t he storagermosdyeszand
can be rendered accessibl e by nanlpulatlng t he on-nedi a dat a
structures which represent the filesystems) enployed by the operating

envi ronnent. Such mani pul ati on of on-nedia data structures is nost reliably
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Ther ef or e, 0sses are theoret|cal re abI e from
of f-1ine backusommpnihatthenseeyntingdata, ‘?}5]9 es‘g"(ﬁ‘f%' fg

candi dat es. information, and/or other records which are stored on computmg systems in personal
15  and business use are ultimately ¢ of a value which far exceeds the value of the

computing equipment itself.

Loss of the ability to access data on a computer storage device, such as a disk
drive, can occur, often as a result of operator error, errant software, transient electrical
events, acts of sabotage, or eleet;_tcal/ mechanical failures. In many cases, although the

20  datais not accessible by the nonnal operating environment, the data itself still exists
on the storage media, and can be rendered accessible by manipulating the on-media
data structures which represent t the ﬁlesystem(s) employed by the operating
environment. Such mampulattqn ‘'of on-media data structures is most reliably
performed by trained teclmicians;j'equipped with highly specialized software tools.

25 It is occasionally the case that the inaccessibility of data can be the cause of
significant cost and/or lost busmess, sometimes to a catastrophic degree. While some
forms of data may be candxdates for recreation, the cost of this recreation may range
from trivial to prohibitive. Addmonally, data recreation takes a finite time, during
which aspects of business may be necessarily suspended or hampered due to

30 dependence upon the inaccessib 'e data. There also exist categories of data which are
generally acquired in real-time whtch are not able to be recreated, and which can
therefore be considered as m'eplaceable

Traditional redundancy: mechamsms, such as off-line backup, tend to provide
relief for data loss situations. Restoranon from off line backup can, however, be time-

35  consuming and may provide data whlch 1s aged with respect to the data which could
potentially be available through data recovery procedures. Therefore, even data losses
which are theoretically restorab_le_ __ﬁ'om off-line backup may be considered as potential
data recovery candidates. B -
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vari ous gories of service:. These typically include
and off-site services. Of- site ta recovery services, in which the
medi a or device containing the inaccessi data is processed by a

data recovery tec |C|an aserwcef C|I|t res hysi,cal. 5
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Rt o e e e e i
readi | y avai |thbhece$sary egaipment tpandfromlithe customersiteput er operati ng systens.
Exanpl es of such AR dre FeRithd %ﬂrﬂ%mﬁ&%lﬂg% computer to be attached to a
15 communications line via commumcatxons hardware so as to be controlled by an
operator at a second computer, a.lso attached to the communications line via
communications hardware. Such ha._r_dware configurations are typical in personal
computers, and soc_h remote contrql:_-"sjoﬁware is readily available for common personal
computer operaﬁng' systems. Examﬁies of such remote control programs include
20  PCanywhere, Remote 2, Carbon Coij, etc. A drawback of this approach is that the
computer bei'ng recovered must be mnmng an operating system which supports the
remote control software. Therefore, this approach is useless when the operating
system does not support remote control
A system and method for rehably allowing the remote recovery of data from
25  computer storage media and devxces by a remote technician is, therefore, an acute need
in the art. The conventional prior z art reqmres the computer storage media or device to
be processed by a technician, exther at the customer site or the technician's facility.
Performance of data recovery semoes remotely, over a telephone link, has been
successfully employed to overcoxiie :""t"he shortcomings of on-sxte and off-site recovery,
30  butrequires that the target computer be able to load an operating system which
| supports the remote control soﬁware_and allows access to the data which is desired to
be recovered. Unfortunately, the cifcumstances leading to data loss can frequently also
cause the normal operating system 1 ) be unstable or unusable Accordingly, there is a
particular need in the art fora method of providing remote data recovery capabilities
35 even when the normal operating system is not necessarily loadable or dependable.
The present invention solves these problems and provides a method and

apparatus for remote data recovery from computer data storage devices and/or media
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PCT/ US97/ 10327 enabling the technician to interact with the local computer while having

access to all data recovery programs whlch are resident at the remote data recovery

15  computer; and
enabling the tq:ch_hician to diagnose and rectify the data loss of the
storage device of the local computer.
In one embodiment, the }:':)rinciples of the present invention are achieved by
implementing a bootable data recovery operating system which has sufficient
20 ﬁmcﬁonality to allow cortimuniéations via communications hardware to the remote
technician. The remote techmcxan is further equipped with specialized remote control
software which allows commdrﬁCaﬁons with the computer running the bootable data
" recovery operating system via communications hardware. Once the computer under
recovery and the remote computer are in communication, data recovery operations on
25  the computer under recovery can proceed under complete control of the remote
technician. |
In the preferred embodiment, the remote data recovery operating system is
sufficiently small to operate directly from its own distribution floppy disk, allowing
data recovery operations to proceed in the absence of the normal bootable operating
30 system. Itis capable of lo'adi:ig data recovery utility software from either that same
distribution floppy disk, or from: the remote technician's comparatively vast library of
such software, via the commumcatlons hardware.
In the preferred embodl__n_;_ent, upon loading, the bootable remote data recovery
operating system presents a lumted number of choices to the local user, allowing the
35 userto input information regardmg the nature of the user’s data recovery needs and the
user’s personal data. Once tlus mformanon has been input, the local user can confirm
his intent to have the operanng system establish contact with the remote technician via
attached communications hardware. This contact can commence the data recovery
operation immediately, or, alte_r"patively, may queue the request such that the data



3 whi ch is inaccessible by the normal operating environnent and to a

nmet hod for renote di agnosi s and renote rectification of data | oss.
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nor mal operating systemis not operable. One enbodi nent
of the invention relates to a pethod of data,recover L.sing the
oteps of | 10 resovery opérion fhofbeliz M e T A SRR techmicipnut BRAGE |

conmmuni cat i onﬁonmemnhceaqﬁcsgmdprepare&rmmrmmmamlwe&@a@r age device
requiring r ecwcﬁag?gga&ohﬁn&césem&umﬁhe local cofrBieH BaleASET e

operated by a te ena ng t et?chlmanto

interact wit h "RIe dafa sCoXeTrshuriany, Thesechnisian s thena 13&%‘8}&%" dat a
recovery psogramiputédisthoughehe techinibium were sdated direetht ia frbat of it, Rdingeicrest o

conputer; and ose and
rectify the d(ﬂ 5E8VE uf' }1\3 software Vﬁ?‘g‘ﬁg& ﬁel\g/%:%’go%&%gmp s Féj‘k'%?}%ut er.

I n one embodi mwhwhmglpfrqpﬁemq&wé@ omth@%sms@mvmgﬁm%d@k%m eved by
i npl enenting a b0Otﬁbée?dd@ieaoﬁeeﬁwmemmeﬁgoﬁu@f;@ﬁﬂm&hoh%ﬁg&ﬁUf ficient

the remte - ProceotiofheRiing b CRIER P RB0RAP nlorf apR RO BrlR oBR D vt
speci al i z4@ r emtotthc roemeny of the user’s loeal comaputernffihe reradte MWWMgons with
the conputer miprd thehldBeRAiRbARE ?pe‘éﬁ?c%ardware configuration of the user’s local
computer. The remote data recovery operating program might then interrogate the
user for his/her name, address, telcp_hone number, etc. It might also interrogate the
user for an explanation of the data fécovery situation. The remote data recovery
15  operating program then establishes an initial telephone link via communications
hardware with the remote data recovery computer and downloads the information
entered by the user in the above steps. If time allows, the technician at the remote data
recovery computer then takes control of the user’s computer via the remote link and
begins the remote data recovery process Otherwise, a later time might be agreed upon
20 for the remote data recovery process Accordingly, the remote link is terminated and
then re-established at the agreed upon time, whereupon remote data recovery
commences. '
These and various other advantages and features of novelty which characterize
the invention are pointed out wiﬂl-fiarticularity in the claims annexed hereto and
25  forming a part hereof. However, for a better understanding of the invention, its
advantages, and the objects obtamed by its use, reference should be made to the
accompanying drawings and descnpnve matter, which form a further part hereof, and
in which there is illustrated and descnbed a preferred embodiment of the invention.

30 - BRIEF DESCRIPTION OF THE DRAWINGS
In the drawings wherein coxrespondmg reference numerals generally indicate
corresponding parts throughout the several views;
FIG. 1 is a block diagram- of an embodiment of an apparatus in accordance
with the principles of the present. mventmn
35 FIG. 2 is a block diagram- of another embodunent of an apparatus in
accordance with the principles of the present mvennon,
FIG. 3 is a software luerarchy dxagram of the local environment of an
embodiment of the present invention;
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PCT/ US97/ 10327 FIG. 8_1s ﬂow dlagram of a portion of the local RDR application of an
embodiment of
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fésent mvenuon which sends outgoing communications data

FIG. 9 isa ow dlagramg ofa portxon of the local RDR application of an
15 i " 'jon which intercepts and processes the native
operating system APl for ﬁle ¢ a_te/open/close functions;

20

25

application of an mbo -the present mvent:on which downloads to, and causes
30  the execution of the Da Dxagnosnc Apphcauon at the focal computer;
FIG. 15 1s a:ﬂo dxagra_m fa: portxon of the RDR Communications Server

application of an of the present invention which downloads a legal
agreement to, and catises the exe 'lon of the Agreement Reader Application at the
 local eomputer_ :
35 FIG. 16" _ 1€ f a pomon of the RDR Communications Server
application of an emb C of the stesent mventlon which establishes a logical

connection betwe n thie l
maintains said: l_pgxqal connection;

_puter and an appropriate RDR workstation, and



4 recovery operation proceeds at such tinme as the data recovery
technician has had tine to review the request and prepare for the
data recover eration.:iOnce:t; a recovery operation comrences,
all control Fﬁgslocal “conmput’ rel eased to the r RIS 327
recovery technician. The technician is then able to operate the local 5
conput er as though the technician were sed ed directly in front of it,
havi ng access to recovery ut|I|ty sof tware which is
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t akes control pritc e ug%#%b@%%@ﬁg@%{ﬁésé?tﬁgvepg%wcpW‘i’egﬁfg\b begi ns
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FIG. 22 illustrates computer screens representing forms the user of the local
computer may fill i into provide mformatlon regarding the identity of the user and the
nature of the present data loss s1tuauon and the corresponding service desired;
FIG. 23 1llustrates com : screens which provide information to the
administrators of the Remote Data Recovery Facility in order to manage the
20  communications server, :
FIG. 24 1llustrates computer screens which allow the user of the Remote Data
Recovery Workstatlon o controlar :d to monitor output from programs of the Remote
Data Recovery local computer, aj d to control and to monitor the appearance of the
actual screen of the Remote Date Recovexy local computer;
25 FIG. 25 contams descnp drawings of data structures utilized in an
embodiment of the local Remote Data Recovery application;
FIG. 26 contams desenptx drawings of further data structures utilized in an
_ Remote Data Recovery apphcauon as well as descriptive
drawings of data. snuctm'es uulxzed in an embodiment of the Remote Data Recovery
30  Communications Server applicz
FIG. 271 xs a ﬂow dlagram the IO logic layer within the local RDR
application 308 whxch unple_:l nts the capablhty of “undomg" any modifications made

35

potential restoratton of ongmal



These and various ot her advantages and features of novelty which

characterize the i nvention are pointed out with particularity in the
cl ai ms anneW@9Wd0S6 0 and:25 - formng a part hereof. However PCTRIS9H1G32T t er
under st andi ng of the |nvent|on its* advant ages, and the objects
obtained by its use, reference should be nhde to the acconpanyi ng

drawi ngs and descriptive matter, which forma further part hereof, and
in which there is illust MWWIBDESWFE&IN@E)T&&MWHdl ment of the

invention. 30 Referring now to the drawitigh %e%ﬂeﬁﬂf%‘ &:MW

In the drawi ngs wherein corres ondl(@%ﬂg; ence nuner a enera | ndi cat e
correspondi ng JEMPE TeIOVERY G B3R Isnqw £y Uipsteated in FIG. Tisa 1°°kd‘ag¥aFtP 1is a
bl ock di agr am ain eatbodisentofitheipresht mvempmaAaéoaBremoteedamedﬁage(RD wth the

principl es gf t%ﬂlr?g{efﬁﬁ f% MQX}?QHA@{&O\%E' rProcedure is hdeid ?srll&str%te?ﬁg ﬁ%@ndl agram

of anot her énbo an appar a accor dance
princi pl es of tqcfetrqépwemngmr;é PUand memory 21 (typically aprgged®niacomnysf t war e

hi erarchy di agrsgsiemiboardy; alleabin ﬁméhwmnﬁcapéxs;ﬁéy 24, a local RFRQHARBY6Of the
gé%s lngtg 7} %gg; 'a%Q a removable med.lga storage d%vrce 28. In addmon, the local RDR compuger 20 is
shown as having 2 local commuications hardware unit 30 for communicating with
10 other computers, for example a modem or a network card. The local RDR computer
20 might be any IBM compatxble system or other type of computer system commonly
sold by various vendors such asQATEWAY 2000, IBM, APPLE, Hewlett Packard,
Compag, etc. In [ranicular the maxn system board of the local RDR computer 20
might have an INTEL CPU, such. as a 386, 486, or 586, or any other microprocessor
15 along with suxtable amount of rand m access memory (RAM). The local input device
22 might be any. Si_r_ita'ble type o input device such as a keyboard, mouse, pointer,
touch sensitive drsplay screen, etc,- More than one user input device 22 might be
present. The local display 24 mlght be any suitable display device such as a visual
display unit. The local storage devrce 26 might be internal or external and might take
20 onvarying technologres The storage device might be a conventional hard drive such
as of the Winchester technology, : a laser disk, a CD-ROM, etc. The removable media
storage device 28 r’night bea oorfvéntional floppy drive or any other suitable
removable media dnve The local commumcanons hardware unit 30 might be any
conventional type ‘of modem devrce such as a Hayes compatible modem, an ISDN
25 modem,a wrreless modem, or may altematively be conventional local area network,
wide area network or Internet (LAN/W AN/InterNet) connectivity hardware, such as a
network card, etc. L
An embodlment ofa remote data recovery (RDR) workstation 40 for remote
data recovery is shown in FIG. I havmg a CPU and associated memory 41, a remote
30  inputdevice 42, remote dxsplay 44 _'a remote storage device 46, and a remote
The RDR workstation 40 is also shown as having
a remote communications hard unit 50, such as a modem or network card. It will
be appreciated thax the RDR wc ion 40 and its assocrated components might be
the same as descnbed for the local RDR computer 20 above It will also be
35  appreciated that the main communications channel 35 between the local RDR
computer 20 and the RDR works' on 40 may be a telephone line or traditional

LAN/W AN/InterNet connectiv ity

removable media storage devic

ommumcatrons channels.




FIG 4 is a flow diagram of the |ocal RDR application of an enbodi nent of

t he present invention; FIG 5 is a flow diagramof a
portion ofywidwdogsal RDR application of an enbodi ment pefrndsbiddsesent
i nvention which facilitates renotely controlled operation of 5 t he | ocal
conputer; - FIG 6 is a flowgdi agramof a portion of the | ocal
RDR application of an enbodi nent of the present invention which

gandl es ¢ ]g).mmni c ?_t imfsﬁ?tem%mllelzﬁ?ye%%mer enlxbodit?gm ofa?ysﬁhﬁn achr&n?rcb Mépw Cof
lagram ol a gortJon.o e | oca I C ,0Nn n,. odl nent O
Ehe pr esent i IRFOEIES o e Areseih Sredion: LhBiseathortRent asfimting otBPE 10

packets; ~ workstations 4(Fir&intdcinseced byaiochl aga aetwofk. dn geretribodimeht t he | ocal
FOR app! | cat | G i server 60 BRI the RDRIWSHdRaRE b by WéF Bt i ch sends
out goi ng comuni cati ons data ackets; : Is a flow

di agram of Sa @érareierablyra TGRAR netwer Ble 5erveri0 has dagn 64 stored on ngtMeEkdi nent  of
the present i gkeed drives 6hsuch thantherdam is secessibiebyaheRDRIvdrkstations 40/snd the

operating sys Pl. {. ' raat Q¢ i ; .
P 1075 I Birhipicalibhe Seef of. B KORNEPISSBRCAd o gl B comemicasine
enbodi nent _of viathe PEBAR network &2 withothe famatunications Serves 6&ingughy afashiencas te he

E?te' ve Q?i@oﬁﬂ{eij@ﬁbﬁﬁhﬁkﬁtl[ﬂfﬁﬂé oxfrtﬁa_s;eﬁdgig f(ﬁﬁ@tlztﬁﬂgll)%'bbéa% sElé@fé&RtD'RS 2?

: a_flow diggram of .a portion of. the |.oc a ion of an
enbodi men 6of W%%BQQMW%H#BHW&W%%?@B%%% }B‘B&degﬁ'és t he
native opavosk communicitions MiRlwarouniticéd maybesuadems cormecieditochutsidet e
functions;  tejephone lines or Fx!a@be Aetwbrk Hardwaféofth&d AN terNet, or
Conmuni cat i ons %{rv,% a ation of - an empodi nent of ecaqresent
i nvention: the like. The network hardware communications units 69 communicate with lo

RDR computers 20 via a communications switch 70, such as a PBX. Accordingly, any
15  one of the RDR workstations 40 may be used to recover data from a local RDR
computer 20 over the communications channel 35 concurrently with multipie other
RDR workstations 40 being used to recover data from different local RDR computers.
This embodiment may be used to allow access to any one of a number of technicians
to provide remote data recovery upon dialing a single number, or connecting to a
20  single entity on the LAN/WAN/InterNet.

In the preferred embodiment, a remote data recovery operating program is
provided to owners/purchasers of the local RDR computer 20 on a removable storage
medium such as a floppy diskette. The program may be purchased at the time of
purchasing a computer or, alternatively, purchased through retail outlets or mail order

25  atalater date. It may, additionally, be provided through any number of electronic
distribution mechanisms, including the BBS-like operational mode ("Guest Mode") of
the Communications Server 68 and its network communications hardware unit 69.

The programs thus provided by the remote data recovery operating program

include sufficient functionality to allow operation df the local RDR computer 20 and
30  communication via the local communications hardware unit 30 with the RDR
workstation 40. - ;

FIG. 3 describes the various software comporients which comprise the remote
data recovery operating program. Various Data Reé_QVery Application programs 300
operate to effect the data recovery andlor diagnosﬁ¢- p'rocesses. Such programs might

35  include storage device functional diz@énqstic rputinés_, storage media analysis routines,
sector editors which work in hexadecuna.l, ASCI1, or other formats relevant to the file
system under recovery, file unerase routines, and ﬁiesystem integrity
checking/repairing routines relevant to the file system under recovery. These Data



25 FIG 13 is a flow diagramof a portion of the RDR

Commruni cati ons Server ‘application of an enbodi nent of the present
‘invention wwoly7kgess! i t aties:: negou atl on of a cal | back tinar/ug$sThox2he
user of the local conputer; o FIG 14 is flow diagramof a
portion of the RDR Communi cations Server 9 application of an enbodi nent
of the present invention which dowloads to, and causes 30 the execution
of the Data RecRm:evgty Bppbcahsn pmgmnplmﬁaonrdateatgmblal feonsto rowtinsifoand in the
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\é\g/r Z; Bg%i on, angiooks” thes¥BPlsdh BRlePRialloWReth&te bRl Bﬁé“rﬁtidﬂrbf the DRA 3080
PCT/ US97/ 10327 Additionally; the local RDR apphcanon 308 offers private API’s which allowgRDR

aware’ apphcatlons to interface dxrectly with the communications subsystem 312 by

10 providing a “pass through” to "hooked” BIOS functions 316 and OS functions 314.
This permits “RDR aware’ apphcatlons to bypass the redirection of functions, thus
enabling an mt_egface to the operator of the local RDR computer 20, as well as the
control of the cbmmunications §ﬁi5$ystem The remainder of the local RDR
application 308 contains commumca'aons subsystem code 318 and the local RDR

15  application code 320. A flow dxagram of the local RDR application code 320 is shown
in FIG 4.

The soﬁware cornponents of such a system may include a Data Recovery
Operating Systermn (DROS) 306 as, the local RDR computer operating system 340. The
DROS 306 allows remote data recovety to occur when the local RDR computer’s

20  native operating: system does not function. The DROS 306 includes routines necessary
to support the local RDR apphcatlon 308 and any desired data recovery application
programs 300 used to perfonn the data recovery process. Examples of such necessary
routines include memory management file system access and management,
application program loading and executlon, and peripheral device control functions.

25  These routines generally equate t to several of the MS-DOS interrupt 21H functions. In
order to allow the local RDR apphcanon 308 to operate in addition to any Data
Recovery Application programs . 300 the DROS 306 may directly emulate the native
operating system’s calling conventwns and protocol Addmonally, a user command
interpretation functionality wh:ch resembles the native command line interpreter may

30 beprovided. The local RDR apphcatlon 308 may also be run using the native
operating system as- the local RDR ‘computer operatmg system 340,

In the example of IBM C npatible Pexsonal Computers, interface to the
underlying hardware 380 is achieved through a common interface effected by the

y—

35 —The flow dxagram of FIG describes the operanon of the local RDR
application 308. Upon program entry at step 402, the Private API’s 312, 314 and 316
are installed and appropriate Ope_raung System and BIOS “hooks” are installed. This
causes any subsequently loaded _prbgram to operate under remote control. At step 404,



FIG 17 is a flow diagramof a portion of the RDR Conmunications Server
application of an enbodi nent of the present invention which handles File

Open/ Cr eat ¢/g3m@esg equest -packets fromthe local conputer; pcrmsyyieszr
FIG 18 is a flow diagramof a portion of the RDR Conmuni cations Server 5

application of an enbodi nent of the presqpt invention which handles File
Wite request data packets fromthe local conputer;

FIG 19 is a fadmenuds afférediothe Gpeputsriof et l6dal RDR ddbipufes 20 WhichallbWoRinmS@r ver

I t f { ent hch h es
ap a1 o o e B, Bl L kR
FIG 20 is a fapnlwaumayicbam of the portion of the RDR Commruni cations Server
application of an giseNeWENer Hitioh REHIESS fiktep 4168/ 3hiiRS al@lh%lce@@)ﬂg;!xes TCP/ 1 P

f k t .G is a flow
e of 51 gk it ops oGP oF Bl RDB, pomputzs, The use Eisaci mons. of
t he present |mequted;ratsté;5412 toﬁllmfomElZZlORﬁtlZZZOIWlﬂimﬁhﬁmthBMﬁgthe screens
b ovi de. | nf or 1 .onﬁﬁiy?ﬁ%.‘n"“’l‘”@ et il s g deacf BB bfthe Bibpntes'aha ' 1
of the prese ﬁ?‘“&’a‘? ?&%@?%‘W%MWH@“&E&P@Q%Q&%%@FIWEfesdem red;
FIG 23 ill ustniizﬂbaa step Ap4yite diabaidesmblishitbmmupicationi@ith e Reffidtd DAlat 0 t he
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FIG 25 contains déétbcammﬁetehnawungmﬁléRdmbaBatane:towe:gfauhty1szed in an

15 determined to be unsuccessful, at step 430, a dialog indicating the failed connection is
presented, in step 440 to the operator of the local computer, and control is returned to
the menu.

- If the connection to the Reitote Data Recovery Facility is determined to be
successful, at step 430, remote controlled activity, under the complete direction of the

20  remote site, is handled according to the logic described hereinbelow, in step 450.
When complete, the commumcauons session is terminated, in step 460, and the
communications hardware is mstructed to terminate the communications session.

" Ifthe EXIT option is selected, the local RDR application 308 removes the
Private API's 312, 314 and 316 and the previously installed Operating System and

25 BIOS "hooks", at step 406.

"FIG.5isa ﬂow diagram 6f the portion of the local RDR application 308 which
executes during remote control opexatlon Following the initialization, in step 504, of
critical data structures which govem communications packet receptxon and file
redirection control, the local RDR apphcanon 308 enters a loop, steps 510-550. This

30 loop continually handles all communications events, in step 510, and dispatches any

- commands which may have been'sent from the Remote Data Recovery Facility. Once
it has been detenmned, in step 520 thata complete remote command has been
received from the Remote Data Recovery Facility, and stored in the local keyboard
buffer, the remote command is screened, in step 540; ‘to see if it is a command to hang-

35  up. Ifahang-up command has t een received, then the routine exits, step 560. If the
command is not a hang-up comman____ as determined by step 540, then the command is
passed to the operating system’s nau;re command line interpreter, in step 550. Note
that the local keybqard buffer is ﬁ_lled by a command originating at the remote input




enbodi nrent of the | ocal Renote Data Recovery application; FI G
26 contains descriptive drawings of further data structures utilized in an
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recovery of data Is escr1 I ustrat d| agram
of an entfEm i’rﬁﬁ’&“B e ofipQ ‘E@Eﬂfhel or W%Wﬁé%f‘@sﬁ’
recovery (RDR) the Operating System and BIOS hooks 'I'he mtent of the communication event
10 handler is to service the commumcatxons driver, and dispatch any incoming packets,
steps 602 through 630. After unugtwn.of the communication event handler, at step
600, the routine determines if any new characters have been received, at step 602. If
characters have been received, then the characters are placed in the receive buffer, at
step 605, and then a check is made to see if there are any complete data packets in the
15 receive buffer, at step 610. If there are any complete packets in the receive buffer, then
these completely formed packets__'_a;te compared to a list of packet receive control
structures 2610. The listis mamtamed as a singly linked list via the pointer link field
2612. The list is searched to find a matching packet receive control structure. If the
type field of the packet matches the packet type number field 2614 of the packet
20  receive control structure 2610, then the packet counter field 2616 is incremented and
the routine poiﬁted to by the packet handler routine pointer field 2618 is called. A
number of packet handling routines are illustrated in FIG. 7, including file create/open
‘or close ACK packet, step 700, ﬁlé write-request-list packet, step 710, echo
acknowledgment, step 720, screen_"phahge acknowledgment, step 730, display data
25  packet, step 740, keystroke packe’_t-;::step 750, file read packet, step 760, and echo
Tequests, step 770. If, however, the packet received does not match, as determined at
step 620, then the packet is ignored; at step 630, and the routine returns to searching
for complete packets in the reccivé ‘buffer, at step 610. If no new characters are
received at step 602, then a call i is. made, at step 650, to ensure that any screen updates
30  which may have occurred but were: not able to be sent previously are given the
opportunity to reach the transrmssxgn queue. Additionaily, a determination is made, in
step 6535, to see if there are any out'going packets in the transmit queue. If there are,
and if there is space available in the transmit buffer, as determined at step 660, then the
outgoing packet is appended to the commumcatxons driver’s transmission buffer, at
35 step 670. The transmission queue 1s implemented by a singly linked list of outgoing
packet descriptors as shown at 25_1__9_ of FIG. 25. Each packet descriptor contains a link
2511 to the next element of the list, followed by a collection of fragment length 2512
and fragment pointer 2514 pairs. Each pair describes a region of memory which



5 conputer 20, for.which a data recovery procedure is needed, is

Illustrated as having a central processing unit (CPU) and nenory 21
(typically vaooRigesg on a commpn . ... system board), a local é’f}BHqu |ce
22, a local display 24, a.local stor age devi ce 26, andPa renpv

medi a st orage device 28. In addi tion, the,l ocal RDR computer 20 is _
shown as having a | ocal conmmunications hardware unit 30 for conmunicating
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such e regpating tedi OS%CP%Wﬂmegemm etc.
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W de area et befng Fﬂﬁ/ y}ﬁu i nterNet) connectivity hardware,
such as a 13 %Eh wWor cargﬁedé An enbodi nrent of a renote
data recovery (RDR) FilgdVrite(ReaneshListpackets are regeived, at step T4 ia responsedogn i s shown

in FIG 1 havi mﬂ:aﬁFxG:anldqlﬁﬁﬁ ThiR P W ReYueddListtpabkeiPloRtain a list of those
file segments which the Remote Data Recovery Communications Server is prepared to
receive, File Write. Request list packets are handled by updating, at step 712, the file
20  control structure 2520 to reflect the new request list, and subsequently sending file
write data packets, at step 714, per the updated file control structure 2520.
Additionally, updating the file com:rol structure 2520 resets the timeout, at step 716.
The file read and write hooks are described further with reference to FIG. 10.
Echo Ackhdwledgment packets are received, at step 720, as a response to an
25  Echo Request. This echo mechamsm is provided for communications diagnostic
capabilities. Echo Aclcnowledgment packets are handled by copying the data content
to a dedicated echo buffer, in step 22, such that the program can subsequently further
analyze the echo dam. :

Screen Change Acknowledgment packets are recelved at step 730, in response

30  to Screen Change Packets. Screen Change Acknowledgment packets are handled by
marking the screen change as no longer being in transit, at step 732.

Display Data Packets are recelved at step 740, as instructions to place text on
the local RDR computer monitor 24 stplay Data Packets are handled by copying the
packet data to the local display 24,at ;step 742, and then sending a Display Data

35  Acknowledgment packet, at step 744, 10 notify the Remote Data Recovery
Communications Server that the | p ket was successﬁxlly received and rendered on the
local display 24. .




30 input device 42, renote display 44, a renote storage device 46, and a
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which have been e _d _ forwa.rded by the RDR Communications Server 68. File
Read Data packets are handled _._i'"'checkmg, at step 762, to see if the file segment is the
expected segment 'numberin sequence If not, a revised Read Request List packet is
' in ""'_-packet contained the expected sequential segment

15 ___fe'_n the file data is copied to the data buffer, at step
Echo Request Packets are received, at step 770, as a communications
diagnostic request.” Sucl an_ Echc _:_Request Packet is responded to by copying packet
data, at step 772,- the Bcho equest Packet, and sending an Echo Reply packet, at
20 step 774. L

FIG. 8 is aflow dlagram of the communications packet send routine within the
local RDR apphcetl 08: Th_ ___._x;outme starts by placing the packet for transmission
into the transmit que <, at step: 810 If the local RDR application 308 calling this
routine 800 has reii ) t thxs routine 800 not wait for an acknowledgment

25 (ACK),as determmed at step 830 then the routine makes a call, at step 835, to the
commurﬁcations"é.ven : step 600, to ensure that the packet has an
opportunity to. be u*ansrmmd then exits with successful status, at step 890. If the local
RDR apphcanon 308 has requested- that this routine should wait for an

30

35

attempt by the apphcatxo to reate. open, or close any arbnraxy file. The behavior of

this hook is first: 0 :e file is a remote or local file, at step 910. This is
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the vari \(/)mus soft %%M ’%ﬁ?’% e RS OF QRen precest iiseallows future
read/write/close operations to distinguish local files from remote files.
FIG. 10 is a flow diagram of the File Read and Write interceptor, or “hook”
- within the local RDR application 308. This procedure is installed to preempt any
20  application attempt to read or write any arbitrary file. The behavior of this hook is first
to determine if the file is a remote or local file, at step 1010.. This is performed by
examining the file-handle supplied by the caller of this routine, be it the local RDR
abplication 308 or a Data Recovery Application 300. If the file is determined by the
test to be local, at step 1010, exec;iﬁon is transferred to the system’s native file read or
25  write procedure; at step 1012. If the file is determined to be remote, then the file
control structure 2520 is updated to reflect the nature of the request at step 1020.
Based on the content of the file comrol structure 2520 an appropriate file read-request
or wnte-request packet is constmcted and sent at step 1030 A loop is then entered, at
step 1040, which continues handlngg communications events, step 600, and tests
30  whether the read or write request is completely sa.t_isﬁéd at step 1050. If the request
has been satisfied, thena successful status is returneﬂ .to' its "callcr, at step 1090, per the
native system’s file read/write conventions. If the request is not complete, as
determined at step 1050, timeout conditions are monitored at step 1060. If no timeout
has occurred, then the routine continues to handle oommumcatxons, at step 1040, and
35  to monitor for completed requests’f'at step 1050. Ifa E'tiimec')ut occurs, at step 1060, then
the request is resent, at step 1030 for a limited number of retries. If the retry count
becomes exhausted, at step 1020, then the request returns failure status, step 1080, per
the native system’s file read/write conventions.



data recovery operating program Various Data Recovery Application prograns
300 operate to effect the data recovery and/or diagnostic processes.
Such progr awe 9748686 35 incl ude storage device functional di REEYES740327
routines, storage nedia anal ysis routines, sector editors which work
i n hexadecimal, ASCII, or other formats réfevant to the file system
under recovery, file unerase routines, and filesystemintegrit
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operation of t HéﬂmummgedﬁmPMMWF@ereﬁamHﬁ-bﬂoﬁdt i on 308
of fers priygt eRﬁﬂc&nﬂﬂﬂéx@i&p&MZ@V\fI‘le@E’creen line cR¥feRlescRBidrd, SRIWIIIRFIG 025 at

interface dir eﬁ&},@’ escnbc I'or gach assocxaieﬁ?i}x'e of axarac&):%y ﬁ-}e?arxqgg %)i? cothmns for which
characters have been modified by apphcatlon programs and those modified characters

have not yet been placed in the queue for transmission. This range of modified but

unsent columns are referred to as_;ﬁ_e “dirty” range for that line, and are described by

15  the screen line change descriptors . 2560 by entries which mark the first (left-most) dirty
column 2562 and the last (nght-most) dirty column 2564 for each screen line.
Following the copying of the new screen characters to the internal buffer, at step 11 10
the screen line change descriptors for each affected display line will be modified to
ensure that the “dirty” range mcludes these newly written columns. A call is then made

20  at 1130 to place any unsent screen changes in the transmission queue 2510 for
subsequent transmission to the RDR workstation 40.

Attempts to send screen change descriptions to the remote site are described in

1170-1178. If screen change desc_ﬁptions are presently being sent and are
unacknowledged, for example because they are in transit, as determined at step 1172,

25  then no attempt is made to send screen change information at this time. If there exist
no current screen change descriptions representing unsent screen changes, determined
at step 1174, then no action is taken. ifthe prev:ous conditions are not met, then the
next screen line change descnptor dmbmg a non-zero dirty range is utilized to add
an entry at 1178 into the trans:mss:on queue which will send the associated dirty

30  screen content from the internal screen buffer. The screen change is now “in-transit”,
and the associated screen line change descriptor can be cleared. When a subsequent
acknowledgment of this screen hne:.phange. packet is received, the screen change is
considered no longer to be “in mit” per step 730. Should a timeout occur without
acknowledgment, the screen line change descnptmn w:ll be re-transmitted.

35 The display screen read ﬁmctlon hook is mplemented by copying the desired
information to the local RDR computer‘s ‘buffer dn'ectly from the internal screen
rendition buffer, at step 1180. '



10 providing a "pass through”" to "hooked" BIOS functions 316 and OS
functions 314. Thi s perm’ts "RDR awar e" applications to bypass the

redi rectl Wct i ons,-. thus : - . enabling an interface tﬁ:ﬁr%%%% at or
of the IocaP orrputer 20, as well as the control of the

conmununi cati ons subsystem . The remai ndefg of the |ocal RDR
application 308 contains conmuni cations subsystem code 318 and the | ocal
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: I'cation program
| oadi ng and e&mﬂ aonhcagnw qaévqllmbv @ﬂwwtmlrwwﬂoﬁh@e legl  These
rout| nes generpRlapp Béiiah 80g.0 several of the MsS-DOS interrupt 21H funct | ons.

der to IIowtheI.ocaI cati an 308_.to opera '
add| tion any gﬁﬁc QRYHNRNOGT Sereer sppjica %’SDROS 306
may directly aﬁaﬂhymaxbarauatsevmthadumbog-euw,lﬁmyssywecspend:talthq prompt,

conventi ons Le'a A it i RER %ﬁmﬁﬁl nt erpretation
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In the expdp RES

under | yi ng har %?@W%%%g Eg%ﬁroug%mmhcef § ‘EFJect ed by

t he Baspremotasthe preaniaafionts sseyees/praduets, imthegnangernf a classic BBS. Furth
- itmaybeusedasa download faclhty to allow the distribution of the local RDR

applxcahon 308 and assbc:ated progmms
Once the local _R apphcanon programs are in the possession of the jocal

20  user, the local user- mhy mstall and uuhze the applications to access the “new user”
category of service from the RDR Commumcauons Server application. The local
RDR application 308 ' knowledgeable of the prompt set at step 1210 and responses

" which are expected: by the RDR Commumcatxons Server application, and are described
in FIG. 4. o .

25 At step 1225 the RDR Commumcauons Server application determines
whether the local RDR apphcauon 308 requests the “new user” category of service, at
step 404. The ﬁles--w  were produced at the local site describing the hardware
configuration, the user 1mf6rmaﬁ o, ‘and the problem description, in steps 410, and 412,
are copied to the Remote D ‘Recovery Facility for further analysis and additionto a

30 registered user database_ i _step 1230 Ifitis detemuned that it is not feasible to
proceed with Remote "ata Reco at the present time, at step 1234, amenu is
presented and a tJme .proceed w1th the Remote Data Recovery process is negotiated,
at step 1238. i

Atsucha txme that a prc' usly negotiated RDR procedurc were to commence,

:35—the local RDR applxcatlon 308 requests the “pre-registered user” category of service

f er application at step 1235. Such calls are then

authenticated agamst e reglstered user database, at step 1240. Non-authentic calls

are terminated. As mdxvxdual"conunmucatmns connections are established, and




35 The fl ow diagram of FIG 4 describes the operation of the | ocal
RDR application 308. Upon programentry at step 402. the Private

APl' s 312, 3MOand9d546 " - are-installed and appropri ate OpePeayusy7/fBst em
and BI OS "hooks" are installed. This causes any subsequently | oaded
programto operate under renote control. Al7step 404. WO 97/ 49056
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regardi ng the entity,
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si tuation. UponThedipgmistioprocdss ishiescribediin,defail uafefdiéﬂeé td FIG. 14. A ciB9®) legal 3'\‘/??
IA—iégl I |t ? ydogl aa%ﬁﬁéﬁ) h&éﬁblﬁg m%g%%m%E% ¥ e g& wéﬂ% %g@?%ﬁ&ﬂp n i sy
chosen, ~an i mretienpersd t:thp pperatorafde lopal RDR computer 20 »in step 1260. The

10  transmission and prosecution of the legal agreement is described in detail in FIG. 15.
Should the operator of the local RDR computer 20 gree to the terms of the agreement,
as determined at step 1270, then tﬁe Remote Data Recovery procedure is performed, in
step 1280. The Remote Data Recovery procedure is described in detail in reference to
FIG. 16.

15 The flow diagram of FIG 13 describes the portion of the RDR
Communications Server apphcatxon which is invoked if, for whatever reason, it was
determined that the data recovery process should take place after the initial registration
phone call, at step 1234. A file yvhich maintains the schedule and resides on the
Network Shared Data Storage 64 of the File Server 60 is read at step 1310. This file is

20  then processed at step 1320 with the needs of this particular data recovery situation at
hand, to determine a list of appropnate schedule times for processing the RDR process.
Such factors as estimated time toperfozm the recovery, specific technician availability
and other prioritization factors may be used to produce this customized list of
appropriate times for providing the Remote Data Recovery Service. An application is

25  activated at the local computer, :‘:lt'E step 1330, which then enables viewing the
customized schedule list, and, opttonally selecting a mutually agreeable time for
proceeding with. the Remote Data Recovery If such a time is chosen in step 1340, it is
added to the schedule file, at step 1350 If no such ume was chosen, at step 1340, a

_ description of further options is presented to the operator of the local RDR computer

30 20, at step 1360. The options presented in step 1360 may include sending the
equipment in to the Remote Data Recovery Facility for traditional off-site recovery, or,
requesting on-sxte category data 1 recovery services. ~

FIG. 14is a flow dragxam of that portion of the Remote Data Recovery
Communications Server which facrhmes performance of the Data Recovery

35 Diagnostic. A check is first made in step 1410, to see -if a valid copy of the current
version of the dragnostrc applrcanon exrsts on the drstnbutron media at the local site,
If a valid copy of' this diagnostic apphcanon does not exist or there is no appropriate
version of the diagnostic application, an appropriate version of the diagnostic



step 420, to-dial and establish conmunication with the Renote Data
Recovery Facility as a Pre-registered User. If the
attenpt at ng-t o the Renpte-Data Recovery Facility i PCERISI

det erm ned \tggr}g'gﬁ%%sucessfu ‘at” 'stép 430, a dialog indicating tﬁg lfogzl ed

.connection is present ed, in step 44 to the operator of the |ocal
computer, and control is returned to t he nmenu. If the
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hang- up co m*ran%!“’n adivated et the locel RIR seraputer 29, austeor] StheTheohsrasmeent Read
application allows: r of the local RDR computer 20 to inspect the legal
agreement, and optionall accept the terms included therein. The accept/decline
response made by: the ol d the current date and time are again noted, at step
20 1550. Having accurate knowledge of the date and time of agreement presentation and
agreement acceptanoe may bere i}ant factors in resolving any possible disputes which
may arise regardmg | agreements.
FIG. 16 is a flow diagram of the portion of the Remote Data Recovery
Communications S' on which performs the Remote Data Recovery. This
25  process is accomphsh  enabling the technician, operating an RDR workstation 40,
to remotely control i) R ;:omputer 20. A logical connection is formed, at
step 1610, via TCP/IP trary RDR workstation 40 which is available to
perform a Remote Data Reco rocedure. Additionally, a unique subdirectory for
this session of Remote I ry is created, at step 1620, on the Network Shared
30  Data Storage 64 of the File Server 60. This unique subdirectory is the repository for
the operator of the local RDR computer 20, as well
the RDR Communications Server application or the RDR
create: A loop, steps 1640-1660, is then entered which
packets from the focal RDR computer 20, at step 1640,
ges from the RDR workstation 40, at step 1650. Ifno
t6 have been received from the RDR workstation 40,
Eventually, the RDR workstation operator causes

35



passed to the operating systemis native conmand line interpreter, in step
550. Note that the | ocal keyboard buffer is filled by a command

ori gi nati ng wo d7aspssenot e input. - .~ WO 97/ 49056 PCT/US97/10327
PCT/ US97/ 10327 devi ce 42 preferably a“keyboard. If it has been
determ ned at step 520, that there S 19 not a conplete command in the
| ocal keyboard buffer, then-an inactivity tineout detects

conmuni cati on far‘lxangmp”&tesﬁgeto te3ént whith beaalis the loup, MBRHAB60, ahdcaaydsta at st ep
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shown in FIG 6 descFiCbég!&W%M@&’Elmm@w&ﬂtemmommneamnsﬁet\lern t he

| ocal RDR appl! i giplicibn3Hich fétﬁanm ﬁ&ﬁ%xwﬂbwco ufefbd Gekr
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the receiv €1 d) uf Itrﬂ&ue r@&uest or: tf thisis a retry of a request for which the acknowledgment was lost
due to an error in the commumcatxons channel 35. If it is determined that this is not a
repeat of a prior request, at step 1710, the file is opened/created/closed per the
remainder of the packet, at step 1720. Ifthe request is indeed a repeat request, as
determined at step. 1710 then the file actual open/create/close is bypassed. If the
15  open/create/close request is not successful, as determined at step 1730, a Failure
Acknowledgment is transmltted, at step 1760. Altemat:vely, if the determination, at
step 1730, is that. the open/create/close request was successful, then the File
Connection Data Structm'es are initialized within the Remote Data Recovery
Communications Server, at step 1740, per the open/create/close request packet and
20 thena Successﬁxl Acknowledgment is sent, at step 1750.
FIG. 18 isa flow dlagram of the portion of the RDR Communications Server
apphcatton which: responds to those packets amvmg from the local RDR computer 20
over the network commumcatxons hardware unit 69 which request File Write activity.
The first packet 3 recexved is a Write File Imtxallzanon Paeket, which is checked against
25  the sequence number of the last activity on the file to see if it is a retry of a previously
received request at step 1810 Ifit is determined that this is not a retry, at step 1810,
initialization, mcludmg allocatmn of memory for the activity as well as preparation of
the initial file control structure 2620 is performed, at step 1850. Ifit is determined not
to be a retry, at ste 81 0, then initialization has already been performed but the
30 acknowledgment was lost due to commumcauons errors, and so the initialization is
skipped. In exther case, ﬂow proceeds to point A of FIG 18, which is the beginning of
the algorithm wl'nch determmes how to respond to a Fxle Write Packet. A test is made,
at step 1860, to detenmne ifall wnte data has been ret zived to satisfy the entire Write
File Initialization Packet. If all data has been received, any data which remains in
35 memory buffers is aetually wntten to the file, at step 1-865 The memory which was——-
allocated at step 1850 is now de-allocated at step 1810 and a null request list is sent at
step-1880 to mcheate that the ﬁle wirite is complete. If during the test at step 1860, it
was determined that- tl__xere _was m__ore file data to be received, an appropriate write




step 605, and then a check is made to see if there are any conplete data
packets in the 15 receive buffer, at step 610. If there are any corrpl ete

packets in i ve buffer, then t hese conpletely f ets
are conpar e‘%la?o agﬁ st of packet receive control structur es gg{%

list is maintained as a singly |inked IiQE via the pointer link field
2612. The list is searched to find a natching packet recei ve control
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the RDR Connnumcattons Server apphcanon. Echo Request packets are handled, in
20  theroutine commencmg at step 1900, by sending an Echo Acknowledgment packet, at
step 1902, which contams a copy of any optional Echo Data which was in the original
Echo Request packet File Read Request List packets contain a list of segments of the
file for which the local user is ready to receive data. These File Read Request List
packets are handled by the routine starting at step 1910, by performing the actual read,
25  atstep 1920, and then sending the data, at step 1930, in the form of File Read Data
packets. Screen Change Packets, handled by the routine starting at step 1939, are
tested, at step 1940 10 see if they are retries of a packet already processed. This test,
as with many other packets is performed by virtue of the sequence number contained
within the packet, If the packet is- determmed not to be a retry, at step 1940 it is then
30  processed, at step 1950 by forwardmg to the Remote Data Recovery Workstation via a
TCP/IP connection: Followxng this actton, or, if the packet was determined to be a
refry, a Screen Change Acknowledgment packet is sent, at step 1960, to the local RDR
computer 20.
FIG.20is a___- flow diagram representmg a thread of execution, steps 2002-2008,
35  which operates continuously thhm the RDR Communications Server Application for
monitoring Remote Data Recovery Workstatlon connections, and a thread of execution
which contmuously handles messages from RDR workstations 40 while they are
actively involved in _rer_n_ot_e data recovery operations.
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woul d conprw@g},mspacket to be forned and transmtted. The c@drasdorees20f
pairs is termnated by an entry with a length field of zero as shown
at 2516. The packets t hensel ves are2formed using this "gather wite"
principle, and, incorporating whatever ot her encodi ng, fram ng, and
error control net hod&mmmobmoﬂmrhda@pmpmbﬂ&al&%bmni&rsaTﬁE/IP muk enent or

prior to placi ROSEY mSt R@Q

FIG 7 contai nrs]‘gﬁE gﬁrtéa%ls%‘%éesent |xltr§4el6&ft&[)3ﬁ{§w c')rri‘1 ( he | ocal RDR
appl i cation 308CWCMSS@CWP¥I%@HM,@E step A@2, for any RDR workstatiqn;40
Creat e ‘Acknow eg@s@Rlish aTCIOTEvRNeotiol N Thérefdes] RDRﬂﬁorEstétﬁ)nQOQﬁlﬂch activates

Acknow ed t d t te g

p;cﬂgt sev\ﬁng igs%goé’\‘%ﬁ?guﬁ’%'ec ifégg% ﬁﬁgs{sﬁ‘ghéf f‘bm?ﬁ’é’gfs %O%S’eﬁ @éﬁgﬁs& i on
to occur at t helopeaslzpandotiomvia this porRe@mpsr'DCW&cdnmwonThmhﬁleﬂonﬂnsPOm

Cr eat e/ Open/ O Og@uer tiddidlof Eeithiidn B3 36d6RIed, 4 5Rp 2006, wHiAHAhAIEs Mbssages BrofitRe DY

e Fert “Phe T AckDR b 5 Toe RS blon e s ot S 2REE LB 6B 2408 e

status of the as bemgléab&blﬁfqndmésﬁgmhﬁe(ﬂnm revent sepvice. Those RIDR workstatien Fi | e
Cr eat e/ Openf(d OgenQREHAL fed'st step Y006 Hay Be BELMLAUH RO FAHE LodsBIdUr RS
Communications Server 68 in a Workstation Status window 2320 as shown in FIG.
23. :

The thread, steps 2010-2075, which is spawned, at step 2006, as a result of the
TCP/IP connection, is responsible for handling all TCP/IP messages sent by the RDR

15  workstation 40. A separate thread of this sort exists within the RDR Communications
Server application for all RDR workstations 40 which are currently established as
potential providers of remote data recovery service. These threads begin receiving
messages as the operator of the RDR workstation 40 performs activity inthe
performance of remote data recovery.

20 Specific TCP/IP messages are generally handled by forwarding these messages
to the local RDR computer 20 via various packets over the communications hardware.
TCP/IP messages which represent keystrokes are detected, at step 2020, and
forwarded, at step 2025, to the local RDR computer 20 as Keystroke packets. TCP/IP
messages which represent Display Messages are detected, at step 2030, and forwarded,

25  atstep 2035, to the local RDR computer 20 as Display Data packets. Similarly, a

' “HANG-UP” TCP/IP message is detected, at step 2040, and forwarded, at step 2045,
to cause the local RDR computer 20 to hang-up the telephone connection. The
remaining TCP/IP message type 1s the “LOGOUT” message, which occurs as the
result of the RDR Workstation operator exiting the RDR Workstation application.

30  When the “LOGOUT” message is detected, at step 2050, it causes the RDR
Communications Server application to note, at step 2075, that this RDR workstation
40 is no longer ready to proc&ss remote data recovery services. The TCP/IP
connection is then closed and thrsthread of execution terminates, at step 2080.

FIG. 21 is a flow dlagram representmg the overall operation of the application

35  which controls the RDR- workstatlon 40 Upon invocation of the RDR workstation
application, at step 2100, a loglca_! connection is established, at step 2110, with a RDR
Communications Server application viaa pre-determined, fixed TCP/IP port on the
RDR Communications Server 68. A loop, steps 2115-2120, is then entered which



File Wite Request List packets are received, at step 710, in response to

an initial File Wite request. These File Wite Request List packets
contai N avhéh s¥adls t NOsE file segnents which the RenotgcpRisenifgsgrvery
Communi cations Server is prepared to receive. File Wite Request i st

packets are handl ed by updating, at stepp¥y12, the file 20 control
structure 2520 to reflect the new request list, and subsequently sending

fitle : Z\évrz %vhﬁsdﬁu&mwmﬁomwm&% ueﬁﬁﬂlaﬁlt)ﬁaﬂﬂiiﬁﬁ&fberdxht@d ﬁp?t rol
structure ona a e fil rol structure
2520 resets tﬁtﬁptz“r?e%f‘%ﬁ# g%f%"vgs’ Bt ey Lh’@ frqm the @EBWB‘W’L“E’%OOKS
are descri bedSérvertapplication requesting ﬁmseu'ttoﬁ a RemotelData Recovery session. Th&cho
Acknow edgmeng Tﬁﬁﬁhﬁ% o SRrVeF6FisNiRE a TEPPLER gigaémeﬁ R@mﬁﬁmﬁ'ﬁ&&rﬁy an 25

Echo Requegt . IS echo nism i oV, [ com‘rum catlons agnostic
capabiliti S‘Ei'%“ﬁé‘f?rw’&riﬁ E@ i@ﬁ@f 93‘5‘?‘%’ Pthe RDR workstatiom 40g2tisiee dat a
cont ent 2120, m&ecbueaidnd)fmmmlmmmzo md&ioﬁ@olimr? 24amhrédra$mbhe
program can s echo data

Screen mange&%%%%%&ﬁeﬂ& asllare %ﬁ’zﬁ\g’tég‘? at step 730, in response
30 to Screen Chan'ljbelﬂa@‘k Qé‘#@éﬂﬂﬁﬂhg@vﬂédmm&tﬁgmw sawabBits ar e

h?nd![ ed t7)y suchmh&waﬁoﬁmnﬁﬁ{d@ﬂwbﬁtﬂﬂ%sﬂéstﬁ@edm{oﬂﬂm{! elprelransit,
at step

S (p——— T T WG E

Di spl ay Dat a fapehilitysofsperifyingstatys messagepipr digplay en the RDR [vaalicemputat a t o the
| ocal displ ayegfloledls. Step 742, and then sending a Di spl ay Data 35

Communi cat ons._Ser SEHER AL HRECISAE keteie BS st BUEEHaY o1 BB DR AL
render ed on tRBR computdr20at steh HﬁDaspb@éuently forwarded by the Communications
15  Server 68 at step 1950 and received via TCP/IP are rendered on window 2410. Thus,
window 2410 shows all screen acti\?ity performed by those Data Recovery Application
Programs 300 operating at the Jocal RDR computer 20.
At step 2135, any keystrokes from the RDR workstation keyboard 42 are sent
via TCP/IP to the Communications Server 68 for forwarding 2020, 2025 to the local
20  RDR computer 20 as keystroke packets. These keystroke packets are received by the
local RDR computer 20 as shown at steps 750 and 755 in FIG. 7, thus allowing the
operator of the RDR workstation 40 to control the Data Recovery Apphcanon
Programs 300 operating at the local RDR computer 20.
At step 2140 any Display Data messages which were specified via the
25  activation of control buttons 2440 are sent via TCP/IP to the Communications Server
68 for forwarding 2030, 2035 to the local RDR computer 20 as Display Data packets,
The local RDR computer 20 handles these packets by copying them to the local screen
at step 742. Additionally at step 2140, these Display Data messages are rendered on
the window 2420, such that the window 2420 maintains an accurate representation of
30 the appearance of the local RDR computer console 24. '
When, at step 2150, it is determined that the session is complete, 2 “HANG-
UP” message is sent to the communications server 68 and the windows 2410 and 2420
and controls 2430 and 2440 are cleared, at step 2155.
FIG. 22 contains depictions of compmer screens representing fonns displayed
—— 35  on the local display 24 which the user of the local RDR compiiter 20 may fill in to
provide information regarding the identity of the user, the nature of the present data
loss situation and the corresponding service desired. User identification and other
relevant information is ascertained by the form 2210. Information relevant to the
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Keyst roke PawWees49886€ received, at step 750, as keystrokes occRET/$970%27RDR

wor kst ati on 40, and are forfwarded through the RDR Communi cations Server 68.
Keystroke Packets are handl'ed by copying tRB& packet keystroke information,
at step . 752, into the local keyboard buffer. This allows the |ocal
RDR appl i cati on PIRpST 4168“0515555%@%36%68‘1 spleventit dsseribing:the desingd service s and

interpret them mﬁggmsﬁmeﬁsdﬁmgfgr&kmzzzo Acknow edgrrent packte';] [ iso"tsglen
e
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Lg;g(r)g(rad buf f er 1I‘Oor g&%?e;t ﬁ?‘% f‘?ﬂ"f T gereqns displagedhyithe) system or
application pr ogoramncatlttmmeﬂ@ﬂzmwpwhleh p@ide the adm:mstrators of the RembBgad Dat a
P hacher. | b Datifitbootl %& By 1 fhandgd e Hﬁ)ﬂﬁxgcg% ual rermte PI W;nqﬁmg fluest

4 t
Is_la;treg'?gka " {ﬁ%f"&rﬁ?g g@ﬁwﬁiﬁﬁ?aﬁﬁp&q@%@@ monitoriag pfhe stlsmsofitacht i ons
Server 68. Fil econﬁgured:!a@d_eﬁhtmmaidu%mr&ﬁ 'EaBRl LA &a,mﬁm&hbmamaél 68L €p

762, to see if = £ ect t nunber in
---Eﬁ{é’?% aF%'quesntde %ew‘bggf ‘f

sequence. |f noft, ' RS taE?&?We"yat step
766. If the in MFsrﬂljnM&%@ﬁWnﬁéﬂm@@mmape}cbmowéeﬂmﬁmﬂahtesegnent 15

nunber as deo ecmmnﬁ@acz%ddaﬁﬂfhhﬁ@hi@Aﬂ%ﬁd@c%g@k&%ﬁe *Hr?gscéglt 2 4

buffer, at step q

at step 770, as com%%?ﬁmtg QRS 3577998 as 2 whole r“géﬂ‘f%‘ﬁ%c é’tﬁ'ﬁf'éa?f’ o¥cho

Request Packet P2320isppuideddo ello“btyomtsmg ofthpsecdkemote Data Recovery Workstauons 40
which have estabhshed TCP/IP connections to the Communications Server 68, and an

indication as to the current actmty being performed at those Remote Data Recovery

1S  Workstations 40 .

FIG. 24 eontams deprcnons of computer screens which can be displayed on the

RDR workstation display 44. These screens allow the user of the RDR workstation 40
to control and to onitor- omput ﬁ'om programs of the local RDR computer 20, and to
control and to rnomtor the appearance of the actual screen of the local RDR computer

20 display 24. The -_Loeal Program Output window 2410 is a display of the output of all
RDR applxcatxons 300 This output enables the operator of the RDR workstation 40 to
monitor the apphcauons running on the local RDR computer 20. The macro control
‘buttons 2430 provxde methods for the operator of the RDR workstation 40 to send
frequently-used keystroke sequences to the local RDR computer 20. Use of the status

25  control buttons 2440 allows the operator of the RDR workstation 40 to cause pre-
configured or custom status messages to be displayed on the local RDR computer
display 24. 'Ihe y ctual Local: Dlsplay window 2420 then is a display which follows
the content of th ocal'RDR eomputer display 24. This allows the operator of the
RDR workstatrd ' 40 to remain aware of the status messages which have been

30 displayed. o

FIG. 25 contams descnptwe drawings of data structures utilized in an
embodiment of the local RDR application 300. Diagram 2510 describes an Outgoing
Packet Descnptor (OPD) data structure Thxs OPD 2510, and any OPD’s which are
linked via the link Jist pointer 25; 1, ‘comprise the transmission queue within the

35 Communications s_ubsystem code 318 of the local RDR application 308. The
remainder of the data structure rsts of | pairs of Fragment Length fields 2512 and
Fragment Pointer ﬁelds 2514 ‘Any humber of such pairs of Fragment Length fields
2512 and Fragment Po_mt_e__r ﬁel__d_s 2514 may exist, until a pair with a zero Fragment




data, at step 772, fromthe Echo Request Packet, and sending an Echo Reply

packet, at 20 step 774. FIG 8 is a flow diagram of the
comuni catyweyyspesgket send routine within the | ocal RigRyaRehgehi ON
308. The routine starts by placing the packet for transm ssion I nto

the transmt queue, at step 810. If the bgcal RDR application 308 calling
this routine 800 has requested that this routine 800 not wait for an

acknow edgneny exfh fiéld§dOncowditerstEt A6IWHIRH tedninkies BhedRPof falt8NE4RParOUL i Ne nmakes
a call, at st 835, to th comunications event handler, at step
500- o onsur SEFRER oo Smeson; pid) RorHprise aapson o i0s U B kst NN 1 | e
then exits wi ista dassical§gdthr-varitet approagh whichallg®@9thelcbll¢ction bfrasibus porionsRDR
application 3 : glcfgpt HSronPiid ' n

aEEnowI edgmsnt9 p?'g@f&ﬁgg et,grrbfbneélne%{lgt st gfde@%ﬁﬁﬁgg{'%égﬁ% Es’f';e"%guens"ed whi ch
handl es 30° corrrruﬂl%fi%ﬁ?g'@Wﬁl"%?l‘.ﬂ%ﬁEIIJQWFSWMO%BG%,OESUQ ep 850,
| eading to a $¢alqRESSIS2D exists for evdiylpotintiallyeddnS@eent Mistatidd dflan 8pdnl réRote file

out condi tion | ' . . the S A& .. i meout
condi tion, t hgﬁ?fe;‘%eg%ce 0 ?‘%g%%%mgﬁ?%ﬁa{’ﬂ?%&%t %&ﬁ%e'mﬁhfﬂﬁo‘}‘ﬁ}’sean
acknow edgmenef this dataisiietregap begainad byriseanciog the fiave diagreme of BiGsnl, Reandby st ep
]§7Q|. A t il @bd WElPasahé @{taﬂehggfcﬁbﬁéhsmiatéd&glﬁm&ém i | .the Iddald f
ailure s u at .s R : . is a 0 | agr am o
the File ea? ggég%%“&ﬂ"bssaeeﬁftﬂf gﬁ‘@%@%r“f@%‘rrmﬁ%e‘tﬂge current sgig #‘ﬁe E‘geasl ocal
RDR appl i cat i cwrreh0p opehncurrently closksk; er insomn ttertriediitet statpasspmatunivations I
attenpt by th e%h hmnﬁ,g , : -ﬁgch]jlﬁ [ ile.
The gghaviyor S?&;Pph& th‘?{&e 00 x?!?&l???%?%%e%ép%&%ﬁﬁ%eﬁﬂ?f? t he ) [ éorlgs a
renote or | oclgreysry gmoég xgat » YTits, ORERY:, creptg, or close attempt. As such, the Remote

Data Recovery Communications Server 68 can determine whether such requests are
15 new requests or retries of requests for which the response was lostdue to a
communications error. Retries are counted on a per-request basis with the Retry Count
* Field 2526, such that a limited number of retries can be attempted before an operation
is aborted. The Current File Pointer field 2528 is utilized to maintain a record of the
offset in the file as used for stream operations. In order to protect against requests or
20  acknowledgments which are lost due to communications errors, a Time Out Field 2530
exists to allow determination of whether sufficient real time has elapsed between the
request and any response to that request. Whenever sufficient time has elapsed, it is
then assumed that either the request or the response to that request has been lost.
During file read operations, a Read Request List packet is sent to request those
25  file segments which are desired but not yet received. Files are transferred on the basis
of quantum units called segments, the segment being a fixed size sequential fragment
of the file. Any file data transfer packet contains at most one segment. The fixed size
of the segment is predetermined by the programmer, and is based on computational
convenience, file system performance, and in consideration of the resulting packet
30  size. The Request List is created with an initial segment value equal to the Next
Segment To Be Received 2532, and requests as many sequential segments as possible
without overrunning the Total Segments Left to Receive Field 2534. Any segments
which are received out of sequence are discarded and immediately cause a revised
Read Request List to be created and placed in the transmission queue at step 766 of
35 FIG. 7. Also, any timeout condition causes-a revised Read Request List to be created
and placed in the transmission queue at step 1030 of FIG. 10.
During file write operations, a Write Initialization packet is sent, the Write
Initialization packet including a starting segment number and a total byte count. This
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performed dugwigwbodee open/ create operations by exam ni ng theptrhmsswaose?
suppl i ed by the caller of this routine, be it the |l ocal RDR
application 308 or a Data Recovery gpplication 300, utilizing any
arbitrary convention for nam ng renote files which can easily

di stingui sh therpai:kew:ildmxhé Cbinineaicativns| Serven68ntéd caquest fitbsegments ad the cl ose

o
oppl foat i on 308, CopRERMRhP SerkelS bidiefip 37 0SBl RIs Bkl el |oeTHE.
at step 910, exeecgmews The CommutieationsServer 68 makgssuehntequests for ﬁlna&gmearsrhw e
creat e/ open/ cl osgndihg pﬂéiwrﬁexafueﬁmp?a%k&s ificl 28 xfobéseedaisé trezmnedﬁo be
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is then sent, ar&SB&lare]:ﬂcen da'ewy(fmmeﬁtg&le WmaRecgmsthost,padqet slﬁprﬁtb(Datﬂ' he

acknow edgment r t at

t he rermtg end, packet |c %}? ?!saefék%%%ﬁmmmml}&%ﬁee%e .con Qf%%h@ﬁéld
structure 2520, 'G e‘Fﬁ%m%?’gl‘g %@%P?‘%‘?B‘aﬂéﬂmﬁ e ReeoPsleNgor of
t he Io;:al / mmmﬂtxﬁsmlﬁeﬁdﬂnhﬁeﬂﬁgddm&bjbmeﬁﬁt$e§gment

creat e/ open/Gl 0 e create
and/ or ogen lyct [ veqt%%gés/ue&&lﬂ?g%s gmhﬁ écﬂm ¢ Req“ﬁ%ed?gﬁéf%ﬁa %’ﬁ"“ﬁéﬂ!"l1

which is easily hefweenhiext SegmentTo Seneh2a#and; Hirst mWn@mp%w 3536 xmméo
legitimtely bequetswmcmteumaﬂufmﬁtbeamsmté L%e idkhﬁwﬂf@ﬂ«ilﬁ or

o sti baui sh i ocdrayeH s BeEpis Al fevessthl ol ol hEEC SRE oBRRRAL' 08 10 ¢ o,
di agram of the File MRisgramy2§6Qdeseribes Seroercleipe Ghange Destripsk'(SLCD) datayi t hi n t he
llocal RDR apgl i (‘sﬁhbﬁfes a8l toI&'p%aﬂf SGRALH Portichs of Bl Firtiafschén WRRH RS byPRPR
applications 300 have not yet been successfully transmitted to the RDR
Communications Server 68. There exists within the SLCD a pair of fields, the First
Dirty Column 2562 and the Last Dirty Column 2564, for each line of characters on the
screen. This pair of fields describes the inclusive range of columns which contain
20 modified but as yet untransmitted data.
FIG. 26 contains descriptive drawings of further data structures utilized in an
embodiment of the local RDR applicatioh 308 as well as descriptive drawings of data
' structures utilized in-an embodiment of the RDR Communications Server application.
The data structure described in FIG. 26 at 2610 is the Packet Receive Control
25  (PRC) structure. Tlie PRC is utilized by the RDR local application 308 to decode
incoming packets; maintain statistics, and transfer control to the routines of FIG. 7,
which are réspop§ible for handling each specific type of incoming packet. The Pointer
Link to Next Packet Receive Structure field 2612 is utilized to maintain a collection of
such structures in’ a classic singly linked list. The Packet Type Number field 2614 is
30  matched against: the type field of incoming packets, and determines whether this
packet should be handled in accordance with this PRC or a subsequent PRC. Ifthe
Packet Type Number field is equal to the type field of the incoming packet, the Packet
Counter field 2616 is incremented to maintain statistics, and the software routine
pointed to by the Pointer to Packet Handler Routine field 2618 is called to handle the
35  processing of the incoming packet. '
The data structure 2620 is the File Control Structure (FCS) as utilized within
the RDR Commuriications Server 68. One Server FCS 2620 exists for every
potentially concurrent instance of an open remote file within the RDR

31



20 application attenpt to read or wite any arbitrary file. The behavi or

of this hook is first to determine if the file is arenoteor | ocal

file, at i9dd. This is performed by exam ni ng hidoSabnd! €
. / ! . . 971

supplied g’g/&tg e caller of this routine, be it the | ocal Dghf s 7

application 308 or a Data Recovery Applixgation 300. If the file is
determ ned by the test to be local, at step 1010, execution is
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conti nues an‘c‘,ﬂeﬁwfg“‘fm%egégl‘ eAptemR mtes%ﬁwmmuwwwe whet her
the read or viast Sequenpediimbies FieldRReischyckedibn svernertmte fiié fead, MAfie, opkd, t he
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convent i ons. #‘WW hethse sie F%quﬁﬁﬁareammwtsoasemesofreq&a%fpwh@hﬁm st ep
1050, ti nmeout resmonss Mmd&eamﬁ&%&ﬁoﬁtﬁmé%mﬁtédmaim&mh
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1080, per G iR Pehas SHp%sH
request and any response {0 that request. Whenever sufficient time has elapsed, itis
15  then assumed that either the request or the response to that request has been lost. As
files are created, or opened, the Actual File Handle field 2636 is used to hold the actual
file handle utilized by the system for referencing this file in future read, write, or close
requests.
During file read operations, Read Request List packets are responded to by
20  merely performing the actual file read as specified in the request list and subsequently
sending the requested file data as File Read Data packet(s). Should a Read Request
List packet arrive while File Read Data packets are being sent, it should be assumed
that a packet was lost due to communications error, and the prior sequence of File
Read Data should be halted and the new Read Request List should be honored.
25  Relevant fields of the FCS data structure during read operations are the Current File
Pointer 2628, First Segment Requested 2632, Segment Count Requested 2634. These
fields are filled from the contents of the Read Request List packet, and are adjusted as
the associated File Read Data packets are transmitted.
During File Write operations, Write File Initialization packets are received to
30  define the intended write operation. The Write File Initialization packet provides
information for the Current File Pointer 2628, First Segment Requested 2632, and
Segment Count Requested 2634 fields of the Server FCS 2620. Additionally, memory
is allocated per the request and in consideration of system resource utilization. The
Number of Free Segment Buffers field 2636, the Total Number of Segments field
35 2640, and the Pointers to Segment Buffers 2642 are set to reflect the number of
segment buffers allocated and their memory location. As Write File Data packets
arrive, they are placed into available buffers and scheduled for writing to the file.
Arrival of a file segment will decrement the number of Free Segment Buffers 2638.
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wi || be nodifi e@tthglocal compytes gacith smpvqrﬁbdwterqtqmdma Wzmese
newy wittes CQkvitds. tmm&lcases , the @it #iBYIBe dvnloatled 0ltRO RDR R¥nR6R shddyd unsent
[ ANSIT]

f?;ﬁgnm (S:Qe(r;%etsold{q %s eglno ueue r%gexfngémwhxch 1sélgr?sse%%etﬂe user

and/or picked up by the user. In some cases, damaged data may be downloaded to the
RDR network shared drives 65, restored, and then uploaded back to the local RDR
computer 20. It Will :be appreciated that these are but some of the many scenarios that
20  might occur under the principles of the present invention.
It can be: appreclated that automated, detailed logging of noteworthy events,
including chat eggversauom, acceptance of legal agreement(s), data recovery
" applications used,etc would be of value in analysis of business trends and as reference
material for any 'c__iiSpute which might arise from time to time. Therefore, the preferred
25 embodiment of RDR would include a means for logging events such as the following;:
1D Connectidrrstﬁrt’: date/time, client job-id and phone number, communications
channel type and speed;
2) Data Recovéry'biagnostic/Application program start and stop dates/times as well
as any repons from said programs;
30 3) Allchator conversatlonal messages (in both directions);
4) Alllegal agr_eements submitted, client response to said agreements, all
attachments or supplements;
5) Complete logs of all data sectors modified and their prior state; and
6) Connection termination date/time.

35 _
It can he?éppreciated that the_;;-e;f;rmance of data recovery can involve

postulation of hypoﬂiesis which may be proven inaccurate as the recovery process

continues. Therefore is desirable to allow the ability to "undo” the modifications
performed to the' local storage device 26 if such modifications are subsequently



Attenpts to send screen change descriptions to the renote site are
described in 1170-1178. |If screen change descriptions are presently

bei ng sent pp%¥7a6d36 unacknow edged, for exanple becausepé?ﬁﬁégﬁfogz.; n
transit, as determned at step 1172, 25 then no attenpt is nade to send

screen change information at this tine. Ijfg there exist no current
screen change descriptions representing unsent screen changes, determ ned

at Steﬁ 117ﬁr dd?&ﬁxﬂéﬁt@ﬁéﬂe(b@ed&séldadiﬂﬂeonle&a&m Bﬁélér%bgol tﬁ&ﬂi’sbd tions are not
met, then the ext. .sC i ne _chan or crihing a

non- zero di rtfn?p.i’ﬁ%@estlﬁa?e e game%?‘séﬁ é‘f fagsengl o t he
transm ssi on cphngesmmcﬂmdswrageedtmwhmlasdnmmsaueobmmm?&eRBRreen cont ent

fromthe int erw&kséﬁ&ﬁﬁ&£HTefﬁéxson t&oﬁ&;&%? af'u a,» mwr said'é Qz{%hift "

and t he associ d,.screen line cha escr, ear e en a
subsequent% ﬁegm th?ﬁl;:agxggsc ﬁl?fi?tﬁ@’ iparked fox being 5

recei ved, the changedris ﬁﬂsmgﬂfensd to the RDRdfaclitgl dsrechival | Oﬂlgalientls)ﬂlbe;ewldata

transit, per edgnent ,
the scr eeﬁ | i ?ecaﬁkgnge tgescrl %ﬁﬁmﬁ% é%'{‘?ﬂé‘ﬁimﬁ% The
di spl ay scr eerfugamerhanism Er‘i“l%@cflée Wblchiﬁﬂséummwﬁvimywmbwonlghehe desired
i nformat i on tq:&mﬁnéma&xefﬂaﬂsr@mtdeﬁbezs bn{eftﬁéreéidé%&xunéﬂveﬂaénh&eum ernal

;((:;'rr/e 8%9 7/ 1 83 5 f%}aget deVite %gf I t% ten%es w recovery site. Each entry mt?un tge P l% contains
an identifier which. 1dentxﬁes the unique sector and local storage device which is
represented, as well__as_ the latest data which was written to that sector. It is effectively

a" write-cache". o
FIG.27isa ﬂow dlagram of the 10 logic layer within the local RDR
15  application 308 wh:ch unplements the capability of "undoing" any modifications made
to the local data storage device 26. All attempts to write to the local storage device 26
enter this IO logic: layer at 2710. If the requested sector(s) have not been previously
written there will. be no existing entry in the log-file. If this condition is detected at
2720, a log-file entry; will be added at 2730, and at 2735 the data to be written will be
20  written into the log-f le entry If at 2720, it is detected that the requested sector(s) have
been previously wmten, the exxstmg log-file entry will be updated at 2740 with the
new data to be wntten.'lhere will therefore exist in this log-file an entry and the
current data for eveiy sector which has been written during the data recovery session.
All attempts to read-the_local storage device 26 enter this I0 layer at 2750. If at 2760 it
25  is determined that the requ&sted sector(s) do not exist in the log-file, i.e. they have not
been written during this session, data is read directly from the device at 2770. Ifat
2760 it is determined the.requested sector(s) do exist in the log-file, i.e. the sectors
have been written unng.thxs session, at 2780 the data is read from the log-file to
satisfy the request. Thxs gives the appearance to data recovery application programs
30 300 that the sectox_'_s_:__ ndeed being written, but these writes are indeed effectively
cached by the log-fil
FIG.28is a flow diagram of the application which manipulates the log-files to
facilitate the abandonment of changes, the committing of the new data, and the
potential restoranon of_ ongmal data. Sectors which are decided to have been
35 inapproprately modlﬁed can be "undone" at 2810 by removing the corresponding log-
file entries at 28 l" hen it becomes desirable to commit all modifications at 2820,
the original data, about to be overwritten, is transferred at 2830 to a file on the network
evic Sat the remote data recovery site. This original data log-file




16 The main application which inplenents the RDR

Commruni cati ons Server application in an enbodi nent of the present
i nvention iywo@®9&asdsebed in the flow di agram of FIG 12. Peprusatiosz7 an
application thread for each network conmuni cations hardware unit 69 is

started which executes steps 1210 through22280. Upon receipt of 5 an

i ncom ng phone call,an ASCII pronpt is transmtted, requesting the operator
of the. | sahdn drfdRvedioar@B40e FiGly; sinceulsepdriginah datd bas moscbesr safely erchivpdy, at
step 1210. Thi ﬁ’t Oéﬁﬁ}/ésdagxwedl{éﬂm@iff;{ﬁm@% %{Réz@%ﬂ%‘é@%ﬂ}?m@&%&“ ons

Server by trad erm na I catlons _as
hi ghl y aut onat g@sqpa}tps deemed ABRIPRIIRL torestare the lo gpragedevnce the grigiagl | on

308. 10 state, it B pdsdibe ke @ido il comiritsdl dhmgreEattirm RiaFhisease] thé Sﬁgmﬂns

S |
e PP o g Do s AR 5 B B S Bfelfl s
"guest. This chaskds ﬂzeﬂecmmrmmnmm 2886, a@dall @ectors so noteduipithis oiginal t o

behave as a cl gagi .ﬂuldﬁkhab@ws@swi&a Mﬂggéuebgeﬁsln&%ﬁiﬁ'wowmted only
by the creat|V|t r and the abilities of t | ocal

operator's terFFP F i@“%@ﬁl‘ 855 PYArhe usef ul ness of this "guest”
category of servi celtlmtmmcmMMﬁanouscharaptenstn!smddduantagesof

organi zat i S LG t her,
|tgmay be g(gedthg?g‘)éhg épﬂggl% 9@3&1 Fhls&%:gg&il é'dc% esﬁ&ept%g,:;muveto |t(?(n§ﬁ:j’l4:Mr

| ocal RDR éBB‘FtP’G Apgiin 9?%‘15 > Once
the local RDR étinppesaniy bsmpadedq decai, eﬁ&ﬂlﬂ il MttdFO6Fsbae, Sive, @hd drtmgerentbf 20

o b, ! e 3l T ol e 0 bl BE ARG e A
appl i cation. TE@%WHEOfﬁmeHp‘phF &puappptm%clmmsmmxgmgéabl e of the
pronpt set at step 1210 and responses whi ch are expected by.the RDR

Communi cations Server application, and are descri bed




in FIG 4. 25 mi t he RDR Conmmuni cati ons Server

application deter mnullll IIIﬂ“ﬂ: ||t he | ocal RDR application 308 requests
t he "new oy egory bf serwi ¢e, *at step 404. The f§ ' wer e
pr oduced ﬁsgﬂ,éﬁ?%cal site describing the hardware co% {r’gi%?')gﬁ”gﬂ, t he

user information, and the problem descrigtion, in steps 410, and 412,
are copied to the Renote Data Recovery Facility for further analysis and

addition to a 30 regi stered user dab}, . in step 1230. If it is
determned that it is not feasible to proceed with Renote Data
Recovery: at Whatipelaimadis:ti ne, at step 1234, a nenu is present ed and

a time to progeed AinidhddTer iERbRlyretveAngd RAOF 6N IGJaDESBSutdr haWifiy @bt d,
at step 1238. tie that. a prevously negotiated RDR

. uch a.tl .
procedur e mrwgmél&m%gfﬁ%“w}%lmwg 'pl i cation 308 requests the
"pre-registered usleadinginteomemoryof thedecal ensnputer, a baotabln remeoterdBR réenvemyni cat i ons

2gei ot The. r ST Ploghhnf Borks Homee RCAIR bARAS Sdr data ree U o carl o
are terninat eBPCrIAE PFRETAM BYIRE °@6§W®H?¥H§’D’6‘P&l°€% SPBREANd ‘%fi"@e‘&{“g)b‘l’ﬁas hed,
and VO thé néaHd Gperating system;
PCT/ US97/ 10327 establishing communications between the local computer and a remote dath /
recovery computer through operation of the remote data recovery operating program
by the local computer; and .
remotely controlling the local computer by the remote data recovery computer,
whereupon data recovery can be performed through operation of the remote data
recovery computer.

2. A method in accordance with claim 1, further including the step of querying a
local computer user for information through operation of the remote data recovery
operating program by the local computer prior to establishing communication with the
remote data recovery computer.

3. A method in accordance with claim 2, further including the step of querying
the local computer user for data recovery information through operation of the remote
data recovery operating program by the local computer prior to establishing

* communication with the remote data recovery computer.

4. A method in accordance with claim 2, further including the step of querying
the local computer user for user identifying information through operation of the
remote data recovery operating program by the local computer prior to establishing
communication with the remote data recovery computer. '

5. A method in accordance with claim 1, further including the step of monitoring
operation of data recovery programs executing on the local computer via a display at
the remote data recovery computer.

6. A method in accordance with claim 5, wherein the step of monitoring includes
monitoring the storage medium containing the remote data recovery operating program
for data recovery application programs.
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progress through the VHM}M[MHP ustrated in FIG 12, the state of
progress may be m, operator’'s console of the

Communi cat |waa)7/sﬁysyer 68 in nmmuni cati on Channel Sperasowioaziow
2310, for exanple as is shovvn in FIG 23. I f the "new user”
service was permtted to proceed wth the3lRDR procedure 5 imediately, in
step 1234, or alternatively, upon successful authentication of a pre-

regi stered usef, i nAgnﬁbodlizmordeﬁaghMecmmme$t@qfe=pﬂmlﬁw in
step 1250. f(ahﬁg&esé Pro@faﬂﬁ%ﬁécuhﬁg S8 1ddaPshnk dﬁteéey acbmpiter
reference to FL %egq ustom@g agreenment descri bing the ternms
of -any . pr oposedPYH! TeE‘E’e%c"HPHS‘Ef?rced and t hen of f ered
to the operator of the Iocal RDR corrputer 20, in step 1260. The 10

transm ssion agd pr a nent I n..det ai |
noria 15 o P EGEEN Bletlelfe wiPRueT IR Beuahe S SRR N e
to the terns oapnen@n@:gqf@éﬂ@hdlsr’lay on the logal CQEPEWM’YI@G mOt%ﬂ%reEm then the
Renote Data Reg@wpity. Procedure is perforned, in step 1280. The
Renot e Data Recovery procedure is described in detail in reference to

FIG 16. 15. The fl ow diagram of FIG 13 describes the portion of
t he RDR 9Co mmArmethed ipraccoBiancewitinglpim b dthen inchidirg thesstépofaherdtoriig  f or
what ever reasop erlkedd E)Ddff’&l ess
shoul d t ake pwa? %l%)r?atl °g‘?‘ﬁ€‘?’f%’f“‘?‘ed§?§t°@?ﬁ%§,ﬁ' 1§;ﬁ ne cgll &‘gt step
1234. Afile ‘Eﬁe“ﬁﬁ"f’hf’%‘f‘ﬂé‘“t he schedul e and resi des on the - Network
Shared Data Storage 64 of the File Server 60 is read at step 1310. This

fileis 20 thgN PRYHER %ﬂa%rﬁxwglgiﬂ‘ﬁ tf{ik-zﬁe@ﬁxcﬂﬁﬁgsth&teﬁ%}* s particular

data recovery S|tuat|on Uk to determne a appropriate
schedul e ti mes dpWRlopding adaia FGoeREAPRIRRIGR progEsn from the remygidalafetyPY as
estimated tinecompwertddietfodaheompovery, specific technician availability
and other prioritization factors may be used to produce this custom zed
l'i st of appropriate times for providing the Renote Data Recovery

Service. An appli cafimethodinzscordanes wignelakn hifurthes including thosteneafer, at step
1330, which t hgswRIBadihEs dath Rebvegy difighostic program from the remote data recovery

computer to the local computer.

12. A method in accordance with claim 11, wherein the step of downloading
includes downloading a data recovery application program onto a storage medium at
the local computer.

13. A method in accordance with claim 1, further including the step of executing 2
data recovery application program at the local computer.

14. A method in accordance with claim 1, further including the step of executing a
data recovery diagnostic program at the local computer.

15. A method in accordance with claim 1, further including the step of
downloading data to be recovered from the local computer to the remote data recovery
computer.

16. A method in accordance with claim 1, further including the steps of
downloading a data recovery application: program from the remote data recovery
computer to the local computer and executing the data recovery application program.
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custom zed schedul e |i ti onal Iy selecting a nutual ly agreeable

0
tinme for proceedﬂWﬁmﬂm ﬂmmne Data Recovery. If such a tine is
chosen in N e et to the schedule file, 350.
If no such%&?r’g;%g chosenc, aLt St ep 1340, a descri ptio%&éyégfgap?%er

options is presented to the operator of thhe |ocal RDR conputer 30 20, at
step 1360 The options presented in step 60 may i ncl ude sending the

equi pnent in tga the, Reqot.e Recoueny Facility, f i,tional off-site
fecovery, or, LA pEiRYd ?C%%i‘&?fivr gty 1o Rbkebining B A BBMINART O L
FIG 14 is a fdopwnufiicatjpanestablis wqmumtaynmgm gloa FemmRicaonsseReEr.@rdr y

Communi cat i onsfuARErRdudif M8 slep 6f dstabBilfSy dfinhdidaBOEDefbeeh BSedold RnfdgcOvVery 35

Di agnostic. A check is first nade, in, st 1410, , to.see if a.valid copy of
Che Curr ent  daiTeteSy comRRler AHCA PSRl PR b Sal oS SA0gRS ¢ o
di stri bution nedeafadatahecovayal site. If a valid copy of this

di agnostic application does not exist or there is no appropriate

version of the, diagnostic .applicatiaon, an appropriate version of the
di agnosti c 18.  \fomethoddnagsordance with claim 1, including the step of deferring changes

PCT/ US97/ 10327 data to the local computer until such time as an operator of the remote data reddvery

appl i cati on i eyl GARENL Bectdth tb 85tnug b Bteriiivall Sbaddbithe AMRRS BNt Y.

or, if the
data.

19. A method in accordance with claim 18, further including the step of wherein if
a decision is made to commit the changes in data to the local computer, then all data
which is marked for being changed is first transferred to an archival facility at the
remote data recovery computer for archival. )

20. A method in accordance with claim 19, including the step of logging all write
activity, to be performed on a sector of a local storage device of the local computer, to
a file at the remote data recovery computer.

21. A method in accordance with claim 20, further including the step of providing
each entry within the file with an identifier which identifies the sector and local storage
device, as well as the latest data which was written to that sector.

22. A computer program on a storage medium, comprising:

a bootable remote data recovery operating program locally operable by a
central processing unit of a local computer and independently of a normal operating
system of the local computer; and

communication program means for establishing communication with a remote
data recovery computer.

23. A computer program in accordance with claim 22, wherein said bootable
remote data recovery operating program comprises a data recovery diagnostic
program.

24. A computer program ir';-'acco:rdance with claim 22, wherein said bootable
remote data recovery operating program comprises a data recovery application
program.
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appropriate di agnostic termned to exist in step 1410,

t he di agnostic amﬂmrlmmma ated at the local conputer, in
step 1430. ng-mlbmnostlc appl itcat'i oh * perfornms di agnosirCTafisszhes2dat a
recovery situation and places results in a file at the 5 Communi cat i ons
Server 68, in step 1440, for further anal$3is by the renote technician
and/ or other appications at the Renote Data Recovery Facility.

FIG 15 is a flow diagramof the portion of the Renpte Data Recovery

Communi cati onséfar d%&h@@@ﬂdaea&do%}y%ﬁhsﬁ@@.ekeeb fesemxs%gaent ati o0 and

opti onal accept ance l&% n@ﬁ tor the local RDR c ut er, of
a tegal agr eengommupications linkbetween ajaca cveptﬁ%rd@vmgﬁdgtaé&%ﬂemﬁ qu@eglf a
valid copy of idabverybf @itd anderremote dath rédoeery egputer; agreenent exists on

the distribution n‘eg ng%mke%lggﬁ ?ettﬁe lolcil &Qx%uée?g?dlthgg rﬁaa%rgggv P

not exist or it is RO appropri Version, ~an appropri FEVET O of
the | egal comppMterenent i s downl oaded to the | ocal site, at step 1520.

Fol I owi ng downl oadi Riginidimifle access to A recoveReproEiiddésident dt/iid renB& dadPr Opr at e
| egal agreenent is in ﬁl gce at step 1510, the 15 current date and tine are

noted, at step feement Reader application is t hen
activated at the Iodmgnmmmmgezﬁwce;tanét ep 1540 The Agreenent Reader

application allows fe@@ve?ﬁ H?tﬁgﬁﬂﬁfda{ar}?ot%&%m YR, u%p to i nspect the

| egal agr eenent, optlona cept t terms I hcl uded therein.
The accept/decline response made by the operator and the current
date and tine 26.e a@he mmethod ofilaim 255 vherein@he stdppdfestablishingt cdamatinidadosnowl edge

of the date an gﬁfgng REEE

accept ance be ﬁrr%%/ E@ réﬁevan ciors |ér%rtrg;e§so vc?}%pmeeno;t%oéwpb‘%%%l §put es
whi ch moderaea Jogd) areginglyvorts Avads e nrywenkand dnternet. FIG 16
Is a flow di agram of the portion of the Renpte Data Recovery

This 25 - prockbs. | & daRiiaEd sl ain B EchBria i Rstelu R 4R PeE, g o
RDR wor kst at i omedidm, comprisingy renpotely controlthe | ocal RDR conputer 20. A
| ogi cal connecti on § fpchlQoffpiiter &bociated with the data storage medium, the local computer
having a central processor unit, memory, and a normal operating system;
a remote data recovery éomputer; and
bootable remote data recovery program means to be loaded into the memory of
the local computer for operating the local computer independently of the normal
‘operating system and to establish communications between the local computer and the
remote data recovery computer;

wherein the local computer is remotely controlled by the remote data recovery
computer so as to recover data from the data storage medium.

28. A datarecovery system in accordance with claim 27, wherein the bootable
remote data recovery program means comprises bootable operating system means for
operating the local computer.

29, A data recovery system in accordance with claim 27, wherein the bootable
remote data recovery program means comprises data recovery diagnostic program
means.

30. A datarecovery systemin aécordance with claim 27, wherein the bootable
remote data recovery program means comprises data recovery application program

means. .
- THIS SHEET Ha
mislsiiiﬂtliliilreﬂieﬁm e -




step 1610, via TCP/IP mm,ml ﬂ y RDR workstation 40 which is
available to per M m 'a Recovery procedure. Additionally,
a uni que subdi rectory fd Iss session of Renote Data_Recover
created, atv&¥3%56520, on t he Netvvork Shared 30 Data Stor é’&g&{?ﬂwb‘%ff he

File Server 60. This unique subdirectory_is the repository for any
session-unique files created by the operéé of the | ocal RDR conmputer 20,
as well as any log files which the RDR Comuni cati ons Server
application or the RDR wor kstation 40 nmay wish to create. A | oop,

st eps 1640-1. 860, memmimbnwtdanm“dﬂxqiﬁnrﬂswhmhnbexwmmtacat i ons
packets from thg # Fﬁ@%&%ﬁ? %E%Eco%ﬁdaﬁts ggﬁ%eﬁﬁﬂpforﬁén%g&%x‘é@&\)erﬁs any
sgi

TCP/IP messages station 40, at  ste
"hang- up" nes@ﬂ@ll,ca?‘%n PrEgBMGABS spig dpta JeeolRay APR @e@mem

wor kst ati on 4Qlomxloadableﬁomuemﬁ&@aamtétevbﬁb@nbmoneﬂsaasmmﬁmm ually, the
RDR wor kst ati on operator causes WO 97/ 49056
PCT/ US97/ 10327 19

a "hang-up" nB2sagé data eeovenirysigmiie Accordangesvithhelaimody further comppising80, and

gguses a 1com'x'ddm‘dﬁusﬁ? hﬁﬂWﬂwﬁ%b@ryﬁﬂh&ﬁfoﬂ@ﬁe%ﬁa&ﬁﬁe&&ﬁ@m?@R conput er
, at ste i s | o ram.of the portion
of the RDRpCoM‘fO&R“im(Sﬁgd @8 Femote data recovery computer, tWe Sramusications chann

using one of the group consisting of a telephone line, a local area network, a wide area
network and Intemet.

33. A datarecovery system in accordance with claim 27, wherein the remote data
recovery computer comprises a display for momtonng data recovery application
programs at the local computer.

34. A datarecovery system in accordance with claim 27, wherein the bootable

remote data recovery program means comprises a program for querying a user of the
local computer for user information.

35 Adata recovery system in accordance with claim 27, wherein the bootable
remote data recovery program means comprises a program for querying a user of the
local computer for data recovery information.

36. A datarecovery system in-accordance with claim 27, wherein the bootable
remote data recovery program means is operable from the remote data recovery
computer so as to recover data from the data storage medium.

37. A datarecovery system in accordance with claim 27, wherein the bootable
remote data recovery program means is operable from the remote data recovery
computer so as to diagnose a data recovery situation on the data storage medium.

38. A datarecovery system in accordance with claim 27, wherein the bootable
remote data recovery program means is operable from the remote data recovery
computer so as to download data to be recovered to the remote data recovery
computer. :

R U
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appl i cation which respomﬁ meﬂ mmﬂj“ ving fromthe | ocal RDR conputer
20 over 5 the netwo hardware unit 69 which request a

renmote fil ewigw7iueoss opened "cr&at&d, or closed. The packedTroshedns a
file index which ranges fromO to the maxi mum nunber of concurrently
open files, and a sequence nunber which igsutilized to di stinguish

this request as aunique use of the file index. It is therefore possible to
utilize the conbi nata meathod fdr rdntotelp ckervening data droanciocal eofnputet, thedndtbsdri ne i f

thisis a 10 or ifthis is aretry of a request for which
Hphilieue SapeSE |

t he acknow edgrre due to _an,error in the conmunications-
channel 35. If it i doadingaremetedatapeeoveryaeplicatiopprogram from a storagemediym a pri or

request, at st @io inehidry bfthe focdlRon guteperbedb @dﬁﬂhﬁ&ﬁdnsr&twéeh%e local

d f th k 720, | d
equest . as | CompatandarPiveh 448 replgy sempi rBRek ferach of B reiaeE dad” o

open/ cr eat e/ cl oxovery applizasereptogramh bylthe 1o¢al corpwer; andeat e/ ¢l ose request is not
successful , as det eEéHn&él céﬂto?ﬁxfg&hé%@ﬁcoﬁ ﬁ@ﬂﬂ%@remomméﬁwmm s

transmtted at step terntlv det.er

step 1730, is t‘WS’E"“’% AVER gf??‘&'é‘eﬁiglﬂ@g‘t" §°'é dat3 nen t he
File Comecvoetryoompatera St ructures are initialized V\Athl n the Rempte
Dat a Recovery Communi cations Server, at step 1740, per the

open/ create/ cl ose request packet and 20 . then a Successful Ackpow edgnent’
is sent, at stép 1 éoneﬂwdmaccordancewﬂrplema%ﬁl%heacvmmnegtagstmﬁf t he

portion of the di3piAylap BEetied itd RESvefihfoBhation on a logdd Aispla hisbeiatelinith thee sSponds
to those packe? rr| v%g fromthe | ocal RDR conputer 20 over the
net wor k conmun %;g{ ardware unit 69 which request File Wite activity.

The first packet received is a Wite File Initialization Packet, which is
checked agai nst4;25 Ammw%mm&weﬂgmeésméw&wamm%d@e file

to see if it is retr of. a previously recei ved request, at step
1810. If it is fPHBYS®at this is not a retry, at step 1810,
initialization, i nchmk@mumm:mﬂmmmmmwhebcﬂyompuml | as
preparation of e, .dnitial file control structure 2620 is perforned,
at step 1850. P? % eterm ned not

a remote data recovery computer; and
remote data recovery program means to be loaded into the memory of the local
computer to establish communications between the local computer and the remote data
recovery computer;
' wherein the remote data recovery program means permits the local computer to
be remotely controlled by the remote data recovery computer for recovery of data from
the data storage medium. |

42, A data recovery system in accordance with claim 41, including means for
deferring all changes in data to the local computer until such time as an operator of the
remote data recovery computer makes the decision to continue or, altematwely,
abandon the changes in data.

43. A data recovery system in accordance with claim 42, wherein if a decision is
made to commit the changes in data to the local computer, including means for
transferring all data which is marked for being cbanged to an archival facility at the

———— remote data recovery computer for archival before makmg the changes at the local
computer.
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to be aretry, at st tialization has already been perforned
but the 30 acknow ed m l Illmlle to communi cati ons errors and so the

initiali 28&6% + skipped. dn+either case, flow proceggds E%

of FIG 1 |sthe begrnnrng of t he al gorithm which etermnes
how to respond to a File Wite Packet. ggtest is nade, at step 1860,
to determine if all wite data has been received to satisfy the entire
Wite le 10 3%nP GK&rdan &ﬁ‘?ﬂ i ved, any
data whi ch rg#rral ns W?gb@k # uf f rée\?isdxgl%?ﬂ gfq!ﬁ?& the file,
at step 186502818 alFIE activEY <A ormed on 3 gciQr ggmg{sttg@ cYi§868 §h§ now
de- al | ocat edlozhl corputet, 37 B filecar theaemote ldataeetvesy compinter. s sent  at step
1880 to indicate that the file wite is conplete.lf, during the test at
step 1860, it was determned that there was nore file data to be

recei ved, an4é&ppr dysiatareeovapy system in accordagsegyitivalaimgi4, wherein each entry within
PCT/ US97/ 103 the file contains an 1dennﬁer which identifies the sector and local storage device, &0

request i st cket .i.S f ted ent. at step 1890. This request-llst
requests thog}éﬂ ﬁ‘elatﬁtfi% Pg B/ ch data has not yet been
received and for which there |s avai | abl e buffer space which

currently dogg nol EiYesdvery¥¥temiadcordaficel@tiPelaim 41, mcludmg meané'Seldctdd® Wite

Dat a packets .arrive in response to File Wite Data Request
P data recovery events urggadata TECOVery process. g

47. A computer program on a storage medium, comprising:

remote data recovery program means locally actuable by a central processing
unit of a local computer; and _

communication program means for establishing communication with a remote
data recovery computer so that the remote data recovery computer is enabled to contro}
the local computer for data recovery.
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5 packets, a decision is made, at step 1815, as to whether this is a

retry or noiyo basess on .t he sequence nunber in the packePCTMBIW/1031% a
retry, then processing continues at Point A If it is determ ned not
to be a retry, then the packet data is copied. at step 1820, to t he

buffer which was allocated at step 1850. W28 he segnment nunber is

det er m ned not the appropriate sequence, at step 4 hen
the request-Ilig at step 10 1845, to cause a re-r@iGof 1
any segment (s) not received. If the segnment 1s e
determ ned -to be at step 1825, mssessthejcase in the absence

of . conmun ofY, a test is Mo pgf step 1830, to see if

file wite actiplty is = uJ cONrently takiikg ; If there is no file
wite activity, they—a-ffrle wit® is ini s00! : step 1835, of any
data buffers whi chromgyT unwittgn filp data. The request-éést is 15
then adjusted, at step I640, to take&int& account thase fife~Segnents
recei ved thus far, as well as any |™ | e ddie=RiB¥ers which &

free to receive nore data. Processing- t hg t¥layes at Pognt A
FI G 19 describes various packet handl eds which exi gt ji n t he emodi nent of
t he RDR Communi cations Server applicati do egdt packets &

handl ed, in 20 the routine comenci ng at si€p W00, \mp sendi nglan Echo
Acknow edgnent packet, at step 1902, Ahich c¥ntai ns a copy O —=my
optional Echo Data which was in the origpnal cho Request packejg
Fil e Read Request List packets contain/AA list of sednents of the file

ecei ve dat a.

for which the | ocal user is ready tqg
Li st packets are handl ed by e routine start:,&‘!r
performing the actual B8ad, 25 at step 1920 4 THD
at step 1930, in thetfowm-Qf Fle Read Da w/~
Packets, handl ed B3 & eynyne starting !&5,,;: 03922ar e

hese Fil e Read Request
g_at step 1910, by
ndi ng the data,
=eeeen Change
tested, at

step 1940, to see b=mop=are retries of a“packet already processed. This
test, as with many ot her packets, is perfornmed by virtue of the
sequence nunber contai ned within the packet. |If the packet is
determ ned not to be afretry, at step 1940, it is then
35 o : '
| Typical Local Site
Typical Simple Remote Data Recovery Facility
: 41
- '. E0.000.0E) 44
- H 1

[
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30 processed, at step 1950, by forwarding to the Renote Data Recovery
Wor kst at i ong¢ $/4056 TCP/ I P connection. Follow ng this actricanyssonos2rf
t he packet was determned to be a retry, a Screen Change

Acknow edgnent packet is sent, at step P¥@Eg to the |ocal RDR

conmput er 20. FIG 20 i,5 @sskawdi agramrepresenting a thread
of execution, sté¢nSwaldN2- 20038, 35 i!m '

G ot es conti nuous| in tRke
RDR Communi cati ongg Server fdpl i cati on f20 _-5 nonitoring Re a
ibn conneftli ons, and eisbeedd Af execution I Ch

Recovery Worksta ;
continuously handlfs nessapgs_from RDR workstati pn@M0 while they are
actively involv 8 ® [data ecovefgg Opera ‘ 490
PCT/ US97/ 10327 — =

The connecti o84 nonitB_thread, steps 2002- 2008,
whi-ch is known to all RDR workstations 40 on th
Commruni cations Server application wait st—et—aiep
wor kst ati on 40 p_establish g "D
wor kst ati on 40 . application,

di scussed | ater il 24— - | ogi cal 26
connection via thi NI ¥ shed on this
port,

y Typical Local Site

/ Typica’!_' Complex Remote Data Recovery Facility

== . .
W -

“m“mﬂ““ foo ocﬁ' XX o\ﬂrf/ s XX¢] o\]l

697 69”7 697

68

65
< '
* Communications Sorvef

Application

* RDR Workstation
Application - %

e

TCP/IP Network 62

* Customer Database

* Data Recovary Application
Library 60

* Redirected Client Fi!e'

Storage 64
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anot her thread of execution is spawned, at step 2006, which handl es
messages f rwooriagess RDR wor kstation 40. The RDR wor kst at iF&T/URF7HM2E
connected is noted, at step 2008, as bei ng capabl e of processing
renote data recovery service. Those RDR é@tatl on 10 connections so
noted at step 2008 may be descri bed on the operator's console of the
Communi cations Server 68 in a Wrkstation Status w ndow 2320 as shown in
FI G 23. The thread, steps 2010-2075, which is spawned,
at step 2006, as a result of the TCP/ 1 P connection, is responsible
for handling all TCP/IP nessages sent by the RDR 15 workstation 40. A
separate thread of this sort exists within the RDR Comruni cati ons

Server application for all RDR workstations 40 which are currently

established as potential providers of renpte.data recovery service.
These threads begin receiving nessages as the operator o

wor kst ation 40 perforns activity in the per f ormance of H%atﬁ
recovery. 20 Specific TCP/ I P nessages are generally

forwardi ng these nessages to the | ocal RDR conputer 20 via various
packets over the communications hardware. TCP/ 1 P nmessages whi ch
represent keystrokes are detected,- at step 2020, and forwar ded, at
step 2025, to the Iocal RDR corrputer 20 as Keystroke packets TCP/ I P
nmessages WHT CT . VESSages ar e de D adpp0, and

p
f orwar ded, }25 at step 2035 to the |l ocal RDR corrput er 20 as Display Data

packets. Sfmlarly, a y e i s detected,
st op AR R

O caus he | ocal RDR cofgputer 20

2040, and forwar ded,
to hang-up the tel ephone connectl on. The remai ning TCP/ I P negsage
type is thg ) bhich occurs as the result of fhe
Wor kst ati o SRR ng 3hb RDR Wor B4Rat §on application. 3@10jWen the
" LOGOUT" ed, at 3t pivatdRElto! | APPHSGRS % 8108 anP0S APIs
Conmmuni cat ifons Server} appl i cati on] commatications | rddBbctedinto coimmhicating | RDR
wor kstatio -1~ subsystem subsystem)
Private API Local
ale
{Pass-through to 318 H.DR .
joperating System) Communications subsystem code Application
_ 308
Private AP} : : S—
{Pass-through 320
to'BIOS) Remote Data Recovery application code
-«
340
ll:ative OS or
Data
Operating System acovery OS
306
<
360
Basic Inpul/Output Subsystem (BIOS) Typical I1BM
' : PC organi-
zation
Hardware
e
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40 is no longer ready to process renote data recovery services. The TCP/IP
connection ksobdes! 0osed and this thread of execution tem napepuseioxtzep

2080. FIG 21 is a flow diagramrepresenting the overall
operation of the application 35 which cgpééol s the RDR workstation 40.
Upon invocation of the RDR workstation application, at step 2100, a

| ogi cal connegttorm a0l i shed, at step 2110, with a

Comuni cat i Oftﬁoeiﬁﬁoﬂppmmﬁicat ion via a pre-determ ned, FPF! @P/ I4 port
on the DR Conmuni ca¥'i ons Server 68. A | oop, steps 2115- 20, i s then
entered whic * WD 97/ 49056

PCT/ US97/ 10327 o | 402 22

waits until ¢i !”ﬁ‘ég:g:ﬂ%um'r’ks/t ation Operator requests that the application
be exited, af step 21415, or, a TCP/IP nessage arrives, at step 2120,
fram t he RDR CTomrunijcati ons Server application requesting the start
of a Renpte Data Re ‘v'ci’y'-écooiuu. Tre CommrcatTors—Server—68

i ssues a TCP/ | P re _Start a Renote Data Recovery 5 session at
step 1610. THis request 1610404 detected by the RDR workstation 40, at stef
2120, and a Aollection of dows 2410, 2420 and controls 2430, 2440 are

drawn on DisplapMpmorenlesskist at i on console 44, as illustrated in FIG 24,
Computer Screen;

Accept Response fr_dii;' Selection = NewUser
LocalUses | 1
- | Selection=Pre-Registered

410

Options include:

Gather Hardware Conliguration

1) Registeras & | - o
[NewUser §¢13¢g]on_5xlr information by interrogating the system
2)Periorm Remots - ] _ _ 412
rnm Recoveryasa | 3 L

Pn.' registered User i Gather User Information and

3) Exit the ‘pp“c.“on . Description of Problem

from the Local User

r42—0 414
Establish Communication with
. - Establish Communication with Remote
R‘:’::'g:t;m:::xz 5::1“" Data Recovery Facllity as 2 New User
A
_ 406
4 Y
430
Remove Private APl's Successiul
-and: APl Hooks Connsction?
X A40 Vau
Failed Connection { Handle Al L4850
Dialog Remote Activity
{Call Step 500)
- h
_ 47 Terminate
v L 0 Communication 80
C __ - ) So:ilon
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The nacro control

such that awo 9498 of any i ndi vi dual

mul tiple, pre- 10

are provided to allow the
for display on the RDR Iocal

buttons 2430 are provided to allow a "macro" capability,

configured keystrokes.

capabi | i
conput er

5y28f

consol e 24.
ssa&es whi ch have been sent by the |ocal

button issues the equi VEF&F7/4327
The status control

At

butt ons 2440
speci fyi ng status messages

RDR corrputer 20 aHamﬂepllBiﬁbﬁte 3 quent |y forwarded by the COEnIml 5,\/

15 Server 68 § received via TCP/IP are renderkd

2410. Thus, shows all screen activity perforned by those

Dat a Recovery pli ratu n Prograns 300 operating at the | ocal RDR

conmput er 20. At dtBP42135, any keystrokes fromthe RDR

wor kst ati on keyp ?ardm ﬂ“&ﬁ serfl via TCP/IP to the Conmmuni cations

Server 68 for f ﬁi g“! A9 15025 to the local 20 RDR conputer 20 as

keystroke packefs. T ystroke packets are received by the | ocal

RDR comput er 20 asPRARMYCW sst ps 750 and 755 in FIG 7, thus allow ng the
40 to control

operat or of the

Prograns 300 operating

t the |l ocal RDR conputer

20.

the Data Recovery Application
At step

2140 any Difspl ay Data ssages V\/m ch were specified via the 25 activation
of control (buttpors : iba TCP/ 1P to the Communi cati ons Server

68 for forwarding 203HdrR0AP to | ocal RDR conputer 20 as Display Data
packets. Thes dritidicaibihs cdrrput er 20 handl es these packets by copyi ng
themto thg | ocal scrggats at step 742. Additionally at step 2140,
these Displlay Oat ygwhsstegeso)ar § rendered on t he wi ndow 2420, such
that the wijndow 2420 nmi ntai ns fjan accurate representation of 30 the

appear ance-fof the Tocal] RDR conput er consol e 24. When, at
step 2150, |it is deternmpfned that the session is conplete, a "HANG

upP" messagsg is sent to

and 2420

g—-No

omplete
ommand in Loca
Keyboard
Buffer?

he conmuni cati ons server
520

Yes

68 and the wi ndows 2410

No

Inactivity
Timeout
Expired?

530

"HA

Command =

NGUP*

Pass the Command to |/
the Operating System
Yes Native Command-Line
Interpreter
y L

C . return

550
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and controls 2430 and 2440 are cleared, at step 2155.

FIG 22

cont ai ns depicea¥49m86 of conputer screens representing forns di BEFE§ERZE

on the | ocal
fill into
the nature of the present data

PCT/ US97/ 10327
proper di agnosis
service is

FIG 23 cont
coimruni cat i
Renot e 5
A Comruni cati on

Channel

St at us

nmonitoring of the dtatus of each

channel

node, a guest node,| a new user

or may be off-line.f Additi onal dontrols may bg provided to facilitate
No ' 610
ny Complete
Packets in Recaive No »
' Buffer?
v ,650 _
Yes 6 1 5
Send the next ditty | L 4 L
screen line description Examine All Packst Raceive Structures
{Cal 1170) for a matching packet type
620
Found a
malching packet Yos
receive 40
tructure? 8
Call the packet handling routine
No associated with the matching
] 630 receive structure
L (See FIG. 7)
Ignore the packet
. -
~_655
Any Packets in _ Yes -

66. Each LAN conmuni cation cha

node,

di splay 24 which the user of the |ocal
provi de information reg

Information relevant to the

ry Facility to-nanagewt
W RGaOHaratid?s inS
CR#deivg Buttdr LA

an acti v

RDR conputer 20 may

Lng the identity of the user,
Iosggéauat i on and the correspondi ng
ation and ot her

servi ce desiAted. er, | demN i f¢
i's ascertained t&‘%?' e”'éor;n. ?L )
97/ 49056 otnmunication tvents

r el evant

FlGe"6

e t%% dm nistrators of the
ni cati ons server 68.

rovided to facilitate

comruni cati on

y be in a waiting

data recovery node, -

Transmit y

Space

Buffer?

Available in
Transmit

660

el ]
1 670

Append Packet to
Transmit Bufler

SUBSTITUTE SHEET (RULE 26)

Y.




10 mai nt enance and confi guration of individual LAN comiuni cati on channels
66 or the WO97/49886muni cations server 68 as a whol e. Additi oREFU$I7/H0327
Wrkstation Status W ndow . 2320 is provided to all ow nonitoring of
t hose Renote Data Recovery Wirkstations 4f28 whi ch have established
TCP/1 P connections to the Comrunicationg Server 68, and
I ndication as to the g

Recovery — 18°gye ¥ialeogtn!op!
of conputer S EbSEALK Wy

76ét”hose Renot e Dat a

REG F

di spl ay44. MNe pen _ S kst at'i on 40

control and to nDnltor output fron1 RDR conput er 20,
and to ’ ] tthactuaI screen of
t he | ocal " put V\nndOV\/24194

3 ) Thl
4 @oppto ECHO buteni t O
er 20 The macr

IS ou t
enabl es the o ﬁ? 'gtj
appllcatlon. run ﬁﬁ'on th

"buttons 2480 -
send frequentl y-used keystroke sequences to t
20. Use of the stafjus Zp4 control Juttpﬂ@ 2407 aIIo

e | ocal RDR conmpufer
tm oper at or of th¢4

0

2

oI StEtus |||::ooo.gco

di gm,ay 24.\T ecpﬁ;&g{g‘}?ﬁ’gﬁf
a

RDR wor kst at i e pre= Ceomhi g

to be displ TgtoIh
eﬂ‘e'c%n@olgﬁéi

Local D spl wi ndow 2420

of the | ocal conput er digplay aI | ows the operator
RDR wor kst ati obn 40 to renngh re—of—+h€ status nes
30 di spl ayed. FI G 2) cont ai ns descrptj
structures utilized in an enb dip‘pfs of/t he | ocal

300. Di agram 2510 descri bes gmCutgorTyg
structure. This OPD 2510, and any OPD s whijchNate Lirke
list pointer 2511, conprise [t heResehFimpduwsi qn queue Wit hin t he

/732

Acknowledgemen

]

Mark screen change as
118 being no-longer in 74

9

6

: transit
( return . ) C return '
4

~

734

750 760 ( ot ) ,770\
(Keystroke Packet) Giie_read_packet) ( Echo Request
_/

752 172
In Correct :
Copy packet data to Sequence? Yos———> Copy packet data to
tocal keyboard buffer ECHO reply
1
No
,754 ¢ ,766 ,764 ,774
Send Send Revised Request Copy packet file data to
Acknowledgement List Packet buffer Send ECHO reply
,756 ,768 r776
' ™~
( return ) ‘ raturn ) ( raturn
e
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35 Conmuni cati ons subsystem code 318 of the |ocal RDR application 308.
The r apdiondsuseof the data structure consists of pairs ofpcrhigfenky
Length fields 2512 and Fragnent Pointer fields 2514.' Any nunber of
such pairs of Fragnment Length fields 2512 and Fragment Pointer fields
2514 may exist, until a pair with a zero 8/&8hent WO 97/ 49056

PCT/ US97/ 10327

Length fiel di s sang Pdedetr e\ BUD6, which term nates the |i st (F‘Gs Bch
r f, t

pair coptiotdewAIT Aegi pn of nenory which conprises a po

out goi ng pac is a classical "gather-wite" approach which
allows the coll ecti ¢n of various portions of the outgoing packet to
be collected fromw|dely separated regi ons of nmenory. 5 Di agram
2520 illustrates a letar—Frte—Cort+ol—Stuettre-—{ocal—FcS)—re—sueh

| ocal FCS 2520 existls for every potentially concurrent instance of an open
renote file wift hi n the Local Renote Data Recovery application 308.
Further insight int¢ th of this data structure can be gai ned by
ref erenci ng | ‘ns of FIGs. 7, 9, and 10 as well as the

detail ed deqcri pQuesstonssoc|ated with those flow di agrans. The | ocal 10
FCS 2520 cont ai manamiSkidhus Fi el d 2522 which represents the current state of
the file, ad : '

\8{0
WAIT for v

-

ACK? T 840 ' 2
Handle Ail
Communications
Events (Call 600)
No
l ,.835
Fandle Al 850
Qommunications No
Events (Call 600)
860
No~—p
Yeos

[ 3
-

Yas

870

Retry Count No R

Exhausted?

890

\{
. 880

Status=Success

Status=Failure

A

{ Return ) |
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currently open, currently closed, or in some internediate state as

comuni cat i a6 97749056 occur. The Sequence Nunber Field 2524 i spairreseaeo3pyi or
to the initial comrunications for every renote file read, wite,
open, create, or close attenpt. As such, the Renote Dat a Recovery
Communi cations Server 68 can deternine whé@f@8 such requests are 15 new
requests or retries of requests for which the response was |ost due to a
comuni cati ons er 2 reount ed on a per-request basis with the

Retry Count el o 2 Qhat a linited number of reF ang
attenpted before\a ) is aborted. The Current Fi ser
field 2528 is uti+zee ain a record of the offset in the file

as used for stream oper tlons In order to protect agai nst requests or 20
acknow edgnents which arle | ost due to comuni cations enrors, a Tinme Cut
Field 2530 exi st Q all g%det ernination of whether sufficient regql
time has el apsed betw#€en the request and any response fo that
request. Whenever Sufigiued met ™e has el apsed, it is heBya&h Wanek
that either the ™egueRémote?t heesponse f"b that request has lmeﬂelbﬁsilmose
During file read opegati ons,~a Read Request List packet is

t hose 25 file segne vhi ch are desired but not yet received. Files are
transferred on the basig ) of quantumunits called segnents, the
segnent being a fixed sijze sequential fragnent of the file. Any file
data transfer packet cogains at nost one segnent. The fixed size of
the segnent is predetermpned by the programrer, and is based on

conput at i onal i file system performance, and in

consi derati on of )acket 30 size. The Request List is
created with an | ni t¢enstre@@nent [val ue equal to the Next : Segnent To Be
Recei ved 2532, d r apptepriade as rany sequential segnents as possible

wi t hout overrunnj nCredte ABquast, Sdgnents Left to Receive Field 2534. Any

i OpemRequesttor vg¢d out of sequence are di scarded and

loser RequesiPacket | Read Request List to be created and

pl aced in the tramsntsstomrguene at step 766 of 35 FIG 7. Also. any

ti meout condition causeg a revised Read Request List to be created

/930

Send
Create/Open/Close
Request and Wait for
ACKNOWLEDGE
{Call 800) -

940

Set the return status
par the received ACK

()
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and placed in the transnm ssion queue at step 1030 of FIG 10.

During file WPi¥@"8erations, a Wite Initialization packet | ECEBRP7 PR,
Wite Initialization packet including a starting segnment nunber and a
total byte count. This WO 97/ 490540728

PCT/ US97/ 103
Ftlheewgﬁpe‘a ions Server 68 to request file seE as1Q

packet allo

Comuni catio hu¥fering and |/ O subsystens becones ready to
receive file gegnents. The Conununi cati ons Server 68 nakes such
requests for file sggnments by sending File Wite Request List
packets, which are &oce iéad at step 712 of FIG 7. 5 The data strg@ég

fields First Segpe ted 2536 and Segnent Count Requested

are taken direefly from ke File Wite Request Li st. packet. § e Ndifge DA% 2
S & BERIMWritk O
utilized to det er m ne Wmch file s

packet (s) ar et ischife Femeted
Send field i

pl acing in the quesg, | ong as the Next Segnment To Send is within
t he range described jby the First Segnment 10 Request ed and the Segnent
Count Requested it Ye azawd that any difference bet ween Next
Segnent To Send 254@ a st Segnent Requested 2536 is due to

packets which are in transi{. Receipt of a File Wite Request List packet
with a null Initialize File Control
Structure

”

1030

Send File Read
Request List or File
Write Initialization
Packet

”

1040

Handle All
Communications
Events (Call §00)

1050

Request
Complete?

Yeos

| Aoso

Successiul status Yeos

1070

Retry Count
“Exhausted?

, 1080

Yes
C Return >- Failure status 1-——-‘
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request is interpreted as successful conpletion of the file wite
operation. WO 97/49056 Di agr am 2560 descri bes Screen Li ne ChEBR§&IS97/10327
Descriptor (SLCD) data 15 structures used to keep track of which portions
of the virtual screen witten to by RDR leaappl i cati ons 300 have not yet
been successful ly transmtted to the RDR Communi cati ons Server

68.
There exists w thpa—th cb-a~pair of fields, the First i Lty Colu
2562 and the Las{ &ibdvwhitd 4Bk 4564, for each line of char actErlﬁ thé* ‘jn
screen. This pai N of fields desgribes the inclusive range of %o ns* wht ¢
contain 20 nodi fTed bUf as yet untransmtted data. FIG 26
contains descriptive drap ngs of further data structures utilized in an
enbodi ment of the | ocal ¢ gPlication 308 as wel|l as descriptive dravvl ngs
of data stfuctures utilrzdd in an enbodi nent of the RDR
Communi cations Sgrver applicatign. The data structure
descri bed i n Fl GCdpp tainteZial Screen [t he Packet Receive Control 25 (PRC)
structure. The PRC rendition buffeed HQy t he RDR | ocal application 308 to decode
i ncom ng packets| maintain statijstics, and transfer control 9 t he routines
of FIG 7, ich are respansible for handlin P c type of
i ncom ng packet. The Pointer Link to Next
field 2612 is utilized t r’rqii?.bai n a collection Qfcreen line dBstiptoplr UCt Ur es
i na classic singlyetink isi. .. The Packet Type i
mat ched agai nst hgpm fegled df i nconing packets, and |deternmines whet her

this packe}l t (3,“1{? dl ed in accordance with tlhis PRC or a
subsequent PRC. ructures i dket Type Nunber field i3 equal to the type
field of the incoqﬁ'

aﬁg‘rm"| He Packet Count g+ f i, 8 112816 i s

increnented to npig stijcs, .and the soft ggfh&e poi nt ed
to by the Pointe Il er Routine fiel€ J‘%@m; St S8t o YeancH#
the 35 processing of tjhe incom ng packet. -,,,,a,,sg Jata structurke
2620 is the File Controlf StAd80ure (FCS) as utilized Wth t he RDR

Conmuni cati ons Server 68. One sgrver FCS 2620 exi sts for| every

Send the next dirty No

screen line description
(Call 1170)

any screen lines
currently
dirty?

h 4

return . No '
=D : i

put the next dirty
screen line descriptor
in the transmit queue-it
is now “in transit"

Gcroen Read HéoD
l {1 180 +

Copy from inte}nal - t
screen rendition buffer | . return
C raturn ) -
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Conmuni cati ons Server application.

data structure

FI Gs. 18 and
t hose fl ow

currently cl osed, o
The L3 S
read, wite,

are new requ
| ost due to conmmuni

Pre-registered
User of RDR?

i Hagdie IncomifighCal
which represents the cure

(g l Soice
Communi cati dns SerWe appl

atid1% errqr.

New User of RDR?

“the
Jer ver
¢nt state of

C
C

FCS 2620

I nstance of an open renote file wthin the RDR

PCT/US97/10327
26

into the use of this

the file,

Retries are counte

d (BRie® Browshglot Mamkbting intdriidube; Beddiiglionsr d
before an opggnade Optlonk,Sste2bor t.ed.
acknow edgnments which are | ost dye td
Pérmit Downibad ol the RDR appticatioa(s) andinfthuktidng
er suffidient real tine Hoxusel apsed bet ween tlhe

contains a
as current

Furt heg,i,Rai ght
can be gai ned by ref L?é#g ng the flow diagrans of
detail ed descriptions associated with

m _.Fi0122622

in some internediate state as conmmuni cati ons occur
p Field 2624 is checked on every renote file
e

, or close attenpt. As such, thgg@@R
catip ' requests

r equgisbie ahifdfin BYRIdE

havior, inchuliifgs PONgE Was
gn a pelﬁy?reqLest 10

—h

I n qrdeg

1225

-

1235

Yoo

Authentic
Praregistersd
User?

K

Gather User 1

Registration Info |~ 230
and add to Databass
!1 238
oK 1234 Negotiate a Time to
Resume as 3 Pre-
10 procesd o¥ registered User
{See FiG. 13)

Yot

]

Perform Remote Data | 1250
Recovery Diagnostic
(See FIG. 14)
'
Send Legal Agreement| 1260
with Terms of ud
Recovery
{See FIQ, 15)
1270

Agresment

orms Accepte

1280

Yot
2

Perform Remote Data
Recovery
(See FIG. 18)

No ’1’

to

" tetminate the

K 2
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request and any response to
el apsed, it WQ9W490
t hat request has been | ost.
Act ual

cl ose requests.
Li st packets are responded

t ly perform ng
read as specified in the refjuedbtidé cillbagid subsequent |y
requested file data as Fil e\gead Data pacKet(s). Should a Read Request

Li st packet arrive while File Read|Data packets are being sent

that a packet- vvas!l OSE @E;e to communi cati ons érror,
the prior sequence of File shoul d be halted and the new

be assuned

Read Request List should be
structure during read operafj
First Segnent Requested 263P
fields are filled fromthe
are adjusted as
transmtted.
Initialization packets are
operation. The Wite File |
for the Current File Pointef
Segnent Count Requested 263
menory is allocated p
resource utilization. The
the Total Nunber of Segnent
Buf fers 2642 are set to ref
all ocated and their
arrive,
the file. Arrival
Segnent Buffers 2638.

of

hen assuned that either the request or th

File Handle field 2636 is used to}8428 the actual
utilized by the systemfor referencing this file in future read, wite,

bontents of the

t hat request. Wenever sufficient

gerdBsiige ¢ o

or opened, the
file handle

or

R:ﬁjest

As files are created,

Read
uaI
ndl

During file read operatlons

it should
and

Rel evant fields of the FCS data
Qurrent File Poi nter 2628,
Request ed 2634. These

Read Request List packet,

rﬁ)egg %‘é‘ﬂwg?ne

egmﬂt unt

and

t he associ at
During H

d File Read Data packets are
|Ie1 l{dte operations, Wite File
recejves t04 define the intended wite

N cket provides i nformation
#%%Zﬁhbxﬂﬂe&) gment Requested 2632, and

| shargd ga,, le Eile| Server FCS 2620. Additionally,
eIt and tgueest

nd in consideration of system
requirtingrieof this Free Segnent Buffers field 2636,
fiebitbaBm 2640, and the Pointers to Segnent

S
»]

menory | ocati orn.
they are placed into avail

of - segnent buffers
As Wite File Data packets

133gfers and scheduled for witing to
M |1 decrement the nunber of Free

b

v
application for viewing
the customized
schedule file and
selecting a callback

time

1340

Callback
time selected by
local user?

No

Yos
, 350 1360

A

Send description of
further options to local
user

Add to schedule file

=
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and successful witing of those segnents will again increnment the nunber of
Free Segnent Buffers 2638. File Wite Request List packets are

formul ated by utilizing the Fi rst t Requested field 2632 as a
starting segnent nunber, and the nunber of request ed segnents is
limted by either the nunber of Free Segnent Buffers 2638 or 5 t he
Segment Count Requested 2634 fields. First S Req Agd 2632 and
Segnent Count Requested 2634 fields are i ncr sand rement ed,
respectively, as File Data _pa arri ve, such that they maintain an
accurate description of the Afil data remai ning to be received.

It will be appreciated that tﬁé"‘b’f“&!wsﬁ'%v ntion may take on nany

variations of 10 the above de bed _enhedi ments. The principle of the
present invention is to allow di agnosi s of dat a storage devices
and/ or data recovery by a renote daja recovery conputer. In sone

cases, only the diagnosis is carrigf out renotely, as the user may

i 4¥8ry. In sone cases, the recovery
and the recovered data re-stored
maRy—epses, the data may be

is performnmed at the | oca
on the local user's storage

No
L 420

Download Current
Diagnostic Application
to local computer

1430

r

Activate Diagnostic
Application at local
computer

L 1440

Copy Diagnostic
results to File Server
for further analysis

A

=
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drives 65, restored, and saved on a new storage nedia which is then sent to
t he user wo saggbser pi cked up by the user. In sonme cases, dpoRARd7HRbLA

may be downl oaded to the RDR network shared drives 65, restored, and
t hen upl oaded back to the | ocal RDR conputer 20. It will be.

appreci ated that these are but some of tH&/@hy scenarios that 20 . nmight

occur under the principles of the present invention. It can

be appreciated that automated, detailed Ioggi ng of not evvorthy events,

i ncludi ng chat conversation | eg eng dat a
recovery - appl i cations useﬁid A@,beme,wou d be flaGeye 1 naI ysi s of
busi ness trends and as refekence rial for any dispute which m ght

arise fromtinme to tine. Theretore,] The preferred 25 enbodi ment of RDR
woul d i nclude a neans for |ogging gvents such as the foll ow ng: 1)
Connection start: date/tinme, clientg job-id and phone nunber, communications
channel type and speed,; 2) Q ver Diagnosti c/AppI i cation
program start and stop dates/timé as any reports from
said prograns; 30 3) Al ation, 9; nessages (in both

di rections);. 4) Al |egal subm't client response to
sai d agreenents, all : ppEnt s or suppl errents; 5)
Conmpl ete logs of all data sectors d|fi ed and their |prior state; and
6) Connection termnation date/ting. 35 It can be appreciated
that the performance of data recovery i nvol ve postul ati on of
hypot hesi s which may be prqg as the recqvery process
continues. Therefore, is dgsirable to all ON the abilifty to "undo" the
nmodi fications perfor redogv% g storage d¢vice 26 if such
e . loa %urrgg
nodi fications are subsequert| Y Agreement :
h 4
530
Note Current Time
(Agreement
presentation time)

1 A540

.Activate Agreement
Reader Application at
local computer

l 550

"~ Note Current Time
{Agreement
acceptance time) and
customer response 1o
Agreement

4

=
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determ ned to have been base
i nappropriate. In the prefer

PCT/USS3/10327

d on incorrect assunptions or are otherw se
red enbodi med8/28 mechani smis provided to

defer all changes to t ocal storage dew til gSpeh tine as the
operator of the RDR woy lpetierin Rematedieg t he jon onti nue or,
alternatively, abandon said anges. |f the decision is nmade to commt

t he changes, then al
transferred to the RDR faci
actually witten to the |oca
i npl enent such a necha
activity which would be

file resides on the network
data recovery site. Each ent
whi ch identifies the unique

data which isjmarked for being

changed is first
ity forjarchiqgal . Only then is the new data

62 26. The preferred nethod to

i Samd isessionishanta ff il e which logs all wite
peastagertednyon jt he | ocal storage device 26. The
pavailathetem®e DBt or age device 65 at the renote

[y Wptksiationtvide f§i | e cont ai ns an identifier

represented, as well as the
It is effectively a"wr
diagram of the 101 ogic |aye

sect oRCBH® | oca] storage device which is
' ch was witten to that sector.
i te-cache”

. FIG 27 is a flow
r withig thtb3bcal RDR 15

whi ch i npl enents t he capabi
to the'local data storage de
storage device 26

appl i cation 308
t Yeorodte aWwhided NOj

any nodifications nade
subdiredtry fohlall fileé } enpts to wite to the |ocal
redirected trom local :

computer

1640

Procass any incoming
communication
- packets
(See FiGs. 17,18, and
. 19)

A650

Process any messages
from the RemoteDR
Workstation .
(See FIG. 20)

1660

*HANGUP®
message
raceived?

NO

Yes -
L 1670

Se_nd' *Hangup®
command to
Local RDR Computer
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enter this 10logic layer at 2710. If the requested sector(s) have not been
previously WwO97/49856tten there will be no existing entry in theCT/ogytiose.

If this condition is detected at 2720, a Iog-file enty will be added
at 2730, and at 2735 the data to be wittep be 20 witten into the
log-file entry. If at 2720, it is det ect elf 4£n§t t he requested sector (s)
have been previously witten the existi ngF Gl y will be
updated at 2740 with tfe  Handlpew d2ya to be t the il'he will therefore
exist in this log-file &P'W?ﬁ)"’&hﬁ"t e current data for every sector
whi ch has been witten™s Lo _dat’'a recovery session. Al attenpts
to-read the | ocal storage deV| ce 26 enter thiis 10 layer at 2750. If at 2760
it 25 is determ ned that equgytygd sector(s) do not exist in the

| og-file, i.e. they have ntt peen witten during this session, data
is read directly from ite disvhisa at N770. |If _at 2760 it is determ ned
the request ed sect or ( s)\Hepeak Raquest? t'he Iog-ﬁ’l e, 1.9 the sectors

have been witten during i = i
log-file to satisfy the€quest This gives the Jappearance to data
recovery application progr ansNe30 17ano that the sect i
written, but these wiftes are" lnueeu pf fectivel y

| og-file. Opery@reateClose Fllef | ow di agr am of |t he application which
mani pul ates the |og-fifl es PeyPacket b ndonnent of changes,
the commtting of the Mew dart g ‘ potentijal restoration of
original data. Sectors which @&e 4 heety 35 i nappropriately
nodi fi ed can be "undone" at 2»10 by renDV|ng t he correspondi ng | og-

file entries at 2815. Wen j gcomgysgesirable to commit all nodifications
at 2820, t he ori gi pa ghp algut to be overwitten, is transferred at

2830 to a file on the #tt Wlakescl Qt t ached,st or age,device 65 at the
renote data recovery sihg sgﬁgg,ﬁlﬁ%erl gl nal dat g§l og-fille

A740

initialize
File Control
Data Structures

L A750 A760

Send Success ACK Send Failure ACK

=
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is then archived at 2840. Finally, since the original data has now been
safely archived, the log-file dataéﬁzélsed to nodify the | ocal
storage device 26 at 2850. |f, for whatever reason, it is deened

appropriate tg restore the Iocal storage device 26 to the

state, it is (WleFile|DatatRackshHo al | conmitted $r63h| 51 8se

t he ori gi nal s LZh was transferreuWﬁhdmemmhuubw at 2830 and 2840,
respectively,
2880, and all sectorfs so noted in this origi
restored at 2885 to fthe | ocal storage device 26, |gaving the |oca
storage device 26 infits original state. : It istob
under st ood, that al though numerous characteristics|and advantage

with details of
di sclosure is cheanhges may

F‘strat% p K
especi al |y i nngat ety 7T, Yar a @MM’Y"Of
within the princh the invention §o the t indic
br oad gener aNyr€ani ng of the ter I N whi ct ¥ apper_lude C

expressed. ’
- N 1820
cépy Data to the Buffer No
B! (1 850 Yea
In Correct o Allocate Memory 1865
Sequence? o> - Buffers and initialize o
File Control Structure Complete all writing of
file data
Yoo |
Fite Write in
Yoo
Progress?
1870
Deallocate Memory
No rgaas Buffers
Start File Write
v %0l | 1880
Adiust ' Adjust File : .
d;ussl.::I:wC'::mrol Control Send Completion
_ Structure Status
L ~@
- IAI
! 1890
e Send request-list per
File Control Structure

P

=D
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[err] 30 VWhat is
claimed is. WO974956 A nethod for renotely recovering data PCAHSA7E33Y age

mediumin a | ocal conputer having a normal operating system thc
met hod conprising the steps of. g ading into a renovabl e nodi a
storage device of the local conputer a rer‘r%</ storage nedi um

i ncluding a bootable renote data recovery operatl ng prog ﬁrecj gd
t her eon; | oadi ng into nenory of the | ocal ot h

boot abl e renpte data recove@/ operating progr amfromthe remmyvabl e
storage nedium the bootabl note data recovery operati

i ocal conputer and mdpencﬁwhwd of
nor mal oper at i ng EshosRequest Packet est abl i shi ng cr‘rﬁy‘;uegﬁ_mcpggkebe ween
the |l ocal conput dat a recovery cowq
operation of the renote}jdata recovery operating program by he | ocal
conputer, and fﬁﬂ)tel y controlling the |ocal crrpu‘tgazo by the
renote data rec wher eupon dat a oa—t-he—s¥erbge—npdi um of

the | ocal conpufer _can. he npsed and rectified h o erption of
the renole data regﬂﬂ}&?‘s“ ut o P“?W"‘L{ﬁa read

,1 904 ,1 930

N Send the data per the
return ' request-list

i r1 935

( return )
1938

@een change packe}

Already
processed?

v 1950

Forward packet to
remote Data Recovery
workstation '

{960

Acknowiedge the
R packet

1965

)
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- further

2. A nethod in accordance with claim1l,

gueryi ng a oo al/49056

renote data recovery operating

establ i shing comuni cation with the renot a
e wth claim

3. A nmet ho
queryi ng t hc{ Monitot Workstatien
t hrough oper &f i oforsectione r
| ocal conputer
data recovery conput

ut er

i ncl uding tHe step of que

user identifying inf

ornmation thr

recovery operating fdrog by th
22008,

comruni cati opnwith
REPLACEMENT $HEET
2 3 NOV 1999} waittor a TCP/P
connection from any
RDR Workstation

2006

Spawn a new thread of
execution 2010 to
handie this new RDR
Workstation

2008

Mark this workstation
as ready to process
remote Data Recovery
services

reno

user for data recovery infor
te data

further including the step of

conput er user for i nf or mat i on through oBETASPBHIET te

program by the | ocal conputer prior to
recovery conputer.

I ncl udi ng the step of

2010r ecovary operating p og ﬁ by 210

on with the renote
accordance with claim 2,
| ocal conputer user for

furt her

Wait for a TCP/IP
message from the
RDR Workstation

2025

Forward the Message
to the Local RDR
Computer via a
Keystroke Packet

Keystroke
Meassage?

No
/2035

Forward the Message
to the Local RDR
Computer via a Display
Data Packet

Display Message?

No .
2045

Forward the Message
to the Local RDR
Computer via a
HANGUP Packet

Hangup Message? Yos~p!

.
No »>

Logout Mnssaée?

Yas
L 2075

Mark this workstation as not
ready to process RDR-services
and close the TCP/IP

connection

2080
b ]

h
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[err] 31 5. A
nethod in acowpaus®s6with claim1l, further including the step BETMASHI/I032T ng
operation of data recovery progranms executing on the | ocal conputer via a
di splay at the renote data recovery ggpguter. 6. A et hod
I n accordance with claim5, wherein the step of nonitoring includes

moni toring the storage medi um containing the renot2i0ata recovery operating
program for - data recovery appligation proga : hod
in accordancc with claim11, further i‘ncmuilmglic!m stfep of ‘E‘i’@'-i ?1
operation of data recovery prograns e | e | ocal conputer by a
conput er i nput device at the renmote da}a recoy81§0conputer.

8. A nmethod in accordance wt urther | ing the step of
controlling appear ance of g'ﬁh@gﬁ:ﬁ% Emgﬁﬂxﬁébhgcal conputer by
the. renote data recovery conput e, . Y. t hog i n accordancc
with claiml1, further including the step of nitoring

[
2115
Workstation
Operator Requests -Yor 7
Exit?
e No
 {
;‘ 2125
Draw Windows 2410, 2420 to represent
the loc_nl cor_l_lpum program output and
P 2155 the local computer's actual screen and ¢ 2160
Draw controls 2430, 2440
Send "HANGUP* |§ —— (2130 '
Close TCP/IP
message to the Render Scresn Update measages on connection
Communications Window 2410 as they are forwarded
Server, and Clear from the Communications Server
Windows 2410,2420,
and Controls L L 2138
2430,2440 Send Any Keystrokes 1o the
-Communications Server for forwarding
to the local RDR computer
T 1 2140
Send any Display Data messages
directed by this operator to the
Communications Server to forward to
the local RDR computer, and Render
said messages on Window 2420.

2150

Session |
Complete?

o C ™ j
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appearance of a local display on the |ocal conputer by a renote display on
t he renote dWQ97/49056 recovery conputer. 10. A nmet he€Tvuse7/10327
accordance with claim1, further including the step of downl oading a

data recovery application progr amfromt@ii%rmte data recovery conputer

to the | ocal conput er. 11. thod in accordance with claim
1, further including the step of downl oading a data recovery

di agnostic programfiomthe renote data recovery conputer to o OC

conput er. 12, A nmethod in accordance with claim 1F\iﬁei2&e
step of downl oadi ng i ncl udes downl oadi ng a data recovel'y apgp!i on
programonto a storage nedium at the | ocal conput er. '

EPLACEENT S- EET

2 3_ 140 1999 _ . [_2210

Please enter your Personal Information:

First Name _ | Last Name

Address

Address

City - | State ZipCode
Telophone : DataPhone | Fax

2220

- Please describe the circumstances of the data loss:

Please Check ail boxes which describe the current situation:

O Desired Fﬂas-ﬁm damaged O Operating System does not boot
O Desired Files are missing O Software Problem (describe below)
O Files were inadvertently Deleted O Other (describe balow)

Most important
Files to Recover
O All Possible

Describe Any
Recovery
Attempts Made

Any Other
Relevant
Comments
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32 13. A nmethod in accordance with claim1, further including the step of
executing avgglowadoggovery application programat the |ocal corroIgss7/103214.
A nmethod in accordance with claim1, further including the step of
executing a data recovery diagnostic pr og@:agt t he | ocal conputer. 15.

A nmethod in accordance with claim1, fur ncl uding the step of

downl oadi ng data to be recovered fromthe |ocal conputer to the renote data
recovery conputer. 16. A nmethod in accordance with claim1, further

i ncludi ng the steps of downl oading a data recovery application programfrom
the renote data recovery conputer to the |ocal conmputer. and executing the
dat a recovery application program 17. A nethod in accordance with
claiml, wherein the step of establishing comunications establishes

conmuni cations throu ommuni cations server, and further including the

c
step of establishi ng%ni cati ons HFTWeen a second renote data Jecovery
N b

.- '
L]

]
N
\

on
on
on
on
on

ting for Start Sess
ting for Start Sess|
ting for Start Sess
ting for Start Sess
ting for Start Seas|
ting for Start Sess

STATUS
Active Session-COMMS

WorkStation Status
Wa
Ws
Wal
Wa
Wa
Wal

123.45.67.01
123.45.07.02
123.45.87.03
123.45.67.04
123.45.67.05
123.45.67.08
123.45.67.07

2310

WAITING FOR A CALL
WAITING FOR A CALL
~ GUEST MODE
GUEST MODE
NEW USER MODE
ACTIVE DATA RECOVERY
OFF-LINE
OFF-LINE

Modem Status

COMM 1
COMM 2
COMM 3
COMM 4
COMM §
COMM ¢
COMM 7 -
COMM 8

COMM. CHANNEL, SIATUS
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conmpul er and a second | ocal conputer through the comuni cations server for
data recoverw0974986 A nethod in accordance with claim1, i RETHEPHWI2Ihe
step of deferring changes in data to the |local conputer until such tine as
an operr of the renote data recovery cong#g makes the decision to
continue or, alternatively, abandon the ﬁ%gs I n dat a. 19. . A et hod
I n accordance with claim 18, further including the stcp of wherein if a
decision is nade to commit the changes in data to the |ocal conmputer, then
all data which is marked for being changed is first transferred to an
archival facility at the renote data rccovery conputer for archival. 20.
A nmethod in accordance with claim 19, including the step of |ogging al
wite activity, to be perforrmed on a sector of a |ocal storag vice of
the local conputer, to a file at the renote data recovery conp f(éi 22(1
REPLACEMENT SHEET ' .

2 3 NV 1999
2410 2420
- Local Program Output - Actual Local Display
, L Status messages, as sent for display
! Output from RDR applications on the local computer screen, are
operating in the jocal computer also displayed in this window.
is displayed in this window. .

Macro1 Macro 2] |Macro 3 Status1 Status2 Status3 ]
Macro4 Macro5 | | Macro6 | Status4 Status5 Custom
r 3
2430 ' : 2440
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21. A nmethod in accordance with claim 20, further including the step of
provi di ng eaghoaabsss Within the file with an identifier which pPdewsHTioas
the sector and | ocal storage device, as well as the | atest data which was
witten to that sector. 22. A data r&g)/ éy system for reovering

I naccossi bl e data froma data storage ne rF? conpri si ng: a | ocal
conputer associated with the data storage nedi um t)aesl@cal conput er havi ng

a central progessor—umit, TENOTY, & TENOvabie et d Storpge deuwl an
nor mal operatifng system m&a—w&};)mut # fé
renovabl e dat 42 ﬂérage e dieinye te RipxiQutoqing BrtkatiDasstipley t he r rabl e nedi a storage
devi ce of theibggall conputer, tignsembuaghine data storagefnmedi um conpri sing
boot abl e data rggg I eoh: and
boot abl e renot|@®d&tla_recavery RFRGIX STt L 0 be | oaded|into the nmenory of
the | ocal conpj@b64e |f or operat |Lngthbfrﬁec0h«foa¢-ncorrputer i nide pendent |y of the
nor mal operati %gﬁySt em and 1 OPoﬁﬁhi?‘QJc{nﬁF',. g‘o nrcat ronis bet ween the | ocal
conput er and t Aot g-dat-a—t-eC.0\e Y con wherein the | ocal
conputer is rnotely controlled by the r enot e data recovety

2516 Zeto Fragment Length

Not Used
2520

2522 sutu§ o this File

2524 | Sequenca Number in effect

2526 Retry Count

2528 Current FilePointer

2530 TimeOut

2532 Next Segment To Receiva

2534 Total Segments Lelt To Receive

2536 First Segment Requasted

2638 Segment Count Raguested

2540 Next Segment To Send

2560

2562 Screen Line 1 First Dirty Colwmn

2564 Screen Line 1 Last Dirty Cotumn

2562 Scraen Lins 2 First Dirty Column

2564 Screen Line 2 Last Dirty Column

2562 Screen Line N First Dirty Column

2564 Screen Line N Last Dirty Cotumn
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conputer so that data on the data storage nmedi um of the |ocal conputer can
be di agnosewv@sti4908ct i fi ed. 23. A data recovery system i nPETRISPUHILE
with claim-22, wherein the bootable renote data recovery program neans
conpri ses bootabl e operating system rrean?é/# operating the | ocal conputer.
24. A data recovery systemin accordan 8h claim 22 wherein the
bootabl e renpte data recovcry program neans conpri ses data recovery

di agnosti c program neans. 25. A data recovery system.in accordance with
claim 22, wherein the bootable renpte data recovery Fgg conpri ses
data recovery application program neans. oV ystem in
accordance wth claim 22, wherein the rem)te data recovery conputer
conprises a second data storage nediumfor storing data recovery
REPLACEMFNT. , >K- T :
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2612 Pointer Link to Next Packe! Recelve Struclure >
2614 Packst Type Number
2616 ' Packet Counter
261 8_. Pointer to Packet Handier Routine

2620
2622 Status of this File
2624 Last Sequence Number
2626 Retry Count
2628 Current FilePointer
2630 TimeOut
2632 First Segment Requested
2634 " Segment Count Reguested
2636 ‘ Actual File Handle
2638 Number of Fras Sagment Buffers
2640 | Total Number of Segment Buffers
2642 Segment Butfer Pointer 0
2642 Segmant Buffer Pointer 1
2642 Segment Bulter Pointer N
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application program nmean, said data recovery applicafion program neans
bei ng downl owaed49036¢ om t he renote data-recovery conputcr to tREUSRIADIZT?
conput er. 27. A data recovery systemin accordance with claim 22,
further conprising a comunications channel er whi ch conmuni cations are
establ i shed between the | ocal conputer 4£ renote data recovery
conput ut er the comuni cati ons channel u3|ng one of the group consisting of
a telephone line, a local area network, a wi de area network and | ntenet.
28. A data recovery systemin accordance with claim?22, wher t he
renote data recovery conpuer conprises a display for rmnl tori Ft 27
recovery application prograns at the |ocal conputer
recovery systemin accordance with claim22, wherein the bootabl e ' nDte
2710 . 2750

GVrite Local StoragD Gead Local Storage)

2720

Sector(s)
previously
written?

No—

No—
1 2730

Create New Log-File
Entry for sector(s)
Yes being written Yes
i 2740 2735 2780 2770

Update Existing log-file| |Place data to be written |
entry(entries) with new into new log-file entry Read fataﬁ?;om the Re::o?aat: gt;r;;é:cal
data to be written (entries) 0g- g

2745 - 2790

NG ()

SUBSTITUTE SHEET (RULE 26)



data recovery R 3’%'%? means conprises a program for querying a§§§_§#?%m£_pe
er

| ocal conput e‘?’ I nformati on. 30. A data recovery s

accordance with claim 22 wherein the bootable renote ata recovery program
means conprises a program for querying a ué&’cﬁé the |l ocal conputer for
data recovery information. 31. A dat a ry systemin accordance
with claim22, wherein the bootable renote data recovery program ntans is
operable fromthe renote data recovery conputer so as to recov gata fr
the data storage nedium 32. A data recovery systemin achi' §8
claim22. wherein the bootable renote data recovery program ne g
operable fromthe renote data recovery conputer so as to diagnose dat a
recovery situation on the data storage nedium A data recovery
systemin accordance Wth 28% m 22, wherein the Mabl e renpte data 2870
recovery progr

neans 1s op ablefr € renote gata rec y
so as to downl ¢adirdaMbdificatien rlecover edcémimit ModfiefBhs) dat a r EDANEAM. Committed
conput er. REPMACEMENT SHEET

(o )

Archive original data as

a second log-file to their original state
per original-data log-file
2850 + 2890
modify ail sectors on C Complete )
local storage device 26
per log-file
2860

( Comples )

SUBSTITUTE SHEET (RULE 26)

. 2815 2830 2880
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' from local storage Transfer second
Rerove i’;‘gg‘fé:g‘”) device 26 from all (originel data) log-file
sectors named in the back to iocal memory
log file
2818 2840 2885

Restore all sectors on
local storage device 26




rret hod f %ijuﬂ ﬂiﬂ r| ng data froma storage medi um of %

conput ef; i sing the steps of: | oadi ng |nto a
renovabke nedia storage device of the |ocal. conputer a renpvable storage:
nmedi um i ncl uding a renmote dat-a recovcyfapplication program pre-recorded

t her eon; ding the renote data recovery application programfrom
t he rem)m ‘3@’8\5&5@ medi uminto rrermry of the local conputer;

est abl i shi NG QOREMBA fR rérdtely beth Groh0# StbraSORBEin &kaPedniiBire dat a

recovety conputer through opera I 0 of t he rermte data recovery application
pr ogr am Bbgving a nprsaad operatingsuistem; themethod comprisingfhe 88 afont roi | i ng t he | ocal

computer DY I b e o ML S el e
oper at i oIstopdgetnnsiiune mlndmgatbwombbamby date nqucey operatmg program pre—recorded
thereon;

_ loadmg into memory of the local computer the hootable remote data recovery
operating program from the removable storage medium, the bootable remote data recovery
operating program being operated locally by the local computcr and independeutly of the
normal operating System:;

cstablishing communications between the local computer and a remote data
recovery computer through operation of the reinote data recovery operating program by the
local compiter; and |

remotely controlling the lbcal computer By thc rcmqte data recovery computer,
wheteupoﬁ data on the storage medium of the local .computer can be diagnosed and rectified
through operation of the remole data recovery computer.

2. A method in accordance with claim 1, further including the step of querying a local
computer user for infonmation through operation of the remote data recovery operating
program by the local computer prior 10 establishing communication with the remote data

Tecovery computer.

3. A method in accordance with claim 2, further including the step of querying the
local computer user for data recoi/ery information through operation of the remote data
recovery operating program by the local computer prior to establishing communication with
the remote data recovery compuler.

4. A method in accordance with claim 2, further including the step of querying the
local computer user for user identif)ring information through operation of the remote data
Tecovery operating program by the local computer prior to establishing communication with
the remote data recovery computer.
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d ln accordance with claim34, further conprising the step of

.

d| spl ayl ﬂﬂt ecovery I nformation on a | ocal display associated
W th the ,l . A data recovery syst em for recovering
i naccessibl’e dat rofn a* 'dat a st or age;medi um conpri sing: a | ocal

conput er ussociated with the data storage nmedium the |ocal conputer having

rrermryadarerm l e nedia storage dev enpt e, data recovery
corrputerg %nggﬂ"% gg&éﬁ&a@%@%%&‘%ém&%&& nto the
r enovabl epéReérofdati reeRedProgemmixebiing of @R Lo BRtREr vid MdisplayRMBd| e data

st orage rredl um corrprl si ngrenot.e data recovery program nmeans pre-recorded
t her eon; rgipete data recovery gnpuWiefot e dat a r ecovery program neans to be | oaded
into the menory of the |ocal conputer to establish comrunications between
t he | ocal corrput er .and the renote data fecovery .conputer, .wherein
t he renote da uewyommgmzh\clwaﬁswhewnthessteﬂﬁmmanngmnﬁudeser to be

oot fy! MBaREs o e EA LR xgog&fﬁamyemgﬂmmgm%osl ng and

REPL ACEMdhiz réddibryy apphcauon programs.
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7. A method in accordancc with claim 1, fuxthcr mcludmg the step of controlling
operauon of data Tecovery programs cxwutmg on the local computer by a computer input
device at the remote data recovery computer

8. A method in accordancc with claim 1, further 'including the step of controlling
appearance of a local display on the local computer by the remote data recovery computer.

0. A method m accordunce with cla.lm 1, furthcr including the step ot monitoring
appea:ance ofa local d1$p1ay on the local computer by a remote display on the remote data
recovery computer

10. A method in accordance with claim 1, further including the step of downloading a
data recovery application program from the remote data recovery computer to the local
computer. |

11. A method in accordance with claim 1, further including the step of downloading a
data recovery diagnostic program from the remote data recovery compuier to the local

computer.

12. A method in accordance with claim 11, wherein the step of downloading includes
downloading a data recovery application program onto 2 storage medium at the local
computer.
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gg{ ‘;L ”"'"I ll!”!.'!!/lﬂt"!u‘“ljw accordance w th- clai m 36, o 37 A

recover i ncl udi ng neans for
deferring . al'l changes in dakg to the |ocal conputer until such
time as an operator of the remote data_ _ .. recovery conputer makes the
deci si on Bo cdnmicthod inaccondance withtdlaimi ly furthirincluding the stepof gxecuting a data :
dat a. - 38.. Cdataal er stemin accordance with claim 37,
wherein i’?“é’%@@?@%&ﬂ“?@gﬁgh%&%&yg‘% 0 commt the changes in data to the
| ocal conputer, including nmeans for transferring all data which is
mar ked faqr, bein hanged to an archival ‘facjil,t. t the renote data
recovery 14 A%C&@a%mm%rmﬁ‘r%% ! ’B?lga’ﬁﬁa}eﬁﬁeptqgéx@ﬁ'%%ga’%t t he
| ocal  corfgddvely diagnostic program 3Pthe locdl cdddpatet.€COVery systemin accordance with
claim 38, 1ncl u_gi ng rré)angsm-for | aggi ngip all wite activity, to be
performed on.a sector of a |ocal st'or_age device of the local conputer,
toafilasal (Ao foctfiafoe ARALAM, AMHRHEENing the step of dowfiading A dat @

recovery systemin accordance with claim39, eln each entry Within the
data to be recovered from the local computer to the remote data recovery computer.

16.  Amethod in accordance with claim 1, further including the steps of downloading 2
data recovery application progra.m from the remote data recovery computer to the local
computer and executing the data recovery application program.

17. A method in accordance with claim 1, wherein the step of establishing
communications establishes communications through a communications scrver, and further
including the step of establishing communications between a sccond remotc data recovery
computer and a second local computer through the éommunicaﬁons server for data
recovery.

18. A method in accordance with claim 1, including the step of defeming changes in
data to the local compurer uniil such time as an operaror of the remote data recovery
computer makes the decision 1o ;ontinue or, altemativcly, abandon the changes in data.

19. A method in accordance with claim 18, further including the stcp of wherein if
decision is made to commit the changes in data to the local computer, then all data which is
marked for being changed is first transferred to an archival facility at the remote data
rccovery computer for a:c}_ﬁval. :

20. A method in accordance with claim 19, including the step of logging all write
activity, to be performed qn.a sector of a local storage dovice of the local computer, to a file
at the remote data recovery computer.
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file cont arl\r}ﬂ‘l’” ('lnﬂum,m which identifies the sector and | ocal st
devi ce, ! | atest data which was witten to tha

sect or.

A data recovady systemin accordance with c

inclu an eI ected data - recovery events during a
ﬁi ‘0C egmetﬁws r&m@r‘zﬁh claim 20, fwrther ingluding thn step of peeviding ke

recovery

f |
rom a | ogaly mmeWMm@mmlmm%W%dg&n%W%

conprising the steps of: . |l oading In
conput er , Vel Byt dasest data ich v waiitter toghasisgotor. operating progra
a storage medi um the bootable renopte-data recovery operating
program bei ng operated |ocally by the |local conputer and i ndependent
t he nor ma®2. Adatarecqypmsystem@rsmv&mgmacccsabledatafromadameﬁﬁa’ﬁel i shin
comuni ca}nrmg?et ween the l'ocal conputer -and a renote data -

Mpu

recovery

co gh operation of the rermte data recovery oper

program by thea local. cot uterbsssaaitediﬂm%%stomgemedmm. the local cornBéRf €l y

_ t he conput_er the renpte data recovery conputer,
V\hereupongl%-'é‘f% %&86‘33? ”E %‘éﬂf able Tacdiz-sterpes davicsrangdra nomaal; o

control |i

data rec

corrput er; and

REPLACEMENT SH ET
23 NOV 1999 a remote data recovery computcr

a removablc data storage medium to bé loaded into the removable media storage
device of the local computer, the rcmovablc data storage medium comprising bootable data
recovcty program means pre-récorded thereon; and

bootable remote data recovery program means to be loaded into the memory of the
Jocal computer for operating the local computer independently of the normal operaling

‘systcm and to establish communications between the local computer and the remote data

recovery computcr,

wherein the local éompqu:r is remotely controlled by the remote data recovery

- computer so that data on the data storage medium of the local computer can be diagnosed

and rectified.

23.  Adatarecovery system in accordance with claim 22, wherein the bootable remote

data recovery program means comprises bootable operating system means for operating the
local computer.

24, A data recovery system in accordance with claim 22, wherein the bootable remote
data recovery program means compriscs data recovery diagnostic program means.

25. A datrecovery syslem in accordance with claim 22, wherein the bootable remote
data recovery program means comprises data recovery application program means.

26. A damarecovery system in accordance with claim 22, wherein the remotc data

Xecovery computer compriscs a second data storage medium for storing data recovery
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[err] mmmmumuwlj | oadi ng a data recovery application programfromthe
renot e mm conputer to the local conmputer. 43. A
net hod i'n &ccbrdande with clai m 42, i ¢! udi ng the stop of defering changes
in data to the local -conmputer until such tine as an -operator of the

renote dapﬂmwmmemmmwmphmdmmommmml nue or,
al ternatiyel don, t he'changes i'n data, Arrethodln
accordanc,dQ qaﬂaalﬁ NQW%VWI%WWWMWE‘P%H@ nif a

decision is made to commt the changes in data to the local computer, then

all data which is- - mar ked, f or -bei ng, changed s first transferredto an
ar chi val ¥aci IAS‘%‘AWY%S)‘ i ice with ¢! <% GAPDEERER or ar chi val .
45 A nebithidd Qogmnrea 6hs sk MEHRY bEiRoR R0 | 0001 NG
al | vvrltreR : ac?‘?sfnty, to be perf-ormed on a sector (t)’% ‘7‘?0%1 st orage

devi ce ofcomputer udithe cemqjﬂm Feopesry gonapubi) the commugications chapnel weing gueof ecovery
COMpUL er . g group consxstmg of a telephone line, a loca[ area network, a wide area network and
Tutemet.

28. A data recovery system m accordance with claim 22, wherein the remote data
 recovery compiiter wmprxses a dlsplay for monitoring data recovery application programs
- at the local computer. ' '

29, A datarecovery system m acoordanoc with claim 22, wherein the bootable remote

data recovery program means ‘comprises a program for querying a user of the local
computer for user mfonnatx_qn.

30. A data recovery system in accordance with claim 22, wherein the bootable remote
ata recovery program rneans éOmprises a program for querying a user of the local computer
for data recovery information. |

31. A datarecovery system in accordance with claim 22, wherein the baotable remote
data recovery program means is operable from the remote data recovery computer so as to
recover data from the data storage medium.

32. A datarccovery systcm in accurdance with claim 22, wherein the bootable remote
data recovery program meaus is operable from the remote data recovery computer so as to
diagnose a data recovery situation on the data storage medium.

33, Adatarecovery system in accordance with claim 22, wherein the bootable remote
data recovery program means is operable from the remote data recovery computer so as (o
download data to be recovered to the remote data recovery computer.
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46. |, A ' depce with claim45, further including the step of
provi di ngﬂmﬁull"mnﬂmmmw thin the file with an identifier which -
identifies*the gectfor santl | ocal storage device, as wel | -as the | atest
data which was witten to that sectorgg . 4T, [err] method in
accordance with claim42, further including the step of querying a local .
conput er-quser ,f | ] o0, ] ' | . r recovery
operati néhl' A’%%"Bg@%%%@ﬁ g‘%’g‘#%%ﬁ@%‘% ?%&dl o%é-sa?é%? %’%’ : _
conmuni c éteimethod eomprisingrthasieps oftat a recovery conputer. 48.

the 0 ") Ocafouiibitie dreremblmids gorsdd ettt of B torml Rt A it
oper at i ogopige nmittivint fRludirirémote data rQBWAS YplRERINPrbfemPrPgédraedy the |ocal

conputer.prior to establishing comrunicatiion w.th the renote data
recover y theseait er .. - 49, A nethod i n accordance with claim47,

further incl ugl : : e i e t:he: oy fof
user identiri (r%ﬂlglﬁ;t E‘?xﬁg{pfegdﬁg{hrou@%@%gkg??%ﬁmg}&ﬁg{errgﬁo%s atlgéﬁe :
REPL ACEMEMH@HiEiETmemory of the local computer;

.*1 establishing communications betwesn the local computer and a remote data

recovery éomputer throﬁgh, operation of the remote data recovery application program by
the local -cdmfautcr; and |

remotely conirollmg the local oon;nﬁutet by the remote data recovery computer,
whercupon data on the storage medium of the local computer can he diagnosed and rectified
through operétion of the remote data recovery COmputer.

35. A method in accordance with claim 34, further comprising the step of displaying
selected data recovery information on a local display associated with the local compirter.

36. A datarecovery systefn forrecovering inaccessible data from a data storage
medium, comprising: h

a local computer associated with the data storage medium, the focal computer
having memory and a romovable media storage device;

a remote data recovery computer;

a removable data storage medium w be loaded into the removable media storage
device of the local computer, the removable data storage medium comprising remote data
recovery program means pre—rccorded thereon; and

the remotc data recovery program means to be loaded into the memory of the local
compulter to establish communications between the local computer and the remote data
reCovery computer; '

wherein the remote data recovery program means permits the local computer to be
remotely controlled by the remote data recovery computer for diagnosing and rectifying data
on the data storage medium.
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mm ﬂfl"" llllLﬂli”] recovery operating program by the | ocal
CO”p abl i shi ng comruni cation with - the renote data

recovery cohp 50.- A nethed in accordance with claim 42,

further-incl ud| ng the stcp of. ITDI‘]I'[OI’I‘@%\ operatlon of data recovery
pr ogr ans 3éx ec ¥ datarecoveryystemda recolapes with claim 36, tnchyingyroegns fordeferring r enot e

data rec r¢ tfdeCl @l m 50,
wherein Sﬁgﬁégg%waﬁém tgc@ﬁo&nﬁ%luﬂgﬁu&?mgg%}%g#& @[}'ﬁl’gms orage nedi um
cont ai ni pgotérg computtemaleds dherdecision to/congiruesir) ai_tgmanw;y,abmfdon the chang#afra
recovery lagpl I cation progranms. - 52. A nmethod in accordance with
claim42, rther including the step of controlling operation of data
recovery prograns executing on-the | ocal conputer by a conputer input
devi ce at38t heAr rm;te%mge%tra rlenclgverx n&% 37, wherein if a decision is mad
0 comxmtthe changes mdaxatolhelocal computer mcludmgmeansfortxansferrmgau
data whxch 1s marked for bcmg changed foan ar(.hwal facility at the remote data recovery

computcr for archival befq;c making the changes at the local computer.

39, Adata recovery system in accordance with claim 38, including means for logging
all write activity, to be performed on a sector of a local storage device of the local computer,
to a file at the remote data recovery computer.

40. A datarecovery system in accordance with claim 39, wherein each entry within the
file contains an identifier which identifies the sector and local storage device, as well as the
latest data which was written to that sector.

41. A data recovery system in accordance with claim 36, including means selccted data
recovery events during a data Tecovery process.

42. A method for remotely recovering data from a local computer having a normal
operating system, the method comprising the steps of:

loading into memory of the local computer, a bootable remote data recovery
operating program from a storage medium, the bootable remote data recovery operating
program being operated locally by the local computer and mdepmdcnﬂy of the normal
operating system; '

establishing communications betwecn the local computer and a remote data
recovery computer through éperation of the remotc data recovery operating program by the
local computer; | '

remotely controlling the local compﬁ‘;er by the rcmote data recovery computer,
whereupon data recovery cahtbe performed through opcration of the remote data recovery
computer; and o '
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ordance with claim42, further including the step of
cont |“mrmum“|""uﬁmar ance of a local di spl ay on the | ocal conputer by thé
renot & datd ré'co@ery conput er. Y A nmethod in accordance with
claim42, further including the step of nonitoring- appear ance of a

| ocal " di spl ay. dmn!da&ngacaaiarem‘ayhpphc% rb S Hondithe Rinidte B4ka kdtgvérpnDt e dat a

recovery conputer, A-mret hod in accordance with claim42,
further |WWW-W@W&?‘1@¥ downl oadi ng a data recovery di agnostic
program fromthe renote dat'a recovery conputer to the |ocal conputer. .
56. A method in accordance with ciai'm55, wherein the step of downl oadi ng
i ncl udes 43. fﬁmwammgrdan@anaa d@mmyludpgkhmqme&nw&mmm a

st.orage od in |
accor dan@gvmﬂtﬁagfﬂal m h@&ﬁ} ur%‘her 1 nc#ﬁg‘lgqagw féhcsrtcﬁé% odftaéxecu ing a data
recovery @mﬂutezatakeﬁrthpdwmmnﬁmeof ababato/ellypabhndon the changesmdata

4. A method in accordance wnh claxm 43 ﬁxrthcr including the step of whereinifa
decision is made to cormmt the changes in data to the Jocal computer, then all data which is
maiked for being changed is first ﬁ'ansfctred to an archival facility at the remote data
recovery computer for grchlyal. L

45. Amethodin accordance with claim 44, including the step of logging all writc
activity, to be performed on a sector ofa. local storage device of the local computer, w a file
at the remote data recovery computer.

46. A methodin accorf__i___z_mcc with claim 45, further including the step of providing each
entry within the file with an idcntifier which identifies the sector and local storage device, as
well as the latest data which was written to that sector.

47. A method in accordance with claim 42, further including the step of querying a local
computer user for information through operation of the remote data recovery operating
program by the local compixtcr prior to establishing communication with the remote data
recovery computer. | .-

48. A methodin accordancc thh claim 47, further including the step of querying the
local computer user foc data reoovcry.mformauon through operation of the remote data
recovery operating program by the local 'computcr prior to establishing communication with
the rcmotc data recovery computer.

49. A method in accordance with claim 47, further including the step of querying the
local computer user for user identifying information through operation of the remote data
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kmamm]ﬁ[lm”l rr] 58. . A nethod in accordance with ¢laim42,

furthEr §ndiudind the step of executi n@ga data recovery diagnostic program
at the |ocal conputer. 59. - A nethod in accordance with claim 42,

furt her mcéwmrahgpﬁimbjmdmmmpﬂatmeimbmmgmmﬁe@hddmt he
| ocal n@uter tgﬁahe renot'e data recovery conputer. 60. A nethod in
accor danc®®RRg{e SR TEOVSY COMPYETer i ncl uding the steps of downl oadi ng a data

recovery application programfromthe renote data recovery conputer to the

| ocal con?uter and :executi-ng the data recqvery. appli catlon program
method in amordance with claim 42, further including the step of monitonng

opcralmn of data recovcry programs executmg on the local computer viaa dxsplay at the
 remote data recovery. computcr i

sl. A mcthod in accorddncc w1th cla]m 50, wherein the step of mounitoring includes
momtoung the stomge medmm contalmng the remote data recovery operating program for
data recovery apphcatlon programs

52. Amethod in'acqordmcefwith claim 42, further including the step of controlling
operation of data recoveryprograms executing on the local computer by a computer input
device at the remote data recovery computer.

53. A methodin accofdgnce'_ with claim 42, further including the step of controlling
appearance of a local d_isPlay on the local computer by the remote data recovery computer.

54. A method in accor_dgpcqﬁth claim 42, further including the step of monitoring

appearance of a local displ‘:'a'}._r'.on- the local computer by a remote display on the remote data
recovery computer. |

55. Amethodin accordance with claim 42, further including the step of downloading a

data recovery diagnostic program from the remote data recovery computer to the local
computer.

56. A methad in accordance: w1th claim 55, wherein the stcp of downloading includes
downloading a data recovery apphcatlon progxam onto a storage medium at the local
Computer.

$7. A method in accordance with claim 42, further including the step of executing a data
recovery application program at the local computer.
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61. A net hod T'n-accordance with claim42, wherein the step of

est abl |ﬁﬂm ons establishes comrum cations through a

conmuni gwm”ﬂmﬂ'“‘nd further ‘including the step of establishing .
communi cht i'ond b&t wecn*a second renot e, ﬂata recovery conputer and a second-
| ocal conputer through the connunlcatla s server for data recovery. 62.

A data recovery systemfor recoverng.i naccessible data froma data storage
medi um c&Bpri ¢\ mgthod in accordanck sidthiclair ¥R further ixchulingthe step\of dxetining datam

st orage | o haV| menory;, a-renote data
recoveryrrg%r?g &ﬁ%ﬂgﬁgﬁ%ﬁ%ﬁﬁ?gﬂm ‘recovery program neans to be
| oaded into the menory. of the | ocal corrputer to est abl i sh communi cat i ons

a’ﬁte\r/vgleg Eﬁé Eal Eogﬁuter andmtlg reco¥e¥ﬁﬂ&apu er' Tout er

to be renﬂhﬁ't&b@%&*ﬁdMn%lb&?d@%%ﬂ@%dt@&ﬂ%%vﬁéﬂ?%ﬁ for recovery

of data .fromthe data storage.redi um and downl oadi ng -a_dat a
recovery appli catlon programfromthe renote data recovery conputer to the:

| ocal conggter.p e vhi 1%, R d;ln%a‘ﬁ %ésatfﬁﬁ &Eﬁg Lai m 62,
i ncl udi ng means ?1 aecfé?x?ng al?‘ anges |ér‘1' tato oc‘a’{;rii conput er
until suciqataireeevery aaplmgpm m)glamcﬁ'om the remoto tiata d:;bmry computer to the local

computcr and cxccuung the data tecovery application program.

-61. A method in accordance with claim 42, wherein the step of establishing
communications estabfishes communications through a communications server, and further
including the step of establishing communications betwecn a second remote data recovery
computer and a'second local computer through the communications server for data
recovery. -

62. A datarecovery system for recovering inaccessible data from a data storage
medium, comprising: =~ |

a local computer: associated with the data storage medium, the local computer
having memory;

a remote data recovery computer; and

remote data recovery program means to be loaded into the memory of the local
compuier to estahlish communications between the local computer and the remote data
Tecovery computer; |

wherein the remote data recovery program means permits the local computer to be
remotely controlled by the remote da}t_a recovery computer for recovery of data from the data
storage mediura; and

downloading a data recovery application program from the remote data rccovery
computer to the local computer.

63. A datarecovery system in accordancc with claim 62, including means for deferring
all changes in data to the local compxite: unnl such titne as an opcrator of the remote data
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recovery corrpu? er- mikes deci sionto -conti nue or, alternatively abandon
t he changes in data. A data recovery systemin accordarnce with
claim63, 'wherein if a deC| sion is made4fo commit the changes in data to
t he | ocal comn uter ncl udi nea transferr. which is
mar ked forrefﬁe %&?E?Sdﬂg?@gf@ﬁ? tlnp%g’r],@} ?‘9@ q’“@ﬁlﬁﬁ‘g‘%ﬁsé“
recovery cdamgut er for archival bfore naking the changes at the | ocal
conputer. ~ 65. A data recovery systemin accordance with claim 64,

I ncl udi ng nmeans for logging all wite activity, to be perforned on a sector

gf 2 | ocalgst o rmsta%bb&? stent BGck@EHee GRTBULLE3, virok frlaldeidibn igifadec Dt €
ata recovery cqnputer.
1o c%mmt ¢ changes in data: to the Jocal computer, including means for lransfcmng all
data whxch is marked for bemg changed to an archival facility at the remote dara recovery

| cqmﬁuter for archival before making the changes at the local computer.

65. A data recovery system in accordance with claim 64, including means for logging
alf write activity, to be perfbnfc_tgd on a sector of a local storage device of the local computer,
to a file at the remote data recovery computer.

66. A datarecovery system in accordance with claim 65, wherein each entry within the
file contains an identifier which identifies the sector and local storuge device, as well as the
latest data which was written to that sector.

67. A data recovery system in accordance with claim 62, including means selected data

recovery cvents during a data recovery process.
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H IHI , ﬂ"ﬂaﬂm, temin accordance with clai m65. wherein each
entry W tains an identifier which identifies the sector

and | ocal storage "devi cé, as well asathe latest data which was witten to
t hat sector. 67. A data recovery systemin accordance with claim 62,
i ncl udi ngﬁSnean%mﬂioéofdaIaM\Ery@m!pﬁsmgﬂmséapSef during a data recovery

process. cstablishing a commumcanons link between 4 local computer having a data storage
device requiring recovery of dam and a remote data recovery computer;
: cmabhng mtetactlon between the local computer and the remote data recovery
computcr, .
: mamtaxmng access to data rcwvcry programs resident at the remote data recovery

computer, ‘

diagnosing the.data storage device;

downloading a data repove;) appl_leatxon program from the rcmote data recovery
computer to the local computer; and

rccoveﬁng data on the data storage device of the local computer.

69.  The method of claim 68, wherein the step of establishing a communications link
comprises establishing a communications link over one of the group consisting of a modem,
a local area network, a wide arca nctwork and Tntemnel.

70. A mcthod for remotely recovering data from a local computer, the method
comprising the steps of: _ .. |

loading a remote dat;i_- rocovery appliceﬁon program from a storage medium into
memory of the local computer

establishing communicaﬁom between the local computer and a remote data
recovery computer through opcratxon of the remote data recovery application program by
the local computer; _

downloading a data reoovery apphcatmn program from the remote data recovery
computer 1o the local computer; and-

remotely controlhng lhe loeal computer by the remotc data recovery coraputer,
whereupon data Tecovery can be' pel rmed through operation of the remote data recovery

computer,

71. A method in acoordanccﬁ@ claim 70, further comprising the step of displaying
selected data recovery information:on a local display associated with the local computer.
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recovery conputer, enabllng i ntaacti on pejween the Ioc%l conput er
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CLAIMS

What is claimed is:
1. A method for remotely recovering data from a local computer having a normal

‘operating system, the method comprising the steps of:

loading into memory of the local computer, a bootable remote data recovery
operating program from a storage medium, the bootable remote data recovery
operating program being operated locally by the local computer and independently of
the normal operating system;

establishing communications between the local computer and a remote data
recovery computer through operation of the remote data recovery operating program
by the local computer; and

remotely controlling the local computer by the remote data recovery computer,
whereupon data recovery can be performed through operation of the remote data
recovery computer.

2. A method according to claim 1, further including the step of:

| querying a local computer user for information through operation of the
remote data recovery operating program by the local computer prior to establishing
communication with the remote data recovery computer.

3. A method according to claim 2, further including the steps of:
queryving the local computer user for data recovery information through
operation of the remote data recovery operating program by the local éomputer prior
to establishing communication with the remote data recovery computer; and
querying the local computer user for user identifying information through
operation of the remote data recovery operating program by the local computer prior
to establishing communication with the remote data recovery computer; and

4. A method according to claim 1, further including the step of:
monitoring operation of data recovery programs executing on the local

computer via a display at the remote data recovery computer.
5. A method according to claim 1, further including the step of:
controlling appearance of a local display on the local computer by the remote

data recovery computer.

6. A method according to claim 1, further including the step of:
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di agnosi ng t he data Storage-devi ce; dowd! RERPLACEMENT 3L r e]:ove_ry
applicati oﬂ’M’Hﬂ,_ e renpte data recovery mputer-To the!l ocal
conput-er; I3} Iﬁ"l[g”'%uzeri ng data on the datg sto 3 (ﬁ% ejof the
| ocal conputer’. ' 69.s " .the nethod of claim 68, wrerilﬁ?% e s%e& f
establ’i shing a conmunicaticns link conpjises estladlishi | cations
| ink over one of the group consisting of a nodem} a |ocal area nefwork, a
wi de arca network and I nternet. 70. A et hod-Fer—rermotelry Tecoveri ng
data froma | ocal deaaRIddRig a ddiEredBidrp ProgeftiiBlohbihd derhtite datagBSovely computer

| oadi ng a renote da&a recovery application programfroma storage nedi um
into nenory'hedodl FOMBRCE oyt er est abl i shi ng comuni cati ons
between the | ocal conputer and a renpte data recovery conputer through
operation of 4t he rsge a ' ' by the |ocal
conput er; 7 %%‘}%Sg‘gl&%gf“gqggﬁgﬁr‘,é%&f@%%&%gg‘fe@ﬁ%pro ram fromthe
renpt e data recovékscutinggsiatagiecavery applicaiion pregiem atdhe logalpomputer.  renptel y
controlling the | ocal conputer by the renpte data recovery conputer,
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~ downloading data to be recovered from the local computer to the remote data

[4

recovery computer.

9. A method according to claim 1, further including the steps of:

downloading a data recovery application program from the remote data
recovery computer to the local computer and executing the data recovery application
program.

10. A method according to claim 1, further including the step of:
deferring changes in data to the local computer until such time as an operator
of the remote data recovery computer makes the decision to continue or, alternatively,

abandon the changes in data.

11. A method according to claim 10, further including the steps of: wherein if a
decision is made to commit the changes in data to the local computer, then all data
which is marked for being changed is first transferred to an archival facility at the
remote data recovery computer for archival;

logging all write activity, to be performed on a sector of a local storage device
of the local computer, to a file at the remote data recovery computer; and

providing each entry within the file with an identifier which identifies the
sector and local storage device, as well as the latest data which was written to that

sector.

12. A computer program on a storage medium, comprising:

a remote data recovery operating program locally operable by a central
processing unit of a local computer and independently of a normal operating system of
the local computer; and . .

communication program means for establishing communication with a remote

data recovery computer.
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71. A net'hod in accordance wth claim 70, further cenmpr+sthrg—the-sien of
di spl ayi ng overy information on a | Lyaﬁ
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13. A computer program according to claim 12, wherein said remote data recovery
operating program comprises a data recovery diagnostic program or a data recovery
application program.

14. A method according to claim 12 for remotely recovering data from a local
computer, the method comprising the steps of:

loading a remote data recovery application program from the storage medium
into memory of the local computer

establishing communications between the local computer and a remote data
recovery computer through operation of the remote data recovery application program
by the local computer; and

remotely controlling the local computer by the remote data recovery computer,
whereupon data recovery can be performed through operation of the remote data
recovery computer.

15. A method according to claim 14, further comprising the step of:
displaying selected data recovery information on a local display associated
with the local computer. '

16. A computer program according to claim 12, wherein said remote data recovery
program is a bootable remote data recovery operating program.

17. A data recovery system for recovering inaccessible data from a data storage
medium, comprising:

a local computer associated with the data storage medium, the local computer
having a central processor unit, memory, and a normal operating system;

a remote data recovery computer; and

bootable remote data recovery program means to be loaded into the memory of

. the local computer for operating the local computer independently of the normal

operating system and to establish communications between the local computer and the
remote data recovery computer;

wherein the local computer is remotely controlled by the remote data recovery
computer so as to recover data from the data storage medium.

18. A data recovery system according to claim 17, further comprising a

communications channel over which communications are established between the

Mputer and lhe remote data recovery computer, the communications channel
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using one of the group consisting of a telephone line, a local area network, a wide area
network and Internet.

19. A data recovery system according to claim 17, wherein said remote data
recovery program means permits the local computer to be remotely controlled by the
remote data recovery computer for recovery of data from the data storage medium.
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