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OPTIMIZED ROUTE FOR TIME-CRITICAL TRAFFIC IN MESH NETWORK

Technical Field

[0001]  This disclosure generally relates to mesh networks, and more particularly

relates to optimizing the routes for time-critical messages in mesh networks.

Background
[0002] In mesh networks, such as a routing protocol of lossy medium (RPL)-based

mesh network, upward routing is performed via a preferred parent, and downward routing
is performed by the root node via source routing. A node in the mesh network can choose
a parent for routing based on the objective of the mesh network, such as good link quality,
low routing cost, etc. Link quality index (LQI) and expected transmission count (ETX)
are mostly common attributes in the selection of parents for routing in the lossy mesh
network.

[0003] Smart grids or other resource distribution networks associated with the mesh
networks often require that data reach the headend system in minimum time, so that the
corrective measures can be sent to the device. For example, distribution automation (DA)
data is very critical and round trip time (RTT) of these data need to be as low as possible.
Similarly, outage data should reach the headend system reliably and quickly. However,
existing routing mechanisms using objective functions based on LQI or ETX provide
reliability but do not guarantee that the RTT of a message is low. Therefore, these
existing routing mechanisms are insufficient to handle the routing requirements for time-

critical messages.

Summary

[0004]  Aspects and examples are disclosed for apparatuses and processes for
optimizing the routes for time-critical messages in mesh networks. In one example, A
mesh network includes a root node, a child node in communication with the root node
through other nodes in the mesh network, and a plurality of parent nodes of the child
node. Each parent node in the plurality of parent nodes is associated with a route between
the child node and the root node that passes through the parent node. The plurality of
parent nodes comprise a primary parent node and one or more backup parent nodes. The
child node is configured for transmitting regular data to the root node through a primary

route associated with the primary parent node, determining that there is a time-critical
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message to be transmitted to the root node, and estimating a round trip time (RTT) for
each route between the child node and the root node that is associated with one of the
plurality of parent nodes. The RTTs are estimated based on messages transmitted
between the child node and each of the plurality of parent nodes. The child node is
further configured for selecting, among the plurality of parent nodes, a parent node whose
associated route has the lowest RTT, transmitting the time-critical message to the root
node through the selected parent node, and after transmitting the time-critical message to
the root node through the selected parent node, transmitting additional regular data to the
root node through the primary route.

[0005] In another example, a node of a network comprises a processor configured to
execute computer-readable instructions, and a memory configured to store the computer-
readable instructions that, when executed by the processor, cause the processor to perform
operations. The operations comprise transmitting regular data to a root node of the
network through a primary route associated with a primary parent node of the node. The
node has a plurality of parent nodes in the network comprising the primary parent node
and one or more backup parent nodes. Each of the plurality of parent nodes are
associated with a route between the node and the root node of the network. The
operations further comprise determining that there is a time-critical message to be
transmitted to the root node, estimating a round trip time (RTT) for each route between
the node to the root node that is associated with one of the plurality of parent nodes. The
RTTs are estimated based on messages transmitted between the node and each of the
plurality of parent nodes. The operations also comprise selecting, among the plurality of
parent nodes, a parent node whose associated route has the lowest RTT, transmitting the
time-critical message to the root node through the selected parent node, and switching
back to the primary route to transmit additional regular data to the root node.

[0006] In yet another example, A method for transmitting time-critical messages in a
mesh network includes transmitting, by a node in the mesh network, regular data to a root
node of the mesh network through a primary route associated with a primary parent node
of the node. The node has a plurality of parent nodes in the mesh network comprising the
primary parent node and one or more backup parent nodes. Each of the plurality of
parent nodes associated with a route between the node and the root node of the mesh

network. The method further includes determining, by the node, that there is a time-



WO 2022/140076 PCT/US2021/062741

critical message to be transmitted to the root node, estimating, by the node, a round trip
time (RTT) for each route between the node to the root node that 1s associated with one of
the plurality of parent nodes. The RTTs are estimated based on messages transmitted
between the node and each of the plurality of parent nodes. The method also includes
selecting, by the node and among the plurality of parent nodes, a parent node whose
associated route has the lowest RTT, transmitting, by the node, the time-critical message
to the root node through the selected parent node, and switching, by the node, back to the
primary route to transmit additional regular data to the root node.

[0007] These illustrative aspects and features are mentioned not to limit or define the
presently described subject matter, but to provide examples to aid understanding of the
concepts described in this application. Other aspects, advantages, and features of the
presently described subject matter will become apparent after review of the entire

application.

Brief Description of the Figures

[0008]  These and other features, aspects, and advantages of the present disclosure are
better understood when the following Detailed Description is read with reference to the
accompanying drawings.

[0009] FIG. 1 is a block diagram showing an illustrative operating environment for
optimizing the routes for time-critical messages in a mesh network, according to certain
aspects of the present disclosure.

[0010] FIG. 2A shows an example hierarchy of nodes in the mesh network and
interactions between these nodes to estimate the RTT of a route between a child node and
the root node, according to certain aspects of the disclosure.

[0011] FIG. 2B shows another example of interactions between nodes in the mesh
network to estimate the RTT of a route between a child node and the root node, according
to certain aspects of the disclosure.

[0012] FIG. 3 shows an example of a process for optimizing the routes for time-
critical messages in a mesh network, according to certain aspects of the disclosure.

[0013] FIG. 4 shows examples of processes for calculating RTTs by nodes along a
route from a child node to a root node in a mesh network, according to certain aspects of

the disclosure.
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[0014] FIG. 5 shows examples of processes for calculating RTT for routes from a
child node to a root node in a mesh network, according to certain aspects of the
disclosure.

[0015] FIG. 6 is a block diagram depicting an example of a node suitable for

implementing aspects of the techniques and technologies presented herein.

Detailed Description

[0016]  Systems and methods are provided for optimizing the routes for time-critical
messages in a mesh network. In some examples, a child node in the mesh network has a
set of parent nodes and each of the parent node is associated with a route between the
child node and a root node of the network. The set of parent nodes include a primary
parent node and one or more backup parents. In some examples, the set of parent nodes
are selected by the child nodes from its neighboring nodes based on certain criteria, such
as the route via a parent node satisfying objective functions based on LQI or ETX. The
child node is configured to transmit regular data (e.g., power consumption data in a power
distribution network) to the root node through a primary route associated with the primary
parent. When the child node determines that there are time-critical messages (also
referred to as “critical messages”), such as DA data or outage data, to be transmitted to
the root node, the child node may choose the route based on the round trip time (RTT)
maintained by the child node for each route associated with one parent node in the set of
parent nodes.

[0017] The child node also estimates and updates the RTT for each route from time to
time. For example, the child node can estimate the RTT when communicating with the
root node, such as by sending a unicast message (e.g., a destination advertisement object
message or any upward unicast message for which an acknowledgement is expected) to
the root node and receiving the acknowledgement from the root node. The child node can
record the time when transmitting the message through each parent node to the root node
and the time when receiving the acknowledgement message through the respective parent
node. The difference between the transmitting time and the receiving time through a
given parent node can be determined as the RTT for the route associated with the parent
node. The child node can transmit the unicast message on a regular basis, such as every
hour. The intermediate nodes on a route from the child node to the root node can also use

the difference between the forwarding time of the unicast message and the receiving time
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of the acknowledgement message to estimate the RTTs for the route between the
respective intermediate nodes and the root node.

[0018] In another example, a child node can estimate the RTT through
communications between the child node and each of its parent node. For instance, for a
given parent node, the child node can determine the RTT between the child node and the
parent node through message exchanges between these two nodes. The child node can
further obtain the RTT for the route between this parent node and the root node via
control messages received from the parent node. In the control message, the parent node
can insert the RTT of the route from the parent node to the root node. In this way, the
child node can calculate the RTT from the child node to the root node by summing up the
RTT of the route between the child node and the parent node and the RTT of the route
between the parent node and the root node.

[0019] Based on the calculated RTT between the child node and the root node through
different parent nodes, the child node selects the parent node (primary parent node or
alternative parent node) whose associated route has the lowest RTT or using the RTT as a
parent selection factor. The child node transmits the critical message to the selected
parent node which further forwards the critical message to the root node through its
associated route. The child node then switches back to the primary route and continues to
transmit the regular data to the root node through the primary route.

[0020] Techniques described in the present disclosure reduces the latency of
transmitting the time-critical messages to the root node. This allows the urgent issues of
the mesh network or the associated resource distribution network to be addressed quickly.
Further, by selecting the route with the lowest RTT, the power consumption for
transmitting the time-critical messages is reduced. For instance, due to the low RTT, the
child node can receive the acknowledgement of the time-critical message in a shorter time
period, and thus the child node can enter the sleep mode earlier leading to reduced wake
time of the child node. Also, the route having the lowest RTT typically has a smaller
number of hops. As a result, fewer nodes are involved in transmitting the time-critical
messages and the overall power consumption of the network for transmitting the critical

message is reduced.
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[0021]  Exemplary Operating Environment

[0022] FIG. 1 shows an illustrative operating environment 100 for optimizing the
routes for time-critical messages in a mesh network. The operating environment 100
includes a mesh network 140 in which nodes are configured to select an optimized route
when transmitting time-critical messages. The mesh network 140 shown in FIG. 1
includes multiple nodes 160A-160N (which may be referred to herein individually as a
node 160 or collectively as the nodes 160). The nodes 160 may include measuring nodes
for collecting data from the respective deployed location of the nodes, processing nodes
for processing data available to the nodes, router nodes for forwarding data received from
one node to another node in the network 104, or nodes that are configured to perform a
combination of these functions. The nodes 160 are further configured to communicate
with each other so that data packets 122 containing messages or other data can be
exchanged between the nodes 160.

[0023] In one example, the mesh network 104 can be associated with a resource
distribution network, such as a utility network, to deliver measurement data obtained in
the resource distribution network. In this example, the nodes 160 can include meters such
as electricity meters, gas meters, water meters, steam meters, and any other type of
Internet of things (IoT) devices. and be implemented to measure various operating
characteristics of the resource distribution network, such as the characteristics of resource
consumption. In a power distribution network, example characteristics include, but are
not limited to, average or total power consumption, the peak voltage of the electrical
signal, power surges, and load changes. The nodes 160 transmit the collected data
through the mesh network 104 to, for example, a root node 114.

[0024] A root node 114 of the network 140 may be configured for communicating
with the nodes 160 to perform operations such as managing the nodes 160, collecting data
from the nodes 160, and forwarding data to a headend system 104. A root node 114 can
also be configured to function as a node to measure and process data itself. The root node
114 may be a personal area network (PAN) coordinator, a gateway, or any other device
capable of communicating with the headend system 104. The root node 114 ultimately
transmits the generated and collected data to the headend system 104 via another network
170, such as the Internet, an intranet, or any other data communication network. The

headend system 104 can function as a central processing system that receives streams of
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data or messages from the root node 114. The headend system 104, or another system
associated with the utility company, can process or analyze the collected data for various
purposes, such as billing, performance analysis, or troubleshooting,.

[0025] It should be appreciated that while FIG. 1 depicts a specific network topology
(e.g., a destination oriented directed acyclic graph (DODAG) tree), other network
topologies are also possible (e.g., a ring topology, a mesh topology, a star topology, etc.).
It should be further understood that the topology in FIG. 1 shows the primary route used
by each node to transmit data packets 112. As will be discussed in detail in the following,
each node 160 can maintain a list of parent nodes each associated with a different route.
When transmitting a time-critical message, a node 160 may examine these different
routes in terms of their associated RTT and select a route having the lowest RTT for
transmission. The selected route may be the same or different from the primary route
shown in FIG. 1.

[0026]  FIG. 2A shows an example of the mesh network hierarchy of nodes 160 in the
mesh network 140 and interactions of the nodes 160 to estimate the RTT between the
respective nodes 160 and the root node 114, according to certain aspects of the disclosure.
In the following, a child node refers to any node 160 in the mesh network 140 that has at
least one parent node. In the example shown in FIG. 2A, a child node E can send data to
the root node 114 through its parent nodes A, D, or C. Node A is in direct
communication with the root node 114, and nodes D and C can communicate with the
root node 114 through their parent node B. The child node E has earlier determined that
node D is its primary parent (e.g., based on objective functions defined using LQI or
ETX). As such, the route associated with the primary node D (i.e., the route from node E
to root node 114 via nodes D and B) is the primary route for transmitting regular data
202, such as the measurement data obtained at the child node E or other data that are not
time critical. Nodes A and C are backup parent nodes of the child node E.

[0027] If the child node E determines that there is a time-critical message 222 to be
sent to the root node 114, the child node E can evaluate the RTT of the route associated
with each of its parent nodes, i.e., nodes A, C, and D in this example, to find the route
having the lowest RTT. The time-critical message 222 can be any message that the child
node E determines that it should be sent to the root node 114 as soon as possible. In other

words, for a time-critical message 222, low latency has a higher priority than other
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objectives, such as routing cost or link quality. The time-critical message 222 can be a
message indicating an issue associated with the resource distribution network or the mesh
network. For example, the issue can be an outage in a certain area of the resource
distribution network, such as a power outage in a smart grid. The time-critical message
222 can also include a message indicating an issue or a malfunction associated with
devices in the resource distribution network or the mesh network. For instance, if a
critical device of the power distribution device stops functioning, a time-critical message
222 can be generated by the child node E and sent to the root node 114. If the time-
critical message 222 can be sent to the root node 114 with low latency, the root node 114
can forward it to a system associated with an entity (e.g., a utility) that is responsible for
addressing the issue indicated in the time-critical message 222 and have the problem
resolved quickly.

[0028]  To determine the route having the lowest RTT, the child node E can maintain
parent information 206 that contains a list of RTTs for routes associated with the
respective parent nodes. The child node E can calculate and update these RTTs from time
to time. For example, the child node E can calculate the RTT for a route associated with
a parent node using a unicast message 212 sent by the child node E to the root node 114
through the parent node. The child node E can record the timestamp of transmitting the
unicast message 212 and the timestamp of receiving an acknowledgement message 214 of
the unicast message 212. The RTT for this route can be determined as the difference
between these two timestamps. In this way, the RTT of different routes associated with
different parent nodes can be calculated. Further, each of the intermediate nodes along
the respective routes can also record the timestamps of forwarding the unicast message
212 and receiving the corresponding acknowledgement message 214, and calculate the
RTT of the corresponding route observed at the intermediate node.

[0029]  The unicast message 212 can be any unicast message sent from the child node
E through the selected parent to the root node 114 that requires the root node 114 to
respond back. For example, the unicast message 212 can be a ping message to the root
node 114. If the mesh network 140 is configured to implement the routing protocol of
lossy medium (RPL), the unicast message 212 can include a destination advertisement
object (DAO) message. The DAO message is used to propagate destination information

upward along the mesh network 140. In non-storing mode, the DAQO message is unicast
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to the root node 114. The DAO message may be acknowledged by its destination with a
destination advertisement acknowledgement (DAO-ACK) message back to the sender of
the DAO.
[0030] In order to calculate the RTT for each route, node E can send a DAO message
212 through every parent at a regular interval determined based on DAO frequencies in
the mesh network 140. For each of the DAO message, the root node 114 sends the DAO-
ACK message 214 back to node E along the same route used for sending the DAO
message 212. After receiving the DAO-ACK message, node E calculates the RTT of
each route as the difference between the transmitting time and the receiving time as
described above. This RTT can be updated each time the DAO message is sent and the
DAO-ACK message is received.
[0031] In some implementations, the originating node, node E in this example, can
add a sequence number in an IPv6 extension header or a hop-by-hop (HBH) option in the
DAO message such that it can be uniquely identified in the network. For example, a new
IPv6 extension header can be added to include the sequence number. The new IPv6
extension header can be defined in a type-length-value (TLV) format used to transmit
optional data as follows:

- Extension header Type (1 byte) — New value can be defined and registered

with Internet Assigned Numbers Authority (IANA).

- Header Extension Length — 1 byte

- Sequence Number — 2 bytes
[0032]  Alternatively, or additionally, the sequence number can be added to the HBH
options of IPv6 header. The HBH option format is listed as follows:

- Option Type

o Bit 7 and 6 = 0x00 indicates skip this option if node does not
recognize
o Bit 5 to 0 =anew option type.

- Option Data Len — 1 byte

- Option Data - 2 byte sequence number
Node E can generate a random number as the starting number of the sequence number,

and for subsequent DAO messages, the sequence number will increment in serial order.
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[0033] By using the sequence number, the intermediate nodes en-route to the root
node 114 can examine the extension header (the new IPv6 extension header or the HBH
option of the existing IPv6 extension header) and store information in the extension
header along with the timing information. In some examples, an intermediate node stores
the sequence number of the DAO message and the IP address of the source node (node E
in this example), the combination of which can uniquely identify the DAO message on
the network.

[0034]  When sending back the DAO-ACK message, the root node 114 can attach the
source routing header to the packet so that the same sequence number is inserted in the
extension header of the DAO-ACK message. Each intermediate node receiving the
DAO-ACK message (e.g., node A, node B, node C, or node D) can record the timestamp
of receiving the message. The intermediate node can further match the sequence number
and the IP address of the source node included in the DAO-ACK message with what the
intermediate node has previously recorded to find the corresponding timestamp for
transmitting the DAO message. The intermediate node can thus calculate the RTT for the
corresponding route as the difference between the time indicated by the timestamp of
receiving the DAO-ACK message and the time indicated by the timestamp of transmitting
the DAO message.

[0035] By configuring an intermediate node to calculate the RTT of its route to the
root node using messages of a source node, the number of messages transmitted in the
mesh network 140 can be reduced, because the intermediate node can reduce the number
of its unicast messages for RTT estimation. This reduces the network bandwidth
consumption and also the computation resource consumption at the intermediate node. In
addition, the technology presented above is backward compatible. Nodes 160 in the mesh
network 140 that do not understand the new IPv6 extension header or the HBH options
proposed above can ignore the information in those fields and function as normal. Note
that other mechanisms can also be used to add sequence number in packet in addition to
that described above. Further, the packets can be packets other than the DAO message.
[0036] Referring back to FIG. 2A, based on the maintained RTTs for routes associated
with different parent nodes, child node E selects the route having the lowest RTT to
transmit the time-critical message 222. In the example shown in FIG. 2A, the route

associated with parent node A has the lowest RTT and thus child node E transmits the

10
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time-critical message 222 through parent node A. After receiving the acknowledgement
of the time-critical message 222 from the root node 114, node E can enter into a sleep
mode if there is no other data to transmit. If there are additional regular data 202 for
transmission, the child node E can switch back to its primary route (route associated with
primary parent node D in FIG. 2A) for transmitting regular data 202.

[0037] FIG. 2B shows another example of calculating the RTTs for different routes of
a child node, according to certain aspects of the disclosure. The mesh network hierarchy
of nodes shown 1n FIG. 2B is the same as that in FIG. 2A, where child node E has three
parent nodes, nodes A, D, and C. Node D is the primary parent and used to route the
regular data 202. Node A and node C are backup parent nodes. To calculate the RTTs of
the various routes from node E to the root node 114, node E can calculate the RTT of the
route between the node E and each of the parent nodes A, C, and D. The RTT from a
child node to its parent node i can be denoted as RT Tyo4e parent;> where i = 1,..., N and
N is the total number of parent nodes. Node E further obtains the RTT of the route from
each of the parent nodes to the root node 114. The RTT from the parent node i to the root
node 114 can be denoted as RTTpqarent; root- The sum of the two RTTs related to the
same parent node i can provide the RTT from the node E to the root node 114 through the
parent node 7, 1.€., RTTyoge parent; root = BT Tnode parent; T RT Tparent; root-

[0038]  To calculate RTTyoge parent; ¢ = 1,..., N, node E can send a neighbor unicast
message 232 to each of its parent nodes, nodes A, C, and D in the example shown in FIG.
2B, and record the timestamp of sending the message. When receiving the response from
a corresponding parent node, node E records the timestamp of receiving such a response.
Node E can further calculate the RTT between node E and the corresponding parent node,
RTThode parent;» as the difference between the time specified in the second timestamp
and the first timestamp. The neighbor unicast message 232 can be a neighbor discovery
message, such as a neighbor unreachability detection (NUD) message. The neighbor
unicast message 232 can be a MAC layer packet or an IP layer packet. If the MAC layer
acknowledgement packet is used to calculate the RT Tyoge parent;> the RTT needs to be
measured from the first MAC packet sent and includes all the retries. If IP reply is used
to calculate the RTThoge parent;» node E stores details such as transmission time and

packet details, and calculates the RTT once the IP reply is received.

11



WO 2022/140076 PCT/US2021/062741

[0039]  The RTT from the parent node i to the root node 114, RTTy4rene; root, can be

obtained from the parent node i through a control message 252. For instance, parent node
i, after calculating its RTT to root node 114, can insert the RT Tpqrent; root 1nto a control
message 252 sent to its child nodes. In some examples, the RTTpgrene; roor inserted into
the control message 252 is the RTT for a route from the parent node 7 to the root node 114
through a primary parent node of the parent node 7 (i.e., the primary route of the parent

node 7). The RTTyparent; roor can be the latest RTT calculated by the parent node i or an

averaged value of the RTTs calculated by the parent node i over a predetermined period
of time. The control message can be, for example, a DODAG information object (DIO)
message if the mesh network 140 is configured to implement the RPL protocol. The
parent node i broadcasts the DIO message to its child nodes so that the child nodes can

maintain the information of the parent node /. As such, by adding the RTTyqrent; root In
the DIO message, a child node of the parent node i can receive the RT Tparent; root Which
enables the child node to calculate its RTT to the root node 114 through parent node i as

RTThode parent; root = RTTnode parent; ¥ RT Tparent; root-
[0040] To add the RTT information to the DIO message, a new option can be added to
the DIO message. According to the RPL, DIO message may carry valid options. The
RPL specification allows for the DIO message to carry the following options:
0x00 Padl
0x01 PadN
0x02 DAG Metric Container
0x03 Routing Information
0x04 DODAG Configuration
0x08 Prefix Information
A new option, RTT option, can be added and defined in the TLV format like other
options as follows:
Option Type
Bit 7 and 6 = 0x00 indicates skip this option if node does not recognize
Bit 5 to 0 = a new option type.
Opt Data Len — 1 byte
Option Data - 4 bytes Time Value

12
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In some examples, the value of RTT can be expressed in milliseconds. Note that the
nodes in mesh network 140 need to understand this new option in order to obtain the RTT
information.
[0041] In the example shown in FIG. 2B, node A can calculate its RTT to the root
node 114, denoted as RTT) ,.40;, through a MAC layer or IP layer packet to root node 114
as described above. Upon receiving the MAC layer acknowledgment or the IP layer
reply, node A can calculate RTT, oo by calculating the time difference between
receiving the response and sending the neighbor unicast message. Node B can calculate
its RTT to the root node 114 RTTg ;.40 In a similar way. Node A and node B can then
transmit the RTTy yoor and RTTp oo¢ to their respective child nodes through the DIO
message or other control message 252 as discussed above.
[0042]  Node D and node C can calculate their respective RTTs to node B, RTTy, 5 and
RTT¢ g in a similar way as node A by sending respective neighbor unicast messages 232
to node B. Node D can then calculate its RTT to the root node 114 as RTTp g roor =
RTTp g + RTTg yoor- Likewise, node C can calculate its RTT to the root node 114 as
RTT¢ g roor = RTT¢ g + RTT¢ roor- Node D and node C can send the calculated RTT to
their respective child nodes through a control message 252 as described above.
[0043]  Through the received control messages 252 from different parent nodes, node
E can obtain the RTT from each of its parent nodes to the root node 114, including
RTTj yoo¢ for parent node A, RTTp g roo¢ for parent node D, and RTT¢ g o0 for parent
node C. Node E can obtain the RTT from itself to each of these parent nodes through a
neighbor unicast message 232 to each of the parent nodes. Based on the received
responses to these neighbor unicast messages 232, node E can calculate the RTTs from
itself to each of the parent nodes: RTTg 4, RTTg p, and RTTg . Node E can further
calculate 1ts RTT to the root node 114 via each of its parent nodes as follows:

RTTE p root = RTTg p + RTTp ro0t;

RTTg ¢ yoor = RTTg ¢ + RTT¢ root;

RTTE A root = RTTg g4 + RTTy yoor-
[0044] It should be understood that although the above examples focus on the child
node E, the operations described above may be performed by any node 160 in the mesh

network 140 (such as node D or node C) that is configured to transmit data to the root
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node 114 through one of its parent nodes. Each of these nodes 160 can likewise maintain
parent information 206 for their respective parent nodes including the RTT associated
with each route through the respective parent nodes.

[0045]  In addition, while the above disclosure describes that a route with the lowest
RTT is selected for the time-critical message 222, the low RTT does not guarantee a
reliable route. As such, in some examples, when selecting the best route for the time-
critical message 222, the reliability of the route is also considered. In doing so, the node
sending the time-critical message 222 can use any method available to determine a set of
candidate parent nodes associated with reliable routes for sending the time-critical
message 222. The method for selecting reliable routes can be based on, for example,
Minimum Rank with Hysteresis Objective Function (MRHOF) function, LQI/ETX based
objective functions, or any other mechanism defined for wireless routing. Once the set of
candidate parents is selected based on the reliability criteria, RTT criteria can be applied
to the set of candidate parents. The time-critical message 222 that needs low response
time can be transmitted from the node through the parent with the lowest RTT.

[0046] FIG. 3 shows an example of a process 300 for optimizing the routes for time-
critical messages 222 in a mesh network 140, according to certain aspects of the
disclosure. Any node 160 in the mesh network 140 that is configured to transmit data to
the root node 114 through one of its parent nodes (e.g., node E, node D, or node C in
FIGS. 2A and 2B) can implement operations depicted in FIG. 3 by executing suitable
program code. For illustrative purposes, process 300 is described with reference to
certain examples depicted in the figures. Other implementations, however, are possible.
[0047] At block 302, the process 300 involves a node 160 transmitting regular data
202 through a primary parent node of the node 160. The primary parent node has been
previously selected by the node 160 based on objectives such as LQI or ETX. The
regular data 202 can include, for example, measurement data obtained at the node 160 or
other data that are not time critical.

[0048] At block 304, the process 300 involves the node 160 determining that a time-
critical message 222 is to be transmitted. The time-critical message 222 can be any
message that the node 160 determines that it should be sent to the root node 114 as soon
as possible. For example, the time-critical message 222 can be a message indicating an

1ssue in the mesh network 140 or the resource distribution network associated with the
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mesh network 140. For example, the issue can be an outage in a certain area of the
resource distribution network, such as a power outage in a smart grid. The time-critical
message 222 can also include a message indicating an issue or a malfunction associated
with devices in the resource distribution network or the mesh network. For instance, if a
critical device of the power distribution device stops functioning, a time-critical message
222 can be generated and should be sent to the root node 114 by the node 160 as soon as
possible so that the issue can be addressed quickly.

[0049]  If the node 160 determines that there is no time-critical message 222 to be
transmitted, the node 160 continues to transmit the regular data 202 through its primary
parent node. If the node 160 determines that there is a time-critical message 222 to be
transmitted, the process 300 involves, at block 306, determining a set of candidate parent
nodes for transmitting the time-critical message 222 and calculating the RTT of each
route associated with these candidate parent nodes. In some examples, the node 160 can
determine the set of candidate nodes using any method available for determining reliable
routes, such as methods based on Minimum Rank with Hysteresis Objective Function
(MRHOF) function, LQI/ETX based objective functions, or any other mechanism defined
for wireless routing. For instance, the set of candidate parent nodes can be selected as
those whose associated routes have an objective measurement, such as the reliability,
higher than a pre-determined threshold or ranked the highest among the available routes.
For each parent node in the set of candidate parent nodes, the node 160 determines or
calculates the RTT of the route from the node 160 to the root node 114 via the parent
node. Details on calculating the RTT of the routes associated with the parent nodes of
the node 106 are provided below with respect to FIGS. 4 and 5.

[0050] At block 308, the node 106 selects the parent node from the set of candidate
parent nodes for transmitting the time-critical message 222. In examples, the node 106
selects the parent node that is associated with a route having the least RTT as the parent
node for forwarding the time-critical message 222. At block 310, the process 300
involves the node 106 transmitting the time-critical message 222 via the selected parent
node. In some implementations, the node 106 waits for the acknowledgement of the
time-critical message 222 from the root node 114 before proceeding to the next operation.

After the acknowledgement is received, the node 106 can enter a sleep mode if there is no
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other message to transmit, to switch back to the primary route and continue to transmit
the regular data 202 through the primary route.

[0051]  Referring now to FIG. 4, FIG. 4 includes several flow diagrams that illustrate
several processes 400A, 400B, and 400C for calculating RTTs by various nodes 106 in
the mesh network 104, according to certain aspects of the disclosure. In particular, the
process 400A illustrates aspects of a node 160 configured for transmitting messages to the
root node 114 via a parent node. The process 400B illustrates aspects of an intermediate
node on the route from the node 160 to the root node 114. The process 400C illustrates
aspects of the root node 114. The node 160, the intermediate node, and the root node 114
can implement operations in process 400A, 400B, and 400C, respectively by executing
suitable program code. The processes 400A, 400B, and 400C will be described together
below. For illustrative purposes, the processes 400A, 400B, and 400C are described with
reference to certain examples depicted in the figures. Other implementations, however,
are possible.

[0052] At block 402, the process 400A involves a node 160 transmitting a unicast
message 212 to the root node 114 through one of its parent nodes. The unicast message
can be any message sent from the child node E to the root node 114 that requires the root
node to respond back. For example, the unicast message can be a ping message to the
root node 114. If the mesh network 140 1s configured to implement the RPL protocol, the
unicast message can include a DAO message that is used to propagate destination
information upward along the mesh network 140. In some examples, the node 160
generates and inserts a sequence number in the unicast message, such as in the header of
the unicast message as discussed above. The sequence number can uniquely identify the
unicast message transmitted by the node 160. The node 160 further records the
timestamp for transmitting the unicast message.

[0053] At block 412, the process 400B involves an intermediate node, such as the
parent node or any other node on the route from the node 160 to the root node 114,
receiving the unicast message 212 sent from the node 160. The intermediate node can
record the sequence number of the unicast message along with an identifier of the node
160, such as the IP address of the identifier. The combination of the identifier of the node
160 and the sequence number of the unicast message can uniquely identify the unicast

message on the mesh network 140. At block 414, the process 400B involves the
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intermediate node forwarding the received unicast message to the next node on the route.
The intermediate node also records the timestamp for forwarding the unicast message and
stores the timestamp along with the sequence number and the node identifier.

[0054] At block 422, the process 400C involves the root node 114 receiving the
unicast message. At block 424, the process 400C involves the root node 114 transmitting
the acknowledgement message 214 back to the node 160 along the same route. In some
examples, the root node 114 transmits the acknowledgement message using the source
routing header which contains the sequence number of the unicast message and the
identifier of the node 160.

[0055] At block 416, the process 400B involves the intermediate node receiving the
acknowledgement message sent from the root node 114 and recording the timestamp for
receiving the acknowledgement message. The intermediate node can further extract the
sequence number and the identifier of the node 160 from the acknowledgement message.
At block 418, the process 400B involves forwarding the acknowledgement message to the
node 160 along the same route back to the node 160.

[0056] At block 420, the intermediate node calculates the RTT for a portion of the
route from the intermediate node to the root node 114. To do so, the intermediate node
can compare the sequence number and node identifier extracted from the
acknowledgement message with the sequence numbers and node identifiers previously
recorded. If there is a match, the intermediate node retrieves the forwarding timestamp
associated with the sequence number and node identifier. The intermediate node
computes the difference between the time specified by the forwarding timestamp and the
timestamp of receiving the acknowledgement message. This difference indicates the RTT
of the route from the intermediate node to the root node 114.

[0057] The intermediate node can use the computed RTT to update the RTT
information for this route. For example, the intermediate node can use the newly
computed RTT to replace the old RTT stored for this route. Alternatively, the
intermediate node can calculate an averaged RTT obtained over a past time period as the
RTT for this route. Other ways of calculating the RTT for the route can be used to update
the RTT information.

[0058] At block 404, the process 400A involves the node 160 receiving the

acknowledgement message forwarded by the intermediate nodes including its parent
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node. The node 160 further records the timestamp of receiving the acknowledgement
message and extracts the sequence number of the unicast message from the
acknowledgement message. At block 406, the node 160 calculates the RTT for the route
used to send the unicast message to the root node 114 based on the recorded timestamps.
For example, the node 160 can compare the sequence number extracted from the
acknowledgement message with the sequence numbers it previously recorded. If there is
a match, the node 160 retrieves the timestamp for transmitting the unicast message
containing the sequence number. The node 160 can compute the difference between the
time specified by the transmitting timestamp and the timestamp of receiving the
acknowledgement message. This difference indicates the RTT of the route from the node
160 to the root node 114 via the parent node.

[0059] The node 160 can use the computed RTT to update the RTT information for
this route. For example, the node 160 can use the newly computed RTT to replace the old
RTT stored for this route. Alternatively, the node 160 can calculate an averaged RTT
obtained over a past time period as the RTT for this route. Other ways for updating the
RTT based on recently computed RTT can be utilized. At block 408, the node 160
determines whether another unicast message should be sent to the root node 114. For
example, the node 160 can set up a schedule for sending unicast messages to the root
node 114 for updating RTT information. The node 160 can determine that another
unicast message should be sent to the root node 114 if the scheduled time is up. In
examples where the unicast messages include a DAO message, the node 160 can
determine that another DAO message needs to be sent according to the RPL protocol. If
the node 160 determines that another unicast message should be sent to the root node 114,
the node 160 can start the process 400A again from block 402 for the new unicast
message.

[0060] The processes shown in FIG. 4 are used to calculate the RTT for one route
associated with one parent node of the node 160. Similar processes can be carried out for
each parent node of the node 160 to obtain the RTTs of the respective routes. The
intermediate nodes along those routes can calculate their respective RTTs to the root node
114 based on forwarding the unicast message and receiving the acknowledgement

message by following processes similar to process 400B.
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[0061] FIG. 5 includes several flow diagrams that illustrate several processes S00A
and 500B for calculating the RTT for a route from a node 160 to the root node 114 in a
mesh network 140, according to certain aspects of the disclosure. In particular, the
process S00A illustrates aspects of a node 160 configured for transmitting messages to the
root node 114 via a parent node. The process S00B illustrates aspects of the parent node.
The node 160 and the parent node can implement operations in process S00A and 500B
respectively by executing suitable program code. The processes SO0A and 500B will be
described together below. For illustrative purposes, the processes SO0A and S00B are
described with reference to certain examples depicted in the figures.  Other
implementations, however, are possible.

[0062] At block 502, the process S00A involves a node 160 transmitting a neighbor
unicast message 232 to its parent node as described above in detail with respect to FIG.
2B. The node 160 further records the timestamp for transmitting the neighbor unicast
message 232. At block 512, the process 5S00B involves the parent node receiving the
neighbor unicast message 232 from the node 160. At block 514, the parent node sends an
acknowledgement message to the neighbor unicast message 232 back to the node 160. At
block 504, the process S00A involves the node 160 receiving the acknowledgement
message and recording the timestamp for receiving the acknowledgement message. As
discussed above with respect to FIG. 2B, the timestamp for receiving the
acknowledgement message is recorded to include all the MAC layer retries if the
neighbor unicast message 232 i1s a MAC layer message or the time of receiving the IP
reply if the neighbor unicast message 232 is an IP message.

[0063] At block 506, the node 160 calculates the RTT for the local route from the
node 160 to the parent node based on the timestamp recorded when transmitting the
neighbor unicast message 232 and the timestamp recorded when receiving the
acknowledgement message. The node 160 can calculate the RTT for the local route to be
the difference between the time specified in the two timestamps.

[0064] At block 516, the process 500B involves the parent node sending a control
message 252 to the node. As discussed in detail above with respect to FIG. 2B, the
control message 252 can include the RTT for a route from the parent node to the root
node 114 through a primary parent node of the parent node (i.e., the primary route of the

parent node). At block 508, the node 160 receives the control message 252 and extracts
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the RTT of the primary route of the parent node to the root node 114 from the control
message 252. The node 160 further calculates the RTT for the route to the root node 114
via the parent node to be the sum of the RTT of the local route calculated at block 506
and the RTT extracted from the control message 252.

[0065] The processes shown in FIG. 5 are used to calculate the RTT for one route
associated with one parent node of the node 160. Similar processes can be carried out for
other parent nodes of the node 160 to obtain the RTTs of the respective routes. Further,
while the operations of the nodes shown in FIG. 5 are described in a certain order, these
operations can be performed in a different order than described above and fewer or more
operations can be involved. For example, the parent node may send the control message
252 to the child node 160 before receiving the neighbor unicast message 232 from the
child node 160. Accordingly, extracting the RTT contained in the control message 252
can be performed by the child node 160 before transmitting the neighbor unicast message
232. In further examples, the parent node may send its RTT information to the child node
160 through the control message 252 more frequently than the child node 160 initiating
the local RTT estimation through the neighbor unicast message 232, or vice versa.

[0066] While the above descriptions describe the processes in FIGS. 4 and 5
separately, the nodes in the mesh network can implement both processes to estimate the
RTT of different routes. The RTTs estimated by these two processes for a same route can
be combined through any means. For example, a node can average the RTTs obtained
through these two processes to determine the RTT for a route. The node can also use
weighted summation of the RTTs obtained from the two processes. In another example,
the node can select the RTT obtained through one of the processes over the other
dprocess because the selected RTT is more recent, more accurate, or for other reasons.

[0067]  Exemplary Node

[0068]  Fig. 6 illustrates an exemplary node 600 that can be employed to implement
the route optimization for time-critical messages described herein, such as a node 160.
The node 600 may include a processor 602, memory 604, and a transceiver device 620
each communicatively coupled via a bus 610. The components of node 600 can be
powered by an A/C power supply or a low energy source, such as a battery (not shown).

The transceiver device 620 can include (or be communicatively coupled to) an antenna
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608 for communicating with other nodes. In some examples, the transceiver device is a
radio-frequency (“RF”) transceiver for wirelessly transmitting and receiving signals.
[0069]  The processor may include a microprocessor, an application-specific integrated
circuit (“ASIC”), a state machine, a field programmable gate array (“FPGA”) or other
suitable computing device. The processor can include any number of computing devices
and can be communicatively coupled to a computer-readable media, such as memory 604.
The processor 602 can execute computer-executable program instructions or access
information stored in memory to perform operations, such as the operations described in
FIGS. 3-5. The instructions may comprise processor-specific instructions generated by a
compiler and/or an interpreter from code written in any suitable computer-programming
language. When instructions are executed, they may configure the node 600 to perform
any of the operations described herein. The memory 604 may also be configured to store
information such as the parent information 206 including the calculated RTT for routes
associated with different parent nodes. Although the processor, memory, bus, and
transceiver device are depicted in FIG. 6 as separate components in communication with
one another, other implementations are possible. The systems and components discussed
herein are not limited to any particular hardware architecture or configuration.

[0070]  General considerations

[0071] Numerous specific details are set forth herein to provide a thorough
understanding of the claimed subject matter. However, those skilled in the art will
understand that the claimed subject matter may be practiced without these specific details.
In other instances, methods, apparatuses, or systems that would be known by one of
ordinary skill have not been described in detail so as not to obscure claimed subject
matter.

[0072] The features discussed herein are not limited to any particular hardware
architecture or configuration. A computing device can include any suitable arrangement
of components that provide a result conditioned on one or more inputs. Suitable
computing devices include multipurpose microprocessor-based computer systems
accessing stored software (i.e., computer-readable instructions stored on a memory of the
computer system) that programs or configures the computing system from a general-
purpose computing apparatus to a specialized computing apparatus implementing one or

more aspects of the present subject matter. Any suitable programming, scripting, or other
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type of language or combinations of languages may be used to implement the teachings
contained herein in software to be used in programming or configuring a computing
device.

[0073]  Aspects of the methods disclosed herein may be performed in the operation of
such computing devices. The order of the blocks presented in the examples above can be
varied, for example, blocks can be re-ordered, combined, and/or broken into sub-blocks.
Certain blocks or processes can be performed in parallel.

[0074]  The use of “adapted to” or “configured to” herein is meant as open and
inclusive language that does not foreclose devices adapted to or configured to perform
additional tasks or steps. Additionally, the use of “based on” is meant to be open and
inclusive, in that a process, step, calculation, or other action “based on” one or more
recited conditions or values may, in practice, be based on additional conditions or values
beyond those recited. Headings, lists, and numbering included herein are for ease of
explanation only and are not meant to be limiting,.

[0075]  While the present subject matter has been described in detail with respect to
specific aspects thereof, it will be appreciated that those skilled in the art, upon attaining
an understanding of the foregoing, may readily produce alterations to, variations of, and
equivalents to such aspects. Accordingly, it should be understood that the present
disclosure has been presented for purposes of example rather than limitation and does not
preclude inclusion of such modifications, variations, and/or additions to the present

subject matter as would be readily apparent to one of ordinary skill in the art.
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Claims

What 1s claimed is:

1. A mesh network, comprising:
a root node;
a child node in communication with the root node through other nodes in the mesh
network; and
a plurality of parent nodes of the child node, each parent node in the plurality of
parent nodes is associated with a route between the child node and the root node that
passes through the parent node, the plurality of parent nodes comprising a primary parent
node and one or more backup parent nodes;
wherein the child node is configured for:
transmitting regular data to the root node through a primary route
associated with the primary parent node;
determining that there 1s a time-critical message to be transmitted to the
root node;
estimating a round trip time (RTT) for each route between the child node
and the root node that is associated with one of the plurality of parent nodes,
wherein the RTTs are estimated based on messages transmitted between the child
node and each of the plurality of parent nodes;
selecting, among the plurality of parent nodes, a parent node whose
associated route has the lowest RTT;
transmitting the time-critical message to the root node through the selected
parent node; and
after transmitting the time-critical message to the root node through the
selected parent node, transmitting additional regular data to the root node through

the primary route.

2. The mesh network of claim 1, wherein estimating the RTT for a route between the
child node and the root node that is associated with one parent node of the plurality of
parent nodes comprises:

transmitting a unicast message to the root node through the one parent node;
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recording a first timestamp associated with the transmitting of the unicast
message;

receiving an acknowledgement message of the unicast message from the root
node;

recording a second timestamp associated with receiving the acknowledgement
message; and

calculating the RTT for the route between the child node and the root node that is
associated with the one parent node as a difference between a second time point indicated

by the second timestamp and a first time point indicated by the first timestamp.

3. The mesh network of claim 2, wherein the one parent node is configured for:

receiving the unicast message from the child node;

forwarding the unicast message to the root node through a route between the one
parent node and the root node;

recording a third timestamp associated with forwarding the unicast message by the
one parent node;

receiving the acknowledgement message of the unicast message from the root
node;

recording a fourth timestamp associated with receiving the acknowledgement
message at the one parent node;

forwarding the acknowledgement message of the unicast message to the child
node; and

calculating an RTT for the route between the one parent node and the root node as
a difference between a fourth time point indicated by the fourth timestamp and a third

time point indicated by the third timestamp.
4, The mesh network of claim 3, wherein the mesh network implements a routing
protocol of lossy medium (RPL) and the unicast message is a destination advertisement

object (DAO) message.

5. The mesh network of claim 4, wherein:

the DAO message comprises a sequence number;
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the acknowledgement message of the DAO message comprises the sequence
number; and

the one parent node is configured to identify the third timestamp and the fourth
timestamp based on the sequence number contained in the DAO message and the

sequence number contained in the acknowledgement message, respectively.

6. The mesh network of claim 5, wherein the sequence number is comprised in a new

IPv6 extension header or a hop-by-hop (HBH) option of an existing IPv6 header.

7. The mesh network of claim 1, wherein estimating the RTT for a route between the
child node to the root node that 1s associated with one parent node of the plurality of
parent nodes comprises:

transmitting a neighbor unicast message to the one parent node;

recording a first timestamp associated with the transmitting of the neighbor unicast
message;

receiving an acknowledgement of the neighbor unicast message from the one
parent node;

recording a second timestamp associated with the receiving of the
acknowledgement;

calculating a local RTT for a local route between the child node and the one parent
node as a difference between a second time point indicated by the second timestamp and
a first time point indicated by the first timestamp;

receiving a control message from the one parent node, the control message
specifying an RTT of a route between the one parent node and the root node; and

calculating the RTT for the route between the child node and the root node that is
associated with the one parent node as a sum of the local RTT and the RTT of the route

between the one parent node and the root node.

8. The mesh network of claim 7, wherein the mesh network implements a routing
protocol of lossy medium (RPL) and the control message is a DODAG information object
(DIO) message, wherein the control message specifies the RTT of the route between the

one parent node and the root node in an option of the DIO message.
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9. The mesh network of claim 7, wherein the RTT of the route between the one
parent node and the root node is an RTT of a route between the one parent node and the

root node associated with a primary parent node of the one parent node.

10.  The mesh network of claim 7, wherein the RTT of a route between the one parent
node and the root node specified in the control message is a latest RTT or an averaged

RTT calculated by the one parent node.

11.  The mesh network of claim 1, wherein each of the child node and the plurality of
parent nodes is configured for maintaining the RTT for routes from the corresponding

node to the root node.

12.  The mesh network of claim 1, wherein the child node is further configured for
selecting the plurality of parent nodes among neighboring nodes of the child node based

on one or more selection criteria.

13. A node of a network, comprising:
a processor configured to execute computer-readable instructions; and
a memory configured to store the computer-readable instructions that, when
executed by the processor, cause the processor to perform operations comprising;:
transmitting regular data to a root node of the network through a primary
route associated with a primary parent node of the node, wherein the node has a
plurality of parent nodes in the network comprising the primary parent node and
one or more backup parent nodes, each of the plurality of parent nodes associated
with a route between the node and the root node of the network;
determining that there 1s a time-critical message to be transmitted to the
root node;
estimating a round trip time (RTT) for each route between the node to the
root node that is associated with one of the plurality of parent nodes, wherein the
RTTs are estimated based on messages transmitted between the node and each of

the plurality of parent nodes;
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selecting, among the plurality of parent nodes, a parent node whose
associated route has the lowest RTT;

transmitting the time-critical message to the root node through the selected
parent node; and

switching back to the primary route to transmit additional regular data to

the root node.

14.  The node of claim 13, wherein estimating the RTT for a route between the node
and the root node that is associated with one parent node of the plurality of parent nodes
COMprises:

transmitting a unicast message to the root node through the one parent node;

recording a first timestamp associated with the transmitting of the unicast
message;

receiving an acknowledgement message of the unicast message from the root
node;

recording a second timestamp associated with receiving the acknowledgement
message; and

calculating the RTT for the route between the node and the root node that is
associated with the one parent node as a difference between a second time point indicated

by the second timestamp and a first time point indicated by the first timestamp.

15.  The node of claim 14, wherein the one parent node 1s configured for:

receiving the unicast message from the node;

forwarding the unicast message to the root node through a route between the one
parent node and the root node;

recording a third timestamp associated with forwarding the unicast message by the
one parent node;

receiving the acknowledgement message of the unicast message from the root
node;

recording a fourth timestamp associated with receiving the acknowledgement
message at the one parent node;

forwarding the acknowledgement message of the unicast message to the node; and
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calculating an RTT for the route between the one parent node and the root node as
a difference between a fourth time point indicated by the fourth timestamp and a third

time point indicated by the third timestamp.

16.  The node of claim 13, wherein estimating the RTT for a route between the node to
the root node that is associated with one parent node of the plurality of parent nodes
comprises:

transmitting a neighbor unicast message to the one parent node;

recording a first timestamp associated with the transmitting of the neighbor unicast
message;

receiving an acknowledgement of the neighbor unicast message from the one
parent node;

recording a second timestamp associated with the receiving of the
acknowledgement;

calculating a local RTT for a local route between the node and the one parent node
as a difference between a second time point indicated by the second timestamp and a first
time point indicated by the first timestamp;

receiving a control message from the one parent node, the control message
specifying an RTT of a route between the one parent node and the root node; and

calculating the RTT for the route between the node and the root node that is
associated with the one parent node as a sum of the local RTT and the RTT of the route

between the one parent node and the root node.

17. A method for transmitting time-critical messages in a mesh network, the method
comprising;

transmitting, by a node in the mesh network, regular data to a root node of the
mesh network through a primary route associated with a primary parent node of the node,
wherein the node has a plurality of parent nodes in the mesh network comprising the
primary parent node and one or more backup parent nodes, each of the plurality of parent
nodes associated with a route between the node and the root node of the mesh network;

determining, by the node, that there is a time-critical message to be transmitted to

the root node;
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estimating, by the node, a round trip time (RTT) for each route between the node
to the root node that is associated with one of the plurality of parent nodes, wherein the
RTTs are estimated based on messages transmitted between the node and each of the
plurality of parent nodes;

selecting, by the node and among the plurality of parent nodes, a parent node
whose associated route has the lowest RTT;

transmitting, by the node, the time-critical message to the root node through the
selected parent node; and

switching, by the node, back to the primary route to transmit additional regular

data to the root node.

18.  The method of claim 17, wherein estimating the RTT for a route between the node
and the root node that is associated with one parent node of the plurality of parent nodes
comprises:

transmitting a unicast message to the root node through the one parent node;

recording a first timestamp associated with the transmitting of the unicast
message;

receiving an acknowledgement message of the unicast message from the root
node;

recording a second timestamp associated with receiving the acknowledgement
message; and

calculating the RTT for the route between the node and the root node that is
associated with the one parent node as a difference between a second time point indicated

by the second timestamp and a first time point indicated by the first timestamp.

19.  The method of claim 18, wherein the mesh network implements a routing protocol
of lossy medium (RPL) and the unicast message is a destination advertisement object

(DAO) message.
20.  The method of claim 17, wherein estimating the RTT for a route between the node

to the root node that is associated with one parent node of the plurality of parent nodes

comprises:

29



WO 2022/140076 PCT/US2021/062741

transmitting a neighbor unicast message to the one parent node;

recording a first timestamp associated with the transmitting of the neighbor unicast
message;

receiving an acknowledgement of the neighbor unicast message from the one
parent node;

recording a second timestamp associated with the receiving of the
acknowledgement;

calculating a local RTT for a local route between the node and the one parent node
as a difference between a second time point indicated by the second timestamp and a first
time point indicated by the first timestamp;

receiving a control message from the one parent node, the control message
specifying an RTT of a route between the one parent node and the root node; and

calculating the RTT for the route between the node and the root node that is
associated with the one parent node as a sum of the local RTT and the RTT of the route

between the one parent node and the root node.
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