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DESCRIPTION 

DATA COPYINq SYSTEM, DATA COPYING APPARATUS, 
DATA COPYING METHOD, AND RECORDING MEDIUM 

TECHNICAL FIELD 
The present :invention relates to a data copying 

system. a data capy.:l.Dg apparatus'., a data aopy:1.ng method and 

a raaord.1.ng madiqm for copy:lng _digital. dl!lt'i:\ such a.s musi.a 

10 datn with a .copyright protection fun~~i.on. 

BACXGROuND ART 
Convent1.ona1J.y. hi.gh qua.l.i ty "V'i.dco and sound dil!lta 

has been recorded/reproduced by using a spea1.al. apparatus 

· 15 for digitally recording/reproducing video and sound data 

to/from a recording medium.. ~die. for reaord1ng digitaJ. 

da.ta .1.ncl.ude e. J.aser disk (LD), a compact disk (CO), a mini. 

disk (MD) and a. d:t.g1ta1 vcrsa.til.e disk (DVD). 

2 O such a digital. data recording medium,, unlike an 

25 

Zl?lal.og dl!.ta record1.ng medium suoh as l1 C compact) cassette 

tape and zs. VHS ta.pe .. is characterized in that the qual.i.ty 
of the recorded datn is less l..1.kely to degrade through 
oopyj.ng. In other words, it is easier for digitlll. data. than 

·analog dAta. to be accurately recorded/reproduced.; The 

qua.l.1.ty of d:Lgital data never degrades as l.ong as data that 

is identical to the digital. data stored in an original 

recording mediwn ie written to a duplicate recording medium. 

30 However.. a user of an apparatus for record-

ing/reproducing a digital data recording tned:Lum may 

dupJ.icate a cotnmercial.ly sol.d ·recording medium "1 wh1.ch 
'· 

video data, music data, or the l.ik.e, is recorded,. thereby 
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infr1.nging the copyright of the copyr1ght holder of the 

recorded dllta. In view of this; suoh an apparatus for 
. . 

recording/reproducing a dig~tal de.ta recording medium is 

provided w1.th a f'llnoticn to restri.ct copying of a'reaord1.ng 

medium. For exmnple. when music data is cop:1.ed .from a en 

to an MD., the a.ppuatus degra.des the qUlll.ity of the mus1o 

data,, thereby r:estriating auCh copying .e.nd thus protecting 

the copyright on the music data. 

However, i£ th~ apparatus is ... des.1.gned to e.J.ways 

degrade 1:he sound QUal.:1.ty of musi.c data be:lng .;:op1.ed. Jmls1.c 

da:ta cannot be copied with h1.gh quality even when copying 

0£ the musj.a &ta is pe:rmi tted by the copyright bolder.· For 

examp:l-8, the copyright ho1der: of the·music;l data may desire 

15 · to ael.ective1y permit a. user to duplicate the· music data 

depending upon whethei: the user has paid the copyr.1.ght ho1der 

the royal.ty.£or the music data. The copyright ho1der of the 

music data. may e.1so desire to pel:m.1.t the high qual.ity aopy1.ng 

20 

25 

of the-music data free of charge. 

With the conventiona1 copying system1 it is not 

possi-1e to set different royal.ties for different sound . 
qual.1.ty l.eve1s at Which copying ~a to be permitted so as 

to al.1ow the user to sa1eat a sound qua1i:ty level. to the 

user• s preference. Therefore. the sound quail ty l.evel of 

copied music data. may not meet the user's preference. 

In order to solve the above-describe~ probl.em. 

copying of data may be peJ:m1.tted on the condition tha.t the 

30 royalty theref~r has been paid. In such a case .. .it is 

neceasn:ry.to prevent a •pirate• (a person who illegally 

copies da.ta. such 15.s music da.ta) from copying the data without 
.. . ~ . 

paJ:ing the royalty. 
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DISCLOSURE OF THE INVENTION 

Ao~ording to one aspect of thia ~nvcntion_ a data 
copying system. inciludes a. data. copying apparatu~ for copying 

date. recorded on a first recording medium to a ··second 

reco.rcling medium. 'l'ha dCl t~ copying a.ppara tus U1aludes: Zl 

da.t~ read a~ctipn for reAding out the data from the f il:'st ... 
raaord:l.ng medi.umr a data modification control section far 

cantro1li.ng modification af the c1a.ta 1n accordance w1tb 

10 · snod1f:Lcation aon~ro1 info:cmat1on. the '10~1.catlon ~~ntrol 

.uformat!!..on be~g .Provided for controlling the modi.fi.aation 

of the data: and a &I.ta wr:1.te section for writ1.ng an output 

of the data modifioation control section to the second 

recording medium.· The modification control information 

15 includes a copy:lng permission flag :lndioati.ng' whether the 

copy1.ng of the data ~s permitted. a qual:f.ty contro1 f1~g 

for aontr:oll.ing a quality of inodified data which 1.s obtained 

by mottlfying the data. and a b:1.11ing contro1 flag for 

aontro1J.:1ng billing for the copying of the da.t~. 'l'he data 
20 

25 

moclification control section determines whether billing is 

required for the aopy:tng of the data :tn accordance with the 

bill1.ng control flag. When the bi11ing is raqllired. the data. 
modif:1.ca1:1.on aontr:ol section controls the modi:f1.cat1on of 

the data. 1.n accordlm.ce w:tth the copying permiss.:Lon .flag and 

the qtml.ity control flag. after oonfi.rming ~at the billing 

has been done by the billi.ng apparatus. When the bi111.ng 

is not required. the data modification control section 

controls the modif:1.cat:1.on of the data in accordance with 

the copying permission flag and the qualj.ty control flag_ 

30 without confirming that the billjng has been done by the 

bllli.ng apparatus. 

In one embodiinent of the .uivent.1.on. the modificati.on 
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control information is recorded on the first recording 

medium.,, and the dAta read sect:1.on reads out the modifioa.tion 

control information from the first recording medium . 

.5 In one embod:1.ment of the 1.nven_tion. the modification 

10 

gontrol infol:ml!ltion ~s encrypted • 

... 
In one embodiment of the invent:Lon. the znodif ication 

con tro1 :Lnf orma t1.on .1.s 1naluded in a predetenn:Lned frequency 

band of the data that is recorded on .. ~he first recording 

medium. 

In one embodiment of· the 1.nvention,, the modi.f.iczi.tion 
' .· 
control information is :Lnput from outrd.de the data copying 

15 apparatus to the data mod:t.fiaation control section. 

20 

25 

In one embodiment of tbe 1.nvention,, the data 

modificat.1.on control eeat1.on outputs modified data having 

a qual.ity 1eve1 in acc~rdance with the modif1oation control. 

information. 

Acco~ding to another aspect of this i~vention, a 

data copying apparatus for copy1.ng data recorded on a f.1.rst 

recording medium to· e. second recording med1.um is provided~ 

'The data copying apparatus includes: a data read section 

:for reacU.ng out the data from the first recording med1.wn: 

a data mod:tfication control section for controlling 

modi~ication of the data in accordance with modification 

con.tro1 .1.nfo:rma:t1.on, the modifi.aa.tion control. 1.nformation 
, . 

30 being provided for co:ntroJ.ling the modif1.cation of the data: 

and a data ,n.ite section :for wr.1.ting an output· 0£ the data 

mod1.fioation control aect1.on ta the secondrecordingmed.1.um. 

'rb.e mod:if ication control :1nfol:lnB.t.1.on includes a co~y:1.ng 
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pernttssion fl.ag indicating whether. the copying of the d~ta 

is permitted., a quality control ·flag fo:r controlling a 

~ity of mo<1i:f1ed data whlch 1s obtained by modifying the 

data. a.nd a. bJ.lling control flag tor controlling b111ing 

5 for the copy:Lng of the data. ·The data modifidation control 

10 

section deterndnes whether bill:Lng is required for the 
copy:Lng of the data in accordance with the billing control 

. . .. 
f1ag.. When th:e b:t1ling is required, the data modif ioa.t:lon 

control section contro1~ the modification of the data .1n 

accor&mce with the ~opy1.ng pe:rmission . .flag and the qual.:1.ty . . 
contro1 flag. after confirming that the bi111ng h.as J:>een 
done by ~ billing apparatus which 1a provided outside the 

data ·Copying n.ppa.rritus. When the bil1ing .is not required., 

the data modj.f~c~tion aontrol section controls the 
15 modif:1.cation of the da.tn. j.n accordance With the copying 

permiss1.o11 flag and the quality ~ontrol f1ag. without 

confirming that the billing has been done by the b1l11.ng 

app8.l:'atus. 

20 In one embodiment of the invention. the mod:1.f:Lcat:1.on 

25 

contro.l 1.nfo:rmat.1.on :1.s recorded on the first recording 

inediun'l .. e.iid the data read sect1.on reads out the modification 

oontrol information from the f:irst recording medium~ 

In one embodiment of the ~ven tion., the mad.ificat:ton 

aontro1 information 1.a encrypted. 

In one embodiment of the invention, the modification 

aontrol in~ormation 1.s :lncluded 1.n a predete:cmined :frequency 

30 bimd of the data that iu recorded on the first recording 

medimn. 

In one embodiment of the inven tj_on, the modif iaation 
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control information is input from outside the data co:py1.ng 

apparatus· to the data modification control ~ection • 
... 

In one embodiment of the 3..nventicn., 'the dll.ta 

5 mod.if !cation control section outputs mod.ified dll.ta hll.ving 

a quality l.evel in accordance with the mod.1..f 1.aation control 
informa.tion. 

10 
According to still. another aspect of this 1.nvent1.on, 

e. datll. copying method for copying &!.ta.recorded on a f.1.rst 

recording medium to a _second recording mecliam .1.s provided. 
'l'he data aopy:Lng method inal'lldes the steps .o:f:: (a} reading 

out the data. from the £1.rat reaoI:"dingmedium.: (b) control.ling 

modif~dation.of the data in accordance W.~th moditiaation 

15 aontrol 1.nfo:cmation .. the modif1.cation control information 

being prov1.ded for controlling the modificzs.t1on of the data; 

end (o) writing an output of the data modifial!l.tian control 
aeati.on to the second recording medimn.. ~e modification 

control. informati.on ino1udes ll. oopying permission f1ag 
20 

25 

30 

indicating ~hether the co~y1ng of the data is permi.tted. 
a QUAl.ity control. t'l.ag for aontro1ling a quality of modified 

data which :1.s obta1.ned by modifying the data. ~d a ~il.u.ng 
control fl.ag for controlling b1.ll.ing for the copying o:f the 

dat11. ~step (b) .inol.udea the steps 0£1. (b-1) determ:ining 
whether bi.111.ng 1.s requir:ed for the copy:lng of the data. in · 

accordAnce with the bi11ing controJ..f1ag: (b-2) when the 

bil.ling is required., controlling the modification of the 

data in accordance W.1.tb tb.e copying p~ssion flag and the 

qua.lity control. £J.ag., llfter oonf.irmin.g that the bill.ins has 

been done·; and (b-3) wb~n the bi.lling :1& not. requ~red. 
control.ling the mod:1.ficat1on of the data 1n accordance with 

the c9PYing permission fl.ag and the qwU.i ty con tr~l fl.ag., 
without confil:Dting that the bil.1ing has been done. 
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' 

According to still another ~apect of this invention, 

a computer .. readable :recording medium recorded with l!. program 

for control.ling ~ computer to perform ·a d~ta. copying 

5 oper~tion for copying da.t~ recorded on a. f :Lrat recording 

tnedium to a seaond recording medium is_provided. The data 

copying oper~tion 1nc1udes the steps of: (a) read.:1.ng out 

10 

... 
~e ~tn from the first recording medt.ilm; (b) oontro1l1ng 

mod1f1cation of the data :Ln acao~dance with ma~:i.aation 

control.. 1.nfol:Dl8.t1on., the modifiaat:Lan. .. cantral. infoi:mation 

being provided for control1ing the moclif:i.catian of the datni 

and (a) writing an output of the ·data mod.ificat:lon cori.tro1 

section to · tbe second recording med1.um. The modi.ficati.on 

control info:rnmtion includes e.. copying pennisoian f.la.g 

15 indicat.1ng Whether the copy:Lng of the data. ia.perm:l.tted., 

20 

. . 
a quality control f1ag for ce;>ntrolling a qUa1ity o~ modified 

dati!l which :1.s .obtained by modifying the data, and a billing 

cont:r:ol flag for contro11ing billing for the copying of. the 

data. 'I'he step (b)_inc1udes the ateps of1 (b-l) determ1.n:1.ng 

whether bil l :t.ng 1.s required for the copying of the data. in 

accordance with the bi11ing control flag: (b-2) when the 

b:1.llirlg is regu.1.red, controlling the.modifica~ion of the 

data .in: acco:r:danae with the copying permissi.on f 1ag and the 

quaJ.i ty co:titra1 f1ag, after confU:ming that tbe bj,1J.1.ng haa 

25 been dones and (b-3) when the b:UJ.:1.ng is not required! 

controlling the mo41f1.cation of the data in accordance with 

the copying perm1.ss1.on flag and the quali. ty control flag. 

30 

withont eonfirm1.ng that the b111ing has been done. 

According to sti.Ll. another aspect of this i.nvent1.on. 

a recording medium recorded with data and modificati.on 

oantrC?.1 info:onation for control1ing modificati.on of the data 
is provided. 'l'b.e modification contro1 infoxmation includes 
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a copying permission f1ag indicat;ng whether the copying 

of the data is permitted, a qua:11.ty. csontro.l flag for 

controlling .a quality of modified '·data which is obtained 

by modifying the. cl.a.ta., and a bil.ling c:ontrpl flag for 

5 controlling bi1ling for.t~e copying of the data. 

10 

Thus., the 1.nvent1.on described herein makes po~e1.b1e . 
the advantages of: (1) prov1.d1.ng· a data copy1.ng system., a· 

data copying apparatus., a data copying method and a recording 

medi.um with a c::opyr~ght protect1.on £unction whi.ch·all.ows· 
• • • ' • I \ 

data to be copied with hi.gh qual.1.ty when the copyrig~t ho1der 

permits the high quality copying of the data.: (2) p.rov.1d1ng 

a data· copying system, a data copying apparatus., a &lta 

copying method and a recording med:Lum which allows a user 

15 1:0 select a quality l.evel of copied data to ·the user's 

prefarencei and (3) providing a data copy:1.ng system, a data 

c::op~ing apparatus, a data copying 1nethod and a record1.ng 

med1.um which al.1ows for high quality copying of data wh1.le 

prevent1.ng fra.udu1ent high qual.1.ty copying of the data when 

20 

25 

the copyright holder does not permit the high quality copying 

of the data. 

'l'hesa and other advantages of the present 1.nvention 

w1.11 become apparent to those sld.l.l.ed .ill the art upon reading 

and understemding the fol.1.ow1.ng _detd1ed descr1pt1.on w1th 

reference to the accompe.nyj.ng figures. 

BRIEF DESCRIP~ION OF '!'BB DRAWINGS 

Figure ll ia a bl.oak. d1agram il.1ustrat1ng a 

30 configuration of a data copying system 1 according to an 

embod:1.ment of the p~esent :i.nvention; 

'• 

Figure 1B 1.s a bl.ock d1.agr91. il.lustra.ting a 
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configuration of a modificati~n control circuit 21 .. 
illustrated ~n Figure lA: 

Figure 1C 1s a block d1.agram illustrating ~ 

5 configuration of a d.ata.modifica:tion circuit 22111ustrated 

in Figure ll: 

10 

. 15 

20 

25 

... 
Figure. 2 :l.s a diagram illustJ:"a.ting an exemplary dis.ta 

atruature of a recording r:nedium 80: 

· .. 
Figure 3 is a. d1.agrmn iJ.J.ustrating an exemplary data. 

structure of modificat~on aontroi informat:Lon 83; 

F:f..gure Q is a diagram 111.ustra.ting an exemp].ary 

'data. se1ect:f..on. screen window; 

F.igure 48 :ls a d:la.~am il.l.u.strat.ing an exempliu;y 
quality level selection screen window: 

Figure 4C is a diagram 1.11.ustrat~g an exemplary 

r9~al.ty confirmation screen window; 

Figure SA is a. flow chart illustrG.ting a fl.aw of a 

data copyj.ng operation1 

Fi.gure SB 11!1 a block d:lagram i.\].Ustrati.ng a 

configur~tion ot a computer 500 for performing the data 
copY1n.g opera.tion 11lustrated .:1l1 F~gure SA: 

30 Figure 6 ~s a p~otoco1 dhart il.J.ustrating A 

p?:ocedure of the communication proaesll9 between a data . . 
oa~g appar~tus 100 and a b1111ng·apparatus 200; 
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Figure 7A is a diagram il~ustrating an exemplary . 
format of data A transmitted . between the data _copying 

app11ratua 100 end the billing app·aratus 200: 

5 Figure 7B is a diagram illustrating an egempli1rY 

10 

15 

2.0 

25 

format of data B transmi.tted between the data copying 

appl&ratus 100 and the bil11ng cppa..ratus 200: · 
'•. 

Figure 7C is a diagram illustrating an exemplary 
foamt ·of data C trmismitted betwea~ the data copy:Lng 

apparatus 100 and the billing app~atus 200 J · 

F~gure 7D 1s a d1.agram il1ustrating an exempl.ary 

fonna.t of date. D transm1. tted between the data copy1ng 

apparatus 100 2Uld the b111ing apparatus 200: 
f"•. 

Figure 7E is a ell.a.gram illustra.ting an exempl.~ 
format of data E trari.sm:Ltted between the data copying 

apparatus 100 and the bi1l.ing apparatus 200: 

Figure 1r is a diagram illustrating an exemplary 
forma.t of data F tra.nsm1.tted between the data copy1ng 

apparatus 100 and the bil11.ng apparatus 200; 

F:1.gure 8A 1.s a diagr~ -i1lustrating . e. specific 

exmnp1e of data A transmitted between the &Ulta copying 
appar:e.tus 100 and the b1.ll.ing apparatus 20~; 

Figure 8B is a diagrzun il1ustratj,ng a spec:Lfi.o 

30 example of data B transmitted between the data copying 

e.pparatu9 100 and the billing a.Ppar~tus 200: 

. Figure ac 1s a diagrmn 1.1lustrating· a spec.1.f1c 
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example of data C transmitted between the data copying . 
_appax:atue 100 and the bi11ing apparatus 200: 

FigUre 8D ~s a. dia.Qrl:Ull. 11J.ust:i=at1ng a. specif 10 

5 example ~f data .. D trcmsmi~ted between the dat~ copying 

apparatus 100 and·the billing apparatus 200: 

. . ... 
F:Lgure 8E is ·e:L dia.g:rmn il.lustrating a. speci~ic 

exzunp1a of· data E tranemitted between the datZl copying 

10 · Zlpparatus 100 mid the .billing a.ppzu:atns 200: and 

15 

20 

F1gure 8!' 1s a d.1.agrmn 1.llustra.ting a speci.fia 

example of data F transmitted between· the da.ta. oopyi.ng 

apparatus 10~ 1111d the bil1ing.apparatus 200. 

BEST MODE FOR CARRYING OUT THE INVENTION 

Embodiments of the present invention wi11 now be 

described wi.th reference to the accompanying drawings. 

F~gure 1A 111ustratee a configuration of a data 

copying system 1 according to an embodiment of the present 

lliven'bion. 

The data copying system 1 includes a data copying 

25 apparatus 100 for copyUig data . recorded oil a record1.n~ 
. . 

medium 80 to another recording medium 90. and a bil1ing 

appara.tus 200 for b.1111.ng far the data copying. The 

recording mediwn 80 may be a. ree.d-o~1Y medium such as a 

DVD-ROM. The recordi.ng med.i.um 90 may be random access 

30 medium auch as a DVD-RAM. 

The da.ta copying ~pparatus 100 includes· a data. read 

section 10 for reading out da.ta reoorded on the recording 
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medium 80 1 a data· mod.1£1.cation control section 20 for 

controlling modifica.tion of the read data. and.a dat.,_ write 

section 30 for writing an output from the data modif:tcatio_n 

control aect~on 20 to the reoorctl.ng medium 90. 

The function of ell.oh element :1ncl.uded .1.n the da.ta 

copying a.ppa.ra.tus 100 may be implemented by hllrdware (e.g •• 

a ci.rauit) or software (e.g., a"program). These functi.ons 

ma.y al.tBJ:11a.tively be jjnplemented by a. oombinati.on of 

hardwZU"e a.nd software. . .. 

The term •modifiaa.tion· of data• as used herein 

?:efers to any process perlormed on the data fox: the purpose 

of copyright protection. Typical_ly. •modif1.cat1.on of data• 

15 1.s to degrade the qua11.ty of the data for the.purpose of 

copy:r:i.ght protect1.on. For example. degrading the sound 

quality of musi.o data and degrading the image qual.ity of 

video data are included in the mean1.ng of the. term 

•mod1f1.cat.1on of da.ta. •. Moreover. the term "to _control 

20 modi:fication of data• as used herein :Lno1udes to oontro1 

how to modify the data ~ we1l. as to oontro1 not to modify 

the data. 

In the fa11owing deacript~on. :Lt :Ls assumed that 

25 dAta recorded on tbe recard:lng 1Redium eo is music data. 

However. data reoo:t'ded on the recording medium 80 1.s not 

l.imited to mus:l..a data. Tbe present .invention can be used 

to duplicate any ~ype of da.ta recorded on the record:l..ng 

medium 80. Far exmnpl.e., &ta. recorded on the recording 

30 medium 80 llll1Y al.ternatively be video data·. 

In the examp1e 1.11ustrated in Figure u .. data to be 

copied 1.a recorded on the reaord:l.ng medium 80 as encrypted 
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data 81. The recording med:1.um 80. includes the enory:pted 

data 81. a deccyption key 82 1md modif1cat1on control 

info?:Jnll.tion 83. The encrypted data 81 is data which hei.s 

been encrypted by a_ f1.rst enarypti.on· method. The decryption 

5 key 82 is a decryption key to the fi;'at enorypt.1.on method. 

10 

The encrypted data 81 is decrypted by using the decryption 

key 12. The modi.fiaa.tion control :l.nfo:rmat1.on 83 1a a piece 

of .1.nfo.?::ma:t.1.on provided for contro11:1.ng modifi.ca.t:lon of data 

to ba cop~ed. The det~i.ls. of the mo~io~tion qontro1 
informa.tion 83 w111 be d~aoribed with ~ferenoe to F.1.~e 3. 

_Any- fa:cmat aan be used for reaor~g the encrypted data 81. 

the decryption key 82 mid the mod1.f .1.aation control 
i.nformat.1.on 83 on the recording medium 8_0. 

15 'l'b~ modif icat~on control :1.nformation 83 may not 

20 

nccessa:r:ily be recorded on the. recsoJ:ding medium BO. The 

m9d1.fi<ULt~ou aontro1 information 83 may alternatively be 

input from outside the dzlta copying apparatus 100.to the 

data modif1cat.1on aontro1 section 20. 

In tbe examp1e 11lust~a.ted.1n F-igure lA. date. copied 

by the• data copying apparatus 100 is wr.1 tten to the recording 

medium 90 a.s ·encrypted data 91. -The encrypted data 91 is 
obta:lned by enarypt.ing the data output fr~m th~ data 

2 5 modif 1.cati.on control. section 20- aocorctf.ng ta a second 

encrypt1.on method. The eaoond encryption method is 
detei:mi.ned based on ID infoDrmtion 92 recorded on the 

recording medium 90. The second encryption method may be 

the -same a.a or di.fferent from tbe first encryption method. 

30 The ID 1nfol:2Dation 92 is used for identify:Lng the recording 

medium 90 and is unique to the recording 11\ea.ium 90. '!'he ID 

information 92 is recorded at a predeterm1.ned looat~on of . . 
the recording medium 90 in the production proces~ of the 
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rec:ord:tng medium 90. Any forma. t o~ be used for reoording 

the encrypted data 91 lllld the ID information 92 on the 

:t"eoording medium ,o. 

The data recorded on the recording med:Lum 80 which 

is ta be copied may. not neoessZlrily·be encrypted. For , 

example. date. eq\rl.v1'.lent to the data. obti:dned by. deorn>ting 

'the encrypted data 81 by using>the decryption key 82 m£1y 

ell. ternat1. ve1y be recorded on the recording med1.um 80. In 

such ~ case • .it is not necessary to d.o~rypt the da.ta re.ad· 
out from tl;l.e recording med1.um 80 by using the decryption 

key 82. Accorcling1y. the data read out from the recording 

medium 80 is output to the de.ta modification c;:ontro1 

section 20 without be.1ng dec:cypted. 

Moreover. data to . be. wr:t t~en ta the recording 

medium 90 may not necessarily be encrypted.. The data.output 

f:t"om the data modi.fioation control seat:ton 20 may 
al.~erna.t.ively be written to the recoi:ding med.1.um 90 without 

20 be:tng encrypted. 

F1.gure 2 i11ustra.tea i!U1 ex:empl.ary date. '!truoture of 

the recording me<1:1.um ao. The recording medium so has a. 

1i!lyered structure and inc1udcs a physical. 1ayer. a f:11e layer, 

25 and the like .. 

'?he recordi.ng mediuin BO inal.udes a J.ea.d-in area, a 

volume area and a 1e,.d-aut area. 'rbe .lead-in area is 

provided on the 1.nner .Periph~:r;y ~ide of the recording 

3 O medium 80. The 1ead-out area. is provi.ded on the outer 

periphery side ·of .the recording medium BO. The de.oryption · 

key 82 ns illustrated 1n Figure lA ~Y be recorded in, for 
exmnple, the 1ead-.:l.h area • 
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The volume area includes a volume ntll.nagement area 
and a fi1e area. 

s In thef1leo.re~ .. ainanagementfile .. andNi!1udiotitle 

f11es #1-fN ~e recorded. HeJ:"ein. N 1.a l!Ul i.nteger wh.1.ch 

satiaf ies lsN':lli!J 9, £or exmnp1e • ., The man.agemc:n t f i1e .ts n. file 

for DllUlag1.ng a men~ w1.ndow or tabie-of-oon'tents infar:mat:Lon 

'to be CU.splayed to :the u1ier. The audio titie fil.e .1.s a file 

10 inclucUng management_ information mid OZ?-~ or more music data. 

As 11.lustra1:ed in FieUre 2.. the aud.1.o title ~1.le il 

includes management ~nfor::mation and a number M of music 

dls.ta fl-IM. Herein. Mis an integer wbi.ch satiafies 1~99_, 
15 for exmnpl.e. Eaoh of the music da.ta. 11-#M corresponds to 

the· encrypted data Bl ~s illustra~ed in Figure lA. 

20 

25 

The management infoI:Bllltion inal.udes the modifica­

tion contro1.1nformat1on 83, reproduction path infarma.tion 

and attribute information of each of the music data tl­
fM. The reproduction. p~th "information includes an address 

of each of the music data 11-iM. The attribute 1.nfoJ:tnation 

of each of the Dius:la data ·11-IM 1nc1udes information wh:loh 

:lndicates·the.numbar ot obanne1s, the gu.antizatian rate, 

the sampling rate. eta. , of the oorrespond.1.ng music data. 

In the example 1.llustrated in Figure 2. the 

modification. control i.nfoJ:mation 83 is inal.uded in the 

management i.nformation. However, the J.ocation ·of the 

30 recording medi.wn 10 where the mod.1.fication control 

information 83 1.s recorded is not J.imited to this. The 

mod1.f1.ca~1.on contro1 nfo:r:mation 83 may be recorded in any .. 
location of the ·recording medium 80. 
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F1gure 3 illustrates a.n exemplary data atructw:e of 
the -modification control. information 83. In the following 
description, ~t 1s ~ssumed that the modif.:toat.i.on control . - . 

5 infol:rl\Zl.t~on 83.is inc1uded in the management :1.nformation 

10 

of the audio t1t1e file fl (Figure 2) and that the audio 
t1t1e f.11e fl includes the M musia data fl-IM • . , 

'fbe modif icat~on controi i~foi:mation 83 includes 
ISRC, (intarnAt:1.onal standard recoratng code) asa.. num-._. . . 
_her-of-music data 83'.b mid a plurality of flag sets B3cs 
respectively aori:esponding t~ the music data '#1-#M. 

The ISRC 83a .:ts ID :Lnf onoat.:ton for identifying a 
15 mus.i,c titl.e (an aUd.1.o tit1e f1.1e). Each ISRC has a unique 

Va1ue and on1y one Of such Val.Uo exists throughout the wor1d. 
For example, the ISRC 83a is a 24-bit aode consisting of 
A country code (t'wo ASCII characters), an owner code (three 
ASC'II characters) , the recording year ( 2-digi t numbel:') and 

20 a seria1 number ( S-.digit. number). 

25 

The number-of-music data 83b indicates the number . . . . 
of music data recorded in the audio title f11e. The nUJn-
ber-0£-m_usic da.t2l 83b is~ for exampl.e, 24-.b:Lt data. In the 
example illustrated in Figure 3i the value of the num­
ber-of-music data 83b is M. 

The flag set 83a is defined for each of the music 
dAta 11-fM. The flag set 830 includes a copying pe:rmis~ion 

30 · f1ag 83a1 1ndiceting whether copying of the music data is 
. . 

pel:ln:ttted, A qua11ty control f1ag 83a1 for cantrol.1ing the 
qua.l.i.ty of modified music data obtained.by modifyllig the .. 
JnUsic data. and a bi1l.1ng control flag 83a3 for controlling 
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the billing for the copying of the music data. 

Each of the copying pal':Dlission fli!lg 83a1 , the 

qua1ity oontrol. flag 83aa and the billing control flag 83c~ 

s 1s l~bit data. 

10 

15 

'l'he copyi.ng permi.ssion £J.ag 8~c1 hav:lng ~ va1ue of 

•o~ indicates.that the aopy1.ng'of the mus.1c data 1.s not 
. . 

permitted under any condition, and the copy.ing perm1ssian 

fla.g 8301 having a value of • 1 • :Lndica..~es that the copying 

of the music data·ia pepni.tted utl:tf:er particular conditions. 

The particular cond1.t.1olis are def~necl by the val.ue of the 

quality aoutrol flag 83aa and. the value of the b1111ng 

control._fl.ag 83as-

The quality control. fl.ag 83a2. hav1.ng a .val.ue o:f •o• 

india~tes that the copying of the mus.1c data· is perm1.tted 

under the aond:ltion that the quality of the musj_a data is 

degraded, imd the g;ual.ity control f1ag 8302. having a val.ue 

20 of • 1 • .indicates that the copy:Lng of the music data is 

permitted without degrading the qual.1.ty of the music data . 

25 

30 

. 
'!'he b:Llling control flag 83o3 having a val.u~ of •o" 

:1.ndiaates that the copying of the mus:1.c data is pe::anitted 

w:1.tbout billing fo;- the copy1.ng of the mus1.c data (1..e., 

free of Cllun"ge) • and tbe bi111ng control fl.ag 83o:a having 

a value of • 1 • indicates that the copying of the music data 

is permitted under the condition that the copying .of the 

mua:t..a da.t~ is billed for. 

Tab1e 1 shows the re1at1.onship between e~ah 

oombin.at1.on of :the val.ue of the copy1.ng permission f1ag 83oi,. 

the v~ue of the guali ty contro1 f1ag 83a:a and the value of 
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the b:t.11:1.ng can-t::rol flag 83o::a. ~nd the condition under which 

the copying of the music d21.t~ is ~erm~tted. 

Tab1e 1-

~ 
~ing p.:i:- auu:t.ty Billinsi Capy:iDg 
lllS.alliOD t'lag cont:l;ol. cont.J:ol P8XIQ1se1oa. 
1301 flag· 111011 flag Uci::a concli1:J.an 

Casal 0 - - COpyiAg ml.wmya. :O.Dd. tt.4 

C.a•e 2 1 0 · .. o C:Off1n(l pa:md.t;t•4 f.t- Of 
~II• \mder thtl CGll4:lticA 
t11a1: tu hali ~ i• a.-...c!ad. 

CD.Ill• 3 1 0 1 caniAI ~Uad WUS.~ t1w 
Cmuli.tian tM't tM QDllli ty ia 
degraded. aAd. tha CIJP)'in!I ill 

• •billad. ~oz: 
C:A\ae 4 l 1 0 caning vea1:tt•4 fae af 

charga ao4 w1thOl&t 4agz:adiag 
tha ....... 'lity 

cases 1 l 1 CawiJl.fl paz:mi t1:a4 V1thav.t 
4allrd.1.a111 tae ~u ty and.er 
1:ha aon4i ti.aQ ~t the aowtno 
i• bill•d :far 

In Case l of 'rabl.e l. the val.ue of the copying 

permission flag 83o1 ;Ls •ou. '1'here£ore. the copying of the 

music data is not permitted irrespective of the val.ue of 

the qua.l.i ty control flag 83c2 and the va1ue 0£ the bi11ing 

10 control. tl~g 83ai. 

15 

20 

I 
In Case 2 of Ta.bl~ 1,, the c:opy1.ng of the mosio data 

is perm.ttted free of cbarge under the condition that the 
.. 

qulll.ity of the music dat21. is degra.ded. 

-
In Case 3 of Tab1e 1. the copying of the music data 

is pe:cmitted under the condition that the quality of the 

music data is d~graded and.the copying of the music data 

:ts billect for. 

In Case 4 af Tab1e l. the copying of the mus1.c data 

is pei=m:l. tted free of charge illld without de~rading the quail ty 

of the music data. 
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In Case 5 of Table 1. the copying of the music data 

.is perndtted without degrading the qual.:Lty of the muBic data 

under the condit1.on tha;t the oapy1.ng of the music data is 

s b1lled for. 

10 

In this way. a Vt!lriety of aonditio~s under which 

. copyj.ng of mus1.a data is 11ermitted. (or not pel:m.1tted) can 
be rea.l.1zed by combilll.ng the va.1ue o:f the copying peJ:mission 

flag 8301. t~e vn.J.ue·of the quality a~ntrol flag'83ca i:Uld 
th.e va1ue of the bill..:ing control fl.ag 83ai with one another. 

~he data modification control section 20 

(F~gure l.A.) detel:mines whether it 1.s requ:l.red to bi1i for 

15 the copying at ·the music data according to the bill.ing 
control flag 83o3 • When it is determ:Lned that the bil.1.ing 

1.8 requ:f..red. the data. modif'1.cation control. section 20 

controls the modi.f1cation of the music data (i.e •• 

detarnd.nea whether the quail ty of the· music data 1.s to be 
20 degraded and. if.it ia to be degraded. to what degree it 

1.s to be.degraded) according to the copying pe.rmission 

flag 83~~ and the quality control f1ag 83aa. after . 
oo.n£iJ:Drl.ng the bil.l:I ng . by the b1.l.l:lng apparatus 200 

(Figure U) . When i.t' i.s determined that the b1.ll.1.ng .is not 

25 required. the c1ata mod1.ficatian oantro1 sect.1on 20 aontrol.s . . 
the modif.:Loation of the music data (i.e. , determines whether 

the gua1.:lty of the mus1.c data 1.s to be degraded and. if it 

is to be degraded, to what degree it is to be degraded) 

according to ·the copy-1.rig pel:lllission fl.ago 83a1 and the qual.1.ty 

30 contrQl flag 83o3 , without oonf11:ltdng the billing by the 

b1.1ling apparatus 200. 

Ref erring again to Figure lA, t~e deta~ls of the 
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respective elements inc1uded in the data copying appara­

tus lOO wi11 now be described. 

The data read. aeation 10 ino1udee a data read 

5 c1rcui.t 11, a dearyption ·key detection ci.rouit 12., a 

modifio~tion contro1 information detection c:trcuit 13 and 

a decryption c:1.rcnu.t 14. 

10 

. .. 
The da.ta·read circuit 11 reads out the encrypted 

dati!l 81 from the recording medium ao •.. ~d outputs the read 

· enarypted da,ta 81 to the dedrypt.ion dircuit 14. The de­

cryption key.detection ai.rou.1.t 12 detects the decrypt1on 
key.82 from the reoordi.ng med1.um ao. mid outputa the de­

tected decrypti.on key 82 to the de·crypt1.on c:1.rcU1. t 14 • The 

15 mactlfication control information deteot1on. · c:1.rcuit 13 

20 

25 

30 

deteota the mocll.fioation oontro~ 1.nfo:r:mation 83 from the 

recording me~um 80. and outputa the detected modification 

control information 83 to the data mod1.ficat1.on contro1 

· aection 20. 

The decryption aircait 14 decrypts the encrypted 

data 81 which has been read out by the data read ci.rcu.it .11 - . . 

based on the deCJZ'YPtion key 82 deteated_by the decryption 

key detection ci.rcuit 12. ~he decryption ail."cui.t 14 out­
puts dAta obtained by decrypt:tng the enqrypted data 81 

(hereinafter. referred to as the •deoJ:YPted data•) to the 

data modification control. sect1.cn 20. The decrypted data 

corresponds to the mua~c data before it ~s encrypted. 

The data m0dif1.cation control section 20 includes . . 
a modification contro1 o:lrcuit 21 and a data mod1.f1.cation 

. circuit 22. 
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The mod.1f1.oation control i0;formation 83 detected by 

the modification control information detection circuit 13 

is input to the modifioAtion control circuit 21. 

5 The mod1f1c~tion oo~t;r~1 circu:tt 21 .determines 

10 

whether it ~s required to bill for tbe copying of the 

deo:r:ypted date. ( e .-g.. the 11l\lsic data.) according to the 

billing control flag 8303 1naiuded in the mod1.fication 

oontro1·.1nformation 83. 

.. 
When it j_s detel:mi.ned that the billing 1.a reCl'iLred, . . 

the mod1.f.1cat:Lon control o:Lrcu.1.t 21 qommuniaates with the 

billing a.ppa.ratus 200 according to a pradete~ed protooo1 

to oon~ix'm the billing by the bilJ.ing apparatus 200. after 

15 wlllch themodificat.ion control airouit 21 produces a control 

signal. 23 according to the copying pe.rm.1.ssion flag 8301 and 
. . 

the qual.1ty control. flag B3a2 • The confirma.ti.on of the 

billing by the b1.111.ng apparatus 200 can be done by,, for 

example. the reaept~on by the modification aontro1 cir-

20 cU1.t 21 from the billing apparatus 200 of .1.nformat1cn which 

indicates comp1eti.on of the bi11ing. SUoh information may 
. . 

be_received via.the Internet, for example~ 

For example, When the user Of the data copying 

25 apparatus 100 pays the copyright-holder of the racord1.ng 
medium 80 the royalty for the copying of the data recorded 

on the recording medium 80. informat.1.on in<licllting· 

comp1etion of th.e billing is trilllsmitted from the bil.1.ing 

apparatus 200 to the modification oontrol c~rouit 21. 
30 

When it j_a detennined that the bil.l.:lng is not 

required, the mod1ficat:lon gontrol e1rou1t 21 produces the .. 
control signal. 23 according to the copying pe~ssion 
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fl.ag 83<'1 and the qual.ity oon~rol flag 83a2 without 
communicating with the billing apparatus 200. 

Aocorcling to the · aantrol sign~ 23. the da.ta 
5 mocU.fication c.1rcsu.1t 22 controls the modificat~on of the 

decrypted delta (e .. g., the m.us1.c data) (i..e •• the data 
modification circ\ll. t 22 de.teDlines whether the quality of 

10. 

15 

25 

.. 
the decrypted data is to be degraded and, if it is to be 
degraded, to what degree i.t is to be degraded). . . . 

... 
"rhe ·output of t_he &ltll. madifiaa.t:ton circu1t 22 is 

supp11ed to the data wr~te section 30. 

The W!.ta write section 30 :tnciudes an encryption 
circuit 31, a .dzs.ta write c1rcu1t 32 and an IO detectiqn 
oircu:1.t 33~ 

'l'he encryption oiraui t 31 encrypts the output of the 
data modifiaa.tion c1reuit 22 accord1.ng to the second 
encryption method. The ID detection circui.t 33 det_ects the 
ID information 92 r~oorded on the recording med1.um 90. The 
second encryption method is dete:an:lned based on the ID 
information 92 detected by the ID detection ·circuit 33. 

The ·dllta write circuit 32- writes the output of the 
encryption circuit 31 to the recording medium 90 as the 
encryp_ted dAta 91.i 

In thia way. the encrypted data 81 recorded on the 
30 recording medium. 80 is cop1.ed on the recording medium 90. 

Figure lB il.l.ustrates mi exemp1a:r:yconfiguration of 
the mod1.f1.aation control circui.t 21. '!'he modification 
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control c.1rcu1t 21 includes a data selection circuit 21a 

for selecting one of a plurality of data. that is to be copied, 

a quality level selection cirou~t 21b for select.ing. a 

quality level of copied data. a royalty calculation ci.x:-

5 ouit 2la for Oll.loulo.ting o. roylllty required for the copying 

of the data. ciid a control c1rcuit 21c1 far controlling the 

data se1ection a1.rau:l.t 21a. the qua11.ty level select.ion 
circuit 2lb and the ~oyal.ty calculation circu:1.t 2la. 

10 

15 

The·aontrol circuit 214 recei~es the modificat.ion 

control 1.nfo~tion 83 and control.a the data seleat:Lon 

circuit 21a to produce a data se1ection screen window based . . 
on the modificat1.on cont.rel information 83. 

'l'he dzlta selection c1.rcu1.t 21~ produces the data 

selection screen w:lndow and displays the data aelection 

·screen window on an input/output apparatus 300. 

Figure 4A 1.11ustrates an exemplary 4ata sel.ect1.on 

20 screen window. In the exanllJle 1.l.lustrated in Figure 4A,, the 

foll.owing columns are displ.a.yed t?lS well as a .·message 

prompt:Lng the user to eel.eat a musical piece to be copi.ed • 

25 

. 
•Muai.c number•~ •Title•. •copying pez:mitted". "High quality 

capy:Lng penni.tted• and ·ai.l.1:lng for aopyi.ng re(',[U.1.red11
• I'n 

the examp1e 1:11-Ustrated in Figure 4A. it is assumed that 

music data fl-14 are rec.orded on the recording medium 80. 

'rhe ool.umn •Mus1.c number• 1.n the data selection 

screen window shows the respective .index numbers of the music 

30 tlata. 11-14. The col.mm •Title• shows the respective tit1es 

of the music data tl-#4. 

The co1umn •copying perm1.tted11 in the data selection 
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screen window corresponds to the copying permission 

f 1ag B3a1 included 1n the mod1f1cation control inf orma­
tion 83. Thus. the column 11 Copying pel:lnitted• shows "No" 

when t:he vcilue of the copying permission £1.ag a3.o1 is • o u • 

5 and the column •copyingpe?:DU.tted.• shows •Yes 11 when t~e val.ue 

of·the aopying permission flag 8301 is •1•. 

10 

The col.1llrl11 •ru.gh qua.ll.t.y copy:Lng permitted" in the 

data seleQtion screen wi.ndow corresponds to_ the qua.1.ity 

control fl.ag 83oa incl.ud~d in the m.odif1.cation contro1 . . . . . 
1.nformation 83. Thus• the column •High qua]_j_ty copy1ng 

permitted• shows 11 No• when the va1ue of the <IUal.1ty control 
fl.ag 83a~ is •o•. a.nd "the col.umn •mgh qual.ity copying 

perm1.tted• shows •Yes• wben the va.l.ue of the quality control 
15 · flag 8302 is •1•. 

20 

25 

30 

The column "Bil.1.:1.ng for copying required" in the 
data aeleation screen w1.ndow corresponds to the billing 

control. flag 83c:J. 'l'hus,, the column •e.:tll.i..ng for copyi.ng 
requj.red" shows •No• when the val.ue of the b:tll.1.ng control. 

flag ·a3ai is •o•. end the column •eilling for copying 

requ:Lred• show_s •yes• when the value of the billing control. 
fli!lg 83a3 ~a •1•. 

·In the following descript:i:on. it 1.s assumed that the 
user has a el.acted • aongOl" and • song02 ", as musical. pieces 

to be copied. Far example. such select1.on oan be made by . . 

the user by using the input/output i1pparatus 300 (e.g •• a 
keyboard oz; a. mouse) • 

For both • songOl • and • songD2 • which have been 

ael.eated by the user. the col.umn "S:i,.lling for copying ... . . . 
reqaired" shows •Yes•. 'fherefore,, before the dati!l ca.n be 
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cop1.ed. it is necessary to confirm .. that the bill.1.ng for the 

oopying has been.done by the bil.ling appnratus 200. 

~he data se1eotion o:.lrouit 21a transmits the re-
5 speative data £or •aongo1• and •songo2• w?ll.ch have been 

selected by the· user to the bi1l1ng appli.rctus 200. In 
response to the data. the billing nppar~tus 200 retu:r:ns 
royalty data for •songo1 • for different quality levels and 
royalty data for •aongo2• for clifferent quality 1evel.s to 

10 the quuity 1eve1 eeleati.on circuit ~.1b. 

The qua.11. ty level sel.eotion aircui t 2lb produces a 
qual.ity 1evel selection screen window based on the dat~ 
returned·froni the ~1.ll.ing apparatus 200 and CU.splays the 

15 qual_ity l.eve1 selection screen window on the input/output 
apparatus 300. 

Figure 4B 1.11uetrates ml exemplary quality 1eve1 
selection screen window. In the example il1ustrated :in 

20 Figure 4B, the following colUlDils are di.splayed as we11 as 

a messe.ge prompting the user to eel.eat a qual.1.ty level :for 
aaoh mue~clll. piece to be copied: "Music numberu. •Tit1e•. 
•Royal.~y for quality level 1 (2 oh. 20 b1.t. 48kB'.z) •. 

25 

30 

•aoya.J..ty for quality leivel 2 (fi oh,, 20 bit ... 48kHz)" and 
•aoyal.ty far qua11ty level. 3 (6 oh, 24 bit,, l92ld!zJ•. In 
the example il1t:lStrate4 in F~gure 4B, it is assumed that 
the quality level. of "songOl" and •songo2• recorded on the 

:r:ecordlllg medium 80 is qual.ity level. 3 ( 6 ch. 24 bit ... 

l92kHz). 

The co1unm. •Royalty for qual.ity 1evel 1 (2 ch, 
20 bit,, 48kHz)• shows the roya1ty to be paid by the user .. 
for copying the music d~xa recorded on the recording me-
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dium 80 to obtain mus1.o data having qual1ty level 1. 

. . 
'l'he column •Royalty for ·que.lity level 2 ( 6 ch, 

20 bit. 48kHz)• ·shows the royalty to be paid .by the user 
5 for copying the music data recorded on the recording me~ 

dium 80 to obtlrl.n lnUsic dlltA hAV1.ng qua1i ty J.evel 2 ·. 

10 

The column _•Royalty f°Or quality J.evel. 3 (6 ch. 

24 bit. l92kHz)• shows the royalty to be p~d by the user 
for copying the mus~c data rec9rded q~ the recording me­
diam 80 to obtain musi.c data ha.v1ng qual.i:ty J.evel 3. 

Therefore. when the user ee1ects quality leve1 3, 

the mus1.c data recorded on the reoord1.ng medium 80 :le copied 
15 wi tbout degrading ~e quail ty of the mus:1c data. When the 

usez: eel.ects qual.ity 1eve1 1 or qua1ity l.evel. 2. the music 

data recorded on the recordin.g medium 80 is copied while 

the quality of the musio data is degraded. 

20 

25 

In the fo11ow:lng description. 1t is assumed that the 

user selects quality. l.ave1 3 for •songOl 11 and quality 

level12 for •eongo2n. Fo~ example. ouch seieotion can be 
made by the us·er· by us.1.ng the input/output apparatus 300 

Ce-g •• a keyboard or a mouse). 

The qual.:l.ty 1evel sel.ection circuit 21b transmits 

dAta for •mongo1• at qual.ity 1eve1 3 and data for •songo2• 

at qua11ty l.eve1 2 to the blll.ing apparatus 200. In re­

sponse to the data. the billing apparatus 200 returns 

30 royal.ty data for •songo1• at quality level 3 and royalty 
data for 11 songo2• a.t qual.1ty · 1eve1 2 to the royalty 

cal.culation circuit 21a •· 
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The royal.ty cal.cul.ation ·.c:Lrcuit 210 produces ~ 

royalty confirmat1on soreen w.1ndow based on the data re­

turned from the bil.11ng apparatus 200 and d1.sp1ays the 
royalty confi.rmation screen window. on the input/output 

5 apparatus 300. 

Figure 4C illustrates an exemplill'y' roya.1ty 
confirmation screen window. I~··the example illustrcted. in 
Figure 4C, the total. royal.ty (135 yen) for copying ·the mus1.a 

10 . .data of ~e selected mu~ice.J. pieces •-s.ongol • and •songoz• 

15 

20 

25 

30 

to obti5.in music data· respectively h4ving the se1eated 
qual.1ty levels is t'l:l.sp1ayed-. as··we11 as a 1nessage prompti.ng 

the user ta input •Yes• Qr •No• .to 1ndicate that the user 
approves or does not approve the royalty. 

When the user ;Lnputs •yes• to approve the royi!ll.ty 
(i..e •• when the user approves i:;he billing for the copying 
of the data)~ the billing apparatus 200 performs a b1.11i.ng 

operation. For example. the bi111.ng apparatus 200 with­
draws the mnoun t of money bil1ed from the user' s bank account. 

or the 1:1.ke. The b11l.ing apparatus 200 1s a remote seiver 
whicb•can be connected to the data copying apparatus 100 
v1.a. for example. the Internet or a telephone 11.ne • 

. . 
Based on passwords wh!.ch are registered by 

respect1ve users upon user registration. the bil.11.ng 

apparatus 200 i.d.entifies whether the entity who has approved 
the bil.1.1.ng i.a a registered user. The bi11ing a.ppAriitus 200 
may alternatively be a card slot· through wn.ich a. prepaid 
ca.rd or an IC cllrd is inserted. 

When the billing by the b:t.111.ng apparatus 200 has 

been done. the bill.1.ng apparatus 200 sends a signal to· the 
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royalty calaulation circuit 21cs no~ifying that the billing 
' has been done. In response to the receipt by the ~oyal.ty 

clll.oulation circuit 21a of the signal notify:tng that the 

billing has been done. the control circuit 2ld outputs the 

5 control signal. 23. 

10 

Figure lC illustr11tes ~ exemplary configuration of 

the data mod:lf:1a~t:1on aircUit 22. 'l'he data moClification 
c1.rcuit 22 :1na1udea a circuit 22111. for degra.di.ng da:ta having 

~a..l.ity 1eve1 3 into dAta hi1V~9' qual.ity level 1. a oi:r-
. . . 

cuit 22b for degrading data having quality J.eve1 3 into drita 

hav1.ng qual.ity level 2. a airauit 22a for pa.ss:1ng forward 

data h11ving guality level ~without degrading the data., ~d 

a aw1tah 224 for select1vely inputting the output of the 

15 dearypt:i.on aircu:f.t 14 to one of the circuits 22a-22c. 

20 

25 

The cirau.1 t 22a inc1udes a. mix-down c:1rcui t 22.D.J. and 

a down-sampling circuit 22aa. 

The mix-down circuit 22a1 performs a mix-down 

op_eration for reduding the number of channels of a sound 
signal. ~rom 6 to 2. The mix-down operat:f..on is done not by 

s:lmpl.y cutting off 4 of .6 channe1s, btit by mixing the channels 

w1th one another according to a oerta~n fixed p~ameter. 

. The down-smnpll.ng circu1.t 22aa perfo:cms a down­

sampling operation for reduc:lng the number of sampling b.1.ts 

from 24 to 20 and redacing the sampling frequency from. 

192 ·kHz to 48 kHz. The down ... samp11ng operation 1.s based on 

-30 an ordinary llcoustic theory. 

The o:trauit 22h inoludea a down-samp1j_ng c:ir­

cuit 22b1- '!'he down-aamp11ng operation performed by the 
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down-sarnpl.ing oircu.it 22b1 is the a~e .as that performed by 

the down-sampling c1.rou1.t 22aa. 

The switch 224 is controlled based on the control 

5 S1Qnal. 23. 

10 

When the user seleat:si • qua1i ty 1evel 1" , the 

awi teh 224 is controlled so that the output of the dea:rypt.ion 

aircU1t. 14 ~a i.nput to the circuit .22a.· In such n·Cllse, the 

qua.l.ity of th~ data is degrad~d by ~~e c:lrcuit 22a from 

qua.lity 1eve1 3 to qual.ity level 1. 

When the user selects "quality level. 2", the 

switch 224 is controlled so that the output of the deccypt:Lon 

15 circuit 14 is input to the circuit 22b. In such" a case, the 

qual1.ty of the data is degraded by the c:1rcuit 22b from 

quaJ.ity 1eve1 3 to qun.lity level 2. 

20 

25 

When the user selects •qua1ity level. 3 11
, the 

·switch 22d is controlled so that the output of the decryption . . 
· circuit 14 1.L':I ll1put to the· circuit 220. In such a case. the 

data pa.sses through the c1.rcu1. t 220. As a resl,11 t , 1:he 
. . 

qua11:ty of the data is not ·degraded but ma1.ntai.ned·at quality 

lave1 3. 

·In the exampl.es illustrated in Figures ll-lC. ea.ob 

eleznent included in the data copying apparatus 100 is 

imp1emented by ha.rdwi!lre (a circuit). The function of each 

e1ement inoiu~ed in the data copying apparatus 100 may 

30 alternatively be impl.emented by softwa:r:e. 

Figure SA is ~ · f~ow chllrt 1.11ustrating the flow of 

a data copying opera ti.on. By using a computer to ·perform 
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the data oopy:lng operation 11.1.ust~ated in Figure SA, it is 

·possible to implement a function equivalent to the function . . 

of each eiement of the data copying apparatus 100 illus-

trated in Figure 1.A. 

Figure SB illustrates a configuration of a dom­

puter soo for perfo:cming the dl!l.ta. copy:lng operation ... 
. 11lustrated i.n FigUre SA. 

The computer 500 '.inol.udes a. CJ:!lJ 5 01. e. memory 502 • 

a oommun:f.cation intarfaaa 603. an input/output inter~ 

face 504 ~d a bus 505. 'rbe CPU 501. the memory 502 .. the 

comrm:mio~tion interface 503 and the input/output inter­

face 504 m:e aonneoted to one another via the bus sos. The 

15 communication interface 503 is ca~igured so that it can 

be connected to the b11l.1ng apparatus 200 ( Fi.gure 1A) via. 

20 

25 

30 

... 

a network- such as the Internet. '!'ha input/output inter-

face 504 is. configured so that it cmi be connected to the 

input/output· apparatus ·300 (Figure lA). 

A program repres:1enting the data copying operat1.on 

1l.1ustra.ted in F1.gure SA (hereinafter. x-eferred to a."s the 

"date. copying operation progrmn•) ;Ls stored in the mem­

ory 802. for examp1e. Tb.a data. copyi.ng operation program 

may al.terna.tivel.y be recorded on any other type of recording 

medi.um such a.s c floppy cli.ak. a CD-ROM. ·or. a D~-ROM. The 

data copying operation program recorded on such a recording 

med1.uni is loaded on the memQry 502 cf t.he computer soo via 

the 1.nput/output apparatus 300 (e.g •• a d.1.sk drive). The 

CPU 601 performs the data copying operation progrmn4 Thus. 

the computer 500 functions as the data copying apparatus 100 

(Figure lA}. 
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Respective ateps of the dat~ copying operation wi1l. 
' 

new be descr1.bed w.\_~h ra~erence to ~1.gure 5A. S_ach step is 

performed by the CPU 501 (Figure SB). 

Step SlOl s i'he CPU 501 reads out the enceypted 

data 81 from the record1.ng medium 80. 

Step Sl02: 'l'ha CPU 50l detects the decryption 

key 82 ·f.rcrn the recording medium ao. 

.. 
. Step S103: The CPU 501 decrypt& the encrypted 

da.ta 11 by ua:tng the dedrypt1.an key 82 so as ta produce 

deary:pted data. 

Step Sl041 The CPU 501 detects the modification 
oontro1 in£ormati.on 83 from the recording med1.um 80. 

Step 6105: The CPU 501 determines whether it is 

reqaiJ::ed to bill for copy1.ng of the decrypted data according 

to the bi.l.1.ing oontro1 f1ag 83c3 included .in the mod1.f:1.cation 

control. info:cnation 83. 'J.'he process proceeds to step Sl06 

when :1Jt is c1eterm1ned that the bi11.1.ng .is required, nnd to 

step Sl07 when 1t is dete::mined that the bill..1.ng is not 

re_quired. 

Step Sl06 1 The CPU 501 ·confi:cms that the bill.ing has 

been done by the bil.l:lng apparatus 200. 

S.tep 81071 The CPU 1501 controls the modificat1.on of 
30 the decrypt.ed data (i.e .• deteJ:11lines whether the qua1:Lty 

of the decrypted data ~s to be degra~ed_and." if ~t is to 

be degraded. to what d.egrae it is to be degraded) acoo~ding 

to the copying permission flag 83ai. and the qual.it.y control 
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flag 83c1 included in the modification aontro1 inform~­

tion 83. 

Step Sl08: The CPU 501 detects the ·ID informa-. 

5 tion 92 from ·the recording medium 90. 

10 

St~p .$109: The CPU 501 encrypts the decrypted data 

by using ~ enoryption key which· is determined ba.sed on the 

ID ~nforlnlltion 9Z. 

"· 
Step SllO i The CPU 501 records the encrypted 

data 91. on the recording mediµm 90. 

Figure 6 :111ustrates a procedure of the 

15 communication process between the da.ta copying appara­

tus too and the b11l.ing apparatua 200. 

20 

25 

In the f i.rst col.UlJlil of F1gure 6. each step, 

S60l-S616, ~a ahown. 

In the second column of Figure 6- each b1aok dot 
denotes which one of the data oopy.µ,.g· apparatus . 100 and the 

bill.ing apparatus 200· is to perform the operat:Lon, and each 

arrow ~otee the dix'ection o~ data tremsm.1.ssion between 

the data oopyllig apparatus 100 and the bi111.ng appara­

tus 200. 

The third co1amn 0£ F1gw:e 6 shows the name of eaeh 

funct1.on 1.nvoived ~the commun1cat1.on process ·between the 

30 data copyin.g apparatus 100 and the. b1.1ling apparatus 200. 

Step S60ls Using the da.ta. selection screen w1ndow 

aa ~l.iustrated in F1.gure 4A. the user se1ects one or more 
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musical. pieces to _be copied to the i;"ecording medium 90 from 

a group of musical pieces recorded on the re.cording me­

dium eo.· 

S Step S602: If tha musical piece~ se1ected by the 

10 

. . 
user incl.Ude one for which the value of the copying 

pexm:Lsaion flag 83a1 is •1• a.nd the value of the bi111ng 
• .. 

contro1 f1ag B3a~ is •1•. the data copying.apparatus 100 

sends t~ the. ~~111ng apparatus 200 ~ oonnect~on c~nf.irmation 
a1.g1uu for eonf .1.rming the. conneetj.?n to the b111ing 

apparatus 200 (See.ro!Lserv.er() J. 

Step S603: Upon raoaiVing the connection 

c~~firmation a1gna1. the billing apparatus 200 sends the 
15 IO of the billlng apparatus 200 to the data copying 

appara.tua 100 to 1.nd1.cate that: the bil"l.ing apparatus 200 

is activ:e (Reply_server()) .• The ID of the bil.1ing 
apparatus 200 is i.dent.ification information un1.qu.e to the 

bill:i.ng apparatus 200 •. 
20 

25 

30 

step 86041 The data copyi.ng apparatus lOO checks 
wheth~r the received ID is ·the ID of the billing appara­
tus 200. When the received. ID is the ID o·f the b1l1ing 

apparatus 200. the data copying apparatus 100 starts the 
billing operation. 

Step 6605: The data copying apparatus 100 sends 

dat~ A to the bi11.1.ng apparatus 200 (Send(Oata_A)). 

F1gure 7A i11ustrates an exemplary format of 
data A. 

Data A inc1udes a list of musical pieces (Music 
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number f#:l-#L) which are permitte~ to be oopied on the 

conC11t1.on that the copying is billed for. Herein, L is an 

integer Which satisties l:n.~M. 0 User I·DA 1nc1uded 1n datz,. A 

is a user nUll\ber unique to the user. • ISRC • iri"cluded in 

5 data A has the same contents.as the ISRC 83a 1na1uded in 

the mod1.f1.aat1an control 1nformat1on 83 which 1s detected 

from the recording medium 80. Only one •IsRc• is :1.ncl.uded 

in data A beolluse 1n the exampl.~· illustrated in Figure 7A. 

data copying is permitted only in bloaks of lludio ti t1e f:1.l.es • 

10 

15 

20 

25 

•NUtnber_of musicu_pieces 111 ino1u~d ~data A denotes the 

numbex:" L of musiaa.l. pieces, mnong al.1 the musiCdl. pieces 

seieated by the us~r. Which are permitted to be aop1.ed on 

the cond1.t1.on that the copying is b1.11ed for. 

Fi.gure eA 11.lustrates a specific example of data A. 
The exmnple illustrated 1.n Figure BA shows that music 

numbex:" il and music number 12 are selected as musical. pieces 

wh1.ch are pernrl. tted to be copied under. the condition that 

the copying :1.s billed for. The user ID 1.s "HQCOOl •. tb.e ISRC 

is • JPABC9812345 •. and the number of musical. pieces is 2. 

Step S606: The b:l11i.ng apparatus 200 verifies the 

user ID :Lncluded 1.n received data A. 

Step S607: When it is oon:!i.t:med that the user ID is 

viU.id. the b11llng apparatus 200 &ends data B to the data 

copying apparatus 100 (Send(Data_B)). 

F:1.gure 78 1.11.ustrates an exempl.ary format of 

30 data B. 

, . 

Da.ta J3 ino.ludes :a.11st of royal.ti.es for copy1.ng each 

music number fl-IL. sper.:1.£:1.ed by data A, at respective 
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.qua.11.ty levels 1-3. 

Fj,gure 8B illustrates a. speo:1£1c example of data B. 

In the exmnpie :ll.lu~trated in Figure· SB. the royalty for· 

5 copyi.ng music number #1 at quality 1eve1 1 is 20 yen, the 

roya.l.ty for copy:tng music numbe~ fl at quality 1evel 2 is 

50 yen. and the· roya.lty for copying mus.1.c number 11 a.t 

quality level 3 i~ loo yen. 'l'he royalty for copy.ing music 

10 

. . 

number 12 At qua.lity 1eve1 1 is 15 yen. the royalty for 

copying music number 12 at quality 1a~e1·2 ia 35 yen, and 

the royalty for copying music number i2 at qb.a1ity 1evel 3 

1s 70 yen .. 

Step S6081 Ua:lng the quall.ty level se1ect:lon screen 

l 5 window as :Lll.ustrated .1n F1.gure 4B. the user selects a 

quality level for each music number 11-#L specified by 

data A. The quality level is expressed in terms of·, for 

example. the number of channels, the guant1.zation rate 

8lld/ or the sampll.n·g re.te. 

20 

25 

Step 5609 1 The 'la.ta . copying apparatus 100 sends 

data Ci:, whi.ch .indicates the qua.1.ity 1evel. selected by the . 
user. to the billing apparatus 200 .(send(Data_C)). 

Figure 7C ~11ustr~tes a.n exemplary format of 

data c. 

Data c 1nc1ude& a 11.st of que.lity levels ts1e1ected 

by the user for the respective. mus1.c number il-#L specified 

30 bydl!lta A. In data c. thequal.ityl.eve1val.ue •1• indicates 

thzlt given data is cop:l.ed to obtirl.n. data having quality 

l.eve1 1,. the quality level value •2• :t.ndicates that g:tven .. 
data ia copied to obtain data having quality level. 2,. and 
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the qua11ty level. value 11 3 11 :indio.ates that given data. is 
oo~ied to obtain data having qua.ii.ty level 3. 

Figure· 8C illustrates a specific example of data c. 
5 In the example il1nstrated 1.n Figure BC. guaJ.ity level 3 

is sel.eoted for music number 11. 11I1d qaa1ity l.evel. 2 is 
ae1eated·for m\iaic number 12 • ... 

Step S610: .The bi111.ng apparatus 200 receives 
10 data C and produces data D based on d.!ita C. 

15 

Step s.611·:. . 'l'he billing apparatus · 200 sends da.ta D 
to the data. copy1ng appm:~tus ·100 (Send(Dati'!L_D)). 

F1gure 7D i11.ustrates an exemp·lary · format of 
dat~ D. 

Data D 1.nol.udes. a. 11st of :fina.J. ro~ties for 
copy.1.ng the respec:t1.ve mus:Lc number #1-IL specified by 

20 da.ta. A. "Application ID" included in data D .1.s an ID whiob 
is assigned by the bi1l.ing apparatus 200 for each data 
oopyi.ng. 

Figure 8~ il.l.u.strates a specific example of. data D. 
25 In the example :111.ustr~ted .in Figcire an. the· app1.1cation 

ID is · •Aao1 •. The royalty for copying mus1.c number #1 at 
quality J.evel 3 is 100 yon. and the royalty for copying music 
number f2 a.t quality 1evel 2 is 35 yen .. 

30 Step 6612: Us1ng the royalty confiJ::mat.1.on screen r 

window as illustrated j_n Figure 4C. the user confi.rms the 
tota.l. royl!ll.ty for copying each ael.ected music data to obtain 
music data. having the a elected qual.1. ty level. If the user 
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approves the total roya.1ty (e.g.,·. 135 yen 1.n the cxampl.e 
' 

111ust~ated in Figure 4C), the user inputs its password 

which has been :t:egistered upon user··registration to the data 

copying appQratus 1~0. 

Step S613s The data. copying apparatus 100 p:r:oduce.s 
data E based on the password input by the user, and sends 
data E to the billing apparat~~ 200 (Send(Data_E)). 

Figure 7B illustrates an e~emplary format of 

data·s .. 

Data E indiaatea whether the ~roper user has final.ly 

approved the billing. •pl:lssword" Uicluded in data E &hows 

15 11 0• when the user has canceled the bi.11.ing, and shows the 
user's password when the user has approved the billing. 

Figm:e BE illustrates a speo1£:1c example of data E. 

The exmnple ~llustrated in Figure BE ia a case where tbe 

20 use:r:_ approves the billing. Data E i.nc1udee the user• s 

password •2611•. 

Step 8614: The b:tlling appar~tus 200 receives 

data E a.nd ver;lfies the passW"ord incl.uded in received 

25 data B. 

Step S615: When the :P~ssword is prope~, the bi1l.ing 

apparatu& 200 sands da.ta F to the data copying apparatus 100 

(Send(Dat8-,..F)). and the Zlll\Ount of money bill.ad is paid from 

30 the user's account. 

Figure 7P ~s an exemplary format of data F. 
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"Billing completion flag" included in data F 
indicates whether the b;llling has been d~nc by the billing 
apparatus 200 ~ nBi11illg compl.etio·n flagu having a value of 
•o• indicates that the bill~g has not been done by the 

5 bill1.ng apparatus 200, and "B.1.lling completion fll1g~ having 
a val.ua of • 1 • indicates that the bi11.1ng baa been done by 

the bil.1ing apparatus 200. 
., . 

Figure 8!' illustr~tes a specif ;Lo exmnple of data. F. 
· · 10 ~~ exmnp1e il.lua~rated i.n Pi:gui:e BP s!?-.ows that the bi.ll:lng 

for the user ID •Hocoo1 • and the app1iaat1.on ID •Aoo1 • has 
been done. 

Step 6616: ~he data aopying apparatus 100 dupli-
15 cates the &elected musical pieces at the respective qual.1.ty 

1.evels se1ected. 

20 

25 

In the above-described embodiment, it is assumed 
that data on the· x-eaording medium 80 and data on 'the 
:r:ecord:Lng medium 90 are encrypted data. Boweve.r. the 
pr1noip1e of the present 1.nvention can a1ternat1vely be 
alJplied to a ca.se wheX"e &lta. on the recording medium ·so and . 
data on the reaord:1.ng medium 90 are not encrypted. 

'rbe decryption· key 82 ma.y aiterna.tively be en­
crypted by llll eno:r:yption method that 1.s different from that 
used for the enccypted data 81. In such a case. th~ data 
~OPY1n9 appa.ratus 100 may have a circuit (or a step) for 
decJ:Yi;iting the decrypt~on key 82 and a decryption key for 

30 decrypt:l.n~ the dearypti~n key 82. Such a. deci:yption for 
decrypting the decryption key 82 is different from the· 
dearyptj_an key 82 wh.1.ch is used for dec.rypting the encrypted 
<la.ta 81. 



· . ......__..... 

·..._,....... 

, 

- 39 -

. 
In the above-described embodiment. one or more of 

the copying perm1.ss1on flag 83ai:·, the quality control 

"f1ag a3al and the billing control f1ag 8303 may alte.rna­

s tively be·included in the· encrypted data 81. 

10 

The modification contro1 . lliformation 83 may .. 
al.ternativ~1y be encrypted in ord.er to prevent fraudul.ent 

copying of the modification control :tnformation 83. 

The 11\0difioation control 1.nfonnaticn 83 Im!lY 
· a1ta~ative1y be inc1uded in the encrypted data Bl as an 
electronic watermark. 

15 Watermark is a technique to embed a piece of data 

20 

·25 

in miother p~eoe of data. which is ch~aeter~~ed by the 

£oll.ow:1.ng features (1) and (2): 
(1) The embedded data does not Bubst~ntia11y de­

grade the qual.1.ty of the original. data; and 
( 2) The embedded data can be detected even if the 

orig:1.nal. data i.s somewhat ·processed-. 

For exmop1e. using the watei:mark technique, 

1.nfonms.ti.on havi.ng a 'V'a1ue of •o• or •1 11 can be embedded 

1.n a poei..tion ·of a.udi.o data correepond:tng to a :frequency f. 

For example, info.r:mation having a value of •1 11 1.s embedded 
in the -audio data i.f the gain of the audio data ~t the 

frequency f (HJ:) is ~eater than a predetenn:tned. threshold 

value TH (dB), and information having a. value of •o• i~ 
30 emb_edded in the audio data 1.£ the gain of the aud!.o data 

at the frequency f (Hz) is not greater than a predetermined 

th?:es~o1d va1ue . Tx (dB) . 
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The f reqUenoy f ~nd the ·predetermined threshold 

value TK are kept secret. In this ~ay, it is very difficu.lt 
. . 

for a third party to f~audlllently obtain the inf ormat~on 

embedded in the audio data:. Moreover,. since the watermark 

S is embedded in the audio &lta'$ wa.veform itself, it is 

substantiall.y 1mpossibl.e to erase the watermark no matter 

how the audio d~ta is processe~ unless the quality of the 

10 

. . . 
audio data is substant~al.1y degraded. 

For exmnp1e, · 8: high pass fil.ter for autt:Lng off a 

lott-frequenoy component of a signal and a low pass f1.iter 

cutting off a high frequency. component of the sign~1 may 

be used in.order to detect the watermark embedded in the 

a.udio data. Thus, the high pass filter is used to cut off 
. . 

15 a component of the audio data whose frequency i.s 1ess than 

the frequency f,. and the loW' pass filter 1.s used to cut off 

a component of the aud:l.o data whose freQUency is greater 

. than the ~requency f. As a resu1 t.. the freQ\lency f 

component of the audio data is extracted. The infax:mation 

20 embedded 1.n the audio data :Ls detected by compar:i.ng the gain 

of the frequency f component with the predetermined 

threaho1d value Ta. 

Usag the above-described waternulrk technique. it 

25 is possible to embed the copy1.ng·permission £lag 8301 for 

the music data Ii in ~ pqsi.tion of the musi.c data 1:1. 

oarreapond1.ng to a frequency f 11 , the quail ty con tro1 

fl.ag 83ca for the music data Ii-in a positi.on aarrespGnding 

·ta a frequency f12,, and the billing control flag 830:1 for the 

30 music data Ii in a position corresponding to a frefil\leney :fu­

Herein. i is any integer whicili satisfies l~i2'M where •M• is 

as previously defined. Preferab1y. the frequencies fs.1 .. f12 .. 
and f u are 1nd1Uded in a frequency band which does not 
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substant1.all.y affect the reproduc:i;ion of the musio data. i 

(e.g. , a frequency band outside the audible range) . 

Moreover. the :trequencies fu. f12". and t°13 are preferably 
. ~ 

spaced cpart from one· lUlotbcr so as ta avoid misdetection. 

5 It is possible to nee either the same threshold value or 

different thresho1d values· for the frequenc1.es fu ~ f 1z and 

10 

fu. . .. 
In the. above-deserj.bed em.bodi.mant. the b.i1l:tng 

information indicating that.the b~l~~ng is d~ne by the 

bill~ng appar2ltUISI 200 is :Lnput from outs.1.de the data copying 

a.pparatus 100. Alternatively, such bllllng .information 

.mtty be reao:r:ded on the recording medium 80. · Moreo'VeX" ~ suoh 
bil.ling :1.nformation may alternatively be encrypted as is 

15 the mod1.f:lcaticn control info:rmatian 83. 

20 

30 

INDUSTRIAL APPLICABILITY 
As described above, the data copying aystem of the 

present invention controls the mod:1.£1oation of cUs.ta which 

has been read out fX"om ·a reoording medium ·according to the 

modification control information- The modification aon­
tro1 ilnformation include& the copy:Lng permission flag, the 

. . 
.qual.ity control f1ag and the billing contro1 flag. A va.ri.ety 

of aondit:l.ons under which copying of data is permitted can 

be realized by combining these f~a with one another. For 

example. with permissi.on by the copyright holder, the data 

can be cop~ed without degrading the gual.ity of the data 

either free of charge or under the condition that the copying 

is bUled far. 

By control.ling the modification 0£ the data 

according to the modification aontro1 info?:Jnat1on. ~t is 
'· 

possible to pX"ovide data having different qual.ity 1evels 
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as cop1.ed data. In this way, it i:~ poss:tble to all.ow the 

user to sel.ect the quality 1.evel of the copied data to the 

user's preference. 

5 Moreover, the modi.£1.oati.on control 1.nformation oa.n 

10 

. . 

be encrypted or embedded in a predetermined frequency band 

of the data tha..t is recorded on the recording medimn. so .. 
as to prevent fiaudul.ent copy.1.ng of the data which. is against 

. . 
the copyright holder's intent1.on. 

.Var:lous other modifications·will be apparent to and 

ozm be :readily mAde by ~ose skilled in the art with<?ut 
dep;,.rt.ing from the aoope and epir~t of this invention. 

According1y • .1.t 1.s not intended tha.t the scope of the claims 

1s· appended J;lereto be 1.1.mi.ted to the desar1.pt1.on as set forth 

herein, but rather that the cl.aims be broadly construed. 
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CLAIMS 

1. A data copY111g systetn. oompris1.ng a dat~ . copying 

apparatus.for copying data recorded on a fi~st recordi.ng 
5 medium to a second· reoo:t'ding medium. the data copying 

apparatus :lnc1uding1 

10 

a Ct.a.ta read section for read1.ng out ~he dilta from ... 
the first recording medimn: 

. . . 
·a. data modification csontro1 sect1on for controlling 

mod:lfia~t~ori of the data 1.n acscordance with modification 

control.· 1nforma.t1on· .. the modif1.cation control 1.nformation 
being prov:lded for controlling the modification of the data: 
lUld 

a data write section far wr1t1ng an output of the 
lS dat~ modification dontrol section ~o the second recording 

medium, wherein: 
·the modificat1on controi information includes a 

copy:Lng peaaiasion flag inclicatj_ng whether the copying of 
the data 1.s pe:cmitted., A quality control flag for acntro1~ing 

lo e. qual.ity of Jnod:lf.ied data which is obtained by modify:i.ng 

25 

the data, and a bi111.ng control flag for control.ling bil11ng 

, for tile copying of the data: 

the data modification control section determines 
whether: billing :la requil=ed for the copy:Lng of the data in 
accor&m.oe with the billing control flag; 

when -t;he billing is requ:ired. the data modifj_cat:1.on 
control section controls the moditioation of the data in 

.a.acordanae9 w.1 tb the copying permiss.ion flag and the gual.i ty 
controi f1ag. After aon~irming thAt the billing h~s been 

30 done by the billing apparatus: and 

when the billing i.s not requ.ired, the data. 
modif;cation cohtrol section controls the modi£ication of 
the data 1.n aooo:rdance with the copying permisaion flag and 
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the qua.llty control 1;l.ag, without confirming that the 
billing has ~ean done_by the bill~ng apparatus. 

2. A data copying system aooord.ing to cla.im 1, wherein the . . 
5 modification control info.tmation is recorded on the first 

10 

recording medium., and the data read section reads out the 
modi.fication control 1:11f ormat19,~ from the first recordi~g 
tnedi.um. 

3. A &ta copying system accord:L.ng to.·o1aim 2. wherein the 
modification ~ontro1 :1.nformation is encrypted. 

4. A data copy:lng system a.ooording to a1aim 2. wherein the 
modification ·control info:r:mZltion 1s inc1uded in a 

15 p~determined frequency band of the data that is recorded 
on the first recording medium. 

5 • A &ta aopy:lng ayatem aocord.:1.ng to o1aim 1.. where:in the 
Dladi.ficat1.on o~ntro1 inf orlll!lt:lon is input. from outside the 

20 data oo:?Ying apparatus ta the data mod1f ica.tion control 
section. 

6. A aata· oopying system according. to c1aj,m 1. wherein the 
data modifiaat~on aontro1 sect1on outputs modif~ed data 

25 having a quality level in accordance with the modificati.on 
control 1.nfoJ:mation. 

7. A data copyi.ng apparatus for copying data recorded on 
a first recording medium to a second recording medium... the 

30 d.a.ta aopy1.ng apparatus aomprisingi 
a d~ta read section for read:lng out the data from 

the f~st recording medium: 
a data mod1fication control section for aontrol1ing 
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modif1ca:tio~ of the date. in aoco:r.dance With mod.:1.fica.t.1.on 
control. info.ruw.tion,, the_modifica1;ion control. information 
being provided for aontrol1ing the mocll.f:i.ca.tion Of the data; 

and 

~ data write aoot~on for WJ:iting ~ output of the 
data modlfi~at1on control section to the.second recording 
medium,, wherein 1 

the modi!fication control :l.nformat.1.on ;includes a 
oopy1.ng pe~sa.1.on flB:g :1.nd1.aat.1rig Whether the copying of 

<.- 10 · the data i.s parm:Ltted,, a quaI.:lty control .flag for aontra111ng 

, 

a. qual.1.ty of modified ~ta which is obtained by mod1.fying 

the data; and a billing control flag for contr~l11.ng blll.ing 
fol': the copy:1ng a·f the data.1 

the data modification control section determ:lnes 
15 whether billing 1.s required for the oopy.ing of the data 1.n 

accorc3Anoe_wi.th the b1111.ng control flag: 

20 

when the b1111ng :1& rec;cuired, the data modification 
control section oontrols th~ modification of the data in 

accordance w1. th the aopyi.ng permission .flag and the qua.l.1 ty 
control flag; after confirming that the billing has been 
done by a bil1:1.ng apparntus Which 1.a provided outside the 
data copyi?ig apparatus, and 

when the bill.ing is not ret;(Uired,, the data. 
mod1.f1aat~on contro1 aeet~on co~tro1a the modification of . . 

25 the data in acaordanae with the copying perm1.sasion flag and 

the qua11.ty control fla.g. wi.thout ·confirming that the 
billing has been done by the bil.ling apparatua. 

8 • A data copyin!,J app1U:a.tus according to claim 7.. wherem 
30 the mod:l.fioat~on control. 1.nf o?:mation. is recorded on the 

first recording medium., and the data read ~eation reads out 

the ~odification control information from the first 
recording medium. 
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' 
9. ~ data copying apparatus acoordµlg to claim 8, wherein 

. . . 
the modification control information ~a encrypted. 

5 · 10. A Wtta copying a.pp~a.tus aaoording t.o (lle.im 8, wherein 

10 

the mod1.fioat1.on contro1 information is :Lnoluded in a 

p:r:edeterm:Lned frequency band of the data that is recoi:ded .. 
o:a. the firs";; reoorcling medium. 

11. A data. copying apparatus aaaordi.ng, to al.aim 7, where1.n 
. . . . 

the mod.1:f!.1~ation control. infonnat1.on is 1.nput fi:om outside 
the ~ata dopying apparatus to the data modifiaat.i.on control: 
seat1.on. 

15 12 .. A data copyj.n.g apparatus accoi:ding to ·a1a:UTI 7. wherein 

the data modificat1.on control seoti.on outputs moM:f .ied data 

having a quality level 1.n acaar:dance w1.th the modifi.cation 

control i.nfo:r:m~tion. 

20 13. A data copying method for copying data recorded on a 

first reaoi:ding medium to a second record:Lng mediUtn, the 

dli.t~ copying method comprising the steps of: . 

2.5 

(a.) reading out the data from the first recording 
medium1 

{b) oontrol11n.g znod1.fi.cation oi the data. 'in 

accordance -With modi.ficat.ion control information, the 

modification control informat1on being provided for con­
trol.l.ing the motti.fiaa.ti.on of the data• and 

(c) writing ~ output of the data mod1f1cation 
.. 

30 control section to the second recording mecil.um, whereib: 
the mod1.ficatiun control information includes.a 

copy~g permiss.ion fl.ag indic~ting whether the copy~ng of 

the data .1.s per:mitted, a. qua:I:ity control flag for controlling 
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5 

a quality of modified data wtu.oh. :i;s obtained by modifying . 
the data, and a b1J.l.ing control flag for controlling bil.l.ing 

for the copying of the data; and · 

the at~p (b) oompriaea the steps of, 
(b-1) dete:rmining whether billing is :required for 

the copying ~f ·the data in accordance with the billing 
contro1 f1ag; .... 

(b-2) when the billing is requj.red, .controlli:ng the 

ltl0cli.f1.0atian Of· the data in accordance With the copyi.ng 
10 . pel:mission flng and the qUal:lty OQntro.l flag, Zlfte.:r: 

-.....-- aonfirnd.ng that the _bj.1ling has been done1 Gnd 

(b-3) when the bil.iing is not required, controlling 

the. modif:1.cat1.on of the data in e.coordance w:lth the oopy1.ng 

permission flag and the quality oont_rol f1ag, without 

15 con£i7:m:Lng that _the b1.1i:1.ng has been done. 

14. A oomputer-readab1e recording medium ·recorded with a 
p:r:ogrmn for oont:r:ol.ling A computer to pe:r:f o:cm. a data copying 

ope4at.1.on for copying data recorded on a first recording 
20 medium to a second recording medimn .. the de.ta copying 

oper~tion oompriaing the steps of a 
(a) rcsad:Lng out the data ·from the £.1.rs.t record1.ng 

medium1 
(b) controlling mad:Lfj_c:::ation of the data in 

25 aaoordanae w:l..th moditio~tion contro1 infQrmati.on. the 

modi.ficat:l..on cont:r:ol i.nfornmtion being provided for con­
tro111ng the modification of the data: and 

(c) wr.1.ti.ng an output of the data modificat.1.on 
contro1 secti.on to the second recording medium .. where:Lni 

30 the mocli.fioation contro1 :l.nformation ino1udes a 

copying perndssion fla_g .ind1cat.1.ng whether the copying of 
. . 

the~~~ is perm:Ltted .. a·qua11.ty contro1 flag for contro1J.ing .· 
a qual.:1.ty of modified data which 1.s obtained by modify:Lng 
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the data, and a billing control fl.as for _controlling bil1ing 
for the copying of the data: and 

the step (b) comprises the $teps of; 
(b-1) dote:r:mining whether. billing :1.s required for 

5 the copying of the data _in a.coordancse with the bi.lJ.ing 
control flag: 

10 

15 

(b-2) when the billing is required, controlling the · .. 
modif1aat1on of the dzita :1.n aoaordance with _the copying 
perm1.ssion flag and the guall ty control flag. aft"er 
c9nfil:ming t:ha.t the ·bil1ing has .been ... done: and . . 

(b-3) when the billing is not ret;lllired, contro11ing 
the mod1.f:1.cat1.on of the data 1.n accordance with the copying 
perm1.ss:lon flag and the qua1:1.ty control fl~g. W:1.thout 
confirming that the b111ing has been dona. 

15. A recording medimn- recorded wi.th data. and modi.f1cat:1.on 
aontrol. :1.nforrnat1.on for oontX'Qll.:lng modifioa.t:l.on of the data. 
wbere:ln the modification control. information incl.udes a 
copying permissi.on flag indicating whether the copying of 

20 the data. :1.a permitted, a ~ity control fl.ag for contro11:1.ng 
A qua.l.ity of modified .&ta which is obtained by modifying 
the data., and a b:1.ll:1.ng control. f·1ag for contro1ling b1lling 
for the oopy1ng of the delta. 


