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DESCRIPTION

DATA COPYING SYSTEM, DATA COPYING APPARATUS,
DATA COPYING METHOD, AND RECORDING MEDIUM

TECENICAL FIELD

The present invention relates to a data copying
system, a datas copying apparatus, a data copying method and
a recording medium for copying digital data such as music
data with a .copyright protection fungation:

BACKGROUND anf

Conventionally, high gquality wideo and sound data
has been recorded/reproduced by using a special apparatus
for digitally recording/reproducing video and sound data
to/from a racording medium. Medla for recording digital
data include & laser disk (LD), a compact disk (CD}, & mini
disk (MD) and a digital versatile disk (DVD).

Such a digital data recording medium, unlike an
an2log data recording medium such ag a (compact) cassette
tape and a VHS tape, is characterized in that the quality
of the recorded data is less likely to degrade through
copying. In other words, it is easier for digital data than

-analog data to be accurately recorded/reproduced: The

quality of digital data never deagrades as long &as data that
is identical to the digital data stored in an original
recording medium is written to a duplicate recording medium.

Howaver, & user of an apparatus for record-
ing/reproducing a digital data recording medium may
duplicate a commercially sold recording medium in which
video data, music data, or the like, is recorded, thereby
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infringing the copyright of the copyright holder of the
recorded data. In view of this, such an apparatus for
recording/reproducing a digital deta recording medium is
provided with a function to reatriot copying of a:recordlng |
medium. For example, when music data is copied from a CD
to an MD, the apparatus degrades the quality of the music
data, thereby restricting such copying and thus protecting
the copyright on the music data.

However, if the epparatus is designed to always
degrade the sound quality of music data beling copied migla
data ocannot be copied with high quality even when copying
of tha music data is permltted by the copyright holder. For
example, thea copyright holder of the music data may desire
to selectively permit a user to duplicate the music data
depending upon whether the user has paid the copyright holder

the royalty for the music data. The copyright holder of the

music data may also deaire to permit the high quality ccpylng
of the music data free of charge.

With the conventional oopying system, 1t 1s not
possible to set dilfferent royalties fox different sound

- quality levels at which copying is to be pemitted. S0 ag

to allow the user to saleat a sound ¢quality leval to the
user's preference. Therefora, the sound quality level of
copied music data may not meet the user's preference.

In order to solve the above-described problem,
copying of data may be permitted on the condition that the
royalty therefor has heen paid. In such a case, it is
necessary to prevent a “pirate" (a person who l1lllegally

coplies data such as music data) from copying the data without
vaying the royalty.
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DISCLOSURE OF THE INVENTION

According to one aspect of thim invention, a data
copying system inaludea a data copying apparatus for copying

‘data recorded on a first recording medium to a second

recording'medium The data capying apparatus includes: a
data read section for reading out the data from the first
record.tng medium; a data modification control =ection for
controlling modificatien of the data in ‘accordance with
modification control information, the modification control

Anformation being provided fox controlling the modifidation

of the data; and a data write section for writing an output
of the data modification control section to the second

. Yecording medium. The modification contral information

includes a copying permission flag indicating whather the
copying af the data is permitted, a quality control flag
for controlling a quality of modified data which is obtained
by modifying the data, and & billing control flag for
controlling billing for the copying of the data. The data
modification control secticn determines whether bllling is
required for the copying of the data in accordance with the
billing control £lag. When thebillingis requir:_ed. the data
modification control section controls the modification of
the data in accordance with the copying permission f£lag and
the quality control flag, after confirming that the billing
has been done by the billing apparatus. When the billing
18 not required, the data modification contrel section
controls the modification of the data in accordance with
the copying permission flag and the quality control flag,

without confirming that the billing has been dane by the
billing apparatus.

In one embodiment of the invention, the modification
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control information is racorded on the £irat recoxrding
medium, and the data read section reads out the modification
control information from the first recording medium.

In one embodiment of the invention, the modification
control information is encrypted.

In one embodiment of the :[nven-tion, the modification
control information is inaluded in a predetermined frequency

band of the data that is recorded on.the first recording
medium. |

_ In one embodiment of the invention, themodification
control information is input from outside the data copying
apparatus to the data modification control section.

In one embodiment of the invention, the data
modification control section outputs modified data having
a quallty level in accordance with the modificatlion control

information.

¢ According to another aspect of thils invention, a

data copying apparatus for copying data recorded on a first
recording madium to a second recording medium is provided.
The data copying apparatus includes: a data read seation
for reading out the data from the first recording medium:
a data modification control section £for contrelling
modification of the data in accordance with modification
control information, the modification control information
being provided for controiling the modification of the data:
and a data write aeé’c:l.cn for writing an ocutput of the data
modification control section to the second recording medium.
The modification control information includes a copying
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permission flag indicating whether the copying of the data
is permitted, a quality control f_flag for controlling =a
qualilty of modified data which 18 ohtained by modifying the
data, and a billing control flag for controll:uig billiing
for the copying of the data. The date modification control
section datermines whather billing iz required for the
copying of the data in accordance with the billing control
flag. When the billing is requ:l.red the data modification
control mection controli the modification of the data in
accordance with the copying permission. .fla.g and the quality
control flag, after confi.rming that the bill:l,ng has been
done by a2 billing apparatus which ia provided ocutside the
data .copying apparatus. When the billing is not required,
the data modiflcation ocontrol section controls the
modification of the data in accordance with the copying
vermission flag and the quality control flag, without

agonfirming that the billing has been done by the billing
apparatus.

Ir one ambeodimani of the invention, the modification
cgontrol information is racorded on the first recording
medium, and the data read cecticn reads out the modification
control information £rom the f£irst recordixig medium.

In one embodiment of the invention, the modification
control information is encrypted.

in one emhodiment of the invention, the modification
cantrol information is included in a predetermined fraquency

band of the data that iz recorded on the first reacording
medium.

In one embodiment of the invention, the modification
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control information is input from outalde the data copying
apparatus to the data modification control section.

In one embodiment of the invention, -the data
modification control section outputs modified data having

a quality level in accordande with the modification control
information. .

chording to still another aspect of this inventien,
a data copying method for copying data recorded on a first
recording medium to a second recording medium is provided.
The data copylng method inaludes the steps of: (a) reading
out the data £rom the first recording medium; (b) controlling
modification of the data in acocordance with modification
control information, the modification controel information
being provided for controlling the modificatlon of the data;
and (o) writing an output of the data modliflication control
section to the mecond recoxrding medium. The modification
control Iinformation Iincludes a copying permission flag
indicating whether the copying of the data is permitted,
a quality control flag for contrelling a quality of modified
data which is obtained by modifying the data. and a billing
control flag for controliing billing for the copying of the
data. The step (b) includea the steps of: (b-1) determining
whether billing is required for the copying of the data in -
accordance with the billing control.flag: (b-2) when the
blilling is required, oontrolling the modification of the
data ln accordance with the copying permission flag and the
quality control flag, after confirming that the hilling has
been done; and (b-3) when the billing is not required,
controlling the modification of the data in accordance with
the copying permission fiag and the quality control flag,
without confirming that the billing has been done.
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According to still another éapect of thia Invention,
& computer-readable recording medium recorded with a program
for controllixig a camputer to perform a data copying
operation for copying data recorded on a first recording
medium ta a second recording medium is provided. The data
copying operation includes the.“ astaps of: (a) reading out -
the data from the first tecordiﬁg mediam; (b) controlling
modification of the data in accordance with modification
control information, the modification. gontral information

- being providef! for controlling the modification of the data;

and (c) writing an output of the data modification control
sectiaon to the second recording medium. The modification
control information includes & copyilng permission f£lag
indicating whether the copylng of the data is permitted,
2 quality control flag for controlling a quality of modified
data which 1s obtained by modifying the data, and a billing
cantrol flag for controlling billing for the copying of the
data. The step (b) includes the steps of: (b-1) determining
whether billing is required for the copying of the data in
acoordance with the billing control flag: (b-2) when the
billing is required, controlling the modification of the
data ix acoordance with the copying permission flag and the
quality control flag, aftar confirming that the_b'ill:!.ng has
been done:; and (b-3) when the billing is not required,
controlling the modification of the data in accordance with
the copying permission flag and the guality control flag,
without confirming that the billing has been done.

According to still another aspect of this invention,
a4 recording medium recorded with data and modification
control information for controllingmodification of the data
is provided. The modification control information includes
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a copying permission flag indicating whether the copying
of the data is permitted, a quality ocontrol flag for
controlling & quality of modified‘'data which 1z obtained
by modifying the. data, and a billing control flag for
controlling billing for ‘the capying of the data.

Thus, the invention described herein makea pogsible
the advantages of: (1) providing a data copying system, a
data copylng apparatus, a data copyingmethod and a recording
medium with & copyright protection function which allowa-
data to ba copied with high quality when the copyright holder
permits the high quality copying of the data: (2) providing:
a data  copying system, a data copyving apparatus, a data
copying method and a recording medium which allows a user

to gelect a quality level of copled data to 'the user's

prefarence; and (3) providing a data copying system, a data
copying apyaratua, a data copying method and a recording
medium which allows for high quality copying of data while
preventing fraudulent high quality copying of the data when

the copyright holder does not permit the high quality copying
of the data. ' '

These and other advantages of the presen.t invention
will become apparent to thosa skilled in the art upon reading
and understanding the following detailed description with
reference to the accompanying figures.

BRIEF DESCRIPTION OF THE DRAWINGS

Figure 1A is a block dlagram illustrating a

configuration of a data copying system 1 according to an
embodiment of the present invention;

Figure 1B is a bdlock diagram 1llustrating a
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configuration of a modification ocoantrel cirouit 21
illustrated in Figure 1A: '

Figure 1C is & block diagram :Llluafrating a
configuration of a datamodification cirouit 22 illustrated
in Figure 1A;

Figure 21is a diagram ili{:strating an exemplary data
structure of a recording medium 80;

Figure 3 is adlagramillustrating an exemplary data
structures of modification dontrol information 83;

Figure 4A 3.8 a d:l.a.ﬁram 1llﬁstrating an exgmpla.ry

‘data selection soreen window;

Figure 4B is a diagram illustrating an exemplary
quality level selection mareen window: '

Figure 4C is a diagram illustrating an exemplary
rpy_'dlty confirmation soreen window;

Figure BA is a flow chart illustrating a flow of a
data copying operation;

Figure 5B 1s a block diagram illustrating a
configuration of a computer 500 for performing the data
copying operation illustrated in Figure 5A;

Figure 6 is =& protocol achart illustrating a
procedure of the communlcation process hetween a data
capying apparatus 100 and a billing a.ppératus 200;
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Figure 7A 1s a diagram illustrating an exemplary
format of data A transmitted between the data copying
epparatus 100 and the billing apparatus 200:

Figure 7B is a diagram illuastrating an exemplary
format of data B transmitted hetween the data copying
apparatua 100 and the hilling appurutus 200;

Figure 7C is a diagram illustrating an exemplary
format 0of data C transmitted betwean the data copying :
apparatua 100 and the billing a.ppa:ca.tus 200;

Figuore 7D is a diagram lllustrating an exemplary
forn_xut of data D transmitted between the data ocopying
apparatus 100 and the billing apparatus 200:

(g%

Figure 7E is a dlagram illustrating an exemplary
format of data E transmitted between the d&ata copying
apparatus 100 and the billing apparatus 200:

Figure 7¥ is a diagram illustrating an exemplary
format of data F transmitted between the data copying
a.pparatus 100 and the billing apparatus 200;

Figure 8A 1s a diagram 4llustrating a speaific
exXample of data A transmitted between the data copying
apparatus 100 and the billing apparatus 200;

Flgure 88 is a diagram illustrating a specific
example of data B transmitted between the data copying
apparatus 100 and the billing apparatus 200:

Figure 8C is a diagram illustrating & specific
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example of data C transmitted between the dgta copying

apparatus 100 and the billing apparatus 200;

Figure 8D 13 a dlagram illustrating a specific
example of data D transmitted between the data ocopying
apparatus 100 and ‘the hilling apparatus 200;

Figure 82 is a dlagram illustrating a specific
example of data E tranemitted between the data copying
apparatus 100 and the billing apparxatus 200; and

Figure 8F is a diagram illustrating a specific
example of data F transmitted between the data copyling
apparatus 100 and the billing. apparatus 200.

BEST MODE FOR CARRYING OUT THE INVENTION

Embodiments of the present invention will now bhe
dascoribed with reference to the accompanying drawings.

Figure 1A illustrates a configuration of a data

copying system 1 according to an embodiment of the presant
invention.

The data cdopying system 1 includes a data copying
apparatus 1_06 for copying data recorded on & recording
medium 80 to another' recording medium 90, and a billing
apparatus 200 for billing for the data copying. The
recording medium 80 may be a read-only medium such as a

DVD-ROM. The recording medium 90 may be random access
medium such as a DVD~RAM.

The data copying apparatua 100 includes a data read
section 10 for readi.ng out data recorded on the recording
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medium 806, a data modification control section 20 for

controlling modification of the read data, and a data write
gection 30 for writing an output from the data medification
control section 20 to the recording medium 90.

The function of each element included in the data
copying a.pparutus 100 may be implemented by hardware (e.qg.,
a cirouit) or software (e.g., & program). These funations

may alternatively be :melemented by a combination of
hardware and software.

The term “"modification of data" as used herein
refers to any praocess pexrformed on the data for the purpase
of copyright protection. Typlcally, "modification of data*
im to degrade the quality of the data for the purpose of
copyright protection. For example, degrading the sound
quality of music data and degrading the image quality of
video data are included in the meaning of the term
“modification of data". Moreover, the term "to control
modification of data* as used herein :anludes to contxrol

how to modify the data as well as to control not to modify
the data. ‘

In the following description, it 1s assumed that
data recorded on the recording wmedium 80 1s music data.

However, data recorded on the recording medium 80 is not

limited to music data. The present invention can be used

to duplicate any type of data racorded on the recording

medium 80. For examplae, data recorded on the recording

medium 80 may alternatively be video data.

_ In the example 1llustrated in Figure 1A, data to be
copled is recorded on the recording medium 80 as encrypted
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data 81. The recording medium 80. includes the enarypteg
data 81, a decryption key 82 and modification control
information 83. The encrypted data 81 is data which has
been encrypted by a firsat encryption'method. The decryption
key 82 is a decryption key to the first encryption method.
The encrypted data 81 is decrypted by using the dedryption
key 82. The modification control information 83 1s a piece
of information provided for contfblling modification of data
to be copled. The details of the modification control
information 83 will be describedwith reference to Figure 3.

Any format can bae used for recording the enorypted data 81,

the decryption key 82 and the modification control
information 83 on the recording medium 80.

The modification control information 83 may not
necassarlly be recorded on the recording medium 80. The
modification gontrol information 83 may alterﬁatively be
input from ocutside the data copying apparatus 100 to the

- data modification vontrol section 20.

In the example illustrated in Figure 1A, data cobiad
by thedata copying apparatuas 100 is written to the recording
medium 90 as encrypted data 91. The enarypted data 91 is
obtained by encrypting the data output from the data
modification control section 20- according to a secand
encryption method. The second encryption method ia
determined basmed on ID information 92 recorded on the
reacording medium 90. The sedond encryption method.may be
the same as or different from the first enaryption method.
The ID information 92 is used for identifylng the recording

medium 90 and is unique to the recording medium 90. The ID -

information 92 is recorded at a predetermined location of
the recording medium 90 in the production process of the
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recording medium 90. Any format can be used for recording

the encrypted data 91 and the ID information 92 on the
recording medium 90. '

The data recorded on the recording medium 80 which
is to be copled may not necessarily be encrypted. For
example, data egquivalent to the data obtained by decrypting
the encrypted data 81 by using"'the decryption key 82 may

. alternatively be racorded on the recording medium 80. In

such a case, it la not necessary to deaxrypt the data read
out from the recording medium 80 by using the decryption
key 82. Accordingly, the data read out from the recording

medium 80 1s output to the data modification control
section 20 without being deocrypted.

Moreover, d&ata to be written ta the 'recording
madium 90 may not necessarily be encrypted. The data output
from the data modification control sectlon 20 may

alternatively be written to the recording medium 30 without
being enocrypted. '

f Figuré 2 illustrates an exemplary data atruoture of

the recording medium 80. Thae recording medium 80 has a

layered structure and 1includes a physical layer, a fiie layer,
and the like. '

The recoerding medium 80 includes & lead-in area, a
volume area and a lead-out area. The lead-in area is

_ Provided on the inner periphery side of the recording

medium 80. The lead-out area is provided on the outer

periphery side -of the recording medium 80. The deaxyption

key 82 as illustrated in Figure 1A may be recorded in, for
example, the lead-in area.
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The volume area inaludes a volume management area
and a file area.

In the £file area, amanagement file, and N audio title

f1les #1-#N are recorded. Herein, N is an integer which

satisfies 1sN=99, for example. The management file is a file
for managing a menu window or tabie-of-contents information

to be displayed to the user. The andio title file is a f£1le

including management information and ox,i_e or more musiac data.

As 11lustrated in Figure 2, the audio title £ile #1
includes management information and a number M of music
data #1-#M. Herein, M is an integex which satisfies 1sM==99_,
for example. Each of the music data #1-#M corresponds to
the encrypted data 81 as illustrated in Flgure 1A.

The management information includes the modifica-
tion control information 83, reproduction path information
and attribute information of each of the mualc data #1-
#M. Thé reproduction path information includes an address
of eaah of the music data #1~-#M. The attribute information
of each of the music data #1-#M includes information which
iﬁdicates ‘the numbar of channels, the gquantization rate,
the sampling rate, etc., of the corresponding music data.

In the example 1llustrated 1in Figure 2, the
modification control information 83 is included in the
management information. However, the location of the
recording medium 80 where the modification control
information 83 is reaorded is not limited to this. The
modification control information 83 may be recorded in any
location of the recording medium 80.
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Figure 3 illustrates an exemplary data structure of
the modification control information 83. In the following
deacription, 1t 1s assumed that the niodifica.t:!.dn control
information 83 is includéd in the managemént informaticn
of the audio title file #1 (Figure 2) and that the audio
title file #1 includes the M music data #1-#M.

The modification control information 83 inoludes
ISRC  (international standard recording code) 83a, num-

ber-of-music data 83b and a plurality of flag sets 83g

respectively corresponding to the music data #1-#M.

The ISRC 83a is ID information for identifying a
music title (an audio title file). Each ISRC has a unique
value and only one of such value exists throughout the woxrld.
For example, the ISRC 83a is a 24-bit code aonsisting of
a country code {two ASCII characters), an owner code {three

ASCII characters), the racording year (2-digit number) and
a sexlial number (5-digit number).

'  The number-of-muaic data 83b indicates the number
of music data recorded in the audio title file. The num-

" ber-of-music data 83b im, for exampla, 24-bit data. In the

example illustrated in Figure 3; the value of the num-
ber-of-music data 83b ig M.

. The flag set 830 is defined fox each of the music
data #1-#M. The flag set 83c includes & copying permission

-flag 83c¢; indicating whether copying of the music data is

Permitted, a quality control flag 83c, for controlliing the
quality of modified music data obtained by modifying the
misic data, and a billing control flag 83c, for controlling _
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the billing for the capying of the music datx.

Each of the copying pe’rittisaion flag 830;, the
quality control flag 83c; and the billing control flag 83,
is 1-bit data.

'I‘h.e copyi.ng permisaion flag 830; having a valua of
*0* indicates ‘that the uopy:Lng of the music data is not
permitted under any condition, and the copying permission
flag 83g; having a value of “1" indicates that the copying
of the music data is permitted under particular condltions.
The particular conditions are defined by the value of the

quality control flag B30; and the value of the billing
control flag 83as.

_ The gquality oontroi flag 83c; having & value of "0"
indicates that the copying of the music data ls permitted
under the condition that the quality of the muslic data is
degraded, znd the quality control £lag 83c; having a value
af %1% indicates that the copylng of the music data is
pormitted without degrading the quality of the music data.

i - . ' . .

The billing contxaol flag 830: having a w'ralue_ of "0O"
indicates that the copying of the music data is permitted
without billing for the copying of the music data (i.e.,
free of charge), and the billing control flag 83es having
a value of "1" indlocates that the copying of the music data

is permitted under the condition that the copylng of the
muslis data is billed for.

Table 1 shows the relationship between each
combination of the value of the copying permission £lag 83c;,
the value of the quality control f£lag 83¢, and the value of
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the billing control £lag 83c,;, and the conditlon under which
the copylng of the music data is permitted.

Iable 1

Copying pex- | Quality = |3Billing Copying

misaion flag| control cantxol pexmisgion

83c; !J.ag‘ 8303 flag 1302 condition
Casa 1 0 - - . | Copying mlwaya permitted
Camse 2 1 a - .0 Copying permitted frea of

chaxga under the condition

that tha ity is MEM
Caua 3 1 0 : 1 Copying tted unday the
condition that tha quality ix
degraded and the copying ia

‘1"billed for .
Case 4 1 1 g Copying persittesd 2Zxas of
] | charge agd without degrading
the my.ty
Casa 8 1 1 1 Copyding permittad without |

dagrading tha guality under
the conliticn that the copying
ix billed for -

In Case 1 of Table 1, the value of the copying
permission flag 830, is "0", Therefore, the copying of the
mugic data is not permi.t.ted irrespective of the value of
the quality control flag 83c; and the value of the billing

contraol flag 83aq,.

 InCase 2 of Table 1, the copying of the music date
is permitted free of charge under the condition that the
quality of the music data dis dégraded.

In Case 3 of Table 1, the -copying of the music data
is parmitted under the condition that the guality of the

music data is degraded and the copying of the music data
1s billed for.

In Case 4 of Table 1, the copying of the music data

is permitted free of charge and without de.grading the quality
of the music data.
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In Case % of Table 1, the copylng of the musia data
ig permitted without degrading the quality of the music data

under the condition that the copying of the music data is

billed for.

In this way, a: variety of conditions under which

_copying of music data is permitted (or not permitted) can
| be realized by combining the value of the copying permission

flag 830;, the value of the quality control flag ‘83c; and
the value of the billing contxol £lag 83c; with one another,

The (&data modification control section 20
(Filgure 1A} determines whether it is regquired to bill for
the copying of the music date according to the billing
control flag 83c,. When it is determined that the billing
is required, the data modification control section 20
controls the modification of the music data (i.e.,
determines whether the quality of the music data is to be
degraded and, if it is to be degraded, to what degree it
is to be degraded) according to the copying permission
flag 830, and the quality ocontrol flag 83c;, after
confirming the bHilling by the billing apiparatus 200
(Figure 1A). ¥hen it is &etemined that the biliing is not
required, the data modification control section 20 controls
the modification of the music data (i.e., determinaes whether
the quality of fhe music data is to be degraded and, if it
18 tc be degraded, to what degree it is to be degraded)
according to the copying permission flag 83c, and the quality

control flag 83c,, without confirming the billing by the
billing apparatus 200.

Referring again to Ficure 1A, the details of the
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raspective elements included in tpe data copying appara-
tus 100 will now be described.

The data read meotion 10 includes a data read
cirouit 11, a dedaryption ‘key deteation circuit 12, a
modifidution control information detection circuit 13 and |
a dearyption circuit 14.

~ The data read ciroult 11 reads aout the enorypted
data 81 from the recording medium 80, and outputs the read

. enarypted data 81 to the decryption circuit 14. The de- . .
' cryption key detection airouit 12 detects the decryption

key .82 from the recording medium 80, and outputs the de-
tected deoryption key 82 to the decryption circuit 14. The
madification control information detection circuit 13
detects the modification control. information 33 £rom the
racording medium 80, ard outputs the detected modificatlon
control information 83 to the data modification control

" aaction 20.

The decryption circuit 14 decrypts the encrypted
data 81 which has been read out by the data read clrcuit 11
based on the decryption key 82 detected by the decryption
key dstection circuit 12. The decryption circuit 14 out-
puts data obtained by decrypting the enorypted data 81
(hereinaftexr, referred to as the "decrypted data") to the
data modification control section 20. The decrypted data
corresponds to the muslc data before it is encrypted.

The data modification control section 20 includes
a modification control 6:Lruuit 21 and a data modification

. aixrocult 22.
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The modification control igfomation 832 detacted by
the modification contral information detectilon aircuit 13
is input to the modification control oircuit 21.

The modification control cilrcult 21 determines
whether it is required to bill for the copying of the
decrypted data (e.g., the music data) according to the

billing control flag 830; included in the modification

control - information 83.

When it is @etermined that the billing is required,
the modification control circuit 21 communicates with the
billing apparatus 200 according to a predetermined protocal
to confixrm the bllling by the billing apparatus 200, after
which themodification control circuit 21 produces a control
signal 23 nccording to the copying permission flag 83c; and
the quality control flag 83c,. The confirmatio_n of the
billing by the billing apparatus 200 can be done by, for
example, the reception by the modification control cilx-
cult 21 from the billing apparatus 200 of information which
indicates completion of the billing. Such information may
be received via the Internet, for example.

For example, when tha user of the data copying
apparatus 100 pays the copyright- holder of the recording
medium 8¢ the royalty for the copying of the data recorded
on the recording medium 80, information d1indicating
completion of the bllling 1s transmitted from the bhilling
apparatus 200 to the modification control circuit 21.

- When it is determined that the billing ls not
required, the modification control circuit 21 produces the
control, slgnal 23 according to the copying permission
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flag 83¢, and the gquality control £flag 83c; without
communicating with the billing aﬁpzu:atus 200,

According to the -control signal 23, the data
modification aircuit 22 controles the modification of the
decry;itad data (e.g., the music data) (i.e.. the data
modification circuit 22 determines whether the quality of
the decrypted data is to be de‘.g'r:a.dad and, 1f it ie to he
degradeq, to wl_mt degrea it is ta be degraded).

The output of the data wmodification circuit 22 is
supplied to the data write saection 30.

The data wrilte section 30‘:!.nclude an encryption

olrcuit 31, a data write circuit 32 and an ID detection
cirouit 33. ’

The encryption circuit 31 encrypts the output of the
data modification circuit 22 according to the second
enoxyption method. The ID detection circult 33 deteats the
ID infoxmatlon 92 recordad on the recording medium 0. The
gecond enoryption method is determined based on the ID
information 92 detected hy the ID detection circuit 33.

The data write circuit 32 writes the output of the

encryption cirocuit 31 to the recording medium 90 as the
encrypted data 91. '

In this way. the encrypted data 81 recorded on the
Tecorxding medium 80 is copled on the recording medium 90.

_ Figurs 1B illustrates an exemplary configuration of
the modification contrel circuit 21. The modification
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control circuit 21 includes a data selectlon circult 21a
for selecting one of a plurality of data that is to be copiled,
2 quality level selection circuit 21bh for selecting a
quality level of copled data, a royalty calculation cir_
cult 2l for ealoulating a royalty required for the copying
of the data, apd a control circuit 21d for controlling the
data pelection airouit 21a, the quality lavel selection

_clrcuit 21b and the royalty caloulation circuit 2la.

The' dontrol circult 214 receilves the modification
control inforinut;l.on 83 and contrcls the data selection
clrcuit 21:a to produce a data selection screen window based
on the modification control :Lnférmation 83.

The data selection circuilt 21a produces the data
selection screen window and dlsplays the data selection

‘soreen window on an lnput/output apparatus 300.

Figure 4A illustrates an exemplary data selection
8creen window. In the example 1l1lustrated in Figure 4A, the
following columns are dispiayed as well as &a message
prompting the user to seiect a musical plece to be copled:
“Music number®, *Title", "Copying permitted", "High quality
aopying permitted® and “Billing for copying reguired*. In
the example illustrated in Figure 4A, it is assumed that
music data #1-#4 are recorded on the recording medium 80.

| The column "Music number" in the data selection
screan window shows the respective index numbars of the music

data #1-#4. The column “Title” shows the respectivé titles
of the music data #1-#4.

The columx_x “Copylng permitted” in the data selection
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soreen window ocorresponda to the ocopying permission
flag 830, included in the modification control informa-
tion 83. Thus, the column "Copyi:ig permltted” shows "No*
when the value of the copying permission £lag 83c, is "ov,
and the column "Copying permitted” shows "Yes" when the value
of -the copylng permission f£lag 83q, is “1".

The column "High qualit'f copying permitted” in the
data selectlon screen window corresponds to the quality
control flag 83c; included in the modification control
information 83. Thus, the column "High guality copying -
permitted” gshows “No" wheh the value of the quality contraol
flag 830; 13 "0°, and the column “High quality copying

permitted” shows "Yea" when the value of the quality control
flag 83¢; is "1". '

The column "Billing for copylng required" in the
data selectlion screen .window corresponds to the billing
control flag 83c;. Thus, the column "Billing for copying
required® shows *No* when the value of the billing control
flag 83¢, 1s “0", and the column "Billing for copying

required® shows "Yea"” when the valuea cf the billing control
flag 830, is "1-.

-In the following description, it is assumed that the
user has selacted "song0l" and “song02“ as muslcal pleces
to be copied. Foxr example, such selection can be made by

the user by using the input/output apparatus 300 (e.g., a
keyboard or a mouse}.

For both “songCl* and “song02"™ which have been
selected by the user, the column "Billing for copying
required” shows "Yes®. Therefore, before the data can be
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copled, it 18 necessary to confirm -that the b11ling for the
copying has been done by the billing apparatus 20a.

The data seleation airouit 2la tranamits the re-

speative data for "song0l” and "song02” which have been

selected by the user to the billing apparatus 200. In
responge to the data, the billing apparatus 200 returns
royalty data for "song0l* for different quality levels and

royalty data for "mong02” for different quality levels to

the quality level selaction circuit 21b,

The quality lavel selactlon cirouit zlb'proauces a
quality level selection screen window based on the data
returned from the hilling apparatus 200 and displays the

quality leval selection screen window on the input/output
apparatus 300. -

Figure 4B 1llustrates an exemplary quality level
selection screen window. In the example l1llustrated in
Figure 4B, the following columns are displayed as well as
& message prompting the user teo geleat a guallity level for
each musiocal plece to be copiad: "Music anumber”, "Title",
"Royalty for quality level 1 (2 ch, 20 bit, 48kHz)",
"Royalty for quality level z (& ch, 20 bit. 48kHz)" and
"Royalty for quality level 3 (6 ch, 24 bit, 192kHz}*. In
the example illustrated in Figure 4B, 1t is assumed that
the quality lavel of “songGl” and "song02" recorded on the

recording medium 80 i1s quality level 3 (6 ch, 24 bit,
192kHx). '

The column “Royalty for qua.iity Jevel 1 (2 c¢h,
20 bit, 48kHz)"™ shows the royalty to be pald by the user
for copying the music dsta recorded on the recording me-
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dium 80 to obtain music data having quality level 1.

fhe column "Royalty for quality level 2 (6 ch,
20 bit, 48kHz)" ‘shows the royalty to be pald by the user
for copylng the music data recorded on the recording me-
dium 80 to obtain music data having quality level 2.

_ The column “Royalty 181': quality level 3 (6 ch,
24 bit, 192kHz)" showa the royalty to be paid by the user
for copying the music data recorded an the recording me-
dium 80 to obtain r;}qaic data having quality level 3.

Therefore, when the user selects quality level 3,
the music data recorded on thae recording medium 80 is copiled
without degrading the quality of the music data. When the
user seleats quality level 1 or guality level 2, the music
data recorded on the recording medium BO is copled while
the quality of the music data 1ls degraded.

In the following descoription, 1t is assumed that the
user selects quality . level 3 for "song0l® and quality
leveinz for “song02”. For example, such selection can be
mada by the user by using the input/output apparatus 300 -
(e.g., a keyboard or a mouse).

The quality level selaction circuit 21b transmits
data for “song0l" at quality level 3 and data for “song02*
at quality level 2 to the billing appaxratus 200. In rea-
sponse to the data, the billing apparatus 200 returns

- rayalty data for “song0l” at quality level 3 and royalty

data for “song02" at ¢uality -level 2 to the royalty
caloulation circuit 21c.
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The royalty calculation 'clrcult 21l¢ produces a
royalty confirmation sareen window based on the data re-
turned from the billing apparatus 200 and displays the

royalty confirmation screen window on the in_fzut/output
apparatus 300.

Figure 4cC 1llustrates an exemplary royalty
confirmation screen window, In the example illustrated in
Figure 4C, the total royalty (135 yen) for copying the music

[data of the selected musical pleces *song0l" and “song02"“

to obtain music data respectively having the seleated
quality levels is displayed, as well as a messaga prompting
the imer to input “"Yes™ or “No* to indicete that the user
approves or does not approve the royalty.

When the user inputs "Yes" to approve the royalty
(1.e., when the user appraoves the billing for the copying
of the data), the biiliing apparatus 200 performs a billing
operation. For example, the hilling apparatus 200 with-
drawsa the amount of money billed fxom the user's bank account,
or the like. The billing apparatus 200 is a remote server

. which'can be connected to the data copying appaz‘atus 100

via, for example, the Internet or a telephone line.

Based on passwords which are registered by
raspective users upon user registration, the billing
apparatus 200 identifies whether the entity who hag approved
the billing is a registered user. The billingapparatus 200
may alternatively be a card slot through which a prepaid
card or an IC card is inserted.

~ When the billling by the billing apparatus 200 has
been done, the billing apparatus 200 sends a signal to the
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royalty calgulation circuit 21le¢ notifying that the billing
has been done. In response to tha receipt by the royalty
caloculation circuit 21¢c of the signal notifying that the

billing has been done, the control circuit 214 oieruts the
control signal 23,

| Figure 1Cillustrates an exemplary configuration of
the data modification aircuit 22. The data medification
circuit 22 hialudea a uifouit 22a for degrading data having
Qquality level 3 into data having quality level 1, & qir-
cuit 22b for degrading data having quality level 3 into deta
having quality level 2, a cirouit 22c for passing forward
data having quality level 3 without degrading the data, and
2 awltch 224 for selectively inputting the output of the
decryption circuit 14 to one of the ciracuilts 22;-22::.

The circuit 22a includes amix-down circuit 2ia; and

‘4 down-sampling circult 22a,.

The mix-down circuit 22a; performs a mix-down
opsration for reduaing the number of channels of a sound
signal from 6 to 2. The mix-down operation ls done nat by
simply cutting off 4 of 6 channels, but by mixing the channels
with one another according to a certain fixed parameter.

. The down--éampling circuit 22a; performs a down-
sampling operation £or reducing the number of sampling bits
from 24 to 20 and reducing the sampling frequenay £rom.

192 kHz to 48 kHz. The down-sampling operdtion is based on
an ordlnary acoustic theory.

. The coircuit 224 includes a down-sampling 'cir-
cuit 22b;. The down-sampling operaticn performed by the



10

15

20

25

30

- 20 -

down-sampling aircuit 22b; is the same as that performed by
the down-sampling cirocuit 22a,.

The switch 22d is controlled based on the control
signal 23.

When the user selects “quality level 1%, the
switch 224 1s controlled so that the output of the decryption
aircuit 14 is input to the circuit 22a. In such a case, the
quality of the data is degraded by the circuit 22a from
quality level 3 to quality level 1.

When the user selects "quality 'levél 2", the

switch 224 18 controlled so that the cutput of the decxyption

circuit 14 is input to thé cirouit 22b. In such a case, the
quality of the data i3 degraded by the circuit 22b from
quality level 3 to quality level 2.

When the user amelects “quality leval 3%, the

‘switch 224 is controlled so that the output of the decryption
-oircuit 14 is input to the circuit 2Zc. In such a cage, the

data passes through the circuit 22c. As a re-ult the
quality of the data is not deagraded but ma.inta.ined at quality
level 3.

In the examples lllustrated in Figures 1lA-1C, each
element included in the data copylng apparatus 100 is
implemented by hardware (a circuit). The function of each
element included in the data copying apparatus 100 may
alternatively be implemented by software.

Figure 5A is a flow chart illustrating the f£low of
a data copying operation. By using a computer to perform
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the data copying operation illustrated in Flgure 5A, it is

" possible to lmpleament a function eéuivalent to the function

of each element of the data copyfng apparatus 100 1llus-
trated in Figure 1A. -

Flgure SB illustratas a configuration of a com-
puter 500 for performing the data acapylng operation

" 1llustrated in Figure 5BA.

The computer Eoo'includaé a CPU 501, a memory 502,
a communication interface 503, an input/cutput inter-
face 504 and a buas 505. The CPU 591, the memory 802; the
communlication interface 503 and the input/output inter-
face 504 are connected to one another via the bus 505. The
communication interface 503 is configured so that it can
be connected to the billing apparatus 200 (Figure 1A} via
a network- msuch as the Internet. 'I"l;e input/output inter-

face 504 i1s configured so that it can be connected to the
input/output apparatus 300 (Figure 1A).

A prdgram repreaentir-:.lg tha data copylng operation
illustrated in Figure 5A (hereinafter, xeferred to as the
“data copying operation program®) is stored in the mem-

ory 502, for example. Tha data copying operation program

may alternatively be recorded on any other type of recording
medium such as a floppy disk, & CD-ROM, or.a DVD-ROM. The
data copying operation program recorded on such a recoxding -
medium is loaded on the memory 502 of the computer 500 via
the input/output apparatus 300 {e.g., a disk drive). The
CPU 501 performs the data copying aperation program. Thus,

the computer $500 functions as the data copying apparatus 100
(Figure 1a).
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Raespective steps of the data copylng operation will
now be described with raference to Figure 5A. Each step is
performed by the CFU 3501 (Figure 5B).

Step §101: The CPU 501 reads out the encrypted
data 81 f£rom the recdrding medium 80.

Step S102: Tha CPU 501 detects the dacryption
key 82 from the recarding medium 80. '

.Btep S103: The CPU 501 decrypts the enarypted

data 81 by using the decryption key 82 so as to produce
dearypted data. ' -

Step S104: The CPU 501 detects the modification
control information 83 from the recording medium 80.

Step 5105: The CPU 501 determines whether it is
required to bill for copying of the decrypted data acaording
to the billing control £lag 830; inaluded in the modlfication
control information 83. The process proceeds to step 5106
whan it is determined that the billing is required, and to

step S107 when it is determined that the billing is not
required.

Step S106: The CPU 501 cvonfirms that the billing has
bean done by the billing apparatus 200.

Step S107: The CPU 501 controls the modification of
the decrypted data (i.e., determines whether the quality
of the decrypted data is to ba degraded and, if it is to
be degraded, to what daegree it is to be degraded) according
to thé copyling permisgion £lag 83¢; and the quality control
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flag 83a; included in the modification control informa-
tion B3. ~

Stap S108: The CPU 501 detects the ID i.nforma-.
tion 92 from the recording medium $0.

Step S$109: The CPU 501 encrypta the dacrypted data

by using an enacryption key vhich is determined based on the
ID i.n!o::ma.tion 92.

'Step $110: The CPU 501 records the enarypted
data 91 on the recording medium 90.

Flgure 6 1llustrates a procedure of the

communication process between the data copying appara-
tus 100 and the billing apparatus 200.

In the firat ocolumn of Figure 6, each step,
8601 85616, is shown .

In the second column of Figure 6. each bhlack dot
denotes which one of the data copying apparatus 100 and the
bllling apparatua 200 is teo perform the operation, and each
arrow denotes the dixection of data transmission between

the data copying apparatus 100 and the billing a.pimra-
tus 200.

The third column of Figure 6 shows the name of each
function involved in the communication process batween the
data copying epparatus 100 and the billing apparatus 200.

_ Step 8601: Using the data selection screen window
as illustrated in Figure 4A, the usér selects one or more
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musical pleces to be capied to the recording medium 90 from

a group of musical pileces recorded on the recording me-
dium 80.

. Step §602: If the musical pleces selected by the
user include one for which the value of the copying
permisaion flag 830; is “1°" and the value of the billing
control flag 83c¢y; is “"1%, the data copying apparatus 100
gends to the billing apparatus 200 a connection confirmation
signal for gonfirming the connection to the billing
apparatus 200 (Search_Server()).

Step S603: Upon receiving the connection
confirmatien signal, the billing apparatus 200 sends the
ID of the billing apparatus 200 to the data aopylng
apparatus 100 to indicate that the billing apparatus 200
is active (Reply_ Server()). The ID of the billing
apparatus 200 is ldentification informetion unique to the
bllling apparatus 200.. '

Step 8604: The data copying apparatus 100 checks
whether the received ID isg the ID of the b:l.ll_ing appara-
tus 200, When the received ID is the ID of the billing

apparatus 200, the data copy:l.ng appnratus 100 starts the
billing operation. -

_Step 8605: The data copying apparatus 100 sends
data A to the billing apparatus 200 (Send(Data_A)).

Figure 7A illustrates an exemplary format of
data A. ' '

Data A includes a list of musical pieces (Muszlc
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number #1-#L) which are permitted to be acopled on the
condition that the copying is billed for. Herein, L is an
integar which satisfies 1<IizM. “User ID® included indata A
is & user number unique ta the user. "ISRC" included in
data A has the same contents as the ISRC 83a inaluded in
the modificsation cbntrul information 83 which is detecated
from the recording medium 80. Only one “ISRC” is included
in data A because in the exampl'e" illuatrated in Figure 7A,
data copying is permitted only in blocks of audio title files.
*Number of musical pieces* included in data A denotes the
number L of muslcal pleces, among a2ll the muasical pleces

selected by the user, which are permitted toc be copled on
the condition that the copying is billed for.

Figure 8A 1llustrates a speciflc example of data A.
The example illustrated in Figure BA shows that muslc
number #1 and muslc number #2 are selected as musicel piecas
which are parmitted to ba copied under the condition that
the copying is billed for. The user ID is "HQC001", the ISRC
is "JPABC9812345%, and the.number of musical pleces is 2. .

| Step S$606: The billing apparatus 200 verifies the
usear ID included in received Gata A.

Step S607: When it is confirmed that the user ID is
valid, the billing apparatus 200 sends data B to the data
copying apparatus 100 (Send(Data_B)).

Figure 7B 1illustrates an exemplary format of
data B. ' '

. Data B includes a 1igt of royalties for copying each
music number #1-#L, specified by data A, at respective
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.quality levels 1-3.

Figure 8B illustratesa spécific example of data B.’
In the example illustrated in Figure 8B, the royalty for
copylng music number #1 at quality level 1 1z 20 yen, the
royalty for caopying music number £#1 at quality level 2 is
50 yen, and the royalty for copying music number #1 at
quality level 3 is 100 yen. Ttié_royalty for copying musiaq
number #2 at quality level 1 is 15 yen, the royalty for
copying music number #2 at quality level '2 18 35 yen, and

the royalty for copying music number #2 at quality level 3
is 70 yen. )

Step S608: Using the quality level selection ecreen
window ag illustrated in Figqure 4B, the user selects a
quality level for each music number #1-#L spealfied by
data A. The quality level 18 expressed in terms of, for
example, the number of channels, the quantization rate
and/or the sampling rate.

_ Step §609: The data copying apparatus 100 sends
data €, which indicates the quality level selected by the
user, to the billing apparatus 200 (Send(Data_C)).

Figure 7C illustrates an exémplnry format of
data C.

Data C includes a 1list of quality levels selected
by the user for the respective music number #l-#L specified
by data A. Indata C, the quality level value “1" indicates
that given data is copled to obtain data having quaiity
level 1, the quality leval value "2" indicates that given
data is copled to obtain data having éunlity level 2, and



10

15

20

25

30

- 36 -

the guality level value *3" :Lndicgtas_ that given data is
copied to obtain data having quality level 3.

Figure' 8C 1lluatrates a specific example of data C.
In the example illustrated in Figure 8C, quality level 3

is selected for music number #1, and quality lavel 2 ig
selected for music number #2. _

Btep S610; .The billing apparatus 200 recelves
data C and produces data D based on data C.

Step S611: The billing apparatus 200 sends data D
to the data copying apparatus 100 (Send(Data_D)).

Figure 7D illustrates an exemplary format of
data D.

LY

Data D includes a 1list of f£inal royalties for
copying the respective music number #1-#I specified by
data A. "A;iplication ID* included in data D is an ID which

is assigned by the billing apparatus 200 for each data
copying.

Figure 8D illustrates a specific exampla of.data D.
In the example 1llustrated in Figure 8D, the application
ID 1s "A0Cl". The royalty for copying music number #1 at
quality level 3 1s 100 yen, and the royalty for copying music
number #2 at quality level 2 is 35 yen.

Step 5612: Using the royalty confirmation screen
windo_w as illustrated in Figure 4C, the user confirms the
tota.llroyalty for copying each selected masic data to obtain
music data having the selected quality level. If the user
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approves the total royalty (e.g., 135 yen in the example
1llustrated in Figure 4C), the uéer inputs its phssword
which haa been xegistered upon userragistration to the data
copying apparatus 100. :

Step S613: The data copying apparatus 100 produces
data E based on the pasaword input by the user, and sends
data E to the billing apparatuas 200 (Send(Data_E)).

Figure 7E 1llustrates an exemplary format of
data E, '

Data E indloates whether the proper user has finally '
approved the billing. “Pasaword" included in data E shows
“0" when the user has canceled the billing, and shows the
user's password when the user has approved the billing.

Figure 8E illustratesa specific example of data E.
The example i1llustrated in Figure 8E ls a case where the

user approves the billing. Data B includes the user's
passward *2611%.

Step S614: The billing apparatus 200 receives

data E and verifies the password included in received
data E. -

Step S615: When the password is proper, the billing
apparatus 200 sends data F to tha datacopying apparatus 100

(Sen§(Datq_F) ). and the amount of money billed is paid from
the user's aacount.

Figure 7F 1s &an exemplary format of data F.
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"Billing completion f£lag“ included in data P
indicates whether the billing has ﬁeen done by the biliing '
apparatus 200. "Billing completion flag;' having a value of
"0* indicates that the billing has not been done by the
billing apparatus 200, and "B.‘Liling completion £flag” having

a value of "1™ indicates that the billing has beén done by
the billing apparatus 2Z00.

- Figure 8F illustrates a specific example of data F.
The example illustrated in Figure BF shows that the billing

for the user ID "HOCO001l" and the application ID "A001* has
been done. '

Step 8616: The data copying apparatus 100 dupli-

cates the selected musical pieces at the respective quality
levels selected.

In the above-desoribed embodiment, it 1is assumed
thaet data on the recording medium 80 and data on the
recording medium 90 are encrypted data. However, the
principle of the present invention can alternatively be
applied to a case where data on the recording medium ‘80 and

.~ data on the recording medium %0 are not ancrjfpted.

_ The decryption key 82 may alternatively be en-
crypted by an enoxyption methad that is different from that
used for the encrypted data 81. In such a case, the data
Qopying apparatus 100 may have a circult (or a step') for
decrypting the decryption key 82 and a decryption key for
decrypting the decryption key 82. Such a decryption for
decxypting the decryption key 82 is different from the

decryption key 82 which 18 used for decrypting the encrypted
data 81.
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In the.a.bcve-descrihed em’tiodiment, ohe Or more of
the copying permission flag 830;, the quality control

'flag 830; and the billing control flag 83c, may elterna-

tively he included in the enorypted data 81l.

The modification contrel . information 83 may
aiternatively he encrypted in order to prevent fraudulent
copying of the modification control information 83.

The mod:l.fioat.:ton' ~control dinformation 83 may

: alter;xati’vely be included in the encrypted data 81 as an

electronic watermark.

Watermark is a technique to embed a piace of data
in anothar plece of data, which 1s characterized by the
following features (1) and (2):

(1) The embedded data does not subatantially de-
grade the guality of the original data; and

(2) The embedded data can be detected even if the

original data is somewhat processed.
{

For exampla, using téhe watermark tecﬁnique,
information having a value of "0" or '1." can be embedded
in a position of audic data corresponding to a frequenay f.
For example, information having a value of "1 is embedded
in the -audioc data 1f the gain of the audio date at the
frequency f (Hz) 1=z greater than a predetermined threshold
value Ty (dB), and information having a value of "0" is
embedded in the audic data if the gain of the audio data

at the frequency f (Hz) is not greater than a predetermined
threshold value Ty (dB). '
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The frequency £ and the predetermined threshold
value Ty are kept sacrét. In this v}ay, it is very difficult
for a third party to fraudulently obtain the information
embedded in the audio data. Moreover, since the watermark
iz embedded in the audic data's wavefoxrm itself, it is
substantially impossible to erase the watermark no matter
how the audio data is procesued unlesa the qualj.ty of the
audio data is aubstantiully degrnded.

. For example, a high pass filter for ocuttlng off =&
low. trequenoy component of a aignal and a low pass filter
cutting off a high frequency component of the signal may
be used in.order to detect the watermark embedded in the
audio data. Thus, the bigh pass £ilter is used to cut off
a component of the audio data whose frequency is leas than
the frequency f, and the low pass filter is used to ocut off
& component of the sudlo data whose frequency is greater

.thean the f£frequency f. As a result, the frequency f

component of the audlio data is extracted. The information
embadded in the audio data is detected by cqmparing the gain

of the frequency £ component with the predetermined
threshold value Tj.

Using the a‘bove-described watermark technique, it
is possible to embed the copying-permission flag 83c; for
the music data #i. in = position of the music data #1
corresponding to a £requency £, the quality control
flag 830¢; for the music data #1i in a position corresponding

- to a fregquency £, and the billing control £lag 83a, for the

music data #1 in a position corresponding to a frequency f£4a.
Herein, i is any integer which matisfies l=izM where "M" i=s
as prg_vioﬁsly defined. Preferably, the frequenciles f£i;, fi
and £,; are included in a fraquency band which does not
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subétan’cial’ly affect the reproduction of the musioc data 1
({e.g., a frequency band outaidé the audible range).
Moreover, the frequencles fy;, fiz"and fy; are prefarably
spaced apart from one another so as to avold m:l.adctection.
It is posaible to use either the same threshold value or

different threshold values for the frequencies £, £,, and
fixe

In the above-~described embodiment, the billing
information indicating that 'the billing is done by the
billing apparatus 200 is input from outside the data copying
apparatus 100. Alternatively, such billing information

‘may be recorded on the recording medium 80. Moreover, such

billing information may alternatively be encrypted as is
the modification control information 83.

INDUSTRIAL APPLICABILITY .

As described abhove, the data cop_ying ayatem of the
pregent invention controls the modification of data which
has been read out from a recording medium according to tha
modifiication control information. The modification con-
trol mﬁfomation includes the copying permission flag, the

.quality control flag and the billing control flag . Avariety

of conditions under which copying of data 1s permitted can
be realized by domb:l.ning these flags with one another. For
example, with permlsaion by the copyright holder, the data
can be copied without degrading the guality of the data

elther free of charge or under the condition that the copying
s billed for. '

By controlling the modification of the data
according to the modification control information, it is
possible to provide data having different quality levels
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as copled data. In this way, it is possible to allow the

user to select the quality level oi! the copied data to the

" ugser's preference.

Moreover, the modification control information can
be ancrypted or embedded in a predetermined frequency band
of the data that 1s recorded on the recording medium, so

as to prevent fraudulent copying of the data which is againat
the copyright holder's intention.

.Various other modifications will be apparent to and
can be readily made by those skilled in the art without
departing from the acopé and ebir:!.t of this invention.
Accordingly. it is not intended that the scope of the clalms
appended hereto be limited to the description as sat forth
herein, but rather that the claims be broadly construed.
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CLAIMS

1. A Qata copying system, comprising a data . copying
apparatus for copylng data recorded on a first :recox:ding
medium to & second recording medium, the data copying
apparatus including:

a data read section foz_" reading out the c_iata from
the first recording medium; ' :

a datamodification control section for controlling
modification of the data in accordance with modification
control -information, the modification control information
being provided for controlling the modification of the data:
and ' . - '

a data write gectlon for writing an ocutput of the
data modification control section to the seaond recarding
medium, wherein:

‘the modification control information inc¢ludes a
copying permisslon flag indicating whethexr the copylng of
the data is permitted, a quality control flag for gontrolling
a quality of modified data which is obtained by modifying
the data, and a billing control flag for controlling billing

for the copyling of the data:

the data modification control section determines
whether billing is required for the copying of the data in
accordanca wlth the billling control £lag; '

when tha billing is :}:equired. the data modification
control section controls fhe modification of the data in
aacordance with the copying permission flag and the quality
control flag, after confirming that the billing has been
done by the billing apparatus: and

when the billing is not required, the data
modification control sestion controls the modification of
the data in accordance with the copying permisajon £lag and
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the quality control flag, without confirming that the
billing has bean done by the b:l.lld.ng apparatus,

2. A data copylng system according to ola:Lm 1, wherein the
modification control information is recorded on the first
recording medium, and the data read section reads out the

modification dantrol :Lnformation from the first recording
medium.

3. A data copying system according to cleim 2. wherein tha
modification control information is encrypted.

4. A data copying system acoording to olaim 2, wherein the
modification -control information 1s included in e

predetermined freguency band of the data that is recorded
on the firast recording medium.

5. A data copying syatem according to claim 1, wherein the
modification control information is input from outside the

data copying apparatus to the data modification contrel
Bection.

6. A data copying system according to claim 1, wherein the
data modification contrel section outputs modified data

having a quality level in accordance with the modification
controel information.

7. A data copylng apparatus for copying data recorded on
a first recording medium to a segond recording medium, the
data copying apparatus comprising:

a dat_a. read section for reading out the data from
the first recording medium:

a data modification control section for contrelling
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modification of the data in accordance with modifiocation
contr_o_l information, the modification contral information

being provided for controlling the modification of the data;
and

a data write smection for writing an output of the
data modifi_cation control sectlon to the second .rGCQrding
medium, wherein: . .

the modification control 1nformat1un Includes a
copying pamiasi.on flag :Lndiaating whether the copying of
the Gata i= permitted, a qua.l:l.ty vontrol fleg for controlling
a quality of modified data which is obtained by modifying
the data; and a bllling control £lag for controlling billing
for the copying of the data;

the data modification control seaction determines
whether billing is required for the copying of the data in
accordance with the billing control flag:

when the billing is required, the data modification
control seatlion controls the modification of the data in
accordance with the copying parmission flag and the quality
control flag; after confirming that the billing has been
done by a billing apparatus which is provided outside the
data &opying apparatus; and

when the billing is not required. the data
modifiication control section voptrols the modification of
the data in accordance with the copying permission £lag and
the quality control flag, without confirming that the
billing has been done by the bhilling apparatue .

8. A data copying apparatus according to c¢laim 7, wherein
the modification control information is rgcorded an the
first recording medium, and the data read gection reads out

the modification control information from the £ixst
recording medium.
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9. A data copying apparatus aucorifii,ng to ¢laim 8, wherein
the modification contrel information is encrypted.

-10. A data copylng apparatus according to glaim 8, wherein

the modification control information is included in a

predetermined frequency band of the data that is recorded
on the first recording medium.

11. A data copying apparatus acoording to claim 7, wherein
the modification control information is input from outside

the data copying apparatus to the data modification control

saation.

12. A data copying apparatus according to claim 7, wherein
the data modification control section cutputs modified data

baving a quality level in accordance with the modification
aontrol information.

13. A data. coﬁyi_ng method for copyling data recorded on a
firat recording medium to a sedond recording medium, the
ddta topying method comprising the steps of:

{a) reading out the data from the firs’c recording
medium;

{b) ocontrolling modification of the data 'in
accordence with modification control information, the
modification oontrdl information being provided for con-
trolling the modification of the data; and

(c¢) writing an output of the data modification
control saection to the second recording medium, whereih:

the modification control information includes a
copying permission flag indicating whether the copying of
the data is permitted, a quality control flag for controlling
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a quality of modified data which is obtained by modifying
the data, and a hilling control flagi_ for controlling billing
for the copying of the data; and -

the step (b) compfiaes the steps of:

{b-1) determining whether billing is raquired for
the copying of tha data in accordance with the billing
control flag: '

{(b-2) when the billing :La required, _controlling the
modification o! the data in accordance with the capying

- pexmission £lag and the quallity oentrol fleg, after

cgonfirming that the billing haa been done; and

(b-3) when the billing is not required, controlling :
the modification of the data in a.coordanaa with the copying
permigsion f£lag and the quality oontrol fla.g. without

confirming that the billing has been donse.

14. A computer-readable recording medium recorded with a
program for controlling a computer to perform a data copying
operation for copying data recorded on a first recording
medium to a second recording medium, the data ocopying
operation comprising the steps of:
‘ {(a) reading out the data from the first recording
medium; B
(b} controlling modification of the data in
acoordancs with modification control information, the
modification control information being provided for con-
trolling the modification of the data: and
(¢) writing an output of the data modification
control section to the second recording medium, whereins
the modification control information includes a
copylng permission flag udic&ting whether the copying of
the data is permitted, a quality control £lag for 6ontrolling E
2 quality of modified data which is obtailned by modifying
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the data, and a billing control £lag for controlling billing
for the copying of the &ata; and

‘'the step (b) comprises tu.e steps of:

{b-1) determining whether billing is required for
the capying of the data in accordande with the billing

control flag.

(b-2) when the billing is required, controlling the
modification of the data in accordance with the copying
permission flag and the quality control flag, after
cenfirming that the 'billing has been.done: and

(b-3) when the billing is not requireqd, contraliing
the modification of the data in accordance with the copying
permission flag and the quality contrel #lag. without
confirming that the billing has been dona.

15. A recording medium recorded with data and modification
control information for contrallingmodification of the data,
wherein the modification control information includes a
copying permission flag indicating whether the copying of
the data is pexmitted, a quality control flag for controiling
2 quality of modified data which is obtained by modifying

the data, and a billing control flag for controlling billing
for the copying of the data.



