System and Met hod of Content Restoration in Mobile Devices Field of the

I nvention This invention relates to a system and net hod for

rest ori ngwoeonii@atiasn nobi | e comuni cati on devi ces. Mor e ppassGeengloasdy, this
invention relates to a systemfor restoring data in nobile comunication
devi ces via secure wrel CcO ication |inks be n_the nobil e device
and a renmptely I§¥%@P§Ha’&‘g®'§t'§£g€8?“ﬁé‘§%eﬂﬂrﬂ5ﬂ“mh\f,;ﬁﬁe Peviges ar t

Since the introduction of wireless nobile conmuni cati on devices into the
daily lives of consuners worl dw de, these devices have evol ved beyond being
nmere i nstrunents of comruni cati%n éo dvanced nobil e comruni cati on devi ces
such as personal digital assistESl%oftbeApvemiensnart - phones. Specific
applications created for npbi|le conmunication devices allow for the storage
and managementhisfinventian relatesciosa rystegy @ad sTigthod Jor, resigringgsentent 'Bv’é'ﬁp'ie or
appoi ntments, a phone or address book, digital photos, notes, nenps, emails
and nanyCARMeRicatiopsieyicgs. Harg particularly, tﬂfst'gYe"QOEé‘?l?tﬁ?‘ﬁ° BeystEm for restRENg user s
custom ze their nobile comunication device to suit their dajly life. For
exanpl e, 3@ d1 moble Gampunicalien dpusesyiarsestire ﬁﬁﬁ?%?%ﬁt’g'cﬁt@ﬁﬂ'@%i%‘@‘?%r t he
nonth entered_into the cal endar application in their nobile conmrunication
devi ce tHeSMNR IgyicHapdh R IrempieH 'HG%?QdP@rseﬁ‘fﬁfom ng events. This data may be
| ost due to a variety of reasons such as accidental deletion, data
corruption or sinply because the nobile device was replaced with a newer
nodel . Alternatively, a conpany admni nistrator want to upload a new

appl i cation or new contacts o‘?z§°émtme?fsti‘?%” E%’Dbi | e communi cation device

for the user. _ _ Sone phone, nuf acturers provide their gwn proprietary
sof t war e t hatSigf¢ B\ﬁs‘"té%ﬂ%t'g%°FW'§§§%W8b‘Eeoc%‘é’“§‘§Fﬁtm”d4ﬁv IeER NP B}? do??'é‘ 3 ter
via a data transfer cable. Third party vendor,s have al so i ntraoduce

uni ver sa®f QIS Weriwids  these e So‘?;%’& ququVﬁg&e'ygncggglpgégerpdnggtmen s of

synchroni zed with renotely | ocated data servers and restored via, w.reless
et hods. COEIDEANOSE FHsIeRs SEOBFS COBTATIAHE Vi 1 EDs Sherne! iBLal Ty

data i's FOPRBIDAsGd ASrdhehPtEe: | oAy BPIRIONT coeBRuPEaP POl
devi i . d th |l exity qQf the devjcge’ licati . A
aut orat <GP ARG Iog AEMERS ZUBYTok ECHIORGe A8 quanaoRten A B HES T RoEaY P ¢ he
bil e devi to b i ckl d n_essl t / dated with
i ni mal LSS RERRDGA BloRen o RER e 2 ARGR cheanieet dpals I8 eEolRlD | o
devi ce as when determ ned, K b ”B’E’?QFEQFI | e ﬁgvi ce's user. A nmethod for backing

up and rUEDHMHEOHEMRIS AN YP88 o 4%y wi rel ess communi cation |inks

LS VNE X UM T el v ST R

to suit their daily life. For example, business users have most of their appointments or
meetings for the month entered into the calendar application in their mobile
communication device together with daily reminders for upcoming events. This data may
be lost due to a variety of reasons such as accidental deletion, data corruption or simply
because the mobile device was replaced with a newer model. Alternatively, a company
administrator may want to upload a new application or new contacts or reminders to the
mobile communication device for the user.

Some phone manufacturers provide their own proprietary software that allows data
on the phone to be synchronized with a computer via a data transfer cable. Third party
vendors have also introduced universal applications which allow data in mobile devices to

be synchronized with remotely located data servers and restored via wireless methods.



Menory space in nobile communication devices is normally |imted. Wen the
size of the restored data exceeds the free nenory space on the nobile
devi ce, tWe 08%s6148t1 on process may not be carried out wpotisic26Pae&1Ls freed
up on the nmenory or until alternate nenory storage is allocated. Wiile this
may not be a mmjor issue, it is still inconvenient for the user to have to
traw t hFhesglwitdessomethods typinallyrifisiude snme eacryationddeanyplionipseqess taanguien
order to free up space for data restoration. The prior art described above
addr essdbatithe $ransfetief daja isl iapapmprontised, shs thetfenelispplity obmobilessammgnisaliqer t he
data contained in the phone to the state the data was in at an ol der date.
From t hedeives dncréasei, so dbesthetcemplexite obthegleyiosiseappligations. Anautaspatad dalg abl e
and easy nethod to restore and/or update data on a nobile device. Sunmary
of the Itransferiapplication is nerided dhah\aows theodatarin gheomphbilpsdayices 4@ be ayicklyrnsh
advance in the art is made by a data restorati on system.in accordance wth
t he pressmamiéssherestosed and/or updatediwidh migjmabuiser iglesention.n This dstaiaeiid then h
this invention is that the data in a nobile conmunication device can be
r est or ecbearestared Updae ebbile tdevige asswhen detarmined i theamebile devigriy M8eagéd of
this invention is that an alternate nethod of restoring and/or updating the
dat a i s methot dercbacking uprandeiestoning dald in giobde daviees yenGyWelAseRMBHNIatsRst em
in accordance with this invention is that the systemdeterm nes that the
mobi | e dieki deshbeers desdribedin Ufe Ratent Jiekeralai Té%éw \@gued in the name of
2011/ 056145PCT/ SG2009/ 000411 to store the restored and/ or updated data
prior toOosgmdétng. efitied S\Wirelesh Eelepheng Pata Beckup Systama. | n accordance
wi th an enbodi nent of this invention, a systemfor performng a data
transfer to aMewiont epatevincwobiisesempmynicatiorhdeviegs wigreals fimited. Weendig | e
device receives a short nessage service (SM5) nessage from an adm ni strator
conput ersizé af dhairesipredsdata|exgerslsi thenBeQuUPRMONThEPaPsO® the Mabile Leyice; (e
contents of the SMS nmessage. The systemthen deternines whether the
cont ent srestocationepracessrmantotcdeartiest out Wil sPagedisdresd ypLenthedgRempry qrntil
contents of the message include a command for a data transfer function, the
syst em atltesmate smemorysstatgr 9 alosated| MNhilec Bim aray; ort Reoadnee issHe gk stil
network. If the wireless connection is established the system perforns the
dat a t r ainssraenienh far itlmuser to have [mirawlthreughdae detarsBiramelissiavicenteleing « hi s
invention, the system generates a SM5S nessage indicating a connection
failure exelingrdatd i erder lodracsups spacetior dafa regiasatirat The BF'O%%fﬁﬁﬁﬁfé'PeaﬁbﬂV% he
systemdetermnes that the attenpt to establish a connection failed. In
accor daneddresses this Awsugibyiaiewingdhe yaerbachoice oh raling Rad Ferdata COMBINELN t hen
generates a second SMS nessage and transmts the second nessage to the
devi ce wherPhone tasis skie dhadata wamin aleanyeldedates recei ved. The second SMVB
nmessage may include a link or address tQ a systemfor conpll%}g ng %he dat a
transfer at aFfom &e above. irieslear HatMere A need B e artdREa. rehable ded eafyy
t hen connect to the second data network at a later tine to communicate with
t he syst ewthed te restoreandir updrie 8ata eba PbIe ARYIERe data transfer. I'n
accordance with sone enbodi nents of this invention, the system begins
perform ng the data transfer function by transmtting a request for data to
an address of the second data network fromthe nobile device. A system
havi ng the second address recé%ammédﬁ&t'%d then determ nes the
anount of data to transfer. This systemthen transmts. a nessage t he
mobi | e devi ce Thagboyeand,albsr peBleaRlfSolred fidLn “@P&%g‘fa@? .a”'l*ﬁg"aé{‘?g?ye?n in
the nobile device then determines if the device has. eno ﬂh mé\rmr avfai | abl e
to st or edetRaestgration sypignt ingccardence wthdpe pf"r?@"?rﬁ'%?’l“@”dﬁ pLa ‘{laé’[t%Qﬁ ot a
generates and ] o o . ) L .

system in accordance with this invention is that the data in @ mobile communication device

can be restored and/or updated without user intervention. A second advantage of this
invention is that an alternate method of restoring and/or updating the data is provided if a
primary method fails. A third advantage of a system in accordance with this invention is

that the system determines that the mobile device has sufficient memory space available



transmts an acknow edgenent to the system at the second address. The
system at the second address then transmts the data. I n accordance
w th somewentbodisemst s of this invention, the systemin the/soabioeodevi ce
erases data fromthe nmenory of the nobile device when the system determ nes
that the nobil e device does not have enough nenory available to store the
dat a t o tostare 4w restored andfpropeatesr datp psar ingefor ensurthe iessty ehifs a
certain time is erased. In sone others of these enbodinents, data that has
not beerflaf&scessed for a predetermned amount of time is erased. In still
ot her enbodi nents, data of a predeterm ned type is erased. In

accor dance wil racseigenegithi are abodimenh el this divention. 3 REstePsior REHAMING 3t he
address in the second data network perfornms a user authentication with the
mobi | e diala Fensfentaaireabilendevira RPemiessa Abe doliowing: B enffkn Th8 MRRIPGavISsn i s
requested by the nobile device. In further accordance with sone .

enbodi neaceivest ashey Massrer Semviset (FMS dogssage frem AR agBUHSIRIEMRIESWER R nay
comuni cate with the nobile device with encrypted data. I n

accor darwieelesisttalepheric astytk mdhesysten e readseiie; contenthaf IsPYe ersFrge
includes nultiple systems for connecting to the second data netvvoré. In
accor danthe sistem degri determines avheihss dhensantents iRgludd @neRMMARd $pde & 48tenpt
to establish a connection to the second data network in the foIIovvir?
manner . trnster fundien.s Jistherrostanis pithefaessage ineludes? spgmand feoa fata Irans ‘?ro t he
second data network. The systemthen attenpts to establish connectjon to
t he secdHactigat the pystapy attamptn ip establisharirelepsspaneeHon tp aaSGGBH‘ﬂQ%t?ir\?H”‘? * not
established, the systemattenpts to establish_a connection '}h anot her one
of the dfthearirslessconprationts pgjablished thesyelsAurertaristke dateitrangler TWictiehe
systens for connecting have been used. In accordance with sone of these
enbodi ment s, lprascefdaneavitb somecembedimgats of this dayrationniheyYSIeALIsRAAGF 18 i s
based upon predetermned criteria. In accordance with sone others o} t hese

enbodi nESMS, Mersagsy dpdigating accernaction Jalure nard, ArRAsMitsg ey MeRsadRt Role i s
based upon user input criteria, Furt hernpre once a conne tbi&?n IS

est abl | sfsinistrater spaEiArlendbe SPisE dRSAEeS gﬁﬁbm%fﬁeﬁ“f’gg%feéfa qrbt"'ocol
(HTTP) format conmuni cations are avail abl e over the sec nc{ dat a .network in
accor dareanggtion ‘afied dJp 39cardans? ayithesree 6’? ”P?ﬁese'i“m@'mq"g’h. he fa%fTH’?—Js P
format is not available, the system nmay comrunicate w,th the second address
via sockempulasithen geagralasta secdndrgMp r’f“‘%/ség%ﬁg‘é tRgSRESHRTERNT SISSES [0y HTTP
format bei ng unavail abl e, Brief Description of the Draw ngs e
above arthedfayice wasn d?"eé“éﬁd“ﬁ%ﬁ?&ﬁtfé‘ﬁ@sth%fc{éé{‘cgy@t Wivﬁwagg%‘? JeFU &M‘%‘n this
system are described in th«?( bel ow det ai | e?l d?scri tion %nd §r{3 sr;owq in the
fol | owi r@eﬁﬁagwm@gmclude a link or address to a system for completing the data transfer at a

later time when a connection is established. The user may then connect to the second
data network at a later time to communicate with the system at the link or address to
perform the data transfer.

In accordance with some embodiments of this invention, the system begins
performing the data transfer function by transmitting a request for data to an address of
the second data network from the mobile device. A system having the second address
receives the request and then determines the amount of data to transfer. This system
then transmits a message to the mobile device that includes the amount of data to transfer.
The system in the mobile device then determines if the device has enough memory

available to store the total amount of data. If so, the mobile device system generates and



Figure 1 illustrating a network including a nobile device including an
enbodi nent of a systemin accordance with this invention; Figure 2

i Il ustratwogos/dsbask di agram of a processing system of the/SGasdomusil
conponents for providing a systemin accordance with an enbodi ment of this
I nventi on; gure 3 illustrating a flow diagram for a process
execut ed“’lﬁ?”ﬁs rﬁﬁ‘tﬁqkﬁ°‘M‘§99‘?!Be’fth tB‘éISY%?’ﬁH 3tdhe secandraderessn Hie @&tG th
this inventio gure |IIustrat|ng a process executed by t he
nobi | e 0%\99%@‘3?%3@'?98?%%65 thedd'® transfer in accordance with this

I nventi on; gure 5 illustrating a process executed by the npbile
devi ce for cdﬁr?éé‘f"idﬁgcet with se@esTabediments of itbs ioventione e ketrre inthernmebiles

i nventi on; qure 6 illustrating a process executed by an

adm ni stqeé(tcﬁreréﬁ?ﬁp‘éﬂté rony the Egmasy pﬁ@heamea'!eadw%yh@m the, S&%@Br%ﬁ’fﬁé"% th an
enbodi nent of this invention; and gure 7 illustratin a process
execut edhdlthg nehilgdevicesdoas, ont have %’@HSM"%‘&‘?% ayaahls fo slore e tPR§ a
data transfer in accordance with this invention. Detail ed Descrl ption

Thi s i niEnsiesiedr dn geme of dhesesgabediments. Aatarigertean a sertain; time isopreesd. Im

nobi | e conmmuni cati on devices. Mdre particularly, this invention relates to
a syst erfom otpg@[qj,thqf,@ embodiments, data that has not béen accessed for a predetermined

amount of time is erased. In still other embodiments, data of a predetermined type is
erased.

In accordance with some embodiments of the invention, the system having the
address in the second data network performs a user authentication with the mobile device
communicating with the second address when communication is requested by the mobile
device. In further accordance with some embodiments, the system having the address in
the second data network may communicate with the mobile device with encrypted data.

In accordance with some embodiments of this invention, the mobile device
includes multiple systems for connecting to the second data network. In accordance with
some of these embodiments, the connecting systems attempt to establish a connection to
the second data network in the following manner. First, the system selects one of the
systems for connecting to the second data network. The system then attempts to
establish a connection to the second data network using the selected system. If a
connection is not established, the system attempts to establish a connection with another
one of the systems for connecting to the second network until all of the systems for
connecting have been used. In accordance with some of these embodiments, the system
selected for use in connecting to the network is based upon predetermined criteria. In
accordance with some others of these embodiments, the system selected for use in
connecting to the network is based upon user input criteria.

Furthermore once a connection is established, the system may determine whether

Hypertext Transfer Protocol (HTTP) format communications are available over the second



data in nobile comrmuni cati on devices via secure w reless comunication

| i nks between the nobile device and a renotely | ocated data server.

Fi gure 1 wblwsitosatsaes network 100 that perforns a data tpamsicesostooomobil e
device 140 in accordance with this invention. Network 100 includes server
105, adm nistrator conputer system 115 w reless router 120, Publ i

Swi t che&at%n@wshin@qqemwweésmf of 3¢ emopdiments ¢fdbis iventionnIf i'ﬁ“cfzﬁd
nobi | e device 140. Server 105 is a conventional server that performs the
funct i orfemiAt ispelravaiakipithe ystens Mmav somBrRicate Wthdae seeandasiorase Vifesqkets140 in
accordance with this enbodi nent of the invention. Server_105 is connpected
to | nterysiig P1GPaFEeD PO ik digsRRNSEnto RoMBYNCations cuHingirEER | O3l /NGt her
digital processing systens. Adm ni strator conmputer system 115 is a
conventﬂtﬂ*’t‘&@"a@!ﬂmut er systemthat executes instructions to provide an

adm nistrator interface to allow an adm nistrator to generate and transmt
requests to nobile device 140 in accordance with enbodinents of this

i nvention. Adm nistrator conputer system 115 is connected to Internet 110
and/ or equi val ent netvvor ks Brigf Deaeription obthg PrawWiRg digital processing

devi ces. PSTN 130 is a conventional nefwork of sw tches and ot her
routing devi cB akgverad @thes deatutes andragdvaptages bR aYYPan] ﬁ?"s"s‘?’%}?eb'\ﬂt'\/@
nobi | e devices. PSTN is connected to Internet 110 via one or at eways

(Not shcwitem grexdessibedin dhs, Pelow delailps: dessriplion Apd ke shawp in H‘ec 9cat e
wi th devices connected to PSTN 130 to conmmuni cate with devices connected to
| nt er netdra%wiPgs:PSTN al so i ncl udes at | east one wirel ess base station 135
that transmts and receives Radio Fre uency RF) and/ or .other types of

si gnal s 137 tfd9wenhilusteating afpetworgpripding&,ine "elg@"ced‘?éug'wI"“I"e%!“gcﬁj"f‘ﬁ%t art

w ||l recaognize that only those conponents of PSTN 130 and wi rel ess base

st at i on of ZsyaleaHBRcCHdaReRVih BiinYertioNhvent i on are di scussed and a conpl ete
di scussi on of these conponents is gmtted for brevity rel ess
router 120 orFigst ReHudigling 4 dirckqdigoam i a H@%%@gcaﬁﬁ%ret%fdtﬁeo"?ws
Internet 110 to all ow nobile devices to conpect E‘g’ﬁ nter ?th 110 RE

and/ or &@MRPARRISORrEYding alszgtenhn@&ﬁ%rd@p%e Wiap embedt t8 thisyv 8’? ation of
wireless router 120 is not P ed to rowdea%;/%l}% (g)or ancsvvlth
this inventi dr9urentilestatiog aflowy AiGEEAR R PIASHPS 6 ¥ By GUYEBMM20 i s
omtted for brevi vi.ce 140 is a nobil e hand phone,
Personalpelﬁotjff‘tnﬂlafﬂé%tloé‘t"aﬂ?co(ﬁ%f Latﬁtsd'ﬂ)"eé%ﬂ‘ﬂruter or other device that may

be connected to and/or comruni cate with PSTN 13 Internet 110

e Tl o e ARg < o1 .oy Sre. sebiS e for PR a e

W rel ess royt er 120 A cotg‘q ete description of nobile device 140 is omtted
for breranserfacaordAnes a8 s MVERUUY t hat are perforned in accordance with

this invention are trate ram

of the conpondf{® %ﬁ'%t?é‘%&&%ﬁ%&%%%f% thenmé’hgsd‘a‘f'c‘t ﬁoé °88?r%° 'Hgﬂ that

o ht o SR B o BEA ERrdahel W WinNeRiSH T Pecogni se Lﬂa?CE?rgﬂ?QCE s
for |IIustrat’|__ p ﬁlosest only and the exge%t confl %étratlrogor f for
conponent s i n 'PHE 5 8§t§§lnﬁgad8t/‘?°&§srrﬁ’§?°5 i%¥s &P e YR %%%?t.%g from

t hi ti 200. | P Uni t
G S R AP A R o
processors a %gﬁr ocessors that e%lﬁ e instructions tg‘ perfor

processes in dg'dr(?r SUAtS: 3 PIFESH R iPX\R REVEH SYBL SphEe eﬁﬂ@%tdg a[ 0

bu d | Q bus 210 CPU
T i S PR S B B TR 220 comets

menories and CPU 205. |1/0 bus 215 connects CPU 205 to peripheral devices to
transmt data between CPU 205 and the peripheral devices. One skilled in
the art will recognize that 1/0Q ??gﬂ %(])[? and nenory bus 210 may be conbi ned
into one bus or subdivided into &‘/’ ?‘f’é’r’%'&gses and t he exact

fi ti | eft t t Kil]ed
remory 220, STHR BENPREgHE &, gleatsf?ﬂy oLt e o gtn X@Py bus
var ous. P Ayer BReRrer, Hate Brlsoegkr Bin in Eh g BB uHa el K el ™ ©

start-up. One skilled in the art vviII recogni ze that any nunber of types of
menory may be used to performthis function.
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A vol atile nmenory 225, such as Random Access Menory (RAM, is also
connected to nenory bus 210. Volatile nenory 225 stores the instructions
and dat a weedagsbusCPU 205 to perform software instruct ipomschan/opscesses
such as the processes for providing a systemin accordance with this
invention. One skilled in the art will recognize that any nunber of types
of nenordatady Mebile se@MupIcatieRy dBMcCsRYIaSereeefrieSs eapMuRigatioplinksibeheeansed i s
left as a design choice to those skilled in the art. |/ O device
230, keyBeaabilo dsvice|pagpagmotely locatag dgtasenernet wor k devi ce 250 and any
nunber of other peripheral devices connect to |/O bus 215 to exchange data
wi th CPU 205 Figurejkillustratespetver 1¢hibabeerfrimea-data d@npfgr topmobilssdevi vi ce
230 is any device that transmts and/or receives data from CPU 205.

Keyboar dn2a®ordange swillt jthis cinvgionof Networkn 300 riaeladese seysk 105y agminitgator
transmts the input to CPU 205. Dis Ia% 240 receives di splay data from CPU
205 and epmpyterysyistamydd5.owirgless: rastar 128y Pybliss Switgheds telephanin Notworls (PITH)
device that transmits and receives data to and from CPU 205 for storing

dat a to tBOhwdielessNeasgodtrtiane 3D cantsmobishAeviee 18Py Semer 402 ihat srsvrRNtoge!
transm ssion of data to and from ot her processing systens. . Figure 3
i |1 ust r s3es¢erahat peformatiedundipns obstedngsdata dorrasd tansisyring dafa femobiie devicshi | e
device in accordance with this invention. The systemis quvi ded by

pr ocesseM0sinopeagrdance grithwHse emppdimeat ef the inveptiaRar eetvght10pds capRRCtedh o
processes described. Process 300 begins in step 305 when the nobile device
r ecei vedniginedNdOangdios go aquivdent petuosk foscom tipa with piher;digitabRiqcesiing The
generation, transm ssion, and reception of the nessage are conventional and
om tted $¥§MT-evity. One skilled in the art will recognize that other
message formats may be used to transmt nessage over PSTN wi t hout departing
fromthe i nvefdmigistrator computer, system 31p iscneRIyeational (QERULRTPYRGM SRt
nessage are read. In step 315, the systemin accordance with this inyvention
det er ni rRXECUIFEt RBtFUCtipRS & RQifles ap radpHpisteper intertagseto) allow,ar admigiaialAt % ode
for a data transfer. One skilled in the art wll recognize tqft,this tep
may | ookdansratg@nd transmrdaaueskyiosmelile deyice il indacpiiaaie Wth fERogieentn gt are
not related to the current invention w thout departing f ?mthi i nyention.
WO 2011/ DSERUSER, SAITEHGIsLoMPUter Systen 1iids CRAISSAS tylseTBE! 1 HL PO t he
command code, the system causes the SMS to be handled in a conventional
manner | AUYAENt BlvasRtofoRIInicale Witk Qifier digital RCESSINGARVICSP nel ude t he
command code, the function indjcated bé( tpe _&r‘%’r&nd C@Ide iS. Qerformefd in
step 320. In DA B3Y isra conyIHiRRRlINWaE Phaw ' OngF LoYHNgRdqWeESiTar ¢ o pe

Becor danBdling Falapad pRgLAPOFneR o Teorn mats foreoneF PN BAohratbas
per 1 or m Bgrigety 018 RBs F mer® Seleareun e ST (ALY v felen, CBPBHALL 400
connect | BIFRS It AEE M5 e e SEY 1 PRt 0 1O oSTREREPE v o
Lhe oy st BHERBPFFES SRR 110, JomTILCIP OISRt OB A G oA ST 5
Gener at oLHA! FangRulR g ST AR P REN LD ISRl RIS IyreS PP e a7
comput e ermunReE Rl mabie defin HO ORE skl e G vife Rl b6

Lo Senai saRarEnRn At SR duhvend et SR8 st 55 fesoRiuPclMmay 8L
hat  my MRABSGHSacieped AP 4 RmOE ELaRpsicn ety aepEonh < Pnla 87 oS

sone enbodi nents, the second address may include a second conmand t hat
i nvokes t?;i'ekﬂ'%cess that connects to the address automatically when the
connection to,the second twork is established. After the secqond .S

message is re rie&éa rBP@Ee@@ Qroﬁncgh gequiva ent device Is a device conne&e&I to 'Yﬁe

Internet 110 to allow mobile devices to connect to Internet 110 via RF and/or equivalent

signals 125. A complete understanding of the operation of wireless router 120 is not



If a connection to the second data network is established, the system
transmts a request to a server for the data transfer over the second data
net wor k iwovemsdiks. The address of the second data net worlscreg/obes11
previously stored by the nenory of the nobile device or may be included as
part of the command code wi thout departi fromthis invention. The
syst em tMaaded de frgyde 2nSYRtA di asegfeaRes Mtgdh'ﬁt'n\éeréleﬁve%qrﬁfoa éncappleterhe
acknow edgenent includes an indjcation of the anount of data to transfer.
The systdacriptiaapfydtelasgiroisr 120 igoniitted fgebievidy. 140 has enough nenory
avai l able to store the data being transferred in step 425. If the nohile
devi ce 140 doMsbilfodevias d4enisugmeriigohand shareyrRersonal d%i%?' AstistantstFdmay
erase at | east enough nmenory in the nobile device to store the transferred
data in lanigp &smputqnwrmmeﬁe\cﬁe that reay Be rpepneeted de pndirs@nypynicae Wil a
stored in nenory to erase. The criteria include, but are not |limted to,
data st oPSEN ﬁﬁp@"dﬂbteﬁ‘ebﬂé@@b’éﬁaﬁﬁ’ﬁé@ﬁgd%ﬂdefe&ﬁ'd&“e signajsgfor wa?las%@s’%@m ed
for a predeterm ned tinme; or user |nput criteria. Before the dat

erased, 13feand wirelsssrEguterr Rt Ageapiaie desintiar ofi mobie dg\éF%éf‘%dP a@tt&dtfer
secondary medi a such as a renovabl e nmenpry nedia or an aonline backup

server. DRyl and oy thase niecassewpthabare refforpad inagcerdaige wdihthis inengjon éfq saf e
in case the user erases data that is inportant. After step 450 or if
t here isdesgfibedi ent menmory to store the data, the system generates and
transmts a nessage to the server indicating the systemis ready to proceed
with the dat aF'SF@r%f"éFtr?tﬁS atleckadjagramef t@?éJPEWPE‘Wéﬁ of HieePrPessgSYSIEs t he
transferred data in step 435 and process 400 ends. I n accordance
with sone eaBbef bRt ereroneniss thajvexackion insifsians slelac & MeMARy 1 RPYR:
conponents that allow connection to the second network in pore than one
manner . MORESSER AMACELdAnRce Witk thistinygndioRot One siilied) in dhe BRoUH recaspiagathat
connections, wreless network antenna, and Bl uet goth comuni cati ons. Figure
5 i || ust Figyies? jsriet Wustralive PURRosge CBIYANG the exagioRBgyratiRn ofphe CaEwoBes in

provi des a nmethod in accordance with this |nvent|on f.or connec |ng to the
second nBERSPEESHIRE HeNise dnah B diffgeeiwithet dRRarting %F'B%He"iﬂ?'bc S0

begins in step 505 by selecting a manner. for connectj skilled in the
art wi | | Sy AP0z BcluHes Qwahé’?m?"emymbé%w e’-&ﬁt e& ?ﬂ% 'ar%@fm&a%% on
criteria |nclud|ng but not limted. to, (gﬁpfor cost, ﬁ

pr ef er en®ISTOPrOCESSOr, |f afy SoBpation, Of RFQESTPL:: AR '§’°PEP°8§?%{B|t §‘heée°“te

connection in the selected manner. |In ste

et her BSEUHABE 1Y DA hB SETrABSeS Bl JCSRERNCS Pt i SRt BPTHES  HEbh20s
o b e o R BRI b b L RN B 0] s
comect’ 8 s VE aoaner ST SRV 000 L e AP et Ll 368 1
step 520mgrr'}1%n sr gr?c? EﬁUSSOS I/Cg %us 215 connects CPU 205 to peripheral devices to fransmit
data between CPU 205 and the peripheral devices. One skilled in the art will recognize
that 1/0 bus 215 and memory bus 210 may be combined into one bus or subdivided into
many other busses and the exact configuration is left to those skilled in the art.
A non-volatile memory 220, such as a Read Only Memory (ROM), is connected to
memory bus 210. Non-volatile memory 220 stores instructions and data needed to
operate various sub-systems of processing system 200 and to boot the system at start-up.

One skilled in the art will recognize that any number of types of memory may be used to

perform this function.



If a HTTP connection cannot be established, the systemattenpts to nmake a
socket connection to the server over a designated port in step 550. The
syst em dewermimssisshet her t he socket connection is est alpkirsioaehoionosst ep 555.
| f the socket connection is established, an indication of connection is
generated in step 520 and process 500 ends. | f connection _cannot be
establ i shed i A ¥elajje smsmery 228, sush 3y sRandametAGaeshderret KBAM)hds alse
anot her nethod avail able to connect to the second network. If there is
anot her eastngeeddoanemplyebus) PR e Mol masprnyt 225 stgrassthegngipstions aed Wk,
process 500 generates an indication that no connection is available in step
535 and peeasiedy CRIY 285 & perform software instrugtions ferProeesses) svd & thg PERESEEH00
illustrates an enbodi ment of the processes perfornmed by adm nistrator
conput er fot IBoyiding &t syemcie agaordanse ewithh dhisrdhvergipn: hPae skifledtin dhe amhavill
skilled in the art will recognize the steps described in process 600 nmay be
per f or netgchgnize tha @nynsrember p? ypesof B19mMare MIYobe Meethilp erexidatvelptiipymemory
admi ni strator conputer system 115 w thout departing fromthis invention.
Process @ubtheeypeldypenusaddp lefices adesignehajeanty these %%ﬂ in theA™an adni ni strat or
requesting a data transfer to nobile device. In step 610, process
600 gener at es!/Qrtevice 239nkeyboare23gviisptays2ife MemeRy AP enelwprkcdevicen2S0rard Svs
message includes the tel ephone nunber (PSTN addresag of nobil e device 140
and t he a2wmhmumberedetheoperiphegsl devicgs soanect 1ad/&bys dstagrxchangs dalanyith ed
over Internet 110 to PSTN 130. PSTN 130, in turn, transmts the SMS to
proper WEPY| 205 fasause igtapplieationsheingr exackiednby SPbh20%- t HO dricead?d iHambhi | e
devi ce 140 using RF signals 137. Process 600 then waits to receive a
r espons edexicesthaptraysmitsiandigs receives fiaa frem (il i20ad Kepposrd €35 Sopsradific type o
failure to connect SM5 is received from nobile device 140, process 600
gener at e€f I§@dhatreepivastusen input and) transmithihe NP ta §Y 409 Risply ZA0ereiMes wor k
connecti on address that mag be used at a later tinme to conplete the data
t r ansf er display data fiem 1Y 285 90d dierlaw eages an apsraentfana Yseoieses: sHsMoRYs.
One skilled in the art wl | recognize that steps 615 _and 620 may be
conpl et ed¢dip adeMcethatijansalits andeacelvesyaty g andBom; G¢ld 200 R siainefetd 19 t hi s
i nvention. Figure 7 illustrates an enbodi ment of the process
per f or medredip. shigtwerk depice 25Q sapestseCPH2qPatoaa MERYREK & trﬁﬂ‘sau%?@)ﬂa%ﬂiaéa ¥ th
one enbodi ment of this invention. One skilled in the art will recognize
that to prétredotheereressing8YHe™Mer ansferred, encryption of the data shoul d
be enpl oyed. I n accordance with this invention, an ncryption. syst may
be used to trEi9sra $ lysirates adiqwediagran ofa H@V?%sepq_'%ﬁx'ﬁﬁ(?ys’yegﬂ?&m T’O%méﬂ‘:’e
choi ce of conmuni cat i onépr otocol and ncrggttgi on are Icﬁét as desis%} 8hoi ces
for thos8eWEs N aggofdanes, with this invention. bhe systemyigPravided,ay processss kY8R  h
server 105 receiving a request for ae(r%ata ransfer from m)gil devi §§: 140.
The exac®offWaTer HEWalR ahBamd¥RrmthaliPariQEms éé%@é?ceﬁ%s Ae?¢1oEG:  HOSESSKY? | ed
inthe art. In sone eg;?]odi nents, the re%est vvinél i nclude_an i entkf{ocation
of nobi | BegiBY InceieR 285 ¥heq the mobilesdeyies reslyes RSP BeSTRAR FoMaiaials
erver 105
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invention.

In step 310, contents of the received SMS message are read. In step 315, the
system in accordance with this invention determines whether the contents of the SMS
message include a command code for a data transfer. One skilled in the art will recognize
that this step may look for other command codes to implement different functions that are

not related to the current invention without departing from this invention.



I f nobile device 140 is authenticated, server 105 determ nes the anount of
data to transfer in step 720. Server 105 then generates and transmts an
acknow edgerentostasnobi | e device 140 that includes the gowscRofoeiala to
transmt in step 725. The exact format of the acknow edgenent is left as a

design choice for those skilled in the art. Process 700 n
remai ns i dl e [itha sondenta drhinclige it command rogel theysiecaupgsitie %@&W\/ed in

step 730. In sonme enbodi ments, process 700 will end if the acknow edgenent
s hot rleeandier i Sopeniiena) rBaADEnt B8P S3fangPrpdess 0B enss  deihe sonicaly

criteria are net. If an acknow edgenent is received, server 105 perfor

t he dat dnelude dieceommand spder3he fynglion idicatedzpyntherpmmand code *?rf@'fagwse% gs a
description of enbodinments of a systemin accordance with the invention as
set f or tsiem8RBw.In particylap A FANBABY Codindicatiag aLdata FrQGSfPrn'Sttﬂé’ea‘H’{‘]’EBﬂ $hd

wi ||l design alternative enbodinents of this invention base Po,n this

i nvent i otetested andthe dafa teanstenissperioreand insteR$S204p aF‘Eﬂ’f"T‘f‘qer?”'ﬂWg’ 5 1BY§B RN ng
clains. What is clainmed is: 1. A nethod for performng a data transfer
functi on?ftﬁjtbe fﬂﬁﬁg¢f¢'sq@ﬁpﬁﬁe%@meﬁ%?%?"qsecei ving a short message service
message froman adm ni strator conputer via a wireless tel ephonic network;
readi ng cont ehigyreof ilbigirates qum?&'éa@fé’fsaePWE%s fos pedgrming 2 data tﬁ‘é‘ffgf Vf\ﬂ!oni ng
whet her said contents include a command code for a data_transfer function;
at t enpt i akgordanee twith this invenlione| Feecess POckhedns WhSteR @0 WatieP % in

response to said contents including said command code;
system attempts to establish a connecfion to a second data network, such as Internet 110.

In particular, the second data network is a different network from PSTN 130. In step 410,
the system determines whether a connection to the second data network is established.

If a connection is not established, the system generates and transmits a
connection failure SMS. In this particular embodiment, the connection failure SMS is
transmitted to administrator computer 115 in step 440. However, the connection failure
SMS may be transmitted to another party in accordance with this invention. In response
to sending the failure connection message, the mobile device receives a second SMS
message that includes a hyper-link, web address or other address that may be used at a
later time to comple'te the transfer in step 445. In some embodiments, the second
address may include a second command that invokes a process that connects to the
address automatically when the connection to the second network is established. After
the second SMS message is received process 400 ends.

If a connection to the second data network is established, the system transmits a
request to a server for the data transfer over the second data network in step 415. The
address of the second data network may be previously stored by the memory of the
mobile device or may be included as part of the command code without departing from
this invention.

The system then receives an acknowledgement from the server in step 420. The

acknowledgement includes an indication of the amount of data to transfer. The system



determ ning said wireless connection is established; and perform ng
said data transfer function in response to a determnation that said
connect i onoi2s1@stabl i shed. 2. The nethod of claim1 furrbhersceadpoesdi ng:
determning that said attenpt to establish said wireless connection fail ed;
generating a response short nessage service indicating said wreless
connect ithen datermaties dhenobile device sifdnhag pRgLAEaMEMOBS awgé'es%ﬁ‘tof?r&% dale
service nessage to said adm nistrator conputer via said wireless tel ephonic
net wor k.being transferredHo gtasr 425. olf theompbile devicec tfhdqesi nay have enoughememenhiy a
second short nessage service nessage from said adm ni strator conputer

wher ei n sieredhe slats dhe Spstemnday fjeses at igpsleenpugh qgemprycinthe Inghileatryicest® on
said second data network wherein said address is to be used to perform said

dat a t r ateredhe transfeirechdata in step 450.t Ang numiper obaritermey Decseddosetrcbtigs11 4.

The method of claim3 further conprising: generating said second short
message dada sloged innmeaety tederaRe s tThgtasiterigoinpliiderbut are not limited to, data stored

prior to a predetermined date and/or time; data not accessed for a predetermined time; or
user input criteria. Before the data is erased, the system may prompt the user to backup
the selected data to a secondary media such as a removable memory media or an online
backup server. This allows the user to retrieve the data and serves as a fail safe in case
the user erases data that is important.

After step 450 or if there is sufficient memory to store the data, the system
generates and transmits a message to the server indicating the system is ready to
proceed with the data transfer in step 430. The system then receives and stores the
transferred data in step 435 and process 400 ends.

In accordance with some embodiments of this invention, mobile device 140 may
include components that allow connection to the second network in more than one manner.
Some examples include but are not limited to, broad band data connections, wireless
network antenna, and Biuetooth communications. Figure 5 illustrates process 500 for
determining a connection. Process 500 provides a method in accordance with this
invention for connecting to the second network when more than one method may be
employed. Process 500 begins in step 505 by selecting a manner for connection. One
skilled in the art will recognize that the methods may be attempted in an order based on
criteria including, but not limited to, performance, cost, and user preference.

In step 510, the system attempts to establish a connection in the selected manner.
In step 515, the system determines whether a connection has been established. If a
connection has been established, the system attempts to establish a HTTP connection to

the address of the server in step 540. The system determines if the HTTP connection is

10



5. The method of claim3 further conpri sing: connecting to said
second data network subsequent to receiving said second short nessage
servi ce ngeWoAscASd conmuni cating with sai d addresscamomasddl second

data network to performsaid data transfer function. 6. The method of
claim1 wherein said step of performng said data transfer function
conpr i sestabliskatsin step 945.a It heueannegtinn igastaliisheth andadieationoef eomngctioscisnd
data network. 7. The nethod of claim6 wherein said step of perform ng
sai d datgeneradersinesterf S2fandoprocensHo0sags. receiving a total anount of data
to be transferred fromsaid address; and determ ni ng whet her said device
has enough mdhaHITR@nhedtion caonatberastablishied, heasystarmatiemels temake a ckethe
met hod of claim7 wherein said step of performng said function further
conpr i sewnnection to the avesvertaveng designated partiiorstap gﬁﬁ)-saTi"G SHSIAM Setpsines t o
said second address in response to a determ nation that said device has
enough detteshdrothet scketserindedtionais astablisbednin stew $35. cilfalhem BCpletaNACon § st ep
of performng said data transfer function conprises:

established, an indication of connection is generated in step 520 and process 500 ends.

If connection cannot be established in step 515 or 555, the system determines
whether there is another method available to connect to the second network. If there is
another method available, process 500 repeats from step 505. Otherwise, process 500
generates an indication that no connection is available in step 535 and process 500 ends.

With reference to Figure 6, process 600 illustrates an embodiment of the
processes performed by administrator computer 115 in accordance with an embodiment of
this invention. One skilled in the art will recognize the steps described in process 600 may
be performed by one or more different application being executed by administrator
computer system 115 without departing from this invention. Process 600 begins in step
605 by receiving an input from an administrator requesting a data transfer to mobile device.

In step 610, process 600 generates and transmits the SMS message to mobile
device 140. The SMS message includes the telephone number (PSTN address) of mobile
device 140 and the command code for a data transfer. The SMS message is transmitted
over Internet 110 to PSTN 130. PSTN 130, in turn, transmits the SMS to proper wireless
base station 135 for transmission of the message to mobile device 140 using RF signals
137.

Process 600 then waits to receive a response at step 615. If no response is
received, process 600 ends. If a failure to connect SMS is received from mobile device
140, process 600 generates and transmits a second SMS that includes a link or other

network connection address that may be used at a later time to complete the data transfer.

After the second SMS message is transmitted, process 600 ends. One skilled in the art

11



transmtting said data fromsaid address to said nobile device over said
second data network in response to receiving said confirmation fromsaid
mobi | e dewbe11/05¥¥@52011/ 056145PCT/ SG2009/ 000411 10. Thecwsiched/0ofs1c! ai m 7
wherein said step of perforrri ng said data transfer conprises:

erasing data from nmenory d device in response to a determ nation that
sai d mobwill ée@flﬂf‘iz@ethébé§9ﬁcﬁ1shﬁ%sgﬁﬂﬁycp‘érﬂow PYtnadhes systen). FUshdint  of
data. 11. The nethod of claim 10 wherein data older than a certain time is
er ased sefver 19havithavtdapagingdiom HisliDvetieRei n data that has not been accessed
for a predeterm ned period is erased. 13. The method of claim 10 wherein
data of a pre'ﬁ@‘t'fér?n"ﬁﬁﬁaie?p@ egbedimesy of the| progess eriRERed PY SeaYsh WOwRer ei n
said step of performng said data transfer function further conprises:

per f or migeghrietadee datn Hansfpe iy peserdance ediiorre embogigient @& his dnveaHORINIQANS i ng

with said second address
skilled in the art will recognize that to protect the data being transferred, encryption of the

data should be employed. In accordance with this invention, any encryption system may
be used to transmit data between mobile device 140 and server 105. The choice of
communication protocol and encryption are left as design choices for those skilled in the
art. .

Process 700 begins in step 705 with server 105 receiving a request for a data
transfer from mobile device 140. The exact information and format of the request are left
to those skilled in the art. In some embodiments, the request will include an identification
of mobile device 140 or a user. Server 105 then determines the data to transfer based
upon the identification.

In step 710, server 105 performs a user and/or device authentication with mobile
device 140. The authentication is a conventional process and not explained in detail with
reference to process 700 and/or process 400. In step 715, server 105 determines if
mobile device 140 is authenticated. If mobile device 140 is not authenticated process 700
ends.

If mobile device 140 is authenticated, server 105 determines the amount of data to
transfer in step 720. Server 105 then generates and transmits an acknowledgement to
mobile device 140 that includes the amount of data to transmit in step 725. The exact
format of the acknowledgement is left as a design choice for those skilled in the art.

Process 700 then remains idle until an acknowledgement from mobile device 140
is received in step 730. In some embodiments, process 700 will end if the
acknowledgement is not received in a certain amount of time or if other predetermined
criteria are met. If an acknowledgement is received, server 105 performs the data transfer

in step 735 and process 700 ends.

12



15. The method of claim 14 wherein said step of perform ng said data
transfer function further conprises: encrypting data transmtted between
sai d deviwe 28nghseasd second address. 16. The net hod of pchraicaved/owder ei n
said device includes a plurality of systens for connecting to said second
data network and said step of attenpting to establish a connection to said
second data nEtenardvedsrgpdesasiption of embodigants pha syplemin aerordasicarwith the of
systems for connecting to said second data network; attenpting to
est abl i ghventionaneet fodh belows Hiiziervisionryl hat thosrskiladdn g art san and willdasian one
of said plurality of systens; and determ ning whether said
connect i atternative sriodimanis] ofvthis invaniiprs basest unpnothis ipyerdign dhal infrigpe tap s

syst ens; repeating said selecting, attenpting, and determ ni ng steps
f or eaclhindntionad spl farthin the fafowdngselaimsunti | a connection is established.

17. The method of claim 16 wherein said selecting is based upon
predetermned criteria. 18. The nmethod of claim 16 wherein said selecting
i s based upon user input criteria.

13



19. The method of claim 1l further conprising: det ermi ni ng whet her
HTTP format comruni cations are avail abl e over said second data network.

20. The mebhot/mstiss! ai m 19 further conpri sing: POMVGRIALNMNY W t h
sai d second address via sockets using a specified port in response to
comruni cations using HTTP fornmat being unavail able. 21. A system for
provi di ng a ddhatis glaimgdds: f unction for a nobil e device conprising:
instructions for directing a processing unit in said nobile device to:
recei ve a short nessage service nessage froman adm nistrator conputer via
a wireless tel ephonic network, read contents of said short nessage service
message, 1. A methedderperiormingtahdata fransfecynctian by 2 mebiledeviceenmpiisN%: ode f or
a data transfer function, attenpt to establish a wirel ess

connect i on t oegeivieg araffodanessage wenice messagedrose an @dernisiraiemeamruien ik Budi ng
sai d command code,
wireless telephonic network;
reading contents of said short message service message;
determining whether said contents include a command code for a data transfer
function;
attempting to establish a wireless connection to a second data network in response
to said contents including said command code;
determining said wireless connection is established; and

performing said data transfer function in response to a determination that said

connection is established.

2. The method of claim 1 further comprising:
determining that said attempt to establish said wireless connection failed,;
generating a response short message service indicating said wireless connection
failed; and
transmitting said response short message service message to said administrator

computer via said wireless telephonic network.

3. The method of claim 2 further comprising:

receiving a second short message service message from said administrator
computer wherein said second short message service message includes an address on
said second data network wherein said address is to be used to perform said data transfer

function at a later time.
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determ ne whether said wrel ess connection is established, and
performsaid data transfer function in response to a determ nation that
sai d conngotznnmssmisest abl i shed; and a nedi a r eadzbirschyromasdi
processing unit in said nobile device storing said instructions. 22. The
systemof claim21 further conprising: instructions for directing said
processidng unihe methedbticlaibd fusthgeedroprising: determine that said attenpt
to establish said wireless connection failed, generate a response short
message ser vigemeratidg saidisegordhshbrivhessage seoinerie said@dnfinisiratar computer.
transmt said response short nessage service nmessage to said adm ni strator
conputer via said wireless tel ephonic network. 23. The system of claim 22
further conprising: instructions for directing said processing unit in said
mobi | e devi ceTheomethod of claimed durther eowpiisingl short nmessage servi ce nmessage
fromsaid adm ni strator conputer wherein said second short nessage service
message i ncl ubmsectingaddaidsecond datadebeart sdbseauantietregsiKngsaid sepordhshert
address is to be used to performsaid data transfer function at a later
tlme. message service message; and

communicating with said address on said second data network to perform said

data transfer function.

6. The method of claim 1 wherein said step of performing said data transfer function
comprises:

transmitting a request for data to an address on said second data network.

7. The method of claim 6 wherein said step of performing said data transfer function
comprises:
receiving a total amount of data to be transferred from said address; and
determining whether said device has enough memory available to store said total

amount of data.

8. The method of claim 7 wherein said step of performing said function further
comprises:
transmitting a confirmation from said mobile device to said second address in

response to a determination that said device has enough data to store said data.

9. The method of claim 8 wherein said step of performing said data transfer function
comprises:
transmitting said data from said address to said mobile device over said second

data network in response to receiving said confirmation from said mobile device.
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24. The systemof claim 23 further conprising: instructions for directing a
processing unit in said adm nistrator conputer to: generate said second
short nmeswegeiadsmMsce i n said adm ni strator conputer; apdT/S¢)09/000411

2011/ 056145PCT/ SG2009/ 000411 a nedi a readabl e by said processing
unit in said adm nistrator conputer for storing said instructions. 25. The
systemof claim23 further conprising: instructions for directing said

processing unit in said nobile device to: connect to said second
dat a netMor k Thebmethashof taaime de Mipialn s@idd stape GhdPestepring neadid adrta sEarsfere
nmessage; and comuni cate with said address on said second data

net wor k comppiees:or m sai d data transfer function. 26. The systemof claim21

wherein said instructions to performsaid data transfer function conprises:
erasing data from memory of said device in response to a determination that said

mobile device does not have sufficient memory to store said amount of data.

11. The method of claim 10 wherein data older than a certain time is erased.

12. The method of claim 10 wherein data that has not been accessed for a

predetermined period is erased.

13. The method of claim 10 wherein data of a predetermined type is erased.

14.  The method of claim 6 wherein said step of performing said data transfer function
further comprises:
performing a user authentication in response to said device communicating with

said second address.

15.  The method of claim 14 wherein said step of performing said data transfer function
further comprises:

encrypting data transmitted between said device and said second address.

16. The method of claim 1 wherein said device includes a plurality of systems for
connecting to said second data network and said step of attempting to establish a
connection to said second data network comprise:

selecting one of said plurality of systems for connecting to said second data

network;
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instructions for directing said processing unit in said nobile device to:
transmt a request for data to an address on said second data network. 27.

The syst ewoQb11@lsaissn 26 wherein said instructions to perporycasosodal a
transfer function conprises: instructions for directing said processing
unit in said nobile device to: receive a total ampunt of data to be
transferred fattempsing doaeriaklish, a sepnngetiasy e rfaidyseconsy data aetwork Wit §3idenough
menory available to store said total anmount of data. 28. The system of
cl ai m 2Beldstadone &g nivrality oE systeresitasdper f orm sai d function further
conprises: instructions for directing said processing unit in said nobile
devi ce to: determiningwbether said sennestianiiv astablished withexaithaelaelad @8 of said
response to a determnation that said device has enough data to store said
data. Wpl@elity bhSEIEBRCT/ SG2009/ 000411  29. The system of claim 28 further
conpri si ng:

w J repeating said selecting, attempting, and determining steps for each of said

plurality of system until a connection is established.

17. The method of claim 16 wherein said selecting is based upon predetermined

criteria.

18. The method of claim 16 wherein said selecting is based upon user input criteria.

19.  The method of claim 1 further comprising:

determining whether HTTP format communications are available over said second

data network.

20. The method of claim 19 further comprising:
communicating with said second address via sockets using a specified port in

response to communications using HTTP format being unavailable.

21. A system for providing a data transfer function for a mobile device comprising:
instructions for directing a processing unit in said mobile device to:
receive a short message service message from an administrator computer
via a wireless telephonic network,
read contents of said short message service message,
determine whether said contents include a command code for a data

transfer function,
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i nstructions for directing a processing unit in a processing system having

sai d second address to: transmt said data fromsaid address to said
nobi | e dewbeermsersssai d second data network in responsepte/scaomiodeang said
confirmation fromsaid nobile device; and a nedi a readable by said

processing unit in said processing systemfor storing said instructions.
30. The system of alegipinto Esighlishianwisglpss icaarectien iterms Seepnskdatar ngtyaikdindat a
transfer function conprises: instructions for directing a processing unit
in said nobi [resrnsede saig:contents includipgsaid gamaandseffenory of said device in
response to a determnation that said nobile device does not have
suf fici ent menory dejerstiog whethpgsaidryirpiespeonngction ispptabsheds 9ad em of cl ai m 27
wherein data older than a certain time is erased. 32. The system of claim
27 wherein data t Harforasaitbdaty diansfae tasiainfrespansp te acletgrminadian deatisaid i s
erased. 33. The systemof claim 27 wherein data of a predetermned type is
er ased. connection is established; and

a media readable by said processing unit in said mobile device storing said

instructions.

22. The system of claim 21 further comprising:
instructions for directing said processing unit in said mobile device to:
determine that said attempt to establish said wireless connection failed,
generate a response short message service indicating said wireless
connection failed, and
transmit said response short message service message to said

administrator computer via said wireless telephonic network.

23. The system of claim 22 further comprising:
instructions fof directing said processing unit in said mobile device to:
receive a second short message service message from said administrator
computer wherein said second short message service message includes an
address on said second data network wherein said address is to be used to

perform said data transfer function at a later time.

24, The system of claim 23 further comprising:
instructions for directing a processing unit in said administrator computer to:
generate said second short message service in said administrator computer;

and
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34. The systemof claim26 further conprising: I nstructions for
directing a processing unit in a processing system having said address to:
per f or m awoery@eidsentication in response to said devi cecesumuoo@ting wth
sai d second address; and a nedi a readabl e by said processing unit
in said processing systemfor storing said instructions. 35 The system of
clai m 34 f ur theediegepdabig byjsaid processing sinit incgaid aAdmingtralnr COBPUIR feygtering
processing unit in said processing system having said address to: encrypt
data traeghinstreion® said nobile device. 36. The systemof claim2l wherein
sai d device includes a plurality of systems for connecting to said second
data network and said instructions to attenpt to establish a connection to
sai d second data network conprise: instructions for directing said
processi2fy unThe systesadiclaiph?d wurthescareprising:
instructions for directing said processing unit in said mobile device to:
connect to said second data network subsequent to receiving said second
short message service message; and
communicate with said address on said second data network to perform

said data transfer function.

26. The system of claim 21 wherein said instructions to perform said data transfer

function comprises:
instructions for directing said processing unit in said mobile device to:

transmit a request for data to an address on said second data network.

27. The system of claim 26 wherein said instructions to perform said data transfer
function comprises:
instructions fof directing said processing unit in said mobile device to:
receive a total amount of data to be transferred from said address, and
determine whether said device has enough memory available to store said

total amount of data.

28.  The system of claim 27 wherein said instructions to perform said function further
comprises:
instructions for directing said processing unit in said mobile device to:
transmit a confirmation to said second address in response to a

determination that said device has enough data to store said data.
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sel ect one of said plurality of systens for connecting to said second data
net wor K, attenpt to establish a connection to said second data

net wor k wvbhosiaisei4sel ected one of said plurality of sysPemrsG2009/000411
determ ne whether said connection is established with said selected one of
said plurality of systens, and repeating said selecting, attenpting,
and det e29ni ni T systepsoff dgimeichirtogr comptisisigur al i ty of systemuntil a
connection is established. 37. The systemof claim36 wherein said

sel ecting is ibstotionpbor direstieg @r pogessing unigrin & Pravessife: sysiemehaind &pidi m 36
wherein said selecting is based upon user input criteria. WO

2011/ 056b4bmCAIBERD®I/ 000411 39. The system of claim 21 further conpri sing:

transmit said data from said address to said mobile device over said
second data network in response to receiving said confirmation from said mobile

device; and

a media readable by said processing unit in said processing system for storing said

instructions.

30. Thé system of claim 27 wherein said instructions to perform said data transfer

function comprises:
instructions for directing a processing unit in said mobile device to:
erase data from memory of said device in response to a determination that

said mobile device does not have sufficient memory to store said amount of data.

31. The system of claim 27 wherein data older than a certain time is erased.

32. The system of claim 27 wherein data that has not been accessed for a

predetermined period is erased.

33. The system of claim 27 wherein data of a predetermined type is erased.

34. The system of claim 26 further comprising:

instructions for directing a processing unit in a processing system having said

address to:

perform a user authentication in response to said device communicating

with said second address; and
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instructions for directing said processing unit in said nobile device to:
det erm ne whet her HITP format communi cati ons are avail abl e over sai d second

dat a net woko14B6145he system of claim 39 further conpri $cngc2009®beuct i ons
for directing said processing unit in said nobile device to:

communi cate with said second address via sockets using a specified g,ort in
response to comadidireadabimy sif REPoBISIRG HBlE ReteidRioRESINGEIES &r@@on@g_s ig
system for providing a data transfer function for a nobile device

conpri siiPgFucieRui try in said nobile device configured to receive a short
nmessage service nessage froman adm nistrator conputer via a wireless

t el ephoni ¢ net wor k; circuitry in said nobile device configured to
read contents of said short nessage service nessage; circuitry in
sai d nobid e dend wstedak ¢ty Hhfurthegendrisinge whet her said contents include a
command code for a data transfer functjon; . circuitry in said nobile
devi ce confi josteustions for dispglingsaidgyeeassing in insaid pecessipg sxtiemdiRving sgidsecond
data network in response to said contents including said command code;

ci rcui t raddressdai d nobi | e devi ce configured to deternine whether said

wi rel ess connection is established; and )
encrypt data transmitted to said mobile device.

36. The system of claim 21 wherein said device includes a plurality of systems for
connecting to said second data network and said instructions to attempt to establish a
connection to said second data network comprise:
instructions for directing said processing unit in said mobile device to:
select one of said plurality of systems for connecting to said second data

network,

attempt to establish a connection to said second data network with said

selected one of said plurality of systems,

determine whether said connection is established with said selected one of
said plurality of systems, and

repeating said selecting, attempting, and determining steps for each of said

plurality of system until a connection is established.

37. The system of claim 36 wherein said selecting is based upon predetermined

criteria.

38. The system of claim 36 wherein said selecting is based upon user input criteria.

21



circuitry in said nobile device configured to performsaid data transfer
function in response to a determnation that said connection is

est abl i shw0.20tA561Re system of claim 41 further conpri siPRE/SG2009/000411
circuitry in said nobile device configured to determ ne that said attenpt

to establish said wirel ess connection fail ed, circuitry in said
nobi | e dé%i ce TheRYstembglaing 24 dythescemarisiegponse short nessage service
i ndicating said wirel ess connection failed; and circuitry in said

mobi | e devi ceingbustiogs ferdiresting saids Rfocessigunitiy saidgrotilesievicadasage servi ce
message to said admi nistrator conputer via said wreless tel ePhoni c
network. 43. The g¢temmaineorhather foumat eomrawigations @ge available overrgaid t r y
in said nobile device configured to receive a second short nessage service
message from Segod#iata petwerkat or conput er wherein sai d second short message
servi ce nessage includes an address on said second data network wherein
said address is to be used to performsaid data transfer function at a
later tinme. 44. The system of claim43 further conprising:

ci rcui tr¢0i n 3he aydemiohrieim 30 dirthes spmpesingonf i gured to generate sai d second

short message service in said adm nistrator conputer. _
instructions for directing said processing unit in said mobile device to:

communicate with said second address via sockets using a specified port in

response to communications using HTTP format being unavailable.

41. A system for providing a data transfer function for a mobile device comprising:

circuitry in said mobile device configured to receive a short message service
message from an administrator computer via a wireless telephonic network;

circuitry in said mobile device configured to read contents of said short message
service message;

circuitry in said mobile device configured to determine whether said contents
include a command code for a data transfer function;

circuitry in séid mobile device configured to attempt to establish a wireless
connection to a second data network in response to said contents including said command
code;

circuitry in said mobile device configured to determine whether said wireless
connection is established; and

circuitry in said mobile device configured to perform said data transfer function in

response to a determination that said connection is established.

42. The system of claim 41 further comprising:
circuitry in said mobile device configured to determine that said attempt to

establish said wireless connection failed;
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45. The system of claim43 further conprising: circuitry in said
nobi | e device configured to connect to said second data network subsequent
to recei wogosi@sei4second short nmessage servi ce nmessage; pam&G2009/000411

circui ;ry in Zai d nobil e device configured to conmunicate with said address
on said second data network to performsaid data transfer fynction. 46.
The syst em ofCiEHEY R &E'd\/\ﬂ‘?eP'@ ﬁe‘g‘éﬁ eonfigpEes ﬁor%lerheﬁ{?ﬁh[ﬁs@ﬂ"%eos | PeRA%
transfer function conprises circuitry in said nobile device

conf i gurseiviegingdicatingnsaid &’"P'@aﬁé%‘lne%qnfé&?% a"d" an address on said second data
network. WD 2011/ 056145PCT/ SG2009/ 000411 47. The system of claim4l

wher ei n sai d @icHiYiiR F3idceriegieviea coaligEesd B}WW'HS‘?‘}%{%SPPF‘%??% MEB$AIEi on
conpri ses: circuitry in said nobile device configured to receive a
total arfswviee BESsRge0 SAIdRIMiniaHAIPEFINERMteN R SIdiirelasg telernonigpetwo

circuitry in said nobile device configured to determ ne whet her sai d device
has enough nenory available to store said total anount of data.

43. The system of claim 42 further comprising:

circuitry in said mobile device configured to receive a second short message
service message from said administrator computer wherein said second short message
service message includes an address on said second data network wherein said address

is to be used to perform said data transfer function at a later time.

44. The system of claim 43 further comprising:
circuitry in said administrator computer configured to generate said second short

message service in said administrator computer.

45. The system of claim 43 further comprising:

circuitry in said mobile device configured to connect to said second data network
subsequent to receivihg said second short message service message; and

circuitry in said mobile device configured to communicate with said address on

said second data network to perform said data transfer function.

46. The system of claim 41 wherein said circuitry configured to said data transfer
function comprises:
circuitry in said mobile device configured to transmit a request for data to an

address on said second data network.
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48. The system of claim 47 wherein said circuitry configured to perform
said transfer function further conprises: circuitry in said nobile
devi ce cowbigurmeisso transmt a confirmation to said sepongcacdressti n
response to a determnation that said device has enough data to store said
data. 49. The systemof claim48 further conprising: circuitry in
an adm rftst r athsy SYsiempuRfeslaigb A i Whsrel $aid rawitonqontigyrgd d&t%‘?“PF’Brﬁaé‘gidata
address to said nobile device over said second data network in response to
recei vi iRNSErdURCYAR CPMREFESH from said nobile device. 50. The system of
claim47 wherein said circuitry configured to performsaid data transfer
function conpfifcsdy; in said mobilg, devigs P?@f'%uf?ds@i goaiy®ia ot @mauat egﬁ?ﬁagtﬂrll?d to
erase data from nenory of said device in response to a determ nation that
sai d nobransfesed fram gaid addegsstaife sufficient menmory to store said anount of
data. 51. The system of claim50 wherein data older than a certain tinme is
erased. 52. THEuUlRysnetAIhMabiladevise coRbigwed todeleriing Whslheh seidpivireatidsessed

for a predetermned period is erased. WD 2011/ 056145PCT/ SG2009/ 000411
enough memory available to store said total amount of data.

48. The system of claim 47 wherein said circuitry configured to perform said transfer
function further comprises:

circuitry in said mobile device configured to transmit a confirmation to said second
address in response to a determination that said device has enough data to store said

data.

49. The system of claim 48 further comprising:
circuitry in an administrator computer configured to transmit said data from said
address to said mobile device over said second data network in response to receiving said

confirmation from said mobile device.

50. The system of claim 47 wherein said circuitry configured to perform said data
transfer function comprises:

circuitry in said mobile device configured to erase data from memory of said device
in response to a determination that said mobile device does not have sufficient memory to

store said amount of data.
51. The system of claim 50 wherein data older than a certain time is erased.

52. The system of claim 50 wherein data that has not been accessed for a

predetermined period is erased.
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53. The system of claim50 wherein data of a predeterm ned type is erased.
54. The system of claim46 further conprising: circuitry in a
processi ngoysite48avi ng sai d address configured to per PoT®Ga009506411

aut hentication in response to said device conmunicating with said second
address. 55. The systemof claimb54 further conprising: circuitry in
sai d processing system havi ng said address configured to encrypt data

transmtted to said nobile evLce, f@i%? The s tem f claim41l wherein said
devi ce i¥el ud Sdsﬁﬂ"h?aﬂ'?'?\/ébo‘f’ 1 °?%Pr66‘8 tef Aper'd €838 second data
network and said instructions to attenpt to establish a connection to said
second data network conpri se: circuitry in said nobile device

configured to select o of s | ural i of systens for connecting to

sai d sec¥nd ddies mg’%ia'm 48 Rithef %qf?@ﬁmgyy |n sai d rmobil e device
configured to attqut to establish Qonne nto said Secon dat a_net work
with said sel¥eHEY ihALBIESSIREFYHIEN ?Y"t‘?/s%' S8 fpntigured 1o periQrmea usely i n

sai d nobil e device confi ure etern ne et her idc ction is
cat abl | AHAPTHERITIR SHPOBIIA N GrLCRForaH TR G S BHCoB) SREES. and
circuitry in said nobile device configured to repeat said sel ecting,

attenpting, and determ ning for each of said plurality of systemuntil a

connection is_establi pe[\
55. The system of claim 54 further comprising:

circuitry in said processing system having said address configured to encrypt data

transmitted to said mobile device.

56. The system of claim 41 wherein said device includes a plurality of systems for
connecting to said second data network and said instructions to attempt to establish a
connection to said second data network comprise:

circuitry in said mobile device configured to select one of said plurality of systems
for connecting to said second data network;

circuitry in said mobile device configured to attempt to establish a connection to
said second data network with said selected one of said plurality of systems;

circuitry in said mobile device configured to determine whether said connection is
established with said selected one of said plurality of systems; and

circuitry in said mobile device configured to repeat said selecting, attempting, and

determining for each of said plurality of system until a connection is established.

57. The system of claim 56 wherein said selecting is based upon predetermined

criteria.

58. The system of claim 56 wherein said selecting is based upon user input criteria.
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57. The system of claim56 wherein said selecting is based upon
predetermned criteria. 58. The system of claim56 wherein said selecting
i s based wpaniwserssi nput criteria. W 2011/ 056145PCT/ SERIBG200M4M11 59. The
system of claim41 further conpri sing: circuitry in said nobile
device configured to determ ne whether HTTP format conmuni cations are
avai | abl 89overrhggystedcd slam 4AfYtheE CABPRSING0. The system of claim 59 further
conpri si ng: . circuitry in said nobile device configured to
comuni cat e wictreuitsyiin saisk HiRRile Favices configueast ke tdstaingg whethge A liFedorp@tt i n
response to communi cations using HITP format bei ng unavai | abl e.

communications are available over said second data network.

60. The system of claim 59 further comprising:
circuitry in said mobile device configured to communicate with said second
address via sockets using a specified port in response to communications using HTTP

format being unavailable.

26



