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METHOD AND APPARATUS FOR CONTROLLING FLOW

ENTRY

[0001] This application claims priority to Chinese patent application No.
202210114494.0, filed with the China National Intellectual Property Administration
on January 30, 2022 and entitted "METHOD AND APPARATUS FOR
CONTROLLING FLOW ENTRY", which is hereby incorporated by reference in its

entirety.

TECHNICAL FIELD

[0002] Embodiments of this specification relates to the field of computer

technology and, in particular, to a method for controlling a flow entry.

BACKGROUND

[0003] With rapid development of cloud computing and virtualization technology,
the scale of deployment in a cloud computing production environment is increasingly
large. The development of virtualization technology has led to the emergence of
virtual servers (also known as virtual machines). A virtual machine refers to a
complete computer system that is simulated through software, has complete hardware
system functionality, and runs in a completely isolated environment. When there is a
hardware failure requiring maintenance or a shift of a need for data processing,
running services need to be migrated to another platform to continue running, and this
process cannot have an impact on application services hosted by the virtual machine.
This involves virtual machine migration technology, which enables the virtual
machine to be migrated quickly online between physical machines and keeps the

virtual machine running uninterruptedly during the running process, effectively
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improving resource allocation. It can be seen that the virtual machine may be
migrated on different host machines.

[0004] During actual use, if the virtual machine is to be migrated, a flow table
corresponding to the virtual machine needs to be aged and deleted before migration.
However mostly at present, searching and polling are performed one by one according
to flow table information corresponding to the virtual machine, which requires
traversing all flow tables. This process requires a lot of time, and during this period, a
large number of messages may still be forwarded following the behavior conducted
when the flow table is not deleted, resulting in a message forwarding error. Therefore,

an effective method is urgently needed to solve such problem.

SUMMARY

[0005] In view of this, embodiments of this specification provide a method for
controlling a flow entry. One or more embodiments of this specification also involve
an apparatus for controlling a flow entry, a computing device, a computer-readable
storage medium and a computer program, to solve the existing technical deficiencies
in the prior art.
[0006] According to a first aspect of embodiments of this specification, a method
for controlling a flow entry is provided, including:

receiving a data message sent by a user, and determining a target flow
entry matched with the data message, where the target flow entry is one of at least one
flow entry corresponding to a target virtual machine in a local position;

in a case that a first version number of the target virtual machine included
in the target flow entry is inconsistent with a second version number of the target
virtual machine recorded in the local position, deleting a flow entry including the first
version number in the local position; and

sending the data message to a centrex, so that the centrex forwards the data
message to a target host machine, where the second version number is generated in a

case that the target virtual machine is migrated to the target host machine.
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[0007] Optionally, the method for controlling a flow entry further includes:

generating the first version number of the target virtual machine and
adding the first version number to the at least one flow entry;

recording the second version number of the target virtual machine after
migration in a case that it is determined that the target virtual machine is migrated
from the local position to the target host machine.
[0008] Optionally, the method for controlling a flow entry further includes:

in a case that the target flow entry matched with the data message is not
found, sending the data message to the centrex, so that the centrex generates a first
flow entry according to the data message;

adding the first version number to the first flow entry.
[0009] Optionally, the method for controlling a flow entry further includes:

in the case that the first version number of the target virtual machine
included in the target flow entry is inconsistent with the second version number of the
target virtual machine recorded in the local position, sending the data message to the
centrex, so that the centrex generates a second flow entry corresponding to the data
message;

adding the second version number to the second flow entry, performing
forwarding processing on the data message according to the second flow entry, and
delivering the second flow entry to the target host machine.
[0010] Optionally, the method for controlling a flow entry further includes:

in a case that the first version number of the target virtual machine
included in the target flow entry is consistent with the second version number of the
target virtual machine recorded in the local position, determining an attribute
identifier of the data message;

determining, in the target flow entry, a set of actions corresponding to the
attribute identifier, and forwarding the data message according to the set of actions.
[0011] Optionally, the determining the target flow entry matched with the data
message includes:

determining, according to a user identifier of the user, the target virtual
3
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machine associated with the user in the local position;

determining the at least one flow entry corresponding to the target virtual
machine, and determining the target flow entry matched with the data message
according to tuple data included in a header field of each flow entry.
[0012] Optionally, the sending the data message to the centrex, so that the centrex
generates the first flow entry according to the data message, includes:

sending the data message to the centrex, so that the centrex establishes a
long connection data channel with a client of the user according to a client identifier
of the user included in the data message, and constructs the first flow entry according
to a result of establishment of the long connection data channel, where the first flow
entry includes interface configuration information of the long connection data
channel.
[0013] Optionally, the sending the data message to the centrex, so that the centrex
generates the second flow entry according to the data message, includes:

sending the data message to the centrex, so that the centrex establishes a
long connection data channel between the target host machine and a client of the user
according to a client identifier of the user included in the data message, and constructs
the second flow entry according to a result of establishment of the long connection
data channel, where the second flow entry includes interface configuration
information of the long connection data channel.
[0014] Optionally, in the case that the first version number of the target virtual
machine included in the target flow entry is consistent with the second version
number of the target virtual machine recorded in the local position, it is determined
that the target flow entry is hit;

accordingly, the method further includes:

counting a number of hits of the target flow entry within a target time
interval;

in a case that the number of hits is less than a preset number threshold,
deleting the flow entry including the first version number in the local position.

[0015] According to a second aspect of embodiments of this specification, an
4



10

15

20

25

30

apparatus for controlling a flow entry is provided, including:

a receiving module, configured to receive a data message sent by a user,
and determine a target flow entry matched with the data message, where the target
flow entry is one of at least one flow entry corresponding to a target virtual machine
in a local position;

a deleting module, configured to: in a case that a first version number of
the target virtual machine included in the target flow entry is inconsistent with a
second version number of the target virtual machine recorded in the local position,
delete a flow entry including the first version number in the local position; and

a sending module, configured to send the data message to a centrex, so that
the centrex forwards the data message to a target host machine, where the second
version number is generated in a case that the target virtual machine is migrated to the
target host machine.

[0016] According to a third aspect of embodiments of this specification, a
network interface card is provided, including:

a memory and a processor;

where the memory is configured to store computer-executable instructions,
and the processor is configured to execute the computer-executable instructions to
implement the steps of any one of the described methods for controlling a flow entry.
[0017] According to a fourth aspect of embodiments of this specification, a
computing device is provided, including:

a memory and a processor;

where the memory is configured to store computer-executable instructions,
and the processor is configured to execute the computer-executable instructions to
implement the steps of any one of the described methods for controlling a flow entry.
[0018] According to a fifth aspect of embodiments of this specification, a
computer-readable storage medium which stores computer-executable instructions is
provided, and when the instructions are executed by a processor, the steps of any one
of the described methods for controlling a flow entry are implemented.

[0019] According to a sixth aspect of embodiments of this specification, a
5
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computer program is provided, and when the computer program is executed in a
computer, the computer is caused to execute the steps of the described method for
controlling a flow entry.

[0020] In an embodiment of this specification, a data message sent by a user is
received, and a target flow entry matched with the data message is determined, where
the target flow entry is one of at least one flow entry corresponding to a target virtual
machine in the local position; in a case that a first version number of the target virtual
machine included in the target flow entry is inconsistent with a second version
number of the target virtual machine recorded in the local position, a flow entry
including the first version number in the local position is deleted; the data message is
sent to a centrex, so that the centrex forwards the data message to a target host
machine, where the second version number is generated in a case that the target
virtual machine is migrated to the target host machine.

[0021] In the embodiments of this specification, the version number is set for the
virtual machine in the local position and the version number is added to the flow entry
corresponding to the virtual machine. In a case that the virtual machine is migrated, its
version number may change after migration. Therefore, in the embodiments of this
specification, after the data message of the user is received, the target flow entry
matched with the data message is determined, and whether the target virtual machine
is migrated is determined by comparing the first version number of the target virtual
machine in the target flow entry with the second version number of the target virtual
machine. In a case that they are compared as inconsistent, it is determined that the
target virtual machine is migrated, and a forwarding path of the data message needs to
be determined according to the position of the target virtual machine after migration.
Specifically, the forwarding path of the data message is re-determined through the
centrex, and the data message is forwarded to the target host machine according to
this path. In this way, the forwarding path of the data message can be changed in time
in a case that the migration of the target virtual machine is determined, so as to avoid
the data message being forwarded in error, that is, to facilitate improving the accuracy

of the forwarding result of the data message, thereby improving user experience.
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[0022] In addition, in the case that they are compared as inconsistent, it is
determined that the target virtual machine is migrated, and then flow entries including
the first version number in the local position can be deleted in a batch. That is,
through adding the version number of the target virtual machine to the flow entries,
and determining the flow entries which need to be deleted by means of searching for
the version number, it is beneficial for improving aging and deletion speed of the flow
entries, and also beneficial for avoiding the problem of the data message being
forwarded in error due to untimely deletion of the flow entries. That is, it is beneficial
for improving the accuracy of the forwarding result of the data message, thereby

improving the user experience.

BRIEF DESCRIPTION OF DRAWINGS

[0023] FIG. 1 is a flow chart of a method for controlling a flow entry provided by
an embodiment of this specification.

[0024] FIG. 2 is a schematic diagram of a procedure of controlling a flow entry
provided by an embodiment of this specification.

[0025] FIG. 3 is a flow chart of a processing procedure of a method for
controlling a flow entry provided by an embodiment of this specification.

[0026] FIG. 4 is a schematic structural diagram of an apparatus for controlling a
flow entry provided by an embodiment of this specification.

[0027] FIG. 5 is a structural block diagram of a computing device provided by an

embodiment of this specification.

DESCRIPTION OF EMBODIMENTS

[0028] Many specific details are elaborated in the following description to
facilitate thorough understanding of this specification. However, this specification can
be implemented in many other ways different from those described here, and those

skilled in the art can make similar promotions without violating the content of this
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specification. Therefore, this specification is not limited by the specific
implementations disclosed below.

[0029] The terms used in one or more embodiments in this specification are for
the sole purpose of describing specific embodiments and are not intended to limit one
or more embodiments in this specification. Unless the context clearly indicates
another meaning, the singular form of "a/an/one", "said" or "the" used in one or more
embodiments in this specification and in the attached claims is also intended to
include the plural form. It should also be understood that the term "and/or" used in
one or more embodiments in this specification refers to and includes any or all
possible combinations of one or more associated items listed.

[0030] It should be understood that although terms of "first", "second" and the
like may be used to describe various information in one or more embodiments in this
specification, these pieces of information should not be limited to these terms. These
terms are only used to distinguish information of the same type from each other. For
example, without departing from the scope of one or more embodiments in this
specification, "first" can also be called "second", and similarly, "second" can also be
called "first". Depending on the context, the word "if"" used here can be interpreted as
"in a case that" or "when" or "in response to determining".

[0031] Firstly, the terminology involved in one or more embodiments in this
specification is explained.

[0032] Centrex (Centrex): Utilizing resources of a public network to form a
dedicated network, providing a special switching function of a virtual PBX
(PrivateBranchExchange, Private Branch Exchange) service for users of the public
network.

[0033] In this specification, a method for controlling a flow entry is provided.
This specification also involves an apparatus for controlling a flow entry, a computing
device, a computer-readable storage medium and a computer program. Each of them
is explained in detail in embodiments below.

[0034] FIG. 1 shows a flow chart of a method for controlling a flow entry

provided according to an embodiment of this specification, which specifically
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includes the following steps.

[0035] Step 102, receiving a data message sent by a user, and determining a target
flow entry matched with the data message, where the target flow entry is one of at
least one flow entry corresponding to a target virtual machine in a local position.
[0036] The method for controlling a flow entry provided by the embodiment of
this specification is applied to a source host machine, i.e., a host machine (a physical
machine) in which the target virtual machine is located before migration.

[0037] In a practical application, the user has a use-permission on the target
virtual machine. Therefore, a corresponding data processing need can be realized
through sending the data message to the source host machine by the user and
performing forwarding processing on the data message between the target virtual
machine and/or other virtual machine(s).

[0038] Because the user has the use-permission on the target virtual machine, in a
case of requiring to forward the data message from the target virtual machine to other
virtual machine(s), a communication protocol between the target virtual machine and
other virtual machine(s) may be set, and a long connection data channel is established
between the virtual machines based on the communication protocol. Further, a flow
entry corresponding to the target virtual machine may be generated based on the long
connection data channel, and the flow entry may be used to record protocol status
information of the connection between the target virtual machine and other virtual
machine(s), which is established based on a target communication protocol.

[0039] Therefore, when the user accesses the target virtual machine through a
client for the first time, since there is no connection established between the target
virtual machine and other virtual machines, in this case, if the data message of the
user is received, the target flow entry matched with the data message cannot be found,
thereby message forwarding cannot be implemented through the target virtual
machine. Therefore, in a case that the target flow entry matched with the data message
is not found, the data message is sent to a centrex, so that the centrex generates a first
flow entry according to the data message.

[0040] A first version number is added to the first flow entry.
9
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[0041] Further, sending the data message to the centrex, so that the centrex
generates the first flow entry according to the data message, includes:

sending the data message to the centrex, so that the centrex establishes a
long connection data channel with a client of the user according to a client identifier
of the user included in the data message, and constructs the first flow entry according
to a result of establishment of the long connection data channel, where the first flow
entry includes interface configuration information of the long connection data
channel.
[0042] Specifically, not only the virtual machine but also the centrex run on the
host machine, where the centrex can be responsible for simulating a physical switch to
perform traffic (data messages) forwarding. Usually, after entering the host machine,
the data message first passes through an intelligent network interface card, and the
intelligent network interface card queries a flow table to determine the target flow
entry hit by the data message. If the data message hits the target flow entry, then
message forwarding may be performed according to a set of actions in the target flow
entry. If the data message does not hit the target flow entry, then the data message may
be sent to the centrex. The first flow entry corresponding to the data message is
generated by the centrex, and the data message is forwarded according to the
generated first flow entry. The generated first flow entry is delivered to the intelligent
network interface card, so that a subsequent data message can directly hit the first
flow entry of the target virtual machine to perform forwarding processing.
[0043] The interface configuration information may be target communication
protocol information between the client of the user and the source host machine, or
between the client of the user and the target virtual machine, or between the target
virtual machine and other virtual machine(s).
[0044] In a practical application, in the case that the target flow entry matched
with the data message is not found, the data message may be sent to the centrex, so
that the centrex establishes a long connection data channel between the source host
machine and the client of the user according to the client identifier of the user

included in the data message, or establishes a long connection data channel between
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the target virtual machine in the source host machine and the client of the user
according to the client identifier of the user included in the data message, or
determines, according to the client identifier, the target virtual machine on which the
user has the use-permission, so as to establish a long connection data channel between
the target virtual machine and other virtual machine(s).
[0045] It should be noted that depending on the specific scenario, the recipient of
the data message may be different when performing forwarding processing on the
data message according to the target flow entry. For example, for a load balancing
scenario, performing the forwarding processing on the data message according to the
target flow entry may specifically be forwarding the data message to a destination
virtual machine in a virtual machine cluster, or to a destination server in a server
cluster. For another example, for a network forwarding scenario, performing the
forwarding processing on the data message according to the target flow entry may
specifically be forwarding the data message to a next-level data message forwarding
device (the centrex or the destination virtual machine) or a destination device for the
data message.
[0046] In addition, before receiving the data message sent by the user, the first
version number of the target virtual machine may be generated and the first version
number may be added to the at least one flow entry;

in a case that it is determined that the target virtual machine is migrated
from the local position to a target host machine, a second version number of the target
virtual machine after migration is recorded.
[0047] Specifically, each time after receiving a data message, it is necessary to
determine the target flow entry matched with the data message in at least one flow
entry corresponding to the target virtual machine, thereby forwarding processing is
performed on the data message based on a set of actions recorded in the target flow
entry. Specifically, a forwarding path of the data message may be determined
according to the set of actions, and the forwarding processing can be performed on the
data message according to this forwarding path. However, in a case that the target

virtual machine is migrated, the forwarding path corresponding to the data message
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may change since the position of the target virtual machine changes before and after
the migration. In this situation, if the set of actions in the target flow entry is still
followed for message forwarding, then it may be caused that the data message is
forwarded in error.
[0048] Based on this, in the embodiment of this specification, a corresponding
version number is set for each virtual machine within the source host machine, i.e.,
the first version number is set for the target virtual machine, and the first version
number is added to at least one flow entry corresponding to the target virtual machine.
Then in the case that it is determined that the target virtual machine is migrated, i.e.,
in the case that the target virtual machine is migrated from the source host machine in
the local position to the target host machine, the second version number may be set
again for the target host machine after migration, where the second version number
may be set by the source host machine or the target host machine, and after the setting,
the second version number is recorded by the source host machine.
[0049] After the data message of the user is received and the target flow entry
matched with the data message is determined, the first version number in the target
flow entry may be compared with the second version number recorded in the local
position, and whether the target virtual machine is migrated is determined according
to a comparison result, so as to ensure that the forwarding path of the data message
can be determined again in the case that it is determined that the target virtual
machine is migrated, thereby avoiding the data message being forwarded in error.
[0050] In a specific implementation, the determining the target flow entry
matched with the data message includes:

determining, according to a user identifier of the user, the target virtual
machine associated with the user in the local position;

determining the at least one flow entry corresponding to the target virtual
machine, and determining the target flow entry matched with the data message
according to tuple data included in a header field of each flow entry.
[0051] Specifically, each target virtual machine may correspond to a plurality of

flow tables, and each flow table may be formed by a plurality of flow entries, which is
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a key data structure for the virtual machine or the centrex to control data message
forwarding. The virtual machine or the centrex decides to take an appropriate action
on the received data message by searching the flow entries in the flow tables. Each
flow entry includes three fields: a header field, a counter field and an action field. The
header field is used to be matched with a header content of the data message received
by the virtual machine or the centrex. Generally, the header field of the flow entry
includes 12-tuple (Tuple), which specifically is: an input interface, a mac source
address, a mac destination address, an Ethernet type, a virtual ID, a virtual priority, an
IP source address, an IP target address, an IP protocol, an IP TOS bit, a TCP/UDP
destination port, and a source port. The counter field is used to count some
information of traffic, for example the number of sent packets. The action field is a
processing method after the centrex receives the data message, such as discarding,
forwarding to a port, etc.

[0052] Therefore, after receiving the data message sent by the user, the target
virtual machine associated with the user in the local position may be determined
according to the user identifier of the user, and then matching with the header of the
data message is performed according to tuple data contained in the header field of the
flow entry corresponding to the target virtual machine. If information contained in the
header of the data message is consistent, or the same, with the tuple data contained in
the header field of a flow entry, then this flow entry is determined as the target flow
entry matched with the data message, and the target flow entry is one of at least one
flow entry corresponding to the target virtual machine.

[0053] Step 104, in a case that the first version number of the target virtual
machine included in the target flow entry is inconsistent with the second version
number of the target virtual machine recorded in the local position, deleting a flow
entry including the first version number in the local position.

[0054] Specifically, in the case that the target virtual machine is not migrated, the
second version number and the first version number both can characterize the version
number set by the source host machine for the target virtual machine before migration;

in the case that the target virtual machine is migrated, the first version number can
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characterize the version number set by the source host machine for the target virtual
machine before migration, and the second version number is the version number set
by the source host machine or the target host machine for the target virtual machine
after migration.

[0055] After the source host machine determines the version number of each
virtual machine, in addition to recording version numbers of different virtual
machines in the local position, the version numbers may be further added into the
flow tables corresponding to the virtual machines. In the case that the target virtual
machine is migrated, the version number recorded in the local position may be
updated accordingly, but the version number added into the flow table corresponding
to the virtual machine will not be updated.

[0056] Therefore, after the data message of the user is received and the target flow
entry matched with the data message is determined, the first version number in the
target flow entry may be compared with the second version number recorded in the
local position. In a case that they are compared as inconsistent, it is represented that
the target virtual machine is migrated. In this case, since the position of the target
virtual machine changes, the forwarding path of the data message may change
accordingly. Based on this, the forward path recorded in the flow entry which
corresponds to the target flow entry and stored in the local position by the source host
machine is still the forward path of the data message before the target virtual machine
is migrated, thus, if this forward path is still followed to forward the data message,
then an error in forwarding the data message may be resulted in. Therefore, in the case
that it is determined that the target virtual machine is migrated, deletion processing
(flow table aging) may be performed on the flow entry including the first version
number in the local position.

[0057] In addition, in a case that the first version number of the target virtual
machine included in the target flow entry is consistent with the second version
number of the target virtual machine recorded in the local position, an attribute
identifier of the data message is determined;

a set of actions corresponding to the attribute identifier is determined in the
14
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target flow entry, and the data message is forwarded according to the set of actions.
[0058] Specifically, in the case that the first version number of the target virtual
machine included in the target flow entry is consistent with the second version
number of the target virtual machine recorded in the local position, it is represented
that the target virtual machine is not migrated. In this case, the attribute identifier of
the data message may be determined, and the set of actions corresponding to the
attribute identifier in the target flow entry may be determined. Then the data message
is forwarded according to the set of actions.
[0059] As described above, the target flow entry contains the action field, and an
action contained in the action field includes but is not limited to forwarding or
discarding, etc. Therefore, in the case that it is determined that the target virtual
machine is not migrated, that is, it is determined that the forwarding path of the data
message does not change, a set of actions contained in the target flow entry may be
determined directly, and then the set of actions corresponding to the data message is
determined according to the attribute identifier of the data message, i.e., to determine
whether the data message should be discarded or forwarded according to the attribute
identifier. In a case that the set of actions corresponding to the data message is
determined as forwarding, forwarding processing is performed on the data message.
[0060] In a specific implementation, in the case that the first version number of
the target virtual machine included in the target flow entry is consistent with the
second version number of the target virtual machine recorded in the local position, it
is determined that the target flow entry is hit;

accordingly, the source host machine may further count a number of hits of
the target flow entry within a target time interval;

in a case that the number of hits is less than a preset number threshold, the
flow entry including the first version number in the local position is deleted.
[0061] Specifically, since the second version number can be used to characterize
the version number set for the target virtual machine again after the target virtual
machine is migrated, the second version number is different from the first version

number if the target virtual machine has been migrated, in this case, the first version
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number of the target virtual machine included in the target flow entry and the second
version number of the target virtual machine recorded in the local position are
compared as inconsistent, that is, the target flow entry is not hit. It can be seen that if
the target flow entry of the target virtual machine in the local position is not hit for a
long time, the reason may be that the target virtual machine has been migrated.
[0062] Therefore, in the embodiment of this specification, the number of hits of
the target flow entry within the target time interval may be counted. If the number of
hits is less than the preset number threshold within the target time interval (the preset
number threshold may be set to 0), it means that the target virtual machine has been
migrated. In this case, flow entries including the first version number in the local
position may be deleted in a batch.
[0063] Compared with the above flow table aging manner of deleting the target
flow entry including the first version number in the local position in the case that the
first version number of the target virtual machine included in the target flow entry is
inconsistent with the second version number of the target virtual machine recorded in
the local position, the flow entry including the first version number is deleted in the
case that it is determined that the target flow entry is not hit within a certain period of
time, which is beneficial for avoiding mistakenly deleting the flow entry, and thus
beneficial for improving the reliability and security of system.
[0064] Step 106, sending the data message to the centrex, so that the centrex
forwards the data message to the target host machine, where the second version
number is generated in a case that the target virtual machine is migrated to the target
host machine.
[0065] In a specific implementation, in the case that the first version number of
the target virtual machine included in the target flow entry is inconsistent with the
second version number of the target virtual machine recorded in the local position, the
data message is sent to the centrex, so that the centrex generates a second flow entry
corresponding to the data message;

the second version number is added to the second flow entry, forwarding

processing is performed on the data message according to the second flow entry, and
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the second flow entry is delivered to the target host machine.
[0066] Further, sending the data message to the centrex, so that the centrex
generates the second flow entry according to the data message, includes:

sending the data message to the centrex, so that the centrex establishes a
long connection data channel between the target host machine and the client of the
user according to the client identifier of the user included in the data message, and
constructs the second flow entry according to a result of establishment of the long
connection data channel, where the second flow entry includes interface configuration
information of the long connection data channel.
[0067] Specifically, the second version number can be used to characterize a new
version number set for the target virtual machine after the target virtual machine is
migrated. That is, in the case that the target virtual machine is migrated from the
source host machine (the local position) to the target host machine, the second version
number may be set for the target host machine by the source host machine or the
target host machine.
[0068] Additionally, as mentioned above, not only the virtual machine but also the
centrex run on the host machine, where the centrex can be responsible for simulating
the physical switch to perform traffic (data messages) forwarding. Usually, after
entering the host machine, the data message first passes through the intelligent
network interface card, and the intelligent network interface card queries the flow
table to determine the target flow entry hit by the data message. If the data message
hits the target flow entry, then the first version number in the target flow entry may be
compared with the second version number recorded in the local position. If they are
compared as inconsistent, then the data message may be sent to the centrex. The
second flow entry corresponding to the data message is generated by the centrex, and
the data message is forwarded to the target host machine according to the generated
second flow entry. The generated second flow entry is delivered to the target host
machine, i.e., delivered to the intelligent network interface card of the target host
machine, so that the subsequent data message can directly hit the second flow entry of

the target virtual machine to perform forwarding processing.
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[0069] The interface configuration information may be target communication
protocol information between the client of the user and the target host machine, or
between the client of the user and the target virtual machine, or between the target
virtual machine and other virtual machine(s).

[0070] In a practical application, in the case that the first version number of the
target virtual machine included in the target flow entry is inconsistent with the second
version number of the target virtual machine recorded in the local position, the data
message may be sent to the centrex, so that the centrex establishes a long connection
data channel between the target host machine and the client of the user according to
the client identifier of the user included in the data message, or establishes a long
connection data channel between the target virtual machine in the target host machine
and the client of the user according to the client identifier of the user included in the
data message, or determines, according to the client identifier, the target virtual
machine on which the user has the use-permission, so as to establish a long
connection data channel between the target virtual machine and other virtual
machine(s).

[0071] It should be noted that depending on the specific scenario, the recipient of
the data message may be different when performing forwarding processing on the
data message according to the second flow entry. For example, for the load balancing
scenario, performing the forwarding processing on the data message according to the
second flow entry may specifically be forwarding the data message to the destination
virtual machine in the virtual machine cluster, or to the destination server in the server
cluster. For another example, for the network forwarding scenario, performing the
forwarding processing on the data message according to the second flow entry may
specifically be forwarding the data message to the next-level data message forwarding
device (the centrex or the destination virtual machine) or the destination device for the
data message.

[0072] A schematic diagram of a procedure of processing a flow entry provided
by an embodiment of this specification is shown in FIG. 2. The source host machine

may set different version numbers for respective virtual machines within the source
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host machine. Different virtual machines correspond to different flow tables, and each
flow table may contain a plurality of flow entries. Therefore, after determining the
version number of each virtual machine, in addition to recording version numbers of
different virtual machines in the local position, the version numbers may be further
added into the flow tables corresponding to the virtual machines. In the case that the
target virtual machine is migrated, the version number recorded in the local position
may be updated accordingly, but the version number added into the flow entry
corresponding to the virtual machine will not be updated.
[0073] Therefore, after receiving the data message of the user, the source host
machine may determine, through message header information of the data message, the
target flow entry matched with the data message in at least one flow entry
corresponding to the target virtual machine, and then compares the first version
number included in the target flow entry with the second version number of the target
virtual machine recorded in the local position.
[0074] In a case that they are compared as consistent, the set of actions
corresponding to the data message in the target flow entry is determined, and the data
message is forwarded according to the set of actions;

in a case that they are compared as inconsistent, the data message is sent to
the centrex, so that the centrex generates the second flow entry corresponding to the
data message, and then the centrex adds the second version number to the second flow
entry, performs forwarding processing on the data message according to the second
flow entry, and delivers the second flow entry to the target host machine.
[0075] In an embodiment of this specification, a data message sent by a user is
received, and a target flow entry matched with the data message is determined, where
the target flow entry is one of at least one flow entry corresponding to a target virtual
machine in a local position; in a case that a first version number of the target virtual
machine included in the target flow entry is inconsistent with a second version
number of the target virtual machine recorded in the local position, a flow entry
including the first version number in the local position is deleted; the data message is

sent to a centrex, so that the centrex forwards the data message to a target host
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machine, where the second version number is generated in a case that the target
virtual machine is migrated to the target host machine.

[0076] In the embodiments of this specification, the version number is set for the
virtual machine in the local position and the version number is added to the flow entry
corresponding to the virtual machine. In a case that the virtual machine is migrated, its
version number may change after migration. Therefore, in the embodiments of this
specification, after the data message of the user is received, the target flow entry
matched with the data message is determined, and whether the target virtual machine
is migrated is determined by comparing the first version number of the target virtual
machine in the target flow entry with the second version number of the target virtual
machine. In a case that they are compared as inconsistent, it is determined that the
target virtual machine is migrated, and a forwarding path of the data message needs to
be determined according to the position of the target virtual machine after migration.
Specifically, the forwarding path of the data message is re-determined through the
centrex, and the data message is forwarded to the target host machine according to
this path. In this way, the forwarding path of the data message can be changed in time
in a case that the migration of the target virtual machine is determined, so as to avoid
the data message being forwarded in error, that is, to facilitate improving the accuracy
of the forwarding result of the data message, thereby improving user experience.
[0077] In addition, in the case that they are compared as inconsistent, it is
determined that the target virtual machine is migrated, and then flow entries including
the first version number in the local position can be deleted in a batch. That is,
through adding the version number of the target virtual machine to the flow entries,
and determining the flow entries which need to be deleted by means of searching for
the version number, it is beneficial for improving aging and deletion speed of the flow
entries, and also beneficial for avoiding the problem of the data message being
forwarded in error due to untimely deletion of the flow entries. That is, it is beneficial
for improving the accuracy of the forwarding result of the data message, thereby
improving the user experience.

[0078] In the following, the method for controlling a flow entry is further
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described with reference to FIG. 3 by taking an application of the method for
controlling a flow entry provided in this specification in an actual scenario as an
example. FIG. 3 shows a flow chart of a processing procedure of a method for
controlling a flow entry provided by an embodiment of this specification, which
specifically includes the following steps.

[0079] Step 302, generating a first version number of a target virtual machine and
adding the first version number to at least one flow entry corresponding to the target
virtual machine.

[0080] Step 304, recording a second version number of the target virtual machine
after migration in a case that it is determined that the target virtual machine is
migrated from a local position to a target host machine.

[0081] Step 306, receiving a data message sent by a user.

[0082] Step 308, determining, according to a user identifier of the user, whether
the target virtual machine associated with the user exists in the local position.

[0083] If yes, then execute step 310; if no, then send the data message to a centrex,
so that the centrex establishes a long connection data channel with a client of the user
according to a client identifier of the user contained in the data message.

[0084] Step 310, determining at least one flow entry corresponding to the target
virtual machine, and determining the target flow entry matched with the data message
according to tuple data contained in a header field of each flow entry.

[0085] The target flow entry is one of at least one flow entry corresponding to the
target virtual machine in the local position.

[0086] Step 312, determining whether the first version number of the target virtual
machine contained in the target flow entry is consistent with the second version
number of the target virtual machine recorded in the local position.

[0087] If no, then execute step 314; if yes, then execute step 320.

[0088] Step 314, deleting a flow entry containing the first version number in the
local position.

[0089] Step 316, sending the data message to the centrex, so that the centrex

generates a second flow entry corresponding to the data message.
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[0090] Step 318, adding the second version number to the second flow entry,
performing forwarding processing on the data message according to the second flow
entry, and delivering the second flow entry to the target host machine.

[0091] In a case that the target virtual machine is not migrated, the second version
number and the first version number both can characterize the version number set by a
source host machine for the target virtual machine before migration; in a case that the
target virtual machine is migrated, the first version number can characterize the
version number set by the source host machine for the target virtual machine before
migration, and the second version number is the version number set by the source host
machine or the target host machine for the target virtual machine after migration.
[0092] Step 320, in a case that the first version number of the target virtual
machine contained in the target flow entry is consistent with the second version
number of the target virtual machine recorded in the local position, determining an
attribute identifier of the data message.

[0093] Step 322, determining, in the target flow entry, a set of actions
corresponding to the attribute identifier, and forwarding the data message according to
the set of actions.

[0094] In addition, in a case that the target flow entry matched with the data
message is not found, the data message is sent to the centrex, so that the centrex
establishes the long connection data channel with the client of the user according to
the client identifier of the user contained in the data message.

[0095] A first flow entry is constructed according to a result of establishment of
the long connection data channel.

[0096] The first flow entry contains interface configuration information of the
long connection data channel.

[0097] The first version number is added to the first flow entry. The first flow
entry is sent to the target virtual machine, and the data message is forwarded based on
the set of actions contained in the first flow entry.

[0098] In the embodiments of this specification, the version number is set for the

virtual machine in the local position and the version number is added to the flow entry
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corresponding to the virtual machine. In a case that the virtual machine is migrated, its
version number may change after migration. Therefore, in the embodiments of this
specification, after the data message of the user is received, the target flow entry
matched with the data message is determined, and whether the target virtual machine
is migrated is determined by comparing the first version number of the target virtual
machine in the target flow entry with the second version number of the target virtual
machine. In a case that they are compared as inconsistent, it is determined that the
target virtual machine is migrated, and a forwarding path of the data message needs to
be determined according to the position of the target virtual machine after migration.
Specifically, the forwarding path of the data message is re-determined through the
centrex, and the data message is forwarded to the target host machine according to
this path. In this way, the forwarding path of the data message can be changed in time
in a case that the migration of the target virtual machine is determined, so as to avoid
the data message being forwarded in error, that is, to facilitate improving the accuracy
of the forwarding result of the data message, thereby improving user experience.
[0099] In addition, in the case that they are compared as inconsistent, it is
determined that the target virtual machine is migrated, and then flow entries including
the first version number in the local position can be deleted in a batch. That is,
through adding the version number of the target virtual machine to the flow entries,
and determining the flow entries which need to be deleted by means of searching for
the version number, it is beneficial for improving aging and deletion speed of the flow
entries, and also beneficial for avoiding the problem of the data message being
forwarded in error due to untimely deletion of the flow entries. That is, it is beneficial
for improving the accuracy of the forwarding result of the data message, thereby
improving the user experience.

[0100] Corresponding to the above method embodiments, this specification
further provides embodiments of an apparatus for controlling a flow entry. FIG. 4
shows a schematic structural diagram of an apparatus for controlling a flow entry
provided by an embodiment of this specification. As shown in FIG. 4, the apparatus

includes:
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a receiving module 402, configured to receive a data message sent by a
user, and determine a target flow entry matched with the data message, where the
target flow entry is one of at least one flow entry corresponding to a target virtual
machine in a local position;

a deleting module 404, configured to: in a case that a first version number
of the target virtual machine included in the target flow entry is inconsistent with a
second version number of the target virtual machine recorded in the local position,
delete the flow entry including the first version number in the local position; and,

a sending module 406, configured to send the data message to a centrex, so
that the centrex forwards the data message to a target host machine, where the second
version number is generated in a case that the target virtual machine is migrated to the
target host machine.

[0101] Optionally, the apparatus for controlling a flow entry further includes a
recording module, configured to:

generate the first version number of the target virtual machine and add the
first version number to the at least one flow entry;

record the second version number of the target virtual machine after
migration in a case that it is determined that the target virtual machine is migrated
from the local position to the target host machine.

[0102] Optionally, the apparatus for controlling a flow entry further includes a
first processing module, configured to:

in a case that the target flow entry matched with the data message is not
found, send the data message to the centrex, so that the centrex generates a first flow
entry according to the data message;

add the first version number to the first flow entry.

[0103] Optionally, the apparatus for controlling a flow entry further includes a
second processing module, configured to:

in the case that the first version number of the target virtual machine
included in the target flow entry is inconsistent with the second version number of the

target virtual machine recorded in the local position, send the data message to the
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centrex, so that the centrex generates a second flow entry corresponding to the data
message;

add the second version number to the second flow entry, perform
forwarding processing on the data message according to the second flow entry, and
deliver the second flow entry to the target host machine.
[0104] Optionally, the apparatus for controlling a flow entry further includes a
forwarding module, configured to:

in a case that the first version number of the target virtual machine
included in the target flow entry is consistent with the second version number of the
target virtual machine recorded in the local position, determine an attribute identifier
of the data message;

determine, in the target flow entry, a set of actions corresponding to the
attribute identifier, and forward the data message according to the set of actions.
[0105] Optionally, the receiving module 402 is further configured to:

determine, according to a user identifier of the user, the target virtual
machine associated with the user in the local position;

determine the at least one flow entry corresponding to the target virtual
machine, and determine the target flow entry matched with the data message
according to tuple data included in a header field of each flow entry.
[0106] Optionally, the first processing module is further configured to:

send the data message to the centrex, so that the centrex establishes a long
connection data channel with a client of the user according to a client identifier of the
user included in the data message, and constructs the first flow entry according to a
result of establishment of the long connection data channel, where the first flow entry
includes interface configuration information of the long connection data channel.
[0107] Optionally, the second processing module is configured to:

send the data message to the centrex, so that the centrex establishes a long
connection data channel between the target host machine and a client of the user
according to a client identifier of the user included in the data message, and constructs

the second flow entry according to a result of establishment of the long connection
25



10

15

20

25

30

data channel, where the second flow entry includes interface configuration
information of the long connection data channel.
[0108] Optionally, in the case that the first version number of the target virtual
machine included in the target flow entry is consistent with the second version
number of the target virtual machine recorded in the local position, it is determined
that the target flow entry is hit;

accordingly, the apparatus further includes a statistics module, configured
to:

count a number of hits of the target flow entry within a target time interval;

in a case that the number of hits is less than a preset number threshold, the
flow entry including the first version number in the local position is deleted.
[0109] The above are schematic solutions of the apparatus for controlling a flow
entry of the embodiment. It should be noted that the technical solutions of the
apparatus for controlling a flow entry and the above technical solutions of the method
for controlling a flow entry belong to the same concept, and detailed contents not
described in detail for the technical solutions of the apparatus for controlling a flow
entry may be found in the description of the above technical solutions of the method
for controlling a flow entry.
[0110] FIG. 5 shows a structural block diagram of a computing device 500
provided according to an embodiment of this specification. Components of the
computing device 500 include but are not limited to a memory 510 and a processor
520. The processor 520 is connected to the memory 510 via a bus 530, and a database
550 is configured to store data.
[0111] The computing device 500 further includes an accessing device 540, and
the accessing device 540 enables the computing device 500 to conduct
communication via one or more networks 560. Examples of such networks include
combinations of a public switched telephone network (PSTN), a local area network
(LAN), a wide area network (WAN), a personal area network (PAN), or a
communication network such as Internet. The accessing device 540 may include one

or more wired or wireless network interfaces (for example, a network interface card
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(NIC)) in any type, such as an IEEE 802.11 wireless local area network (WLAN)
wireless interface, a world interoperability for microwave access (Wi-MAX) interface,
an Ethernet interface, a universal serial bus (USB) interface, a cellular network
interface, a Bluetooth interface, a near field communication (NFC) interface, etc.
[0112] In an embodiment of this specification, the above components of the
computing device 500 and other components not shown in FIG. 5 may also be
connected to each other, for example via a bus. It should be understood that the
structural block diagram of the computing device shown in FIG. 5 is only for the
purpose of illustration, rather than limiting the scope of this specification. Those
skilled in the art may add or replace components as needed.

[0113] The computing device 500 may be any type of stationary or mobile
computing device, including a mobile computer or a mobile computing device (for
example, a tablet computer, a personal digital assistant, a laptop computer, a notebook
computer, a netbook, etc.), a mobile phone (for example, a smartphone), a wearable
computing device (for example, a smartwatch, smart glasses, etc.) or other types of
mobile devices, or a stationary computing device such as a desktop computer or a PC.
The computing device 500 may also be a mobile or stationary server.

[0114] The processor 520 is configured to execute computer-executable
instructions, and when the computer-executable instructions are executed by the
processor, the above steps of the method for controlling a flow entry are implemented.
[0115] The above are schematic solutions of the computing device of the
embodiment. It should be noted that the technical solutions of the computing device
and the above technical solutions of the method for controlling a flow entry belong to
the same concept, and detailed contents not described in detail for the technical
solutions of the computing device may be found in the description of the above
technical solutions of the method for controlling a flow entry.

[0116] In an embodiment of this specification, a computer-readable storage
medium which stores computer-executable instructions is provided, and when the
computer-executable instructions are executed by a processor, the above steps of the

method for controlling a flow entry are implemented.
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[0117] The above is a schematic solution of the computer-readable storage
medium of the embodiment. It should be noted that the technical solution of the
storage medium and the above technical solutions of the method for controlling a flow
entry belong to the same concept, and detailed contents not described in detail for the
technical solution of the storage medium may be found in the description of the above
technical solutions of the method for controlling a flow entry.

[0118] In an embodiment of this specification, a computer program is provided,
and when the computer program is executed in a computer, the computer is caused to
execute the above steps of the method for controlling a flow entry.

[0119] The above is a schematic solution of the computer program of the
embodiment. It should be noted that the technical solution of the computer program
and the above technical solutions of the method for controlling a flow entry belong to
the same concept, and detailed contents not described in detail for the technical
solution of the computer program may be found in the description of the above
technical solutions of the method for controlling a flow entry.

[0120] In an embodiment of this specification, a network interface card is
provided, including a memory and a processor, where the memory stores
computer-executable instructions, the processor is configured to execute the
computer-executable instructions, and when the computer-executable instructions are
executed by the processor, the above steps of the method for controlling a flow entry
are implemented.

[0121] The above is a schematic solution of the network interface card of the
embodiment. It should be noted that the technical solution of the network interface
card and the above technical solutions of the method for controlling a flow entry
belong to the same concept, and detailed contents not described in detail for the
technical solution of the network interface card may be found in the description of the
above technical solutions of the method for controlling a flow entry.

[0122] Specific embodiments of this specification are described above. Other
embodiments are within the scope of the attached claims. In some situations, the

actions or steps recited in the claims may be executed in a different order from that in
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the embodiments and may still realize the desired results. In addition, a process
depicted in an accompanying drawing does not necessarily follow the shown
particular order or sequential order to realize the desired result. In some
implementations, multitasking and parallel processing are also possible or may be
advantageous.

[0123] The computer instructions include computer program code, and the
computer program code may be in a form of source code, a form of object code, an
executable file, or some intermediate forms, etc. The computer-readable medium may
include: any entity or apparatus, record medium, USB flash drive, mobile hard drive,
magnetic disk, optical disk, computer memory, read-only memory (ROM, Read Only
Memory), random access memory (RAM, Random Access Memory), electrical carrier
signal, telecommunications signal, software distribution medium or the like, which is
capable of carrying the computer program code. It should be noted that the content
contained in the computer-readable medium may be added or reduced appropriately
according to a requirement of legislation and patent practice in jurisdictions. For
example in some jurisdictions, according to legislation and patent practice, a
computer-readable medium does not include an electrical carrier signal and a
telecommunications signal.

[0124] It should be noted that for the aforementioned method embodiments, in
order to simplify the description, they are all expressed as a combination of a series of
actions. However, those skilled in the art should be aware that the embodiments of
this specification are not limited by the described action order, because according to
the embodiments of this specification, some steps may be carried out in other order or
performed simultaneously. Secondly, those skilled in the art should also be aware that
the embodiments described in the specification belong to preferred embodiments, and
actions and modules involved may not necessarily be necessary for the embodiments
of this specification.

[0125] In the above embodiments, the description of each embodiment has its
own emphasis. For a part that is not detailed in an embodiment, please refer to a

relevant description of other embodiments.
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[0126] The above disclosed preferred embodiments of this specification are only
used to help explain this specification. Details of the optional embodiments are not
fully described, and the invention is not limited to only the described specific
implementations. Obviously, there are many modifications and changes that may be
made according to the content of the embodiments of this specification. These
embodiments selected and specifically described in this specification are for a better
explanation of the principles and practical applications of the embodiments of this
specification, so that those skilled in the art can well understand and utilize this
specification. This specification is only limited by the claims and their full scope and

equivalents.
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1. A method for controlling a flow entry, comprising:

receiving a data message sent by a user, and determining a target flow entry
matched with the data message, wherein the target flow entry is one of at least one
flow entry corresponding to a target virtual machine in a local position;

in a case that a first version number of the target virtual machine comprised in
the target flow entry is inconsistent with a second version number of the target virtual
machine recorded in the local position, deleting a flow entry comprising the first
version number in the local position; and

sending the data message to a centrex, so that the centrex forwards the data
message to a target host machine, wherein the second version number is generated in
a case that the target virtual machine is migrated to the target host machine.

2. The method for controlling a flow entry according to claim 1, further
comprising:

generating the first version number of the target virtual machine and adding the
first version number to the at least one flow entry;

recording the second version number of the target virtual machine after migration
in a case that it is determined that the target virtual machine is migrated from the local
position to the target host machine.

3. The method for controlling a flow entry according to claim 1, further
comprising:

in a case that the target flow entry matched with the data message is not found,
sending the data message to the centrex, so that the centrex generates a first flow entry
according to the data message;

adding the first version number to the first flow entry.

4. The method for controlling a flow entry according to claim 1, further
comprising:

in the case that the first version number of the target virtual machine comprised
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in the target flow entry is inconsistent with the second version number of the target
virtual machine recorded in the local position, sending the data message to the centrex,
so that the centrex generates a second flow entry corresponding to the data message;

adding the second version number to the second flow entry, performing
forwarding processing on the data message according to the second flow entry, and
delivering the second flow entry to the target host machine.

5. The method for controlling a flow entry according to any one of claims 1 to 4,
further comprising:

in a case that the first version number of the target virtual machine comprised in
the target flow entry is consistent with the second version number of the target virtual
machine recorded in the local position, determining an attribute identifier of the data
message;

determining, in the target flow entry, a set of actions corresponding to the
attribute identifier, and forwarding the data message according to the set of actions.

6. The method for controlling a flow entry according to claim 1, wherein the
determining the target flow entry matched with the data message comprises:

determining, according to a user identifier of the user, the target virtual machine
associated with the user in the local position;

determining the at least one flow entry corresponding to the target virtual
machine, and determining the target flow entry matched with the data message
according to tuple data comprised in a header field of each flow entry.

7. The method for controlling a flow entry according to claim 3, wherein the
sending the data message to the centrex, so that the centrex generates the first flow
entry according to the data message, comprises:

sending the data message to the centrex, so that the centrex establishes a long
connection data channel with a client of the user according to a client identifier of the
user comprised in the data message, and constructs the first flow entry according to a
result of establishment of the long connection data channel, wherein the first flow
entry comprises interface configuration information of the long connection data

channel.
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8. The method for controlling a flow entry according to claim 4, wherein the
sending the data message to the centrex, so that the centrex generates the second flow
entry according to the data message, comprises:

sending the data message to the centrex, so that the centrex establishes a long
connection data channel between the target host machine and a client of the user
according to a client identifier of the user comprised in the data message, and
constructs the second flow entry according to a result of establishment of the long
connection data channel, wherein the second flow entry comprises interface
configuration information of the long connection data channel.

9. The method for controlling a flow entry according to claim 1, wherein in the
case that the first version number of the target virtual machine comprised in the target
flow entry is consistent with the second version number of the target virtual machine
recorded in the local position, it is determined that the target flow entry is hit;

accordingly, the method further comprises:

counting a number of hits of the target flow entry within a target time interval;

in a case that the number of hits is less than a preset number threshold, deleting
the flow entry comprising the first version number in the local position.

10. A network interface card, comprising:

a memory and a processor;

wherein the memory is configured to store computer-executable instructions, the
processor is configured to execute the computer-executable instructions, and when the
computer-executable instructions are executed by the processer, the steps of the
method for controlling a flow entry according to any one of claims 1 to 9 are
implemented.

11. A computing device, comprising:

a memory and a processor;

wherein the memory is configured to store computer-executable instructions, the
processor is configured to execute the computer-executable instructions, and when the
computer-executable instructions are executed by the processer, the steps of the

method for controlling a flow entry according to any one of claims 1 to 9 are
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implemented.

12. A computer-readable storage medium, having computer-executable
instructions stored thereon, wherein when the computer-executable instructions are
executed by a processor, the steps of the method for controlling a flow entry

according to any one of claims 1 to 9 are implemented.
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