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1. Field of the invention. 

15 This invention relates to digital transaction 
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systems, and more specifically to secure systems for 
privaqy•protected transfer of certified electronic 
information based on public key cryptoqraphy. 

2 • Description of prior art. 

The invention relates to electronic systems for 
privacy-protected transfer of certified information. 

It is common usaqe in the art to model such systems 
usinq three basic types of participants: a 
''certifying'' party that certifies information, a 
''user'' that makes use of certified information, and 
an ''organization'' to whom certified information is 
shown. In general, a system will consist of several 
users and organizations, and possibly also certifying 
parties. It is also possi~le for a participant to 
pe~orm more than one role, such as be a certifyibg 
ptf:ty and an organization o~ be a user and an . 
c/fganization. Each type of participant has acc,ss to 
an electronic computing device with storaqe capacity, 
in the form of, for example, a smart card, a palm-top 
computer or a personal "computer. Certified 
informatio?~ represented by vectors of-.fllumbers, 
hence it c~be transferred by electronic means. ~n 
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this context, a vector is an ordered set of one or 
more numbers. 

A particular example of such a system is an 
electronic cash system. The certifyinq party is the 

5 bank; it issues money. Users are account holders; 
they can withdraw electronic money at the bank. 
Orqanizations are shops and the like; accordinq to the 
rules of the system they have to accept certified 
information as a means of payment for qoods and 

10 services. Of course, in a practical implementation of 
such a system there will be various banks and other 
orqanizations such as a clearinq center. 

In qeneral, any transaction system that can be 
subjected to automation is a potential example of this 

15 system. One can consider systems for transferrinq 
certified information of a qreat many types: votinq 
riqhts, certificates or diplomas, coins, driver's 
licenses', doctor's approvals, birth certificates, 
certificates of citizenship, tax-related data, and the 

20 

25 

30 

like. 
It is well-known in the art that diqital siqnatures 

can be used to certify electronic information. This 
cryptoqraphic technique consists of the certifyinq 
party generating two alqorithms or keys, only one of 
which it makes publicly known. To certify a vector of 
numbers, the certifying party qenerates, by applying 
the secret algorithm, a second vector of numbers (the 
digital signature) that is in a certain mathematical 
relation to the vector of numbers to be certified. 
Two vectors of numbers for which this relation holds 
can only be efficiently constructed if one knows the ... 
seer~ alqorithm. The publicly known algorithm can' 
merjiy be used to verify whebher two vectors of 1 
numbers are in such a relation to one another. Hence 
the second vector can serve as a diqital siqnature on 
the first vector,. Both v_ectors toqether form a piece 
of certified information, and they can be viewed as 

.l 

being one v~9~ embodying a signature of ~e 
. ;: :/' 
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certifying party. 
When digital signatures are used without any 

additional features, no privacy is offered to the 
users. Such digital signatures will be referred to as 

5 ordinary digital signatures. The information that is 
shown by users to different organizations can be 
linked; the certifying party knows which user receives 
which certified vector of numbers, and the 
organization that the certified information is 

1o transferred to sees exactly the same vector of 
numbers. 

A cryptographic concept has been devised to 
guarantee privacy in such systems (see U.S. Patent No. 
4,759,063 to Chaum). This concept consists of a 

l5 so-called ''blind'' signature protocol between the 
certifying party and the user. In such a protocol the 
user can make sure that the certifying party at the . 
end of the protocol has no clue whatsoever regarding 
the vector of numbers he obtained. Yet, the 

20 certifying party knows for sure that the user has 
obtained a piece of certified information of the type 
specified at the start of the protocol, such as a coin 
or a driver's licence. 

A second cryptographic concept to guarantee privacy 

25 of users when transferring certified information is 
known. · It consists of letting the users be known by 
different pseudonyms at different organizations such 
that the pseudonyms are unlinkable. In principle, it 
is then possible for users to tranfer certified 

30 

/ 
/ 

information between their pseudonyms. This concept 
necessarily uses the concept· of blind signature 
prot~cols: each user must obtain his pseudonyms in~a 
bl~d signature protocol. C~yptographic protocols 
have been proposed that enable the user to trans/orm 
an ordinary digital signature on one of his pseudonyms 
(made by the organization at which he has that 

. ' . 

pseudonym; note that this is an example of an 
organizatio~.Qting also as a certifying party) to a 
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digital signature on each of his other pseudonyms. In 
this way information certified by one particular • 

5 

organization can be shown to all other organizations 
at which the user has a pseudonym, without enabling 
the organizations to link the transferred information. 
A system that makes use of unlinkable pseudonyms 
between which credentials are transferred is known as 
a credential mechanism. 

Certain types of certified information may only be 
1 o shown once, such as coins in a cash system. To 

prevent users in a system based on blind signatures 
from showing such information multiple times to 
distinct organizations without ever revealing their 
identity, a third concept is known, consisting of a 

15 special type of blind signature protocol called a 
''one-show'' blind signature protocol (see U.S. Patent 
No. 4,914,698 to Chaum). In a one-show blind 
signature protocol, the certifying party knows for 
sure that information related to the participating 

20 user is encoded into the certified information he 
obtains. Certified information must then be 

25 

30 

''tested'' by the organization to which it is shown in 
such a way that testing it twice allows the encoded 
information to be computed. 

To guarantee organizations and certifying parties 
in the privacy-protecting systems more control over 
what users do with their certified information, yet 
another concept is known (see U.S. Patent No. 
4,926,480 to Chaum). This consists of ''embeddir.g'' a 
tamper-resistant computing device into the device of 
the user. Embedding should ~ct to be taken too .. lite1ally; the configuration might as well consist.of, 
say/_ a tamper-resistant devi<?:e connected to the I 
parallel port of the user's personal computer. The 
tamper-resistant device acts in the interests of the 
certify~nq part;;e·s and/or organizations. In . . 
principle, cryptographic protocols can ensure that the . . 
device of t~j~ser can only show and erase/certified 

. ;-:!' 
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information in cooperation with the embedded 
tamper-resistant device. Due to the embedding, the 
user-module can ensure itself that the privacy is 
guaranteed, since it can see to it that no 
identity-related information is leaked by or to the 
embedded device. 

Significant difficulties show up in the realization 
of these concepts. Essentially only one realization 
of the credential mechanism for transferring 
credentials between pseudonyms (not considering the 
few minor variations that have been proposed) is 
known. In this mechanism, users can transfer a 
signature on one of their pseudonyms to a signature on 
all their pseudonyms; there is no provision for 
transfer between pseudonyms of credentials that may 
only be used a limited number of times. This is 
because ordinary digital signatures are used to sign 
pseudonyms. A further difficulty is that the known 
realization of a protocol for issuing pseudonyms in a 
blinded way to users is quite inefficient in 
conununication, computation and storage complexity due 
to the so-called ''cut-and-choose'' technique that is 
applied. Yet another important concern is that the 
security of this protocol, and hence of the entire 
system, is an open question. Furthermore, no 
protocols are known for which the concept of the 
embedded tamper-resistant part is realized under the 
most stringent of privacy criteria known in the art, 
consisting of the impossibility for the certifying 
party, organization and the tamper-resistant device to 
develop during the protocols:random numbers known to 

• at lepst two of these parties. No provision seems ~o 
exif for multiple users to prove in cooperation 1jhat 
the ensemble of their credentials meets certain 
requirements. Still another problem is that there 
seems to be no way for users to prove to an . . 
organization that a pseudonym is theirs other than.by 
first obtain.~7" a signature on one of theiz'. 
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pseudonyms. Yet another problem is that there seems 
to be no efficient protocol that can be used to prove 
that one has a certain combination of a plurality of 
credentials • A further problem is that it is 
difficult to allow for credentials that represent 
quantities, such as aqe, income, and the like; there 
is also no provision to prove relations between 
various quantities without revealinq the quantities 
themselves and no way for certifyinq parties to update 
such credentials without needinq to know their 
previous values. 

Several realizations of the concepts for the 
particular instance of off-line electronic cash 
systems are known. In these systems, one-show 
credentials are not tranferred between pseudonyms; 
account holders do not have pseudonyms with shops. 
Yet, this type of system may be called a credential 
machanism. None of the cash systems known in the 
literature is a particular instance of the known 
credential mechanism, i.e., none can be derived from 
it by usinq the same qeneral techniques used to 
realize the credential mechanism. They all use what 
seem to be ad hoc constructions to realize the 
concepts of the one-show blind siqnatures (since coins 
are credentia~s that may be shown only once). This 
causes their security to be an open question, and also 
prevents efficient implementation by means of a simple 
and compact software kernel that need not be modified 
when extensions in functionality are added later on. 
Furthermore, the withdrawal protocols known to realize 
the one-show property.make use of the cut-and-choose 

/' techoique, which causes them to be inefficient in 
co~unication, computation, and storaqe complexi~y· 
Due to the use of the ad hoc constructions in the 
protocols, it seems very difficult to extend the 
functionality o~.the syst:ems without further worsening 
the problems related to security and efficiency. l . 

A few ex~~ons allowing the issuinq oflcheques '.,,,. 
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have been proposed. However, once again, their 
security is an open problem, and they are quite 
inefficient. A general technique to incorporate 
protection against framing attempts of the bank 
(meaning that the bank falsely accuses an account 
holder of having double-spent a coin) is known. This 
technique, however, causes a serious increase in 
storage requirements for the computing devices of the 
users and only offers protection assuming that the 
bank has limited computing power. Another problem is 
that the only way to encode additional information, 
such as expiration dates, currency denomination, and 
the like, seems to be to use a different type of 
signature for each value. Although it has been 
suggested that the bank can allow coins to be spent 
more than once without payments being traceable, no 
efficient realizations are known. Although 
untraceable cash systems have been proposed, systems 
with both untraceable payments and anonymous accounts 
seem difficult to realize in currently known systems. 
No system is known that allows realization of the 
concept of embedded tamper-resistant devices under the 
most stringent of. priv~.cy requirements mentioned 
above, and the few systems known that realize this 
extension meeting less stringent criteria have 
questionable security. Another item of concern might 
be that there is no satisfactory way to prevent the 
''halting channel'' in this extension. The halting 
channel problem means that the tamper-resistant part 
can leak at least one bit of information to the 
certifying party or organiza~ion by simply halting, or 
not h/lting, the execution of the protocol at a ~ 

cer~in point. In view of th~se shortcomings, it will 
confe as no surprise that no systems have been protosed 
that can incorporate all combinations of these 
extensions simultaneously. 

The known credential mechanism.and the off-line 
cash syste~1~t are of practical relevanqe can all 

-~rt 
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be broken if the so-called RSA problem, well-known in 
the art (see Rivest et al., 1 'A method for obtaining 
digital signatures and public-key cryptosystems,'' 
Communications of the ACM, Feb. 1978, pp. 120-126), 

5 can be broken. No such systems are known that will 
remain secure even if the RSA problem is broken. 
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OBJECTS OF ~ IRVERTIOR 

Accordingly, it is an object of the present 
invention to: 

increase efficiency, security, and extendability in 
functionality of systems for transferring electronic 
information by introducing a special type of blind 
signature protocol that will henceforth be ref erred to 
as a restrictive blind signature protocol; 

increase the efficiency of credential mechanisms by 
applying· a restrictive blind signature protocol to 
issue pseudonyms instead of using the technique of 
cut-and-choose; 

allow for credentials that may be shown only a 
limited number of times to be transferred between 
pseudonyms, by usinq restrictive blind signature 
protocols to sign pseudonyms; 

improve the security of credential mechanisms by 
providing for realizations of restrictive blind 
signature protocols whose security is directly related 
to that of protocols that are well-known in the art; 

construct efficient and secure realizations of 
restrictive blind signature protocols by providing for 
two techniques to construct ~~ch protocols based on a 
parti~ular type of identification and signature t 

prot~ol well-known in the art; 
~prove the privacy offered to users in systems.I 

that use embedded tamper-resistant devices by 
35 ~ providing for appropriate protocols based on 
~ restrictive blind signatures; 

r _ allow ef f iqi:;it proofs for showing posse~sion of a 
plurality o~ '"J!i'edentials using only a single protocol_; 
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prevent the need for a separate digital signature 
for each credential; 

allow a variety of credentials to be maintained by 
the user such that only one corresponding digital 

s signature is needed; 
allow credentials that denote quantities without 

needing a different type of signature for each 
quantity; 

allow organizations to update credentials of a user 
10 without needing to know the credentials already owned 

by the user; 
allow users to prove a variety of mathematical 

relations between their credentials without revealing 
any additional information, by means of one, simple 

15 protocol; 
efficiently realize credentials that may be shown a 

limited ~umber of times; 
allow the creation of anonymous accounts in 

off-line electronic cash systems by using restrictive 
20 blind signature protocols; 

improve the security of off-line electronic cash 
systems by avoiding ad hoc constructions; 

improve the efficiency of off-line cash systems by 
using restrictive blind signature protocols to 

2s withdraw cash; 

30 

allow efficient and secure ways to issue checks in 
off-line electronic cash systems; 

allow for off-line electronic cash systems based 
only on the techniques used in the general credential 
mechanisms; 

prevent the halting channel.from the 
tampfll't"-resistant part to the outside party by ~ 
co~ructing protocols in which only one transmis,ion 
between the computing device of the user and the 
outside party is needed; 

prevent in such protocols in a similar way the 
' halting channel from the outside party to the 

' tamper-resi~~~ilt device; -~ 
·;2 
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allow extensions in functionality of credential 
mechanisms to be simply switched off by setting 
corresponding subsets of numbers chosen randomly by 
-the user to a fixed value, and letting the certifying 

s party perform the computations involving the numbers 
in those subsets rather than the user himself; 

allow implementation of such systems using a highly 
compact set of basic algorithms and data structures 
which may be used regardless of the number and nature 

10 of the various extensions in functionality of these 
systems; 

protect against framing attempts in a simple manner 
that does not affect storage requirements; 

allow the certifying party to encode additional 
15 information into credentials in an efficient way that 

does not influence security; 
allow.combinations of the aforementioned objects to 

be achieved without this negatively affecting 
efficiency and security, by providing for a compact 

20 and uniform set of algorithms on which the entire 
system is based; 

increase in off-line electronic cash systems using 
embedded tamper-resistant devices the security for 
certifying parties and organizations by in effect 

25 letting the tamper-resistant device execute in the 
ensemble of withdrawal and payment protocol a special 
type of identification protocol well-known in the art; 

require very little storage space and computational 
effort of tamper-resistant parts, such that they can 

30 be implemented using small computing devices, such as 
currently used smart cards; and .. . al~ow efficient, economical, and practical 
ap~atus and methods fulf il~ing the other objectJ of 
the invention. 

Other features, objects, and advantages of this 
invention will b~ appreciated when the description and 
appended claim~ are read in conjunction wit~ the 
figures. .i// -I 

, T.1' 
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BRIEF DESCRIPTION OF ~E DRAWINGS 

Figure 1 shows a block diagram of a preferred 
embodiment including a workstation, external system, 
and an optional tamper-resistant computing device in 
accordance with the teachings of the present 
invention. 

Figure 2 shows a flowchart of a restrictive blind 
signature protocol for a first preferred embodiment in 
accordance with the teachings of the present 
invention. 

Figure 3 shows a flowchart of another restrictive 
blind signature protocol for the first pref erred 
embodiment in accordance with the teachings of the 
present invention. 

Figure 4 shows a flowchart of a third restrictive 
blind signature protocol for the first pref erred 
embodiment in accordance with the teachings of the 
present invention. 

Figure 5 show a flowchart of a proof of knowledge 
of a representation of a number A for the first 
preferred embodiment in accordance with the teachings 
of the present invention. 

Figure 6 show a flowchart of a protocol for 
establishing a pseudonym for the first pref erred 
embodiment in accordance with the teachings of the 
present invention. 

Figure 7 shows a flowchart of a withdrawal protocol 
for a coin in a cash system for the first preferred 
embodiment in accordance with the teachings of the 
present invention. 

Figure 8 shows a flowchart of a payment protocol 
I 

f~ a coin for the first preferred embodiment in 
alcordance with the teachin~s of the present I 
invention. 

Figure 9 shows a flowchart of a withdrawal protocol 
for a coin, wh~n a tamper-resistant device must 
cooperate w~· ). the computing device of th~ user, I ~ ·:r 

_.ii ¥ 

· ri 

for 
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the first pref erred embodiment in accordance with the 
teachings of the present invention. 

Figure 10 shows a flowchart of a payment protocol 
for a coin, when a tamper-resistant device must 

s cooperate with the computing device of the user, for 
the first preferred embodiment in accordance with the 
teachings of the present invention. 

Figure 11 shows a flowchart of a withdrawal 
protocol for a cheque for the first preferred 

io embodiment in accordance with the teachings of the 
present invention. 

Figure 12 shows a flowchart of a payment protocol 
for a cheque for the first pref erred embodiment in 
accordance with the teachings of the present 

1s invention. 
Figure 13 shows a flowchart of a refund protocol 

for cheq~es for the first pref erred embodiment in 
accordance with the teachings of the present 
invention. 

20 Figure 14 shows a flowchart of a restrictive blind 
signature protocol for a second preferred embodiment 
in accordance with the teachings of the present 
invention. 

Figure 15 shows a flowchart of another restrictive 
25 blind signature protocol for the second pref erred 

embodiment in accordance with the teachings of the 
present invention. 

Figure 16 shows a flowchart of a third restrictive 
blind signature protocol for the second pref erred 

30 embodiment in accordance with the teachings of the 
present invention. .. . Figljre 17 shows a flowchart of yet another 
rest~ctive blind signature protocol for the secon9 
pre~rred embodiment in accordance with the teachings 

35 of the present invention. 

/ 
Figure 18 show~ a f lowc~art of a proof of knowledge 

, of a representation of a number A for the second . • l -

preferred e~91Jdnent in accordance with the "teachings 
't.f 
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of the present invention. 
Figure 19 shows a flowchart of a withdrawal 

protocol for .a coin in a cash system for the second 
preferred embodiment in accordance with the teachings 

s of the present invention. 
Figure 20 shows a flowchart of a payment protocol 

for a coin for the second pref erred embodiment in 
accordance with the teachings of the present 
invention. 

10 Figure 21 shows a flowchart of a withdrawal 
protocol for a coin, when a tamper-resistant device 
must cooperate with the computing device of the user, 
_for the second preferred embodiment in accordance with 
the teachings of the present invention. 

15 Figure 22 shows a flowchart of a payment protocol 
for a coin, when a tamper-resistant device must 
cooperat7 with the computing device of the user, for 
the second preferred embodiment in accordance with the 
teachings of the present invention. 

20 Figure 23 shows a flowchart of yet another 
restrictive blind signature protocol for the second 
preferred embodiment in accordance with the teachings 
of the present invention. 

Figure 24 shows a flowchart of a withdrawal 
25 protocol for a coin in a modified cash system for the 

second preferred embodiment in accordance with the 
teachings of the present invention. 

Figure 25 shows a flowchart of a payment protocol 
for a coin for the second pref erred embodiment in 

30 accordance with the teachings of the present 
invention. 

Fig~re 26 shows a flowchart of a withdrawal : 
prot,col with unconditional pr~tection against framing 
for the second preferred embodiment in accordance Gith 

35 the teachings of the present invention. 

/ 
Figure 27 shows a flowchart of a payment protocol 

/ with unconditional protection against framing for the 
second pref e:~fr embodiment in accordance w~h the 

·;-:t 
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teachings of the present invention. 
Figure 28 shows a flowchart of a protocol for 

opening an account, when a tamper-resistant device 
must cooperate with the computing device of the user, 

5 for the second preferred embodiment in accordance with 
the teachings of the present invention. 

Figure 29 shows a flowchart of a withdrawal 
protocol for a coin, when a tamper-resistant device 
must cooperate with the computing device of the user, 

10 for the second preferred embodiment in accordance with 
the teachings of the present invention. 

Figure 30 shows a flowchart of a payment protocol 
for a coin, when a tamper-resistant device must 
cooperate with the computing device of the user, for 

15 the second preferred embodiment in accordance with the 
teachings of the present invention. 

Figure 31 shows a flowchart of a withdrawal 
protocol for a cheque for the second preferred 
embodiment in accordance with the teachings of the 

20 present invention. 
Figure 32 shows a flowchart of a payment protocol 

for a cheque for the second preferred embodiment in 
accordance with the teachings of the present 
invention. 

25 Figure 33 shows a flowchart of a refund protocol 

30 

for cheques for the second preferred embodiment in 
accordance with the teachings of the present 
invention. 

Figure 34 shows a flowchart of a pseudonym-issuing 
protocol for the second pref erred embodiment in 
accordance with the teachings:of the present 
inven1#ion. 

I SUMMARY OF TBE IRVEN'.rIOR / 

35/ In accordance with these and other objects of this 
invention, a brief summary. of the invention is 

/ presented. Som~/ simplifications and omissisns may·be 
' made in the f&ilowing summary, which is intended to 

-,-~ 
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highlight and introduce some aspects of the present 
invention, but not to limit its scope. Detailed 
descriptions of two preferred exemplary embodiments 
adequate to allow those of ordinary skill in the art 

s to make and use this invention will be provided later. 
A computing device is held by a user who can 

control its internal operation (almost) completely. 
The user conducts transactions by transferring 
certified electronic information between one or more 

10 certifying parties and organizations. 
Optionally, the computer device of the user needs 

assistance of a tamper-resistant computing device in 
order to succesfully make such transfers. The 
tamper-resistant device represents the interests of 

15 certifying parties, and possibly also of the 
organizations. To guarantee that the tamper-resistant 
part do~s not compromise the untraceability of 
transactions conducted by its holder, the physical 
arrangement is such that the tamper-resistant part can 

20 only send information to its holder and, likewise, can 
receive information only from its holder. The only 
exception is that the certifying parties and/or 
organizations may perhaps store occasionally, or at 
least once before handing the device to a user, 

25 (additional) information into the tamper-resistant 
part, such as secret keys, that the user would need to 
know in order to transfer certified·information 
without its assistance. 

Figures 2, 3, 4, 14, .1s, 16, 17, and 23 show 
JO particular instances for a first and a second 

preferred embodiment of what· will be called a 
restfictive blind signature protocol. This inventive 
co71_ept ensures that certified information is obt,ined 
in a blinded way, yet a certain structure in the 

/ 
/ 

message that was used as input to the protocol is 
still present i~ its blinded form (upon which a 
signature is computed by the user at the end of the 

' protocol), ~~rdless of the blinding traneformation 
. t.!' 
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applied to it by the user. That is, the user can 
blind the input message of the protocol in a way that 
is sufficient to ensure untraceability of the blinded 
form and the corresponding signature, yet cannot get 

s rid of certain information contained in the input. 
All these flowcharts have the same structure, as 

will be readily apparent to those of skill in the art. 
As will be described in detail in the detailed 
description of the invention, they are all constructed 

10 by means of one of two inventive techniques for 
constructing such protocols based on identification 
protocols of a particular type well-known in the art. 
The flowcharts show the certifying party, 'P, 
performing transformations on the input m to the 

15 protocol, defined by his secret key and responsive to 
a challenge of the user, 'R.. The actions of 'R. serve 
to blind the input m to an output m', and to compute 
a corresponding signature by using the information 
supplied by 'P. 

2o Figures 5 and 18 show a protocol for the first and 

25 

30 

/ 
/ 

second preferred embodiments respectively, for proving 
knowledge of a representation of a number A to 
another party. 

The other flowcharts are based on various inventive 
techniques for combining the restrictive blind 
signature protocols with the proofs of knowledge of a 
representation in such a way that the output m' of the 
former is used as the number A in the latter, such 
that the contained information in m' is in fact a 
function of the numbers in the representation that 'R. 
proves knowledge of. The usefulness of this derives 
f rom1the fact that 'P can install credentials in what 
is ~own to be the contained.information in m th~t 
wi!l be conserved while blinding; the representation 
the user performs the proof of knowledge for then 
still relates to the same credentials. 

In the detail~d description it will be shown how 
l 

these basic .. ~9/tocols can be used to prove-ithe 
'f!! 
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presence of various kinds of structures in the 
representation known of A by any party. 

Fiqure 6 shows how a restrictive blind siqnature 
protocol can be used to issue pseudonyms in credential 

5 mechanisms without needinq the cut-and-choose 
technoloqy. A number Ui is encoded by the certifyinq 
party into the part of the input of the protocol that 
is known to be conserved while blindinq the input; 
this number is different for each user. In this way, 

10 each user, 'R,, can obtain many pseudonyms for use at 
orqanizations that are all related, since the same 
number Ui is encoded in the representations known by 'R, 
of the pseudonyms. 

Fiqures 7 and 8, and likewise Fiqure 19 and 20, 
is show the withdrawal protocol and payment protocol for 

a basic off-line cash system. As will be appreciated, 
no ad h~c constructions are applied in these figures; 
Figures 1 resp. 19 are in effect minor modifications 
of restrictive blind signature protocols of Figures 2 

20 and 14 respectively, and the payment protocols are in 
effect minor modifications of the protocols for 
proving knowledge of a representation. Paying twice 
with a withdrawn coin enables computation of the 
representation of A from the responses sent by the 

25 user in the payment protocol, and hence of the 
information contained in the input m to the 
withdrawal protocol. Figures 24 and 25 show the 
withdrawal protocol and payment protocol in the second 
preferred embodiment when another restrictive blind 

30 signature protocol is used, namely that of Figure 23. 
As can be seen, hardly any modifications are needed. 
This1 illustrates the object of the invention to ~ 
dev,llop a compact set of algqrithms and data 
st~~ctures that is robust under modifications and

1 

substitutions of other restrictive blind signature 
schemes. Furth~rmore, by_ setting the random choices 
of the computing device to fixed values, privacy can 
be switched.Pf!; in that case the bank, B,~can compute 

-,~ 
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. 
c, and no interaction in the withdrawal protocol is 
needed. As will be appreciated, this means that 
privacy can be made optional without neecing 
additional algorithms or data structures. 

5 The protocols of Figures 9 and 10, and likewise 

10 

those of Figures 21 and 22,· show the withdrawal 
protocol and payment protocol for an off-line cash 
system in 
applied. 
effect by 

case tamper-resistant user-modules are 
As before, this extension is realized in 
applying slight modifications to the 

withdrawal protocols and payment protocols of the 
basic cash system. As will be appreciated, the shop, 
S, in the payment protocols need not even be aware 
that a third party is taking part. Clearly the fact 

15 that no different protocol is needed is quite 
advantageous. Likewise, the actions that the bank 
must pefform in the withdrawal protocol are also 
independent of whether the tamper-resistant part is 
used; the actions for the bank differ only from those 

20 in the basic system in a set-up phase that need be 
performed only once. The actions that need be 
performed by the tamper-resistant part are very 
limited. In fact, in the ensemble of withdrawal and 
payment protocols the actions of the tamper-resistant 

25 part are exactly those of the identification scheme 
that can also be used to construct the restrictive 
blind signature protocols which underly the withdrawal 
p~otocol. Yet, the user needs the assistance of the 
tamper-resistant part in order to compute the 

30 

7 
/ 

responses expected by the shop in the payment 
protocol. At the same time1 ·not only is it impossible 

~ for;the tamper-resistant part to leak additional 
i~rmation to S or B, or vice versa, it is even1 
impossible for the tamper-resistant part, the bank 
S to develop during the withdrawal and payment 
protocols numbe~s that are correlated; such numbers 

. . 

and 

would enable ~racing of payments of the user in case 
the tamper:1.i,ii'istant part is ever revealed to the 

·r~ 
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bank. A further feature of the protocols is that the 
halting channel can be prevented, so that not even one 
bit of information can be leaked by halting (or 
delaying transmissions). To this end, in the payment 

s protocol the user must then compute the challenge d 
from S by himself, as will be explained in the 
detailed description. In that case, all the 
interaction between the tamper-resistant part and the 
computing device of the user is merely pre-processing. 

10 In fact, the basic system is just a special case of 
this extension; by fixing the random numbers and 
secret keys of the tamper-resistant part to O for 
exponents and 1 for numbers in the base, 
''degeneration'' to the basic system takes place. 

15 Figures 29 and 30 show similar protocols for the 
case when another restrictive blind signature protocol 
is used.and the same remarks apply. 

Figures 11, 12, and 13, and likewise Figures 31, 
32, and 33, show protocols for the dealing with 

20 electronic cheques. The respective first protocols 
show the withdrawal of a cheque; they are, again, very 
similar to the withdrawal protocols of the basic 
system. The main difference is that the user performs 
additional actions that result in a number m that is 

2s multiplied by the bank with m1 to obtain the input to 
the protocol. This is an example of a general 
technique made possible by repeated use of restrictive 
blind signature protocols that allows the certifying 
party to install new credentials into a number, 

30 without it needing to know what the credentials in the 
number are. The respective second protocols describe 
the iayment protocol for cheques, these being once ! 

/ 
/ 

mori/very similar to the payment protocol in the 
refPective basic systems. The respective third I 
protocols are new: they allow the user to obtain a 
refund for the part of the cheque that was not spent 
in the payment p

0

rotocol. · As will be appreciated from 
the detaile~1,:t'1scription, this protocol is.-/in effect a 

. T :!' 
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slight modification of the protocol for proving 
knowledge of a representation. 

Finally, Figure 34 shows a protocol for opening an 
anonymous account. This protocol must precede the 

5 withdrawal protocol of the cash system, without 
needing any further modifications. As will be 
appreciated from the detailed description, this 
protocol is in effect a restrictive blind signature 
protocol. 

10 The flowcharts in the figures are all 
straightforwardly derived from more general inventive 
techniques applicable to restrictive blind signature 
protocols. These will be described in the detailed 
description, and they can be applied to construct 

15 general credential mechanisms. For example, the 
extension to cheques is based on two such techniques: 
the fir~t consists of the ability of the certifying 
party to install new credentials by taking a function 
of a number as input to the protocol, this function 

20 being determined by itself. In Figures 11 and 31 this 
function is a simple multiplication of m by a number 
determined by the user. The extension to anonymous 
accounts serves as another example: this is based on 
the fact that the output of an earlier execution of 

25 the protocol can be used as the new input to a later 
execution of the protocol. Another example is the 
technique to prevent framing: this stems directly 
from the fact that restrictive blind signature 
protocols exist for which the certifying party does 

30 

/ 
/ 

not need to know the information contained in the 
input. 

A1further illustration is provided by the fact tbat 
th/cash systems are in fac~ a method for transf7rring 
certified information that may only be shown a limited 
number of times between organizations, such that one 
can transfer th~ information to any organization 
regardless of w"hether one has a pseudonym with that 

' . 
organizatic::>JJ// The restrictive blind signature 

'T-T 
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protocols allow for general techniques to transfer 
limited-show credentials as well as credentials that 
may be shown as often as desired (in the detailed 
description actually limited-show credentials will be 

s separated further into one-show and multi-show 
credentials), as well as for general techniques that 
allow credentials to be shown only to all 
organizations at which one has a pseudonym, to only 
one such organization, or to any organization at all. 

10 In total, this gives six combinations, of which the 
cash systems are only one. Using the techniques such 
as to realize one of the five other combinations, cash 
systems in which users can only pay under pseudonym 
can be constructed (see detailed description). As 

15 will be obvious to those of moderate skill in the art, 
one can readily combine these two types of cash 
systems,, such that users can pay at certain 
organizations regardless of whether they have 
pseudonyms, and at others only if they have a 

20 pseudonym at that organization. 
·The broad applicability of these general techniques 

to construct credential mechanisms will be appreciated 
in particular when the sections in the detailed 
description that deal with application to credential 

25 mechanisms are read. 

30 

/ 
/ 

DETAILED DESCRIPTION OF TBE INVENTION 

While it is believed that the notation of Figures 2 
to 34 would be clear to those of ordinary skill in the 
art, it is first reviewed he~e for definiteness. 

The actions performed by the parties participating 
in.,l.he protocols are groupe~ together into flowcha~t 
b~es. The party performing the actions descri~d in 
a flowchart box is indicated by the column that the 
box is in. The columns are labeled by a symbol 
denoting the type of pa~ty. 

The symbol,:;·-·' denotes assignment, meaning that 
the variab14l.Or symbol on its left-hand slde is 

'i'~ 
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assigned the value or values on its right-hand side 
to. Several of such assignments do not imply that 
actually storage space must be reserved; it might be 
merely an intermediary computation performed in RAM 

s with further operations successively performed on it. 
Another operation is a test for equality, which is 

indicated by the 1 symbol. As is common of the art, 
the protocol halts in case the equality does not hold. 
Likewise, the sign ~ denotes a test for inequality. 

10 The symbol ER indicates that the number or numbers 
on its left-hand side are chosen from the set on its 
right-hand side according to a uniform probability 
distribution, and independently of anything else. 
Preferably a physical random number generator should 

15 be used for this, possibly in conjunction with 
additional post-processing. In practice, 
pseudo-r~ndom techniques may be used. As will be 
obvious to those of ordinary skill in the art, a 
better approximation by the sampling distribution of 

20 the independent uniform distribution guarantees better 
privacy or security. ''Generating a number at random 
from a set'' (''generating a random number'') in the 
text indicates the same. In case the symbol E is 
used, it indicates that the number d need not be 

25 determined according to an independent uniform 
distribution; in particular, the number on the 
left-hand side may be determined from the set on the 
right-hand side in a manner specified in the 
corresponding description of the box in the text. 

JO Another action is denoted by the word ''Send,'' 
followed by a colon and one or.more numbers. This .. 
indic~tes that those numbers are sent by the party · 
per_j./rming the actions described in the box to anorher 
party participating in the protocol. The receiving 

35 /party is indicated by the connections between the 
flowchart boxes. 

' . 
/ Some actions have to be performed only once for. 

l . 

each partici~~Jmg party or parties. Such ictions are 
·;-~ 
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displayed between square brackets. 
Various actions are described by words, such as 

"Split m' into A, B," sign(m), "Verify sign{m) <' 
In such a case, the corresponding description in the 

5 text specifies the meaning of the action. In any 
case, this will only be done in case the same actions 
have already been displayed in foregoing flowcharts. 

In the general description of restrictive blind 
signature protocols, the certifying party will be 

10 denoted by 'P and the user by 'R.. 
In the particular case of off-line cash systems, 

the various participants in the protocols will be 
denoted by the following calligraphic symbols: 

B = bank 
15 

{certifying party) 
u account holder = (user) 
s = shop (organization) 
0 = tamper-resistant bank-module 

20 * * * 
Turning now to Figure 1, a description of the 

apparatus in which the invention is to be implemented 
will now be described in detail. 

Block 1 represents a computing device held by the 
25 type of party referred to as user. It contains 

processing means lb, memory means la, data entry means 
le, and data/message display means ld. These means 
are interfaced by suitable means not shown for 
clarity; only the interface between memory means and 

30 processing means is indicated by a double-sided arrow. 
Such interface means are weii known in the art. Block 
1 a;.eo contains two communication interfaces to 
d;fcribed. ' j 

7 
The computing device of the user may come in 

various sizes and capabilities. It can be a smart 
card, and so be, of the s~ze of current credit cards •. 
In case the s~art-card does not have its own 
power-supp~y.Jjlas is currently the case, it'might be 

/ 
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supplied with current by connecting it to other means 
in case it must perform actions, such as by another 
party in a protocol or by another device owned by the 
user. 

s The computing device of the user can alternatively 
be a palm-top computer, a personal computer, or a more 
powerful workstation. It can even be a part of a 
multimedia apparatus such as an interactive TV set or 
the remote control thereof. It might also be a smart 

10 telephone, facsimile or the like. As will be 
appreciated by those of ordinary skill in the art, the 
embodying apparatus can come in a great many forms, 
only limited by ones imagination. 

Clearly, the data/message display will differ in 
15 accordance with the embodiment of the device of the 

user. For example, for a personal computer it can be 
the monitor, and for a smaller embodiment such as a . 
palmtop computer it can be an LCD dot matrix display. 
The same holds for the data entry means: for a 

20 personal computer it will be the keyboard, whereas for 
a smart phone it can be the dialing buttons. 

The communication interfaces might be by direct 
electrical connection, or by electro magnetic waves, 
sound waves, and the like. For example, in case the 

25 device of the user is a personal computer in a 
Wide-Area-Network, data can be send through the wires 
of the network, and for a remote control device infra 
red technology can be used. 

Of course, any suitable technologies for 
30 accomplishing these functions may be used. 

As will be appreciated, the.computing device of the .. 
user ean be fully under his own control; he might even 
bui.'JI. it himself, or buy it on the free market. j 

In addition, it is conceivable that the computing 35/ device of the user offers its owner protection against 
theft and the li~e. Furt~ermore, a user may own 

/ various such co~puting devices and transfer _the data 
stored in on_Et~ch device to another before/performing 

·r~ 
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another protocol. For such reasons, in the detailed 
description the actions in the boxes will be described 
as being performed by the type of party that is 
involved, rather than by its computing device. That 

5 is, when the description specifies for example the 
user to send certified information it received earlier 
to a shop, these actions are performed by one of his 
computing devices. Likewise, U will be referred to 
as ' 'user' ' or ' 'he, ' ' whereas the actual 

10 computational actions are performed by the computing 
device. This convention is common usage in the art 
(where computations are performed by parties referred 
to as ''Al~ce,'' ''Bob,'' and so on), and will not 
cause any ambiguities when read in the context of the 

15 description. For example, when it is said that ''the 
user opens an account by generating a random number, 
sending, this to the bank, and identifying himself by 
means of a passport,'' it will be clear that for 
showing a passport the user may have to show up at the 

20 local bank in person; the bank the passport is shown 
to will then also be a person, employed by the bank, 
or perhaps an apparatus checking fingerprints, etc., 
of the user. The part of generating the random number 
and sending it to the bank is performed by the 

25 computing device of the user. The same convention is 
also taken with respect to the other types of 
participant, since, for instance, in the off-line cash 
systems the bank verifies the identity of the user, 
computes signatures, verifies the validity of 

30 

/ 
/ 

deposited databases, and takes appropriate action in 
case an account holder has double-spent. 

Block 2 represents a computing device controlled.by 
t-r!types of party referred to as a certifying p;rty 
and an organization. It contains memory means 2a and 
processing means 2b. In case the device belongs to a 
certifying party, it is yery well conceivable that 
there are no l'{leans for data/message entry and display_, 
since its ~~ task is to generate signat~res on input 

"f.7 
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messages that it first may have to verify. In case it 
is a computing device of an organization, it is 
conceivable that there are also display weans, perhaps 
very rudimentary to merely represent Boolean values to 

s convey the result of a test. 
Again, an almost unlimited number of embodiments of 

this device is conceivable. For example, in a cash 
system it can be a tamper-resistant part generating 
the signatures to issue money, it can be some 

10 informational facility accessed remotely by 
telecommunications or the like. In particular, it can 
also be the same apparatus as that of Block 1, which 
is particularly conceivable in case an organization is 
also a user. 

15 The processing means of computing device of Block 2 
can comrmnunicate with the processing means of the 
computi~g device of users. 

Block l is an, optional, computing device. It 
contains memory means la and processing means lb. It 

20 is intended to be needed by the computing device of 
users in order to succesfully complete protocols with 
organizations and certifying parties, and so it offers 
organizations and certifying parties better control 
over the actions performed by users. Since its 

25 purpose is to maintain at least some secrets from the 
user that holds it, in order to ensure thar. its 
assistance to successfully perform protocols cannot be 
avoided, it must in particular be tamper-resistant. 

30 

'l 
/ 

Its processing means can commicate with the 
processing means of the user that owns it. However, 
during executions of protocols in which it must assist 
the vser to complete the protocol, it should not be• 
ab-;/ to communicate directly •to organizations an<;· 
certifying parties. Its only way to convey ' 
information to the ''outside'' world is through the 
computing devic~ of its ~wner. 

Again, the ~amper-resistant device can b~ of many 
forms. For.~~tance, in case the computi~ device of 

"f.f 
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its holder is a personal computer or workstation, it 
might be a device connected to the parallel port 
thereof, or it can be a so-called PCMCIA-card inserted 
in an opening of a palm top computer or remote control 

5 for an interactive T.V. set. 

* * * 
Restrictive blind signature protocols. The 

10 requirement for a blind signature protocol, well-known 
in the art, is that P may not get any clue about the 
numbers that 'R, obtains at the end of the protocol 
other than that they can be used as certified 
information. More specifically, given the set of 

15 numbers with a corresponding signature, the numbers 
that P has viewed in the execution of the protocol do 
not provide any information about the numbers and 
signature that 'R, has obtained at the end of the 
protocol. 

20 A restrictive blind signature protocol is a blind 
signature protocol that satisfies an important 
additional requirement. A detailed description 
follows. At the start of the protocol (say, in a 
set-up phase) two functions, denoted by f 1 and h,, are 

25 chosen. 
At the start of the protocol P and 'R, agree on a 

number m that is henceforth called the input of t~e 
protocol. This number is such that at least 'R, knows 
a k-tuple (all ... , ak) such that m = f1(ali ... , a1c). 

30 At the end of the restrictive blind signature 

/ 
/ 

protocol 'R can compute a number m' (which will be 
ref~red to as the output of the protocol) with a ~ 
co/esponding digital signature of P, such that 9e 
knows a l-tuple (bl! ... , bz) such that m' = f 2(b11 ••• , bk). The 
important characteristic is that there exist at least 
two non-constan~ functions 11 and 12 associated with 
the protocol s.uch that inevitably l 1(a1 , .•. , ak) is equal 
to l2(b1, ... , ~z)/j-independent of the transforni:i.tions 

·;-~ 
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applied by 'R. during the protocol. 
For a function f and number m, henceforth 1-1(m) 

will be referred to as a representation of m with 
respect to j. For example, if f is a hash-function 

s such that there is a plurality of arguments that are 
mapped by f to the same output then there exist many 
representations for outputs. In case such an f is a 
collision-free hash-function, meaning that it is 
infeasible to determine two different argument that 

10 map to the same outcome, then a user can only know at 
most one represention. In that case it makes sense to 
speak of a user knowing a representation of a number. 
The same is also the case if f is a one-way function 
that is one to one. 

15 By ''information contained'' in a representation 
that a user knows of a number with respect to a 
functio~ f is meant any function I of the 
representation. Clearly, there is lots of information 
contained in a representation, since there are a lot 

20 of different functions of the numbers in the 
representation. 

With this terminology, which will be used 
henceforth, a restrictive blind signature protocol is 
a digital signature protocol in which 'R. can fully 

25 blind the number m to a blinded number m' such that 
the requirement for a blind signature protocol is met, 
but there inevitably exists certain information 
contained in the representation he knows of m that is 
equal to certain information contained in the 

30 representation he knows of m', independent of how he 
blinded m to m'. As will bEi obvious to those of 

'l 
/ 

.• 
ord~ary skill in the art, this actually means that he 
c~?f'ot blind independently a~ random each number )-n 
the representation of m. 

In general, m and m' can be vectors of numbers, 
such that 'R. kno~s a cert~in representation of each of 
the numbers in,the vector. 

As will b~.J#>vious to those of ordinary·iskill in 
·;-.t 
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the art, one can usually determine the functions !1 
and f 2 to be the same function, and one is then 
speaking about representations of m and m' with 
respect to the same function/. Likewise, it is often 

s possible to determine the functions 11 and 12 to be 
equal to the same function. Examples of this are 
given in the descriptions of two preferred 
embodiments. 

10 Proving knowledge of relations between the numbers in 
the representation of m'. There is no practical 
reason to use restrictive blind signature protocols 
without using an additional testing protocol (the 
opposite is not true; as will be obvious to those of 

15 ordinary skill in the art, the various techniques for 
testing that will be described in each of two sections 
on appl~cation to credential mechanisms are of 
interest in their own right). That is, associated 
with restrictive blind signature protocols is the fact 

20 that 'R can prove to ''organizations'' various 
statements about the numbers in J2(b1 , ••• , bi), where 
(b1, ... , bi) is the representation he knows of m' with 
respect to /,.. The basic idea is that the numbers in 
I2(b1, ... , b1) can each denote a certain type (piece) of 

25 information. For example, these numbers may be only 
zero or one, and then the value of bi can denote 
whether one has or does not have a piece of 
information of type i (type i might for instance stand 
for ' 'driver's licence' ' ) • In general, bi's of many 

30 distinct values can be used to represent types of 
information or, say, ' 'quantl°fications' ' of a certain ... 
type/such as hight of income. · 

_pnce I1(a1 , ... , a1c) = I2(b11 ... , bi?, this actually meaI)S 
that 'R did not make up these pieces of information 

;t himself if he can show a corresponding signature. 
After all, 'P hiJilSelf has_ accepted m, of which 'R. knows 
the representa,tion (a11 ••• , a 11:), as input to the 
restrictiv~A~{nd signature protocol. Thei-efore, by 

/ 
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proving relations between the numbers in I2(b1, ... , bi), 'R. 
is actually proving that these relations hold for 
pieces of information certified by 'P. Note that 'P 
need not know what this representation is. 

5 The importance of the inventive techniques derives 
in part from the fact that one can let 'R.. prove 
knowledge of a representation he knows of a number (on 
which he has a signature) with respect to the function 
f 2 ; more generally, by taking a suitable mathematical 

10 function of h,, and letting 'R. prove knowledge of a 
suitable other function of the number with respect to 
the function of j 2 , one can in effect have him prove a 
broad range of functions of the representation he 
knows. This will be described in detail in the 

15 sections on application to credential mechanisms. 

Differe~ces with ''one-show'' blind signatures. The 
one-show blind signatures known in the art can be 
considered as a special type of restrictive blind 

20 signatures: they only serve as a means to determine 
the identity of a user that shows a piece of 
information more than once -- showing the signature 
twice reveals the information contained in the 
certified information. As will be appreciated when 

25 the detailed description is studied in conjuction with 
the figures, in restrictive blind signatures there 
need not be such a limit. Restrictive blind signature 
schemes can serve much broader applications. 
Furthermore, restrictive blind signatures can be used 

30 to prove relations between the parts of the 
information contained in the.-certified information 
withciut revealing any additional information. 

,,fie only known technique f6r the construction qif 
one-show blind signatures uses the well-known , 

... 
• 

cut-and-choose technique. This consists of performing 
a great many ''o,rdinary' '. blind signature _protocols in 
parallel. The,user must in the third trans~ssion. 
''open'' a ~~~'tantial part of all the bli!ded numbers 
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he sent in the first transmission, i.e. show to the 
certifying party that he indeed included the correct 
pieces of information in each of them. The reason for 
this is that there are no restrictions on the blinding 

5 transformations that the user can perform that are 
inherent to the mathematics. The unopened parts (or 
the product thereof) are signed in a fourth step by 
the certifying party, and then unblinded by the user 
as in the ordinary blind signature protocols. Since 

10 the user could not know in advance which numbers the 
certifying party would request him to open, the 
certifying party with (hopefully) high probability is 
ensured that the unopened numbers also include the 
correct pieces of information. As will be appreciated 

15 by those of ordinary skill in the art, restrictive 
blind signature protocols do not have to make use of 
such a~ inefficient technique, of which it also will 
be hard to prove the security; hence, they can be 
orders of magnitude more efficient. 

20 An inherent feature of restrictive blind signature 
protocols is that the output of a previous execution 
of such a protocol can repeatedly (recursively) be 
used as input to a new execution, such that the 
information contained in the various inputs and 

25 outputs is inevitably conserved throughout. This is 
most obvious if f 1 = f 2 and 11 =12 • As will be 
appreciated, in case f1 and f2 are not equal, it most 
often is the case that they can be adjusted such that 
they are equal. The same holds for 11 and Ji. The 

30 repeated use of the restrictive blind signature 
protocol as in the first sentence of this paragraph is 
heneeforth called ''transitivity.'' The contained 
iJJl.ormation even can be modified under control of the 
certifying party by using a function of a previ6us 

7 
output as input to a new execution of the protocol. 
This very poweFf ul technique can be put to use in many 
applications, as will be shown in .great detail for two / 

. -· 'l 

preferred.,,,bdiments. 4 
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As will be appreciated, as special use of 
restrictive blind signature is to construct one-show 
blind signatures. However, the most powerful use of 
restrictive blind signatures will be shown to stem 

5 from the general techniques that cannot be achieved 
with one-show blind signatures. 

10 

15 

20 

25 
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* * * 
In order to explain the invention, two preferred 

embodiments will now be described in great detail. 
Each of these embodiments will be described in turn. 
The additional notational conventions used only in a 
particular embodiment will be described at the start 
of the description of that particular embodiment. 

Each of these two pref erred embodiments is 
characterized by a specific choice for the functions 
!1 and f 2 • Although these functions can as well be 
chosen to be different, one can point out in both 
pref erred embodiments a function f that is equal to 
both f i and f 2 • As will be appreciated from the 
descriptions, this has some advantages when using the 
output of a previous execution of the protocol as the 
new input to a next execution of the protocol. 

The respective descriptions are organized as 
follows. For each preferred embodiment various 
realizations of restrictive blind signature protocols 
are described, based on either one of two techniques 
described in text. Following this is a description of 
how 7(. can prove knowledge of a representation of m1 

with respect to a function f..,.and how a plurality of 
parties can do this in cooperation. These protoco~ 
fo~1the basis for the const~uction of protocols that 
ca:#be used to prove a diversity of relations be"t!ween 
the numbers in / 2 (b1 , ••• , b1c), where (b1 , ••• , b1c) is the 
representation 7(. knows of m' with respect to f. 
These latter protocols are extensively described in 
the section co~cerning the application of .;estrictive 
blind signa~es to so-called ''credential . 



WO 95/04417 PCT /NL94/00179 

33 

mechanisms,'' including protocols for transferring 
one-show credentials between pseudonyms. Finally, for 
both preferred embodiments an off-line electronic cash 
system is described in great detail; many of the 

s described techniques are applied here once more. 
As will be appreciated to those of ordinary skill 

in the art, the example protocol descriptions in each 
of the two pref erred embodiments illustrate many 
particular of the herein disclosed inventive 

10 techniques and concepts, but they are only intended to 
be suggestive and not limiting in any way. 

1s FIRST PREFERRED EMBODIMENT 

20 

25 

30 

1 Introduction 

In the first preferred embodiment computations are 
performed in a multiplicative group modulo n, denoted 
by z;, with n being the product of two distinct large 
primes. The RSA problem, mentioned in the description 
of the prior art, seems infeasible to solve in such a 
group. Since the order of the group may only be known 
to the certifying party, the computations in the 
exponents are performed modulo a certain number v that 
is not a proper divisor of the order of z;. Hence 
expressions involving divv will show up, due to the 
relation a= a mod v + v(a div v) for a EN. 

Since multiplications and divisions in z: are 
always performed modulo n, the operator modn will ~ 

neve~ be mentioned explicitly. So for example yui 
stalds for yuimodn. In case

1

other modulo operati~ns 
are involved, the modulo operator is explicitly 
mentioned (like in for example Ti= Xi+ x 2c mod v) • If 
numbers are chosen from a.- group, always the smallest 
positive remain_sler is implied. For instan<?J!, a E7l Z~ 
implies. tha~*is chosen at random from the subset 
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{ 1, ... , n - 1} containing the numbers co-prime with n (in 
practice, this set can be taken to be { 1, ... , n - 1}) • 

For the restrictive blind signatures ln this 
preferred embodiment use is made of the fact that, 

5 given a vector of numbers (Yll ... , l'k), all unequal to 1, 
from the group, and a random elements A from the 
group it seems infeasible to compute a vector 
(a 11 ... 1 a1c;a1c+i) (not equal to (0, ... ,0; 1) in case A= 1) 
such that fi111 

• • • Y1c""ak+l =A, where al, ... , a1c E Zv and 
10 Y11 ... I Y1c, a1c+1 E z;. In the vector-notation the symbol 

'';'' is used to stress that the number on its 
right-hand side is from a different set than the 
numbers on its left-hand side. 

15 

20 

25 

30 

In terms of the general description of restrictive 
blind signatures given previously the functions f 1 and 
!2 can both be defined by fi(a11 ... , a1c+1) = Y{' 1 

• • • Y.1c""a%+ 1 , 

for i = ~' 2. That is, f 1 can be chosen equal to f 2 • 

Doing this in fact is commonly possible, .as will be 
obvious to those of ordinary skill in the art. 
Henceforth, this function will be denoted simply by j. 

At the start of the protocol 'R knows a vector 
(a11 ... ,a1c;a.1c+i) such that f(a 11 ... ,a1c+1)=m. This vector 
is called a representation of m with respect to 
(Y11 ... , Y1c; v). 

In the next section, Figures 2 and l, two different 
types of restrictive blind signature prot~col will be 
described. Here, too, can the functions / 1 and 12 be 
chosen to be the same functions, and they will hence 
be denoted by I. In the first two flowcharts, the 
function I is (for example) defined by 
l(a11 ... , a1c+ 1) = (a1 mod v, •· •• , a1c mod ii). (As will be clear to .. 
thos• of ordinary skill in the art, functions of tne 
nmlers in J(a11 ... , a1c) are also examples of such a/ 
function! ) This means that 'R in the protocol can 
only modify a1c+ 1 , and that modulo v he cannot modify 
the other numbe~s. Notice that the ability to . ~ 

arbitrarily mo~ify a1c+1 is sufficient to qu~rantee.the 
statistical .... ~ependence between m and m' ! as is 

' t .T . ··--···-·----- . 
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required by a blind signature protocol. In terms of 
the general description of restrictive blind 
signatures, the information ''contained'' in mis the 
vector (a1 mod v, ... , a1i: mod v). 

s In the protocol of the flowchart of Figure 4, and 
its variant described in the text, R has more freedom 
in blinding the numbers in the representation. In 
these protocols one has (for example) 
/(all ... ,a1i:+1) = ( ... ,aifa; modv, ... ), for 1 < i -::fij :5 k. In 

10 other words, it is inevitably the case that there 
exists a number t in z: such that bi = ait mod v, for 
1:5i<k. 

Following this, it will be explained how the 
general technique used to construct these four 

15 protocols can be used to construct other restrictive 
blind signature protocols. 

As wil~ be obvious to those of ordinary skill in 
the art, the protocols can be modified in various 
obvious ways. In the restrictive blind signature 

20 protocols one can take v to be either composite or 
prime. In the application for off-line electronic 
cash systems it will be assumed that v is a prime 
number co-prime with the order of z;; however, here as 
well v may be chosen to be of another form. For 

25 instance, v = p'q' can be used, for prime numbers p', q' 
such that one of both properly divides the order of 
z;. 

Furthermore, n can be taken to be the product of 
more than just two prime numbers; this however only 

30 weakens the security of the system. Such 
modifications are well-known in the art. It is noted 

• that yarious suitable choices for n are known in the 
ar"t:/ / 

3
/ 2 Restrictive blind signatures 

/ Turning now to ~igure 2, the first flowchart of a 
restrictive ~~d signature protocol for th~ first 

. F.f' 
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preferred embodiment will now be described in detail. 
In a set-up phase, preceding executions of the 

protocol, 1' has made publicly known a triple 
(n, v, X E z;). The number n is the product of two large 
prime numbers, suitable choices for such a composite 
being well-known in the art. The number v is a prime 
number co-prime with the order, denoted by ~(n), of 
the group z;. As will be obvious to those of ordinary 
skill.in the art, and as explained earlier, other 
choices of v can also be used; v can even be a power 
of two. Finally, X is an element of large order in 
z;. .,, stores the inverse of v modulo .X(n) (in the 
sequel this number will be denoted in the exponent by 
1/v) as its secret key. 

1' also makes publicly known a function rt. rt is a, 
preferably ''collision-free,'' hash-function that maps 
two n~ers from z; to a number in Zv. 
''Collision-free'' means that not only is it 
infeasible to compute inverses but it also is 
infeasible to compute two distinct pairs of numbers 
that are mapped by 1f. to the same outcome. Such 
functions are well-known objects in the art. 

At the start of the protocol a number m from Z~ is 
decided on that should be known to both 1' and 'R.. A 
digital signature of .,, on a number m in z; is defined 
to be a pair of numbers (a,b) in z; x z; such that the 
v-th power of b is equal modulo n to the product of 
(Xm)c: and a, where c denotes the image of (m,a) under 
the hash-function rt. 

Box 21 shows 1' generating a random number a in z;, 
which it then sends to 'R.. : · ... 

The first, third and fourth lines of Box 22 show~'R. 
g~~rating two rando~ numbers s,t, both in Z~, ancya 
random number u. E"R. Zv. The box in the second line 
shows 'R. computing the blinded form m' of m by 
multiplying the~v-th pow~r of s by m. Furthermore, 
the fifth line, of the box shows how 'R. computes the 
blinded f orrt"J/ of a, by using the numbers -f and u. 

'f :!" -·------

1ilil~iil 
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Next a ''challenge'' dis computed as the image of 
(m',a') under the hash-function 1£. In the seventh line 
it is shown how 'R uses the previously generated 
random number u to blind this challenge by adding 

s modulo v the number u to it. The outcome of this 
transformation, denoted by c for clarity, is then sent 
by 'R to 'P. 

Box 23 shows how P, after receiving challenge c 
from 'R, computes the ''response,'' which will be 

10 denoted by b. Having computed this number, 'P sends it 
to 'R. 

Box 24 defines the actions of 'R after receiving 
response b from 'P. The first line shows that 'R 
verifies whether the v-th power of b equals modulo n 

15 the product of a with a number that 'R can compute 
from the publicly known information. If this test 
holds t~en 'R ''accepts,'' since it must be the case 
that 'P computed the correct response. 'R then 
computes a transformed form of b, which is denoted for 

20 clarity by~, by using the publicly known information, 
the input m to the protocol, and the numbers 
generated in the protocol. As is common in the art, 
the box does not display the action of 'R in case the 
verification in the first line does not hold, since 

25 these actions do not influence the correctness of the 
protocol; 'R may complain or take other appropriate 
action, various such actions being conceivable and 
depending on the implementation environment of the 
protocol. 

30 

/ 
/ 

If both 'P and 'R followed the description of the 
protocol (and hence 'R accepts in Box 24), then the ... pair1 (a',b') is a digital signature of P on m'. Hence, 
it.Jan be verified by anyonet by using the inforllJCltion 
P made publicly known. As will be appreciated, the 
pair consisting of m' and the signature la',b') meets the 
requirement for a blind signature described earlier. 

~ . 
It will be obvious to those of ordinary skill in 

the art th~v,:;;:.ithout further restrictions',- signatures 
·n ----
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obtained in the above manner are easy to forge. This 
is not a problem at all, since what matters for 
restrictive blind signatures is the information 
''contained'' in the signed message m': 'R, must know 
a representation of m'. Assuming that 'R, at the start 
of the protocol _knows a representation (a1, ... , a1i:; a1i:+1) 
of m with respect to a publicly known vector 
(Y1, ... ,Y1i;;v), and that at the end of the protocol 'R 
knows a representation (bi, ... , b1c; b1i:+i) of m' with respect 
to the same vector, the number ai will inevitably be 
equal to bi modulo v for all i such that 1 < i ~ k, if 
only 'R, does not know a representation (co, ... , c1c; C1i:+1) 
(not equal to (0, ... , O; 1)) of 1 with respect to 
(X, Y11 ••• , Y1i:; v). This can easily be taken care of by P 
by for example generating X and all l'i's at random. 

Several remarks are in order here. As will be 
appreci~ted, P need only know the v-th roots modulo n 
of both X and m in order to properly perform his part 
of the protocol. In particular, P does not need to 
know the prime factorization of the modulus n. To 
perform the action in Box 23, in Box 21 P should 
generate the number a in such a way that it knows its 
v-th root modulo n. This can be easily accomplished 
by generating at random a number a0 in Z~ and taking a 

25 equal to the v-th power modulo n of a0 • 

30 

/ 
/ 

As will be obvious to those of ordinary skill in 
the art, the assignments made by 'R, in the fifth and 
seventh lines of Box 22 to a' and c, and that made to Y 
in the second line of Box 24 can be slightly modified 
in various ways. 

In the foregoing description of the flowchart the .. 
dig~tal signature is only on one number, denoted by 
m'/ A simple yet important modification suffice,- to 
obtain a digital signature on several numbers. If the 
signature should not only correspond to.m' but also to 
k other numbers, which will be denoted by B 1 , ... , B1i:, ' ~ for a certain positive integer k, then it suffices 
that 'R, in ~sixth line of Box 22 compu~ d as the 

'j'~ 
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image of (m', B1, ••• , B1ci a') under the hash-function 1f.. 
The requirements for the hash-function are the same as 
before, the only difference being that 1f. must now 
operate on an argument consisting of k + 2 numbers. It 

5 is noted that most hash-functions known in the art can 
take any number of elements as an argument, in which 
case one can use the same hash-function. A signature 
on ( m', B 11 ... , B1c) in this case is a pair (a', b') of numbers 
in z~ x z; such that the v-th power of b' modulo n 

10 equals (Xm')~ a', where <f now is the image of 
( m', B li ... , B1c, a') under the hash-function. Note that the 
numbers Bi can be chosen from any set. 

Furthermore, a signature on a number m in z; can 
alternatively be defined (in a somewhat more efficient 

15 way) as. a pair ( c, b) in Zv x z; such that c equals the 
image of (m,bv(Xm)-c) under the hash-function 1f.. As 
will be .obvious to those of ordinary skill in the art, 
this definition is equivalent. In particular, its 
verification relation can be substituted in place of 

20 the verification relation specified in the description 
of the set-up phase for the protocol. 

The hash-function 1f. is not necessarily such that 
for each element in Zv there is a number that is 
mapped to it by 1f.; 1t may as well map its arguments 

25 to, say, Z2c , where the ' 'security parameter' ' t is of 
an appropriate length, probably set beforehand by 'P. 

As is well-known by those of ordinary skill in ~he 
art, the verification relation bv = (Xm)ca in the first 
line of Box 24 can be implemented such that one side 

30 of the equality sign does not require any 

/ 
/· 

computations. The expressio~·on the other side can be 
ef f i7iently computed by using for example 
''s~ultaneous repeated squa~ing'' techniques. So for 
Bo{24 the verification relation can be-rewritte~ as, 
say, (b-1)v(Xm)c = a- 1 ; in that case it is preferable 
that 'P send in Box 21 the inverse modulo n of the 
number a instead of a itself, and the inverse modulo n 
of b in Box :}}}I this avoids computation of .-1ii.nverses by 

11im~r 
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n. For reasons of clarity in this application none 
of the verification relations will be described in 
such a form. 

As will be appreciated, all these remarks also 
5 apply to all the other flowcharts. In particular, as 

noted, one can modify the verification relation 
defining a signature in an equivalent way each time. 

10 

15 

20 

25 

30 
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* * * 
Turning now to Figure 3, a second flowchart of 

another restrictive blind signature protocol for the 
first preferred embodiment will now be described in 
detail. 

The set-up is the same as for the previous 
flowchart, with the only distinction that 1i should 
never map its argument to zero. This is merely a 
techniGal detail needed to rigorously prove 
information-theoretic privacy. A digital signature of 
'P on a number m in z; is defined to be a pair (a,b) in 
z~ x z; such that the v-th power modulo n of b is equal 
to Xm(a)c. Here, as before, the symbol c denotes the 
image of (m, a) under 1{.. Equivalently, as explained in 
the description of the previous flowchart, (c, b) can 
instead be taken to be the signature. 

Box 31 shows 'P generating a random number a in Z~, 
which it then sends to n. 

The first and third lines of Box 32 show 1(, 

generating two random numbers s,t, both in z;, and the 
fourth line shows 1(, generating another random number 
u in z;. The second line of .the box shows how 1(, 

computes the blinded form m' of m by using the raQClom 
nu.Jer s • Using t and u 1(, also computes a blinded 
fcAm a' of a. n then comput~s the challenge, dedoted 
by c', as the image under 1{. of (m', a'). Finally, 1(, 

computes the blinded challenge c by multiplying the 
number d moduld v with a, and sends it to 'P. 

Box 33 in~J7ates how 'P computes the re~onse b as a 
v-th root ~~lo n of an expression involving the ------- ,'T. 
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challenge c it just received. P then sends b to 'R. 
Box 34 details in the first line the testing of the 

response of P and in the second line the final 
computation needed to obtain a signature on m'. 

5 Specifically, the first line shows how 'R raises b to 
the power v and compares the result for equality with 
a product involving the publicly known information, 
the challenge, and the input m of the protocol. When . 
this test completes successfully, 'R computes a number 

10 b', which in fact is the blinded form of b. As before, 
if the test does not hold, 'R takes other action. 

The remark made at the end of the description of 
the previous flowchart also applies here. That is, if 
it is assumed that 'R at the start of the protocol 

15 knows a representation (a 11 ••• ,a1c; a1c+ 1) of m with respect 
to (Y11 ... , Y1c; v), and at the end knows a representation 
(b11 ... , b1c,i b1c+ 1) of m' with respect to the same vector, 
then ai will inevitably equal bi modulo v for all i such 
that 1 < i < k, if only 'R, does not know a 

20 representation (c0, ••• , c1c; c1c+ 1) (not equal to ( 0, ... , O; 1)} 
of 1 with respect to (X, Y1 , ••• , Y1c; v). 

25 

30 

/ 
/ 

* * * 
Turning now to Figure 4, a third flowchart of yet 

another restrictive blind signature protocol in the 
first preferred embodiment will now be described in 
detail. 

The set-up is the same as for the previous 
flowchart (Figure 3). A digital signature of P on a 
number m in z~ is a pair (a,~). in z~ x z~ such that the 
v-th power of b equals (Xa)cm, where c denotes 1-l.(m, q.). 
It~rns out that 'R now has ,somewhat more freedom in 
bJ.inding the input m than in the previous two I 

protocols; however, this is not sufficient to 
independently blind each number in the representation 
and ~~ this also is a restrictive blind signature. 

Box 41 show' P generating a random numb.Jr a ER z:, 
which it th&l:~sends to 'R.. 

·;-~ 
·--------·-
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The first, second and fourth lines of Box 42 
describe that 'R. generates two random numbers s ER Z,,, 
u E'R. z: and a random number t ER z;. Usinq s, t, 'R. blinds 
m to a number m' in the way indicated in the third 

s line. Usinq s and u, 'R, also blinds the number a to a 
number a' in the way specified in the fifth line. 'R. 
then computes the challenqe d by applyinq the 
hash-function 'H. to (m', a'). Finally, 'R computes the 
blinded challenqe c by multiplying d modulo v with u, 

10 and sends c to 'P • 
Box 43 shows "P computing the response b 

corresponding to the challenge c it received from 'R.. 
'P then sends this number to 'R.. 

The first line of Box 44 indicates that 'R. accepts 
15 if and only if the v-th power of b equals an 

expression involving the input m to the protocol, the 
challen~e, and the publicly known information. If 
that is the case, 'R. computes a blinded form of b, 
which as before is denoted by~. 

20 If it is assumed that 'R, at the start of the 

, 

protocol knows a representation (a1, ••• , a1c:; a1c+1) of m 
with respect to (Y11 ... , Y1c:; v), and at the end knows a 
representation (b11 ••• , b1c:; b1i:+i) of m' with respect to the 
same vector, then aifa; will inevitably equal bi/b; mod v 

2s for all distinct i,j such that 1 < i,j < k, if only s is 
not equal to 0 mod v and 'R. does not know "\ 
representation (c0 , ... , Ci:i c1i:+i) (not equal to (0, ... , 0; 1)) 

of 1 with respect to (X,Y11 ••• ,l'lc;v). 
As will be appreciated, in the same way that the 

JO second flowchart (Figure 3) is closely related to the 
first flowchart (Figure 2), there is also a .. 
restr.i,.ctive blind signature protocol closely related 
to ._-;lie present flowchart. The set-up for that j 

protocol is the same, except for the distinction that 
a digital siqnature of 'P on a number m in z; is now a 
pair (a, b) in z; x ,z; such t:hat the v-th power of b is 
equal to Xa(m)c 1 where again the image of (m,a) under 
the hash-fun_~n 1-l is denoted by c. 'R hai exactly 

·;-~ ---·----------·· 

1il~i~i~f 



WO 95/04417 PCT /NL94/00179 

43 

the same freedom in blinding m as in the third 
flowchart (Figure 4). The remarks made with respect 
to the flowchart of Figure 4 hence also apply here. 
Since the only difference is that the assignments made 

5 by 'R in Box 42 and Box 43 to a', c and b' have to be 
modified in a way obvious to those of ordinary skill 
in the art, a detailed description is omitted. 

10 

15 

20 
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* * * 
The four described restrictive blind signature 

protocols are all based on the signature variant of 
the Guillou/Quisquater identification protocol, known 
from Guillou, L. and Quisquater, J., ''A practical 
zero-knowledge protocol fitted to security 
microprocessor minimizing both transmission and 
memory,'' Lecture Notes in Computer Science 330, 
Proceedings of Eurocrypt '88, pages 123-128, and the 
'mirrored' variant (Ohta, K. and Okamoto, T., ''A 
modification of the Fiat-Shamir scheme,'' Lecture 
Notes in Computer Science 403, Proceedings of Crypto 
'88, pages 222-243). The protocol of 
Guillou/Quisquater is of the so-called Fiat/S~.:nnir 
type, known from Fiat, A. and Shamir, A., ''How to 
prove yourself: practical solutions to identification 
and signature problems,'' Crypto '86, Springer-Verlag, 
(1987), pages 186-194. 

As will be obvious to those of ordinary skill in 
the art, the technique used to realize the restrictive 
blind signatures in the previous flowcharts can be 
applied, at least in principle, to any identification 
protocol of the Fiat/Shamir.type, if only one can ! 

con.Y'ert it to a signature pr?tocol by computing t~e 
chl11enge c as the outcome of a hash-function of ,I 
amongst others, numbers that were received earlier 
(this is the construction of Fiat/Shamir). To this 
end not P but 'R must compute the challenge c, and the 
input m must ~ multiplied (or using anot~er 
mathematic~*peration such as exponentiation) in an 



.. 
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appropriate way into the verification relation. For 
example, the verification relation in the 
Guillou/Quisquater scheme is bv=xca; one then gets 
the verification-relation of the first flowchart 

s (Figure 2). 
For instance, with this technique the 

identification protocol from Okamoto, T., ''Provably 
Secure and Practical Identification Schemes and 
Corresponding Signature Schemes,''- Preproceedings of 

10 Crypto '92, pages (1-15) - (1-25) can be turned into a 
restrictive blind signature protocol. In this 
identification protocol P proves that he knows the 
secret key (s 11 s2) in Zv x z; corresponding to a public 
key which is of the form Y•1s~ mod n. 

15 Since this is realized in the same way as in the 
flowcharts of Figures 2, 3 and 4 (again, there are in 
total four variants that result in a restrictive blind . 
signature protocol), and various other protocols that 
are also all based on this inventive technique will be 

20 described in detail in the second preferred 
embodiment, a detailed description is omitted here; 
the described flowcharts are believed to be more than 
sufficient to enable those of ordinary skill in the 
art to apply the inventive technique to any other 

25 identification protocol of the Fiat/Shamir type. 

30 

/ 
/ 

There also exists a different technique to turn an 
identification protocol of the Fiat/Shamir type into a 
restrictive blind signature protocol. This technique 
consists of doubling the verification relation, where 
in the second verification-relation one of the numbers 
of the public key is replaced by the input m. As ... 
before, 'R, computes the challenge c himself • In the 
G~lou/Quisquater protocol one can for example yse 
the verification relations b! = xcal and b~ = mca2 (so 
here X is replaced by m in the ' 'copy' ' of the 
verification re~ation). ~Yet another example of this 
doubling techqique is the restrictive blin~ siqnature 
protocol d~-,tit'ibed in Figure 23 for the sicond 

. ,.~ ...... ···---
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preferred embodiment. The difference with the first 
technique, applied in the flowcharts of Figures 2, 3 
and 4, is that signatures that are constructed in this 
way cannot be forged by 'R. even if he does not need to 

5 know a representation of the signed numbers. 
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3 Proving knowledge of a 
representation 

Turning now to Figure S, a flowchart of a protocol in 
the first preferred embodiment will now be described 
that enables 'R, to prove that he knows a 
representation (a1, ••• , ak; ak+i) of a number A in Z~ with 
respect to (Y1, •.. , Y1c; v), without revealing the 
representation itself (so in particular the 
information contained in A is kept secret) • . 

Box 51 shows 'R. generatinq k random numbers x1, .•• 1 X1c 

in Zv, and a random number XA:+i in z;. He uses these 
to compute a number B, as specified in the third 
line, which he sends to 'P. 

Box 52 shows 'P qeneratinq a challenge d in Zv, 
which it then sends to 'R.. 

Box 53 indicates how 'R. computes the responses ri, 
for 1 ~ i < k + 1. 'R. then sends r 11 ... , TJi:+i to 'P. 

Box 54 indicates that 'P accepts the proof if and 
only if a product involving the k + 1 responses just 
received from 'R. is equal modulo n to the product of 
Ad and B. 

This protocol is a generalization of a protocol 
known in the art, which however serves only for the 
purp95e of identification and signatures. As will De 
sh~ in detail, the inventiv~ techniques allow t?is 
proof to be used as the basis for protocols that ' 
enable 'R. to prove certain mathematical relations 
between the numbers in the representation. This 

• 
inventive concept enables the construction of 

• 
efficient p:p~~cy-protecting credential medbanisms. 

'T.:t' 
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As is well-known by those of ordinary skill in the 
art, there are two basic ways to use this protocol. 
Firstly, it can be required that d, qenerated in Box 
52, is at most, say, ten bits in lenqth, and the 

5 protocol is then repeated a few times. In that case, 
'P cannot use the transcript of the execution of the 
protocol to prove to someone else that the proof took 
place; the protocol is ''zero-knowledqe,'' usinq 
well-known cryptoqraphic terminology. 

10 Secondly, it can be required that 'P determine d in 
Box 52 as the outcome of a publicly known 
collision-free hash-function havinq as argument at 
least the numbers A and B, and for example also a 
messaqe m. Often 'R will then be able to compute d 

15 himself, and so no interaction is needed between 'R 
and 'P. The transcript of an execution of the 
protoco+ can now serve as a diqital siqnature on m, A 
and B, and in particular it proves that the proof was 
performed; this is sometimes called a ''siqned proof'' 

20 in cryptoqraphic terminology. 
In case B can be chosen in each execution of the 

protocol by 'R himself, 'R can perform the proof of 
knowledqe of a representation of A as many times as 
desired without ever enablinq 'P to compute the 

25 representation he knows of A. However, if 'R performs· 
the protocol twice usinq the same number B, then 'P 
can compute the representation 'R. knows of A by usinq 
two different challenges d in Box 52. 

30 

In case 'R knows a representation of A1 , and 'R' 
knows a representation of A2 , then they can prove to 
'P by cooperatinq that they toqether know a 

~ 

re~esentation of the number A which is the product 
Ai/h. of their individual numbers. To this end, ¥1 Box 
51 they multiply B1 and B2 , and send the outcome B to 
P. In Box 53 they then pairwise add toqether their 
responses ri, r~ (tor 1 < i ~ k) , and multiply r1c+1 and rk+i. 
They send the fe + 1 resul tinq responses to 'P, who 
verifies t~e'Jf;4s in the flowchart of Figu~ 5. As 

·;-:t 
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will be obvious to those of ordinary skill in the art, 
this modification can also be applied in case more 
than just two receivers are involved. 

A somewhat more difficult situation occurs in case 
s one of the two parties is not allowed to leak to P 

information about what numbers (including A1 , B1 and 
~) it is using. This situation is especially of 
concern in case one computing device represents the 
interests of an organization or a certifying party. 

10 The technique used to construct this protocol will be 
described in the flowchart of Figure 10. 

Various intermediate forms of these two techniques 
can be thought of, for example to solve a situation 
with four computing devices of which two are 

15 ''embedded'' within the other two. Such situations 
will be described shortly in detail. 

4 Application to credential 

20 mecllanisms 

A ''credential'' mechanism is a collection of 
cryptographic protocols enabling users to transfer 
certified information between organizations. A piece 

25 of certified information is called a ''credential.'' 
One may think of various distinct types of credentials 
such as tax information, money, medical data, driver's 
licence, legal right to vote, and so on. To prevent 
massive matching of databases (that is, to guarantee 

JO privacy of transfer of information between 
organizations), each user is:known under a different 
pseuqpnym at different organizations. Possibly one~ 
ev~-(has multiple pse~don~s with one organizatio?. 

fignatures of organizations must hence be · 
transferable between distinct pseudonyms of the same 
user, such that certified information received from 

.• 

one organization can be shown to another organization 
' -

without thi~/~bling linkage to the execu11ion of the 
,,~ 
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protocol in which the information was obtained. A 
description of such a mechanism in the prior art can 
be found in Chaum, D., Evertse, J. H., ''A secure and 
privacy-protecting protocol for transmitting personal 

s information between organizations,'' Proceedings of 
Crypto 86, Lecture Notes in Computer Science, 
Springer-Verlag 1986, pages 118-168. In this 
mechanism ordinary blind signatures are used to 
certify information. It is noted that this 

10 essentially is the only credential mechanism known in 
the previous art {a minor improvement has been 
proposed in the prior art). 

Techniques based on restrictive blind signatures 
enable the construction of much more sophisticated, 

15 efficient and secure credential mechanisms. In the 
following description it will be assumed throughout 
without. loss of generality that the restrictive blind 
signature protocol of Figure 2 is used; that is, m 
can be blinded to msv with a corresponding signature 

20 for a secret choice of s e~ z;. Clearly, the protocol 
of, for instance, Figure 3 could just as well be used 
instead; the choice is merely for clarity. 

25 

30 

y 
/ 

4.1 Validation of pseudonyms 

In the credential mechanism known in the prior art a 
pseudonym of user i with an organization j is of the 
form mis'}, with the user knowing mi and s;, both in z;. 
Since one at least has to be sure that different users 
use a different pseudonym of which they do not know 
the v-th root modulo n, pseudonyms first must be 
valijiated by a special certifying party called the-• 
' _',l:nter' ' for convenience. , The center is the o?ly 
party knowing the factorization of the modulus n. 
This means that the center has to compute all 
signatures. , 

In the present description it will henceforth 
always imp~~ly assumed that the center~ill also 

, T .!' --· ... ·--·· ---·----····-··-· 
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certify information at the request of organizations; 
that is, it is implicitly understood that in case an 
organization computes a digital signature, this 
computation is actually performed by the center via 

5 for example an on-line connection. As will be clear 
to those of ordinary skill in the art, this is not an 
inherent requirement. 

The credential mechanism known in the prior art 
uses the inefficient ''cut-and-choose'' technique to 

10 certify pseudonyms (validation). By using a 
restrictive blind signature protocol, the validation 
protocol can be realized much more efficiently and 
securely, while at the same time also resulting in a 
much more sophisticated system. 

15 Turning to Figure 6, a flowchart of a pseudonym 
validation protocol in the first preferred embodiment 
will now be described that enables user i to have a 
pseudonYm validated for use with some organization j. 

At the start of the protocol, the center chooses a 

20 number ui in z: that has not been used in a previous 
execution of the protocol. Alternatively, user i can 
determine this number, possibly in cooperation with 
the center. Box 61 indicates that the protocol of 
Figure 2 is performed. In the second line of Box 22 

25 

30 

of the flowchart of that protocol, i blinds the number 
Y'" , which will be denoted by mi, to the pseudonym misj 
for a random number s; in z;. This pseudonym will be 
denoted henceforth by Pij. The number Y is a publicly 
known number, chosen beforehand by the center. Users 
are not supposed to know the v-th root modulo n of Y. 

Box 62 indicates that, in:order to use the 
pseuponym Pi; at organization j, i sends this number .. 

t~Jl'3t~er ~ith.the obtained signature of the cent;r to 
organization J • · 

Box 63 indicates that the user then has to prove to 
the organization knowledge of a representation of Pij ,. 
with respect to (Y:v), without revealing the 

1 • 

representa~jjj''· The flowchart of Figure St shows how 
·;-~ 

. .1is Sheet Ha.S Been Replaced 
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this can be done. Preferably the proof is done such 
that the organization can use the transcript of the 
execution of the proof to prove to for example the 
center that the proof took place (as explained in the 

5 description of Figure 5). 
As will be clear to those of ordinary skill in the 

art, one can also use restrictive blind signatures for 
which the mere fact that the user is able to show a 
signature by itself suffices to prove that the 

10 pseudonym is of the correct form. The proof of 
knowledge indicated in Box 63 can be omitted in that 
case. Such a signature can be constructed with the 
second technique from identification protocols of the 
Fiat/Shamir type, as described before in detail. 

15 Box 64 specifies that if organization j accepts the 
proof of knowledge of the user, then it accepts P~ for 
use as ~ pseudonym. Clearly, by repeating this 
protocol several times, i can obtain several 
pseudonyms for use with various organization. 

20 In some situations, such as in systems for 
transferring one-show credentials between pseudonyms, 
as described at the end of this section (as will be 

•' 

appreciated, such systems are not known in the prior 
art), users should in addition be prevented from using 

25 the same pseudonym with various organizations; to this 
end, Box 63 should in addition specify t~e 
organization to contact the center, which can then 
test if the pseudonym is already in use with some 
o~her organization. 

30 If user i would now simply ' 'forget' ' all about 1Li, 

the system reduces to the credential mechanism known . . . ~ 
in tae prior art. Namely, user i in that case has a 
ps_,ldonym Pi; = misj with organ!ization j for ~ and;; 
that are known to him. However, the use of 
restrictive blind signatures in combination with a 
great many new ~echnique~ for proving relations 
between number~ of representations (described sho~tly) 
offers many ... ~antages in working with ui. -i One such 

'T~ 
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advantaqe is immediately obvious in that i can 
henceforth always prove to j that P~ is his pseudonym 
by proving knowledge of a representation with respect 
to (Y;v). Note also that in any case the validation 

s protocol is much more efficient; the saine also seems 
to hold for the security. 

It is noted that at the start of the protocol of 
Figure 6, user i could send the number 1ni = Y"' to the 
center, and could then prove using a cryptoqraphic 

10 protocol such as the Guillou/Quisquater identification 
protocol (well-known in the art) that he knows a 
number 1Li such that mi = Y"• without revealinq ui • As 
would be obvious to those of ordinary skill in the 
art, one could also use in such a situation a form 

15 like mi= Y0"°'Y;'1
'. This has the advantage that it is 

impossible (regardless of computational power) for the 
center .to compute ( u0i, u1i) of i. In this way, framing 
is prevented. 

20 4.2 Representing credentials as 

representations of a number with respect 

to suitably chosen vectors 

In the new credential mechanism a certain type of 
25 credential that one owns is not characterised by the 

choice of v for the siqnature (i.e. what kind of 
RSA-root is computed, as is the case in the system 
known in the previous art) but by the representation 
the owner knows of the number m on which he has 

30 obtained a blind signature a~d with respect to what 
publicly known vector. Pro~ing to an organization~ 
th~ one owns a certain credential is no lonqer a • 
m;i{ter of just revealinq a signature of the I 
appropriate type on the pseudonym with that 
organization (as in the system known in the prior 
artJ; one also Jias to p~ove knowledge of a 
representation of the number (or of a mathematical 

·~ 4 
function o:f/~veral numbers, such as the product or 

'f~ -------·------· 
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quotient) on which one has obtained a signature, with 
respect to a vector of numbers composed of a publicly 
known vector of numbers (Y1, .•• , Yk; v), where each Yi (and 
possibly also the choice of v) denotes a different 

s type of credential. The specific vector with respect 
to which one can successfully perform the proof 
reflects what types of credentials one owns. In this 
way a user can, amongst others, ''gather'' many 
credentials in an efficient and flexible way in one 

10 number with a signature. In the next subsection this 
will be clarified in detail. 

To illustrate this, consider a publicly known 
vector (Y11 ••• , Y6 ; v), of which Yi denotes credential type 
i. If a user can prove knowledge of a representation 

1s of, say, m/(Y2 Y6) with respect to (Y; v), and has a 
signature on m = Y"iY2Y6sv, then this shows that he has 
credent~als of types 2 and 6. 

As will be described in detail in a later 
subsection, one can in addition make use of exponents 

20 on the Yi' s, such as for example Y1'iY3
7Y5

2Y6-
5sv, which 

gives greater functionality. 
To prove knowledge of a representation of a number 

with respect to a certain vector either a 
''zero-knowledge proof'' or a ''signed proof'' can be 

25 used, as explained previously. In the latter case the 
organization involved in the proof can convince others 
that the proof was performed, and often no interaction 
is needed for the proof itself. 

In the special case that one should only be capable 
30 of showing his credentials to only one organization of 

ones own choice, such a proo.f· is not even needed; it .. 
suff~ces to show the signature. At the end of this 
se.c/ion this will be applied ito construct a systepi for 
paying-under-pseudonym (that is, a system for allowing 
transference of one-show credentials between 
pseudonyms ) • 

1U!Uirai~Ui 
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4.3 Transitivity of restrictive blind 
signatures1 ''updating'' credentials 

PCT /NL94/00179 

Each credential in the mechanism known in the prior 
art consists of one signature on a number. The 
storage requirements for signatures hence grows 
linearly in the number of credentials that one has. 
(Although it is known in the art to exchange sets of 
credentials for one new credential indicating 
ownership of all credentials in the set.) 

Restrictive blind signatures enable an entirely 
different mechanism, where the credentials of a user 
are ' 'stored' ' and ' 'updated' ' in the representation 
he knows of one number (on which he knows a signature} 
with respect to a publicly known vector. Each time he 
receives a new credential, this representation is, as 
it were, updated (and a corresponding new signature is 
obtained}: The previous signature may as well be 
destroyed in that case, since it is no longer needed. 

This technique is made possible by the unique 
property of restrictive blind signatures that 
information can be blinded repeatedly, such that at 
least part of the representation known by the user 
cannot be modified by him throughout (that is, the 
information contained in m ;s inevitably conserved). 
This property will be called ''transitivity.'' 

In the simplest form this ''transitivity'' amounts 
to taking the output of a previous execution of the 
protocol as the new input to a next execution of the 
protocol. For example, m 0 can be blinded to mos0 with 
a signature. Denoting this n~er by m1 , subsequently 
m1 can 

1
in a similar way be blinded to m1s~ = m 0 (s 0 s 1 )" .• 

with f4gnature. Denoting this pumber by m 2 , and . 
repelting this process i + 1 times, one gets a numbel 

35 
mi+1 which equals m 0(s 0 • • • si)". As will be clear to 

~hose of ordinary skill in the art, the following 
/, holds: considering the representation (r1, ••• , 1).; r1a+.1) 

the receiver ~f,ifie signature on mi knows of_pi,i with 

'T~ 
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respect to a suitably chosen vector (Y1, ••• , Y1ci v), only 
rk+t can be modified by him throughout all the 
iterations of the blinding process. The first k 
numbers will remain unchanged modulo v. Clearly, a 

5 similar thing holds when the protocol of the third 
flowchart, or the protocol closely related to the 
protocol of the third flowchart, is used; in that case 
the quotients ri/r; mod v will remain unmodified for 
i,j'S:k. 

10 More generally the following holds for restrictive 
blind signatures. A function of the obtained output 
of a previous execution of the protocol can serve as 
the new input to a next execution of the protocol; if 
one receives in the ith execution of the restrictive 

15 blind signature protocol a signature on fni, then as 
input to a next execution of the protocol /(mi) can be 
used. T~e choice for f can vary per execution of the 
protocol (as well as the choice of v), and can be 
determined by the certifying party. This technique 

20 allows the certifying party to ''install'' new 
credentials in the part of the representation that is 
conserved under blinding. 

Suppose that Y; represents credential type i. To 
update mi with a credential type j, f(Tni) = miY; can be 

25 taken by the certifying party as input. The user then 
obtains a signature on mi+l = TniY;. The certifying 
party does not need to know the representation the 
user knows of Tni for this. That is, updating can take 
place without the certifying party needing to know the 

30 credentials that the user already has. 
It is noted that the user qan very well use this 

techntque in combination with the technique well-kno\m 
in t)le art to use one type of ,signature for each . 
cre6ential. For instance, the user can store and / 

35 update all the credentials pertaining to medical data 

/ 
in the representation he knows of a numl;>er me for 
which he has a siqnature,~and all credentials.relating 

/ 

, · to tax in th~~presentation he knows of a ~Umber m6 

·;-~ ·-------·-·· ·-····-· 
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for which he has a signature. Medical credentials 
will then be installed, updated etc. in m~, and tax 
credentials in m,,. 

s 4. 4 Ways to prove that one has certain 
credentials 

Th_e new techniques offer various gradations in freedom 
a user has in proving to organizations that he has 

10 certain credentials. 
The credential mechanism known in the prior art 

only allow user i to convert a signature of 
organization j on pseudonym Pij to a signature of 
organization j on each of his other pseudonyms Pu, 

15 (clearly it should be infeasible to convert the 
signature to a signature on the pseudonym of another 
user, ev7n if that other user cooperates). Each type 
of credential is represented by a different number 
Vi E z~(n) I and v = II Vi. The numbers Vi must be mutually 

20 co-prime. 
Contrary to the credential mechanism known in the 

art, the new credential mechanism allows for three 
gradations of freedom to be distinguished: 

25 (1) A user can only use certified information for one 
of his pseudonyms1 which specific pseudonym it is can 
be hidden by the user from the certifying party. T1.:> 

explain the technique, it will be supposed that user i 
has a pseudonym Pi;= Y"'sj with organization j, and a 

30 pseudonym Pi1c = Y"'sk with organization k. User i wishes 
to obtain from j a credential.- of a certain type that 
he ca~ show to k. The basic technique resolves this~ 
by ~ting i obtain hereto in ~n execution of a 

I res rictive blind signature protocol with j a 
35 signature on output Pile (without j knowing k) , by 

/ 
computing Pile as J'i1c = Pi;s1c/ s; in the protocol. In terms 
of the description of the~first (Figure 2) or sec~nd 

/ 

(Figure 3) f~~hart, in the second line of~the second 
----------------------------, ;-~ 
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box the user must take s to be equal to the quotient 
s1c/ s;, and the input of the protocol is m = Pi; • 

This constitutes the simplest form of the 
transitivity of blinding, unique to restrictive blind 

5 signature protocols; in a first protocol (validation), 
Y~ is transformed to a pseudonym Y~sj, and in a 
second protocol this output is used as input and 
transformed to output yu;s:. 

The following more general technique can be 
10 applied: to prove to an organization k that he has 

certain credentials, maintained in one number m, user 
i must prove knowledqe of a representation of m/P~ 
(and he of course must have a siqnature on m) with 
respect to a vector (., ... , .} , the numbers in which are 

15 composed from (mathematical functions of) the numbers 
Y1, ... , Y1c, and none of them is equal to Y or v. 

An exaJilple will illustrate this general technique. 
If i may show only to l that he has credentials of all 
types from a subset S of the numbers { 1, .•. , k}, then ~e 

20 has to prove knowledge of a representation of 
(m/ Pa}/(Ilies Yi} with respect to a vector for which the 
following holds: Y and v are not in it, and each 1'i 
with i not in the set S for which he does not want to 
reveal whether he has that type of credential must 

25 appear in the vector. 
Another example is now given, to fur:her 

demonstrate the technique. Suppose that i has not yet 
received any credentials, and wants to obtain 
credentials of types 2 and 5 from j in order to show 

30 them to organization k. Then m = l'i;Y2Y5 will be taken 
as input to a restrictive bl.ind siqnature protoco"i .. 
with jlrganization j, and i sees to it that he obtains 
th~ ,/certified) output PikY2Y5 ••• User i now wants t~ 
pro<fe to k that he has credentials of types 2 and 5: 

35 in doing so, he does not mind about possibly revealing 

/ 
whether he also 9wns any ~f the other types of 

/ credential. It
1 
then suffices to send the signature 

((c',b') (or (a\1/)Y in the protocol of the floJchart of 
.' j',f' ---·------·---···-
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Figure 2; the protocols of Figure 3 can be used 
instead without causing any changes) to k; k merely 
needs to verify that (c', b') is a signature on PikY2Ys. 
As will be appreciated, it is not necessary to in 

5 addition prove knowledge of a certain representation 
in this particular case; one can actually think of 
this. in terms that a proof of knowledge of a 
representation must be given with respect to the empty 
vector. 

10 

(2) A user can use certified information for all of 
his pseudonyms. That is, he can prove possession to 
any organization at which he has a pseudonym, but not 
to organizations with which he does not have a 

15 pseudonym. 
As mentioned, for this particular situation (and 

only for, this one) the mechanism known in the prior 
art can be used, but that suffers from the 
disadvantage that one cannot collect various 

20 credentials in one number (with signature). 
In the new credential mechanism this can be taken 

care of as follows: to prove possession of certain 
credentials to an arbitrary organization l, user i must 
prove to l knowledge of a representation of m/ Pu with 

25 respect to a vector of }'i's in which Y does not 
appear, but v does. 

For example, if i wants to prove to l that he has 
credentials of all types corresponding to some subset 
S ~ {l, ... ,k}, then he must prove knowledge of a 

30 representation of (m/Pu)/(IIies Yi) with. respect to. a 
vector ( ... ; v) for which the ~o·llowing holds: Y does 
not c;Ppear in it, and each Yi with i ¢. S. for which he·" 
doe, not want to reveal wheth.er he has that particular 
crlfiential does appear in it. / 

Note that the number of elements in the vector gets 
larger as the number·of credential types increases for 
which i does not·· want to reveal whether he has them or 
not; the pr~?.J;~equires i to generate more.iandom 

. T~ .. ----
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numbers if there are more credentials for which he 
doesn't want to reveal anything. 

An example will clarify this technique. Suppose 
that user i ' 'updates' ' his credentials in a number m 

5 (with signature) that he can write as m = Y"'s~Y2YsY1. 
He can then prove to an arbitrary organization l that 
he owns exactly credential types 2, 5 and 7, by 
proving knowledge of the v-th root modulo n of 
(m/ Pil)/(Y2Y5Y1 ). In the extreme situation where i does 

10 not mind about possibly revealing whether he has any 
other credentials and what they are, the length of the 
vector with respect to which he must perform the proof 
is minimal; the proof of knowledge of a representation 
degenerates to proving that he knows a v-th root (one 

15 can think of this in terms of a proof of knowledge 
with respect to (;v)). If he wants to prove that he 
owns a~ least credential of type 2, and does not want 
to reveal whether he owns any other credentials, then 
he must prove knowledge of a representation of 

20 (m/Pu)/Y2 with respect to (Y1,Y3 , ... ,Y1c). 

(3) A user can prove possession of certified 
information to any organization, regardless of whether 
he has a pseudonym with that organization. If i wants 

25 to be able to prove to anyone that he owns all 
credentials from a certain subset S of the numbers 
{ 1, ... , k}, then he must be able to prove knowledge of a 
representation of the quotient m/(TiieS Yi) with respect 
to a vector (Y, ... ;v) for which the following holds: 

30 any Yi with if. S for which he does not want to reveal 
whether he owns the corresponding type of credential ... 
doe~ appear in it. 
i~n any case. 

Note that Y and v must appear 'in 

I 

4.5 Some examples 

Next, some ex~ples are.described in detail to 
• l . 

illustrate .. 1)! techniques. Suppose that _. vector 
-------- . t~ 
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(Y17 ••• , Yk) is made publicly known (each l'i represents, 
say, credential type i) , as well as a number Y that 
serves as the ' 'basis' ' for pseudonyms. User i has a 
pseudonym Pi;= YUisj with organization i that he uses to 

5 do transactions with j. Since the pseudonym was 
obtained in the way described earlier in this section, 
j knows for sure that i knows a representation {Ui, s;) in 
Zv x z: of Pi; with respect to (Y; v) • 

At the start of his ''career'' i clearly does not 
10 yet have any credentials. Suppose that i by 

performing the restrictive blind signature protocol 
of, say, the flowchart in Figure 2 with organization j 
obtains a credential of type l; with m=Pij, the input 
to the protocol is mY1 • In the first line of Box 22 

15 of the flowchart of the protocol, i generates a number 
t E Z~ to blind mY1 to (mY1)t11

• Note that the number t 
was denqted by s in Box 22. If the output may only be 
used with one organization, then an organization can 
require i to show a signature on the product of his 

20 pseudonym with that organization with Y1 • To this end 
i will have to make a suitable choice for t in the 
restrictive blind signature protocol. 

In this way, after havinq taken part in this 
credential mechanism for a while, i might at a certain 

25 point in time have a number m with a corresponding 
signature such that he can write m as the product of 
powers YUiY1Y3Y5Y6 s11

• That is, he knows the 
representation (ui, l, 0, 1, 0, 1, 1, O, ... , O; s) of m with 
respect to (Y, Y11 ... , Y1c; v) • 

30 

/ 
/ 

If i may prove only to organization j that he has 
these credentials, it suffices that j verify that tqe 
sigm1ture corresponds to the product ~;Y1Y3Y5Y6 • • .! i should be able to prove that he has certaip 
credentials to any j with which he has a pseudonym Pij, 
use is made of the fact that i knows representations 
of m/P~ with re~pect to ~ectors· in which Y does not 
appear. To prqve for example that he owns credential 
type l with~~;lrevealing anything else, i mltst prove 

' j:,:T 
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knowledge of a representation of the quotient 
(m/P;.;)/Y1 with respect to (Y2 , ... 1 Y1c;v). In a similar 
way, to prove to j that he has credentials of types 1 
AND S AND 6 but does not want to reveal any more than 

5 that, it suffices for i to prove knowledge of a 
representation of the quotient (m/Pi;)/(Y1Y5Y,) with 
respect to (Y2, Y3 , Y4, Y1, ... , Y1c; v). 

If i should be-able to perform the proof to any 
organization, regardless of whether he has a pseudonym 

10 with that organization, then he must in the situation 
of the previous example prove knowledge of a 
representation of the quotient m/(Y1Y5Y6 ) with respect 
to (Y, Yi, Y3, Y4 , Y7 , ••• , Y1c; v). As explained earlier, if he 
does not mind about revealing additional information, 

15 it suffices that he prove knowledge of a 
representation of the number with respect to a shorter 
vector qontaining at least Y and v. 

20 

25 

30 

/ 
/ 

4.6 Bow many times may one show a credential? 
Three categories can be distinguished regarding the 
number of times one is allowed to show a certain type 
of credential without revealing ones identity. 

(1) Credentials that may be shown without restriction. 
This in fact has implicitly been assumed in all the 
previously discussed examples. The technique to 
realize this is to use the protocol of the first (or 
second) flowchart (Figure 2), without requiring the 
user to feed extra numbers to the hash-function in the 
sixth line of Box 22; that is·, the signature the user 
obta~ns corresponds to only one number A. If the ~ 
use,/ needs to prove knowledge of a representatioI]of 
A 'ith respect to a certain vector, he generates' a 
second number B in such a w~y that he knows a random 
representation of B with respect to the same vector. 
He then uses th~ two numbers A and B to perform the 

.1 

proof of kn?~dge described in the fourthlflowchart 
.,.~ 
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(Figure 5). As will be obvious to those of ordinary 
skill in the art, the more unpredictable the 
representation is that he knows of B, the better his 
privacy is guaranteed. so this depends on the quality 

5 of the method employed by the user's computing device 
to generate random numbers. 

Summarizing, for each proof that must be performed 
the user uses a new, randomly chosen number B of 
which he knows a representation with respect to the 

10 required vector. 

(2) Credentials that may be shown only once. A coin 
is a good example of such a credential. 

A simple measure can be taken if users are allowed 
15 to show such credentials to only one organization with 

which they have a pseudonym; it can then be required 
that organizations themselves keep track that 
credentials have not been shown before to them. An 

example of a system in which this measure is 
20 sufficient is the system for paying under pseudonym, 

which will be described at the end of this section. 
In general, this measure is insufficient. The 

general technique is the following: should a user 
show a credential more than once, at a central place 

25 (for example at the center) the number 'Ui of the user 
should be computable (and hence his identity), so that 
charges can be pressed. (Note that this in fact also 
means that not even the center should know t£i, in 
order to enable users to prove framing attempts. This 

30 .issue will be returned to in the next section, where 
in detail an off-line cash ;·s·ystem is described.) 

'Jo this end, in the second box of the first (or~ 
~/cond) flowchart the user is required to feed ;n 
extra number into the hash-function (sixth line of Box 

7 
22), so that the signature corresponds to both 
numbers. 

Suppose that A is the number in which the user 
updates h~1_#.edentials and that for sholiinq 

_:_L_5. 

/ 
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WO 95/04417 PCTINI.94/00179 

62 

possession of certain credentials he must be able to 
prove knowledge of a representation of A with respect 
to a certain vector, then in Box 22 he has to choose 
the number B such that he knows a randomly chosen 

5 representation of it with respect to the same vector. 
Using A and B he then performs the proof of knowledge 
of a representation described in the fourth flowchart 
(Figure 5). 

If the user at the time of taking part in the 
10 signature protocol does not yet know with respect to 

what vector of numbers, composed from the vector 
(Y11 ... ,Y1c;v), he will have to perform the proof, he can 
generate B in such a way that he knows a 
representation of B with respect to (Y1, ••• , Y1c; v); f rem 

15 this he can simply determine any representation of B 
with respect to a vector composed from the numbers in 
this vec;tor. 

Since the same B has to be used in each execution 
of the protocol for proving knowledge of a 

20 representation, showing the same credential twice (for 
different challenges) enables computation of ui from 
the two transcripts of the proof. 

(3) Credentials that may be shown k times. One can 
25 think of examples such as tickets for the subway and 

telephone cards: a ticket that can be used to travel 
by subway 15 times is a coupon that may be shown 15 
times. 

In the special case in which this kind of 
30 credential may only be shown to one organization, the 

'l 
/ 

same measure as in ( 2") suffi-Ces. ... 
IIll the general case of credentials that may be · 

s~rJn no more thank times, a simple modificatiOiljOf 
the general technique just described to deal with 
credentials that may be shown only once can be used. 
Namely, in the ~ixth lin~ of the_second box of the 
first (or seco~d) flowchart, the user in ad4ition -
' 'feeds' ' tq/Afie hash-function 1i k number I Bi, such 

'f~ 
- . ------- - -- ------ ----
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that he knows for each Bi a (randomly chosen) 
representation with respect to the same vector as the 
vector with respect to which he has to know a 
representation of A. 

s When the user performs the proof that A 
' 'contains ' ' certain credentials for the i-th time, he 
performs the protocol for proving knowledge (Figure S) 
of a representation using A and Bi. (This technique 
will be used in the off-line cash_system in the next 

10 section to create coins that may be spent k times.) 

15 

20 

25 

30 

/ 
/ 

4.7 Powers of base numbers as credentials 

Up to now, only the base number Yi represented a 
credential type. In the new mechanism it is very well 
possible to also make use of powers of the numbers Yi 
from the publicly known vector (Yi, ... , Y1c; v). Different 
powers of Yi can then for example represent different 
types of credentials, or more detailed specifications 
of credential type i. A special use for powers is to 
use them as ''counters.'' 

For instance, in the extreme case that one does 
never need to show more than just that one has one 
credential type from a set of k possible types of 
credentials, the center can suffice by making Y1 

publicly known instead of {Y11 ••• , Y1c). Credential type 
is then represented by Yf • If a user i for example 
wants to be able to prove to any organization j with 
which he has a pseudonym Pij that he has credential 
type 3 (so he knows how to write m as, say, 
m = yu•Yl sv) , then he. has to.- prove knowledge of the 
v-tp root modulo n of (m/ Pi;)Yl. .• 
~n general, both techniq~es (different Yi's and 

il)wers) can be combined very well, as will be I 
illustrated in various examples described shortly. 

··-·- ----·--------------
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4.8 Negative credentials, positive 
credentials 

Positive credentials are credentials that are in the 
user's interest to have, such as for instance a 
diploma. Neqative credentials are credentials that 
are not in his interest to show. Obviously a 
credential can be positive at one time and neqative at 
another, and this can vary per user. Perhaps a 
criminal record makes a qood impression in case one is 
interested in joininq a criminal orqanization. 

As before, suppose that m is a number in which user 
i collects (maintains) his credentials. For clarity 
it will be assumed that he should be able to prove 
possession of credentials to any orqanization, 
reqardless of whether he has a pseudonym with the 
orqanization. Those of ordinary skill in the art will 
be able to apply the technique also to the situations 
described previously. 

For a positive credential type j, represented by Y;, 
i must then prove knowledge of a representation of 
m/Y; with respect to a vector in which Y; does not 
appear. The same holds in qeneral for products and 
powers of Y; 's. If for example i wants to show that he 
has Yi1° AND Yl 0 AND Y6

3
, then he must prove knowledqe 

of a representation of m/(Yl°Yl°Yl) with respect to a 
vector in which none of the numbers Y1 , Y3 , Y6 appear. 
In case i cannot perform the proof, one can safely 
assume that i does not have at least one of these 
credentials. 

To prove that he does not pave a certain negative 
credential, correspondinq to Yi, i must prove knowledqe 
of a/representation with resprct to a vector in which 
Y; -~es not appear. If i wants to prove that he d6es 
not have any of the three credential types 
correspondinq to Y3 , Y5 , Y1 , then he must prove knowledqe 
of a representation of m·with respect to a ve~tor in 
which none of~}lese three numbers appears.~· If he I -.. . ... 

• £fi __ . 
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cannot perform this proof, one can safely assume that 
i at least owns one of these neqative credentials. 

Of course, a user could hide havinq a certain 
neqative credential by usinq a older version of m in 

s which the credential was not yet installed; to this 
end he of course must not have deleted previously the 
siqnature correspondinq to that older version of m. 
Such abuse can be prevented by for example providinq 
users with an additional, tamper-resistant computinq 

10 device. This issue will be returned shortly, and a 
detailed example will be qiven in the next section. 

15 

4.9 Proving linear relations between 

credentials 

Suppose that i collects credentials in a number m and 
he curr~ntly knows the representation 
(ui,a1,a2,a3,a4,. .. ; v) of m (so m is equal to the product 
Y"•Y~1 Y2112Y:3Y4114 • • • s11

), and he wants to prove for example 
20 that a2 modulo v equals 17a1 + 13 (but does not want to 

reveal the actual values of a1 and a2 ). Be must 
hereto prove knowledqe of a representation of the 
quotient m/Y/3 with respect to a vector in which the 

product Y1Y/7 appears. If he wants to be able to 

25 

30 

/ 
/ 

prove that, say, a1 + a2 modulo v equals a3 mod v, then 
he must know a representation of m with respect to a 
vector in which both the product (Y1Y3 ) and the product 
(Y2 Y3) appear. 

A final example will be given; this is believed to 
be sufficient for those of ordinary skill in the art 
to apply the technique to other equations. In order 
to bf! able to prove that 2a1 + 2a2 + 3a3 = a4 - 5 mod v, lie 
m~;. know a representation of m/Yi with respect 70 a 
vector in which all of the f ollowinq three products 
appear: (Y1Yl), (Y2Yl), (Y3Yl)· 

As will be obrious to those of ordinary skill in 
the art, in a similar way this technique can be 

1 

realized to .... ~ve any linear relation. 4 
.. r:t 
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Note that linear relations are being proven modulo 
v. Since v must be large (say 128 bits in ·practice), 
this means for practical purposes that one proves 
linear relations between integers, which is clear in 

s view of the fact that exponents only have a meaning 
modulo v; the Yi's are multiplied into m by the 
certifying party, and any powers of a number Yi will 
be very small in comparison with v. 

The technique in the next subsection is a special 
10 instance of the above technique. 

4.10 Proving possession of l out of k 
specified credentials 

15 Suppose one wants to prove having at his disposal at 
least l out of k specified credentials, corresponding 
to say (Ylt ... , Yk) • One must then prove knowledge of a 
representation of m/Y~ with respect to a vector in 
which each of the quotients Yi/Yk, Y2/Yk, ... , Yk-i/Yk 

20 appears. 
One is then actually proving that one can write m 

as the product Yf1 
• • • Y,:" · · · sv such that a1 + · · · ak equals l 

modulo v. If the values of ai' s can only be 1 or. 0, 
because certifying parties see to it that they do not 

25 multiply the same Yi twice into m, then the ability to 
perform the proof exactly proves that l out of the k 
numbers ai has the value 1, and the modulo v operator 
in fact does not matter. 

30 

I 

/ 
/ 

A special case of this technique is the 
''exclusive-or'' credential. With such a credential 
one proves that one has exactly one of two 
crecipntials. If these credentials correspond to fdr 
i~fance Y1 and Y2, one must ,hereto prove knowledpe of 
a representation of m/Y2 with respect to a vector 
containing the quotient Y1/Y2 • 

> 

11,· I ... , ~ 
"f:f 
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4.11 Credentials of which one does not want 
to reveal whether one has them 

The technique again seems best explained with a 
typical example. Suppose that i performs a proof for 
certain credentials ''contained'' in m, but in any 
case does not want to reveal whether he owns the 
credentials Y3 , Y41 Y5 • To this end, he must perform the 
proof of knowledge of a representation with respect to 
a vector in which each of the numbers Y3, Y4, Ys appears. 

If he only wants to keep secret whether he owns the 
ensemble Y3,Y4,Y5 , it suffices to provide the proof 
with respect to a vector in which the product Y3 Y4 Ys 
appears. 

It will be clear to those of ordinary skill in the 
art how to employ this technique to hide other 
credentials. In fact, various other situations in 
which tnis technique is used are described shortly. 

20 4.12 Extra security by means of a 
tamper-resistant computing device that 
is embedded within the computing device 
of the user 

25 In the credential mechanism known in the prior art, 
the computing device is completely under control of 
the user. The user can hence show credentials to any 
organization he wants, and perhaps even destroy 
negative credentials (such as a criminal record). By 

30 using an additional, tamper-resistant computing device 
that is ''embedded'' within ~he computing device of .. the ~ser (called a ''bank-module'' in the off-line· 
e~~tronic cash system described in the next J 
su'b~ection), the certifying parties can make sure that 
they have more control over the way users use their 
credentials. Th.is idea by itself is well-known in the 
art; however, no constructions have been proposed ~n 

1 

the prior a~t;;;tn conjunction with the cred6ntial 
. j:/' 
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mechanism known in the prior art. 
Using the new inventive concepts, such devices can 

be incorporated efficiently and securely. Hereto it 
must be taken care of that the knowledge of the 

5 representation that a user should know· of a number m 
on which he has a signature, is ''shared'' with the 
embedded module; only as an entity should the 
user-module and the embedded module know a 
representation of m. If the user wants to prove that 

10 he has certain credentials (for which a proof must be 
provided of knowledge of a representation of m with 
respect to a suitable vector), the proof must then 
necessarily be performed in cooperation with the 
embedded module. 

15 This can be realized for example in the following 
way. Each time a user proves something about his 
credent~als, ''contained'' in a number mas described 
before, the signature and possibly also m itself are 
''updated'' by means of a restrictive blind signature 

20 protocol. As will be appreciated, any restrictive 
blind signature protocol suitable for the first 
preferred embodiment can be used. In that case it 
suffices that the tamper-resistant computing device 
assist only once in performing the protocol for 

25 showing credentials contained in a number m with the 
same signature. For at least one of the numbers ai in 
the representation (a 11 ••• ,a1i:; s) of m it should be the 
case that the tamper-resistant computing device knows, 
say, oiEZv (this number should be unknown to the user) 

30 and the computing device of the user knows XiEZv, 
such that ai = Oi +Xi mod v. Pos.sibly also the knowledge 

... 
of s1can be shared. ' 
./s will be clear to those of ordinary skill in1the 

art, there are in fact two (extreme) ways in which the 
knowledge of a representation can be shared over two 
computing devic,s. The ~irst is that certain numbers 
are known onl~ to one of the devices, and the· others 
only to the ___ .. ~fier device. The second is 'Chat each 

·;-:t 
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number is taken as a sum (or product) of two numbers, 
and each of the computing devices knows exactly one of 
these two factors. These two ways can of course be 
used in combination. 

5 In general one should take m = m1m2 , where the 
tamper-resistant computing device is the only one to 
know a representation of m1 (however, it should not 
know m2 ). This would imply that the user by himself 
does not know a representation of m, and hence really 

10 needs the ~ssistance of the tamper-resistant computing 
device. 

This assistance can always be realized by the 
following technique. The tamper-resistant computing 
device proves to the user-module that it knows a 

15 representation of m1 , in such a way that the proof is 
split into two stages. The first transmission takes 
place quring the restrictive blind signature protocol, 
and the other two transmissions (challenge and 
corresponding responses) during the protocol in which 

20 the user proves to the organization knowledge of a 
certain representation of m. This new technique will 
be illustrated in detail in the example, pertaining to 
off-line electronic cash systems, described in the 
next section. 

25 As will be obvious to those of ordinary skill in 
the art, this technique can be trivially generalized 
for the case in which more than two computing devices 
are involved. 

30 4.13 Relations between credentials contained 

/ 
/ 

in distinct m.'s 
I 

~}teach category of credentials ''belonging togeyher'' 
is collected and maintained in its own number m;, one 
can still consider representations for different mi's 
with respect to the same vector (Y11 ••• , Y1v; v) • In doing 

~ 

so, it can be taken as a convention that only I say., Y1; 
. . . 

is distinc~r category of credentials. -~Yk in fact 
_. .,~ ----·---
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then indicates what category of credentials is 
involved. In performing a proof of knowledge of a 
representation with respect to a certain vector one 
should at the same time prove that the correct Yk is 

s involved. 
Suppose for example that one gathers his 

credentials related to chess in mi and credentials 
related to money in m2 • The exponent on Yi denotes 
ELO-rating in case of m1 , and the exponent on Yi in 

10 case of m2 denotes the hight of monthly income. 
Clearly it should not be possible that one can prove 
to the chess federation that one has an ELO-rating of 
2800 by using m2 (while 2800 would in fact be the 
monthly income). By seeing to it that for chess 

15 credentials one also has to show Yk1 , and for income 
credentials Yk2 , this is prevented. In order to show 
certain.credentials contained in m2 for chess purposes 
the user then has to prove knowledge of a 
representation of m2/Yk1 with respect to an 

20 appropriate vector, which he cannot do since he does 
not know a representation m2 with respect to a vector 
in which this number appears. 

Since the other Yi's are the same for both mi and 
m2, it is possible to prove relations between chess 

25 credentials and income credentials by using quotients 
or products of m1 and m2• For example a user may 
want to prove that his monthly income exceeds his 
ELO-rating by 500. ·As will be appreciated, one can 
apply all of the previously described techniques also 

30 to the quotient or product of various m's. This 
technique will be illustrated· shortly with an example • .. Irv the same way, different users can together prove 
th,!. the ensemble of their credentials meets cer;ain 
criteria, for example they can prove that as a group 
they have a certain credential. Furthermore OQe can 
allow for colleqtive pseudonyms, such that none of the 
individual par~ies knows a representation ~f the 
collective ~donym. A collective pseudofiym can for 

'f:/' 
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example be the product of individual pseudonyms. 
These techniques will be extensively illustrated in 

the subsection on off-line electronic cash systems. 
Again, the described techniques allow for many 

5 combinations which are believed to be obvious to those 
of ordinary skill in the art. 

10 

4.14 Further techniques for credentials in 
the new mechanism 

It will be clear to those of ordinary skill in the art 
that th_ere are a great many possible variations of the 
described techniques, without deviating in any way 
from the following nucleus of the inventive 

15 techniques: credentials of a user are represented by 
means of the representation the user knows of a 
certain ~umber (corresponding to which he has a 
digital signature) with respect to a certain vector. 
The function of the number for which he can perform 

20 the proof and the vector with respect to which he is 
able to perform the proof indicate what credentials he 
owns or certain relations between them. 

To illustrate the point, several of such variations 
will now be described. 

25 A specially appointed number Yk can for instance 

30 

/ 
/ 

perform the role of a counter for the number of 
credentials in m, or an expiration date. This ca:::1 be 
realized because the center (which after all computes 
the signatures, at the request of organizations) in 
its role of certifying party can multiply each number 
that it is requested to sign: by a number Yk (or a 
powei thereof} before computing the signature. ... 

_1;/i organization can also divide out a credentia} 
( dC°~troying the credential) • This can be used for 
example to prevent the length of the representation 
from growing all the time. Suppose that i can write 
the number m as" Yi&>Y1Y3Y5l"6s11

, and a certain 
J • 

organizatio~~~ly provides credential type-17 if one 
_____ ...:.1.! ... 
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has credential types 1 and 5 but not 2. User i will 
then first have to prove to the organization that he 
meets this requirement, i.e. that he owns credential 
types 1 and 5 but not 2. This can be done with the 

5 techniques described before; the organization engages 
in a restrictive blind signature protocol where 
mY7/(Y1Y5) is taken as input. The output will then be 
m' = Y"'Y3Y6Y7t" for a certain number t E z;. The user 
can henceforth suffice by proving that he has 

10 credential type 7, since this implies that he has 
credential types 1 and 5 but not 2. In this way one 
can realize ''summarizing'' credentials. 

One can prove possession of for example credential 
type k OR l by proving knowledge of a representation 

15 with respect to at least one of two different vectors, 
without revealing with respect to which of the two 
vectors ,one knows the representation. 

An additional advantage of gathering credentials in 
one number m (with signature) is that positive and 

20 negative credentials are all linked to one another. 
As noted before, a potential danger is that users who 
do not want to show negative credentials will try to 
make use of an earlier version of m (with 
corresponding signature). By letting the 

25 tamper-resistant computing device control a part of 
the representation of m (that is, the user-module by 
itself does not know a representation with respect to 
the required vector), and letting it assist only once 
per signature with the proof of knowledge of a 

30 representation of m (as explained earlier), the 
problem is solved to a big extent. Namely, in case a 

.... 
us:~wants to use an earlier version of a number m'in 
w~jFh a certain negative credential was not yet I 
installed, he cannot perform the proof of knowledge of 
a representation since the tamper-resistant device 
will not cooper~te. Sin7e positive and negative 
credentials are linked to one another within m, this 

l . 

also means~ he will no longer be able·"io show his 
. F.f -·-· ... --·- -- - -
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other credentials, including the positive ones. The 
user will hence have to be able to extract the memory 
contents of the tamper-resistant computing device in 
order to cheat in this way. Breaking the 

5 tamper-resistance by itself should be a very difficult 
task. By requiring that each signature is on a pair 
(m,B) instead of just on m, the number m can only be 
used once, as explained before. Using it twice in a 
proof reveals the identity of the user. In this way 

10 it is ensured that even if the user would be able to 
extract the contents of the tamper-resistant device, 
he will still be identified after the fact if he 
performs the proof for the same m. Obviously the 
center must hereto store all numbers m for which 

15 proofs have been given, and the proofs that users give 
to organizations must be of the ''signed proof'' type. 
The cas~ system described in the next section 
extensively makes use of this technique. 

Another remark pertains to the power of the center, 
20 which indirectly does all the certification. (As 

explained, there is actually just one certifying 
party: if an organization wants to have a number /(m) 
certified for a certain user, it requests the center 
to do so.) To prevent the center from knowing what it 

25 certifies, the organization can have f(m)rv certified, 
where r E Z~ is some random number. In the third box 
of, say, the flowchart of Figure 2 the organization 
then receives a number b of the center, from which it 
first ' 'strips' ' re mod n (in the case of Figure 2: a 

30 similar thing holds when any other restrictive blind 
signature protocol suitable:for the second preferred 
embc¥iiment is used) before sending it on to the usir. 
F~hermore, in Figures 2 and 3 signatures can b7 
forged on arbitrary numbers, although one will not 

7 
know a representation of these numbers. In this way 
an organizatio~can eve~hide how many certifications 
are actually ~erformed: the organization c~n offer.a .I 

''dwmny'' ~~er m for certification to tlie center, 
. F.!' 
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even if the center always wants to receive in addition 
a correspondinq siqnature (since the orqanization is 
not supposed to know a representation of m). Another 
measure is to use a ''threshold'' scheme to ensure 

5 that at least l out of k computing devices have to 
cooperate in order to perform the role of P in the 
restrictive blind siqnature protocol; in that way the 
power of the center can be decentralized. 

A user may not just use as pseudonyms numbers Y1"sj 
10 for the same Y, but also for different Y's, and there 

can be many distinct centers that each certify 
different cateqories of credentials; each center 
should then use a different modulus n. 

As will be appreciated, all described techniques 
15 can be effortlessly combined. Various examples of 

this have already been described, and others will be 
describ~d shortly. It is believed that it is an 
obvious matter for those of ordinary skill in the art 
to use the new techniques in various combinations by 

20 studying the descriptions in this application. 

25 

30 

4.15 Implementation 

Some remarks concerninq efficiency of implementation 
are in order. In the computing device of the user the 
numbers Y, {Y1, ••• , Y1c : v) , X and n have to be stored in 
non-volatile memory. However, the center can generate 
these numbers for example according to the recursion 
Yi+1 =!(Yi) for some simple, publicly known function f 
(with Y = Y0 ) and randomly chosen Y0 • For instance, 
Yi+1 = Yi + 1 mod n. In that ca!;le, the user-module need 
only 1store (n, v, X, Y). Clearly, taking X to be equa! 
to J'4:+11 storage of X can als,o be prevented. . 

··4'o maintain credentials not much dynamic stora~e is 
required: only the representation that one knows of 
m must be stored (and of course the signature 
received last). 

1 . 

In the r~~~~ctive blind siqnature protcx:ols 
. f .T .. -··--· .. 

in 
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each of the described flowcharts (Figures 2, 3 and 4), 
the need for the first transmission (specified in the 
first box) can be prevented. To this end, the 
certifying party provides the user with a number 411 

5 and it is agreed that, say, Cli = Cli-1 + 1 mod n will be 
used as the number 4 in first box of the i-th 
execution of the protocol between the two parties. 
Clearly in a system where the certifying party 
performs the protocol with many users, care has to be 

10 taken that in the first box the same number 4 is not 
used in more than one execution of the protocol. When 
user j first ''registers,'' the certifying party can 
provide him hereto with for example the number 
4i,; = 41.;-i + 107 mod n, and agree that in the i-th 

15 execution of the protocol with j, in the first box the 
number 4i.; = 4i-1.; + 1 mod n will be used. Assuming that 
no user.will execute the protocol more than 107 times, 
it can never happen that the same number 4 is used 
twice in Step 1 of different executions of the 

20 protocol. (This measure can even be taken for each 
different pseudonym P~, rather than only for different 
users). As will be obvious to those of ordinary skill 
in the art, various other recursive relations can be 
used as well instead of those described here. 

25 In the next two subsections several systems will be 

30 

described by way of illustrating the techniques. In 
the next section an application of specific interest 
will be described in great detail. 

4.16 An example 

Supppse that a number m (with corresponding ~ 

7 
sigl'\ature) is used to mainta~n credentials relating to 
trf: game of chess; other categories of credentiafs are 
maintained in different m's. The center in this case 
might be the national chess confederation. 
Organizations a~e committees of tournaments, of ch~ss / 

clubs, spo~'1.}s, issuers of chess magazineiS etcetera • 
. t:f' 
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The national chess confederation has made publicly 
known a vector (Y1, ••• , Y5 ; v) , in addition to the 
information needed to verify the restrictive blind 
signatures and Y. 

Credential Y1 denotes whether one plays chess. More 
specifically, an exponent on Y1 denotes ones 
ELO-rating. 

The exponent on Y2 denotes how many games one has 
won in the past year, and that on Y3 how many games 

10 were lost. 
Credential Y4 is somewhat more complicated; it 

denotes that one has taken part in the national chess 
championship, and the exponent denotes what ranking 
one achieved in which edition of the national 

15 championship. Supposing that one can only end up in 
one of the positions 1 up to and including 9, the 
follow~ng encoding is used. If in the i-th edition of 
the national championship one ended in position j then 
this is represented by j·lOi. (Hence, a zero denotes 

20 that one did not participate.) By expanding in radix 
10 (in general a suitable radix; if there are d 
possible positions, radix d+ 1 is used) each possible 
history can be uniquely represented by one positive 
integer. 

25 

30 

/ 
/ 

Finally, credential Y5 denotes whether one has ever 
maltreated an opponent. 

Suppose that a chess player i has a number mi (with 
signature) that he can write as Y"'Y1

2350Yl50Y3
10Yl400sv. 

That is, he knows the representation 
(?Li, 2350, 150, 10, 2400, 0; s) of mi. This means that i has 
an ELO-rating of 2350, has won 150 times and lost 10 

• ti~s in the past year, ended in fourth place in the 
~~rd edition of the national championship and ip 
second place in the succeeding edition, and has never 
maltreated an opponent. 

Suppose i on~y wants ~o prove that the number of 
games he won ~s 15 times the number of games .he lost, 
without re~;_tiing the respective numbers/ and that he 

.' 1' .f' 
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ended in fourth position in the third edition and 
second in the fourth edition of the national 
championship, but has never maltreated an opponent. 
He does not want to reveal any information about his 

5 ELO-rating. He should be able to perform the proof to 
any chess organization j with which he has a pseudonym 
Pi;. 

To this end, i shows a signature on mi and proves 
knowledge of a representation of the quotient 

10 (mi/Pi;)/Yl 400 with respect to (Y17 Yl5Y3 ; v) (using for 
instance the protocol depicted in figure 5). 

15 

20 

25 

30 

Suppose now that i participates in the fifth issue 
of the national championship, looses all 16 games, and 
is so frustrated that he maltreats the champion. 
Suppose furthermore that, as a consequence of this 
result, his ELO-rating drops by 250 points. The 
followin~ credentials should then be updated in mi: 
ELO-rating minus 250, 16 games lost, ended in 9th 
position in the fifth edition of the national 
championship, maltreated an opponent. To this end, 
the organizing committee uses as the input to the 
restrictive blind signature protocol miY1-

250Yf6Y4
90000Y5 • 

The number mi will be transformed by i by means of the 
protocol to an output (that will for simplicity still 
be denoted by mi) mi= Y"•Y/ 100Yl50Yl6Yl2400Y5tv with a new 
signature. 

Now suppose another chess player k has a number m1c 

of the form Y".,Y1
2500Y5 with a signature. In order to 

show that their average ELO-rating is exactly 2300, to 
any organization, i and k have to prove that they 
together know a representation of (m1cmi)/Y1

4600 with ... 
respftCt to (Y, Y2 , Y3, Y4 , Y5 ; v). If on the other hand they 
ar1f>nly supposed to prove t~is to an organizatio9 j 
at.which they both have a pseudonym, (or one 
collective pseudonym), then they have to prove that 
together they know a representation of 

' . 
(m1cmi/(Pi;P1c;))/Y1

4600 with respect to (Y2, Y3, Y4, Ys; v) ( Pi;P1c; 
l . 

can be the ~?.J~¥ective pseudonym). In both-leases they 
'f< 
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have at their disposal two techniques: firstly, they 
can perform the proof in such a way that one of them 
will not know what the other is actually provinq (the 
protocol is then as in the situation with the 

s additional, tamper-resistant computinq device). 
Secondly, they can perform the proof in such a way 
that it does not matter whether they will know what 
the other is provinq. In the second case it is 
required that i and k combine in each step the numbers 

10 they would actually have sent were they to qive the 
proof on their own. This protocol has been described 
after the description of the fourth flowchart (Figure 
5) • 

15 4.17 A second example: off-line payments 

under pseudonym 

To further illustrate the described techniques, a 
secure and highly efficient off-line cash system is 

20 described here. In this system users are assumed to 
have a different pseudonym with each organization to 
which they want to be able to pay. A more complex 
off-line cash system is described in the next section. 

For clarity it will be assumed that coins of only 
25 one denomination are issued. Although this system is 

referred to as a cash system, and the one-show 
credentials as coins, clearly the one-show credentials 
miqht as well be coupons, or any other type of 
credential that may only be used once. 

30 

7 
/ 

Set-up. In the set-up of the ·system user i opens an. .. 
accoant at the bank. 
g~lrates a number ui 

the bank will be Y~, 
by mi• 

To this end he (or the bank) • 
in Zv • ' His ' 'pseudonym' ' wjj:.h 

,. 

and this number will be denoted 

User i then p~rforms the validation protocol with . . 
the bank (see ~he flowchart of Figure 6), sµch as to 
obtain pseu~ Pi;= yu•sj for use with org"inization j • 

.. Tl' .. 
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This protocol is repeated as many times as i requires 
pseudonyms for use with organization. In case i wants 
to use pseudonym Pij with organization j, he not only 
shows ~; and the signature to j but also has to prove 

s knowledge of a representation of Pij with respect to 
(Y; v) (using the protocol of Figure 5). If j accepts, 
it contacts the bank to verify that the pseudonym is 
not already in use. If this also holds, then j 
registers the number as a pseudonym. 

10 

Withdrawal of a coin. To this end, i and the bank 
perform the protocol of the first or second flowchart, 
using 771.i as the input. At this moment i must already 
know at what organization he will spend the coin. 

15 Assuming he intends to spend it at j, he transforms mi 

to a signature (d,Y) on Pij by means of the protocol; 
to this.end he uses in the first line of the second 
box the number s;. 

20 Paying with a coin. User i sends the signature (d,Y) 
on Pi; to j. Organization j accepts this information 
as a means of payment if it is a signature on Pij and 
the signature has not been received before. (Notice 
that there are a great many signatures corresponding 

25 to one pseudonym, and that the user can hence see to 
it in the withdrawal protocol that he will receive a 
different one each time.) The signature is then 
stored by j in a database with a reference to 
pseudonym Pi; • 

30 

Crediting the account of the.organization. After some .. 
time j can send the set of received signatures · 

7 
c_{responding to Pi; to the bank. The bank verif j;es 
all the signatures and verifies that there are no 
duplicates among them or signatures that have been 
''deposited'' ~arlier. If this holds, then the bank 
credits the a9count of j. / 

.1// 
1' .... "· ···-· 
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Remarks. In order to realize the issuinq of coins of 
various denominations (in qeneral, one-show 
credentials of distinct types) the bank can make 
publicly known a vector (Yi, ... , Yk), where Yi denotes 

5 denomination type l. In case user i wants to withdraw 
a coin of type l, the number TniYi will be taken as 
input. In the payment ''protocol'' organization i 
then verifies that the received information is a 
signature on Pi;Yi. 

10 Another technique is to represent the denomination 
type using an exponent on only one publicly known 
number Y1 • To withdraw type k the input to the 
protocol will be miY1k. In the payment protocol i 
verifies that the received information is a signature 

15 of the bank on Pi; Y1k • 

In the next section a more complex type of cash 
system is described, in which a user can pay anywhere, 
regardless of whether he.has a pseudonym with the 
payee. The system described above, in which users can 

20 only pay under one pseudonym, is much simpler because 
organizations can themselves verify whether a coin has 
already been spent before. For this reason, sendinq 
the siqnature is the only requirement to pay 
(challenqe and response are not needed). 

25 

30 

/ 
/ 

5 Off-line electronic cash system 

The off-line cash system that will now be described is 
the most complete example qiven in this application to 
illustrate the powerful techn_iques for 
privacy-protected tra"nsfer o"f certified informatio~. 
ManJ'of the techniques described before are 
i~strated once more in great detail with this / 
system. 

In the description the restrictive blind signature 
protocol from the first flowchart (Fiqure 2) will be 
used. As wi;L~-' be obvious to those of ordi!lary skill 
in the art,..l~y other restrictive blind sfqnature 

. --------· --------- . T.f" 
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protocol can be substituted instead (for example one 
of the other protocols described in this application). 
All protocols in that case require merely some minor 
modifications, depending only on the specific relation 

5 that is conserved in the representations known of 
input and output. 

10 

15 

20 

5. 1 Basic system 

Set-up of the system. Before the system can be put to 
use, B generates the following numbers: 

1 • Two large prime numbers p, q. The product n of p 

and q is made publicly known by 8. Suitable 
choices for p,q are well-known in the art. 

2. A large prime number v, co-prime to cp(n). B 
comp~tes v-1 mod ..\(n). This number will henceforth 
be denoted by l/v. As is well-known in the art, 
the function cp is the Euler phi-function, and ..\ is 
the Carmichael function. 

3. Two different numbers X, Y E Z~, pref er ably of 
order ..\( n) • 

In practice n is often taken to be at least 512 bits, 
25 and v for example 128 bits. The requirement that v be 

a prime number is not necessary though it seems 
preferable in this particular system. It will be 
obvious to those of ordinary skill in the art how to 
make the necessary adaptations in case a composite v 

30 is used. 
B also chooses two ''collision-free'' hash 

.. 

f unctLons 1i and 11.0 • Here, 1i maps an argument 
co~l-sting of three numbers ia z; to Zv and, for J 
example, 'H.0 maps an argument consisting of a vector of 
four numbers from Z~ x Z~ x SHOP-ID x DATE/TIME to Zv. 
The function 1i i,s used a~ detailed in the description 
of the first fl,owchart (Figure 2), with the . 
distinction .~i the signature will correspfJnd to a 

____ '_._f:; 
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pair of numbers, by letting 'R, feed an extra number in 
the sixth line to 1t. This usage has been explained 
after the description of the first flowchart. 

The function 1t0 specifies in what way the shop in 

5 the payment protocol must generate the challenge. The 
above specified format of 1t0 assumes that each shop S 
has a unique identification number ls that should be 
known at least to S itself and to B. It might for 
example be the account number of S at B. In that 

10 case, SHOP-ID denotes the set of all possible account 
numbers of shops. The set DATE/TIME consists of 
numbers that represent a date and time; in the payment 
transaction S must choose from this set the number 
that represents date and time of the transaction. As 

15 will be clear to those of ordinary skill in the art, 
this format for 1t0 is only exemplary; other formats 
can be used instead (for example, S can feed a 
randomly chosen number, possibly in addition, to 1t0 ; 

also, the signature of U might be taken as part of 

20 the argument), although to prevent forgery of payment 
transcripts at least A and B should both be in the 
argument. 

25 

B makes (X, Y, v, n) and the description of 1t, 1t0 

publicly known. 
secret key of B. 

The prime factorization of n is the 
It is noted that in the basic system 

and the first extension (additional, tamper-resistant 
computing devices) B in principle need only know Xl/v 

and yi/v as the secret key in order to properly 
perform the protocols. The way this can be realized 

30 has already been indicated after the description of 
the first flowchart. 

A pi qi tal s iqnature of B on a pair (A, B) in z; x ~ 
c~'P_ists of a pair (c, b) in Zv.x z; such that the 
verification relation c = 1t(A, B,bv(XA)-c) holds. (~s 
explained in the description of the first flowchart, 
this is equival~nt to using (a,b) as the signature.) 

B also arranges a database for its own use to store 
l . . 

relevant iz:~ation related to the accouH1l:. holders 
'f .f' 
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(such as identity-related information in the form of 
name, address etcetera}, and a database to store the 
relevant parts ·of the information sent by shops to B 
in the deposit protocol. 

5 Clearly, the publicly known information will be 
incorporated into the software of the computing 
devices of the account holders (or in the hardware, 
for example in ROM). 

10 Opening an account with B. In order to open an · · 
account with B, U must first identify himself (using 
for example a passport}. B registers the 
identity-related information (such as name and 
address) together with a number ui in Zv. B chooses 

15 this number such that it is different for each account 
holder. If U cheats by spending the same coin 
various.times, B will be able to compute 'Ui· Since it 
is registered in this stage, B then knows that U was 
the double-spender, and can hence press c~arges. The 

20 number yu, will hence£ orth be denoted by m. 

~he withdrawal protocol. Turning now to Figure 7, the 
flowchart for the withdrawal protocol between U and B 
for a coin will now be described in detail. 

25 Box 71 shows B generating a random number a E'R. Z~, 

30 

7 
/ 

which it then sends to U. 
Box 72 is almost the same as Box 22. The only 

distinction is that the number m' is here denoted by 
A, and an additional number B is generated. This is 
done by generating two additional random numbers, as 
specified in the third, fourth and fifth lines. This 
n~r is also included in the argument to 'Ji. 
~~erence is made to Box 22 ~or the other action5 
taken by U. Note that the blinded challenge c is 
to B. 

Box 73 is the same as Box 23. Likewise, the 
~ 

/' 

sent 

actions taken by U in Box 74 are the same as those 
' taken by 'R.,.'Y/Box 24. -I 

'£"!#'. 
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Not displayed is that B debits the account of U 
with the value of the withdraWn coin. This can take 
place at any time, independent of the actions in the 
flowchart. 

5 If both parties followed the protocol as specified 

10 

by the flowchart, U now has at his disposal five 
numbers (s,x 1,x2 ,c',b') such that (c',b') is a signature on 
(A,B), where A is equal to Y"isv and B is equal to 
y=ix~. 

~he payment protocol. Turning now to Figure 8, the 
flowchart for the payment protocol between U and S is 
described in detail. 

Box 81 shows U sending (A, B) and the signature 
15 (c', b'), obtained i_n the withdrawal protocol, to S. 

Box 82 indicates that S computes the challenge d as 
the image. of (A,B,ls 1 date/time) under the hash-function 
1-l0 , where date/time is the number that represents date 
and time of the transaction. 

20 The first two lines of Box 83 specify how U 
computes the two responses r 1 and r 2 • U sends these 
responses to S. 

The first line of Box 84 shows S testing the 
correctness of the signature sent in Box 81 by U. 

25 The next line specifies how S tests whether the 
responses sent by U in Box 83 are correct. 

30 

As will be appreciated, U can compute the challenge 
d in Step 2 himself if he has access to a clock, and 
can ' ' look up' ' ls of S himself. 

~he deposit protocol. Next, the deposit protocol will 
be deflcribed. Since there is no interaction needed, ... a 
f ig_j/e has been omitted. . i 

For example at the end of the day S sends the 35/ ''payment transcript,'' consisting of 
. {(A,B),(c',b'),(r1,r2)),and date!time of the transaction, to 

/ B. 
' 

B · searche~l~ database in order to detelftnine 
_15 -···· 
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whether A has been deposited before by a shop. Two 
cases can be distinguished: 

1. A is not yet in the database. In that case B 
computes the number d by using ls of S and the 
provided number date/time of the transaction. 8 
then verifies whether d is equal to 
1i(A, B, (b')v(X A)-c:') and Y"1r2 is equal to Ad B. If 
both verifications hold, B stores the vector 
(A,d,r1 ) in the database and credits the account of 
S with the value of the coin in question. 

2. A is already stored in the database. In that 
case a fraud has taken place. If the information 
that is already stored was also provided by S, 
and date/time is equal to that of the newly 
provided payment transcript, then S is trying to 
get .credited twice for the same transcript. If 
this is not the case, then 8 computes the number 
d, and verifies the two verification relations as 
in the first case. 

If both verifications hold, an account holder must 
have paid (at least) twice with the same coin. 8 
then has at· its disposal (d, ri) from the newly 
presented payment transcript, and (d', rD which is 
already stored. The number (r1 - r'1)/(d - d') mod v must 
then be the exponent ui of the accou.1t holder U 
that double-spent. Hence B can determine the 
identity of the cheater and take appropriate 
actions. 

Remarks. It will be appreci~ted by those of ordinafy 
ski}~ in the art that the flowcharts can be modified 
in,iVarious ways, without needing to deviate from,,the 
use of the inventive concept of restrictive blind 
signatures in combination with knowledge of 
representations~ For exilltlple, it is well-known that 
one can also use ''blank'' coins. These do not have a 
fixed value/~~e computing device of the Iser, or a 

.,~ 
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part of it, is made tamper-resistant so as to prevent 
access to memory. A counter in the computinq device 
then keeps track of the amount of money for which the 
user spends the blank coin. Withdrawinq money and 
spendinq then simply consists of updatinq the counter. 
In case the user tampers with the counter, he still 
cannot spend the same money many times without beinq 
identified afterwards. 

One can employ various of the techniques described 
earlier in the cash system. For instance, instead of 
m = YUi the number m = Y"'Yf can be used as input to the 
withdrawal protocol. The number t can in that case 
represent for example a specific month in which the 
coin may be spent. The rest of the protocol remains 
the same. In order to pay in a certain month 
represented by the number t', U must perform the same 
proof in the payment protocol as described above, only 
now usinq the quotient m/Yf instead of m (he in fact 
is then provinq that he has a credential correspondinq 
to Yf). Another possibility is that t represents the 
value of the coin. In this way, as in the qeneral 
credential mechanism, various Yi's and powers thereof 
can be multiplied by YUi by the bank and then taken as 

. input to the withdrawal protocol. 
In practical implementations one will often want to 

use pseudo-random numbers instead of ''truly random'' 
numbers. For example, U uses a linear congruential 
generator with modulus v and unknown parameters, and B 
uses a cryptoqraphically stronq qenerator, possibly 
mixed (bitwise exclusive-or) with the output of e.q. a 
noise qenerator. . 

Npte that throuqhout the protocols 1-f.(B) can be used 
~~tead of B, for a suitable hash-function 1f. . 
(possibly the same hash-function as the one that

1 
is 

already used) • 
the number 1-f.(B) .. 
hash-function. 
the imaqe ot ~ .• )'if 

.' f:f 

In the withdrawal protocol in Box 72 
is then fed as an arqument to the 
In the payment protocol U then se~ds 

under 1f. instead of B i tsel.."f, and S 

lii1ii1nr 
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verifies that d equals ?i(A, 1i(B), (b')"(X Ate') and 
1i(Yr1r2A-d) equals ?i(B). 

Furthermore (although it is not so.clear any more 
that this should be secure) the two verification 
relations that have to be verified by S in the payment 
protocol can be combined into one by substituting one 
of the relations into the other. 

In a practical implementation the efficiency can·be 
increased by not, only occasionally, or only 

10 afterwards lettinq the user check the verification 
relation in Step 3 of the withdrawal protocol. 
Likewise, the bank can perform the search throuqh its 
database to detect double~spending and the test for 
double-spending only occasionally instead of doinq 

15 this at the very moment the payment transcript is 
received. 

Final~y, as noted in the previous section, the bank 
can aqree with U on a number a0 when U opens his 
account; in the i-th execution of the withdrawal 

20 protocol with U, say, a = a0 + i mod n will be used 
instead of a randomly chosen a. The withdrawal 
protocol then only requires two steps. 

As will be obvious to those of ordinary skill in 
the art, this system can be implemented such that the 

25 privacy of payments is optional. That is, in case B 
wants to ''turn off'' the privacy, all the blindinq 
factors are set to fixed values (preferably the 
numbers in Z~ are set to 1, and those in Zv to z~ro). 
Since the bank can in that case compute them, there 

30 

/ 
/ 

need be no interaction in the withdrawal protocol. 
Clearly all these remarks :also apply to all the 

extepsions that will be described • 

. / 

1 

i'I 
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5.2 Extension: additional bank-module that 

is embedded in the computing device of 

the user 

A possible disadvantaqe of the basic system is that B 

will only afterwards find out that a coin has been 

double-spent. It is well-known in the art that B can 

make double-spendinq a priori infeasible. To this end 

each account holder with B will receive a so-called 

bank-module that is tamper-resistant. The bank-module 

is a computinq device with its own memory (such as a 
smart card), just like the computinq device of the 

user. Because of its tamper-resistance, contrary to 

the user's own computinq device the contents of the 

15 bank-module cannot be studied and/or copied. It is 
then seen to it that the computinq device of the user 

can only perform transactions in cooperation with the . 
bank-module. This offers prior restraint of 
double-spendinq of coins, since the bank-module does 

20 not cooperate in double-spendinq. 
It is known in the art that the bank-module must be 

''embedded'' within the computinq device of the user 
in order to quarantee his privacy. Various criteria 

are known that must be met by the protocols in order 

25 to guarantee various qradations in privacy. The 
extension is described here under the most strinqent 
of all requirements for privacy, and such that even if 

the tamper-resistance of the bank-module is broken 8 

can still identify a double-spender afterwards (as 

30 before). That is, there is a ''safety net'' in case 
the tamper-resistance of the.bank-module is broken. 

As yill be appreciated by those of ordinary skill !n 
tyart, such a system is not known in the prior art • 
. Obviously, if one is content with weaker ! 

/ 
/ 

requirements then there are many modi=ications 
possible, without deviatinq from the essential 

~ 

techniques. Such modifications are believed to be 
J 

easily der~~e from the detailed descriptions and 
'T:f 
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the many examples in the present application by those 
of ordinary skill in the art. 

Set-up of the system. This is the same as in the 
basic system. 

Opening an account with B. First, U and B perform the 
procedure described in the basic system for opening an 
account. 8 then gives a bank-module 0 to U. 0 has 
stored in its memory (e.g. in ROM) a number 01 in z; 
that 8 has chosen at random. B does not reveal this 
number to U. 

8 does reveal the number o~ to U; this number will 
be denoted by Ao. The number yu• Ao will perform the 
role played by Y"' in the basic system. As before, yui 
will be denoted by m. One can in fact think of mAo 
as the collective pseudonym of 0 and U with 8 . . 
The withdrawal protocol. Turning now to Figure 9, the 
flowchart for the withdrawal protocol of a coin 
between U, assisted by 0, and 8 is described in 
detail. 

Box 91 shows 0 generating a random number 02 in z;, 
and computing the v-th power modulo n of it. 0 then 
sends this number, which will be denoted by Bo, to U. 
It is noted that 0 can perform this step at any time 
before it is needed in Box 93. 

Box 92 is the same as Box 71. 
Box 93 is similar to Box 72. The second line shows 

that the input to the protocol is the product of m 
and Ao, and it is blinded QY U as in Box 72. The 
nex~ three lines specify how U must compute B. Tae 
d~ference with Box 72 is t~at U must multiply the 
If~ers Ao and B0 into it; as will be appreciat,d, 
otherwise the assistance of 0 in the payment protocol 
will not help U in computing the responses expected •.. ~ 

by S. The remaining lines specify how the number a 
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must be blinded, and the construction of d and c. 
Finally, U sends the blinded challenqe c to 8. 

Box 94 is the similar to Box 73, the distinction 
beinq that in the assiqnment in the first line the 

5 product of Ao with m is used, instead of only the 
number m. 

Box 95 shows similar to Box 74, the distinction 
beinq the same as in Box 94. 

Not displayed is that B debits the account of U 

10 with the value of the withdrawn coin. 

The payment protocol. Turning now to Fiqure 10, the 
flowchart for the payment protocol between U, 
assisted by 0, and S is now described in detail. 

15 Box 101 shows U sending (A,B) and the signature to 
S. It is the same as Box 81. 

Box 102 shows S computinq a challenge d as the 
image of' (A, B, ls, date/time) under 'H.0 • S sends this 
number to U. It is the same as Box 82. 

20 Box 103 indicates how U blinds d to a number d' by 

,,. 

adding modulo v a number generated in Box 93 to it. 
This blinded challenge is sent to 0. 

Box 104 specifies that 0 verifies whether it has 
helped before in spending the particular coin. The 

25 box shows that this is done by 0 by verifying whether 
02 is still stored in its memory. As will be obvious 
to those of ordinary skill in the art, 0 does not 
actually need to erase o2 once used. The second line 
shows 0 computing a response r'1 to challenge d', which 

30 it sends to U. 0 then erases o2 f rem memory, or at 
least sets a flaq indicating:that it has assisted once 
in sppnding the coin. ~ 

B~ 105 is similar to Box 83. The first line oj 
Bolt'105 shows U testinq the response of 0. If the 
response of 0 is correct, U computes the two 
responses r 1 and r 2 in the manner specified by the 
second and third lines, corresponding to d and 

l 

expected by ,§~;1 Note that the first response is 
--------- 'f.1' 

ii1ii1iii1ii or 
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computed in the same way as in Box 83, but to compute 
the second response U must now also make use of the 
response just sent by 0. U then sends the two 
responses to S. 

Box 106 indicates that S tests the validity of the 
signature and the responses. It is the same as Box 
84. 

As in the basic system, U can compute the challenge 
d in Box 102 himself if he has access to date/time and 
ls. 

The deposit protocol. This is similar to the 
procedure described in the basic system. In case B 

finds out that a coin has been double-spent (and hence 

15 the double-spender must have been able to break the 
tamper-resistance of his bank-module), then B can 
compute the account number ui of the double-spender as 
before, and hence his identity. 

20 5. 3 Extension: Coins that may be spent 

25 

30 

/ 
/ 

multiple times 

The basic system uses credentials that may be shown 
only once. As described earlier, one can also use 
credentials that may be shown k times. In the ninth 
line of Box 72 of the withdrawal protocol for the 
basic system, U then should not feed one additional 
number, B, to 'H. 0 , but k numbers B1 , ... , B1c. These 
numbers are chosen by B such that he knows for each Bi 

a pair (xi11Xi2) in Zv x z; such that Bi is equal to 

: 
In1 the payment protocol U must send in Box 81 al2 

Bi' tf along. For the i-th paYIJlent U sends in Box 83 
thf numbers ri1 = dui +Xii mod v and ri2 = yctut+=01 div11 sctxi2 

1to 

S. The value of i should be clear from the payment 
transcript, and can hereto for example be required to 
be used as an argument of 1-£0 • (Of course one can ~ay 

with variou~~~ch ''unities'' in one paym~~t.) 

'T~ 
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If B ever fifids out that a coin has been spent k + 1 
times, then he can compute from two distinct pairs 
(ril, ri2 ) and (r~1 , r~2 ) and the correspondinq challenges d 

and d', contained in a payment transcript that has 
been performed necessarily at least twice for the same 
Bi, the number Ui of the double-spender as in the basic 
system. 

A way to reduce the number of bits that has to be 
sent in Box 81 for the payment protocol has already 
been described: instead of using Bi, one can use 'H.(Bi) 
for some suitable choice of 'H.. That means that the 
hash-values of the Bi's are used as argument to the 
hash-function in Step 2 of the withdrawal protocol, 
and it is these numbers that are transmitted in Step 1 
of the payment protocol. Similar other optimizations 
are obvious to those of ordinary skill in the art. 

As will be appreciated, the protocols are such that 
the actions of B in the withdrawal protocol and those 
of S in the payment protocol are the same as in the 
basic system (without the tamper-resistant part). 
This will be the case in all cash systems described in 
this application. This clearly is an advantaqe when 
implementinq the system; it does not matter whether U 
uses 0 or not. Note however that B can control 
whether U has to use it or not, depending on the way 
B computes the input m of the withdrawal protocol. 

5.4 Extension: protection against framing of 

u by 8 

In the basic system U canno~ ·prove his innocence in 
case1 B falsely accuses him of double-spending, sin~e 
B t,_ew Ui of U all along. , 

· This problem can be easily solved due to the / 

restrictive blind signature te9hnique. To this end, 
in the stage where U opens his account with B not B 

but U himself generates ~he number Ui• U the~ 
discloses I.ti!_!' to B but not ui itself. * further 

'N -i1iii~f 
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modif icationi are required in the system, since this 
is exactly the number m. It is noted that for 
security reasons U should prove to B that he knows a 
number u E Zv such that I = yu and that u < v (al thouqh a 

5 looser upper bound than v will do as well), without 
revealinq any other information about u. It suffices 
that U do this only once. 

In case U double-spends, B can compute uimodv from 
the payment transcripts. Since each account holder 

10 has proven that the exponent u for his I is smaller 
than v, this enables identification since I of the 
double-spender can be computed. 

On the other hand, in order to falsely accuse U of 
double-spending B will have to show the exponent Ui of 

15 the· double-spender (a ''judge'' will require this). 
However, computing 'Ui is a task that is believed to be 
infeasible. 

This technique can be easily modified in order to 
guarantee that B cannot frame a user, independent of 

20 B's computation power. To this end, the form 
I = m = Y;"Y21'2 is used in the protocols, where 'Ui, u2 E Zv 
have been determined by U, and B only knows m. 

As will be clear to those of ordinary skill in the 
art, if one makes the privacy optional by setting all 

25 blinding factors to fixed values ( 1 for ' 'base' ' 
numbers, 0 for exponents; B uses these values in the 
withdrawal protocol so there is no interaction), but 
does not modify the payment protocol, then a user 
still digitally signs a confession of double-spending; 

30 previously known systems in the art do not have such a 
provision for protection a~ainst framing even in their 
ful~y traceable variants. ~ 

./ j 
5.5 Extension: electronic cheques 

7 To realize cheques, m is first multiplied with a 
variable part and the outcome is used as input to 
withdrawal .. $tocol; note that this can o-51'·1y work 

the 
if 

/ 

·;-!' 
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it is allowed by the bank. This illustrates the 
technique applicable to restrictive blind signature 
protocols to use a function of a known number as input 
to a next execution of the protocol. 

Set-up of the system. This is the same as described 
in the basic system, with the distinction that B in 
addition makes publicly known k random numbers 
Y1, ••• I YA: E z~ of large order (preferably A(n)). These 

10 ~'s represent different denominations. 
For security reasons B must use a different v 

{and/or n) than in the basic system. 

Opening an account with B. This is the same as in the 

15 basic system. 

20 

25 

30 

35 

~he withdrawal protocol. Turning now to Figure 11, 
the flowchart for the withdrawal protocol of a cheque 
between U and B will now be described in detail. 

Box ·111 shows U generating a number m1 such that he 
knows a random representation of it with respect to 
(Y1, •.. , YA: ; v) • U sends this number to B. 

~ox 112 is similar to Box 71, with B in addition 
registering m 1 with the account of U. 

Box 113 is similar to Box 72. Note that in the 
second and eightth lines the product m 1m is used 
instead of m. The only other difference is that in 
the third, fourth, and fifth lines U generates k + 1 
random numbers instead of just two, and uses them all 
to compute B. 

Box 114 is the similar to Box 73, with the only 
distinction being that m1m is used (so this in fact 
is the input to the protocol; note that this is an 
example where U and B in cooperation determine the 
input to the protocol) instead of just m. 

Box 115 is similar to Box 74, the distinction being 
the same as in the previous box. · ··· 
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Not shown is that 8 debits the account of U for an 

amount corresponding to the maximum amount for which 
the cheque may be spent. 

5 The payment protocol. Turning now to Figure 12, the 
flowchart for the payment protocol for a cheque 
between U and S is now described in detail. 

Box 121 is the same as Box 81: U sends the signed 

information (cheque) received in the withdrawal 
10 protocol to S. Not displayed is that.U also informs 

S of the amount (below the maximum amount) for which 
he wants to pay with the cheque. Without loss of 
generality, it ~ill be assumed that U wants to spend 
an amount corresponding to Yb ... , }j, where 1 < j < k. 

15 Box 122 is the same as Box 82: it specifies how S 
must compute the challenge d which it sends to U. 

Box 1~3 is quite similar to Box 83. The difference 
is that U computes not two but k + 2 responses, which 
are sent to S. The box specifies how U should 

20 compute these responses. A clarification: for every 
denomination (corresponding to a Yi) that U wishes to 
spend, the correspondering two exponents on Yi (one in 
A and the other in B) are revealed. This is 
specified in the second and third lines. For the 

25 identity part (corresponding to Y) as before a point 
on a line is disclosed; this is specified in the first 
line. So U discloses part of the information 
contained in A immediately at the first ''test,'' but 
does not reveal the complementary part. The 

30 

35 

computation of the other responses in fact merely 
serves to enable S to prove the correctness of the 
reponses. Clearly, the ' 'exponents' ' r 1 up to and 
including r; may instead be sent in Box 121. 

Box 124 specifies the actions of S. The first line 

is the same as in Box 84: S tests the validity of the 
signature. The other lines display the test applied 
by S to verify that the responses of U are correct. 
If both tests hold, S accepts and provides the 
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services corresponding to the part of the cheque that 
U has spent in this protocol. 

~he deposit protocol. As before, S sends the payment 
s transcript to 8, and 8 verifies its correctness. If 

the verifications hold, and a transcript containing 
the same A is not yet registered in the deposit 
database, then 8 stores the numbers (A,To,d), and also 
Ti for i = 1 up to and including j. 8 credits the 

10 account of S with an amount corresponding to the spent 
part of the cheque. 

15 

In case a cheque has been spent before, 8 computes 
the identity ui of the double-spender as before, by 
using d and To • 

~he refund protocol. Turning now to Figure 13, a 
f lowch~rt for the refund protocol between U and B is 
now described in detail. 

Not shown is that U, in order to get a refund for 
20 the unspent part of the cheque, informs 8 of the 

number m 1 corresponding to the cheque in question; 
Box 131 shows that 8 verifies that m1 is registered 

with the account information of U. Only if this is 
the case, the rest of the protocol is performed. As 

25 will be clear, Box 131 may be combined with Box 133 if 
the part of U informing 8 of m 1 is combined with Box 
132. 

30 

7 
/ 

Box 132 shows U sending the numbers ai, for j < i < k, 
to 8, i.e. the exponents corresponding to the terms Yi 
of the cheque that have not been spent. In compliance 
with Figure 12, it is assumed that these are the last .. 
k -J terms. The box also shows U a number A such •that 
~jf knows a random representation of it with resppct to 
(Y1, ... , Y;: v). As will become clear, this is similar to 
the actions in Box 51 (the only difference is that 
other symbols 're used): 

Box 133 indicates that 8 verifies that none of ~he 
' 

k - j numbe~;!n Z,, sent by U is in its de~osi t 
--·-'-t{ 

iliiITTi~f 
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database. If this is the case, then U must prove to 
B knowledge of a representation of mi/(II~i+i l'ici') with 
respect to (Y1, ••• , Y;; v). The specific protocol 
described in the flowchart in Figure 5 has been used 

5 for explicitness the figure. Note that the third and 
fourth lines are in fact the same as in Box 52. 

Box 134 is similar to Box 53, in fact only the 
symbols differ. 

Finally, Box 135 is in fact the same as Box 54, 

10 with the addition that if B accepts the proof, then B 
erases m 1 and stores the numbers ai sent by U in Box 
132. Not shown is that B in that case also credits 
the account of U with an amount corresponding to the 
unspent part of the cheque. 

15 

20 

25 

30 

/ 
/ 

5.6 Extension: anonymous accounts 

Until now, ·the privacy of the account holders.only 
concerns their payments (they are untraceable). B 
still can see exactly the flow in and out of the 
accounts of its account holders, and how much money 
they have. Even this can be prevented; account 
holders can open accounts using a fictituous name (a 
pseudonym in the true sense of the word!). 

In order to open an anonymous account, U withdraws 
the number m, which in the basic system was of the 
form yu,, in a preceding restrictive blind signature 
protocol with 8. To this end use is made of what in 
fact is exactly the protocol of (for example) the 
first flowchart (Figure 2), where the signature 
corresponds to one number I :Y111tv: so it is exactly 
the ~rotocol described in the previous section for i 
valjfiating pseudonyms. The npmber I will now play_ the 
ro·~ that m played in the basic cash system. l 

A possible realization of this ''pseudonym 
issuing'' protocol is as follows. 8 generates a 
unique random nulnber 'Ui i~ Zv for U, and sends it to 
U. U ident,~jas himself as before • B stQJ"es the 

·~~~~-~~~~~·'~ 
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relevant information in a database. As will be 
obvious to those of ordinary skill in the art from 
previous descriptions, one can even protect against 
framing by letting U choose the number ui and reveal 

5 only Y"' to 8 (with a proof that the exponent is less 
than v). Next the restrictive blind signature 
protocol exactly as described by the first flowchart 
(Figure 2) is performed, where m = Y"'. U obtains a 
signature on Y"'F, denoted for brevity by/, for some 

10 number t E Z,, chosen at random by him. I is the 
certified (it is accompanied by a signature of B) 
pseudonym of U. 

In the stage in which U opens his account, U sends 
I and the signature to 8 but does not identify 

l5 himself. 8 only verifies that I is certified, and U 
has to prove, as described in the flowchart of Figure 
5, that.he knows a representation of I with respect to 
(Y;v) (in this way U can later also prove ownership of 
the account when he needs to withdraw money)°. Note 

20 that the proof can in fact be omitted, since if U 
uses a forged pseudonym he will not be able to pay 
with withdrawn information ~nyway. 

The rest of the system is the same as before. If U 
double-spends B will be able to compute ui, and hence 

25 the identity of the double-spender (note: not by 
searching its database with account information but by 
searching its database with information about issued 
pseudonyms ) • 

30 

In this extension the techniques of the general 
credential mechanism are applied as follows. The bank 
first chooses a pseudonym Pi: for account holder i. To 
this1 end the bank chooses ui e z:, and uses as input ··to 
th/ protocol (called m in F.i.qure 2) the number I 
mi = Y"' • The accountholder blinds this to a pseudonym 
?;. = mis" for a random choice of s E z;. The 
accountholder then uses this pseudonym to open an 
anonymous accou~t with the bank. If the account 

l 

holder wan~~ withdraw a coin, then ~ r4sp. a 
_______ __:_1_,:f 
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function of it will be blinded by the .account holder 
in a protocol with the bank to a coin or cheque. This 
once more illustrates the transitivity characteristic 
of restrictive blind signatures. 

SECOND PREFERRED EMBODIMENT 

6 Introduction 

In the second pref erred embodiment computations are 
performed in a (multiplicatively written) group, 
denoted by Gq, that contains q numbers, where q is a 

15 prime number. Many types of such groups are known. A 
suitable choice is for example the unique subgroup of 
order q.of z;, where p is a prime number such that q is 
a divisor of p - 1. Another choice is for example an 
elliptic curve over a finite field. For this reason, 

20 no explicit choice for Gq is made in the descriptions. 
Because of this, an expression such as gT1 should be 

understood to be a computation in Gq. In case 
computations modulo q are performed, (as for example 
in r 1 = x 1 + x 2c mod q) , the modulo operator will be 

25 denoted explicitly. In case an element is chosen from 
a group, it is implicitly assumed that this is the 
smallest positive representative. The same holds for 
outcomes of computations. 

30 

/ 
/ 

For the restrictive blind signatures in this 
preferred embodiment it is necessary that, given a 
vector (912 .•• , g1c) and a random ·number A in the group 1 it 
sho..Jlld be infeasible to compute a vector (alt ... , a1c) 'cnot 
a.14" zeroes if A = 1) sµch that gT1 

• • • g:1c = A, where 'Ii E Zq 
and 9i E Gq. As will be obvious to those of ordinary 
skill in the art, this is the case when groups Gq are 
used in whi9h it seems i_µf easible to compute so-called 
discrete loga~ithmes. (The discrete logarithm in Gq 
of a numbe+,.~with respect to a number g,~denoted by 

'T~ 
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loggm, is the number x in Zq such that g= is equal to 
m.) 

In terms of the general description of restri·ctive 
blind signatures the function f 1 and !2 are equal to 

s one another: denoting them by the functio~ f, they 
are defined as f(a 1 , ••• , ak+i) = g~1 

• • • u:•ga.k+ 1
, where 

a11 ... , ak+l E Zq. At the start of the protocol 'R knows a 
vector (a11 ... , a1r+1) such that f(a 1 , ... , ak+1) = m. Such a 
vector is called a representation of m with respect 

10 to (g, ... ,g1c,g). 
As will be appreciated by those of ordinary skill 

in the art, the protocols can be modified in various 
obvious ways. For example, in the description it will 
be assumed that q is known to the users, and so they 

15 can perform computations modulo q. A possible 
variation is to make sure that the order q of the 
group r~ains unknown. To this end one can for 
example take Gq to be a subgroup of z;; all 
computations modulo q will then need to be replaced by 

20 computations modulo p- 1. Such modifications are 
well-known in the art. It is noted here that in 
literature suitable choices for p are known. 

25 

30 

/ 
/ 

In the next section two different types of 
restrictive blind signature protocols will be 
described for this preferred embodiment. In the 
protocols depicted by the flowcharts of Figure 14 and 
15, the functions 11 and ~ can be taken to be the same 
function J, defined (for example) by 
/(a1, ... , ak+1) = (a1 mod q, ... , ak mod q). This means that 'R can 
only modify ak+l in the protocol, and that the other 
numbers cannot be modified (modulo q of course). 

I• the protocol depicted by the flowchart of Ficfure 
16/ and its variant described in the text, 'R has1 some 
more freedom in blinding the numbers in the · 
representation. Here, 11 and Ii can be taken to be the 
same function z, which for example is defined by 
l(a11 ... , a1c+1) = ~ .. , °'i/a; mod~q, ... ), for 1 < i-::/; j !:, _k • .. In 
other word~ .. ~~ere is inevitably one numb4r t E z; such 

'j':/' --- . - . 
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that bi = ait mod q, for 1 < i < k. 
It will then be described how the technique 

employed to construct these four protocols can be used 
to construct many other restrictive blind signature 

5 protocols. 

7 Restrictive blind signatures 

Turninq now to Figure 14, a flowchart of a first 
10 restrictive blind signature protocol in the second 

preferred embodiment will now be described in detail. 
In a set-up phase, preceding executions of the 

protocol, 'P has chosen a number g in Gq and a number x 
in Zq, and has made g and g= publicly known. The 

15 number x is the secret key of 'P. The number g= will 
be denoted by h. 

'P also makes publicly known a function 'H.. 'H. is a 
collision-free hash-functie, as described in the first 
flowchart, that operates on two numbers from Gq and 

20 maps them to a number in Zq. 
At the start of the protocol a number m E Gq is 

chosen that both parties know. For example because 
one party qenerates it and informs the other party of 
it, or because it is the output, or a function 

25 thereof, of a previous execution of the protocol. 

30 

'l 
/ 

A diqital signature of 'P on a number m in Gq is a 
pair (a, r) in G9 x Z9 such that the verification 
relation g" = (hm)ca, holds. Here, c denotes the image 
of (m,a) under the hash-function 'H.. 

Box 141 shows 'P qenerating a random number w in Zq, 
and raisinq the publicly known number g to this power. 

l' The •utcome, denoted by a, is sent to 'R. • 
. /ox 142 details blinding actions of 'R.. The fiJSt 

lines shows U generating a random number which it 
uses to blind the input m to· an output m'. The other 
lines specify hqw 'R,. blin~s the number a just received 
from 'P, and co,mputes d from m and a'. The ~ixth line 
shows 'R. bl~-!Jt'nq this ''challenge'' to a ninnber 

.. ,.,,. ---------·--- -- ------
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denoted by c by adding to it one of the random numbers 
used also in blinding a. This number c is sent to 'P. 

Box 143 specifies 'P computing the response r from 
the publicly known information, the input m, the 
challenge and its secret key. Note that 'P in this 
particular protocol must know the discrete logarithm 
of m to the base g, denoted by log9 m, in order to 
succeed. 

The first line of Box 144 specifies the way in 
which 'R tests the correctness of the response r it 
just received. If the test holds, then R ·computes a 
blinded form of r', as specified in the second line. 

The pair (a',r') is a digital signature of 'P on m'. 
Furthermore, the pair m' with signature (a',r') 
satisfies the requirement for a blind signature 
protocol. 

As wi~l be obvious to those of ordinary skill in 
the art, the assignments made by 'R, to a', c (in Box 142) 
and r' (in Box 144) can be modified in various ways. 
This remark also applies to the other restrictive 
blind signature protocol~ whose flowcharts are 
described shortly. 

Without further restrictions signatures obtained in 
the above manner can be easily forged. However, if it 
is assumed that R at the start of the protocol knows 
a representation (a0 ,ai, ... ;a1c) of m with respect to 
(g, Uii ... , 01c), and at the end knows a representation 
(bo, ... , b1c) of m' with respect to the same vector, then ai 
will inevitably modulo q be equal to bi for all i with 
1 ~ i < k, if only R does not know a representation 
(co, ... , c1c) (not equal to (0, ... ,;o·)) of 1 with respect to 
(g, Dir· ·, U1c). .-
~veral remarks are in order, similar to the / r'='arks made in the description of the flowchart.of 

Figure 2. In the description of the protocol the 
signature is only on one number, denoted by m'. A 
simple modification suff lces to obtain a blind 

1 . 

signature ~~veral numbers. If the sigBkture should 
·;-~ 
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not only pertain to m' but also to k numbers B11 ••• , BJc 
for certain k EN, it suffices that 'R. in the fifth 
line of Box 142 compute.d as the image of 
(m', Bit ... , B10 a') under 'H.. The requirements for 'H. are 

s as before, the only difference is that 'H. now operates 
on k + 2 numbers. {Most known candidate collision-free 
has-functions known in the art do not mind about the 
number elements fed into them.) A signature on 
(m',B1, ... ,BJc) in this case is a pair (a',r') in G9 xZ9 

10 such that gr' is equal to (hm')tf a', where d denotes 
'H.(m',B1, ... ,B1c,a'). Note that the numbers Bi can be 
chosen from any set. 

Furthermore, a signature on m E G9 can alternatively 
be defined in a somewhat more efficient way as being a 

15 pair (c, r) in Zq x Zq such that c is equal to 
'H.(m,gr(hm)-c). This definition is equivalent. 

The h~sh-function 'H. is not necessarily an onto map 
{surjection) to Z9 ; 'H. may as well map its argument 
to, say, z2,, where the 1 1 security parameter'' t is of 

20 an appropriate length. 

25 

30 
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These remarks also apply to a+~ the other protocols 
~hat are to be described {one need only modify the 
equivalent yet more efficient definition of a 
signature in the obvious way each time). 

* * * 
Turning now to.Figure 15, a flowchart of another 

restrictive blind signature protocol in the second 
preferred embodiment will now be described in detail. 

This protocol in fact is bigly similar to the 

::~i~~:t~:=~io:h:e~::-~:a!
8 
'H.a:::: ::ss7t:' :r~1!:1:: 

t~~ero (a technical detail that is only needed to 
rigorously prove the privacy). 

A digital signature of 'P on a number m in G9 is a 
pair (a, r) in G q •x Zq such. that gr is equal to hm ac, 

where c deno.t~J 'H.(m, a). {Or, as mentioned _in the · 
foregoing ~ription, a signature on m c~n 

.. 'F:t' 
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equivalently be defined as a pair (c, r) in Zq x Zq such 
that c equals ?t(m, gJ'fc(hm)lfc).) 

Box 151 is the aame as Box 141. 
Box 152 is similar to Box 142, the distinction 

being the way in which 'R uses the randomly generated 
numbers to blind a. to a' (fourth line) and c' to c 
(sixth line) •. 

Box 153 is similar to Box 143, with the first line 
specifying how the response r must be computed by 'P. 

Box 154 is similar to Box 144, with the test 
applied by 'R being different {first line) and the 
succeeding assignment to r' also being different 
(second line). 

Exactly the same as in the protocol of the 
foregoing flowchart (Figure 14) holds. That is, if it 
is assumed that 'R at the start of the protocol knows 
a repre~entation (a.0 , a.11 ••• , a.k) of m with respect to 
(g, 911 ••• , Uk), and at the end knows a representation 
(bo, b11 ••• , bk) of m' with respect to the same vector, then 
a.i will inevitably equal bi mod q for i such that 
1 ~ i ~ k, if only 'R does not know a representation 
(co, ... , ck) {not equal to (0, .. ·.-, 0)) of 1 with respect to 
(g,gli···19k) 0 

* * * 
Turning now to Figure 16, a flowchart of yet 

another restrictive blind signature protocol in the 
second preferred embodiment will now be described in 
detail. 

The set-up is as the flow~bart of Figure 14. A 
digital signature of 'P on a·number m in Gq is a pa).r 
(a,r)/in Gq x Zq such that gJ' i~ equal to (ha.)cm, where c 
de,/otes ?i(m,a.). (Or, equivalently, a signature o'1 m 
is a pair ( c, r) in Zq x Z9 such that c is equal to 
1i(m, (gJ'm- 1 ) 1/ch- 1)). As can be verified by those of 
ordinary skill in the art, 'R in this protocol has 
somewhat mo~:J;lreedom in blinding m than ~n the 
previous tw,of/rotocols. . ... 
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Box 161 is the same as Box 141. 

Box 162 is similar to Box 142, with 'R, generating 

one extra number. ·using the random numbers s and t, "'R 

computes the blinded form m' of m as specified in the 

s second line. Using the random numbers u and v, 'R, 

computes the blinded form d of a as specified in the 

fourth line. The assignment to d is the same as in in 

the foregoing two flowcharts. The sixth line 

specifies how 'R, blinds d to c, which it then sends to 

10 'P. 
Box 163, similar to Box 143, specifies how 'P must 

compute the response r, which it then sends to 'R.. 

Box 164 is similar to Box 144. The first line 

specifies the test applied by 'R, to check the validity 

15 of the response r, and the second line shows the 

assignment made by 'R, to ~ in case the test holds. 

Assum~ng "'R knows at the start of the protocol a 

representation (a0 , a17 ••• , a1c) of m with respect to 

(g, 91, ... , 91c), and at the end a representation (bo, bi ... , b1c) 

20 of m' with respect to the same vector, then it will 

alway be the case that the quotient a;,/a; will modulo q 

equal bi/b;, for all i and j such that 1 < i,j < k and 

i # i, if only s # 0 and "'R, does not know a 
representation (c0 , ••• , c1c) (not equal to (0, ... , 0)) of 1 

25 with respect to (g, g17 ••• , g1c). 

30 

As will be obvious to those of ordinary skill in 

the art, g can in this protocol be excluded from the 

(k + 1)-vector of generators of Gq with respect to which 

"'R must know a representation, while conserving the 

fact that a blind signature has been obtained 

(assuming that m #: 1) • In that case 'R. will inevitably 

h~v7 to use t = O if he wants to know a representat.l:on 

o~/""' with respect to (g1 , ••• , 91c) at the end. Also, / 
anyone can then verify if 'R. has used s = 0 in Box 162; 

7 
if s = 0 then m' = 1 • This will be used in the detailed 

description of ~he off-line digital cash system 

described later. / 
1 

As will ~~ippreciated, in the same way--'that the 
.,.~ 
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flowchart of Figure 15 is closely related to the 
flowchart of Figure 14, there is also a restrictive 
blind signature protocol closely related to the 
present flowchart. The set-up for that protocol is 
the same, except for the distinction that a digital 
signature of 'P on a number m in Gq is now a pair (a, r) 
in Gq x Zq such that gr is equal to hamc, where c 
denotes 'Jt(m, a). (Equivalently, a signature on m is a 
pair (c, r) in Zq x Zq such that c is equal to 
1l(m, grm-ch-1) •} 

'R has as much freedom in blinding as in the 
flowchart of Figure 16. So the remarks made in the 
foregoing description of that flowchart hold as well. 
The only difference with the flowchart of Figure 16 is 
that the assignments of 'R, in Box 162 to a', c and in Box 
164 to ~ have to be modified. This will be an 
obvious.task to those of ordinary skill in the art, by 
studying the preceding restrictive blind signature 
protocols. For this reason, a detailed description is 
omitted here. 

As will be appreciated by those of skill in the 
art, the restrictivity characteristic is far from 
trivial. Hereto, one may note that the blind 
signatures (using the technique employed to construct 
the four previously described protocols), are not (!) 
restrictive in case a signature of 'P on m in Gq is 
defined as being a pair (a,r) in Gq x Zq such that one 
of the following four verification relations holds: 
gr= h(am)c or gr= hcam or gr= (ham)c or gr= ham. (Or as 
being a pair (c,r) with modified verification 
relations.) : 

N~ely, in each of these four ca~es 'R in what would 
~,(the second line of the second box of the f low7hart 
can assign anything to m' that he wants, since the 
assig~ent can be ''cancelled'' using a suitable 
assignment to ~ in the same box. (As will be clear 
to those of skill in the art, in essence m and a must 

l 

be ''seper~'' from one another in the ~efining 
. ' ;:.?JT. 
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verification ~elation of the signature, by means of an 
exponent c = 1t(m,a) on precisely one of both numbers in 
the product.) 

* * * 
The four described protocols are based on the 

signature variant of the Schnorr identification 
protocol, known from Schnorr, c,, ''Efficient 
Signature Generation by Smart Cards,'' Journal of 
Cryptology, Vol. 4, No. 3, (1991), pages 161-174, 

aI?-d its ''mirrored'' variant. The protocol of Schnorr 
is of the earlier mentioned Fiat/Shamir type. 

As explained in detail in the first preferred 
embodiment, the technique used to construct the 
restrictive blind signature protocols in principle can 
be applied to any identification protocol of the 
Fiat/Shamir type, in case one can turn it into a 
signature protocol by taking the challenge c as the 
outcome of a hash-function of, amongst others, numbers 
that were transmitted in the first step. 

By studying the various examplary protocols 
described in this application, is is believed to be a 
simple matter for those of ordinary skill in the art 
to apply the technique to other Fiat/Shamir-like 
identificiation pr~tocols. It is noted here that 
using this technique, any of the following such 
protocols, known in the art, can be turned into a 
restrictive blind signature protocol: T. Beth, 
''Efficient zero-knowledge identification scheme for 
smart cards,'' Proceedings o~.EuroCrypt '88, pages 77-

86; Brickell, E. and Mccurley, K., ''An interactive­
ide~ification scheme based ~n discrete logarithms and 
fa,ltoring,'' Journal of Cryptology, Vol. 5, no. '1 
(1992), pages 29-39. The NIST-DSS algorithme 
(standardized in the USA) can in principle also be 
converted with this technique. 

To illustr~~ this important point once .fOre, 
another welz~hown identification protocol is now used 

, T.!' 

iiiii1TillHf 



, 

WO 95/04417 PCT /NL94/00179 

108 

to convert into a restrictive blind signature 
protocol. {See: Okamoto, T., ''Provably Secure and 
Practical Identification Schemes and Corresponding 
Signature Schemes,'' Preproceedings of Crypto '92, 

s pages (1-15) - {l-25).) 
Turning to Figure 17, a flowchart of the resulting 

restrictive blind signature protocol will now be 
described in detail. 

It is assumed that 'P has chosen two numbers 91 and 
10 92 in Gq and two numbers XitX2 in Zq, and has made 91192 

and 9~19~2 publicly known. The latter product of 
powers will be denoted by h. The numbers Xi,X2 are the 
secret key of P. The function 1t is again a 
collision-free hash-function, as in the foregoing 

l5 protocols. Furthermore, as before at the start of the 
protocol a number m from Gq is chosen (the input) 
that bo~h parties should know. 

A digital signature of P on a number m in Gq is a 
triple (a, r11 r 2) in Gq x Zq x Zq such that 9~19i2 is equal to 

20 (hm)ca, where c denotes 1t(m,a). (Equivalently, a 
signature on m is a triple (c, r 11 r 2 ) in Zq x Zq x Zq such 
that c is equal to 1f.(m,g~1 gi2 (hm)- 1).) 

25 

Box 171 shows P generating two random numbers, 
which it uses to compute a number a as specified in 
the second line. 'P then sends the number a to 'R.. 

The first and third lines of Box 172 show 'R. 
generating five random numbers, all in Zq. Using two 
of these, 'R. computes the blinded form m' of m as 
specified in the second line. Using the other three, 

30 'R. computes the blinded form a' of a as specified in 
the fourth line. The fifth line shows the same 

'l 
/ 

... 
assiCJ!Utlent as in the foregoing flowcharts. 'R. then· 
confutes the blinded challenge c of c' by adding m~ulo 
v one of the random numbers to it (as specified in the 
sixth line), and sends c to P. 

Box 173 indic,tes how P must compute_ the two 
responses r1 and r 2 , which it then sends to 'R,. 

J . 

The f irst_ .. ~e of Box 17 4 shows the testing of 'R. of 
'f~ 
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the two responses. If the test holds, 'R computes 
blinded forms of the responses in the manner specified 
by the second and third lines. 

As is easy to verify by those of ordinary skill, 

5 the triple (a',r~,r~) is a digital signature of 1' on m'. 
The pair m' with signature satisfies the requirement 
for blind signatures. 

Without further restrictions, signatures are, as 
before, easy to forge. Similar to the flowcharts of 

10 Figures 14 and 15, the following holds if one '· 
considers the representations 'R knows of m and-m' 
with respect to a suitably chosen k-vector of 
generators: 'R can blind the number m to mg~1g22 for 
random choices of 8 1,82 , but he cannot blind it for 

1s example to m' for a choice 8. 

By modifying the verification relation that defines 
the sig~ature (''moving'' c), as has been demonstrated 
in detail with respect to the flowchart of Figures 14 
and 2, three other verification relations are obtained 

2o to each of which corresponds a restrictive blind 
signature protocol. Since the modifications should by 
now be straightforward for those of ordin~;y skill in 
the art (similar to the first four protocols), a 
detailed description is omitted here. 

25 It will be clear to those of ordinary skill in the 

30 

/ 
/ 

art that the latter protocol in fact is a 
generalization of the first protocol of Figure 14, and 
the same holds for the variants. A further 
generalization clearly is possible by taking 
h = g~ 1 

• • • g~" and (g11 • •• , g1c) to be the public key of 1'; in 
fact the protocol .of Figure:1·4 (and its variants) has 
k = "],,, and the protocol of Figure 17 (and its varian1:s) 
h~ k = 2. Such variations should be easily j 

constructed by those of ordinary skill in the art by 
studying the many restrictive blind signature 
protocols_. described in this application • . ,. 

. ..j 
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8 Proving knowledge of a 
representation 

Turninq now to Fiqure 18, a flowchart will be 

PCT /NL94/00179 

5 described of a basic prot~col for provinq knowledqe of 
a representation. This protocol enables 'R. to prove 
to 'P knowledge of a representation (a1, ... , a1;) of a 
number A in G9 with respect to (U11 • .• ,g1;). 

Box 181 shows 'R. first qenerating k random numbers Xi 

10 from Zq. These are used to construct a number B such 
that the vector of these Xi's is a randomly chosen 
representation of B with respect to (91, ... ,g1;). B 
sends B to 1' • 

Box 182 displays 'P qeneratinq a challenqe d in Zq, 
15 and sendinq it to 'R.. 

The first line of Box 183 specifies how 'R. computes 
k responses ri from the challenqe and the 
representations it knows of A and B. The responses 
Ti, for i = 1, ... , k, are then sent to 'P. 

20 Box 184 specifies the test for correctness of the 
responses applied by 'P. 

As discussed in detail in the first preferred 
embodiment there are two basic ways in which 'P in Box 
182 can choose the number d. Furthermore one can let 

25 various parties collectively prove knowledqe of a 
representation of the produkt or quotient of their 
individual A•s. Studyinq the described inventive 
techniques for both pref erred embodiments should 
enable those of ordinary skill in the art to construct 

30 such variations without any d~fficulty. 
: 

I 
9.~pplication to credential 

mechanisms 
I 

.. . 

Restrictive blin.d siqnat~res can be used in much the 
same way as in, the first pr~ferred embodime~t .. to 
construct c~~ntial mechanisms in qroups (Jq of prime 

'T~ 
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order. The pseudonym of user i with organization j is 
· then mig•; E G9 , and mi = g~ • Different types of 
credentials are represented by different !Ji's; hereto 
a vector (91, ••• , g1c) is made publicly available. What 

5 credentials one has depends as in the first pref erred 
embodiment on the representation one knows of (a 
function of} m, and with respect to which vector of 
numbers composed from (g1, ••• , g1c). 

As will be readily apparent to those of ordinary 
10 skill in the art, the numbers Bi perform the role that 

the numbers l'i played in the first pref erred 
embodiment, 90 that of Y, and g that of v. That is, 
the exponent on g is the only one that can be modified 
by means of the protocol as the user wants (assuming 

15 that here too, as in the first preferred embodiment, 
the protocol of Figure 14 or 15 is used.) 

Agai~, not only can one prove knowledge of 
representations of m with respect to various vectors 
but also of quotients such as m/ Pi; or m/ Ilv gz for a 

20 subset V of the vector of 9i' s, or even of m/m' for a 
second number m' on which one has a signature. The 
cash system for the second preferred embodiment 
illustrates this analogy in great detail. Some study 
of the first preferred embodiment should enable those 

25 of ordinary skill in the art to easily construct such 
protocols for the second preferred embodiment without 
difficulty. 

For this reason, only a detailed description of a 
specific credential mechanism, off-line electronic 

30 cash systems, will be described in detail. Similar to 
the description in the first preferred embodiment, one .. 
~~Jthe two restrictive blind signature protocols · 
9'1'Scribed in Figures 14 and'15 will be used I 
throughout, without loss of generality. Any other 

7 
restrictive blind signature scheme can be used as 
well, needing Qnly a fe~ minor modifications. 
Although thi~ should be obvious to those qf ordin~ry / 

skill in ~~.';lfs.rt, following the descript:d>n will be a 
"f!? 
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detailed description of how to construct the cash 
system based on yet another restrictive blind 
signature protocol;.Bs will be appreciated, such 
substitution requires only minor modifications. 

5 Note that there actually is one, and in fact just 
one, difference between the restrictive blind 
signatures described here and in the first pref erred 
embodiment. This pertains to the techniques using the 
transitivity of the restrictive blind signatures. In 

10 the protocols described in the first preferred 
embodiment the certifying party must be able to 
compute the v-th root of rn in order to properly 
perform the protocol, which it can since it knows the 
factorization of the modulus. In the specific 

15 protocols described for the second pref erred 
embodiment the certifying party must be able to 
compute.log9 m in order to properly perform the 
protocol. However, it is not known in the art if 
there exists ''trapdoor'' information, as in the 

20 RSA-groups, that enables one to do so. Therefore the 
certifying party in the described protocols will have 
to know in advance log9 rn, for example because the 
user informs him about it or because he chooses it 
himself. Therefore, in the case of making use of the 

25 transitivity of restrictive blind signatures one 
cannot use the restrictive blind signature protocols 
described explicitly for the second preferred 
embodiment. 

For example in the system for paying under 
30 pseudonym described in the first preferred embodiment, 

transitive blinding is not used, and hence that system 

/ 
/ 

... 
can~~ directly ''translated'' to the second preferred 
e~diment. ' / 

Although the restrictive blind signature protocols 
explicitly described in this application for the 
second pref erreq embodiment in general cannot be used 
in a situatio~where the transitivity prop~rty is. 
.applied, it...j(il be obvious to those of or!inary skill 

..,~ 
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that this is merely a peculiar characteristic of the 
particular protocols described. As will be 
appreciated, there also exist restrictive blind 
siqnature protocols for the second preferred 

5 embodiment in which the certifyinq party does not need 
to know loq9 m in order to properly perform the 
protocol. One such protocol will be described at the 
start of the second description of an off-line 
electronic cash system. This protocol will be shown 

10 to have exactly the same functionality as the two 
protocols described in the description of Fiqure 4 of 
the first preferred embodiment. 

As will be appreciated, it is therefore possible to 
straiqhtforwardly realize all the constructions 

15 possible in the first preferred embodiment, and vice 
versa. For this reason the description of the 
techniq~es in the first preferred embodiment will not 
be ''copied'' here (since this is almost a literal 
translation). 

20 Note ·that the ~escribed flowcharts of Fiqure 14 up 
to and includinq Fiqure 17 are constructed by the 
technique used to construct the protocols of the first 
three flowcharts in the first preferred embodiment. 
The other restrictive blind siqnature protocol 

2s described after the detailed description of the cash 
system will be seen to be constructed using the second 
technique (''doubling'') explained in the first 
preferred embodiment. 

30 

/ 
/ 

10 Off-line electr~nic cash systems 

In~is section the use of restrictive blind 
.. • 

s~natures in the second preferred embodiment fod the 
construction of privacy-protectinq off-line electronic 
cash systems is described in detail. Without loss of 
generality, the~restrictive blind siqnature protocol 
from Figure 14 will be used. As will be illustrated 
in detail i("ii/r on, if any other restrict.fve blind 

'I~ 
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signature protocol is used instead only a minor 
modification to the protocols suffices, depending on 
the specific form of the contained information in the 
representations the user knows of the input and the 
output that is conserved. 

10.1 Basic system 

The protocols for withdrawal of a coin at B, paying 
with a coin at a shop, and the deposit protocol will 
be described, assuming coins of only one denomination 
are issued. This is called the basic system. 

Set-up of the system. Before the system can be put in 
use, 8 generates a number g in G9 not equal to 1, and 
two numbers x and y in Zq. B also chooses two 
collision-free hash functions 'H. and 'H.o. Here, 'H. maps 
an argwhent from Gq x Gq x Gq to z; and, for example, 'H.o 
maps an argument from Gq x Gq x SHOP-ID x DATE/TIME to Zq. 
The function 'H. is used as described in the flowchart 
of Figure 14, with the distinction that the signature 
corresponds to a pair of numbers, by letting 'R. in Box 
143 feed an additional argument to 'H.. The function 
'H.o specifies in what way shops must generate_ the 
challenge in Box 202 of the payment protocol. That 
is, the two hash-functions perform the same role as 
played by the two hash-functions in the basic cash 
system described in the first preferred embodiment. 
As for the format of 'H.0 , exactly the same remarks as 
made with respect to the cash system described in the 
first preferred embodiment ~pply. 

B makes publicly known (g, g=), g'll and the descript-ion 
I 

of ft, 'H.o • The number g= wil,l be denoted by h, and g11 

b~ U1. The pair (x, y) is the secret key of 8. I 
A digital signature of 8 on a pair (A, B) in Gq x Gq 

consists of a pair (c, r) in Gq x Zq such that c equals 
'H.(A, B, gr(hA)-c). ~ Clearly,- the equivalent definition of 
the signatur~):an be used instead, I -,. 

1:.• .¥ 

__ J__t __ 

but st~inq the" 
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pair (c,r) requires somewhat less memory. 
B also arranges for its own use a database to store 

relevant information concerning its account holders 
(such as identity-related information in the form of 

s name, address etcetera), and a database to store the 
relevant parts of the information that shops send in 
the deposit stage to B. 

The publicly known information will of course need 
to be incorporated in the software of the computing 

10 devices of the account holders (or in the hardware, 
e.g. in ROM). 

Opening an account with B. In order to open an 
account with B, U must identify himself (for example 

15 by means of a passport). B registers the 
identity-related information (such as name and 
address) together with a number Ui in Z9 • This number 
is chosen differently for each account holder. In 
case U double-spends, B will be able to compute Ui· 

20 Since t~e number is register~d in this stage, B then 
can determine the identity of the double-spender, and 
take appropriate actions. The number g~i will be 
denoted by m. Note that m varies per account holder. 

25 The withdrawal protocol. Turning now to Figure 19, 
the flowchart for the withdrawal protocol between U 
and S is described in detail. 

30 

Box 191 is the same as Box 141. 
Box 192 is similar to Box 142. It in addition 

shows in the second and third lines U specifying a 
number B in G9 such that hg knows a random 
rep,-esentation of it with respect to (911 g) • This ~ 
njmer is fed as well into 1'l., as shown in the s7venth 
line. The other actions are the same as in Box 142. 

7 
U then sends the challenge c to B. 

Box 193 specifies how_B computes the response. 
This is the s~ as in Box 143; note, howeyer~ th~t 
use is mad~l the fact that B knows log9m, which is 

/ 

, rr ______________ - ---

liil!Uiffi~1r 
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equal to Y'Ui. B sends the response to U. 
The first line of Box 194 specifies the test for 

correctness of the responser as applied by U. If the 
test holds, U blinds the challenge r to r' as specified 

s by the second line. 
Not shown is that B debits the account of U with 

the value of the coin. 
U now has at his disposal five numbers (s,xi,x2 ,a1,r1

) 

such that {c',r') is a signature on (A,B), where A is 
10 equal to g'r g• and B is equal to g~ 1 g:&2 

• 

15 

As will be obvious to those of ordinary skill in 
the art, U can do a lot of pre-computations for Box 
192, only the computations that depend on a have to be 
performed (partly) in real time. 

The payment protocol. Turning now to Figure 20, the 
f lowcha~t for the payment protocol between U and S is 
now described in detail. 

Box 201 shows U sending the pair (A, B) and the 
20 signature, as obtained in the withdrawal protocol, to 

s. 
Box 202 shows S specifying the challenge d, which 

it sends to U. 
The first two lines of Box 203 specify how U must 

25 compute the two responses from the challenge and the 
representations known of A and B. These responses 
are sent to S. 

The first line of Box 204 specifies the test 
applied by S to verify that the signature on (A,B) is 

30 correct. The second line specifies how S tests that 
the responses are correct. ;· · 

/ 
/ 

O}iviously, U can compute the challenge d in Box ·202 

by~imself if he has access to a clock and can 'jlook 
up'' ls of S. . 

The deposit prOfOCol. N~xt, the deposit protocol will 
be described. Since there is no interaction neede~, a 

1 

figure has .J~l omitted. -1 
'f~ 
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For example at the end of the day S sends the 
''payment transcript,'' consistinq of 
((A, B), (c', r'), (r11 r 2)) and date/time of the transaction, to 
B. 

s 8 searches its database to determine if A has been 
deposited already before by some shop. Two cases can 
be distinguished: 

1. A is not yet in the database. In that case 8 

computes the number d by usinq Is of S and the 
10 provided number date/time of the transaction. 8 

then verifies whether c' is equal to 1l(A,B,g"
1

(hA)-c') 
and whether g;:1g"2 is equal to A4B. If both 
verifications hold, 8 stores the vector (A, d, r 1) in 
the database with a reference to S (in practice, 

15 8 might also want to store date/time) and credits 
the account of S with the value of the coin in 
question. 

20 

25 

2. A is already stored in the database. In that 
case a fraud has occured. If the information that 
is already stored was also provided by S, and 
date/tiine is equal to that of the newly provided 
payment transcript, then S is trying to get 
credited twice for the same transcript. If this 
is not the case, then 8 computes the number d, and 
verifies the two verification relations as in the 
first case. 

If both verifications hold, an account holder must 
have paid (at least) twice with the same coin. 8 

30 then has at its disposal {d,r1) from the newly 

7 
/ 

presented payment transcript, and ( d', r'1) which is 
_Ill ready stored. The number ( r 1 - r'i) / ( d - d') mod q ftlust 

.Jf then be the number 'Ui of •the accountholder U }hat 
double-spent. Bence 8 can determine the identity 
of the cheater and take appropriate actions. 

As will be obvious to those of ordinary skill in the 
art, 8 can e .• ~· store rt(A) instead of A for a 
suitable ha~function 1£. ~ 

'f~ 
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Remarks. All the remarks made in the basic cash 
system of the first preferred embodiment apply here as 
well. 

10.2 Extension: additional, tamper-resistant 
hank-module that is embedded in the 
computing device of the user 

Set-up of the system. This is as described in the 
basic system. 

Opening an account with B. U and B first perform the 
procedure described in the basic system for opening an 
account. B then gives a bank-module 0 to U. 0 has 
stored in its memory (e.g. in ROM) a number 01 in z; 
that B has chosen at random. B does not reveal this 
number to U. 

B makes the number ur1 known to U; this number will 
hence£ orth be denoted by Ao. The sum o1 + 'Ui mod q will 
be called the account number. A0g~' will perform the 
role played by g~' in the basic system (input to the 
protocol) . As before, g~' will be denoted by m. 

As will be obvious to those of ordinary skill in 
the art, everything that is described here can be 

25 trivially modified in case 0 has stored two numbers 
Oi, 02, and U the numbers gr1g~2 for a certain fixed 92 

chosen by B. For illustrative purposes, this 
modification will be used in the second description of 
the payment system, using a different restrictive 

30 blind signature protocol. 
Of course, the random numbers of 0 can in pract~ce 

be,lmplemented by pseudo-random numbers (preferably of 
h-~h quality) • ' / 

The withdrawal protocol. Turning now to Figure 21, 
the flowchart for the withdrawal protocol of a coin 
between U, ~s,isted by 0, and B is described in . 
detail. .l/;' .-1 

.,~ ~~~~~ 
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Box 211 shows 0 generating a random number 02 in Zq, 
and computing g~2 

• () then sends this number, which 
will be denoted by B0 , to U. It is noted that 0 can 
perform this step at any time before it is needed in 

s Box 213. 

Box 212 is the same as Box 141. 

Box 213 is similar to Box 142. The second line 
shows that the input to the protocol is the product of 
m and Ao, and it is blinded by U as in Box 142. The 

10 third line specifies how U must compute B. The 
difference with Box 142 is that U must multiply the 
numbers Ao and Bo into it; as will be appreciated, 
otherwise the assistance of 0 in the payment protocol 
will not help U in computing the responses expected 

15 by S. The remaining lines specify how the number a 
must be blinded, and the construction of d and c. 
Finally,, U sends ~he blinded challenge c to B. 

Box 214 is similar to Box 143, the distinction 
being that in the assignment in the first line the 

20 product of Ao with m is used, instead of only the 
number m. Note that log, A0 m is equal to y(o1 + Ui). 

Box 215 similar to Box 144, the distinction being 
the sa.~e as in Box 214. 

Not displayed is that B debits the account of U 
25 with the value of the withdrawn coin. 

~he payment protocol. Turning now to F iqure 22, the 
flowchart for the payment protocol between U, 
assisted by 0, and S is now described in detail. 

30 Box 221 shows U sending (A, B) and the signature to 

/ 
/ 

S. It is the same as Box 2ei. .. 
Btlx 222 shows S computing a challenge d as the · 

i~e of (A,B,ls 1 date/time) under H0 • S sends th~s 
number to U. Note that the actions are the same as 
in Box 202. 

Box 223 indic:;ates how _U blinds d to a number d' by 
adding modulo. ,q a number generated in Box 213 to it .• 
This blind~d.#hallenge is sent to 0. .-1 

.. f:f 
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Box 224 specifies that 0 tests whether it has 
helped before in spendinq the particular coin. The 
box shows that this.is done by 0 verifyinq whether 02 

is still stored in its memory. As will be obvious to 
5 those of ordinary skill in the art, 0 does not 

actually need to erase o2 once used. The second line 
shows 0 computinq a response ri to challenqe d', which 
it sends to U. 0 then erases o2 from memory, or at 
least sets a flaq indicatinq that it has assisted once 

10 in spending the coin. 
Box 225 is similar to Box 203. The first line of 

Box 225 shows U testing the response of 0. If the 
response of 0 is correct, U computes the two 
responses r 1 and r 2 in the manner specified by the 

15 second and third lines, correspondinq to d and 
expected by S. Note that the second response is 
compute~ in the same way as in Box 203, but to compute 
the first response U must now also make use of the 
response just sent by 0. U then sends the two 

20 responses to S. 
Box 226 indicates that S tests the validity of the 

siqnature and the responses. It is the same as Box 
204. 

As in the basic system, U can compute the challenge 
25 d in Box 222 himself if he has access to date/time and 

ls. 

~he depos·it protocol. This is similar to the 
procedure described in the basic system. In case B 

30 finds out that a coin has been double-spent (and hence 
the double-spender must have been able to break the .. 
tam~r-resistance of his bank-module), then B can · 
c~Jt>ute the number Ui + o1 mod <J of the double-spenc:lpr as 
explained before, and hence his identity. · 

/ 
/ 

il1i 1iii1ii1ifii 
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10.3 Extension: coins that may be spent 
multiple times 

As mentioned in the description of the flowchart of 
Figure 14, the signature can correspond to a vector of 
numbers instead of to just one number. In the basic 
system this was used for a pair of numbers. The basic 
system can be straightforwardly modified in order to 
obtain coins that may be spent k times, for some k E N. 
From the description of this extension in the first 
preferred embodiment, it will be obvious to those of 
ordinary skill in the art how to do this. For 
clarity, a description follows. 

In Box 192, U must feed not just one number B as 
additional argument to 'H.0 but k numbers B1 , ••• ,B1c. 
These numbers are chosen by B such that for each Bi he 
knows a pair (xil,xi2 ) in Zq x Zq such that Bi is equal to 
gfilg=•2. . 

In the payment protocol U must then send in Box 201 
all Bi's along. In the i-th payment U sends in Box 
203 the numbers r 1 = dUi + xil mod q and r2 = ds + Xi2 mod q to 
S. The value of i must be apparent from the payment 
protocol, and can hereto be required to be part of the 
argument of 'H.o • 

If B ever finds out that a coin was spent k + 1 
times, then he can compute from two different pairs 
(r1,r2} corresponding to a payment that was performed 
(at least) twice involving the same Bi the exponent of 
the cheater as in the basic system. 

Obviously one can reduce the number of bits 
transmitted in Box 201 of the payment flowchart. 
The;:-e are various ways to do this, as will be obv~ous 
t/those of ordinary skill in the art. One 
possibility has been mentioned before: instead·1of 
using Bi throughout, 'H.(Bi) is used for a suitable 
choice of 'H.. That means that the hash-values of the 

' Bi's will be used as a~gument of the hash-functie in 
l 

Box 192 o~l~ withdrawal protocol. ~ 

'T~ 
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11 Off-line electronic cash systems: 

using a different restrictive 

blind signature protocol 

In accordance with the remark at the beginning of the 
previous section, yest another restrictive blind 
signature protocol will be described. Contrary to the 
restrictive blind signature protocol used in the 
foregoing description of the cash system, the 
certifying party need not know log9 m in order to 
compute the response r, and so the extensions of the 
protocol to anonymous accounts and cheques can be 
realized as in the first preferred embodiment. As 
will be appreciated, hardly any modifications to the 
foregoing protocols are needed. 

First, a set-up phase is needed. In this phase, 'P 
chooses a number g E G9 and a number x E Z9 , and makes g 
and h = g= publicly known. The number x is the secret 
key of 'P. The function 1l is a collision-free 
hash-function that maps four numbers in G9 to a number 
. z· in 

9
• 

As before, at the start of the protocol a number m 
in G9 is chosen that both parties know; this is the 
input of the protocol. 

A digital signature of 'P on a number m E Gq is a 
vector {z, a, b, r) such that gr is equal to hca and mr is 
equal to zcb, with c denoting 'H.( m, z, a, b) • As noted 
before, the numbers (c,r) can be used as the signature 
instead. 

Turning now to Figure 23, a· flowchart of a 
restJtictive blind signature protocol will now be 
des~ibed in detail. f 

~~ will be appreciated, this protocol is 
constructed from the earlier mentioned Schnorr 
protocol for identification, which is of the , 

j 

Fiat/Shamir tn?e, by appiying the inventive_s~cond_ 
technique e~p)l!ined in the description of tthe first 

'T! 



WO 95/04417 PCT /NL94/00179 

123 

preferred embodiment. 
Box 231 shows P generating a random number w from 

Z9 • The third and fourth lines show how P applies 
this number to g and the input m of th~ protocol in 

s order to obtain two numbers, denoted by a and b. 
Using the secret key x, P also computes a number z by 
applying it to m, as specified in the second line. 'P 
then sends z, a, and b to 'R. 

The first line of Box 232 shows 'R generating two 
10 random numbers from Z9 which are then applied to blind 

m to m' as indicated in the second line. The third 
line shows 'R generating two more random numbers, 
which are used to blind the numbers a and b, sent by 'P 
in the preceding box, to numbers d resp. b' as 

15 specified in the fourth resp. fifth lines. The sixth 
line shows how 'R blinds z, also sent by P in the 
previo~s box, to a number z'. Then 'Ruses the blinded 
numbers to compute challenge d by applying the 
hash-function to them, and blinds d to c as specified 

20 in the eightth line. Finally, 'R sends c to 'P. 

Box 233 shows how 'P computes the response r, which 
it then sends to 'R. 

The first two lines of Box 234 indicate the test 
applied by 'R to verify the correctness of the 

25 response r. If both equalities hold, then 'R computes 
the blinded form r of r in the manner specified in the 
third line. 

30 

/ 
/ 

This protocol allows for exactly the same blinding 
manipulations with respect to m, and restrictions 
thereof, as the protocol in Figure 16 and its variant 
described in the description. of the corresponding .. 
flj*chart. The vector (z',a',b',r') is a digital · 
~}9nature of 'P on m'. The pair m', (z', a', b', r') sat,d-sf ies 
the requirement for a blind signature protocol •. · For 
clarity the notation sign(m) will henceforth be used 
to denote a signature o~ m'. 

As remarkeq in the protocol o.f Figure 1~ and its 
variant, 9 .... # be excluded from the {k+ if-vector with 

'T~ 
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respect to which 'R. must know a representation, not 
influencing the fact that a blind signature has been 
obtained (assuming that m =F 1) . In that case 'R. must 
inevitably use t equal to zero if he wants to know a 

5 representation of m' with respect to (911 • .• , 01c) at the 
end. Also, anyone can in that case verify if 'R has 
set s equal to zero in Box 232: if s = O then m' = 1 • 

As will be obvious to those of ordinary skill in 
the art, and in accordance with earlier the 

10 descriptions of restrictive blind signature protocols, 
it is easy to derive related variants from this 
protocol. For instance, the variant for which the 
verification relations are gr = hac and mr = zit= is also 
a restrictive blind signature protocol (although the 

15 assignments made to a, b and z will in that case be 
somewhat more complicated). 

Next ~t will be shown how to use this protocol in 
the construction of off-line cash systems; the 
resulting system allows for precisely the same 

20 extensions as the system described in the first 
preferred embodiment. As promised, only minor 
adaptations to the foregoing description are needed. 

25 

30 

'l 
/ 

11.1 Basic system 

As before, in the description it is assumed that only 
one type of coin is issued. The issuing of coins of 
different representations can be realized as described 
earlier. 

Set-up of the system. Befor~·the system can be put to 
use,

1
B generates a random number x in Z9 and a nUltlb6r 

g iV' G9 • B computes g=, whicp will be denoted by h, 
anK makes (g,h) publicly known. The number x is t~e 
secret key of B. B also generates two numbers 91, U2 in . 
Gq. These are also m.ade publicly known. As will be 
clear to those of ordinary skill iri"the· art, ~or 
security re~.'J.}ls B's choices for g, h, 911 92 s.jould be 

.. T ¥' .... --···-····--· . ... . . .... ··-··-- . 
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such that it seems infeasible for other parties to 
compute a non-zero representation of l with respect to 
(g, h, 917 92); this is easily taken care of by generating 
the numbers at random. 

5 8 also makes publicly known a suitable 
hash-function 'H.. This function operates on five 
numbers from G, and maps them to z,. The function 'H. 
should be collision-free. 

10 Opening an account with B. In order to open an 
account with 8, U must identify himself. 8 registers 
the identity~related information together with a 
number u1 ez;. This number is chosen differently for 
each account holder. In case U double-spends, 8 will 

15 be able to compute u1 • 

Withdrawal protocol. Turning to Figure 24, the . 
flowchart of a withdrawal protocol will now be 
described in detail. 

20 Box 241 is similar to Box 231, with the distinction 

25 

30 

;t 
/ 

that the number m is computed from 91, 92, and the 
number u1 of the account holder participating in the 
protocol, in the manner specified in the second line. 
As will be clear to those of ordinary skill in the 
art, m need be computed only once for each account 
holder; it can be stored beforehand~ Moreover, the 
number m does not need to be sent to U, since U can 
compute it by himself (possibly doing this only once, 
with the computing device storing it). 8 then sends 
the numbers z, a, b to U. 

Box 242 is similar to Box;·232, with a few 
dis~nctions. First of these is that U in fact sets t 
e~l to zero, instead of ch~osing it at random. / 
Second is that s may not be chosen equal to zero. 
Thirdly, U feeds two numbers, denoted by A and B, 
into the hash-function, rather than just one. As in 

~ 

the previously described~ withdrawal protocols., this 
can be don~.;r-~aking A equal to m' and B·-"such that a 
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randomly chosen representation with respect to (91,92) 
is known of it. To once more illustrate the fact that 
many small modifications are possible without needing 
to deviate in any way from the inventive techniques, 
another way to generate A and B will be used here. 
This consists of U ' 'splitting' ' m' into A and B, 
meaning that the product AB is equal to m', and that 
U must know representations of both A and B. To this 
end, U generates random numbers x1 and Y1r both from 
Zq, and computes A and B from this in the manner 
specified in the sixth and seventh lines. The number 
u1s - x1 mod q will be denoted by x2 and y2 will denote 
s -y1 mod q. 

Box 243 is the same as Box 233. Not shown is that 
B debites the account of U. 

Box 244 is the same as Box 234. 
U no~ has at his disposal numbers A,B together with 

. a corresponding signature sign( A, B) (being the vector 
(z', a', b', r')), such that he knows representations of A 

20 and B with respect to (91, 92). 

As will be obvious to those of ordinary skill in 
the art, if B in the set-up phase also makes gi and ui 
publicly known, then in Box 241 B need not senc z to 
U, since U can compute z himself. In any case, B 

25 only needs to send the number z at most once to U, 
since it is always the same when the same account 
holder is involved in the protocol: U can store z. 
Computations and transmissions that need be done only 
once for each account holder are denoted in square 

30 brackets('[ ]'). 

/ 
/ 

: .. Themayment protocol. Turning now to Figure 25, 
f }lwchart of the payment protocol will now be 
described in detail. 

tl'le 

j 

Box 251 shows U sending A, B and the signature 
obtained in th~ withdrawal protocol to .. S. 

The first line of Box-252 shows S verifying tha~ U 
.l . 

in Box 242J,I;.' not takes equal to zero; els will be 
.,.~ 
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clear to those of ordinary skill in the art, if 8 = O 
could be used then account holders can double-spend 
without ever being identified afterwards. As 
indicated by the second line, S also verifies that the 

5 signature sent by U is correct. The relations that 
must hold in order for the signature to be correct 
have been described in the description of the set-up 
phase for the signature protocol of Figure 23. The 
third line of the box shows S generating a challenge d 

10 from Zq that may not be equal to 1. This challenge is 
then sent to U. 

Note that the flowchart specifies the test for 
correctness of the signature to take place in this 
box, rather than in Box 254, as is the case in earlier 

15 flowcharts of payment protocols; this is merely to 
once more point out that various tests can be 
perf orme~ in different orders than indicated in the 
flowcharts. That is, the test might as well be 
performed in Box 254, or even while U is performing 

20 the computations of Box 253. 
Box 253 shows U verifying that the challenge 

differs from 1. The second and third lines show U 
generating two responses based on the challenge and 
the representations he knows of A and B • As will be 

25 clear, the test for inequality of the challenge to 1-

is ·to protect the privacy of U; if d = 1 then the 
responses reveal the number u1 to S. 

Box 254 shows S testing the correctness of the 
responses. As before, if the test holds then S 

30 accepts the payment. 
The challenge d may be determined in the same way .. 

as ~1 the earlier payment protocols. As will be · 
oby~ous to those of ordinary skill in the art, / 
however, the requirement that d be the outcome of 'a 
collision-free hash-function can be weakened in this 
case, due to the~fact that the particular restrictive 
blind siqnatur~ protocol does not allow for9ery even 
if one does .ri1j' need to know a representat it>n of the 

'T¥ ... ········-----
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output of the signature protocol. 

The deposit p~otoc~l. S sends the payment transcript 
to 8. 8 verifies the validity of the transcript by 

5 performing the same verifications as S did in the 
payment protocol (that is, AB #= 1, verification of the 
signature and of the responses ri, r 21 is d of the 
required format). In effect, this stage is the same 
as in earlier descriptions of payment protocols. In 

10 case of double-spending 8 knows (at least) two 
distinct payment transcripts involving the same A, B 
but different challenges and corresponding responses. 
This enables 8 to compute u1 as will be clear to those 
of ordinary skill in the art. 

15 

20 

25 

30 

11.2 Extension: protection against framing 

As in the earlier descriptions, a minor modification 
suffices to protect users against framing attempts. 
Hereto, in the stage where U opens his account with 
8, not 8 but U himself should generate the number u1 • 

U then reveals g~1 , which will be denoted with I, to 
8, but not u1 itself. Note that this is sufficient 
for 8 to compute m (= /g2 ) in Box 241 of the 
withdrawal protocol. As will be obvious to those of 
ordinary skill in the art, U can generate I in 
cooperation with 8 in such a way that 8 does not know 
u1; the advantage of this is that 8 can ensure that u1 
is a random number to U, rather than a deliberate 
choice of U. 

In case U cheats by spendinq the same coin more 
thanpnce, 8 can compute u1 as before, and hence ... . 
det~ne the identity of th~ double-spender. . 

-~lthouqh the descriptions given thus far in th~ 
application should be more than sufficient to enable 
those of ordinary skill to make the necessary 

' modifications themselves without any difficulty, for 
1 . • 

the s~ke of --~leteness a description wil~· be given 
·;:.r 

iiiii~ilii 
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of the incorporation of unconditional protection 
against framing. 

Set-up of the system. This is almost the same as in 
s the description of the basic system, with the 

extension being that B also makes publicly known a 
number g3 E Gq, different from each of 9, h 91 and 92. 

Opening an account. When opening an account with B, U 
10 must identify himself. U generates two random 

numbers u1 and u2 from Zq (possibly in cooperation with 
B, as described before), computes g~1g~2 (denoted by 
J), and sends I to B. In case U double-spends, B 
will be able to compute u.11 u.2 • Since I= 9!19~2 is 

15 registered together with the account of U and 
information related to his identity, B can find out 
the identity of the double-spender and press charges. 

~he withdrawal protocol. First, it is noted that U 
20 can prove that the money that will be withdrawn is 

withdrawn from his legitimate account, by proving to B 
that he knows a representation of I with respect to 
(91192 ): the protocol of Figure 18 can be used to this 
end. Alternatively, U can sign a withdrawal request 

2s using a public key set-up. 

30 

/ 
/ 

Turning now to Figure 26, a flowchart of the 
modified withdrawal protocol will now be described. 

Box 261 is similar to Box 241. As remarked, B can 
compute m from I: this is shown in the second line of 
the box. The other actions are the same. 

Box 262 is similar· to Box:·242, the only distinction .. 
bei?J'.1 that m is computed as I times· 93 • Since the · 
sp,Jtting of m' into A and B is the same as in B9x 
242, it is not explicitly written out. 

Box 263 is the same as Box 243, and Box 264 is the 
same as Box 244_ .• 

iliiiii 1iITf 
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The payment protocol. Turning to Figure 27, the 
flowchart of the modified payment protocol will now be 
described. 

Box 271 resp. Box 272 are the same as Box 251 resp. 
s Box 252. 

Box 273 is similar to Box 253, with the distinction 
that U computes three responses instead of just two. 

Box 274 is similar to Box 254, with the test for 
the correctness of the responses modified, considering 

10 that there are three responses that must be tested. 

The deposit protocol. This is the same as in the 
basic system: only the computation performed by B in 
case double-spending has taken place needs to be 

15 modified in the obvious way. 

20 

11.3 Extension: additional, tamperresistant 
bank-module that is embedded in the 
computing device of the user 

For illustrative purposes the description of this 
extension is as such that the feature of protection 
against framing, independent of computational power of 
8, is incorporated. This is merely to illustrate the 

25 fact that all the extensions can be easily 
incorporated simultaneously, as will be obvious to 
those of ordinary skill in the art. 

Set-up of the system. This is exactly as in the 
30 previous extension of the basic system. 

.. 
Open.Jng an account. As before, one may let 8 generate 
at.J'andom a pair (01,02), which' B stores in, say, _jr.he 
ROM of the tamper-resistant device 0 before giving it 
to the accountholder U. 

To illustrate.the way ;n which the inventive 
techniques displayed in this application can be 
combined in.~aightforward ways, an alter!ative 

, T.:/" ··--- ---·-··-···- ..... ····-···--··-··-·· 
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realization is described. Turninq to Fiqure 28, a 
flowchart of this protocol will now be described in 
detail. 

In this protocol, a siqnature by 0 must be 
5 computed, so a public-key set-up is needed~ this can 

be installed by some orqanization trusted by B into 
0. As will be obvious to those of ordinary skill in 
the art, this orqanization need not be the bank 
itself; it may be an issuer of the tamper-resistant 

10 devices for instance. In this way, previously issued 
tamper-resistant modules can be used to assist in cash 
systems that are initiated in a later staqe, without 
users havinq to hand their tamper-resistant part to 
the bank in order to let it install Ao. In addition, 

15 it illustrates that there in fact is no need for 8 to 
know Ao. It is noted that, in order to prevent 0 
from se~dinq encoded information to B, the public-key 
siqnature set-up of 0 must be such that for each 
number there exists only one signature. 

20 Box 281 shows U generating a number Au such that he 
knows a ra~dom representation of it with respect to 
(9i, 92) • This number will be used by U throuqhout. 
The fourth line shows U blindinq this number to a 
number T', which is sent to 0. 

25 Box 282 shows 0 generating a number Ao such that it 

30 

knows a random representation (o1,o2) of it with respect 
to (g1 , 92). The third line shows 0 computing the 
product of this number with the number sent by U in 
the previous box. 0 then siqns this product using 
its public-key set-up, and sends Ao and the signature 
on the product to U. : 

Bo~ 283 shows U computinq the product as 0 did, 'nd 
te_,finq that 0 indeed sent his siqnature on it. }f 
this is the case, then U sends the product, the 
siqnature of 0, and the number used to blind Au in 
Box 281, to B. 

~ 

Box 284 sho~~s B verifying the signature ~n. T as . .U 

did. If th~1,:tignature of is correct, and ·Mence 8 is 
·r~ ~~~--'-~~~~~-
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ensured that a tamper-resistant part cooperated, then 
it computes T/9i. This number will be denoted by I, 
and is registered by 8 together with the identity of 
U under the new account. 

5 As will be appreciated, 0 and U can now or in a 
later stage prove that they know a representation of I 
with respect to (911 92 ) , without revealing any 
additional information about the numbers, and such 
that 0 does not reveal useful information about the 

10 pair {o11 o2 ) to U. This protocol has been described 
earlier; it is similar to the payment protocol of 
Figure 22. It is noted that in this way U can always 
prove ownership of his account, for example in the 
withdrawal protocol. 

15 

20 

25 

30 

Should U unexpectedly be able to determine the 
contents of the tamper-resistant device (by breaking 
the tam~erresistance), and spend the same information 
more times than allowed, then 8 will be able to 
determine (o1 + u11 o2 + u2). As before, by computing I 
from this 8 can then determine the identity of the 
double-spender. 

As will be obvious to those of ordinary skill in 
the art, o2 may be (required to be) set to zero by O. 
In that case, in the withdrawal protocol, to be 
described shortly, U can set u4 to zero and 0 can set 
04 to zero. Also, ~ may be set to zero. In the 
payment protocol, only ri must be computed and sent to 
U in that case. 

The withdrawal protocol. Turning now to Fiqure 29, a 
flowchart of the payment protocol of a coin between 
U, a.ssisted by 0, and 8 is described in detail. ·• 

_jox 291 shows 0 generating two random numbers j-n 
order to generate a number .denoted by Bo such that it 
knows a representation of it with respect to (911 92). 

0 then sends Bo to U. As in the protocol of Figure 
-~ 

21, 0 can perform this step at any time before it .. is 
.l 

needed in s~;i93 . 
. ,~ 

. --· ·-·-··--------~ 
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Box 292 is the same as Box 261. 
Box 293 is similar to Box 262. The first line 

shows U computing m as the product of I and g3 , which 
need be done only once. The second and third lines 

5 show that this number is blinded by U as in Box 262. 
Note that the blinding number is denoted by Q instead 
of s, the reason for which is only to avoid notational 
conflicts in denoting all the random numbers. In 
accordance with the splitting of A and B as used in 

10 the basic system, the eightth and nineth lines show U 
generating A and B. Note that U to this end 
multiplies the numbers Ao and Bo into the splitting; 
as before, otherwise the assistance of 0 in the 
payment protocol will not help U in computing the 

15 responses expected by S. The remaining lines are the 
same as in Box 262. 

Box 294 is the same as Box 263, and Box 295 is the 
' same as Box 264. 

20 The payment protocol. Turning now to Figure 30, a 
flowchart for the payment protocol between U, 
assisted by 0, and S is now described in detail. 

Box 301 shows U sending {A, B) and the signature on 
the pair to S. It is the same as Box 201. 

25 Box 302 is the same as Box 272. 

30 

Box 303 indicates how U blinds d to a number d' by 
using random numbers generated in Box 293. This 
blinded challenge is sent to 0. 

Box 304 is similar to Box 224. It specifies that 0 
tests whether it has helped before in spending the 
particular coin. The second;· line shows shows 0 
test~ng that the received challenge differs from zero. 
As Jfill be appreciated, the ~ctions in Box 293 and Box 
3of can be modified such that no such testing is I 
needed; in that case, r~ must be computed as d'o1 + o3 

rather than as specified in the Box (likewise for r~), 
~ 

and the tests in Box 305 ·and 306 must.be chanqed . 
• .1 

accord1ngly~~yuch modification will be obVious to 
·;-~ 
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those of ordinary skill in the art; in fact, in all 
e~rlier payment protocols including the 
tamper-resistant part, no such test for the challenge 
is needed. 

The third and fourth lines show 0 computing two 
responses to challenged!, both of which it sends to 
U. 0 then erases o2 from memory, or at least sets a 
flag indicating that it has assisted once in spending 
the coin. 

Box 305 is similar to Box 225. The first line of 
Box 305 shows U testing the responses of O. If the 
responses of 0 are correct, U computes the three 
responses r 1 , r2 , and r 3 in the manner specified by the 
next three lines. U then sends the three responses 
to S. 

Box 306 is the same as Box 274. 

~he deposit protocol. This is as in the previous 
extension. 

As will be appreciated, framing attempts of 8 have 
negligible probability of success, even if the 
tamperresistant device of the accused user is 
programmed such as to help 8 in such an attempt. That 
is, determining u17 u2 has negligible probability of 
success even if 0 pretends to have used different 
values for Oit02 than it actually did. 

Furthermore, as will be obvious to those of 
ordinary skill in the art o2 , o4 , u2 and U4 can be set to 
zero and g3 to 1. In that case, framing is protected, 
but only in case 8 does not have ''unlimited'' 
computing power. : 

A' in all other withdrawal and payment protocols~ 
degl:ribed in this application, the actions of 0 tn 
tilts pair of protocols are precisely such that the 
inventive technique of it performing in effect an 
identification protocol of the Fiat/Shamir type is 

~ 

applied; in the withdrawal protocol the first 
1 • ''round'' ~~place; in the payment proiibcol the 

.. ,~ 
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challenge and response rounds takes place. 

11.4 Extension: Multi-spendable coins 

As will be obvious from the earlier descriptions, the 
protocols can be modified such that the same coin is 
allowed to be spent multiple times. For a k-spendable 
coin, in case B receives a payment transcript 
involving the same A, B for the k + 1st time, he can 
find out the identity of the cheater as before. 

11.S Extension: electronic cheques 

Again, for illustrative purposes this extension is 
described here such that the protection against 
framing, independent of computational power, is 
incorporated. 

The set-up of the system This is exactly as described 
in the first extension, with the addition that B makes 
publicly known 2k numbers e10 f1c from G9 and two numbers 
d1,d2 from G9 , all distinct from one.another and 
distinct from g, h, 91 and 92·• (Here, d1 takes over 
the role of g3 , which is merely for notational 

. purposes. ) More specifically, all these numbers must 
be such that it seems difficult for others to compute 
2k + 6 numbers bi E Z9 (not all zeros ) such that 
gt1g~2 cfi3~4 hbse~• ft'··· e!2•+s 1:2"+• is equal to 1. As before, 
it is easy to meet this requirement. 

Cheques in the system can be spent for 2Jc different 
amounts, without U needing to know beforehand for 
what amount he will spend the cheque. To this end. 
one A:an let the pair (ei,fi) represent for example 2i.:.i 
qu/rters, as described earli~r. / 

As will be obvious to those of ordinary skill in 
the art, for security reasons the number x used by B 
must be differept than tpat used to certify coins. 
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Opening an account with B. This is the same as in the 
first extension. 

~he withdrawal protocol. Turninq now to F iqure 31, 
s the flowchart for the withdrawal protocol of a cheque 

between U and 8 will now be described in detail. 
Box 311 shows U qeneratinq a number m1 such that he 

knows a random representation of it with respect to 
(e1, !11 · .. , e1u f1c, d2). U sends this number to B. 

10 Box 312 is similar to Box 261, with B in addition 
reqistering m 1 with the account of U. Note that in 
addition to d1 (denoted by g3 in Figure 29) the number 
m1 is multiplied with I to obtain the input m. 

Box 313 is similar to Box 262. Note that in the 
15 second line the product Jd1m 1 is used instead of ld1. 

The only other difference is that in the third, 
fourth, and fifth lines U qenerates k+ 1 random 
numbers instead of just two, and uses them all to 
compute the splittinq of m' into A and B. This is 

20 done as follows: u1s = x 1 + x2 mod q, u2s = 111 + 112 mod q, 
s = z1 +z2 modq, a1s = alA +a1s modq, bis= f31A +/31s modq, ... , 
aks = a1cA + a1cs mod q, b1cs = f31cA + f31cs mod q, a1c+1S = aA +as mod q. 

The numbers at the riqht-hand side of these 
equalities are_ generated by U at random from z,, in 

25 such a way that the equalities hold. U then computes 
9~ 1 grdt1 e~1A f~1A · · · e~u Jfucr;A, which will be denoted by A, 
and m' /A, which will be denoted by B. 

The other lines of the box show U computing the 
other numbers as in Box 262. 

30 Box 314 is the same as Box 263, and Box 315 is the 

/ 
/ 

same as Box 264. : 
• 

N~t shown is that B debits the account of U for' an 
amfbnt corresponding to the.maximum amount for w;ich 
t!fe cheque may be spent. 

~he payment protocol. Turning now to F iqure 32, the 
flowchart of the payment protocol for a ch~que between 
U and S is ..• P/)' described in detail. ..;# 

"f:/ 
·-·--·······.····~··-· ·-· 

li1i1iUiii1~li 
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Box 321 is the same as Box 271. Not displayed is 
that U also informs S of the amount for which he 
wants to pay with the cheque. Without loss of 
generality, it will be assumed that U wants to spend 

5 an amount corresponding to ( e 1, f i), ... , ( e;, f;) , where 
1 < j < k. 

Box 322 is the same as Box 272. 
Box 323 is quite similar to Box 273. The 

difference is that U computes not two but k + 1 

10 responses, as specified in the box. U then sends all 
these responses to S. 

Box 324 shows S testing the correctness of the 
responses. To this end, S verifies that 
T13 + r 14 #: 0 mod q, ... , r;3 + r;4 f: 0 mod q and that A Be is 

15 equal to 

20 

25 

30 

n~ e":il/!'il. (Il~ e":•2f!'")c. IT~ . e":ilf!'i2. n~ g:<Ar+l)i. d"(Ar+l)ld"Ar+z If 
a=l 1 1 a=l 1 1 i=J+l 1 i a=l 1 1 2 • 

these tests hold, S accepts and provides the services 
corresponding to the part of the cheque that U spent. 

The deposit. As before, S sends the payment 
transcript to B, and B verifies the correctness. If 
the verifications hold, and the cheque has not been 
spent before, then B stores (for 1 < i < j) the numbers 
(ril + ri2)(ri3 + Tic)-1 mod q in a database. 

If a cheque has been spent already then B can 
determine the identity of the double-spender as 
before. 

~he refund protocol. Turning now to Figure 33, a 
flowchart for the refund protocol between U and B is 
now described in detail. , . . 

Not shown is that U, in order to get a refund fclr 
th~~nspent part of the cheq,ue, informs B of the 
nt&ber m 1 corresponding to the cheque_ in questiob; 

Box 331 shows that B verifies that m 1 is registered 
with the account information of U. Only if this is 
the case, the rest of t~e protocol is performed. As 
wil.l be cl.~'i!i Box 331 may be combined wi:t;h Box 333 if 

---- ·-;-~ 
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the part of U informing B of m1 is combined with Box 
332. 

Box 332 shows U sending the numbers Cli,bi, for 
j < i < k, to B, i.e. the exponents corresponding to the 

5 terms ei, / 1 of the cheque that have not been spent. In 
compliance with Figure 32, it is asslimed that these 
are the last k - i terms. The box also shows U 
computing a number z such that he knows a random 
representation of it with respect to (e11 f1, .•. ,e;,/;,d2)• 

10 As will become clear, this is similar to the actions 
in Box 181 (the only difference is that other symbols 
are used). 

15 

20 

25 

30 

/ 
/ 

The third line of Box 333 indicates that B verifies 
that none of the k - i quotients of the numbers Cli, bi 
sent by U is in its deposit database; hereto, as 
indicated by the second line, none of the b, may equal 
zero. If this is the case, then U must prove to B 
knowledqe of a representation of m1/(Il~;+i e~i !?) with 
respect to (e1, / 11 ..• , e;, f;, d2). The specific protocol 
described in the flowchart in Figure 18 has been used 
for explicitness in the figure. 

Box 334 is ·the same as Box 183, in fact only the 
symbols differ. 

Finally, Box 335 is in fact the same as Box 184, 
with the addition that if 8 accepts the proof, then B 
erases m 1 and stores the quotients a,/bi sent by U in 
Box 332 in its database. Not shown is that B in that 
case also credits the account of U with an amount 
corresponding to the unspent part of the cheque. 

As will be obvious to those of ordinary skill in 
the art, with just a small ~edification this extension 
can

1
be combined with the extension to additional, : 

ta91>er-resistant computing ~vices. There are two 
bcfsic ways to realize this modification: either1

the 
knowledge of all the exponents is shared between q 
and U, or the knowledqe of just the exponents on 
91,g2,d1 is share"d and U bows all exponents on 
( d2, e 1, f 11 ••• , ~1/1) . 4 

__________ ::__:r_.!i' .. 

i1iliU~i~ii 
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11.6 Extension: anonymous accounts 

In the first extension a number 9~ 19;2 , denoted by I, 
is registered together with the identity of U under 
the account of U. In order to anonymously open an 
account, U must ''withdraw'' I in a predecing protocol 
with B, again using a restrictive blind signature. 
This protocol is very similar to the protocol 
described in the basic system. The difference is that 
U does not withdraw a coin but a pseudonym. 

Turning now to Figure 34, a flowchart of a possible 
realization of this protocol will now be described. 

Not shown is that U identifies himself, as in the 
basic cash system. 

Box 341 is similar to Box 231. It shows B 
generating a random number u 1 EZq that it did not use 
in earlier executions of this protocol, and sending 
this to U. The input m to the protocol is computed 
from this in the manner specified in the second line. 
The assignments to z,a,b are computed as in Box 231. 
As will be obvious to those of ordinary skill in the 
art, even the protection against framing can be 
incorporated by letting U himself generate the number 
u1 and informing B only of 0!1 

• 

Box 342 is similar to Box 232: as in Box 242, 
however, U blinds m only by raising it to a random 
number. 

Box 343 is the same as Box 233, and Box 344 is the 
same as Box 234. The number mr is denoted by I: it is 
the certified pseudonym of U (since U has a signature 
of B). 

In the procedure for operiinq an account, U no ~ 
lo~er identifies himself. B only verifies that i is 
~~tified, and U (optionally) has to prove as b~ore 
that he knows a representation of I with respect to 
(01,92). In the withdrawal protocol U can prove 
ownership of tqe account the money will be withdrawn 
from in this vay as well. 

._,') 
··~~;# 

____ 1_7__ ... 

i1iii~Ui 
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The rest of the system is as described before. 
Since I is equal to gr"g2 and in the withdrawal 

protocol m = I~~ is blinded to m' = m' for a random 
number s e Zq, inevitably m' will be equal to gr1"'g2'g;. 

5 In case U double-spends, B can compute u1 , and hence 
the identity of the double-spender (by searchinq the 
database that is used in the pseudonym-issuinq 
protocol). 

In this particular realization of the protoco~, 8 

10 can also compute r and hence I in case of 
double-spending, and so B will also know the account 
of the double-spender. As will be obvious to those of 
ordinary skill in the art, there are various simple 
modifications to this technique. Apart from the 

15 

20 

25 

30 

35 

/ 
/ 

question whether there is any advantaqe in doing so, 
the protocol can be modified such that only the 
identity of the double-spender will be revealed but 
not his account. 

As will be readily apparent, even protection 
aqainst framing can be accomplished in this system. 
To this end, the number u1 is generated by U and gr1 

is sent by U to B. Note that in that case in Box 341 
8 can still compute m. 

Furthermore, a simple modification that will be 
obvious to those of ordinary skill in the art suffices 
to protect account holders against framing attempts, 
regardless of the computational power of B. To this 
end, U generates two random numbers u11 u2 in Zq, and 8 
only gets to know gr1g22

• 

* * .. ·* 
Th}s concludes the detailed descriptions of two 

.,, . 
pr~erred embodiments • While these descriptions pf 
thC~ present invention have been given as examples, it 
will be appreciated by those of ordinary skill in the 
art that various modificatiofis, alternate 

- ' -configurations, and equivalents may be empl~yed . -
without dep~ng from the spirit and scopi of the 

'T:/' ------
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present invention. For example, there are many 
essentially equivalent orders to evaluate expressions; 
ways to evaluate expressions; ways to order 
expressions, tests, and transmissions within flowchart 

5 boxes; ways to group operations into flowchart boxes; 
and ways to order flowchart boxes. The particular 
choices that have been made here are merely for 
clarity in exposition. Various such modifications, 
alternate configurations, and equivalents have been 

10 

15 

20 

25 

30 

35 

/ 

indicated in the text. 
Certain variations and substitutions may be 

apparent to those of ordinary skill in the art. 
Various such variations and substitutions have been 
indicated and sometimes described in detail in the 
text. Tests in particular need not necessarily be 
performed between the two actions indicated in the box 
they are in, or in the boxes in which they are 
indicated. 

It will also be obvious to those of ordinary skill 
in the art how parts of the inventive techniques and 
protocols disclosed here can be used to advantage 
without necessitating all the protocols of the 
credential mechanism or cash system. This may be more 
fully appreciated in the light of some examples. In 
Section 4, many techniques have been described, 
applicable in both preferred embodiments, for proving 
several kinds of dependencies ·in the numbers of the 
representation known by the user. These techniques, 
and their correspondinq protocols, do not need to be 
used in conjunction with blind signature protocols. 
For example, if the signatu~es are made by a 
certifying party that·can be trusted by users to nett 
com1'-omise their privacy by helping organizations in 
l~ing transferred credenti~ls, then the credenlials 
can be issued by means of an ordinary digital 
signature. As will be appreciated, this in fact can 
be realized in ehe described protocols by setting the 
blinding f acr;Js chosen by the user in theirespective 

I .,. 
.:i:• if 

'ff 
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second boxes of the flowcharts of restrictive blind 

signature protocols to fixed values. This was 

previously mentio~ed in the detailed description, as a 

way to make privacy optional. In case the certifyinq 

5 party does not help in linkage, however, privacy is 

still guaranteed. 
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* C L M S * 

WHAT IS CLAIMED IS: 

1. A method for implementinq a protocol between a 
party of a first kind and a party of a second kind 
for certifying information, where an inverse of a 
function of a vector of numbers is called a 
representation of the vector of numbers with 
respect to the function if the function is 
substantially difficult to invert for at least the 
party of the first kind, the method comprising the 
steps of: 

I 

./ 

determining a first vector of numbers that is 
known to the party of the first kind, such 
that the party of the second kind knows a 
non-constant function, / 1 , of the first vector 
of numbers, where the function, / 1 , may be the 
identity function; 

transforming the first vector of numbers by 
the party of the first kind to a second vector 
of numbers, the transformation involving 
numbers that can be randomly chosen by the 
party of the first kind, such that the party 
of the first kind knows a representation of 
the second vector of numbers with respect to a 
function, f 2 ; 

transforming the function, / 1 , of the first 
vector of numbers by the party of the second 
kind to a third vector of numbers, the 
transformation involving a secret key of the 
party of the second_kind, where the 
transformation may require interaction with 
the party of the first kind; 

, I 
communicating the third vector of numbers by 
the party of the second kind to the party of 
the first kind; and ,. 
trans~orming the third vector of numbers by 
th~!~/rty of the first kind to a fourth vector 

________ '_L ,( . .... - - -- .. 
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of numbers, such that the fourth vector of 
numbers corresponds to the second vector of 
numbers according to a relation involving a 
public key that corresponds to the secret key 
of the party of the second kind, 

such that 

a non-constant function, Ji, of the first 
vector of numbers is equal to a non-constant 
function, !,,, of the representation that is 
known to the party of the first kind of the 
second vector of numbers with respect to the 
function, f 2 , regardless of the random choices 
applied by the party of the first kind in the 
transformation of the first vector of numbers 
to the second vector of numbers; 

for substantially each first vector of 
numbers, and for substantially each second 
vector of numbers and fourth vector of numbers 
that corresponds to the second vector of 
numbers according to the relation involving 
the public key of the party of the second 
kind, there exists at least one set of random 
choices by the party of the first kind in the 
transformation of the first vector of numbers 
to the second vector of numbers, such that the 
party of the first kind acquires the second 
and fourth vectors of numbers if it applies 
the at least one set of random choices in the 
transformation of the first vector of numbers 
to the second vector'of numbers; and .. . 

1 it is substantially infeasible for the party 
./ of the first kind tof generate, without J 

cooperation of the party of the second kind, a 
vector of numbers of which it knows a 
represeptation with respect to the function, 
/2, an~ a vector of numbers that corresponds 
to .~i vector of numbers accordiifg to the 

'f~ 
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relation involvinq the public key of the party 
of the second kind. 

2. A method as in claim 1, such that the party of the 
first kind can feasibly qenerate, without 
cooperation of the party of the second kind, 
second vectors of numbers and fourth vectors of 
numbers that correspond to the second vectors of 
numbers accordinq to the relation involvinq the 
public key of the party of the second kind. 

3. A method as in claim l, such that the first vector 
of numbers for a new execution of the protocol is 
determined as a non-constant function of the 
representation known to the party of the first 
kind of at least one second vector of numbers with 
respect to the function, f 2 , where the at least 
one second vector of numbers has been acquired by 
the party of the first kind in an earlier 
execution of the protocol. 

4. A method as in claim l, where the protocol is said 
to be a pseudonym issuinq protocol, because the 
second vector of numbers is used by the party of 
the first kind as a pseudonym. 

5 • A method as in claim 1, where the party of the 
first kind is said to maintain a set of 
credentials in the second vector of numbers, 
because the function, ~' of the representation 
known to the party of the first kind of the second 
vector of numbers with respect to the function, 
fi, represents a particular set of credentials of 

•• 
~he party of the first kind. 

~A method as in claim S, ~here a set of crede~tials 
is said to be installed in the second vector of 
numbers by the party of the second kind, because 
the first vector of numbers is determined .such . 
that thew-nction, 11, of the first v~tor of 

I "i' 
..... .Sf ,.,i 
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numbers specifies the set of credentials that the 
party of the second kind issues to the party of 
the first kind. 

7. A method as in claim 5, where the set of 
credentials that is maintained by the party of the 
first kind in the second vector of numbers is said 
to be updated in a new execution of the protocol, 
because the first vector of numbers in the new 
execution of the protocol is determined as a 
non-constant function of: 

a vector of numbers that specifies the values 
by which the credentials of the party of the 
first kind are updated, and 

the representation known to the party of the 
first kind of the second vector of numbers 
with respect to the function, !2. 

8 • A method as in claim 7, such that the party of the 
second kind does not know the set of credentials 
that is maintained by the party of the first kind 
in the second vector of numbers. 

9. A method as in claim 7 or 8, such that the party 
of the second kind does not know the vector of 
numbers that specifies the values by which the 
credentials of the party of the first kind are 
updated. 

10. A method as in one of claims 1 to 7, such that the 
30 party of the first kind comprises at least two 

parties, that necessar~ly must cooperate in order 

35 

/ 
/ 

.. 
1 to know the representation of the second vector of 

/ numbers with respect to ,the function, f 2 • 
/ 

11. A method as in claim 1, such that a representation 
of a vector of numbers, (m0 ,B11···1B1), with respect 
to the function, J2 ,· is a vector of numbers, 
(a1, ... , a1d 4)+1), such that Y{11 

• • • Yk11"ak+l ~ equal to a 
.ii: 
.,~ ······-
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non-constant function, / 3 , of the vector of 
numbers, (m0 , Bi, ... , Bz), where 

the numbers, k and l, are greater than or equal 
to zero; 

f3(mo, B1 , ••. , Bz) is an element of a mathematical 
structu~e, denoted by z; and called a finite 
group of integers modulo n; 

the number n is the product of at least two 
large prime numbers; 

the numbers Yi, ... , Yk are elements of the finite 
group, z:; 
the number v is a positive integer; 

the numbers a11 ... , ak are elements of a 
mathematical structure, denoted by Zv and 
called a ring of integers modulo v; and 

the number a1c+1 is an element of z;. 
20 12. A method as in claim 11, such that the number, v, 

25 

30 

35 

/ 
/ 

is co-prime to the number of elements in the 
finite group, z;. 

13. A method as in claim 11, such that the number, v, 
is an even number. 

14. A method as in claim 11, such that m 0 is an 
element of the finite group, Z~, and /3(mo, B11 ..• , B1) 
is equal to mo. 

15. A method as in claim 11, such that 

I 

the public key of the party of the second kind 
comprises a number, X, from the finite group, 

./ z;, and a hash-function 'H.; 
j 

the secret key of the party of the second kind 
comprises the v-th root modulo n of each of 
the numbers, X, ~ Y1 , •.• , Yk, or, alternatively, 
the pz;ime factorization of the number~· n; and 

·1 4 j/; ,,,, 
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the relation involving the public key of the 
party of the second kind, and according to 
which the fourth vector of numbers corresponds 
to the second vector of numbers, is satisfied 
if the relation b" = (Xm)ca holds, or, 
alternatively, if the relation b" = Xm(a)c 
holds, where 

a and b are numbers in the finite group, 
z·. " , 
c denotes 1-f.(m0 , B1, .•• , B,, a), where 
(mo, B1, ••• , B1) denotes the second vector of 
numbers; and 

m denotes / 3(m0 , B11 ••• , B1). 

15 16. A method as in claim 11, such that 

20 

25 

30 

35 

/ 
/ 

----

.. / 

the public key of the party of the second kind 
comprises a number, X, from the finite group, 
z:, and a hash-function 1-1.; 

the secret key of the party of the second kind 
comprises the v-th root modulo n of each of 
the numbers, X, Y1 , ••• , Y1c, or, alternatively, 
the prime factorization of the number, n; and 

the relation involving the public key of the 
party of the second kind, apd according to 
which the fourth vector of numbers corresponds 
to the second vector of numbers, is satisfied 
if the relation b" = (Xa)cm holds, or, 
alternatively, if the relation b" = Xa(m)c 
holds, where 

a and b are numbers in the finite group~ . 
c denotes 1-1.(m0 , B1: ••• , B1, a), where I 
(mo, B1, ••• , Bi) denotes the second vector of 
numbers; and 

m denotes / 3(mo, Bh ... , B1) ~ 
. > 

1 7. A meth.9!1'~.Jts in claim 11, such that 
'f~ 

1ii\i~f 
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the public key of the party of the second kind 
comprises a number, X, from the finite group, 
z:, and a hash-function ?i; 

the secret key of the party of the second kind 
comprises the v-th root of each of the 
numbers , Y1 , •.• , l'k, and a vector of numbers , 
(s1, ... , s;; s;+1), such that X is equal to 
Z• z•· i

1 
• • • / sj+1, where 

the numbers , s 11 ••• , s; , are elements of the 
ring, Z,,; 

the number, s;+11 is an element of the 
finite group, z:; 
the numbers, Z11 ••• , Z;, are elements of the 
finite group, z:; and 
the number, j, is greater than or equal to 
one, 

or, alternatively, the secret key of the party 
of the second kind is the prime factorization 
of the number, n; and 

the relation involving the public key of the 
party of the second kind, and according to 
which the fourth vector of numbers corresponds 
to the second vector of numbers, is satisfied 
if the relation Z~1 ···ZJ;b}+i = (Xm)ca holds, or, 
alternatively, if the relation 
zt1 ···Z~'bj+ 1 = Xm(a)c: holds, where 

a and bi+l are numbers in the finite group, 
Z~; 

b1, ... , b; are numbers in the ring, Z,,; 
c denotes ?i(m0 , B1, ... , Bi, a), where 

... • 

(mo, B 11 ••• , B1) denotes the second vector /lf 
numbers; and 

m denotes f3(mo, B11 ... , B1). / 18. A method as'in claim"ll, such that 
/ 1 

. 'I 
·----"-~lJ_;~ ... 



WO 95/04417 

5 

10 

15 

20 

25 

30 

' I 

11111111 llllll lllll 11111111111 
* C L M S * PCT/Jlill.94100179 

150 

the public key of the party of the second kind 
comprises a number, X, from the finite qroup, 
z;, ~nd a. hash-function 'H.; 

the secret key of the party of the second kind 
comprises the v-th root of each of the 
numbers , Y1 , ••• , Y1c, and a vector of numbers, 
(sh ... , s;; s;+1), such that X is equal to 
Z, z•· 

1
1 

• • • ;' sj+1 , where 

the numbers, s 17 ••• , s;, are elements of the 
rinq, Zv; 

the number, s;+i, is an element of the 
finite qroup, z;; 
the numbers, Z 11 ••• , Z;, are elements of the 
finite qroup, z;; and 
the number, j, is qreater than or equal to 
one, 

or, alternatively, the secret key of the party 
of the second kind is the prime factorization 
of the number, n; and 

the relation involvinq the public key of the 
party of the second kind, and accordinq to 
which the fourth vector of numbers corresponds 
to the second vector of numbers, is satisfied 
if the relation zt1 

... z;;bi+i = (Xa)c:m holds, or, 
alternatively, if the relation 
zt1 

••• z;; bj+l = x a(m)c: holds, where 

a and ~+1 are numbers in the finite qroup, 
z;; 
b1 , .•• , b; are numbe;-s in the rinq, Z11 ; 

c denotes 'H.(m0 , B17 ... , Bti a), where t 
(mo, Bi, ... , Bi) denotes the second vector1of 
numbers; and ; 

m denotes / 3 (m0 , B1 , ••• , Bi). / 19. A method as in clai~ 1, such that a represent~tion 
of numbers, (mo, Bh ... , Bi), _Jiith respect 

I' 

of a v:..'i)}F 
.• ,~ 
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to the function, f 2 , is a vector of numbers, 
(a11 ... , a1c), such that g~ 1 

• • • g~1c is equal to a 
non-constant function, f 3 , of the vector of 
numbers, (m0 , B1, ••• , Bi), where 

the number, l, is greater than or equal to 
zero; 

the number, k, is greater than or equal to 
one; 

/1(mo, B 11 ••• , Bi) is an element of a mathematical 
structure that has q elements, denoted by Gq 
and called a finite group of order q; 

the numbers g11 ••• 1 g1c are elements of Gq; and 

the numbers a1, ... 'a1c are elements of a 
mathematical structure, denoted by Zq and 
called a ring of integers modulo q. 

A method as in claim 19, such that the number, 
is a prime number. 

A method as in claim 20, such that 

Gq is a subgroup of a finite group, z·. pt 

the number, p, is a prime number such that 

q, 

p - 1 has at least two large prime factors, one 
of which is equal to q; 

it is infeasible for the party of the first 
kind to determine the prime factorization of 
the number, p - l; and 

linear combinations of 
Zq, are computed modulo 

1 the first kind. 

numbers in the ring, 
p - 1 by the party qf 

·' 

2/ A method as in claim 19: such that m 0 is an j 
element of the finite group, Gq, and f3(mo, Bi, ... , Bi) 
is equal to m 0 • .. 

23. A method as in claim 19, such that 
ill .,•-,i; 

--~rt 
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the public key of the party of the second kind 
comprises two numbers, g and h, f:om the 
finite group, Gq, and a hash-function ?i; 

the secret key of the party of the second kind 
comprises the discrete loqarithme in the ring, 
Zq, of the number, h, with respect to the 
number, g; and 

the relation involving the public key of the 
party of the second kind, and according to 
which the fourth vector of numbers corresponds 
to the second vector of numbers, is satisfied 
if the relation g" = (hm)ca holds, or, 
alternatively·, if the relation g" = hm(a)c 
holds, where 

a is a number in the finite group, Gq; 
c denotes 'H.(m0, Bi, ... , B1, a), where 
(mo, Bi, ... , Bz) denotes the second vector of 
numbers; 

r is a number in the ring, Zq; and 

m denotes / 3(mo, B1, ... , Br). 

24. A method as in claim 19, such that 

25 

30 

I 

./ 

, 

the public key of the party of the second kind 
comprises two numbers, g and h, from the 
finite group, Gq, and a hash-function 'H.; 

the secret key of the party of the second kind 
comprises the discrete loqarithme in the ring, 
Zq, of the number, h, with respect to the 
number, g; and 

: 
the relation involving the public key of tKe 
party of the second ~ind, and according to 
which the fourth vector of numbers corre,ponds 
to the second vector of numbers, is satisfied 
if the relation g" = (ha)cm holds, or, 
alternatively, i'f the relation g" = ha(m)c: 

ho:1)J1 where -1 ________ _ 

.,~ 



WO 
95164417 

111111111111111111111111111111 
PCT/NL94/00179 

5 

10 

15 

20 

25 

30 

/ 
/ .. 

* C L M S * 

153 

a is a number in the finite group, G,; 
c denotes 1i(m0 , B11 ••• , B,, a), where 
(mo, B1, ••• , B1) denotes the second vector of 
numbers; 
r is a number in the ring, Z9 ; and 

m denotes f3(mo, B1, ... , B1) • 

25. A method as in claim 19, such that 

the public key of the party of the second kind 
comprises two numbers, g and h, from the 
finite group, G,, and a hash-function 11.; 

the secret key of the party of the second kind 
comprises the discrete logarithme in the ring, 
Z9 , of the number, h, with respect to the 
number, g; and 

the relation involving the public key of the 
party of the second kind, and according to 
which the fourth vector of numbers corresponds 
to the second vector of numbers, is satisfied 
if both g" = hca and m" = zcb hold, or 
alternatively if both g" = hac and mr = zac hold, 
where 

c denotes 1i(m0 , B 11 ••• , B,, a), where 
{ m 0, B 11 ••• , Bz) denotes the second vector of 
numbers; 
r is a number in the ring, Zq; 

z, a, and b, are numbers in the finite 
group, G9 ; and 
m denotes f3(mo, B11 ... , Bz). 

26. A method as in claim 19; such that .. • 
I 

./ the public key of the party of the second/kind 
comprises a number, h, from the finite group, 
Gq, and a hash-function 11.; 

the secr~t key of. the party of the second kind 
compris.es a vector of numbers, (s 1, •• _., s;), such 
tha-t; .. 'Jl/4.s equal to f~ 1 

• • • Jji, where ~ 
·;:~ 

This SheetHas Been Replaced 

. t 111111111111111111111111 
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the numbers, s11 ••• , s;, are elements of the 
ring, Zq; 

the numbers , f i, ••• , f;, are elements of the 
finite group, Gq; and 
the number, j, is greate~ than or equal to 
two, 

the relation involving the public key of the 
party of the second kind, and according to 
which the fourth vector of numbers corresponds 
to the second vector of numbers, is satisfied 
if the relation JP··· J? = (hm)ca holds, or, 
alternatively, if the relation Jr1 

• •• !? = hm(a)c 
holds, where 

a is a number in the finite group, Gq; 

c denotes 1-£( m0, B 11 ••• , Bi, a), where 
(mo, B1, ... , Bi) denotes the second vector of 
numbers; 

r 1, ••• , r; are numbers in the ring, z,; and 

m denotes f3(mo, B1, ... , Bi). 

2 7 • A method as in claim 19, such that 

25 

30 

I 

I 

/ 
/ 

the public key of the party of the second kind 
comprises a number, h, from the finite group, 
G9 , and a hash-function 1-l.; 

the secret key of the party of the second kind 
comprises a vector of numbers, (s 17 ••• ,s;) 1 such 
that h is equal to /~1 

• • • Jj;, where 

the numbers, s1,. f., s;, are elements of t}\e . 
ring, Zq; 

the numbers, f 11 •• ~, f;, are elements of Jthe 
finite group, G9 ; and 
the number, j, is greater than or equal to 
two,• 

andi// 
"·;;s'lf 6! 
'E"i 
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10 

the relation involvinq the public key of the 
party of the second kind, and according to 
which the fourth vector of numbers corresponds 
to the second vector of numbers, is satisfied 
if the relation JP···!? = (ha)cm holds, or, 
alternatively, if the relation fr 1 

• • • !? = ha( m )c 
holds, where 

a is a number in the finite group, G9 ; 

c denotes 'H.(m0, B11 ... , Bz, a), where 
(mo, B11 ..• , Bz) denotes the second vector of 
numbers; 

r17 ••• , r; are numbers in the ring, Z9 ; and 
m denotes / 3 (m0 , Blt ... , Bz). 

15 28. A method for implementing a protocol between a 

20 

25 

30 

I 

./ 

7 
/ 

party of a first kind and a party of a third kind, 
for testing a predicate of a representation known 
to the party of the first kind of a first vector 
of numbers with respect to a function, / 0 , where 
an i~verse of a function of a vector of numbers is 
called a representation of the vector of numbers 
with respect to the function if the function is 
substantially difficult to invert for at least the 
party of the first kind, the method comprising the 
steps of: 

proving to the party of the third kind by the 
party of the first kind that it knows a second 
vector of numbers that corresponds to the 
first vector of numbers according to a 
relation involving ~ public key of a party of 
a second kind, where the proof may be ... 
performed by simply revealing the second 
vector of numbers; ~nd I 

proving to the party of the third kind by the 
party of the first kind that it knows a ,.. 
representation of a function, !11 of the first 

' -
ve~~ of numbers with respect tola function, 

'1{ -· -----·-··--··-··--·-···-···-- -···-
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where the testing may require interaction between 
the party of the first kind and the party of the 
third kind, such that 

the functions, f 1 and / 2 , determine the 
particular predicate of the representation 
known to the party of the first kind of the 
first vector of numbers with respect to the· 
function, / 0 , that is tested by the party of 
the third kind; and 

it is feasible for the party of the first kind 
to pass the test of the first vector of 
numbers only when the first and second vectors 
of numbers have been obtained in cooperation 
with the party of the second kind. 

29. A method as in claim 28, such that repeated 
testing of the first vector of numbers by the 

20 party of the third kind does not enable the party 
of the third kind to determine the representation, 
or a non-constant function thereof, that is known 
to the party of the first kind of the first vector 
of numbers with respect to the function, / 0 • 

25 

30 

/ 
/ 

30. A method as in claim 28, such that if the number 
of times that the first vector of numbers is 
tested by the party of the third kind exceeds a 
predetermined bound, greater than or equal to one, 
then a non-constant function of the representation 
that is known to the pa~ty of the first kind of 
the first vector of numbers with respect to th.e 

/
function, for can be eff~ciently computed by the 

. party of the third kind. I 

31. A method as in claim 28, such that: 

a non-cbnstant function of the representation 
that{)~ known to the party of the_.f irst kind 

I "i' 
..... .If 

·ti 
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of the first vector of numbers with respect to 
the function, / 0 , is revealed by the party of 
the first kind to the party of the third kind 
in the first execution of the protocol; and 

there exists a non-constant_ function of the 
representation that is known to the party of 
the first kind of the first vector of numbers 
with respect to the function, / 0 , about which 
no information is revealed to the party of the 
third kind in the first execution of the 
protocol. 

32. A method as in claim 28, such that the party of 
the first kind comprises at least two parties, 
that necessarily must cooperate in order to pass 
the test of the first vector of numbers. 

33. A method as in claim 28, such that the party of 
the first kind can feasibly generate, without 
cooperation of the party of the second kind, first 
vectors of numbers and second vectors of numbers 
that correspond to the first vectors of numbers 
according to the relation involving the public key 
of the party of the second kind. 

34. A method as in claim 33, such that the protocol is 
zero-knowledge, meaning that ordered sets of 
messages, as viewed by the party of the third kind 
in executions of the protocol, can be feasibly 
generated, without any involvement of the ~arty of 
the second kind, with a probability distribution 
that is substantially indistinguishable from the .. 

1 probability distribution that applies when the 
./ party of the second kind has been involved ;n the 
· generation of the first and second vectors of 

numbers. 

35. A method as in one ~f claims 28 to 34, such that 
• 

a ~constant function of the r~resentation 
'F:/ 
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that is known to the party of the first kind 
of the first vector of numbers with respect to 
th~ fun~~ion, f 0 , represents a set of 
credentials that has been issued to the party 
of the first kind by the party of the second 
kind; and 

the functions, / 1 and f 2 , specify a particular 
predicate of the credentials of the party of 
the first kind that is tested by the party of 
the third kind. 

36. A method as in claim 28, such that a 
representation of a vector of numbers, 
(mo,B 11 ... ,B1), with respect to the function, f 2 , is 
a vector of numbers, (a1, ... ,a1c; a1c+1), such that 
Yf 1 

• • • Y1ca1oak+l is equal to a non-constant function, 
/3, of the vector of numbers, (mo, B1, ... , Bi), where 

the numbers, k and l, are greater than or equal 
to zero; 

f3(mo, B11 ... , Bz) is an element of a mathematical 
structure, denoted by z; and called a finite 
group_ of integers modulo n; 

the number n is the product of at least two 
large prime numbers; 

the numbers Yli ... , Y1c are elements of the finite 
group, z;; 
the number v is a positive integer; 
the numbers a1, ••. , a1c are elements of a 
mathematical structure, denoted by Zv and 
called a ring of integers modulo v; and 

I the number a1c+1 is an element of z;. 
J. A method as in claim 36; such that the numbef, v, 

38. 

is co-prime to the number of elerosnts in the 
finite group, z;. 

~ 

A method as in claim 
' ·n 

36, such that the.number,·v, 
. .j is an ~ number. 

----------;-~ 

• 
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3 9 • A method as in claim 36, such that m0 is an 
element of the finite group, Z~, and /3(mo,Bi, ... ,B,) 
is equal to mo • 

40. A method as in claim 36, such that the party of 
the first kind proves to the par.ty of the third 
kind that it knows a representation, 
(a.11 ..• , a..rd a1c+1), of the vector of numbers, 
(mo,B11 ... ,Bz), with respect to the function, !21 by: 

committing to a number, B, in the finite 
group, z;, for which it knows a vector of 
numbers, (b11 ••. , b1c; b1c+1), such that B is equal to 
Yt1 

• • • Y,!'1:bX+i and (b11 ... , b1c; b1c+1) is substantially 
unpredictable to the party of the third kind; 

revealing k response numbers, r 11 ••• , r1c, 
responsive to a challenge number, c, in the 
ring Zv, such that ri is equal to cai + bi mod v 
for l < i ~ k; and 

revealing a response number, T1c+1 , in z;, such 
that r1c+1 is equal to (Ilf:1 Yimi+bi divv) · a~+l b1c+i. 

41. A method as in claim 36, such that 

the function, f o, maps vectors ( b1, ... , b; ; b;+ 1) to 
the number zt1 

••• zJ; bJ+1 for some integer j that 
is greater than or equal to zero, where 
Z11 ... , Z; are elements of the finite group, z;, 
that have been determined by the party of the 
second kind~ and 

each of the numbers, Y11 ... , Y1c, for k greater 
than or equal to zero·, is a product of powers .. 

I of numbers in the set { Z 1, ••• , Z;} and their · 

./ inverses. 

42. A method as in claim 28, such that a 
representation of a vector of numbers, 

J 

(mo, B11 ••• , B1J, with respect to the function, f 2 , is 
a VeCtOrwtj numbers I (al!•.• I a1c) I SUCh tq,B.t g~l "" g'tc" ' -,. ...• ~ 

___ · -"--' !" .. --- ····-···. --· .... 



WO 95/04417 I lllllll llllll lllll lllll II llll 
* C L M S * 

PCT/?lll.94/00179 

5 

10 

15 

20 

25 

30 

7 / . 

160 

is equal to a non-constant function / 3 , of the 
vector of numbers, {m0 , B1 , ••• , Bz), whe:re 

the number, l, is greater than or equal to 
zero; 

the number, k, is greater than or equal to 
one; 

f3(mo, B 11 ... , Bi) is an element of a mathematical 
structure that has q elements, denoted by Gq 
and called a finite group of order q; 

the numbers g17 ••• , 91c are elements of Gq; and 
the numbers a.1, ••• , a1c are elements of a 
mathematical structure, denoted by Zq and 
called a ring of integers modulo q. 

43. A method as in claim 42, such that the number, q, 
is a prime number. 

44. A method as in claim 43, such that 

Gq is a subgroup of a finite group, z;; 
the number, p, is a prime number such that 
p - l has at least two large prime factors, one 
of which is equal to q; 

it is infeasible for the party of the first 
kind to determine the prime f actori~ation of 
the· number, p - l; and 
linear combinations of numbers in the ring, 
Zq, are computed modulo p - 1 by the party of 
·the first kind. 

45. A method as in claim 42., ·such that m0 is an 
element of the finite group, Gq, and /3(mo,B11.:~,Bz) I 

./ is equal to m0 • l 
46. A method as in claim 42, such that the party of 

the first kind proves to the party of the third 
kind that it knows q representation, (a1 , •.• ,a1i:), of 
the vecto_;: of numbers, {m0 , B1-, ~ .. ,Bi), w;i.th respect 

. ~ . . 4 to the.,,."f46ction, f 2 , by: 
'f~ 
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committing to a number, B, in the finite 
group, Gq, for which it knows a vector of 
numbers, {b11 ••• , b1c), such that B is equal to 
ot1 

• • • g:11 and ( b1 , ••• , b1c) is substantially 
unpredictable to the party of the third kind: 
and 

revealing k response numbers, r1, ... , r1c, 
responsive to a challenge number, c, in the 
ring Zq, such that Ti is equal to cai +bi mod q 
for 1 < i ~ k. 

47. A method as in claim 42, such that 

the function, f 0 , maps vectors ( b1 , ••• , b;) to the 
number et1 

• • • e;; for some integer j that is 
greater than or equal to one, where e1 , ••• , e; 
are elements of the finite group, Gq, that 
have been determined by the party of the 
second kind: and 

each of the numbers, 91' . .. , g1c, for k greater 
than or equal to one, is a product of powers 
of numbers in the set {e1 , ... ,e;) and their 
inverses. 

48. A method for implementing a protocol in which a 
25 party of a first kind proves to a party of a 

second kind a predicate of a vector of numbers, 
without revealing any additional information about 
the vector of numbers, where 

30 

I 

./ 

/ 
/ 

the vector of numbers is denoted by ( u.11 ... , u1c), 
where k is an integ7r that is greater than or 
equal to one: .. • 

each of the numbers ,f u.11 ••• , u1c, is an elenu;nt of 
a mathematical structure called a ring of 
integers modulo v and denoted by Zv, where v is 
a positive integer: 

. !' ,.. 

a vec't;or of numbers, (Zli ... , Z1c), is .known to 
th~/~rty of the first kind and tlfe party of 

. T:f ---~------



WO 95/04417 

5 

10 

15 

20 

25 

30 

I 

t 
/ ,, 

r 

PCT/NL94/00179 

162 
11111111111111 11111 1111111 1111 

* C L M S * 

the second kind; 

each of the numbers, Z1, ••• ,Z1c 1 is an element of 
a mathematical structure called a finite group 
of integers modulo n and denoted by Z~, where 
n is the product of at least two prime 
numbers; and 

the party of the first kind has committed to 
the vector of numbers, (u1, .. ,u1c), by committing 
to the product of powers, Zf1 

• • • z:•u:+1 , denoted 
by A, where u1c+1 is an element of the finite 
group, Z~, 

the method comprising the step of: 

proving by the party of the first kind to the 
party of the second kind that it knows a 
vector of numbers, (a1, .•. , a1; a1+1), such that a 
function, / 1 , of A is equal to the product of 
powers, Yf1 

.. • 11'1af+1 , 

such that 

each of the numbers, Y1, •.• , Yz, with l qreater 
than or equal to one, is a product of powers 
of numbers in the set {Z11 ... , Z1c} and their 
inverses; 

the function, / 1 , of A, is a product of powers 
of numbers in the set {A, Z 11 ••• , Zk} and their 
inverses; and 

the vector, (Y11 ••• , Yz), and the function, /1, 

together specify the. predicate that the party 
of the first kind proves of the vector of .. . 
numbers, ( u 11 ... , u1c) • 

J 
A method as in claim 48, such that the party of 
the first kind proves to the party of the second 
kind that it knows the vector of numbers, 

~ 

(a li ... , a1 ; a1+ 1) , by : 

~. 'i I "i' .. • ~ 

'/'¥ 
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committing to a number, B, in the finite 
group, z;, for which it knows a vector of 
numbers, (b11 • •• , b1; b1+1), such that B is equal to 
Yf 1 

• • • Y,6'bY+1 and (b17 ••• , b,; b1+1) is substantially 
unpredictable to the party of the second kind; 

revealing l response numbers, r 1, ••• ,r1, 

responsive to a challenge number, c, in the 
ring Zv, such that ri is equal to c~ + bi mod v 
for 1 < i < l; and 

revealing a response number, r1+ 11 in z;, such 
that 1'1+1 is equal to (11~1 l"imt+b• divv) · af+1b1+1• 

5 0. A method for implementing a protocol in which a 
party of a first kind proves to a party of a 
second kind a predicate of a vector of numbers, 
without revealing any additional information about 
the vector of numbers, where 

the vector of numbers is denoted by ( ui, ... , u1c), 
where k is an integer that is greater than or 
equal to one; 

each of the numbers , u17 ••• , u1c, is an element of 
a mathematical structure called a ring of 
integers modulo q and denoted by Z9 , where q is 
a positive integer; 

a vector of numbers, (e11 ••• , e1c), is known to the 
party of the first kind and the party of the 
second kind; 

each of the numbers, e11 ••• , e1c, is an element of 
a mathematical structure called a finite group 
of order q and denoted by G9 , where q is a ~ 

1 positive integer; and 

./ the party of the first kind has committed to 
the vector of numbers, ( u11 ... , u1c), by committing 
to the product of power~, e~1 

• • • e:" , denoted by 
A, 

1 

the met:~ comprising the step of: 
'T~ 
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proving by the party of the first kind to the 
party of the second kind that it knows a 
vector of numbers, (a 1, ••• ,a,), such that a 
function, f 1 , of A is equal to the product of 
powers , g~1 

• • • gi' , 

such that 

each of the numbers, g11 ••• , 91, with l greater 
than or equal to zero, is a product of powers 
of numbers in the set {e1, ... , ek} and their 
inverses; 

the function, j 1 , of A, is a product of powers 
of numbers in the set {A, e1, ••• , e1c} and their 
inverses; and 

the vector, (g11 ••• , g1), and the function, f i, 
together specify the predicate that the party 
of the first kind proves of the vector of 
numbers, (u11 ••• , u1c). 

51. A method as in claim 50, such that the party of 
the first kind proves to the party of the second 
kind that it knows the vector of numbers, 
(a11 ... ,az), by: 

committing to a number, B, in the finite 
group, z~, for which it knows a vector of 
numbers, (b11 ••• , bL), such that B is equal to 
0!1 

• .. g~1 and (b1, ... , b1) is substantially 
unpredictable to the party of the second kind; 
and 

revealing l response~· numbers, r 1, ••• , r 1, .. 
I responsive to a challenge number, c, in the 

./ ring Zq, such that ri, is equal to cai +bi mo'} q 

for 1 < i S l. ' 

52. A method for implementing electronic transfer of 
certified information between at least one party 
of a firs~ kind, at least one party o~· a second 

.i/; 
____ _:__f. :r. ... . . .. - --- - . 
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kind, and at least one party of a third kind, 
using a first protocol for certifying information 
and a second protocol for testing certified 
information, where an inverse of a function of a 
vector of numbers is called a representation of 
the vector of numbers with respect to the function 
if the function is substantially difficult to 
invert for at least the party of the first kind, 
the method comprising the steps_ of: 

determining in the first protocol a first 
vector of numbers that is known to the party 
of the first kind, such that the party of the 
second kind knows a non-constant function, / 1 , 

of the first vector of numbers, where the 
function, / 1 , may be the identity function; 

transforming in the first protocol the first 
vector of numbers by the party of the first 
kind to a second vector of numbers, the 
transformation involving numbers that can be 
randomly chosen by the party of the first 
kind, such that the party of the first kind 
knows a representation of the second vector of 
numbers with respect to a function, / 2 ; 

transforming in the first protocol the 
function, / 1 , of the first vector of numbers 
by the party of the second kind to a third 
vector of numbers, the transformation 
involving a secret key of the party of the 
second kind, where the transformation may 
require interaction:with the party of the ~ 

' first kind; ' 

I 

/ 
.I 

communicating in the' first protocol the ihird 
vector of numbers by the party of the second 
kind to the party of the first kind; 

transforming in the first protocol the thi~d 
ve~,'1%;of numbers by the party of .ihe first 

.. r ~ ------ ------ -
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kind to a fourth vector of numbers, such that 
the fourth vector of numbers corresponds to 
the second vector of numbers according to a 
relation involving a public key that 
corresponds to the secret key of the party of 
the second kind; 

proving in the second protocol to the party of 
the third kind by the party of the· first kind 
that it knows a vector of numbers that 
corresponds to the second vector of numbers 
according to the relation involving the public 
key of the party of the second kind, where the 
proof may be performed by simply revealing the 
fourth vector of numbers; and 

proving in the second protocol to the party of 
the third kind by the party of the first kind 
that it knows a representation of a function, 
f3, of the second vector of numbers with 
respect to a function, f 4 , 

such that 

a non-constant function, 11 , of the fi~st 
vector of numbers is equal to a non-constant 
function, !,., of the representation that is 
known to the party of the first kind of the 
second vector of numbers with respect to the 
function, f 2 , regardless of the random choices 
applied by the party of the first kind in the 
transformation of the first vector of numbers 
to the second vect~r· of numbers; 

... . 
the functions, f 3 and :f4, determine a 
particular predicate of the function, !,.~of 

the representation known to the party of the 
first kind of the second vec~or of numbers 
with r~spect to~the 
tested by the party 

1 

se'?l'jl- protocol; 
·;:~ 

function, f 2 , that is 
of the third kind·· in the 

. .j 

.. --· ---··--·---
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the information that is revealed to the party 
of the third kind in a first execution of the 
second protocol cannot be brought into unique· 
correspondance with the function, / 1 , of the 
particular first vector of numbers that the 
party of the first kind used.in the execution 
of the first protocol in which it acquired the 
second vector of numbers that is tested in the 
first execution of the second protocol~ and 

it is feasible for the party of the first kind 
to pass the test of the second vector of 
numbers in the second protocol only when the 
second and fourth vectors of numbers have been 
acquired in an execution of the first 
protocol. 

53. A method as in claim 52, such that even if the 
second vector of numbers is tested arbitrarily 
many times in executions of the second protocol by 
parties of the third kind, it remains 
substantially infeasible or impossible to bring 
the information, that is revealed to the parties 
of the third kind in these executions of the 
second protocol, into unique correspondance with 
the function, / 1 , of the first vector of numbers. 

54. A method as in claim 52, such that if the number 
of times that the second vector of numbers is 
tested in executions of the second protocol by 
parties of the third kind exceeds a predetermined 
bound, greater than or ~qual to one, then the 
second vector of numbers can be brougnt into ~ 

/~nique correspondance wi~h the function, /1, 9f 
. the first vector of numbers. l 

55. A methoci as in claim 52, such that if the number 
of times th~t the se~ond vector of numbers is 
tested in executions of the second protocol by 
partie~,l"j' the third kind exceeds a p.#edetermined 

.,~ -
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bound, greater than or equal to one, then the 
second vector of numbers can be brought into 
unique correspondance with the first vector of 
numbers. 

56. A method as in claim 55, such that knowledge of 
the first vector of numbers by the party of the 
second kind can serve as legal proof to an 
impartial party that the second vector of numbers 
has been tested a number of times exceeding the 
predetermined bound, because the first vector of 
numbers is substantially infeasible or impossible 
to determine by the party of the second kind given 
only the function, / 1 , of the first vector of 
numbers, and any information revealed by the party 
of the first kind in executions of the first 
protocol. 

5 7 • A method as in claim 52, such that the second 
vector of numbers is used as a pseudonym of the 
party of the first kind with the party of the 
third kind. 

58. A method as in claim 52, such that the first 
vector of numbers for a new execution of the first 
protocol is determined as a non-constant function 
of the representation known to the party of the 
first kind of at least one second vector of 
numbers with respect to the function, J,., where 
the at least one second vector of numbers has been 
acquired by the party of the first kind in an 
earlier execution of th~ .first protocol. 

59. A method as in claim 52, such that the first 
./protocol is executed at least twice, where ati 

least one second vector of numbers acquired in an 
earlier execution of the first protocol is used as 
a pseudonym~of the p~rty of the first kind with 
the party .tJf the third kind·, and ·the p~rty of the 
first k~in the second protocol can·"i>ass the 

·;:~ 
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test of a second vector of numbers acquired in a 
new execution of the first protocol only 
responsive to one of its pseudonyms, and not 
responsive to the pseudonyms of other parties of 
the first kind, because 

the party of the first kind must commit to the 
pseudonym already in the new execution of the 
first protocol when it transforms the first 
vector of numbers to the second vector of 
numbers; and 

the function, j 3 , operates not only on the 
second vector of numbers acquired in the new 
execution of the first protocol, but also on 
the pseudonym that the party of the first kind 
claims to have committed to in the new 
execution of the first protocol. 

60. A method as in claim 52, such that the first 
protocol is executed at least twice, where at 
least one second vector of numbers acquired in an 
earlier execution of the first protocol is used as 
a pseudonym of the party of the first kind with 
the party of the third kind, and the party of the 
first kind in the second protocol can pass the 
test of a second vector of numbers acquired in a 
new execution of the first protocol responsive to 
only one of its pseudonyms with the party of the 
third kind, and not responsive to the pseudonyms 
of other parties of the first kind, where it 
suffices for the party of the first kind to 
transfer in the second "Protocol the fourth vec,.tor . 

,(lof numbers to the party of the third kind, b
1
ecause 

the party of the first kind in the new 
execution of the first protocol transforms the 
first vector of numbers to a non-constant 

' function of the pseudonym, where the func~ion 
' is .. wwn to the party of the secolfd kind; and 

'f~ 

iii1iii1if Uii 
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the party of the third kind in the second 
protocol verifies that the vector of numbers 
that the party of the first kind tranferred to 
it, corresponds to the function of the 
pseudonym according to the relation involving 
the public key of the party o·f the second 
kind. 

61. A method as in claim 52, such that the first 
protocol is executed at least twice, where at 
least one second vector of numbers acquired in an 
earlier execution of the first protocol is used as 
a pseudonym of the party of the first kind with 
the party of the third kind, and the party of the 
first kind in the second protocol can pass the 
test of a second vector of numbers acquired in a 
new execution of the first protocol responsive to 
any of its pseudonyms with the party of the third 
kind, but not responsive to the pseudonyms of 
other parties of the first kind, because the 
function, / 3 , operates not only on the second 
vector of numbers acquired in the new execution of 
the first protocol, but also on any pseudonym that 
the party of the first kind claims to be the owner 
of. 

62. ~method as in claim 52, where the party of the 
first kind is said to maintain a set of 
credentials in the second vector of numbers, 
because the function, !,., of the representation 
known to the party of the first kind of the second 
vector of numbers with r~spect to the function, 
fJ, represents a particular set of credentials o'*f. 

./he party of the first ki,nd. 
/ 

63. A method as in claim 62, where a set of 
3/5 . credentials is said to be installed in the second 

vector. of numbers by ~he party of the second kind, 
/. because the first vector of numbers is !::letermined 

-"li1 _. 
,,.~ 

B ~eplaced 

l1iii11 i l\ \\\\ 
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such that the function, 11 , of the first vector of 
numbers specifies the set of credentials that the 
party of the second kind issues to the party of 
the first kind. 

64. A method as in claim 62, where the set of 
credentials that is maintained by the party of the 
first kind in the second vector of numbers is said 
to be updated in a new execution of the first 
protocol, because the first vector of numbers in 
the new execution of the first protocol is 
determined as a non-constant function of: 

a vector of numbers that specifies the values 
by which the credentials of the party of the 
first kind are updated, and 

the representation known to the party of the 
first kind of the second vector of numbers 
with respect to the function, / 2 • 

20 65. A method as in claim 64, such that the party of 

25 

30 

the second kind does not know the set of 
credentials that is maintained by the party of the 
first kind in the second vector of n~ers •..... 

66. A method as in claim 64, such that the party of 
the second kind does not know the vector of 
numbers that specifies the values by which the 
credentials of the party of the first kind are 
updated. 

67. A method as in claim 62, such that the party of 
the first kind can maintain sets of credentials, .. 

1that belong to different categories, in different 
./ second vectors of numbers, because the I 

transformation computed by the party of the second 
kind in the first protocol involves one of at 
least two d~fferent secret keys, and the .. . 
particular secret key that is used by the party of 

1 -

the se~~kind specifies to which paiticular 
. f.f" 
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category the set of credentials, maintained in the 
second vector of numbers, relates. 

6 8. A method -as in claim 67, such that the party of 
the first kind maintains at least two sets of 
credentials, each set belonqinq to a different 
cateqory and being maintained in its own second 
vector of numbers, and the party of the third kind 
in the second protocol tests a predicate of 
credentials belonqinq to at least two different 
cateqories by specifying the function, / 3 , to 
operate on all the correspondinq second vectors of 
numbers. 

69. A method as in claim 52, such that the party of 
15 the first kind comprises at least two parties, 

that necessarily must cooperate in the first and 
second protocol in order to pass the test of the 
second vector of numbers in the second protocol. 

20 

25 

30 

70. A method as in claim 69, such that 

at least one of the parties that the party of 
the first kind comprises of, acts i~ the 
interest of at least one party of the second 
or third kind; and 

this chosen party (these parties) in the 
second protocol can only transfer information 
to the other party (parties) that the party of 
the first kind comprises of. 

71. A method as in claim 70, such that the information 
that the chosen party (parties) in the first and 
fecond pr~tocol receives from and sends to the~ 

/other party (parties) that the party of the fjrst 
· kind comprises of, and any information known'to 

the chosen party (parties) that can be used to 
identify it (them), is substantially statistically ,.. 
independent from the~information that the other . . 
party (~~~ies), that the party of the/first kind 

',~ -·---·· 
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comprises of, sends to and receives from the party 
of the third kind in the second protocol. 

72. A method as in claim 70, such that the party of 
the first kind comprises exactly two parties, and 

I 

./ 

each of the two parties, that the party of the 
first kind comprises of, knows a vector of 
numbers that is substantially unpredictable to 
the other party that the party of the first 
kind comprises of, where the vector of numbers 
that is known to each party that the party of 
the first kind comprises of is referred to as 
an initial vector of numbers of that party1 

the first vector of numbers in the first 
protocol is determined as a non-constant 
function of the initial vectors of numbers 
known to the two parties that the party of the 
first kind comprises of, such that at most the 
party of the second kind and the chosen party, 
that acts in the interest of the party of the 

. . 
second or third kind, know the first vector of 
numbers1 

the chosen party in the first protocol 
transfers a vector of numbers, referred to as 
a random vector of numbers, to the other party 
that the party of the first kind comprises of, 
where the random vector of numbers is such 
that the chosen party knows a substantially 
randomly chosen representation thereof with 
respect to the func~~on, /,.; 

the transformation of the first vector of: 
numbers to the secoQd vector of numbers in the 
first protocol that is applied by the ot'her 
party that the party of the first kind 
comprises of, involves the random vector of 
numbers that the chosen party transferred ~o 
it· w· d ,, -.. 

,._ .. Jii 

'fl 
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in the second protocol, the chosen party 
transfers a vector of numbers, referred to as 
a response vector, to the other party that the 
party of the first kind comprises of, the 
response vector being a non-constant function 
of the initial vector of numbers of the chosen 
party and its random vector of numbers, 
responsive to a vector of numbers, referred to 
as a challenge vector, that is transferred to 
it by the other party that the party of the 
first kind comprises of. 

73. A method as in claim 59 or 61, where the pseudonym 
is said to be a collective pseudonym, because the 
party of the first kind comprises at least two 
parties, that necessarily have to cooperate in 
order to know the representation of the pseudonym 
with respect to the function, f 2 • 

74. A method as in one of claims 52 to 72, such that 

' ./ 

the method is used for electronic payments; 

parties of the first kind are paying parties, 
such as consumers; 

parties of the second kind are financial 
institutions that can issue cash, such as 
banks; 

parties of the third kind are servicing 
organizations, such as shops; 

the party of the first kind withdraws money by 
performing the firs~.protocol, called the 
withdrawal protocol, with the party of the! 
second kind, and spepds it at the party of the 
third kind by performing the second prot6col, 
called the payment protocol, with the party of 
the third kind; and 

~ . 
the party of the third kind transfers·· the 
tr~9~ipts of executions of the pJayment 

·t~ 
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protocol to the party of the second kind in 
order to have its account credited by the 
party of the second kind. 

75. A method as in claim 74, where the amount of 
money, held by the party of the first kind, is 
indicated by the value of a counter that is held 
by, but not under control of, the party of the 
first kind, such that: 

the counter is increased in the withdrawal 
protocol by the amount that is withdrawn by 
the party of the first kind; and 

the counter is decreased in the payment 
protocol by the amount that is spent by the 
party of the first kind; 

76. A method as in claim 54, for implementinq 
untraceable electronic cash systems, where the 
identity of the party of the first kind can be 
determined if and only if it has the second vector 
of numbers tested a number of times exceedinq the 
predetermined bound, because the function, / 1 , of 
the first vector of numbers is associated by the 
party of the second kind uniquely with the 
identity of the party of the first kind. 

77. A method as in one of claims 70 to 72, for 
implementing untraceable electronic cash systems 
in which second vectors of numbers can be spent a 
number of times exceedinq a predetermined bound, 
qreater than or equal t~.one, only if the 
information held by the.chosen party (parties)! 

/
~ould become accessible to the other party 

.. (parties) that the party of the first kind I 

comprises of, and even then such a fraud will be 
.traceable to the identity of the party of the 
first kind afterwards, py the party of the second 
kind. 

-~ 
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7 8. A method as in claim 56, for implementing in 
untraceable electronic cash systen~ a mechanism to 
legally protect the party of the first kind 
against a framing attempt of the party of the 
second kind, such an attempt meaning that the 
party of the second kind falsely accuses the party 
of the first kind of having spent a second vector 
of numbers a number of times exceeding the 
predetermined bound. 

79. A method as in claim 59, for implementing 
untraceable electronic cash systems where each 
withdrawn second vector of numbers can only be 
spent under one particular pseudonym. 

80. A method as in claim 54, for implementing 
untraceable electronic cash systems in which 
electronic cheques can be transferred, where 

I 

./ 

the function, 11 , of the first vector of 
numbers contains numbers chosen substantially 
at random and unknown to the party of the 
second kind1 

in the second protocol, the party of the first 
kind reveals a subset of the numbers in the 
function, Ji, of the representation that it 
knows of the second vector of numbers with 
respect to the function, f 2 , the particular 
subset that is revealed indicating the amount 
for which the electronic cheque is being 
spent; and 

the party of the first kind can obtain a .. 
refund from the party of the second kind for 
the part of the cheque that it did not spJ!nd, 
by revealing to the party of the second kind a 
subset of the substantially randomly chosen 
numbers~containe~ in the function, 11 , of the 
first vector of numbers, the subset_ being· 
com~entary to the subset of the~numbers 

----------· f.t' 
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that it revealed to the party of the third 
kind in the second protocol. 

81. A method as in claim 58, for implementing 
untraceable electronic cash systems with anonymous 
banking accounts, such that the tirst protocol is 
executed at least twice, where 

I 

./ 

the function, / 1 , of the first vector of 
numbers in the first execution of the first 
protocol is associated by the party of the 
second kind uniquely with the identity of the 
party of the first kind; 

the second vector of numbers acquired by the 
party of the first kind in the first execution 
of the first protocol is used as a pseudonym 
of the party of the first kind with the party 
of the second kind; 

the function, / 1 , of the first vector of 
numbers in succeeding executions of the first 
protocol is equal to the pseudonym of the 
party of the first kind with the party of the 
second kind; and 

the identity of the party of the first kind 
can be determined when it spends.a second 
vector of numbers, acquired in one of the 
succeeding executions of the first p~otocol, a 
number of times exceeding a predetermined 
bound, greater than or equal to one, because 
the information that the party of the first 
kind reveals in the ?orresponding executions 
of the second protocol enables the party 0£• 
the second kind to c~mpute the function, f1, 
of the first vector of numbers that was u'ed 
in the first execution of the first protocol. 

82. A method as ~in claim 52, such that a . . 
representa~ion of a vector of numbers, 
(mo,B11.~i/./,), with respect to the funclion, f 2 , is 

'f.?' 
--~----~---·-··. ---:·:-'fftJjjjl---:_-~ 
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.. ./. . 
a vector of numbers, (a1 , •.. , ak; ak..-.[i;f, such that 
YC .t-" VGA: ' l ,i;r.~ f • ' 

1 
1 

.-. • :ck at+i is equa to a non-constant unction, / 
/ 3 , of the vector of IIlll!lbers, (m0 , B., ... , Br), where/ 

the numbers, k and l, are greater than or equal 
to zero; jl· 

f3(mo, B1, ••• , B1) 'is an element of a mathertical 
structure, den~ted by z; and called a finite 
group of integers modulo n; 

the number n is the product of at least two 
large prime numbers; 

the numbers Yli ... , Yk are elements of the finite 
group, z;; 
the number v is a positive integer; 

the numbers all •• :, a1c are elements of a 
mathematical structure, denoted by Zv and 
called a ring of integers modulo v; and 

the number ak+l is an element of z;. 
83. A method as in claim 72, such that a 

representation of a vector of numbers, 
(mo,B1 , ••• ,B,), with respect to the function, f2, is 
a vector of numbers, (a1 , ... ,a1c; ak+ 1), such that 
Y: 1 

• • • Y1i:GA:at+i is equal to a non-constant function, 
f3, of the vector of numbers, (m0,Bi, ... ,B,), where 

the numbers, k and l, are greater than or equal 
to zero; 

f 3(mo, B1, ... , B1) is an element of a mathematical 
structure, denoted by z~ and called a finite 
group of integers modulo n; 

the number n is the product of at least two 
large prime numbers; 

the numbers Y11 ••• , Y1i: are elements of the finite 
group, z;; 
the number v is a positive integer; 
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and 

the numbers a11 ••• , ak are 
~-

mathematical structure, 
called a rinq of inteqers m0d~lo v; and / the number ak+1 is an element of z:, 

1·· 
the initial vector of 
chosen party that the 

numbers known to 1the 
party of the first kind 

comprises of, can be described by 
(o1, ••• , Ok; 011:+1), where o1, ••• , Ok are elements of 
the rinq, Zv, and OA:+i is an element of the 
finite qroup, z:; 
the random vector of numbers that the chosen 
party in the first protocol transfers to the 
other party that the party of the first kind 
comprises of, is equal to Y;-'1 

• • • Y1eu•uk+l, where 
u1, ••• , Uk are elements of the rinq, Zv, and u1e+1 
is an element of the finite qroup, z:; 
the challenqe vector transferred to the chosen 
party by the other party that the party of the 
first kind comprises of, is a number, c, in 
the rinq, Zv; and 

the vector of numbers, denoted by 
(ri, ... , r1e; TA:+i), that the chosen party in the 
second protocol transfers to th~ other party 
that the party of the first kind comprises of, 
is such that each ri, for 1 < i ~ k, is equal to 
coi + ui mod v, and TA:+1 is equal to 
(Ilf.:1 l'ico;+u; divv) • 0~+1Uk+1 • 

84. A method as in claim 52, such that a 
representation of a vector of numbers, 
(m0 ,B1, ••• ,B,), with respect to the function, f2, is 
a vector of numbers, (a1, ... , ak), such that g~1 

• • • g:• 
is equal to a non-constant, publicly known 
function, f 3 , of the vector of numbers, 
(mo, B1 1 ••• , Bz), where 
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$:1 .. 
the number, l, is greater th~?Jpr equal to 
~~o; ~-· 

the number, k, is greater than or equal to / one; 

f3(mo, B1, ••• , B1) is an element of a mathe~ical 
structure tha~ has q elements, denoted)IY G9 

and called a finite group of order q; 1 

the numbers 9n ! . . , 91c are elements of G9 ; and 

the numbers a11 ••• , a1c are elements of a 
mathematical structure, denoted by Z9 and 
called a ring of integers modulo q. 

BS. A method as in claim 72, such that a 
representation of a vector of numbers, 
(mo,B11 ... ,B,), with respect to the function, / 2 , is 
a vector of numbers, (a11 ••• , a1c), such that g~ 1 

• • • u:" 
is equal to a non-constant, publicly known 
function, / 3 , of the vector of numbers, 
(mo, Bi, ... , Bi), where 

and 

the number, l, is greater than or equal to 
zero; 

the number, k, is greater than or equal to 
one; 

/3(mo, B1' .... B1) is an element of a mathematical 
structure that has q elements, denoted by G9 

and called a finite group of order q; 

the numbers 91, ••• , 91c are elements of Gq; and 

the numbers a17 • •• , a1i: are elements of a 
mathematical structure, denoted by Z9 and 
called a ring of integers modulo q, 

the initial vector of numbers known to the 
chosen party that the party of the first kind 
comprises of, can be described by (01' ... , o.1c), 
where 0 11 ••• , 01c are elements of the ring, Z9 ; 

-- ---------------·--
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the random vector of numbers that the chosen 
party in the first protocol transfers to the 
other party that the party of the first kind 
comprises of, is equal to ur1 

••• g:"', where 
u11 ••• , UA: are elements of the ring, Z9 ; 

the challenge vector transferred to the chosen 
party by the other party that the party of the 
first kind comprises of, is a number, c, in 
the ring, Z9 ; and 

the vector of numbers, denoted by (T11 ••• , TA:), 

that the chosen party in the second protocol 
transfers to the other party that the party of 
the first kind comprises of, is such that each. 
Ti, for 1 < i < k, is equal to coi + ui mod v. 

86. Apparatus for implementing a protocol between a 
party of a first kind and a party of a second kind 
for certifying information, where an inverse of a 
function of a vector of numbers is called a 
representation of the vector of numbers with 
respect to the function if the function is 
substantially difficult to invert for at least the 
party of the first kind, the apparatus comprising: 

I 

./ 

first information processing means that is 
held by the party of the first kind; 

second information processing means that is 
under control of the party of the second kind 
and beyond control of the party of the first 
kind; 

interface means betwe·en the first information .. 
processing means and the second information 
processing means for.allowing informatio? 
interchange therebetween; 

means for determining a first vector of 
numbers,that is·~ccessible to the first 
informp.tion processing means, such .that the 
sec~information proces~~ng mean"t has access 

'f ~ ·----- - - ----
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to a non-constant function, /1, of the first 
vector of numbers, where the function, !11 may 
be-the identity function; 

means within the first information processing 
means for transforming the first vector of 
numbers to a second vector of numbers, the 
transformation involvinq numbers that can be 
randomly generated by the first information 
processing means, such that the first 
information processing means has access to a 
representation of the second vector of numbers 
with respect to a function, J,.; 

means within the second information processinq 
means for transforming the function, / 1 , of 
the first vector of numbers to a third vector 
of numbers, the transformation involving a 
secret key of the party of the second kind, 
where the transformation may require 
interaction with the first information 
processing means, throuqh the interface means; 

means for transferring the third vector of 
numbers by the second information processing 
means to the first information processing 
means, through the interface means; and 

means within the first information processing 
means for transforming the third vector of 
numbers to a fourth vector of numbers, such 
that the fourth vector of numbers corresponds 
to the second vector of numbers according to a 
relation involving a·public key that .. 
corresponds to the secret key of the party' of 
the second kind, j 

such that 

a non-cpnstant ~unction, / 1 , of the first 
vecto~ of numbers is equal to a no~-constant 
fu~-,1/on, 12., of the representatio-fi accessible 

. i'.f' 
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to the first information processinq means of 
the second vector of numbers with respect to 
the function, f2 , reqardless of the random 
choices applied by the first information 
processinq means in the transformation of the 
first vector of numbers to the second vector 
of numbers; 

for substantially each first vector of 
numbers, and for substantially each second 
vector of numbers and fourth vector of numbers 
that corresponds to the second vector of 
numbers accordinq to the relation involvinq 
the public key of the party of the second 
kind, there exists at least one set of random 
choices in the transformation of the first 
vector of numbers to the second vector of 
numbers, such that the first information 
processinq means acquires the second and 
fourth vectors of numbers if it applies the at 
least one set of random choices in the 
transformation of the first vector of numbers 
to the second vector of numbers; and 

it is substantially infeasible for the party 
of the first kind to generate, without 
cooperation of the second information 
processinq means, a vector of numbers of which 
it knows a representation with respect to the 
function, / 2 , and a vector of numbers that 
corresponds to this vector of numbers 
according to the relation involving the 
key of the party of "the second kind. 

public 
... . 

87/Apparatus as in claim 86f, such that the partJ of 
·. the first kind can feasibly generate, without 

cooperation of the second information processing 
means, second vectors of numbers and fourth 
vectors of ~umbers that.correspond to the second 

' vector~ ... ~/ numbers according to the rEilation 
. f ,f' 
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involving the public key of the party of the 
second kind. 

88. Apparatus as in claim 86, such that the first 
vector of numbers for a new execution of the 
protocol is determined as a non-constant function 
of the representation accessible to the first 
information processing means of at least one 
second vector of numbers with respect to the 
function, / 2 , where the at least one second vector 
of numbers has been acquired by the first 
information processing means in an earlier 
execution of the protocol. 

89. Apparatus as in claim 86, where the protocol is 
15 said to be a pseudonym issuing protocol, because 

the second vector of numbers is used by the party 
of the first kind as a pseudonym. 

20 

25 

30 

90. Apparatus as in claim 86, where the party of the 
first kind is said to maintain a set of 
credentials in the second vector of numbers, 
because the function, ~, of the representation 
accessible to the first information processing 
means of the second vector of numbers with respect 
to t;he function, / 2 , represents a particular set 
of credentials of the party of the first kind. 

91. Apparatus as in claim 90, where a set of 
credentials is said to be installed in the second 
vector of numbers by the party of the second kind, 
because the first vector of numbers is determined 
such that the function, .Ji_, of the first vector of 

• ~umbers specifies the set of credentials that the 
_/party of the second kind•issues to the party.,of 

the first kind. 

92. Apparatus as in claim 90, where the set of 
credentials'that is maintained by the party of the 
first ki~1 in the second vector of n~ers is said I -r 

·~· Ji ·ti 
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to be updated in a new execution of the protocol, 
because the first vector of numbers in the new 
execution of the protocol is dete:-mined as a 
non-constant function of: 

a vector of numbers that specifies the values 
by which the credentials of the party of the 
first kind are updated, and 

the representation accessible to the first 
information processinq means of the second 
vector of numbers with respect to the 
function, f 2 • 

93. Apparatus as in claim 92, such that the party of 
the second kind does not know the set of 
credentials that is maintained by the party of the 
first kind in the second vector of numbers. 

94. Apparatus as in claim 92 or 93, such that the 
party of the second kind does not know the vector 
of numbers that specifies the values by which the 
credentials of the party of the first kind are 
updated. 

95. Apparatus as in one of claims 86 to 93, such that 
the first information processinq means comprises 
at least two separate information processinq 
means, each of which includes its own memory 
means, such that both information processinq means 
must necessarily cooperate in order to have access 
to the representation of the second vector of 
numbers with respect t~ .the function, f 2 • 

96 •1 App_aratus as in claim 86, such that a " . 
./ representation of a vector of numbers, i 
· (mo, B lt ••• , B1) , with respect to the function, f 2 , is 

a vector of numbers, (a11 ••• , a11:; a11:+1), such that 
Yi"1 

• • • Yic"•ak+l is equal to a non-constant function, 
!J, of the .vector of numbers, (mo,B1 1 ... _,B,), where 

1 • 

. ~ 4 .. ;I'/;' 
·t~ 
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the numbers, k and l, are greater than or equal 
to zero; 

/ 3(mo, B11 ••• , B1) is an element of a mathematical 
structure, denoted by z; and called a finite 
group of integers modulo n; 

the number n is the product of at least two 
large prime numbers; 

the numbers Y1, ••• , Yk are elements of the finite 
group, z;; 
the number v is a positive integer; 

the numbers a1, ••• 1 a1c are elements of a 
mathematical structure f denoted by z\I and 
called a ring of integers modulo v; and 

the number a1c+1 is an element of z;. 
97. Apparatus as in claim 96, such that the number, v, 

is co-prime to the number of elements in the 
finite group, z;. 

98. Apparatus as in claim 96, such that the number, v, 
is an even number. 

99. Apparatus as in claim 96, such that m 0 is an 
element of the finite group, z;, and j 3(m0,B11 ... 1 B1) 
is equal to m 0 • 

100. Apparatus as in claim 96, such that 

' ./ 

the public key of the party of the second kind 
comprises a number, X, from the finite group, 
z;, and a hash-function 11.; 

the secret key of the party of the second Kind 
comprises the v-th rpot modulo n of each of 

' the numbers, X, Y1 , •.• , Yk, or, alternatively, 
the prime factorization of the number_, n; and 

the rel~tion in~olving the public key of the 
party of the second kind, and according to-' _. 
wh~9~;tthe fourth vector of number!f corresponds 

--------- . T~ 

11iiU~i~r 
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to the second vector of numbers, is satisfied 
if the relation bv = (Xm)ca holds, or, 
alternatively, if the relation bv = Xm(a)c 
holds, where 

a and b are numbers in the finite group, 
z·. nt 

c denotes 1t(m0, B1, ••• , B1, a), where 
(m0 ,Bi, ... ,B1) denotes the second vector of 
numbers; and 
m denotes '3(mo, B1, ... , B1). 

101. Apparatus as in claim 96, such that 

I 

I 

the public key of the party of the second kind 
comprises a number, X, from the finite group, 
z;, and a hash-function 1£; 

the secret key of the party of the second kind 
comprises the v-th root modulo n of each of 
the numbers, X , Y1 , ••. , Y1c, or, alternatively, 
the prime factorization of the number, n; and 

the relation involving the public key of the 
party of the second kind, and according to 
which the fourth vector of numbers corresponds 
to the second vector of numbers, is satisfied 
if the relation bv = (X a)cm holds, or, 
alternatively, if the relation b11 = Xa(m)c 
holds, where 

a and b are numbers in the finite group, 
z·. nt 

c denotes 1t(m0 ,B1 , ••• ,B,,a), where 
(mo, Bi, ... , B1) denotes the second vector of 
numbers; and /' 

m denotes / 3 (m0 , B]., ... 1 B,). I 
102. Apparatus as in claim 96, such that 

----

the pub,lic key qf the party of the second kind 
compr~ses a number, X, from the finite group, 
z; ,,l#d a hash-function 1t; .j 

____ _:_J-1 - -· 
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the secret key of the party of the second kind 
comprises the v-th root of each of the 
numbers , · Y1 , ..• , l'k, and a vector of numbers, 
(s1, •.• , s;; s;+1), such that X is equal to 
Z•1 z•; v h i · · · ; s;+i / w ere 

the numbers, s1, ••• , s;, are elements of the 
ring, Zv; 

the number, B;+i / is an element of the 
finite group, Z~; 

the numbers , Z 1, .•• , Z; , are elements of the 
finite group, Z~; and 

the number, j, is greater than or equal to 
one, 

or, alternatively, the secret key of the party 
of the second kind is the prime factorization 
of the number, n; and 

the relation involving the public key of the 
party of the second kind, and according to 
which the fourth vector of numbers corresponds 
to the second vector of numbers, is satisfied 
if the relation zt1 

• • • z;;bj+1 = (Xm)ca holds, or, 
alternatively, if the relation 
zti • • • z;; bj+ l = x m( a )C hO ldS t Where 

a and ~+ 1 are numbers in the finite group, 
z·. n. I 

b1 , .•• , b; are numbers in the ring, Zv; 

c denotes 1i(m0 , B11 ••• , Bz, a), where 
(mo, B1, ... , Bz) denotes the second vector of 
numbers; and 

m denotes / 3(mo, B~, ... , B1). ... . 
10.¥ Apparatus as in claim 961 such that j 

35 

/ 
/ 

the public key of the party of the second kind 
comprises a number, X, from the finite group, 
Z~, and ··a hash-function 1i; 

l 

· . .i// 
·;-~ 

I 
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the secret key of the party of the second kind 
comprises the v-th root of each of the 
numbers, Y1 , ••• , Y1c, and a vector of numbers, 
(s11 •.• , s;; S;+i), such that X is equal to 
Z•1 z•; " h 1 · · · ; B;+i, w ere 

the numbers, slt . .. , s;, are elements of the 
ring, Zv; 

the number, s;+i, is an element of the 
finite group, z:; 
the numbers, Z1, •.• , Z;, are elements of the 
finite group, z:; and 
the number, j, is greater than or equal to 
one, 

or, alternatively, the secret key of the party 
of the second kind is the prime factorization 
of the number, n; and 

the relation involving the public key of the 
party of the second kind, and according to 
which the fourth vector of numbers corresponds 
to the second vector of numbers, is satisfied 
if the relation Z~1 

• • • z;; bj+1 = (X a)cm holds, or 1 

alternatively, if the relation 
zt1 

• • • z;;bj+1 = Xa(m)c holds, where 

a and ~+1 are numbers in the finite group, 
z·. nt 

bi, ... , b; are numbers in the ring, Z,, ; 
c denotes 'H(m0, B1, ••• , B,, a), where 
(mo, B1, ••• , Bz) denotes the second vector of 
numbers; and 
m denotes / 3 (m0,B1 , ... ,Bz). ... . 

i~f. Apparatus as in claim 86, such that a J 

representation of a vector of numbers, 

/ 
/ 

(m0,Bi, ... ,Bz), with respect to the function, / 2 , is 
a vector o~ numbers! (a11 ••• , a1c), such that g~ 1 

• • • g'ic,. 
is equal to a non-constant function, /3, of the ' . 
vector .... ~lnumbers, (m0 , B1 , ••• , Bi), wherEf 

·r:t 
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the number, l, is greater than or equal to 
zero; 

the number, k, is greater than or equal to 
one; 

f3(mo, B1, ... , Bi) is an element of a mathematical 
structure that has q elements, denoted by Gq 
and called a finite group of order q; 

the numbers gi, ... , 91c are elements of Gq; and 

the numbers ai, ... , a1c are elements of a 
mathematical structure, denoted by Zq and 
called a ring of integers modulo q. 

105. Apparatus as in claim 104, such that the number, 
q, is a prime number. 

106. Apparatus as in claim 105, such that 

Gq is a subgroup of a finite group, z;; 
the number, p, is a prime number such that 
p - 1 has at least two large prime factors, one 
of which is equal to q; 

it is infeasible for the party of the first 
kind to determine the prime factorization of 
the number, p - 1; and 

linear combinations of numbers in the ring, 
Z9 , are computed modulo p - 1 by the first 
information processing means. 

10 7 • Apparatus as in claim 104, such that m 0 is an 
30 element of the finite group, G9 , and / 3{m0 , B1, ••• , B1) 

/ 
/ 

is equal to mo. 

' . . lOj(Apparatus as in claim 10~, such that 
/ 

the public key of the party of the second 
comprises two numbers, g and h, from the 
finite group, Gq~ and a hash-function 7-£; 

/' 

kind 
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the secret key of the party of the second kind 
comprises the discrete logarithme in the ring, 
Zq, of the number, h, with respect to the 
number, g; and 

the relation involving the public key of the 
party of the second kind, and according to 
which the fourth vector of numbers corresponds 
to the second vector of numbers, is satisfied 
if the relation g" = (hm)':a holds, or, 
alternatively, if the relation gr= hm(a)c 
holds, where 

a is a number in the finite group, Gq; 
c denotes 7-l(m0, B11 ... , Bi, a), where 
(mo, B1, ... , Bi) denotes the second vector of 
numbers; 
r is a number in the ring, Zq; and 
m denotes / 3 (m0 , B11 ... , Bz). 

109. Apparatus as in claim 104, such that 
20 

25 

30 

I 

I 

/ 
/ 

the public key of the party of the second kind 
comprises two numbers, g and h, from the 
finite group, Gq, and a hash-function 1£; 
the secret key of the party of the second kind 
comprises the discrete logarithme in the ring, 
Zq, of the number, h, with respect to the 
number, g; and 

the relation involving the public key of the 
party of the second kind, and according to 
which the fourth vector of numbers corresponds 
to the second vector of numbers, is satisfied ... if the relation gr = (ha)cm holds, or, · 
alternatively, if the relation gr= ha(m)c 1 
holds, where 

a is a number in the finite group, Gq; 
c de:Qotes 7-l(mfh B 11 ... , Bi, a), where 
(m0, B11 ... , B1) denotes the second vector 0£ 

~ers; 4 

'T,f 
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r is a number in the ring, Zq; and 

m denotes l 3(m0 , Bi, ... , Bz). 

110. Apparatus as in claim 104, such that 

the public key of the party of the second kind 
comprises two numbers, g and h, from the 
finite qroup, Gq, and a hash-function 'H.; 

the secret key of the party of the second kind 
comprises the discrete loqarithme in the ring, 
Zq, of the number, h, with respect to the 
number, g; and 

the relation involvinq the public key of the 
party of the second kind, and accordinq to 
which the fourth vector of numbers corresponds 
to the second vector of numbers, is satisfied 
if both gr= hca and mr = zcb hold, or 
alternatively if both gr= hac and mr = zac hold, 
where 

c denotes 'H.(m0 , Bi, ... , B,, a), where 
(mo, Bi, ... , Bz) denotes the second vector of 
numbers; 

r is a number in the ring, Zq; 

z, a, and b, are numbers in the finite 
group, Gq; and 

m denotes !J(m0 , Bi, ... , B1). 

111. Apparatus as in claim 104, such that 

I 

./ 

the public key of the party of the second kind 
comprises a number_,.h, from the finite qroup, 
G9 , and a hash-function 'H.; ... 

the secret key of ~he party of the second kind 
comprises a vector of numbers, (s1, ..• 1 s;)~ such 
that h is equal to 1: 1 ···1;;, where 

th~ numbers, s11 ••• , si.' are. elements of the 
r,ing, Zq; 

iJ:l ..il.,11' . ;-i ----· .... 
. .j 
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and 

the numbers, f 11 ••• 1 fj, are elements of the 
finite group, G9 ; and 
the number, j, is greater than or equal to 
two, 

the relation involving the public key of the 
party of the second kind, and according to 
which the fourth vector of numbers corresponds 
to the second vector of numbers, is satisfied 
if the relation JP··· J? = (hm)ca holds, or, 
alternatively, if the relation Jr1 

... !? = hm(a)c 
holds, where 

a is a number in the finite group, G9 ; 

c denotes 'H.(m0, B1, ••• , Bz, a), where 
(mo, B1, ... , Bi) denotes the second vector of 
numbers; 
r 1, ••• , r; are numbers in the ring, z,; and 
m denotes f 3(mo, B1, ... , B1). 

112. Apparatus as in claim 104, such that 

25 

30 

I 

./ 

,. 

the public key of the party of the second kind 
comprises a number, h, from the finite group, 
G9 , and a hash-function 'H.; 

the secret key of the party of t~e second kind 
comprises a vector of numbers, (s11 ... ,s;), su~h 
that h is equal to f~1 

• • • !? , where 

the numbers, s11 • •• , s;, are elements of the 
ring, Z9 ; 

the numbers, f 11 ••• ; i;, are elements of the: ... 
finite group, G9 ; and 

and 

the number, j, is greater than or equa~to 
two, 

. . 
the relation invoiving the public k~y of the 

' par~'.~ the second kind, and acco~ing to 
·rt 
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which the fourth vector of numbers corresponds 
to the second vector of numbers, is satisfied 
if the relation /P · · · !? = (ha)cm holds, or, 
alternatively, if the relation fl1 · · · J? = ha(m)c 
holds, where 

a is a number in the finite group, Gq; 

c denotes 1f.(m0 , B1, ••. , Bi, a), where 
(mo, B1, ••• , B1) denotes the second vector of 
numbers; 

r 1, ••• , r; are numbers in the ring, Zq; and 

m denotes f 3{m0, B11 ... , Bi). 

113. Apparatus for implementing a protocol between a 
party of a first kind and a party of a third kind, 
for testing a predicate of a representation 
accessible to a first information processing 
means, held by the party of the first kind, of a 
first vector of numbers with respect to a 
function, f 0 , where an inverse of a function of a 
vector of numbers is called a representation of 
the vector of numbers with respect to the function 
if the function is substantially difficult to 
invert for at least the party of the first kind, 
the apparatus comprising: 

I 

.. I 

the first information processing means; 

second information processing means that is 
held by the party of the third kind; 

interface means between the first information 
processing means and the second information 
processing means for· allowing information 
interchange therebetween; 

.. . 
means within the first information proc~~sing 
means for proving to the second information 
processing means that it has access to a 
second.vector of numbers that corresponds to . . 
the f~rst vector of numbers according to a· 
re~;Aion involving a public key cl a party of 

'f:? 

i1Uiii~f 
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a second kind, where the proof may be 
performed by simply revealinq the second 
vector of numbers to the second information 
processinq means; and 

means within the first information processinq 
means for provinq to the second information 
processinq means that it has access to a 
representation of a function, / 1 , of the first 
vector of numbers with respect to a function, 
Ji, 

where the testinq may require interaction between 
the first and second information processinq means, 
throuqh the interface means, such that 

the functions, Ji and / 2 , determine the 
particular predicate of the representation 
accessible to the first information processinq 
means of the first vector of numbers with 
respect to the function, j 0 , that is tested by 
the second information processinq means; and 

it is feasible for the party of the first kind 
to pass the test of the first vector of 
numbers only when the first and second vectors 
of numbers have been obtained in cooperation 
with the party of the second kind. 

114. Apparatus as in claim 113, such that repeated 
testinq of the first vector of numbers by 
information processinq means of the party of the 

30 third kind does not enable the party of the third 
kind to determine the representation, or a ! 

nfn-constant function thereof, that is accessible 
.l_o the first information processinq"means of 't;he 
· first vector of numbers with respect to the 

35 

/11s. 
function, f o • 

Apparatus asrin claim-113, such that if the n~er 
Of times wt the first vector of numbeJ".S is / 

' -.. . ,a. ~- -· --- ··---·· 
---~~ 

. B en Replaced 

i\\i ii\~\\\\ \l \\\\ 



WO 95/04417 PCT/N'L94/00179 

5 

10 

15 

20 

25 

30 

35 

/ 
/ 

11111111111111 11111 1111111 1111 
* C L M S * 196 

tested by the second information processing means 
exceeds a predetermined bound, greater than or 
equal to·one,·then a non-constant function of the 
representation accessible to the first information 
processing means of the first vector of numbers 
with respect to the function, / 0 , can be 
efficiently computed by the party of the third 
kind. 

116. Apparatus as in claim 113, such that: 

a non-constant function of the representation 
that is accessible to the first information 
processing means of the first vector of 
numbers with respect to the function, / 0 , is 
revealed by the first information processing 
means to the second information processing 
means in the first execution of the protocol; 
and 

there exists a non-constant function of the 
representation that is accessible to the first 
information processing means of the first 
vector of numbers with respect to the 
function, / 0 , about which no information is 
revealed to the second information processing 
means in the first execution of the protocol. 

117. Apparatus as in claim 113, such that the first 
information processing means comprises at least 
two separate information processing means, each of 
which includes its own memory means, such that 
both information process~ng means comprised in the 
first information processing means must ! 

~ecessarily cooperate in,order to pass the te~t of 
·.Pthe first vector of numbers. / 

118. Apparatus as in claim 113, such that the party of 
the first k~nd can f~asibly generate, without 
cooperatiop of the party of the second kind, first 
vectors .,~I numbers and second vectors if numbers 

:"_T :t' 
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that correspond to the first vectors of numbers 
accordinq to the relation involvinq the public key 
of the party of the second kind. 

119. Apparatus as in claim 118, such that the protocol 
is zero-knowledqe, meaninq that ordered sets of 
messages, as viewed by the second information 
processinq means in executions of the protocol, 
can be feasibly qenerated, without any involvement 
of the party of the second kind, with a 
probability distribution that is substantially 
indistinguishable from the probability 
distribution that applies when the party of the 
second kind has been involved in the generation of 
the first and second vectors of numbers. 

120. Apparatus as in one of claims 113 to 119, such 
that 

a non-constant function of the representation 
that is accessible to the first information 
processing means of the first vector of 
numbers with respect to the function, / 0 , 

represents a set of credentials that has been 
issued to the party of the first kind by the 
party of the second kind; and 

the functions; / 1 and f 2 , specify a particular 
predicate of the credentials of the party of 
the first kind that is tested by the second 
information processing means. 

121. Apparatus as in claim ~il, such· that a 
representation of ~ vector of numbers, ! 

1
1 (m0,B17 ••• ,Bz), with respect to the function, / 2 , is 

. a vector of numbers, (a~, ... , a1:; a1:+1), such thalt 
Y1

111 
• • • ykckak+l is equal to a non-constant function, 

/ 3 , of the vector of numbers, (m0 , B 17 ... , B1), where 

the numbers, 
l 

to_11Fo; 
'f~ 

. 
k and l, are greater ~han or equal 

. .;j 
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/ 3{m0, B11 ••• , Bi) is an element of a mathematical 
structure, denoted by z; and called a finite 
group of integers modulo n; 

the number n is the product of at least two 
large prime numbers; 

the numbers Y11 ••• , Yk are elements of the finite 
group, z:; 
the number v is a positive integer; 

the numbers all ... , a1c are elements of a 
mathematical structure, denoted by Zv and 
called a ring of integers modulo v; and 

the number a1c+1 is an element of z:. 
15 122. Apparatus as in claim 121, such that the number, 

20 

25 

30 

35 

/ 

v, is co-prime to the number of elements in the 
finite group, z;. 

123. Apparatus as in claim 121, such that the number, 
v, is an even number. 

124. Apparatus as in claim 121, such that m 0 is an 
element of the finite group, z;, and / 3 (m0 , B1 , ••• ,Bi) 
is equal to mo. 

125. Apparatus as in claim 121, such that the means 
within the first information processing means that 
enables it to prove to the second information 
processing means that it has access to a 
representation, (a1 , ••• , a1c; a1c+ 1), of the vector of 
numbers, {m0 , B 17 ••• , Bi), with respect to the 
function, / 2 , comprises:_. 

' I 
.. 

means for conunitting to a number, B, in the 
finite group, z;, such that it has access1to a 
vector of numbers, (bli ... ,bk;b1c+1), that is 'such 
that B is equal to Yt1 

• • • y:1:bk+i and 
{b11 ••• , b1c :. b1c+1 ) is substantially unpredictable to . . 
the party of the third kind; 

iii 
·:A,~ 

'.Ti 

. .j 

111m~r 
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means for computing, and transferring through 
the interface means, k response numbers, 
r 1, •.• , r1c , responsive to a challenge number, c, 
in the rinq Z,,, such that ri is equal to 
cai + bi mod v for 1 < i < k; and 

means for computing, and transferrinq throuqh 
the interface means, a response number, rk+1 , 

in z;, SUCh that T1c+1 is equal to 
(Ilic vm,+6, divv) c b 

i=l Ii "Q/c+l k+l • 

126. Apparatus as in claim 121, such that 

the function, f 0 , maps vectors (b1 , ••. ,b;; b;+1) to 
the number Z~1 

••• z;; bJ+1 for some inteqer j that 
is qreater than or equal to zero, where 
Zi, ... ,Z; are elements of the finite qroup, z;, 
that have been determined by the party of the 
second kind; and 

each of the numbers, Y1, ••• , Y1c, for k qreater 
than or equal to zero, is a product of powers 
of numbers in the set {Z17 ••• , Z;} and their 
inverses. 

127. Apparatus as in claim 113, such that a 
representation of a vector of numbers, 
(mo,B1, ... ,Bz), with respect to the function, f2, is 
a vector of numbers, (a1 , .•• , a1c), such that g~ 1 

• • • g't/• 
is equal to a non-constant function f 3 , of the 
vector of numbers, (m0 , B1 , ••• , B1), where 

the number, l, is qreater than or equal to 
zero; 

... 

' 
the number, k, is qreater than or equal to· 

./ one; I 
f 3 (mo, B1, ... , Bi) is an element of a mathematical 
structure that has q elements, denoted by Gq 
and calied a fin~te qroup of order q; 

the Ji~ers g1 , ••• , 91c are elements o_J Gq; and 
i/;~ 
. ;-:/' ------------ ··--·--· 
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the numbers a1, ••• , a1c are elements of a 
mathematical structure, denoted by Zq and 
called a ring of integers modulo q •. 

128. Apparatus as in claim 127, such that the number, 
s q, is a prime number. 

10 

15 

20 

25 

30 

35 

/ 
/ 

129. Apparatus as in claim 128, such that 

Gq is a subgroup of a finite group, z;; 
the number, p, is a prime number such that 
p - 1 has at least two large prime factors, one 
of which is equal to q: 

it is infeasible for the party of the first 
kind to determine the prime factorization of 
the number, p - 1; and 

linear combinations of numbers in the ring, 
Zq, are computed modulo p - 1 by the first 
information processing means. 

130. Apparatus as in claim 127, such that m 0 is an 
element of the finite group, Gq, and f3(m0 ,B11 ••• ,Bi) 
is equal to ·mo. 

131. Apparatus as in claim 127, such that the means 
within the first information processing means that 
enables it to prove to the second information 
processing means that it has access to a 
representation, (a1 , •.• , a1c), of the vector of 
numbers, (mo,B1 , ••• ,B1), with respect to the 
function, f 2 , comprises: 

I 
means for committinqto a number, B, in the 
finite group, Gq, such that it has access 1tb a 
vector of numbers, (b> 1 ••• 1 b1c), that is such that 
B is equal to gt1 

• • • g~k and (b1 , •.• , b1c) is / 

substantially unpredictable to the party of 
the third kind; and 

~ .. 
means for computing, and transferring through 
the_.,..~.erf ace means, k response nuiabers, 

-- . ,,,. --------------
B Rep~aced 

iii ill i I 1\\1 
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r 1, ••• , r1c , responsive to a challenqe number, c, 
in the rinq Zq, such that ri is equal to 
cai + bi mod q for 1 < i < k. 

132. Apparatus as in claim 127, such that 

the function, lo, maps vectors (b1, ••• , b;) to the 
number e~1 

• • • e~; for some inteqer j that is 
qreater than or equal to one, where e1, ••• , e; 
are elements of the'finite qroup, Gq, that 
have been determined by the party of the 
second kind; and 

each of the numbers, g1, ••• , g1c, for k qreater 
than or equal to one, is a product of powers 
of numbers in the set { e 1, ••• , e;) and their 
inverses. 

133. Apparatus for implementinq a protocol in which 
first information processinq means, held by a 
party of a first kind, proves to second 

20 information processinq means, held by a party of a 
second kind, a predicate of a vector of numbers, 
without revealinq any additional information about 
the vector of numbers, where 

25 

30 

' ./ 

/ 
/ 

the vector of numbers is denoted by ( u17 ••• , u1c), 
where k is an inteqer that is qreater than or 
equal to one; 

each of the numbers , u1, ••• , u1c , is an element of 
a mathematical structure called a rinq of 
inteqers modulo v and denoted by Zv, where v is 
a positive inteqer;:. 

.. a vector of numbers, (Z1, ••• , Z1c), is accessi»le 
to both the first and the second inf ormayion 
processinq means; 

each of the numbers, Z 17 ••• , Z1c, is an element of 
a matheJnatical ~tructure called a finite qroup 
of in~eqers modulo n and denoted by z~, where 

.ill ~ 
·ri .... ---.. ·· ·· ·---~ 
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n is the product of at least two prime 
numbers; and 

the first information processing means has 
committed to the vector of numbers, (u1, ... , u1i:), 
by committing to the product of powers, 
zr1 

••• Z:11 u:+11 denoted by A, where U1e+1 is an 
element of the finite group, z:, 

the apparatus comprising: 

interface means between the first information 
processing means and the second information 
processing means for allowing information 
interchange therebetween; 

means for proving by the first information 
processing means to the second information 
processinq means that it has access to a 
vector of numbers, (a11 ... , a,; a1+1) such that a 
function, / 1 , of A is equal t' ~e product of 
powers, Yf1 

• • • Y,a'ai'+i r 

such that 

each of the numbers, Yi •... , Yi, with l greater 
than or equal to one, is a product of powers 
of numbers in the set {Zi, ... , Zic} and their 
inverses; 

the function, j 1 , of A, is a product of powers 
of numbers in the set {A, Z11 ••• , Z1e} and their 
inverses; and 

the vector, (Yi, ... , Yi), and the function, f 1 , 

together specify the predicate that the f i;st . 
information processing means proves of the 
vector of numbers, (ti.1, ... , u1i:). I 

_Apparatus as in claim 133, such that the means 
within the first information processing means that 
enables the first information processing mean$ to 
prove .~)the second information processing means 

. f ~ ----· - --- ---
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that it has access to the vector of numbers, 
(a11 .•. ,a,; a1+1), comprises: 

means for committing to a number, B, in the 
finite group, z;, such that it has access to a 
vector of numbers, {b11 ••• , b,; b1+1), such that B 
is equal to Yt1 

• • • Y,6'bi+ 1 and (b11 ... , b1; b1+1) is 
substantially unpredictable to the party of 

.the second kind; 

means for computing, and transferring through 
the interface means, l response numbers, 
r 1 , .•. , r,, responsive to a challenge number, c, 
in the ring Zv, such that Ti is equal to 
cai + bi mo~ v for 1 < i < l; and 

means for computing, and transferring through 
the interface means, a response number, r 1+1 , 

in z;, such that r1+1 is equal to 
(Ill vcao+bi divv) c b 

i=l .r i • a1+1 l+1 • 

135. Apparatus for implementing a protocol in which 
first information processing means, held by a 
party of a first kind, proves to second 
information processing means, held by a party of a 
second kind, a predicate of a vector of numbers, 
without revealing any additional information about 
the vector of numbers, where 

I 

./ 

the vector of numbers is denoted by (u1 , ••• ,u1c), 
where k is an integer that is greater than or 
equal to one; 

each of the numbers, ui, ... , u1;, is an element of 
a mathematical structure called a ring of ~ . 
integers modulo q and denoted by z,, where q is 
a positive integer;' I 

a vector of numbers,. {e1 , ... ,e1c), is accessible 
to both the first and the second information 
processing means; 

1ili~iiff 
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each of the numbers, e11 ••• , e11:, is an element of 
a mathematical structure called a finite group 
of order q·and denoted by G9 , where q is a 
positive inteqer; and 

the first information processin; means has 
committed to the vector of nUmbers, (u1, ... , u11:), 
by committing to the product of powers, 
e~1 

• • • e:k , denoted by A, 

the apparatus comprising: 

interface means between the first information 
processing means and the second information 
processing means for allowing information 
interchange therebetween; 

means for proving by the first information 
processing means to the second information 
processing means that it has access to a 
vector of numbers, (a11 ••• ,ai) 1 such that a 
function, f 1 , of A is equal to the product of 
powers , g~ 1 

• • ·gr• , 
such that 

each of the numbers, g1, ••• , gz, with l greater 
than or equal to zero, is a product of powers 
of numbers in the set {e1 , ... ,e1c} and their 
inverses; 

the function, j 1 , of A, is a product of powers 
of numbers in the set {A, e1, ••• , e11:} and their 
inverses; and 

the vector, (g11 ... , Yi)~~ · and the function, Ii , 
. .-

' toqether specify the predicate that the first 

./ information processing means proves of tl'_>e 
vector of numbers, ( u 11 ••• , 1£11:) • 

136. Apparatus as in claim 135, such that the means 
within the ~irst information·processing means .that 
enable~~)Je first information process~ng means to 

.- /'.!' 
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prove to the second information processing means 
that it has access to the vector of numbers, 
(a1, ... , a,), comprises: 

means for committing to a number, B, in the 
finite group, z;, such that it has access to a 
vector of numbers, (b11 ••• , bi), such that B is 
equal to gt1 

• • • ur1 and (b11 ••• , bi) is substantially 
unpredictable by the party of the second kind; 
and 

means for computing, and transferring through 
the interface means, l response numbers, 
r 1 , •.• , r,, respon~ive to a challenge number, c, 
in the ring Zq, such that ~ is equal to 
cai + bi mod q for 1 < i < l. 

137. Apparatus for implementing electronic transfer of 
certified information between at least one party 
of a first kind, at least one party of a second 
kind, and at least one party of a third kind, 
using a first protocol for certifying information 
and a second protocol for testing certified 
information, where an inverse of a function of a 
vector of numbers is called a representation of 
the vector of numbers with respect to the function 
if the function is substantially difficult to 
invert for at least the party of the first kind, 
the apparatus comprising: 

I 

./ 

first information processing means that is 
held by the party of the first kind; 

second information PfOCessing means that is 
under control of the party of the second k~hd 
and beyond control of the party of the first 
kind; ' 1 

third information processing means that is 
held by the party of the third kind; 

~ ~ 

first interface means between the f ~rst 
1 

inf~~tion processing means and ~e second 
·t:t 

111m1ii1nr 
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information processinq means for allowinq 
information interchange therebetween in the 
first protocol: 

second interface means between the first 
inf or:nation processing means and the third 
information processing means for allowinq 
information interchanqe therebetween in the 
second protocol: 

means for determininq in the first protocol a 
first vector of numbers accessible to the 
first information processing means, such that 
the second information processing means has 
access to a non-constant function, / 1 , of the 
first vector of numbers, where the function, 
/ 1 , may be the identity function: 

means within the first information processing 
means for transforming in the first protocol 
the first vector of numbers to a second vector 
of numbers, the transformation involving 
numbers that can be randomly generated by the 
first information processing means, such tha~ 
the first information processing means has 
access to a representation of the second 
vector of numbers with respect to a function, 
!2; 

means within the second information processing 
means for transforming in the first protocol 
the function, j 1 , of the first vector of 
numbers to a third vector of numbers, the 
transformation invo~vinq a secret key of the 
party of the second kind, where the : 
transformation may r~quire interaction with 
the first information processing means, 1 

through the first interface means; 

means f ~r transferring in the first protocol 
the third vector~of numbers by the second 

1 -

inf~~tion processing means to ttxe first 
____ .__!..J.3' 
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information processing means, through the 
first interface means; 

means within the first information processing 
means for transforming in the first protocol 
the third vector of numbers to a fourth vector 
of numbers, such that the fourth vector of 
numbers corresponds to the second vector of 
numbers according to a relation involving a 
public key that cor~esponds to the secret key 
of the party of the second kind; 

means within the first information processing 
means for proving in the second protocol to 
the third information processing means, 
through the second interface means, that it 
has access to a vector of numbers that 
corresponds to the second vector of numbers 
according to the relation involving the public 
key of the party of the second kind, where the 
proof may be performed by simply revealing the 
fourth vector of numbers to the third 
information processing means; and 

means within the first information processing 
means for proving in the second protocol, 
through the second interface means, to the 
third information processing means that it has 
access to a representation of a function, f3, 
of the second vector of numbers with respect 
to a function, f 4 , 

30 such that 

I 

.. / 

/ 
/ 

... . 
a non-constant function, / 1 , of the first 
vector of numbers is,equal to a non-const,ant 
function, !,,, of the representation accessible 
to the first information processing means of 
the second vector of numbers with respect to . . 
the function, / 2 , regardless of the.random 
cho~ applied by the first inforlation 

·,-:f ... --- --- -
-----···--· 
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processing means in the transformation of the 
first vector of numbers to the second vector 
of numbers; 

the functions, / 3 and / 4 , determine a 
particular predicate of the function, !,,, of 
the representation accessible to the first 
information processing means of the second 
vector of numbers with respect to the 
function, f 2 , that is tested by the third 
information processing means in the second 
protocol; 

the information that is revealed to the third 
information processing means in a first 
execution of the second protocol cannot be 
brought into unique correspondance with the 
function, f 1 , of the particular first vector 
of numbers that the first information 
processing means used in the execution of the 
first protocol in which it acquired the second 
vector of numbers that is tested in the first 
execution of the second protocol; and 

it is feasible for the party of the first kind 
to pass the test of the second vector of 
numbers in the second protocol only when the 
second and fourth vectors of numbers have been 
acquired in an execution of the first 
protocol. 

138. Apparatus as in claim 137, such that even if the 
second vector of numbers is tested arbitrarily 
many times in executions ·of the second protoco~ by . 
linf ormation processing means of parties of the 

./third kind, it remains substantially infeasi~le or 
impossible to bring the information, that is 
revealed to the in_formation processing means of 
the parties, of the t~ird kind in these executions 
of the seqond protocol, into unique correspondance 

iii ..j 
~-7,~! 
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with the function, Ji, of the first vector of 
numbers. 

139. Apparatus as in claim 137, such that if the number 
of times that the second vector of numbers is 
tested in executions of the secon~ protocol by 
information processinq means of parties of the 

. . .. 
third kind, exceeds a predetermined bound, greater 
than or equal to one, then the second vector of 
numbers can be brouqht into unique correspondance 
with the function, /i, of the first vector of 
numbers. 

140. Apparatus as in claim 137, such that if the number 
of times that the second vector of numbers is 
tested in executions of the second protocol by 
information processinq means of parties of the 
third kind exceeds a predetermined bound, qreater 
than or equal to one, then the second vector of 
numbers can be brouqht into unique correspondance 
with the first vector of numbers. 

141. Apparatus as in claim 140, such that knowledqe of 
the first vector of numbers by the party of the 
second kind can serve as leqal proof to an 
impartial party that the second vector of numbers 
has been tested a number of times exceedinq the 
predetermined bound, because the first vector of 
numbers is substantially infeasible or impossible 
to determine by the party of the second kind from 
the function, /i, of the first vector of numbers, 
and any information revealed by the party of the 
first kind in executions:of the first protocol • .. . 

142. ;(pparatus as in claim 137/ such that the seco~d 
-1'vector of numbers is used as a pseudonym of tie 

35 

,/ 143. 

party of the first kind with the party of the 
third kind. 

Apparatus as in claim 137, such that the first 
' vector c:>.,~ers for 

·t~ 

a new execution df the first 
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protocol is determined as a non-constant function 
of the representation accessible to the first 
information processing means of at least one 
second vector of numbers with respect to the 
function, f 2 , where the at least one second vector 
of numbers has been acquired by the first 
information processing means in an earlier 
execution of the first protocol. 

144. Apparatus as in claim 137, such that the first 
10 protocol is executed at least twice, where at 

least one second vector of numbers acquired ·in an 
earlier execution of the first protocol is used as 
a pseudonym of the party of the first kind with 

15 

20 

25 

30 

/ 
/ 

the party of the third kind, and the party of the 
first kind in the second protocol can pass the 
test of a second vector of numbers acquired in a 
new execution of the first protocol only 
responsive to one of its pseudonyms, and not 
responsive to the pseudonyms of other parties of 
the first kind, because 

the first information processing means must 
commit to the pseudonym already in the new 
execution of the first protocol when it 
transforms the first vector of numbers to the 
second vector of numbers; and 

the function, j 3 , operates not only on the 
second vector of numbers acquired in the new 
execution of the first protocol, but also on 
the pseudonym that the first information 
processing means supposedly committed to in .. 

1 the new execution of the first protocol. · 

1J. Apparatus as in claim ll7, such that the f ir't 
protocol is executed at least twice, where at 
least one second vector of numbers acquired in an 
earlier execution of the first protocol is us~d as 
a pseud~ii'U of the party of the first-'1tind with 

I -,. 
.,.iii .ti!' 
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the party of the third kind, and the party of the 
first kind in the second protocol can pass the 
test of a second vector of numbers acquired in a 
new execution of the first protocol responsive to 
only one of its pseudonyms with the party of the 
third kind, and not responsive to the pseudonyms 
of other parties of the first kind, where it 
suffices for the first information processing 
means to transfer. in the second protocol, throuqh 
the second interface means, the fourth vector of 
numbers to the third information processing means, 
because 

the first information processing means in the 
new execution of the first protocol transforms 
the first vector of numbers to a non-constant 
function of the pseudonym, where the function 
is accessible to the second information 
processinq means; and 

the third information processing means in the 
second protocol verifies that the vector of 
numbers that the first information processinq 
means tranferred to it, through the second 
interface means, corresponds to the function 
of the pseudonym according to the relation 
involving the public key of the party of the 
second kind. 

146. Apparatus as in claim 137, such that the first 
protocol is executed at least twice, where at 
least one second vector of numbers acquired in an 
earlier execution of the·first protocol is used as 
I' pseudonym of the party of the first kind wit~ 

/the party of the third k,ind, and the party 07 the 
·. first kind in the second protocol can pass the 

test of a second vector of numbers acquired in a 
new execution of the first protocol responsive to 
any of its pseudonyms with the party o~ the third 
kind b~~:P.t responsive to the pseudoft1Yms of other 

.,~ 
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parties of the first kind, because the function, 
/ 3 , operates not only on the second vector of 
numbers acquired in the new execution of the first 
protocol, but also on any pseudonym that the party 
of the first kind claims to be the owner of. 

14 7. Apparatus as in claim 137, where the party of the 
first kind is said to maintain a set of 
credentials in the second vector of numbers, 
because the function, Ji, of the representation 
accessible to the first information processing 
means of the second vector of numbers with respect 
to the function, fi, represents a particular set 
of credentials of the party of the first kind. 

15 148. Apparatus as in claim 147, where a set of 

20 

25 

30 

35 

credentials is said to be installed in the second 
vector of numbers by the party of the second kind, 
because the first vector of numbers is determined 
such that the function, 11 , of the first vector of 
numbers specifies the set of credentials that the 
party of the second kind issues to the party of 
the first kind. 

149. Apparatus as in claim 147, where the set of 
credentials that is maintained by the party of the 
first kind in the second vector of numbers is said 
to be updated in a new execution of the first 
protocol, because the first vector of numbers in 
the new execution of the first protocol is 
determined as a non-constant function of: 

I 

I 

a vector of numbe~s- that specifies the values 
by which the credentials of the party of .the 
first kind are upd,ted, and . 

I 
the representation accessible to the first 

/ 
information processing means of the second 
vector of numbers with respect to the .. 
function, / 2 • 

/ 
l 

. 'I ''-· ... · .. ~~ . .,~ 
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150. Apparatus as in claim 149, such that the party of 
the second kind does not know the set of 
credentials that is maintained by the party of the 
first kind in the second vector of numbers. 

5 151. Apparatus as in claim 149, such .that the party of 

10 

15 

20 

25 

30 

/ 
/ 

the second kind does not know the vector of 
numbers that specifies the values by which the 
credentials of the party of the first kind are 
updated. 

152. Apparatus as in claim 147, such that the party of 
the first kind can maintain sets of credentials, 
that belong to different categories, in different 
second vectors of numbers, because the 
transformation computed by the second information 
processing means in the first protocol involves 
one of at least two different secret keys, and the 
particular secret key that is used by the second 
information processing means specifies to which 
particular category the set of credentials, 
maintained in the second vector of numbers, 
relates. 

153. Apparatus as in claim 152, such that the party of 
the first kind maintains at least two sets of 
credentials, each set belonging to a different 
category and being maintained in its own second 
vector of numbers, and the party of the third kind 
in the second protocol tests a predicate of 
credentials belonging to at least two different 
categories by specifyin~.the function, f3, to 
operate on all the corresponding second vecto~~ of ' . 

I numbers. , , 
. I 

154. Apparatus as in claim 137, such that the first 
information processing means comprises at least 
two separat,e inform~tion processing means, each of 
which includes its own memory means, such that 
both i~ation processing means comP°rised in the 

·;~ 
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first information processing means must 
necessarily cooperate in order to pass the test of 
the second vector of numbers in the second 
protocol. 

5 155. Apparatus as in claim 154, such that 

10 

15 

20 

25 

30 

' 
.. / 

/ 
/ 

the first information processing means 
comprises two information processing means, 
each including its own memory means; 

one of the information processing means that 
the first information processing means 
comprises of, is tamper-resistant, and its 
memory means are inaccessible to the party of 
the first kind; 

the tamper-resistant information processing 
means has no access to the first and second 
interface means; 

the other information processing means that 
the party of the first kind comprises of, is 
under control of the party of the first kind, 
and has access to the first and second 
interface means; 

the tamper-resistant information processing 
means and the information processing means 
that is under control of the party of the 
first kind, include third interface means for 
allowing information interchange therebetween; 
and 

in the second protocol the tamper-resistant 
information processing means can only transfer 
information to the information processing ' 
means that is under G:ontrol of the party ff 
the first kind, through the third interface 
means, because the tamper-resistant 
information processing means, and the 
information processing means that is under. 

l . 

co~~~ of the party of the first..Jtind, are 
- .r«-
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configured in such a way that the 
tamper-resistant information processing means 
cannot communicate directly with the third 
information processing means. 

5 156. Apparatus as in claim 155, such _that the 

10 

15 

20 

25 

30 

/ 
/ ... 

information that the tamper-resistant information 
processing means in the first and second protocol 
receives from and transfers to the information 
processing means that is under control of the 
party of the first kind, and any information 
accessible to the tamper-resistant information 
processing means that can be used to identify it, 
is substantially statistically independent from 
the information that the information processing 
means, that is under control of the party of the 
first kind, tranfers to and receives from the 
third information processing means in the second 
protocol. 

15 7 • Apparatus as in claim 155, such that 

.. / 

each of the two information processing means, 
that the first information processing means 
comprises of, has access to a vector of 
numbers that is not accessible to the other 
information processing means that the first 
information processing means comprises of, 
where the vector of numbers that is accessible 
to each information processing means that the 
first information processing means comprises 
of, is referred to as an initial vector of 
numbers of that infdrmation processing means~ 

' 

the first vector of numbers in the first 
protocol.is determin~d as a non-constant1 

function of the initial vectors of numbers 
known to the two information processing means 
that the first information processing means 
compF)J'. es of, such that at most thf! second 

' "i' -~.ii .Sf 
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information processing means and the 
tamper-resistant information processing means 
have access to the first vector of numbers; 

the tamper-resistant information processing 
means in the first protocol transfers a vector 
of numbers, referred to as a random vector of 
numbers, to the information processing means 
that is under control of the party of the 
first kind, where the random vector of numbers 
is such that the tamper-resistant information 
processing means has access to a substantially 
randomly chosen representation thereof with 
respect to the function, /2; 

the transformation of the first vector of 
numbers to the second vector of numbers that 
is applied in the first protocol by the 
information processing means that is under 
control of the party of the first kind, 
involves the random vector of numbers that the 
tamper-resistant information processing means 
transferred to it; and 

in the second protocol, the tamper-resistant 
information processing means transfers a 
vector of numbers, referred to as a response 
vector, to the information processing means 
that is under control of the party of the 
first kind, the response vector being a 
non-constant function of the initial vector of 
numbers of the tamper-resistant information 
processing means and ~ts random vector of 
numbers, responsive 'to a vector of numbers~ 

I referred to as a challenge vector, that is 
./ transferred to it by'the information J 

processing means that is under control of the 
party of the first kind. 

158. Apparatus as in claim 144 or 146, where the 
' pseudo~1J/-d.s said to be a collective pseudonym of 

'T'1 
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a plurality of parties of the first kind, because 
only the cooperation of all these parties of the 
first kind knows the representation ~f the 
pseudonym with respect to the function, /,.. 

5 159. Apparatus as in one of claims 137 to 157, such 

10 

15 

20 

25 

30 

7 
/ 

that 

the apparatus is used for electronic payments; 

parties of the first kind are paying parties, 
such as consumers; 

parties of the second kind are financial 
institutions that can issue cash, such as 
banks; 

parties of the third kind are servicing 
organizations, such as shops; 

the party of the first kind withdraws money by 
letting the first information processing means 
perform the first protocol, called the 
withdrawal protocol, with the second 
information processing means, and spends it at 
the party of the third kind by letting the 
first information processing means perform the 
second protocol, called the payment protocol, 
with the third information processing means; 
and 

the party of the third kind transfers the 
transcripts of executions of the payment 
protocol, received by its information 
processing means in executions of the second 
protocol, to the pa~ty of the second kind in 
order to have its account credited by the ~ 

1.
1 party of the second kind. 

I 
16 .• Apparatus as in claim 159, where the amount of 

money, held by the party of the first kind, is 
indicated by the value of a counter maintained 

~ ~ 

within the first information processing means,. 
J . 

such tt;,'fj -' 
.,~ 
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the first information processing means is 
tamper-resistant, and includes memory means 
inaccessible to the party of the first kind; 

the first information processing means 
includes means for increasing and decreasinq 
the counter; 

the first information processing means 
increases the counter in the withdrawal 
protocol by the amount that is withdrawn by 
the party of the first kind; and 

the first information processing means 
decreases the counter in the payment protocol 
by the amount that is spent by the party of 
the first kind. 

161. Apparatus as in claim 159, where the amount of 
money held by the party of the first kind is 
indicated by the value of a counter within the 
first information processing means, such that: 

I 

./ 

the first information processing means 
comprises two information processing means; 

one of the information processinq means that 
the first information processing means 
comprises of, is tamper-resistant and includes 
memory means inaccessible to the party of the 
first kind, and has no access to the first and 
second interface means; 

the tamper-resistant information processing 
means maintains the counter, and includes 
means for increasing: and decreasing it; 

the other information processing means that 
the first informatio~ processing means j 

comprises of, is under control of the party of 
the first kind, has access to the first and 
second interface~means, and includes ~emory 

. ..j 
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the tamper-resistant information processing 
means and the information processing means 
that is under control of the party of the 
first kind, include third interface means for 
allowing information interchange therebetween; 

in the payment protocol, the tamper-resistant 
information processing means can only transfer 
information to the information processing 
means that is under control of the party of 
the first kind, through the third int~rface 
means, because the tamper-resistant 
information processing means, and the 
information processing means that is under 
control of the party of the first kind, are 
conf iqured in such a way that the 
tamper-resistant information processing means 
cannot communicate directly with the third 
information processing means; 

the tamper-resistant information processing 
means increases the counter in the withdrawal 
protocol by the amount that is withdrawn by 
the party of the first kind; and 

the tamper-resistant information processing 
means decreases the counter in the payment 
protocol by the amount that is spent by the 
party of the first kind. 

162. Apparatus as in claim 139, for implementing 
untraceable ~lectronic cash systems, where the 
identity of the party of the first kind can be 
determined if and only:ff it spends the second 

.a 

,vector of numbers a number of times exceeding.the 
./ predetermined bound, beeause the function, f}, of 

the first vector of numbers is associated by the 
party of the second kind uniquely with the 
identity o~ the party of the first kind. . ~ 

163. Apparat~/as in one of claims 155 to _.157, for 
I -... ,.,,a ¥ 

·;-t 
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implementinq untraceable electronic cash systems 
in which second vectors of numbers can be spent a 
number of times· ·exceedinq a predetermined bound, 
qreater than or equal to one, only if the 
information held by the tamper-resistant 
information processing means would become 
accessible to.the party of the first kind, and 
even then such a fraud will be traceable to the 
identity of the party of the first kind 
afterwards, by the party of the second kind. 

164. Apparatus as in claim 141, for implementing in 
untraceable electronic cash systems a mechanism to 
legally protect the party of the first kind 
against a framing attempt of the party of the 
second kind, such an attempt meaning that the 
party of the second kind falsely accuses the party 
of the first kind of having spent a second vector 
of numbers a number of times exceeding the 
predetermined bound. 

165. Apparatus as in claim 144, for implementing 
untraceable electronic cash systems where each 
withdrawn second vector of numbers can only be 
spent under one particular pseudonym. 

166. Apparatus as in claim 139, for implementing 
untraceable electronic cash systems in which 
electronic cheques can be transferred~ where 

' ./ 

the function, 11 , of the first vector of 
numbers contains numbers chosen substantially 
at random and unkn9wn to the party of the 
second kind; l' 

in the second protocol, the first info~ation 
processing means reveals a subset of the 
numbers in the function, J.i, of the 
repre~entation~accessible to it of the second 
vect9r of numbers with respect to_ the 
f~~iion, f 2 , the particular sub~t that is 
·;-~ 
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revealed indicating the amount for which the 
electronic cheque is being spent: and 

the party of the first kind can obtain a 
refund from the party of the second kind for 
the part of the cheque that it did not spend, 
by letting the first information processing 
means reveal to the party of the second kind a 
subset of the substantially randomly chosen 
numbers contained in the function, Ji, of the 
first vector of numbers, the subset being 
complementary to the subset of the numbers 
that the first information processing means 
revealed in the second protocol. 

167. Apparatus as in claim 143, for implementing 
untraceable electronic cash systems with anonymous 
banking accounts, such that the first protocol is 
executed at least twice, where · 

I 

./ 

the function, j 1 , of the first vector of 
numbers in the first execution of the first 
protocol is associated by the party of the 
second kind uniquely with the identity of the 
party of the first kind~ 

the second vector of numbers acquired by the 
first information processing means in the 
first execution of the first protocol is used 
as a pseudonym of the party of the first kind 
with the party of the second kind; 

the function, / 1 , of the first vector of 
numbers in succeedinq executions of the first 
protocol is equal to the pseudonym of the ' 
party of the first ki~d with the party of 1the 
second kind; and 

the identity of the party of the first kind 
can be determined when it spends a second . .. 
vector pf numbers, acquired in one of the 
suc~~nq executions of the first·"l>rotocol, a 

. ;-:t -------·-- -------·· 

liiITTIHi1f . 



WO 95/04417 I lllllll llllll lllll lllll II llll PCT /NL94/00179 

5 

10 

15 

20 

25 

30 

/ 
/ 

* C L M S * 
222 

number of times exceeding a predetermined 
bound, because the information that the first 
information processing means reveals in the 
corresponding executions of the second 
protocol enables the party of the second kind 
to compute the function, f 1 , of the first 
vector of numbers that was used in the first 
execution of the first protocol. 

168. Apparatus as in claim 137, such that a 
representation of a vector of numbers, 
(mo,B11···1Bt)1 with respect to the function, / 2 , is 
a vector of numbers, (a11 ..• , a1c; a1c+1), such. that 
Yt 1 

• • • Y:'aX+i is equal to a non-constant function, 
f J, of the vector of numbers, (mo, B11 ••• , Bi), where 

the numbers, k and l, are greater than or equal 
to zero; 

/3(mo, B1, ... , Bt) is an element of a mathematical 
structure, denoted by z~ and called a finite 
group of integers modulo n; 

the number n is the product of at least two 
large prime numbers; 

the numbers Yli ... , Y1c are elements of the finite 
group, Z~; 

the number v is a positive integer; 

the numbers a1, ••• , a1c are elements of a 
mathematical structure, denoted by Zv and 
called a ring of integers modulo v; and 

the number 0.A:+1 is a~. element of z~. 

169.i'Apparatus as in claim 157, such that a 
l' 

./f · representation of a vector of numbers , J 

(m0, B1 , ••• , Bz), with respect to the function, f 2 , is 
a vector of numbers, (a1, ... , a1c; a1c+1), such that 
Y1a

1 
• • • Y:•ak+J.. is equa~ to a non-constant function, 

!J, of the vector of numbers, (m0,B11 ••• ,Bz), where 
.l// ·~ 
·t~ ~~~ 
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the numbers, k and l, are greater than or equal 
to zero; 

fl(mo, B1, ... ,Bz) is an element of a mathematical 
structure, denoted by z; and called a finite 
group of integers modulo n; 

the number n is the product of at least two 
large prime numbers1 

the numbers Y1, ••• , Yk are elements of the finite 
group, z:; 
the number v is a positive integer; 

the numbers 4 1, ••• , 4Ai are elements of a 
mathematical structure, denoted by Zv and 
called a rinq of integers modulo v; and 

the number a1e+1 is an element of z;, 

the initial vector of numbers accessible to 
the tamper-resistant information processing 
means, can be described by (011 ••• , 01c; 01c+i), where 
01, ... , 01e are elements of the ring, ZVI and 01e+1 

is an element of the finite group, z;; 
the random vector of numbers that the 
information processing means that is under 
control of the party of the first kind in the 
first protocol transfers to the 
tamper-resistant information processing means, 
• 1 t vu1 y;u1r v h is equa . o I 1 ••• /e uk+1 , were u1, ••• ,u1e are 
elements of the ring, Zv, and tL1c+i is an 
element of the fini~~ group, z;; 
the challenge vector transferred to the ? 

tamper-resistant in;ormation processing means 
by the information processing means thaf is 
under control of the party of the first kind, 
is a number, c, in the rinq, Zv; and 

' ~ the vector of numbers, denoted by 
1 • 

(r1~ij'i/r1e; r1e+i), that the tamper-re~stant 
·t~ .. --
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information processinq means in the second 
protocol transfers to the information 
processing means that is under control of the 
party of the first kind, is such that each Ti, 

for 1 < i ~ k, is equal to coi + ui mod v, and r.1:+1 

is equal to (Ilf:.1 Yico,+ut divv) • Ok+iU.1:+1 • 

170. Apparatus as in claim 137 , such that a 
representation of a vector of numbers, 
(m0 , B1, ••• , Bi), with respect to the function, / 2 , is 
a vector of numbers, (a11 ••• , a1i:), such that g~ 1 

• • • o:"' 
is equal to a non-constant, publicly known 
function, / 3 , of the vector of numbers, 
(mo, B1, ... , Bz), where 

the number, l, is greater than or equal to 
zero; 

the number, k, is greater than or equal to 
one; 

f 3(mo, B1, ... , B1) is an element of a mathematical 
structure that has q elements, denoted by Gq 
and called a finite qroup of order q; 

the numbers g1, ••• , 91i: are elements of Gq; and 

the numbers all ••• , a.1: are elements of a 
mathematical structure, denoted by Zq and 
called a ring of inteqers modulo q. 

171. Apparatus as in claim 157, such that a 
representation of a vector of numbers, 
{m0 , B11 ••• , Bi), with respect to the function, f 2 , is 
a vector of numbers, {a1, ••• , a.1:), such that g~ 1 

• • • u:"' 
is equal to a non-constant, publicly known 

1function, / 3 , of the vector of numbers, 
/ ~mo, Bi, ... , Bi), where I 

the number, l, is greater than or equal to 
zero; 

.. • 

~ 

the number, k, is greater than or ~qual to. 
l 

one·r/· 'I • "i' 

·~· ~ . .., ..; __ -· 

. ..j 
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f3(mo,B11···1B1) is an element of a mathematical 
structure that has q elements, denoted by Gq 
and called a finite group of orde: q; 

the numbers g1, ••• , 91c are elements of G9 ; and 

the numbers a1, ••• , a1c are el~nts of a 
mathematical structure, denoted by z, and 
called a ring of integers modulo q, 

the initial vector of numbers accessible to 
the tamper-resistant information processing 
means can be described by ( 0 11 ••• , 01c) , where 
oi, ... , 01c are elements of the ring, z,; 
the random vector of numbers that the 
tamper-resistant information processing means 
in the first protocol transfers to the 
information processing means that is under 
control of the party of the first kind, is 
equal to g!1 

• • • g:• , where u11 ••• , u1c are elements 
of the ring, z,; 
the challenge vector transferred to the 
tamper-resistant information processing means 
by the information processing means that is 
under control of the party of the first kind, 
is a number, c, in the ring, Z9 ; an~ 

the vector of numbers, denoted by (r1, ••• , r1c), 
that the tamper-resistant information 
processing means in the second protocol 
transfers to the information processing means 
that is under controi of the party of the ~ 
first kind, is such that each ri, for 1 < i < k, 
is equal to coi + Ui mod v • .I 

J 

~'I ' -,. ... • ¥: 
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