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10
BACKGROUND OF THE INVENTION

LY
1. Field of the invention.

15 This invention relates to digital transaction
systems, and more specifically to secure systems for
privacy-protected transfer of certified electronic
information based on.public key cryptography.

20 2. Description of prior art.

The invention relates to electronic systems for
privacy-protected transfer of certified information.
It is common usage in the art to model such systems
using three basic types of participants: a
‘‘certifying’’ party that certifies information, a
‘‘user’’ that makes use of certified information, and
an ‘‘organization’’ to whom certified information is
shown. 1In general, a system will consist of several
users and organizations, and possibly also certifying
parties. It is also possible for a participant to
peaﬁorm more than one role, such as be a certifyiag
Sgtty and an organization or be a user and an
rganization. Each type of participant has accéss to
an electronic computing device with storage capacity,
‘A?r in the form of, for example, a smart card, a palm-top
computer or a personal ‘computer. Certified
informat109 : represented by vectors of jnumbers,
hence it cyé?:e transferred by electronic means. 1In

25
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this context, a vector is an ordered set of one or
more numbers. .

A particular example of such a system is an
electronic cash system. The certifying party is the

5 bank; it issues money. Users are account holders;
they can withdraw electronic money at the bank.
Organizations are shops and the like; according to the
rules of the system they have to accept certified
information as a means of payment for goods and

10 services. Of course, in a practical implementation of
such a system there will be various banks and other
organizations such as a clearing center.

In general, any transaction system that can be
subjected to automation is a potential example of this

15 system. One can consider systems for transferring
certified information of a great many types: voting
rights, certificates or diplomas, coins, driver’s
licenses, doctor’s approvals, birth certificates,
certificates of citizenship, tax-related data, and the

20 like.

It is well-known in the art that digital signatures
can be used to certify electronic information. This
cryptographic %échnique consists of the certifying
party generating two algorithms or keys, only one of

25 which it makes publicly known. To certify a vector of
numbers, the certifying party generates, by applying
the secret algorithm, a second vector of numbers (the
digital signature) that is in a certain mathematical
relation to the vector of numbers to be certified.

30 Two vectors of numbers for which this relation holds
can only be efficiently constructed if one knows the
secrgt algorithm. The publicly known algorithm can’
meﬁgiy be used to verify whether two vectors of /
numbers are in such a relation to one another. Hence

35 the second vector can serve as a digital signature on

‘dfr the first vector. Both vectors together form a piece

y " of certified igformation, and they can be viewed as
being one vgg}é& embodying a signature of the
¥z
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certifying party.

When digital signatures are used without any
additional features, no privacy is offered to the
users. Such digital signatures will be referred to as
ordinary digital signatures. The information that is
shown by users to different organizations can be
linked; the certifying party knows which user receives
which certified vector of numbers, and the
organization that the certified information is
transferred to sees exactly the same vector of
numbers.

A cryptographic concept has been devised to
guarantee privacy in such systems (see U.S. Patent No.
4,759,063 to Chaum). This concept consists of a
so-called ‘‘blind’’ signature protocol between the
certifying party and the user. In such a protocol the
user can make sure that the certifying party at the
end of the protocol has no clue whatsoever regarding
the vector of numbers he obtained. Yet, the
certifying party knows for sure that the user has
obtained a piece of certified information of the type
specified at the start of the protocol, such as a coin
or a driver’s licence.

A second crypﬁographic concept to guarantee privacy
of users when transferring certified information is
known. It consists of letting the users be known by
different pseudonyms at different organizations such
that the pseudonyms are unlinkable. In principle, it
is then possible for users to tranfer certified
information between their pseudonyms. This concept
necessarily uses the concept of blind signature
protgcols: each user must obtain his pseudonyms in‘a
blifld signature protocol. Cryptographic protocols
have been proposed that enable the user to transtrm
an ordinary digital signature on one of his pseudonyms
(made by the organization at which he has that
pseudonym; note that this is an example of an _
organizatiog%g?ting also as a certifying party) to a
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digital signature on each of his other pseudonyms. 1In
this way information certified by one particular
organization can be shown to all other organizations
at which the user has a pseudonym, without enabling
the organizations to link the transferred information.
A system that makes use of unlinkable pseudonyms
between which credentials are transferred is known as
a credential mechanism.

Certain types of certified information may only be
shown once, such as coins in a cash system. To
prevent users in a system based on blind signatures
from showing such information multiple times to
distinct organizations without ever revealing their
identity, a third concept is known, consisting of a
special type of blind signature protocol called a
‘‘one-show’’ blind signature protocol (see U.S. Patent
No. 4,914,698 to Chaum). In a one-show blind
signatufe protocol, the certifying party knows for
sure that information related to the participating
user is encoded into the certified information he
obtains. Certified information must then be
‘‘tested’’ by the organization to which it is shown in
such a way that testing it twice allows the encoded
information to be computed.

To guarantee organizations and certifying parties
in the privacy-protecting systems more control over
what users do with their certified information, yet
another concept is known (see U.S. Patent No.
4,926,480 to Chaum). This consists of ‘‘embeddinrng’‘ a
tamper-resistant computing device into the device of
the user. Embedding should not to be taken too
litegally; the configuration might as well consist;Bf,
sa ¥;'a tamper-resistant deviee connected to the 7
parallel port of the user’s personal computer. The
tamper-resistant device acts in the interests of the
certifying parties and/or organizations. In
principle, cryptographic-protocols can ensure that the
device of tggtﬂser can only show and erasefcertified
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information in cooperation with the embedded
tamper-resistant device. Due to the embedding, the
user-module can ensure itself that the privacy is
guaranteed, since it can see to it that no
identity-related information is leaked by or to the
embedded device.

Significant difficulties show up in the realization
of these concepts. Essentially only one realization
of the credential mechanism for transferring
credentials between pseudonyms (not considering the
few minor variations that have been proposed) is
known. 1In this mechanism, users can transfer a
signature on one of their pseudonyms to a signature on
all their pseudonyms; there is no provision for
transfer between pseudonyms of credentials that may
only be used a limited number of times. This is
because ordinary digital signatures are used to sign
pseudonyﬁs. A further difficulty is that the known
realization of a protocol for issuing pseudonyms in a
blinded way to users is quite inefficient in
communication, computation and storage complexity due
to the so-called ‘‘cut-and-choose’’ technique that is
applied. Yet another important concern is that the
security of this protocol, and hence of the entire
system, is an open question. Furthermore, no
protocols are known for which the concept of the
embedded tamper-resistant part is realized under the
most stringent of privacy criteria known in the art,
consisting of the impossibility for the certifying
party, organization and the tamper-resistant device to
develop during the protocols.random numbers known to
at least two of these parties. No provision seems to
exi for multiple users to prove in cooperation 5hat
the ensemble of their credentials meets certain
requirements. Still another problem is that there
seems to be no way for users to prove to an
organization that a pseudonym is theirs other than by
first obtaln%?g’a signature on one of their¥
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pseudonyms. Yet another problem is that there seems
to be no efficient protocol that can be used to prove
that one has a certain combination of a plurality of
credentials. A further problem is that it is
difficult to allow for credentials that represent
quantities, such as age, income, and the like; there
is also no provision to prove relations between
various quantities without revealing the quantities
themselves and no way for certifying parties to update
such credentials without needing to know their
previous values.

Several realizations of the concepts for the
particular instance of off-line electronic cash
systems are known. In these systems, one-show
credentials are not tranferred between pseudonyms;
account holders do not have pseudonyms with shops.
Yet, this type of system may be called a credential
machanism. None of the cash systems known in the
literature is a particular instance of the known
credential mechanism, i.e., none can be derived from
it by using the same general techniques used to
realize the credential mechanism. They all use what
seem to be ad hoc constructions to realize the
concepts of the one-show blind signatures (since coins
are credentials that may be shown only once). This
causes their security to be an open question, and also
prevents efficient implementation by means of a simple
and compact software kernel that need not be modified
when extensions in functionality are added later on.
Furthermore, the withdrawal protocols known to realize
the one-show property. make use of the cut-and-choose
techpique, which causes them to be inefficient in
cogﬂhnlcatlon, computation, and storage complexlpy
Due to the use of the ad hoc constructions in the
protocols, it seems very difficult to extend the
functionality of the systems without further worsening
the problems reléted to éecurity and efficiency.

A few extegﬁions allowing the issuing off cheques
" FF

This Sheet Has Been Replaced




WO 95/04417 PCT/NL94/00179

10

15

20

25

30

have been proposed. However, once again, their
security is an open problem, and they are quite
inefficient. A general technique to incorporate
protection against framing attempts of the bank
(meaning that the bank falsely accuses an account
holder of having double-spent a coin) is known. This
technigue, however, causes a serious increase in
storage requirements for the computing devices of the
users and only offers protection assuming that the
bank has limited computing power. Another problem is
that the only way to encode additional information,
such as expiration dates, currency denomination, and
the like, seems to be to use a different type of
signature for each value. Although it has been
suggested that the bank can allow coins to be spent
more than once without payments being traceable, no
efficient realizations are known. Although
untraceable cash systems have been proposed, systems
with both untraceable payments and anonymous accounts
seem difficult to realize in currently known systems.
No system is known that allows realization of the
concept of embedded tamper-resistant devices under the
most stringent of privacy requirements mentioned
above, and the few sysfems known that realize this
extension meeting less stringent criteria have
questionable security. Another item of concern might
be that there is no satisfactory way to prevent the
‘*halting channel’’ in this extension. The halting
channel problem means that the tamper-resistant part
can leak at least one bit of information to the
certifying party or organization by simply halting, or
not qFlting, the execution of the protocol at a &+
ce;?éin point. In view of these shortcomings, it will
come as no surprise that no systems have been proposed
that can incorporate all combinations of these
extensions simultaneously.

The known credential méchanism.and the off-line
cash systemségéat are of practical relevance can all
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be broken if the so-called RSA problem, well-known in
the art (see Rivest et al., ‘‘A method for obtaining
digital signatures and public-key cryptosystems,’’
Communications of the ACM, Feb. 1978, pp. 120-126),
can be broken. No such systems are known that will
remain secure even if the RSA problem is broken.

OBJECTS OF THE INVENTION

Accordingly, it is an object of the present
invention to:

increase efficiency, security, and extendability in
functionality of systems for transferring electronic
information by introducing a special type of blind
signature protocol that will henceforth be referred to
as a restrictive blind signature protocol;

increase the efficiency of credential mechanisms by
applying'a restrictive blind signature protocol to
issue pseudonyms instead of using the technique of
cut-and-choose;

allow for credentials that may be shown only a
limited number of times to be transferred between
pseudonyms, by using restrictive blind signature
protocols to sign pseudonyms;

improve the security of credential mechanisms by
providing for realizations of restrictive blind
signatﬁre protocols whose security is directly related
to that of protocols that are well-known in the art;

construct efficient and secure realizations of
restrictive blind signature protocols by providing for
two techniques to construct such protocols based on a
particular type of identification and signature *
prz;?&ol well-known in the art;

prove the privacy offered to users in systems/

that use embedded tamper-resistant devices by
providing for appropriate protocols based on
restrictive blind signatures;

allow effxc;gpt proofs for showing posse551on of a
plurality of;rredentlals using only a single protocol;
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prevent the need for a separate digital signature
for each credential;

allow a variety of credentials to be maintained by
the user such that only one corresponding digital
signature is needed;

allow credentials that denote quantities without
needing a different type of signature for each
quantity;

allow organizations to update credentials of a user
without needing to know the credentials already owned
by the user;

allow users to prove a variety of mathematical
relations between their credentials without revealing
any additional information, by means of one, simple
protocol;

efficiently realize credentials that may be shown a
limited number of times;

allow the creation of anonymous accounts in
off-line electronic cash systems by using restrictive
blind signature protocols;

improve the security of off-line electronic cash
systems by avoiding ad hoc constructions;

improve the efficiency of off-line cash systems by
using restrictive blind signature protocols to
withdraw cash;

allow efficient and secure ways to issue checks in
off-line electronic cash systems;

allow for off-line electronic cash systems based
only on the techniques used in the general credential
mechanisms;

prevent the halting channel from the
tampegr-resistant part to the outside party by #
cog’%ructxng protocols in which only one transmls§1on
between the computing device of the user and the
outside party is needed;

prevent in such protocols in a similar way the
halting channel from the ‘outside party to the
tamper-reSLSEgu% device; +

r Fx
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allow extensions in functionality of credential
mechanisms to be simply switched off by setting
corresponding subsets of numbers chosen randomly by
the user to a fixed value, and letting the certifying
party perform the computations involving the numbers
in those subsets rather than the user himself;

allow implementation of such systems using a highly
compact set of basic algorithms and data structures
which may be used regardless of the number and nature
of the various extensions in functionality of these
systems;

protect against framing attempts in a simple manner
that does not affect storage requirements;

allow the certifying party to encode additional
information into credentials in an efficient way that
does not influence security;

allow combinations of the aforementioned objects to
be achieved without this negatively affecting
efficiency and security, by providing for a compact
and uniform set of algorithms on which the entire
system is based;

increase in off-line electronic cash systems using
embedded tamper-resistant devices the security for
certifying parties and organizations by in effect
letting the tamper-resistant device execute in the
ensemble of withdrawal and payment protocol a special
type of identification protocol well-known in the art;

require very little storage space and computational
effort of tamper-resistant parts, such that they can
be implemented using small computing devices, such as
currently used smart cards; and

aljow efficient, economical, and practical d
apa}éatus and methods fulfilling the other obgect; of
the invention.

Other features, objects, and advantages of this
invention will be appreciated when the description and

appended clalms are read in conjunction with the
figures. $;? +
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BRIEF DESCRIPTION OF THE DRAWINGS

Figure 1 shows a block diagram of a preferred
embodiment including a workstation, external system,
and an optional tamper-resistant computing device in
accordance with the teachings of the present
invention.

Figure 2 shows a flowchart of a restrictive blind
signature protocol for a first preferred embodiment in
accordance with the teachings of the present
invention.

Figure 3 shows a flowchart of another restrictive
blind signature protocol for the first preferred
embodiment in accordance with the teachings of the
present invention.

Figure 4 shows a flowchart of a third restrictive
blind signature protocol for the first preferred
embodiment in accordance with the teachings of the
present invention.

Figure 5 show a flowchart of a proof of knowledge
of a representation of a number A for the first
preferred embodiment in accordance with the teachings
of the present invention.

Figure 6 show a flowchart of a protocol for
establishing a pseudonym for the first preferred
embodiment in accordance with the teachings of the
present invention.

- Figure 7 shows a flowchart of a withdrawal protocol
for a coin in a cash system for the first preferred
embodiment in accordance with the teachings of the
present invention. )

E}gure 8 shows a flowchart of a payment protocol
22? a coin for the first preferred embodiment in

cordance with the teachings of the present /
invention.

Figure 9 shows a flowchart of a withdrawal protocol
for a coin, when a tamper-resistant device must
cooperate %ﬁﬁy the computing device of thg user, for

FE
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the first preferred embodiment in accordance with the
teachings of the present invention.

Figure 10 shows a flowchart of a payment protocol
for a coin, when a tamper-resistant device must

5 cooperate with the computing device of the user, for
the first preferred embodiment in accordance with the
teachings of the present invention.

Figure 11 shows a flowchart of a withdrawal
protocol for a cheque for the first preferred

10 embodiment in accordance with the teachings of the
present invention.

Figure 12 shows a flowchart of a payment protocol
for a cheque for the first preferred embodiment in
accordance with the teachings of the present

15 invention.

Figure 13 shows a flowchart of a refund protocol
for cheques for the first preferred embodiment in
accordance with the teachings of the present
invention.

20 Figure 14 shows a flowchart of a restrictive blind
signature protocol for a second preferred embodiment
in accordance with the teachings of the present
invention.

Figure 15 shows a flowchart of another restrictive

25 blind signature protocol for the second preferred
embodiment in accordance with the teachings of the
present invention.

Figure 16 shows a flowchart of a third restrictive
blind signature protocol for the second preferred

30 embodiment in accordance with the teachings of the
present invention. ‘

Figyre 17 shows a flowchart of yet another )
res;gictlve blind signature protocol for the secong
preferred embodiment in accordance with the teachings

15 of the present invention.

‘ﬂg’- Figure 18 shows a flowchart of a proof of knowledge
. of a representatlon of a number A for the second
. preferred embqgmhent in accordance with theiteachlngs
"F
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of the present invention.

Figure 19 shows a flowchart of a withdrawal
protocol for a coin in a cash system for the second
preferred embodiment in accordance with the teachings
of the present invention.

Figure 20 shows a flowchart of a payment protocol
for a coin for the second preferred embodiment in
accordance with the teachings of the present
invention.

Figure 21 shows a flowchart of a withdrawal
protocol for a coin, when a tamper-resistant device
must cooperate with the computing device of the user,
for the second preferred embodiment in accordance with
the teachings of the present invention.

Figure 22 shows a flowchart of a payment protocol
for a coin, when a tamper-resistant device must
cooperate with the computing device of the user, for
the second preferred embodiment in accordance with the
teachings of the present invention.

Figure 23 shows a flowchart of yet another
restrictive blind signature protocol for the second
preferred embodiment in accordance with the teachings
of the present invention.

Figure 24 shows a flowchart of a withdrawal
protocol for a coin in a modified cash system for the
second preferred embodiment in accordance with the
teachings of the present invention.

Figure 25 shows a flowchart of a payment protocol
for a coin for the second preferred embodiment in
accordance with the teachings of the present
invention. S

Figyre 26 shows a flowchart of a withdrawal ¢
protgcol with unconditional protection against framing
for"the second preferred embodiment in accordance with
the teachings of the present invention.

Figure 27 shows a flowchart of a payment protocol
with unconditional protection against framing for the
second prefeggg? embodiment in accordance with the

FY
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teachings of the present invention.

Figure 28 shows a flowchart of a protocol for
opening an account, when a tamper-resistant device
must cooperate with the computing device of the user,

5 for the second preferred embodiment in accordance with
the teachings of the present invention.

Figure 29 shows a flowchart of a withdrawal
protocol for a coin, when a tamper-resistant device
must cooperate with the computing device of the user,

10 for the second preferred embodiment in accordance with
the teachings of the present invention.

Figure 30 shows a flowchart of a payment protocol
for a coin, when a tamper-resistant device must
cooperate with the computing device of the user, for

15 the second preferred embodiment in accordance with the
teachings of the present invention.

Figure 31 shows a flowchart of a withdrawal
protocol for a cheque for the second preferred
embodiment in accordance with the teachings of the

20 present invention.

Figure 32 shows a flowchart of a payment protocol
for a cheque for the second preferred embodiment in
accordance with the teachings of the present
invention.

25 Figure 33 shows a flowchart of a refund protocol
for cheques for the second preferred embodiment in
accordance with the teachings of the present

invention.
Figure 34 shows a flowchart of a pseudonym-issuing
30 protocol for the second preferred embodiment in
accordance with the teachings.of the present
inventdion. d
/ SUMMARY OF THE INVENTION /

invention, a brief summary of the invention is
d presented. Some simplifications and om1551qns may be
made in the f&éIOWLng summary, which is lntended to

351d?r In accordance with these and other objects of thlS
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highlight and introduce some aspects of the present
invention, but not to limit its scope. Detailed
descriptions of two preferred exemplary embodiments
adequate to allow those of ordinary skill in the art

5 to make and use this invention will be provided later.

A computing device is held by a user who can
control its internal operation (almost) completely.
The user conducts transactions by transferring
certified electronic information between one or more

10 certifying parties and organizations.

Optionally, the computer device of the user needs
assistance of a tamper-resistant computing device in
order to succesfully make such transfers. The
tamper-resistant device represents the interests of

15 certifying parties, and possibly also of the
organizations. To guarantee that the tamper-resistant
part does not compromise the untraceability of
transactions conducted by its holder, the physical
arrangement is such that the tamper-resistant part can

20 only send information to its holder and, likewise, can
receive information only from its holder. The only
exception is that the certifying parties and/or
organizations may perhaps store occasionally, or at
least once before handing the device to a user,

25 (additional) information into the tamper-resistant
part, such as secret keys, that the user would need to
know in order to transfer certified information
without its assistance.

Figures 2, 3, 4, 14, .15, 16, 17, and 23 show

30 particular instances for a first and a second
preferred embodiment of what will be called a
restyictive blind signature protocol. This inventive
c02gépt ensures that certified information is obE;ined
in" a blinded way, yet a certain structure in the

35 message that was used as input to the protocol is
‘g?r' still present in its blinded form (upon which a
/ signature is computed by the user at the end of the

protocol), Eggﬁrdless of the blinding tranéformation
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applied to it by the user. That is, the user can
blind the input message of the protocol in a way that
is sufficient to ensure untraceability of the blinded
form and the corresponding signature, yet cannot get
rid of certain information contained in the input.

All these flowcharts have the same structure, as
will be readily apparent to those of skill in the art.
As will be described in detail in the detailed
description of the invention, they are all constructed
by means of one of two inventive techniques for
constructing such protocols based on identification
protocols of a particular type well-known in the art.
The flowcharts show the certifying party, P,
performing transformations on the input m to the
protocol, defined by his secret key and responsive to
a challenge of the user, R. The actions of R serve
to blind the input m to an output m', and to compute
a corresbonding signature by using the information
supplied by P.

Figures 5 and 18 show a protocol for the first and
second preferred embodiments respectively, for proving
knowledge of a representation of a number A to
another party.

The other flowcharts are based on various inventive
techniques for combining the restrictive blind
signature protocols with the proofs of knowledge of a
representation in such a way that the output m' of the
former is used as the number A in the latter, such
that the contained information in m' is in fact a
function of the numbers in the representation that R
proves knowledge of. The usefulness of this derives
from,the fact that P can install credentials in what
isfghown to be the contained.information in nz'thep
will be conserved while blinding; the representation
the user performs the proof of knowledge for then
still relates to the same credentials.

In the detailed description it will be shown how
these basic“g!?tocols can be used to provedthe
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presence of various kinds of structures in the
representation known of A by any party.

Figure 6 shows how a restrictive blind signature
protocol can be used to issue pseudonyms in credential
mechanisms without needing the cut-and-choose
technology. A number u; is encoded by the certifying
party into the part of the input of the protocol that
is known to be conserved while blinding the input;
this number is different for each user. In this way,
each user, R, can obtain many pseudonyms for use at
organizations that are all related, since the same
number u; is encoded in the representations known by R
of the pseudonyms.

Figures 7 and 8, and likewise Figure 19 and 20,
show the withdrawal protocol and payment protocol for
a basic off-line cash system. As will be appreciated,
no ad hoc constructions are applied in these figures;
Figures 7 resp. 19 are in effect minor modifications
of restrictive blind signature protocols of Figures 2
and 14 respectively, and the payment protocols are in
effect minor modifications of the protocols for
proving knowledge of a representation. Paying twice
with a withdrawn coin enables computation of the
representation of A from the responses sent by the
user in the payment protocol, and hence of the
information contained in the input m to the
withdrawal protocol. Figures 24 and 25 show the
withdrawal protocol and payment protocol in the second
preferred embodiment when another restrictive blind
signature protocol is used, namely that of Figure 23.
As can be seen, hardly any modifications are needed.
This, illustrates the object of the invention to 4
dezglop a compact set of algorithms and data
structures that is robust under modifications and
substitutions of other restrictive blind signature
schemes. Furthermore, by setting the random choices
of the computiné device to fixed values, privacy can
be switched g{f, in that case the bank, B,#can compute
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¢, and no interaction in the withdrawal protocol is
needed. As will be appreciated, this means that
privacy can be made optional without needing
additional algorithms or data structures.

The protocols of Figures 9 and 10, and likewise
those of Figures 21 and 22, show the withdrawal
protocol and payment protocol for an off-line cash
system in case tamper-resistant user-modules are
applied. As before, this extension is realized in
effect by applying slight modifications to the
withdrawal protocols and payment protocols of the
basic cash system. As will be appreciated, the shop,
S, in the payment protocols need not even be aware
that a third party is taking part. Clearly the fact
that no different protocol is needed is quite
advantageous. Likewise, the actions that the bank
must perform in the withdrawal protocol are also
independent of whether the tamper-resistant part is
used; the actions for the bank differ only from those
in the basic system in a set-up phase that need be
performed only once. The actions that need be
performed by the tamper-resistant part are very
limited. 1In fact, in the ensemble of withdrawal and
payment protocols the actions of the tamper-resistant
part are exactly those of the identification scheme
that can also be used to construct the restrictive
blind signature protocols which underly the withdrawal
protocol. Yet, the user needs the assistance of the
tamper-resistant part in order to compute the
responses expected by the shop in the payment
protocol. At the same time; not only is it 1mposs;ble
for;the tamper-resistant part to leak additional

ormation to § or B, or vice versa, it is evenj
impossible for the tamper-resistant part, the bank and
S to develop during the withdrawal and payment
protocols numbers that are correlated; such numbers
would enable tracing of'bayments of the user in case
the tamper:%!?istant part is ever revealed to the
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bank. A further feature of the protocols is that the
halting channel can be prevented, so that not even one
bit of information can be leaked by halting (or
delaying transmissions). To this end, in the payment
protocol the user must then compute the challenge d
from S by himself, as will be explained in the
detailed description. In that case, all the
interaction between the tamper-resistant part and the
computing device of the user is merely pre-processing.
In fact, the basic system is just a special case of
this extension; by fixing the random numbers and
secret keys of the tamper-resistant part to 0 for
exponents and 1 for numbers in the base,

‘' ‘degeneration’’ to the basic system takes place.
Figures 29 and 30 show similar protocols for the
case when another restrictive blind signature protocol

is used'and the same remarks apply.

Figures 11, 12, and 13, and likewise Figures 31,
32, and 33, show protocols for the dealing with
electronic cheques. The respective first protocols
show the withdrawal of a cheque; they are, again, very
similar to the withdrawal protocols of the basic
system. The main difference is that the user performs
additional actions that result in a number m that is
multiplied by the bank with m; to obtain the input to
the protocol. This is an example of a general
technique made possible by repeated use of restrictive
blind signature protocols that allows the certifying
party to install new credentials into a number,
without it needing to know what the credentials in the
number are. The respective second protocols describe
the payment protocol for cheques, these being once
morg very similar to the payment protocol in the
reSpective basic systems. The respective third
protocols are new: they allow the user to obtain a
refund for the part of the cheque that was not spent
in the payment protocol. As will be appreciated from
the detaileqégéscription, this protocol is-#in effect a

EF
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slight modification of the protocol for proving
knowledge of a representation.

Finally, Figure 34 shows a protocol for opening an
anonymous account. This protocol must precede the
withdrawal protocol of the cash system, without
needing any further modifications. As will be
appreciated from the detailed description, this
protocol is in effect a restrictive blind signature
protocol.

The flowcharts in the figures are all
straightforwardly derived from more general inventive
techniques applicable to restrictive blind signature
protocols. These will be described in the detailed
description, and they can be applied to construct
general credential mechanisms. For example, the
extension to cheques is based on two such techniques:
the firgt consists of the ability of the certifying
party to install new credentials by taking a function
of a number as input to the protocol, this function
being determined by itself. 1In Figures 11 and 31 this
function is a simple multiplication of m by a number
determined by the user. The extension to anonymous
accounts serves as another example: this is based on
the fact that the output of an earlier execution of
the protocol can be used as the new input to a later
execution of the protocol. Another example is the
technique to prevent framing: this stems directly
from the fact that restrictive blind signature
protocols exist for which the certifying party does
not need to know the information contained in the
input. .

A further illustration is provided by the fact that
t%g’cash systems are in fact a method for transf?rrlng
certified information that may only be shown a limited
number of times between organizations, such that one
can transfer the information to any organization
regardless of whether one has a pseudonym w1th that
organ;zat;oe{«’The restrictive blind s;gnature

f x
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protocols allow for general techniques to transfer
limited-show credentials as well as credentials that
may be shown as often as desired (in the detailed
description actually limited-show credentials will be

5 separated further into one-show and multi-show
credentials), as well as for general techniques that
allow credentials to be shown only to all
organizations at which one has a pseudonym, to only
one such organization, or to any organization at all.

10 In total, this gives six combinations, of which the
cash systems are only one. Using the techniques such
as to realize one of the five other combinations, cash
systems in which users can only pay under pseudonym
can be constructed (see detailed description). As

15 will be obvious to those of moderate skill in the art,
one can readily combine these two types of cash
systems, such that users can pay at certain
organizations regardless of whether they have
pseudonyms, and at others only if they have a

20 pseudonym at that organization.

"The broad applicability of these general techniques
to construct credential mechanisms will be appreciated
in particular when the sections in the detailed
description that deal with application to credential

25 mechanisms are read.

DETAILED DESCRIPTION OF THE INVENTION

While it is believed that the notation of Figures 2
to 34 would be clear to those of ordinary skill in the
art, it is first reviewed here for definiteness.

The actions performed by the parties participating
izgfhe protocols are grouped together into flowchart
bdxes. The party performiné the actions describéd in

a flowchart box is indicated by the column that the
:2?’ box is in. The columns are labeled by a symbol

30

denoting the type of party.
The symbol ;'«—" denotes assignment, mganing that

the variab‘?éér symbol on its left-hand side is
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assigned the value or values on its right-hand side
to. Several of such aséignments do not imply that
actually storage space must be reserved; it might be
merely an intermediary computation performed in RAM
with further operations successively performed on it.
Another operation is a test for equality, which is
indicated by the £ symbol. As is common of the art,
the protocol halts in case the equality does not hold.
Likewise, the sign # denotes a test for inequality.
The symbol €z indicates that the number or numbers
on its left-hand side are chosen from the set on its
right-hand side according to a uniform probability
distribution, and independently of anything else.
Preferably a physical random number generator should
be used for this, possibly in conjunction with
additional post-processing. In practice,
pseudo-random techniques may be used. As will be
obvious to those of ordinary skill in the art, a
better approximation by the sampling distribution of
the independent uniform distribution guarantees better
privacy or security. ‘‘Generating a number at random
from a set’’ (‘'‘generating a random number’’) in the
text indicates the same. In case the symbol € is
used, it indicates that the number d need not be
determined according to an independent uniform
distribution; in particular, the number on the
left-hand side may be determined from the set on the
right-hand side in a manner specified in the
corresponding description of the box in the text.
Another action is denoted by the word ‘‘Send,’’
followed by a colon and one or more numbers. This
indicgtes that those numbers are sent by the party
persggming the actions described in the box to anoyher
party participating in the protocol. The receiving
party is indicated by the connections between the
flowchart boxes.
Some actions have to be.performed only once for.
each particip%ﬂ?hg party or parties. Such dctions are
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displayed between square brackets.
Various actions are described by words, such as
‘*split m' into A, B,’'’ sign(m), ‘‘Verify sign(m).’’
In such a case, the corresponding description in the
5 text specifies the meaning of the action. In any
case, this will only be done in case the same actions
have already been displayed in foregoing flowcharts.
In the general description of restrictive blind
signature protocols, the certifying party will be
10 denoted by P and the user by R.
In the particular case of off-line cash systems,
the various participants in the protocols will be
denoted by the following calligraphic symbols:

15 B = bank (certifying party)

U = account holder (user)

S = shop (organization)

O = tamper-resistant bank-module
20 * * *

Turning now to Figure 1, a description of the
apparatus in which the invention is to be implemented
will now be described in detail.

Block 1 represents a computing device held by the

25 type of party referred to as user. It contains
processing means l1lb, memory means la, data entry means
lc, and data/message display means 1d. These means
are interfaced by suitable means not shown for
clarity; only the interface between memory means and

30 processing means is indicated by a double-sided arrow.
Such interface means are wefl known in the art. Block
1 also contains two communication interfaces to be’
dez:-ibed. ‘ /

The computing device of the user may come in
35 various sizes and capabilities. It can be a smart
‘g!r card, and so be.of the size of current credit cards. .

/s In case the smart-card does not have its own
power-supplyjj’as is currently the case, itf might be
. r‘;"
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supplied with current by connecting it to other means
in case it must perform actions, such as by another
party in a protocol or by another device owned by the
user.

S The computing device of the user can alternatively
be a palm~top computer, a personal computer, or a more
powerful workstation. It can even be a part of a
multimedia apparatus such as an interactive TV set or
the remote control thereof. It might also be a smart

10 telephone, facsimile or the like. As will be
appreciated by those of ordinary skill in the art, the
embodying apparatus can come in a great many forms,
only limited by ones imagination.

Clearly, the data/message display will differ in

15 accordance with the embodiment of the device of the
user. For example, for a personal computer it can be
the moni;or, and for a smaller embodiment such as a
palmtop computer it can be an LCD dot matrix display.
The same holds for the data entry means: for a

20 personal computer it will be the keyboard, whereas for
a smart phone it can be the dialing buttons.

The communication interfaces might be by direct
electrical connection, or by electro magnetic waves,
sound waves, and the like. For example, in case the

25 device of the user is a personal computer in a
Wide-Area-Network, data can be send through the wires
of the network, and for a remote control device infra
red technology can be used.

Of course, any suitable technologies for

30 accomplishing these functions may be used.

As will be appreciated, the computing device of the
user gan be fully under his own control; he might eéén
bu; it himself, or buy it om the free market. /

In addition, it is conceivable that the computing

35 device of the user offers its owner protection against

‘ﬁ?r-theft and the like. Furthermore, a user may own

/ various such computing devices and transfer the data
. stored in ongggﬁch device to another before performing
."g“ i
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another protocol. For such reasons, in the detailed
description the actions in the boxes will be described
as being performed by the type of party that is
involved, rather than by its computing device. That
is, when the description specifies for example the
user to send certified information it received earlier
to a shop, these actions are performed by one of his
computing devices. Likewise, U will be referred to
as ‘‘user’’ or ’‘'‘he,’’' whereas the actual
computational actions are performed by the computing
device. This convention is common usage in the art
(where computations are performed by parties referred
to as ‘‘Alice,’’ ‘‘Bob,’’ and so on), and will not
cause any ambiquities when read in the context of the
description. For example, when it is said that ‘‘the
user opens an account by generating a random number,
sending this to the bank, and identifying himself by
means of a passport,’’ it will be clear that for
showing a passport the user may have to show up at the
local bank in person; the bank the passport is shown
to will then also be a person, employed by the bank,
or perhaps an apparatus checking fingerprints, etc.,
of the user. The part of generating the random number
and sending it to the bank is performed by the
computing device of the user. The same convention is
also taken with respect to the other types of
participant, since, for instance, in the off-line cash
systems the bank verifies the identity of the user,
computes signatures, verifies the validity of
deposited databases, and takes appropriate action in
case an account holder has double-spent.

Block 2 represents a computing device controlledfby

# types of party referred to as a certifying pyrty
and an organization. It contains memory means 2a and
processing means 2b. In case the device belongs to a
certifying party, it is very well conceivable that
there are no means for ééta/message entry and display,
since its oazy task is to generate signatdres on input

f -3
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messages that it first may have to verify. In case it
is a computing device of an organization, it is
conceivable that there are also display means, perhaps
very rudimentary to merely represent Boolean values to
convey the result of a test.

Again, an almost unlimited number of embodiments of
this device is conceivable. For example, in a cash
system it can be a tamper-resistant part generating
the signatures to issue money, it can be some
informational facility accessed remotely by
telecommunications or the like. In particular, it can
also be the same apparatus as that of Block 1, which
is particularly conceivable in case an organization is
also a user.

The processing means of computing device of Block 2
can commmunicate with the processing means of the
computing device of users.

Block 3 is an, optional, computing device. It
contains memory means 3a and processing means 3b. It
is intended to be needed by the computing device of
users in order to succesfully complete protocols with
organizations and certifying parties, and so it offers
organizations and certifying parties better control
over the actions performed by users. Since its
purpose is to maintain at least some secrets from the
user that holds it, in order to ensure that its
assistance to successfully perform protocols cannot be
avoided, it must in particular be tamper-resistant.

Its processing means can commicate with the
processing means of the user that owns it. However,
during executions of protocols in which it must assist
the wser to complete the protocol, it should not be
ab}é to communicate directly to organizations aan
certlfylng parties. 1Its only way to convey .
information to the ‘‘outside’’ world is through the
computing device of its owner.

Again, the Qamper-resiétant device can be of many

forms. For;é&ﬁtance, in case the computing§ device of
F¥
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its holder is a personal computer or workstation, it
might be a device connected to the parallel port
thereof, or it can be a so-called PCMCIA-card inserted
in an opening of a palm top computer or remote control
for an interactive T.V. set.

Restrictive blind signature protocols. The
requirement for a blind signature protocol, well-known
in the art, is that P may not get any clue about the
numbers that R obtains at the end of the protocol
other than that they can be used as certified
information. More specifically, given the set of
numbers with a corresponding signature, the numbers
that P has viewed in the execution of the protocol do
not provide any information about the numbers and
signatufe that R has obtained at the end of the
protocol. '

A restrictive blind signature protocol is a blind
signature protocol that satisfies an important
additional requirement. A detailed description
follows. At the start of the protocol (say, in a
set-up phase) two functions, denoted by f, and f,, are
chosen.

At the start of the protocol P and R agree on a
number m that is henceforth called the input of the
protocol. This number is such that at least R knows
a k-tuple (a;,...,ax) such that m = fi(ai,...,ak).

At the end of the restrictive blind signature
protocol R can compute a number m' (which will be
referred to as the output of the protocol) with a *
c%géesponding digital signature of P, such that he
knows a /-tuple (b;,...,b) such that m' = fy(b;,...,b). The
important characteristic is that there exist at least
two non-constant functions I, and [, associated with

the protocol such that inevitably Ii(ay,...,a:) is equal
to Iﬂbh.n,nggindependent of the transformations
7
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applied by R during the protocol.

For a function f and number m, henceforth f~}(m)
will be referred to as a representation of m with
respect to f. For example, if f is a hash-function
such that there is a plurality of arguments that are
mapped by f to the same output then there exist many
representations for outputs. In case such an f is a
collision-free hash-function, meaning that it is
infeasible to determine two different argument that
map to the same outcome, then a user can only know at
most one represention. In that case it makes sense to
speak of a user knowing a representation of a number.
The same is also the case if f is a one-way function
that is one to one.

By ‘‘information contained’’ in a representation
that a user knows of a number with respect to a
function f is meant any function [ of the
representation. Clearly, there is lots of information
contained in a representation, since there are a lot
of different functions of the numbers in the
representation.

With this terminology, which will be used
henceforth, a restrictive blind signature protocol is
a digital signature protocol in which R can fully
blind the number m to a blinded number m' such that
the requirement for a blind signature protocol is met,
but there inevitably exists certain information
contained in the representation he knows of m that is
equal to certain information contained in the
representation he knows of m', independent of how he
blinded m to m'. As will be obvious to those of
ordigary skill in the art, this actually means that he

gﬂﬁt blind independently at random each number jin
the representation of m.

In general, m and m' can be vectors of numbers,
such that R knows a certain representation of each of
the numbers in,the vector.

As will bgg§$v1ous to those of ordinary Sklll in
FY
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the art, one can usually determine the functions fi
and f, to be the same function, and one is then
speaking about representations of m and m' with
respect to the same function f. Likewise, it is often
possible to determine the functions I; and [, to be
equal to the same function. Examples of this are
given in the descriptions of two preferred
embodiments.

Proving knowledge of relations between the numbers in
the representation of m'. There is no practical
reason to use restrictive blind signature protocols
without using an additional testing protocol (the
opposite is not true; as will be obvious to those of
ordinary skill in the art, the various techniques for
testing that will be described in each of two sections
on application to credential mechanisms are of
interest in their own right). That is, associated
with restrictive blind signature protocols is the fact
that R can prove to ‘‘organizations’’ various
statements about the numbers in I;(,...,b), where
(b1,...,b) is the representation he knows of m' with
respect to f,. The basic idea is that the numbers in
Iy(by,...,b) can each denote a certain type (piece) of
information. For example, these numbers may be only
zero or one, and then the value of b; can denote
whether one has or does not have a piece of
information of type i (type i might for instance stand
for ‘‘driver’s licence’’). In general, b;’s of many
distinct values can be used to represent types of
information or, say, ‘‘quantifications’’ of a certain
types such as hight of income. )
Aince Ii(ay,...,a) = I3(by,...,b), this actually means
that R did not make up these pieces of information
himself if he can show a corresponding signature.
After all, P himself has accepted m, of which R knows

the representation (a,,...,a;), as input to the
restrictivet,g%ind signature protocol. Thetefore, by
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proving relations between the numbers in I;(by,...,h), R
is actually proving that these relations hold for
pieces of information certified by P. Note that P
need not know what this representation is.

The importance of the inventive techniques derives
in part from the fact that one can let R prove
knowledge of a representation he knows of a number (on
which he has a signature) with respect to the function
f2; more generally, by taking a suitable mathematical
function of f,, and letting R prove knowledge of a
suitable other function of the number with respect to
the function of f,, one can in effect have him prove a
broad range of functions of the representation he
knows. This will be described in detail in the
sections on application to credential mechanisms.

Differences with ‘‘one-show’’ blind signatures. The
one-show blind signatures known in the art can be
considered as a special type of restrictive blind
signatures: they only serve as a means to determine
the identity of a user that shows a piece of
information more than once -- showing the signature
twice reveals the information contained in the
certified information. As will be appreciated when
the detailed description is studied in conjuction with
the figures, in restrictive blind signatures there
need not be such a limit. Restrictive blind signature
schemes can serve much broader applications.
Furthermore, restrictive blind signatures can be used
to prove relations between the parts of the
information contained in the‘certified information
withgut revealing any additional information.

Fhe only known technique for the construction of
one-show blind signatures uses the well-known ’
cut-and-choose technique. This consists of performing
a great many ’‘‘ordinary’’ blind signature protocols in
parallel. The,user must in the third transmission.

‘‘open’’ a séég%antial part of all the blifided number
"FT _ :

2
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he sent in the first transmission, i.e. show to the
certifying party that he indeed included the correct
pieces of information in each of them. The reason for
this is that there are no restrictions on the blinding

S transformations that the user can perform that are
inherent to the mathematics. The unopened parts (or
the product thereof) are signed in a fourth step by
the certifying party, and then unblinded by the user
as in the ordinary blind signature protoceols. Since

10 the user could not know in advance which numbers the
certifying party would request him to open, the
certifying party with (hopefully) high probability is
ensured that the unopened numbers also include the
correct pieces of information. As will be appreciated

15 by those of ordinary skill in the art, restrictive
blind signature protocols do not have to make use of
such an inefficient technique, of which it also will
be hard to prove the security; hence, they can be
orders of magnitude more efficient.

20 An inherent feature of restrictive blind signature
protocols is that the output of a previous execution
of such a protocol can repeatedly (recursively) be
used as input to a new execution, such that the
information contained in the various inputs and

25 outputs is inevitably conserved throughout. This is
most obvious if f,=f, and I; =1,. As will be
appreciated, in case f, and f, are not equal, it most
often is the case that they can be adjusted such that
they are equal. The same holds for I; and I;. The

30 repeated use of the restrictive blind signature
protocol as in the first sentence of this paragraph is
hengeforth called ‘‘transitivity.’’ The contained

%ggormation even can be modified under control of the
éertifying party by using a function of a previous
35 output as input to a new execution of the protocol.
Agfr This very powerful technique can be put to use in many
; applications, as will be shown in .great detail for two
referred epbodiments. 4
P :gggb ents ;
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As will be appreciated, as special use of
restrictive blind signature is to construct one-show
blind signatures. However, the most powerful use of
restrictive blind signatures will be shown to stem
from the general techniques that cannot be achieved
with one-show blind signatures.

* * %

In order to explain the invention, two preferred
embodiments will now be described in great detail.
Each of these embodiments will be described in turn.
The additional notational conventions used only in a
particular embodiment will be described at the start
of the description of that particular embodiment.

Each of these two preferred embodiments is
characterized by a specific choice for the functions
f1 and f,. Although these functions can as well be
chosen to be different, one can point out in both
preferred embodiments a function f that is equal to
both f; and f,. As will be appreciated from the
descriptions, this has some advantages when using the
output of a previous execution of the protocol as the
new input to a next execution of the protocol.

The respective descriptions are organized as
follows. For each preferred embodiment various
realizations of restrictive blind signature protocols
are described, based on either one of two techniques
described in text. Following this is a description of
how R can prove knowledge of a representation of m'
with respect to a function f, and how a plurality of
partles can do this in cooperatlon. These protocols
forn’the basis for the constructlon of protocols that

be used to prove a dlverSLty of relations betiveen
the numbers in I(b;,...,b), where (b;,...,b) is the
representation R knows of m’ with respect to f.
These latter protocols are extensively described in
the section fogcernlng the application of_;estrlctlve
blind signaf ¥ es to so-called ‘‘credential
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mechanisms, '’ including protocols for transferring
one-show credentials between pseudonyms. Finally, for
both preferred embodiments an off-line electronic cash
system is described in great detail; many of the
described techniques are applied here once more.

As will be appreciated to those of ordinary skill
in the art, the example protocol descriptions in each
of the two preferred embodiments illustrate many
particular of the herein disclosed inventive
techniques and concepts, but they are only intended to
be suggestive and not limiting in any way.

FIRST PREFERRED EMBODIMENT

1l Introduction

In the first preferred embodiment computations are
performed in a multiplicative group modulo n, denoted
by Z;, with n being the product of two distinct large
primes. The RSA problem, mentioned in the description
of the prior art, seems infeasible to solve in such a
group. Since the order of the group may only be known
to the certifying party, the computations in the
exponents are performed modulo a certain number v that
is not a proper divisor of the order of Z.. Hence
expressions involving divv will show up, due to the
relation a=amodv+v(adiv v) for a €N.

Since multiplications and divisions in Z, are
always performed modulo n, the operator modn will »
ne:;f'be mentioned exp11c1tly So for example Y™ .
stafids for Y“'modn. In case ‘other modulo operatx6ns
are involved, the modulo operator is explicitly
mentioned (like in for example 7, =z, + Zcmodv). If
numbers are choséen from a- group, always the smallest
positive rema:.nper is implied. For :Lnstange, a€r Z,
implies. that}‘*ls chosen at random from the subset

=
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For the restrictive blind signatures in this
preferred embodiment use is made of the fact that,
given a vector of numbers (Y3,...,Y:), all unequal to 1,
from the group, and a random elements A from the
group it seems infeasible to compute a vector
(@1,...,8k; Gk41) (nOt equal to (0,...,0;1) in case A= 1)
such that Y®...Y™a} , = A, where a,,...,a; € Z, and
Yi,....,Yeak41 €Z;,. In the vector-notation the symbol
‘*3’’ is used to stress that the number on its
right-hand side is from a different set than the
numbers on its left-hand side. _

In terms of the general description of restrictive
blind signatures given previously the functions f; and
f2 can both be defined by fiai,...,6k1) =Y - Y*al,,,
for i=1,2. That is, f, can be chosen equal to f,.
Doing this in fact is commonly possible, .as will be
obvious to those of ordinary skill in the art.
Henceforth, this function will be denoted simply by f.

At the start of the protocol R knows a vector
(@1,...,0k; ax41) such that f(ay,...,aes1) =m. This vector
is called a representation of m with respect to
(Yl,...,Yk;v).

In the next section, Figures 2 and 3, two different
types of restrictive blind signature protocol will be
described. Here, too, can the functions I, and I, be
chosen to be the same functions, and they will hence
be denoted by /. In the first two flowcharts, the
function / is (for example) defined by
Kay,...,6k+1) = (¢ mod v,...,a, mod v). (As will be clear to
those of ordinary skill in the art, functions of the
nugbers in I(a;,...,a;) are also examples of such a /
function!) This means that R in the protocol can
only modify ax+1, and that modulo v he cannot modify
the other numbers. WNotice that the ability to
arbitrarily modify ap4, is sufficient to guarantee .the
statistical___,élé"dependence between m and m’'; as is

cFE e e
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required by a blind signature protocol. 1In terms of
the general description of restrictive blind
signatures, the information ‘‘contained’’ in m is the
vector (e, modv,...,a; modv).

In the protocol of the flowchart of Figure 4, and

its variant described in the text, R has more freedom
in blinding the numbers in the representation. 1In
these protocols one has (for example)
I(ay,...,0k41) = (...,a;/a;modw,...), for 1<i#j<k. 1In
other words, it is inevitably the case that there
exists a number ¢ in Z; such that b; =aitmodv, for
1<i<k.

Following this, it will be explained how the
general technique used to construct these four
protocols can be used to construct other restrictive
blind signature protocols.

As will be obvious to those of ordinary skill in
the art, the protocols can be modified in wvarious
obvious ways. In the restrictive blind signature
protocols one can take v to be either composite or
prime. In the application for off-line electronic
cash systems it will be assumed that v is a prime
number co-prime with the order of Z;; however, here as
well v may be chosen to be of another form. For
instance, v=p¢ can be used, for prime numbers p',q
such that one of both properly divides the order of
z,.

Furthermore, n can be taken to be the product of
more than just two prime numbers; this however only
weakens the security of the system. Such
modifications are well-known in the art. It is noted
that yarious suitable choices for n are known in the’

arc ‘ /

2 Restrictive blind signatures

~

Turning now to Figure 2, the first flowchart of a

restrictive bi#fd signature protocol for thé first
FE
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preferred embodiment will now be described in detail.

In a set-up phase, preceding executions of the
protocol, P has made publicly known a triple
(n,v,X €Z;). The number n is the product of two large
prime numbers, suitable choices for such a composite
being well-known in the art. The number v is a prime
number co-prime with the order, denoted by ¢(n), of
the group Z;. As will be obvious to those of ordinary
skill in the art, and as explained earlier, other
choices of v can also be used; v can even be a power
of two. Finally, X is an element of large order in
Z,. P stores the inverse of v modulo A(n) (in the
sequel this number will be denoted in the exponent by
1/v) as its secret key.

P also makes publicly known a function H. H is a,
preferably ‘‘collision-free,’’ hash-function that maps
two numbers from Z, to a number in Z,.
‘’Collision-free’’ means that not only is it
infeasible to compute inverses but it also is
infeasible to compute two distinct pairs of numbers
that are mapped by H to the same outcome. Such
functions are well-known objects in the art.

At the start of the protocol a number m from Z; is
decided on that should be known to both P and R. A
digital signature of P on a number m in Z: is defined
to be a pair of numbers (g,b) in Z; x Z, such that the
v-th power of b is equal modulo n to the product of
(Xm)* and a, where ¢ denotes the image of (m,a) under
the hash-function .

Box 21 shows P generating a random number a in Z,
which it then sends to R. .

The first, third and fourth lines of Box 22 show R
gegerating two random numbers s,t, both in Z;, and/ a
random number u €x Z,. The box in the second line
shows R computing the blinded form m' of m by
multiplying the.v-th power of s by m. Furthermore,
the fifth line, of the box shows how R computes the

blinded for;nf",@‘.-" of a, by using the numbers % and u.

Sheet Has Been Replaced

T



WO 95/04417

10

15

20

25

30

37

Next a ‘‘challenge’’ ¢ is computed as the image of
(m',a’) under the hash-function H. In the seventh line
it is shown how R uses the previously generated
random number u to blind this challenge by adding
moduloc v the number u to it. The outcome of this
transformation, denoted by c¢ for clarity, is then sent
by R to P.

Box 23 shows how P, after receiving challenge ¢
from R, computes the ‘‘response,’’ which will be
denoted by b. Having computed this number, P sends it
to R.

Box 24 defines the actions of R after receiving
response b from P. The first line shows that R
verifies whether the v-th power of b equals modulo n
the product of a with a number that R can compute
from the publicly known information. If this test
holds then R ‘‘accepts,’’ since it must be the case
that P computed the correct response. R then
computes a transformed form of b, which is denoted for
clarity by ¥, by using the publicly known information,
the input m to the protocol, and the numbers
generated in the protocol. As is common in the art,
the box does not display the action of R in case the
verification in the first line does not hold, since
these actions do not influence the correctness of the
protocel; R may complain or take other appropriate
action, various such actions being conceivable and
depending on the implementation environment of the
protocol.

If both P and R followed the description of the
pProtocol (and hence R accepts in Box 24), then the
pair, (¢',V) is a digital signature of P on m'. Hencé,
it gan be verified by anyone; by using the J.nforn}atlon
P made publicly known. As will be appreciated, the
pair consisting of m' and the signature (a,}') meets the
requirement for a blind signature described earlier.

It will be obv:.ous to those of ordinary skill in
the art thatg.fl Frithout further restrictions’ signatures
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obtained in the above manner are easy to forge. This
is not a problem at all, since what matters for
restrictive blind signatures is the information
‘‘contained’’ in the signed message m': R must know
a representation of m'. Assuming that R at the start
of the protocol knows a representation (ai,...,ak; Grs+1)
of m with respect to a publicly known vector
(Y1,...,Y:;v), and that at the end of the protocol R
knows a representation (by,...,b; bis1) Of m' with respect
to the same vector, the number a; will inevitably be
equal to b modulo v for all i such that 1<i<k, if
only R does not know a representation (co,...,Ck 7 Cit1)
(not equal to (0,...,0;1)) of 1 with respect to
(X,Y1,...,Ye;v). This can easily be taken care of by P
by for example generating X and all Y;’s at random.

Several remarks are in order here. As will be
appreciated, P need only know the v-th roots modulo n
of both X and m in order to properly perform his part
of the protocol. 1In particular, P does not need to
know the prime factorization of the modulus n. To
perform the action in Box 23, in Box 21 P should
generate the number ¢ in such a way that it knows its
v-th root modulo n. This can be easily accomplished
by generating at random a number a, in Z, and taking a
equal to the v-th power modulo n of a,.

As will be obvious to those of ordinary skill in
the art, the assignments made by R in the fifth and
seventh lines of Box 22 to &' and ¢, and that made to ¥
in the second line of Box 24 can be slightly modified
in various ways.

In the foregoing description of the flowchart the
digjtal signature is only on one number, denoted b’f{
m’_ A simple yet important modification suff:.cey to
obtain a digital signature on several numbers. TIf the
signature should not only correspond to m’ but also to
k other numbers, which will be denoted by B,..., By,
for a certain positive integer k, then it suffices
that R in :l:{}&}’sixth line of Box 22 comput® ¢ as the
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image of (m',B,,...,Bi,a') under the hash-function H.
The requirements for the hash-function are the same as
before, the only difference being that H must now
operate on an argument consisting of k+ 2 numbers. It
5 is noted that most hash-functions known in the art can
take any number of elements as an argument, in which
case one can use the same hash-function. A signature
on (m',B,,...,B:) in this case is a pair (d',¥) of numbers
in Z; x Z; such that the v-th power of V' modulo n
10 equals (Xm')¥d’, where ¢ now is the image of
(m',By,..., B, d') under the hash-function. Note that the
numbers B; can be chosen from any set.

Furthermore, a signature on a number m in Z, can
alternatively be defined (in a somewhat more efficient

15 way) as a pair (c¢,b) in Z, x Z] such that ¢ equals the
image of (m,b°(Xm)~°) under the hash-function H. Aas
will be obvious to those of ordinary skill in the art,
this definition is equivalent. In particular, its
verification relation can be substituted in place of

20 the verification relation specified in the description
of the set-up phase for the protocol.

The hash-function H is not necessarily such that
for each element in Z, there is a number that is
mapped to it by H; H may as well map its arguments

25 to, say, Z,., where the '‘security parameter’’ t is of
an appropriate length, probably set beforehand by P.

As is well-known by those of ordinary skill in %<he
art, the verification relation ¥’ = (Xm)% in the first
line of Box 24 can be implemented such that one side

30 of the equality sign does not require any
computations. The expression on the other side can be
effigiently computed by using for example 2
' '. fnultaneous repeated squaring’’ techniques. s? for
Bokx 24 the verification relation can be rewritten as,

15 say, (b7!)*(Xm)°=a"!; in that case it is preferable

X that P send in Box 21 the inverse modulo n of the
number ¢ instead of a itself , and the inverse modulo n

of b in Box }‘i,,l this avoids computation of -inverses by

-
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R. For reasons of clarity in this application none
of the verification relations will be described in
such a form.

As will be appreciated, all these remarks also
apply to all the other flowcharts. In particular, as
noted, one can modify the verification relation
defining a signature in an equivalent way each time.

* * %

Turning now to Figure 3, a second flowchart of
another restrictive blind signature protocol for the
first preferred embodiment will now be described in
detail.

The set-up is the same as for the previous
flowchart, with the only distinction that H should
never map its argument to zero. This is merely a
technical detail needed to rigorously prove
information-theoretic privacy. A digital signature of
P on a number m in Z; is defined to be a pair (a,b) in
Z, x Z; such that the v-th power modulo n of b is equal
to Xm(a)°. Here, as before, the symbol ¢ denotes the
image of (m,e) under H. Equivalently, as explained in
the description of the previous flowchart, (c,b) can
instead be taken to be the signature.

Box 31 shows P generating a random number ¢ in Z7,
which it then sends to R.

The first and third lines of Box 32 show R
generating two random numbers s,f, both in Z;, and the
fourth line shows R generating another random number
z in Z;. The second line of the box shows how R
computes the blinded form m' of m by using the random
n%er s. Using ¢t and u R also computes a blinded
£ ¢ of a. R then computes the challenge, dedoted
by ¢/, as the image under H of (m',d'). Finally, R
computes the blinded challenge ¢ by multiplying the
number ¢’ modulc v with %, and sends it to P.

Box 33 J.nl Sates how P computes the response b as a
v-th root m?é;lo n of an expression involving the
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challenge ¢ it just received. 7P then sends b to R.

Box 34 details in the first line the testing of the
response of P and in the second line the final
computation needed to obtain a signature on m'.

5 Specifically, the first line shows how R raises b to
the power v and compares the result for equality with
a product involving the publicly known information,
the challenge, and the input m of the protocol. When
this test completes successfully, R computes a number

10 b, which in fact is the blinded form of b. As before,
if the test does not hold, R takes other action.

The remark made at the end of the description of
the previous flowchart also applies here. That is, if
it is assumed that R at the start of the protocol

15 knows a representation (a;,...,ax; ak+1) of m with respect
to (Yi,...,Y:;v), and at the end knows a representation
(b1y...,bk; bry1) of m' with respect to the same vector,
then g; will inevitably equal b; modulo v for all i such
that 1<i<k, if only R does not know a

20 representation (co,...,ck; ck+1) (nOt equal to (0,...,0; 1))
of 1 with respect to (X,Y;,...,Y:; ).

* * %

Turning now to Figure 4, a third flowchart of yet

25 another restrictive blind signature protocol in the
first preferred embodiment will now be described in
detail.

The set-up is the same as for the previous
10 flowchart (Figure 3). A digital signature of P on a

number m in Z, is a pair (e,b) in Z; x Z; such that the

v-th power of b equals (Xa)*m, where c denotes H(m,a).

Itl:ld.lrns out that R now has somewhat more freedom in

blAnding the input m than in the previous two /

a5 protocols; however, this is not sufficient to
independently blind each number in the representation

/ and so this alsb is a restrictive blind signature.

_ Box 41 show,:.f., P generating a random numbex a€rZ,,

- which it th 3 “sends to R.
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The first, second and fourth lines of Box 42
describe that R generates two random numbers s €z Z,,
u €z Z, and a random number t€g Z,. Using s,{, R blinds
m to a number m’ in the way indicated in the third
line. Using s and u, R also blinds the number a to a
number o' in the way specified in the fifth line. R
then computes the challenge ¢ by applying the
hash-function H to (m/,a’). Finally, R computes the
blinded challenge ¢ by multiplying ¢ modulo v with u,
and sends ¢ to P.

Box 43 shows P computing the response b
corresponding to the challenge ¢ it received from R.
P then sends this number to R.

The first line of Box 44 indicates that R accepts
if and only if the v-th power of b equals an
expression involving the input m to the protocol, the
challenge, and the publicly known information. 1If
that is the case, R computes a blinded form of b,
which as before is denoted by V.

If it is assumed that R at the start of the

protocol knows a representation (a;,...,6k $8k41) OE M
with respect to (Y3,...,Y:;v), and at the end knows a
representation (b;,...,bk; betry) 0f m' with respect to the

same vector, then a;/c; will inevitably equal b;/b; modv
for all distinct i,7 such that 1<4%j<k, if only s is
not equal to O0modv and R does not know 2
representation (co,...,Ck; Ck+1) (not equal to (0,...,0; 1))
of 1 with respect to (X,Y;,...,Ys;v).

As will be appreciated, in the same way that the
second flowchart (Figure 3) is closely related to the
first flowchart (Figure 2), there is also a
restrictive blind signature protocol closely related
to }ﬁe present flowchart. The set-up for that
protocol is the same, except for the distinction that
a digital signature of P on a number m in Z, is now a
pair (a,b) in Z; x Z, such that the v-th power of b is
equal to Xa(m)°, where again the image of (m,a) under

the hash- funqp&én H is denoted by c. R ha# exactly
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the same freedom in blinding m as in the third
flowchart (Figure 4). The remarks made with respect
to the flowchart of Figure 4 hence also apply here.
Since the only difference is that the assignments made
by R in Box 42 and Box 43 to d/,c and V' have to be
modified in a way obvious to those of ordinary skill
in the art, a detailed description is omitted.

* * %

The four described restrictive blind signature
protocols are all based on the signature variant of
the Guillou/Quisquater identification protocol, known
from Guillou, L. and Quisquater, J., ‘‘A practical
zero-knowledge protocol fitted to security
microprocessor minimizing both transmission and
memory, '’ Lecture Notes in Computer Science 330,
Proceedings of Eurocrypt ‘88, pages 123-128, and the
‘mirrored’ variant (Ohta, K. and Okamoto, T., ‘‘A
modification of the Fiat-Shamir scheme,’’ Lecture
Notes in Computer Science 403, Proceedings of Crypto
‘88, pages 222-243). The protocol of
Guillou/Quisquater is of the so-called Fiat/Shkamir
type, known from Fiat, A. and Shamir, A., ‘‘How to
prove yourself: practical solutions to identification
and signature problems,’’ Crypto ‘86, Springer-Verlag,
(1987), pages 186-194,

As will be obvious to those of ordinary skill in
the art, the technique used to realize the restrictive
blind signatures in the previous flowcharts can be
applied, at least in principle, to any identification
protocol of the Fiat/Shamir type, if only one can *
c;zyért it to a signature protocol by computing the
chélllenge ¢ as the outcome of a hash-function of ,/
amongst others, numbers that were received earlier
(this is the construction of Fiat/Shamir). To this
end not P but R must compute the challenge ¢, and the
input m must be multiplied (or using anotger
mathematicaéﬁ?peration such as exponentiation) in an
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appropriate way into the verification relation. For
example, the verification relation in the
Guillou/Quisquater scheme is b’ = X°a; one then gets
the verification-relation of the first flowchart
(Figure 2).

For instance, with this technique the
identification protocol from Okamoto, T., ‘‘Provably
Secure and Practical Identification Schemes and
Corresponding Signature Schemes,’’ Preproceedings of
Crypto '92, pages (1-15) - (1-25) can be turned into a
restrictive blind signature protocol. In this
identification protocol P proves that he knows the
secret key ($;,$;) in Z, x Z; corresponding to a public
key which is of the form Y*simodn.

Since this is realized in the same way as in the
flowcharts of Figures 2, 3 and 4 (again, there are in
total four variants that result in a restrictive blind
signatuie protocol), and various other protocols that
are also all based on this inventive technique will be
described in detail in the second preferred
embodiment, a detailed description is omitted here;
the described flowcharts are believed to be more than
sufficient to enable those of ordinary skill in the
art to apply the inventive technique to any other
identification protocol of the Fiat/Shamir type.

There also exists a different technique to turn an
identification protocol of the Fiat/Shamir type into a
restrictive blind signature protocol. This technique
consists of doubling the verification relation, where
in the second verification-relation one of the numbers
of the public key is replaced by the input m. As
befote,‘R.computes the challenge c himself. 1In thé

lou/Quisquater protocol one can for example yse
the verification relations &) = X%, and b} =mc, (so
here X is replaced by m in the ‘‘copy’‘’ of the
verification relation). Yet another example of this
doubling technique is the restrictive blind signature
protocol deﬁj&ibed in Figure 23 for the sdcond
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preferred embodiment. The difference with the first
technique, applied in the flowcharts of Figures 2, 3
and 4, is that signatures that are constructed in this
way cannot be forged by R even if he does not need to
know a representation of the signed numbers.

3 Proving knowledge of a
representation

Turning now to Figure 5, a flowchart of a protocol in
the first preferred embodiment will now be described
that enables R to prove that he knows a
representation (a;,...,0;; Gx+;) Of a number A in Z; with
respect to (Y;,...,Yk;v), without revealing the
representation itself (so in particular the
information contained in A is kept secret).

Box 51 shows R generating & random numbers z,,...,ZTi
in Z,, and a random number z.; in Z,. He uses these
to compute a number B, as specified in the third
line, which he sends to P.

Box 52 shows P generating a challenge d in Z,,
which it then sends to R.

Box 53 indicates how R computes the responses 7;,
for 1£i<k+1. R then sends 7,...,Tk+; to P.

Box 54 indicates that P accepts the proof if and
only if a product involving the k+ 1 responses just
received from R is equal modulo n to the product of
A? and B.

This protocol is a generalization of a protocol
known in the art, which however serves only for the
purpgse of identification and signatures. As will be
sho in detail, the inventiwve techniques allow this
pr'oof to be used as the basis for protocols that ’
enable R to prove certain mathematical relations
between the numbers in the representation. This
inventive concept enables the construction of
efficient pr‘e}a’cy protecting credential mesghanisms.

“FF

This Sheet Has Been Replaced




WO 95/04417 PCT/NL94/00179

10

15
20
25

30

46

As is well-known by those of ordinary skill in the
art, there are two basic ways to use this protocol.
Firstly, it can be required that d, generated in Box
52, is at most, say, ten bits in length, and the
protocol is then repeated a few times. In that case,
P cannot use the transcript of the execution of the
protocol to prove to someone else that the proof took
place; the protocol is ‘‘zero-knowledge,’’ using
well-known cryptographic terminology.

Secondly, it can be required that P determine d in
Box 52 as the outcome of a publicly known
collision-free hash-function having as argument at
least the numbers A and B, and for example also a
message m. Often R will then be able to compute d
himself, and so no interaction is needed between R
and P. The transcript of an execution of the
protocol can now serve as a digital signature on m, A
and B, and in particular it proves that the proof was
performed; this is sometimes called a ‘‘signed proof’’
in cryptographic terminology.

In case B can be chosen in each execution of the
protocol by R himself, R can perform the proof of
knowledge of a representation of A as many times as
desired without ever enabling P to compute the
representation he knows of A. However, if R performs
the protocol twice using the same number B, then P
can compute the representation R knows of A by using
two different challenges d in Box 52.

In case R knows a representation of A,, and R’
knows a representation of A,, then they can prove to
P by cooperating that they together know a
représentation of the number A which is the produc’é
Alﬁ of their individual numbers. To this end, in Box
51 they multiply B, and B,, and send the outcome B to
P. 1In Box 53 they then pairwise add together their
responses r;,7; (for 1<i<k), and multiply ryy and 7} .
They send the ..]c+ 1 resulting responses to P, who
verifies th_eﬁyjés in the flowchart of Figuz’E 5. As

FT
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will be obvious to those of ordinary skill in the art,
this modification can also be applied in case more
than just two receivers are involved.

A somewhat more difficult situation occurs in case
one of the two parties is not allowed to leak to P
information about what numbers (including A;, B; and
r;) it is using. This situation is especially of
concern in case one computing device represents the
interests of an organization or a certifying party.
The technique used to construct this protocol will be
described in the flowchart of Figure 10.

Various intermediate forms of these two techniques
can be thought of, for example to solve a situation
with four computing devices of which two are
‘‘embedded’’ within the other two. Such situations
will be described shortly in detail.

4 Application to credential
mechanisms

A ‘‘credential’’ mechanism is a collection of
cryptographic protocols enabling users to transfer
certified information between organizations. A piece
of certified information is called a ‘‘credential.’’
One may think of various distinct types of credentials
such as tax information, money, medical data, driver’s
licence, legal right to vote, and so on. To prevent
massive matching of databases (that is, to guarantee
privacy of transfer of information between
organizations), each user is known under a different
pseudonym at different organizations. Possibly one”
eve has multiple pseudonyms with one organlzat109
ignatures of organizations must hence be
transferable between distinct pseudonyms of the same
user, such that certified information received from
one organizatiqn'can be shown to another organization

without thiségéébling linkage to the executfion of the
" FF
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protocol in which the information was obtained. A
description of such a mechanism in the prior art can
be found in Chaum, D., Evertse, J. H., ‘‘A secure and
privacy-protecting protocol for transmitting personal
information between organizations,’’ Proceedings of
Crypto 86, Lecture Notes in Computer Science,
Springer-Verlag 1986, pages 118-168. In this
mechanism ordinary blind signatures are used to
certify information. It is noted that this
essentially is the only credential mechanism known in
the previous art (a minor improvement has been
proposed in the prior art).

Techniques based on restrictive blind signatures
enable the construction of much more sophisticated,
efficient and secure credential mechanisms. In the
following description it will be assumed throughout
without loss of generality that the restrictive blind
signature protocol of Figure 2 is used; that is, m
can be blinded to ms’ with a corresponding signature
for a secret choice of s€x Z;,. Clearly, the protocol
of, for instance, Figure 3 could just as well be used
instead; the choice is merely for clarity.

4.1 validation of pseudonyms

In the credential mechanism known in the prior art a
pseudonym of user ¢ with an organization j is of the
form m;s], with the user knowing m; and s;, both in Z;.
Since one at least has to be sure that different users
use a different pseudonym of which they do not know
the v-th root modulo n, pseudonyms first must be
validated by a special certifying party called the"
‘‘genter’’ for convenience. . The center is the oply
pérty knowing the factorization of the modulus n.
This means that the center has to compute all
signatures.

In the present description it will henceforth
always lmpl%g3tly assumed that the center+will also
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certify information at the request of organizations;
that is, it is implicitly understood that in case an
organization computes a digital signature, this
computation is actually performed by the center via
for example an on-line connection. As will be clear
to those of ordinary skill in the art, this is not an
inherent requirement.

The credential mechanism known in the prior art
uses the inefficient ’‘cut-and-choose’’ technique to
certify pseudonyms (validation). By using a
restrictive blind signature protocol, the wvalidation
protocol can be realized much more efficiently and
securely, while at the same time also resulting in a
much more sophisticated system.

Turning to Figure 6, a flowchart of a pseudonym
validation protocol in the first preferred embodiment
will now be described that enables user i to have a
pseudon&m'validated for use with some organization j.

At the start of the protocol, the center chooses a
number %; in Z; that has not been used in a previous
execution of the protocol. Alternatively, user ¢ can
determine this number, possibly in cooperation with
the center. Box 61 indicates that the protocol of
Figure 2 is performed. In the second line of Box 22
of the flowchart of that protocol, ¢ blinds the number
Y*, which will be denoted by m;, to the pseudonym1nw;
for a random number s; in Z;. This pseudonym will be
denoted henceforth by P;. The number Y is a publicly
known number, chosen beforehand by the center. Users
are not supposed to know the v-th root modulo n of Y.

Box 62 indicates that, in-order to use the
pseudonym P,; at organization j, ¢ sends this number”
togéther with the obtained signature of the cent3; to
organization j.

Box 63 indicates that the user then has to prove to
the organization knowledge of a representation of Py
with respect to (Y;v), without revealing the
representa?%géﬁ The flowchart of Figure 5 shows how
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this can be done. Preferably the proof is done such
that the organization can use the transcript of the
execution of the proof to prove to for example the
center that the proof took place (as explained in the
description of Figure 5).

As will be clear to those of ordinary skill in the
art, one can also use restrictive blind signatures for
which the mere fact that the user is able to show a
signature by itself suffices to prove that the
pseudonym is of the correct form. The proof of
knowledge indicated in Box 63 can be omitted in that
case. Such a signature can be constructed with the
second technique from identification protocols of the
Fiat/Shamir type, as described before in detail.

Box 64 specifies that if organization j accepts the
proof of knowledge of the user, then it accepts F;; for
use as a pseudonym. Clearly, by repeating this
protocoi several times, i can obtain several
pseudonyms for use with various organization.

In some situations, such as in systems for
transferring one-show credentials between pseudonyms,
as described at the end of this section (as will be
appreciated, such systems are not known in the priof"'
art), users should in addition be prevented from using
the same pseudonym with various organizations; to this
end, Box 63 should in addition specify the
organization to contact the center, which can then
test if the pseudonym is already in use with some
other organization.

If user i would now simply ‘‘forget’’ all about u;,
the system reduces to the credential mechanism known
in tlye prior art. Namely, user : in that case has a
psegfidonym P;; = m;s] with organization j for m; and Fi
that are known to him. However, the use of
restrictive blind signatures in combination with a
great many new techniques for proving relations
between numbers of repreéentations (described shortly)

offers many g@#antages in working with u;. ¥ One such
CFE
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advantage is immediately obvious in that i can
henceforth always prove to j that P; is his pseudonym
by proving knowledge of a representation with respect
to (Y;v). Note also that in any case the validation
protocol is much more efficient; the same also seems
to hold for the security.

It is noted that at the start of the protocol of
Figure 6, user i could send the number m; =YY% to the
center, and could then prove using a cryptographic
protocol such as the Guillou/Quisquater identification
protocol (well-known in the art) that he knows a
number u; such that m; =YY% without revealing u;. As
would be obvious to those of ordinary skill in the
art, one could also use in such a situation a form
like m; =Y,"Y"¥. This has the advantage that it is
impossible (regardless of computational power) for the
center to compute (ug;,uy;) of i. In this way, framing
is prevented.

4.2 Representing credentials as
representations of a number with respect
to suitably chosen vectors

In the new credential mechanism a certain type of
credential that one owns is not characterised by the
choice of v for the signature (i.e. what kind of
RSA-root is computed, as is the case in the system
known in the previous art) but by the representation
the owner knows of the number m on which he has
obtained a blind signature and with respect to what
publicly known vector. Proving to an organization,
tha¥ one owns a certain credential is no longer a’
mnger of just revealing a signature of the /
appropriate type on the pseudonym with that
organization (as in the system known in the prior
art); one also has to prove knowledge of a
representatlon of the number (or of a mathematlcal

function oﬁ&geveral numbers, such as the product or
"FL .
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quotient) on which one has obtained a signature, with
respect to a vector of numbers composed of a publicly
known vector of numbers (Yi,...,Y:;v), where each Y; (and
possibly also the choice of v) denotes a different
type of credential. The specific vector with respect
to which one can successfully perform the proof
reflects what types of credentials one owns. 1In this
way a user can, amongst others, ‘‘gather’’ many
credentials in an efficient and flexible way in one
number with a signature. In the next subsection this
will be clarified in detail.

To illustrate this, consider a publicly known
vector (Y;,...,Ys;v), of which Y; denotes credential type
t. If a user can prove knowledge of a representation
of, say, m/(Y.Ys) with respect to (Y;v), and has a
signature on m =Y%Y,Yss’, then this shows that he has
credentials of types 2 and 6.

As will be described in detail in a later
subsection, one can in addition make use of exponents
on the Y;’s, such as for example Y%Y;Y2Y;5s’, which
gives greater functionality.

To prove knowledge of a representation of a number
with respect to a certain vector either a
! ‘2ero-knowledge proof’’ or a ‘‘signed proof’’ can be
used, as explained previously. In the latter case the
organization involved in the proof can convince others
that the proof was performed, and often no interaction
is needed for the proof itself.

In the special case that one should only be capable
of showing his credentials to only one organization of
ones own choice, such a proof is not even needed; it
suffjces to show the signature. At the end of this
sgs?&on this will be appliedto construct a system for
paying-under-pseudonym (that is, a system for allowing
transference of one-show credentials between
pseudonyms).

(37 i
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4.3 Transitivity of restrictive blind
signatures; ‘‘updating’’ credentials

Each credential in the mechanism known in the prior
art consists of one signature on a number. The
Storage requirements for signatures hence grows
linearly in the number of credentials that one has.
(Although it is known in the art to exchange sets of
credentials for one new credential indicating
ownership of all credentials in the set.)

Restrictive blind signatures enable an entirely
different mechanism, where the credentials of a user
are ’‘'‘stored’’ and ‘‘updated’’ in the representation
he knows of one number (on which he knows a signature)
with respect to a publicly known vector. Each time he
receives a new credential, this representation is, as
it were, updated (and a corresponding new signature is
obtained). The previous signature may as well be
destroyed in that case, since it is no longer needed.

This technique is made possible by the unique
property of restrictive blind signatures that
information can be blinded repeatedly, such that at
least part of the representation known by the user
cannot be modified by him throughout (that is, the
information contained in m is inevitably conserved).
This property will be called ‘‘transitivity.’’

In the simplest form this ‘‘transitivity’’ amounts
to taking the output of a previous execution of the
protocol as the new input to a next execution of the
protocol. For example, m, can be blinded to mes} with
a signature. Denoting this number by m,, subsequently
my caniin a similar way be blinded to m;s! = my(ses;)®
with gignature. Denoting this number by m,, and
repedting this process i+ 1 times, one gets a numbef
m;+1; which equals my(so---8;)’. As will be clear to
those of ordinary skill in the art, the following

holds: considering the representation (ry,...,Tk; Th+1)
the receiver oigghe signature on m; knows of jn; with
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respect to a suitably chosen vector (Yi,...,Y:;v), only
Tk+1 can be modified by him throughout all the
iterations of the blinding process. The first &
numbers will remain unchanged modulo v. Clearly, a
similar thing holds when the protocol of the third
flowchart, or the protocol closely related to the
protocol of the third flowchart, is used; in that case
the quotients r;/rjmodv will remain unmodified for

5,7 <k.

More generally the following holds for restrictive
blind signatures. A function of the obtained output
of a previous execution of the protocol can serve as
the new input to a next execution of the protocol; if
one receives in the ith execution of the restrictive
blind signature protocol a signature on m;, then as
input to a next execution of the protocol f(m;) can be
used. The choice for f can vary per execution of the
protocol (as well as the choice of v), and can be
determined by the certifying party. This technique
allows the certifying party to ‘‘install’’ new
credentials in the part of the representation that is
conserved under blinding.

Suppose that Y; represents credential type i. To
update m; with a credential type j, f(m:)=m;Y; can be
taken by the certifying party as input. The user then
obtains a signature on m, =m;Y;. The certifying
party does not need to know the representation the
user knows of m; for this. That is, updating can take
Place without the certifying party needing to know the
credentials that the user already has.

It is noted that the user can very well use this
techn}que in combination with the technique well-knoWm
inezré art to use one type of ,signature for each
creflential. For instance, the user can store and’,
update all the credentials pertaining to medical data
in the representation ke knows of a number m, for
which he has a signature,‘and all credentials relating
to tax in thejfgpresentatlon he knows of a pumber m,
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for which he has a signature. Medical credentials
will then be installed, updated etc. in m,, and tax
credentials in m,.

4.4 Ways to prove that one has certain
credentials

The new techniques offer various gradations in freedom
a user has in proving to organizations that he has
certain credentials.

The credential mechanism known in the prior art
only allow user ¢ to convert a signature of
organization j on pseudonym P; to a signature of
organization j on each of his other pseudonyms Pj
(clearly it should be infeasible to convert the
signature to a signature on the pseudonym of another
user, even if that other user cooperates). Each type
of credential is represented by a different number
v; € Z3,), and v=[]v;. The numbers v; must be mutually
co-prime.

Contrary to the credential mechanism known in the
art, the new credential mechanism allows for three
gradations of freedom to be distinguished:

(1) A user can only use certified information for one
of his pseudonyms; which specific pseudonym it is can
be hidden by the user from the certifying party. To
explain the technique, it will be supposed that user i
has a pseudonym P; =Y“s] with organization j, and a
pseudonym Py =Y™s} with organization k. User i wishes
to obtain from j a credential.of a certain type that
he cap show to k. The basic technique resolves this#
by éfitingi obtain hereto in an execution of a
restrictive blind signature protocol with j a
signature on output P, (without j knowing k), by
computing Py as Py = P;jsi/s; in the protocol. In terms
of the descriptién of the "first (Figure 2) or second
(Figure 3) flp ;hart, in the second line of_;jthe second

/
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box the user must take s to be egqual to the guotient
3:/s;, and the input of the protocol is m = F;.

This constitutes the simplest form of the
transitivity of blinding, unique to restrictive blind
signature protocols; in a first protocol (validation),
Y% is transformed to a pseudonym Y*si, and in a
second protocol this output is used as input and
transformed to output Y%s}.

The following more general technique can be
applied: to prove to an organization k that he has
certain credentials, maintained in one number m, user
i must prove knowledge of a representation of m/Py
(and he of course must have a signature on m) with
respect to a vector (,...,.), the numbers in which are
composed from (mathematical functions of) the numbers
Y:,...,Y:, and none of them is equal to Y or v.

An example will illustrate this general technique.
If i may show only to | that he has credentials of all
types from a subset S of the numbers {1,...,k}, then he
has to prove knowledge of a representation of
(m/Py)/(Ilies Y:) with respect to a vector for which the
following holds: Y and v are not in it, and each Y;
with 1 not in the set S for which he does not want to
reveal whether he has that type of credential must
appear in the vector.

Another example is now given, to further
demonstrate the technique. Suppose that i has not yet
received any credentials, and wants to obtain
credentials of types 2 and 5 from j in order to show
them to organization k. Then m = P;Y,Y; will be taken
as input to a restrictive blind signature protocol .
with grganization j, and i sees to it that he obtains
the éfcertified) output PiY.Y;.- User ¢ now wants tg
prove to k that he has credentials of types 2 and 5:
in doing so, he does not mind about possibly revealing
whether he also owns any of the other types of
credential. It then suffices to send the signature
((c,¥) (or ("'”.&i" in the protocol of the flowchart of

FE
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Figure 2; the protocols of Figure 3 can be used
instead without causing any changes) to k; k merely
needs to verify that (¢,}') is a signature on P,Y,Ys.

As will be appreciated, it is not necessary to in
addition prove knowledge of a certain representation
in this particular case; one can actually think of
this in terms that a proof of knowledge of a
representation must be given with respect to the empty
vector.

(2) A user can use certified information for all of
his pseudonyms. That is, he can prove possession to
any organization at which he has a pseudonym, but not
to organizations with which he does not have a
pseudonym.

As mentioned, for this particular situation (and
only for this one) the mechanism known in the prior
art can be used, but that suffers from the
disadvantage that one cannot collect various
credentials in one number (with signature).

In the new credential mechanism this can be taken
care of as follows: to prove possession of certain
credentials to an arbitrary organization !, user i must
prove to ! knowledge of a representation of m/P; with
respect to a vector of Y;’s in which Y does not
appear, but v does.

For example, if i wants to prove to | that he has
credentials of all types corresponding to some subset
SC{1,...,k}, then he must prove knowledge of a
representation of (m/P;)/([l;csY:) with respect to a
vector (...;v) for which the following holds: Y does
not gppear in it, and each Y; with i¢ S for which he”
doz?’not want to reveal whether he has that particular
crédential does appear in it. /

Note that the number of elements in the vector gets
larger as the number of credential types increases for
which i does not want to teveal whether he has them or
not; the prog?;requlres i to generate more random

f" e e ——————————
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numbers if there are more credentials for which he
doesn’t want to reveal anything.

An example will clarify this technique. Suppose
that user i ’‘‘updates’’ his credentials in a number m
(with signature) that he can write as m = Y%s}Y,YsY5.
He can then prove to an arbitrary organization [ that
he owns exactly credential types 2, 5 and 7, by
proving knowledge of the v-th root modulo n of
(m/Py)/(Y,YsY;). In the extreme situation where i does
not mind about possibly revealing whether he has any
other credentials and what they are, the length of the
vector with respect to which he must perform the proof
is minimal; the proof of knowledge of a representation
degenerates to proving that he knows a v-th root (one
can think of this in terms of a proof of knowledge
with respect to (;v)). If he wants to prove that he
owns at least credential of type 2, and does not want
to reveal whether he owns any other credentials, then
he must prove knowledge of a representation of
(m/Py)]Y, with respect to (Yi,Ys,...,Y:).

(3) A user can prove possession of certified
information to any organization, regardless of whether
he has a pseudonym with that organization. If i wants
to be able to prove to anyone that he owns all
credentials from a certain subset S of the numbers
{1,...,k}, then he must be able to prove knowledge of a
representation of the quotient m/([liesY:) with respect
to a vector (Y,...;v) for which the following holds:
any Y; with i ¢ S for which he does not want to reveal
whether he owns the corresponding type of credential
doeg appear in it. Note that Y and v must appear in
itdin any case. ‘ /

4.5 Some examples

Next, some exani'ples are ‘described in detail to _
illustrate ger techniques. Suppose that & vector
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(Y1,...,Y:) is made publicly known (each Y; represents,
say, credential type i), as well as a number Y that
serves as the ‘‘basis’’ for pseudonyms. User i has a
pseudonym FP;; = Y""s}’ with organization ¢ that he uses to
do transactions with j. Since the pseudonym was
obtained in the way described earlier in this section,
J knows for sure that i knows a representation (u;,s;) in
Z,x Z, of P; with respect to (Y;v).

At the start of his ‘‘career’’ i clearly does not
yet have any credentials. Suppose that i by
performing the restrictive blind signature protocol
of, say, the flowchart in Figure 2 with organization j
obtains a credential of type 1; with m = P,;;, the input
to the protocol is mY;. 1In the first line of Box 22
of the flowchart of the protocol, i generates a number
t€Z, to blind mY; to (mY;){’. Note that the number ¢
was denoted by s in Box 22. If the output may only be
used with one organization, then an organization can
require ¢ to show a signature on the product of his
pseudonym with that organization with Y;. To this end
it will have to make a suitable choice for { in the
restrictive blind signature protocol.

In this way, after having taken part in this
credential mechanism for a while, i might at a certain
point in time have a number m with a corresponding
signature such that he can write m as the product of
powers Y*“Y Y YsYss'. That is, he knows the
representation (v;,1,0,1,0,1,1,0,...,0;3) of m with
respect to (Y,Y),...,Ys; ). '

If ¢ may prove only to organization j that he has
these credentials, it sufficés that j verify that the
signgture corresponds to the product F,;YY;Y:Ys. )

it should be able to prove that he has certaip
credentlals to any j with which he has a pseudonym P,
use is made of the fact that i knows representations
of m/P,; with respect to vectors in which Y does not
appear. To prqove for example that he owns ‘credential
type 1 withq&;ig;"revealing anything else, i mlst prove
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knowledge of a representation of the quotient
(m/P;)/Y, with respect to (Y,,...,Y:;v). In a similar
way, to prove to j that he has credentials of types 1
AND 5 AND 6 but does not want to reveal any more than
that, it suffices for i to prove knowledge of a
representation of the quotient (m/P;)/(Y,YsYs) with
respect to (Y,,Y;,Y,,Yq,..., ;s 0).

If i should be-able to perform the proof to any
organization, regardless of whether he has a pseudonym
with that organization, then he must in the situation
of the previous example prove knowledge of a
representation of the quotient m/(Y,YsYs) with respect
to (V,Y,,Y;,Y,,Y5,...,Y:;v). As explained earlier, if he
does not mind about revealing additional information,
it suffices that he prove knowledge of a
representation of the number with respect to a shorter
vector containing at least Y and v.

4.6 How many times may one show a credential?

Three categories can be distinguished regarding the
number of times one is allowed to show a certain type
of credential without revealing ones identity.

(1) Credentials that may be shown without restriction.
This in fact has implicitly been assumed in all the
préviously discussed examples. The technigque to
realize this is to use the protocol of the first (or
second) flowchart (Figure 2), without requiring the
user to feed extra numbers to the hash-function in the
sixth line of Box 22; that is, the signature the user
obtajns corresponds to only one number A. If the <
ugz{ needs to prove knowledge of a representatior}. of
A With respect to a certain vector, he generates’ a
second number B in such a way that he knows a random
representation of B with respect to the same vector.
He then uses the two numbers A and B to perform the
proof of kng@éﬁdge described in the fourth# flowchart
Wil
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(Figure 5). As will be obvious to those of ordinary
skill in the art, the more unpredictable the
representation is that he knows of B, the better his
privacy is gquaranteed. So this depends on the quality
of the method employed by the user’s computing device
to generate random numbers.

Summarizing, for each proof that must be performed
the user uses a new, randomly chosen number B of
which he knows a representation with respect to the
required vector.

(2) Credentials that may be shown only once. A coin
is a good example of such a credential.

A simple measure can be taken if users are allowed
to show such credentials to only one organization with
which they have a pseudonym; it can then be required
that organizations themselves keep track that
credentials have not been shown before to them. An
example of a system in which this measure is
sufficient is the system for paying under pseudonym,
which will be described at the end of this section.

In general, this measure is insufficient. The
general technique is the following: should a user
show a credential more than once, at a central place
(for example at the center) the number u; of the user

- should be computable (and hence his identity), so that

charges can be pressed. (Note that this in fact also
means that not even the center should know u;, in
order to enable users to prove framing attempts. This

issue will be returned to in the next section, where

in detail an off-line cash:system is described.)

Po this end, in the second box of the first (or’
sgicond) flowchart the user is required to feed
extra number into the hash-function (sixth line of Box
22), so that the signature corresponds to both
numbers.

Suppose that A is the number in which the user
updates hlggbﬁedentlals and that for shoﬁlng

Y £ A
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possession of certain credentials he must be able to
prove knowledge of a representation of A with respect
to a certain vector, then in Box 22 he has to choose
the number B such that he knows a randomly chosen

5 representation of it with respect to the same vector.
Using A and B he then performs the proof of knowledge
of a representation described in the fourth flowchart
(Figure S5).

If the user at the time of taking part in the

10 signature protocol does not yet know with respect to
what vector of numbers, composed from the vector
(Y1,...,Y:;v), he will have to perform the proof, he can
generate B in such a way that he knows a
representation of B with respect to (Y3,...,Y;v); from

15 this he can simply determine any representation of B
with respect to a vector composed from the numbers in
this vector.

Since the same B has to be used in each execution

of the protocol for proving knowledge of a

20 representation, showing the same credential twice (for
different challenges) enables computation of u; from
the two transcripts of the proof.

(3) Credentials that may be shown k£ times. One can
25 think of examples such as tickets for the subway and
telephone cards: a ticket that can be used to travel
by subway 15 times is a coupon that may be shown 15
times.
In the special case in which this kind of
30 credential may only be shown to one organization, the
same measure as in (2) suffices.
In# the general case of credentials that may be
sh no more than k£ times, a simple modification, of
the general technique just described to deal with
i;gr- credentials that may be shown only once can be used.

£
»

Namely, in the sixth line of the second box of the
/ first (or second) flowchart, the user in addition -
 ‘‘feeds’’ tq.l‘,ii'fe hash-function H k numbers B;, such
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that he knows for each B; a (randomly chosen)
representation with respect to the same vector as the
vector with respect to which he has to know a
representation of A.

When the user performs the proof that A
‘‘contains’’ certain credentials for the i-th time, he
performs the protocol for proving knowledge (Figure 5)
of a representation using A and B;. (This technique
will be used in the off-line cash system in the next
section to create coins that may be spent k£ times.)

4.7 Powers of base numbers as credentials

Up to now, only the base number Y; represented a
credential type. In the new mechanism it is very well
possible to also make use of powers of the numbers Y;
from the publicly known vector (Yi,...,Yi;v). Different
powers of Y; can then for example represent different
types of credentials, or more detailed specifications
of credential type i. A special use for powers is to
use them as ‘‘’‘counters.’’

For instance, in the extreme case that one does
never need to show more than just that one has one
credential type from a set of k£ possible types of
credentials, the center can suffice by making Y;
publicly known instead of (Yi,...,Y:). Credential type !
is then represented by Y!. If a user i for example
wants to be able to prove to any organization j with
which he has a pseudonym P; that he has credential
type 3 (so he knows how to write m as, say,
m=Y%Y3s’), then he has to. prove knowledge of the
v-th root modulo n of (m/P;)Y. *

n general, both techniques (different Y;’'s and
pé:vlers) can be combined very well, as will be /
illustrated in various examples described shortly.

id? i
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4.8 Negative credentials, positive
credentials

Positive credentials are credentials that are in the
user’s interest to have, such as for instance a
diploma. Negative credentials are credentials that
are not in his interest to show. Obviously a
credential can be positive at one time and negative at
another, and this can vary per user. Perhaps a
criminal record makes a good impression in case one is
interested in joining a criminal organization.

As before, suppose that m is a number in which user
i collects (maintains) his credentials. For clarity
it will be assumed that he should be able to prove
possession of credentials to any organization,
regardless of whether he has a pseudonym with the
organization. Those of ordinary skill in the art will
be able to apply the technique also to the situations
described previously.

For a positive credential type j, represented by Y,
¢t must then prove knowledge of a representation of
m/Y; with respect to a vector in which Y; does not
appear. The same holds in general for products and
powers of Y;’s. If for example i wants to show that he
has Y!® AND Y?° AND Y, then he must prove knowledge
of a representation of m/(Y'°Y?°Y) with respect to a
vector in which none of the numbers Y, Y;, Y; appear.
In case i cannot perform the proof, one can safely
assume that : does not have at least one of these
credentials.

To prove that he does not have a certain negative
credential, corresponding to Y;, i must prove knowledge
of representation with respect to a vector in which
Y; @oces not appear. If i wants to prove that he dbes
not have any of the three credential types
corresponding to Y;,Y5,Y;, then he must prove knowledge
of a representation of m-with respect to a vector in
which none ofgﬁbese three numbers appears.; If he

L 4 e — e
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cannot perform this proof, one can safely assume that
i at least owns one of these negative credentials.

Of course, a user could hide having a certain
negative credential by using a older version of m in
which the credential was not yet installed; to this
end he of course must not have deleted previously the
signature corresponding to that older version of m.
Such abuse can be prevented by for example providing
users with an additional, tamper-resistant computing
device. This issue will be returned shortly, and a
detailed example will be given in the next section.

4.9 Proving linear relations between
credentials

Suppose that i collects credentials in a number m and
he currently knows the representation
(ui,a1,0;,83,84,...;v) oOf m (S0 m is equal to the product
Y=Y YRYYe--.s¥), and he wants to prove for example
that a; modulo v equals 17a; + 13 (but does not want to
reveal the actual values of a; and a;). He must
hereto prove knowledge of a representation of the
quotient m/Y;}!? with respect to a vector in which the
product Y,Y)!” appears. If he wants to be able to
prove that, say, a; +a; modulo v equals a¢;modv, then
he must know a representation of m with respect to a
vector in which both the product (Y;Y;) and the product
(Y,Y;) appear.

A final example will be given; this is believed to
be sufficient for those of ordinary skill in the art
to apply the technique to other eguations. In order
to be able to prove that 2a, + 2a;+ 3a; = a, —5modv, he
mugt know a representation of m/Y? with respect 50 a
vector in which all of the following three products
appear: (WY?), (YY), (YaY3).

As will be obyvious to those of ordinary skill in
the art, in a 51m11ar way this technique can be
realized to Qi:éve any linear relation. +

fa
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Note that linear relations are being proven modulo
v. Since v must be large (say 128 bits in practice),
this means for practical purposes that one proves
linear relations between integers, which is clear in
view of the fact that exponents only have a meaning
modulo v; the Y;’s are multiplied into m by the
certifying party, and any powers of a number Y; will
be very small in comparison with v.

The technique in the next subsection is a special
instance of the above technique. '

4.10 Proving possession of | out of &
specified credentials '

Suppose one wants to prove having at his disposal at
least [ out of k specified credentials, corresponding
to say (Yi,...,Y:). One must then prove knowledge of a
represeﬁtation of m/Y{ with respect to a vector in
which each of the quotients Y,/Y:, Y2/Y:, ..., Yii/Yi
appears.

One is then actually proving that one can write m
as the product Yy'---Y*-..-s5” such that a,+:--a; equals !
modulo v. If the values of q¢;'’s can only be 1 or. 0,
because certifying parties see to it that they do not
multiply the same Y; twice into m, then the ability to
perform the proof exactly proves that ! out of the &
numbers a; has the value 1, and the modulo v operator
in fact does not matter.

A special case of this technique is the
‘‘exclusive-or’’ credential. With such a credential
one proves that one has exactly one of two
credgntials. If these credentials correspond to fdr
ingtance Y; and Y;, one must hereto prove knowledge of
a ‘representation of m/Y; with respect to a vector
containing the quotient Y;/Y;.
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4.11 Credentials of which one does not want
to reveal whether one has them

The technique again seems best explained with a
typical example. Suppose that i performs a proof for
certain credentials ‘‘contained’’ in m, but in any
case does not want to reveal whether he owns the
credentials Y;,Y;,Ys. To this end, he must perform the
proof of knowledge of a representation with respect to
a vector in which each of the numbers Y;,Y,,Ys appears.

If he only wants to keep secret whether he owns the
ensemble Y,,Y,,Ys, it suffices to provide the proof
with respect to a vector in which the product Y;Y,Ys
appears.

It will be clear to those of ordinary skill in the
art how to employ this technique to hide other
credentials. In fact, various other situations in
which this technique is used are described shortly.

4.12 Extra security by means of a
tamper-resistant computing device that
is embedded within the computing device
of the user

In the credential mechanism known in the prior art,
the computing device is completely under control of
the user. The user can hence show credentials to any
organization he wants, and perhaps even destroy
negative credentials (such as a criminal record). By
using an additional, tamper-resistant computing device
that is ’‘embedded’’ within the computing device of
the pser (called a ‘‘bank-module’’ in the off-line”
e;Eﬁfronic cash system described in the next
su section), the certifying parties can make sure that
they have more control over the way users use their
credentials. This idea by itself is well-known in the
art; however, no constructions have been proposed in
the prior aggéln conjunction with the credéntial

i
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mechanism known in the prior art.

Using the new inventive concepts, such devices can
be incorporated efficiently and securely. Hereto it
must be taken care of that the knowledge of the
representation that a user should know of a number m
on which he has a signature, is ‘‘shared’’ with the
embedded module; only as an entity should the
user-module and the embedded module know a
representation of m. If the user wants to prove that
he has certain credentials (for which a proof must be
provided of knowledge of a representation of m with
respect to a suitable vector), the proof must then
necessarily be performed in cooperation with the
embedded module.

This can be realized for example in the following
way. Each time a user proves something about his
credentjals, ‘‘contained’’ in a number m as described
before, the signature and possibly also m itself are
‘‘updated’’ by means of a restrictive blind signature
protocol. As will be appreciated, any restrictive
blind signature protocol suitable for the first
preferred embodiment can be used. In that case it
suffices that the tamper-resistant computing device
assist only once in performing the protocol for
showing credentials contained in a number m with the
same signature. For at least one of the numbers ¢; in
the representation (a;,...,ax;s) of m it should be the
case that the tamper-resistant computing device knows,
say, 0; € Z, (this number should be unknown to the user)
and the computing device of the user knows z;€Z,,
such that a; =o0;+z;modv. Possibly also the knowledge
of s4can be shared. d

A5 will be clear to those of ordinary skill in,the
art, there are in fact two (extreme) ways in which the
knowledge of a representation can be shared over two
computing devices. The first is that certain numbers
are known only to one of the devices, and the: others

only to thgggéﬁer device. The second is that each
FE
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number is taken as a sum (or product) of two numbers,
and each of the computing devices knows exactly one of
these two factors. These two ways can of course be
used in combination.

In general one should take m = m;m;, where the
tamper-resistant computing device is the only one to
know a representation of m; (however, it should not
know m;). This would imply that the user by himself
does not know a representation of m, and hence really
needs the assistance of the tamper-resistant computing
device.

This assistance can always be realized by the
following technique. The tamper-resistant computing
device proves to the user-module that it knows a
representation of m;, in such a way that the proof is
split into two stages. The first transmission takes
place during the restrictive blind signature protocol,
and the other two transmissions (challenge and
corresponding responses) during the protocol in which
the user proves to the organization knowledge of a
certain representation of m. This new technique will
be illustrated in detail in the example, pertaining to
off-line electronic cash systems, described in the
next section.

As will be obvious to those of ordinary skill in
the art, this technique can be trivially generalized
for the case in which more than two computing devices
are involved.

4.13 Relations between c_redentials contained

in distinct m’s L e
Y

I feach category of credentials ‘‘belonging togg}her"
is collected and maintained in its own number m;, one
can still consider representations for different m;’
with respect to the same vector (Yi,...,Yk;v). In doing
so, it can be taken as a convention that only, say, Y:
is dlstlnctﬁpér category of credentials. 4Y), in fact
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then indicates what category of credentials is
involved. In performing a proof of knowledge of a
representation with respect to a certain vector one
should at the same time prove that the correct Y; is
involved.

Suppose for example that one gathers his
credentials related to chess in m; and credentials
related to money in m,. The exponent on Y, denotes
ELO-rating in case of m,;, and the exponent on Y; in
case of m, denotes the hight of monthly income.
Clearly it should not be possible that one can prove
to the chess federation that one has an ELO-rating of
2800 by using m, (while 2800 would in fact be the
monthly income). By seeing to it that for chess
credentials one also has to show Yi;, and for income
credentials Y:,, this is prevented. 1In order to show
certain credentials contained in m, for chess purposes
the user then has to prove knowledge of a
representation of m,/Y,; with respect to an
appropriate vector, which he cannot do since he does
not know a representation m, with respect to a vector
in which this number appears.

Since the other Y;’s are the same for both m,; and
ma, it is possible to prove relations between chess
credentials and income credentials by using quotients
or products of m; and m,. For example a user may
want to prove that his monthly income exceeds his
ELO-rating by 500. ‘As will be appreciated, one can
apply all of the previously described techniques also
to the quotient or product of various m‘’s. This
technique will be illustrated shortly with an example.

Iry the same way, different users can together préve
th;f the ensemble of their credentials meets cergaln
criteria, for example they can prove that as a group
they have a certain credential. Furthermore one can
allow for collegtive pseudonyms, such that none of the
individual parties knows a reprééentation of the

collective ggpddonym A collective pseudchym can for
. F¥ ’
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example be the product of individual pseudonyms.

These techniques will be extensively illustrated in
the subsection on off-line electronic cash systems.
Again, the described techniques allow for many
combinations which are believed to be obvious to those
of ordinary skill in the art.

4.14 Further techniques for credentials in
the new mechanism

It will be clear to those of ordinary skill in the art
that there are a great many possible variations of the
described teéhniques, without deviating in any way
from the following nucleus of the inventive
techniques: credentials of a user are represented by
means of the representation the user knows of a
certain number (corresponding to which he has a
digital signature) with respect to a certain vector.

. The function of the number for which he can perform

the proof and the vector with respect to which he is
able to perform the proof indicate what credentials he
owns or certain relations between them.

To illustrate the point, several of such variations
will now be described.

A specially appointed number Y, can for instance

perform the role of a counter for the number of

credentials in m, or an expiration date. This can be
realized because the center (which after all computes
the signatures, at the request of organizations) in
its role of certifying party can multiply each number
that it is requested to sign.by a number Y; (or a
powey thereof) before computing the signature.

fi organization can also divide out a credentia
(destroying the credential). This can be used for
example to prevent the length of the representation
from growing all the time. Suppose that ¢ can write
the number m as Y%Y,Y,Y:Y,s?, and a certain
organlzatloq%?ﬂly provides credential type#? if one

"FE
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has credential types 1 and 5 but not 2. User ¢ will
then first have to prove to the organization that he
meets this requirement, i.e. that he owns credential
types 1 and 5 but not 2. This can be done with the
techniques described before; the organization engages
in a restrictive blind signature protocol where
mY;/(Y1Ys) is taken as input. The output will then be
m' = Y4%Y,Y;Y;t' for a certain number t€ Z,. The user
can henceforth suffice by proving that he has
credential type 7, since this implies that he has
credential types 1 and 5 but not 2. 1In this way one
can realize ‘‘summarizing’‘’ credentials.

One can prove possession of for example credential
type £ OR ! by proving knowledge of a representation
with respect to at least one of two different vectors,
without revealing with respect to which of the two
vectors one knows the representation.

An additional advantage of gathering credentials in
one number m (with signature) is that positive and
negative credentials are all linked to one another.
As noted before, a potential danger is that users who
do not want to show negative credentials will try to
make use of an earlier version of m (with
corresponding signature). By letting the
tamper-resistant computing device control a part of
the representation of m (that is, the user-module by
itself does not know a representation with respect to
the required vector), and letting it assist only once
per signature with the proof of knowledge of a
representation of m (as explained earlier), the
problem is solved to a big extent. Namely, in case a
usergwants to use an earlier version of a number1nfin
whjfh a certain negative credential was not yet
installed, he cannot perform the proof of knowledge of
a representation since the tamper-resistant device
will not cooperate. Since positive and negative
credentials are linked té one another within m, this
also means ggé! he will no longer be able to show his

TS :
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other credentials, including the positive ones. The
user will hence have to be able to extract the memory
contents of the tamper-resistant computing device in
order to cheat in this way. Breaking the
tamper-resistance by itself should be a very difficult
task. By requiring that each signature is on a pair
(m,B) instead of just on m, the number m can only be
used once, as explained before. Using it twice in a
proof reveals the identity of the user. 1In this way
it is ensured that even if the user would be able to
extract the contents of the tamper-resistant device,
he will still be identified after the fact if he
performs the proof for the same m. Obviously the
center must hereto store all numbers m for which
proofs have been given, and the proofs that users give
to organizations must be of the ‘‘signed proof’’ type.
The cash system described in the next section
extensively makes use of this technique.

Another remark pertains to the power of the center,
which indirectly does all the certification. (As
explained, there is actually just one certifying
party: if an organization wants to have a number f(m)
certified for a certain user, it requests the center
to do so.) To prevent the center from knowing what it
certifies, the organization can have f(m)r’ certified,
where r € Z; is some random number. In the third box
of, say, the flowchart of Figure 2 the organization
then receives a number b of the center, from which it
first ‘‘strips’’ r*modn (in the case of Figure 2; a
similar thing holds when any other restrictive blind
signature protocol suitable -for the second preferred
embgdiment is used) before sending it on to the usér.
Fgg{hermore, in Figures 2 and 3 signatures can bg
forged on arbitrary numbers, although one will not
know a representation of these numbers. In this way
an organization can even hide how many certifications
are actually performed; the organization can offer a

‘‘durmy’ ’ nggbér1n for certification to t¥e center,
Wiid
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even if the center always wants to receive in addition
a corresponding signature (since the organization is
not supposed to know a representation of m). Another
measure is to use a ‘‘threshold’’ scheme to ensure
that at least !/ out of k computing devices have to
cooperate in order to perform the role of P in the
restrictive blind signature protocol; in that way the
power of the center can be decentralized.

A user may not just use as pseudonyms numbers Y%“s!
for the same Y, but also for different Y's, and there
can be many distinct centers that each certify
different categories of credentials; each center
should then use a different modulus n.

As will be appreciated, all described techniques
can be effortlessly combined. Various examples of
this have already been described, and others will be
described shortly. It is believed that it is an
obvious matter for those of ordinary skill in the art
to use the new techniques in various combinations by
studying the descriptions in this application.

4.15 Implementation

Some remarks concerning efficiency of implementation
are in order. 1In the computing device of the user the
numbers Y, (Yy,...,Y:;v), X and n have to be stored in
non-volatile memory. However, the center can generate
these numbers for example according to the recursion
Yir1 = f(Yi) for some simple, publicly known function f
(with Y =Y,) and randomly chosen Y,. For instance,
Y't1 =Y.+ 1modn. 1In that case, the user-module need
only ,store (n,v,X,Y). Clearly, taking X to be equaf
toégﬁ+1, storage of X can also be prevented.

‘To maintain credentials not much dynamic storage is
required: only the representation that one knows of
m must be stored (and of course the signature
received last). i

In the rejﬁﬁgctive blind signature prototols in
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each of the described flowcharts (Figures 2, 3 and 4),
the need for the first transmission (specified in the
first box) can be prevented. To this end, the
certifying party provides the user with a number a,,
and it is agreed that, say, a;=a;-; + 1 modn will be
used as the number a in first box of the i-th
execution of the protocol between the two parties.
Clearly in a system where the certifying party
performs the protocol with many users, care has to be
taken that in the first box the same number a is not
used in more than one execution of the protocol. When
user j first ‘‘registers,’’ the certifying party can
provide him hereto with for example the number

a1 =ayj-1+10"modn, and agree that in the i-th
execution of the protocol with j, in the first box the
number g;; =a;-;;+ lmodn will be used. Assuming that
no user will execute the protocol more than 107 times,
it can never happen that the same number a is used
twice in Step 1 of different executions of the
protocol. (This measure can even be taken for each
different pseudonym P,;, rather than only for different
users). As will be obvious to those of ordinary skill
in the art, various other recursive relations can be
used as well instead of those described here.

In the next two subsections several systems will be
described by way of illustrating the techniques. 1In
the next section an application of specific interest
will be described in great detail.

4.16 An example

Supppse that a number m (with corresponding &
sighature) is used to maintajn credentials relating to
tHe game of chess; other categories of credentials are
maintained in different m’s. The center in this case
might be the national chess confederation.
Organizations are committees of tournaments, of chess
clubs, sponigés, issuers of chess magazines etcetera.
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The national chess confederation has made publicly
known a vector (Yi,...,Ys5;v), in addition to the
information needed to verify the restrictive blind
signatures and Y.

Credential Y, denotes whether one plays chess. More
specifically, an exponent on Y; denotes ones
ELO-rating.

The exponent on Y, denotes how many games one has
won in the past year, and that on Y; how many games
were lost.

Credential Y, is somewhat more complicated; it
denotes that one has taken part in the national chess
championship, and the exponent denotes what ranking
one achieved in which edition of the national
championship. Supposing that one can only end up in
one of the positions 1 up to and including 9, the
following encoding is used. If in the i-th edition of
the national championship one ended in position j then
this is represented by j-10°. (Hence, a zero denotes
that one did not participate.) By expanding in radix
10 (in general a suitable radix; if there are d
possible positions, radix d+ 1 is used) each possible
history can be uniquely represented by one positive
integer.

Finally, credential Y; denotes whether one has ever
maltreated an opponent.

Suppose that a chess player i has a number m; (with
signature) that he can write as Y%Y2350Y50y 10y 24005
That is, he knows the representation
(uh2350,150,10,2400,0;s) of m;. This means that i has
an ELO-rating of 2350, has won 150 times and lost 10
timgs in the past year, ended in fourth place in fﬁe
thfird edition of the national championship and in
second pPlace in the succeeding edition, and has never
maltreated an opponent.

Suppose i only wants to prove that the number of
games he won is 15 time; the number of games .he lost,

without rews#ilng the respective numbers,” and that he
Nii .
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ended in fourth position in the third edition and
second in the fourth edition of the national
championship, but has never maltreated an opponent.

He does not want to reveal any information about his
ELO-rating. He should be able to perform the proof to
any chess organization j with which he has a pseudonym
P;.

To this end, ¢ shows a signature on m; and proves
knowledge of a representation of the quotient
(mi/P;)/ Y% with respect to (Y;,Y;!3Y;;v) (using for
instance the protocol depicted in figure 5).

Suppose now that ¢ participates in the fifth issue
of the national championship, looses all 16 games, and
is so frustrated that he maltreats the champion.
Suppose furthermore that, as a consequence of this
result, his ELO-rating drops by 250 points. The
following credentials should then be updated in m;:
ELO~-rating minus 250, 16 games lost, ended in 9th
position in the f£ifth edition of the national
championship, maltreated an opponent. To this end,
the organizing committee uses as the input to the
restrictive blind signature protocol m;Y; 23°Y}6Y3000%Y, .
The number m; will be transformed by i by means of the
protocol to an output (that will for simplicity still
be denoted by m;) m; = YuY2100Y150y26Y 2400y 4v yith a new
signature.

Now suppose another chess player k£ has a number m;
of the form Y“Y?*Y; with a signature. In order to
show that their average ELO-rating is exactly 2300, to
any organization, ¢ and k have to prove that they
together know a representation of (mum;)/Y¢% with
respgct to (V,Y3,Y3,Y,,Ys;v). If on the other hand théy
aregonly supposed to prove this to an organlzata.o? J
at ‘which they both have a pseudonym, (or one
collective pseudonym), then they have to prove that
together they know a representation of
(mims/(PyiPy))/ Y% with respect to (Y2,Y3, Yy, Ys;v) (PP
can be the ce}l’ect:.ve pseudonym). In both¥cases they

"F¥ :
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have at theif disposal two techniques: firstly, they
can perform the proof in such a way that one of them
will not know what the other is actually proving (the
protocol is then as in the situation with the
additional, tamper-resistant computing device).
Secondly, they can perform the proof in such a way
that it does not matter whether they will know what
the other is proving. 1In the second case it is
required that i and kt combine in each step the numbers
they would actually have sent were they to give the
proof on their own. This protocol has been described

after the description of the fourth flowchart (Figure
5).

4.17 A second example: off-line payments
under pseudonym

To further illustrate the described techniques, a
secure and highly efficient off-line cash system is
described here. 1In this system users are assumed to
have a different pseudonym with each organization to
which they want to be able to pay. A more complex
off-line cash system is described in the next section.

For clarity it will be assumed that coins of only
one denomination are issued. Although this system is
referred to as a cash system, and the one-show
credentials as coins, clearly the one-show credentials
might as well be coupons, or any other type of
credential that may only be used once.

Set-up. In the set-up of the system user i opens an
accognt at the bank. To this end he (or the bank)
geperates a number u; in Z,. ‘His ‘‘pseudonym’’ with
the bank will be Y*, and this number will be denoted
by m;.

User i then performs the validation protocol with
the bank (see the flowchart of Figure 6), such as to

obtain pseus P; =Y%s} for use with orgﬁnlzatlon Je
"F¥ .
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This protocol is repeated as many times as i requires
pseudonyms for use with organization. In case ¢ wants
to use pseudonym P;; with organization j, he not only
shows P; and the signature to j but also has to prove
knowledge of a representation of P; with respect to
(Y;10 (using the protocol of Figure 5). 1If j accepts,
it contacts the bank to verify that the pseudonym is
not already in use. If this also holds, then j
registers the number as a pseudonym.

Withdrawal of a coin. To this end, ¢ and the bank
perform the protocol of the first or second flowchart,
using m; as the input. At this moment : must already
know at what organization he will spend the coin.
Assuming he intends to spend it at j, he transforms m;
to a signature (¢,¥) on P; by means of the protocol;
to this end he uses in the first line of the second
box the number s;.

Paying with a coin. User i sends the signature (c,V)
on P; to j. Organization j accepts this information
as a means of payment if it is a signature on P, and
the signature has not been received before. (Notice
that there are a great many signatures corresponding
to one pseudonym, and that the user can hence see to
it in the withdrawal protocol that he will receive a
different one each time.) The signature is then
stored by j in a database with a reference to
pseudonym F;;.

Crediting the account of the organization. After some
timg j can send the set of received signatures d
cgfresponding to P;; to the bank. The bank verifjes
all the signatures and verifies that there are no
duplicates among them or signatures that have been
‘‘deposited’’ earlier. 1If this holds, then the bank
credits the account of f.

o )
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Remarks. In order to realize the issuing of coins of
various denominations (in general, one-show
credentials of distinct types) the bank can make
publicly known a vector (Y3,...,Y:), where Y denotes
denomination type /. In case user i wants to withdraw
a coin of type !, the number m;Y; will be taken as
input. 1In the payment ‘‘protocol’’ organization j
then verifies that the received information is a
signature on FP;Y;.

Another technique is to represent the denomination
type using an exponent on only one publicly known
number Y;. To withdraw type k£ the input to the
protocol will be m;Y¥. In the payment protocol j
verifies that the received information is a signature
of the bank on P;YF.

In the next section a more complex type of cash
system is described, in which a user can pay anywhere,
regardless of whether he has a pseudonym with the
payee. The system described above, in which users can
only pay under one pseudonym, is much simpler because
organizations can themselves verify whether a coin has
already been spent before. For this reason, sending
the signature is the only requirement to pay
(challenge and response are not needed).

5 Off-line electronic cash system

The off-line cash system that will now be described is
the most complete example given in this application to
illustrate the powerful techniques for
privacy-protected transfer of certified information.
M?z of the techniques described before are !

strated once more in great detail with this /
system.

In the description the restrictive blind signature
protocol from the first flowchart (Figure 2) will be
used. As w11L be obvious to those of ordlnary skill
in the art, 4&Qy other restrictive blind 31gnature
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protocol can be substituted instead (for example one
of the other protocols described in this application).
All protocols in that case require merely some minor
modifications, depending only on the specific relation
that is conserved in the representations known of
input and output.

5.1 Basic system

Set-up of the system. Before the system can be put to
use, B generates the following numbers:

l. Two large prime numbers p,g. The product n of p
and ¢ is made publicly known by B. Suitable
choices for p,q are well-known in the art.

2. A large prime number v, co-prime to ¢(n). B
computes v~'mod A(n). This number will henceforth
be denoted by 1/v. As is well-known in the art,
the function ¢ is the Euler phi-function, and A is
the Carmichael function.

3. Two different numbers X,Y € Z,, preferably of
order A(n).

In practice n is often taken to be at least 512 bits,
and v for example 128 bits. The requirement that v be
a prime number is not necessary though it seems
preferable in this particular system. It will be
obvious to those of ordinary skill in the art how to
make the necessary adaptations in case a composite v
is used.

B also chooses two ‘‘collision-free’’ hash
functions H and H,. Here, H maps an argument ‘
congisting of three numbers in Z, to Z, and, for
example, H, maps an argument consisting of a vector of
four numbers from Z; x Z, x SHOP-ID X DATE/TIME to Z,.

The function H is used as detailed in the description

of the first flowchart (Figure 2), with the

distinction qgﬁﬁ the signature will correspﬁnd to a
- F¥
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pair of numbers, by letting R feed an extra number in
the sixth line to H. This usage has been explained
after the description of the first flowchart.

The function H, specifies in what way the shop in
the payment protocol must generate the challenge. The
above specified format of H, assumes that each shop §
has a unique identification number Ig that should be
known at least to S itself and to B. It might for
example be the account number of § at B. 1In that
case, SHOP-ID denotes the set of all possible account

‘numbers of shops. The set DATE/TIME consists of

numbers that represent a date and time; in the payment
transaction S must choose from this set the number
that represents date and time of the transaction. As
will be clear to those of ordinary skill in the art,
this format for H, is only exemplary; other formats
can be used instead (for example, & can feed a
randomly' chosen number, possibly in addition, to H,;
also, the signature of U might be taken as part of
the argument), although to prevent forgery of payment
transcripts at least A and B should both be in the
argument.

B makes (X,Y,v,n) and the description of H, H,
publicly known. The prime factorization of n is the
secret key of B. It is noted that in the basic system
and the first extension (additional, tamper-resistant
computing devices) B in principle need only know X/*
and Y as the secret key in order to properly
perform the protocols. The way this can be realized
has already been indicated after the description of
the first flowchart. o

A digital signature of B on a pair (4,B) in Z, x Z,,
cogSists of a pair (¢,b) in Z,.x Z, such that the
verification relation c=H(A,B,b*(XA)™°) holds. (As
explained in the description of the first flowchart,
this is equivalent to using (a,b) as the signature.)

B also arranges a database for its own use to store
relevant iqggé‘nation related to the account holders

TFL
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(such as identity-related information in the form of
name, address etcetera), and a database to store the
relevant parts of the information sent by shops to B
in the deposit protocol.

Clearly, the publicly known information will be
incorporated into the software of the computing
devices of the account holders (or in the hardware,
for example in ROM).

Opening an account with B. In order to open an -
account with B, U must first identify himself (using
for example a passport). B registers the
identity-related information (such as name and
address) together with a number u; in Z,. B chooses
this number such that it is different for each account
holder. If U cheats by spending the same coin
various times, B will be able to compute u;. Since it
is registered in this stage, B then knows that U was
the double-spender, and can hence press charges. The
number Y% will henceforth be denoted by m.

The withdrawal protocol. Turning now to Figure 7, the
flowchart for the withdrawal protocol between U and B
for a coin will now be described in detail.

Box 71 shows B generating a random number a €z Z;,
which it then sends to U.

Box 72 is almost the same as Box 22. The only
distinction is that the number m' is here denoted by
A, and an additional number B is generated. This is
done by generating two additional random numbers, as
specified in the third, fourth and fifth lines. This
number is also included in the argument to H. *
Rﬁggrence is made to Box 22 for the other actions
taken by . Note that the blinded challenge ¢ is sent
to B.

Box 73 is the same as Box 23. Likewise, the
actions taken by U in Box 74 are the same as those

‘taken by R 44/'Box 24. ¥
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Not displayed is that B debits the account of U
with the value of the withdrawn coin. This can take
place at any time, independent of the actions in the
flowchart.

5 If both parties followed the protocol as specified
by the flowchart, U/ now has at his disposal five
numbers (s,z;,z;,¢,b) such that (¢,¥) is a signature on
(A,B), where A is equal to Y%s” and B is equal to
Y=iz3.

10
The payment protocol. Turning now to Figure 8, the
flowchart for the payment protocol between U and S is
described in detail.

Box 81 shows U sending (A,B) and the signature

15 (c,¥), obtained in the withdrawal protocol, to S.

Box 82 indicates that & computes the challenge d as
the image of (4,B,Ig,date/time) under the hash-function
Ho, where date/time is the number that represents date
and time of the transaction.

20 The first two lines of Box 83 specify how U
computes the two responses r; and r,. U sends these
responses to S.

The first line of Box 84 shows § testing the -
correctness of the signature sent in Box 81 by U.

25 The next line specifies how & tests whether the
responses sent by Y in Box 83 are correct.

As will be appreciated, U can compute the challenge
d in Step 2 himself if he has access to a clock, and
can ‘‘look up’’ Is of S himself.

30
The deposit protocol. Next, tlhe deposit protocol will
be degcribed. Since there is no interaction needed,” a
fig}fe has been omitted. ‘

For example at the end of the day S sends the

15 ‘ ‘payment transcript,’’ consisting of
((A, B),(¢,¥),(r1,72)) and date/time of the transaction, to
B :

. B- searchesgﬁaé database in order to detefm:.ne
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whether A has been deposited before by a shop. Two
cases can be distinguished:

1. A is not yet in the database. In that case B
computes the number d by using [g of S and the

5 provided number date/time of the transaction. B
then verifies whether ¢ is equal to
H(A, B, (V)*(XA)™°) and Y"r! is equal to A%B. 1If
both verifications hold, B stores the vector
(A,d,7;) in the database and credits the account of
10

S with the value of the coin in question.

2. A is already stored in the database. In that
case a fraud has taken place. If the information
that is already stored was also provided by S,

15 and date/time is equal to that of the newly
provided payment transcript, then S is trying to
get credited twice for the same transcript. If
this is not the case, then B computes the number
d, and verifies the two verification relations as

20 in the first case.

If both verifications hold, an account holder must
have paid (at least) twice with the same coin. B
then has at its disposal (d,r;) from the newly
presented payment transcript, and (d,r|) which is

25 already stored. The number (r; —r})/(d—d')modv must
then be the exponent u; of the accouat holder U
that double-spent. Hence B can determine the

identity of the cheater and take appropriate
actions.

30
Remarks. It will be appreciated by those of ordinary
skil]d in the art that the flowcharts can be modified
irgarious ways, without needing to deviate from the
use of the inventive concept of restrictive blind

35 signatures in combination with knowledge of

Agfr representations. For example, it is well-known that

s one can also use ‘‘blank’’ coins. These do not have a
fixed valueﬂfﬁﬁe computing device of the ﬁ%er, or a
CFE

This Sheet Has Been Replaced




WO 95/04417 PCT/NL94/00179

10

15

20

25

30

86

part of it, is made tamper-resistant so as to prevent
access to'memory. A counter in the computing device
then keeps track of the amount of money for which the
user spends the blank coin. Withdrawing money and
spending then simply consists of updating the counter.
In case the user tampers with the counter, he still
cannot spend the same money many times without being
identified afterwards.

One can employ various of the techniques described
earlier in the cash system. For instance, instead of

=Y% the number m =Y%Y} can be used as input to the
withdrawal protocol. The number ¢{ can in that case
represent for example a specific month in which the
coin may be spent. The rest of the protocol remains
the same. In order to pay in a certain month
represented by the number ¢, U must perform the same
proof 1n the payment protocol as described above, only
now using the quotient m/Y} instead of m (he in fact
is then proving that he has a credential corresponding
to Y}). Another possibility is that ¢ represents the
value of the coin. In this way, as in the general
credential mechanism, various Y;’s and powers thereof
can be multiplied by Y% by the bank and then taken as

. input to the withdrawal protocol.

In practical implementations one will often want to
use pseudo-random numbers instead of ‘‘truly random'’
numbers. For example, U/ uses a linear congruential
generator with modulus v and unknown parameters, and B
uses a cryptographically strong generator, possibly
mixed (bitwise exclusive-or) with the output of e.g. a
noise generator. '

Npte that throughout the protocols H(B) can be used
ingtead of B, for a suitable hash-function H
(possibly the same hash-function as the one that is
already used). In the withdrawal protocol in Box 72
the number H(B) is then fed as an argument to the
hash-functlon.' In the payment protocol U then sends

~ the image o,?,B under H instead of B itseif, and S

f’r

This Sheet Has Been Replaced

[




WO 95/04417 PCT/NL94/00179

10

15

20

25

30

87

verifies that ¢ equals H(A,'H(B),(b’)"(XA)"") and
H(Y"r3A™?) equals H(B).

Furthermore (although it is not so.clear any more
that this should be secure) the two verification
relations that have to be verified by S in the payment
protocol can be combined into one by substituting one
of the relations into the other.

In a practical implementation the efficiency can be
increased by not, only occasionally, or only
afterwards letting the user check the verification
relation in Step 3 of the withdrawal protocol.
Likewise, the bank can perform the search through its
database to detect double-spending and the test for
double-spending only occasionally instead of doing
this at the very moment the payment transcript is
received.

Finally, as noted in the previous section, the bank
can agreé with i/ on a number a, when U opens his
account; in the i-th execution of the withdrawal
protocol with U, say, a=ao+imodn will be used
instead of a randomly chosen a. The withdrawal
protocol then only requires two steps.

As will be obvious to those of ordinary skill in
the art, this system can be implemented such that the
privacy of payments is optional. That is, in case B
wants to ‘‘turn off’’ the privacy, all the blinding
factors are set to fixed values (preferably the
numbers in Z, are set to 1, and those in Z, to zero).
Since the bank can in that case compute them, there
need be no interaction in the withdrawal protocol.

Clearly all these remarks .also apply to all the
extepsions that will be described.

£ - /
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5.2 Extensisvn: additional bank-module that
is embedded in the computing device of
the user

A possible disadvantage of the basic system is that B
will only afterwards find out that a coin has been
double-spent. It is well-known in the art that B can
make double-spending a priori infeasible. To this end
each account holder with B will receive a so-called
bank-module that is tamper-resistant. The bank-module
is a computing device with its own memory (such as a
smart card), just like the computing device of the
user. Because of its tamper-resistance, contrary to
the user’s own computing device the contents of the
bank-module cannot be studied and/or copied. It is
then seen to it that the computing device of the user
can only perform transactions in cooperation with the
bank-module. This offers prior restraint of
double-spending of coins, since the bank-module does
not cooperate in double-spending.

It is known in the art that the bank-module must be
‘ ‘embedded’’ within the computing device of the user
in order to guarantee his privacy. Various criteria
are known that must be met by the protocols in order
to guarantee various gradations in privacy. The
extension is described here under the most stringent
of all requirements for privacy, and such that even if
the tamper-resistance of the bank-module is broken B
can still identify a double-spender afterwards (as
before). That is, there is a ‘‘safety net’’ in case
the tamper-resistance of the bank-module is broken.
As will be appreciated by those of ordinary skill in
tgg’art, such a system is not known in the priorjart.

Obviously, if one is content with weaker
requirements then there are many modifications
possible, without deviating from the essential
techniques. Such modifications are believed to be
easily der%xg?le from the detailed descrlptlons and
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the many exantples in the present application by those
of ordinary skill in the art.

Set-dp of the system. This is the same as in the
basic system.

Opening an account with B. First, U and B perform the
procedure described in the basic system for opening an
account. B then gives a bank-module O to U. O has
stored in its memory (e.g. in ROM) a number o, in Z;
that B has chosen at random. B does not reveal this
number to U.

B does reveal the number o] to U; this number will
be denoted by Ap. The number Y% Ap will perform the
role played by Y* in the basic system. As before, Y™
will be denoted by m. One can in fact think of mAp
as the collective pseudonym of O and U with B.

The withdrawal protocol. Turning now to Figure 9, the
flowchart for the withdrawal protocol of a coin
between U, assisted by O, and B is described in
detail.

Box 91 shows O generating a random number o, in Z,,
and computing the v-th power modulo n of it. O then
sends this number, which will be denoted by Bo, to U.
It is noted that O can perform this step at any time
before it is needed in Box 93.

Box 92 is the same as Box 71.

Box 93 is similar to Box 72. The second line shows
that the input to the protocol is the product of m
and Ap, and it is blinded by U/ as in Box 72. The
nexy three lines specify how U must compute B. THe
32fference with Box 72 is that U must multiply the
fumbers Ao and By into it; as will be appreciated,
otherwise the assistance of O in the payment protocol
will not help U in computing the responses expected

by S. The remhining lines specify how the number o

A +
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must be blindéd, and the construction of ¢ and c.
Finally, U sends the blinded challenge ¢ to B.

Box 94 is the similar to Box 73, the distinction
being that in the assignment in the first line the
product of Ap with m is used, instead of only the
number m.

Box 95 shows similar to Box 74, the distinction
being the same as in Box 94.

Not displayed is that B debits the account of U
with the value of the withdrawn coin.

The payment protocol. Turning now to Figure 10, the
flowchart for the payment protocol between U,
assisted by O, and § is now described in detail.

Box 101 shows U sending (A,B) and the signature to
S. It is the same as Box 81.

Box 102 shows S computing a challenge d as the
image of'(A,B,IS,date/time) under Hy,. &S sends this
number to Y. It is the same as Box 82.

Box 103 indicates how U blinds d to a number d' by
adding modulo v a number generated in Box 93 to it.
This blinded challenge is sent to O.

Box 104 specifies that O verifies whether it has
helped before in spending the particular coin. The
box shows that this is done by O by verifying whether
0; is still stored in its memory. As will be obvious
to those of ordinary skill in the art, O does not
actually need to erase o0, once used. The second line
shows O computing a response r]; to challenge d', which
it sends to U. O then erases o, from memory, or at
least sets a flag indicating.that it has assisted once
in sppnding the coin. *

)B;St 105 is similar to Box 8. The first line o

X 105 shows U testing the response of O. If the
response of O is correct, U computes the two
responses r; and T2 in the manner specified by the
second and th:.rd lines, corresponding to d and
expected by S ;J Note that the first response is

Xfa
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computed in thé same way as in Box 83, but to compute
the second response U must now also make use of the
response just sent by O. U then sends the two
responses to S.

Box 106 indicates that S tests the validity of the
signature and the responses. It is the same as Box
84.

As in the basic system, U can compute the challenge

d in Box 102 himself if he has access to date/time and
Is.

The deposit protocol. This is similar to the
procedure described in the basic system. 1In case B
finds out that a coin has been double-spent (and hence
the double-spender must have been able to break the
tamper-resistance of his bank-module), then B can
compute the account number u; of the double-spender as
before, and hence his identity.

5.3 Extension: Coins that may be spent
multiple times

The basic system uses credentials that may be shown
only once. As described earlier, one can also use
credentials that may be shown k£ times. 1In the ninth
line of Box 72 of the withdrawal protocol for the
basic system, U then should not feed one additional
number, B, to H,, but k numbers B,,...,B;x. These
numbers are chosen by B such that he knows for each B;
a pair (z;;,z;;) in Z, x Z, such that B; is equal to

Y=uzy, . :

In, the payment protocol ZJ must send in Box 81 alZk
B;’ along. For the i-th payment U sends in Box 83
th& numbers ry = du; + z;, modv and 1 = Ydutzudivegdy /to
S. The value of ¢ should be clear from the payment
transcript, and can heretoc for example be required to
be used as an argument of H,. (Of course one can pay
with various:‘; Pch ‘‘unities’’ in one paymept.)

‘F¥
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If B ever fifids out that a coin has been spent k+1
times, then he can compute from two distinct pairs
(ri1,7:2) and (r};,7},) and the corresponding challenges d
and d', contained in a payment transcript that has
been performed necessarily at least twice for the same
B;, ‘the number u; of the double-spender as in the basic
system.

A way to reduce the number of bits that has to be
sent in Box 81 for the payment protocol has already
been described: instead of using B;, one can use H(B;)
for some suitable choice of H. That means that the
hash-values of the B;’s are used as argument to the
hash-function in Step 2 of the withdrawal protocol,
and it is these numbers that are transmitted in Step 1
of the payment protocol. Similar other optimizations
are obvious to those of ordinary skill in the art.

As will be appreciated, the protocols are such that
the actions of B in the withdrawal protocol and those
of § in the payment protocol are the same as in the
basic system (without the tamper-resistant part).

This will be the case in all cash systems described in
this application. This clearly is an advantage when
implementing the system; it does not matter whether U
uses O or not. Note however that B can control
whether U has to use it or not, depending on the way
B computes the input m of the withdrawal protocol.

5.4 Extension: protection against framing of
U by B

In the basic system U cannot prove his innocence in
casebB falsely accuses him of double-spending, sinc¢e
B kfiew u; of U all along. ,

“This problem can be easily solved due to the
restrictive blind signature technique. To this end,
in the stage where U opens his account with B not B
but U himself génerates ‘the number u;. U then
discloses Izﬁﬂﬁ to B but not u; itself. Np further

/
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modification8 dre required in the system, since this
is exactly the number m. It is noted that for
security reasons U should prove to B that he knows a
number u € Z, such that I/ =Y* and that u<v (although a
looser upper bound than v will do as well), without
revealing any other information about u. It suffices
that U do this only once.

In case U double-spends, B can compute u; modv from
the payment transcripts. Since each account holder
has proven that the exponent u for his I is smaller
than v, this enables identification since I of the
double-spender can be computed.

On the other hand, in order to falsely accuse U of
double-spending B will have to show the exponent u; of
the double-spender (a ‘‘judge’’ will require this).
However, computing u; is a task that is believed to be
infeasible.

This technique can be easily modified in order to
guarantee that B cannot frame a user, independent of
B’s computation power. To this end, the form
I=m=Y"Y;" is used in the protocols, where u;u; € Z,
have been determined by U, and B only knows m.

As will be clear to those of ordinary skill in the
art, if one makes the privacy optional by setting all
blinding factors to fixed values (1 for ‘‘base’’
numbers, 0 for exponents; B uses these values in the
withdrawal protocol so there is no interaction), but
does not modify the payment protocol, then a user
still digitally signs a confession of double-spending;
previously known systems in the art do not have such a
provision for protection against framing even in their
fully traceable variants. #

’

5.5 Extension: electronic cheques

To realize cheques, m is first multiplied with a
variable part and the outcome is used as input to the
withdrawal t‘gf‘otocol- note that this can oply work if

wid

is Sheet Has Been Replaced

i




WO 95/04417 PCT/NL94/00179

10

15

20

25

30

35

94

it is allowed by the bank. This illustrates the
technique applicable to restrictive blind signature
protocols to use a function of a known number as lnput
to a next execution of the protocol.

Set-up of the system. This is the same as described -
in the basic system, with the distinction that B in
addition makes publicly known k& random numbers
Yi,..., Y € Z, of large order (preferably A(n)). These
Y.’s represent different denominations.

For security reasons B must use a different v
(and/or n) than in the basic system.

Opening an account with B. This is the same as in the
basic system. '

The withdrawal protocol. Turning now to Figure 11,
the flowchart for the withdrawal protocol of a cheque
between U and B will now be described in detail.

Box 111 shows U generating a number m, such that he
knows a random representation of it with respect to
(Y1,...,Yx;v). U sends this number to B.

Box 112 is similar to Box 71, with B in addition
registering m,; with the account of U.

Box 113 is similar to Box 72. Note that in the
second and eightth lines the product m;ym is used
instead of m. The only other difference is that in
the third, fourth, and fifth lines U generates k+1
random numbers instead of just two, and uses them all
to compute B.

Box 114 is the similar to Box 73, with the only
distinction being that m;m is used (so this in fact
is the input to the protocol; note that this is an
example where U and B in cooperation determine the
input to the protocol) instead of just m.

Box 115 is similar to Box 74, the distinction being
the same as in the previous box.

-
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Not shown is that B debits the account of U for an
amount corresponding to the maximum amount for which
the cheque may be spent.

The paymeht protocol. Turning now to Figure 12, the
flowchart for the payment protocol for a cheque -
between U and S is now described in detail.

Box 121 is the same as Box 81: U sends the signed
information (cheque) received in the withdrawal
protocol to S. Not displayed is that U also informs
S of the amount (below the maximum amount) for which
he wants to pay with the cheque. Without loss of
generality, it will be assumed that U wants to spend
an amount corresponding to Yi,...,Y;, where 1<j<k.

Box 122 is the same as Box 82: it specifies how S
must compute the challenge d which it sends to U.

Box 123 is quite similar to Box 83. The difference
is that U computes not two but k+ 2 responses, which
are sent to §. The box specifies how U should
compute these responses. A clarification: for every
denomination (corresponding to a Y;) that U wishes to
spend, the correspondering two exponents on Y; (one in
A and the other in B) are revealed. This is
specified in the second and third lines. For the
identity part (corresponding to Y) as before a point
on a line is disclosed; this is specified in the first
line. So U discloses part of the information
contained in A immediately at the first ‘‘test,’’ but
does not reveal the complementary part. The ‘
computation of the other responses in fact merely
serves to enable § to prove the correctness of the
reponses. Clearly, the ‘'‘exponents’’ r; up to and
including r; may instead be sent in Box 121.

Box 124 specifies the actions of S. The first line
is the same as in Box 84: S tests the validity of the
signature. The other lines display the test applied
by S to verify that the responses of U are correct.
If both tests hold, § accepts and provides the
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services corresponding to the part of the cheque that
U has spent in this protocol.

The deposit protocol. As before, S sends the payment
transcript to B, and B verifies its correctness. If
the verifications hold, and a transcript containing
the same A is not yet registered in the deposit
database, then B stores the numbers (A4,r,d), and also
r; for i=1 up to and including j. B credits the
account of § with an amount corresponding to the spent
part of the cheque.

In case a cheque has been spent before, B computes
the identity u; of the double-spender as before, by
using d and 7g.

The refund protocol. Turning now to Figure 13, a
flowchart for the refund protocol between U and B is
now described in detail.

Not shown is that U, in order to get a refund for
the unspent part of the cheque, informs B of the
number m; corresponding to the cheque in question;

Box 131 shows that B verifies that m; is registered
with the account information of U. Only if this is
the case, the rest of the protocol is performed. As
will be clear, Box 131 may be combined with Box 133 if
the part of U informing B of m; is combined with Box
132,

Box 132 shows U sending the numbers ¢;, for j <1,< k.,
to B, i.e. the exponents corresponding to the terms Y;
of the cheque that have not been spent. In compliance
with Figure 12, it is assumed that these are the last
k-3 terms. The box also shows U a number A such ‘that
hgf;nows a random representation of it with respect to
(Yy,...,Y;;v). BAs will become clear, this is similar to
the actions in Box 51 (the only difference is that
other symbols are used).

Box 133 indicates that B verifies that none of the
k—j numbexgdin Z, sent by U is in its defosit

. '3‘
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database. If this is the case, then U must prove to
B knowledge of a representation of nu/ﬂ]i#+1Y?ﬁ with
respect to (Y;,...,Y;;v). The specific protocol
described in the flowchart in Figure 5 has been used
5 for explicitness the figure. Note that the third and
fourth lines are in fact the same as in Box 52.
Box 134 is similar to Box 53, in fact only the
symbols differ.
Finally, Box 135 is in fact the same as Box 54,
10 with the addition that if B accepts the proof, then B
erases m; and stores the numbers a; sent by ¥ in Box
132. Not shown is that B in that case also credits
the account of U with an amount corresponding to the
unspent part of the cheque.

15
5.6 Extension: anonymous accounts

Until now, the privacy of the account holders.only
concerns their payments (they are untraceable). B
still can see exactly the flow in and out of the
accounts of its account holders, and how much money
they have. Even this can be prevented; account
holders can open accounts using a fictituous name (a
pseudonym in the true sense of the word!).

In order to open an anonymous account, U withdraws
the number m, which in the basic system was of the
form Y™, in a preceding restrictive blind signature
protocol with B. To this end use is made of what in
fact is exactly the protocol of (for example) the
first flowchart (Figure 2), where the signature
corresponds to one number [/ =Y¥%{': so it is exactly
the protocol described in the previous section for #
va;?ﬁatlng pseudonyms. The number / will now play the
role that m played in the basic cash system.

A possible realization of this ’‘‘pseudonym

j;?’l issuing’’ protocol is as follows. B generates a

y unique random number u; in Z, for U, and sends it to
. U} U ldentﬁﬁigs himself as before. B stq;es the
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relevant information in a database. As will be
obvious to those of ordinary skill in the art from
previous descriptions, one can even protect against
framing by letting U choose the number u; and reveal
only Y% to B (with a proof that the exponent is less
than v). Next the restrictive blind signature
protocol exactly as described by the first flowchart
(Figure 2) is performed, where m=Y%. U obtains a
signature on Y%{’, denoted for brevity by I, for some
number t € Z, chosen at random by him. [ is the
certified (it is accompanied by a signature of B)
pseudonym of U.

In the stage in which U opens his account, U sends
I and the signature to B but does not identify
himself. B only verifies that / is certified, and U
has to prove, as described in the flowchart of Figure
5, that he knows a representation of [ with respect to
(Y;v) (in this way U can later also prove ownership of
the account when he needs to withdraw money). Note
that the proof can in fact be omitted, since if U
uses a forged pseudonym he will not be able to pay
with withdrawn information anyway.

The rest of the system is the same as before. If U
double-spends B will be able to compute u;, and hence
the identity of the double-spender (note: not by
searching its database with account information but by
searching its database with information about issued
pseudonyms).

In this extension the techniques of the general
credential mechanism are applied as follows. The bank
first chooses a pseudonym P;- for account holder i. To
this; end the bank chooses u; € Z;, and uses as input“to
thi protocol (called m in Figure 2) the number

. The accountholder blinds this to a pseudonym
P,- =m;s" for a random choice of s€Z,. The
accountholder then uses this pseudonym to open an
anonymous account with the bank. If the account
holder wan't'tg"éé withdraw a coin, then P, réép. a
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function of it will be blinded by the account holder
in a protocol with the bank to a coin or cheque. This
once more illustrates the transitivity characteristic
of restrictive blind signatures.

SECOND PREFERRED EMBODIMENT

6 Introduction

In the second preferred embodiment computations are
performed in a (multiplicatively written) group,
denoted by G,, that contains ¢ numbers, where g is a
prime number. Many types of such groups are known. A
suitable choice is for example the unique subgroup of
order gq.of Z;, where p is a prime number such that ¢ is
a divisor of p—1. Another choice is for example an
elliptic curve over a finite field. For this reason,
no explicit choice for G, is made in the descriptions.

Because of this, an expression such as gf' should be
understood to be a computation in G,. In case |
computations modulo ¢ are performed, (as for example
in ry =1z;+z;cmod g), the modulo operator will be
denoted explicitly. In case an element is chosen from
a group, it is implicitly assumed that this is the
smallest positive representative. The same holds for
outcomes of computations.

For the restrictive blind signatures in this
preferred embodiment it is necessary that, given a
vector (g;,...,0:) and a random number A in the group, it
shoyld be infeasible to compute a vector (a;,...,a:) (not
a)i’zeroes if A=1) such thdt g7':--g;* = A, where g¢; € Z,
and g; € G,. As will be obvious to those of ordinary
skill in the art, this is the case when groups G, are
used in which it seems infeasible to compute so-called
discrete logarithmes. (The discrete logarithm in G,

of a number! ‘sz with respect to a number g,idenoted by
Fa _
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log,m, is the number z in Z, such that ¢° is equal to
m.)

In terms of the general description of restrictive
blind signatures the function f; and f, are equal to
one another: denoting them by the function f, they

are defined as f(ai,...,ak+1) = g1' - gr° g%+, where
ay,...,0k+1 €Z;. At the start of the protocol R knows a
vector (a,...,ax+1) such that f(a;,...,0k+1) =m. Such a

vector is called a representation of m with respect
to (gi"-’gk:g)‘

As will be appreciated by those of ordinary skill
in the art, the protocols can be modified in various
obvious ways. For example, in the description it will
be assumed that ¢ is known to the users, and so they
can perform computations modulo g. A possible
variation is to make sure that the order ¢ of the
group remains unknown. To this end one can for
example take G, to be a subgroup of Z,; all
computations modulo ¢ will then need to be replaced by
computations modulo p—1. Such modifications are
well-known in the art. It is noted here that in
literature suitable choices for p are known.

In the next section two different types of
restrictive blind signature protocols will be
described for this preferred embodiment. 1In the
protocols depicted by the flowcharts of Figure 14 and
15, the functions I; and I can be taken to be the same
function I, defined (for example) by
I(@y,...,ak+1) = (a; mod g,...,ar mod q). This means that R can
only modify ax4+; in the protocol, and that the other
numbers cannot be modified (modulo g of course).

Ip the protocol depicted by the flowchart of Fig‘hre
1.6;{’ and its variant described in the text, R has/. some
more freedom in blinding the numbers in the
representation. Here, I; and I, can be taken to be the
same function I, which for example is defined by
I(ay,...,ak1) = - ,0i/a; mod g, ..), for 1<i#j<k.
other words;‘;t‘here is inevitably one numbér te Z' such
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that b; =aitmodg, for 1<i<k.
It will then be described how the technique
employed to construct these four protocols can be used

to construct many other restrictive blind signature
protocols.

7 Restrictive blind signatures

Turning now to Figure 14, a flowchart of a first
restrictive blind signature protocol in the second
preferred embodiment will now be described in detail.

In a set-up phase, preceding executions of the
protocol, P has chosen a number g in G, and a number z
in Z,, and has made g and g° publicly known. The
number z is the secret key of P. The number ¢ will
be denoted by A.

P also makes publicly known a function H. X is a
collision-free hash-functie, as described in the first
flowchart, that operates on two numbers from G, and
maps them to a number in Z,.

At the start of the protocol a number m € G, is
chosen that both parties know. For example because
one party generates it and informs the other party of
it, or because it is the output, or a function
thereof, of a previous execution of the protocol.

A digital signature of P on a number m in G, is a
pair (a,r) in G, xZ, such that the verification
relation g" = (hm)°a, holds. Here, ¢ denotes the image
of (m,a) under the hash-function .

Box 141 shows P generating a random number w in Z,,
and raising the public¢ly known number g to this power.
The sutcome, denoted by a, is sent to R. '

JOx 142 details blinding actions of R. The fiyst
lines shows U generating a random number which it
uses to blind the input m to an output m'. The other
lines specify how R blinds the number a just received
from P, and computes ¢ from m and a'. The sixth line
shows R bl:gyzi‘ﬁg this ‘‘challenge’’ to a number

CFT
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denoted by ¢ by adding to it one of the random numbers
used also in blinding e. This number c is sent to P.

Box 143 specifies P computing the response r from
the publicly known information, the input m, the
challenge and its secret key. Note that P in this
particular protocol must know the discrete logarithm
of m to the base g, denoted by log,m, in order to
succeed.

The first line of Box 144 specifies the way in
which R tests the correctness of the response r it
just received. If the test holds, then R computes a
blinded form of ', as specified in the second line.

The pair (a',7') is a digital signature of P on m'.
Furthermore, the pair m' with signature (d/,r')
satisfies the requirement for a blind signature
protocol.

As will be obvious to those of ordinary skill in
the art, the assignments made by R to ad',c (in Box 142)
and r (in Box 144) can be modified in various ways.
This remark also applies to the other restrictive
blind signature protocols whose flowcharts are
described shortly.

Without further restrictions signatures obtained in
the above manner can be easily forged. However, if it
is assumed that R at the start of the protocol knows

a representation (a,a,,...,ax) of m with respect to
(9,91,-..,9x), and at the end knows a representation
(bo,...,bx) of m' with respect to the same vector, then a;

will inevitably modulo ¢ be equal to b; for all i with
1<i:<k, if only R does not know a representation
(cos--..,ck) (not equal to (0,...,0)) of 1 with respect to
(9,911 08) - | ‘
veral remarks are in order, similar to the
rémarks made in the description of the flowchart of
Figure 2. 1In the description of the protocol the
signature is only on one number, denoted by m'. a
simple modJ.fJ.cat:Lon suffices to obtain a blind
signature ony féveral numbers. If the s:.gnsature should
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not only pertain to m' but also to k numbers B,,...,B;
for certain k€N, it suffices that R in the f£ifth
line of Box 142 compute ¢ as the image of
(m’,By,...,Bx,a') under H. The requirements for H are
as before, the only difference is that H now operates
on £+ 2 numbers. (Most known candidate collision-free
has-functions known in the art do not mind about the
number elements fed into them.) A signature on
(m',B,,...,B) in this case is a pair (¢,7') in G, x Z,
such that ¢” is equal to (hm')°d’, where ¢’ denotes
H(m',B,,...,B,a'). Note that the numbers B; can be
chosen from any set.

Furthermore, a signature on m € G, can alternatively
be defined in a somewhat more efficient way as being a
pair (c¢,r) in Z, x Z, such that c is equal to
H(m,g"(hm)~¢). This definition is equivalent.

The hash-function H is not necessarily an onto map
(surjection) to Z,; H may as well map its argument
to, say, Z,;, where the ‘‘security parameter’’ t is of
an appropriate length.

These remarks also apply to all the other protocols
that are to be described (one need only modify the
éi;uivalent yet more efficient definition of a
signature in the obvious way each time).

* x %

Turning now to Figure 15, a flowchart of another
restrictive blind signature protocol in the second
preferred embodiment will now be described in detail.

This protocol in fact is higly similar to the
previous one. The set-up is almost the same, with,the
o;}é distinction being that H never maps its argument
té# zero (a technical detail ‘that is only needed %o
rigorously prove the privacy).

A digital signature of P on a number m in G, is a
pair (e,r) in G,’x Z, such.that g" is equal to hma°,
where ¢ deno_tef H(m,a). (Or, as mentionedjin the
foregoing _.f’- ription, a signature on m can

b
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equivalently be defined as a pair (c,r) in Z; x Z, such
that ¢ equals H(m,g"/°(hm)*/c).)

Box 151 is the same as Box 141.

Box 152 is similar to Box 142, the distinction
being the way in which R uses the randomly generated
numbers to blind a to o' (fourth line) and ¢ to ¢
(sixth line).

Box 153 is similar to Box 143, with the first line
specifying how the response r must be computed by P.

Box 154 is similar to Box 144, with the test
applied by R being different (first line) and the
succeeding assignment to r also being different
(second line).

Exactly the same as in the protocol of the
foregoing flowchart (Figure 14) holds. That is, if it
is assumed that R at the start of the protocol knows

a representation (a¢,a;,...,a8;x) of m with respect to
(9:91,-..,9:), and at the end knows a representation
(bo,b1,-..,bx) of m' with respect to the same vector, then

a; will inevitably equal b;modg for i such that
1<i<k, if only R does not know a representation
(cos-..,cx) (not equal to (0,..,0)) of 1 with respect to
(9:915---,9¢) -

* * %

Turning now to Figure 16, a flowchart of yet
another restrictive blind signature protocol in the
second preferred embodiment will now be described in
detail.

The set-up is as the flowchart of Figure 14. A
digital signature of P on a number m in G, is a pair
(a;l in Gy x Z, such that g" is equal to (ha)°m, where c
defotes 7ﬂnua) (Or, equivalently, a signature oh m
is a pair (¢,r) in Z, xZ, such that ¢ is equal to
H(m,(g"m~1)*h=')). As can be verified by those of
ordinary skill in the art, R in this protocol has
somewhat more. greedom in blinding m than ip the
previous twc’ srotocols.

=5
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Box 161 is the same as Box 141.

Box 162 is similar to Box 142, with R generating
one extra number. Using the random numbers s and {, R
computes the blinded form m' of m as specified in the
second line. Using the random numbers u and v, R
computes the blinded form o' of a as specified in the

fourth line. The assignment to ¢ is the same as in in

the foregoing two flowcharts. The sixth line
specifies how R blinds ¢ to ¢, which it then sends to
P.

Box 163, similar to Box 143, specifies how P must
compute the response r, which it then sends to R.

Box 164 is similar to Box 144. The first line
specifies the test applied by R to check the validity
of the response r, and the second line shows the
assignment made by R to r in case the test holds.

Assuming R knows at the start of the protocol a
representation (ae,a;,...,a;) of m with respect to
(9,91,---,9x), and at the end a representation (Do, by - - - k)
of m' with respect to the same vector, then it will
alway be the case that the quotient aifa; will modulo ¢
equal b;/b;, for all i and j such that 1<4¢j<k and
i#j, if only s# 0 and R does not know a
representation (co,...,c) (not equal to (0,...,0)) of 1
with respect to (9,91,---19%)-

As will be obvious to those of ordinary skill in
the art, g can in this protocol be excluded from the
(k + 1)-vector of generators of G, with respect to which
R must know a representation, while conserving the
fact that a blind signature has been obtained
(assuming that m# 1). In that case R will inevitably
havey to use t=0 if he wants to know a representatfon
ofz’ with respect to (gi,...,%) at the end. Also, ;
anyone can then verify if R has used s=0 in Box 162;
if s=0 then m'=1. This will be used in the detailed
description of the off-line digital cash system
described later.

As will b%{dpprec:.ated, in the same wayithat the
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flowchart of Figure 15 is closely related to the
flowchart of Figure 14, there is also a restrictive
blind signature protocol closely related to the
present flowchart. The set-up for that protocol is
the same, except for the distinction that a digital
signature of P on a number m in G, is now a pair (e,r)
in Gy xZ, such that ¢" is equal to ham®, where ¢
denotes H(m,a). (Equivalently, a signature on m is a
pair (c,r) in Z, x Z, such that c is equal to
H(m,g"m™h"1).)

R has as much freedom in blinding as in the
flowchart of Figure 16. So the remarks made in the
foregoing description of that flowchart hold as well.
The only difference with the flowchart of Figure 16 is
that the assignments of R in Box 162 to a',c and in Box
164 to r have to be modified. This will be an
obvious task to those of ordinary skill in the art, by
studying the preceding restrictive blind signature
protocols. For this reason, a detailed description is
omitted here.

As will be appreciated by those of skill in the
art, the restrictivity characteristic is far from
trivial. Hereto, one may note that the blind
signatures (using the technique employed to construct
the four previously described protocols), are not (!)
restrictive in case a signature of P on m in G, is
defined as being a pair (e,r) in G, X Z; such that one
of the following four verification relations holds:

g" = h(am)® or ¢" = h%am or g" = (ham)® or g"=ham. (Or as
being a pair (¢,7) with modlfled verification
relations.)

Namely, in each of these four cases‘R in what wduld
bﬁ{%he second line of the second box of the flow?hart
can assign anything to m’ that he wants, since the
assignment can be ‘‘cancelled’’ using a suitable
assignment to a in the same box. (As will be clear
to those of sklll in the art, in essence m and o must

be "seperaspd" from one another in the deflnlng
5
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verification relation of the signature, by means of an

exponent ¢ = H(m,a) on precisely one of both numbers in
the product.)

* % %

The four described protocols are based on the
signature variant of the Schnorr identification
protocol, known from Schnorr, C,, ‘‘Efficient
Signature Generation by Smart Cards,’’ Journal of
Cryptology, Vol. 4, No. 3, (1991), pages 161-174,
and its ‘‘mirrored’*’ variant. The protocol of Schnorr
is of the earlier mentioned Fiat/Shamir type.

As explained in detail in the first preferred
embodiment, the technique used to construct the
restrictive blind signature protocols in principle can
be applied to any identification protocol of the
Fiat/Shamir type, in case one can turn it into a
signature protocol by taking the challenge ¢ as the
outcome of a hash-function of, amongst others, numbers
that were transmitted in the first step.

By studying the various examplary protocols
described in this application, is is believed to be a
simple matter for those of ordinary skill in the art
to apply the technique to other Fiat/Shamir-like
identificiation protocols. It is noted here that
using this technique, any of the following such
protocols, known in the art, can be turned into a
restrictive blind signature protocol: T. Beth,
‘*Efficient zero-knowledge identification scheme for
smart cards,’’ Proceedings of. EuroCrypt ‘88, pages 77-
86; Brickell, E. and McCurlé&, K., ‘‘An interactiver
id;eﬁification scheme based on discrete logarithms and
fagtoring, '’ Journal of Crypéology, vol. 5, no. ‘1
(1992), pages 29-39. The NIST-DSS algorithme
(standardized in the USA) can in principle also be
converted with this technique.

To illustrabe this important point once gore,

another wel??ﬁ'own identification protocol is now used

=

=
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to convert into a restrictive blind signature
protocol. (See: Okamoto, T., ‘‘Provably Secure and
Practical Identification Schemes and Corresponding
Signature Schemes,’’ Preproceedings of Crypto ‘92,
pages (1-15) - (1-25).)

Turning to Figure 17, a flowchart of the resulting
restrictive blind signature protocol will now be
described in detail.

It is assumed that P has chosen two numbers g; and
g2 in G; and two numbers z,,z; in Z,, and has made g;,9;
and g7'g5’ publicly known. The latter product of
powers will be denoted by h. The numbers z,,z, are the
secret key of P. The function H is again a
collision-free hash-function, as in the foregoing
protocols. Furthermore, as before at the start of the
protocol a number m from G, is chosen (the input)
that both parties should know.

A digital signature of P on a number m in G, is a
triple (a,71,m2) in G, x Z, x Z, such that ¢}'¢;* is equal to
(hm)°a, where c¢ denotes H(m,a). (Equivalently, a
signature on m is a triple (c,7,7;) in Z, x Z, x Z, such
that ¢ is equal to H(m,g7g32(hm)~1).)

Box 171 shows P generating two random numbers,
which it uses to compute a number ¢ as specified in
the second line. 7P then sends the number a to R.

The first and third lines of Box 172 show R
generating five random numbers, all in Z,. Using two
of these, R computes the blinded form m' of m as
specified in the second line. Using the other three,
R computes the blinded form o’ of a as specified in
the fourth line. The fifth line shows the same
assignment as in the foregoing flowcharts. R then
co;?’{:ltes the blinded challenge ¢ of ¢ by adding mgdulo
v one of the random numbers to it (as specified in the
sixth line), and sends ¢ to P.

Box 173 :Lndz.cates how P must compute the two
responses 7 and T2, which it then sends to R.

The first cy..de of Box 174 shows the testing of 72. of
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the two responses. If the test holds, R computes
blinded forms of the responses in the manner specified
by the second and third lines.

As is easy to verify by those of ordinary skill,

‘the triple (a',r},75) is a digital signature of P on m'.
172

The pair m' with signature satisfies the requirement
for blind signatures.

Without further restrictions, signatures are, as
before, easy to forge. Similar to the flowcharts of
Figures 14 and 15, the following holds if one
considers the representations R knows of m and m’
with respect to a suitably chosen k-vector of
generators: R can blind the number m to mgi'gy® for
random choices of 3;,3,, but he cannot blind it for
example to m* for a choice s.

By modifying the verification relation that defines
the siggature (‘‘moving’‘’ ¢'), as has been demonstrated
in detail with respect to the flowchart of Figqures 14
and 2, three other verification relations are obtained
to each of which corresponds a restrictive blind
signature protocol. Since the modifications should by
now be straightforward for those of ordinary skill in
the art (similar to the first four protocols), a
detailed description is omitted here.

It will be clear to those of ordinary skill in the
art that the latter protocol in fact is a
generalization of the first protocol of Figure 14, and
the same holds for the variants. A further
generalization clearly is possible by taking
h=gi'--gi* and (g1,...,9x) to be the public key of P; in
fact the protocol of Figure 14 (and its variants) has
k=1, and the protocol of Figure 17 (and its variants)
hg k=2. sSuch variations should be easily y
constructed by those of ordinary skill in the art by
studying the many restrictive blind signature
protocols”desc:;bed in this application.

47 & -
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8 Proving knowledge of a
representation

Turning now to Figure 18, a flowchart will be
described of a basic protocol for proving knowledge of
a representation. This protocol enables R to prove
to P knowledge of a representation (a;,...,a;) of a
number A in G, with respect to (g;,...,8)-

Box 181 shows R first generating k¥ random numbers z;
from Z,. These are used to construct a number B such
that the vector of these z;’s is a randomly chosen
representation of B with respect to (gi,...,9x). B
sends B to P.

Box 182 displays P generating a challenge d in Z,,
and sending it to R.

The first line of Box 183 specifies how R computes
k responses r; from the challenge and the
representations it knows of A and B. The responses
ri, for i=1,...,k, are then sent to P.

Box 184 specifies the test for correctness of the
responses applied by P.

As discussed in detail in the first preferred
embodiment there are two basic ways in which P in Box
182 can choose the number d. Furthermore one can let
various parties collectively prove knowledge of a
representation of the produkt or quotient of their
individual A’'s. Studying the described inventive
techniques for both preferred embodiments should
enable those of ordinary skill in the art to construct
such variations without any difficulty.

9%A§pplication to credential
mechanisms

Restrictive blind signatures can be used in much the

same way as in the first preferred embodiment.to

construct cr%ﬂdhtlal mechanlsms in groups @, of prime
FZ e e
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order. The pseudonym of user : with organization j is

‘then m;g*% € G,, and m;=g;'. Different types of

credentials are represented by different g;’s; hereto
a vector (g;,...,9x) is made publicly available. What
credentials one has depends as in the first preferred
embodiment on the representation one knows of (a
function of) m, and with respect to which vector of
numbers composed from (gi,...,0)-

As will be readily apparent to those of ordinary
skill in the art, the numbers g; perform the role that
the numbers Y; played in the first preferred
embodiment, g, that of Y, and g that of v. That is,
the exponent on g is the only one that can be modified
by means of the protocol as the user wants (assuming
that here too, as in the first preferred embodiment,
the protocol of Figure 14 or 15 is used.)

Again, not only can one prove knowledge of
representations of m with respect to various vectors
but also of quotients such as m/F; or m/[ly ¢ for a
subset V of the vector of g;’s, or even of m/m' for a
second number m' on which one has a signature. The
cash system for the second preferred embodiment
illustrates this analogy in great detail. Some study
of the first preferred embodiment should enable those
of ordinary skill in the art to easily construct such
protocols for the second preferred embodiment without
difficulty.

For this reason, only a detailed description of a
specific credential mechanism, off-line electronic
cash systems, will be described in detail. Similar to
the description in the first preferred embodiment, one
of £he two restrictive blind signature protocols
d,é{qcribed in Figures 14 and’15 will be used /
throughout, without loss of generality. Any other
restrictive blind signature scheme can be used as
well, needing only a few minor modificationms.
Although th:Ls, should be obvious to those of ordinary

skill in terart, following the descriptibn will be a
Nii U -
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detailed description of how to construct the cash
system based on yet another restrictive blind
signature protocol;.as will be appreciated, such
substitution requires only minor modifications.

Note that there actually is one, and in fact just
one, difference between the restrictive blind
signatures described here and in the first preferred
embodiment. This pertains to the techniques using the
transitivity of the restrictive blind signatures. In
the protocols described in the first preferred
embodiment the certifying party must be able to
compute the v-th root of m in order to properly
perform the protocol, which it can since it knows the
factorization of the modulus. In the specific
protocols described for the second preferred
embodiment the certifying party must be able to
compute log,m in order to properly perform the
protocol. However, it is not known in the art if
there exists ‘‘trapdoor’’ information, as in the
RSA-groups, that enables one to do so. Therefore the
certifying party in the described protocols will have
to know in advance log,m, for example because the
user informs him about it or because he chooses it
himself. Therefore, in the case of making use of the
transitivity of restrictive blind signatures one
cannot use the restrictive blind signature protocols
described explicitly for the second preferred
embodiment.

For example in the system for paying under
pseudonym described in the first preferred embodiment,
transitive blinding is not used, and hence that system
can pe directly ‘‘translated’’ to the second prefef}ed

nbbdiment. ¢ /

Although the restrictive blind signature protocols
explicitly described in this application for the
second preferred embodiment in general cannot be used
in a situation where the‘transitivity property is .

.applied, ip4§§i1 be obvious to those of orﬁinary skill
i ’_f .
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that this is merely a peculiar characteristic of the
particular protocols described. As will be
appreciated, there also exist restrictive blind
signature protocols for the second preferred
embodiment in which the certifying party does not need
to know log,m in order to properly perform the
protocol. One such protocol will be described at the
start of the second description of an off-line
electronic cash system. This protocol will be shown
to have exactly the same functionality as the two
protocols described in the description of Figure 4 of
the first preferred embodiment.

As will be appreciated, it is therefore possible to
straightforwardly realize all the constructions
possible in the first preferred embodiment, and vice
versa. For this reason the description of the
techniques in the first preferred embodiment will not
be ‘‘copied’’ here (since this is almost a literal
translation).

Note ‘that the described flowcharts of Figure 14 up
to and including Figure 17 are constructed by the
technique used to construct the protocols of the first
three flowcharts in the first preferred embodiment.
The other restrictive blind signature protocol
described after the detailed description of the cash
system will be seen to be constructed using the second
technique (’‘doubling’’) explained in the first '
preferred embodiment.

10 Off-line electronic cash systems
I:éfhis section the use of restrictive blind ‘
sifnatures in the second preferred embodiment for the
construction of privacy-protecting off-line electronic
cash systems is described in detail. Without loss of
generality, the- restrictive blind signature protocol
from Figure 14 will be used. As will be lllustrated
in detail l&i?r on, if any other restrlctlve blind
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signature protocol is used instead only a minor
modification to the protocols suffices, depending on
the specific form of the contained information in the
representations the user knows of the input and the
output that is conserved.

10.1 Basic system

The protocols for withdrawal of a coin at B, paying
with a coin at a shop, and the deposit protocol will
be described, assuming coins of only one denomination
are issued. This is called the basic system.

Set-up of the system. Before the system can be put in
use, B generates a number g in G, not equal to 1, and
two numbers z and y in Z,. B also chooses two
collision-free hash functions H and H,. Here, H maps
an argument from G, x G, x G, to Z; and, for example, H,
maps an argument from G, x G, x SHOP-ID x DATE/TIME to Z,.
The function H is used as described in the flowchart
of Figure 14, with the distinction that the signature
corresponds to a pair of numbers, by letting R in Box
143 feed an additional argument to H. The function
Ho specifies in what way shops must generate the
challenge in Box 202 of the payment protocol. That
is, the two hash-functions perform the same role as
played by the two hash-functions in the basic cash
system described in the first preferred embodiment.
As for the format of H,, exactly the same remarks as
made with respect to the cash system described in the
first preferred embodiment apply.

B makes publicly known (g,¢%), ¢ and the description
of 2, Ho. The number g* will be denoted by h, and g
by g.. The pair (z,y) is the secret key of B. 4

A digital signature of B on a pair (4,B) in G, x G,
consists of a pair (c,7) in G;x Z, such that c equals
H(A,B,g"(hA)™¢). " Clearly, the equivalent definition of
the s:x.gnatur‘? -can be used instead, but stgr:.ng the
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pair (¢,r) requires somewhat less memory.

B also arranges for its own use a database to store
relevant information concerning its account holders
(such as identity-related information in the form of
name, address etcetera), and a database to store the
relevant parts of the information that shops send in
the deposit stage to B.

The publicly known information will of course need
to be incorporated in the software of the computing
devices of the account holders (or in the hardware,
e.g. in ROM).

Opening an account with B. In order to open an
account with B, Y must identify himself (for example
by means of a passport). B registers the
identity-related information (such as name and
address) together with a number u; in Z,. This number
is chosen differently for each account holder. 1In
case U double-spends, B will be able to compute u;.
Since the number is registered in this stage, B then
can determine the identity of the double-spender, and
take appropriate actions. The number g will be
denoted by m. Note that m varies per account holder.

The withdrawal protocol. Turning now to Figure 19,
the flowchart for the withdrawal protocol between U
and § is described in detail.

Box 191 is the same as Box 141.

Box 192 is similar to Box 142. It in addition
shows in the second and third lines U specifying a
number B in G, such that he knows a random
representation of it with respect to (g:,9). This *
r_xﬁber is fed as well into M, as shown in the sejventh
line. The other actions are the same as in Box 142.
U then sends the challenge ¢ to B.

Box 193 specifies how B computes the response.
This is the same as in Box 143; note, however, that
use is madef}f. the fact that B knows log,#, which is

Fi e
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equal to yu;. B sends the response to U.

The first line of Box 194 specifies the test for
correctness of the response r as applied by U. If the
test holds, U blinds the challenge r to ' as specified
by the second line.

Not shown is that B debits the account of U with
the value of the coin.

U now has at his disposal five numbers (s,z,,z,,a’,r')
such that (¢,') is a signature on (4,B), where A is
equal to gi'¢* and B is equal to g7'g™.

As will be obvious to those of ordinary skill in
the art, U can do a lot of pre-computations for Box
192, only the computations that depend on a have to be
performed (partly) in real time.

The payment protocol. Turning now to Figure 20, the
flowchart for the payment protocol between U and S is
now described in detail.

Box 201 shows U sending the pair (A,B) and the
signature, as obtained in the withdrawal protocol, to
S.

Box 202 shows S specifying the challenge d, which
it sends to U.

The first two lines of Box 203 specify how U must
compute the two responses from the challenge and the
representations known of A and B. These responses
are sent to S.

The first line of Box 204 specifies the test
applied by S to verify that the signature on (A,B) is
correct. The second line specifies how S tests that
the responses are correct.

Opviously, U can compute the challenge d in Box 202
by imself if he has access to a clock and can "look

p’' Is of S. ’

The deposit protocol. Next, the depos;t protocol will
be described. Since there is no interaction needed, a

figure hasﬂqggﬁ omitted. ad
’ ’_g"‘ .
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For example at the end of the day & sends the
‘ ‘payment transcript,’’ consisting of
((A,B),(c,"),(r1,72)) and date/time of the transaction, to
B. ‘
5 B searches its database to determine if A has been
deposited already before by some shop. Two cases can
be distinguished:

1. A is not yet in the database. In that case B
computes the number d by using Ig of § and the
10 provided number date/time of the transaction. B
then verifies whether ¢ is equal to HM(4,B,g" (hA)™)
and whether gj'g™ is equal to AB. If both
verifications hold, B stores the vector (4,d,r;) in
the database with a reference to § (in practice,

15 B might also want to store date/time) and credits
the account of S with the value of the coin in
qguestion.

2. A is already stored in the database. In that

20 case a fraud has occured. If the information that
is already stored was also provided by &, and
date/time is equal to that of the newly provided
payment transcript, then § is trying to get
credited twice for the same transcript. If this

25 is not the case, then B computes the number d, and
verifies the two verification relations as in the
first case.

If both verifications hold, an account holder must
have paid (at least) twice with the same coin. B
30 then has at its disposal (d,r;) from the newly
presented payment transcript, and (d',r}) which is
lready stored. The number (r, —r})/(d—d)modgq flust
/:hen be the number u; of the accountholder U ):.hat
double-spent. Hence B can determine the identity
‘3’? of the cheater and take appropriate actionms.

As will be obvious to those of ordinary skill in the
V4

art, B can e.g. store H(A) instead of A for a
suitable has&i-funct:.on H.
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Remarks. All the remarks made in the basic cash
system of the first preferred embodiment apply here as
well.

10.2 Extension: additional, tamper-resistant
bank-module that is embedded in the
computing device of the user

Set-up of the system. This is as described in the
basic system.

Opening an account with B. U and B first perform the
procedure described in the basic system for opening an
account. B then gives a bank-module O to U. O has
stored in its memory (e.g. in ROM) a number o, in Z
that B has chosen at random. B does not reveal this
number to U.

B makes the number g¢g3' known to U; this number will
henceforth be denoted by Ap. The sum 0;+uy;modg will
be called the account number. Apgy will perform the
role played by g in the basic system (input to the
protocol). As before, g;" will be denoted by m.

As will be obvious to those of ordinary skill in
the art, everything that is described here can be
trivially modified in case O has stored two numbers _
01,0;, and U the numbers g?g3? for a certain fixed g,
chosen by B. For illustrative purposes, this
modification will be used in the second description of
the payment system, using a different restrictive
blind signature protocol. _

Of course, the random nunbers of @ can in pract.l;.ce
bzfmplemented by pseudo-random numbers (preferably of

L4

h¥#gh quality). /

The withdrawal protocol. Turning now to Figure 21,
the flowchart for the withdrawal protocol of a coin

between U, as§1sted by O, and B is described in
detail. {i’ 4

£
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Box 211 shows O generating a random number o0, in Z,,
and computing ¢¥*. © then sends this number, which
will be denoted by Bo, to U. It is noted that O can
perform this step at any time before it is needed in
Box 213.

Box 212 is the same as Box 141.

Box 213 is similar to Box 142. The second line
shows that the input to the protocol is the product of
m and Ap, and it is blinded by U as in Box 142. The
third line specifies how U must compute B. The
difference with Box 142 is that U must multiply the
numbers Ap and Bp into it; as will be appreciated,
otherwise the assistance of O in the payment protocol
will not help U in computing the responses expected
by S. The remaining lines specify how the number a
must be blinded, and the construction of ¢ and c.
Finally, U sends the blinded challenge ¢ to B.

Box 214 is similar to Box 143, the distinction
being that in the assignment in the first line the
product of Ap with m is used, instead of only the
number m. Note that log,Aom is equal to y(o; +u).

Box 215 similar to Box 144, the distinction being
the same as in Box 214.

Not displayed is that B debits the account of U
with the value of the withdrawn coin.

The payment protocol. Turning now to Figure 22, the
flowchart for the payment protocol between U,
assisted by O, and § is now described in detail.

Box 221 shows U sending (A,B) and the signature to
S. It is the same as Box 201.

B@#x 222 shows S computing a challenge d as the
imége of (A,B,Ig,date/time) under Ho,. & sends thjs
number to U. Note that the actions are the same as
in Box 202.

Box 223 indigates how U blinds d to a number d' by
adding modulo ¢ a number generated in Box 213 to it.

This blinde___d‘gé’ﬁallenge is sent to O. +
F¥

&£
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Box 224 specifies that O tests whether it has
helped before in spending the particular coin. The
box shows that this is done by O verifying whether o,
is still stored in its memory. As will be obvious to
those of ordinary skill in the art, O does not
actually need to erase o0, once used. The second line
shows O computing a response r; to challenge d', which
it sends to U. O then erases o, from memory, or at
least sets a flag indicating that it has assisted once
in spending the coin.

Box 225 is similar to Box 203. The first line of
Box 225 shows U testing the response of O. 1If the
response of O is correct, U computes the two
responses r; and 7; in the manner specified by the
second and third lines, corresponding to d and
expected by S. Note that the second response is
computed in the same way as in Box 203, but to compute
the first response U/ must now also make use of the
response just sent by O. U then sends the two
responses to S.

Box 226 indicates that S tests the wvalidity of the
signature and the responses. It is the same as Box
204.

As in the basic system, U can compute the challenge

d in Box 222 himself if he has access to date/time and
Is. - .

The deposit protocol. This is similar to the
procedure described in the basic system. In case B
finds out that a coin has been double-spent (and hence
the double-spender must have been able to break the
tampér-resistance of his bank-module), then B can
pz:te the number u;+o0,modd of the double-spender as
explained before, and hence his identity. '
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10.3 Extension: coins that may be spent
multiple times

As mentioned in the description of the flowchart of
Figure 14, the signature can correspond to a vector of
numbers instead of to just one number. In the basic
system this was used for a pair of numbers. The basic
system can be straightforwardly modified in order to
obtain coins that may be spent k& times, for some k€ N.
From the description of this extension in the first
preferred embodiment, it will be obvious to those of
ordinary skill in the art how to do this. For
clarity, a description follows.

In Box 192, U must feed not just one number B as
additional argument to H, but k¥ numbers B,,...,B:.
These numbers are chosen by B such that for each B; he
knows a pair (z:,Z:2) in Z, x Z, such that B; is equal to
gzug:.z

In the payment protocol U must then send in Box 201
all B;'s along. In the i-th payment U sends in Box
203 the numbers r; =du;+z;; modqg and r; =ds+z;; modg to
S. The value of i must be apparent from the payment
protocol, and can hereto be required to be part of the
argument of H,.

If B ever finds out that a coin was spent k+1
times, then he can compute from two different pairs
(ry,7;) corresponding to a payment that was performed
(at least) twice involving the same B; the exponent of
the cheater as in the basic system.

Obviously one can reduce the number of bits
transmitted in Box 201 of the payment flowchart.
There are various ways to do this, as will be obvious
tg those of ordinary skill in the art. One
bossibility has been mentioned before: instead-'j of
using B; throughout, H(B;) is used for a suitable
choice of H. That means that the hash-values of the
B;'s will be used as argument of the hash-functie in
Box 192 of@e withdrawal protocol. "
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11 Off-line electronic cash systems:
using a different restrictive
blind signature protocol

In accordance with the remark at the beginning of the
previous section, yest another restrictive blind
signature protocol will be described. Contrary to the
restrictive blind signature protocol used in the
foregoing description of the cash system, the
certifying party need not know log,m in order to
compute the response r, and so the extensions of the
protocol to anonymous accounts and cheques can be
realized as in the first preferred embodiment. As
will be appreciated, hardly any modifications to the
foregoing protocols are needed.

First, a set-up phase is needed. In this phase, P
chooses a number g€ G, and a number z € Z,, and makes g
and h =g® publicly known. The number z is the secret
key of P. The function H is a collision-free
hash-function that maps four numbers in G, to a number
in Z,.

As before, at the start of the protocol a number m
in G, is chosen that both parties know; this is the
input of the protocol.

A digital signature of P on a number m€G, is a
vector (z,e¢,b,7) such that ¢g" is equal to h°% and m" is
equal to 26, with ¢ denoting H(m,z,a,b). As noted
before, the numbers (¢,r) can be used as the signature
instead.

Turning now to Figure 23, a flowchart of a
restyictive blind signature protocol will now be
desgribed in detail. .

As will be appreciated, this protocol is
constructed from the earlier mentioned Schnorr
protocol for ide{ntification, which is of the
Fiat/Shamir type, by app]:ying the inventive second
technique e:fp}s_&‘ined in the description of #he first
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preferred embodiment.

Box 231 shows P generating a random number w from
Z,. The third and fourth lines show how P applies
this number to g and the input m of the protocol in
order to obtain two numbers, denoted by a and b.

Using the secret key z, P also computes a number z by
applying it to m, as specified in the second line. 7P
then sends z, a, and b to R.

The first line of Box 232 shows R generating two
random numbers from Z, which are then applied to blind
m to m' as indicated in the second line. The third
line shows R generating two more random numbers,
which are used to blind the numbers a¢ and b, sent by P
in the preceding box, to numbers a’ resp. V as
specified in the fourth resp. fifth lines. The sixth
line shows how R blinds 2, also sent by P in the
previoys box, to a number 2'. Then R uses the blinded
numbers to compute challenge ¢ by applying the
hash-function to them, and blinds ¢ to ¢ as specified
in the eightth line. Finally, R sends c to P.

Box 233 shows how P computes the response r, which
it then sends to R.

The first two lines of Box 234 indicate the test
applied by R to verify the correctness of the
response r. If both equalities hold, then R computes
the blinded form r of r in the manner specified in the
third line.

This protocol allows for exactly the same blindihg
manipulations with respect to m, and restrictions
thereof, as the protocol in Figure 16 and its variant
described in the descripticn of the corresponding .
floichart. The vector (Z,d,V,r) is a digital
sg:ature of P on m'. The pair m', (¢,d,V,r') satisfies
the requirement for a blind signature protocol. For
clarity the notation sign(m) will henceforth be used
to denote a signature on m'.

As remarked in the protocol of Figure 16 and its

variant, g__.gé_l'i be excluded from the (k+ 1)‘vector with
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respect to which R must know a representation, not

influencing the fact that a blind signature has been
obtained (assuming that m# 1). 1In that case R must
inevitably use ¢ equal to zero if he wants to know a
representation of m' with respect to (g1,...,¢x) at the
end. Also, anyone can in that case verify if R has
set s equal to zero in Box 232: if s=0 then m'=1.

As will be obvious to those of ordinary skill in
the art, and in accordance with earlier the
descriptions of restrictive blind signature protocols,
it is easy to derive related variants from this
protocol. For instance, the variant for which the
verification relations are g" = ha® and m" = 2b° is also
a restrictive blind signature protocol (although the
assignments made to a, b and z will in that case be
somewhat more complicated).

Next 1t will be shown how to use this protocol in
the constructlon of off-line cash systems; the
resulting system allows for precisely the same
extensions as the system described in the first
preferred embodiment. As promised, only minor
adaptations to the foregoing description are needed.

11.1 Basic system

As before, in the description it is assumed that only
one type of coin is issued. The issuing of coins of
different representations can be realized as described
earlier.

Set-up of the system. Before -the system can be put to
use,‘B generates a random number z in Z, and a numbér
Gy. B computes g=, which will be denoted by h,
né makes (g,h) publicly known. The number z is the
secret key of B. B also generates two numbers g1,92 in.
G;. These are also made publicly known. As will be
clear to those of ordinary skill in the art, for
security rea:zi_t:;s B’'s choices for g,h,0,9. should be
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such that it seems infeasible for other parties to
compute a non-zero representation of 1 with respect to
(9,h,91,92); this is easily taken care of by generating
the numbers at random.

B also makes publicly known a suitable
hash-function H. This function operates on five
numbers from G, and maps them to Z,. The function X
should be collision-free.

Opening an account with B. In order to open an
account with B, U must identify himself. B registers
the identity-related information together with a
number u; € Z;. This number is chosen differently for
each account holder. 1In case U double-spends, B will
be able to compute u,.

Withdrawal protocol. Turning to Figure 24, the
flowchart of a withdrawal protocol will now be
described in detail.

Box 241 is similar to Box 231, with the distinction
that the number m is computed from g;, g2, and the
number u; of the account holder participating in the
protocol, in the manner specified in the second line.
As will be clear to those of ordinary skill in the
art, m need be computed only once for each account
holder; it can be stored beforehand. Moreover, the
number m does not need to be sent to U, since U can
compute it by himself (possibly doing this only once,
with the computing device storing it). B then sends
the numbers z,a,b to U.

Box 242 is similar to Box:232, with a few
distinctions. First of these is that U in fact sets ¢

qfal to zero, instead of cheosing it at random. ;
Second is that s may not be chosen equal to zero.
Thirdly, U feeds two numbers, denoted by A and B,
into the hash-function, rather than just one. Aas in
the previously described withdrawal protocols, this
can be done@‘ tak:.ng A equal to m' and B-¥such that a
e
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randomly chosen representation with respect to (g;,9:)
is known of it. To once more illustrate the fact that -
many small modifications are possible without needing
to deviate in ény way from the inventive techniques,
another way to generate A and B will be used here.
This consists of U ‘‘splitting’’ m' into A and B, .
meaning that the product AB is equal to m', and that
U must know representations of both A and B. To this
end, U generates random numbers z; and y;, both from
Z,, and computes A and B from this in the manner
specified in the sixth and seventh lines. The number
u;s—z;modg will be denoted by z, and y; will denote
s—y,modg.

Box 243 is the same as Box 233. Not shown is that
B debites the account of U.

Box 244 is the same as Box 234.

U now has at his disposal numbers A,B together with

. a corresponding signature sign(A, B) (being the vector

(¢',a',¥,7')), such that he knows representations of A
and B with respect to (g;,9:).
As will be obvious to those of ordinary skill in
the art, if B in the set-up phase also makes g% and g2
publicly known, then in Box 241 B need not send z to
U, since U can compute z himself. In any case, B
only needs to send the number z at most once to U,
since it is always the same when the same account
holder is involved in the protocol: U can store z.
Computations and transmissions that need be done only
once for each account holder are denoted in square
brackets (‘[ 1').
The j,payment protocol. Turning now to Figure 25, the
f_}p(dchart of the payment protocol will now be /
described in detail.
Box 251 shows U sending A, B and the signature
obtained in the withdrawal protocol to S. ’
The first 1.1.ne of Box 252 shows S verifying that U
in Box 242 %id not take s equal to zero; & will be
TFE
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clear to those of ordinary skill in the art, if s=0
could be used then account holders can double-spend
without ever being identified afterwards. As
indicated by the second line, § also verifies that the
signature sent by U is correct. The relations that
must hold in order for the signature to be correct
have been described in the description of the set-up
phase for the signature protocol of Figure 23. The
third line of the box shows § generating a challenge d
from Z, that may not be equal to 1. This challenge is
then sent to U.

Note that the flowchart specifies the test for
correctness of the signature to take place in this
box, rather than in Box 254, as is the case in earlier
flowcharts of payment protocols; this is merely to
once more point out that various tests can be
performed in different orders than indicated in the
flowcharts. That is, the test might as well be
performed in Box 254, or even while U is performing
the computations of Box 253.

Box 253 shows U verifying that the challenge
differs from 1. The second and third lines show U
generating two responses based on the challenge and
the representations he knows of A and B. As will be
clear, the test for inequality of the challenge to 1.
is to protect the privacy of U; if d=1 then the
responses reveal the number u; to S.

Box 254 shows S testing the correctness of the
responses. As before, if the test holds then S
accepts the payment.

The challenge d may be deteérmined in the same way
as iry the earlier payment protocols. As will be ¢
obvious to those of ordinary skill in the art, /
however, the requirement that d be the outcome of ‘a
collision-free hash-function can be weakened in this
case, due to the, fact that the particular restrictive
blind signature protocol does not allow forgery even
if one does g‘ga" need to know a representatﬁm of the
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output of the signature protocol.

The deposit protocol. S sends the payment transcript
to B. B verifies the validity of the transcript by
performing the same verifications as § did in the
payment protocol (that is, AB# 1, verification of the
signature and of the responses r,,7;, is d of the
required format). In effect, this stage is the same
as in earlier descriptions of payment protocols. 1In
case of double-spending B knows (at least) two
distinct payment transcripts involving the same A, B
but different challenges and corresponding responses.
This enables B to compute u; as will be clear to those
of ordinary skill in the art.

11.2 Extension: protection against framing

As in the earlier descriptions, a minor modification
suffices to protect users against framing attempts.
Hereto, in the stage where U opens his account with
B, not B but U himself should generate the number u,.
U then reveals g7, which will be denoted with I, to
B, but not u; itself. Note that this is sufficient
for B to compute m (=Ig,) in Box 241 of the
withdrawal protocol. As will be obvious to those of
ordinary skill in the art, U can generate ] in
cooperation with B in such a way that B does not know
u;; the advantage of this is that B can ensure that u,
is a random number to U, rather than a deliberate
choice of U.

In case U cheats by spending the same coin more
than pnce, B can compute u, as before, and hence
de‘t?i'mine the identity of the, double-spender.

Although the descriptions given thus far in the
application should be more than sufficient to enable
those of ordinary skill to make the necessary
modifications themselves without any dlff:.culty, for
the sake of q‘gypleteness a description wil¥ be g:l.ven _
"FE
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of the incorporation of unconditional protection
against framing.

Set-up of the system. This is almost the same as in
the description of the basic system, with the
extension being that B also makes publicly known a
number g; € G,, different from each of g, h g, and g,.

Opening an account. When opening an account with B, U
must identify himself. U generates two random
numbers u; and u, from Z, (possibly in cooperation with
B, as described before), computes g}'g}’ (denoted by
I), and sends I to B. 1In case U double-spends, B
will be able to compute u;,u,. Since I =g}'g} is
registered together with the account of & and
information related to his identity, B can find out
the identity of the double-spender and press charges.

The withdrawal protocol. First, it is noted that U
can prove that the money that will be withdrawn is
withdrawn from his legitimate account, by proving to B
that he knows a representation of I with respect to
(91,92); the protocol of Figure 18 can be used to this
end. Alternatively, U can sign a withdrawal request
using a public key set-up.

Turning now to Figure 26, a flowchart of the
modified withdrawal protocol will now be described.

Box 261 is similar to Box 241. As remarked, B can
compute m from I; this is shown in the second line of
the box. The other actions are the same.

Box 262 is similar to Box 242, the only distinction
being that m is computed as | times g;. Since the g
spXitting of m’' into A and B is the same as in Box
242, it is not explicitly written out.

Box 263 is the same as Box 243, and Box 264 is the
same as Box 244,

« 3 a2

is Sheet Has Been Replaced

T




WO 95/04417

10

15

20

25

30

130

The payment protocol. Turning to Figure 27, the
flowchart of the modified payment protocol will now be
described.

Box 271 resp. Box 272 are the same as Box 251 resp.
Box 252.

Box 273 is similar to Box 253, with the distinction
that U computes three responses instead of just two.

Box 274 is similar to Box 254, with the test for
the correctness of the responses modified, considering
that there are three responses that must be tested.

The deposit protocol. This is the same as in the
basic system; only the computation performed by B in
case double-spending has taken place needs to be
modified in the obvious way.

11.3 Extension: additional, tamperresistant
bank-module that is embedded in the
computing device of the user

For illustrative purposes the description of this
extension is as such that the feature of protection
against framing, independent of ¢computational power of
B, is incorporated. This is merely to illustrate the
fact that all the extensions can be easily
incorporated simultaneously, as will be obvious to
those of ordinary skill in the art.

Set-up of the system. This is exactly as in the
previous extension of the basic system.

Openjing an account. As before, one may let B genergte
at,fzzdom a pair (0,,0,), which B stores in, say, ghe
ROM of the tamper-resistant device O before giviﬁg it
to the accountholder U.

To illustrate.the way in which the inventive
techniques dlsplayed in this application can be
combined in éﬁxalghtforward ways, an alterﬁatlve
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realization is described. Turning to Figure 28, a
flowchart of this protocol will now be described in
detail.
In this protocol, a signature by O must be
5 computed, so a public-key set-up is needed; this can
. be installed by some organization trusted by B into
O. As will be obvious to those of ordinary skill in
the art, this organization need not be the bank
itself; it may be an issuer of the tamper-resistant

10 devices for instance. 1In this way, previously issued
tamper-resistant modules can be used to assist in cash
systems that are initiated in a later stage, without
users having to hand their tamper-resistant part to
the bank in order to let it install Ap. 1In addition,

15 it illustrates that there in fact is no need for B to
know Ap. It is noted that, in order to prevent O
from sending encoded information to B, the public-key
signature set-up of O must be such that for each
number there exists only one signature.

20 Box 281 shows U generating a number Ay such that he
knows a random representation of it with respect to
(91,92). This number will be used by ¥ throughout.

The fourth line shows U blinding this number to a
number T', which is sent to O. :

25 Box 282 shows O generating a number Ap such that it
knows a random representation (0;,0,) of it with respect
to (91,92). The third line shows O computing the
product of this number with the number sent by U in
the previous box. O then signs this product using

30 its public-key set-up, and sends Ap and the signature
on the product to U. :

Box 283 shows U computing the product as O did, and
tegfing that O indeed sent his signature on it. ,‘I:f
this is the case, then U4 sends the product, the

35 signature of O, and the number used to blind Ay in
l( Box 281, to B.

; Box 284 shows B verlfylng the signature on- T as. U
did. 1If the;"aignature of is correct, and ¥ence B is
f!‘
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ensured that a tamper-resistant part cooperated, then
it computes T/g'. This number will be denoted by I,
and is registered by B together with the identity of
U under the new account.

As will be appreciated, O and { can now or in a
later stage prove that they know a representation of J
with respect to (91,9:), without revealing any
additional information about the numbers, and such
that O does not reveal useful information about the
pair (0,,0;) to Y. This protocol has been described
earlier; it is similar to the payment protocol of
Figure 22. 1It is noted that in this way U can always
prove ownership of his account, for example in the
withdrawal protocol.

Should U unexpectedly be able to determine the
contents of the tamper-resistant device (by breaking
the tamperresistance), and spend the same information
more times than allowed, then B will be able to
determine (0, +u,,0,+u,). As before, by computing I
from this B can then determine the identity of the
double-spender.

As will be obvious to those of ordinary skill in
the art, o, may be (required to be) set to zero by O.
In that case, in the withdrawal protocol, to be
described shortly, U can set u; to zero and O can set
04 to zero. Also, § may be set to zero. 1In the

payment protocol, only r} must be computed and sent to
U in that case.

The withdrawal protocol. Turning now to Figure 29, a
flowchart of the payment protocol of a coin between
U, apsisted by O, and B is described in detail.

Jox 291 shows O generating two random numbers }n
order to generate a number denoted by Bp such that it
knows a representation of it with respect to (g;,4.).

O then sends Bo to U. As in the protocol of Figure
21, O can perform this step at any time before it..is
needed in quy,¢93. ¥
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Box 292 is the same as Box 261.

Box 293 is similar to Box 262. The first line
shows U computing m as the product of I/ and g;, which
need be done only once. The second and third lines
show that this number is blinded by U/ as in Box 262.
Note that the blinding number is denoted by o instead
of s, the reason for which is only to avoid notational
conflicts in denoting all the random numbers. In
accordance with the splitting of A and B as used in
the basic system, the eightth and nineth lines show U
generating A and B. Note that U to this end
multiplies the numbers Ap and Bp into the splitting;
as before, otherwise the assistance of O in the
payment protocol will not help Y in computing the
responses expected by §. The remaining lines are the
same as in Box 262.

Box 294 is the same as Box 263, and Box 295 is the
same as'Box 264.

The payment protocol. Turning now to Figure 30, a
flowchart for the payment protocol between U,
assisted by O, and S is now described in detail.

Box 301 shows U sending (A,B) and the signature on
the pair to §. It is the same as Box 201.

Box 302 is the same as Box 272.

Box 303 indicates how U blinds d to a number d' by
using random numbers generated in Box 293. This
blinded challenge is sent to O.

Box 304 is similar to Box 224. It specifies that O
tests whether it has helped before in spending the
particular coin. The second. line shows shows O
test;nq that the received challenge differs from zefo.
A§£?311 be appreciated, the actions in Box 293 ang Box
303 can be modified such that no such testing is -
needed; in that case, r{ must be computed as d'o; +0;
rather than as specified in the Box (likewise for r}),
and the tests iﬁ Box 305 ‘and 306 must be changed
accordlngly.&!smCh modification will be obwious to

"FE
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those of ordinary skill in the art; in fact, in all
earlier payment protocols including the
tamper-resistant part, no such test for the challenge
is needed. .

The third and fourth lines show O computing two
responses to challenge d', both of which it sends to
U. O then erases o, from memory, or at least sets a
flag indicating that it has assisted once in spending
the coin.

Box 305 is similar to Box 225. The first line of
Box 305 shows U testing the responses of O. If the
responses of O are correct, U computes the three
responses r,, 72, and r; in the manner specified by the
next three lines. U then sends the three responses
to S.

Box 306 is the same as Box 274.

The deposit protocol. This is as in the previous
extension.

As will be appreciated, framing attempts of B have
negligible probability of success, even if the
tamperresistant device of the accused user is
programmed such as to help B in such an attempt. That
is, determining u,,u, has negligible probability of
success even if O pretends to have used different
values for o0,,0, than it actually did.

Furthermore, as will be obvious to those of
ordinary skill in the art o,,0,, u, and u, can be set to
2ero and g; to 1. 1In that case, framing is protected,
but only in case B does not have ‘‘unlimited’’
computing power. :

Ag in all other withdrawal and payment protocols”
d;zérlbed in this application, the actions of @ in
tHis pair of protocols are precisely such that the
inventive technique of it performing in effect an
identification protocol of the Fiat/Shamir type is
applied; in the withdrawal protocol the first .
‘‘round’ "’ tg?gs pPlace; in the payment protbcol the
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challenge and response rounds takes place.

11.4 Extension: Multi-spendable coins

As will be obvious from the earlier descriptions, the
protocols can be modified such that the same coin is
allowed to be spent multiple times. For a k-spendable
coin, in case B receives a payment transcript
involving the same A,B for the k+ 1st time, he can
find out the identity of the cheater as before.

11.5 Extension: electronic cheques

Again, for illustrative purposes this extension is
described here such that the protection against
framing, independent of computational power, is
incorporated.

The set-up of the system This is exactly as described
in the first extension, with the addition that B makes
publicly known 2k numbers e, fi from G, and two numbers
d;,d; from G,, all distinct from one another and
distinct from g, h, g, and g,. (Heré, d, takes over
the role of g3, which is merely for notational

. purposes.) More specifically, all these numbers must

be such that it seems difficult for others to compute
2k + 6 numbers b; € Z, (not all zeros) such that

g ghrdbdbihbsele f2 .. ?‘“f?*“ is equal to 1. As before,
1t is easy to meet this requirement.

Cheques in the system can be spent for 2* different
amounts, without U needing to know beforehand for
what amount he will spend the cheque. To this end,
one xcan let the pair (e;, f;) represent for example 2+

rters, as described earlier. /

As will be obvious to those of ordinary skill in
the art, for security reasons the number r used by B
must be different than that used to certify coins.

('? n_;mwwmmwwm__m _m__'i-
;iﬁ% '
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Opening an account with B. This is the same as in the
first extension.

The withdrawal protocol. Turning now to Figure 31,
the flowchart for the withdrawal protocol of a cheque
between U and B will now be described in detail.

Box 311 shows U generating a number m; such that he
knows a random representation of it with respect to
(e1, f1y---r€k frad2). U sends this number to B.

Box 312 is similar to Box 261, with B in addition
registering m; with the account of U. Note that in
addition to d; (denoted by g; in Figure 29) the number
m; is multiplied with / to obtain the input m.

Box 313 is similar to Box 262. Note that in the
second line the product Id;m, is used instead of Id,.
The only other difference is that in the third,
fourth, and fifth lines U generates k+ 1 random
numbers instead of just two, and uses them all to
compute the splitting of m' into A and B. This is
done as follows: u;s=z;+z,modq, Us=y; +y; modq,
s=2+2,modq, a;s=au+apmodq, bis=PB+psmodyg, ...,
kS =arat+agpmod g, bxs=fra+Gipmodq, ary18=0as+apmodg.

The numbers at the right-hand side of these
equalities are generated by U at random from Z,, in
such a way that the equalities hold. U then computes
gighidi: eua fhia ... gora f24g24, yhich will be denoted by A4,
and m’/A, which will be denoted by B.

The other lines of the box show U computing the
other numbers as in Box 262.

Box 314 is the same as Box 263, and Box 315 is the
same as Box 264. :

N?t shown is that B deb;Lts the account of U for' an
an‘t?hnt corresponding to the maximum amount for wplch
the cheque may be spent.

The payment protocol Turning now to Figure 32, the
flowchart of the payment protocol for a cheque between
U and S is ;‘?y described in detail. ¥
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Box 321 is the same as Box 271. Not displayed is
that U also informs & of the amount for which he
wants to pay with the cheque. Without loss of
generality, it will be assumed that U wants to spend
an amount corresponding to (ej, f1),...,(e;, f;), where
1<j<k.

Box 322 is the same as Box 272.

Box 323 is quite similar to Box 273. The
difference is that U computes not two but k+1
responses, as specified in the box. U then sends all
these responses to S.

Box 324 shows S testing the correctness of the
responses. To this end, § verifies that
Tia+T F0modg, ..., Tj3+7Tie # Omod ¢ and that AB¢ is
equal to

BE AN T 0D | IRT. o e R AT Al AR &
these tests hold, S accepts and provides the services
corresponding to the part of the cheque that U spent.

The deposit. As before, S sends the payment
transcript to B, and B verifies the correctness. If
the verifications hold, and the cheque has not been
spent before, then B stores (for 1<i<j) the numbers
(ri + 12)(ria +754) "' mod ¢ in a database.

If a cheque has been spent already then B can
determine the identity of the double-spender as
before.

The refund protocol. Turning now to Figure 33, a
flowchart for the refund protocol between U and B is
now described in detail. p

Ncl:t shown is that U, in order to get a refund fdr
thesunspent part of the cheque, informs B of the
nnzer m; corresponding to the cheque in question;

Box 331 shows that B verifies that m; is registered
with the account information of U. Only if this is
the case, the rest of thie protocol is performed. As
will be cle??,: Box 331 may be combined with Box 333 if

e
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the part of U informing B of m; is combined with Box
332.

Box 332 shows U sending the numbers a;,b;, for
_7 <i<k, to B, i.e. the exponents corresponding to the
terms e;, f; of the cheque that have not been spent. 1In
compliance with Figure 32, it is assumed that these
are the last k~j terms. The box also shows U
computing a number z such that he knows a random
representation of it with respect to (e, f1,...,¢;, f;,d2).
As will become clear, this is similar to the actions
in Box 181 (the only difference is that other symbols
are used).

The third line of Box 333 indicates that B verifies
that none of the k—j quotients of the numbers a;,b;
sent by U is in its deposit database; hereto, as
indicated by the second line, none of the & may equal
zero. If this is the case, then U must prove to B
knowledge of a representation of m,/([I%;,, €FfY¥) with
respect to (ey,fy,...,ej, fj,d;). The specific protocol
described in the flowchart in Figure 18 has been used
for explicitness in the figure.

Box 334 is the same as Box 183, in fact only the
symbols differ.

Finally, Box 335 is in fact the same as Box 184,
with the addition that if B accepts the proof, then B
erases m, and stores the quotients a;/b; sent by U in
Box 332 in its database. Not shown is that B in that
case also credits the account of U with an amount
corresponding to the unspent part of the cheque.

As will be obvious to those of ordinary skill in
the art, with just a small modification this extension
can 'be combined with the extension to additional, <
t?ber-resistant computing devices. There are t}:o
bdsic ways to realize this modification: either the
knowledge of all the exponents is shared between O
and U, or the knowledge of just the exponents on
91,92,d, is shared and U knows all exponents on
(d2, €y, fi,.. ,ey:jﬂ) + '
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11.6 Extension: anonymous accounts

In the first extension a number g}'gy’, denoted by /[,
is registered together with the identity of U under
the account of /. 1In order to anonymously open an
account, U must ‘‘withdraw’’ I in a predecing protocol
with B, again using a restrictive blind signature.
This protocol is very similar to the protocol
described in the basic system. The difference is that
U does not withdraw a coin but a pseudonym.

Turning now to Figure 34, a flowchart of a possible
realization of this protocol will now be described.

Not shown is that U identifies himself, as in the
basic cash system.

Box 341 is similar to Box 231. It shows B
generating a random number u, € Z, that it did not use
in earlier executions of this protocol, and sending
this to U. The input m to the protocol is computed
from this in the manner specified in the second line.
The assignments to z,¢,b are computed as in Box 231.

As will be obvious to those of ordinary skill in the
art, even the protection against framing can be
incorporated by letting U/ himself generate the number
u, and informing B only of gi*

Box 342 is similar to Box 232; as in Box 242,
however, U blinds m only by raising it to a random
number.

Box 343 is the same as Box 233, and Box 344 is the
same as Box 234. The number m" is denoted by /; it is
the certified pseudonym of U/ (since U has a signature
of B).

In the procedure for opexiing an account, ¥ no
longer identifies himself. B only verifies that Iis
ceftified, and U (optionally) has to prove as before '
that he knows a representation of | with respect to
(91,92). In the withdrawal protocol U can prove
ownership of the account the money will be withdrawn
from in this way as well. .

444 of
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The rest of the system is as described before.

Since / is equal to g;'"¢; and in the withdrawal
protocol m =Ig; is blinded to m' =m’ for a random
number s € Z,, inevitably m' will be equal to gy'"g3’g}.
In case U double-spends, B can compute u,, and hence
the identity of the double-spender (by searching the
database that is used in the pseudonym-issuing
protocol). .

In this particular realization of the protocol, B
can also compute r and hence / in case of
double-spending, and so B will also know the account
of the double~spender. As will be obvious to those of
ordinary skill in the art, there are various simple
modifications to this technique. Apart from the
question whether there is any advantage in doing so,
the protocol can be modified such that only the
identity of the double-spender will be revealed but
not his account.

As will be readily apparent, even protection
against framing can be accomplished in this system.
To this end, the number u, is generated by U and gi*
is sent by 4 to B. Note that in that case in Box 341
B can still compute m.

Furthermore, a simple modification that will be
obvious to those of ordinary skill in the art suffices
to protect account holders against framing attempts,
regardless of the computational power of B. To this
end, i{ generates two random numbers u,,u; in Z,, and B
only gets to know gi'gy?.

* *x K

*

This concludes the detailed descriptions of two '
przférred embodiments. While these descriptions?pf
the present invention have been given as examples, it
will be appreciated by those of ordinary skill in the
art that varlous modificatiofis, alternate
conflguratlons, and equivalents may be employed
without depag}xng from the Splrlt and scopé of the

ot Has Been Replaced

\\ll\l\\ \lll\\ | \|\ \\I\



WO 95/04417 PCT/NL94/00179

10

15

20

25

30

35

141

present invention. For example, there are many
essentially equivalent orders to evaluate expressions;
ways to evaluate expressions; ways to order
expressions, tests, and transmissions within flowchart
boxes; ways to group operations into flowchart boxes;
and ways to order flowchart boxes. The particular
choices that have been made here are merely for
clarity in exposition. Various such modifications,
alternate configurations, and equivalents have been
indicated in the text. _

Certain variations and substitutions may be
apparent to those of ordinary skill in the art.
Various such variations and substitutions have been
indicated and sometimes described in detail in the
text. Tests in particular need not necessarily be
performed between the two actions indicated in the box
they are in, or in the boxes in which they are
indicated.

It will also be obvious to those of ordinary skill
in the art how parts of the inventive techniques and
protocols disclosed here can be used to advantage
without necessitating all the protocols of the
credential mechanism or cash system. This may be more
fully appreciated in the light of some examples. In
Section 4, many techniques have been described,
applicable in both preferred embodiments, for proving
several kinds of dependencies in the numbers of the
representation known by the user. These techniques,
and their corresponding protocols, do not need to be
used in conjunction with blind signature protocols.
For example, if the signatures are made by a
certifying party that can be trusted by users to net
compromise their privacy by helping organizations in
ligking transferred credentials, then the creden{ials
can be issued by means of an ordinary digital
signature. As will be appreciated, this in fact can
be realized in the described protocols by setting the
blinding facé?;s chosen by the user in the;respective
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second boxes of the flowcharts of restrictive blind
signature protocols to fixed values. This was
previously mentioned in the detailed description, as a
way to make privacy optional. In case the certifying
party does not help in linkage, however, privacy is
still guaranteed.
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WHAT IS CLAIMED IS:

l. A method for implementing a protocol between a
party of a first kind and a party of a second kind
5 for certifying information, where an inverse of a
function of a vector of numbers is called a
representation of the vector of numbers with
respect to the function if the function is
substantially difficult to invert for at least the

10 party of the first kind, the method'comprising the
steps of:

determining a first vector of numbers that is
known to the party of the first kind, such
that the party of the second kind knows a
non-constant function, f;, of the first vector
of numbers, where the function, f,, may be the
identity function;

15

transforming the first vector of numbers by
the party of the first kind to a second vector
of numbers, the transformation involving
numbers that can be randomly chosen by the
party of the first kind, such that the party
of the first kind knows a representation of
the second vector of numbers with respect to a
function, f;;

20

25

transforming the function, f,, of the first
vector of numbers by the party of the second
kind to a third vector of numbers, the
30 transformation involving a secret key of the
party of the second kind, where the
transformation may iequire interaction with
ﬁ( the party of the figst kind;

/
communicating the third wvector of numbers by

35 the party of the second kind to the party of
‘d!r the first kind; and
/ transforming the third vector of numbers by
theﬁfi%ty of the first kind to a fourth vector
EFE
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of numbers, such that the fourth vector of

numbers corresponds to the second vector of

numbers according to a relation involving a

public key that corresponds to the secret key
5 of the party of the second kind,

such that

a non-constant function, I;, of the first

vector of numbers is equal to a non-~-constant

10 function, [,, of the representation that is
known to the party of the first kind of the
second vector of numbers with respect to the
function, f;, regardless of the random choices
applied by the party of the first kind in the

15 transformation of the first vector of numbers
to the second vector of numbers;

for substantially each first vector of
numbers, and for substantially each second
vector of numbers and fourth vector of numbers
that corresponds to the second vector of
numbers according to the relation involving
the public key of the party of the second
kind, there exists at least one set of random
choices by the party of the first kind in the
transformation of the first vector of numbers
to the second vector of numbers, such that the
party of the first kind acquires the second
and fourth vectors of numbers if it applies
the at least one set of random choices in the
transformation of the first vector of numbers
to the second vector of numbers; and

4 it is substantially infeasible for the parﬁy
'ﬁ( of the first kind to’ generate, without /
' cooperation of the party of the second kind, a
j;!r vector of numbers of which it knows a

20

25

30

representation with respect to the function,
y f2, and a vector of numbers that corresponds
. tohgygé vector of numbers accordlng to the

FY
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relation involving the public key of the party
of the second kind.

2. A method as in claim 1, such that the party of the
first kind can feasibly generate, without
cooperation of the party of the second kind,
second vectors of numbers and fourth vectors of
numbers that correspond to the second vectors of
numbers according to the relation involving the
public key of the party of the second kind.

3. A method as in claim 1, such that the first wvector
of numbers for a new execution of the protocol is
determined as a non-constant function of the
representation known to the party of the first
kind of at least one second vector of numbers with
respect to the function, f,, where the at least
one second vector of numbers has been acquired by
the party of the first kind in an earlier
execution of the protocol.

4. A method as in claim 1, where the protocol is said
to be a pseudonym issuing protocol, because the
second vector of numbers is used by the party of
the first kind as a pseudonym.

5. A method as in claim 1, where the party of the
first kind is said to maintain a set of
credentials in the second vector of numbers,
because the function, /;, of the representation
known to the party of the first kind of the second
vector of numbers with respect to the function,
fa, represents a particular set of credentials ?f

eéxphe party of the first kind.

¢

- A method as in claim 5, where a set of credeﬂtials
is said to be installed in the second vector of
numbers by the party of the second kind, because
the first vector of numbers is determined such .
that thfngnCti°n' I,, of the first vegtor of

a*’
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numbers specifies the set of credentials that the

party of the second kind issues to the party of
the first kind.

A method as in claim 5, where the set of
credentials that is maintained by the party of the
first kind in the second vector of numbers is said
to be updated in a new execution of the protocol,
because the first vector of numbers in the new
execution of the protocol is determined as a
non-constant function of:

a vector of numbers that specifies the values
by which the credentials of the party of the
first kind are updated, and

the representation known to the party of the
first kind of the second vector of numbers
with respect to the function, f,.

8. A method as in claim 7, such that the party of the

second kind does not know the set of credentials
that is maintained by the party of the first kind
in the second vector of numbers.

9. A method as in claim 7 or 8, such that the party

of the second kind does not know the vector of
numbers that specifies the values by which the

credentials of the party of the flrst kind are
updated.

10. A method as in one of claims 1 to 7, such that the

party of the first kind comprises at least two
parties, that necessarily must cooperate in order

4sto know the representation of the second vector of

ﬁf numbers with respect to(the function, f,.

/

11. A method as in claim 1, such that a representation

of a vector of numbers, (m,,B:,...,B)), with respect
to the func¢tion, f,;,- is a vector of numbers,
(ai,.- ’atJ%Hd)' such that Yy'---Y™*a},, is equal to a
F¥ L e
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non-constant function, f;, of the vector of
numbers, (m,,B,,...,B;), where

the numbers, k£ and [, are greater than or equal
to zero;

fi(mo,By,...,B;) is an element of a mathematical
- structure, denoted by Z, and called a finite
group of integers modulo n;

the number n is the product of at least two
10 large prime numbers;

the numbers Y;,...,Y: are elements of the finite
group, Z.;

the number v is a positive integer;

15 the numbers a,,...,0; are elements of a
mathematical structure, denoted by Z, and
called a ring of integers modulo v; and

the number a,.; is an element of Z.

20 12. A method as in claim 11, such that the number, v,
is co-prime to the number of elements in the
finite group, Z,.

13. A method as in claim 11, such that the number, v,

is an even number.
25

14. A method as in claim 11, such that my is an
element of the finite group, Z;, and fi(m, By,...,B)
is equal to m,.

30 15. A method as in claim 11, such that

the public key of the party of the second kind
P comprises a number, X, from the finite group,
"’ Z,, and a hash-function H; ;

- the secret key of the party of the second kind
comprises the v-th root modulo n of each of

‘igr. the numbers, X, Y, ..., Y:, or, alternatively,

/ the p:lme factorization of the number, n; and
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the relation involving the public key of the
party of the second kind, and according to
which the fourth vector of numbers corresponds
to the second vector of numbers, is satisfied
if the relation b = (Xm)°%a holds, or,
alternatively, if the relation ¥’ = Xm(e)°
holds, where

e and b are numbers in the finite group,
Z.;
¢ denotes H(mq, B,...,Bi,a), where

(mo, By,..., B;) denotes the second vector of
numbers; and

m denotes fi(my,B1,...,B).

15 16. A method as in claim 11, such that

20
25

30

£

35

£

the public key of the party of the second kind
comprises a number, X, from the finite group,
Z,, and a hash-funétion H;

the secret key of the party of the second kind
comprises the v-th root modulo n of each of

the numbers, X, Y;, ..., Y&, or, alternatively,
the prime factorization of the number, n; and

the relation involving the public key of the
party of the second kind, and according to
which the fourth vector of numbers corresponds
to the second vector of numbers, is satisfied .
if the relation b’ = (Xea)m holds, or,
alternatively, if the relation b’ = Xa{m)°
holds, where

¢ and b are numbérs in the finite group,
Z.; ,
¢ denotes H(m,, B,,...,Ba), where /
(mo, By,...,B)) denotes the second vector of
numbers; and

m denotes fi(my,B,,...,B)).

. 17. A methggi;és in claim 11, such that ¥
'
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the public key of the party of the second kind
comprises a number, X, from the fJ.nJ.te group,
Z,, and a hash-function #;

the secret key of the party of the second kind

5 comprises the v-th root of ea_.ch of the
numbers, Y;, ..., Yz, and a vector of numbers,
(1,--.48;7 85+1), such that X is equal to
Zy---258%,,, where

the numbers, s,,...,5;, are elements of the

10 ring, Z,;

the number, s;;,, is an element of the

finite group, Z;;

the numbers, Z,,...,Z;, are elements of the
15 finite group, Z,; and

the number, j, is greater than or equal to

one,

or, alternatively, the secret key of the party
of the second kind is the prime factorization
20 of the number, n; and

the relation involving the public key of the
party of the second kind, and according to
which the fourth vector of numbers corresponds
to the second vector of numbers, is satisfied
if the relation Z%.. ZJ i+1 = (Xm)‘e holds, or,
alternatively, if the relation

Zh.. Z;’ i+1 = Xm(a) holds, where

25

a and b;;; are numbers in the finite group,
30 Z;;
b;....,b; are numbexrs in the ring, Z,;
P ¢ denotes H(m,, B;,...,Bi,8), where

/ (mo, By,...,B;)) denotes the second vector pf
' numbers; and ’

&
Ed

3‘5/ - m denotes fi(my,B,,...,B).

18. A method as 'in claim"11, such that

Fd
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the public key of the party of the second kind
comprises a number, X, from the finite group,
Z,, and a hash-function H;

the secret key of the party of the second kind
comprises the v-th root of each of the
numbers, Y;, ..., Y, and a vector of numbers,
(s1,.- ,s,,s,-+1), such that X is equal to

8§
yALE ZJ sly1+ where

the numbers, s,,...,3;, are elements of the
ring, Z,;

the number, s;;;, is an element of the
finite group, Z;;

the numbers, Zy,...,2;, are elements of the
finite group, Z;; and

the number, j, is greater than or equal to
one,

or, alternatively, the secret key of the party
of the second kind is the prime factorization
of the number, n; and

the relation involving the public key of the
party of the second kind, and according to
which the fourth vector of numbers corresponds
to the second vector of numbers, is satisfied
if the relation Z'{‘---Z;’ Y+1 = (Xa)°m holds, or,
alternatively, if the relation

Z'{‘ ue Z;-”'b;?_,_1 = Xa(m)° holds, where

e and bj;; are numbers in the finite group,
Z.:

by,...,b; are numbers in the ring, Z,;
¢ denotes H(m,, B,,...,B,a), where ¢
(mo, By,...,B;) denotes the second vector J,;of

numbers; and

m denotes fi(mo,Bs,...,B1).

19. A method as in claim 1, such that a representation

of a ve?q&r of numbers, (mo,BI, ., Bi), yith respect
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to the function, f,, is a vector of numbers,
(@3,...,a¢), such that gf'---g¢* is equal to a
non-constant function, f;, of the vector of
numbers, (mg,B,,...,B), where

the number, [, is greater than or equal to
zero;

the number, k, is greater than or equal to
one;

fia(me, By,...,B;) is an element of a mathematical
structure that has g elements, denoted by G,
and called a finite group of order g;

the numbers g,,...,gr are elements of G,; and

the numbers a,,...,a; are elements of a
mathematical structure, denoted by Z, and
called a ring of integers modulo gq.

20. A method as in claim 19, such that the number, ¢,
is a prime number.

21. A method as in claim 20, such that
G, is a subgroup of a finite group, Z;;
the number, p, is a prime number such that

p~1 has at least two large prime factors, one
of which is equal to g;

it is infeasible for the party of the first
kind to determine the prime factorization of
the number, p-1; and

linear combinations of numbers in the ring,

Z,, are computed modulo p— 1 by the party of
the first kind.

L4

22, A method as in claim 19, such that my is anj
element of the finite group, G,;, and fi(mq, By,...,B)
is equal to Mo,

»

23. A method as in claim 19, such that
‘.é
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the public key of the party of the second kind
comprises two numbers, ¢ and k, from the
finite group, G,, and a hash-function X;

the secret key of the party of the second kind

5 comprises the discrete logarithme in the ring,
Z,, of the number, h, with respect to the
number, g; and

the relation involving the public key of the
party of the second kind, and according to
which the fourth vector of numbers corresponds
to the second vector of numbers, is satisfied
if the relation ¢" = (hm)% holds, or,
alternatively, if the relation g" = Am(a)°
holds, where

10

15 '
¢ is a number in the finite group, G,:

¢ denotes H(mq, B,,...,Bi,a), where

(mg,By,...,B;)) denotes the second vector of
numbers;

20 T is a number in the ring, Z,; and
m denotes fi(my, By,...,B).

24. A method as in claim 19, such that

the public key of the party of the second kind
comprises two numbers, g and h, from the
finite group, G,, and a hash-function H;

25

the secret key of the party of the second kind
comprises the discrete logarithme in the ring,
Z,, of the number, h, with respect to the
number, g; and

30

the relation involving the public key of tHe
/ party of the second kind, and according to
e which the fourth vector of numbers corresponds
35 to the second vector of numbers, is satisfied
if the relation g" = (he)m holds, or,
alternatively, if the relation g" = ha(m)°

. hol?;g:/ where )
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¢ is a number in the finite group, G,;
¢ denotes H(mg, B,,...,Bi,a), where
(mq, By,...,B;) denotes the second vector of
numbers;
5 r is a number in the ring, Z,; and
m denotes fi(mq,B1,...,B1).

25. A method as in claim 19, such that

the public key of the party of the second kind
10 comprises two numbers, g and h, from the
finite group, G,;, and a hash-function H;

the secret key of the party of the second kind
comprises the discrete logarithme in the ring,
Z,, of the number, h, with respect to the

_15 number, g; and
the relation involving the public key of the
party of the second kind, and according to
which the fourth vector of numbers corresponds
20 to the second vector of numbers, is satisfied
if both ¢" =h% and m" = z°b hold, or
alternatively if both g" = ha® and m" = z¢° hold,
where
¢ denotes H(m,, B,,...,Bi,a), where
25 (mq, By,...,B;) denotes the second vector of
numbers;
r is a number in the ring, Z,;
2, a, and b, are numbers in the finite
group, G4; and
30 m denotes fiy(mq,B:,...,B1).
26. A method as in claim 19 ,; such that *
; / the public key of ther party of the second kind
comprises a number, h, from the finite group,
35 G,;, and a hash-function H;

/( the secret key of the party of the second kind
» comprises a vector of numbers, (s,...,sj}, such
thatgfyg;‘is equal to fi':--fj’, where

N
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the numbers, s;,...,$;, are elements of the
ring, Z,;

the numbers, f,,...,f;, are elements of the
finite group, G,;; and

the number, j, is greater than or equal to
two,

and

the relation involving the public key of the
party of the second kind, and according to
which the fourth vector of numbers corresponds
to the second vector of numbers, is satisfied
if the relation fi*---f;’ = (hm)°a holds, or,
alternatively, if the relation fi*---f;’ = hm(a)*
holds, where

a is a number in the finite group, Gi;

¢ denotes H(m,, By,...,B:,a), where
(mg, By, ..., B;) denotes the second vector of
numbers;

Ty...,T are numbers in the ring, Z,;; and

m denotes fi(mg,B,...,B:).

27. A method as in claim 19, such that

25

30

the public key of the party of the second kind
comprises a number, h, from the finite group,
G,, and a hash-function H; |

the secret key of the party of the second kind
comprises a vector of numbers, (s;,...,s;), such
that h is equal to f*.--f;’, where

the numbers, s,,. ,s,, are elements of the
ring, Z,;

the numbers, f,,...,f;, are elements of Ahe
finite group, G,; and

35 the number, j, is greater than or equal to
two , -
________Lf o
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the relation involving the public key of the
party of the second kind, and according to
which the fourth vector of numbers corresponds
to the second vector of numbers, is satisfied
if the relation fi'-::f;’ = (ha)*m holds, or,
alternatively, if the relation f['---f = ha(m)
holds, where

e is a number in the finite group, G,;

¢ denotes H(m,,B,,...,B;,a), where

(mo, By,...,B;) denotes the second vector of
numbers;

Ty,...,7; are numbers in the ring, Zé; and

m denotes f3(my,By,...,B).

- A method for implementing a protocol between a

party of a first kind and a party of a third kind,
for testing a predicate of a representation known
to the party of the first kind of a first vector
of numbers with respect to a function, f,, where
an inverse of a function of a vector of numbers is
called a representation of the vector of numbers
with respect to the function if the function is
substantially difficult to invert for at least the

party of the first kind, the method comprising the
steps of:

proving to the party of the thard kind by the
party of the first kind that it knows a second
vector of numbers that corresponds to the
first vector of numbers according to a
relation involving a public key of a party of

a second kind, where the proof may be *
performed by simply revealing the second
vector of numbers; and /

proving to the party of the third kind by the

party of the first kind that it knows a

representatlon of a function, fi, of the first

vec%p# of numbers with respect toa function,
i 2 S ——

s Lheet Has Been Replaced

R




WO 95/04417 PCT/NL94/00179

156 N D e

le

where the testing may require interaction between
the party of the first kind and the party of the
third kind, such that

the functions, f; and f,, determine the
particular predicate of the representation
known to the party of the first kind of the
first vector of numbers with respect to the

10 function, f,, that is tested by the party of
the third kind; and

it is feasible for the party of the first kind
to pass the test of the first vector of
numbers only when the first and second vectors
of numbers have been obtained in cooperation
with the party of the second kind.

15

29. A method as in claim 28, such that repeated
testing of the first vector of numbers by the
20 party of the third kind does not enable the party
of the third kind to determine the representation,
or a non-constant function thereof, that is known
to the party of the first kind of the first vector
of numbers with respect to the function, f,.

25 30. A method as in claim 28, such that if the number
of times that the first vector of numbers is
tested by the party of the third kind exceeds a
predetermined bound, greater than or equal to one,

30 then a non-constant function of the representation

that is known to the party of the first kind of
the first vector of numbers with respect to the

/{/function,,h, can be efficiently computed by the
party of the third kind. /

:;!r 31. A method as in claim 28, such'that:

a non-constant function of the representation
thaﬁ;ﬁs known to the party of the first kind
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of the first vector of numbers with respect to
the function, f,, is revealed by the party of
the first kind to the party of the third kind
in the first execution of the protocol; and

there exists a non-constant function of the
representation that is known to the party of
the first kind of the first vector of numbers
with respect to the function, f,;, about which
no information is revealed to the party of the
third kind in the first execution of the
protocol.

A method as in claim 28, such that the party of
the first kind comprises at least two parties,
that necessarily must cooperate in order to pass
the test of the first vector of numbers.

A method as in claim 28, such that the party of
the first kind can feasibly generate, without
cooperation of the party of the second kind, first
vectors of numbers and second vectors of numbers
that correspond to the first vectors of numbers
according to the relation involving the public key
of the party of the second kind.

A method as in claim 33, such that the protocol is
zero-knowledge, meaning that ordered sets of
messages, as viewed by the party of the third kind
in executions of the protocol, can be feasibly
generated, without any involvement of the party of
the second kind, with a probability distribution
that is substantially indistinguishable from the
probability distribution that applies when thé
party of the second kind has been involved jn the

generation of the first and second vectors of
numbers.

A method as in one of claims 28 to 34, such that

a g?éﬁconstant function of the régresentation
- 3“ .
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that is known to the party of the first kind
of the first vector of numbers with respect to
the function, f,, represents a set of
credentials that has been issued to the party

5 of the first kind by the party of the second
kind; and

the functions, f, and f,, specify a particular
predicate of the credentials of the party of

the first kind that is tested by the party of
10 the third kind.

36. A method as in claim 28, such that a
representation of a vector of numbers,
(mo, By,...,Bi), with respect to the function, f,, is
a vector of numbers, (a;,...,q; ar+1), Such that
Y ---Y™a},, is equal to a non-constant function,
fi, of the vector of numbers, (m,,B,,...,B), where

15

the numbers, k and [, are greater than or equal
to zero;

20 fi{mo,By,...,B;) is an element of a mathematical
structure, denoted by Z; and called a finite
group of integers modulo n;

the number n is the product of at least two

large prime numbers;
5
2 the numbers Y,,...,Y. are elements of the finite

group, Z,;
the number v is a positive integer;

the numbers a,,...,a; are elements of a
30 mathematical structure, denoted by Z, and
called a ring of integers modulo v; and

£

the number axy, is an element of Z;. '

3ﬁf A method as in claim 36, such that the numbef, v,
35 is co-prime to the number of elements in the

‘aff finite group, Z,.

; 38. A method as in claim 36, such that the number,- v,
' is an egpd number. +
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39. A method as in claim 36, such that my is an

element of the finite group, Z;, and fi(mg, Bi,...,B)
is equal to m,.

40. A method as in claim 36, such that the party of
the first kind proves to the party of the third
kind that it knows a representation,

(@1,--.,8k} Gksy), Of the vector of numbers,
(mo, By,...,B;), with respect to the function, f,, by:

committing to a number, B, in the finite
group, Z,, for which it knows a vector of
numbers, (bj,...,b; bit1), such that B is equal to
Yf‘---Y,f‘b};.,_l and (by,...,b; bis1) is substantially
unpredictable to the party of the third kind;

revealing k response numbers, ry,...,T,
responsive to a challenge number, ¢, in the

ring Z,, such that r; is equal to ca; +b; modv
for 1<i<k; and

revealing a response number, ri.;, in Z,, such
that 74+, is equal to ([I%, Y™+ 4v¥).qf by,

41. A method as in claim 36, such that

the function, f,, maps vectors (b,...,b;; bj+1) to
the number Z'{‘---Z;-”'b}_H for some integer j that
is greater than or equal to zero, where '
Zy,...,Z; are elements of the finite group, Z,,
that have been determined by the party of the
second kind; and

each of the numbers, Y;,...,Y:, for k greater
than or equal to zero, is a product of powers
p of numbers in the set {Z,,...,Z;} and their

! inverses. ' /

42. A method as in claim 28, such that a
representation of a vector of numbers,

(mo, By,...,Bi), with respect to the function, f;, is
a vectoz;yd; numbers, (aj,...,ax), such that gi'--- gt
. This Sheet Has Been Replaced
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is equal to a non-constant function f;, of the
vector of numbers, (mo,B,...,B:), where

the number, [, is greater than or equal to
zero;

the number, k, is greater than or equal to
one;

fi(mo,By,...,B;) is an element of 'a mathematical
structure that has ¢ elements, denoted by G,
10 and called a finite group of order g¢:

the numbers g;,...,g: are elements of G,; and

the numbers a,,...,a;, are elements of a
mathematical structure, denoted by Z, and

called a ring of integers modulo g.
15
43. A method as in claim 42, such that the number, g,

is a prime number.
44. A method as in claim 43, such that
20 G, is a subgroup of a finite group, Z,;
the number, p, is a prime number such that

P—1 has at least two large prime factors, one
of which is equal to g¢;

it is infeasible for the party of the first

25 kind to determine the prime factorization of
the number, p—1; and

linear combinations of numbers in the ring,

Z,, are computed modulo p— 1 by the party of
‘the first kind.
30
45. A method as in claim 42, such that my is an
ielement of the finite group, G,;, and f3(m,,B;,.,B)
; is equal to m,.

‘ /
46. A method as in claim 42, such that the party of
35 the first kind proves to the party of the third
/ kind that it knows a representation, (ay,...,0:), of
/ : the vector of numbers, (mo,Bl',l..,Blj, v:?_ith respect

to the___,.ﬁ_l"’)ction, f2. by:
F
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committing to a number, B, in the finite

PCT/NL94/00179

group, G,, for which it knows a vector of
numbers, (b;,...,b), such that B is equal to

g%---gi* and (by,...,b) is substantially

unpredictable to the party of the third kind;

and

revealing k response numbers, ri,...,Tk,

responsive to a challenge number, ¢, in the
ring Z,, such that r; is equal to ca;+b;modg

for 1<i<k.

47. A method as in claim 42, such that

the function, f,, maps vectors (b;,...,b;) to the

number e?---é? for some integer j; that is
greater than or equal to one, where e,,..

*?

€j

are elements of the finite group, G,, that

have been determined by the party of the
second kind; and

each of the numbers, g;,...,9x, for k greater
than or equal to one, is a product of powers

of numbers in the set {e;,...,e;) and their
inverses.

party of a first kind proves to a party of a

48. A method for implementing a protocol in which a

second kind a predicate of a vector of numbers,

without revealing any additional information
the vector of numbers, where

the vector of numbers is denoted by (u,,..

about

'1uk)r

where k is an integer that is greater than or

equal to one;

&~
2

each of the numbers,. u;,...,ux, is an elemgnt of

a mathematical structure called a ring of

integers modulo v and denoted by Z,, where v is

a positive integer'

a vector of numbers, (Z4,...,2), is known to

theﬂj&%ty of the first kxnd and tﬁ% party
"3‘

of
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the second kind;

each of the numbers, Z,,...,Zx, is an element of
a mathematical structure called a finite group
of integers modulo n and denoted by Z;, where

n is the product of at least two prime
numbers; and

the party of the first kind has committed to
the vector of numbers, (u;,. .,ux), by committing
to the product of powers, Z7':--Z;*uj ,, denoted

by A, where u,; is an element of the finite
group, Z,,

the method comprising the step of:

proving by the party of the first kind to the
party of the second kind that it knows a
vector of numbers, (a;,...,%;a+,), such that a

function, f,, of A is equal to the product of
powers, Yy'-.-Y%a},,,

such that

each of the numbers, Y),...,Y;, with | greater
than or equal to one, is a product of powers

of numbers in the set {Z),...,Z;} and their
inverses;

the function, f;, of A, is a product of powers
of numbers in the set {A4,Z,,...,2;} and their
inverses; and

the vector, (Y;,...,Y), and the function, fi,
together specify the predicate that the party
of the first kind proves of the vector of ,
numbers, (uj,...,u).

A method as in claim 48, such that the part§ of
the first kind proves to the party of the second
kind that it knows the vector of numbers,

(ay,-- ,ag,aH.l), by:

‘;, R
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committing to a number, B, in the finite
group, Z;, for which it knows a vector of
numbers, (b,...,4; bi+1), such that B is equal to
Yh.. Y"‘b_,_1 and (by,...,b; bi41) is substantially
unpredictable to the party of the second kind;

revealing ! response numbers, ri,...,m,
responsive to a challenge number, ¢, in the

ring Z,, such that r; is equal to ca; + b; mod v
for 1<i<!; and

revealing a response number, r4,, in Z., such
that 14, is equal to ([, Yt d”’”)-af“b;“.

50. A method for implementing a protocol in which a
party of a first kind proves to a party of a
second kind a predicate of a vector of numbers,
without revealing any additional information about
the vector of numbers, where

the vector of numbers is denoted by (ui,...,u:),

where k is an integer that is greater than or
equal to one;

each of the numbers, u;,...,u;, is an element of
a mathematical structure called a ring of

integers modulo ¢ and denoted by Z,, where q is
a positive integer;

a vector of numbers, (e;,...,ex), is known to the

party of the first kind and the party of the
second kind;

each of the numbers, e;,...,ex, is an element of

a mathematical structure called a finite group

of order ¢ and denoted by G,, where ¢ is a
4 positive integer; and

&
.

/ the party of the first kind has committed to

the vector of numbers, (u,,...,ux), by committing
to the product of powers, e}'---e;*, denoted by
A,

the mettgg}’ comprising the step of:
o
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proving by the party of the first kind to the
party of the second kind that it knows a
vector of numbers, (a,,...,a), such that a
function, f,, of A is equal to the product of
powers, gi'---gf',

such that

10

15

20

each of the numbers, ¢;,...,4%, with ! greater
than or equal to zero, is a product of powers
of numbers in the set {e;,...,ex} and their
inverses; '

the function, f,, of A, is a product of powers
of numbers in the set {A,e;,...,e;} and their
inverses; and

the vector, (g;,...,4), and the function, f;,
together specify the predicate that the party
of the first kind proves of the vector of
numbers, (uj,...,u).

51. A method as in claim 50, such that the party of

the first kind proves to the party of the second
kind that it knows the vector of numbers,

(a.l,...

25

30

Ve

35

&), by:

committing to a number, B, in the finite
group, Z,, for which it knows a vector of
numbers, (b;,...,b), such that B is equal to
g g}" and (by,...,5) is substantially
unpredictable to the party of the second kind;
and

revealing | response: humbers, ry,...,7,
: *
responsive to a challenge number, ¢, in the

ring Z,, such that r;,is equal to ca;+b; mo?q
for 1<i<l.

52. A method for implementing electronic transfer of
certified information between at least one party

Ve

of a flrsg kind, at least one party of;a second

‘ :

B A
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kind, and at least one party of a third kind,
using a first protocol for certifying information
and a second protocol for testing certified
information, where an inverse of a function of a
vector of numbers is called a representation of
the vector of numbers with respect to the function
if the function is substantially difficult to
invert for at least the party of the first kind,
the method comprising the steps of:

determining in the first protocol a first
vector of numbers that is known to the party
of the first kind, such that the party of the
second kind knows a non-constant function, f,,
of the first vector of numbers, where the
function, f;, may be the identity function;

transforming in the first protocol the first
vector of numbers by the party of the first
kind to a second vector of numbers, the
transformation involving numbers that can be
randomly chosen by the party of the first
kind, such that the party of the first kind
knows a representation of the second vector of
numbers with respect to a function, f,;

transforming in the first protocol the
function, f;, of the first vector of numbers
by the party of the second kind to a third
vector of numbers, the transformation
involving a secret key of the party of the
second kind, where the transformation may
require interaction‘with the party of the
first kind;

.

communicating in the first protocol the +hird
~vector of numbers by the party of the second
kind to the party of the first kind;

transforming in the first protocol the third
vecsgfyof numbers by the party of the first
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kind to a fourth vector of numbers, such that
the fourth vector of numbers corresponds to
the second vector of numbers according to a
relation involving a public key that
corresponds to the secret key of the party of
the second kind;

proving in the second protocol to the party of
the third kind by the party of the first kind
that it knows a vector of numbers that
corresponds to the second vector of numbers
according to the relation involving the public
key of the party of the second kind, where the
proof may be performed by simply revealing the
fourth vector of numbers; and

proving in the second protocol to the party of
the third kind by the party of the first kind
that it knows a representation of a function,
fi,» of the second vector of numbers with
respect to a function, fi,

such that

a non-constant function, [, of the first
vector of numbers is equal to a non-constant
function, I, of the representation that is
known to the party of the first kind of the
second vector of numbers with respect to the
function, f,, regardless of the random choices
applied by the party of the first kind in the
transformation of the first vector of numbers
to the second vector of numbers;

&
B

the functions, f; and f;, determine a
particular predicate of the function, I,y of
the representation known to the party of the
first kind of the second vector of numbers
with respect to the function, f,, that is
tested by the party of the third kind-in the
sec%pd protocol; +
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the information that is revealed to the party
of the third kind in a first execution of the
second protocol cannot be brought into unique
correspondance with the function, f,, of the

5 particular first vector of numbers that the
party of the first kind used in the execution
of the first protocol in which it acquired the
second vector of numbers that is tested in the
first execution of the second protocol; and

10 it is feasible for the party of the first kind
to pass the test of the second vector of
numbers in the second protocol only when the
second and fourth vectors of numbers have been
acquired in an execution of the first

15 protocol.

53. A method as in claim 52, such that even if the
second vector of numbers is tested arbitrarily
many times in executions of the second protocol by

20 parties of the third kind, it remains
substantially infeasible or impossible to bring
the information, that is revealed to the parties
of the third kind in these executions of the
second protocol, into unique correspondance with

25 the function, f,, of the first vector of numbers.

54. A method as in claim 52, such that if the number
of times that the second vector of numbers is
tested in executions of the second protocol by
parties of the third kind exceeds a predetermined
bound, greater than or equal to one, then the
second vector of numbers can be brought into
-"unique correspondance with the function, f,, of

* the first vector of numﬁers. /

30

of times that the second vector of numbers is
y tested in executions of the second protocol by

partzesggﬁ’the third kind exceeds a Pfgdetermlned
*FE [ —
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bound, greater than or equal to one, then the
second vector of numbers can be brought into
unique correspondance with the first vector of
numbers.

56. A method as in claim 55, such that knowledge of
the first vector of numbers by the party of the
second kind can serve as legal proof to an
impartial party that the second vector of numbers
has been tested a number of times exceeding the
predetermined bound, because the first vector of
numbers is substantially infeasible or impossible
to determine by the party of the second kind given
only the function, f,, of the first vector of
numbers, and any information revealed by the party
of the first kind in executions of the first
protocol.

10

15

57. A method as in claim 52, such that the second
vector of numbers is used as a pseudonym of the

20 party of the first kind with the party of the
third kind.

58. A method as in claim 52, such that the first
vector of numbers for a new execution of the first
protocol is determined as a non-constant function
of the representation known to the party of the
first kind of at least one second vector of
numbers with respect to the function, f,, where
the at least one second vector of numbers has been
acquired by the party of the first kind in an
earlier execution of the first protocol.

25

30

59. & method as in claim 52, such that the first
4+ protocol is executed at least twice, where at/
least one second vector of numbers acquired in an
35 earlier execution of the first protocol is used as
‘Aff . a pseudonym.of the party of the first kind with
A the party of the third kind, and the party of the

. . =
first kgl in the second protocol can pass the
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test of a second vector of numbers acquired in a
- new execution of the first protocol only
responsive to one of its pseudonyms, and not
responsive to the pseudonyms of other parties of
the first kind, because

the party of the first kind must commit to the
pseudonym already in the new execution of the
first protocol when it transforms the first

vector of numbers to the second vector of
numbers; and

the function, f;, operates not only on the
second vector of numbers acquired in the new
execution of the first protocol, but also on
the pseudonym that the party of the first kind
claims to have committed to in the new
execution of the first protocol.

60. A method as in claim 52, such that the first

protocol is executed at least twice, where at
least one second vector of numbers acquired in an
earlier execution of the first protocol is used as
a pseudonym of the party of the first kind with
the party of the third kind, and the party of the
first kind in the second protocol can pass the
test of a second vector of numbers acquired in a
new execution of the first protocol responsive to
only one of its pseudonyms with the party of the
third kind, and not responsive to the pseudonyms
of other parties of the first kind, where it
suffices for the party of the first kind to
transfer in the second‘bfotocol the fourth vector
40f numbers to the party of the third kind, because

L}

the party of the first kind in the new
execution of the first protocol transforms the
first vector of numbers to a non-constant
function of the psendonym, where the function
is EQéWn to the party of the secosd kind; and

g

A
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the party of the third kind in the second
protocol verifies that the vector of numbers
that the party of the first kind tranferred to
it, corresponds to the function of the

5 pseudonym according to the relation involving
the public key of the party of the second
kind.

61. A method as in claim 52, such that the first
protocol is executed at least twice, where at
least one second vector of numbers acquired in an
earlier execution of the first protocol is used as
a pseudonym of the party of the first kind with
the party of the third kind, and the party of the
first kind in the second protocol can pass the
test of a second vector of numbers acquired in a
new execution of the first protocol responsive to
any of its pseudonyms with the party of the third
kind, but not responsive to the pseudonyms of
other parties of the first kind, because the
function, f;, operates not only on the second
vector of numbers acquired in the new execution of
the first protocol, but also on any pseudonym that

the party of the first kind claims to be the owner
of.

10
15
20

25
62. A method as in claim 52, where the party of the
first kind is said to maintain a set of
credentials in the second vector of numbers,
because the function, I,, of the representation
30 known to the party of the first kind of the second
vector of numbers with respect to the function,
,9, represents a particular set of credentials of
}fthe party of the first kipnd. ;
63. A method as in claim 62, where a set of
credentials is said to be installed in the second
vector of numbers by the party of the second kind,
A because the first vector of numbers is determlned
#
I {
Been Replaced
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such that the function, I;, of the first vector of
numbers specifies the set of credentials that the
party of the second kind issues to the party of
the first kind.

64. A method as in claim 62, where the set of
credentials that is maintained by the party of the
first kind in the second vector of numbers is said
to be updated in a new execution of the first
protocol, because the first vector of numbers in
the new execution of the first protocol is
determined as a non-constant function of:

10

a vector of numbers that specifies the values
by which the credentials of the party of the
15 first kind are updated, and

the representation known to the party of the
first kind of the second vector of numbers
with respect to the function, f,.

20 65. A method as in claim 64, such that the party of
the second kind does not know the set of
credentials that is maintained by the party of the
first kind in the second vector of numbers.

66. A method as in claim 64, such that the party of
the second kind does not know the vector of
numbers that specifies the values by which the
credentials of the party of the first kind are
updated.

25

30 67. A method as in claim 62, such that the party of
the first kind can maintain sets of credentialg,
jfhat belong to different categories, in different
second vectors of numbers, because the /
transformation computed by the party of the second

35 kind in the first protocol involves one of at

‘d!r least two different secret keys, and the

; particular secret key that is used by the party of
the secggﬁ'klnd specifies to which pafilcular

fﬁ
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category the set of credentials, maintained in the
second vector of numbers, relates.

68. A method s in claim 67, such that the party of
the first kind maintains at least two sets of
credentials, each set belonging to a different
category and being maintained in its own second
vector of numbers, and the party of the third kind
in the second protocol tests a predicate of
credentials belonging to at least two different -
categories by specifying the function, f;, to

operate on all the corresponding second vectors of
numbers.

69. A method as in claim 52, such that the party of
the first kind comprises at least two pafties,
that necessarily must cooperate in the first and
second protocol in order to pass the test of the
second vector of numbers in the second protocol.

70. A method as in claim 69, such that

at least one of the parties that the party of
the first kind comprises of, acts in the
interest of at least one party of the second
or third kind; and

this chosen party (these parties) in the
second protocol can only transfer information
to the other party (parties) that the party of
the first kind comprises of.

71. A method as in claim 70, such that the information
that the chosen party (parties) in the first and
gecond protocol receives from and sends to the ¥

lgbther party (parties) that the party of the %}rst

¥ kind comprises of, and any information known to
the chosen party (parties) that can be used to
identify it (them), is substantially statistically
independent'from the information that the other
party (gﬁgﬂles), that the party of thesfirst kind
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comprises of, sends to and receives from the party
of the third kind in the second protocol.

72. A method as in claim 70, such that the party of
the first kind comprises exactly two parties, and

each of the two parties, that the party of the
first kind comprises of, knows a vector of
numbers that is substantially unpredictable to
the other party that the party of the first
kind comprises of, where the vector of numbers
that is known to each party that the party of
the first kind comprises of is referred to as
an initial vector of numbers of that party;

the first vector of numbers in the first
protocol is determined as a non-constant
function of the initial vectors of numbers
known to the two parties that the party of the
first kind comprises of, such that at most the
party of the second kind and the chosen party,
that acts in the interest of the party of the
second or third kind, know the first vector of
numbers;

the chosen party in the first protocol
transfers a vector of numbers, referred to as
a random vector of numbers, to the other party
that the party of the first kind comprises of,
where the random vector of numbers is such
that the chosen party knows a substantially
randomly chosen representation thereof with
respect to the function, f;;

P the transformation of the first vector of

ﬁg' numbers to the second vector of numbers in the

first protocol that is applied by the oﬁ%er
party that the party of the first kind
comprlses of, involves the random vector of
numbers that thé chosen party transferred to

it; ,;‘nd _ 4
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in the second protocol, the chosen party
transfers a vector of numbers, referred to as
a response vector, to the other party that the
party of the first kind comprises of, the
response vector being a non-constant function
of the initial vector of numbers of the chosen
party and its random vector of numbers,
responsive to a vector of numbers, referred to
as a challenge vector, that is transferred to
it by the other party that the party of the
first kind comprises of.

73. A method as in claim 59 or 61, where the pseudonym
is said to be a collective pseudonym, because the
party of the first kind comprises at least two
parties, that necessarily have to cooperate in
order to know the representation of the pseudonym
with respect to the function, f,.

74. A method as in one of claims 52 to 72, such that

the method is used for electronic payments;

parties of the first kind are paying parties,
such as consumers;

parties of the second kind are financial

institutions that can issue cash, such as
banks:

parties of the third kind are servicing
organizations, such as shops;

the party of the first kind withdraws money by
performing the first .protocol, called the
withdrawal protocol, with the party of the#
A{ second kind, and spends it at the party of the
g third kind by performing the second protécol,

called the payment protocol, with the party of
the third kind; and

the party of the third kind transfers- the .
tra2§§tipts of executions of the payment
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protocol to the party of the second kind in
order to have its account credited by the
party of the second kind.

75. A method as in claim 74, where the amount of
money, held by the party of the first kind, is
indicated by the value of a counter that is held

by, but not under control of, the party of the
first kind, such that:

the counter is increased in the withdrawal
protocol by the amount that is withdrawn by
the party of the first kind; and

the counter is decreased in the payment
protocol by the amount that is spent by the
party of the first kind;

76 . A method as in claim 54, for implementing
untraceable electronic cash systems, where the
identity of the party of the first kind can be
determined if and only if it has the second vector
of numbers tested a number of times exceeding the
predetermined bound, because the function, f;, of
the first vector of numbers is associated by the
party of the second kind uniquely with the
identity of the party of the first kind.

77. A method as in one of claims 70 to 72, for
implementing untraceable electronic cash systems
in which second vectors of numbers can be spent a
number of times exceeding a predetermined bound,
greater than or equal to one, only if the
information held by the chosen party (parties).

%rould become accessible to the other party
ﬂ{(partles) that the party of the first kind /
comprises of, and even then such a fraud will be
.traceable to the identity of the party of the
first kind afterwards, by the party of the second

kind. I‘J"‘ s
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A method as in claim 56, for implementing in
untraceable electronic cash systems a mechanism to
legally protect the party of the first kind
against a framing attempt of the party of the
second kind, such an attempt meaning that the
party of the second kind falsely accuses the party
of the first kind of having spent a second vector
of numbers a number of times exceeding the
predetermined bound.

A method as in claim 59, for implementing
untraceable electronic cash systems where each
withdrawn second vector of numbers can only be
spent under one particular pseudonym.

80. A method as in claim 54, for implementing

untraceable electronic cash systems in which
electronic cheques can be transferred, where

the function, I,, of the first vector of
numbers contains numbers chosen substantially
at random and unknown to the party of the
second kind;

in the second protocol, the party of the first
kind reveals a subset of the numbers in the
function, I;, of the representation that it
knows of the second vector of numbers with
respect to the function, f,, the particular
subset that is revealed indicating the amount
for which the electronic cheque is being
spent; and

the party of the first kind can obtain a

i refund from the party of the second kind for

the part of the cheque that it did not spend,
by revealing to the party of the second kind a
subset of the substantially randomly chosen
numbers ,contained in the function, I,, of the
- first yector of ﬁumbers, the subset being -
comg%eﬁentary to the subset of théinumbers
FE
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that it revealed to the party of the third
kind in the second protocol.

8l1. A method as in claim 58, for implementing _
untraceable electronic cash systems with anonymous
banking accounts, such that the first protocol is
executed at least twice, where

the function, f,, of the first vector of
numbers in the first execution of the first

10 protocol is associated by the party of the
second kind uniquely with the identity of the
party of the first kind;

the second vector of numbers acquired by the
_ party of the first kind in the first execution
15 of the first protocol is used as a pseudonym
of the party of the first kind with the party
of the second kind;

the function, f;, of the first vector of
numbers in succeeding executions of the first
protocol is equal to the pseudonym of the
party of the first kind with the party of the
second kind; and

20

the identity of the party of the first kind
can be determined when it spends a second
vector of numbers, acquired in one of the
succeeding executions of the first protocol, a
number of times exceeding a predetermined
bound, greater than or equal to one, because
the information that the party of the first
kind reveals in the gorreéponding executions
of the second protocol enables the party of*
/ the second kind to compute the function, fi,
'ﬁ( of the first vector of numbers that was uéed
in the first execution of the first protocol.

a5
‘dgr 82. A method as .in claim 52, such that a

25

30

/ representation of a vector of numbers, . :
(meo, By, . 4§§ﬁ. with respect to the funcf&on, fare is
TFS

Th1s Sheet Has BeemRa}‘ﬂdced

AW




WO 95/04417 ~  _ I PCT/NL94/00179

10

15

20

25

30

35

A A

178
Ed .
a vector of numbers, (a,,.. ,ak,abgég such that
Y Y“a.,‘_',1 is equal to a non-constant function, ,
.ﬁ. of the vector of numbers, (my,B,,...,B), where

the numbers, k£ and [, are greater than or equal
to zero;

fa(mo, By,...,By) is an element of a mathapé{:ical
s structure, denoted by Z; and called a finite
group of integers modulo n;

the number n is the product of at least two
large prime numbers;

the numbers Y;,...,Y: are elements of the finite
group, Z,;

the number v is a positive integer;

the numbers qa;,...,a, are elements of a
mathematical structure, denoted by Z, and
called a ring of integers modulo v; and

the number a;+; is an element of Z,.

83. A method as in claim 72, such that a
representation of a vector of numbers,
(mo, By,...,B), with respect to the function, f,, is
a vector of numbers, (a;,...,2; ai+1), Such that
Yi .. Y *a},, is equal to a non-constant function,
f3, of the vector of numbers, (m,,B,,...,B;), where

the numbers, k& and [/, are greater than or equal
to zero;

fi(mo,By,...,B)) is an element of a mathematical
structure, denoted by Z, and called a finite
group of integers modulo n;

the number n is the product of at least two
large prime numbers; '

the numbers Y,,...,Y;. are elements of the finite
group, Z,; :

the number v is a positive integer;

. Replaced'°
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the numbers a,,...,a; are elemei?ﬁ,s of a
mathemat1ca1 structure, denoted by Z, and ,
called a ring of integers med:-lo v; and

the number a;4; is an element of Z;,

5
; and ) ’ i
¢ the initial vector of numbers known to’the
chosen party that the party of the first kind
comprises of, can be described by
10

(01,-..,0k; Op+1), where o0,,...,0, are elements of
the ring, Z,, and 0;4; is an element of the

finite group, Z.;

the random vector of numbers that the chosen
15 party in the first protocol transfers to the
other party that the party of the first kind
comprises of, is equal to Y;---Y*u}, ,, where
U),...,u are elements of the ring, Z,, and up;

is an element of the finite group, Z.;

20 the challenge vector transferred to the chosen

' ' party by the other party that the party of the
first kind comprises of, is a number, c¢, in
the ring, Z,; and

the vector of numbers, denoted by

25 (T1,...»Tk: Tes1), that the chosen party in the
second protocol transfers to the other party
that the party of the first kind comprises of,
is such that each r;, for 1<i<k, is equal to
coj+u;modv, and T4, is equal to

30 (I, Yo ™) - ofytaes

84. A method as in claim 52, such that a
representation of a vector of numbers,
(mo, By,...,Bi), with respect to the function, f,, is
35 a vector of numbers, (ai,...,ax), such that g3'---gp*
is equal to a non-constant, publicly known
function, f;, of the vector of numbers,
(mo, B1,...,B;), where
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the number, !, is greater thq?%pr equal to
#zero;

the number, k, is greater than or equal to dﬁ?(
one;

fa(mo,B;,...,B;) is an element of a mathematical
structure that' has ¢ elements, denoted G,
and called a finite group of order g; *

the numbers g;,...,g9r are elements of G,; and

the numbers a,,...,a; are elements of a
mathematical structure, denoted by Z, and
called a ring of integers modulo g.

85. A method as in claim 72, such that a
representation of a vector of numbers,
(mo, By,...,B;), with respect to the function, f;, is
a vector of numbers, (a,...,a;), such that g}'---gpt
is equal to a non-constant, publicly known
function, f;, of the vector of numbers,
(mo, By,...,B;), where

and

the number, [, is greater than or equal to
zero;

the number, %k, is greater than or equal to
one;

fi(mo, B;,....B;) is an element of a mathematical
structure that has ¢ elements, denoted by G,
and called a finite group of order g¢;

the numbers g,,...,9: are elements of G,; and

the numbers a,,...,a; are elements of a
mathematical structure, denoted by Z, and
called a ring of integers modulo g,

the initial vector of numbers known to the
chosen party that the party of the first kind

comprises of, can be described by (01,...,0:),
where 0;,...,0, are elements of the ring, Z,;
eet Has Been Replaced

T



WO 95/04417

10

15

20

25

30

35

86.

T ——
* ¢ L M 5 * B .

181

the random vector of numbers that the chosen
party in the first protocol transfers to the
other party that the party of the first kind
comprises of, is equal to gy'---g;*, where
uy,...,Uu; are elements of the ring, Z,;

the challenge vector transferred to the chosen
party by the other party that the party of the
first kind comprises of, is a number, ¢, in
the ring, Z,; and

the vector of numbers, denoted by (r,...,7%),
that the chosen party in the second protocol
transfers to the other party that the party of
the first kind comprises of, is such that each
ri, for 1<i<k, is equal to co;+ u;modv.

Apparatus for implementing a protocol between a
party of a first kind and a party of a second kind
for certifying information, where an inverse of a
function of a vector of numbers is called a
representation of the vector of numbers with
respect to the function if the function is
substantially difficult to invert for at least the
party of the first kind, the apparatus comprising:

first information processing means that is
held by the party of the first kind;

second information processing means that is
under control of the party of the second kind
and beyond control of the party of the first
kind;

interface means between the first information

P processing means and the second information

processing means for.allowing 1nformat109
interchange therebetween;

means for determining a first vector of
numbers .that is-accessible to the first

information processing means, such .that the
secgggfinformation processing mear’s has access

H f‘_‘g‘ ) R -
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to a non-constant function, f;, of the first
vector of numbers, where the function, f;, may
be the identity function;

means within the first information processing

5 means for transforming the first vector of
numbers to a second vector of numbers, the
transformation involving numbers that can be
randomly generated by the first information
processing means, such that the first

10 information processing means has access to a
representation of the second vector of numbers
with respect to a function, f;;

means within the second information processing
means for transforming the function, f;, of
the first vector of numbers to a third vector
of numbers, the transformation involving a
secret key of the party of the second kind,
where the transformation may require
interaction with the first information
processing means, through the interface means;

15

20

means for transferring the third vector of
numbers by the second information processing
means to the first information processing

25 means, through the interface means; and

means within the first information processing
means for transforming the third vector of
numbers to a fourth vector of numbers, such
that the fourth vector of numbers corresponds
30 to the second vector of numbers according to a

relation involving a public key that

i corresponds to the secret key of the partyfof

-ﬁ{. the second kind, y /

such that
35

‘ﬂ?r a non-cpnstant function, I;, of the first

y vector of numbers is equal to a non-constant

fung?&bn,.ﬁ, of the representatxdﬁ accesszble
4

This Sheet Has Been Replaced




WO 95/04417 - PCT/NL94/00179

Y

to the first information processing means of
the second vector of numbers with respect to
the function, f,, regardless of the random
choices applied by the first information

5 ' processing means in the transformation of the
first vector of numbers to the second vector
of numbers;

for substantially each first vector of
numbers, and for substantially each second

10 vector of numbers and fourth vector of numbers
that corresponds to the second vector of
numbers according to the relation involving
the public key of the party of the second
kind, there exists at least one set of random

15 choices in the transformation of the first
vector of numbers to the second vector of
numbers, such that the first information
processing means acquires the second and
fourth vectors of numbers if it applies the at

20 least one set of random choices in the
transformation of the first vector of numbers
to the second vector of numbers; and

it is substantially infeasible for the party
of the first kind to generate, without
cooperation of the second information
processing means, a vector of numbers of which
it knows a representation with respect to the -
function, f,, and a vector of numbers that
corresponds to this vector of numbers
according to the relation involving the public
key of the party of ‘the second kind. -

25

30

87 ‘gpparatus as in claim 86, such that the party of
“ the first kind can feasibly generate, without
35 cooperation of the second information procéssing
‘d!r means, second vectors of numbers and fourth
' vectors of numbers that correspond to the second
vectors4§5gnumbers according to the reflation
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involving the public key of the party of the
second kind.

Apparatus as in claim 86, such that the first
vector of numbers for a new execution of the
protocol is determined as a non-constant function
of the representation accessible to the first
information processing means of at least one
second vector of numbers with respect to the i
function, f;, where the at least one second vector
of numbers has been acquired by the first
information processing means in an earlier
execution of the protocol.

Apparatus as in claim 86, where the protocol is
said to be a pseudonym issuing protocol, because
the second vector of numbers is used by the party
of the first kind as a pseudonym.

Apparatus as in claim 86, where the party of the
first kind is said to maintain a set of
credentials in the second vector of numbers,
because the function, I,, of the representation
accessible to the first information processing
means of the second vector of numbers with respect
to the function, f,, represents a particular set
of credentials of the party of the first kind.

Apparatus as in claim 90, where a set of

credentials is said to be installed in the second
vector of numbers by the party of the second kind,
because the first vector of numbers is determined
such that the function, J;, of the first vector‘of
pumbers specifies the set of credentials that the

Afparty of the second kind/issues to the party pof

92.

the first kind.

Apparatus as in claim 90, where the set of
credentials’that is maintained by the party of the
first klﬁ?}ln the second vector of numpers is sald

f -2
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to be updated in a new execution of the protocol,
because the first vector of numbers in the new
execution of the protocol is determined as a
non-constant function of:

a vector of numbers that specifies the values
by which the credentials of the party of the
first kind are updated, and

the representation accessible to the first
information processing means of the second
vector of numbers with respect to the
function, f;.

93. Apparatus as in claim 92, such that the party of
the second kind does not know the set of
credentials that is maintained by the party of the
first kind in the second vector of numbers.

94. Apparatus as in claim 92 or 93, such that the
party of the second kind does not know the vector
of numbers that specifies the values by which the

credentials of the party of the first kind are
updated.

95. Apparatus as in one of claims 86 to 93, such that
the first information processing means comprises
at least two separate information processing
means, each of which includes its own memoxry
means, such that both information processing means
must necessarily cooperate in order to have access
to the representation of the second vector of
numbers with respect to the function, f;.

96 .;Apparatus as in claim 86, such that a
representation of a vector of numbers, J
(me, By,...,B1), with respect to the function, f,, is
a vector of numbers, (aj,...,ax; ar+1), Such that
P e--Yitag,, is equal to a non-constant function,
fS, of the vector of numbers, (mg,B,,...,B;), where

(37 o

- g‘
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the numbers, k& and /, are greater than or equal
to zero;

fi(mo, B;,...,B;) is an element of a mathematic;l
structure, denoted by Z; and called a finite
group of integers modulo n;

the number n is the product of at least two
large prime numbers;

the numbers Y;,...,Y:, are elements of the finite
group, Z;;

the number v is a positive integer;

the numbers a,,...,a:x are elements of a
mathematical structure, denoted by Z, and
called a ring of integers modulo v; and

the number a,,; is an element of Z,.

97. Apparatus as in claim 96, such that the number, v,

is co-prime to the number of elements in the
finite group, Z;.

98. Apparatus as in claim 96, such that the number, v,
is an even number.

99. Apparatus as in claim 96, such that m, is an

element of the finite group, Z;, and f;(m,,B;,...,B)
is equal to m,.

100. Apparatus as in claim 96, such that

the public key of the party of the second kind
comprises a number, X, from the finite group,
Z;,, and a hash-function H;

the secret key of the party of the second Kind
ﬁf comprises the v-th rpot modulo n of each of

E the numbers, X, Y,, ..., Y:, or, alternat{vely,
the prime factorization of the number, n; and

the relation involving the public key of the
party of the second kind, and according to-
whliy'the fourth vector of numberg'corresponds

//_ f b
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to the second vector of numbers, is satisfied
if the relation ¥’ = (Xm)°a holds, or,
alternatively, if the relation &' = Xm(a)°
holds, where

e and b are numbers in the finite group, |
Z.;
¢ denotes H(m,,B,,...,B;,a), where

(mg, By,...,B;) denotes the second vector of
numbers; and

m denotes f3(mq, B;,...,B).

101. Apparatus as in claim 96, such that

4

£

"

the public key of the party of the second kind
comprises a number, X, from the finite group,
Z., and a hash-function H;

the secret key of the party of the second kind
comprises the v-th root modulo n of each of

the numbers, X, Y;, ..., Yi, or, alternatively,
the prime factorization of the number, n; and

the relation involving the public key of the
party of the second kind, and according to
which the fourth vector of numbers corresponds
to the second vector of numbers, is satisfied
if the relation b =(Xa)*m holds, or,

alternatively, if the relation b = Xa(m)°
holds, where

e and b are numbers in the finite group,
Z.;

¢ denotes H(m,, B,,...,B,a), where

(mg, By,...,B;) denotes the second vector of
numbers; and ?
m denotes fi;(mo,B4,...,B). /

102. Apparatus as in claim 96, such that

the public key of the party of the second kind
comprJ.ses a number, X, from the finite group,

nrddMd a hash-function H; ¥
JB“
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the secret key of the party of the second kind
comprises the v-th root of each of the
numbers, ‘Y;, ..., Y., and a vector of numbers,
(815---+857 8j+1), such that X is equal to
5 Zy---Zi's};,, where
the numbers, s,,...,s;, are elements of the
ring, Z,;
the number, s;;;, is an element of the
finite group, Z;;
10 the numbers, Z;,...,Z;, are elements of the
finite group, Z,; and
the number, j, is greater than or equal to
one,
15 or, alternatively, the secret key of the party

of the second kind is the prime factorization
of the number, n; and

the relation involving the public key of the
party of the second kind, and according to

20 which the fourth vector of numbers corresponds
to the second vector of numbers, is satisfied
if the relation Z%...Z}bY,, = (Xm)e holds, or,
alternatively, if the relation

Z"‘---Z;”b;’_‘_1 = Xm(a)* holds, where
25 ¢ and b;;, are numbers in the finite group,
Z.:
by,...,b; are numbers in the ring, Z,;
¢ denotes H(m,, B,,...,B;,a), where
10 (m¢, B1,...,B;) denotes the second vector of
numbers; and _
m denotes f;(mo,Bi,...,B,). P
103}{ Apparatus as in claim 96; such that ' /
35 the public key of the party of the second kind
comprises a number, X, from the finite group,
/ Z,, and ‘a hash-function H;
’ 4 -f' 4

cet Has Been Replaced

| T



PCT/NL94/00179

A

the secret key of the party of the second kind
comprises the v-th root of each of the
numbers, Y;, ..., Y:, and a vector of numbers,
(815-.+48j7 8j+1), such that X is equal to
s Z3+---Z78%,,, where
the numbers, s,,...,5;, are elements of the
ring, Z.;
the number, s;j;;,, is an element of the
finite group, Z.;

10 the numbers, Z,,...,Z;, are elements of the
finite group, Z;; and
the number, j, is greater than or equal to
one,

15 or, alternatively, the secret key of the party

of the second kind is the prime factorization
of the number, n; and

the relation involving the public key of the
party of the second kind, and according to

20 which the fourth vector of numbers corresponds
to the second vector of numbers, is satisfied
if the relation Z'{‘---Z;’ ¥+, = (Xa)*m holds, or,
alternatively, if the relation

JALED Z;" b+, = Xa(m)° holds, where

25 e and b;y; are numbers in the finite group,
Z,;
by,...,b; are numbers in the ring, Z,;
¢ denotes H(m,, B,,...,B;,a), where
(mg, Bi,...,B;) denotes the second vector of
30 numbers; and )
m denotes f;(mo,éh ,Bi). *
10}(’ Apparatus as in claim 86, such that a /
representation of a vector of numbers,
35 (mg, By,...,Bi), with respect to the function, f,, is
,{ a vector of numbers, (a,...,ax), such that g7'---g¢*
y is equal to a non-constant function, f;, of the
vector_z,gis;" numbers, (mo,B;,...,81), wherd
FE -
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the number, [, is greater than or equal to
Zero;

the number, k, is greater than or equal to
one;

fi(me,By,...,B;) is an element of a mathematical
structure that has ¢ elements, denoted by Gq
and called a finite group of order g¢;

the numbers g,,...,g9r are elements of G,; and

10 the numbers a,,...,a; are elements of a
mathematical structure, denoted by Z, and
called a ring of integers modulo gq.

105. Apparatus as in claim 104, such that the number,

15 g, is a prime number.

106. Apparatus as in claim 105, such that
G, is a subgroup of a finite group, Z,;
the number, p, is a prime number such that
20 p—1 has at least two large prime factors, one
of which is equal to g;

it is infeasible for the party of the first
kind to determine the prime factorization of

the number, p—1; and
25

linear combinations of numbers in the ring,
Z,, are computed modulo p—1 by the first
information processing means.

107. Apparatus as in claim 104, such that m, is an

element of the finite group, Gy, and f3(me, By,...,Bi)
is equal to m,. d

30

&
-

7/
the public key of the party of the second kind
35

| comprises two numbers, g and h, from the
‘gfr finite group, G,, and a hash-function H;

1033prparatus as in claim 104, such that

/s

. ::‘, F
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the secret key of -the party of the second kind
comprises the discrete logarithme in the ring,

Z,, of the number, h, with respect to the
number, g; and

the relation involving the public key of the
party of the second kind, and according to
which the fourth vector of numbers corresponds
to the second vector of numbers, is satisfied
if the relation ¢" = (hm)°a holds, or,
alternatively, if the relation g" = hm(e)°
holds, where

a is a number in the finite group, Gq:

¢ denotes H(m,, B,,...,B;,a), where
(mo, By,...,B;) denotes the second vector of
numbers;

r is a number in the ring, Z,; and
m denotes f;(mg,B,,...,B).

109. Apparatus as in claim 104, such that

the public key of the party of the second kind
comprises two numbers, g and i, from the
finite group, G,, and a hash-function H;

the secret key of the party of the second kind
comprises the discrete logarithme in the ring,

Z,, of the number, h, with respect to the
number, g; and

the relation involving the public key of the
party of the second kind, and according to
which the fourth vector of numbers corresponds
to the second vector of numbers, is satisfied
if the relation ¢" = (ha)m holds, or, ¢
alternatively, if the relation g™ = ha(m)° y
holds, where

e is a number in the finite group, G,;

¢ denotes H(my,B,,...,B;,a), where
(mo.‘Bn---,B:) denotes the second vector of
pighbers; ¥ B
. f-,’ [ — —
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r is a number in the ring, Z,; and
m denotes fi{(my, B;,...,Bi).

110. Apparatus as in claim 104, such that

the public key of the party of the second kind
comprises two numbers, g and h, from the
finite group, G,, and a hash-function H;

the secret key of the party of the second kind
comprises the discrete logarithme in the ring,
Z,, of the number, h, with respect to the
number, g; and

the relation involving the public key of the
party of the second kind, and according to
which the fourth vector of numbers corresponds
to the second vector of numbers, is satisfied
if both g¢" =h% and m" = z°b hold, or
alternatively if both g" = ha° and m" = za° hold,
where

¢ denotes H(m,, B,,...,B;,a), where
(mo, By,...,B;) denotes the second vector of
numbers;

r is a number in the ring, Z,;

2, ¢, and b, are numbers in the finite
group, G,; and

m denotes fi(m,, B,,...,B)).

111. Apparatus as in claim 104, such that

the public key of the party of the second kind
comprises a number, h, from the finite group,
G,, and a hash-function H; .

£

the secret key of the party of the second kind
comprises a vector of numbers, (sl,...,s,-)‘, such

that h is equal to fi'---f;’, where

th? numbers, S$;,..., sj, are elements of the
r:ingl Zq; .
=y )
£ 8+
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the numbers, f,,...,f;, are elements of the
finite group, G,; and

the number, j, is greater than or equal to
two,

and

the relation involving the public key of the
party of the second kind, and according to
which the fourth vector of numbers corresponds
to the second vector of numbers, is satisfied
if the relation f*...f/ = (hm)°a holds, or,
alternatively, if the relation fi'-:-f;’ = hm(a)°
holds, where

a is a number in the finite group, G,;

¢ denotes H(m,, B,,...,B;,a), where

(mo, By,...,B;) denotes the second vector of
numbers;

T1,...,T; are numbers in the ring, Z,; and

m denotes f;(m,,By,...,B).

112. Apparatus as in claim 104, such that

the public key of the party of the second kind
comprises a number, h, from the finite group,
G,, and a hash-function H;

the secret key of the party of the second kind
comprises a vector of numbers, (s,,...,s;), such
that h is equal to f{'---f;’, where

the numbers, s,,...,s;, are elements of the
ring, Zg;
the numbers, f;,...if;, are elements of the,

finite group, G,; and

the number, j, is greater than or equal to
two,

and

the relatlon involving the public key of the
party {pf the second kind, and accorfling to
¥
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which the fourth vector of numbers corresponds

to the second vector of numbers, is satisfied

if the relation f[*---f;’ = (ha)*m holds, or,

alternatively, if the relation f['--- fi = ha(m)°
5 holds, where

¢ is a number in the finite group, Gg;

¢ denotes H(m,, B,,...,Bi,a), where
(mo, B1,...,B;) denotes the second vector of
numbers;
10 ry,...,Tj are numbers in the ring, Z,; and

m denotes fi(my,B),...,B).

113. Apparatus for implementing a protocol between a
party of a first kind and a party of a third kind,
15 for testing a predicate of a representation
accessible to a first information processing
means, held by the party of the first kind, of a
first vector of numbers with respect to a
function, f,, where an inverse of a function of a
20 vector of numbers is called a representation of
the vector of numbers with respect to the function
if the function is substantially difficult to
invert for at least the party of the first kind,
the apparatus comprising:
25 the first information processing means;
second information processing means that is
held by the party of the third kind;

interface means between the first information
30 processing means and the second information
processing means for allowing information
’ interchange therebetween; *

_;f- means within the first information processing
' means for proving to the second information
35 processing means that it has access to a
‘ﬁ?r second ,vector of numbers that corresponds to
7 the first vector of numbers according to a-
. re;ggion involving a public key of a party of
R . :

———
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a second kind, where the proof may be
performed by simply revealing the second
vector of numbers to the second information
processing means; and

means within the first information processing
means for proving to the second information
processing means that it has access to a
representation of a function, f;, of the first
vector of numbers with respect to a function,

f21

where the testing may require interaction between
the first and second information processing means,
through the interface means, such that

the functions, f; and f,, determine the
particular predicate of the representation
accessible to the first information processing
means of the first vector of numbers with
respect to the function, f,, that is tested by
the second information processing means; and

it is feasible for the party of the first kind
to pass the test of the first vector of
numbers only when the first and second vectors
of numbers have been obtained in cooperation
with the party of the second kind.

114. Apparatus as in claim 113, such that repeated

testing of the first vector of numbers by
information processing means of the party of the
third kind does not enable the party of the third
kind to determine the representation, or a .
ngn-constant function thereof, that is accessible

ﬁﬁb the first information processing means of the
" first vector of numbers with respect to the

function, fo.

115. Apparatus as’in claim-113, such that if the number

of times }_gt the first vector of numbegs is

/___._,
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tested by the second information processing means
exceeds a predetermined bound, greater than or
equal to-one, then a non-constant function of the
representation accessible to the first information
processing means of the first vector of numbers
with respect to the function, fo,, can be
efficiently computed by the party of the third
kind.

116. Apparatus as in claim 113, such that:

15

20

25

a non-constant function of the representation
that is accessible to the first information
processing means of the first vector of
numbers with respect to the function, f,, is
revealed by the first information processing
means to the second information processing
means in the first execution of the protocol;

~and

there exists a non-constant function of the
representation that is accessible to the first
information processing means of the first
vector of numbers with respect to the
function, f,, about which no information is
revealed to the second information processing
means in the first execution of the protocol.

117. Apparatus as in claim 113, such that the first

30

information processing means comprises at least
two separate information processing means, each of
which includes its own memory means, such that
both information processing means comprised in the
first information processing means must *
'ecessarily cooperate in order to pass the te?t of

"the first vector of numbers.

35

rd

the first kind can feasibly generate, without
cooperatlop of the party of the second kind, first
vectorsﬂgg-numbers and second vectors 3f numbers

‘a?r 118. Apparatus as in claim 113, such that the party of

(F¥
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that correspond to the first vectors of numbers
according to the relation involving the public key
of the party of the second kind.

Apparatus as in claim 118, such that the protocol
is zero-knowledge, meaning that ordered sets of
messages, as viewed by the second information
processing means in executions of the protocol,
can be feasibly generated, without any involvement
of the party of the second kind, with a
probability distribution that is substantially
indistinguishable from the probability
distribution that applies when the party of the
second kind has been involved in the generation of
the first and second vectors of numbers.

120. Apparatus as in one of claims 113 to 119, such

121.

that

a non-constant function of the representation
that is accessible to the first information
processing means of the first vector of
numbers with respect to the function, fo,
represents a set of credentials that has been
issued to the party of the first kind by the
party of the second kind; and

the functions, f, and f,, specify a particular
predicate of the credentials of the party of
the first kind that is tested by the second
information processing means.

Apparatus as in claim 113, such that a
representation of a vector of numbers, :
(mo, By,...,B1), with respect to the function, f,, is
a vector of numbers, (aj,...,Gkx:Gk+1), Such thdt
Y§.--Y*a},, is equal to a non-constant function,
f3,» of the vector of numbers, (mo,B,,...,B!), where

the numbers, k and !, are greater than or equal

tO{;EfO, - +
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fa(mo, By,...,By) is an element of a mathematical
structure, denoted by Z, and called a finite
group of integers modulo n;
the number n is the product of at least two

5 large prime numbers;
the numbers Y;,...,Y; are elements of the finite
group, Z,;
the number v is a positive integer;

10 the numbers a,,...,4; are elements of a

mathematical structure, denoted by Z, and
called a ring of integers modulo v; and

the number a;,; is an element of Z;.

15 122. Apparatus as in claim 121, such that the number,

v, is co-prime to the number of elements in the
finite group, Z;.

123. Apparatus as in claim 121, such that the number,

20 v, is an even number.

124. Apparatus as in claim 121, such that m, is an

element of the finite group, Z,, and fi(m,B,...,B)
is equal to m,.

25 125. Apparatus as in claim 121, such that the means
within the first information processing means that
enables it to prove to the second information
processing means that it has access to a
representation, (a;,...,ar;ar+1), of the vector of

10 _ numbers, (mo,B,,...,B;), with respect to the
function, f;, comprises:

4 means for committing to a number, B, in the
/ . finite group, Z;, such that it has access,to a

vector of numbers, (b,...,bx;bk+1), that is such
35 that B is equal to Y{*.--Y*bl,, and
/ (bi,...sbr;brs1) is substantially unpredictable to
p the party of the ‘third kind; _
@ 4
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means for computing, and transferring through
the interface means, k response numbers,
T1,...,Tk, responsive to a challenge number, c,
in the ring Z,, such that n; is equal to

ca; + b;modv for 1<i<k; and

means for computing, and trahsferring through
the interface means, a response number, fiii,
in Z;, such that r4; is equal to

(T, Yorh 4%y - g b

126. Apparatus as in claim 121, such that

the function, f,, maps vectors (b;,...,b;; bj+1) to
the number ZT---Z?Q§4 for some integer j that
is greater than or equal to zero, where

Zy,...,Z; are elements of the finite group, Z;,

that have been determined by the party of the
second kind; and

each of the numbers, Yi,...,Y:, for k greater
than or equal to zero, is a product of powers

of numbers in the set {Z,,...,Z;} and their
inverses.

127. Apparatus as in claim 113, such that a

representation of a vector of numbers,

(mg, By,...,B), with respect to the function, f,, is
a vector of numbers, (e;,...,a;), such that gf'---g;*
is equal to a non-constant function f;, of the
vector of numbers, (m,,B,;,...,B), where

the number, !, is greater than or equal to

zero; )

the number, k, is greater than or equal to”
one; . y
fi(me, By,...,B;) is an element of a mathematical

structure that has ¢ elements, denoted by G,
and called a finite group of order g;

thé!ngpbers 91,...,9%x are elements g; Gq: and

PCT/NL94/00179
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the numbers a,,...,a; are elements of a
mathematical structure, denoted by Z, and
called a ring of integers modulo gq..

Apparatus as in claim 127, such that the number,
g, is a prime number.

Apparatus as in claim 128, such that
G, is a subgroup of a finite group, Z,;
the number, p, is a prime number such that

p—1 has at least two large prime factors, one
of which is equal to g;

it is infeasible for the party of the first

kind to determine the prime factorization of
the number, p-~1; and

linear combinations of numbers in the ring,
Z,, are computed modulo p—~1 by the first
information processing means.

Apparatus as in claim 127, such that m, is an

element of the finite group, G,, and fi(me,B,...,B)
is equal to-m,. '

Apparatus as in claim 127, such that the means
within the first information processing means that
enables it to prove to the second information
processing means that it has access to a
representation, (a;,...,a:), of the vector of
numbers, (mo,B,,...,B;), with respect to the
function, f,, comprises:

means for committing to a number, B, in the
finite group, G, such that it has access tb a
vector of numbers, (b}, ,br), that is such that
B is equal to gt ---g¥* and (by,...,b) is
substantially unpredlctable to the party of
the third kind; and

means for computing, and transferring through
the _‘i}fnerface means, k response nufbers,
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T,...,Tk, responsive to a challenge number, c,
in the ring Z,, such that r; is equal to
ca; +b;modqg for 1<i<k.

132. Apparatus as in claim 127, such that

the function,_ﬁ, maps vectors (by,...,b;) to the
number eg e’ for some integer j that is
greater than or equal to one, where €11.-+1€f
are elements of the finite group, G,, that

have been determined by the party of the
second kind; and

each of the numbers, g;,...,9x, for k greater
than or equal to one, is a product of powers
of numbers in the set {e;,...,e;) and their
inverses.

133. Apparatus for implementing a protocol in which
first information processing means, held by a
party of a first kind, proves to second
information processing means, held by a party of a
second kind, a predicate of a vector of numbers,
without revealing any additional information about
the vector of numbers, where

the vector of numbers is denoted by (uj,...,u:),

where k£ is an integer that is greater than or
equal to one;

each of the numbers, u;,...,ux, is an element of
a mathematical structure called a ring of
integers modulo v and denoted by Z,, where v is
a positive integer; .

¢ a vector of numbers, (Z,...,2Z:), is accessible
ﬁ( to both the first and the second 1nforma;10n
k processing means;

each of the numbers, Z,,...,Z:, is an element of
a mathematical structure called a finite group
of lntegers modulo n and denoted by Z,, where
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134. Apparatus as in claim 133, such that the means
within the first information processing means that
enables the first ihformation processing means to
prove ’gg,_j:xhe second information processing means

202

n is the product of at least two prime
numbers; and

the first information processing means has
committed to the vector of numbers, (uj,...,%),
by committing to the product of powers,
Z¥...Z%yy, ., denoted by A, where u; is an
element of the finite group, Z,

nt

the apparatus comprising:

interface means between the first information
processing means and the second information
processing means for allowing information
interchange therebetween;

means for proving by the first information
processing means to the second information
processing means that it has access to a
vector of numbers, (@,...,a; ai+' such that a

function, f;, of A is equal t\ e product of
powers, Y{'..-Y™af,,,

such that

each of the numbers, Y),...,Y;, with | greater
than or equal to one, is a product of powers

of numbers in the set {Z,,...,2Z;} and their
inverses;

the function, f;, of A, is a product of powers
of numbers in the set {4,Z,,...,Z;} and their
inverses; and

the vector, (Y3,...,Y)), and the function, f;,
together specify the predicate that the first
information processing means proves of the
vector of numbers, (4;,...,us). /

L )
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that it has access to the vector of numbers,
(@1,...,a413 a14+1), comprises:

means for committing to a number, B, in the
finite group, Z;, such that it has access to a
vector of numbers, (b,...,b; b+1), such that B
is equal to Y .. Y"‘b+1 and (by,...,br; byy) is
substantially unpredictable to the party of
.the second kind;

means for computing, and transferring through
the interface means, |/ response numbers,
ry,...,T, responsive to a challenge number, c,
in the ring Z,, such that r; is equal to
ca;+b;modv for 1<i<!; and

means for computing, and transferring through
the interface means, a response number, Tiels
in Z;, such that r,,; is equal to

(H£=1 Yi“"%" diw) Q10141

Apparatus for implementing a protocol in which
first information processing means, held by a
party of a first kind, proves to second
information processing means, held by a party of a
second kind, a predicate of a vector of numbers,
without revealing any additional information about
the vector of numbers, where

the vector of numbers is denoted by (ui,...,u:),
where k is an integer that is greater than or
equal to one;

each of the numbers, uj,...,ux, is an element of
a mathematical structure called a ring of ,
integers modulo ¢ and denoted by Z,, where'q is
a positive integer;’ /

a vector of numbers, (e;,...,e:), is accessible
to both the first and the second information
processing means;

i 4
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each of the numbers, e;...,€, is an element of
a mathematical structure called a finite group
of order ¢ and denoted by G,, where ¢ is a
positive integer; and

the first information processing means has
committed to the vector of numbers, (ug,...,u),
by committing to the product of powers,
e}*---er*, denoted by A,

the apparatus comprising:

interface means between the first information
processing means and the second information
processing means for allowing information
interchange therebetween;

means for proving by the first information
processing means to the second information
processing means that it has access to a
vector of numbers, (a;,...,4;), such that a
function, f;, of A is equal to the product of
powers, gi'---g,

such that

each of the numbers, ¢;,...,q1, With | greater
than or equal to zero, is a product of powers
of numbers in the set {eh .,ex} and their
inverses;

the function, f,, of A, is a product of powers
of numbers in the set {4,e;,...,e;} and their
inverses; and

the vector, (gi,...,q),; and the function, fi, ,
é together specify the predicate that the first
_}{ information processihg means proves of the
vector of numbers, (ui,...,Uk).

136. Apparatus as in claim 135, such that the means
within the first infbrmation'processing means .that
enablesfghe first information process:ng means to

f.‘f
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prove to the second information processing means
that it has access to the vector of numbers,
(a3,...,a1), comprises:

means for committing to a number, B, in the
finite group, Z;, such that it has access to a
vector of numbers, (b,,...,b), such that B is
equal to g ---g" and (by,...,b) is substantially
unpredictable by the party of the second kind;
and

means for computing, and transferring through
the interface means, | response numbers,
r1,...,7, responsive to a challenge number, c,
in the ring Z,, such that r; is equal to

ca; +b;modg for 1<:1< 1.

137. Apparatus for implementing electronic transfer of

certified information between at least one party
of a first kind, at least one party of a second
kind, and at least one party of a third kind,
using a first protocol for certifying information
and a second protocol for testing certified
information, where an inverse of a function of a
vector of numbers is called a representation of
the vector of numbers with respect to the function
if the function is substantially difficult to
invert for at least the party of the first kind,
the apparatus comprising:

first information processing means that is
held by the party of the first kind;
second information processing means that is

under control of the party of the second kihd
and beyond control of the party of the first

/'( kind; 4

third information processing means that is
held by the party of the third kind;

first interface means between the first

infgépﬁtion processing means and tKe second
FE
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information processing means for allowing
information interchange therebetween in the
first protocol;

second interface means between the first
information processing means and the third
information processing means for allowing
information interchange therebetween in the
second protocol;

means for determining in the first protocol a
first vector of numbers accessible to the
first information processing means, such that
the second information processing means has
access to a non-constant function, f,, of the
first vector of numbers, where the function,
fi, may be the identity function;

means within the first information processing
means for transforming in the first protocol
the first vector of numbers to a second vector
of numbers, the transformation involving
numbers that can be randomly generated by the
first information processing means, such that
the first information processing means has
access to a representation of the second
vector of numbers with respect to a function,

fai

means within the second information processing
means for transforming in the first protocol
the function, f;, of the first vector of
numbers to a third vector of numbers, the
transformation involving a secret key of the
party of the second kind, where the &
transformation may require interaction with
the first information processing means, /
through the first interface means;

means for transferring in the first protocol
the thlrd vector of numbers by the second

lnfogpﬁtlon processing means to thé first
N 3
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information processing means, through the
first interface means;

means within the first information processing
means for transforming in the first protocol
the third vector of numbers to a fourth vector
of numbers, such that the fourth vector of
numbers corresponds to the second vector of
numbers according to a relation involving a
public key that corresponds to the secret key
of the party of the second kind;

means within the first information processing
means for prowving in the second protocol to
the third information processing means,
through the second interface means, that it
has access to a vector of numbers that
corresponds to the second vector of numbers
according to the relation involving the public
key of the party of the second kind, where the
proof may be performed by simply revealing the
fourth vector of numbers to the third
information processing means; and

means within the first information processing
means for proving in the second protocol,
through the second interface means, to the
third information processing means that it has
access to a representation of a function, fi,
of the second vector of numbers with respect
to a function, f,,

such that

&

a non-constant function, I,, of the first
vector of numbers is<equal to a non-constant
function, I, of the representation accessible
to the first information processing means of
the second vector of numbers with respect to
the functlon, f2, regardless of the random
cho;gf# applied by the first inforfiation
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processing means in the transformation of the
first vector of numbers to the second vector
of numbers;

the functions, f; and f;, determine a
5 particular predicate of the function, I;, of
the representation accessible to the first
information processing means of the second
vector of numbers with respect to the
function, f,, that is tested by the third
10 information processing means in the second
protocol;

the information that is revealed to the third
information processing means in a first
execution of the second protocol cannot be
brought into unique correspondance with the
function, f,, of the particular first vector
of numbers that the first information
processing means used in the execution of the
first protocol in which it acquired the second
vector of numbers that is tested in the first
execution of the second protocol; and

15

20

it is feasible for the party of the first kind
to pass the test of the second vector of
numbers in the second protocol only when the
second and fourth vectors of numbers have been
acquired in an execution of the first
protocol.

25

138. Apparatus as in claim 137, such that even if the
second vector of numbers is tested arbitrarily
many times in executions of the second protocol, by
dAnformation processing means of parties of the
third kind, it remains stibstantially infeasible or
impossible to bring the information, that is
revealed to the information processing means of
the parties, of the third kind in these executions
of the segond protocol, into unique cegrespondance
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with the function, f;, of the first vector of
numbers.

139. Apparatus as in claim 137, such that if the number
of times that the second vector of numbers is
tested in executions of the second protocol by
information processing means of parties of the
third kind, exceeds a predetermined bound, greater
than or equal to one, then the second vector of
numbers can be brought into unique correspondance
with the function, f;, of the first vector of
numbers.

140. Apparatus as in claim 137, such that if the number
of times that the second vector of numbers is
tested in executions of the second protocol by
information processing means of parties of the
third kind exceeds a predetermined bound, greater
than or equal to one, then the second vector of
numbers can be brought into unique correspondance
with the first vector of numbers.

141. Apparatus as in claim 140, such that knowledge of
the first vector of numbers by the party of the
second kind can serve as legal proof to an
impartial party that the second vector of numbers
has been tested a number of times exceeding the
predetermined bound, because the first vector of
numbers is substantially infeasible or impossible
to determine by the party of the second kind from
the function, f,, of the first vector of numbers,
and any information revealed by the party of the
first kind in executions:-of the first protocol.

.

142’!ﬁpparatus as in claim 137, such that the second

ector of numbers is used as a pseudonym of the
party of the first kind with the party of the
third kind.

143. Apparatus a; in claim 137, such that the first
vector o{;nhmbers for a new execution éf the first
F¥ L . —— :
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protocol is determined as a non-constant function
of the representation accessible to the first
information processing means of at least one

second vector of numbers with respect to the
function, f,, where the at least one second vector -
of numbers has been acquired by the first
information processing means in an earlier
execution of the first protocol.

144, Apparatus as in claim 137, such that the first

10 protocol is executed at least twice, where at
least one second vector of numbers acquired in an
earlier execution of the first protocol is used as
a pseudonym of the party of the first kind with
the party of the third kind, and the party of the

15 first kind in the second protocol can pass the
test of a second vector of numbers acquired in a
new execution of the first protocol only
responsive to one of its pseudonyms, and not
responsive to the pseudonyms of other parties of

20 the first kind, because

the first information processing means must
commit to the pseudonym already in the new
execution of the first protocol when it

25 transforms the first vector of numbers to the
second vector of numbers; and

the function, f;, operates not only on the
second vector of numbers acquired in the new
execution of the first protocol, but also on

30 ' the pseudonym that the first information
processing means supposedly committed to in
the new execution of the first protocol.

146'{J Apparatus as in claim 137, such that the flrét
a5 protocol is executed at least twice, where at
least one second vector of numbers acquired in an
‘ﬁ?r earlier exédcution of the first protocol is used as
a pseud:ggm of the party of the first j/)kind with
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the party of the third kind, and the party of the
first kind in the second protocol can pass the
test of a second vector of numbers acquired in a
new execution of the first protocol responsive to
only one of its pseudonyms with the party of the
third kind, and not responsive to the pseudonyms
of other parties of the first kind, where it
suffices for the first information processing
means to transfer in the second protocol, through
the second interface means, the fourth vector of

numbers to the third information processing means,
because

the first information processing means in the
new execution of the first protocol transforms
the first vector of numbers to a non-constant
function of the pseudonym, where the function
is accessible to the second information
processing means; and

the third information processing means in the
second protocol verifies that the vector of
numbers that the first information processing
means tranferred to it, through the second
interface means, corresponds to the function
of the pseudonym according to the relation

involving the public key of the party of the
second kind.

146. Apparatus as in claim 137, such that the first

protocol is executed at least twice, where at
least one second vector of numbers acquired in an
earlier execution of the first protoccl is used as
A pseudonym of the party of the first kind with
the party of the third kind, and the party o; the
first kind in the second protocol can pass the
test of a second vector of numbers acquired in a
new execution of the first protocol responsive to
any of its bseudonymé with the party of the third
kind bu;épot responsive to the pseudoﬁyms of other
i _ . .
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parties of the first kind, because the function,
f3,» operates not only on the second vector of
numbers acquired in the new execution of the first
protocol, but also on any pseudonym that the party
of the first kind claims to be the owner of.

Apparatus as in claim 137, where the party of the
first kind is said to maintain a set of
credentials in the second vector of numbers,
because the function, I, of the representation
accessible to the first information processing
means of the second vector of numbers with respect
to the function, f,, represents a particular set
of credentials of the party of the first kind.

Apparatus as in claim 147, where a set of
credentials is said to be installed in the second
vector of numbers by the party of the second kind,
because the first vector of numbers is determined
such that the function, I;, of the first vector of
numbers specifies the set of credentials that the
party of the second kind issues to the party of
the first kind.

Apparatus as in claim 147, where the set of
credentials that is maintained by the party of the
first kind in the second vector of numbers is said
to be updated in a new execution of the first
protocol, because the first vector of numbers in
the new execution of the first protocol is
determined as a non-constant function of:

a vector of numbers that specifies the values
by which the credentials of the party of ithe
first kind are updated, and

/
the representation accessible to the first
information processing means of the second
vector of numbers with respect to the
function, f,.

"4 +
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Apparatus as in claim 149, such that the party of
the second kind does not know the set of
credentials that is maintained by the party of the
first kind in the second vector of numbers.

Apparatus as in claim 149, such that the party of
the second kind does not know the vector of
numbers that specifies the values by which the
credentials of the party of the first kind are
updated.

Apparatus as in claim 147, such that the party of
the first kind can maintain sets of credentials,
that belong to different categories, in different
second vectors of numbers, because the
transformation computed by the second information
processing means in the first protocol involves
one of at least two different secret keys, and the
particular secret key that is used by the second
information processing means specifies to which
particular category the set of credentials,
maintained in the second vector of numbers,
relates.

Apparatus as in claim 152, such that the party of
the first kind maintains at least two sets of
credentials, each set belonging to a different
category and being maintained in its own second
vector of numbers, and the party of the third kind
in the second protocol tests a predicate of
credentials belonging to at least two different
categories by specifying the function, f;, to
operate on all the corresponding second vectors of
‘numbers. _
Apparatus as in claim 137, such that the figgt
information processing means comprises at least
two separate information processing means, each of
which includes its own memory means, such that
both igé&?mation processing means comprised in the
“is )
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first information processing means must
necessarily cooperate in order to pass the test of
the second vector of numbers in the second
protocol.

155. Apparatus as in claim 154, such that

the first information processing means
comprises two information processing means,
each including its own memory means;

one of the information processing means that
the first information processing means
comprises of, is tamper-resistant, and its
memory means are inaccessible to the party of
the first kind;

the tamper-resistant information processing
means has no access to the first and second
~interface means;

the other information processing means that
the party of the first kind comprises of, is
under control of the party of the first kind,
and has access to the first and second
interface means;

the tamper-resistant information processing
means and the information processing means
that is under control of the party of the
first kind, include third interface means for

allowing information interchange therebetween;
and

in the second protocol the tamper-resistant
information processing means can only transfer
information to the information processing
means that is under control of the party pr
the first kind, through the third interface
means, because the tamper-resistant
information processing means, and the
information processing means that is under.
congﬁgh of the party of the first £ind, are
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configured in such a way that the
tamper-resistant information processing means
cannot communicate directly with the third
information processing means.

156. Apparatus as in claim 155, such that the

information that the tamper-resistant information
processing means in the first and second protocol
receives from and transfers to the information
processing means that is under control of the
party of the first kind, and any information
accessible to the tamper-resistant information
processing means that can be used to identify it,
is substantially statistically independent from
the information that the information processing
means, that is under control of the party of the
first kind, tranfers to and receives from the
third information processing means in the second
protocol.

157. Apparatus as in claim 155, such that

each of the two information processing means,
that the first information processing means
comprises of, has access to a vector of
numbers that is not accessible to the other
information processing means that the first
information processing means comprises of,
where the vector of numbers that is accessible
to each information processing means that the
first information processing means comprises
of, is referred to as an initial vector of
numbers of that infdrmation processing means;

;f! the first vector of numbers in the first

protocol is determ;ned as a non-constantj
function of the initial vectors of numbers
~ known to the two information processing means
that thé first information processing means
comggi?es of, such that at most the second
« f-'-? .
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information processing means and the
tamper-resistant information processing means
have access to the first vector of numbers:

the tamper-resistant information processing

5 means in the first protocol transfers a vector
of numbers, referred to as a random vector of
numbers, to the information processing means
that is under control of the party of the
first kind, where the random vector of numbers

10 is such that the tamper-resistant information
processing means has access to a substantially
randomly chosen representation thereof with
respect to the function, f;;

the transformation of the first vector of

15 numbers to the second vector of numbers that
is applied in the first protocol by the
information processing means that is under
control of the party of the first kind,
involves the random vector of numbers that the

20 tamper-resistant information processing means
transferred to it; and

in the second protocol, the tamper-resistant
information processing means transfers a
vector of numbers, referred to as a response

25 vector, to the information processing means
that is under control of the party of the
first kind, the response vector being a
non-constant function of the initial vector of

30 numbers of the tamper-resistant information

processing means and its random vector of
numbers, responsive to a vector of numbers,,
4 referred to as a challenge vector, that is
f{' transferred to it by’'the information /
processing means that is under control of the
35

‘drr party of the first kind.

g 158. Apparatus a; in claim 144 or 146, where the

' pseudon%?;is said to be a collective pSeudonym of
FZ
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a plurality of parties of the first kind, because
only the cooperation of all these parties of the
first kind knows the representation cf the
pseudonym with respect to the function, f;.

Apparatus as in one of claims 137 to 157, such
that

the apparatus is used for electronic payments;

parties of the first kind are paying parties,
such as consumers;

parties of the second kind are financial
. institutions that can issue cash, such as
banks;

parties of the third kind are servicing
organizations, such as shops;

the party of the first kind withdraws money by
letting the first information processing means
perform the first protocol, called the
withdrawal protocol, with the second
information processing means, and spends it at
the party of the third kind by letting the
first information processing means perform the
second protocol, called the payment protocol,

with the third information processing means;
and

the party of the third kind transfers the
transcripts of executions of the payment
protocol, received by its information
processing means in executions of the second
protocol, to the party of the second kind in
order to have its account credited by the -
party of the second kind.
/
Apparatus as in claim 159, where the .amount of
money, held by the party of the first klnd is
indicated by the value of a counter maintained
within the first information processing means,.
such tha +
e
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the first information processing means is
tamper-resistant, and includes memory means
inaccessible to the party of the first kind;

the first information processing means
includes means for increasing and decreasing
the counter; '

the first information processing means
_increases the counter in the withdrawal
protocol by the amount that is withdrawn by
the party of the first kind; and

the first information processing means
decreases the counter in the payment protocol
by the amount that is spent by the party of
the first kind.

Apparatus as in claim 159, where the amount of
money held by the party of the first kind is

indicated by the value of a counter within the
first information processing means, such that:

the first information processing means
comprises two information processing means;

one of the information processing means that
the first information processing means
comprises of, is tamper-resistant and includes
memory means inaccessible to the party of the
first kind, and has no access to the first and
second interface means;

the tamper-resistant information processing
means maintains the counter, and includes
means for increasing’ and decreasing it;

the other lnformatlon processing means that
the first information processing means /
comprises of, is under control of the party of
the first kind, has access to the first and
second interface -means, and includes memory
means; '

A4

ﬂ"

':

eet Has Been Replaced

T



O A e
. * c L M S *

10
1S
20
25
30

35

£

b4

219

the tamper-resistant information processing
means and the information processing means
that is under control of the party of the
first kind, include third interface means for
allowing information interchange therebetween;

in the payment protocol, the tamper-resistant
information processing means can only transfer
information to the information processing
means that is under control of the party of
the first kind, through the third interface
means, because the tamper-resistant
information processing means, and the
information processing means that is under
control of the party of the first kind, are
configured in such a way that the
tamper-resistant information processing means
cannot communicate directly with the third
information processing means;

the tamper-resistant information processing
means increases the counter in the withdrawal
protocol by the amount that is withdrawn by
the party of the first kind; and

the tamper-resistant information processing
means decreases the counter in the payment
protocol by the amount that is spent by the
party of the first kind.

162. Apparatus as in claim 139, for implementing
untraceable electronic cash systems, where the
identity of the party of the first kind can be
determined if and only ‘if it spends the second

svector of numbers a number of times exceedlngJEhe
ff predetermined bound, because the functlon,,&, of
the first vector of numbers is associated by the
party of the second kind uniquely with the
identity of the party of the first kind.

163. Apparaté?,as in one of claims 155 to {57, for
f!

Sheet Has Been Replaced

IIIIII M




WO 95/04417
5
10
164.
15
20
165.
25 166.
30
4

N PCTINLO4100179
* c L M s *

220

implementing untraceable electronic cash systems
in which second vectors of numbers can be spent a
number of times exceeding a predetermined bound,
greater than or equal to one, only if the
information held by the tamper-resistant
information processing means would become

" accessible to .the party of the first kind, and

even then such a fraud will be traceable to the
identity of the party of the first kind
afterwards, by the party of the second kind.

Apparatus as in claim 141, for implementing in
untraceable electronic cash systems a mechanism to
legally protect the party of the first kind
against a framing attempt of the party of the
second kind, such an attempt meaning that the
party of the second kind falsely accuses the party
of the first kind of having spent a second vector
of numbers a number of times exceeding the
predetermined bound.

Apparatus as in claim 144, for implementing
untraceable electronic cash systems where each
withdrawn second vector of numbers can only be
spent under one particular pseudonym.

Apparatus as in claim 139, for implementing
untraceable electronic cash systems in which
electronic cheques can be transferred, where

the function, I,, of the first vector of
numbers contains numbers chosen substantially
at random and unknown to the party of the
second kind; &

in the second protocol, the first inforpation
processing means reveals a subset of the
numbers in the function, I, of the
representation accessible to it of the second
vector of numbers with respect to the

fu%#iion, f2. the particular subset that is
Nii .
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revealed indicating the amount for which the
electronic cheque is being spent; and

the party of the first kind can obtain a
refund from the party of the second kind for
the part of the cheque that it did not spend,
by letting the first information processing
means reveal to the party of the second kind a
subset of the substantially randomly chosen
numbers contained in the function, I;, of the
first vector of numbers, the subset being
complementary to the subset of the numbers
that the first information processing means
revealed in the second protocol.

167. Apparatus as in claim 143, for implementing
untraceable electronic cash systems with anonymous

banking accounts, such that the first protocol is
executed at least twice, where °

the function, f,, of the first vector of
numbers in the first execution of the first
protocol is associated by the party of the
second kind uniquely with the identity of the
party of the first kind;

the second vector of numbers acquired by the
first information processing means in the
first execution of the first protoceol is used
as a pseudonym of the party of the first kind
with the party of the second kind;

the function, f,, of the first vector of
numbers in succeeding executions of the first
protocol is equal to the pseudonym of the *
party of the first kind with the party of the
second kind; and

the identity of the party of the first kind

can be determined when it spends a second

vector of numbers, acquired in one of the

succgsﬂing executions of the flrst'ﬁrotocol, a
i
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number of times exceeding a predetermined
bound, because the information that the first
information processing means reveals in the
corresponding executions of the second
protocol enables the party of the second kind
to compute the function, f;, of the first
vector of numbers that was used in the first
execution of the first protocol.

168. Apparatus as in claim 137, such that a
representation of a vector of numbers,
(mo, By,...,Bi), with respect to the function, f,, is
a vector of numbers, (a;,...,2; Gk+1), Such.that
Yt ---Y*al,, is equal to a non-constant function,
f3, of the vector of numbers, (m,, Bi,...,B:), where

the numbers, k£ and [, are greater than or equal
to zero;

fa(mo, B;,...,B;) is an element of a mathematical
structure, denoted by Z; and called a finite
group of integers modulo n;

the number n is the product of at least two
large prime numbers:

the numbers Y,,...,Y:. are elements of the finite
group, Z,;

the number v is a positive integer;

the numbers a;,...,a; are elements of a
mathematical structure, denoted by Z, and
called a ring of integers modulo v; and

the number a4, is an.element of Z,.

169 .4Apparatus as in claim 157, such that a
_’g’representation of a vector of numbers, /
(mo, By,...,B1), with respect to the function,;b, is
a vector of numbers, (a;,...,ax; Gk+1), Such that
Y- Y*ah,, is equal to a non-constant function,
fi, of the vector of numbers, (nu,Blp.:ng, where

(37 +
:?é% .
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the numbers, k¥ and [, are greater than or equal
to zero;

fi(mo, By,...,B)) is an element of a mathematical
structure, denoted by Z; and called a finite
group of integers modulo n;

the number n is the product'of at least two
large prime numbers;

the numbers Y,,...,Y; are elements of the finite
group, Z,;

the number v is a positive integer;

the numbers a,,...,a; are elements of a
mathematical structure, denoted by Z, and
called a ring of integers modulo v; and

the number a;,; is an element of Zj,

the initial vector of numbers accessible to
the tamper-resistant information processing
means, can be described by (0;,...,0x; Ox+1), Where
01,...,0;, are elements of the ring, Z,, and 04
is an element of the finite group, Z.;

the random vector of numbers that the
information processing means that is under
control of the party of the first kind in the
first protocol transfers to the
tamper-resistant information processing means,
is equal to Yi*..-Y™ui,,, where u;,...,u, are
elements of the ring, Z,, and u.,; is an
element of the finite group, Z,;

the challenge vectér transferred to the ¢
tamper-resistant information processing means
by the information processing means that is
under control of the party of the first kind,
is a number, ¢, in the ring, Z,; and

the vector of numbers, denoted by
(rl,gﬂk, Te+1), that the tamper-resistant
Fr - B
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information processing means in the second
protocol transfers to the information
processing means that is under control of the
party of the first kind, is such that each r;,
for 1<i<k, is equal to co;+u;modv, and T4+

5 is equal to (II&, Y d8v%) . 08 wpy.
170. Apparatus as in claim 137, such that a
representation of a vector of numbers,
(mo, By,...,Bi), with respect to the function, f,, is
10 a vector of numbers, (a,,...,a:), such that g'---g*
is equal to a non-~constant, publicly known
function, f;, of the vector of numbers,
(mo, B;,...,Bi), where
15 the number, !, is greater than or equal to
zZero;
the number, k£, is greater than or equal to
one;
fi(mo, By,...,B;) is an element of a mathematical
20 structure that has g elements, denoted by G,
and called a finite group of order ¢g;
the numbers g,,...,gr are elements of G,; and
the numbers a;,...,q; are elements of a
5 mathematical structure, denoted by Z, and
2 called a ring of integers modulo g.
171. Apparatus as in claim 157, such that a
representation of a vector of numbers,
(mo, By,-..,B1), with respect to the function, f,, is
30 a vector of numbers, (a;,...,a;), such that g}'-.-g:*
is equal to a non-constant, publicly known
+function, f;, of the vector of numbers, '
(mo,Bl,...,'Bl)’ where ! j
a5 the number, [, is greater than or equal to
/ zero;
the number, k, is greater than or equal to.
oney i +
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fi(mo,By,...,B)) is an element of a mathematical
structure that has g elements, denoted by G,
and called a finite group of order g¢;

the numbers g,,...,gx are elements of G,; and

the numbers a;,...,a; are elements of a
mathematical structure, denoted by Z, and
called a ring of integers modulo g,

and

the initial vector of numbers accessible to
the tamper-resistant information processing
means can be described by (0;,...,0:), where
0y,...,0r are elements of the ring, Z,;

the random vector of numbers that the
tamper~resistant information processing means
in the first protocol transfers to the
information processing means that is under
control of the party of the first kind, is

equal to g¢i'---g;*, where u,,...,%; are elements
of the ring, Zq,

the challenge vector transferred to the
tamper-resistant information processing means
by the information processing means that is
under control of the party of the first kind,
is a number, ¢, in the ring, Z,; anc

the vector of numbers, denoted by (r1,...,T&),
that the tamper-resistant information
processing means in the second protocol
transfers to the information processing means
that is under contrdél of the party of the
first kind, is such that each r;, for 1 _<_i$:k,
is equal to co;+ u;modv. ' 7
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