-1- NETWORK ACCESS METHOD TECHNI CAL FI ELD The present invention relates to
a nethod of providing network access to unknown users. |In particular the
present invention relates to a network access nethod all owi ng network access
to 5 unknown users using a system hardware identifier to distinguish users.
BACKGROUND ART Network providers such as internet service providers ("ISP"),
hotels or cafes in order toNPPVNORK ACGEESSMETKHM®PEd to coll ect usage
charges. In order to do so, the network providers nmust be able to identify
each user connecting to the network. User identification is conmonly

achi eve@EHNIEAL. PHEIcBss of user registration. An exanple of user
registration is the use of a web page in which a new user enters their
details and a unique user account is created for the user. The user account

will allow t ABC BEEO B PR GRS ¢ APFRAME PROTEG G EFIY OHEREES © JHEIHE B Ranpl e
of the ©egi8ldiAthOfe@nt fvettflrelaits tdla Altwbil REQES neARIIGIBKIN MRl oML tBASS
codes are given out allow ng tenporary connect to the network. 15 The use
of BHhe hdemwinfusess usihg @westdnh bardwhsgaddatiferyeididangdish weeri t or resour ces consuned
by the individual user and to charge for those resources either on a tine
basi s ot .Q sis. Such a systemmekes it difficult for users in a
new net M@éﬁ%ﬂeﬁﬁ? either wwreless or wired, to connect to a

previ ously unknown system It also nmakes it difficult and expensive for

net wor k ser vi i - > ti ] er to
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obj ect ofertthehquepseditneedicertleamsige chamgesc dnerdene ddoy chaneswakgmoadasmusr t o

provi de, t ublic or industry with a useful chojce. I.n a first enbodi rent
Phe  br eBeAte Fggrtty GirbaBerupi i e Trk e CeeaRErD  CEbRE SR he
st aps Ofia adRoddet STakéMEgilthRioRaNAREBple G Dlelr tdgREra@in 1 e &s%mwebépg B LMK
devi ce; conparing sai dg hardware identifier to previously store z(f;ar dwar e

i dent i f # &% usegggters their details and a unique user account is created for the user. The user account

will allow the user to log onto the network to gain access. Another example of the registration of a
user is in an internet café or hotel where pass codes are given out allowing temporary connect to

the network.

15 The use of the identifier allows the network provider to monitor resoutces consumed by

the individual user and to charge for those resources either on a time basis or on a volume basis.

Such a system makes it difficult for users in a new network environment, either witeless or
wired, to connect to a previously unknown system. It also makes it difficult and expensive for

network service providers to collect the necessary information in order to be able to bill the user.
20 SUMMARY OF THE INVENTION

Accordingly, it is an object of the present invention to overcome the above disadvantages

or to provide the public or industry with a useful choice.

In a first embodiment the present invention consists in a network access method

comprising the steps of:
25 detecting the hardware identifier of the connecting network device;

comparing said hardware identifier to previously stored hardware identifiers; and



-2- identifying a class to which a known previously stored hardware
identifier belongs, said classes conprising: a. a first class where said
hardware identifier has been previously stored and the user of said
connecting device has provided details_2ncluding paynent 5 details; or b. a
second cl ass where said hardware identifier has been previously stored but
the user of gsiah@yRieVicESs (0aGhil0E kikvaVpeidudhpitaled harddRrdidtddRgbaeeRsaid 0 said
first class of hardware identifiers to a first class of network services;
10 per nFleePYRPTEREE®Ss to sai d second class of hardware identifiers to a
second cl ass of network services, said second class of service being a

sub-set of said first ?:ﬁ%g %1a9s‘;w1§e§é %’di&’ﬁa%wﬁggdeﬁﬁgérichl%b&% QM@us\i}fi%rt&l‘é‘@%d

identifiers and perﬁit access to salrd secon ass sServi ces.
Preferably said hardware dsekesfishiliconndcingiddvide duapeviaidd deass iaéluding @iyntank
device. Alternatively gai. hardware identifier is a hardware address of a
wired network card. = 18 S$8Fnatively said hardware identifier is a hardware

address of a wireless netWHK1L8HHere sBA BhAGAR! denMief BlsheERFRvDIstElasS Of
network services includes network services selected froma plurality of web

pages, access to |nter hetthsuseaof saididoncedoe astprovdet dasrilsnet wor k r esour ces,
including network file and print services. Preferably including the step of

pronpting users outside of ¢lass, one..to, enter er and or 2 a nt

fetar | s vhenbeRIBnESarooruiins iy Gevaberoi s i Ssooriti user s
class ofersigdsvice. Preferably said user of said connecting device has

provi ded details including paynent details, said nethod including recording
net work usage by said user. Preferably said step of storing unknown hardware
i ddatifiers peaolitidescdeberostidpeahd cheopfhaxdwart dentifiere tof sdcbnd tlamof estsorl25

said classes fuyther,including:, -3- . .
services, said second class o serv19e being a sub-set of said first class of setvices; and

storing unknown hardware identifiers and permitting access to said second class of services.
Preferably said hardware identifier is a hardware address of a network device.
Alternatively said hardware identifier is a hardware address of a wired network card.

15 Alternatively said hardware identifier is a hardware address of a wireless network card.

Preferably whetein each said class of network services includes network services selected
from a plurality of web pages, access to Internet sites and/or access to other network resources,

including network file and print services.

Preferably including the step of prompting users outside of class one to enter user and or

20 payment details when said user attempts to access web sites outside of said uset’s class of setvice.

Preferably said user of said connecting device has provided details including payment

details, said method including recording network usage by said user.

Preferably said step of storing unknown hardware identifiers includes the step of recording

the time of first access;

25 said classes further including:



c. athird class where said hardware identifier has been previously stored
but the user of said device has not provided details and a defined period of
time since said first access has expired; said step of identifying said
class to which an identifier belongs ingludes the step of 5 identifying
hardware identifiers in said second class where die defined period of tine

since said first acgesshitBdaseXibiefetfid HariarOMemties BisthBR heRSuly s@eddt ki er s
into athird class; and said steps include permtting access to said third
class of hardware i dentheryseraf spid dgvienhasdrot proyided detaletnsor detised pertasiof tmsi d
third class of serviceghel Do GSHPesSfhs Qhirspi d second class of services.
Preferably said user of said connecting device has provided details

i ncluding paynent 10 details, said nethod including recording network usage
by sai d user saicdstepahidemgfyihgsaid alash tnethivbran idensifigebdbyngs aricthdgs the steared wher ei n

when said users bal ancge exceeds.a limt set by sajd network . provider.npving
ot 0 uoleoiis Haha R e sad Ssspad shutees e RefaRre oL B B SLABT ng
sai d Us@écedstas axpRimRAmAeEONAR] Iadwhrt SRAGferdiatRngfrdaxsgeds said limit.

Preferably including the step of pronpting said user for a paynent when said

users bal ance _exceeds sajd limt. Preferaply said |imt is zero and said
paynment is a2t @hyeRsipcluds Rermitting 4pcesh & %dfﬁés %‘Jﬂ@gawe QPE‘%‘.I%% forfgthird

deduct i Rgs@F nBRRIHDLeFEQM AN LA AW f PRAVILARY a sBY s G2l SEn B EHLAT & sBRWENY
said user into said third class. 20 Preferably said classes further

including: d. a fourth class where said hardware identifier has been denied
net wor k  acc8sderilly shd usee vhenik camestingalepicoldspepvidedndt taila ingluhingpyinaed ude
Profyi bi i ngL DL MORK 1 ACEER 0k Sl L8.Eh 255 o, Qaéo%‘ﬁ’gé CrorldgALiflers. 25
Pre eragfy NETWOr Koaccess &6 %ar d Ssecond ef a8 of “hét Wor ervices s

gr ant edushgt by sssdigdr, afatherirewheednid dse8bakbcedat@dt 2 UmitReelenrlteywarkt wor k

access is charged by network resource consuned.
provider moving said user into said third class.

Preferably including the step of prompting said user for a payment before said users

balance exceeds said limit.

15 Preferably including the step of prompting said user for a payment when said usets balance
exceeds said limit.

Preferably said limit is zero and said payment is a prepayment.

Preferably including the step of attempting deducting an amount from an account provided

by said user before moving said user into said third class.

20 Preferably said classes further including:

d. a fourth class where said hardware identifier has been denied network

access by the network service provider;

and said steps include prohibiting network access to said fourth class of hardware

identifiets.

25 Preferably network access to said second class of network services is granted until said

hardware identifier is detected.

Preferably network access is charged by network resoutce consumed.



-4- Preferably network access is charged by data volunme. Alternatively
network access is charged by data vol une for accessing class one network
services. Alternatively network access is charged by one or a conbi nation of
data volume, duration 5 of access or atcess speed. In a second enbodi nent
the present invention consists in a method of providing prepaid access to
net wor k ser vPeé&saldpngwbsd atgest Bechsigep by @dta velhinewl ng access to a sub-set of
all network services while the hardware identifier of a connecting network
device is detected; 10 conparing the detect har dwar e | ntifier tag
previously delterarEalydevakareees inshatgadhy daf QTWT‘? fOélagceS%lt Sﬁﬁn%‘ktwe’tkn

har dwar g..J;dentifiers and associating said hardware identifiers with an
account; requesting a paynent if the balance of said account is below a set
anount; 15 increnenting said account bal ance when a paynent is received,
decr enent i ng Aeidtiedy aetvoriakan dechaged by viy & ss@hite®nf data OokERdyratiid

al | ow ng a network device access to a set of network resources, said account
bal ance® ‘tfétséPﬁ?cr‘iFsﬁép‘teﬁe set of network services a detected hardware
identifier is allowed access to. Preferably said hardware identifier is a

har dwar e addy.e i
identifier i fsn azéﬁgédd%n/ar e adﬁdﬁK g%ls%ﬁa W T edéoﬁgel'%}%{ﬁ%glp %fgﬂ%?dﬁg{ Fvel y

sai d hasdwanrenétderk sefvies compasihathdwepeofaiddr ess of a wirel ess network card.
Preferably a network device with an account bal ance above said set ampunt is
al lowed access to the full set net rk. servic Pref erabl y id set
anount i s zetligwinggceess & siuniey of ﬁi:‘f e’f"ﬁés whilgy t‘aﬁdé’ﬁtféé‘t‘}q‘i-‘@r %faﬁ)ayrrent

before said.dR!RRAGK dsviad is QltebiEl;0W sa' d

10 comparing the detected hardware identifier to previously detected and stored hardware

identifiets;

stoting unknown hardware identifiers and associating said hardware identifiers with an

account;
requesting a payment if the balance of said account is below a set amount;
15 incrementing said account balance when a payment is received;
decrementing said account balance as network services are consumed; and

allowing a network device access to a set of network resoutces, said account balance

determining the set of network services a detected hardware identifier is allowed access to.
Preferably said hardware identifier is a hardware address of a network device.
20 Alternatively said hardware identifier is a hardware address of a wited network card.
Alternatively said hardware identifier is a hardware address of a witeless network card.

Preferably a network device with an account balance above said set amount is allowed

access to the full set of network services.

Preferably said set amount is zero.



limt. Preferably the set of network services includes a plurality of web
pages, access to Internet sites and or access to other network resources
including network file and print services. 5 Preferably including the step
of requesting a paynent when a network_sglevi ce requests network services
outside of the set which the device is allowed access to. Preferably the
step of st or PRGerhBIK BRWAINZARE WSS Bf fed@ditihd 4 PlysncANBe B8RSR AlahBdis a8bitheltar dyar e
identifiers with an account includes setting a grace period for free access,
and whel®ith sai d grace period status and said account bal ance determ ne the
set of network services a detected hardware 10 identifier is allowed access
to. Prefer abb}(e Sral;ldthaécsgpo &et\xtl)o a0 cesi i%cldgcsraerfl?rgﬁ e%f\tr)vaé?g e(s)nacaesgpalrnge%n ftOI’
data vol une. ,gﬁ'f‘e¥nat|ve y Sai'd accoun AIPAReeY Ps VR B ERESt U bASY on a
char ge titds 288 6£&Sesks @o athstibet&dtk re@furdee inttiidingIREwdrk €te andl grivt Baticasel y sai d
account bal ance is decrenented based on a charge for a conbination of 15
data vol unme, duration of access or access speed. Preferably including the
step of denyPraderridy inshilingcbessp pbrenvgstngs payimsehwhern epefwp #Fe gequests

prohi bi Bgtgfggﬁ%kgﬁasre (37 %ﬁ'&'ﬁe %%'ﬂ%@%&&?&em | nvention will now

be descri erence to the acconpanyrng drawi ngs 20 in which:
Figure | is a block diagramof the present invention; Figure 2 is an exanple

i | 1 'ustrati ngPtdi@atli tigpseephaTsebtg@ink et hiri@ire dfenEBErE afPisdbdidind @Mt Ge&lwareFi gur e
3 is a f]low diagramof the sXstem of the present inventiaon; and Figure 4 is
an exanpsleatiiss with en peropptigeladespetinga graesittod; tag sen 4casrs, and 5vhopeimgaidgsace
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or conputer evice seeks to esta h a connection wth a networ
opdPat oideh@feriisnllowedncces tenj oy free network services 104,

Preferably said account balance is decremented based on a charge for data volume.

Alternatively said account balance is decremented based on a charge for access to a sub-set

of network setrvices.

Alternatively said account balance is decremented based on a charge for a combination of

15 data volume, duration of access or access speed.

Preferably including the step of denying network access to hardware identifiers tagged as
prohibited.

BRIEF DESCRIPTION OF THE DRAWINGS

The present invention will now be described with reference to the accompanying drawings

20 in which:
Figure 1 is a block diagram of the present invention;
Figure 2 is an example illustrating the unique hardware identifier of some network devices;
Figure 3 is a flow diagram of the system of the present invention; and
Figure 4 is an example payment interface of the present invention.

25 DETAILED DESCRIPTION



t he underlying network all ows the network operator to detect the hardware
identifier (hardwarel D) of the network device 102 the user is using to
connect to the network. 5 This detection, a process of discovery and

col l ection, of network device hardwareld 102 is part of the functionality
wi thin the access engi ne 105. The hardware identifier is a globally unique
har dwar e ad dRefs&mgfto Fiyaraetvher Kneleuiet asid@2 corgpurentll yor kompoteakd dwlcee&ku m
access con%#, (MAC). address. The netwg devi ce can be a nodem ex?)gpl es,

cabl e niufskPlighiarognggsion vty neswyrk d)rpeefpréplﬁer?féfr R ireeinsrEk sggceddd (N o)

comon| e hQuiidoheREER AR s G0 FRRIRE SperftBr iU etcAIRIHardRfard {2En dHtch BlRRTarO@)d
wth its MAC address identifier 201 can be seen in Figure 2. The access

engi ne ¢0Be oftworledgqyiaed@Athe ysoinubingitd eongeqiomthermerwmkve systemthat is
transparent to the user as it sniffs and process the network information in

t he backgrou while the user. . en s the free sservi
access engi n’gﬂ‘idste?f&? # BEsessof dige ‘Jﬁgy 1drg 8n’|°(fé‘ﬁ'i“fq{ ?Vngl?rdWﬁr‘fe[w&I S check
in its gat abRs GuntAbndis, WHeHif KN ReesWBQLALT05! ThShAdL AValafidens | %1 bally anlae has

been 15 previously detected. The hardware identifiers 102 within'th
dat abashbardg@e addressofthaindtyiods depige 163, sagmeonlykinewhiap gre m@dl@mgcmoaitrﬁb t hose

 dent i T%A%éé&ﬁlgéﬁf fien aﬁﬁg& &g{cg%ﬁn%’e ARLadd) Gt ?fe%rl?t?l RIS hﬂ%ﬂdpﬁld details

i ncl udi S and the users accoun ance oes no xceed a
[imt ssaidely) drhe Hikérmerdetwqrk avedsie caﬂdr(Ncbﬁ)ecommboxdy feami it persbnahtdmp@trsi &nzer o

ot i nepie habAErTe BR R YA BB v ees D BUE ‘TRID LI has not el

provided their details. The third class contains those identifiers that have

been det ect edhe 1tss HIEL 105 B2 br RLO AR DF b A5kRI: S, A0 e W BBy REL OO

fixed by the network provider provi rom en acc
gr ant edtdths ugx ps it edffs Iﬁtbpltohesls dhmmsrkrm@orraim mdmtlalckgrhamdjme theiwdent i fiers

of users who h ve ovi Is but wher unt ance
oo dootie mirs wrHces 4P Y B e o et 100 et her bt RO T P8 rer D avar e
identifj exmiscﬂeta% i B edpaRned tb H&Bﬂnﬁﬁ@ﬁ'ﬁ@cﬁ&ﬂ (B8 h R REASHELE IR kS0 be kept .
Users nmay be banned from access for various reasons. Each class of user has

a dPpasspwsyriogdbdeseatedsf network services that they can access. In the
preferred errbodi ment the first class 107 contains nore services than the

second cl ass, 104 and the cseqond. ol ags, cont ps, more services, fhag,the third

class contains those identifiers that have been detected and the user has provided their details
including payment details and the users account balance does not exceed a limit set by the network
provider. In one embodiment the limit set is zero and the user has to prepay for the network

20 access. The second class contains those identifiers that have been detected but the user has not
yet provided their details. The third class contains those identifiers that have been detected; the
user has not provided their details and a time period fixed by the network provider for providing
details from when access first granted has expired. The third class may also contain hardware
identifiers of users who have provided details but where the users account debt balance exceeds the

25 limit set by the network provider. A fourth class of hardware identifiers that are banned from

connection to the system may also be kept. Users may be banned from access for various reasons.

Each class of user has a class or sub-set of network setvices that they can access. In the
preferred embodiment the first class 107 contains more setvices than the second class 104 and the
second class contains more setvices than the third class 108. A user in the first class is allowed

30 access to all the setvices in the first 107, second 104 and third class 108 of services. A user in the
second class is allowed access to the second 104 and third class 108 of services and a user in the

third class is allowed access only to the third class 108 of services. Each class of setvices may



30 access to all the services in the first 107, second 104 and third class
108 of services. A user in the second class is allowed access to the second
104 and third class 108 of services and a user in the third class is

al l oned access only to the third cl ass 7108 of services. Each class of
services may -7- contain a plurality of web pages, Internet access and other
net wor Kcaidit b pRSalitfNf Wl fags & IteS@Saccésd ahdibiies hdt@oRkndrvides. NNe SN b @iSes
Referring to Figure 3, free network access 301 to the second cl ass of

ser vi ceticlude fleaad BHOt GAEGSS t he access system 105 detects the hardware
identifier 302. If the hardware identifier 201 has 5 not been previously
detected 302 n i S8 addi ng
t he netmorkRL% %Q§%§%ﬁgpqe %aéggk%a§%3§tg a&gﬁg%gg%g§§%%%§F%%éT%é may
set a guadlehduetdsosystent 105eddtendhe hardeesddenbBfied 30g. (ke gmalamqaémtrfﬁr 201 has

user/ network device is a t o connect etwork 103

net vor k™ Bis¥Ioy sttFﬁségo\@e R AT eéqagﬁeegwp?ssx/ﬁa@fe 30@)& 8diog e e
user i s,dQoRiguitderovht B2 RGRE 366 4 ACLURIsknFRE EFSm ?e’i% b0 psfdVos €S, being
a sub-set of the network services/resources avail abl Adter t he grace
peri od ertendestpicessd t he user is allowed access to only a limted nunber of
network services, typically onIy to class three 108 services. During the
grace period_the yser b access al.l or the vast majori,ty of
et wor k- ser vPeass tRrst preT st etk dat oy ue Pomisy Bhng DFUE Wicose. t o
a |imted RUEbaEwetk sehcdd @l MSwedIRtNd £@Fork EBRER pA6a&S S IThpieallyehovekisser vi ces
can be any form of network resources in general, exanples such as network
fillg stprosiged withpaegssktoprernerk peceseriash Fworerveqs dasing osubriepiibe neepsi t es as

sel oot o o6 DEL OLKLRY QB clhBRStMOLI UGN Sl oS8l SoL S50 g0

dependi ng e services rovider receives

r evenuelimitéd sunise of hétiwesk fetvies C@pisally onBttalaks thﬁ:lé\lO&@er@lE:esSl te that is part of
t he payabl e services 107, the 20 user mﬁll be requested to provide user
details to the network provider. The user y also be requested for their

details aft ePutingthergrace getief heasearaydy aHa‘gertfewFfeéaall ¢r thpgasy gwjority oles t o
access g . DRIMOLK, SREY %@ 1gﬁafw ér?fd é@!ﬂ? ek ﬁﬁ% Eig%y@%c%ﬁa &l ovRgd.d g{u'nB% dJehe

grace period but charge ter he grace perio S expire user
detlai | snermyrkrervieesu€bdse dcogssiblanetontk sreerlde@ cam beving farns of hetmpk resources in

general, examples such as network file storage, network printing, email or access to Internet
websites as selected by the network provider. The network provider my select services depending

upon the services from which the network provider receives revenue.

If a user tries to access a network service or site that is part of the payable services 107, the
20 user will be requested to provide user details to the network provider. The user may also be
requested for their details after the initial grace period has expired if the user tries to access a
network service (and/or web sites) that are allowed duting the grace petiod but chatrged for after
the grace period has expired. The user details may be requested via an online form, via a software
application that is provided by the network provider that the user downloads (ot is prompted to

25 download to their system), or via a webpage.

In another embodiment the user may only need to make a payment and need not provide

user details.

Referring to Figure 4 an example payment interface is shown. The payment interface may
include the hardware identifier 401, the current limited associated with the hardware identifier

30 account 402 and the current balance 403. The account status/balance may be shown on a separate



application that is provided by the network provider that the user downl oads
(or is pronpted to 25 download to their systen), or via a webpage. In

anot her enbodi nent the user may only need to nake a paynment and need not
provide wuser details. Referring to Figgre 4 an exanple paynment interface is
shown. The payment interface may include the hardware identifier 401, the

current fladirbBah &S afehBinafave, bsdeh e RghldWaioeh tHiQkrkhd Iand0aRCHE BRImAP2 and
the current bal ance 403. The account status/bal ance may be shovvn on a

separ at éterfce prgshowr omthremsforent i nterface, as seen in Figure 4 both the
current bal ance and the payrrent i nt erface are shown on the same form To
make a paynent a,user_enter nount t he t hod 405,
then enter sl%aé’?aé{lela?gg%not Bt'e CE??MP’?% p%ment mﬁ%‘ﬁrtéqu the &A™ ¥nm%h iR Bl e
i 11 ustrahesd defa@dlisbodaédiwhh d&t[ﬁanSntahah@dlm enal theTéa@nip&anus@@adtcm &fioose to
proceed 407 with the transaction or nmay alternatively cancel the

t r aRsac dpeis doenterrihe The psgs eargthey Cl&%}?ﬁ’é’rﬂfo?@@ KB with thiotransactige of e&r st ood as
lim ti ngl dGivk p\é?&fe% P t&ﬁ LRI adsn e f\lﬁﬁkitgcfﬁ HEREHIRENRAS o %Qﬁn@e@'stg&d }4 sed

wi t hout epart rom t h e spirit o e | ntlon Var i ous networ

pr ot ocolhsutfngrthcemeqﬂoe as oy énowve pnllie, paymerttuadthqisicembe utlet dwitksutaleparrisg ant

10 rress?r%i n nﬁ% bfg out si de the pool of free services 104 and a user/device
attenpti 6 SUBhARE 67Uy of t hese protocol s woul d be prevented from
doing so. During the grace period the user may be all owed access to sone of

these servi CegroddHeRvd P ABLNOLHE eQﬂﬂﬁl@tvgfce Bas 1204ihEA Ledat REQIIMRL Qi edd oM t he

user and stored against the user's hardware identifier wthin database 106,
t hd Ous emevdaing ray be entsidaithepbah o€ Esssepricey il eehd draser/ dtBlet heﬂ}nmeo edptingetrto
prepaid forf hhe access or rovi ded &hatdthel r I?ccou IS Wt QtH the limt
Set by ERe°t HEF TR gt BT Re Prerisd Foftdcipich Do it mecabiiod e HEPHhar o

i denti fbgaudv&dlﬁa&\gmto%g&etdmhegyg&aeaschecks for wuser and or paynent details
and an account bal ance 306. |If the balance is acceptable to the network

provi der the system 105 grants open access 307 to the class one network
servi ces 1070rnfhehe network operator has collected information from the user and stored against the

uset’s hardware identifier within database 106, the user will have unlimited access provided that
15 they have either prepaid for the access or provided that their account is within the limit set by the

network provider.

Referring again to Figure 3 if the hardware identifier is known 303 the system checks for
user and or payment details and an account balance 306. If the balance is acceptable to the
network provider the system 105 grants open access 307 to the class one network services 107. The

20 access system 103 records the user’s access to or usage of at least chargeable network services and

record the usage against the hardware identifier.

[f the balance is unacceptable to the network provider the system 103 then checks whether
the grace period has expired 308 if the period has not expired the user is provided with access to

class two setvices and is prompted to provide details or make a payment 310.

25 If the grace period has expired the user is restricted to the third class of services and is

prompted to provide details and or make a payment 311. This class of services is usually more

limited.

In one embodiment a user who has previously made a payment is granted a grace period
when their payment has been used. The system 103 may set a new grace period when the uset’s

30 funds are used up.



20 access system 103 records the user's access to or usage of at |east
chargeabl e network services and record the usage agai nst the hardware
identifier. If the balance is unacceptable to the network provider the
system 103 then checks whether the grage period has expired 308 if the
period has not expired the user is provided with access to class two

servi ces andThéugt GAPLBE ptsvideiavk Aottt ¥ ckelitQ@hrdRKAls andPAYIBRthaB#.acéss | T the
grace period has expired the user is restricted to the third class of

ser vi cesngirdl 05 gutomagipgdly dep ths PBYBeNta® anee Bieluserdneiussd theikprepaigaypesrt 311. This
class of services is usually nore limted. In one enbodi nent a user who has

been usea. THeve oyl S RER L Ty oo lER s e BRUEE 5

funds an&edssLthduidt by thre tibhethd 264t idRYessihg GerPic @Y IThe ubaHaydtmRuatbehage& it car d
details and request that the access engine 105 automatically top the paynent
up nceamhe aFoEtbingLen o5 agersiiread; fcess Aime oxmetTRCk respurcesecoppuned: (e eeMbodi ment

t he use i t and
g)%grfeic@ga{;% 80 RYarh O for REENRE KesbGRAWOHiERndd Wfenl St HS 8der nfGRIH4S 2

not by e user”I s accessing services. e user rrslray owever

char gedpédtive abti@any @nnect cothbineawdrbn of access speed, access tine or network
resources consunmed. The nost preferred option is to charge for network
resources consumed given that the user need not take a_positive action to
connect to tREREVBIIE PP REIRFEMIRTES BILrHAcGREY brARTcARE H28e18218%r s account

bal ance 4a0dh 43 ACsCABLRS. 1HBLIGHBALS JJRHERN rﬂﬁkﬁ@&&zstk& HallfcSBelo&R | S

operated as a prepaynent system bal ances bel o 10 defined negative limt
pr dVent defingd @egative begipngyentreuseuidcesaing alye foll anest edorekworsgenonoes . Inlmostostes cases
the limgt w.ll. 316 zero. \Wien access is frombehind a router or any other
devi ce PKAMEVHIEI# M es its own hardware address then the system wil |
identify only the | ast substituted hardware address. Accordingly that

hardwar e addzB3g sWebd is B PSSR ARty Wi Ay JthE delitS thab §B5tiduRs BE BWhdGrRABtal | S.
Subsequent users wll be 15 able to access the sane services as the first

user i saddrésetlzmngble spygtmawillliddngifpdrile thedast opstitatedthaadwWare gidress. Accordingly that
hardware address will be associated with the first user to provide details. Subsequent users will be
15 able to access the same services as the first user is allocated and will be able to consume the first

uset’s resources.

The foregoing description of the preferred embodiment of the invention has been
presented for purposes of illustration and description. It is not intended to be exhaustive or to limit
the invention to the precise forms disclosed, since many modifications or vatiations thereof are

20 possible in the light of the above teaching. All such modifications and variations are within the
scope of the invention. The embodiments described herein were chosen and desctibed in order
best to explain the principles of the invention and its practical application, theteby to enable others
skilled in the att to utilise the invention in various embodiments and with vatious modifications as
are suited to the particular use contemplated thereof. It is intended that the scope of the invention

25 be defined by the claims appended hereto, when interpreted in accordance with the full breadth to
which they are legally and equitably suited.



user's resources. The foregoing description of the preferred enbodi nent of
the invention has been presented for purposes of illustration and
description. It is not intended to be exhaustive or to limt the invention
to the precise forns disclosed, since_ngny nodifications or variations
thereof are 20 possible in the light of the above teaching. Al such
nodi fi cations and variations are within the scope of the invention. The
enbodi menpiagniescri bed herein were chosen and described in order best to
explain the principles of the invention and its practical application,
thereby to enable others skilled in the art to utilise the invention in
vari ous lenbodineendrk aacess methbd vampasisg dedicps 6t i ons as are suited to the
particul ar use contenplated thereof It is intended that the scope of the
invention 25 be defined by the clains appended hereto, when interpreted in
accor dance wittctingdhg hariwise ideatifieriad theganaprting sgtwarledevdesal | y and equit ably
suited. -10- CLAIM5S 1. A network access nethod conprising the steps of:

detecting the hardwar.e.i dentifier- of the connecting network device;
Corpar i ng. sareRPias 2ok 1 flaelo Rl RTTEE b AET AR BEC

identifiers; and 5 identifying a class to which a known previously stored
har dwar e i delehfifyRl 2RELORIShictS AkowiEhREDESy GORR L RIWAL identifRr hilbsds, Gldss
where said hardware identifier has been previously stored and the user of
sai d conlwet ¢omprimgi ce has provi ded user details including paynent details;
or 10 b. a second class where said hardware identifier has been previously

stored but the user of _said device.has not. provided details; permttjng
access to said first* cf‘_gésé _C fs ‘%éefﬁ%é‘{ﬁarii‘ﬁ”etﬁfcfef‘]%?g’af Been mreyiQyst cslt%fgéa
network services; per gleldst¢f saidcBaSectify i HapRNME has Aealls Aakdwar e
identifiers to a second cl ass of networ 15 services, said second cl ass of

service being a sub-sePawfensdetdilst py st cl ass of services; and

10 b. asecond class where said hardware identifier has been previously stored

but the user of said device has not provided details;

permitting access to said first class of hardware identifiers to a first class of network

services;

permitting access to said second class of hardware identifiers to a second class of network

15 services, said second class of service being a sub-set of said first class of services; and

storing unknown hardware identifiers and permitting access to said second class of services.

2. A network access method as claimed in claim 1 wherein said hardware identifier is a

hardware address of a network device.

3. A network access method as claimed in claim 1 wherein said hardware identifier is a
20 hardware address of a wired network card.
4, A network access method as claimed in claim 1 wherein said hardware identifier is a

hardware address of a wireless network card.

5. A network access method as claimed in any one of claims 1 to 4 wherein each said class of
network setvices includes network services selected a plurality of web pages, access to Internet site

25 and/or access to other network resources, including network file and print services.



storing unknown hardware identifiers and permtting access to said second
class of services. 2. A network access nethod as clained in claim1 wherein
said hardware identifier is a hardware address of a network device. 3. A
network access nethod as clained in cl.aggym | wherein said hardware identifier
is a 20 hardware address of a wired network card. 4. A network access
method s cl aideBeork Acdebdhbihdd WHEkiEHeD irB 2yChnld B eiise! 1ot Mclidir th Steof har dwar e
address of a wireless network card. 5. net work access nethod as clained in
any onePempiingupass putside af glpfs08f o enetiisetAng of pagsens detaevhesy widusesateapts

| ncl udeg, RELURKY PEIHERIBLSRLELES HURALI LY of web pages, access to
Internet site or access to ot net work resources, including
network file and print services. - 11 6. A network access nethod as cl ai ned
in any one of\ ehedrkBccksst method m:tl@idiedgn rtyeons tof plainds 1 tpr(nmqbnteteilgsauistemsofoaiﬁsi de

Co ScoteipipeateTae rutiey et b i iR e CS M B RaL 3R et G\

access Haﬁhg@hgg%gygydmgggln any one of claims 1 to 6 wherein said user of
said 5 connecting device has provided details including paynent details,
said nmet hod including recording network usage by said user. 8. A network
access fet hod neEverk afseadmethod A cleimed G?MHF&Fﬁgcim% sol tp {ukstEnn sai d step of
storing unknown hardware identifiers includes the step of recording the tine

of first ac %?(?%&&Pstéﬂg%xﬁ&l%ﬁG?l§rdwfetlt}8{uﬁ'eg%d'l|we@ the ste tp & rt:wr&g%me%ﬁe &her e

sai d har dwar tifrer has been previously stored the user of said
devi ce hassadqess; provi ded details and a defined period of time since said
first access has expired; said step of identifying said class to which an

dentifier bel ude e step of 15 identifying hardware identifiers
i ai d secofft H?ggégs gggﬁ?%%g defined period of time since said first

access has expired, and noving said hardware identifiers into a third cl ass;
c. a third class where said hardware identifier has been previously stored but

the user of said device has not provided details and a defined period of time

since said first access has expired;

said step of identifying said class to which an identifier belongs includes the step of
15 identifying hardware identifiers in said second class where the defined period of time since said

first access has expired, and moving said hardware identifiers into a third class;

and said steps include permitting access to said third class of hardware identifiers to a third
class of network services and web sites, said third class of service being a sub-set of said second

class of services.

20 9. A network access method as claimed in claim 8 whetein said user of said connecting device
has provided details including payment details, said method including recording network usage by
said user, accounting for said network usage by said user, and wherein when said users balance

exceeds a limit set by said network provider moving said user into said third class.

10. A network access method as claimed in claim 9 including the step of prompting said uset
25 for a payment before said users balance exceeds said limit.
11. A network access method as claimed in claim 10 or claim 11 including the step of

prompting said user for a payment when said users balance exceeds said limit.



and said steps include permtting access to said third class of hardware
identifiers to a third class of network services and web sites, said third
cl ass of service being a sub-set of said second «class of services. 20 9. A
networ k access nmethod as clainmed in cl.apm 8 wherein said user of said
connecting device has provided details including paynent details, said

met hod incl udin@vdrR ¢Qkski MEhB@L Y\ Mithed §AGH AY of Slaihed IUSAN wiReGOtH ik if RFo sai d
network usage by said user, and wherein when said users bal ance exceeds a
limt s&d s peamentiet WSPRYPGYi der noving said user into said third class.
10. A network access nethod as clained in claim9 including the step of
pronptipg sahgeHSHE ac R hhodaPAURRR N IEEHD Hoia@ihg HHSEESo NRARGR; 84k sai d
limt. I1. A network access method as claimed in°claiml0 or claim il

i ncl udi agamhdent $toeparodccoyprt paptidaddysaiddiserdeforé orovamgpaid meertintatyaid thiad dassser s

bal ance exceeds said Iimt. -12- 12. A network access nethod as clainmed in
any_.one, pf clai to 11 rein said limt_i,s. zero . .,and said paynent is a
pregayn%ﬁt. %é@g%"n8?ﬁ8ﬁﬁ“§%%%%%mﬁﬁsﬁﬁﬁwé§e8 gﬁﬁggtP&Séﬂg?%?g i ncl udi ng the
step of attenpting deducting an anount from an account provided by said
user before gvilidgesFaithlerissidingit 0 said third class. 5 14. A network access
nmethod as clainmed in any one of clains 1 to 13 wherein said classes further
including: d. an access denied class where said hardware identifier has been
deni ed network accdssarbiccessderied ey vhserspiddardyrasy idgefifier hagbesaidgnisd eps

i nclude prohibiting ne [ c t ' ied class of hardware
10 identifiers. 15. A %% ﬁgﬁﬁggggzggqﬁe rgégggggﬁggﬁgd in any one of clains
1 to 14 wherein network access to said second class of network services is
granted untiindsaidcktdpaitiile Prolibiihy hit@brl fcdetLhidcest Benibd BRY\WIhlrddeReSS

met hod as clained in any one of clains 1 to 15 wherein network access is
chaf gedidegifiget wor k resource consuned. 15 17. A network access nethod as
claimed in any one of claims 1 to 15 network access is charged

15. A network access method as claimed in any one of claims 1 to 14 wherein network access

to said second class of network services is granted until said hardware identifier is detected.

16. A network access method as claimed in any one of claims 1 to 15 wherein network access is

charged by network resource consumed.

15 17. A network access method as claimed in any one of claims 1 to 15 network access is charged

by data volume.

18. A network access method as claimed in any one of claims 1 to 15 network access is charged

by data volume for accessing class one network services.

19. A network access method as claimed in any one of claims 1 to 15 wherein network access is

20 charged by one or a combination of data volume, duration of access or access speed.

20. A method of providing prepaid access to network services comprising the steps of:

allowing access to a sub-set of all network services while the hardware address of a

connecting network device is detected;

comparing the detected hardware identifier to previously detected and stored hardware

25 identifiets;



by data volume. 18. A network access nethod as clained in any one of clains
1 to 15 network access is charged by data volune for accessing class one
network services. 19. A network access nmethod as clained in any one of
claims I to 15 wherein network access.iijg- 20 charged by one or a conbination
of data volune, duration of access or access speed. 20. A nethod of

provi di ng pr apahcurikes s hatdwaREWRersSHEH bsoeiatis ORI hsdwge idansdre peh oh -

al l owi ng access to a sub-set of all network services while the hardware
addr ess26PuH; connecting network device is detected; conparing the detected
hardware identifier to previously detected and stored hardware 25
identifiers; -13-. storin n hardware identifiers and associating said
nar duar o1 defeies Byt A0 Gt A PG L TS sRRPETT e bal'ance
of said account is below a set anount; increnenting said account bal ance
when a paynmeptrehnhifffid/RAoun bdBedLMRAL fAgmediidraGeQuNt bal ance as network
services are consuned; and allow ng a netwrk device access to a set of
network resources, said account balance determ ning the set of network
ser¥i ces a dédcennaningsaidiveoent lhbntd 4si retwark sevicenved carsoesd; and. 21. A net hod
of providing prepaid access to network services as clainmed in claim?20

wherein sai hardware identifier is a hardwaye address_of a gg}mork devi ce.
10 22. A net Ho¥RE2 REoTkHeRie preasdP @ Seic de8Varh riepirey Rid arcordelagee ¢ ai med

in clai RiefhihenR Bt ofSRintoRALINRE £44HN hariPlre iRnREDE ANRIE 8delrESS Of a
wired network card. 23. A nethod of providing prepaid access to network

services as claimed in claim20 wherein said hardware identifier is a

har dwar 8l.addAesshed ofpraiidisigesepaivacasss ko etk spryicepangltitmod iroflaipy W\ilefireigy

prepaid access 10 ngémorkhgﬁrvicggmas Iaggg dygcany one of clains 15 20 to
n

sal arawar 1den eris a wate, a SS OI 2 n¢ c. . .
23 wher & A REEWOr K devt e W TR e atdal afahce above said set anount is

all owed access to the full set of network services.
10 22. A method of providing prepaid access to network services as claimed in claim 20 wherein

said hardware identifier is a hardware address of a wired network card.

23. A method of providing prepaid access to network services as claimed in claim 20 whetein

said hardware identifier is a hardware address of a wireless network card.

24. A method of providing prepaid access to network services as claimed in any one of claims
15 20 to 23 wherein a network device with an account balance above said set amount is allowed access

to the full set of netwotk services.

25. A method of providing prepaid access to network services as claimed in any claim 24

wherein said set amount is zeto.

26. A method of providing prepaid access to network setrvices as claimed in claim 24 or claim

20 25 including the step of requesting a payment before said balance is at or below said limit.

27. A method of providing prepaid access to network services as claimed in any one of claims
20 to 26 wherein the set of network services includes a plurality of web pages, access to Internet

sites and or access to other network resources including network file and print setvices.

28. A method of providing prepaid access to network setvices as claimed in any one of claims
25 20 to 27 including the step of requesting a payment when a network device tequests network

services outside of the set which the device is allowed access to.



25. A nethod of providing prepaid access to network services as clainmed in
any claimz24 wherein said set anobunt is zero. 26. A nethod of providing
prepai d access to network services as clained in claim24 or claim 20 25
including the step of requesting a paynment before said balance is at or
below said limt. 27. A nmethod of providing prepaid access to network

servicegy.as glndth@Tof provitihg Pagafif acEdsttdBetwfk skRicéOadBMBH h 48 BF clRtims
network services includes a plurality of web pages, access to |nternet

sites a#itog}d vhesels thestepmfiserrngambipeyn hadwae ddeatifiers padipsigcistpweid batdwage and
print s ! - . el ; i ervices
B Ol o HEHHRER el o Lo BRI erh P LB AR, RS AR MR

r equest papdatapayanms niid whennebaleicedetkrntiey the getr o 88 irE sereicesor detecselr hardvese

out ide.on#lhe et ich the device is allowed access to. -14- 29. A nethod
of Pprovidg? &rﬁﬁgﬁﬁ? 2C58%¢&%s to network services as claimed in any one of
clains 20 to 28 wherein the step of storing unknown hardware identifiers
and assggi at Angethéd 6F p18vididapRepaldiRbdst {d RS0l sbRicalla PR in idyne @eliBAL L i Ng
a grace period for free access, and wherein said grace period status and
sai d acdoerd? Wherein exid eecrnthialiace hdegemersed hesedon k chaey faesaaolisect ed
hardware 5 identifier is allowed access to. 30. A nethod of providing

pr epai d,acce e i cl aj i | ai 20 to 29
hor of n*Bai canelod B YR s otk RET A2 ARG ICRE B arf e T uel

vol ume. 2@Bt. 29Avieetitiedd edcopfitthalatic1y dperepanteld Bsedss atchargefomardess@rasubast @S
claimed in any one of clainms 20 to 29 wherein said account balance is
dedPemeRt¥Wa55%450on a charge for access to a sub-set of 10 network
services. 32. A nethod of providing prepaid access to network services as
clai nedsin apyn@R&d f prolidindBrepaldl dcbes? & NI &I sBrvidl gk AGHOY M 2} AUn@RE Blain
decrenent ed based on 'a charge for a conbination of data volune, duration of
access &t toaddcehesein paid gccogn balinpets eerementpd basedipng chirgpbird caobinasion of dasa wor k
services . as_c]ained.in any one of clainms 15 20 to 32 including the step of
denyingw%%?%6%%w38éé%gﬁféxﬁgFgﬁgfgfidentifiers t agged as prohi bited.

33. A method of providing prepaid access to network services as claimed in any one of claims

15 20 to 32 including the step of denying network access to hardware identifiers tagged as prohibited.





