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d DESCRIPTION

DATA COPYING SYSTEM, DATA COFYING APPARATUS,
DATA COPYING METHOD, AND RECORDING MEDIUM

TECENICAL FIELD

The present invention relates to & data capying
system, a data copying apparatus, a data copying method and
a recording medium for copying digital data such as musia
10  data with a copyright protection fungtion:

BACKGROUND mﬁ'

Conventionally, high quality video and sound data
has been recorded/reproduced by using a special apparatus
.15 for digitally recording/reproducing videc and sound data
to/from a recording medium. Medlia for recording digital
data include a laser disk (LD), a compact disk (CD), a mini
disk (MD) and a digital versatile disk (DVD).

20 Such a digital data recording medium, unlike an
analog data recording medium such as a (compact) cassette.
tape and a VHS tape., is characterized in that the quality
of the recorded data ls less likely to degréde through
copying. 1In other words, it is easier fox digital data than

25  analog data to be accurately recorded/reproduced: The
gquality of digital data never degrades as long as data that
is identical to the digital data stored in an original
recording medium is written to a duplicate recoi:ding medium.

30 However, a usmer of an apparatus for record-
' ing/reproducing a digital data recording medium may
duplicate a commarcially sold ‘recording medium in which
V:Ldeo“data. music data, or the like, is recorded, thereby
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infringing the copyright of the copyright holder of the
recorded data. In view of this, such an apparatus for
recording/reproducing a digital data recording medium is
provided with a function to reastriot copying of a recording |
medium. For example, when mueic data is copied from a CD
to an MD, the apparatus degrades the quallty of the music
data, thereby restricting such copying and thus protecting
the capyright on the music data.

However, if the apparatus 1s designed to always
degrade the sound quality of music data being c_opiéd. muslo
data cannot be copied with high quality even when copying
of the music data is permitted by the copyright holder. For
example, the copyright holder of the music data may desire
to selectively permit a user to duplicate the music data
depeanding upon whether the user has paid the copyright holder

the royalty for the music data. The copyright holder of the

music data may algso desire to permit the high quality copying
of the music data f£ree of charge.

With the conventional copying system, it is not
yossible to get different royaltlies for different sound

- Qquality levels at which copying 1ls to be pernfitted 80 an

to allow the user to saleat a mound guality level to the
user's preference. Therefore, the sound gquality level of
copled music data may not meet the usar's praference.

In order to solve the ahbove-described problem,
copylng of data may be permitted on the condition that the
royalty therefor has been paid. In such a case, it is
necessary to prevent a “pirate* (a person who illegally

coples data such as muaic data) from capying the data without
paying the royalty.
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DISCLOSURE OF THE INVENTION

According to one aspect of this invention, a data
copying system includes a data copying apparatus £for copying

‘data recorded on a first recording medium to a sacond

recording medium. The data capylng apparatus inaludes: a
data read section for reading ocut the data from the first
reuorciijg medium; a data mod:l.fﬁ:ation control section for
controlling modificatien of the data in accordance with
madification control information, the modification control

Anformation being provided for controlling the modification

of the data; and a data write section for writing an output
of the data modification control section toc the second

. recording medium.  The modification control information

includes a copying permission flag indicating whethar the
copying of the data is permitted, 2 quality control £flag
for controlling a gquality of modified data which is obtained
by modifying the data, and a billing control flag for
gontrolling billing for the copying of the data. The data
modification control section determines whether billing i=
required for the copying of the data in accordance with the
billing control £flag. When thebillingis raquired, the data
modification gontrol section controle the medification of
the data in accordance with the copying permission f£lag and
the quality control flag, after confirming that the billing
has baen done by the billing apparatus. When the billing
1a not regquired, the data modification control section
cantrols the modification of the data in accordance with
the copylng permission flag and the Quality control flag,
without confirming that the billing hes been done by the
bllling apparatus.

iIn one embodiment of the invention, themodification
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control information is recorded on the £irat racording
medium, and the data read section reads out the modification
control information from the first recording medlum.

In one embodiment of the invention, the modification
centrol information is encrypted.

In one embodiment of the invention, the modification
control information is incaludedin a predetermined frequency

band of the data that is recorded on.the first recording
medium. '

o In one embodiment of the invention, themodification
control information is input from outalde the date copying
apparatus to the data modification control section.

In one embodiment of the invention, the data
modification control section outputs modified data having

a quality level in accordance with the modification control
information. '

' According to another aspect of this invention, a

data copying apparatus £or copying data recorded on a first
recording medium to a second recording medium is provided.
The data copying apparatus includes: & data read section
for reading out the data from the first recording medium:
& data modification contral section £for contrelling
modification of the data in accordance with modification
control information, the modification control information
being provided for controil:\.ng the modification of the data:
and a data write section for writing an cutput of the data
modification contral section to the second recording medium.
The modification control information includes a copying
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permission flag indicating whether the copying of the data
iz permitted, a quality control f_fla.g for contrelling =a
quality of modified data which is obtained by modifying the
data, and a billing control £lag for controlling billing
for the copying of the data. The data modification control
section datermines whether billing iz required for the
copying of the data in accordance with the billing control
flag. When the billing is requﬁ:ed, the data modification
control mection controlié the modification of the data in
accordance with the copying permiassion £lag and the quality
contrel flag, after éonfi.rming that the 'b:l.ll:l.ng has been
done by 2 billing apparatus which ias provided outside the
data copying apparatus. When the billing is not required,
the data modification ocontrol section controls the
modification of the data in accordance with the copying
permissionl flag and the quality control flag, without

confirming that the billing has been done by the billing
apparatuag.

Inr one embodliment of the invention, the modification
cdontrol information is recorded on the f£irst recording
medium, and the data read éection reads out the modification
control information from the first recording medium.

Inone embodiment of the invention, themodification
gontrol information is encrypted.

I_En one embodiment of the invention, the modification
control information is inciuded in a predetermined frequency

band of the data that irs recorded on the first recordin
medium. ) :

In one ambodiment of the invention, the modification
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control information is input £from outalde the data copying
apparatus toc the data modification control section.

In one embodiment of the Iinvention, the data
modification control section outputs modified data having

a quality level in accordance with the modification contral
information. -

Aocording to still another aspect of thia invention,
@ data copying method for copying data . recorded on a first
recording medium to a secand recording medium is provided.
The data copying method inaludes the steps .of: (a) reading
out the datz £rom the first recording medium; (b) controlling
modification of the data in accordance with modification
control information, the modification contrel information
being provided for cantrolling the modification of the data;
and {¢) writing an cutput of the data modlfication control
section to the mecond recording med:i.um. The modification
control information includas a ocopying permission flag
indicating whether the copying of the data is permitted,
a quality control flag for gontroelling 2 quality of modified
data which is obtained by modifying the data. and a billing
control f£lag for controlliing billing for the copying of the
data. The step (b) :Lixoludea the steps of: (b-1) determining
whether billing i1s required for the copying of the data in -
accordance with the billing control. flag: (b-2) when the
billing is required, oontrolling the modification of the
data in accordance with the capying permission flag and the
quality control flag, after confirming that the billing has
been done; and (b-3) when the billing is not required,
controlling the modification of the data in accordance with
the copying permission fiag and the quality control flag,
without confirming that the billing has been done.
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Aacording to still another ﬁ_spect of this inventlon,
a computer-readable recording medivn recorded with a program
for controlling a computer to perform a data copying
operation for copying data recorded on a first recording
medium to a second recording medium is provided. The data
copying operation includes thes“ ataps of: (&) reading out -
the data from the first :’recordix'zg mediom;: (b) controlling
modification of the data in accordance with modification
control information, the modification.contral information

~ belng provided for controlling the modification of the datas

and (o) writing an output of the data modification control.
gection to the gsecond recording medium. The modification
control information lncludes a ocopying pemis'a:l.on flag
indicating whether the copylng of the data is permitted,
a quality control flag for controlling a quality of modified
data which 1s obtained by modifying the data, and a billing
control flag for controlling billing for the copying of the
data. The step (b) includes the steps of: (b-1) determining
whether billing is required for the copying of the data in
accoxdance with the billing caontrol flag: (b-2) when the
billing is required, controlling the modification of the
data ix accordance with the copying permission flag and the
quality control flag, after confirming that the billing has
been done; and (b-3) when the billing is not required,
controlling the modification of the data in accordance with
the copying permission flag and the guality control flag,
without confirming that the billing has been done.

According to still another aspect of this invention,
4 recording medium recorded with data and modification
cantrol information for controllingmodification of the data
is provided. The modi_hfiéatlon control information includes
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a copying permission flag indliceting whether the copying
of the data 1s permitted, a qu&tlity.control flag for
controlling a quality of modified'data which is ohtained
by modifying the data, and a billing control flag for
controlling billing for .tl_ze copylng of the data.

Thusa, the invention described herein makes pogsible
the advantages of: (1) provid:l.r;b' a data copying system, a
data copylng apparatus, a data copying method and a recoxrding
medium with a copyright protection functlon which allowa-
data to be copied with high quality when the copyright holder
permits the high quality copying of the data: (2) providing
2 date  copying system, a data copying apparatus, a data
copying method and a recording medlum which allows a user

to melect a quality level of copled data to the usger's

Preference; and (3) providing a data copying system, a data
copylng appdratus, a data copying method ané a recording
medium which allows for high quality copying of data while
preventing fraudulent high guality copying of the data when

the copyright holdex does not permlit the high quality copying
of the data. ' '

These and othar advantages of the presen:t: invention
will become apparent to those skilled in the art upon reading
and understanding the following detailed description with
reference to the accompanying figures.

BRIEF DESCRIPTION OF THE DRAWINGS

Figure 1A is a block dlagram illustrating a

configuration of a data copying system 1 according to an
embodiment of the present invention;

Figure 1B is & block diagram illustrating a
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configuration of a modification control cirauit 21
1llustrated in Figure 1A: '

Figure 1C 1s & block diagram illua‘érating a
configuration of a datamodification cirouit 22 illustrated
in Figure 1A;

Figure 2is adiagram iliv.astrating an exemplary data
structure of a recording medium 80;

Figure 3is adiagramillustrating an exemplary data
structure of modification control information 83;

Figure 4A 'is a diagram 1llﬁatrat1ng an exqmplnry

‘data selection screen window:

Flgure 4B i3 a diagram illustrating an exemplary
quality level selection sareen window: '

Figure 4C is a dlagram illustrating an exemplary
royalty confirmation saoreen window;

Figure BA 1s a flow chart illustrating a flow of a
data copying operation;

Figure SB is a block diagram illustrating a
aonfiguration of a computer 500 for performing the data
copying operation illustrated in Figure 5A;

Figure 6 1s & protocol ahart 1llustrating a
procedure of the communication process between a data
capying apparatus 100 and a billing apparatus 200;
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Figure 7A is a diagram illustrating an exemplary
format of data A transmitted between the data copying
epparatus 100 and the billing apparatus 200:

Figura 7B is & dlagram illustrating an exemplary
format of data B transmitted between the data copying
apparatua 100 and the billing apparatua 200;

Figure 7C is a dlagram illustrating an examplary
format of data € transmitted betwean the data uopying :
apparatua 100 and the billing apparatus 200;

Figure 7D 1s a diagram illustrating an exemplary
farmat of data D transmitted between the data ocopying
apparatus 100 and the billing apparatus 200: .

Figure 7B is a diagram illustrating an exemplary
format of data E transmitted between the data dopying
apparatus 100 and the billing apparatus 200:

Figure 7¥ la a diagram illustrating an exemplary
format of data F tranamitted between the dnta copying
apparatus 100 and the billing apparatus 200;

'Figqure 8A 1s a diagram 4llustrating a speaific
example of data A transmitted between the data copying
apparatus 100 and the billing apparatus 200;

Figure 8B is & diagram illustrating a speclfic
example of data B tranasmitted betwaen the data copying
apparatus 100 and the hilling epparatus 200:

Figure 8C is a diagram illustrating & speciflic
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example of data C transmitted betiween the data copying
apparatus 100 and the billing apparatus 200:

Flgures 8D is a dlagram illustrating a specifia
example of data D trensmitted between the data copying
apparatus 100 and the bhilling apparatus 200;

Figure 8E is =« diagram illustrating a specific
example of data E tranemitted between the data copying
apparatus 100 and the billing apparatus 200; and

Flgure 8F 1z a diagram 1llustrating a sapecifia
example of data F transmitted betwean the data copying
apparatus 100 and the billing. apparatus 200.

BEST MODE FOR CARRYING OUT THE INVENTION

Embodiments of the praesent invention will now he
dagsaribed with refarsnce to the accompanylng drawings.

Figure 1A lllustrates a configuration of a data

copying system 1 according to an embodimeni of the present
invention.

The data copying system 1 includes a data copying
apparatus 100 for copying data recorded on & recording
medium 80 to anothex: recording medium 90, and a billing
apparatus 200 for billing for the data oopying. The
recording medium 80 may be & read-only medium such as &

DVD-ROM. The recording medium 90 may be random access
medium such as a DVD-RAM.

The data copyd.ng zxpparatus 100 includes a data read
section 10 for readi.ng out data recorded on the recording
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medium 86, a data modi_fication control section 20 for
controlling modification of the raad data, and a data write
section 30 for writing an output from the data modification
aentrol section 20 to the recording medium 90.

The function of each element included in the data
copying nppa.rntus 100 may be :melemented by hardware (e.g.,
& circuit) or software (e.g., & program) Thesa functions

may alternatively be umlemented by a comblnation of
hardware and software.

The term "modification of data® as umsed herein
refers to any process performed on the data for the purpase
of copyright protection. Typically, "modification of data"
iz to degrade the quality of the data for the purpose of
copyright protection. For exemple, degrading the sound
quality of muelic data and degrading the image quality of
video data are included in the meaning of the term
"modification of data®. Moreover, the term "to control
modification of data” as used herein includes to contrxol

how to modify the data as well as to control not to modify
the data. '

In the following description, it is assumed that
data recorded on the recording medium 80 ls music data.

Hovwever, data recorded on the recording medium 80 1s not

limited to musioc data. The present invention can be used
to duplicate any type of data recorded on the recording

medium 80. For example, data recorded on the recording
medium 80 may alternatively be video data.

_ In the example 1llustrated in Figure 1A, data to be
copied is recorded on the recording medium 80 as encrypted
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data 81. The recording medium 80. includaes the enarypted
data 81, a decryption key 82 and modification control
information 83. The encrypted data 81 is data which has
been encrypted by a2 first enoryption method. The decryption
key 82 is a decxryption key to the first encryption method.
The encrypted data 81 is decrypted by using the deéryption
key 82. The modification control information 83 is a place
of information provided for contf’olling" modification of data
to be copied. The detalls of the modification control
information 83 will be describedwith reference to Figure 3.

Any format can ba used for recording the encrypted data 81,

the dearyption kay 82 and the modification control
information 83 on the recording medium 80.

The modification c¢ontrol information 83 may not
necesaarlily be recorded on the recording medium 80. The
modification control information 83 may alterﬁa.tiv«aly he
input from outside the data copying apparatus 100 to the

- data modification ogontrol seation 20.

In the example illusf.x:a.ted in Figure 1A, data cdpied
by the data copying apparatus 100 is written to the recording
medium 90 as encrypted data 91. The enorypteé data 91 is
obtained by encrypting the data output from the data
modification control aectioxi 20- according to a second
encryption method. The sacond encryption method is
determined based on ID information 92 recorded on the
recording medium 90. The sedond encryption methcd-may be
the same as or different from the first encryption method.
The ID information 92 is used for identifylng the recording
medium 90 and is unigue to the recording medium 90. The ID -
information 92 ia recorded at a predetermined location of
the récord:l.ng medium 90 in the production process of the
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recording medium 90. Any format can be used for recording

the encrypted data 31 and the ID information 92 on the
recording medium 90. '

The data recorded on the recording medium 80 which
is to be copled may not negessarily be encrypted. Foxr
example, data equivalent to the data obtained by decrypting
tha encrypted data 81 hy using the decryption key 82 nay

- alternatively he raecorded on the recording medium 80. In

such a case, it is not necessary to descxrypt the data read
out from the recording medium 80 by using the decryption
key 82. Accordingly, the data read out £rom the recording

medium 80 1is output to the data modificatlon control
gection 20 without being decrypted.

Morecver, data to be written to the Xecording
medium 90 may not necessarily be encrypted. The data output
from the data modification contrcl section 20 may

alternatively be written to the recording medium 90 without
being encrypted. '

{  Figure 2 illustrates an axemplary data structure of

the recording medium 80. The recording medium 80 has a

layered structure and includes a physical layer, a file layer,
and the like. '

The recording medium 80 includes & lead-in area, a
volume area and a lead-out axrea. The lead-in area is

. braevided on the inner periphery side of the recording

medium 80. The lead-ocut area is preovided on the outer
pexriphery side of the recording medium 80. The decryption

key 82 as illustrated in Figure 1A may be recorded in, for
example, the lead-in area.
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The volume area includas a volume management area
and & file area.

In the £ile area, amanagement file, and Naudio title
files #1-#N are recorded. Herein N is an integer which
satisfies 1sNx99, fox: exampls, - 'l'he management £ile s a £file
for managing a menu windaw or table-of-contents information
to be displayed to the user. The audio title file ia a file

including management information and one oxr more musia data.

As 11lustrated in Figre 2, the audio title file $1°
includes management information and a number M of music
data #1-#M. Herein, M is an integexr which satisfies 1=M<99,
for example. Each of the music data #1-#M corresponds to
the encrypted data 81 as illustrated in Figure lA.

The management information includes the modifica-
tion control information 83, reproduction path information
and attribute information of esach of the music data #1-
#M. Thé reproduction path information includes an address
of eaah of the music data #1-#M. The attribute information
of each of the music data #1-#M includes information which
indicates the number of channels, the quantization rate,
the sampling rate, etc., of the corresponding music data.

In the example 1llustrated in Figure 2, the
modification control information 83 i1s included in the
management information. However, the location of the
recording medium 80 where the modification control
information 83 is recorded is not limited to this. The
modification control infurmation 83 may be recorded in any
location of the rTecording medium 80.
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Figure 3 illustrates an exemplary data structure of
the modification control information 83. In the following
description, it is assume.d that the modificaticn control
information 83 is included in the management information
of the audio title file #1 (Figure 2) and that the audio
title file #1 includes the M musio data #1-4M.

The modification control information 83 includes
ISRC  (internatlional standard recoxding aode) 83a, num-

ber-of-music data 83b and a plurality of flag sets 83c¢

respectivaly corresponding to the music data #1-#M.

The ISRC 83a is ID information for identifying a
misic title (an audio title file). Each ISRC has a unique
value and only one of such value exists throughout the woxld.
Foxf example, the ISRC 83a is a 24-bit code consiasting of
a country code (two ASCII characters), an owner code {three
ASCII characters), the recording year (2-diglt numbexr) and
a serlal number (5-digit number).

! The number-of-muaic data 83b mdiaates the number
of music data recorded in the audio title file. The ntm-

- ber-of-mugic data 83b is, for example, 24-bit data. In the

example illustrated in Figuxre 3; the value of the num-
ber-of-music data 83b i1a M.

~ The flag set 83c is defined fox sach of the music
data #1-#M. The £lag set 830 inaludes & copying permission

-flag 83¢, indicating whether copying of the music data is

permitted, a quality control flag 83c; for controliing the
quality of modified music data obtained by modifying the
maslc data, and a billing control flag 830 for controlling
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the billing for the copying of the music data.

Each of the copying pe':"mision £lag 830,, the
quality control flag 83c, and the billing control flag 83,
is 1-bit daata.

The copying permission flag 83c; having a value of
*0" indicates that the aopy:l.né" of the music data is not
permitted under any condition, and the copf'ing permission
flag 830; having a value of “1" indicates that the copying
of the music data is permitted undexr particular conditions.
The particular conditions are defined by the value of the

quality control flé.g 830, and the value of the billing
Contr()llfhg 830,.

_ The gqu=lity controi f£lag 83c; having & value of "0"
indicates thet the copying of the music data is permitted
under the condition that the quality of the muslc data is
degraded, and the quallity control £flag 830, having a value
of *1* indicates that the capying of the music data is
yermitted without degrading the quality of the music data.

{ . B : . .

The billing contral £lag 83c,; having a Galuq of "o*
indicates that the copying of the music data is permltted
without billing for the copying of the music data (i.e.,
free of charge), and the billing control flag 83es having
a value of "1" indlcates that the copying of the muslc data
is permitted under the condition that the copying .of the
music data is billed for.

Table 1 shows the relationship between each
combination of the value of the copying permission flag 83aq,,
the value of the guality control £lag 83c; and the value of
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the bi1ling contxol £lag 83c,;, and the condltion under which
the copying of the music data is permitted.

Table 1

Copying pex-| Quality | Billiag Copying

miasion f£lag| control cantral pexmisgion

a83qg; tlag' 830 Elag_i 10; condition
Casa 1 0 - - . | Copyiag alwaya permitted
Casa 2 1 Q. .0 Copying permitted £frase of

charge under tha candition
that thae guality is hE_uM

Caga 3 1 3) ~ 1 Copying pexmitted undar the
aondition that the quality ix
dograded and the copying is

1"billeg for ]
Cass 4 1 1 o Copying perxittad £res of
] : - | charga agd without degrading
the quality
Cass 3 1 1 1 Copying pemmitted without |-

dagradiag the guality under
tha condition that the aopying
iz billed for :

In Casa 1 of Table 1, the value of the ocopying
permission £flag 830, is *0". Therefore, the copying of the
music data is not permitted irrespective of the value of

the quality control flag 83c; and the value of the billing
contraol £lag 830,.

l In Case 2 of Table 1, the copying of the music data
is permitted free of charge under the condition that the
gquality of the music data is degraded.

In Case 3 of Table 1, the -copying of the music data
is permitted under the condition that the quality of the

music data is dagraded and the copying of the music data
is billed for.

In Case 4 of Table 1, the copying of the music data

is permitted frea of charge and without degrading the quality
of the music data.
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In Case 5 of Table 1, the copying of the musica data
is permitted without degrading the émality of the music data
under the condition that the copying of the music data is
bllled for.

In this way, a variety of conditions under which

. copying of musica data is perm:l.tted (or not permitted) can

be realized by cambining the value of the copying permisgion
flag 830;, the value of the quality control flag ‘83c; and
the value of the billing control £lag 83cy with one anothex.

The data modifilcation control section 2o
(Flgure 1A) determines whether it is required to bill for
the copying of the muslc date according to the billing
control flag 83c,. When it is determined that the billing
1s required, the data modification control section 20
controls the modification of the music data (i.e.,
determines whether the quality of the music data is ta he
dagraded and, 3if it is to be degraded. to what degree it
is to be degraded) acaording to the copylng permission
flag 830, and the quelity ocontrol flag 83¢;, after
confirming the blll:l.ng by the billing apparatus 200
(FPigure 1A). When it is detemined that the billing is not
required, the datamodification cortrol sectlon 20 controls
the modification of the music data (i.e., determines whether
the quality of 'i:he masic data is to be degraded and, if it
is to be degraded, to what degree it is to be degraded)
according to the copying permission flag 830, and the quality
control flag 83c,, without confirming the billing by the
billing apparatus 200.

Refarring again to Figure 1A, the details of the
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respective elements included in the data copyling appara-
tus 100 will now be described.

The data read gection 10 inaludes a data read
cirouit 11, & dearyption key detection circuit 12, a
modifidation control information detection clrcuit 12 and |
8 dearyption circuit 14.

 The data read cirocult 11 reads out the enarypted
data 81 from the recording medium 80, and outputs the read

. enarypted data 81 to the decryption circuit 14. The de- . .
" coryption key detection circuit 12 deteats the decryption

key .82 from the recording medium 80, and outputs the de-
tected dearyption key 82 to the decryption circult 14. The
madification ocontrol information detection ' circuit 13
detects the modification control information 83 £rom the
recording medium 80, and outputs the detectad modificatlion
control information 83 to the data modlification control

~ aection 20.

The decryption circuit 14 decrypts the encrypted
data 81 which has been read out by the data read circuit 11
based on the decryption key 82 det;acted_by the decryption
key detection circuit 12z, Tﬁe decryption cixrcult 14 out-
puts data obtained by decrypting the enorypted data 81
{hereinafter, referred to as the “"decrypted data") to the
data modification control section 20. The decrypted data
corresponds to the music data before it is encrypted.

The data modification control section 20 includes
a modification control circuit 21 and a data modification

.cixrcuit 22.
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The modification control :Ln_formation 83 detacted by
the modification control information detectilon aircuit 13
is input to the modification control oircuit 21.

The modification controel circult 21 determines
whether it 1s required to bill for the ocopying of the
decrypted data (e.g., the music data) according to the

billing control flag 830, included in the modlfication

control information 83.

When it is determined that the billing ie required,
the modification control circuit 21 communicates with the
billing apparatus 200 according to a predetermined protocal
to confirm the billing by the billing apparatus 200, after
which themodification control clrcuit 21 produces a control
signal 23 according to the copying penn:l.saion flag 83c;,; and
the quality control flag B3a,. The confirmation of the
billing by the billing apparatus 200 can he done by, for
example, the reception by the modification control oix-
cult 21 from the billing apparatus 200 of information which
indicates completion of the billing. 8Such information may
be recelved via. the Internet, for example.

For example, when the user of the data copying
apparatus 100 pays the copyright- holder of the recording
medium 80 the royalty for the copying of the data recorded
on the recording medium 80, information dIndicating
complaetion of the bllling is transmitted from the billing
apparatus 200 to the modification gontrol circult 21.

When 1t is determined that the billing 1s not
required, the modification control cirouit 21 produces the
control signal 23 according to the copying permission
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flag 83c; and the gquality ocontrol £lag B83o; without
communicating with the billing apparatus 200,

According to the -control signal 23, "the data
modification alrcuit 22 controlas the modification of the
decryptad data (e.g., the music data) (l.e.., the data
modification circuit 22 determines whether the quality of
the decrypted data is to be degraded and, if it is to be
degraded, to wl_mt degree it ls ta be degraded).

The output of the data modification circuit 22 is
supplied to the data write saction 30.

The data write section 30 includes an encryption

circuit 31, a data wrilte circuit 32 and an ID detection
cirouit 33. ) '

The encryption circuit 31 encrypts the output of the
data modification oircuit 22 according to the second
enacryption method. The ID detection circuit 33 dateats the
ID infoxmation 92 recordad on the recording medium 0. The
second encryption method is determined baseq on the ID
informetion 92 detected by the ID detection circuit 33.

The data write circuit 32 writes the output of the

encryption circuit 31 to the recording medium 90 as the
encrypted data 91. ‘

In this way. the encrypted data 81 recorded on the
recording medium 80 is copled on the recording medium 9a.

Figure 1B 1illustrates an exemplary configuration of
the modification contrel circuit 21. The modification
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control circuit 21 includes a data selectlon clroult 21a
for selecting one of a plurality of data that 18 to be copied,
a quality level selection circuit 21b for selecting a
quality level of copied data, a royalty aalculéation c:ir-
cult 2lc for caloulating a royalty required for the copying
of the data, and a control circuit 21d for controlling the
Gata pelection circuit 21a, the 'quality level selaction

_Clrcuit 21b and the royalty calculation circuit 21a.

The' dontrol clroult 214 recelyes the modification
control information 83 and contrcls the data selection
ocircuit 21a to produce a data selaction soreen window based
on the modification control :Lnformntion 83.

The data selection circuit 2l1la produces the data
aelection screen window and displays the data selection

'Boreen window on an lnput/output apparatus 300.

Figure 4A illustrates an exemplary data selection
gcreen window. In the exemple 1llustrated inFigure 4A, the
following columns are dispia.yed as well as a message
prompting the user to seiect a musical piece to he copled:
"Music numbar®, *Title", *Copying permitted*, "High quality
copying permitted® and "Billing for copying reguired*. In
the example illustrated in Figure 4A, it is assumed that
music data #1-#4 are recorded on the recording medium 80.

The column "Music number” in the data selection
screen window shows the respective index numbers of the music

data #1-#4. The column "Title™ shows the respective titles
of the music data #1-#4.

The column “Copying permitted” in the data selection
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soreen window gorresponda ta the oopying permission
flag 830; included 1in the modification control informa-
tion 83. Thus, the column “Copying pexmitted” shows "No®
when the value of the copying permisaion flag 83c; is *0ov,
and the column "Copying permitted” shows "Yes* when the value
of -the copying permission flag 83qgy is “1".

The column "High qunlit} copylng permitted® in the
data selection screen window corresponds to the quality
control flag 83c; included in the medification control
information 83. Thus, the column "High quality aopying
permitted” shows "No" wheix the value of the quality contraol
flag 83c; 13 "0", and the column "High quality copying

permitted” shows "Yes” when tha value of the quality control
£lag 830; is “1°. ' '

The column "Billing for copying required" in the
data selectlion screen ‘window corresponds to the hilling
control flag 83c,. Thus, the column "Billing for copying
requlred® shows “No" when the value of the billing control
flag 83¢; 1s "0, and the column “Billing for copying

required” shows "Yas"” when the valua af the billing control
flag 830; is “1-. '

-In the following description, it is assumed that the
uger has gselacted “song0l" and “song02“ as muslcal pleces
to be copied. For example, such selection can be made by

the user by using the input/output apparatus 300 {e.g., a
keyhoard or a mouse).

For both "“song0l" and “song02® which have been
selected by the user, the column "Billing for copying
required” shows "Yes". Tharefore, before the data can be
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copled, 1t 18 necessary to confirm that the billling for the
copying has been done by the billing apparatus 200.

The data seleation circuit 2l1a tranasmits the re-

spective data for “song0l” and “"songd2” which have heen

selected by the user to the billing apparatus 200. In
responsa to the data, the billing apparatus 200 returng
royalty data for “"songol" for diffaerent quality levels and

‘royalty data for "song02" for different quality levels to

the quality level selection cirouit 21b,

The quality lavel selactlon cirouit 21b produces a
quality laevel selection soreen window based on the data
returned from the hilling apparatus 200 and displays the
quality level selection screén window on the input/output
apparatus 300.

Flgure 4B 1llustrates an exemplary gquality level
seleation soreen window. In the example lllustrated in
Figure 4B, the following c¢olumns are dlsplayed as well as
& message prompting the user to select a gquality level for
each musical piece to be copilad: "Music numbex™, "Title",
"Royalty for quality level 1 (2 ch, 20 bit, 48kHz)",
“Royalty for quality level 2z (6 ch, 20 bit, 48kHz)" and
"Royalty for quality level 3 (6 ch, 24 bit, 192kHz)*. IXn
the example illustrated in Figure 4B, it is assumed that
the quality level of "songGl" and "song02" recorded on the

recording medium 80 1s quality level 3 (6 ch, 24 bilt,
192kHz). '

The column "Rovalty for qua.iity level 1 (2 ch,
20 bit, 48kHz)" shaws ithe royalty to be paid by the user
for oépying the music dzta recorded on the recaording me-
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dium 80 to obtain music data having quality level 1.

The column "Royalty for quality level 2 (6 ch,
20 bit, 48kEz)" ‘shows the royalty to be paid by the user
for copying the music data recorded on the recording me-
dium 80 to obtain music data having quality level 2.

The column “Royalty for quality level 3 (6 ch,
24 hit. 192kHz )" shows the royalty to be paild by the user
for copying the music data recorded on the recording me-
dium 80 to obtain :;_u._xa:l.c data having quality level 3.

Therefore, when the user selects quality level 3,
the music data recorded on the recording medium 80 is cgopiad
without degrading the quality of the music data. When the
user selects quality level 1 or guality lavel 2, tha muslc
data recorded on the recording medium 80 is copied while
the quality of the mualc data 1s degraded.

In the following description, 1t is assumed that the
uger selects quallity . level 3 for “song0l* and quality
level: 2 for “song02". ¥For example, such selection can ba

made by the user by using the input/output apimru.tus 300 -
{(e.g., a keyboard or a mouse).

The quality level selection c¢ircuit 21b transmits
data for “song0l® at quality level 3 and data for “song02*
at quality level 2 to the billing epparatus 200. In re-
sponse to the data, the billing apparatus 200 returns
raoyalty data for “"song0l" at quality level 3 and royalty

data for “"song02® at ¢uality  -level 2 to thea royalty
caloulation eircuit 21s.
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The royalty calculation :clrcult 2le¢ praduces a
royalty confirmation soreen window based on the data re-
turned from the billing apparatus 200 and displays the

royalty conflrmation screen window. on the in;iut/output
apparatus 300.

Figure 4C 1llustrates an exemplary royalty
confirmation screen window, In the example illustrated in
Figure 4C, the total royalty (135 yen) for copying the musia

data of the selected misical pieces "song0l" and “song02"“

to obtain music data respectively having the seleated
quality levels is digplayed, as well 2= a message prompting
the i:ser to input “Yes" or “No" to indicate that the user
approves or does not approve the royalty. '

When the user inputs *Yes" to approve the royalty
(1.e., when the user approves the hilling for the aapying
of the data), the bililing apparatus 200 performs a dilling
operation. For example, the billing apparatus 200 with-
draws the amount of money billed £rom the usar's bank account,
or the like. The billing apparatus 200 is a remote server

. which'can be connected to the data copying appar'a.tus 100

via, for example, the Internet or a telephone line.

Based on passwords which are registered by
raspective users upon usger registration, the billing
apparatus 200 identifies whether the entity who has approved
tha billing is a registered user. The billingapparatus 200
may alternatively be a card slot through which a prepaid
card or an IC card is inserted.

) When the billling by the billing apparatus 200 has
been done, the hilling apparatus 200 sends a signal to the
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royalty caloulation clrcuit 21lc notifying that the billing
has been done. In responsa to tha recelipt by the royalty
calculation cirocuit 21c of the signal notifying that the

billing has been done, the control ¢ircuit 214 outputs the
control signal 23.

Figure 1Cillustrates an exemplary configuration of
the data modification aircuit 22. The data modification
circuit 22 includes a circult 22a for degrading data having
quality level 3 into data having quality level 1, & air-
cuit 22b for degrading data having quality level 3 into dmta
having quality level 2, a cirouit 220 for passing forward
data baving quality level 3 without degrading the data, and
a switch 224 for selectively inputting the ocutput of the
dearyptian aircuit 14 to one of the circuits 228_.-220.

The cirouit 22a includes amix~down circuit 22a; and

@ down-sampling circuit 22a,.

The mix-down circult 22a; performs a mix-down
operation for reducing the number of channels of a sound
signal from 6 to 2. The mix-down operation iz done nat by
gimply cutting off 4 of 6 channels, but by mixing the channels
with one another acacording to a certain fixed parametex.

. The down—-éampl:l.ng circuit 22a; performs a down-
sampling operation £or reducing the number of sampling bits
from 24 to 20 and reducing the sampling frequency f£rom.

192 kEz to 48 kHz. The down-gmampling operdtion is based on
an orxdinary acoustic theory.

_ The oircuilt 22 includas a down-sampling 'c:l.r-
cuit 22b;. The down-sampling operation performed by the
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down-sampling circuit 22b; 1s the same as that performed by
the down-sampling cirouit 22a,. ‘

The switch 224 is controlled based on the control
signal 23.

When the user selects Yquality level 1%, the
switch 22d1s controlled so that the output of the dearyption
aircuit 14 is input to the aircuit 22a. In such a‘case, the
quality of the data is dagraded by the circuit 22a from
quality level 3 to quality level 1.

-_ When the user selects “quallty level 2% « the

gswitch 224 is controlled so that the output of the deaxyption

circuit 14 is input to the acircuit 22b. In such a case, the
quality of the data is degraded by the circuit 22b from
quality level 3 to quality level 2. '

When the user selects "“quallty level 3%, the

‘switch 224 is controlled so thgt the output of the decryption
-olrcuit 14 is input to tke circuit 22¢. In such a case, the

data passes through the circuit 22¢. As a result, the
quality of the data is not degraded but maintained at quality
level 3. '

In the exampleas illustrated in Figures lA-1C, each
element inaluded in the data copying apparatus 100 is
implemented by hardware (a circuit). The function of each
element inaluded in the data copying spparatus 100 may
altarnatively be implemented by software.

Figure 5A is a flow chart 1llustrating the flow of
a data copying aperation. By using a computer to perform
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the data gopying operation illustrated in Flgure 5A, it is

"possible to implement a function aqu:l.\ralent to the function

of each element of the data copylng apparatus 100 1lius-
trated in Figure lA.

Figure 5B illustrates &8 conf:!.gurution of a aom-

puter 500 for performing tha data aopying operation
i1llugstrated in Figuxe BA.

The computer 500 includes a CPU 501, a memory 502,
a communication interface 503, an input/output inter-
face 504 and a bus 505. The CPU 501, the memory 502, the
communication interface 503 and the input/output intex-
face 504 are connected to one ancother via the bus 505. The
comminication interface 503 is configured so that it can
be connected to the billing apparatua 200 (Figure 1A} via
a network:  such as the Internet. 'I'iia input/cutput inter-
faca 504 is configured so that it can be connected to the
input/output appaeratus 300 (Figure 1A).

A program representihg tha data copylng operation
illustrated in Figure 5A (hereinafter, referred to as the
“data copying operation program") is stored in the mem-
ory 802, for example. Tha data copying operation program
may alternatively be recorded on any other type of recording
medium such as a £loppy disk, a CD-ROM, or a DVD-ROM. The
data gopying operation program recorded on such a recording -
medium is loaded on the memaory 502 of the computer 500 via
the input/output apparatus 300 {(e.g.. a digk drive). The
CPU 501 performs the data copying operation program. Thus,

the computer 500 functions as the data copying apparatus 100
(Figure 1a).
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Raapective steps of the data copying operation will
now be described with referenca to Figure 5A. Each step is
performed by the CPU 501 {Flgure b5H).

Step §101: The CPU 501 reads out the enorypted
data 81 from the recdrding medium 80.

Step S102: The CPU 501 detects the decryption
key 82 from the recording medium 80.

.Step S103: The CPY 501l decrypts the encrypted
data 81 by using the decryption key 82 so as to produce
decrypted data. ' -

Stap S104:1 The CPU 501 detects the modification
control information 83 from the raecording medium 80.

Step £105: The CPU 501 determines whether it is
required to bill for copying of the decrypted data according
to the billing control £lag 83¢,; inaluded in the modification
control information 83. The process proceeds to step 5106
when it is determined that the billing is required, and to

step S107 when it iz determined that the billing is not
required.

Step S106: The CPU 501 confirms that the billing has
bean done by the billing apparatus 200.

Step S107: The CPU 501 controls the modification of
the decrypted data (i.e., determines whether the quality
of the decrypted data is to ba degraded and, if it is to
be degraded, to what degree it is to be degraded) aceording
te the copying permission flag 830, and the quality control
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flag 83aq; included in the modification contrel informa-
tion 83. "

Stap S108: The CPU 501 detects the ID informa—.
tion 92 f£rom the recording medium 90.

Stap $5109: The CPU 501 encrypts the dacrypted data

by using an enoryption key vhich is datermined based on the
iID 1n£omation 92.

' Step $110: The CPU 501 records the enarypted
data 91 on the reoording medium 90.

Figure 6 1llustrates & Dprocedure of . the
communication process between the data copying appara-
tus 100 and the billing apparatus 200.

In the first column of Fligure 6, each step,
$601-5616, is shown.

In the sacond celumn of Figure 6, aach black dot
denotes which one of the data copying apparatus 100 and the
billing apparatus 200 is to perform the operation, and each
arrow denotas the direciion of data transmlassion between

the data copying apparatus 100 and the billling a.pi:a.ru.-
tus 200.

The third column of Figure 6 shows the name of each
function involved in the communication process between the
data copying epparatus 100 and the billing apparatus 200.

| _ Step S601: Using the data selection screen window
a8 lllustrated in Figure 4A, the user selects one or more



10

15

20

25

30

- 33 -~

musical pleces to be capied to the recording medium 90 from

a group of musical pileces recorded on the recording me-
dium 80.

. step §602: If the musical pileces selected by the
user include one for which the value of the copying
rexmission flag 830, is *1° u.nd the value of the billing
contraol flag 83c; is 1", the datn copying apparatus 100
gends to the billing apparatus 200 a connection confirmation
aignal for confirming the connection to the billing
apparatus 200 (Search Server()).

Btep S603: Upon z:ecaivihg the connection
confirmation signal, the billing apparatus 200 sends the
ID of the billing apparatus 200 to the data copying
apparatug 100 to indicate that the billing apparatus 200
is active (Reply_Server()). The ID of the billing
apparatus 200 is ldentification information unique to the
bllling apparatus 200.. |

Stap S604: The &ata copylng apparatus 100 checks
whether the received ID 1s the ID of the billing appara-
tus 200. When the received ID 1is the ID of the billing

apparatus 200, the Qdata copying appaz:a‘t:us 100 starts the
billing operation. -

Step S605: The data copylng apparatus 100 sends
data A to the billing apparatus 200 (Send(Datz_A)).

Figure 7A illustrates an exemplary £format of
data A. ' '

Data A includes a list of musical pieces (Musilc
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number #1-#L) which are permitted to be copled on the
condition that the copying is billed for. Herein, L is an
integesr which satisfies 1<I.<M. "User ID" included in data A
is & user numbar unique ta the uger. "ISRC" included in
data A has the same contents as the ISRC 83a included in
the modification control information 83 which is deteated
from the recording medium 80. Only one “*ISRC” is included
in data A because in the example illustrated in Figure 7A,
data copying is permitted only in blocks of audio title filas.
“Number of musical pieces™ included in data A denotes the
number L of maslical pleces, among all the musical pileces
gselected by the usar, which are permitted to be copied on
the condition that the copying is billed for.

Figure 8A 1llustrates a speclfla example of data A.
The example illustrated in Figure 8A shows that musilc
number #1 and music number #2 are selacted as musical pieces
which are permitted to be copled under the condition that
the copying is billed for. The user ID is “HQC001®, the ISRC
is "JPABC9812345%, and the number of musical pieces is 2.

i Stap S606: The billing apparatus 200 verifilaes the
user ID included in receilved data A.

Step S607: When it is confirmed that the user ID is
valid, the billing apparatus 200 sends data B to the data
copying apparatus 100 (Send{Data_B)).

Figure 7B 1llustrates an exemplary format of
data B. ' '

. Data B includes a 1ist of royalties for copying each
music number #1-#L, specified by data A, at reapective
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.quality levels 1-3.

Figure 8B illustrates & specific example of data B.'
In the example 1llustrated in Figure 8B, the royalty for
copying music number #1 at quality level 1 iz 20 yen, the
royalty for copying music number #1 at quality level 2 ig
50 yen, and the royalty for copying music number #1 at
quality leval 3 1a 100 yen. 'L'h"e'_royalty for copying musig
number #2 at quality level 1 15 15 ven, the royalty for
copying music number #2 at quality level 2 1s 35 yen, and

the royalty for copying music pumber #2 at quality level 3
is 70 yen.

Step S608: Using the quality level selection screen
window as 1lllustrated in Figure 4B, the user selects a
quality level for each music number #1-#L speaified ty
data A. The quality level 1s axpressed in terms of, for
example, the number of channels, the quantization rate
and/or the sampling rate.

Step S609: The data caopylng apparatus 100 sends
data €, which indicates the quality level seleated by the
user, ta the billing apparatus 200 (Bend(Data_C))

Figure 7C 1llustrates an exemplary format of
data C.

Data C includes a 1ist of quality levels selected
by the user for the respective music number #1-#L specified
by data A. Indata C, the quality level value "1* indicates
that given data is aopled to ohtain data having quality
lavel 1, the quality level value "2" indlcates that given
data 5.8 aaopled to cbtain datad baving éuality level 2, and
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the gquality level value "3" indicates that given data is
copled to obtain data having quality level 3.

Figure' 8C 11llustrates a specific example of data C.
In the example jillustrated in Figure 8C, gquality level 3

is selected for music number #1, and quality level 2 is
seleated for music number #2.

Btep S610: .The billing apparatus 200 receives
data C and produces data D based on data C.

Step S611: The billing apparatus 200 sends data D
to the data copying apparatus 100 {Send(Data_D)).

Figara 7D illustrates an exemplary Zformat of.
data D.

L}

Data D includes a 1list of final royalties for
copying the respective music number #l-#L specified by
data A. "Application ID* included in data D is an ID which

is assigned by the billing apparatus 200 for each data
aopying.

Figqure 8D illustrates a specific example of data D.
In the example 1llustrated in Figure 8D, the application
ID is-*"A001". The royalty for copying music number #l at
quality level 31s 100 yen, and the royalty for copying masic
number #2 zit quality level 2 is 35 yen.

Step S612: Using the royalty confirmation screen
windo_w as illustrated in Figure 4C, the user confirms the
total royalty for copying each selected nusic data to obtain
music data having the selected quality level. If the user
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approves the total royalty (e.g., 135 yen in the example
1llustrated in Figure 4C), the uéer inputs its phssword
which has heen registered upon user'registration to the data
copying appaz:atua 100. |

Step S613: The data copying apparatus 100 produces
data E based on the password input by the user, and sends
data E to the billing apparatus 200 (Send(Data_E)).

Figure 7E illustrates an exemplary format of
data E. '

Data E indicates whether the proper user has finally
approved the billing. “"Pasaword®" included in data E shows
“0" when the user has canceled the billing, and shows the
user's password when the user has approved the bhilling.

Figure 8E illustrates a specific example of data E.
The example i1illustrated in Figure 8E ls a case whare the
user approves the billing. Data B includes the user's
pasaword “2611".
{
Step S5614: The billing apparatus 200 receives

data B and verifies the password includad in received
data E. -

Step S615: When the password is proper, the hilling
apparatus 200 sends data ¥ to the datacopylng apparatus 100

(Send(Data_F)), and the amount of money billed is paid from
the user's aacount.

Figure 7F 1s an exemplary format of data F.
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"Billing completion flag® 4included in data P
indicates whether the billing has ﬁeen done by the billling .
apparatus 200. ®Billing completion £lag" having a value of
"0* indicates that the billing has not been done by the
billing apparatus 200, and “Billing completion £lag” having

a value of "1" indicates that the billing has been done by
the billing apparatus 200.

- Figure 8F illuatrates a specific example of data F.
The example illustrated in Figure 8F showa that the billing

for the user ID "HQCO001l" and the application ID "A0OOCl* has
been done.

Step S5616: Tha data copying apparatus 100 dupli-

cates the melected musical pleces at the respective gquality
levels selected.

In the above-described embodiment, it is assumed
that data on the xecording medium 80 and data on the
recording medium 90 are enorypted data. However, the
principle of the present invention can alternatively be
applied to & case where data on the recording medium ‘80 and

~data on the recording medium 90 are not encrypted.

_ The decryption key 82 may zlternatively be en-
crypted by an encryption method that is d:l._:Eferant from that
used for the encrypted data 81. In such a case, the data
copying apparatus 100 may have a circuit (or a step) for
decrypting the decryption key 82 and a dacryption key for
decrypting the deoryption key 82. Such a decryption for
decrypting the decryption key 82 is different from the-

decryption key 82 which 1s used for decrypting the encrypted
data 81.
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In the above-described emﬁodiment, one or more of
the copying permission f£lag 830y, the quality control

'flag 830; and the billing control flag 83c, may elterna-

tively be included in the enarypted data 81.
The modification control . informaticn 83 may
altarnatively be encrypted in order to prevent fraudulent

copying of the medification control information 83.

The moditiaa.t;.on' ~control information 83 nmay

‘alternatively be inaluded in the encrypted data 81 as an

electronic watermark.

Watermark is a technique to embed a piace of data
in another plece of data, which is characterized by the
following features (1) and (2):

(1) The embedded data does not subatantially de-
grade the guality of the original data; and

- (2) The embedded data can be detected even if the

original data 18 somewhat processed.
{

For example, using the watermark technique,
information having & value of "0" or "1 can be embedded
in a position of audliec data corresponding to a frequency f£.
For example, information having a value of "1* is embedded
in the -audio data if the gain of the audio data at the
frequency £ (Hz) is greater than a predetermined threshold
value Ty (dB), and information having a value of *0" 1is
embedded Iin the audio data if the gain of the audic data

at the frequency £ (Hz) is not greater than a predetermined
threshold value Ty (GB). '
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The frequency £ and the predetermined threshoig
valus Ty are kept secrét. In this v“ra.y, 1t is very difficult
for a third party te frandulently obtain the information
emhedded in the audio data. Morecover, since the watermark
iz embedded in the audio data's waveform itself, it is
subétuntially impossible to erase the watermark no matter
how the audio data 1is processed unless the quality of the
audio data is aubltant:l.ally dagraded.

. . For example, a high pass :E:ther for cutting off a
low. :Ez:equenoy component of a signal and a low pasas filter
cutting off a high frequency component of the signal may
be used in.order to detect the watermark embedded in the
audio data. Thus, the high pass £ilter is usad to cut off
a component of the audio data whose freguency is leas than
the frequency £, and the low pass filter i1s used to ocut off
8 aomponent of the audio data whose frequency 1s greaterx

.than the frequency £. As a result, the frequency f

camponent of the audio data is extracted. The information
embedded in the audio data is detected by comparing the gain

of the fraquenay £ component with the predetermined
threshold value Ty.

Uaing the dabove-described watermark technique, it
is possible to embed the copying-permission f£lag 830, for
the music data #i' in a poslition of the music data #1
carresponding to a f£frequenay £;;., the quality control
flag 830c; for the musio data #i in a position correspanding

- to a frequency £;;, and the billing control £lag 83c; for the

music data #i in aposition corresponding to a frequency $£,;.
Herein, i is any integer which satisfies 1=<ixM where "M* iz
as previcusly defined. Preferably, the frequenaies fi, £i;
and £,, are included in a frequency band which does not
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' substantially affect the reproduction of the music data 1

(e.g., a €freguenay bhand outeidé the =audible range).
Moreover, the frequencies fi;, fi;"and f;; are preferably
spaced apart from one another so as to avoid miaéictect:i_on.
It is possible to usea either the same threshold value or
differant threshold values for the frequencles £, £,, and

f4a.

In the abova-described embodiment, the billing
information indicating that the billing is done by the
billing apparatus 200 is input from outside the data copying
apparatus 100. Alternatively, such billing information

-may be recorded on the recording medium 80. Moreover, such

billing information may alternatively be encrypted as is
the modification control information 83.

INDUSTRIAL APPLICABILITY _

As described above, the data copying asystem of the
present invantion controls the medification of data which
has been read out from a recording medium according to the
modification control information. The modification con-
trol .ﬁxifomntion includes the copying permission f£flag, the

quality control flag and the billing control flag.. Avariety

of conditions under which copying of data 1s permitted can
he realizad by 6ombining these flags with one ancother. For
example, with parmiasion by the copyright holder, the data
can be copled without degrading the quality of the data

elther free of charge or under the condition that the copying
ds billed for. '

By controlling the modification of the data
acoording to the modification control infermation, it is
passible to provide data having different quality levels
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as copied data. In this way, it is possible to allow the
user to select the quality level of the copied data to the

" uger's preferenca.

Moreover, the modification agontrol information can
be encrypted or embadded in a predetermined fraguency band
of the data that 1s recorded on the recording medium, so
as to prevent frandulent copying of the data which is against
the copyright holder's intention.

.Various other modifications will be apparent to and
aan be readily made by those skilled in the art without
departing from the scopé and abirit of this invention.
Accordingly, it is not intended that the scope of the claims
appended herato be limited to the description as set forth
herein, but rather that the alaims be broadly construed.
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CLAIMS

1. A data copying system, ocompkizing a data . copying
apparatus for copylng data recorded on a firat :recnrdin'g
medium to & second recording medium, the data copying
apparatus inaludings _

a data read section for reading out the data from
the first recording medium; ' '

m datamodification control section for gontrolling
modification of the data in accordance with modification
control -information, the modification control information
being provided for controlling the modification of the data:

a data write sectlon for writing an output of the
data modification control section to the second recording
medium, wherein:

‘the modification control information includes a
copying permission flag indicating whether the copying of
the data ig parmitted, & quality control £lag for controlling
a quality of modified data which is obtained by modifying
the data, and & billing control flag for controlling billing

for the copying of the data:

the data modification control s;ection detarmines
whether bhilling is required for the copying of the data in
accordance with the billling control £flag; '

when the billing is required, the data modification
control section controls the modification of the data im
accordance with the copying permission f£lag and the quality
control flag, after confirming that the billing has been
done by the billling apparatus: and

when the billing is not required, the data
modification control sestion controls the modification of
the data in accordance with the copying permisalon £lag and
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the quality control flag, without confirming that the
billing has bean done by the billing apparatus.

2, A data copying system according to qlaim 1, wﬁaréin the
modification control information la recorded on the first
redording medium, and the data read saction reads out the

modification control m:Eomation from the first recording
medium,

3. A data copying system according to c¢leim 2, wheraln the
modification control information is encrypted.

4. A data copying system acoording to claim 'z. wherein the
modification -control information 1s included in e
predetermined frequency band of the data that is recorded
on the first recording medium.

5. A data copying system according to claim 1, wherein the
modification control information is input from outside the

data gopylng apparatus to the data modification control
saection.

6. A data copying system according to ¢laim 1, wherein the
date modification control sectiocn cutputs modified data

having & quality leveal in accordance with the modification
control information.

7. A data copying apparatus for copying data recorded on
& first recording medium to a second recording medium, the
data copying apparatus comprising:

a data read section for reading out the data from
the first recording medtium:

a data modification control section for controlling



A L

10 -

15

20

25

30

-~ 45 -

modification of the data in accordance with modification
control informatlon, the modification contral information
being pravided for aontrolling the modification of the data;
and _

a data write section foxr writing an output of the
data modification control section to the second .recording
medium, whei‘ein: . :

the modification control 1nforma.tion includes a
copying pemiaaion flag mdicating whether the copying of
the data 18 permitted, a quality control flag for gontrolling
a quality of modified data which is obtained by modifying
the data; and a billiing control £flag for controlling billing
for the oopying of the data:

the data modification control sect:!.on determines
whether billing is required for the copying of ‘the data in
accordance with the billing control flag:

when the billing is required, the data modification
control section controls the modification of the data in
acaordance with the copying pexrmission £flag and the quality
control flag, after confirming that the billing has been
done by a billing apparatus which is provided outside the
data ¢opying apparatus; and

when the billing ig not requj.red the data
modification control section controls the modification of
the data in acocordance with the copying permission flag and
the quality control flag, without confirming that the
billing has been done by the billing apparatua .

8. A data copying appuétus according to c¢laim 7, wherein
the modification cantrol information is rgcorded on the
first recording medium, and the data read section reads out

the modification control information f£rom the £ixst
reaording medium.
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9. A data copying apparatus accor;fii_ng to claim 8, wherein
the modification control information is encrypted.

-10. A data copying apparatus aagording to claim 8, wherein

the modification control information is included in a

predetermined frequency band of the data that 1ls recorded
on the first recording medium.

11. A data copy:].ng apparatus acoording to claim 7, wherein
the modificution control information is 1nput from outaide
the data copying apparatus to the data modification control

‘seation.

12. A data copying apparatus according to claim 7, wherein
the data modification control saction outputs modified data

having a quality level in accordance with the modification
control informatlion.

13. A data copying method for copying data recorded on a
Eirast recording medium to a secaond recording medium, the
data copying method comprising the steps of:

(a} reading out the data from the f:Lrst recording
medium;

{b) controlling modification of the data 'in
aocordance with modification control information, the
modification cont_roi information belng provided for con-
trolling the modification of the data; and

(c) writing an output of the data modification
control section to the second recording medium, whereih:

the modification control information includes a
copying permission flag indiacating whether the copying of
the data is permitted, a quality control f£flag for controlling
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a quality of modified data which is obtained by modifying
the data, and a billing control £lag for controlling billing
for the copying of the data; and '

the step (b) oompfiaea the steps of:

(b-1) determining whether billing is required for
the cdpying of the data in accordance with the billing
control flag:; '

{(b-2) when the billing ia required, pon‘crolling the
modification of the data in accordance with the capying

. pexmission flag and the guality ocontrol flag, after

confirming that the billing has been done; and

(b-3) when the billing is not required, controlli.ng :
the modification of the data in a.caordnnaa with the copylng
permission flag and the quallty aontrol flag, without

confirming that the billing has been done.

14. A computer-readable recording medium recorded with a
program for controlling a computer to perform & data copying
operation for capying data recorded on a first recording
medium to a wsecond recording medium, the data copying
operation comprising the steps of:

‘ {(a) reading out the data from the first recording
medium; -

(b) ocontrolling modification of the data in
accordance with modification control information, the
modification control information being provided for con-
trolling the modification of the data: and

(¢) writing an output of the data modificatiocn
control mection to the second recording medium, whereins:

the modificaticn control information includes &
copying rermission flag 1nd1c&t1ng whether the copying of
the data is permitted, a quality control £lag for éontrolling E
a quality of madified data which is obtalned by modifying
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the data, and a billing control £lag for controlling billing
for the copying of the data; and .

‘the step (b) comprises tﬁe steps of:

{b-1) determining whether billing is required for
the copying of the data in accordance with the billing

cantrol flag.

(b- ~2) when the billing is required, controlling the
modification of the data in ucoordance with the copying
permission flag and the quality control f£lag, after
confirming that the billing has heen.done: and

(b-3) when the billing is not required, controlling
the modification of tha data in accordance wilth the copying
permission flag and the quality control flag, without
confirming that the billing has been dona.

15. A reocording medium recorded with data and modification
control information for contralling modiflcation of the data,
wherein the modification control information includes a
copying permission f£lag indicating whether the copying of
the data ia pexrmltted, a quality contral flag for controlling
a quality of modified data which is obtalned by modifying
the data, and a billing control flag for OOHtI—‘OllinQ' billing
for the copyiug of the data.
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ABSTRACT .

A data copylng system of the present invention
includes a data copying epparatus for copying data recorded
on a first recofding medium to a second recording medium,
The data copying apparatis includes: a data read section
for reading out ttie. data from the first recording medium:
a @ata modification control section for controlling
modification of the data in accordance with modification
control information, the modificeation control information

- being provided for controlling tha modification of the data;

and a data write section for writing an output of the data
modification control section to the second recording medium.

- The modification acontrol information includes a copying

rermission flag indicating whether the copying of the data
is permitted, a quality control flag for controlling a
quality of modified data which is obtained by modlfying the
data, and a bllling control flag for controlling bililling
for the copying of the data. The data modification control
saction determines whether billing is required for the
copying of the data in accordance with the billing centxol
flag. ' when the billing is required, the data modification
control section controls the modificuticﬂ of the data in
accordance with the copying permission £lag and the quality
contrel flag, after confirming that the billing has bsen
done by the billing apparatus. When the billing is not
required, the data modification control section controls
the modification of the data in accordance with the copying
permigsion £lag and the guality contrel f£lag, without

confirming that the billing has been done by the billing
apparatus. -
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FIG.7E
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