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DESCRIPTION 

'I' ' 

DATA COPYINq SYSTEM. DATA COFYING APPARATUS. 
OA'l'A COPYING METHOD,, AND RECORDING MEDilJM 

TECHNICAL FIELD 
The present .invention relates to ~ data copy:J..ng 

syatem., a data copying apparatus· .. a data oopy:1.ng method and 

a reoorcling medium for copy:tng _di.gital f3Ata. such 11s musii:s 
10 data w~th a .copyright protection fun~~ion. 

BACXGROtJND AR'f 

Conv:ent.1.onal.ly. !Ugh qua1ity v:ldeo and sound tUlta 

has· been recorded/reproduced by using a spea.1.al apparatus 

· 15 for digitally recording/reproducing \rideo and· sound data 
to/from a recording medium.. ~dia. for reaording digital. 

cl.a.ta 1no1ude 2l J.aser CU.ak (LD),, a compact disk (CD), a Illini 

disk (MD) and a digital. versati1a disk (DVD). 

20 

25 

such a digital. data recording medium~ unl.1.ka an 
analog da.ta record1ng medium such AS a (compact) oe.ssette 

tape an.d a VHS .tape, iis characterized in that the qual.ity 
. . 

of the recorded data ~a less 1.1ke1y to degrade through 

oopYing. In other words. it is easier for digita1 data. than 
analog dAta to be accurately recorded/reproduced~ The 

qual.1.ty 0£ digital. data never degrades as l.ong as data that 

is 1dentiaa1 to the d1.g1ta1 da.ta stored in an original 

recording medium is written to a duplicate recordin~ medium. 

30 Bowever. a user o:f an appariltus for record-

ing/reproduc1.ng a digi ta1 data recording med.1.um may 

dup.J.j,cate a commeroial.ly aol.d ·recording medium "1 wh.1.ch .. 
vi.dee data. music data. or the 1ike. .is recorded. thereby 
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infri.nging the copyright of the copyright holder of the 

recorded data. In view of this.~ suoh an apparatus for 
. . 

recording/reproducing a ~gital data recording medium 1.s 
provided w1.th a function to restr.:t.ot copying of a'reoording 

medium. For example. when music data .is cop1.ed .from a CD 
to an MD. the n.ppl!X'ltt\ls degrn.des the qUality of the mus1o 
de.ta. thereby restricting auCh copying .nnd thus protecting 
the copy.r:ight on the mus:lc data. 

However, if th_e apparatus is ... designed to 8.3.ways 
degrade j:he soand qwl].1 ty of mus.1.c data being c;opi.ed, DZUs.1.a 

data cannot be copied w.1 th h1.gh quail ty even when copying 

of the musj.o ~ta :ls permitted by the copyright holder. For 

examp~. the oopyz-ight ho1dex: of tha·musiQ data may dea1.re 

15 · to &electively permit a user to duplicate the· music data 
depending upon whether the user has paid the copyr1.ght hol.der 

the royal.ty.for the mus1.a data. The copyright ho1der of the 

music data may a1so desire to pel:mit the high quali.ty oopy:lng 

20 

25 

of the -musj.o data free of charge. 

W:Lth the conventional. copJ'ing system. it is not 

possible to set different royalties for different sound . 
quality level.a at wh:l.ah copying 1s to be pernci.tted so as 

ta a:l.l.ow the user to sal.eat a sound quali.ty 1evel. to the 
user's preference. Therefore. the sound quail ty l.eve1 of 

copied music data may not meet the user's preference. 

In order to solve the above-describe~ problem. 

copying of data may be pel:ll'l1.tted on the condition tha.t the 

30 royalty theref~r haa been paid. In such a case~ i.t is 

necessary.to prevent a •pir~te• (a person who 1ll.ega1ly 

cop1.es dis.ta such as music dat~) from copyi~g the data without 

paJ:ing the royal.ty. 
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DISCLOSURE OF THE INVENTION 

Ao~ording to one aspect of this ~nvcntion. a data 
copying system includes a. data copying apparatu~ for copying 

S dat4?1. recorded on a first recording medimn to a ··second 
recarCling medium. 'file & til csapying Apparatus .1.ncludes : ll 

datZl read a~ctipn for reading out the data from the first 

10. 

... 
record:l.ng med:lum, a data modifi.cation controi section for 
contro11.ing modification of the c1ata ~n accordance with 
modif1.cation oon~rol. :l.nfoJ:mat1.on. the '10d;f..£1.cat::t.on ~~ntro1 
."1fo:cnat.1on be~g _provided for control.J.1.ng the inodifiaetion 

af the data: and a data write section :for writing an output 
of the data mod:lf ioation control seot~on to the second 

. reao:r:ding medi.mn. · T-he modi:fial!ltion control. information 
15 :1na1udes a copy.1ng pel:mission flag indicat.i.ng whether the 

copy.:l.ng of the data ~s permi.tted. a qual.1.ty control. flag 
for controlling a qua1ity of modtl::l.ed data wh:tch is obtained 
by mod.1fy1ng the data. and a bi11ing contro1 f1ag for 
aontro11.1ng billing for the aopy.1ng o.f the da.t~. i'he data 

20 

25 

mocll.ficat.1.on aontro1 seat.ion determines whether billing is 
required for the copy:Lng of the data in accordance with the 

billing contro1 flag. 'Nhen the blll.1.ng.is requi.red. the dAti!l 
modificat~on aont~o1 section controls the mo<lif.1.cat1.on of 
the data.1.n accordance wi.th the copying permj.ss.:lon .flag and 

the qlm.].1ty gontrol f1ag. after aonfi.l:mi.ng ~af i:he bill.ing 
luts baen done by the b111:lng apparatus. When the bi111.ng 
is not :r:equired. the data modification control seet1.on 
oontrois the mod1.f1cat.ion of the data in accordance with 
the copying permission f1ag and the quality control flag. 

30 witho~t oonfirm:µ1g that the b1lling has been done by the 
bll1j_ng apparatus. 

In one embodiinent of the llivent:Lon, the modtiicatian 
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control. information .1.s recorded on the first recording 
medium, and the dl!l.tll read sect1on reads out the mcdifica.tion 

control information from the first recording mcdi.um. 

5 In one embod:lment of tbe .:tnve~t.ion, the modi£.1cation 

10 

' 

control infoi:mation is encrypted • 

... 
In one embodiment of the invention. the modification. 

control. information is 1na1uded in a predeterm:lned frequency 

band of the data that is recorded on .. ~he first recording 

med:l.um. 

In one embod:l.ment of· the :Lnvent1.on. the mod1.fj_ciltion 

control. aforma.tion is input from outside the data copying 

15 ~paratus to the data modification control section. 

20 

25 

In one embodiment of the 1.nvent1.on, the data 

111.odification control. aeat1.on outputs modified data. having 

a qu~i ty 1evel i.rl acc~rdance with the moclifica. ti.011 control. 
informZltion. 

1 Acco~d:Lng to another aspect of this i~vention, a 

data copying apparatus for copyj.ng data recorded on a first 

x:ecord.1.ng medium ta a ~eaond recording med1.um is provided. 

'rhe data copying apparatus includes: a data read section 

:for readi.ng out the data from the firat recording med.1UJn: 

a data mod.:l:E~cation control section for oontro11ing 

mod:L~ication of the data 1.n accordance with modification 

control. 1.nfol:mat1.on. the modi£:1.0Z1t:1.on control. :information 
r • 

30 being provi.ded for co:utroJ.J.i.ng the moclif1.cat1on of the data: 

and a dllta. ~i.te seotion :for writing zui output· of the data 

modific~tion control sect1.on to the second recording medium. 
•. 

'!'he mod:f..f.1aation oontro1 1.nfo:anation includes a copying 
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permission flag indicating whether. the copying of the data 

is permitted., a qua1ity control ·~lag £or control11ng a 

gue.J.ity of mo<l1:f.1ed data which is obtained by modifying the 

CUI.ta., e.nd A bj.11ing control fiag for controlling bill1ng 

5 for the copying of the data. ·The data modifi.aation control 
section detenn.1nes Whether bi1l1ng is required for the 
copying of the data in accordance w:t. th the b1.111.ng control 

10 

. . .. 
flag. When the billing iis required, the data modif 1.aati.on 
cont:r:ol section control.& the mod:l.f'icat:t.on o:f the da.ta lll 
accordmlce with the ~apyillg perm1.ss.1on . .f1ag and the qwtl.1.ty . . 
control f1ag. after conf.1?:ming that the b1ll.1ng h~s ~een 
done by a bi111.ng apparatus wh:Lch is provided outside the 
data -copying a.ppAratus. When the bilJ..ing .is not requi.red. 
the data mccli.f~a~tion control section controls the 

15 modificat~on of the dat~ in accordance With the copying 
permiss1.ot1 flag and the quality ~ontrol. fl.ag, w1.thout 

aonf irming that the billing has been done by the bil1:lng 

apparatus. 

20 In one embodiment of the invention. the mod1.fieat1.on 

25 

oontroi 1.nf onnat1on is recorded on the ~irst recording 
tnediun'I.. and the data read sect1.on reads out the modification 
control information from the first recording mediwn. 

In one embod1.ment of the .invention. the modificati.on 
aontro1 informat~on is encrypted. 

In one embodiment of the :lnvention, the modification 
control in~ormation is 1.ncluded in a predete:cm1.ned frequency 

30 blUld of the data that ie recorded on the first recording 
medimn. 

In one embocliment of the invent:lon, themodj_f:f.oation 
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control information is input from ~uts:1.de the date. copying 

apparatus· to the 4a,ta modifioatio~ control $ection. 

In one embodiment of the 1nvention, the da.ta 
5 modificat~on control section outputs modified da.ta h~ving 

a qua.lity l.evel in accordance with the mod.1.fi.aation control 

info:rJIUltion. 

10 
According to still. another aspect of th.is "1vent1.on, 

A data copying method fo.r: copying Mta.recorded on a f1.rst 
recording medium to a _second recording medium .1.s pz:-aVided. 
The data. aopy:tng method ualudes the steps .o:f: (a) reading 
out the data from the first reoo?;"ding medi.um.; (b) aontro1:LI.ng 

modif.1.aation.of the data in accordance w.1.th moditioation 
15 aontrol. 1.nfoDnation6 the modif1.cation control information 

being prov:Lded for controll.ing the mo~ioati.on of the data; 

fllld (o) wr1.t:lng an output of the data modification control 
section to the aeaond recording medium. l!he modifi.cation 
contl:'Dl in~ormat.1.on .1nc1udas A copyi.ng perm.1.sa.1.on flag 

20 indicating ~hether the copy.1.ng of the data is permi.tted, 
a qua.l.ity control ~lag for control.ling a qu.a11.ty of modified 

data which is obtai.nad by modifying the data. ~d a 1:2illing 
control fl.ag for controlling bi.111.ng for the copying of the 
data. The step (b) i.no1udes the steps o:f 1 (b-1.) determ:f.ning 

25 

30 

whether b1.ll1.ng 1.s required for the copy:Lng of the data. in · 

accordAnce with the bi11.ing contro1.f1ag: (b-2) when the 

bil.ling is required. controlling the modification of the 
data in accordance ~1.th the copying p~ssion flag and the 
qua.lity control. fl.n.g. after confirming that the biJ.J.ing has 
been done·; and (b-3) wh~n the bil1ing j_a not requ:tred, 

oontrol.l.:lng the mod:i.fication of the data in accordance with 
the CC?Pnng permi.sa1on fl.ag and the qual.i ty control fl.ag, 

w1.thout eonfil!Ddng ~hat the bil.l.ing has been done. 
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' 

Aacol':ding to still another ~spect of this invention, 

a computer-readable recording mediuin recorded with l1 progr&n 

for control.ling .a computer to perforin ·a da.ta copying 

5 operation for copying dl&.t~ recorded on a f irat recording 
medium to a second recording medium is. provided. The data 

copy1.ng oper~tj_on i.ncludes the steps of: (a) read1ng out 

10 

... , . 
~e a.a.ta. from the first :i;ec_arding mediilm; (b) control.ling 

modification of the data :Ln acao~dance with mo~1.aat1on 

control. informat1on, the modifiaat;lan .. cantrol infol:Jnation 
be1.llg provj,ded for control.11n9' the mocilf i.catian of the data: 

and (a) writing an output of the data modif.:l..cat:lon control 
sect1.on to ·the second recording med1.um. The mod.1.ficat1.on 

control info:rnmtion :Lncludes a. copying penrct.saian flag 

15 indicating whether the aopyj.ng of the data is.perm1.tted, 

20 

. . 
a quality control flag :for cc;>ntrolling a quality of mod:t£ied 

dati!l wh:f..ch :1• .obtained by modifying the data, and a billing 

cont:r:o1 flag for control.l.ing billing for the copy1.ng of the 

data. The step (b). incl.udes the steps of 1 (b-l) dete:rndning 

whether b11 J :t.ng is required for the copying of the data in 

accordance with the b~11ing cant:r:ol. fl.ag: (b-2) when the 

blll.idg is reqW.redr contro11.ing the.modifica"!=ion of the 
data hi aoco:r:dance with the copying permissi.on flag and the 

qua.J.i ty control. f1ag, after conf:Lrming that tbe bill.ing has 

25 been doneJ and (b-3) when the bi.lli.ng is not required~ 

controlll.ng the moc11f1.ca.t1an of the data :Ln accordance with 

the copying pexmi.ssi.on £lag and. the qual.ity control f1ag, 

without eonfirzrci.ng that the b111ing has been done. 

30 According to sti.ll e.nother aspect of this invent1.on, 

a :r:eeorcling medium reao:r:ded with data and modi.ficat:1on 

cantre?,11nformation for control1ing modificat:ton o:f the data 

ia provided.. The mocli.ficati.on contro1 inf ol';'IDa'tion inc1udes 
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a copying permission flag ind:lcat~ng whether the copying 
' 

of the datZl is permitted, a gu~ity. control flag for 

controlling . a quality of modified '·data which ls obtained 

by modifying the. data,, and a bi.lling contrpl flag fol:' 

5 controlling bi111ng for.t~e copying of the data. 

10 

Thus,, the bvention descn:i.bed herein 1t18kes po~aible 

the advantzs.ges of: ( 1) prov:1.~g· a data copying system. a· 

data copying Apparatus,, a data copy1.ng method and zs. recording 

mecll.wn with A copyr~ght protection function wh:J.ah·a..11.ows· 
• • • • • I I\ 

data to be copied with hi.gh qual.1.ty when the copyrig~t h~l.der 

perm1.ts the ldgh qua1ity copying of the data.: (2) p:rov:1.d1ng 

~data· copying system, a data copying apparatua. a delta 
copying method and zs. recording medtum which allows a user 

15 to select a quality level of copied data to ·the u.ser• s 

preference.: and (3) providing a data copying syateln, a data 

cop~ing apparatus, a data copying 111ethod and a record1.ng 
med1.um which al.1ows for high qual.ity copying oj! data while 

prevent.ing fra.udu1ent high qual.1ty copying of the data. when 
20 

25 

the copyright ho1der does not per:mi t the high guaJ.i ty copying 

of the data. 

' 
These and other advantages of the present :lnvention 

wi1l. become apparent to those sld.l.1ad 1.n the art upon reading 

e.nd understanding the fo11o'Wllg _deta.iled .desc:r1.ption with 

reference to the accompanying figures-

BRIEF DESCRIPTION OF TBB DRAWINGS 

Figure lA ia a b1ock diagram illustrat:1.hg a 

30 configuration of a data copying system 1 according to an 

embodiment of the present invention• 

Figure 1B is a block d:1.agrmn 11lustra.ting a 
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configuration of a modificatiQn control c:lrouit 21 
.· illustrated in Figure lA: 

Figure 1C is a block diagram i1lustrating Zl 

5 configuration of a dat21 modification c:i::oui t 22 i1lustrated 
in Figure ll: 

10 

... 
Figure. 2 is a diag:rmn ilJ.ust:r:ating an exemplary data 

structure of a recording medium 80: 

· .. 
Fi.gure 3 is a d1.agrmn :illustrating an cxempl.ary data. 

structure of modificat~on aontroi information 83; 

F:J.gure 4A is a diagram iliustrat.1.ng an exemp1e.ry 
· 15 ·data selection screen window; 

:20 

2!5 

F.igure 4B :1s a ~g;rmn iJ.lu.atrati.ng an exempla.ry 
gual.i.ty levei selection screen window: 

Figure 4C is a diagram i1lust:r:at~g an exemplary 
r9~alty conf~rmat~on screen window: 

Figure SA j.s el :fl.ow chart 1.llustrating a fl.ow of a 

data copy~g operation: 

Fijlllre SB 1.a a block d:tagram i3rJ.ustrat:1.ng e. 
aonf iguration cf a computer 500 for performing the data 
copying operntion 111ustrated .1n Figure SA; 

30 Figure 6 is e protocol. ~ 11l.ustrating a 
p?:ocedure af the comml.lnication process between a data . . 
oa~g appar~tus lOO·and a b:1.1ling·apparatua 200; 
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Figure ?A is a diagram il~ustrating an exemplary 
' 

tormat of data A transmitted . between the da.ta .copying 
. . 

12.ppa.ratua 100 end the b:U1in·g app·aratua 200: 

5 F~gure 7B is a diagram illustrating an exemplary 

10 

fonnat of data B transm:ttted between the data copying 

appar~tus 100 and the billing cppeu:~tus ZOO; · 
'•. 

F~gure 1c is a diagram il.l.ustrat:Lng an exmnp1ary 

fox:melt of date. c trzmsmitted betwea!;l. the data copy1ng 

apparatus 100 and the billing apparatus 200 J · 

Fi.gure 7D is a diagrmn i11ustrating mi exemplary 

fol:!llat of date. D transm:1.tted between the data copying 

15 apparatus 100 1U1d the bil11.ng apparatus 200: (~ 

2.0 

25 

Figura 7E is 11 diagram illustrating an exempl.~ 

formelt of data E trari.smitted between the data ciopy:1.ng 

appa.ratus 100 and the bi1l.ing apparatus 200: 

Fignre 1~ is a diagram 11lustrating an exemplary 

fonna.t: of data F transtni tted between the data copy:lng 

a.ppar~tus 1~0 and the b1111.ng apparatus 200; . 

F1gure 8A .1.s a fil.a.gr~ -1l.1ustrating . ll specif io 

exmnp1e of data A transm:i.tted between the data copying 

appara.tus 100 and the biJ.l.ing apparatus 20f]; 

Figure 8B 1.s a diagrmn lllustra.t:Lng a spec1.f.1.o 

30 example of data B transmi.tted between the data capyj.ng 

a.pparatus 100 and the bi111ng apparatus 200: 

. Figure 8C 1.s a diagram .1.11ustrating· e. specif:1.c 
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example of data C transmitted between the d~ta copying . 
~ppa.ratus 100 and the bil.ling apparatus 200: 

Fisure 81> ~s a dic.grcim. il1ust~ating a. speaifl.c 
5 exwnple ~f data .. D transmi~ted between the dat~ copying 

apparatus 100 and·tha billing apparatus 200: 

. . .. , . 

F:Lguro 8B is ·a. dia.grmn il.l.ustrating a specific 

exampia of .data E tranemitted bet-een the data copying 
10 · API>aratus lOO imd the .billing a.ppai:atus 200; and 

15 

20 

F:lgure 8F 1..s a diagram illustra.ting a spec1.fic 
exmnp1e of data F tra.nisndtted between· the dllta oopyj.ng 
apparatus 10~ and the bi11ing.apparatus 200. 

BEST MODE FOR CARRYING OUT THE INVENTION 
Embodiments of the present invention wi11 now be 

described w:lth reference to the accompany~ng drawings. 

F~gure 1A 111ustrates a configuration of a data 
aopyj_ng system 1 according to an embod.1.ment 01! the pxesent 

:inventiion. 

The data Clopying system 1 includes a data copying 
25 apparatus 100 for copy.Lng data .recorded oil a record1.ng . 

medi.um 80 to another recording medium 90, and a billing 

apparatus 200 for bill1ng for the data copying. The 

recording mecli.wn 80 may be a reed-oD.1Y mecliUin such 11s a 

DVD-ROM. 'l'he recor&Ung medium 90 may be random access 

30 mecliwn auch aa a DVD-RAM. 

The d.Ata. copying itpparat·us 100 incl.udes· a datn read 
' 

section 10 for reading out data reoorded on the recording 
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medium 80. a data· modification control section 20 for 

control1ing ll1.0dification Of the read data I l!Uld •a dati!1 wri ta 

section 30 for wri.ting an output from the data modif.1.catio_n 
control section 20 to the recording medium 90. ' 

The funct:J.on of el!lch element included i.n the dzlta 
copying appara.tus 100 may be implemented by hilrdwm:e (e.g •• 

a ciraui.t) or software (e.g., a''i:irogram). 

ma.y al. terna.tively be implemented by a. 

'fhese functions 

oomb1.na~:1.on of 
10 hardtrl!lre and software. 

The term •modif:l.OZ!tion of data• as used herein 

refers to any process pedo:rmed on the data fol;' the purpose 

cf oopyr.ight protection. Typica1.ly. •mod1.f1.ea ti.on. of data• 

15 is to degrade the qua.l..1ty of the data for the.purpose of 
ccpyri.ght protect1on. For example, degrading the sound 

qual.ity of muaio data and degrading the image qual.ity of 
video data are inc1uded .1n the meanl.ng of the. term 

•modificat.1on of da.tZl•. Moreover. the term 111 to control 

20 mo~~cation of data• as used herein :Lna1udes to contro1 

b<>w to mocU.~y the data. ~ wel.l. a.s to control not to modify 

the data. 

In the fo11owi.ng deacript~on. ~t ~s assumed that 
25 dllta recorded on tbs recording medium ao 1.a music data.. 

However. data reoo:r:ded on the reaord:Lng medium 80 .1.s not 
l.imited to musio data. The present invent:ton can be used 
to dupl.icate any type of data recorded on the recording 

medium 80. Foi: examp1e, data recorded on the recording 

30 medium 80 may al.tex:uzttively be video data·. 

In the examp1e il..luatrated in Figure U, da1:a to be 
·-

oopied 1.a recorded on the record1.ng medium 80 as encrypted 
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data 81. The record:1.ng med1.um 80. includes the encrypted 

da.te. al. a deccyption key 82 a.n.d modification control 

info:ona.tion 83. 'l'h.e enc:eypted data 81 is data which has 

been encrypted by a_ first enal':YPt.ion· method. The dea?:yption 

5 key 82 1s a. decryption key to the f4'st enf?rypt1.on method. 

10 

15 

20 

The encrypted data al is decrypted by using the decryption 

key 12. The mocllfiaa.tion control .:l.nformat.1on 83 ia a piece 
of informa.t.1.on provided for cantro11..1.n.g mod:l.f ication of data 

to be copied. The detai.l.s. of the modi:eiaation control. 

j.nforma.t.ion 83 will be d~soribe4 with ~erenoe to Fi~e 3. 
.Any· format aan be used for recording the encrypted data 81. 

the deal:}'Pt~on key 82 mid the mod1.f 1.aat~on controi 
informat.1.on 83 on the recording med:Lmn 8_0 .. 

Tb~ modification control 1.nf ormation 83 may hat 

neoassa:i::11y be recorded on the recording medium 8 o. The 
m9d1.fi~t~on aontroi information 83 may al.ternat.:l.vely be 
input from outside the dnta aopying apparatus 100.to the 

data modif.:l.cat1.on aontro1 section 20. 

In the exmnp1e 111ust~cs.te4 in Figure lA~ data copied 
by thei data copying apparatus 100 is wr.1. tten to the recording 
medium 90 as ·encrypted data 91. The encrypted data 91 is 
obtained by enorypt.ing the data output from th~ data. 

2 5 m.od1.f 1.cation contro1 section 20- llocording ta a second 
enarypt:1.on method. The second encr:yption method is 
determ:l.ned baaed on ID .:l.nfoDDation 92 recorded on the 
recording medium 90. 'l'he second · encrypti.on method may be 

the ·Bame as or d1.fferent from the fll&t enoeyption method. 
30 'l'he ID 1.nform.at:Lon 92 is used for identi.fy:Lng the recording 

medium 90 mid is unique to the recordi.ng medium 90. '!'he ID 

infozmation 92 is recorded at a predeta:cm:Lned 1ooation of 
'· 

the recording medium 90 in the production proces~ of the 
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.recard1ng med1.um 90. Any format o~ be used fol': recording 

the encrypted data 'l and the ID information 92 on the 
recording medium ,o. 

The data recorded on the recording medium 80 which 

is ta be copied may_ not neoessill:'11y·be encrypted., For 

exmnple. data eg\rl.vAJ.ent to the data obt~ed by. deorypt.1ng 

the encrypted data 81 bi using· 'the decryption k.ay 82 ma.y 

alternat1.ve1y be reoorded on the recordi.ng med1.wn 80. In 

such a_ case. i.t is not necessary to d•!JJ:YPt the 4a.ta i;e_ad· 
out from ~e recording medi.um 80 by UPing the decryption 
key 8'2. Accord1.ng1y. the data read out from the recording 

medium 80 1s output to the data modi~iaation <?antral 

section 20 without being decrypted. 

Moreover. data to be wr1. tten to the rocording 

medium 90 may not neaessaril.y be encrypted. The data output 
from the data modifioation controi seat1on 20 may 
al.~ernative1y be written to the recording med1.um 90 without 

20 be.1ng encrypted. 

25 

Figure 2 ill.ustra.tes.an exempl.ary data structure of . 
the l:'e~ording med1um 80. 'lhe recording medium so has a 

l.ayered structure and inal.udes a physical l.ayer. a f .1.le 1ayer. 

and the 11ke .. 

The recordi.ng medium BO includes a J.ea.d-in arezs.. a 

vo1ume area and a leo.d-out zs.rea. 'rhe l.ead-in area is 

prov:1ded on the i.nner _periph_ecy f'.lide of the recording 

30 medium 80. The 1ead-aut area. is provi.ded on the outer 
peri~hery side ·of _the recording medium 80. The deoryption · 

key 82 as illustrated in Figure 1A ~Y be recorded in. for 

exmnp1e. the 1ead-1.n area . 
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The volume area ·inoJ.udcs a volume m~nagemen t area 

and a f11e area. 

5 In the f1J.e area .. a inmlagemen t file. and N ~udio tit.le 

f11ca #1-iN ~e recorded. Herein. N 1.s l!lll integar wllch 

aatisfies l•:lli99, for examp1c • ., The management fi1e 1.is i1 fil.e 

for 1MJlag1.ng a men~ W1Ddot1 or tabie ... of-csontents informati.on 

'to be di.splayed to tha user. The Au4lio titie file 1.s ~ f1.le 

10 includµLg management_ inf o:cna.tion and o~~ or more lllU&io ~ta. 

As :Ul.ustrat:ed 1.n FigUre 2 .. the aadio title :f1.J.e il 
includes management ~nfol:mation mid a number M of music 

data 11-IM. Herein. Mis an i.nteger whl.oh aatiafiea 1~99., 
15 for exmnpl.e. EAob of the music data. 11-#M corresponds to 

the encryp~ed data 81 ~s i1lustrated in F1gure 1A. 

20 

25 

The management informAtion includes the mcdif ~c~­
tion control :1.nformation 83. reproduction path infonrmtion 

and attribute information of each of the music data #1-
IM. The reproduction. pa.th 'i.nfo:r:mation includes nn address 

of each of the music data 11-iM. 'l'he attribute 1.nfol:lnation 

ot each of the musia data ·11-IM lllcl.udes informat:ion which 

1.ndiaates the.number of channels. the guant~zation rate. 

the sa.mpl1ng rate. eta .• of the corresponding mus:1o data. 

In the example illustrated in Figure 2. the 

modification. control. 1.n£oJ:Jnat1.on 83 is inal.uded :ln the 

management :tnformat1.on. However, the looa tion · of ·the 

30 recording medium 80 where the modification control 

.1nformat1.on 83 .:ls recorded is not J.imited to this. The 

madif.1.catj_on cantro1 information 83 may be recorded in any .. 
location of the ·recordi.ng med:Lwn 80. 
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F.1.gure 3 illustrates a.n exemplary data structu.re of .. 
the ·modification cant.rel. information 83. In th~ fallowing 
description, ~t 1s assumed th~t the modification control 

. . . 
5 inforntAt~on 83.is included in the mani'lgement infoxmat~on 

10 

of the aulUo t~tle file fl (Figure 2) and tbat the audio 
tit1e fil.e fl includes the M musia data 11-fM • . . . 

The modif ioation control i~f orPUS.t~on 83 incl.udes 
ISRC~. p.nternat1.onal standard reoor~g aoda) asa., num­

_ber-of-musi.a. data B3:t' imd a plm:ali ty of flag sets 83cr 

respect~ve1y corx-esponding t~ the musia data ·#1-#M. 

The ISRC 83a is ID i.nf onnation f cr .identifying a 
15 music t:1.tl.e (an a\ld.1.o tit1e f1.1e). Each ISRC ha.e a un.:Lgue 

value and only one of such val.ue exists throughout the wor1d. 

For example, the ISRC 83a is a 24-bit aode oonsi.ating of 

a. country code (two ASCII chari'l<Jters), an owner code (three 
ASC'II characters), the reaorcling year (2-digi.t numbeX') and 

20 a ser:La1 number ( 5 .. fil.git. number). 

The number-of-music data 83b :tndiaates the number 
. . . . 

"'--" of music data recorded 1.n the audio t1.tle f.1.1e. The num-

.· 

. ber-o:f-~sia dati!l aab is .. for exampJ.e., 24-b1.t data.. ln the 

25 ~J.e :l.llustra.ted in Figure 3• the value of the num­
ber-of-music data 83b is M. 

The f 1ag set 830 ~s defined for each of the music 

da.ta fl-tM. 'rha f1ag set 83a i,nol.udes a copying pe:r:nds~ion 

30 . fl.ag 8301. 1.ndic8tiug whether QOJ;lying of the music data is 
. . 

peJ:mi.tted., i'1 quality control flag 83a2 for control.l.1.ng the 

qual.ity of modified music data obta.ined.by modifying the .. 
music data, and a billing control flag 8303 for control.ling 
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the billing for the copying of the mus1c data. 

Each of the copying permission flag 83a1 , the 

qual.1.ty control flag 8302 and the billing control flag 83c~ 

s 1s l~bit data. 

10 

15 

'l'he copying pe:r:m1.ss.1on flag 8;'3oi, having l'.l val.ue of 

·o~ indicates ·that the aopyj..ng'of the mus.1c data is not 
. . 

permitted under any condition, and the copying perm:t.ssion 

flag 83a1 hav.1.ng a value of • 1 • .1.ndi.c~~es that the copying 

of the mus:Lc data·ia pepntted ~~er part1.cu1ar conditions. 

'?he pi:trt1.oular cond:lt.1oliB are def~ned by the value of the 
qual.i ty control :flag 830.a and the veU.ue of the b.1lling 

control.fl.ag 83as. 

'l"he qual.i ty control f 1ag 8302 bav1.ng a vcil.ue o:f • o • 

illdio~tes that the copy"1g of the mus.1c data· is perm1.tted 

under the conc:'11tion that the qual.ity of the music data .1s 

degraded, mid the qual..1ty contro1 fl.ag 8302 having a val.ue 

20 ot' "l 11 .indicates that the copying of the mus:1.c: data is 

permitted w1.thout degrading the gual,.1.ty of the mus:La data • 

25 

30 

. 
The b:llling control flag 83o3 hav1.ng a va1u~ of • o u 

indicates that the copying of the mus1a data is pe:cmitted 

w:tthout b1.l1:1.ng fo:r: the copy1ng of the mus:Lc data (1..e •• 

free of alu!.rge) • and tbe billing control fl.ag B3c:a having 

a value of •1 • ind:Lcates that the copying of the mus1.o data 

is pel:lnitted under the condit~on that the eopy:Lng.of the 

mua1.a dat~ is billed for. 

'l'ab1e l shows the re1at.1onship between eaab 

comb1na.t1.on of :the value of the copyUig peJ:mission flag 83ci,,, 

the v~ue of the gueli ty control. flag 83o::a and the value of 
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the b1.11ing can-t::rol. flag 8 303 , and ~he condition under 'Which 

the copying of the music data is perm~tted. 

T@le 1 

"' 
Cawing ptai:'- QQu:t.ty Billing Copying 
m:!.8&10D ~lag cont.J;ol contJ:ol pexmise:i.011 
83C11 f'lag·130• flag Uaa concllti.an 

caaa l 0 - - COnUg alwaya »-mi.tt.4 

Case 2 1 0 · .. o COfY1.Dll pa:ld,tt•4 frH Of 
~11• 1Uld8r tha eoatit~ 
that t:JM& -...11+-w 1• a.11r11~ 

Call• 3 1 0 1 ~t PQ"IU.tted UU.CS.r th.It 
Ocmcli.tian ~t tll.a Qaelity 1• 
4egrada4 ~ tM CCJ"1Jl,g b 

· ·bill•4 for . 

C:•ae 4 1 1 0 ~ DU'llti:tted f:r:-4 d 
duu:ga ao4 withollt de~ 
t1w anal.:i ty 

caaa !! 1 l l eawuo pez:ad, t'tecl V1Uatlt: 
~eg Ue qual:it7 an4er 
tha aon41t:ioQ tMt tho ao~g 
1• b111ad 1or 

In Case 1 of Tabl.e 1. the val.ue of 1:he copying 

permission flag 8301 :ls •o•. 'l'herefore. the copying of the 

music data is not pe:cmitted irraspect~ve of the value of 

the quality control flag 8302 and the va1ue of the bi11ing 

control. f1~g 83oi. 

I 
In Case 2 of Tab1~ 1, the copying of ·the music data 

is pertni.tted free of charge under the condition that the 

qa411ty of the music date is degr~dad. 

-
In case 3 of Table 1. the copying of the musid data 

is permitted under the condit1on that the qua.11.ty of the 

mus:to data is df:!!graded and.the copying of the music data 

~s bil.l.ed for. 

In Case 4 o:E Tab1e 14 the copying of the mus1.c data 

is pel::Dd. tted free of charge and without defi1'rading the quail ty 

of the music data. 
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In Case 5 of" Table 1. the copying of the music da. ta 
1.s pei:mi.tted without degrading the quality cf the mu~io data 
under the condit1.on tha.t the oopy.1.ng of the music data is 

s b1lled for. 

10 

In this 111n.y. a variety of aonditi.ox:is under which 
. coi>Y:Lng of mus:Lo data i.s permi.ti:ed. (or not peJ:m:l.tted) can 

be rea.1.1zed by combining the vc:1.lue or the copying pel:mission 

fl.ag 8301, tha vaJ.ue· of the qual.ity Cf:!Dtrol f1ag '83ca mid 

the value of the bi.ll.£ng control fl.ag 83a~ with one anothe:z:o. 

The 4ata modification control seation 20 
(Figure U) detel:fld.nes whether it 1.s required ta bil.l for 

15 the copying of ·the mus1c data accord1.ng· to the bil.l.ing 

contro1 f1ag 83a,. When it is detenn:Lned that the bil.ling 

is requ:ired. the data. modif.1.cation control. section 20 

cont.t:ol.s the moQif~cation of the music data (i.e •• 
detm:nd.nes whether the quail ty of th~i mus:1.c data 1.s to be 

20 degraded and. 1.f it is to be degraded.. to what degree :tt 
1.s to be.degraded) aaoording to the copying permission 

flag 83~~ an4 the quality control f1ag 83Q3, after . 
oon£1.l:ming the billing . by the bi.l.llng apparatus 2.00 
(Fi.sure U). When i.t" i.s determined that the b1.ll1.ng 1.s not 

25 required. the data modification control. section 20 control.s . . 
the modi.f:Loation of the music data ( i.. e. , dete.rmines whether 

the ~ll ty of the mus1.c data 1.s to be degra.ded and. if j:t: 
is to be degraded, to what degree it is to be degraded) 

according to ·the copyirig perm:i.ssian f l.ag 8'.3a1 and the qual.j_ ty 
30 control flag 830~. withcut aonfil:'ming the b~l1ing by the 

bill.:1.ng apparatus 200. 

Ref erring again to Figure l.A, t~e detaiJ.s of the 
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respective elements inc1uded in the data copying apFax-a­

tus 100 wi11 now be described. 

The data read aeation 10 includes a data read 

5 clrcuit 11. a decryption ·key detection circuit 12, a 

modifioction aontro1 information detection c~cuit 13 and 
~ decryption c1.rcuit 14. ... 

The da.ta·rea.d aj.rouit 11 reads out the encrypted 

10 data 81 from the recording medium ao •.. ~d outputs the read 

· ena:r:ypted da,ta 81 to the dea:cypt!on airaui t 14 • The de­

cryption key.detection a1.rou1.t 12 detects the decrypt~on 

key.82 from the recording medi.um 80,, and outputs the de­
tected dearypti.on key 82 to the decrypti.on cl.rc\11. t 14 • 'l'he 

15 ll1Qd:1.fication control :Lnformat:i.on deteati.an. · c.1.rcu1.t 13 

deteot~ the modif iaat~on aontro~ information 83 from the 
reaorcll.ng med:lum 80,, and outputs the detected modification 

contro1 .1nfo.rmat1.on 83 to the data mod1.fication contro1 

20 

25 

30 

· section 20 • 

The decryption aj.ralJ.it 14 decrypts the encrypt~d 

tlata 81 wlU.oh has been read out by the data read circuit .11 
- . . 

based on the decz;ypt~on key 82 detected.by the decrypt1on 
key dotecti.on circu.it 12.. The decryption circuit 14 out­

puts ~ta obtained by decrypting the enqrypted data 81 

(hereinafter~ referred to as the •decrypted data•) to the 

data modification control. sect1.on 2Q. 'the decrypted data 

corresponds to the music data before ~t is encrypted. 

The data m0d1f1.cation contro1 section 20 inc1udes . . 
a mod:lficati.on control o:lrcuit 21 and a data mod:1.f1.cat1.on 

. cirou.1 t 22. 
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The mod:i.fioation control information 83 detected by 

the modification control information detection circuit 13 

is input to the modifio~tion control oirouit 21. 

5 The mod1flc".ltion control c1rcu:t.t 21 .determines 

10 

whether it ~s requj_red to bill for the copying of the 
dear:ypted data (e.-g •• the music data) according to the 

bil.Ling control flag 83o:s inaiuded in the mod1.fi.cat:Lon 

oontrcl·informat;Lon 83. 

.. 
When .it j_s dete:tm:1ned that ~e billing .1a reqtlired, 

the modif.icat:ton control. a1.rcu1.t 21 qommunicates tsith the 

bill.1ng apparatus 200 according to a predete~ed protooo1 

to oon~irm the b;Lll.ing by the b111ing apparatus 200. after 

. lS wh1.ch the modification control circuit 21 produces a control 

signa1 23 according to the copying pel:m1.191cs1.on flag 8301 and 
. . 

the qua.11.ty control. flag B3o2 • The confirm11tion of the 

billing by the b1111.ng apparatus 200 can be done by. for 

exmnple. the reoept~on by the modification aontro1 oil::'-
20 cUit 21 from the billing apparatus 200 of information which 

indicates completion of the billing. such .1.nf'ormation may 
. . 

be_ received via. the Internet. for example .• 

For exmnp1e. when the user Of the data Copying 
25 appa.ratus 100 pays the copyr1ght-holder of tho recording 

medium 80 the royl!ll.ty ·for t~e copying of the data recorded 
on the recording medium 80. informat1.on indicating· 

completion of the b:1ll.1n.g 1.s trGsmitted from the billing 

apparatus 200 to the modification control circuit 21. 
30 

When it .:f..s detenn:Lned that the bi11ing is not 

required. the mocU.f:Lcatian control cirouit 21 produces "the 

oontro1 aignal. 23 according to the copying pexmission 
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flag 83ol. and the c;uaJ.ity oon~rol fl.ag 83a~ without 
' 

communicating with the billing app~atus 200. 

According to the -control signAl 23. the de.ta 

5 modj_fication c.1rcSU1.t 22 control.a the modification of the 

decrypted dcta. (e.g •• the mas:l.a data) (1..e •• the data 

mod1.fication circ\U.t 22 dete:cnines whether the qual.ity of 

the decrypted data is to be degraded and. if it is ta be 

degri!l.ded, to what degree it is to be degr11ded). 

10. 
- - -

... 
'fhe output of t_be data madifiaat:f.on c1rcu1.t 22 :ls 

supp11ed to the data write seat1.on 30 •. 

'l'he data write section 30 inc1udes an encryption 

15 circuit 31. a _dn.ta. write c1.rcu1.t 32 and· an ID detection 

aircW..t 33~ 

20 

25 

'l'he encryption circuit 31 encrypts the output of the 

data modif:laa.ti.on 01.rc\lit 2.2 accord:tng to the aecond 

encryption method. The ID detecti.on circuit 33 detects the 

ID info~t1on 92 r~oorded on the recording medium 90. The 

second encryption method is detenn:I.ned b~sed on the ID 

1.nfo:cmat1.on· 92 detected by the ID detection ·cirou1.t 33. 

'rhe · da.ta. wr:lte circuit 32r writes the output of the 

enci:yption oirou:l.t 31 to the record:1.ng medium 90 as the 

encryp_ted d.nta. 91" 

In this way,, the encrypted data. 81 recorded on the 

30 recordi.ng medium_ 80 is copied on the recording medium 90. 

Figure lB :1.11.ustra.tes mi exem.p1a:r:y configuration of 

the mod:1.f1.aation contro1 circuit 21. '!'he modification 
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control c1rcu1t 21 inc1udes a data select1on c1rcuit 2la 

for select.1.ng one of a plurality of data tha.t is to be cop.1.ed. 

a qua.1.i ty 1evel selection cirou~t 21b for selecti.ng a 
quality 1eve1 of copied data. a royal.ty calculation ojx-

5 oait 21a foi: CQlouJ.ating a royalty required for the copying 

of the data, £Qid a control. ci.rauit 21d for controlling the 

data se1ection o1ro\lit 21a. the quality 1eve1 seleot1on 

cjzcU1.t 21b and tha ?:oya.J.ty czaoulation circu:1t 21a. 

10 'lh8'aontrol. oirau~t 214 reoei~es the mo41.£iaation 
control 1nfo:c;nat.1on 83 and control.a the data seleat:Lon 

oircu1.t 21a to produce a data seleat:lon screen wind.ow based . . 
on the modification control. information 83. 

15 'The data se1ect1on c1.rcuit 21~ produces the data 
selection screen window and displays the data pelection 

·sareen window on an input/output apparatus 300. 

F:1.gure 4A illustrates an exemplary date. sel.ect1.on 

20 screen window. In the example 1.11ustrated in Figure 4A. the 

foll.oWing oolmnns are displayed a.s well as a .·message 

prompt:t.ng the user to se1eot a musical. piece to be copied a 

25 

< 

•Mu.ai.c number•~ •iri.tJ.e•. •copying pe?:mi:tted•. •High quality 
copy:Lng pe:cni.tted• and •si11i.ng for oopyi.ng requj.red.". In 

the example 1:11-ustrated in Figure 4A. ~t is assumed that 
music data ll-14 are rec.orded on the recording medium 80. 

The column •Mua~c number• in the data selection 
screen window shows the respective lldex numbers of the music 

30 data 11-#4. 'rhe col.unm "Title• phows the respeat1.ve t1t1es 

of the musia datQ fl-#4. 

The co1umn "Copying perm1.tted• in the data selection 
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screen window oorresponds ta ~he aopying permission 

flag 83o1 included in the modif1.cation control ~nf orma­
tion 83. Thus, the col.umn 11 Copying pcl:lni tted • shows "No" 

when the vuue of the copying permission flag 83.01 is •0 11 ~ 

s and. the column •copyingpe?:D\i.tted.• ahows •Yes 111 when t~e val.ue 

of·the aopyin.g permission flag 8301 is •1•. 

10 

The column •w.gh qua.ll.ty copy:Lng permitted" in the 

dat~ ae1eQt~on screen w1.ndow corresponds to. the qual.ity 
control f1ag 83a;,. 1.ncl.u~d in the m.odif1.cation contro1 . . . . 
.information 83. Thus• the column •H.1.gh qua.lity copy1.ng 
pel:lnitted• shows •No• when the va1ue of the qual.1.ty control 
f1ag 83a,, is •o•. a.nd ·the column •High qual.:1.ty copying 
perm1. tted • shows •Yes• when the v;:s.J.ue of the qual.:t ty control 

15 · flag 8302 is "l 11 • 

25 

30 

'The col.mm aBil.l.ing for copying required" :1.n the 
data ael.eation screen w1.ndow corresponds to the bil.ling 
control. fl.ag 83a3 • 'l'hus,, the co1umn •eil.l..:Lng for oopyi.ng 
requj.red• shows 11 No• when the val.ue of the bill.1.ng control. 
fla.g ·83oi is • o" • and the aolnnm • Bi1ling for copying 

required• show:s •yes• when the value of the billing control. 
fl.a.g 83o3 .1.s • 1 •. 

·In the following descr:lpt:l:on, it is assumed that the 

user has selected •songOl" and "song02", as musical. pieces 
to ~e copied. For example .. such selection oan be made by 

the user by using the input/output a,pparatus 300 (e.g., a 
keyboard or a mouse) • 

For both •songo1• and •songo2• which ha.Ve been 
a~eoted by the ueer. the co1U!ll?). •s~lJ.ing for aopy:lng . . . 
l:'eqt:dred• shows •Yes•.. 'fherefore,, before the data. can be 
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cop1.ed. 1.t 1.s necessary to oonf.u:m"that the b1.11.1.ng for the 

copying has been_ done by the bi1.ling appar~tus 200. 

The data se1eation a:i.rouit 21a transmits the re­
spective data far •songo1• and •songo2• wntch have been 
selected by the· user to the bi1l1ng ~ppax~tus 200. In 
response to the data. the billing ~ppar~tus 200 retUX"ns 

royalty data for •songo1 • for dltferent quality levels and 
royaJ.ty data for •aongo2• for different qaality 1eveJ.s to 

10 the quality 1eve1 selection oirouit ~.lb. 

The quality 1eva1 selection circW.t 2lb produces a 
qual_j.ty 1evel ae1ect1on screen window based on the ~t~ 
returned·fram the ~1.lling apparatus ~oo and d1.sp1ays the 

15 qwil.1.ty level seieotion screen window on the input/output 
apparatus 300. 

Figure 4B 1.11ustr~tes ~ exemplary quality 1evel 

selection screen wi.ndcw. In the examp1e i11ustratcd in 

20 Figure 4.B, the f ol1ow1ng columns are displayed as wel1 as 

a messl!!l.ge prompt1ng the user to select a qual.1.ty level foz: 

eaC'Jh musialll piece to be copied: •Music number•, •Title•. 
•RoyaI.~y for quality level 1 (2 oh. 20 bi.t. 48kB'.z) •, 
•Raya1ty for quality 1e~el 2 (& ah. 20 bit. 48kHz)" and 

25 "Royal.ty for qual.1.ty 1eveJ. 3 ( 6 ah. 24 bit. 192kHz) •. In 
the exmnple ill:astrated. lli Figure 4B, it is asswned that 

the quality 1evel. o'f "songo1• and •songo2• recorded on the 
recording mediUD\ ao iSJ qua1:1. ty l.evel. 3 ( 6 ch. 2 4 bit .. 
l92kHz). 

30 

The coiunm. •Royalty for qual.j_ty J.eve1 1 (2 ch .. 

20 bit .. '8kHz)• shows the roya.lty to be pilid by the user .. 
for copying the music daxa recorded on the recording me-
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dium 80 to obtain mus.10 data ba.vi~g quality level 1. 

The column •Royal.ty for ·quality 1evel 2 ( 6 ch, 

20 bit. 48kHz)• ·shows the royal.ty to be paid -by the user 
5 tor copying the music data recorded on the recording me~ 

dium eo to obtidn lnUsic ~ta having quality 1evel 2. 

10 

The co1umn _•Royalty f~r qual.i ty level. 3 C 6 ch. 

24 bit. l9ZkHz)• shows the royalty to be pa:Ld by the user 
for copying the music data rec9rded qp the record1.ng me­
dium 80 to obtain 111ua:t.c data he.vag gua.li.ty 1evel 3. 

Therefore. when the user sel.ects quality 1eve1· 3. 

the mus1.c data recorded on the reoorcllng medium 80 1.e copied 

15 without degrading the gual.1. ty of the mus:Lo data o When the 

user eel.acts qual.1 ty 1eve1 1 or qua11 ty 1.evel 2, the muaic 
data recorded on the recording medium 80 i.s copi.ed while 
the quality of the music data is degraded. 

20 

25 

In the fo11ow:tng descript1.on. 1t is assumed that the 

user sele<Jts qaality. 1.avel. 3 for: •songOl" and quality 

l.evel • 2 for • eong02 11 
• For example. such selection can be 

made by the us·er· by usi.ng· the input/output apparatus 300 

(e .. g •• a keyboard or a mouse). 

The qual.1.ty 1.evel se1ection circuit 21b transmits 
data for •mongo1• at qua.1.ity l.evel. 3 and data for •songo2• 

at qua1ity l.eve1 2. to the bill.ins apparatus 200. In re­
sponse to the data. the bil.l.ing appara.tus 200 returns 

30 roy.a.l..ty data for •songo1 • et quality l.evel 3 and roya1ty 

data for •songo2• is.t quality . 1evel. 2 to the royalty 

cal.au.J.ation aircu1 t 21C5 •· 
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The royalty cal.cuJ.ation ·.circuit 210 produces a 

royalty confirmat.1.on soreen window based en the da.ta re-. . 

turned from the billing apparatus 200 and d1splays the 

royalty confirmation screen window. on the input/output 
5 appara~us 300. 

10 

15 

20 

25 

30 

Figure 4C illustrate a an exemp.l~ roya.1 ty 

confirlDation screen window. I~· 'the example illustre.ted 1.n 

F.1.gw:e tc, the total. royal.ty (135 yen) for copy.1.ng·the mus1.a 
.data of ~e selected lllll~icl!ll. pieces • -s.ongol • mid 11 song02 • 

to obtain music data· respeat.1ve1y lul.ving the selected 

qua.11.ty J.eve1s is di.splayed·, as··wal.1 as a message prompting 

the user to i.nput •Yes• Qr •No• .to ~nd.1.cate that the user 
approves or does not approve the roya1ty. 

When the user inputs •yes• to approve the royaJ.ty 

(i.e., when the user approves t,he billing for the aopyi.ng 

of the da.tZI.) 11 the bUu.ng apparatus 200 performs a bi.l.J.i.ng 

operat1.on. For example, the bi111.ng a.pparatus 200 with­
draws the mnoun t of money bill.ed from the user' s bank account, 

or the l.i.ke. The b:1.11.:lng apparatus 200 is a remote server 

whioh•can be connected to the data copying ap?aiatus 100 

Via, for example, the Internet or a te1ephone 11.ne. 

. . 
Based on passwords wh!.ch are reg.istered by 

respect.1.ve users upon user regi.stration, the b1111ng 

apparatus 200 i.dentifies whether the entity who has approved 

the billing is a l:;'egistered. user. The b.ill.ing apparatus 200 

may alternatival.y be a card slot· through wl'P.ch a prepaid 

cZlrd or an IC c~d is inserted. 

When the b1.l.l~ng by the billing apparatus 200 has 

been done, the b.1.ll.1.ng apparatus 200 sends a signal to· the 
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roya.l.ty calau1ation circuit 21c no~ifying that the biJ.ling 
' has been done. In response to the receipt by the ~oyalty 

ca.ioulation circuit 21c of the signa1 notifying that the 

billing has been done. the control ci.raui.t 2ld outputs the 

5 control signal. 23. 

F:Lgure lC illust:rntes mt exemplary configuration of 

the data modif~c~t~on oiraU.it 22. 'l'he data modif1c~tion 
. . 

circuit 22 1.na1udes ~ airetli t 22a. for degrad:Lng da:ta having 

10 ~al.ity 1eve1 3 into dllta h~v~g qu~~ty level 1, a air-
. . -

cuit 22b for degrading data h~ving quzll.ity level. 3 j.ntc;> &ita 

hav1.ng quality leve1 2. a ai%:'au1.t 22a for pass:!..ng forward 

data hnv:Lng qucs.11 ty level ~ w:L thout degrading the da t~. IUld 

a sw1tah 22d for select~ve1y inputting the output of the 

15 deorypt~cn circuit 14 to one of the circuits 22a-22a. 

20 

25 

The circui. t 22a incl.udes a mix-down cfrcui t 22a1 and 

a down-smip1ing airoUit 22a2 • 

The mix-down circu1.t 22a1 performs a mix-down 

op_era.t:lon for reducing the number of channels of a sound 

ai.gna.l. ~rom 6 to ~. The lnix-down aperat1.on is _done not by 

simp1y cutting off 4 of .6 channels 1 but by mixing the channels 

with one another aaaording to a ae:r:ta1n f.ixed p~anieter. 

. The down-swnpll.ng circu1.t. 22a1 performs a down­
samp1ing operation for reduc1ng the number of sampling bj_ ts 

from 24 to 20 and reducing the samp1ing frequency from. 
192 ·kHz to 48 kHz. The down-aamp11ng operation .is bllsed on 

-30 an ordinary acoustic theory. 

The circuit 22b incsl.udes a down-samp11.ng cir­

ou~t 22b1. The down-samp11ng operation perfo:i:med by the 
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down-sampling circuit 22b1 is the s~e as that perfo.rm.ed by 

the down-sampl.1.ng cttcu1t 22aa. 

The switch 22d is controlled based on the control 
5 Si.Qnal 23. 

When the user selects •quality level. l" • the 

sw:L tcb 224 :La controlled so that i:he output of the decryption 

oirau1.t. 1.4 .1.s j_nliut to the ai:r:cuit .22a~· In such 8.·CAse 1 the 

10 quality of th~ data is degra.d•d by ~~e circuit 22a from 
quality 1evel 3 to qua.l.ity 1evel 1. 

15 

20 

25 

•. 

When the user selects "qua.lity 1eve.l 2". the 

ewi tah 224 is controlled so that the output of the deai:ypt:1.on 

oircu:i. t 14 is input to th~ cU:oui t 22b. In such· a case. the 

qua1:1.ty of the data is degraded by the c:trcu:Lt 22b from 

qulll.ity level 3 to qun.lity l.evel 2. 

When the user ael.ectcr • qual.1 ty J.evel. 3 11 
• the 

· swi tcb 22d is controlled so that the output of the decryption . . 
· ci.r:euit 14 :1.111 input to the circuit 22d. In such a case. the 

data pn.sses through the c1.reu1.t 220. As a rest;ll.t. the . . 
que.11ty of the data. is not ·degraded but ma1.nta1.ned·at qual..i.ty 

l.eve1 3. 

-In the examp1es .illustrated in Figures ll-lC, ea.ob 

eleinant .i.Jloluded in the data copying apparatus 100 is 

im.pl.emented by ha:rdwcsre (;a circuit). '!'he £unction of each 

element ina1u~ed :Ln the data copying apparatus 100 may 
30 alternatively be :l.mp1emented by software. 

.. Fi.gore SA is ~ ·f.3:-ow ahll.rt 1.l.1.ustrl!l.ting the flow of 

a data copying operi!ttion. Sy using a computer to ·perform 
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the data oopy:Lng operation 11.l.ust~ate.d in Figure SA, it ia 

·possible to implement a function equiV'alent to the function 
. . 

of each e1ement of the data copy±ng apparatus 100 illus-

trated in Figure lA. 

Figure SB .111ustrates a configuration of a com~ 

puter 500 for perfo:r:ming the da.ta copyj.ng operation ... 
111uatrated i.n Figure &A. 

'rhe computer soo.:Lnoludes a. CP.Y 501. a memory 502. 

a communication :l.nte:r:face 603, an input/output inter.; 

face 504 ~d a bus 505. ~e CPU 501, the memory 502, the 

communio~tion interface !03 and the input/output ~nter­

face 604 are aonneoted to one anothex: via. the bus 50!5. The 

15 aommuni~ation interface 503 is oo~igured so ~hat it can 

be connected to the b11l.1ng apparatus 200 (Figure 1A} via 

20 

25 

... 
a network: such as the Internet. '!'he 1nput/output inter-

face 504 is. configured so that .1t ami be connected to the 

input/output apparatus ·300 (Figure lA). 

A program repretaenting the data copying operation 

1l.1ustra.ted in F:lgure SA (hereinafter. referred to as the 
. . 

udata copying operation program•) is stored in the mem-

ory 502. £or exampl.e. '!'ha data. oopy1.ng operation program 

may aJ.ternat1ve1y be recorded on any other type of recording 

medium such as a. floppy disk. a CD-ROM. ·or. a. D~-ROM. The 

data copying operation program recorded on such a reoordi.ng 

inedi.uni is l.oaded on the memQry 502 of the compute.r: Soo via 

the 1.nput/output a.pparatus 300 (e.g •• a d1.ak dr:ive). The 

30 CPU 501 performs the data copying operation progrmn~ snius. 

the computer 500 functions as the data copying apparatus 100 

(Figure 1A) • .. 



.. 

\.__.· 

"----'·· 

5 

10 

15 

20 

25 

- 31 -

Respective ateps of the dat~ copying operation wil.l 
' 

now be descr.1.bed w-1.:,~h re;ference to ~1.gure 5A. :E_ach step is 

performed by the CPU 501 (Figure SB). 

Step SlOl 1 !he CPU 501 reads out the eno:cypted 

data. 81 from the recording medium 80. 

Step S102: The CPU 50.i detects the decryption 

key 82 from the recording ~edim:n 80. 

.. 
. Step Sl03: 'l'he· cPU 601 decryp~a the encrypted 

da.t~ 81 by ua.1.ng the deorypt~on key 82 so as to produce 
decrypted data. 

Step Sl041 The C~U 501 detects the modification 

control information 83 from the recording medium 80. 

Step 6105: The CPU 501 determines whether it is 

:required to bill for copJ-1.ng of the decrypted data according 

to the bi1l.ing control. fl.ag 83c3 :Lnaluded i.n· the mod1.f1.cat1.on 

control 1.nfo?:mation 83. The process proceeds to step 6106 

when. :lit is determ1.ned that the b1.11.1ng 1.s requ:lred, and to . 
step Sl07 when it ~B detez:mj.ned that the bi11ing is not 

X'e_quired. 

Step Sl06 1 The CPU 501 ·confi:rms that the bill.ing bas 

been done by the billing apparatus 200. 

S.tep 81071 The CPU 501 control.s the modification of 

30 the decrypt_ed data (i.e., determines whether the que.J.j.ty 

of the decrypted data 1.s to be degra~ed_and.· if 1t is to 

be degraded. to what degree .it is ta be degraded) acooJ;ding 

to 1:he copying permission f1a.g 83<!1 and the quaJ.ity contro.l 
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flag 8la2 included .in the modifioat~on control infonn~­

tion 83. 

Stap Sl08: The CPU 501 detects the ·ID. informa-. 

5 tion 92 from ·the reconling medium 90. 

10 

St~p -Sl09: The CPU 501 !3nc:eypts the detcrn>ted data 

by uaing ml enoryption ke:y which· is determined ba.sed on the 

ID l.ntormation 92. 

··. 
Step SllOi The CPU 501 records the encrypted 

data. 91 on the l;'aaording medipm 90. 

Figure 6 Ul.ustrates a procedure of . the 

15 ccmznunicat1.on process between the data ·copying appara­

tus 100 and the bill.i.ng apparatua 200. 

20 

25 

30 

In the first col.umn of F1gure 6,, each step, 
. . 

S601-S616, is ahown. 

In the second column of .Figure 6, each b1aok dot 

denotes which one of the data oopy~g.apparatus .100 and the 

bl.l.l.1ng apparatus 200· 1s to perform the opera.t1on,, and each 

arrow ~notes the d.:U:eation of data trnnsm:lss~on between 

the data oopyi.ng apparatus 100 and the bil.l.1.ng appara­

tus 200. 

The third colamn of Figure 6 shows the name of eac:h 

functi.on :1.nvoived ~the communi.cat1.on process ·between the 

dG.t£l copying appexatus 100 and the. b.11l1ng apparatus 200. 

Step S60l1 Using tha data se1ect~on screen w.1ndow 

as ~iiustrated in Figure 4A, the user selects one or more 



. "'--'" 

- 33 -

mus:tcal pieces to ~e copied to the i;ecord.ing medium 90 from 

a group of musical pieces recorded on the re_cording me­

clium 80." 

5 Step S602: If the musical piece~ se1ected by the 

10 

. . 
user include one for which the value of the copying 

pexmission flag 83a1 is Pl• and the value of the bi111ng 
• .. 

control flag B3o~ is •1•. the data aopyi.ng.~pparatus 100 
sends t~ the. b1111ng apparatus 200 it conneot~on conf~ation 

a:Lgnal. for oonf il:ming the. conneotj.?n to the b1.11ing 

apparatus 200 (Searo!Lserver()). 

Step S603: Upon reaeivi.ng the connection 

o~~firmation a:Lgna1. the b111ing apparatus 200 sends the 
15 ID of the bil.ll.ng apparatus 200 to the data oopy1.ng 

apparatus 100 to 1.nd1.cate that the b.:L1iing apparatus 200 

ia active (Repl.y_server()) .• The ID of the billing 

cpparatus 200 is ~dentification information uni~e to the 

bill:Lng apparatus 200 •. 

20 

25 

30 

Step 86041 The data copyi.ng apparatus 100 checks 

whether the received IO is ·the ID of the billing appara­
tus 200. When the rece.:Lved ID 1.s the ID a·f the bil.11ng 

apparll.tus 200. the data capy:Lng apparatus 100 starts the 
billjng operation. 

Step 860~: '!'he data copying apparatus 100 sends 

data A to the bi.11.i.ng apparatus 200 (Send(Data_A)). 

Figure 7A ~11ustrates an exemp1ary format of 

data A. 

Data A includes a 1ist of musical pieces (Music 
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number il-#L) which are permitte~ to be oopied on the 
' 

concllt1.on that the copying is billed for. Herein, L is an 

integer Which satist1.es l:SL~. •user I·D" 1nc.luded 1n datz,. A 
is a user number unique to the user. •rsRc• iri'cluded in 

data A has the same contents. as the ISRC 83a inaluded 111 

the mod1.f1.aat1.on aontral 1.nfcrmation 83 which is detected 
from the reao:r:di.ng medium 80. Only one •ISRC" .is included 
in data A because in the exampl~· il.lustrated in Figure 7A, 

data copying is peDlli tted only in blocks of ll'lldio ti tl.e f1.les. 

•NuJnbe.r: of musical pieces" i.nol.uded in dAta A denotes the . . . . . . . 
number L of muaiaa.J. pieces, mnong al.l the musical. pieces 

ael.eated by the us~r. Which are permi.tted to be csop1.ed on 

the cond1.t1.on that the copying 1.a b1.~led for. 

F.1.gure 8A ll.lustrates a specific eXll.mple of da.ti!l A. 

The exmnp1e illustrated .1.n Figure BA shows that mus.ic 

number fl and music number 12 are se1eated as musi.eal. pieces 

wh1ch ara permi ttad to be cop1.ed under· the concli tion the. t 

the ocpyill.g :la billed for. The user ID is "HQC001 •. the ISRC 

is •JPABC9812345 11
• and the number of musical. pieces .:Ls :z. 

Step S606: 'l'he b:l11ing apparatus 200 verifies the 

user ID :t.nc1uded 1.n rec6ived data A. 

Step S607: When it is con:!i.t:med that the user ID is 

valid, the bi1ll.ng apparatus 200 lilends data B to the c!i8ta 

copying apparatus 100 (Send(Data_B)). 

Figure lB :l11ustrates an exemplary format of 
30 data B. 

,,. . 

Da.ta B baludes i!l 1:!.st of royal.ti.es for copy1.ng each 
music number 11-tL. speo1.f1ed by data A, at respect~ve 
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.quality leveis 1-3. 

F1gure 8B illustrates a specific exmnple of data B. · 

In t~e exmnple 1J.lu~trated in F~gure·aB. the r0y~lty fo~ 
S copying rnusic number #1 at quality 1eve1 1 is 20 yen. the 

royuty for copy:Lng music number fl at quality level 2 is 
50 yen. and the· royAlty for copying music number #1 at 
quality level l i~ 100 yen. 'l'he_royal.ty for copy.ing music 

lO 
number 12 At qu~lity 1eve1 l is 15 yeti. the royalty for 
ciopying musio n\lDlber fl at qwslj.ty 1e~el · 2 is 35 yen, end 
the royal.ty for copying music nW11ber i2 at qb.allty level 3 
is 70 yen .. 

Step S608 i Using the qual.1.ty 1evel. sel.ect1.on screen 
l .5 window as j_l1ustrated 1.n Figure 4B. the user selects a 

gua1ity level for each music number #1-#L specified by 

data. A. '!'he quality level is expressed .1.n terms of·. for 

example. _the number of channels. the guant1.zation rate 

and/or the samplin:g rate. 
zo 

25 

Step 6609 1 The 'blta . copying apparatus 100 sends 

data C, wh:1.ch 1.nd1cates the quai.1.ty l.eve.l. selected by the 
user. to the b:Llling apparatus 200 .(Send(Data_C)) . 

F~gure 7C ~11ustr~tes an exemp1ary format of 

data c. 

Data c inc1ude& a list of que.l.i.ty 1eve1s se1ected 

by the user for the respcc:t1.ve mus1.c number il-iL specif1ed 

30 by ~ta A. In data c. the quality level val.us •1•1.ndi.c:ates 
tMt given data _is cop:t.ed to obta:Ln. data having qual.ity 
leve1 1, the quality level value •2• 1.ndicates that g:!..ven 

·. . 

data ia copied to obtain data having qua11 ty level. 2, and 
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the qual.ity level va1ue •3• indicsa.tes th.at given data is 

copied to obta.1n data having quality level 3. 

Figure. BC illustrates a speoific example of data C. 

5 In the example illustrated 1.n Figure BC. qui!!.lity level 3 

is se1eoted for music number 11. zmd ([\la1ity 1evel 2 is 

selected.for m\isia number 12 • ... 
Step S610: . 'l'he b1.1ling apparatus 200 receives 

10 data C and produces data D based on d!ita C. 

15 

Step 8611·: The billi.ng apparatus · 200 sends data D 
. . . 

to the dat~ copy:l.ng apparatus ·100 (Send(Data_D)). 

Fig-.ire 7D 111.ustrates an exemp·lary · format of 

data D. 

Data D 1.noJ.udes CL 1ist of f'ina.l royell.ti.es for 

copying the respective mus~c number 11-fL specified by 

20 dllta A. •Application ID,. inal.uded in data D is an ID whi.oh 

1.s assigned by the bi.l.l.:1.ng apparatus 200 for each data 

oopp.ng. 

F1.gure al) il.l.ustrates a spec1.f1.c example ot. da.ti!l D. 

25 In the example 1.11ustrated in Figcire an. the· application 

ID is · •Aoo1 •. The royalty for copying musi.c number fl at 

qual.1.ty 1evel. 3 is 100 yen .. and the roya1ty for copying music 

number f 2 at quality leve1 2 is 35 yen. 

30 Step 6612: Using the royal.ty oonf1.rmat~on screen r 

window as illustrated in Figure 4C,, the user conf:1.rms the 

tota.l. royalty for oapyi.ng each selected music data to obtain .. 
music data. having the selected qual.ity level. If the user 
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approves the total royalty (e •. g •• ·. 135 yen in the exa.mpJ.e 

ilJ.ust~ated in Figure 4C} 1 the user ~nputs its password 
which haa been registered upon user"registration to the data 

copying ~pp~atus 100. 

Step S613 i 'fbe da~a copying apparatus 100 p:r:oduce;s 
data B ba2ed on the password 1nput by the user. a.nd sends .. . 

data E to the billing apparatus 200 (Send(Data_E)). 

F~gure 7B 11l.ustrates an e~emp1ary foI:mat of 
data·s. 

DA ta E indicatea whether the ~roper user has finzll.l.y 

approved the billing. •pa,ssword• ina1uded "1 data E uhows 

15 •o• when the user has canceled the b1.1iin"g. and shows the 
user's password when the user has approved the billing. 

Figur:e 8E illustrates a spec:1£:1.c example o-J! data E. 

'l'he exmnple ~llustrated in Figure BE ia a case where the 
20 user_ approves the bil.l.ing. Data E i.ncl.udee the user's 

pass•ord •2611•. 

Step S614: The b:l 111,ng appara,tus 200 reoeives 

data E and ver~fiea the password included in received 
25 data E. 

Step S615: When the password is prope~, the billing 

apparatus 200 sands data F to the data copying appa.ratus 100 

(Send(Data_F)}. and the UlOllnt ot money billed is paid from 

30 the use.r's account. 

Figure 7P ~s an exemp1zu:y format of data F. 
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"Billing cornplet.1.on flag 11 1.ncluded in data F 

ixlCU.o~tes whether the b;llling bas been d~ne by the billing 

apparatus 200 ~ nBi11iD.g compl.etio·n £1ag 0 having a value of 

•o• 11ldicates that the billing bas not been done by the 

5 bill.ing apparatus 200. and •s.tl.ling completion fla.g~ having 

a va..1.ua of • 1 • indicates that ~he billing ba.s been done by 

the bi.l.J.ing apparatus 200. 
•,. 

. 10 
Figure 8!' 1.llustr~tea a speoifia exmnple of data. F . 

'!'he ezamp1e il.lus~rated i.n Fi:gui:e BF s~pws that the bD.l.hg 

for the user ID •Hocoo1• and the appl.icat1.on ID •Aoo1• has 

been done. 

,. 

Step 6616: '!'he data c·opying apparatus 100 dupl.i-

15 oates the selected musical pieces at the respective qua.11.ty 

leve1s se1ected. 

20 

25 

In the above-described embodiment • .it is assumed 

that data on the· x:ecording medi:um 80 and data on 'the 

record:Lng medium 90 are encrypted data. Bowever. the 

pr1n.aip1e of the present 1nvent1on cZl.ll alternatively be 

a]j)plied to a case where data on the recording medium ·ao and 

dat2' en the reoord:tng medium 90 are not encrypted. 

'l'be decryption key 82 may aiternat.:Lvel.y be en­

crypted by an enoxyption method that :Ls different from that 

used for the encrypted dllta 81. In such a case. th~ data 

Qopy:lng apparatus 100 may have a circuit (or a step) for 

decl:yp°tj_ng the deorypt~on key 82 and a decryption key for 

30 decrypt.ill~ the decrypt;L~n key a2. Such a decrypt1.on for 

deaeypt:ing the de~ryption key 82 ;ts different from the­

deorypt;ian key 82 which is used for decrypting the encrypted 

data 81. 
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. 
In the above-described embodiment, one or more of 

. . 

the copying perm.1s~1on flag 8301'1 'the quality control 

. flag 830z and the billing control flag 8303 may Alte:r:na-
5 t1vely be·included in the· enarypted data 81. 

10 

'l'he modifioati.on contro1 . .information 83 may .. 
al.ternativel.y be enC%YPted in order to prevent fraudulent 
copying of the mcd1.ficat1on control. 1.nfortnation 83. 

·. 
The 11\0~ioation contro1 :Lnf ol:lllation 83 nm.y 

· al.te~ativel.y be i.na1uded in the encrypted da'ta Bl as an 

elaotron~c watermark. 

15 Watermark is a technique to embed a piece of data 

20 

·25 

:ln another p·ieoe of data, which is characteri:~ed by the 

fol1ow:1.ng features (l) and (2): 

(1) The embedded data dOes not substa.ntia11y de­
grade the qua1.1.ty of th~ ori.ginal. datll.: and 

(2) 'l'he embedded data can be detected even if tbe 

origi.nal data is somewhat processed·. 

For example. using the wateDDark technique, 

Uifo:.cma.ti.on hav1.ng a 'V'a1ue of •o• or •1 11 c:an be embedded 
:l.n a poeit:S.on ·of audi.o data aorrespond.1.ng to a frequency f. 

For example. inf o:rmati.on hav.1.ng a va1ue of • 1 • 1.s embedded 

:ln the "llUd:i.o data if the gain of the audio data ~t the 

frequency f ( H.z) is ~eater than a predetei:m:1.ned. threshold 
value '1'11 (dB). mid information having a value of •o• i~ 

30 amb.edded :Ln the aud:!.o data 1.£ the gain of the aucilo data 

at the frequency f (Hz) is not greater than a. predetermined 

th?:es~ol.d va1ue TH (dB). 
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The f requcnoy f and the ·predetermined thr~shold 

value '1'1 are kept secret. In th.1.s ".'ay, .1. t is ver:y difficuJ. t 
. . 

for a third party to f~audlllent1y obtain the 1nformation 
embedded in the audio data;. Moreover, since the watermark 

5 is embedded in the audi.a ~ta'a waveform itself, it is 
substantiall.y j_mpossibl.e to erase the watermark no matter 
how the a.udio data is processe~ unless the qna1:1.ty of the 

10 

15 

2.0 

25 

. . . 
audio da.ta. is substanti.el.1y degraded. 

For example,· 8: high pass fil'ter for cutting off a 

low.-~requenoy component of a signal and a l.ow pass £:titer 

eutti.ng off a high frequency component of the signai may 
be used in.order to detect the watermark embedded j_n the 
audio data. Thus. the high pa.ss filter is used to cut off 
ll component of the audio da.ti!l whose frequency :Ls l.ess than 

the frequency f. and the l.aw pll.ss filter 1s used to cut off 

a component of the a.ud1.o data whose frequency .1.s greater 

. than the frequency f. As a result. the fret;t\lency f 

component of the audio data is extracted. The 1nforma.t1.on 
embedded :tn the audio data. :ls detected by compar1.ng the ga1n 

of the frequency f co1nponent with the predetex:mined 
threahol.d val.ua T11 • 

Ue:lng the above-described wateniark teahni.que. it 

is posaib1a to emb~d the copying·pe:r:miseion flag 83o1 for 

the music data Ii in "- pqsi.tion of the music data 11 
oarreapond1.ng to a frequency fu. the quail ty control. 

f1ag 83ca for the music data #i- in ll. posi.tion aorrespanding 

·to a frequency f1:z• and. the billing control flag 83a~ for the 

30 mus.1.c data Ii in l:l.position corresponding to a frequency fu. 

Herein. i is any integer whieh satisfies l:$i2CM where 11 M" is 
as previously defined. PrefeJ:ab1y. the frequencies f11 • f1:z .. 
end fu are 1.n.al.uded in a frequency band which does not 
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substantialJ.y affect the reproduci;ion of the rnusio datl1 1 . 
(e.g. , a frequency band outs.1.de the audible range) • 
Moreover. the frequencies f11, :r12··. and f13 are preferably 

. ' 
spaced apart from one· iUlother so as to avoid misdetect1on. 

5 It is poss~ble to use either the same threshold value or 
different thresho1d values· for the frequend:l.es f u. f 1:z and 

... 

In the. above-desCJ:j.bed emboclimant. the bil.1.1.n.g 
10 1nfo:r:inat~on ~ndicating that.the b.1l*~ng is d~ne by the 

billing apparatus 200 is 1.nput from outa.1.de the dc!l.ta copying 
~pparatus 100. Alternatively, sueh b.1.llJ.ng Uiformati.on 

-ma.y be recorded on the recording medium 80. . Mareoireu:. such 

biLling :lnfol:mation may alternativeiy be encrypted as is 
15 the modif.1.cation control infol:lniltion 83. 

20 

INDUSTRIAL APPLICABILITY 
As described above. the data copying system of the 

present invention controls the mcdifiaat~on of data which 
has been read out from a reoording medium, aeaording to the 
modification control information. The modJ.fication con­
trol. iinf o::am:Ltion includes th$ copy:Lng permission flag. the . . 
.qual..1ty control f1ag and the billing contro1 flag. A variety 

of aondi.tions under which copying of data is pe?;mitted can 
25· be real.ized by combining these £1.ags with one another. For 

30 

example. w:t..th permission by the copyright ho1der. the data 

ca.n be copied without degrading the qual.1.tT of the data 
e1 ther free of charge or under the condition that the copying 

is bUled for. 

By controlling the modif1cation of the data 

according to the modi£iaation aontro1 1nfonnat1on, ~t is 
'· 

possible to provide data having different qu.a.J..ity 1eve1s 
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as copied data. In this way. it ~~ possible to allow the 
user to sel.ect. the quality level of the copied data to the 

user's pre~erence. 

5 Moreover. the modifiaation aontrol 1.nf ormation ca.n 

10 

be encrypted or embedded in a predetermined frequency band 

of the data that is recorded on the recording m~dimn. so .. 
as to prevent: fraudulent copy1.ng of the data whioh_ is against 

. . 
the copyr1ght holder's .1.ntent1.on. 

.Vari.ous other modifications··wil.l. be apparent to a.nd 

aan be read.1.ly made by those sld.lled in the art with~ut 

dep~:J.ng from the poope and spirit at this 1.nvention. 

Aaoordi.ng1y. it 1.s not intended that the scope of the claims 

15· appended ~ereto be 11.mi.ted ta the desar1.pt1.on as set forth 

herein. but rather that the aiaims be broadly construed. 
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CLAIMS 

1. A data copying system. oompi:is.1ng a date; . copying 

appar~tus for copying data recorded on a £1~st recording 
5 mediuin to a aecon.d ·recording '1lcdium. the data copying 

apparatus :1.naiudingr 

10 

11 data. read sect.1on for read1ng out the &ta fX"om ... 
the :first recording med:1.wn: 

. . . 
·a data modification aontro1 sect1.on for controlling 

mod1f1a~t1on of the data in acaordance w.1.th mod:l!ication 

contro1 ·inf'orzu.tion·, the modificat.ion contro1 .1nformation 

being prov.ided for contro111ng the modification of the data: 

And 
a data write section for wr~ting an output of the 

15 dat~ mo~ication control section ~o the second recording 

medium, wherein: 
·the modificat.1.on cantroi information .includes a 

copy1.ng permi.ss.1.on flag 1nd:1.cating whether the copy.1.ng of 

the da.ta 1.s permitted, a. qual.1.ty control f1ag for contro1,+ing 

zo c. qu~ity of 1n0difi.ed data which is obta.1ned by mod1.fy:i.ng 

25 

tho data. and a billing control f1ag for contro11.ing bil1ing 

.. for tlle copy~g of the data: 

the data moQification aantro1 sect.ion determ.1nea 

whether b:lll 1 ng :1.a requiJ:ed for the copy;Lng of the data :in 

accordance with the billing control flag; 

when -t;he billing is required. the data modif.1.cati.on 

control. section controls the modi.f~aat~on of the data in 

.accordance w.1tll t:he copy.i.ng permission flag and the quaJ.ity 

aontrai fl.ag. i!Lfter confirming that the billing has been 

30 done by the billUig apparatus: and 
when the billing i.s not required, the data 

modif~cation co11tro1 section control.a the modif.1cat.1on of 

the data :1.n !5.aao:rdanca with the copy.:Lng permissj.on fJ.ag and 
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the qua.J.ity control .-t;1ag, witho~t confirming that the 

billing has ~een done_by the bill~ng apparatus. 

2. A data copying system according to claim l, wherein the . . 

5 modi.ficc:t.tion control info?:mation is reco.J:"ded on the first 

10 

recording med1.am., and the data read section reads out the 

Modification control informati~n from the first recor~g 
tnedi.um • 

3. A data. copying system according to ·o1ai.m z. wherein the 

mo~f:loatio:u control information is encrypted. 

4. A data copy:lng system aaacrding to a1aim 2, wbere:in the 

mod1f1oation ·control in~o:t'l'Ration 1s :lnciuded in a 
15 P?!determined frequency band of the data that .is recorded 

on the first recording med1.um. 

5 .. A ~ata copying system accord:lng to claim 1. wherein the 

modliicat1.on c~ntro1 inforDU!lt:ton is input. from outs1.de the 

20 data oo~yi.ng apparatus to the data mod1ficat~on control 
sect:lon. 

fi. A data· oopying system according- to a1a.1m l, wherein the 
data ~odi..fiaat~on oontro1 sect1cn outputs modified data 

25 ha.v:l.ng a qual..:l.ty J.evel :tn a.ccordance with the mod:ification 

control 1.nformation. 

7. A data copy1.ng apparatus for copying dzlta recorded on 
a first recordUig medium to a second recording med1.um,, tbe 

30 d.i:s.ta copy1.ng apparatus aompria:lngl 

~ dat~ read section for reading out ~he data from 

the f~st recording medium: 
a data mod1.fica.tion control eect:l.on foX" control1:l.ng 
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5 

10 

modifica~io~ of the data in acco~.dance with modification 
oontr~l info.rma.tion. the_ modificat::ion control. information 
being provided for csontrolling the modi.fica.tion 0£ the data; 

and 

~ data write aoot~on for WJ:iting an out~tit of the 
data modi.f.ication control section to the.second recording 
medium, wherains ·. 

the modi:fication control :1nf ormat~on i.ncludes a 
oopy1.ng permi.ssion flag :Lnd1.cat.irig whether the copying of . . 
the data :1S permitted. a qual.i ty oontrol ,£1ag for control.ling 

a qual.1.ty of moclified ~ta which is obta.1.ned by mod1.fy:lng 

the data;· and n bi1ling control flag for contrC?111.ng bllli:Q.g 

for the copying of the dat~: 
the data modificntion controi section dete.:z:mines 

15 whether billing is required for the copy:f.ng of the data in 

20 

accordlUlce_w:Lth the b1.l].j_ng control flag: 

when the b111:1ng is required, the data modification 
control section contro1a th~ modif~cation o~ the data in 

accordance w.1. th the copying permission .fl.ag and the qua.1.1 ty 

control f1ag• after confirming that the blll.1.ng bas been 
done by a. bil1ing appe.rrstus which 1.a provided outside the 
dati!l copyiilg apparatus: and 

when the bi11i.ng is not ·requj.red1 the d.ata. 
mod1.f.ioation control. aect.1.on ooi:itrol.s the mod:f.fiaation o:f . . 

25 the data in aoaordance with the copJ'ing perm.t.ss1.on flag and 
the qua11.ty control fla.g. wi.thout · confii:m:lng that the 

billing has been done by the b1111.ng apparatus. 

8 • A data aopyin!J appau:atus according to c1aim 7. wherein 
30 the mocti.ficatian contro1 information' is recorded on the 

£1rst recording medium, and the data read '5eation reads out 

the modification aantrol information from the first •. 

recording medium. 
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9. ~ data. copying apparatus acaor~.ng to claim 8, wherein 

the modification control informat:1on is encrypted. 

S · 10. A dr1ta copy:lng a.ppllra.tus aaoo.rding t.o .al.aim 8. whe?;e1n 

10 

the mod:1.fiaat1on control. information is 1.nal.uded :ln a 

p:redeterm.1.ned frequency band of the data that is recorded .. 
on the firs~ recording medium. 

11. A data. copyi.ng apparatus aaaordlllg. to cl.aim 7. Wherein 
. . . 

the mod.1fi~a.tion control. 1.nfoJ:mat.1.on .1.s 1.nput fx:om outside 
tha ~ta copying apparatus to t:he data modif:laation oontro.t· 
secti.on. 

- . 
15 lZ. A data copyj.ng apparntua according to ·cl.aim 7. wherein 

20 

25 

the da.ta modif1cat1.on control seci:i.on outputs modi.fied data 

hav1.ng a quzU.1.ty 1evel in e.caordanoe w1.th the modification 
control i~ormation. 

13. A data.copy:lng method for copying data recorded on a 
first recording medium to a second recording medium, the 
dlita copying method comprising the steps of: . 

(a) reading out the data from the first recording 
medi.wn1 

(b) contro111.ng mod1.fiaat.1.on of the data in 

accordance ·with modi~1.cation control information. the 
modification control infox:mation being provided for con­
tro.lJ.ing the modification of the data~ and 

Cc) writing CU) ·output of the data mod1.f1.cat.1on 
.. 

30 control. section to the second ~eaording mad:lum. whereih: 

the mod.1.ficat1un control 1.nfo:rmation includes a 

eopy~g permission flag indicating whether the copy~ng of 

the data 1s pe?:mitted. a qu~ity control fl.ag for control11ng 
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a que.1.ity of modified data whi~h. :i;s obtained by modifying 

the data .. and a b1J.ling controJ. flag for control.ling bil.l.ing 

for the copying of the data: and· 

the at~p (b) comprises the steps af 1 

(b-1) detel:Dtining whether billing is requ.1.red fo:r: 

the copying ~f ·the data in ~coordance with the billing 
contro1 fl.ag: 

~-. 

(b-2) when the billing is re¢red1 controll.ing the 

mcd:1.f1aat~on Of· the data 1.n accordance with the capy1.ng 
10 . pel:mirssion fl.Ag and the qtiali.ty aqntro.1 flag. after 

·"---'· aonfirmi.ng that the _b1111ng has been done J 1md 

(b-3) when 'f::ha bil.iing is not required. control.l.ing 

the moclif1.cation of the data in e.coordanae 111'1 th the aopy1ng 

pel':Dli.esion flag and the quality aon~rol flag. w:ltpout 

15 confirming that .the b1.l.i1.ng has been done. 

14. A aomputer-readab1e recording medium recorded with a 
progrmn for controlling a. computer to perform a data copying 

operation far copying data recorded on a first recording 

20 medium to a second recording meditllll., the data oopy1.ng 

operation comprising the steps of a 

(a) read:lng out the data·from the £ir~t record1ng 

medium1 
(bl controlling modi.f1.cation of the data in 

25 aacordan.ae wi.th modification control :1.nfQrmation. the 

ln0dif1.cat1.on control information being provided for con­
trol.ling the modification of the data: and 

(c) writing an output of the data modificat1.on 

control section to the second recording medium. wb.ereina 
30 ~he modif ioa.tion control infonnation includes a. 

copying permission fl~g :lndicat1.ng whether the copying of 
. . 

the ~:t~ is permi.tted., a·qua11.ty control flag for contro1l.ing .· 

a qua.1:1.ty of modified data which .1.s obtained by modify.Lng 
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the data, and a billing control flas for .controlling billing 

for the copying of the data: an~ 

the step (b) comprises the steps of: 

(b-1) determining whether. billing :Ls required for 

5 the aapy:Lng of the data _:l.n accordance with the bil.1ing 

control flag: 

(b-2) when t.he bill.ing is required, controlling the ... 
modif1oation of the dAta in accordance with _the copying 

per:m1.ssion f l.ag and the quail ty control. flag. a£t'er 

10 c9n£U:ming t:ha.t the ·bill.ing has .been ... done: and 

15 

. . 

(b-3) when. the bill.ing is not required, contro11ing 

the mod:1f1.cat1.on of the data 1n accordance w:tth the copying 

perm1.ss1on £lag and the qua11.ty contro1 flag. w1:thout 

confirming that the bi111.ng has been done. 

15. A recording medium· recorded with data. and modif:.lcation 

contro1.1.nformat1.on for csontrol.lingmodilioation of the data. 

where1.n the mod1.fication control information includes a 

copying pe::mi.asion flag ind1.c:ating whether the copying 0£ 

20 the data is permitted, a ~a11ty control. flag for contro1J.:.lng 

a quaJ.i ty of modified . data which is obtamed by modi.fyU1g 

the data, and a b1.lling control. f1ag for oontrol.J.ing b11J.ing 

for the copying of the data. 
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ABS'l'RACT 

A · data copying system of·. the present 1nvention 

includes a data copying apparatus for copying data recorded . . . 
5 on a. first record:Lng medium to a second recording medium. 

10 

The data copying ApparAtus inciudes; a d~tA read section 
for reading out the data from the first reoord1.ng medium: 
a data modif:Lcation control· .. section fo:r controlli.ng 

modifioat:Lon of the data in accordance with mod1.ficati.on 

control information, the modification .. control .intomat.:Lon 

being provided for con trolll.ng the mod:Lf .icat.1.on o:f the date.; 

mid ·e. dat~ ·wr;Lte sect.1an for writing an outpl:lt of the data 

modificat:Lon contro1 section to the second recor:d.1.ng me<Uum. 
'rhe modification aont%:o1 ~nf ormation i.ncludes a copy:1hg 

15 pe:rmissi.on ·fJ.ag 1.ndiaat.ing whether the copy!.nsf"of the data 

is permi.tted, a quality control flag for controlling a 

quaJ.i ty of modified data which i:s obtldned by IQodifyj.ng the 

data., and n bil1ing control f 1ag for controllin~ billing 
~or the copying of the data. · The datzs. modi£icati_on control 

20 seot~on determi.nes whether bil.J.i.ng is requ:lred for the 

copying of the data i.n aaaordzmde with the bil.ling control 

flag. 1 Wben the b:L-1:-11.ng 1.s requi.red.. the ~ta modification 

control. sedt~on control.a· the modificat1.on of the data.in 

25 
accordance w:i th the copying pe::r:miss1.on f1ag and the gua1i ty 

control. flag. axter conf~g that tbe bll11ng has been 
done by the billing apparatus. When the billing is no't 

required, the data modification control section control.s 
the modifiaa.t:lon of the dtita in accordance with the copy1.ng 

Pel:mission fl.ag and th£1 .quali.ty control fl.219. w1.thout 

30 confirming that the b1.1ling has been done by the bill.ing 
appa!U:a tus • 

.. 
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