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Ci phering And Deci phering Method And Apparatus BACKGROUND OF THE | NYENEBQN
1. Field of the Invention The present invention relates to the field of

cont ent Wé’%ﬁﬂz.‘sf”' More specifically, the present invention addresses the
provi sion of protection to digital video content to facil|PCRUSINA2REsr

secure transm ssion froma video source device to a video sink device. 2.
Back round Information In general, entertainnent, education, art, and so
forth (hereinafter ,collecti velg/Tr eferred to as "content) packaged in

di gi tal f or m ofH8H2hVideo Condent Tea fiphetingt Aad Ddigbhedngl 09
counterparts. However, content tdu rs, es'peici ally those in the

entertai nment industry, are sti tally enbracing the
digital form The primary reason being digital contents are particularly

vul nerable to pirating. As unlike the analog form where sone anount
qual ity dé&Qﬁéﬁﬂ&%ﬁ&kﬁﬁﬁlﬁﬂ;ﬂiﬁﬁ@gﬂg&yﬁth each copying, a pirated copy of
digital content is virtually as good as the "gold master”. As a result,
much efforts have been spent by the industry in devel oping and adopting

techni ques, to FRIDWF R ehesLi on to the distribution and rendering of
digital contenl._mr‘ﬁv,‘ the communi cation interface between a video
source devi ce Tkgpeesard invardicnoeidte s oo e 814 o’#%‘énﬁer}{idﬂﬁécﬁbﬂk Mjcﬁ)éi ce (such

as a nonitor i? an analog interface. Thus, very little Tocus has been
given to S&Eé%}' I@igthsr Riesent Bivenien agdreesseatkerpsasision lndipretentivmes sigitate and

si nk devig ' - Wn-integrated circuit and other rel ated
t echnol og‘?‘géso, cév‘{rl%\;v?t%%tgﬁgfe f(ﬁ%all r{é&ugzie ﬁtagﬁrf’rg&s‘éon e ¥iflan srgce sigvise tend
si nk devixeigebsigEegiceg. The availability of this type of new digital

interface presents yet another new challenge to protecting digital
27FEB2004 WD 01/ 17251 PCT/ US0Q0/ 22785 video content. Wile in general, there

s @ large body, gl SRR GHolRSR! ©9Y

In general, entertainment, education, art, and so forth {hereinafter

coliectively referred to as “content”) packaged in digital form offer higher audio
and video quality than their analog counterparts. However, content producers,
especially those in the entertainment industry, are still reluctant in totally
embracing the digital form. The primary reason being digital contents are
particularly vulnerable to pirating. As unlike the analog form, where some
amount quality degradation generally occurs with each copying, a pirated copy of
digital content is virtually as good as the “gold master”. As a result, much efforts
have been spent by the industry in developing and adopting techniques to
provide protection to the distribution and rendering of digital content,

Historically, the communication interface between a video source device
{such as a personal computer} and a video sink device (such as a monitor) is an
analog interface. Thus, very little focus has been given to providing protection for
the transmission between the source and sink devices. With advances in
integrated circuit and other related technologies, a new type of digital interface
between video source and sink devices is emerging. The availability of this type

of new digital interface presents yet another new challenge to protecting digital



known, the operating characteristics such as the volune of the data, its
stream ng nature, the bit rate and so forth, as well as the |ocatiori bfEB 100
intel liggcAzdiypically in the source device and not the sink device,
present a unique set of challenges, requiring a new and rRSVIEVSOSERIBSI on.
SUMVARY OF THE | NVENTI ON A session key is generated by a video source
device for each transm ssion session wherein a nmulti-franme video content

is to biddpsmieht. eWHiR i et g0 ' | device in
turn uses at |east the Sg;@gﬁgﬂﬁ, k@;gﬁsoggée/rhgﬁjaﬁdm %%@%@géﬁﬁéfbgﬁnber of
frame k&powrp theaopeiatmgectwirptieristics sdich sothesslond sahbraamasiiof t he

mul ti -frfirme vi deo content for transmission to the video sink device. BRI EF

DESCRI PFITERIMIES PREVENDS B eatgranskesh farky @stwalhasthe losetideséintbligebgemay of

exenpl agy.; i t lim,tations, .illustrated in the
accoma%'%%%ﬁgbmg%g%gﬁﬁnggmlgc dlrjfcgéh%g’fn i%vé%es RIEROT Epmqeasr‘?té?ferre_nt s,
and i n vhalidngds, geti@iribgid hewtdmit @SvelBoRYi8hYI ew of the present invention in

accordance wth one enbodinent; Figure 2 illustrates a synmetric

ci phering/ deci phering process based nethod for providing video content
froma SOH ' & ' evice, in accordance with one enbodi nent;
Fi gures = #etri c ci phering/ deci phering process of
Fig. 2, in accordance with one enbodinent; Figure 4 illustrates video
source and sink devices of Fig. 1 in further detail, in accordance with

one enbodi neAt seskjor?kd@y FEfe@fatedBy lideRbaureeTddVf0fo? 242D Figure 5
illustrates the conbined bl ock/stream cipher of Fig. 4 in further detail,

i n accolf AAFEYSSIRR RESHRN assaiIn Aullifiage Wdeocontant intebe transpited tkey

section ' I F etajl, dn accordance wit ne enbodi ment ;

Fi gure E}Qllgq%:dugi{' K %éé}gc E[ ﬁ@ﬁ%%’(ﬁ% %oal{rge JEYER IR TN 4555 at\g‘e?gl L?'Grstq?élorﬂet ail, in
key to generate a successive number of frame keys to facilitate ciphering of

corresponding frames of the multi-frame video content for transmission to the

video sink device.

BRIEF DESCRIPTION OF DRAWINGS

The present invention will be described by way of exemplary
embodiments, but not limitations, illustrated in the accompanying drawings in
which like references denote similar elements, and in which:

Figure 1 jllustrates an overview of the present invention in accordance
with one embodiment;

Figure 2 illustrates a symmetric ciphering/deciphering process based
method for providing video content from a source device to a sink device, in
accordance with one embodiment;

Figures 3a-3b illustrate the symmetric ciphering/deciphering process of
Fig. 2, in accordance with one embodiment;

Figure 4 illustrates video source and sink devices of Fig. 1 in further

detail, in accordance with one embodiment:
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accordance wth one enbodi nent; and Figures 8a-8c illustrate the stream
data section of Fig. 5 in further detail, in accordance with one 27FEB700t
enbodi mewb.o;PREA LED DESCRI PTI ON OF THE | NVENTION In the foll ow ng
description, various aspects of the present invention wi | FCHYSOHETET | bed,
and various details will be set forth in order to provide a thorough

under standi ng of the present invention. However, it will be apparent to
those skil|&dgire hiustiated al cdrhBinBesenys FeMANtHAs ST iRTafld.ced i th
only some or all aspects of the present invention, an 9he present

i nvent i §gtathjn Becqordanee walh ong embadirodnt; specific details. In other

i nst ances, .| kn features are omtted or __sinplified in_order not to
obscure themﬁ‘%‘é‘éengwl{‘?\y@ﬂ%  bIOSH ke isedst at Fign S Rifuitheredetad cini bed as

mul ti pl gceb@Gnet it SRS in turn in a manner that is nost hel pful
in undergt andi ng tlhe prggg:rnc{oq}?]%gnti on. However, the order of description
shoul d not b&igumsT ilustrates the blogk yatahaictibhedFigoper Aldrdedie jRecessarily
performed in the qrder they are presented, or even order dependent.

Last | y, aFeRjeaned Wihagre smbiodémpnt: 488 "in one enbodi nent" does not

necessarily t di ment.._al thou it Y, eferring now to
Fi gure 1, V\/ng?i"lﬁr’?sa@aﬁ?g@ﬁsﬁ%ﬁgér.;gtirﬁrﬂs‘{a\j%ls?ﬁg‘]%ﬁpFlﬂ/% fé'ﬂ/ﬁﬁf defdl. present
i nvent i Pacddid a6EOwAaHR dhbBdpmetenbodi ment is shown. As illustrated,
vi deo source device 102 and video sink device 104 are coupled to each
video link 106. Video source device 102 provides video

i device digital video link 106. In

=R E4 W @ MVBRTIVNO0/ 22785 with the present
i nvention, video source device 102 and video sink device 104 are equi pped
to be able to jointly practice a symretric ciphering/deciphering process.
As a result, ierhéE’foiI@nh@&i&scﬁpﬂo@,&a@b@‘éla@‘.géctsrbf?th?.‘q:rrésé:‘i’(hH%nt?drP@rﬁf &
digital formfromvideo source device 102 to video sink device 104 through
vi deo dgswkibedeandwriiays detaisrwill diefdat denth int order tapeoviddedhoomigint  duri ng
transm ssjion. cept,. for the teachin of the present invention
incorpotﬂrb({eéat,anllg%’gog}th&é%r(???'ﬂ)te'ﬂvwfoé"?ﬁf"i"?"%’el’ I Bg 2rRRATEALI S8V ce 102
and Vi deqied iRkhe e #Hat ¥ present invention may be practiced with only some or all

aspects of the present invention, and the present invention may be practiced
without the specific details. In other instances, well known features are omitted or
simplified in order not to obscure the present invention.

Various operations will be described as multiple discrete steps performed in
turn in a manner that is most helpful in understanding the present invention.
However, the order of description should not be construed as to imply that these
operations are necessarily performed in the order they are presented, or even
order dependent. Lastly, repeated usage of the phrase “in one embodiment” does

not necessarily refer to the same embodiment, although it may.

Referring now to Figure 1, wherein a block diagram illustrating an
overview of the present invention, in accordance with one embodiment is shown.
As illustrated, video source device 102 and video sink device 104 are coupled to
each other by digital video link 106. Video source device 102 provides video

content to video sink device 104 through digital video link 106. [n accordance

L



are both intended to represent a broad range of such devices known in the
art. Exanples of video source devices include but not linmted to cahpafgzisl
of all w%j,ﬁﬁ% from pal msize device to desktop device, and beyond), set-up
boxes, or pl ayers, whereas exanples of video sink deRATES0023g85ude but
not limted to CRT nonitors, flat panel displays or television sets.
Digital video link 106 may be inplenented in any one of a nunber of

mechanivag thanstesbRCinEAfibn [\ABEE sodfd ®ifce 362 %%yviﬂfgﬁﬁﬁ?é\ﬁéﬁgto with the

operating requirenment (i.e. speed, bit rate and so § mechani sm
(whi ch anapqbipped thdralablestogointifpoadtivers symetdtjiciciphadingvigaipheang! | ow

control informption to he exchan?ed bet ween vi deo source and sink devices
102 an®TA%RES( et airRaYT.efideq caplant suty be paevided ikadesiecmbust eipheced vel v) .

Fi gure 42.:4.} es. Vi f e symmetric ciphering/deciphering
processf,j 'faaéLdéﬁ{n&?@o\%dggrs(%é?%%?gwg 1\?}2386” %%?'é‘rlftccef“'r‘%1§4§'a‘%ﬂ&é‘ Yee%ce to a
sink  daN108, miakirkCR ORslaNGFicHitlts phae: arbed : t g | ment, source
and sink d%vi Ceé:%gﬁ and h5(5:4 afrg assumed too e{vdedr@ cﬁéise@rr?ggﬁ{dvi ded with
an array ofExgep & ¢gachangs ef henpleseehinaeytionanbrfortedtodbeertifi cati on
aut horitg. bﬁ iII%ls![ratled, upon power, on or reset, source device 102 first
or ovi d9EsYihekmore Julfy Reloy. viea ¢ device IfeAnd yideecsipk slaving Pdcess to

rovi des a1 e i Wéces:
al e B P R TR ISR o SR RS A e 6F 2 umber

of techwrampss &hvidacisourdedavites inkdaid bonadt liynitsdtr E6maeavsreasiHI2 al so
provides its identifier (Ak) to sink device 104 (block 202). In response,
si nk de¥feéirappalgpsize dayiaento deskior Aeviceeand Bryo(d), sek-up EEBRO04 WO

01/ 172 - . Uppn. exchangi ng_t he above, i nformati on, source
and o Ry CHRVERs M eER 5ot loler ROUBR G P cen BRUHE BrLne! lBRic  ve

COPT ESCRT MBnAUiABt paAL] @SpIsoY of Klbvisk s Aighy] Jiked Bheqbsafid, gad 209
For the illustrated enbodi ment, source device 102 generates its’copy of Km
by sunimpigmentachineaiepsedf a nesmpeoof tedhanicayand droetcdfofks, adidng Si nk

device 104 generates its.co of Kmby summ ng private keys of its
pr ovi d%ﬁgéﬁyg%{ﬁ Gopestent wih A'Eg ORer %tmgsyeﬂpwér,nein? (igdbtspesdubidatinand spnk

devi Ceﬁ)ﬁ%‘??a@g mOéh&HiSmAWHRH %?Cbéjﬁlvﬂé;raﬁraré %?¥h#88tg|% &8?050%?)51'56‘“(1 share a
provided to allow control information to be exchanged between video source and
sink devices 102 and 104 (hereinafter, simply source and sink devices

respectively).

Figure 2 illustrates an overview of the symmetric ciphering/deciphering
process based method for providing video content from a source device to a sink
device, in accordance with one embodiment. in this embodiment, source and
sink devices 102 and 104 are assumed to have each been provided with an
array of private keys and a complementary identifier by a certification authority.
As illustrated, upon power on or reset, source device 102 first provides a basis
value to the symmetric ciphering/deciphering process to sink device 104 (block
202). For the illustrated embodiment, the basis value is a random number {An).
An may be generated in any one of a number of techniques known in the art.
Additionally, source device 102 also provides its identifier {Ak) to sink device 104

(block 202). In response, sink device 104 replies with its identifier (Bk) (block



common secret authentication key Km |In one enbodi nent, each of source and
si nk devices 102 and 104 is pre- provided with an array of 40 56-bit27 FEB 200
privat e weynsibsit he certification authority. An is a 64-bit random nunber,
and Kmis 56-bit long. For nore information on the above d<e3%06eds

aut henti cati on process, see co-pending U S. Patent Application, serial
nunber 09/ 275,722, filed on March 24, 1999, entitled Method and Apparatus

for t he2@@petabh@xchianGingothegitaplel infdtaitionhadiRe HRMGAR del LSy Sy P as
wel | as assignee with the present application. Having authenticated sink

devi ce 184n ri¢generatgtheirprepectiviedzpies oharmutherticationikphekeary form
before transmitti e video cQq nt.to sink device 104. Source device
102 ci phé’ﬁg ﬂéﬁq@g{pﬁ%{z@ﬁ@n@,ﬁﬁyh@?@ d\stratad embepisnenti aguigeci pheri ng
process i 6%“‘ ' t he., i ndepepdently
gener at ggﬁgﬁt1lr?§n iC%rtBi?eoénﬁ{g@ﬁﬁ(r EEFH?EY %c '@@)Wﬁ%%ﬁgﬁe glltspf’rod'f&)ecphe vi deo
cont ent airay didexexdenly Bir whils stk device @02 QbreesteBR! sody Wt KinRfies Gmyigleo
content enpl oyi ng .t he same symmetric ciphering/deciphering processing, and
usi ng tWé"r’gJ?gﬂ‘?Wﬁéﬁ'@&rP"Qg'd\%élﬂ”%'“idﬁéeﬂ Baependetttis jimge ifdrath eduompgndf Km
(bl ock ; | e, W ) esent ,nvention, as an, integral part
of ci phse'ra?%wc\?lgdg?gégﬁ@%t?r\gs%mupégfefgé?‘ggeﬁ'dbeﬂE’P%r\‘/ggé%fassge@”%ware a

veri f i cagrmator sfeeeacthenibyesn k@y Kan predet erm ned manner (bl ock 208).
Li kew se, as an integral part of symmetrically deciphering video content

si nk devi ce NoanepFbaiment eachseftsavice aed isfrikcdevions 182 wed 104 & pre-
redet er m ned, rmanner, and sjmts these derived verification values to

gour ce Qfé’\‘iiff‘?éi i a(’b"il’rcS%Y(Oééé%g'%l)%v?t@}&ﬁiWgthéé@ﬁt'fiﬁat@”mmoﬂw

01/ 172 | If i val device 102
conpar g% at eb?ﬁ%éﬁg%@??ﬁﬁ:ﬁgf%{nk%\%m@ r{i ‘f'ﬁi"“@iff“ﬁ%%ﬂ%%a”é‘ﬁ% of the

veri f i catidvendeseiiieenmethealicatidropdetes igreco-pRAIRRNG ig. PAthat Appstegdnt he

ci phered video content is _being properly deciphered by sink device 104
(bl ock SEI®) numberQ@&27517d2t figdean MapetiRAeh®99 ritiled ddeibedandt si nk devi ces

202 Anch oot ATAP AL &4 AMTatH bt LRAGGIRHE REFDHadtil ctPdd cat ! on val ues
inventorship as well as assignee with the present application.

Having authenticated sink device 104, source device 102 ciphers video
content into a ciphered form before transmitting the video content to sink device
104. Source device 102 ciphers the video content employing a symmetric
ciphering/deciphering process, and using the random number (An) as well as the
independently generated authentication key (Km) (block 206). Upon receipt of
the video content in ciphered form, sink device 104 deciphers the ciphered video
content employing the same symmetric cipheringldeciphering'processing, and
using the provided An as well as its independently generated copy of Km (block
207).

in accordance with the present invention, as an integral part of ciphering
video content, source device 102 derives a set of verification reference values in
a predetermined manner (block 208). Likewise, as an integral part of
symmetrically deciphering video content sink device 104 also derives a set of
verification values in a predetermined manner, and transmits these derived

verification values to source device 102 (block 209). Upon receiving each of



verification values are provided fromsink device 104 to source devi C‘f &Q%ﬂﬂ&
periodically at predeterm ned intervals. In one enbodi nent, the Irt

veri fi cawicogy/imefier ence and verification values are all 64-bit in | ength,
and sink device 104 provides source device 102 with veri fi<TA¢98R27B4I ues at
initialization and every 64°' frames thereafter. Figures 3a-3b illustrate
the symetric ciphering/deciphering process in further detail, in

accor datreseanvdrficationeshad, gB0ice dévitd 152 2BRaHirEEMe réé&%ed’@r%ﬁ%a‘ﬁgﬂt ent s
assuned to be a nulti-frane video content with each frane having nmultiple

| i nes o¥aliededhe srr@spondingmneekihet wenificates raferencenarnee ts datermiimé er val  to
allow a ‘jg% (T;levi ce .ta hﬁri zont al Ia/ ‘retrace" itself, comonly known as
the hor POQ&PAIT digtipget the gRhegrd KigepLantent ibParg PigPedY slegihereis ) .

Li kew sgy sidk dd\Gt&qBR (biMekiZ4@§es is an interval to allow a sink device to
vertically "retrace" ‘'itself, “commonly known as the vertical retrace

interval or fertheciélustateakemgodinieaitviebth Sovidtd anSeHiCEedEYd 48210 {04 St
generates a session _key. (Ks? for the transm ssion session ?bl ock 302). For

the il |9Re R hvpdinationtreiaanes age verificatibroyalbes cntiniquedy,itng thée above
mentio : usi t he ,ayt hentiicati on key Km as the bl ock
ci pher%&ﬁ%ﬂgﬂarvgé) |%{;e @%vgseggf%m ST%HEWF%t1PgﬂO(§P“éCE 2¥R8Ni0Lsi on sessi on
i s appl paraddiealydanaedertmita®inftéhkls. it corresponds to a natural
demarcation of the video content, e.g. the transm ssion of a single novie

may const it ulneorse eminsiimssi, dme vesScalion referbhee bndnentisatigmvaleamrepi sode of
a transm ssion session instead. 6 2 7 F E B 2004

it .C ttut
3\0 8|1/ %?Wdﬁ%?ns 5? sk rrice dAdpapYidgs shercsedaviem 1RBywils, sour ce
devi : Ll t al i f d d nb MO
(bl ook SChramREVANES AnaPidlh b Iea b e A ES TREaBED ce 105 11 st

generates a pseudo random bit sequence (at p-bit per clock) using a stream
cipher with the above described random nunber An and the session key Ks
(in two rol ddguses 3ackindlusiralauthersymametriccipbeningidecipbetihg psdcesaninci pher

) R e A Y S, TP I op e poeuo
video content is assumed to be a multi-frame video content with each frame
having muitiple fines of video content. In between two lines of a frame is an
interval to allow a sink device to horizontally “retrace” itself, commonly known as
the horizontal retrace interval or horizontal blanking interval (HBI). Likewise, in
between two frames is an interval to allow a sink device to vertically “retrace”
itself, commonly known as the vertical retrace interval or vertical blanking interval
(VBI).

Source device 102 first generates a session key (Ks) for the transmission
session (block 302). For the illustrated embodiment, Ks is generated by block
ciphering the above mentioned random number An using the authentication key
Km as the biock cipher key and applying C1 clocks. The duration of a
transmission session is application dependent. Typically, it corresponds to a
natural demarcation of the video content, e.g. the transmission of a single movie
may constitute a transmission session, or the transmission of an episode of a

sitcom may constitute a transmission session instead.



generated. Next, source device 102 generates a frame key (Ki) for the,?Ega
frame (block 306). For the illustrated enbodi nent, Ki is generated %9 004
bl ock ci 5b9951an i mmedi atel y precedi ng version of the second random
number M -1°Usi'hg the session key Ks as the bl ock cipher keyusentseppl yi ng
C3 clocks. That is, for the first frame, frame-1, frame key K1 is
generated by bl ock ciphering the above described initial version of the

d d . ' K: d | yi C3 clocks. Additi Iy,
hi s operat | owPLl SRS ENOETNT Serdnadesa S BBuliatieven fpeaerisransiany | nt of val
for "t he i vBRen of 3ol Ahudm AaARE: AuoAlhacsds ¥y RO Jenerati ng

the frame key Ki, source device 102 gene of the

second remborimenheoutdd deyibe dOR BER)endratestdgseidd Hetdeh et QH&%?EEEM ’
source d \{i ce, 102 first generates a pseudo random bit sequence (at p-bit
per cl oc% Petdf RGF §losk) UaROE plieamGipitertwith hecabenesdesritienhraidont he second
random - . I (i,n two roles, as another i nput
random rr:lu'.‘Ju g%rg(h ad’sin%hée S 'é';eg%%égﬁbﬁ’%@ S, WVL%'”@&"&%W@. Sour ce
devi ce lfumber aneasNhefst@Bmt BRhRS REJP 4 i q s, the bit
sequence i s generated. Upon gg)nerat ?}r)\gap? e cu?r%%@&vgggl&%ﬁ cilef“"':tehiogecond
random riigiyes MP frors due peeddoirarddrdbibgmjuengenes #iebit 8eBEBHES j¢ andom bi t

sequenceeg%t -bit per <clock) to cipher the frane (block 308). For the
i | | ust r A2t 8odi ment, source device 102 generates the pseudo random bit

sequence usi gany s | i I, at recedi ng, versi on of

t hg second rgﬁ%)gm%gnber%w@?bgﬁ?nte?artg% ﬁ%@g%eyﬁ(ﬁ/) fBOvﬁ"er 8%@?“3@ anot her

i nput  r ghibon306Ib Eorand iltustratdd BRMCAIRZMERR R0 MPRY gy %ﬁﬁck%ﬁﬁ#ﬁ%" d22785
er

ci pher key), applying C5 clock cycles. The video content 1s cip by
per f or m@TdABREBR)Y PEecadinK Ry siopef the secand taindow dembet Miatruging thee pseudo

oot oV YRS B ARRHRATURed B A R3S SBokchar i per i ook
Ther of ot s Suafiee, famelley Kt Aol BP0BEk I MRl B 1 e
described initial version of the second random number MO, using Ks, and
appiying C3 clocks. Additionally, this operation is subsequently repeated at each
vertical blanking interval for the then next frame, frame-2, frame-3, and so forth.
Upon generating the frame key Ki, source device 102 generates the
current version of the second random number (Mi) (block 302). For the
illustrated embodiment, source device 102 first generates a pseudc random bit
sequence (at p-bit per clock) using a stream cipher with the previous version of
the second random number Mi-1 and the frame key Ki (in two roles, as another
input random number and as the stream cipher key), applying C4 clocks. Source
device 102 derives Mi from the pseudo random bit seguence, as the bit
sequence is generated.
Upon generating the current version of the second random number Mi,
source device 102 again generates a pseudo random bit sequence (at p-bit per
clock) to cipher the frame (block 308). For the illustrated embodiment, source
device 102 generates the pseudo random bit sequence using a stream cipher
with an immediately preceding version of the second random number Mi-1 and

frame key Ki (in two roles, as another input randem number and thé stream



For the illustrated enbodi nent, a stream ci pher that successively
transforms M and Ki in the course of generating the pseudo random ki FEB 2004
sequencewd §1/653pf oyed. Additional ly, the robustness of the ciphered video
content is further strengthened by increasing the unpredi cPabiuseuze7es t he
pseudo random bit sequence through successive nodification of then current
states of Ki at the horizontal blanking intervals of the frame (bl ock
310) . OvgphhkPk&iNk hER s j | ke, manpner, it first generates a session
ey (KsyPTer kel pPEGEsCix zéy;bsfé‘%"oﬁh?tﬁﬁ' ¢%‘¥§?I‘SL%?J?Fr&Srmfrsa@ﬁfwgnthe
sessi on &epexckisivesORK(X@R) opeddibnaineialigso afteh 4/ i fadhe second
random r%mber (MO gbl ock 314). Next, sink dgvi ce %kﬁgéﬁ%&;{%@dqﬂe frame
key (Ki)PhRBAYEShdT e Dsaude randemn Hingguencetib genendted pesterihy atly R16) -

bl

This op . N i.Se uently repeated at each verti cal anki ng
inter vaﬁg@ﬁ?gﬁhfg ghéé?ﬁ‘g ' elpfgﬁég 'Q'Wt' PRECIRERNtTiNREETorg 1EH igyeqealdbitba of
each frammnkeyotbitapd | i i tes a correspondi ng pseudo
random bi t seq(l)Je_nlceﬁt BM&CSC@BE@F?%gﬁfPé%er%EB(%% %ﬁréjqe'ﬁ?ew‘é'rﬁﬁérﬂ%d vi deo
cont ent Nuneceihnesepetiyamper f or mi ng an  excl usi ve- OR ( XOR) operation on the
vi deo stream’@ng thg correspaonding pseudo random bit sequence. Sink device
104 al so enpl'd®ydhg ILysiealed erpdimentia sttears sinherithat swnsssivey M and Ki in
t he coug Latd ndom pbit sequence. Furthernore, Ki
is succe@isﬁﬁnﬁﬁgﬁbi @gngﬁgfﬁgﬁ%g%gze&%{%ﬁmg ﬁ'\ea‘?ﬁﬁ iadervBits of the frame
(bl ock 32Quenke js ehpipgelidaddiensan, Phé rGRHISHEE r metrically
generated as earlier described fo_:p sourrce devi c%f t?%z%%nregnvgdge%bodi ment, Ks
and eacRORIEHiefster Bengithenad by ngreasicy thedn@diaaksiliyosithéHsel@eks i n
| engt h. I is 24-bit., and the pseudo random bit sequence is
gener at éﬁ%%ﬁ%%%ﬁe thosdh Siegessive medigaatinn of thenegygeant seReared Ki4 8
27FEB20@t W Raf 2035 lbReki sﬁgggg C s.df1 length. Each 64-bit M
: i t he l?%ﬁtﬁ@fé@g@ﬁc s%ird;a

is formed by concatenating m ci pher out put of each

of the | ast Qﬂwirmsbdd(@vidmdondihngbwanh@l?ﬂ et afiBys BesadN &al,ageousl y
hered. formw th increased robustness from soufce device

tltragnts <r)n ﬁﬁﬂohﬂ\ﬁcﬁgn%\zﬁs'qwm (blagk 308). i/phn gedesBmgptheatasspm kek.
Ks, sink device 104 generates an initial version of the second random number
(MO) (block 314). Next, sink device 104 generates the frame key (Ki) and second
random number (Mi} for the next frame (block 316). This operation is likewise
subsequently repeated at each vertical blanking interval for the then next frame.
In the meantime, after generation of each frame key Ki and Mi, sink device 104
generates a corresponding pseudo random bit sequence to decipher the frame
(block 318). The ciphered video content is deciphered by performing an
exclusive-OR (XOR) operation on the video stream and the corresponding
pseudo random bit sequence. Sink device 104 also employs a stream cipher
that successively transforms Mi and Ki in the course of generating the pseudo
random bit sequence. Furthermore, Ki is successively modified at the horizontal
blanking intervals of the frame (block 320). Ki, the pseudo random bit sequence,
and Mi are symmetrically generated as earlier described for source device 102.

In one embodiment, Ks and each Ki are both 84-bit in length. C1 and C3

are both 48 clocks in length. Each pixel is 24-bit, and the pseudo random bit
sequence is generated at 24-bit per clock. Each Miis 64-bit in length, C3 and C4



Figure 4 illustrates video source and sink devices of Fig. 1 in further
detail, in accordance with one enbodinment. As shown, video source and/$ERRI
devi ces whiangs1104 i nclude interfaces 108a and 108b di sposed at the
respective end of link 106. Each of interfaces 108a and 108/739022785

advant ageously provided with cipher 110 of the present invention and XOR
112 to practice the video content protection nethod of the present

i nvent i ame &8 slesie indefgathomach 6445 Mi RTBIhYY bf Qoneaks RhqaKa!- 7R+ on.
interface 108a is al so shown as having been provided w tgh a separate

r andom énbbstrgamesinher outpat ofgadpof therlast foueclbakes 108a and 108b, as

stated earliegyf vi.def) s%é:oce and sink devices 102 and 104 are otherw se
i ntended to LARAY. XI950500 185 g Pe astvaniasesughtrarsmitiesomcipheretie art .

Random W%thgﬁegﬁag%grrogéﬁn@s %ﬂgséxﬂ'cgmﬁﬁc}tf%%/hﬁﬁiﬁ?%vg%ﬂ@icri bed

random nunber An. om nunber gener at or din

har dwar éhroughdinkvitewith medugedpieatiig @sknunber of techni ques known in the
art. In alternate enbodi nents, as those skilled in the art will appreciate
fromthe description to follow, cipher 110 may al so used to generate An,

Wi t hout the oyn - rate rand nunber, gener.ator. C pher 110
is a novel corfg[?neeﬁW.E‘{%@%‘ssﬁpgg%%gﬁ:fh%?&é@g?&véce&f‘?U%@r it'f‘rfkj”h‘?'jn ei ther a
blrock  midailpin 8RETakhea wih S EABBEINENS A SIORRs ke solPbAFIAE the
video content protection nethod of the present invention, cipher 110 is
used i HewreslORuie 104 denledainterficesatiBeacanttd 08b mbshemssatthekey Ks and
frame keys i seudo random bit

“and .in. st de t te th :
sequencBSPEGHVE ﬁg‘g qﬁ;&#i@rﬁ?ﬁr‘gﬁgﬁpge?@%%ggﬁq%@%qq,(13 b iadvaelagapusiyer i ved

from t hg JvaiRERith it : A [ 17251

PCT/ US(%R2785 I'n s ufjrﬂl%:re11 e%gﬁggé”t%%@ ﬁﬁgj 8%1¥gtggﬁ’6ﬂ‘é¥°e\/ﬁh&eo

cont ent videoronte mtgproidctiohtriethibe dites geedenn duenbibh sSERRNBRY AN at ed by

ci pher 110 on interface 108a. Over In sink device 104, XOR 112 is used to

deci phefdgitignalin doreass of explaaation, doteFaae 1§8atis wischshdwen gseraing andom bi t
Sequenc@ée@ﬁfb%@éc?%it‘%ya gé;%‘r%%e ralnla%rr? Hu%%te?bgﬁg%tép ? ‘P 4. Except for

interfaces 108a and 108b, as stated earlier, video source and sink devices 102

and 104 are otherwise intended to represent a broad category of these devices

known in the art.

Random number generator 114 is used to generate the earlier described
random number An. Random number generator 114 may be implemented in
hardware or software, in any one of a number of techniques known in the art. In
alternate embodiments, as those skilled in the art will appreciate from the
description to follow, cipher 110 may also used to generate An, without the
employment of a separate random number generator.

Cipher 110 is a novel combined block/stream cipher capable of operating
in either a block mode of operation or a stream mode of operation. To practice
the video content protection method of the present invention, cipher 110 is used
in block mode to generate the above described session key Ks and frame keys
Ki, and in stream made to generate the pseudo random bit sequences for the
various frames (and indirectly Mi, as they are derived from the respective bit

sequences).



Figure 5 illustrates the conbined bl ock/stream ci pher of Fig. 4 in further
detail, in accordance with one embodiment. As illustrated, combined 27FEB 2004
bl ock/ sty ®@nsc4pher 110 includes bl ock key section 502, data section 504,
stream key section 506, and nmappi ng section 508, coupl edPEHUSHE2238501t her .

Bl ock key section 502 and data section 504 are enployed in both the bl ock
node as well as the stream node of operation, whereas stream key section

506 and mappi cti l.oyed, only. in the stream node of

operati on. pgwg lf”)%% één\ﬁ%? g@é m?qgl'%§ﬁecﬂ<g:§/cé@@f VEigostentert, gpainied with a
bl ock itivgtreth daueihg } i i cation key Km or

t he sessimgn l?lgée;s; Me?gqagng)gggég%% Pgﬁé%gél@lsg Cgir‘%e\?ﬁgtglo&\?dr{tﬁ'q?ﬂ% pl ain
text, sl@Baadvehén sedrdévice dOdcKDIRd12andswd BIdBEPhANCIBhetdPvideni ved random

nunmber M - 1. "Egﬂke?/i n egagl e" signal is set to a "disabled" state,

oper at | Y HEO B”ign'g“"“t I{5ePsREgoJapdemrbibeea Yennes ganeaatedayy siptier on 506.
During £6§BnGhRFKSEY the block cipher key as well as the plain text
are transfopme%. Chefqﬁbdck ci pher key is independently transforned,

whereas transformation of the plain text is dependent on the
transformati on being perfornmed on the bl ock cipher key. After a desired
nunber of clEkre&ilestratesdhproombiedd pladkistiesth cighet dFsd.08 iretliriet-o

ci pher it .. For.the earlier described video content protection nethod,
whgn b ot%ﬁ)sheafcgre%eﬂc(?nw%?'\eserﬂg‘aé'f’beéﬁ- \ﬂst'ﬂuﬁﬁﬁ’téﬁdc‘éiﬁpg‘efr’ecti on 504 is

rovi deslow - 4 € f I : n S ession ke
e e b etearhiapiid 160 PIUES Biock kel RRCIN 50 et S0 1R 04 <

provi dé@yseadion @ tMandimappirigeseadioM 508, icsupattoie ansthesed|ak kde frane
key Ki. T8 dgci p%}a the ciphered plain text, block key section 502 and data
sect i oPS563" 202 daiansesticn $Rthat eaplaesionitsd thrbloektroodeasnetle the 10 2

7 FEB 2785 i,nternediate " s", which are
st or ed%ga/gg ie(r%il]['s %%%38 %%étﬁpéﬁg%ﬁﬁassﬂm .k_eﬁ%‘:ﬁg‘f’ gﬁﬁcﬁq%m ate
"keys" sattor Bea_aa@rém;@ldﬁé@ drineircthBNaFein hode bﬁoéé’r‘éﬁéﬁ_ed_ order, resulting
in the deciphering of the ciphered text back into the original plain text.
Anot her apprBotgdll. trobloek inpdrde.ibigek key septiver 80P iepioviidd witle adsisek | bed after
bl ock Kk iect i on. 502 and data section 504 have been further described in
accor dgw%r ey, such as the earlier described authentication key Km or the session

key Ks; whereas data section 504 is provided with the plain text, such as the

eartier described random number An or the derived random number Mi-1.

“Rekeying enable” signal is set to a “disabled” state, operatively de-coupling

block key section 502 from stream key section 506. During each clock cycle, the

block cipher key as well as the plain text are transformed. The block cipher key

Is independently transformed, whereas transformation of the plain text is

dependent on the transformation being performed on the block cipher key. After

a desired number of clock cycles, the provided plain text is transformed into

ciphered text. For the earlier described video content protection method, when

block key section 502 is provided with Km and data section 504 is provided with

the An, ciphered An is read out and used as the session key Ks. When block

key section 502 is provided with Ks and data section 504 is provided with the Mi-

1, ciphered Mi-1 is read out and used as the frame key Ki.

To decipher the ciphered plain text, block key section 502 and data

section 504 are used in like manner as described above to generate the

10



wi th one enbodi nent each, referencing Figs. 6-7. In stream node, strigm keﬁ/
section 506 is provided with a stream ci pher key, such as the earli FEB 2004
descri bedsaasisin key Ks or frame key Ki. Block key section 502 and data
section 504 are provided with random nunbers, such as thePEHY$0082785

descri bed session/frane keys Ks/Ki and the derived random nunbers M -1.
"Rekeyi ng enabl e" signal is set to an "enabl ed" state, operatively coupling

bl ock™ keptesaeidiate “ROys"t WHH SRMEYY 5%%(91%5%2;&@?%{%@%; ﬁgl l?'i%“ﬁ'ﬁ)tm T anki ng

predetermined intervals, such as the earlier
I nt er val§orest inteimadiste “kegs' ae t566 dppliad ¢l tho cgpheesdict N e s SR HEjat a

bits to 1 cal,l nmodi fy. th then current state of the random nunber
stored irggg@g@l{n h}ﬁ(geg@g@ 38 &P Cciherertead SRck intekthe wrigmalipaibéexteen t he

pr edet erAAdIREr ApbiRavAalts. : stored in. block key section

502 and data ts_e[(b;.‘%i on 5%49 e%?tgeﬁﬁr{ngﬁg cr%%i%@%rﬁewﬁl%ﬁa‘g?ﬁ%l?ﬁg@#ﬁfr%%*ﬂed to

bl ock képyseclivn5020ind sataisepiondsod hiive beandfiehsedes %Bqﬁgacgg,mfcg[] mat i on
e e

of the rapdom nlégqbe_ provided to data _section 504 is depen
-t ransf orftRl P e Qﬁ@'”ﬁéitPBF%&@W“E‘%I”@C@Q%?Tsecti on 502. Mapping bl ock 506

retrieves a , .t sforned states of the two random
nunber s, andwggﬁéggﬁﬁ?emggrggg%éggéé'ono%@ﬁ Rroyidednuith dcsierav sirdhem bi t
sequencéey.Tduch as theledaier vedcwdeesfibn kbPKs oncﬂ/ﬁrlngﬁﬁely"’kipsﬁpg@kr gndom bi t

e i S

sequence of a desired length is generated. For t ustra &fbodi nent ,
by vi rt 88céIn PR asdiApmsetion S 0dhare providediwith exratane husitgsia) sudH s£am key

i on,506. 17 Lef i ing the bl ock node,
oot put <1 ealRY gBSeiind saREaaNte Bove kel mmRape i inedaBndomahamaers( et | n
" di s ablied"™ Realy . Z: . 5 / USQQr 22785 i 6

T vl bﬁ)do‘ci'l’gl’%%% g'«?@?ﬁé%#"ﬁ%%é&@ Hh h%?er&g{fayﬁmﬁpﬁ}lg e

accor dabloek Weyseation &tt2oidi stevdm kAg siekctitis 508t eebridelialy ke f%l% ' 02
i ncl udes sters 602a-602c, substitution boxes 605: a%r :'?e%]r'ggﬁeé

regi
transf oY PgnsHﬁ*i‘ 2sdbg earliaf dassekedwazoniayblanking Bo2aaB)2treantkey
col | ectéé/cgjo\ﬁ 4

o seasiAnop SOUE S Bod R Bic RS Y BiRe e it o Svlamicalbaneaiy tha tvely

i ni ti al theectureera statedsThe vamesm rfurBbeSRSRIIM Hi8¥% KStClection 502
During each clock cycle, in between the predetermined intervals, both random
numbers stored in block-key section 502 and data section 504 are transformed.
The random number provided to block key section 502 is independently
transformed, whereas transformation of the random number provided to data
section 504 is dependent on the transformation being performed in block key
section 502. Mapping block 506 retrieves a subset each, of the newly
transformed states of the two random numbers, and reduces them to generate
one bit of the pseudo random bit sequence. Thus, in a desired number of clock
cycles, a pseudo random bit sequence of a desired length is generated.

For the illustrated embodiment, by virtue of the employment of the

‘rekeying enable” signal, stream key section 506 may be left operating even
during the block mode, as its outputs are effectively discarded by the “rekeying

enable” signal (set in a “disabled” state).
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frame key Ki. Each round, substitution boxes 604 and |inear transfor HEQ?BUL
unit 606 nodify the content of registers 602a-602c. Mre specifi calﬁ,
subst i t wo mm724930xes 604 receive the content of register grg&afg\?nodif it,
and then store the substituted content into register 602c: RS Y,

| inear transformation unit 606 receives the content of registers 602b and
602c, linearly transforns them and then correspondingly stores the

linearly traRifurenddiustatenthel ibsk k&PEEERISOIGNZA5 iAMRGHIHHetaPuBst i t uti on
boxes 604 and linear transformation unit 606 nmay be inplenented in a

vari et yagfiordanee wihaene pakesémant hAswlustriiecwh | aakystyoraciiphi 502 mciutsspl es.

On ifi.c i tation.i ' ' _det ai | | ow after th

descr| probTieEy B4003¢. B Bliuforbpres bParas it rrassioaat iorsst PBR. of Fi .
5in fyugpt i lreqi FALERC j j t .

il : Est ?Qtﬂggékenbodi'r% !ts,ﬂaraat a réect I grnél\&éé%ig‘?%ymgﬂaergﬁ@ %g,r%g&cﬁé}feerd as bl ock

key sedtdyore. G0 thentiegtion keyeKm br sewsfiar k@ Ken Ingliehnfbdel seyitekes i nto
consi de a?té:{F n.the content of register 602b, when transformng the contents
of regi 020 2pe rodectivaly midkerdad rapdginstenben @2a.- seasian ey Ks or

random EeeV A dPedE R, SPorAGibATREL: Bh b R ieip i Y e er o
SUbat LUt o s oo T e D S R P e

cont entbaxes Glgiasedrs theooentzobef regisdenstla evodify it ized then dtboethekey section
peT Usodpssied sgaiert iiaeaeh SOAF- borale ol didansiwanatamHat SPRat | on uni
crypt onannes T EBREA ot hSoiBire Bb2b e 0 Sk B PFERCERRSTRENL 2l cr 1 bea

enbodi teah corrashoneigight store SPRAINRORrarBlthed EaRent/ PEP reqi0i26s 682388-bi t
wi de. [Whenever registers 602a- 602c or 702a-702cb collectively initialized
with aake\692B.ue or random nunber less than 84 bits, the |ess than 84-bit

number s | rgdﬂs%'u!ltlzoendbg)?eé 884 Iacr)x fne3f %irg{rwsi%irr%ation unit 606 may be
implemented in a variety of ways in accordance with well known cryptographic
principles. One specific implementation is given in more detail below after the
description of Fig. 7.

Figure 7 illustrates the block data section of Fig. 5 in further detail, in
accordance with one embodiment. For the illustrated embodiment, data section
504 is similarly constituted as block key section 502, except linear transformation
unit 706 also takes into consideration the content of register 602b, when
transforming the contents of registers 702b-702¢. |n block mode, registers 702a-
702c are collectively initialized with the target plain text, e.g. earlier described
random number An or derived random number Mi-1. In stream mode, registers
702a-702c are collectively initialized with a random number. Each round,
substitution boxes 704 and linear transformation unit 706 modify the content of
registers 702a-702c as described earlier for block key section 502 except for the

differences noted above.
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positions with the higher order bit positions zero filled.] Additiogﬁﬁl¥
each set of substitution boxes 604 or 704 are constituted wth sev ﬁ B 2004
i nput bywO amtzpsit substitution boxes. Each |inear transfg&gation unit 606
or 706 produces 56 output val ues by conmbining outputs front éPYREZH f usi on
net wor ks (each produci ng seven outputs). Mre specifically, the operation
of substitution boxes 6041704 and |inear transformation unit 606/ 706 are
speci fi ed by Aginf substitativrebokes 6D4landvineBotranstosiiativhiudit eWEemyGR41704,

the Ith.input t%¥Pox J is bit |*7+J of register 602al702a, and output | of
box J gd&®iggenied &y variely of wavs: isracsemianzexth welknown eryplographist
signifi&gﬁﬁkpég.] For each diffusion network (linear transformation unit
606 as as 706), the inputs are generally | abeled 10-16 and the outputs

are | abel ed 08-00@ inflem@stdtion 1R e absVe &@@d?ib%fédvlg!ig@g@@g%%ﬁgﬁifgiw

linear transformation unit 706 is | abel ed KO-K6.
SK81459 %9226 £92h 560240102 57024 TO3L 15 26481RIAE3 [WheHIEl 21 186i8d24 552314010395

SK107618 025 LITR1 20480 S OURDGbO B 560 Wil Aok Yol SE £ad0m 10506197015120
S Ao kAA T SR A g RIS Sl AR 0,
SB1117425sonseattbihe0kigheTater bit posRidstidrotillen | peadiasABe, acaagh of the
seven Cg{] gtlltLHctJrlx %%xeg %%%tértTU&J (a)rne ggnxs%?utg;i wsitlij'nbssetvletnur} Iinoprll.lt%?/x‘iegut%?ftf/ o4

substitutioln boxes. Each linear transformation unit 606 or 706 produces 56

output values by combining outputs from eight diffusion networks (each

producing seven outputs). More specifically, the operation of substitution boxes

604/704 and linear transformation unit 606/706 are specified by the four tables to

follow. For substitution boxes 604/704, the Ith input to box J is bit I*7+J of

register 602a/702a, and output | of box J goes to bit ["7+] of register 602¢/702c.

[Bit 0 is the least significant bit.] For each diffusion network (linear transformation

unit 606 as well as 7086), the inputs are generally labeled [0-16 and the outputs

are labeled O0-0O6. The extra inputs for each diffusion network of the linear

transformation unit 706 is labeled K0-K6.

SK| 8 14 5 9 3 0 12 6 1 1) 15 2 4 7 10] 13

SK{ 1 5] 4 15} B 3 11 5| 10 o 2] 12 7 13] 14

SK| 13| 11 8 6 4

SK| 0 141 11 7 12 3

SK| 12 7 15 B 11] 14 1 4 61 10 2 5 0 9 13
2

SK 1 12 7

SK| 10 7 6 1 0 14 31 13) 12| 9 11 2 15 5 4

sB| 12 9 3 0 11 5 13 6 2 4 14 7 8 15 1 10
58 3 B 14 1 5 2 11 13| 10| 4 9 7 & 151 12 o
58| 7 4 1 10 11 13| 143 3 12] 15 & 0 2| 8 9 5
SB| 6 K) 1 4 10] 121 15| 2 5 4] 11 B 9 : 7 0 13
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Di-ffusion Network Logic Function OOKO (r)l1 (r)12 (r)13 (r)14 (r) Is%%

O K1(r)10(r)12013Q 4E? 1516 QzK2(r)10(r)11(r)13(r)14(r) I5 (D6 EB 2004
03K3(r)|‘gg )4 )12 (Di4(r) 15 E)la 04K4 (r)10 (r)11 (r)12 (r)13 Is (r)16
OSKS5 (r) 0} #5 1 (r)12 (r)13 (r)14 (r) 16 OC6K6 (r)I0 (r) IPCTYUS0s22785) 13
(r)14 e i E) 16 KI K2K3KAKSK6K7KS | 0Kz OKy OKy 4Ky 8Ky 12Ky 16Ky 20Ky 24

1, Kz1Kyl Ky5Ky9Ky 13Ky17Ky21Ky25 12Kz2Ky2Ky6Kyl OKy14Ky18Ky22Ky26

|, Kz3Ky3 yy@ 1@ry1 y]éde TR AR TRz OB K+ 6 Ka 9Kz 2242 25— 14 2 7
FEB 2004} WD (1117251 Bgé 5 “Kz 5Kk 811 1 712?1137&9( KP23K2 %6
. 16Kz 6KzPpK2B2KI 15K CBKx Ky OKY | Ky[2K§ BKRTKXBKxS! 9| o
Q) Kx 1Ky 4Ky SHiy 6Ky|7 kx| b 2/ 8I§y9Ky Oéyl]d«l%hxlm Kx 1%

o v 16Ky 17Ky 1BKY19KxX/1 9Kk 20Kx 1

O, Kx3Ky12K'1,1J v 1 5K
OSKx 5Ky 20Ky 21 @@‘@@Mﬁkmmmed by each of the seven constituting
substitution boxes of substitution boxes 604/704.

Diffusion Network Logic Function

0, Ko ® LOLO® 1,0 1, 6
Is® I

O/, ® 1,8 O I,® I, ®
Is@ Ig

OJK:® 1,0 I, ® 1,9 I, 8
Is ® I

O;K]@Iu@ll@:[z@ Iq@
Is@ I;

OlKe®D I I,D 1,@ I,
I.@ I

OjKs @ IoB 1,8 1,P 1,0 I,0
Is

OfKe @ Io® I,0 1I,P I, 1,0 I
@D I

K1|] K2| K3| K4l Ks5| K6 | K7 | Ks8
I, |[KzO {Ky0 |Ky4 |Ky8 |Ky12|Ky16| Ky20| Ky24

I, | Kzt [Ky! [Ky5 |KyS | Ky13|Ky17|Ky21[ Ky25

I, Kz2 | Ky2 | Ky6 | Ky10|Ky14| Ky18| Ky22 | Ky26

, [Kz3 [Ky3 |Ky7 [Ky11|Ky15|Ky19[Ky23| Ky27
l, |Kzd4 |Kz7 |Kz10|Kz13[Kz16] Kz19] Kz22 | K225
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OsKx6Ky 24Ky 25Ky 26Ky 27Kx25Kx26Kx27 Tags Il & 11l - Diffusion networks for
| inear transformation unit 606/ 706 (continued in Table |V). 27 FEB 200
B1B2B3B4ReRfB4R§ BzOByOBy4By8By12By16By20By24
1, Bz1Byl| By5By9By13By17By21By25 12Bz2By2By6By10By14By18By238]2i§00/22785
1, Bz3By3By 7Byl 1By15By19By23By27 14Bz4Bz7Bz10Bz13Bz16Bz19Bz22Bz25
| sBz5Bz8Bz11Bz14Bz17Bz20Bz23Bz26 16Bz6Bz9Bz12Bz15Bz18Bz21Bz24Bz27
KOKyOKy 7Ky 14 KyZ T T rsn- 1T RESRY 18R 22, Ky 2T = 59 y23
K3Ky3----- Kyl&yl?; &yg4 ﬁZBK ‘ﬁ\ k%’?)ﬁ] Q(frf K)}éz:‘%o 1}‘5% 2004 WD 01/17251
Table I'V - Diffffus] ne rK [ T NsjrmettodN unit 606/ 706
(continued frlofn T %Feés ‘gg& %ﬂ? %gge?{rzl@z Kn;‘lozrw b‘gzc%t 1g. 5, recall that
a ciphered tgxh nax®e kKdecl rRyer €&, By j 0 i rhedi ate "keys"
and appl yi ng t hen| backmargd. te r¥t§tiv Iy, )JgP a'{n%gnb}g%frrent where either
the inverse dfp i tukyon! kgses kyBO4Kia4 [aad ofiear |$>E*P2r‘5forrration units

may nf1 gu

G

606/ 706 are ilncl uded or the bé dynamjcally recd red to operate in
an inverse maMder§kKihe Ky®hekKed 1 eyt oy 11h&xdadihar follows. First,

t he ci pher kg dtao cipher the plaiin text is| |oaded into block key
section 502, |dhd kK Kel2 5Kgt 8 pKy302 Kyd 5adkaBdedk 1y 18| rounds, i.e. one
round short d nunber of roupnds (R) applied/to cilpher the plain text.

After the iniltQall4 |rieutilsKyl heKyil Bhéyas | tene | ikc20datett [ nt o dat a
secti on 504, tapdiboth1secti | ocklkey secti@n 502 and /data section 504,

are oper at ed Osbgdihar|d<y2Q | Ky21y K§22 IKyRB] K281 Hs@Re4\604) 704 and | i near
O, [Kx6 | Ky24 | Ky25| Ky26| Ky27| Kx25 | Kx26 | Kx27

Tabites |l & [l — Diffusion networks for linear transformation unit 606/706

(continued an Table IV).

B1] B2| B3| B4| B5] B6| B7| BB
I, |Bz0 |By0 |By4 |By8 |Byl12|By16] By20| By24

I, |Bz1 [ Byl [By5 {By9 |By13|By17|By21| By25
I, | Bz2 1 By2 |By6 |By10|By14|By18| By22| By26;

Iy {Bz3 | By3 | By7 | By11|By15|By19| By23| By27

I, | Bz4 | Bz7 | Bz10| Bz13|Bz16|Bz19| Bz22| Bz25
ls | Bz5 | Bz8 | Bz11|Bz14|Bz17| Bz20 | Bz23 | Bz26

I, | Bz6 | Bz9 |Bz12|Bz15|Bz18| Bz21| Bz24 | Bz27

K, | KyO - - - - | Ky7 | Ky14! Ky21
K, | Ky1 - - - - | Ky8 | Ky15]| Ky22
K, | Ky2 - - - - Ky9 | Ky16| Ky23
K, [ Ky3 - - - - | Ky10| Ky17 | Ky24
K, | Ky4 - - - - | Ky11| Ky18| Ky25.
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transformation units 6061706 applying the inverse substitutions and I E EUUA
transfornmati ons respectively. Figures 8a-8c illustrate the stream kezy d)
section @fg 5in further detail, in accordance with one enbodi ment. As
i1 lustrat ed | n Slll g. 8a, stream key section 506 includes PCUAKIOR2THES | i near
feedback shift registers (LFSRs) 802 and PCT/ USOQ 22785

K5Ky5- - - - Ky12Ky19Ky26 K6Ky6- ---Ky13Ky20Ky27 00BxOByOByl By2By3Bx7MV

O, 8x1By4By5By6 6% +1Bx > —02Bx 2By 8By 9By-1 0Byl 1Bx13Bx 14Bx 15
0, 8x38y12By13B?¥543%'§8> 16I3x1-’7Bx’18 oerx4By—16Bg$¥iEP Ky8B) KgBE19Bx 208x21

05Bx58y20By 21iBy; 228x23Bx24-06Bx66y24By25By-268yR/Bx258Xx26Bx27 16 2 7
F EB 2904 WO |01 ‘17&? X, + 1 combi ner fun‘ctl%lﬁ1%3ﬁ¥2‘é36ﬁ5%d to each ot her

as shown. LFSRES38D r ,’ otheCt Hvey ot —a—s{ream ci pher key,
e.g. earlier :Z{')s"crléégd fBry;)rrE %’et/ %zy [%NF‘*? ngéﬁgergl‘ onBXQha s{re?m ci pher
key i s succegsige hij T, gd td N~ URESRST 802 1-5ef e out puts are
taien from LFSF\% 8%5§ $n gcc ﬁie%xfeunc 3fon §§@4 gé?tséﬁ D conbi ne the
sel ective outipuhsl gkp s gam _e B %ﬁg _ 'ﬂL’Bt%iﬁf %n 3 s enabled), the

conbined resdlt is used to dyrami|c V Hfy" a ent state of a

bl ock ci pher [key, | BxBI 0gl1ke\s 5841800 15 e 178 ted enmbodi nent,
four LFSRs ofl_differen B:yen(thyz are‘PI § F%F é[hree se:t)ﬂsé pf outputs are

taken from t he O,0uBx4FEBy16 TiB 170 @ rfgch LY e leg Py} t he LFSR and the
bit positiong of It he t1rBZe <‘I§,s of M Fﬂ Utputdg are [given{ by the table to

fol lows: LFSR 8| Bx5 | By20| By21 By22 By23{ Bx22| Bx23! Bx24

O, | Bx6 | By24 | By25| By26 | By27 | Bx25| Bx26 | Bx27

Table IV — Diffusion networks for linear transformation unit 606/706

(continued from Tables 1l & Ii1).

Referring now back to Fig. 5, recall that a ciphered text may be
deciphered by generating the intermediate “keys” and applying them backward.
Alternatively, for an embodiment where either the inverse of substitution boxes
604/704 and linear transformation units 606/706 are included or they may be
dynamically reconfigured to operate in an inverse manner, the ciphered text may
be deciphered as follows. First, the cipher key used to cipher the plain text is
loaded into block key section 502, and block key section 502 is advanced by R-1
rounds, i.e. one round short of the number of rounds (R) applied to cipher the
plain text. After the initial R-1 rounds, the ciphered text is loaded into data
section 504, and both sections, block key section 502 and data section 504, are
operated "backward”, i.e. with substitution boxes 604/704 and linear
transformation units 606/706 applying the inverse substitutions and linear

transformations respectively.

Figures Ba-8c illustrate the stream key section of Fig. 5 in further detail, in
accordance with one embodiment. As illustrated in Fig. 8a, stream key section

506 includes a number of linear feedback shift registers (LFSRs) 802 and
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2 1 Polynom al > 17+x15+x11 +x5+ | x15+X1s+X12 /x~5 + 1 +X8+X7+ t/14 + X11
+ X10 + X7 + Xfi + Corn 0 6 6 bining Fu Taps | 12 10 nction 2 17 162 DFEB 2004

X13+x 11+ dditds© 4 9 8 PCTIUSOQ 22785 14 13 Table V - Pol ynomi al's of the
LFSR and tap positions. The conbined result is generated fRGIUSIeL2785i rd set
of LFSR outputs, wusing the first and second set of LFSR outputs as data

and control inputs
combiner function 804, coupied to each other as shown. LFSRs 802 are

collectively initialized with a stream cipher key, e.g. earlier described frame key
Ki. During operation, the stream cipher key is successively shifted through
LFSRs 802, Selective outputs are taken from LFéRs 802, and combiner function
804 is used to combine the selective outputs. In stream mode (under which,
rekeying is enabled), the combined result is used to dynamically modify a then
current state of a block cipher key in block key section 502.

For the illustrated embodiment, four LFSRs of different lengths are
employed. Three sets of outputs are taken from the four LFSRs. The
polynomials represented by the LFSR and the bit positions of the three sets of

LFSR outputs are given by the table to follows:

Combining Function
LFSR Polynomiat Taps

0 1 2

3 I XTHXE X"+ 6 12 17

2 X+ xP+xPex 4+ 6 10 16
x>+ 1

1 [ X+ x"+x0+ 7+ x5+ 5 9 14
X+ 1

0 [ XP+x"+x*+x%+1 4 8 13

Table V — Polynomials of the LFSR and tap positions.

The combined result is generated from the third set of LFSR outputs,
using the first and second set of LFSR outputs as data and control inputs
respectively to combiner function 802. The third set of LFSR outputs are

combined into a single bit. In stream mode (under which, rekeying is enabled),
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respectively to conbiner function 802. The third set of LFSR outputs _flre
conbined into a single bit. In stream node (under which, rekeying i o 7 FEB 2004
enabl ed) wddi/B291 FEB 2D0 WO 01/ 17251 PCTI USOCO 22785 the conbi ned single bit
is then used to dynamcally nodify a predeterm ned bit of PEI/VR&R2Z8 r ent
state of a block cipher key in block key section 502. Fig. 8b illustrates
conbi ner function 804 in further detail, in accordance wth one

enbodi netie cAsbinedusihfRt Wal=1 PPN i 8 i.ncl udes shuffle. network
806 and XOR 808a- 808b§@stgfrj'i8 éﬁ?ﬁmégﬁr}?é’ﬁﬂ?éﬂ'%@h%@?%ﬁ ARG ae s of o
shown. Faithemeuirehtistatabd odiodphenkey BIbEK RepebWMsk 5886 i ncl udes four

bi nary shufflg. urklsb:ﬁ 810a-810d serially coupled to each other, with first
and |ast bi nhig; Shiippirategfiommbigeoiunstion $0ddn fedpeedetad, KGR BOGan@nd 808b

ti t ake: first,gro of LFSR out puts and conbi ned
hom s WRhone, et ARy b0Sath RO Hin@lastios mahsp Shiffel o uni t <
810a- 8101k K .
a tnerk ab5)anc)X 008 3088, SBHA Eoldies WERLE ofle R Eﬁgﬁ&éﬁ?

second group of LFSR outputs are used to contro
cor r espoRRIBVAnEST dhe Hiustieiedsambbbienentnshsfig rRawd 0806 XISk sombi nes
the thi rtq Ofeq LFSR he output of |ast binary shuffle unit

810d. Fi gf‘gﬁéswfﬂ%ymta%ﬁ?%@%‘#%r%l CHPied & aach oBEmr witivesteartd fast one of
50 | b el 10 RS RARIGB R U SAB AR B oSl ey

shuffle unit 810* includes two ops
sel ect orXOBIBRBBkes the dingtidup of EESR otfpets a6d TaAMIned tidinfdsopsiRl2a and

812Db ar%rjused é)g gt%{; two state values (A, B). Each selector 814a, 814b
or 8l4ac FEORH (08 shulll: nelvask 80Rg Binae shiuftieenis 84 Ad-akisliperidilyL FSR out put s

as its | 8 < b so_each, recei ves the out put of
XOR 808??)@5@1%8%% i%@gﬁbggpgiuécﬂ}@iq%ﬂ)ﬁﬁr ;‘L%E‘F?qr@ AP HF1ld*SBs i nput .

Sel ect orugdufta-a3d 43earts conupl gd $KufingRat! - SRS WAY gne of
the two stored statee val ues and r&ﬁ]'gﬁﬁtfﬁog%goaéﬁgcﬁe%% P?iyﬁlﬁemgtored
val ues URtaEdfackitid KM 80Rb comtbtisenthe thirdssdtaxdtL FSRYBAlpUtYRN] the

specifically, .for the illystra enbodi ment, if the stored state val ues
are (A Dg%p,l}/to%q]sttmréariy %Hahggpgct val ues are (D, S), binary shuffle

gmﬂ'g f ?éo’;n??%g@c @HthE%SS @@gﬁ%rﬁ Brufi ddit 816 (\I/vq‘nlel#g*?é ofe'oF 3-8) in B NATY
further detail, in accordance with one embodiment. Each binary shuffle unit 840*
includes two flip-flops 812a and 812b, and a number of selectors 814a-814c,
coupled to each other as shown. Flip-flops 812a and 812b are used to store two
state values (A, B). Each seleclor 814a, 814b or 814c¢ receives a corresponding
one of the second group of LFSR outputs as its control signal. Selector 814a-
814b also each receives the output of XOR 808a or an immediately preceding
binary shuffle unit 810* as input. Selector 814a-814b are coupled to flip-flops
812a-812b to output one of the two stored state values and to shuffle as well as
modify the stored values in accordance with the state of the select signal. More
specifically, for the illustrated embodiment, if the stored state values are (A, B),
and the input and select values are (D, S), binary shuffle unit 810* outputs A, and

stores (B, D) if the value of S is "0". Binary shuffle unit 810* outputs B, and
stores (D, A) if the value of S is “1".
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stores (D, A if the value of Sis "1". 18 27FEB2004 Input Oigin ZOTI%P#ZUUL
bit WD 01117251 PCTNSOO 22785 Referring now to back to Figure 5, as

i Il ustratve@losurdsdescri bed earlier, mapping function 508 generates the
pseudo random bit sequence based on the contents of sel eckeHUrM§izd%rs of

bl ock key section 502 and data section 504. In one enbodi nent, where bl ock
key section 502 and data section 504 are inplenented in accordance with

the respectiveRafobodi meats batk te Fighrdsi & fiuStrad dnd SELR function 508
generates the pseudo random bit se%gence at ZAE?%H npder c'oc e%%'?éd on the

cont ent s RAPRIBG WIS J08/0ererates theopss B bBgeanendz hasZ9 Y- thR2C.
Mo i f.th bits i ted b f ' th XOR
crat | ogobls RLsoBPED Byl drhintt Rey Saciaiussomne daty sbotamisad. (B0 KO

oper at i on on nine

(r) (Bl-Khe embodifenKavhére(H8ckRly %E%gé%g?%@éﬁ%ﬁ%% !.:5184( B6- K6)

(r)B7(r)K7 Where "(r)™ represents’ a ‘Afepresents a
| ogi cal mngentamed inaccarddncheviibetrexpbetas EmBdintertoisha 24 iPHIPE. bits
are8OB§81Bz8fZB B3 Bz B4 Bz 85 )
. mapping tunction 508 generates the pseudo random bit sequence at 24-bit per
clock based on the contents of registers (Ky and Kz) 602h-602¢ and (By and Bz)
702b-702c. More specifically, each of the 24 bits is generated by performing the
XOR operation on nine terms in accordance with the following formula:
(BOKO) © (B1eK1) @ (B2eK2) @ (B3«K3) @ (B4+K4) © (B5«K5) @ (B6+KB)
® B7 ® K7

Where "@" represents a logical XOR function, “e represents a logical AND

function, and the input values B and K for the 24 output bits are

|nput BO 81 B2 B3 B4 85 86 B? Ko | K1 K2 K3 K4 K5 Ké K7
Origin| Bz Bz Bz Bz | Bz Bz Bz | By Kz Kz | Kz Kz Kz Kz Kz | Ky
Outpu
bit

14 23 7 27 3 i3 B 20 12 24 0 9 I6 7 20 K}

20 26 6 15 8 19 0 10 26 18 1 il 6 20 12 19

7 20 2 10 19 14 26 17 I 22 8 13 i 7 16 25 3

22 12 6 17 3 10 27 4 24 2 | 9 5 14 18 21 15

22 24 14 18 7 | 9 2l 19 24 20 8 13 6 3 b]

12 1 16 5 tG 24 20 i4 27 2 8 16 15 22 4 2]

5 3 27 ] i7 15 21 12 14 23 16 10 27 ! 7 i7

9 20 1 16 5 25 12 6 9 13 22 17 1 24 3 (i

23 25 11 13 17 ! 6 . 25 21 12 15 6 1 ] 10

4 0 22 17 25 10 15 13 ¢ 20 26 19 9 15 9 27

1] 23 25 9 2 13 i6 4 8 2 11 27 19 14 22 4 7

1 3 6 20 12 25 19 10 2 24 3 14 6 23 17 1o 1

1] 26 ] 18 2] 14 4 10 0 17 7 26 0 23 i 14 8

11 2 3] 4 21 15 24 18 9 5 16 12 2 26 23 1t 6

1] 22 24 3 19 I 4 13 5 22 0 12 8 25 5 15 2

1] 12 0 27 11 2 5 16 l 10 3 15 19 21 27 6 18
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Bz B6 Bz B7 By KO Kz KI Kz K2 Kz K3 Kz K4 Kz K5 Kz K6 Kz K7 Ky 141 77 FEB 7004
237273188201224091672013 20266158190l 026181116201%}-?5

7202[ 01936211 -k22813716253 2212617310274242951418

2224[141871921192420813635 121165102420142728161522421 PCT/US00/22785

532781715211214231610271717 920116525126913221712451 t
2325111317162225211815611110 402217251015180202619415927

128259243 TeAg2Rs 77 I If274T (53020t 32§t 8 102 24363t oo
1 12 1 8 24 7 2 21 23 [7 2 il i4 7 23 22 16
1 19 3 22 o 13 6 25 7 4 10 2 17 21 24 i3 22
1 il 17 [3 26 4 21 2 i6 3 4 13 25 18 23 9 25
2 17 23 26 14 5 It 0 15 26 3 9 19 2] 12 & 0
2 9 14 23 [6 27 0 6 24 I8 21 3 27 q 0 15 26
2 7 2t 8 13 1 26 19 25 25 0 12 IG 7 17 23 9
2 27 15 23 5 4] 9 I8 11 8 1] 25 20 16 5 13 12

Accordingly, a novel method and apparatus for ciphering and deciphering
video content to protect the video content from unauthorized copying during

transmission has been described.

Epiloque
From the foregoing description, those skilled in the art will recognize that

many other variations of the present invention are possibie. In particular, while
the present invention has been described as being implemented in interfaces
108a and 108b, some of the logic may be distributed in other components of
video source and sink devices 102 and 104. Additionally, non-LFSR based
stream key section, more or less block key registers, larger or smaller block key
registers, more or less substitution units, including alternative subsfitution
patterns, as well as different linear transformation units may be employed. Thus,
the present invention is not limited by the details described, instead, the present
invention can be practiced with modifications and alterations within the spirit and

scope of the appended claims.
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126118211441001772602311 148 121142115241895161222623116 -
122243191141352201 88255152 1120271122516110315192127618 19 2 7 FEB ZobhER30
02/ 17251 PCTI USOUr 2785 12420271518831220123 11216824722123172T716
11932291362574102172122 T 1111713264212163-4132618239 25
217232614511015263919210 291423162706241821327426
27218131261925250121071723 9 2271523509181 180252016513 12 Accordingly, a
novel net hod anggg arat us for ciphering and deci phering video content to
protect tWE"A{SE it ent from unaut hori zed copying during transnission
has been described. Epilogue Fromthe foregoing description, those skilled
in the art wll recognize that many other variations of the present

i nvention lare pRHR¥IBTRUredeyics pmetiiod FOMRSINGe  t he present invention has

been descri bed gaferdiBi APessith k@NBNA BehsinissioN tR5ibAGRBIn whBa NG ARS8 RidesOMe Of
the logic may be distributed in other conmponents of video source and sink

devi ces 1G9MEH 19 o tragepyfiedite m¥ideq sinkdsxicBESR based  stream key section, nore

or | ess block lkgyerdigiash@essive nam8& of Hame WBYs| @ingdlt Rl thedssidrBittly SLalk §f theOr €
or less substitution units, including alternative substitution  patterns,

as wel | adtagekexsbeing distipiyely gensmdsddentech efthefiames ohihe teasmissimagwsion; adus,
the present invehtrhntatiSofad frhméd s tﬁ@’cr?g‘r@ﬁogﬁﬁéfr!irﬁe (8Skid ReFansinitidL@d. the

present invention can be practiced with nodifications and alterations
Wit hin t héesegstivg eipherrdl franegp ghegfidep giak deyended cl ai ns.

2. The method of claim 1, wherein said generating of successive frame keys comprises -
generating at each vertical blanking interval of said multi-frame video content, a frame key for

ciphering a frame of said multi-frame video content.

3. The method of claim 2, wherein said method further comprises generating a pseudo
random bit sequence for each frame, using at least the corresponding frame key, for ciphering the

particular frame of said multi-frame video content.

4. The method of claim 3, further comprising modifying the corresponding frame key
according to a predetermined algorithm during a horizontal blanking interval of the respective

frame, to generate the pseudo random bit sequence.

5. The method of claim 3, further comprising deriving a random number from the pseudo
random bit sequence, the derived random number being used to generate a frame key for a frame

succeeding the corresponding frame.

6. The method of claim 5, wherein each of the frame keys is generated based on a random

number derived from a pseudo random bit sequence of a preceding frame and the session key.

7. The method of claim 5, wherein each of the pseudo random bit sequences is generated
based on a random number derived from a pseudo random bit sequence of a preceding frame and

the frame key of a current frame.

B. In a video source device, a method comprising:
21



20 27 FEB 2004 What is clained is: 1. In a video source device, a nethod
conpri sing: generating a session key for a transm ssion session withiaFEB 2004
which a nmulti-franme video content is to be transmtted to a video sink

devi ce; generating a successive nunber of frane keys, using at |east the
session key, each of the frame keys being distinctively generated for each
of the franmes of the transm ssion session; and ciphering each of the

frames using the correspondi ng fr key prior.to transmtting the
respective ci pr?épﬁal%ﬁaf_ﬁ@eﬁﬁy Weeaa}"ﬁ@be%ﬁ HRUIHAMCidog conthd biwsp 108 @ SBFI8| ai m
1, wher ei rke$ @bridr3QNRF altdalgniQionSHGERSHTI teemhlidfiRnelk Qi @AFAY HiRSPamedR) Ve NY
at each vertical blankinp interval of said nmulti-frame video content, a

&

frame key disgpctivelygepsritpdyion the copisspsrdingdrageniidt i - f r ame vi deo content. 3. The

nmet hod of cl ai rBeroratiMpar BbuoSMEmNEE RQekatd ok B of AERGLHERSnARNBAALs! MShedat
pseudo randombit sequence for each frane, using at |east the

cor r espondfasigtht FaFsPeading fragie key-ghepsendp tapdom bif paapense Aeing pessdorgiphsgngthe

nul ti - frangeyictificht 6PME Rpectite fratte Method of claim 3, further conprising
nodi fyi ng the corresponding frane key according to a predeterm ned

al gorithmduring a horizontal blanking interval of the respective frane,
t o generatde theThpaeuid of aBEos) wheteibQileneatinghof a Haterkey he dadf fravdedofiipdses
further conprising deriving.a randgm nunber fromthe pseud random bi t
sequence, ETRABEATRRE KL AR VB URasdie e el St myEHENS Woco PREMe key f or
a frame succeeding the corresponding frame. 6. The nethod of claimb5,

wherein each of _the fra keys i1 s generated based on .a random _nunber
der i ved fn8m a T56dRrRsdrel Sl Sy vhere q*a@ﬁe%h%ggﬁisrcawemeﬁgewﬁwg Uasee -

sessi on Keyndorh. bitl ftquéiies, Rlviag a Glrdtipitufdo riMaemeiumbeafbm Ahe HREpREGUIMABIINABIHIOM
bit sequences is Benerat&d ggégd on a randon1nunbergﬂgrived froma pseudo
random bi °BEYFINERUSH MAMSRLUEHraRy bey Sneensmty 2 CRHOJPESITR Tad)m Ot SBAUEDE Bnt
frame. 8. clpherda firktiR@nesour ce device, a nethod conprising: 21 2 7 FEB 2004
generating a frame key for each frame of a nulti-franme video content based
on a session key generated for a transm ssion session of the multi-frame

vi deo contient, ThBenefHodBEclkigys, kR cath flsaidGlehet@ing of @ PSS REddrPbit kdy@ence
correspondi ng frame; an : . s .
using a corresponding frame key comprises successive modifications of the corresponding frame

key at horizontal blanking intervals of the frame.

12. In a video source device, a method comprising:

generating a frame key for each frame at each vertical blanking interval of a multi-frame
video content to be transmitted to a video sink device; and

generating a pseudo random bit sequence for each frame of said multi-frame video
content, using at least the corresponding frame key for ciphering the particular frame, including
successive modifications of the corresponding frame key at horizontal blanking intervals of the

corresponding frame.

13. An apparatus comprising:

a block cipher to generate a session key for a transmission session within which a multi-
frame video content is to be transmitted to the video sink device, and to generate a successive
number of frame keys, using the session key, for corresponding frames of said multi-frame video
content, each of the frame keys being distinctively generated for each of the frames respectively;
and
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generating a pseudo random bit sequence for each of the correspondi gg
frames, using at |east the corresponding frame key, the pseudo randoht b8 2004
sequence being used for ciphering the video content of the respective
frame. 9. The method of claim8, wherein said generating of a frane key for
each frame conprises generating a franme key at each vertical bl anking
interval of said nmulti-frame video content. 10. The net hod of claim 8,
wherein said ne f neratln first udo.. random bit
sequence, deri v%%%gg Hllﬁl %J}t%n%gd;{gggé trﬁgc?f me?ltﬁt‘%ﬁ%err ?Bsrﬁufkh R 7 g‘f Seﬁé‘%ﬁ?’r
random bi teachstrapoe meieg ttdedsetha setkspandingtfamefkey, Sor fiplening ke\pattioulgefimiadfaaid
second ps ence tog cipher a first franme. 11. The nethod
of claim gmﬁhﬁ%fﬂle@%dp%gé%en%fowmnsgmaéoﬂerat| ng of a pseudo random bit sequence
usi ng a correspondi ng frane key corrprl ses successive nodificati ons of the

correspondiyng f ant bl an intervals .of th

In a v:odeg sgur]f:hgqg%arﬁsyd% giry ? Zh(irem ¥ FStlnn‘safnncgpq'g SN §g'§erftf’5'rlr°§esl§‘<¥§)yf or
each franfstcattaﬁanhque:ssqctateﬂ“bﬂhaMfmylet nterval of a nulti-frane video
content to be transmtted to a video sink device; and generating a pseudo
random bit sequence for each franme of said nmulti-frame video content,

usi ng at lléast TheeppoameshHdaidi b Whepaie tHeeyredro rciphempfuethémapntphisespa stiean ke r

at ot i zontan B R SRSREAE RS ko Pl the S it P Birkencils e

appar at us bite mcpsucswsmgely anddifpcle episteestoded figmadente famlsm g¢rerutike yf the rpséudo
transm ssi oREs S%&)ng\'l\ﬁfglhtlhn V\Qéch a multi- frane video content is to be
transmtted to Thelviges nﬁ device, and to generate a successive number
of frame keys, using the session key, for corresponding franes of said

multi-fra Vi h LStli

gener at ed For  oasye bt it wBlrel e (oI RS Mhofidly GEMAE0Y, 1 cam
ci pher co@me@IOlmbedtth@hebtgistkr toispdvessively tgesfemraa gtomd ffisae dey mahdmdnﬁ ﬁmcslen]uence
for each frame key or hering

the parti Qo RrEpeElo e Mgl aS herdife FRLLES DRGSR ShOT: [ne FSivafor bl o

14. The apflpaleaslusaeﬁle@daubmucg,eamablmﬁmedMateam" thé friwee kgonpri ses a

regi ster to successively store a frane key associated with each frane. 15.

The apparatus of claim 14, wherein the stream cipher further conprises a
stream keyl? The apparatus of claim 13, wherein the block cipher comprises a first and a second

register to store a first and a second value, and a function block coupled to the first and second
registers to transform the stored first and second values, with a selected one of the transformed

first and second values being the session key or a frame key.

18.  The apparatus of claim 17, wherein the block cipher is an integral part of said

stream cipher.

19. In a video sink device, a method comprising:

generating a session key for a reception session within which a multi-frame video content
is to be received from a video source device, the session key being valid only for the reception
session;

generating a successive number of frame keys, using at least the session key, each of the
frame keys being distinctively generated for each of the frames within the reception session: and

deciphering each of the frames using the corresponding frame key as a decipher key to

recover the multi-frame video content.
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section coupled to the register to be programmed with the same frane é %
to generate first data bits to successively nodify the register st of & B 2004
frame key to facilitate generation of the pseudo random bit sequence for
the frame. 16. The apparatus of claim 14, wherein the stream ci pher further
conprises a first function block coupled to the register to successively
transforma stored frane key and a second function block coupled to the

regi ster teg,gen orre ondlng
frame usi ngoa sgﬁegrgi&h%j gaset %%ﬂ{%‘mﬁe %ﬁﬂllé?)?g'%g‘%sgg?re % &3 o*sest he
frame key. gehratighs cagpeerttaliblankingingeirval oB8saidvneltieframet whéeobdootckt eifpimerkey for
conpri ses @ec %rﬁnzgtaa%% aqugﬁ&qﬂl ﬁ_{ne ]‘?OCO t%ﬂ store a first and a second

val ue, and a cou e first and second registers to
transformthe stored first and second val ues, with a selected one of the

transfor megi. fi Tkd mathed seemd 20, alheesin Bsii ﬁi&tﬂohﬂ'uﬁl%'ﬁ SbMPrides Yerrating fal piBRIok ey .
18. The angEath of cI wher.ei n the bl ock C|pher IS an |nte ral part

of said It pegpence Torgac ﬁﬁa'%r: Yiinged leashibe gurtsseqading frameksy fepdrsipheingg:

gener at i Ngtha psraGHirdRANKRY sdi®huli-FHe8Mdo@BnteRSSi on Wi thin which a multi-frane
video content is to be received froma video source device, the session

key being valid only for the reception session; generating a successive

nunber of 37 amerkentthod P Nghimt21, @akeir B&hs&'ss‘éidogenléﬁﬁng 88Ghpsehdol ARdont HRANE
keys being distingtively generated for each of the frapes within the

recepti on ¥EUIFGESINgh EPTERERANANE fiafg ke qmRsies Jyecessiverfacdificafiong of e frame key

cor r espondiuag hhaARnteEVad&nBin@RGaI SRS redpBMivk famt€cover the nulti-frame video
content. 23 2%FEBZOO4 20. e method of claim 19, wherein said generating

of successive frame keys conprises generating at each vertical blanking

i nterval of3, sai thdéthodd b RM 2V ﬁiﬂﬂer%@ﬁf:ﬁd”ﬁ deﬁvfn'garfﬁldé%)’nuhf%r fr6R G @fdong a
franme of said nulti-frame video conten f hé nethod of claim

wher ei n s af2rdasebifseguenge.(thigeriveshsapdompaunhen being ?Sﬁ@%ﬁﬁ%fé@&éraned(ﬁﬂ&hamame

sequence fQkcR@ing theahBpondiigtimdt | east the corresponding frame key, for
deci phering the particul ar frane of said multi-franme video content. 22.

The nmethod of claim2l, wherein each of said generating of a pseudo random

bit sequeme UBhdGethod OF eeﬁmmdwﬁ@elﬁ reBEE oK Y FaRi¥PielyS @ péilefabRSEukdiCon a
nodi fications of the frane during, a horlzontal bl anki ng |nterval of

the respectndan fpmpge depived fr% o RSEHiOFaRo: pijspquonce 9f i preesdingofigng andyhe
deriving aseksigpd@y nunber from the pseudo

25. The method of claim 24, wherein each of the pseudo random bit sequences is generated
based on a random number derived from a pseudo random bit sequence of a preceding frame and

the frame key of a current frame.

26. In a video sink device, a method comprising:

generating a frame key for each frame of a multi-frame video content received from a
video source device each frame key being generated distinctively for each frame; and

generating a pseudo random bit sequence for each of the corresponding frames, using at
least the corresponding frame key, the pseudo random bit sequence being used for deciphering

the video content of the respective frame.

27. The method of claim 26, wherein said generating of a frame key for each frame
comprises generating one frame key at each vertical blanking interval of said multi-frame video
content.
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random bit sequence, the derived random nunber being used to generate a
frame key for a frame succeeding the corresponding frame. 24. The rfet PBRIZ00
of claim 21, wherein each of the frane keys is generated based on a random
nunber derived froma pseudo random bit sequence of a preceding franme and
the session key. 25. The nethod of claim 24, wherein each of the pseudo
random bit sequences is generated based on a random nunber derived from a

pseudo rangom hj.t segu .Of r ecedi, fr and the frane key . aof a
current fréme. %.mﬁtﬁ‘)dggfﬁ‘?iﬂ@olﬁgi f%?ﬁﬂ?&ﬂhag E@ﬁ}%aor&mﬁﬁ% BIeFnS aéﬂevaohi ng
a 1; rane kep)setfdg rarfia @i bif feﬁmc@fdeﬁ\gﬂyhﬁb iritfal @ﬁdd}aﬁi@@g ﬁgfﬂb@_rf‘ion{ Qﬁ&{liﬁﬂ?ysédd@m ﬁ
vi deo source, devi ce eac ra y i ng generate i sti.nctively for_ eac
frame; and®YEReMLITINET t(bg‘“eﬁsgg Wyt Frsh frame Bey, i gederalsya BRE peifo fapgom bi

cor r espondedqi@nderta i@sphetisfiRgfrahe. | €ast the corresponding frame key, the
pseudo random bit sequence being used for deciphering the video content of
the respective frame. 27. The nethod of claim 26, wherein said generating

of a franmmokey Tfherm&Bsd of ERFE 28C MAREInS&Sh GE NG dnaiN6f b IAERIoKENdoAl bRACh
vertical blanking interval of said nmulti-frame video content. 24 2 7 FEB

2004 28. TRECHEIRBANIEE seacessively gnodifhiog dherfragms key sohdizantel Hanking interals pEths
generati ngrgge. i Nitial pseudo random bit sequence, deriving an initial
pseudo random nunber fromthe initial pseudo randombit sequence to be
used with the first frame key to generate a first pseudo random bit
sequence t39, deqj RRRIko &inff didvide, £ AN cofPrisikpe Met hod of claim 28, wherein
each of said generating of a pseudo random bit sequence conprises
successi vel y no8neiptinge frafae keydpeeaglpframe atisash veairebblankingipteng! ofprait-Apge of -
the franmgigedQontdd? tPbeibRRd Hoika iRVisGfice dvitBIAAQd conprising: generating a
frame key for each frane at each vertical blanking interval of a )

nul ti-frame visgesatigr ewrde engem it sapenge fipopch amreof sudimudi-fraps video and
gener at i NGomeRSRHPQL e %%ﬁés‘po@%ﬁﬁ%& Qhd EE&:UdJ faRd% Afmbaifsh dwbﬁérrn%r ame
video content, using at |east the correSponding frame key and a pseudo

r andom nurisepartigulgr fares. phepding Squéwg)amdiﬁgcmlws $fr hgecorrespending Agms Ust elisi ve

modi fi cat ingRsn0l biafEnERteNRRRA icBSesho MM i, at  hori zontal bl anki ng
intervals of the correspondi ng frane.

31 An apparatus comprising:

a block decipher to generate a session key for a reception session within which a multi-
frame video content is to be received from a video source device, and to generate a successive
number of frame keys, using the session key, for corresponding frames of said multi-frame video
content, each of the frame keys being distinctively generated for each of the frames respectively;
and

a stream decipher coupled to the block decipher to generate a pseudo random bit
sequence for each frame, using at least the corresponding frame key, for deciphering the

particular frame of said multi-frame video content.

32, The apparatus of claim 31, wherein the stream decipher comprises a register to

successively store a frame key associated with each frame.

33, The apparatus of claim 32, wherein the stream decipher further comprises a stream key
section coupled to the register to be programmed with a frame key associated with the same
frame, to generate first data bits to successively modify the register stored frame key to facilitate
generation of the pseudo random bit sequence for the frame.
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31. An apparatus conprising: a block decipher to generate a session‘ie¥ é?g
a reception session within which a nulti- frame video content is to ETEB 1004
received froma video source device, and to generate a successive nunber

of frame keys, using the session key, for corresponding franes of said
multi-frame video content, each of the frame keys being distinctively
generated for each of the franes respectively; and a stream deci pher

coupl ed tq . the bl ock decipher to generate a pseudo random bit _sequence for
each frame? usilhgaprarayspdclaim &2, cdereissthe sesamgios iphgrdurthey comnsisesfelimtHestiong t he
par ti cul amidek 3oMledito BRirbhisdH th buck&s3iBly YrafleRmGOR 8 framS ey, M€ RBRRAI SN OF
claim 31, wherein the stream deci pher conprises a register to successively
store a f ik crupedde dsciegisieritosgensrate erpseydgrrandogubit saquengd farthe epsresondingi m

32, _wher eigfink ieing h LARMRIIEERSRECH o HeNRRerGRTE LRSSt e RLhERI Key | sect ion

coupled to the register to be progranmed wth a frame key associated with
the same frame, to generate first data bits to successively nodify the
regi ster ore r facihLiat j . om
bi { sequence f ar REryEot g ASYBLR G oK el Bk 6 ob7 S L9
wher ei n t Ikgistar te stareckelifisipindra secantd yaluecandpriiestion hlotk cepledun thei forst ang|seakrd
coupled tao,.t I r i [ [ and a
econd fUrcT on B Sef bt SaRRARERSE fisd LRI Taes ol el BT Dne e
random bi transéeymed fiest fngrse¢cnd veloesrbegdhreciessipn key arveframed kvy. a sel ect ed subset of
each of the transforned states of the frane key. 35. The apparatus of claim
31, wherein the bl ock deci pher conprises a first and a second register to
store a fBést dheappastusoridlavm Boeyheagin the blaskalediphrer i anciktegmlipdree said st f i r st
and secong iI;h%gisters to successively transformthe stored first and second
val ues, w th & sel ected one of the transformed first and second val ues
being the session key or a frame key. 36. The apparatus of claim 35,
wherein the bl ock decipher is an integral part of said stream decipher. 26
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