; e3e<Ld6T<f vUWD 00/ 48154 PCT/ NZ00O/ 00011 | MPROVEMENTS | N OR RELATI NG TO
‘CCNTREL AND/ 'OR MONI TORI NG SYSTE ntion relates to i nprovenents in
or relating to control and/or @ MEUMHM@ ens. 5 Reference around the
speci fication should be nade to |nvent|on inrelation to
security syWOMBIGhi ch are in fact c6M%vl and/ or nonit or PAGNZPHOMIS.
BACKGROUND ART An increasing nunber of security systens are being installed
wor | d-wi de. Furt her, eX|st|no securlt S stens are contlnually bei ng
upgr aded as tBYBR& FEMEAAS, n} kA ! AN/ devi ces
are avail able, and the de5|re for |ncreased securlty i ncreases. Most
conpl exes i nt MOINITORING SYSIHMS: are i nstall ed have exi sting comuni cations
net wor ks. These netmorks al | have various constraints which may include
cabling, data transmi ssion, processing and storage. 15 Each tine a
peri pher al deVhis dnvestionsrelaies (@ jmprowpenisin psrelatise ¢ eantrohenddermeniiodsg i ons
networ k, a nunber of tasks naybe required to enable this to happen. These
may i ncl ude f¥$EM¥g addi ti onal software to the server of the conmunications
network to process/translate the data entering the network fromthe
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BACKGROUND ART

An increasing number of security systems are being installed world-wide. Further,
existing security systems are continually being upgraded as technology becomes
10 smarter, more monitoring/control devices are available, and the desire for

increased security increases.

Most complexes into which the systems are installed have existing
communications networks. These networks all have various constraints which

may include cabling, data transmission, processing and storage.

15  Each time a peripheral device for a security system is added to the communications
network, a number of tasks maybe required to enable this to happen. These may

include

e Adding additional software to the server of the communications network to

process/translate the data entering the network from the peripheral.

20 e Adding extra cabling to connect the peripheral to the local area network or

directly to the server.
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I ncreasing the nmenory of the server in order to store additional data.

I ncreasi ng the processi ng power of the server to handle the extra data." 5
To i npl enent any of the above is expensive and time consum ng. Further,

i npl enent at YWhOUM8H4| ead t o worker's downti me and possi bl e PSE®EG/Y11r i sks as
the systemis being taken offline to acconmodat e the changes bei ng nmade.
Anot her probl em associated with security systens is that the persons

noni toring the dypiamgahe cep@ssfcthé focal aensewleral) tccv@insbRe Glcréasddor mat i on.
This can include 10 a multiplicity of screens which nust continually be
nmoni t or ed ef f ectratvedf\data\¥aasmicden.occur is an i nformati on overl oad when the
person wat ching cannot continually assimlate all of the information in a
manner that facilitates an efficient or effective nonitoring function.
Thus) it is p®sJIngeasingfthemerpory ofithe sergeriy ardsuigistorassdditionplel®. can appear on
the screens but not be seen or be acted upon as quickly as desired. 15

Anot her problemw th security.systens.that utili Xi_ sti.ng conmuni cati ons
architecture f's I'P‘ﬁ%atsmtgﬁléc ps‘%‘%é?%?%’ Bfe%%f‘%vﬁrﬁ%gbaélagtt&veé(fmf% " exanpl e the
server may "crash". Thus, the security system can be dependant upon an

unr el i abl es corguRipfeichORsy REUMDEbovaNd &tb&Rivk efhd i GoMdutring. t FukthersONe
situations, it maybe that parties 20 wishing to breach security wll target

this networK. implemd¥htdR/c48 1bd (PEHINEOALRNDA akd YRBiblehecirRf A9RI ke Wi | |
obviously desirable to have a systemwhich is not necessarily dependent

upon the exi Skystgh &®BHMY MikeRbifRSo A&oMaIdats Vsl B deObafemadee. |t is object of
the present invention to address the above problens, at |east to 5 provide

t he consumer with the useful choice. _ o
Another problem associated with security systems is that the persons monitoring

the system are exposed to a considerable volume of information. This can include
10  a multiplicity of screens which must continually be monitored effectively. What
can occur is an information overload when the person watching cannot continually
assimilate all of the information in a manner that facilitates an efficient or effective
monitoring function. Thus, it is possible that “alarm” and “unusual” situations can

appear on the screens but not be seen or be acted upon as quickly as desired.

15 Another problem with security systems that utilise existing communications
architecture is that the system may become inoperative, for example the server

may “crash”.

Thus, the security system can be dependant upon an unreliable communications
network and disabled along with it. In some situations, it maybe that parties

20  wishing to breach security will target this network.



Further objects of the present invention will now beconme apparent fromthe
follow ng description which is given by way of exanple only. DI SCLOSURE OF
| NVENTI ON AgeQpdigp to one aspect of the present inventi og there is

provi ded a data capture 10 device which includes a data c 5}'@?@’%&%) and
a data output, the data capture device characterised in that it includes a
processing neans that to.process the captyred data into a fornat suitable
for - communi@XER &9F %‘H?%‘g@n W e‘%déﬂ“ yo‘%ﬁ'ﬁ%’l“? tonbaYsy #isHyeP oV RyEh Y Ndspect s of
the present there is provjded a nonitoring system which includes at |east
one data capt'fflc"égsﬂgi’/i%‘?e‘?i{:?md@g@r ir&l%ea"lgﬂlgvg‘? BRGHRPS JetiPrk, PPN aspect
of the present invention there is provided a nethod of operating a data
capture devi Par act eri sed by the steps of: 15 a) capturing data, and 3
WO 00/ 48154 b) processing the data to a fornmat suitable for conmponent in a

noni toring sygtieBbjeanst Mt pridbMUhtdnfith td18dRERGRS a8 dRbReRC T NERO(H0011 on
to another Reference for the nmajority of the specification will be nmade to

the data captpo@doteRYhGmeAFith Hehsefd Abibt al video camera (DVQ). It should
be appreciated however that the principles of the present invention may
apply to other data capture devices, for exanple a digital audio device
such as an i nfustheowbjerts qfr ¢ angsent Bmension nwiblt Rovpfbeediee pprageahtfrannvlent i on) t he
canmera may include a nenory or storage device to record selected data This
has a nunber fotlowmgsdsesintionjuhich Beivendy any afexampladdt- i f the nain

conmmuni cation network crashes, data can be held within the canera to be
accessed whe r ki j again. In preferred enbodi nents the
canmera i s co éﬁ‘ i IR E%g@&ge of operating independently of the
servers on the comuni cations network. This independent 15 confi guration

may i nclude SKpEAhE 1dPNLIspt BPIhE PRosert BhRAHG BeRl i pRVRIl S ARLaPRID! Y
devi ces. The sel ected daPa maybe any data that is useful in terns of the

security §ystgiiceRtictFmAlRsG dafakEptiiRinai®Ynde the last information received
over a certain tinme period. There may be a continual nmenory |oop with old

data being witten over 20 by new dat a.
a data output,

the data capture device characterised in that it includes

a processing means that to process the captured data into a format suitable for

communication through the data output.

According to other aspects of the present there is provided a monitoring system

which includes at least one data capture device as described above.

According to a further aspect of the present invention there is provided a method

of operating a data capture device characterised by the steps of:

15 a) capturing data, and



4 WO 001 48154 PCT/ NZ00O/ 00011 Sel ected data may
record of certain events which neet certain sele
over a perigd of time. For exanple, any event or
combi nat i on Y01 9% B4t s of al ar nms) may trigger the
data (whether visual, audio or otherwi se). 5 Ex3
are: The person being _granted access at a door
person bei ng Beni di0GEesinss theadata, 1) 8 ofiormgt ¢ fitable derd
reed switch opening to indicate that a door has
reed switch openi rf§mPenshY; LHPMIOFRG YSEMARHOW ha
detected by a canera; The notion detected by a
detector; A0l a3iuRliaRlhcdgiet el eCting a g
speaking into an intercom “An alarmis a type of
out of the normal. A controller 15 may have part
capabi lity, i Réfereaed fopnhd majatityosf the speviftbetiar willn
al arm based on the followi ng criteria; The sour
whi ch perihedadiceds\being atdigitad vielad cavaga BVELt Bdho
(e.g. contact open or contact closed) 5

in some enbodi nents be a
ction criteria and happened
al arm (of | ogical

st or age SFTASPHVUEPHI at e

npl es of typical events
wWith a card reader; The
Comprpgfaeation ToangtdeR act on a
opened; The contact on a
s opened; 10 The notion
passive infra-red (PIR)

| ass break; A person

event that is deened to be
of its processing

mhdd tethe aatacpte | S an

ce of the event (e.g. from

ild Bé eppirsgieedoliowtelver event

that the principles of the present invention may apply to other data capture devices,

for example a digital audio device such as an intercom.

In preferred embodiments of the present invention,
memory or storage device to record selected datal

10  advantages.

One advantage is that if the main communication nd

the camera may include a

This has a number of

twork crashes, data can be

held within the camera to be accessed when the network is running again.

In preferred embodiments the camera is configured §
independently of the servers on the communications
15

configuration may include separate power supplies

memory devices.
The selected data maybe any data that is useful in term

For example, the data may be the last information j
period. There may be a continual memory loop with

20 by new data.

o it is capable of operating

network. This independent

, separate processing and

s of the security system.

eceived over a certain time

old data being written over




WO 00/ 48154 PCT/ Nz0O/ 00011 The time and date (e.g. a certain event is only
al armed out side normal working hours). Wether the source and type of
event is a %roup of alarmpoints that is currently arned or 5 Wth regard
to al arm polt%“8i5he group may correspond to a geographi cEETRAZenAedIng
(specific area or building) or be part of a logical grouping (e.g. or the
reed switches nonitoring windows fromthe outside of a building). These
group of al arS¢leptsil date maYyipsorme prabodipents Bap rasardraf semdin gvents. whick mesh a card
reader operator workstation PC automatically) when the area that the alarm
poi Nnts noni t GEBAIBsleAbioB gritsria amsl happenedipyes @ renodefitiseeat i cal |y by time and day.
An alarm point in the group of alarmpoints only creates an al arm when the
group of al ar j ole i r h i b een that if the
o esent i nvertr SRS o ol finl Bt Wl borkilifih b 6Rs 8FRG50 e
certain tine iad, it | n. NOSSi n n.alarmor an ' 15
event is det etgg e(ﬁ?%cf}a&tréferoz é’??pr?ﬁpﬁ d%%?e@hgtthé‘{\aéubage ‘gaﬁ%gli?{gerg\l/sg't as well as
during after can be held "stored". It should be appreciated that this is an
i npor t ant sf eadxam@les Bf pieeicvents yresyst em and can of fer val uabl e i nformation
about the events surrounding a breach of security. According to one aspect
the present invention) the DVC has integrated intelligence 20 such that the
canera itsel f* cihe peryoadeing gragted meressdafigor With acqsd edsi ng i s t hus perforned
on captured i mages at the canera thereby enabling the canera to rapidly
anal yse i mage dg a andfperfornafunchhons mh%ch can include notion 6 WO
001 48154 PCT/NzOB7 BEtPP PHEEEUET 5058 3bt HUR “IBASA B Wi t hin a region of the

canera's field of view, false detection recognition (i.e. curtains noving

in a breeze) angnd Eqaedt fifa RBA &hitch dpbhihfoQhdlciid @alAddar fls JpByeaeNt through
the field of view (useful for deteCting access to an area In the canera's

field of view in authorised and unaut hori sed directions.
e The contact on a reed switch opening to indicate that a window has opened,;

10 e The motion detected by a camera;
o The motion detected by a passive infra-red (PIR) detector,
e A glass break detector detecting a glass break;

e A person speaking into an intercom.

An alarm is a type of event that is deemed to be out of the normal. A controller
15 may have part of its processing capability, information to allow it to determine

whether an event is an alarm based on the following criteria;

» The source of the event (e.g. from which peripheral device the event was

detected).

o The type of the event (e.g. contact open or contact closed)



51nits sinplest application the DVC can be used both as a surveillance
canera and as a replacenent for a standard passive infra-red notion
detector. \Wen perform ng notion detection the canera will be able to
gener ate an ¥#81¥o be | ogged by the system host in the PaFmNzewewnar as a
contact alarmfor a traditional passive infra-red detector. Under software
control froman operator work-station 10 the DVC can provi de i nages on
screen wth téeTapdmatand dheidlg azbitain tensiloARtalamigd 6asiEe Aornial Whkigyst em By
virtue of its "intelligence" the DVC can anal yse i nages captured and be
abl e to processhbine).i mages for subsequent transmi ssion to the host system
or storage for later transm ssion of any inmages arising from notion
detection) false detection or 15 tracking objects. To indicate an unusual
or al arm si t utit iVOertheR dhe apHspen arch BYPE nefetticalt B 4 SeMPpefs dlagy PRintsHthet #at i on to
the host system for analysis at the operator work-station. In this manner)
the canmera can @PE#HGIM&dPhet ween routine information and al ar i unusua
situation information thereby resulting in the operator work-station only

bei  dedwi . ! . . . : . .
r g::]lr,}igl‘ gcrj?virhieghwé%%{:deg a?n# gr&nrggit%#r%\qpeﬁ%o%g gn ?rﬁga g%gr?@tm gérﬂsér%? al Ia?rr:I o
f ti i t I
Si'tuati on o SERrbEFbultag) ol phitGr SRELA AR, ¢ EPA WIS | o
[ j I I . ; 5 / :
mbod; mont s OB R e e e R Db 11 Ty to

ndel i bl y St aifay8/RAES offiikin@e Hahdl o s VB8R L BidreadoP oBthIPALISALGH | MIGES,

Preferably, t watermarking is sufficrently tanper proof that 1t would be

able to be uspd ﬁx%oxﬁ@;émiyﬁewﬁ&emeem{gfat ANARRIRE pofnBe moRk&s MREdgidadoay be

used in 5 connection with an image |inked to an event such that the
wat er mar k1@anuﬁdﬁe\5§iﬁ O MibARRicEYTBY Rinlel dhdi da§. AShRM peRP it iiRrbiiLot Mage, the

date and time the'image was captured and verify that the inmage had not been
tanpered W t hajafin 6MisWRYy Ebit6Can dlarPFhéitdt YrRH of hRrR LI ROdwhsIBLs of the
present invention, the watermarking is carried out in two 10 stages. First,
a digital sigpatddre of various data relating to the inmage is cal cul ated.
Secondly, part of this digital signature is used as a bit-pattern that is
enbedded in the quantised wavel et co-efficient output stream In preferred
enbodi ment s ofheshie car kessepn thahif die pressnt inyratigm b & mamorydeyise athichdolll, t he
data coming in over certain time period, it is then possible that once an alarm or an
15 event is detected, data relating immediately before the event as well as during after

can be held “stored”.

It should be appreciated that this is an important feature in a security system and

can offer valuable information about the events surrounding a breach of security.

According to one aspect the present invention, the DVC has integrated intelligence
20  such that the camera itself can effect data processing. Data processing is thus
performed on captured images at the camera thereby enabling the camera to

rapidly analyse image data and perform functions which can include motion



canera is also conpressed before transmssion to the security system 15 In
typi cal imge conpression techniques) often only the change in data is
transmtted (Fgor“ F%anpl e, there may be a scene in which sonething noves.

St andard coﬁ% “81%8n t echni ques woul d send one image havi RETVZAMPL] scene
and in subsequent imges of only the noving object as this is the only part
of the inmage which has changed. .20 The applicant has recognised that this
form of i magedetestipn.cBetidstectinn (withif  segien plothe camenajst Kield wé views falsen security
systems, it is desirable to have stand al one franes which are independent
of each ot herdeterHpy reaOgRIion i cuBaing, ASEINE\IN tahbreere) apdh fackinggobjeapDt0| 48154
PCT/ NZ0O/ 00011 each franme will have to be tanpered with which is difficult
to do so. Thukcordhespasly plompveggent theough thedipld ofiKientusefy! fr detectiggagecsy veracity
of data. If it can bhe seen that the ability to conpress the data neans that
a smal | er contPfiain iscamsrd-Hgldelyicwals aytiofissd gnd yppythogisedditegliqnar t o

provi de data buffers to 5 cope with the information. The present invention

offers a ny "bﬁhtsoéimgié%/tﬁag@ﬁ:%ﬁén BV b I%rdsga bt ;Eisg al_ﬁ}%iﬁ?dé caﬁegmaed a

digital video caner as Integrated inte ence. Inmage data can at

| east be par tialy pBLORERSRY PhafRE el GHHLEHT mEAIIPURLRHCN Whep! 1 071 LY

data (e.g. alarmor an unusual situation) is determned at the camera and

10 stored andpl AR hbech ddedibe tﬁef&H{eBaleQﬁl d aﬁlb@od OB} ak Mé%nwo%@m

Li kew se, si nPI ar advantages are possible wth a drgita o0 devi ce such

as_an inter cofhyd6y ik 85&4th nb@ el s@e HafferRE ALLAES afarMTD! 4 REdifiGhaPYSTEM i N
whi ch data can %e processed at the surveillance canmera which prevents

“information ?éé@irvle Ateh_red deteBBr. 1Onder QM wHE ool F0R Y SePHOr Witk Yatibh t he
visual digital canera) the digital intercomcan al so process data in a

simlar way, {RDEXEPbRVIMetiMagRTRERE! Mih HRCIPRItH BSing AP 16Y¥QL: afy acket i ng
provi ded by having a buffer systemthat allows data to be stored before,
during and af t&ferdth @Y SRtengnd so forth. 20 Communi cation of selected data
reduces the information of the |oad that the

By virtue of its “intelligence” the DVC can analyse images captured and be able to
process the images for subsequent transmission to the host system or storage for
later transmission of any images arising from motion detection, false detection or
15 tracking objects. To indicate an unusual or alarm situation the camera can
immediately on-pass such information to the host system for analysis at the
operator work-station. In this manner, the camera can distinguish between routine
information and alarm/unusual situation information thereby resulting in the
operator work-station only being provided with information on which immediate
20  analysis/action is required. This reduces information overload on the operator. An
alarm function can be included to alert the operator to the alarm/unusual situation
so as to ensure that the images transmitted from the digital camera are immediately

analysed.



conventional operators can be subject to. It also reduces the requirenent
for | arge band-w dth conmuni cati on between the canera and the noni‘toring
system 9 WO 00/48154 PCT/ NZ0O/ 00011 BRI EF DESCRI PTI QN O ~DRAW NGS
Aspects of tHBt8¥ent invention will now be described by reayNzbomuanpl e
only with reference to the acconpanying drawings in which: Figure 1 is a
schematic diagramillustrating basic functional blocks of a 5 digital video
canera i n achotomerrmbogdineatse ghecnressnlinyvegtipn, dbreameramesninclode tadpilibi gure 2 is
anot her schematic diagramindicating the workings of a digital video canera
in accordanct® Videhply ricamnrivorgiesravith prdigiaht whatereask'| em authefticdto ifiagasre 3 is a
schematic view of nmenory allocation in accordance with one enbodi ment of
the present Prefesshly.che Wagrmarkigg iscssufficigntyidampes prqod that itivemwdd b ableito | mage
states and functions that cause themin accordance with one enbodi nent of
the present Phvesst pofourt epgere N IRES @mpleRESENTCTERE |TaN b6 ukest & ri ng
firstly to Figure 1 of the drawings the DVC consists of six basic
functional bFEERGIcAVitHEViMmageHeked dorAn pyeahsuch tiat Bieordtermark epnjidentifie syst em
bei ng described herein the CARDAX'"' Local BUS interface for the canmera. As
wi |l be appr B8ichrcagenyinifsycnksapiusd the imags, he datg and, dme ghejimggawpon can be
provi ded between the canera el ectronics _and the Local BUS communi cation

| i nes whi ch €3ptired al yseihatingimage hadpqtbess Bmpered Withdpaycesy sing it WO

001 48154 PCT/ Nz00/ 00011
was captured.

In one embodiment of the present invention, the watermarking is carried out in two
10  stages. First, a digital signature of various data relating to the image is calculated.
Secondly, part of this digital signature is used as a bit-pattern that is embedded in

the quantised wavelet co-efficient output stream.

In preferred embodiments of the present invention, the data that is received by the

camera is also compressed before transmission to the security system.

15 In typical image compression techniques, often only the change in data is
transmitted. For example, there may be a scene in which something moves.
Standard compression techniques would send one image having the full scene and
in subsequent images of only the moving object as this is the only part of the

image which has changed.

20  The applicant has recognised that this form of image compression is not suitable
for security systems. In security systems, it is desirable to have stand alone frames

which are independent of each other. This means that to tamper with the images,



The communi cations block 10 is based around a m croprocessor wth various

i ntegrated peripherals including parallel and serial ports. The

m croprocesi,géoi sébprovi ded with FLASH E2 PROM non-vol atile nenory to hold
programme co AL 4set-up data and vol atil e SRAM nenory f @acrgessenmh; use. 5
The non volatile nenory hol ds programme code and set-up data for both the
comuni cations bl ock 10 and the main processing block 11. The

communi cat i offSh EregeRVill ey ity Baaered it “ﬁlﬁgﬁaﬁ%mé&fdéﬂ shdThust thip data as
required (for exanple, at power-up reset) to the main processing block 11
which is pr o?ﬁpﬁéﬁgg‘ﬁPVSWtEWe%ﬂna&quséf%ﬁﬁthﬁ’d’fdéf&-ta and progranmme control .
In normal operation 10 programme code and set-up data can be

updat ed/ downygl f : j i cal. BUS interface.
Several di ffIefrlg%t%s)gr{,‘eig‘(q)nr?zz{aotﬁé(%@ggfgomgrgﬂ{%%ﬁe%gﬁdc?ug&cgﬁpﬁl t<31?a§i?a(l)lrelI both the
conmuni cat i OfgnhRGHKiodOp AL iR afTBL ﬁkeﬁ,ragx??tsﬁ le% = %g\bidg‘?iat%gﬁf%?toﬂ ored in
the non-volatile nenory. Software control nechanis sel ect e versions)
to be usedl i ghRRMRAL hbdrith@dn, ti Me. 15 The communi cations bl ock 10 can al so
provide unit address initialisation, unique electronic serial nunber
identification, tanper detection, mcro-controller supervisory functions,
and vi sual pFecpssnhipveroncdfersonsumisr of advaidages Tdver thipriopsaroc F8st g bl ock 11
is based around a digital signal processor ("dsp"). The dsp is provided

wi t h SRAM whprohided a digitalfviderichingra shag hasrintegmted imelbgemcof data 20 and programme
code nenory. The dsp primarily anal yses i mages and conpresses data. A

mul ti-functipnal "host port! as iated with the dsp in processing block 11
connects to ITREC4a3 2% ﬁﬁgbﬁgﬁagﬁoﬁﬁlé’mb{i?r tt‘i‘Fec“gﬁ‘}H‘rﬁi‘ﬁ‘\"E“ai“%ﬁss bl ock LO
to 11 WD 00148154 PCT/ NZ00O/ 00011 ovi de :a hi gh- speed, bi -direcfional

paral | el dat gr1?r§§§gtpé?-g-| ‘IP}%E’ %reii’\/\%'élﬂpaﬁ h’g“ag\%&) 1?5?1%‘(‘?‘8%%“ B G2 e dsp
appears the mc r Q¢ oL, i.n th muni.cati ons bl ock 10 as a | ocal

peri pher:ia i‘l’r.llorle%P sani‘(/% Snn%ﬁ.%ﬁ%\?lheiﬁr?ﬁ{geen%@g%}elﬁoem BIEW T2 i s based around a OMOS
active pixel sensor (APS) 5 imaging chip which is effectively a

camer a- on- a- ikeWisdmiliCadvRQBEeS afeypdebibie witl £ dighthlyaudRy ddvice shflfad ffRge capture
bl ock 12 acquires inmages and presents themas a streamof digital data) on
an 8-bit w dgtgdedmd BUS to the video buffer block 13. An image fromthe

vi deo buffer block can vary in size, e.g. it can be a full frame or a

w ndow (rectangul ar block) fromwithin the full frame. 10 Infra-red LEDs
can be i ncl udBe Present ipventieny alse Rpavides apnepitering sysem ipWhirh dawF ean bed
illumnation. The DVC can, therefore) monitor either in the visual |ight
spectrum or PIPceses 3t ke sur el ipnes ramera ihiglh Breveny ‘deformagtiop oyerpda fidhent

l.i ghting_condition.
g g 15 front end of the system.

As with the visual digital camera, the digital intercom can also process data in a
similar way, for example with compression techniques, and event bracketing
provided by having a buffer system that allows data to be stored before, during and

after an event and so forth.

20  Communication of selected data reduces the information of the load that the
conventional operators can be subject to. It also reduces the requirement for large

band-width communication between the camera and the monitoring system.



The video buffer block 13 consists of SRAM for storing i mage data acquired
by the image capture block 12. \Wile another image is being accunulated in
the ' 15 inmage capture block 12, the main processing block 11 has access to
the data st oVOAY#54¢ he video buffer block 13. A set of BUPAWRGWAMIVES S
interface the SRAMin the video buffer block 13 to the 8-bit data BUS
system of the |mage capture bI ock 12 and anot her set of BUS transceivers

i nterface t hBRERADKSS q10Q? DR INGSS system of the main 20 processing
bl ock 11. Through the transcei vers dual port access to the SRAMis

provi ded but onI(\g one ;Irport" can be accessed at a tinme. The APS in the

i mge capturé ¥ thsapresant iventipg) Will\ o e deseribed iy ofieyample o8lYAM of t he
vi deo buffer ock 13. WO 0Q/ 48154 PCT/ N200100011 The dsp can
effectively Y" EerergRag te ﬁf%ﬂ‘f@%‘?& ayings i Whithe SRAM of the video buffer
bl ock 13 as 24-bit words. Inage data fromthe inmage capture block 12 is

passed to t hFlg\ﬂl'edieo byg faesrch\gﬁé?ﬁkd%% lﬁsﬂﬁﬁé $adt tlncbna? HiddiE of A5 €ach BYTE

i s passed over is loaded into ee BUS transceivers such that
every three consecuti ff:eCldV I BYTE
(24-bit) ﬁ/ord When 3&%@@55;3&&;%28%%5?%8%‘%% {r’\'{ée %{lﬁ%dgﬁlgn%srgsgﬁtvers t hey
are simltaneously | atghegod Sdt he transceiver outputs and then witten into
the SRAM as a single 24-bit word. A sensor/buffer control block 14 consists
of a small m croprocessor and various 10 discrete logic. Mich of the

di screte | ogFiguie i n as pratlepr spheaialie diagrpne indeatingethe pyatkingsAof aldigitdupl ex)
asynchronous serial |link between the dsp and the i nmge capture

m croprocessor resul t ¥iden cemera isgscordineg withl ane ewbediners presentyzyentdany of
options that the mcroprocessor in the inmage capture or sensor/buffer
control block 14 and A& APS are able to provide. The infra-red LEDs are
controlled fromthe m croprocessor in 15 the control block 14. The

m cropr 0%§ Ssgfgui‘en?) b 09§<ajsé1e%1%m11lnzcc?tt rﬁgmxgytaﬂoéaggn in accordance with onc

embodiment of the present invention and,

Figure 4 shows the transitions of the image states and functions that cause

them in accordance with one embodiment of the present invention.

BEST MODES OF PRESENT INVENTION

15 Referring firstly to Figure 1 of the drawings the DVC consists of six basic
functional blocks as shown. The communications block 10 is in the system being
described herein the CARDAX™ Local BUS interface for the camera. As will be
appreciated by those skilled in the art galvanic isolation can be provided between
the camera electronics and the Local BUS communication lines which can also be

20 provided with protective devices.
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sensor over an |2C BUS synchronous serial |ink. The power supply block 15

t akes power from an external source and generates all the necessary power
rails for the DVC el ectronics. Line protection and filter circuitry are

i ncl uded. 20AWA4815%  eferred form of the invention as her ePETB@8¥W0PHed t he
following power rails are generated: 13 WD 00l 48154 PCT/ NZ0O/ 00011 SV for
digital circuits in the comuni cations block 10 and i mage capture block 12;
SV for anal ogthe eqmmuyfpigasions, blople 10nig drasedagsovidea TRigHORIOESSSOTSYith rvag PN g
supply for the non-volatile nmenpry in the 5 communications bl ock 10; 3.3V
for digital dptegipfedsperiphargle ineldingopasallel agdhsprial, pertso Bt misFopapResseeifsor - buf f er
control blocks 11 and 14; 7-10V for the IR LEDs. Typically) an inmage
captured by tevidgkwith RLAMEEPRQM pen-wrlqtils memogy Eongm@ip&@éa“l’@e seds er 13 via
one BUS interface. The dsp then_accesses this by another BUS interface and
processes it .and8pipiedateandvalatle SR memary tor gepesfitfe- 1 t hey are transferred
fromthe main _processing block 11 to the comuni cations bl ock 10 which can
transmit thenfhven VHatle Jecmorpbalds Prograpme cofe And setribniate forakpsly therhe

el ectronics for the DVC resides on tw nufti-|layer printed circuit board
(pch) 15 asseipgimpucatiopsblock 19 aad themain propgssipe BISRE { 5t TheFopmunifationss and t he
bias circuitry and oscillator associated with_ it, the lens for the APS and

| R LEDs used P8tk 1P domin9tds onaip ProgipmRme fPF SAfeRT Y 8P| 2SoteAwiredeffact r oni cs
reside on the second | arger pch. The two assenbljes are.electrically
i nt er - connect ¥4 ,ﬁbp%w%u&)ggquetoF}E%mg{nrprﬁgess,&%u)lyggﬁa\ﬁag] l?r%m‘éfé@enbl i es
are housed withi n.t% sgaaéed rﬁl afftﬁi gatzo ncl osure. A plastic 1m)unti ng bracket
preferably se®l¥ &M RESHRFPOVHHGE L4 IPEPES QBEARIP oI REFNYY ger peb
assembly i& aprggrgxrtll?nre Eo gtang lsLtQIYI\)’S di;[tzp ganpﬁ)es hp(la?er&?do%gqoa]d%d from an external

device via the Local BUS interface. Several different versions of programme code

and set-up data for both the communications block 10 and the main processing

block 11 may be stored in the non-volatile memory. Software control mechanisms

select the version(s) to be used in any particular time.

15 The communications block 10 can also provide unit address initialisation, unique
electronic serial number identification, tamper detection, micro-controller

supervisory functions, and visnal processing indications using LEDs.

The main processing block 11 is based around a digital signal processor (“dsp™).

The dsp is provided with SRAM which it can flexibly segment into areas of data
20  and programme code memory. The dsp primarily analyses images and compresses

data.

A multi-functional “host port” associated with the dsp in processing block 11

connects to the address and data BUS system of the communications block 10 to

11



WO 00/ 48154 PCT/NZOO' OO0 | IR Leds to be rotated in one plane. This all ows
a degree of freedom of novenent for the nodule to be aligned during
installation. According to a preferred formthe nmounting is such that it is
possi bl e t oW¥WBIS#he DVC at any angle on (for exanple, beCTaaomestricted
to) a wall, a ceiling, or an 5 adjustable bracket that allows the canera to
be easily pointed at an appropriate view. The standard conbi nation of a

wi de- angl e | ensvidena higivipaefl bikdirectionge perapeludata tramséerdink Hetwesnrthe ltyonount ed at
a 45 angle neans that in nobst cases the DVC can sinply be placed at a

| ocati on wi t Hanstioad plocks. ekhealsp appears tothemidyesiroggssoe ipthe exnmynicatigees wher e

i nternal adjustnent of the inage capture assenbly is 10 required, it can be
rotated up t dlotB.10janstoghl perigherdldén A awpording to a preferred forminvol ves
a plastic nounting plate. The plate is affixed to a wall) ceiling, pan/tilt

t th t . d t 1 | f tt hj t I
Wiring for pﬁéaeﬁﬁ%ﬁif%‘mﬁfﬁqoﬁﬁ@d@%?ﬁm%ﬁ %ﬁ&dﬁﬁ@s%ﬁe&@%@r% Jde ¢ hrough
t he centr of, thle mt)]ynt i“cg e§wd |5 whi rch n|as_ I,Ill é%? t‘e ngcea%re ‘ﬁ'lat h screws.
The mai n DVC'BAEfB<UFe™'S pus Nt & PHEIHEEIR Pf ale "aie Fordt ed unti |
LS oy ocked Gl a6S. T Ra8l MlianRaY egcgcfgmgage% am@heges&steﬁn@mpomr and

IC
communi cat i oné YeYmnal s roni € encl osure by

usi ng studs th%éeawo@%ggg%ﬁaataaok (R §iddHata 805 X e geh Bttt b 1)

spring-Ilike actron cen etvve erm na sandthe

studs. 20 Thrg rb@%‘éé'homﬁ éj) foP N, W&n‘%ﬁﬁxh%z@% t%fmﬁ"?fuﬂ'fﬁﬁ{e ¢ logic

famlies. The uses eren supply rarl gl ta ectronics,

nanely, 3.3V @ﬂﬁ@“ﬁgﬁfﬁﬁgﬁlﬁ)ﬂ%@m GuidRRLY arrangenent one of the

logic famlie to intertace between the different operating

| evel s effectively. 15 WO 00/ 48| 54 PCT/ NZ00O/ 00011 One of the logic

fam | i es Msednfrsral [Hizcabd imthdad dethEhfigelcogine tdarkil@39 prodide xofra-reuch

devi ces can be powered by either the 3.3 V power rail or the SV power rail
but devi ces phuminedorhyTheH2V3.c8)/ theae¢fbrecmnmiair eiierdn iheevisublyiiglhe specesmpower ed by
the SV rail. This fanvly is selected as high speed logic is necessary in

t he DVC and %rdmthy irdraeded specomagad 2 wiledetiety of gabicrvdightvigeonditeh.i n many ar ea.
The 74Acxxx series is effective and is also readily avail abl e.

The video buffer block 13 consists of SRAM for storing image data acquired by
the image capture block 12. While another image is being accumulated in the
15  image capture block 12, the main processing block 11 has access to the data stored

in the video buffer block 13.

A set of BUS transceivers interface the SRAM in the video buffer block 13 to the
8-bit data BUS systemn of the image capture block 12 and another set of BUS
transceivers interface the SRAM to the 24-bit data BUS system of the main
20  processing block 11. Through the transceivers, dual port access to the SRAM is
provided but only one “port” can be accessed at a time. The APS in the image
capture block can effectively write 8-bit data into the SRAM of the video buffer

block 13.

12



Another logic famly used is the 74LCXxxx fam |y which is specifically

desi gned to be powered between 2.0V and 3.6V. These fast devices with small
propagat i on»ﬁ)elégs have 5V tol erant inputs. Because the inputs can tolerate
5V signal s 088158 devices are particul arly used where v8CT/Age0/00011

| evel -conversion can be a problem To nore fully describe the construction
and operation of the DVC reference will now be nade to the canera software
oper ati on andhgsksp gan effestivaly rqad dat frgse grd wikkedaaie the SRAM ebthsrvidsear d

m croprocessors each of which perforns a different function. Wiile the sane
funct i onal i t YPuHeilleckold asehibd@veds15 usi ng one mi croprocessor this woul d
conplicate hardware and software design. As disclosed above) the three

processors anfuag 8 2f 030k Likul Blob0E: TRAE RARE Ut BlAP oberat e dsp i

the mai n processi a mcro-contro conmmuni cati ons

bl ock 10 or CouiNg6A} hODEmaN G BYE P 9bliPodoNnl Radabls, Gadg: 20 The

maj or conponent s of I mage capture mcro-contro code are a frane
controllerg a . i i ! I ni cati ons
converter .5 1 e@%‘%ggr% éllgéd%pg%% £tlO‘Lgu/: %@%@%ﬁ‘%ﬁ ¥gﬁ?:iageuclrog&%dhe frame
controller ¢ ti{ i ¢ i r ..banki ng of
%Efee&‘ﬂlefy fBh ?hg’gg’k& ity WoRL Wg&?:% BAHY vbyEE[ﬁE]%ﬁl in 9

this nmenory. cause the vi menory can be accesse sp 17 or the

sensor 18 it S pPIRCEARALVerd thef o LifhultiRbudlP IAGRETS B4R fAKGiR: Ffpuithi | e the
multiplexes 201 s 5 swtched"to the wong device. This I1s acconplished by

using a tokemn,hihah wrieR 3RS 8l SROY 8 RnfRPEMiIQ¥RE, the token interrupt lines
21 between the inage capture controller 19 and the dsp 17. Wen the dsp 17

has the token the controller 19 switches the video nenory to the dsp. Wen
the dsp is fiAiseisedbuffer gonthod biask ditrrgnsisssrof ¢ sinall meitngprosessdrenntl olagoust o t he
controller 19. The controller 19 then waits until 10 the next frame is due
to be real oudisdxs¢ ngee. Mmahaifitiregdiscmete Ingieods in a programmabledegic deviceTipld) sensor
wites the frame and when it is finished the controller 19 sends the token
back to the dégull-hplex.ranynehrnney seriak linkrbefveen B dspeand dien ineage capte® has

several nodes to put the _ _
microprocessor results in the dsp being able to request a variety of options that the

microprocessor in the image capture or sensor/buffer control block 14 and the APS
are able to provide. The infra-red LEDs are controlled from the microprocessor in
15  the control block 14. The microprocessor in block 14 communicates with the

sensor over an I’C BUS synchronous serial link.

The power supply block 15 takes power from an external source and generates all
the necessary power rails for the DVC electronics. Line protection and filter

circuitry are included.

20 In a preferred form of the invention as herein described the following power rails

are generated:-

13



image into the video nenory in different ways. The first way (default) is
to 1 Ssinply put the inage into bank B 1 all the tine. The second node
puts the image into bank B2 all the tine. The third alternates the inage
bet ween t he “B¥ks B | and B2. The final node captures PCROVZI8Ys i n

qui ck succession and puts theminto bank B 1 and B2. The franme controller
functionality could be inplenented entirely in hardware, 20 To enable
access to all the func?YdpradiBita} cifpitsanriibe etmmaenientorobloeko 0 pedyimager s of t he
i mge sensor 18 a serial conmunications |link is enployed. In the preferred
formthe serial comunfaPyke BacktZndard and protocol used (inter-integrated
circuit 1zC) is not available as a hardware port on the dsp 17. To

conmuni cate with this . I : rotocol it is
necessary to inpl enent g?ﬁoer aggrogj%ich%ﬁze}n @g}@%ﬁg{?&%&?@l@ achi eved using the
m cro-controller of the inmge capture controller 19. The dsp communi cates
with the DART 22 of th&Vcpmwgraldiey shfplysionghstandalailesynaiay cinothe seri al
conmmruni cations 23. The controller 19 takes the commands and data and S
passes theém onto the | cageusenionsblddk, 10There are al so commands fromthe dsp
17 to change settings and nodes on the controller 19. In an alternative
arrangenent the 1 ~C conmuni cations canp %e carri ed out ig%\égctly fromthe
dsp 17. This can be ei tH&rh HRUPIIGHEIES P18 JRAR PEcessingqy gifer"and

i mpl ementation. 10 A sensor iver f e nodul e control s comuni cati ons
and interactions with f‘ﬁ‘éorfqﬁ’gfrﬁrecoéﬁﬂtmgﬁﬁﬂdrl&’l er 19 and the i nage sensor
18. The sensor driver software nodule has buffers for storing nessages to
go to the controller 19.189Gof Q4R DESs.f Or processing nessages returned. It
al so i npl enents the sending and receiving of the video nenory token. 15 The
dsp code includes an i mage processing controller which acts as a w apper
for the i magelypialipsa impgecarivredsby the ARt tofsleatd divestiyhinto Wagedepr ocessi ng
routines directly when a new image is avail able (token received from

cont rol | et0 1Ruffehd3ivages BlUSciatesiagey Thmdsrother racegses alhis by angther BRge
processing controller is responsible for updating any information needed by
the i mage proivtesfa¢engnd pracessessit. 20ompigesed rigagast eannea sloredt pd they ageded f or
the i mage header, starting and stoppi n? wat chdog supervi sory routines and
sendi ng t he viransisras fiemy the graim pErgeseing dledkel | toalge cemprpicetions black| I0er 19.

which can transmit them over the Local BUS or overwritten by newer images.

The electronics for the DVC resides on two multi-layer printed circuit board (pcb)
15 assemblies. One is a small assembly consisting of the APS and the bias circuitry
and oscillator associated with it, the lens for the APS and IR LEDs used for
illumination in dark environments. All other electronics reside on the second
larger pcb. The two assemblies are electrically inter-connected using a flexible
pcb strip. The pcbs and lens assemblies are housed within a sealed plastic
20  enclosure. A plastic mounting bracket preferably secures the small image capture

pcb assembly to the larger pcb assembly in a manner that allows the APS, lens and

14



The storing of conpressed inmages is an inportant feature of the DVC. 18
WO 001 48154 PCTI NZ00100011 I n nost imaging systens anal ogue vi deo or

digital, th& %@mﬁéa sinply sends out the image information as it is
col l ected. TR tins that conmunications nust be of suff PET/NA00BMAdW dt h

to cope with full rate real tine images. It also inplies that there is sone
means of buffering the imaging at the other end of the chain for 5 review
As nent i oned IRL&ds olsirgtated prpomrtanen dihiscpdlewpa dagrpe efcfreedam @b moyergensr e sever al
tens of images. This nmeans that the DVC can be capturing inmages w thout
sending any &ofthamadHeipbeligedusinginstallation; abl e on denand should it be
needed. Because there is not a constant stream of inmaging information

comng out, adGindald it tmtind i Bhadlol WRiknfiaNs BEsIRAE sihbaWt fear of

it being ove y ‘1 magi ng. Unl ess aptive, no 0ossy coders vary in

performance Wyd ,f F@X&%’f%ﬁ‘tﬂ Yraltiplel Bgler%g?%ﬁicttégklté)s GOAAr , BAiAITRL GRS Dei ng

equal, a very conp cene ots of t up nore réomthan a | ess

conpl ex oge. aeﬂ%t?l%l_g%%gﬁ%;tthgtta]fo@@ thd B B 04 sgug@ome% 4 pfipAzgumed Lo be

of variable | he requirenents r1rm st or age t ore as

MAny |MBges Jgey S 1RSI %(ngédﬁig? to?%%'-%ﬁé}@hﬁﬂs Afef fiavl %l}e %rﬁ%eabl eto

efficiently search the 1 mg . Be ab to send an stored

| mges N an, RALti Y LRy molRRYRS 450 Ahfle GRAL! BUOH Snds0 MELRLY to al | ow

t he use of ace'to put 1nages Tn an emout to be

sinple. 19 001 48154 PC&% 00100011 Figure 3.sho he organi sation of
e’ morory YK 460 SHHRD SRS £ Sresnp B o SR b ISR BB G whi ch
is statically declared. Space in array 28 |s nam cally allocated to

| ages. ae t hOSASHEL R GateRg e st gRsral ISR Site FRSBLF pont er s
29 to image stryctures. The ;et of ,valid images are bounded by 5 the ol dest
0 to ne NEGUREEdbcan g dQated PRIG 4di cat ed by pointers into the i mage
pointer array 29. Both the image data array 28 and the i mge pointer array

29 are circular .i.n nat The,. wr i ng around .i s handl ed. by j e buffer
functions. | r‘ﬁﬁ%lgn% 3?1%@5&03“8{41%%{058 reg?/réerd OF8 YoV P ﬁgelml }r{rlﬁ‘él{e[%gat a array
28. |t they {Plfarle.oi'{x élgt%cijse %Xecf t?)%ywaql': gcifirr[r)\,/%gnlﬁl? n}onﬁ Jrro%P ca"%rpega I‘nlaﬁntf ree space
30 at the ena' TS e vacant.

and provides terminals for attaching external wiring for power and Local BUS

communications. These wires protrude through the centre of the mounting bracket

15  which is fixed in place with screws. The main DVC enclosure is pushed onto the
plastic plate and rotated until it is locked in place. This simultaneously connects
the external power and communications terminals through to the electronics within

the enclosure by using studs that wipe over a flexible portion of the terminals. A

spring-like action ensures good contact between the terminals and the studs.

20  Throughout the DVC extensive use is made of two discrete logic families. The
DVC uses two different supply rails for digital, electronics, namely, 3.3V and 5V.
Because of this mixed supply arrangement one of the logic families must be able to

interface between the different operating levels effectively.
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The images in the inage data array are stored conpressed in a |arge,
statically allocated array of integers (words). There is a header on the
front of every image with the following format: Inmage Status Size

Conpr essi on Y&48Hds (3 words) ~ 15 Request nunber Mot i on PSTAZE0TIINE
Stanps Data Each of the header entries is one dsp word or 24-bits, except
for the time stanp and conpression settings. The inage status is a state
vari abl e for Qnestfgbelogmdamities vdedis anandaidedyvanch EMRhvgicoemiesoT4Admex.i nage.
Figure 4 shows the transitions of the imge states and the functions that
cause 20 t henSuclildevieesagan be\powsted by efthdrithe 8 B¥poweheail ordbié §Y poler iatage
status. The functions for building the i mage and the functions for sending
the i mage. 20but deyire3@Powsres dy HETI. 3V 00) GooatbeTsizen bndeviess pewersd bnéhenunber of
words in the data field. The tinme stanp is 32-bit UNIX tine followed by a
16- bi t sequen®éralunBbis famileisdslocted arehizin spegd dogicis meressapointthe Biandcat i ons
controller. The host port of the dsp 17 is a 24-bit to 8-bit asynchronous
paral | el it egniwnemall propageperndedaysspplaitojomtssl infpeany jagas Jhe d4Hexxxverigsr ocessor
in the communications block 10 as a collection of 8 bit registers. There
are three trafsHectivapel salserspdily ®gildlers. These represent the high, middle
and | ow bytes of a single dsp word. The processor in the communications

bl ock 10 sendg_' . ¥ . (g [ g ues to a
regi ster. The§%°@%ﬁ1‘%%@%pg gdglesﬁﬁcaﬂ\;“g:gg%?ef li‘g%}ﬁr% ési %pgéé{iga:uﬁ #ﬁé’%‘sp 17.

Ther e o | RT3 TIPSR A0 LS CATUR e oo 1

can request fro ese are: fromthe

dsp. Request de g‘a{% & Fﬁ%ﬁ%qgéfgi e?é&met e irf}:%ﬂ'can RAgue Sty gigﬁlsdﬁlgset 0 get

ready to recelv ca
10  devices are particularly used where voltage level-conversion can be a problem.

To more fully describe the construction and operation of the DVC reference will

now be made to the camera software operation and design.

As mentioned above, the DVC has three on-board microprocessors each of which
performs a different function. While the same functionality could be achieved
15 using one microprocessor this would complicate hardware and software design.
As disclosed above, the three processors are a micro-controller in the image
capture block 12, the dsp in the main processing block 11 and a micro-controller in
the communications block 10 for communications and controlling the down-

loadable code.

20  The major components of the image capture micro-controller PIC code are a frame
controller and an asynchronous serial communications to I’C communications

converter.
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15 Request the dsp to get ready to receive an internal packet. The host
port conmuni cations controller software nodule on the dsp uses the dsp's
Direct Menory Access controller to send the data to the host port. This
saves on co‘?"é“?fmé‘bssi ng and BUS usage. The DVC nai nt ai nsPGI/N&M[00&1i me cl| ock
which is used to add a tinme stanp to the 20 images as they are stored. This
cl ock can be updated fromthe Local BUS. 21 WO 00/ 48l 54 PCT/ NZ00O/ 00011
The dsp code Refreting)és Fignges 3 ghe ifiafoe eqontrgller |qentzelslimuliémiexing o€ tlfi impgeut i mages
over the host port the DVC al so sends and receives other Local BUS and

i nternal packentare meeoryrardhagking of thisrmemersi npl y queues up the nessages to be
sent or the nessages received until they can be sent or processed
respectively., 5 Fi na t i,ncl udes ,as, a onent .supervi sory

[ ]. he d i
foutines. Th& eﬁ?éet‘Lfnyslxe?soe'%'?’%'iyscgﬂ6’8?\9?%%33}”#8%9%@2& %%g;g’ésof QE & Sheck for

the integrit f o check far .the correct functioning.of menory
and three V\B.%ﬁg °3So"§>h?%ue?‘?lﬁgest3“ oegﬁcvae S%%&%kﬁ ?lgclft ?”ﬁféi% tl(]: et tqge i gn'ﬁi ng of the

10 brobl one 3raebedrd e T0RRk RETIAN AR ARl AR ORNET i 1ol

[f the dSP 1545 (@RI GueOfhe! Bﬁér{bﬁg%i&big?ﬁeig}l ﬁe%&ﬁt hOTpidRE b, 07

controller o e conmmuni catl ons arts o of the

control | er ofeol s GETHRIEAILONS Whf el Bparohd ASRAGPIL Bhlrifer 100Cal BUS

port control l'er and Supervisory routlnes. e dsp controllTer controls

all of the i @g?‘af(‘:%gﬁé]‘Qdé"tO‘ﬁ%‘Hﬁgg? mteﬁisp.l Wh‘éf?ﬂlterdgé & G0 %J\;\%{E%f]igg%sntghe

down- | oadi ng eto e hang supervi sion and the

sendi ng and rﬁ&ﬁaggmgtgﬂlgt smttﬁgieggg&a si]é.OrﬁJt%ﬁga&r(lbﬂfemddin@tgmhgﬁges)-

The dsp code Is aded to t enever t dsp is reset.

boot st r apoCodfe ks e FdheW5bd Rad Bt defthe LRRHAIS tﬁéﬁexﬁg:grté%& sehsot g code to

be sent to the host 20 port and then captures the codé.
The sensor writes the frame and when it is finished the controller 19 sends the

token back to the dsp.

The frame controller module on the controller 19 has several modes to put the
image into the video memory in different ways. The first way (default) is to
15  simply put the image into bank B1 all the time. The second mode puts the image
into bank B2 all the time. The third alternates the image between the two banks
B1 and B2. The final mode captures two images in quick succession and puts

them into bank B1 and B2.
The frame controller functionality could be implemented entirely in hardware.

20  To enable access to all the functionality and configuration control registers of the
image sensor 18 a serial communications link is employed. In the preferred form
the serial communication standard and protocol used (inter-integrated circuit —

1’C) is not available as a hardware port on the dsp 17. To communicate with this

17



The Local BUS port controller is a serial comunications controller
peripheral (SCC) built into the sane chip as the m croprocessor of the
conmuni cati gns bl ock 22 WD 00148154 PCTI NZ00O/ 00011 10. The SCC handl es
much of the WOH48el detail of the Local BUS communi cati ®EI/NZW@oLiocal BUS
controller code handles the higher level part of the Local BUS protocol and
processes the nessages destined for the comuni cation bl ock 10

m cr opr ocess@rotogpl This ngsgssarnso iroplemend whe poriveit hhdofgwarer Thisnig aghiexednt i on.

I nstead) the m croprocessor of the conmunications block 10 functions as a
wat chdog. Thesigp theu snicrgsarraller eafy thet dmags eapturer eontipiescESsodhpedspodi cal | y.
If the m croprocessor goes for a certain time wthout receiving an

i nterrupt frowmpmicgtes with thesdARE 22 10f e ggpfraliss L hyping, standard pesmcmaeeis t he host
port for a termi nation code fromthe dsp and 10 this is used to help

det er m ne wha€riHLOMPBIRECAPRINGS - Wl Rhcqnirallersty. takasethe spmimands anf date adock

m croprocessor supervisory routines also run sone self nonitoring of the
code i nt egri tBRSERENCHQAY (erimage jeBipaI Bt Fherpapalocommapdeiromp dlicedsp 1/ nvent i on
have been described by way_ of exanple only and it shoul d be appreciated
that modifi ca‘PFmeé‘f‘%ﬂ&iéﬂﬁlﬂoéﬁs‘m gaolid thereto 15 without departing
fromexanples fromthe scope of the appended clains. 23 WO 001 48154 THE

CLAI'M5 DEFI NI ﬂQHEHEDLNé%%&ma ﬁ%ﬁ;c %omﬁuﬂ@&tﬁn? anl by x evcid:g iy Ch

i ncludes a data capture nea ata output) and ta capture

devi ce charach&himedish M Natnid tcah Me! LS PhluNEL01008d] B PGBRVLAY MEANS

that to process the captured data into a format suitable for comrunication
through the dalfnutRaet. 2. A data capture device as claimed in claiml
wher ei n
10 A sensor driver software module controls communications and interactions with
the image capture controller 19 and the image sensor 18. The sensor driver
software module has buffers for storing messages to go to the controller 19 and

routines for processing messages returned. It also implements the sending and

receiving of the video memory token.

15  The dsp code includes an image processing controller which acts as a wrapper for
the image processing routines. Instead of calling the image processing routines
directly when a new image is available (token received from controller 19) the
image processing controller is called. The image processing controller is
responsible for updating any information needed by the image processing routines,

20  updating information that is needed for the image header, starting and stopping
watchdog supervisory routines and sending the video memory token back to the

image capture controller 19.

The storing of compressed images is an important feature of the DVC.
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the capture device is a peripheral device for use in a nonitoring system
and the data is processed into a format suitable for conmunication to

anot her co in the nonitoring systemthrough the data output. 3. A
dat a captupg&g§@$%£ as clained in either claim1 or clainPSTNAYWYEs a
menory devi ce capabl e of recording selected data. 4. A data capture device
as claimed in any one of clains 1 to 3 which is capable of comunicating
only sel ect ed® gWstimaging gygigms apaigaue videg OF digdtaly shecqagieetmply SAYF dthe of

claims 1 to 4 which includes the feature of alarmand event nonitoring. 24
WO 001 48154 ETPRED BA@Oan & it i caligcipde Ihisupeany Bip} eunmunietignyBstibs any one
of clainse 1 tg 5 wherein the selected date recorded is the data i nmediately
surroundi ng ShSPFFER PaPdGdo soRsnyith Il ate gegl Ume iMRRss o tspiimBlissdhd| aj ned any
one of clainms 1 to 6 in which processing neans can conpress the data
captured. 8. WSk spmeaBears of dutfering the impgipgatthePthasyend pd thy chapafois 1 to 7
wherein a _data capture device is a digital video canera. 9. A data capture
devi ce as-cl &Y% in any one of clains 1 to 8 which adds a watermark to the
i mge captured by the data capture device. 10. A data capture device as
claimed i n elddainchél iR doRly, HeBVE bR 5! 81 8oRAb e Yok O_det eCt

notion. 11. A data capture device as clainmed in any one of clains 8 to 10

whi ch i ncl udes i HRRDSTHIO mahRlh We SVCRNEhe daplusifs ABARS Withbut Qénditdngn. 12. A
data capture device as clained in any one of clTains 8 to 11 which i ncl udes

neans to tracig S RGE past RRRNHHavallfblPet Herind TRAAIRBe nkde@UBBcAfEmEee! d Of
view. 13) A data capture device as clainmed in any one of clains 8 to 12

whi ch i ncl udeg nbif leBndi@f stFolnh QP HFSLEL tfSHhatiad comMP AR/ 4 8M5$aRGEAHIZO0/ 00011
14. A data capture device as clainmed in any one of clains 8 to 13 which

includes jg Wdﬂ?taﬂﬁ@%@& daf BSuRD YiRbuti fER LIt 6ARE BV oa&adFngihg.t ted internal ly
at approxi mately 45 degrees. 15. A data capture device as claimed in any
one of claims 8 to 14 characterised in that the canmera can be fixed into
posi ti on by prdessadeptivel mast lessyrrgderh sary dmearformance Withtthg eapdexifsiobthe nount i ng
bracket which has el ectrical connections that connect to the canera once
nmount ed. scene. All coder parameters being equal, a very complex scene (lots of detail)

takes up more room than a less complex one. This means that the images stored in

the DVC are assumed to be of variable length.

15  The requirements for image storage are:-

] Store as many images as is possible, delete them only when necessary.
. Be able to efficiently search the image buffer.
. Be able to send any of the stored images in any particular order.
. Images to be contiguous in memory to allow the use of DMA.
20 o Interface to put images in and read them out to be simple.
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16. A data capture device as clained in any one of clains 1 to 6 which is a
digital audio device. 1?. A method of operating a data capture device
characterised by the steps of: a) capturing data, and b) processing the
data to a fm 4854 t abl e for conmunication to a conponen®PCT/NZep/agoini t or i ng
system and c) outputting the data processed data 18. A nonitoring system
whi ch includes a data capture device as clained in any one of clains 1 to
17. 19. A datFigwaptshows dieprgeanisatiohof shet merhéry uaed foetheiimagbeladfer.o@blerad t h
reference to and as illustrated by the acconpanyi ng draw ngs. 20. A
noni tori ng systaemraybdt ahtwoads y/hi@g inestasicallyd dentaredh e Ppadet In perdye28nise and as
illustrated by the acconpanyi ng draw ngs. 26 WO 00l 48154 PCT/ NZ04/ 00011
21. A net hod dyodmicalindligrdted tadmpgss e theiers ereptoddThe imagesciteindersd byenand as
illustrated by the acco anyl ng draw ngs. 27

. Ay2. A5r . A. ABITay bf pentgxs 2Ato nhaga strugiuresyr The se of palidamagegrarpboyyded\by A A. A. A@ A

AQAINZI XvG
Rn{ uoi d_z6] cayec@lpesépdawpwammap%]w éra]lﬁfh@}@a‘]}’cﬂf]l'@,{et]s G%FQJ]th(‘a]meca] ca]calc
a] ca] ca] ca] ca] ca ‘Lca ca&aa ]ca Ll?a
OX* xFSzupkf a\PW"thé}Téh? aPe@t Téﬁwr qnsiat]lw}a@apela]eemkwrea] ca] ca] ca
] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca! hz

1 0] | K} xr ngb\Ciryian iy padure)] A cepning arqus a] @a@r@&ydaqa&earlé&féaq%@nﬂ caU ca] ca]
ca] ca] ca] ca] ca] ca] ca] ca] ca] cal] ca] ca] ca

, R57: BD4+~yt dfnésqsxﬂam&\tw]a%ﬂa@ﬂ]oaa] téaf'éfh‘]’ feaq&@alfsqacﬂaqaw?cab]twupeaq calcalc
aU] caj ca] caU] ca calc t]1ca] ca] cal] ca] ca] cal] ca] ca SEHrbrt
HHSVR908) ank’ (e cndy( thep 2 eyed 9 e) fopt @ L{]&ﬂf?&w&w%a]taaf@a]%aﬁtca] calcalc
a] ca] ca] ca C ‘] c%ca] ca] caU] caU] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca! ++h++ K, ,, 2

-1 219 MYRFaH~000. 1112 2t 223/ 3>444{vql gb] X] ] ] ca] ca] ca] ca] ca] ca] ca] cal ca
] ca] ca] caj ca] ca] ca] ca] ca] cal] cal] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca!
4(5- SHof 55546[%@@%% 57in fthe TR GRS 93¢ Gioked compressed in a large, statically
<<~yt nhc”YTI gb] ] caJ ca] ca] caU] caU] caJ ca] ca] ca] ca] ca
allocated array of integers (words). There is a header on the front of every image

with the following format:-

Image Status |Size |Compression settings (3 words) |

15 Request number [Motion Status |Time Stamp| Data

Each of the header entries is one dsp word or 24-bits, except for the time stamp
and compression settings. The image status is a state variable for a state machine
that describes the behaviour of the image.

Figure 4 shows the transitions of the image states and the functions that cause
20 them. There are two sets of functions that modify the image status. The functions

for building the image and the functions for sending the image.
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Ul c”a] ca] ca] c*a] ca] ca] c”a] ca] ca] ca] ca] cMa] ca] ca] ca] c™alca U] cMaU] ca] ca] ca
<>np>>0?7?7?? AQOIAOAPAAABKCCCADDD3EQEEE7FFF' GLG vql gb] X] ca] ca] ca] ca] ca] ca] ca]
cal ca] ca] ca%&gﬁg] ca] ca] ca] ca] ca] ca] caU] calU] ca] ca] ca] ca] ca] ca] ca] ca]ca]c
a]ca] cal! 1G7 HHHM 1 1, Jt KKKBLLLLMV Mp MMVNQNY NNOPPz u SKT@20Y/@PUa] ca] ca]
cal] ca] ca] ca] ca] ca] caU] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca] ca]ca]ca
] ca] cal] cal] ca] ca! PQSQQCRRRRRSISSS2T{ TTUf UUV! V‘q

Y] YYYYYZP | [ [0 iapgs sizey the e abergf cvppdsainthedytz b¢ie a Thafime pampdapEhitca) ca) ca] c
a] ca] ca] ca] cal.ca ca] cal ca ca] cal ca] cagca] cajca'\I\\]G]]2"* _}
T al abb@W:c L%‘f Rit paqushce APBATic a] ca] ca] ca] ca] ca] ca] ca] ca] ca] c
a) ca] ca] ca] ca] cay caU] ca] ca] ca] ca] ca] ca] ca] ca] ca]ca]ca]ca]ca! Cfffffg9ohl hhii

eisjjlullm

ququqqzupkraﬂKF/giibi cai cai OSt umfauo ¥ mm lecraT(I:]?a o ca]v ca] ca] cal ca]
cal ca] ca] ca] C

reGJdrlrrrrr ?g% g%ﬁ%ﬁ%&%ﬁ% h@)@iﬁ%@%&@?? rﬁlut %P%m Fﬁfﬁ] cl]]ca] cajcalc

a] cal] CaU]SCa]tﬁéiﬂ/@%&éb@ﬁﬂe?ﬂic@ébﬁﬂkﬁ@doﬁﬁﬂﬁ?&aﬁ@ds%&cﬁ%%@hG@ile%é&ﬂ &) ca] ca] cau
] ca] ca] caU] ca] ca Jz{z{c
W 139333131} ) 'S sde}sxweMMﬂreéﬂrmlrﬁ%aa&&ﬁ]&@,ﬁé&Cadhe@ &@Lé‘eﬂ] ﬁﬂ] CaU] cal c
a] ca] ca] ca] ca] caJ ca] cal ca] ca] ca] cal ca] cal] ca] ca] ca] ca] cal | p4: U)
_cg~ysni d_Zfy ﬁﬁ&d}@&;ﬁ%%]&@bﬁ@%@@h@e\]&a] caj ca

U] c”MaU] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] cal] ca] ca] ca] ca] ca] ca] ca] ca! gW x
] $c@é&=2+14zupke [ V] ]] ca] ca] cal] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] ca] cal] caU
] ca] ca] ca] ca]elpeecessat nahe adrompmicdtiond bloek thjendy Gwst doRinidads 0ostig dsp- F10%<&' ()
- YSGLO%<&' ()-109%<& ()-10%& ()- 109%& ()- Kl 109&' ()-M
XvC K- 9% 09%<&7( hy 9aitihgod<igit vplues o] @oesister) - These commands trigger a vectored
10%<&' () - 10%<& () - &L0%& ()-&z10%& ()-C; i K- 410%& ()-210%& () -
&010%<& (N0- LI3nteropt<iey (lye dpp] b0 STheye giez iWaS&WQOFS the] muigrgprovesperi K #E0Us& () -Y

1 10%& () - S10%& ()-! S10%& () - F10%& ()-10<10<10<"710%& ()-nH ~
fHf 10%& () -ormwpEations bigrid § cpr) reguesdsen te.dsp. thwp are(-) - y 1090&' () -
K10%beb&' () -~
(K& 1098 O 00708 ) s BOAIPRL (i) S10WE () - &YSIO%E ()-1110%8 ()
i _UK& f10%& ()-10b10b10b7s10%& ()-LO-10%& () - &Y. S10%& ()-S, f 10%& () - &)

10%)& ()- . Request and internal packet from the dsp.
. Request the dsp to get ready to receive a Local BUS packet.
15 o Request the dsp to get ready to receive an internal packet.
The host port communications controller software module on the dsp uses the
dsp’s Direct Memory Access controller to send the data to the host port. This
saves on core processing and BUS usage.

The DVC maintains a real time clock which is used to add a time stamp to the

20  images as they are stored. This clock can be updated from the Local BUS.
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OXi K- K3&10% & ()-3 10% & () -

10% & ()-10% & ()-10% & ()-!z10% & () - Y10% & () - xFa?- K3&10% "$10% / & () - &@
Z10% & () - &1096 & () -1# 10% /& ()-Y10% & ()-10% & () - SAYNC3&10% 10/ 10/

10/ Y7510% & V9904154 PCT/NZ00/00011

10% & ()-9-Z10% & ()-9+z10% & ()-&s' 10% & () - hHIBYNC3&109% ! 3 :

310% u-u& ()-L!10% u& ()-!f10% u& ()-f10% u& ()-10% u& ()-m0% u& ()- Hz

Z X9YNC3&s 10%The’ dsp codelindlodasimeaRig¢ puifering.] doaddisies to pendirgosut &ngges bydr10% u- u&' (
)-13 310%iu& ()- _aVK@& 10-u 10-u 10-ul 7t 10% u&' ()-F, 3 .

10% u& () -! 6,thodesi-negt {hy-DYQoalsessenys @l sroyssugthen) Log] BEA@gkintanal

109 ()-y10%& ()-s109%&' ()-10%& ()-!gl0%& ()-Y10%&' ()-]!dEVK@& 10109%&' () -
109%&' () - &10%’21(:%61&3 1Bwemespagedodfering sipply qupues mg haaapgages to be sent or the

10&* 10%& () -3(10%& ()-% 109&' ()-"10%& ()-,"' 10%& ()- M@ 10%& ()-5dYNC3& 1 10
10 107s10%& (MessEpeompeivgd yntibthey) oy beysent\p1 pogessed respedingly( ) - : BAEYNC3& 1 F

5  Finally, the dsp includes as a major component supervisory routines. The DVC -

runs several supervisory routines.

There is a check for the integrity of the code, a check for the correct functioning of
memory and three watchdog routines. The watchdog routines check for hanging of
the image processing, the sensor communications and the frame capture. If any
10  problems are detected they are reported to the Local BUS either directly if the dsp
17 is capable, or indirectly by a termination mode via the controller of the

communications block 10.

Major parts of the code of the controller of the communications block 10 are a dsp

controller, Local BUS port controller and supervisory routines.

15  The dsp controller controls all of the interfacing to the dspl7. It controls such
things as the down-loading of code to the dsp, the hang supervision (watchdog)

and the sending and receiving of packets from and to the dsp (including images).

The dsp code is downloaded to the dsp whenever the dsp is reset. The bootstrap
code on the dsp waits for the length and address of the code to be sent to the host

20  port and then captures the code.

The Local BUS port controller is a serial communications controller peripheral

(SCC) built into the same chip as the microprocessor of the communications block
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10% u& ()-f10% u& ()-F z10% u& ()- f10% u& ()-"

T10% u&' () - G10% u&' () - 4+dEYNC3& 1

f10% u& ()-£10% u& ()-f10% u& ()-10% u& ()-Lyl0% u& ()-3Y310% u& ()-+F
dEYN(ZZB Py (1) W%00?48154 0 ° 0 ° ()-Ly10% O PCT/Nezoo/oo((u)l

-f10% u&' ()-*10% u&' ()-)f10% u& ()-f&Y10% u& ()-s$10% u&' ()-1"S#10% u&' () -
SUTTHHHH I xnbC3& 1710%& (@‘dlo-u 10-u )

10- u7s10% u&'10) - "The 1804 yRandies| mpatpef (ke (Jowy leveb/detail (9f- the; 1agd@BHENDC3&
1&&109& () - 109& ()-S109%& ()-F F109& ()-109%& () -

"f 10%& () - 29F9BHBIcAtimTH Ehg Local BUS controller code handles the higher level part of

L-109&' ()- & 0% ()-#10%&' ()-!,!$10%& ()- &10%&' () - &10%& ()-(Z(( (h( ((((xmC3&
, GL09%&' ()- 1@hejglocal BUS protocol ‘and processes the messages destined for = the

107s10%& () - L93MLO%& ()-931710%& ()-9@ z10%& () - ((*d**++dEnbC3&

y109&' () - yz 169Rmupicoioroolek dOraeropgecessot 100& () - " 3z109%& () - +h++, K, , , dEnbC3&
1109 ()-yz10%&' ()-y@O%& ()-yz109%& ()--

10 5 0oL S VAU, Wl s P sl efifhytge Ry bang) provemtion.  Tnstead, the )

F0-0XY: ] 10V YO A FH b S 6Bk 23 AYE e a10%&: )

}?Y‘lg ;?‘i/«gc;yé ) ("3“%?%53& folertpRUE the mHEbHYE sboperid@ltiy( ) 1rlind Aroproecabart 223/ 3>4dE

109&' () - y#10%8ed for 4 offin Gilre et febeivih® U idtdrrast 4dinthe 4% R aSTRXT R
10S310%&' ()- ~ 10
dsp has hung. It then checks the host port for a termination code from the dsp and

10 this is used to help determine what has gone wrong with the dsp.

The communications block microprocessor supervisory routines also run some

self-monitoring of the code integrity and memory functionality.

Aspects of the present invention have been described by way of example only and
it should be appreciated that modifications and additions may be made thereto

15  without departing from examples from the scope of the appended claims.
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10 10@s10%&' ()-14109%& ()-y210%& ()-s010%&' () - H5f 5546t 666dENDC 10f 210%&' ()-
910%& ()-F 10%&' ()-fSz10%&' ()-fz109%&' ()-f10%& ()-677 7778dEnbC 10

1 109&' ()-yz10%& ()- @O%& ()- L10%&' ()- 10%&' ()- ' 10%& ()- 8888#99999aB7C 10
107109%&' () - "WWRO%481%4) - - £ 109& () - +S109%&' ()-! (s& 10%&' () - S$10MANeBDNO: (; t
<<mN/ s10%&' ()-10%&' ()- Y109%&' ()-109%& ()-!z10%& ()-Y10%&' ()- 10
10<>mp>>0??aBmV s10%/+10%& () - S) y109%&' () - && 10%& ()-!, $t $109%& ()-"109%& ()-f
10%&' () - ???A@EEEER YNCs10% 10 10

1071098 () - &310%&' () - &31f 109&' () - &S/ 109%&' () - L- 10%& () - GABAPAAAJEYNCs 10%

y1l0% & () E CLAIMS DEFINING THE INV RE:
109%& () - 10‘Vi-&'—mmrm_(%w - 2 - ABKCCCADDAEYNCs 10% f

f109%8& ()-&10%&' ()-f10%& ()-10%& ()-fy1l0%& ()-310%& ()- DD3EQEEE7FAEYNC
S10% , f 109 & {.) - * fAL @Ak Gipkire 4vIRHeEAH ihel @es

109%&' ()-L$10%& ()-Y" #100%& () - 7FFF GLGAGEEG7GIYNCs10% 10z 107

10z, 710%& () - 4MLO%& () - 22109 & ()-0f 10%& () - . 10%& () - 7GOGRGAGHIHIEYNCs 1
0% Y a data capture means, an

1098 ()-f 10%@& ()-f 10%@& () - 10%@& () - gl0%@& () - FL0%@& () - dHHHM I |, JAEYNCs
10% a data output, and

109 () - 210%@& () - B100ER () 310%@ () - @O%UGE () - LZ10%GE () -, It KKKBLLLAEYNC
s10%

the data capture device characterised in that it includes

processing means that to process the captured data into a format suitable for

communication through the data output.
2. A data capture device as claimed in claim 1 wherein

the capture device is a peripheral device for use in a monitoring system,

and

the data is processed into a format suitable for communication to another

component in the monitoring system through the data output.

3. A data capture device as claimed in either claim 1 or claim 2 includes a

memory device capable of recording selected data.

4. A data capture device as claimed in any one of claims 1 to 3 which is

capable of communicating only selected data.

5. A data capture device as claimed in any one of claims 1 to 4 which includes

the feature of alarm and event monitoring.

24



+109%488 () -*10%@&' () - ( 10%@& () - FY4d.0%@& () -

y#10%@& () - 10%@% () - LLMVMMWM MpMbCs10% 1094& () - Z10%& ()- 10@ 10@

10@ 10%@ ( - 0S 10%@ ()-.10%@&& () - pMVMNQNy NNaBbCs10%810%& () -

1090& () - MBYSE | 41008 T8 () -f mO%A& () - 109F°& () - N- COPP@STRZatxDsiz 109 8! (
)- (gl09%d & ()-!(&$°/<10°/d’T& ()-s!1090& ()-1(10% | & ()-! 109 T& () - SQQCRRRRRRRxM
bCsF10%@& ()- 10T 10T

10T@ 109 & ()-1g10%|'& ()-1109F& ()-+z109F& () - RRSQSSSZTdEans 210%@5 ()-Y

Al M e
Y YYV2PL bs 0o SRS e SeEibpiins b dieepng f‘gl%é% @@1&“0/@‘ VU

10@710%@& () - P[|H:}%‘ ] dEbCsg10%& () - 3109F& () - @10%& () - Lglo%a&’ () - Ygl0
W& ()--10%& Hax } dEbCs. 10967& () -, &2109F& () - 9$1094°& () - F' gl09T&
()-S gl & ()-1090& ()-} bCs! y109%&' ()-Z109d& ()- 10T 10T
10TS71090&' ()% 210% Gatf )capi0@10%GcR’ 4s) claifhcl ang\ @le bt &Taifrk 0Pk 6( I SBLOYT &' () -
109& ()-109%9& () - F109& ()-10%& () - bb@W ccFddEbCs#109%&' () -! 10%&' () - 10%
T& () - 1095T& () - &1PAEE&siny nhAIGhE compiEsidnditeeaginads 0109G7& () -. 10%T& () -, 10%T&
"()-y) 1090& ()-' 109& ()-%0%a& ()-eCFfffffffbCs" TLOW& ()-GLOY& ()- 10T
10T 10Tf 71094 &' ()-| 4 1094&' é) 21094& ().- f gohl hhi i dEbCs, 109a& () - gl0%&' () -
91098 () - 1098 ( A detmprrg Jevice GoMRimes in aysqe of Flrmsyice) T2 @Rt 1007 &: () -
&g10%& () - &$1090& ()-2z10Q% & () - 1099& g ) - I 1 mmmm
MPTbCs! z10907& () SapLeyogigries is a figgitalyjdeo camera.
10TS710%&' () - YA10%0&' () - 11090& () - %mj nt neoppaBbCs10%a&' () -! (109 T& () - @0

W& ()-mo%Wg ()- Al&%@_gay(l)rc &éb“(e?k&as Q)anﬁeﬂh%g one of claims 1 to 8 which adds a
r & dEbCs. 109F°& () & ()-y) 1000& () - &L0%& () 981000 & () -z109%& ()-Grr

rrrrrrsbCsy10%& @aterﬁﬂé&%@ fhie lishagflddBfEfkd by the data capture device.

10. A data capture device as claimed in either claim 8 or claim 9 which

includes the ability to detect motion.

11. A data capture device as claimed in any one of claims 8 to 10 which

includes means to distinguish over false detection of motion.

12. A data capture device as claimed in any one of claims 8 to 11 which
includes means to track objects record the path of movement through the

field of view.

13. A data capture device as claimed in any one of claims 8 to 12 which

includes infra-red motion detection.
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16. A data capture device as claimed in any one of claims 1 to 6 which is a

digital audio device.
17. A method of operating a data capture device characterised by the steps of:
a) capturing data, and

b) processing the data to a format suitable for communication to a

component in a monitoring system, and
c) outputting the data processed data

18. A monitoring system which includes a data capture device as claimed in

any one of claims 1 to 17.

19. A data capture device substantially as herein described with reference to

and as illustrated by the accompanying drawings.

20. A monitoring system substantially as herein described with reference and

as illustrated by the accompanying drawings.
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