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DESCRIPTION 

Title of the invention: MOBILE COMMUNICATION METHOD AND 

SWITCHING CENTER 

 

Technical Field 5 

[0001] 

 The present invention relates to a mobile communication 

method and a switching center. 

 

Background Art 10 

[0002] 

 Presently, study is being made by the 3GPP on a mobile 

communication system in which a radio access network of a UTRA 

(Universal Terrestrial Radio Access) scheme and a radio access 

network of an E-UTRA (Evolved Universal Terrestrial Radio 15 

Access) scheme are mixed. 

[0003] 

 In such mobile communication system, the mobile station 

UE is assumed to perform handover between a cell under the 

control of a radio base station of the UTRA scheme and a cell 20 

under the control of a radio base station of the E-UTRA scheme. 

Disclosure of the Invention 

 

SUMMARY OF THE INVENTION 

Problem to be solved by the Invention 25 

[0004] 

 Here, the mobile station UE is configured to perform 

different security processings in a communication performed 

within a cell under the control of a radio base station of the 
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UTRA scheme and in a communication performed within a cell the 

under the control of a radio base station of the E-UTRA scheme. 

[0005] 

 However, in the mobile communication system described 

above, there is a problem that how security-related information 5 

used in a communication before handover should be carried over 

to a communication after handover when a mobile station UE 

performs handover between a cell under the control of a radio 

base station of the UTRA scheme and a cell under the control 

of a radio base station of the E-UTRA scheme is not clearly 10 

defined. 

[0006] 

 Thus, the present invention is made in view of the above 

and an object of the present invention is to provide a mobile 

communication method and a switching center with which 15 

security-related information used in a communication before 

handover can be appropriately carried over to a communication 

after handover in a handover process, which is performed by the 

mobile station UE, from a first cell under the control of a radio 

base station of a first radio access scheme to a second cell 20 

under the control of a radio base station of a second radio access 

scheme. 

 

MEANS FOR SOLVING THE PROBLEM 

[0007] 25 

 A first aspect of the present invention is summarized as 

a mobile communication method, in a procedure for a mobile 

station to perform handover from a first cell under the control 

of a radio base station of a first radio access scheme to a second 

UTRA scheme and in a communication performed within a cell the under the control of a radio base
station of the E-UTRA scheme. [0005] However, in the mobile communication system described 5 above,
there is a problem that how security-related information used in a communication before handover should
be carried over to a communication after handover when a mobile station UE performs handover between
a cell under the control of a radio base station of the UTRA scheme and a cell under the control 10 of a
radio base station of the E-UTRA scheme is not clearly defined. [0006]        Thus, the present invention is
made in view of the above and an object of the present invention is to provide a mobile 15 communication
method and a switching center with which security-related information used in a communication before
handover can be appropriately carried over to a communication after handover in a handover process,
which is performed by the mobile station UE, from a first cell under the control of a radio 20 base station
of a first radio access scheme to a second cell under the control of a radio base station of a second radio
access scheme. MEANS FOR SOLVING THE PROBLEM 25[0007]        A first aspect of the present
invention is summarized as a mobile communication method, in a procedure for a mobile station to
perform handover from a first cell under the control of a radio base station of a first radio access scheme
to a second  cell under the control of a radio base station of a second radio access scheme, the mobile
communication method including the steps of: (A) selecting, at a switching center of the second radio
access scheme, a security processing algorithm of a first 5 protocol used in a communication between the
mobile station and 
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cell under the control of a radio base station of a second radio 

access scheme, the mobile communication method including the 

steps of: (A) selecting, at a switching center of the second 

radio access scheme, a security processing algorithm of a first 

protocol used in a communication between the mobile station and 5 

the switching center of the second radio access scheme; (B) 

generating, at the switching center of the second radio access 

scheme, a security processing parameter of the first protocol; 

(C) receiving, at the switching center of the second radio 

access scheme from the radio base station of the second radio 10 

access scheme, a handover request acknowledge message including 

a transparent container including a security algorithm of a 

second protocol used in a communication between the mobile 

station and the radio base station of the second radio access 

scheme; (D) transmitting, from the switching center of the 15 

second radio access scheme to a switching center of the first 

radio access scheme, a first message including the transparent 

container, the security processing algorithm of the first 

protocol and the security processing parameter of the first 

protocol; (E) receiving, at the mobile station in the first cell, 20 

the transparent container, the security processing algorithm 

of the first protocol and the security processing parameter of 

the first protocol; (F) calculating, at the mobile station, a 

security processing parameter of the second protocol, by using 

the security processing algorithm of the first protocol and the 25 

security processing parameter of the first protocol; (G) 

performing, at the mobile station in the second cell, security 

processing in a communication using the first protocol, by using 

the security processing algorithm of the first protocol and the 

the switching center of the second radio access scheme; (3) generating, at the switching center of the
second radio access scheme, a security processing parameter of the first protocol; (C) receiving, at the
switching center of the second radio 10 access scheme from the radio base station of the second radio
access scheme, a handover request acknowledge message including a transparent container including a
security algorithm of a second protocol used in a communication between the mobile station and the radio
base station of the second radio access 15 scheme; (D) transmitting, from the switching center of the
second radio access scheme to a switching center of the first radio access scheme, a first message
including the transparent container, the security processing algorithm of the first protocol and the security
processing parameter of the first 20 protocol; (E) receiving, at the mobile station in the first cell, the
transparent container, the security processing algorithm of the first protocol and the security processing
parameter of 



 4

security processing parameter of the first protocol; and (H) 

performing, at the mobile station in the second cell, security 

processing in a communication using the second protocol, by 

using the security processing algorithm of the second protocol 

and the security processing parameter of the second protocol. 5 

[0008] 

 In the first aspect, in the step (D), a message for the 

first protocol including the security processing algorithm of 

the first protocol and the security processing parameter of the 

first protocol can be included into the transparent container 10 

and can be transmitted.  

[0009] 

 In the first aspect, in the step (D), the switching center 

of the second radio access scheme can include a message for the 

first protocol including the security processing algorithm of 15 

the first protocol and the security processing parameter of the 

first protocol into the first message, and to transmit, to the 

switching center of the first radio access scheme, the message 

for the first protocol separately from the transparent 

container. 20 

[0010] 

 In the first aspect, the mobile communication method can 

further include the steps of: including, at the switching center 

of the first radio access scheme, the received message for the 

first protocol into a message for a third protocol used in a 25 

communication between the switching center of the first radio 

access scheme and the mobile station, and transmitting, from 

the switching center of the first radio access scheme to the 

radio base station of the first radio access scheme, the message 

the first protocol; (F) calculating, at the mobile station, a security processing parameter of the second
protocol, by using 25 the security processing algorithm of the first protocol and the security processing
parameter of the first protocol; (G) performing, at the mobile station in the second cell, security processing
in a communication using the first protocol, by using the security processing algorithm of the first protocol
and the  security processing parameter of the first protocol; and (H) performing, at the mobile station in
the second cell, security processing in a communication using the second protocol, by using the security
processing algorithm of the second protocol 5 and the security processing parameter of the second
protocol. [0008]        In the first aspect, in the step (D), a message for the first protocol including the
security processing algorithm of the first protocol and the security processing parameter of the 10 first
protocol can be included into the transparent container and can be transmitted. [0009]        In the first
aspect, in the step (D), the switching center of the second radio access scheme can include a message
for the 15 first protocol including the security processing algorithm of the first protocol and the security
processing parameter of the first protocol into the first message, and to transmit, to the switching center of
the first radio access scheme, the message for the first protocol separately from the transparent
20container. [0010] 
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for the third protocol; and including, at radio base station 

of the first radio access scheme, the security processing 

algorithm of the first protocol and the security processing 

parameter of the first protocol included in the message for the 

first protocol included in the message for the third protocol 5 

received from the switching center of the first radio access 

scheme, into a message for a fourth protocol used in a 

communication between the radio base station of the first radio 

access scheme and the mobile station, and transmitting the 

security processing algorithm of the first protocol and the 10 

security processing parameter of the first protocol.   

[0011] 

 In the first aspect, in the step (D), the switching center 

of the second radio access scheme can include the security 

processing algorithm of the first protocol and the security 15 

processing parameter of the first protocol into the message for 

the first protocol, and can transmit, to the switching center 

of the first radio access scheme, the security processing 

algorithm of the first protocol and the security processing 

parameter of the first protocol separately from the transparent 20 

container; and the switching center of the first radio access 

scheme can include a message for a first protocol including the 

security processing algorithm of the first protocol and the 

security processing parameter of the first protocol, into a 

message for a third protocol used in a communication between 25 

the switching center of the first radio access scheme and the 

mobile station, and can transmit the security processing 

algorithm of the first protocol and the security processing 

parameter of the first protocol separately from the transparent 

In the first aspect, the mobile communication method can further include the steps of: including, at the
switching center of the first radio access scheme, the received message for the 25 first protocol into a
message for a third protocol used in a communication between the switching center of the first radio
access scheme and the mobile station, and transmitting, from the switching center of the first radio
access scheme to the radio base station of the first radio access scheme, the message  for the third
protocol; and including, at radio base station of the first radio access scheme, the security processing
algorithm of the first protocol and the security processing parameter of the first protocol included in the
message for the 5 first protocol included in the message for the third protocol received from the switching
center of the first radio access scheme, into a message for a fourth protocol used in a communication
between the radio base station of the first radio access scheme and the mobile station, and transmitting
the 10 security processing algorithm of the first protocol and the security processing parameter of the first
protocol. [0011] In the first aspect, in the step (D), the switching center of the second radio access
scheme can include the security 15 processing algorithm of the first protocol and the security processing
parameter of the first protocol into the message for 
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container. 

[0012] 

 In the first aspect, the mobile communication method can 

further include the steps of: generating, at the switching 

center of the second radio access scheme, the message for the 5 

first protocol, by performing integrity protection processing 

using the security processing algorithm of the first protocol 

and the security processing parameter of the first protocol; 

determining, at the mobile station, whether the message for the 

first protocol has been interpolated, by performing integrity 10 

protection processing using the received security processing 

algorithm of the first protocol and the security processing 

parameter of the first protocol; and notifying, at the mobile 

station, a radio control station of the first radio access 

scheme that the handover procedure failed, when the message for 15 

the first protocol is determined to have been interpolated. 

[0013] 

 A second aspect of the present invention is summarized 

as a switching center capable of functioning as a switching 

center of a second radio access scheme, with which a mobile 20 

station is capable of performing a procedure for performing 

handover from a first cell under the control of a radio base 

station of a first radio access scheme to a second cell under 

the control of a radio base station of the second radio access 

scheme, the switching center comprising: a selector unit 25 

configured to select, in the procedure, a security processing 

algorithm of a first protocol used in a communication between 

the mobile station and the switching center of the second radio 

access scheme; a generator unit configured to generate, in the 

the first protocol, and can transmit, to the switching center of the first radio access scheme, the security
processing algorithm of the first protocol and the security processing 20 parameter of the first protocol
separately from the transparent container; and the switching center of the first radio access scheme can
include a message for a first protocol including the security processing algorithm of the first protocol and
the security processing parameter of the first protocol, into a 25 message for a third protocol used in a
communication between the switching center of the first radio access scheme and the mobile station, and
can transmit the security processing algorithm of the first protocol and the security processing parameter
of the first protocol separately from the transparent  container. [0012]        In the first aspect, the mobile
communication method can further include the steps of: generating, at the switching 



 7

procedure, a security processing parameter of the first 

protocol; a receiver unit configured to receive, in the 

procedure, from the radio base station of the second radio 

access scheme, a handover request acknowledge message including 

a transparent container including the security processing 5 

algorithm of a second protocol used in a communication between 

the radio base station of the second radio access scheme and 

the mobile station; and a transmitter unit configured to 

transmit, in the procedure, to the switching center of the first 

radio access scheme, a first message including the transparent 10 

container, the security processing algorithm of the first 

protocol and the security processing parameter of the first 

protocol. 

 

Brief description of the Drawings 15 

[0015] 

[Fig. 1] Fig. 1 is an overall configurational view of a 

mobile communication system according to a first embodiment of 

the present invention. 

[Fig. 2] Fig. 2 is a functional block diagram of a switching 20 

center according to the first embodiment of the present 

invention. 

[Fig. 3] Fig. 3 is a functional block diagram of a radio base 

station according to the first embodiment of the present 

invention. 25 

[Fig. 4] Fig. 4 is a functional block diagram of a mobile 

station according to the first embodiment of the present 

invention. 

[Fig. 5] Fig. 5 is a sequence diagram showing an exemplary 

5 center of the second radio access scheme, the message for the first protocol, by performing integrity
protection processing using the security processing algorithm of the first protocol and the security
processing parameter of the first protocol; determining, at the mobile station, whether the message for the
10 first protocol has been interpolated, by performing integrity protection processing using the received
security processing algorithm of the first protocol and the security processing parameter of the first
protocol; and notifying, at the mobile station, a radio control station of the first radio access 15 scheme
that the handover procedure failed, when the message for the first protocol is determined to have been
interpolated. [0013] A second aspect of the present invention is summarized as a switching center
capable of functioning as a switching 20 center of a second radio access scheme, with which a mobile
station is capable of performing a procedure for performing handover from a first cell under the control of
a radio base station of a first radio access scheme to a second cell under the control of a radio base
station of the second radio access 25 scheme, the switching center comprising: a selector unit configured
to select, in the procedure, a security processing algorithm of a first protocol used in a communication
between the mobile station and the switching center of the second radio access scheme; a generator unit
configured to generate, in the  procedure, a security processing parameter of the first protocol; a receiver
unit configured to receive, in the procedure, from the radio base station of the second radio access
scheme, a handover request acknowledge message including 
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operation 1 of the mobile communication system according to the 

first embodiment of the present invention. 

[Fig. 6] Fig. 6 is a sequence diagram showing an exemplary 

operation 2 of the mobile communication system according to the 

first embodiment of the present invention. 5 

[Fig. 7] Fig. 7 is a sequence diagram showing an exemplary 

operation 3 of the mobile communication system according to the 

first embodiment of the present invention. 

[Fig. 8] Fig. 8 is a sequence diagram showing an exemplary 

operation 4 of the mobile communication system according to the 10 

first embodiment of the present invention. 

[Fig. 9] Fig. 9 is a sequence diagram showing an exemplary 

operation 5 of the mobile communication system according to the 

first embodiment of the present invention. 

 15 

Best Modes for Carrying out the Invention 

[0016] 

(Configuration of Mobile Communication System According to 

First Embodiment of the Present Invention) 

 A configuration of a mobile communication system 20 

according to a first embodiment of the present invention is 

described referring to Fig. 1 to Fig. 4. 

[0017] 

 As shown in Fig. 1, the mobile communication system 

according to this embodiment includes a switching center SGSN 25 

of the UTRA scheme (a first radio access scheme), a radio control 

station RNC of the UTRA scheme, a radio base station NB of the 

UTRA scheme, a switching center MME of the E-UTRA scheme (a 

second radio access scheme) and a radio base station eNB of the 

5 a transparent container including the security processing algorithm of a second protocol used in a
communication between the radio base station of the second radio access scheme and the mobile
station; and a transmitter unit configured to transmit, in the procedure, to the switching center of the first
10 radio access scheme, a first message including the transparent container, the security processing
algorithm of the first protocol and the security processing parameter of the first protocol. 15 Brief
description of the Drawings [0015] [Fig. 1]Fig. 1 is an overall configurational view of a mobile
communication system according to a first embodiment of the present invention. 20[Fig. 2]Fig. 2 is a
functional block diagram of a switching center according to the first embodiment of the present invention.
[Fig. 3]Fig. 3 is a functional block diagram of a radio base      station according to the first embodiment of
the present 25invention. [Fig. 4]Fig. 4 is a functional block diagram of a mobile station according to the
first embodiment of the present invention. [Fig. 5]Fig. 5 is a sequence diagram showing an exemplary
operation 1 of the mobile communication system according to the first embodiment of the present
invention. [Fig. 6]Fig. 6 is a sequence diagram showing an exemplary     operation 2 of the mobile
communication system according to the 5 first embodiment of the present invention. 
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E-UTRA scheme. 

[0018] 

 Here, it is assumed that in the mobile communication 

system according to this embodiment, a “NAS (Non Access Stratum, 

a first protocol)” is used in communications between the 5 

switching center MME of the E-UTRA scheme and mobile station 

UE, an “AS (Access Stratum, a second protocol)” is used in 

communications between a radio base station eNB of the E-UTRA 

scheme and the mobile station UE, a “NAS (a third protocol)” 

is used in communications between a switching center SGSN of 10 

the UTRA scheme and the mobile station UE, and an “AS (a fourth 

protocol)” is used in communications between a radio control 

station RNC of the UTRA scheme and the mobile station UE. 

[0019] 

 A NAS message (a message for a first protocol) transmitted 15 

and received between the switching center MME of the E-UTRA 

scheme and the mobile station UE is expressed as a “NAS PDU 

(E-UTRA)”, an AS message (a message for a second protocol) 

transmitted and received between the radio base station eNB of 

the E-UTRA scheme and the mobile station UE is expressed as an 20 

“AS PDU (E-UTRA)”, a NAS message (a message for a third protocol) 

transmitted and received between the switching center SGSN of 

the UTRA scheme and the mobile station UE is expressed as a “NAS 

PDU (UTRA)”, and an AS message (a message for a fourth protocol) 

transmitted and received between the radio control station RNC 25 

of the UTRA scheme and the mobile station UE  is expressed as 

an “AS PDU (UTRA)”. 

[0020] 

 As shown in Fig. 2, the switching center MME of the E-UTRA 

[Fig. 7]Fig. 7 is a sequence diagram showing an exemplary operation 3 of the mobile communication
system according to the first embodiment of the present invention. [Fig. 8]Fig. 8 is a sequence diagram
showing an exemplary 10 operation 4 of the mobile communication system according to the first
embodiment of the present invention. [Fig. 9]Fig. 9 is a sequence diagram showing an exemplary
operation 5 of the mobile communication system according to the first embodiment of the present
invention. 15 Best Modes for Carrying out the Invention [0016]  (Configuration of Mobile Communication
System According to First Embodiment of the Present Invention) 20A configuration of a mobile
communication system according to a first embodiment of the present invention is described referring to
Fig. 1 to Fig. 4. [0017] As shown in Fig. 1, the mobile communication system 25 according to this
embodiment includes a switching center SGSN of the UTRA scheme (a first radio access scheme), a
radio control station RNC of the UTRA scheme, a radio base station NB of the 
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scheme includes an eNB interface 11, a SGSN interface 12, an 

HO Request generator unit 13 and a Forward Relocation Response 

generator unit 14. 

[0021] 

 The eNB interface 11 is an interface with the radio base 5 

station eNB of the E-UTRA scheme. 

[0022] 

 Moreover, the eNB interface 11 terminates 

“S1-Application Protocol” to communicate with the radio base 

station eNB of the E-UTRA scheme. 10 

[0023] 

 For example, the eNB interface 11 is configured to 

transmit “HO Request (S1 message)” to the radio base station 

eNB of the E-UTRA scheme, and to receive “HO Request Ack (S1 

message)” from the radio base station eNB of the E-UTRA scheme, 15 

in the procedure where the mobile station UE performs handover 

from a first cell under the control of the radio base station 

NB of the UTRA scheme to a second cell under the control of the 

radio base station eNB of the E-UTRA scheme. 

[0024] 20 

 Here, the “HO Request Ack (S1 message)” is a handover 

request acknowledge message including a transparent container 

“RRCConnectionReconfig” including a security processing 

algorithm of the AS of the E-UTRA scheme. 

[0025] 25 

 For example, the security processing in the AS includes 

ciphering processing and integrity protection processing. 

[0026] 

 In the ciphering processing in the AS, an AS message is 

UTRA scheme, a switching center MME of the E-UTRA scheme (a second radio access scheme) and a
radio base station eNB of the  E-UTRA scheme. [0018]        Here, it is assumed that in the mobile
communication system according to this embodiment, a "NAS (Non Access Stratum, 5 a first protocol)" is
used in communications between the switching center MME of the E-UTRA scheme and mobile station
UE, an "AS (Access Stratum, a second protocol)" is used in communications between a radio base
station eNB of the E-UTRA scheme and the mobile station UE, a "NAS (a third protocol)" 10 is used in
communications between a switching center SGSN of the UTRA scheme and the mobile station UE, and
an "AS (a fourth protocol)" is used in communications between a radio control station RNC of the UTRA
scheme and the mobile station UE. [0019] 15A NAS message ( a message for a first protocol) transmitted
and received between the switching center MME of the E-UTRA scheme and the mobile station UE is
expressed as a "NAS PDU (E-UTRA)", an AS message (a message for a second protocol) transmitted
and received between the radio base station eNB of 20 the E-UTRA scheme and the mobile station UE is
expressed as an "AS PDU (E-UTRA)", a NAS message (amessage for a third protocol) transmitted and
received between the switching center SGSN of the UTRA scheme and the mobile station UE is
expressed as a "NAS PDU (UTRA)", and an AS message (a message for a fourth protocol) 25
transmitted and received between the radio control station RNC of the UTRA scheme and the mobile
station UE is expressed as an "AS PDU (UTRA)". [0020] As shown in Fig. 2, the switching center MME of
the E-UTRA  scheme includes an eNB interface 11, a SGSN interface 12, an HO Request generator unit
13 and a Forward Relocation Response generator unit 14. 
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ciphered using a security processing parameter on the 

transmitting side and the AS message is decoded using a security 

processing parameter on the receiving side. 

[0027] 

 In the integrity protection processing in the AS, a MAC 5 

(Message Authentication Code: e.g., 32 bit length) is 

calculated using the AS message and a security processing 

parameter, and is assigned to the AS message, on the 

transmitting side, and whether the AS message has been 

interpolated is determined by using the AS message, the security 10 

processing parameter and the MAC, on the receiving side. 

[0028] 

 Furthermore, for example, “NULL”, “AES”, “Snow3G” and the 

like are assumed as the ciphering processing algorithms of the 

AS, and “AES”, “Snow3G” and the like are assumed as the integrity 15 

protection processing algorithms of the AS. 

[0029] 

 The SGSN interface 12 is an interface with the switching 

center SGSN of the UTRA scheme. 

[0030] 20 

 For example, the SGSN interface 12 is configured to 

transmit “Forward Relocation Response (a first message)” to the 

switching center SGSN of the UTRA scheme, and to receive 

“Forward Relocation Request” from the switching center SGSN of 

the UTRA scheme, in the procedure where the mobile station UE 25 

performs handover from a first cell under the control of the 

radio base station NB of the UTRA scheme to a second cell under 

the control of the radio base station eNB of the E-UTRA scheme. 

[0031] 

[0021] 5The eNB interface 11 is an interface with the radio base station eNB of the E-UTRA scheme.
[0022] Moreover,theeNBinterface11terminates      "Si-Application Protocol" to communicate with the radio
base 10 station eNB of the E-UTRA scheme. [0023]        For example, the eNB interface 11 is configured
to transmit "HO Request (Si message)" to the radio base station eNB of the E-UTRA scheme, and to
receive "HO Request Ack (Si 15 message)" from the radio base station eNB of the E-UTRA scheme, in
the procedure where the mobile station UE performs handover from a first cell under the control of the
radio base station NB of the UTRA scheme to a second cell under the control of the radio base station
eNB of the E-UTRA scheme. 20[0024]        Here, the "HO Request Ack (Si message)" is a handover
request acknowledge message including a transparent container "RRCConnectionReconfig" including a
security processing algorithm of the AS of the E-UTRA scheme. 25[0025]       For example, the security
processing in the AS includes ciphering processing and integrity protection processing. [0026] In the
ciphering processing in the AS, an AS message is  ciphered using a security processing parameter on the
transmitting side and the AS message is decoded using a security processing parameter on the receiving
side. [0027] 
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 The HO Request generator unit 13 is configured to generate 

the “HO Request (S1 message)” described above. 

[0032] 

 Specifically, the HO Request generator unit 13 is 

configured to select a security processing algorithm of the NAS 5 

of the E-UTRA scheme, and to generate a security processing 

parameter of the NAS, when generating the “HO Request (S1 

message)”. 

[0033] 

 Here, the HO Request generator unit 13 may select a 10 

security processing algorithm of the NAS of the E-UTRA scheme 

according to “UE security capabilities (security processing 

capability of the mobile station UE)” included in the “Forward 

Relocation Request”. 

[0034] 15 

 For example, the security processing in the NAS includes 

ciphering processing and integrity protection processing. 

[0035] 

 In the ciphering processing in the NAS, a NAS message is 

ciphered using a security processing parameter on the 20 

transmitting side and the NAS message is decoded using a 

security processing parameter on the receiving side. 

[0036] 

 In the integrity protection processing in the NAS, a MAC 

(e.g., 32 bit length) is calculated using the NAS message and 25 

a security processing parameter, and is assigned to the NAS 

message, on the transmitting side, and whether the NAS message 

has been interpolated is determined by using the NAS message, 

the security processing parameter and the MAC, on the receiving 

5In the integrity protection processing in the AS, a MAC  (Message Authentication Code: e.g., 32 bit
length) is calculated using the AS message and a security processing parameter, and is assigned to the
AS message, on the transmitting side, and whether the AS message has been 10 interpolated is
determined by using the AS message, the security processing parameter and the MAC, on the receiving
side. [0028]        Furthermore, for example, "NULL", "AES", "Snow3G" and the like are assumed as the
ciphering processing algorithms of the 15 AS, and "AES", "Snow3G" and the like are assumed as the
integrity protection processing algorithms of the AS. [0029]        The SGSN interface 12 is an interface
with the switching center SGSN of the UTRA scheme. 20[0030]        For example, the SGSN interface 12
is configured to transmit "Forward Relocation Response (a first message) " to the switching center SGSN
of the UTRA scheme, and to receive "Forward Relocation Request" from the switching center SGSN of 25
the UTRA scheme, in the procedure where the mobile station UE performs handover from a first cell
under the control of the radio base station NB of the UTRA scheme to a second cell under the control of
the radio base station eNB of the E-UTRA scheme. [0031]         The HO Request generator unit 13 is
configured to generate the "HO Request (Si message)" described above. [0032] Specifically, the HO
Request generator unit 13 is 5 configured to select a security processing algorithm of the NAS of the
E-UTRA scheme, and to generate a security processing parameter of the NAS, when generating the "HO
Request (Si message)". [0033] 10Here, the HO Request generator unit 13 may select a security
processing algorithm of the NAS of the E-UTRA scheme according to "UE security capabilities (security
processing capability of the mobile station UE)" included in the "Forward Relocation Request". 
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side. 

[0037] 

 Furthermore, for example, “NULL”, “AES”, “Snow3G” and the 

like are assumed as the ciphering processing algorithms of the 

NAS, and “AES”, “Snow3G” and the like are assumed as integrity 5 

protection processing algorithms of the NAS. 

[0038] 

 Furthermore, “eKSI”, “NONCEMME” and the like are assumed 

as the security parameters of the NAS. 

[0039] 10 

 The Forward Relocation Response generator unit 14 is 

configured to generate the “Forward Relocation Response” 

described above. 

[0040] 

 Specifically, the Forward Relocation Response generator 15 

unit 14 is configured to generate the “Forward Relocation 

Response” including a transparent container 

“RRCConnectionReconfig”, a security processing algorithm of 

the NAS of the E-UTRA scheme and a security processing parameter 

of the NAS of the E-UTRA scheme. 20 

[0041] 

 The Forward Relocation Response generator unit 14 may be 

configured to transmit the “Forward Relocation Response1 in 

which a security processing algorithm of the NAS of the E-UTRA 

scheme and the “NAS PDU (E-UTRA scheme)” including a security 25 

processing parameter of the NAS of the E-UTRA scheme are 

included into the transparent container 

“RRCConnectionReconfig” (refer to Fig. 5 described later). 

[0042] 

15[0034]       For example, the security processing in the NAS includes ciphering processing and integrity
protection processing. [0035] In the ciphering processing in the NAS, a NAS message is 20 ciphered
using a security processing parameter on the transmitting side and the NAS message is decoded using a
security processing parameter on the receiving side. [0036] In the integrity protection processing in the
NAS, a MAC 25 (e.g., 32 bit length) is calculated using the NAS message and a security processing
parameter, and is assigned to the NAS message, on the transmitting side, and whether the NAS message
has been interpolated is determined by using the NAS message, the security processing parameter and
the MAC, on the receiving side. [0037]        Furthermore, for example, "NULL", "AES", "Snow3G" and the
like are assumed as the ciphering processing algorithms of the 5 NAS, and "AES", "Snow3G" and the like
are assumed as integrity protection processing algorithms of the NAS. [0038]        Furthermore, "eKSI",
"NONCEIT,E" and the like are assumed as the security parameters of the NAS. 10[0039]        The
Forward Relocation Response generator unit 14 is configured to generate the "Forward Relocation
Response" described above. [0040] 15Specifically, the Forward Relocation Response generator 
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 Here, the radio base station eNB of the E-UTRA scheme is 

configured to include the “NAS PDU (E-UTRA scheme)” into the 

transparent container "RRCConnectionReconfig". 

[0043] 

 Furthermore, the Forward Relocation Response generator 5 

unit 14 may be configured to include, into the “Forward 

Relocation Response”, the “NAS PDU (E-UTRA scheme)” including 

a security processing algorithm of the NAS of the E-UTRA scheme 

and a security processing algorithm of the NAS of the E-UTRA 

scheme separately from the transparent container 10 

“RRCConnectionReconfig” (refer to Fig. 6 and Fig. 7 described 

later). 

[0044] 

 Here, the Forward Relocation Response generator unit 14 

may be configured to perform integrity protection processing 15 

on the “NAS PDU (E-UTRA scheme)” using a security processing 

algorithm of the NAS of the E-UTRA scheme and a security 

parameter of the NAS of the UTRA scheme. 

[0045] 

 Alternatively, the Forward Relocation Response generator 20 

unit 14 may be configured to include a security processing 

algorithm of the NAS of the E-UTRA scheme and a security 

processing parameter of the NAS of the E-UTRA scheme, into the 

“Forward Relocation Response” as an information element visible 

on the SGSN interface 12, separately from the transparent 25 

container “RRCConnectionReconfig” (refer to Fig. 8 described 

later). 

[0046] 

 As shown in Fig. 3, the radio base station eNB of the E-UTRA 

unit 14 is configured to generate the "Forward Relocation Response" including a transparent container
"RRCConnectionReconfig", a security processing algorithm of the NAS of the E-UTRA scheme and a
security processing parameter 20 of the NAS of the E-UTRA scheme. [0041]        The Forward Relocation
Response generator unit 14 may be configured to transmit the "Forward Relocation Responsel in which a
security processing algorithm of the NAS of the E-UTRA 25 scheme and the "NAS PDU (E-UTRA
scheme)" including a security processing parameter of the NAS of the E-UTRA scheme are included into
the transparent container "RRCConnectionReconfig" (refer to Fig. 5 described later). [0042]         Here,
the radio base station eNB of the E-UTRA scheme is configured to include the "NAS PDU (E-UTRA
scheme)" into the transparent container "RRCConnectionReconfig". [0043] 5Furthermore, the Forward
Relocation Response generator unit 14 may be configured to include, into the "Forward Relocation
Response", the "NAS PDU (E-UTRA scheme)" including a security processing algorithm of the NAS of
the E-UTRA scheme and a security processing algorithm of the NAS of the E-UTRA 10 scheme
separately from the transparent container "RRCConnectionReconfig" (refer to Fig. 6 and Fig. 7 described
later). [0044] Here, the Forward Relocation Response generator unit 14 15 may be configured to perform
integrity protection processing on the "NAS PDU (E-UTRA scheme)" using a security processing
algorithm of the NAS of the E-UTRA scheme and a security parameter of the NAS of the UTRA scheme.
[0045] 20Alternatively, the Forward Relocation Response generator unit 14 may be configured to include
a security processing algorithm of the NAS of the E-UTRA scheme and a security processing parameter
of the NAS of the E-UTRA scheme, into the "Forward Relocation Response" as an information element
visible 25 on the SGSN interface 12, separately from the transparent container
"RRCConnectionReconfig" (refer to Fig. 8 described later). 
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scheme includes a MME interface 21 and an HO Request Ack 

generator unit 22. 

[0047] 

 The MME interface 21 is an interface with the switching 

center MME of the E-UTRA scheme. 5 

[0048] 

 Moreover, the MME interface 21 terminates 

“S1-Application Protocol” to communicate with the switching 

center MME of the E-UTRA scheme. 

[0049] 10 

 For example, the MME interface 21 is configured to 

transmit “HO Request Ack (S1 message)” to the radio base station 

eNB of the E-UTRA scheme, and to receive “HO Request (S1 

message)” from the switching center MME of the E-UTRA scheme, 

in the procedure where the mobile station UE performs handover 15 

from a first cell under the control of the radio base station 

NB of the UTRA scheme to a second cell under the control of the 

radio base station eNB of the E-UTRA scheme. 

[0050] 

 The HO Request Ack generator unit 22 is configured to 20 

generate the “HO Request Ack (S1 message)” described above. 

[0051] 

 Specifically, the HO Request Ack generator unit 22 is 

configured to select a security processing algorithm of the AS 

of the E-UTRA scheme, and to generate a security processing 25 

parameter of the AS of the E-UTRA scheme, when generating the 

“HO Request Ack (S1 message)”. 

[0052] 

 Here, the HO Request Ack generator unit 22 may select a 

[0046] As shown in Fig. 3, the radio base station eNB of the E-UTRA  scheme includes a MME interface
21 and an HO Request Ack generator unit 22. [0047]            The MME interface 21 is an interface with the
switching 5 center MME of the E-UTRA scheme. [0048] Moreover,theMMEinterface21terminates
"Si-Application Protocol" to communicate with the switching center MME of the E-UTRA scheme.
10[0049]        For example, the MME interface 21 is configured to transmit "HO Request Ack (Si
message)" to the radio base station eNB of the E-UTRA scheme, and to receive "HO Request (Si
message)" from the switching center MME of the E-UTRA scheme, 15 in the procedure where the mobile
station UE performs handover from a first cell under the control of the radio base station NB of the UTRA
scheme to a second cell under the control of the radio base station eNB of the E-UTRA scheme. [0050]
20The HO Request Ack generator unit 22 is configured to generate the "HO Request Ack (Si message)"
described above. [0051]        Specifically, the HO Request Ack generator unit 22 is configured to select a
security processing algorithm of the AS 25 of the E-UTRA scheme, and to generate a security processing
parameter of the AS of the E-UTRA scheme, when generating the "HO Request Ack (Si message)". 
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security processing algorithm of the AS of the E-UTRA scheme 

according to “UE EPS security capabilities (security processing 

capability of the mobile station UE)” included in the “HO 

request (S1 message)”. 

[0053] 5 

 Alternatively, the HO Request Ack generator unit 22 may 

select a security processing algorithm of the AS of the UTRA 

scheme out of AS security algorithms of the UTRA scheme 

designated by “Allowed AS algorithms” included in the “HO 

Request (S1 message)”. 10 

[0054] 

 As shown in Fig. 4, the mobile station UE includes a 

handover processor unit 31 and a NAS PDU analyzer unit 32. 

[0055] 

 The handover processor unit 31 is configured to perform 15 

a processing required in the handover procedure, which is 

performed by the mobile station UE, from a first cell under the 

control of the radio base station NB of the UTRA scheme to a 

second cell under the control of the radio base station eNB of 

the E-UTRA scheme. 20 

[0056] 

 For example, the handover processor unit 31 is configured 

to calculate a security processing parameter of the AS of the 

E-UTRA scheme, by using a security processing algorithm of the 

NAS of the E-UTRA scheme and a security processing parameter 25 

of NAS of the E-UTRA scheme. 

[0057] 

 Furthermore, the handover processor unit 31 is configured 

to perform security processing in a communication using the NAS 

[0052] Here, the HO Request Ack generator unit 22 may select a  security processing algorithm of the AS
of the E-UTRA scheme according to "UE EPS security capabilities (security processing capability of the
mobile station UE)" included in the "HO request (51 message)". 5[0053]        Alternatively, the HO
Request Ack generator unit 22 may select a security processing algorithm of the AS of the UTRA scheme
out of AS security algorithms of the UTRA scheme designated by "Allowed AS algorithms" included in the
"HO 10Request (51 message)". [0054]       As shown in Fig. 4, the mobile station UE includes a handover
processor unit 31 and a NAS PDU analyzer unit 32. [0055] 15The handover processor unit 31 is
configured to perform a processing required in the handover procedure, which is performed by the mobile
station UE, from a first cell under the control of the radio base station NB of the UTRA scheme to a
second cell under the control of the radio base station eNB of 20 the E-UTRA scheme. [0056]        For
example, the handover processor unit 31 is configured to calculate a security processing parameter of the
AS of the E-UTRA scheme, by using a security processing algorithm of the 25 NAS of the E-UTRA
scheme and a security processing parameter of NAS of the E-UTRA scheme. [0057]        Furthermore,
the handover processor unit 31 is configured to perform security processing in a communication using the
NAS 
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of the E-UTRA scheme, by using a security processing algorithm 

of the NAS of the E-UTRA scheme and a security processing 

parameter of the NAS of the E-UTRA scheme, and to perform 

security processing in a communication using the AS of the 

E-UTRA scheme, by using a security processing algorithm of the 5 

AS of the E-UTRA scheme and a security processing parameter of 

the AS of the E-UTRA scheme. 

[0058] 

 The NAS PDU analyzer unit 32 is configured to determine 

whether the received “NAS PDU (E-UTRA scheme)” has been 10 

interpolated by performing integrity protection processing 

using a security processing algorithm of the NAS of the E-UTRA 

scheme and a security processing parameter of the NAS of the 

E-UTRA scheme. 

[0059] 15 

 The handover processor unit 31 is configured to notify 

a handover source radio access apparatus (for example, the radio 

control station RNC or the switching center SGSN) that the 

handover procedure described above failed, when the NAS PDU 

analyzer unit 32 determines that the “NAS PDU (E-UTRA scheme)” 20 

has been interpolated. 

[0060] 

(Operation of Mobile communication System According to First 

Embodiment of the Present Invention) 

 Exemplary operations 1 to 4 of the mobile communication 25 

system according to the first embodiment of the present 

invention are described referring to Fig. 5 to Fig. 9.  

Specifically, a handover procedure of the mobile station UE from 

a first cell under the control of the radio base station NB of 

of the E-UTRA scheme, by using a security processing algorithm of the NAS of the E-UTRA scheme and
a security processing parameter of the NAS of the E-UTRA scheme, and to perform security processing
in a communication using the AS of the 5 E-UTRA scheme, by using a security processing algorithm of
the AS of the E-UTRA scheme and a security processing parameter of the AS of the E-UTRA scheme.
[0058] The NAS PDU analyzer unit 32 is configured to determine 10 whether the received "NAS PDU
(E-UTRA scheme)" has been interpolated by performing integrity protection processing using a security
processing algorithm of the NAS of the E-UTRA scheme and a security processing parameter of the NAS
of the E-UTRA scheme. 15[0059]        The handover processor unit 31 is configured to notify a handover
source radio access apparatus (for example, the radio control station RNC or the switching center SGSN)
that the handover procedure described above failed, when the NAS PDU 20 analyzer unit 32 determines
that the "NAS PDU (E-UTRA scheme)" has been interpolated. [0060]  (Operation of Mobile
communication System According to First Embodiment of the Present Invention) 25Exemplary operations
1 to 4 of the mobile communication system according to the first embodiment of the present invention are
described referring to Fig. 5 to Fig. 9. Specifically, a handover procedure of the mobile station UE from a
first cell under the control of the radio base station NB of the UTRA scheme to a second cell under the
control of the radio base station eNB of the E-UTRA scheme is described. [0061]            First, the
exemplary operation 1 of the mobile 5 communication system according to the first embodiment of the
present invention is described referring to Fig. 5. [0062] 
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the UTRA scheme to a second cell under the control of the radio 

base station eNB of the E-UTRA scheme is described. 

[0061] 

 First, the exemplary operation 1 of the mobile 

communication system according to the first embodiment of the 5 

present invention is described referring to Fig. 5. 

[0062] 

 As shown in Fig. 5, in step S1001, a mobile station UE 

communicating in the first cell under the control of the radio 

base station NB of the UTRA scheme transmits “Measurement 10 

Report” to a radio control station RNC of the UTRA scheme. 

[0063] 

 In step S1002, the radio control station RNC of the UTRA 

scheme transmits “Relocation Request” to a switching center 

SGSN of the UTRA scheme. 15 

[0064] 

 In step S1003, the switching center SGSN of the UTRA scheme 

transmits “Forward Relocation Request” to a switching center 

MME of the E-UTRA scheme. 

[0065] 20 

 Here, the “Forward Relocation Request” includes “CK”, 

“IK”, “KSI” and “UE security capabilities” representing the 

security processing capability of the mobile station UE, which 

are security processing parameters of the NAS of the UTRA 

scheme. 25 

[0066] 

 The “UE security capabilities” includes “UE EPS security 

capabilities” representing the security processing capability 

of the mobile station UE in the E-UTRA scheme. 

As shown in Fig. 5, in step S1001, a mobile station UE communicating in the first cell under the control of
the radio 10 base station NB of the UTRA scheme transmits "Measurement Report" to a radio control
station RNC of the UTRA scheme. [0063]          In step S1002, the radio control station RNC of the UTRA
scheme transmits "Relocation Request" to a switching center 15 SGSN of the UTRA scheme. [0064]
In step S1003, the switching center SGSN of the UTRA scheme transmits "Forward Relocation Request"
to a switching center MME of the E-UTRA scheme. 20[0065]        Here, the "Forward Relocation Request"
includes "OK", "IK", "KSI" and "UE security capabilities" representing the security processing capability of
the mobile station UE, which are security processing parameters of the NAS of the UTRA 25scheme.
[0066]        The "UE security capabilities" includes "UE EPS security capabilities" representing the security
processing capability of the mobile station UE in the E-UTRA scheme.  [0067]        The "UE security
capabilities" may include information elements representing the security processing capability of the
mobile station UE in the UTRA scheme and other radio access 5schemes. [0068]  In step S1004,the
switching center MME of the E-UTRA 



 19

[0067] 

 The “UE security capabilities” may include information 

elements representing the security processing capability of the 

mobile station UE in the UTRA scheme and other radio access 

schemes. 5 

[0068] 

 In step S1004, the switching center MME of the E-UTRA 

scheme generates “NONCEMME”.  Here, the “NONCEMME” is a randomly 

selected bit string of 32 bit length.  

[0069] 10 

 Furthermore, the switching center MME of the E-UTRA 

scheme generates “KASME” from Formula (1). 

[0070] 

 KASME=KDF (CK||IK, NONCEMME) … Formula (1) 

 Furthermore, the switching center MME of the E-UTRA 15 

scheme generates “eKSI” from Formula (2). 

[0071] 

 eKSI=KSI … Formula (2) 

 In step S1005, the switching center MME of the E-UTRA 

scheme sets “NAS DL COUNT” and “NAS UL COUNT” to “0”, and then 20 

generates “KeNB” from Formula (3).  Here, the “NAS DL COUNT” is 

a sequence number of the NAS message of the E-UTRA scheme in 

the downlink, and the “NAS UL COUNT” is a sequence number of 

the NAS message of the E-UTRA scheme in the uplink. 

[0072] 25 

 KeNB=KDF (KASME, NAS UL COUNT) … Formula (3) 

 In step S1006, the switching center MME of the E-UTRA 

scheme selects a security processing algorithm of the NAS of 

the E-UTRA scheme according to the “UE EPS security 

scheme generates "NONCEmmE".Here, the "NONCEmmE" is a randomly selected bit string of 32 bit
length. 10 [0069]     Furthermore,theswitching center MME of the E-UTRA  "KAsmE" scheme
generatesfrom Formula(1).   
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capabilities”. 

[0073] 

 In step S1007, the switching center MME of the E-UTRA 

scheme transmits “HO Request (S1 message)” to the radio base 

station eNB of the E-UTRA scheme. 5 

[0074] 

 Here, the “HO Request (S1 message)” includes “KeNB”, 

“allowed AS algorithms” and “UE EPS security capabilities”.  

The “HO Request (S1 message)” may not include “allowed AS 

algorithms”. 10 

[0075] 

 Furthermore, the “HO Request (S1 message)” includes “NAS 

PDU (E-UTRA scheme)” including “eKSI”, “NONCEMME” and “selected 

NAS algorithm” as a transparent container.  Here, the “selected 

NAS algorithm” represents a security processing algorithm of 15 

the NAS of the E-UTRA scheme selected in step S1006. 

[0076] 

 In step S1008, the radio base station eNB of the E-UTRA 

scheme selects one security processing algorithm of the AS of 

the E-UTRA scheme out of security processing algorithms of the 20 

AS of the E-UTRA designated by the “allowed AS algorithms” 

according to the “UE EPS security capabilities”. 

[0077] 

 Specifically, a ciphering processing algorithm of the AS 

of the E-UTRA scheme and an AS integrity protection processing 25 

algorithm of the AS of the E-UTRA scheme are selected. 

[0078] 

 In step S1009, the radio base station eNB of the E-UTRA 

scheme transmits “HO Request Ack (S1 message)” to the switching 

[0070]     KAsmE=KDF(CK1K,NONCEmE)Formula(1)    15 Furthermore,theswitching center MME
scheme generates "eKSI" from Formula(2). of the E-UTRA 
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center MME of the E-UTRA scheme. 

[0079] 

 The “HO Request Ack (S1 message)” includes a transparent 

container “RRCConnectionReconfig”, which includes “selected 

AS algorithm” and “NAS PDU” including “eKSI”, “NONCEMME” and 5 

“selected NAS algorithm”.  The “selected AS algorithm” 

represents the security processing algorithm of the AS of the 

E-UTRA scheme selected in step S1008. 

[0080] 

 In step S1010, the switching center MME of the E-UTRA 10 

scheme transmits, to the switching center SGSN of the UTRA 

scheme, “Forward Relocation Response” including the 

transparent container “RRCConnectionReconfig”. 

[0081] 

 In step S1011, the switching center SGSN of the UTRA scheme 15 

transmits, to the radio control station RNC of the UTRA scheme, 

“Relocation Command” including the “RRCConnectionReconfig”. 

[0082] 

 In step S1012, the radio control station RNC of the UTRA 

scheme transmits, to the mobile station UE, “HOfromUTRACommand 20 

(handover command message)” including the transparent 

container “RRCConnectionReconfig”. 

[0083] 

 In step S1013, the mobile station UE extracts “NAS PDU 

(E-UTRA scheme)” included in the received “HOfromUTRACommand” 25 

and generates “KASME” from Formula (4) using “NONCEMME” included 

in “NAS PDU (E-UTRA scheme)” and “CK” and “IK” used in a 

communication before handover. 

[0084] 

[0071] eKSI=KSI... Formula(2)     In step S1005,the switching center MME of the E-UTRA  20 scheme
sets "NAS DL COUNT" and "NAS UL COUNT" to "0", and then generates "KeNB" from Formula (3). Here,
the "NAS DL COUNT" is a sequence number of the NAS message of the E-UTRA scheme in the
downlink, and the "NAS UL COUNT" is a sequence number of the NAS message of the E-UTRA scheme
in the uplink. 25[0072] KeNB=KDF (KAsmE, NAS UL COUNT) ... Formula (3)        In step 51006, the
switching center MME of the E-UTRA scheme selects a security processing algorithm of the NAS of the
E-UTRA scheme according to the "UE EPS security  
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 KASME=KDF (CK||IK, NONCEMME) … Formula (4) 

 The mobile station UE may generate the “eKSI” from Formula 

(5), by using the “KSI” used in the communication before 

handover. 

[0085] 5 

 eKSI=KSI … Formula (5) 

 Here, the mobile station UE may use the “eKSI” included 

in the “NAS PDU (E-UTRA scheme)” within the received 

“HOfromUTRACommand”, instead of the “eKSI” generated from 

Formula (5) in the security processing in the NAS of the E-UTRA 10 

scheme. 

[0086] 

 In step S1014, the mobile station UE sets “NAS DL COUNT” 

and “NAS UL COUNT” to “0”, and then generates “KeNB” from Formula 

(6). 15 

[0087] 

 KeNB=KDF (KASME, NAS UL COUNT) … Formula (6) 

 In step S1015, the mobile station UE transmits, to the 

radio base station eNB of the E-UTRA scheme, 

“RRCConnectionReconfigurationComplete (AS message of the 20 

E-UTRA scheme)” subjected to security processing in the AS of 

the E-UTRA scheme using “KeNB”. 

[0088] 

 Here, the mobile station UE performs the integrity 

protection processing on the “NAS PDU (E-UTRA scheme)” included 25 

in the “HOfromUTRACommand” with a security processing algorithm 

of the NAS of the E-UTRA scheme (“AES” and the like) using “KASME” 

and “eKSI” to determine whether the “NAS PDU (E-UTRA scheme)” 

has been interpolated.  If it has been determined that the “NAS 

capabilities". [0073]          In step S1007, the switching center MME of the E-UTRA scheme transmits "HO
Request (Si message)" to the radio base 5 station eNB of the E-UTRA scheme. [0074] Here, the "HO
Request (Si message)" includes "KeNB", "allowed AS algorithms" and "UE EPS security capabilities".
The "HO Request (Si message)" may not include "allowed AS 10algorithms". [0075]        Furthermore, the
"HO Request (Si message)" includes "NAS PDU (E-UTRA scheme)" including "eKSI", "NONCEmmE" and
"selected NAS algorithm" as a transparent container. Here, the "selected 15 NAS algorithm" represents a
security processing algorithm of the NAS of the E-UTRA scheme selected in step 51006. [0076]        In
step 51008, the radio base station eNB of the E-UTRA scheme selects one security processing algorithm
of the AS of 20 the E-UTRA scheme out of security processing algorithms of the AS of the E-UTRA
designated by the "allowed AS algorithms" according to the "UE EPS security capabilities". [0077]
Specifically, a ciphering processing algorithm of the AS 25 of the E-UTRA scheme and an AS integrity
protection processing algorithm of the AS of the E-UTRA scheme are selected. [0078] 
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PDU (E-UTRA scheme)” has been interpolated, the mobile station 

UE transmits, to the radio control station RNC or the switching 

center SGSN of the UTRA scheme, an AS message of the UTRA scheme 

or a NAS message of the UTRA scheme notifying that the handover 

procedure has failed. 5 

[0089] 

 In step S1016, the radio base station eNB of the E-UTRA 

scheme transmits, to the switching center MME of the E-UTRA 

scheme, “HO Complete (S1 message)”. 

[0090] 10 

 In step S1017, the switching center MME of the E-UTRA 

scheme transmits, to the switching center SGSN of the UTRA 

scheme, “Forward Relocation Complete”, and in step S1018, the 

switching center SGSN of the UTRA scheme transmits, to the 

switching center MME of the E-UTRA scheme, “Forward Relocation 15 

Complete Ack”. 

[0091] 

 Secondly, the exemplary operation 2 of the mobile 

communication system according to the first embodiment of the 

present invention is described referring to Fig. 6. 20 

[0092] 

 As shown in Fig. 6, operations in steps S2001 to 2006 are 

the same as the operations in steps S1001 to S1006 in Fig. 5. 

[0093] 

 In step S2007, the switching center MME of the E-UTRA 25 

scheme transmits “HO Request (S1 message)” to the radio base 

station eNB of the E-UTRA scheme. 

[0094] 

 Here, the “HO Request (S1 message)” includes “KeNB”, 

In step 51009, the radio base station eNB of the E-UTRA scheme transmits "HO Request Ack (Si
message)" to the switching  center MME of the E-UTRA scheme. [0079]       The "HO Request Ack (Si
message)" includes a transparent container "RRCConnectionReconfig", which includes "selected 5 AS
algorithm" and "NAS PDU" including "eKSI", "NONCE=" and "selected NAS algorithm". The "selected AS
algorithm" represents the security processing algorithm of the AS of the E-UTRA scheme selected in step
S1008. [0080] 10In step S1010, the switching center MME of the E-UTRA scheme transmits, to the
switching center SGSN of the UTRA scheme, "Forward Relocation Response" including the transparent
container "RRCConnectionReconfig". [0081] 15In step S1011, the switching center SGSN of the UTRA
scheme transmits, to the radio control station RNC of the UTRA scheme, "Relocation Command"
including the "RRCConnectionReconfig". [0082]              In step S1012, the radio control station RNC of
the UTRA 20 scheme transmits, to the mobile station UE, "H0fromUTRACommand (handover command
message)" including the transparent container "RRCConnectionReconfig". [0083] In step S1013, the
mobile station UE extracts "NAS PDU 
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“allowed AS algorithms” and “UE EPS security capabilities”.  

The “HO Request (S1 message)” may not include the “allowed AS 

algorithms”. 

[0095] 

 Meanwhile, the “HO Request (S1 message)” does not include 5 

the “NAS PDU” including “eKSI”, “NONCEMME” and “selected NAS 

algorithm” shown in Fig. 5, as a transparent container. 

[0096] 

 In step S2008, the radio base station eNB of the E-UTRA 

scheme selects one security processing algorithm of the AS of 10 

the E-UTRA scheme out of security processing algorithms of the 

AS of the E-UTRA designated by the “allowed AS algorithms” 

according to the “UE EPS security capabilities”. 

[0097] 

 Specifically, a ciphering processing algorithm of the AS 15 

of the E-UTRA scheme and an integrity protection processing 

algorithm of the AS of the E-UTRA scheme are selected. 

[0098] 

 In step S2009, the radio base station eNB of the E-UTRA 

scheme transmits “HO Request Ack (S1 message)” to the switching 20 

center MME of the E-UTRA scheme. 

[0099] 

 The “HO Request Ask (S1 message)” includes the 

transparent container “RRCConnnectionReconfig”.  Also, the 

transparent container “RRCConnectionReconfig” includes 25 

“selected AS algorithm” only, and does not include “NAS PDU 

(E-UTRA scheme)” including “eKSI”, “NONCEMME” and “selected NAS 

algorithm” shown in Fig. 5. 

[0100] 

25  (E-UTRA scheme)" included in the received "H0fromUTRACommand" and generates "KASME" from
Formula (4) using "NONCE=" included in "NAS PDU (E-UTRA scheme)" and "CK" and "IK" used in a
communication before handover. [0084]  KASDE =KDF (CK11IK, NONCEmmE) ... Formula (4)       The
mobile station UE may generate the "eKSI" from Formula (5) by using the "KSI" used in the
communication before handover. . 5[0085] eKSI=KSI . Formula (5)        Here, the mobile station UE may
use the "eKSI" included in the "NAS PDU (E-UTRA scheme)" within the received
"H0fromUTRACommand", instead of the "eKSI" generated from 10 Formula (5) in the security processing
in the NAS of the E-UTRA scheme. [0086]           In step 51014, the mobile station UE sets "NAS DL
COUNT" and "NAS UL COUNT" to "0", and then generates "KeNB" from Formula 15(6). [0087]
KeNB=KDF (KASNE, NAS UL COUNT) ... Formula (6)         In step 51015, the mobile station UE
transmits, to the radiobasestationeNBoftheE-UTRAscheme, 20
"RRCConnectionReconfigurationComplete (AS message of the E-UTRA scheme)" subjected to security
processing in the AS of the E-UTRA scheme using "KeNB". [0088] 
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 In step S2010, the switching center MME of the E-UTRA 

scheme transmits, to the switching center SGSN of the UTRA 

scheme, “Forward Relocation Response” including the 

transparent container “RRCConnectionReconfig”. 

[0101] 5 

 Here, the switching center MME of the E-UTRA scheme 

includes, into the “Forward Relocation Response”, the “NAS PDU 

(E-UTRA scheme)” including the “eKSI”, the “NONCEMME” and the 

“selected NAS algorithm” shown in Fig. 5, separately from the 

transparent container “RRCConnectionReconfig”. 10 

[0102] 

 In step S2011, the switching center SGSN of the UTRA scheme 

transmits, to the radio control station RNC of the UTRA scheme, 

“Relocation Command” including the transparent container 

“RRCConnectionReconfig” and “NAS PDU (UTRA scheme)”. 15 

[0103] 

 Here, the “NAS PDU (E-UTRA scheme)” received from the 

switching center MME of the E-UTRA scheme is included into “NAS 

PDU (UTRA scheme)”, and then transmitted by the switching center 

SGSN of the UTRA scheme. 20 

[0104] 

 In step S2012, the radio control station RNC of the UTRA 

scheme transmits, to the mobile station UE, “HOfromUTRACommand 

(handover command message)” including the transparent 

container “RRCConnectionReconfig” and “NAS PDU (UTRA scheme)”. 25 

[0105] 

 Operations in step S2013 to step S2018 thereafter are same 

as operations in step S1013 to step S1018 shown in Fig. 5. 

[0106] 

Here, the mobile station UE performs the integrity 25 protection processing on the "NAS PDU (E-UTRA
scheme)" included in the "H0fromUTRAComrrand" with a security processing algorithm of the NAS of the
E-UTRA scheme ("AES" and the like) using "KAsmE" and "eKSI" to determine whether the "NAS PDU
(E-UTRA scheme)" has been interpolated. If it has been determined that the "NAS  PDU (E-UTRA
scheme)" has been interpolated, the mobile station UE transmits, to the radio control station RNC or the
switching center SGSN of the UTRA scheme, an AS message of the UTRA scheme or a NAS message of
the UTRA scheme notifying that the handover 5 procedure has failed. [0089]        In step S1016, the radio
base station eNB of the E-UTRA scheme transmits, to the switching center MME of the E-UTRA scheme,
"HO Complete (51 message)". 10[0090]        In step S1017, the switching center MME of the E-UTRA
scheme transmits, to the switching center SGSN of the UTRA scheme, "Forward Relocation Complete",
and in step S1018, the switching center SGSN of the UTRA scheme transmits, to the 15 switching center
MME of the E-UTRA scheme, "Forward Relocation Complete Ack". [0091] Secondly, the exemplary
operation 2 of the mobile       communication system according to the first embodiment of the 20 present
invention is described referring to Fig. 6. 
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 Thirdly, the exemplary operation 3 of the mobile 

communication system according to the first embodiment of the 

present invention is described referring to Fig. 7. 

[0107] 

 As shown in Fig. 7, operations in steps S3001 to S3011 5 

are the same as the operations in steps S2001 to S2011 in Fig. 

6. 

[0108] 

 In step S3012A, the radio control station RNC of the UTRA 

scheme transmits, to the mobile station UE, “Direct Transfer 10 

(AS message)” including “NAS PDU (UTRA scheme)” included in the 

“Relocation Command” received from the switching center SGSN 

of the UTRA scheme separately from the transparent container 

“RRCConnectionReconfig”. 

[0109] 15 

 In step S3012, the radio control station RNC of the UTRA 

scheme transmits, to the mobile station UE, “HOfromUTRACommand 

(handover command message)” including the transparent 

container “RRCConnectionReconfig” but not including “NAS PDU 

(UTRA scheme)” and “NAS PDU (E-UTRA scheme)”. 20 

[0110] 

 Here, the “Direct Transfer” and “HOfromUTRACommand” may 

be transmitted via the same radio bearer ensuring the sequence 

so that the receiving sequence of the “Direct Transfer” and the 

“HOfromUTRACommand” in the mobile station UE is ensured. 25 

[0111] 

 Alternatively, the radio control station RNC of the UTRA 

scheme may be configured to transmit “HOfromUTRACommand” after 

the mobile station UE has transmitted a response signal to 

[0092]       As shown in Fig. 6, operations in steps S2001 to 2006 are the same as the operations in steps
S1001 to S1006 in Fig. 5. [0093] 25In step S2007, the switching center MME of the E-UTRA scheme
transmits "HO Request (51 message)" to the radio base station eNB of the E-UTRA scheme. [0094] Here,
the "HO Request (51 message)" includes "Kem3",  "allowed AS algorithms" and "UE EPS security
capabilities". The "HO Request (Si message)" may not include the "allowed AS algorithms". [0095]
5Meanwhile, the "HO Request (Si message)" does not include the "NAS PDU" including "eKSI",
"NONCENME" and "selected NAS algorithm" shown in Fig. 5, as a transparent container. [0096] In step
S2008, the radio base station eNB of the E-UTRA 10 scheme selects one security processing algorithm
of the AS of the E-UTRA scheme out of security processing algorithms of the AS of the E-UTRA
designated by the "allowed AS algorithms" according to the "UE EPS security capabilities". [0097]
15Specifically, a ciphering processing algorithm of the AS of the E-UTRA scheme and an integrity
protection processing 
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“Direct Transfer” (AS message of the UTRA scheme) and the radio 

control station RNC of the UTRA scheme has received the response 

signal (AS message of the UTRA scheme). 

[0112] 

 Alternatively, configuration may be such that the mobile 5 

station UE transmits a response signal (NAS message of the UTRA 

scheme) for the “NAS PDU (UTRA scheme)” included in the “Direct 

Transfer”, the switching center SGSN of the UTRA scheme notifies, 

to the radio control station RNC of the UTRA scheme, a reception 

of the reception signal after receiving the response signal (NAS 10 

message of the UTRA scheme), and the radio control station RNC 

of the UTRA scheme transmits the “HofromUTRACommand” after 

receiving the notification. 

[0113] 

 Operations in step S3013 to step S3018 thereafter are same 15 

as operations in step S1013 to step S1018 shown in Fig. 5 

[0114] 

 Fourthly, the exemplary operation 4 of the mobile 

communication system according to the first embodiment of the 

present invention is described referring to Fig. 8. 20 

[0115] 

 As shown in Fig. 8, operations in steps S4001 to 4009 are 

the same as the operations in steps S3001 to S3009 in Fig. 7. 

[0116] 

 In step S4010, the switching center MME of the E-UTRA 25 

scheme transmits, to the switching center SGSN of the UTRA 

scheme, “Forward Relocation Response” including the 

transparent container “RRCConnectionReconfig”. 

[0117] 

algorithm of the AS of the E-UTRA scheme are selected. [0098]            In step S2009, the radio base
station eNB of the E-UTRA 20 scheme transmits "HO Request Ack (51 message)" to the switching center
MME of the E-UTRA scheme. [0099]        The "HO Request Ask (51 message)" includes the transparent
container "RROConnnectionReconfig". Also, the 25 transparent container "RROConnectionReconfig"
includes "selected AS algorithm" only, and does not include "NAS PDU (E-UTRA scheme)" including
"eKSI", "NONCE=" and "selected NAS algorithm" shown in Fig. 5. [0100]          In step S2010, the
switching center MME of the E-UTRA scheme transmits, to the switching center SGSN of the UTRA
scheme, "Forward Relocation Response" including the transparent container "RRCConnectionReconfig".
5[0101]       Here, the switching center MME of the E-UTRA scheme includes, into the "Forward
Relocation Response", the "NASPDU (E-UTRA scheme)" including the "eKSI", the "NONCEIT,E" and the
"selected NAS algorithm" shown in Fig. 5, separately from the 10 transparent container
"RRCConnectionReconfig". [0102]        In step 52011, the switching center SGSN of the UTRA scheme
transmits, to the radio control station RNC of the UTRA scheme, "Relocation Command" including the
transparent container 15 "RRCConnectionReconfig" and "NAS PDU (UTRA scheme)". [0103]       Here,
the "NAS PDU (E-UTRA scheme)" received from the switching center MME of the E-UTRA scheme is
included into "NAS PDU (UTRA scheme) ", and then transmitted by the switching center 20 SGSN of the
UTRA scheme. [0104] 
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 Here, the switching center MME of the E-UTRA scheme 

includes, into the “Forward Relation Response”, “eKSI”, 

“NONCEMME” and “selected NAS algorithm” each serving as 

information elements, separately from the transparent 

container “RRCConnectionReconfig”. 5 

[0118] 

 In step S4011A, the switching center SGSN of the UTRA 

scheme generates and transmits, to the mobile station UE, “NAS 

PDU (UTRA scheme)” including “eKSI”, “NONCEMME” and “selected 

NAS algorithm” included in the “Forward Relocation Response”, 10 

and in step S4011B, receives, from the mobile station UE, “Ack” 

indicating receipt of the “NAS PDU (UTRA scheme)” described 

above. 

[0119] 

 In step S4011, the switching center SGSN of the UTRA scheme 15 

transmits, to the radio station RNC of the UTRA scheme, 

“Relocation Command” including the transparent container 

“RRCConnectionReconfig” but not including “eKSI”, “NONCEMME” 

and “selected NAS algorithm” described above. 

[0120] 20 

 In step S4012, the radio control station RNC of the UTRA 

scheme transmits, to the mobile station UE, “HOfromUTRACommand 

(handover command message)” including the transparent 

container “RRCConnectionReconfig” but not including “eKSI”, 

“NONCEMME” and “selected NAS algorithm” described above. 25 

[0121] 

 Operations in step S4013 to step S4018 thereafter are same 

as operations in step S1013 to step S1018 shown in Fig. 5. 

[0122] 

In step 52012, the radio control station RNC of the UTRA scheme transmits, to the mobile station UE,
"H0fromUTRACommand (handover command message)" including the transparent 25 container
"RRCConnectionReconfig" and "NAS PDU (UTRAscheme)". [0105]       Operations instepS2013
tostepS2018thereafteraresame as operations in step S1013 to step S1018 shown in Fig. 5. [0106]
Thirdly, the exemplary operation 3 of the mobile communication system according to the first embodiment
of the present invention is described referring to Fig. 7. [0107] 5As shown in Fig. 7, operations in steps
53001 to 53011 are the same as the operations in steps 52001 to 52011 in Fig. 6. [0108] Instep 530 12A,
the radio control station RNC of the UTRA 10 scheme transmits, to the mobile station UE, "Direct Transfer
(AS message)" including "NAS PDU (UTRA scheme)" included in the "Relocation Command" received
from the switching center SGSN of the UTRA scheme separately from the transparent container
"RRCConnectionReconfig". 15[0109]        In step 53012, the radio control station RNC of the UTRA
scheme transmits, to the mobile station UE, "H0fromUTRACommand (handover command message)"
including the transparent container "RRCConnectionReconfig" but not including "NAS PDU 20(UTRA
scheme)" and "NAS PDU (E-UTRA scheme)". [0110]       Here, the "Direct Transfer" and
"H0fromUTRACommand" may be transmitted via the same radio bearer ensuring the sequence so that
the receiving sequence of the "Direct Transfer" and the 25 "H0fromUTRACommand" in the mobile station
UE is ensured. [0111] 
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 Fifthly, the exemplary operation 5 of the mobile 

communication system according to the first embodiment of the 

present invention is described referring to Fig. 9 

[0123] 

 As shown in Fig. 9, operations in steps S5001 to 5006 are 5 

the same as the operations in steps S1001 to S1006 in Fig. 5. 

[0124] 

 In step S5007, the switching center MME of the E-UTRA 

scheme transmits “HO Request (S1 message)” to the radio base 

station eNB of the E-UTRA scheme. 10 

[0125] 

 Here, the “HO Request (S1 message)” includes “KeNB”, 

“allowed AS algorithms”, “UE EPS security capabilities”, “eKSI”, 

“NONCEMME” and “selected NAS algorithm”.  The “HO Request (S1 

message)” may not include the “allowed AS algorithms”. 15 

[0126] 

 In step S5008, the radio base station eNB of the E-UTRA 

scheme selects one security processing algorithm of the AS of 

the E-UTRA scheme out of security processing algorithms of the 

AS of the E-UTRA designated by the “allowed AS algorithms” 20 

according to the “UE EPS security capabilities”. 

[0127] 

 Specifically, a ciphering processing algorithm of the AS 

of the E-UTRA scheme and an integrity protection processing 

algorithm of the AS of the E-UTRA scheme are selected. 25 

[0128] 

 In step S5009, the radio base station eNB of the E-UTRA 

scheme transmits “HO Request Ack (S1 message)” to the switching 

center MME of the E-UTRA scheme. 

Alternatively, the radio control station RNC of the UTRA scheme may be configured to transmit
"H0fromUTRACommand" after the mobile station UE has transmitted a response signal to  "Direct
Transfer" (AS message of the UTRA scheme) and the radio control station RNC of the UTRA scheme has
received the response signal (AS message of the UTRA scheme). [0112] 5Alternatively, configuration
may be such that the mobile station UE transmits a response signal (NAS message of the UTRA scheme)
for the "NASPDU (UTRA scheme)" included in the "Direct Transfer", the switching center SGSN of the
UTRA scheme notifies, to the radio control station RNC of the UTRA scheme, a reception 10 of the
reception signal after receiving the response signal (NAS message of the UTRA scheme), and the radio
control station RNC of the UTRA scheme transmits the "HofromUTRACommand" after receiving the
notification. [0113] 15Operations in step S3013 to step S3018 thereafter are same as operations in step
S1013 to step S1018 shown in Fig. 5 [0114] Fourthly, the exemplary operation 4 of the mobile
communication system according to the first embodiment of the 20 present invention is described
referring to Fig. 8. [0115]        As shown in Fig. 8, operations in steps S4001 to 4009 are the same as the
operations in steps S3001 to S3009 in Fig. 7. [0116] 25In step S4010, the switching center MME of the
E-UTRA scheme transmits, to the switching center SGSN of the UTRA scheme, "Forward Relocation
Response" including the transparent container "RRCConnectionReconfig". [0117] 
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[0129] 

 The “HO Request Ack (S1 message)” includes the 

transparent container “RRCConnectionReconfig”, and the 

transparent container “RRCConnectionReconfig” includes 

“selected AS algorithm”, “eKSI”, “NONCEMME” and “selected NAS 5 

algorithm”. 

[0130] 

 Operations in step S5010 to step S5018 thereafter are same 

as operations in step S1010 to step S1018 shown in Fig. 5. 

[0131] 10 

(Advantageous Effects of the Mobile Communication System 

According to First Embodiment of the Present Invention) 

 In the mobile communication system according to the first 

embodiment of the present invention, the mobile station UE can 

appropriately carry over the NAS security parameters of the UTRA 15 

scheme and the AS security parameters of the UTRA scheme as the 

NAS security parameters of the E-UTRA scheme and the AS security 

parameters of the E-UTRA scheme in a handover procedure from 

a cell under the control of a radio base station NB of the UTRA 

scheme to a cell under the control of a radio base station eNB 20 

of the E-UTRA scheme. 

[0132] 

 Furthermore, as exemplary shown in Fig. 5 to Fig. 8, in 

the mobile communication system according to the first 

embodiment of the present invention, the “selected NAS 25 

algorithm” representing the security processing algorithm of 

the NAS of the E-UTRA scheme and the “eKSI” and the “NONCEMME” 

representing security processing parameters of the NAS of the 

E-UTRA scheme are configured not to be included directly in the 

Here, the switching center MME of the E-UTRA scheme includes, into the "Forward Relation Response",
"eKSI", "NONCEmE" and "selected NAS algorithm" each serving as information elements, separately
from the transparent 5 container "RRCConnectionReconfig". [0118]        In step S4011A, the switching
center SGSN of the UTRA scheme generates and transmits, to the mobile station UE, "NAS PDU (UTRA
scheme)" including "eKSI", "NONCEIT,E" and "selected 10 NAS algorithm" included in the "Forward
Relocation Response", and in step 540113, receives, from the mobile station UE, "Ack" indicating receipt
of the "NAS PDU (UTRA scheme)" described above. [0119] 15In step S4011, the switching center SGSN
of the UTRA scheme transmits, to the radio station RNC of the UTRA scheme, "Relocation Command"
including the transparent container "RRCConnectionReconfig" but not including "eKSI", "NONCE=" and
"selected NAS algorithm" described above. 20[0120]        In step 54012, the radio control station RNC of
the UTRA scheme transmits, to the mobile station UE, "H0fromUTRACommand (handover command
message)" including the transparent container "RRCConnectionReconfig" but not including "eKSI", 25
"NONCEmE" and "selected NAS algorithm" described above. [0121]       Operations instepS4013
tostepS4018thereafteraresame as operations in step S1013 to step S1018 shown in Fig. 5. [0122]
Fifthly, the exemplary operation 5 of the mobile communication system according to the first embodiment
of the present invention is described referring to Fig. 9 [0123] 5As shown in Fig. 9, operations in steps
S5001 to 5006 are 
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“RRCConnectionReconfig” which is the AS message of the E-UTRA 

scheme as information elements, whereby independence of the NAS 

and the AS can be maintained. 

[0133] 

 In the mobile communication system according to the first 5 

embodiment of the present invention, when the “NAS PDU (E-UTRA 

scheme)” is interpolated at a radio base station eNB of the 

E-UTRA scheme neighboring the user, such handover procedure may 

be terminated by performing integrity protection on the “NAS 

PDU” including the “selected NAS algorithm”, the “eKSI” and the 10 

“NONCEMME”. 

[0134] 

 Note that operation of the above described mobile station 

UE, the radio base station NB/eNB, the switching center SGSN/MME 

and the radio control station RNC may be implemented by means 15 

of hardware, a software module executed by a processor, or a 

combination of both. 

[0135] 

 The software module may be provided in any type of storage 

medium such as an RAM (Random Access Memory), a flash memory, 20 

a ROM (Read Only Memory), an EPROM (Erasable Programmable ROM), 

an EEPROM (Electronically Erasable and Programmable ROM), a 

register, a hard disk, a removable disk, or a CD-ROM. 

[0136] 

 The storage medium is connected to the processor so that 25 

the processor can read and write information from and to the 

storage medium.  Also, the storage medium may be integrated into 

the processor.  Also, the storage medium and the processor may 

be provided in an ASIC.  The ASIC may be provided in the mobile 

the same as the operations in steps S1001 to S1006 in Fig. 5. [0124]          In step S5007, the switching
center MME of the E-UTRA scheme transmits "HO Request (Si message)" to the radio base 10 station
eNB of the E-UTRA scheme. [0125]        Here, the "HO Request (Si message)" includes "Kel\m".
"allowedASalgorithms", "UEEPSsecuritycapabilities", "eKSI", "NONCEIT,E" and "selected NAS
algorithm". The "HO Request (Si 15 message)" may not include the "allowed AS algorithms". [0126]
In step S5008, the radio base station eNB of the E-UTRA scheme selects one security processing
algorithm of the AS of the E-UTRA scheme out of security processing algorithms of the 20 AS of the
E-UTRA designated by the "allowed AS algorithms" according to the "UE EPS security capabilities".
[0127] Specifically, a ciphering processing algorithm of the AS      of the E-UTRA scheme and an integrity
protection processing 25 algorithm of the AS of the E-UTRA scheme are selected. [0128]        In step
S5009, the radio base station eNB of the E-UTRA scheme transmits "HO Request Ack (Si message)" to
the switching center MME of the E-UTRA scheme.  [0129]        The "HO Request Ack (Si message)"
includes the transparent container "RRCConnectionReconfig", and the transparent container
"RRCConnectionReconfig" includes 5 "selected AS algorithm", "eKSI", "NONCEmmE" and "selected NAS
algorithm". [0130] 
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station UE, the radio base station NB/eNB, the switching center 

SGSN/MME and the radio control station RNC.  Also, the storage 

medium and the processor may be provided in the mobile station 

UE, the radio base station NB/eNB, the switching center SGSN/MME 

and the radio control station RNC as a discrete component. 5 

[0137] 

 Hereinabove, the present invention has been described in 

detail using the above embodiment; however, it is apparent to 

those skilled in the art that the present invention is not 

limited to the embodiment described herein.  Modifications and 10 

variations of the present invention can be made without 

departing from the spirit and scope of the present invention 

defined by the description of the scope of claims.  Thus, what 

is described herein is for illustrative purpose, and has no 

intention whatsoever to limit the present invention. 15 

Operations in step S5010 to step S5018 thereafter are same as operations in step S1010 to step S1018
shown in Fig. 5. 10[0131] (Advantageous Effects of the Mobile Communication System According to First
Embodiment of the Present Invention)         In the mobile communication system according to the first
embodiment of the present invention, the mobile station UE can 15 appropriately carryover the NAS
security parameters of the UTRA scheme and the AS security parameters of the UTRA scheme as the
NAS security parameters of the E-UTRA scheme and the AS security parameters of the E-UTRA scheme
in a handover procedure from a cell under the control of a radio base station NB of the UTRA 20 scheme
to a cell under the control of a radio base station eNB of the E-UTRA scheme. [0132] Furthermore, as
exemplary shown in Fig. 5 to Fig. 8, in the mobile communication system according to the first 25
embodiment of the present invention, the "selected NAS algorithm" representing the security processing
algorithm of the NAS of the E-UTRA scheme and the "eKSI" and the "NONCE=" representing security
processing parameters of the NAS of the E-UTRA scheme are configured not to be included directly in
the  "RRCConnectionReconfig" which is the AS message of the E-UTRA scheme as information
elements, whereby independence of the NAS and the AS can be maintained. [0133] 
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CLAIMS 

 

[1] A mobile communication method, in a procedure for a mobile 

station to perform handover from a first cell under the control 

of a radio base station of a first radio access scheme to a second 5 

cell under the control of a radio base station of a second radio 

access scheme, the mobile communication method comprising the 

steps of: 

 (A) transmitting, from a switching center of the first 

radio access scheme to a switching center of the second radio 10 

access scheme, a handover request message including a security 

processing parameter of a first protocol of the first radio 

access scheme used in a communication between the mobile station 

and the switching center of the first radio access scheme and 

a security processing capability of the mobile station in the 15 

second radio access scheme; 

 (B) selecting, at the switching center of the second radio 

access scheme, a security processing algorithm of a first 

protocol of the second radio access scheme used in a 

communication between the mobile station and the switching 20 

center of the second radio access scheme, based on the security 

processing capability of the mobile station in the second radio 

access scheme; 

 (C) generating, at the switching center of the second 

radio access scheme, a security processing parameter of the 25 

first protocol of the second radio access scheme; 

 (D) transmitting, from the switching center of the second 

radio access scheme to a radio base station of the second radio 

access scheme, a handover request message including the 

5In the mobile communication system according to the first embodiment of the present invention, when
the "NASPDU (E-UTRA scheme)" is interpolated at a radio base station eNB of the E-UTRA scheme
neighboring the user, such handover procedure may be terminated by performing integrity protection on
the "NAS 10 PDU" including the "selected NAS algorithm", the "eKSI" and the "NONCEIT,E". [0134]
Note that operation of the above described mobile station UE, the radio base stationNB/eNB, the
switching center SGSN/MME 15 and the radio control station RNC may be implemented by means of
hardware, a software module executed by a processor, or a combination of both. [0135] The software
module may be provided in any type of storage 20 medium such as an RAM (Random Access Memory),
a flash memory, a ROM (Read Only Memory), an EPROM (Erasable Programmable ROM), an EEPROM
(Electronically Erasable and Programmable ROM), a register, a hard disk, a removable disk, or a
CD-ROM. [0136] 25The storage medium is connected to the processor so that the processor can read
and write information from and to the storage medium. Also, the storage medium may be integrated into
the processor. Also, the storage medium and the processor may be provided in an ASIC. The ASIC may
be provided in the mobile  station UE, the radio base station NB/eNB, the switching center SGSN/MME
and the radio control station RNC. Also, the storage medium and the processor maybe provided in the
mobile station UE, the radio base station NE/eNB, the switching center SGSN/MME 5 and the radio
control station RNC as a discrete component. [0137]        Hereinabove, the present invention has been
described in detail using the above embodiment; however, it is apparent to those skilled in the art that the
present invention is not 10 limited to the embodiment described herein. Modifications and variations of the
present invention can be made without departing from the spirit and scope of the present invention
defined by the description of the scope of claims. Thus, what is described herein is for illustrative purpose,
and has no 
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security processing capability of the mobile station in the 

second radio access scheme, the security processing algorithm 

of the first protocol of the second radio access scheme selected 

in the step (B) and the security processing parameter of the 

first protocol of the second radio access scheme; 5 

 (E) selecting, at the radio base station of the second 

radio access scheme, a security processing algorithm of a second 

protocol of the second radio access scheme used in a 

communication between the mobile station and the radio base 

station of the second radio access scheme, based on the security 10 

processing capability of the mobile station in the second radio 

access scheme; 

 (F) transmitting, from the radio base station of the 

second radio access scheme to the switching center of the second 

radio access scheme, a handover request acknowledge message 15 

with a transparent container including the security algorithm 

of the first protocol of the second radio access scheme, the 

security processing parameter of the first protocol of the 

second radio access scheme and the security processing 

algorithm of the second protocol of the second radio access 20 

scheme selected at the step (E); 

 (G) transmitting, from the switching center of the second 

radio access scheme to the switching center of the first radio 

access scheme, a message including the transparent container, 

in response to the received handover request acknowledge 25 

message; 

 (H) calculating, at the mobile station upon receiving the 

transparent container in the first cell, a security processing 

parameter of the second protocol of the second radio access 

15 intention whatsoever to limit the present invention.  CLAIMS [1]A mobile communication method, in a
procedure for a mobile station to perform handover from a first cell under the control 5 of a radio base
station of a first radio access scheme to a second cell under the control of a radio base station of a
second radio access scheme, the mobile communication method comprising the steps of:         (A)
transmitting, from a switching center of the first 10 radio access scheme to a switching center of the
second radio access scheme, a handover request message including a security processing parameter of
a first protocol of the first radio access scheme used in a communication between the mobile station and
the switching center of the first radio access scheme and 15 a security processing capability of the mobile
station in the second radio access scheme;         (B) selecting, at the switching center of the second radio
access scheme, a security processing algorithm of a first protocol of the second radio access scheme
used in a 20 communication between the mobile station and the switching center of the second radio
access scheme, based on the security processing capability of the mobile station in the second radio
access scheme;            (C) generating, at the switching center of the second 25 radio access scheme, a
security processing parameter of the first protocol of the second radio access scheme;         (D)
transmitting, from the switching center of the second radio access scheme to a radio base station of the
second radio access scheme, a handover request message including the  security processing capability
of the mobile station in the second radio access scheme, the security processing algorithm of the first
protocol of the second radio access scheme selected in the step (3) and the security processing
parameter of the 5 first protocol of the second radio access scheme;         (E) selecting, at the radio base
station of the second radio access scheme, a security processing algorithm of a second protocol of the
second radio access scheme used in a communication between the mobile station and the radio base 
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scheme, by using the security processing algorithm of the first 

protocol of the second radio access scheme and the security 

processing parameter of the first protocol of the second radio 

access scheme; 

 (I) performing, at the mobile station in the second cell, 5 

security processing in a communication using the first protocol 

of the second radio access scheme, by using the security 

processing algorithm of the first protocol of the second radio 

access scheme and the security processing parameter of the first 

protocol of the second radio access scheme; and 10 

 (J) performing, at the mobile station in the second cell, 

security processing in a communication using the second 

protocol of the second radio access scheme, by using the 

security processing algorithm of the second protocol of the 

second radio access scheme and the security processing 15 

parameter of the second protocol of the second radio access 

scheme. 

 

[2] The mobile communication method according to claim 1 

further comprising the steps of: 20 

 generating, at the switching center of the second radio 

access scheme, a message for the first protocol, by performing 

integrity protection processing using the security processing 

algorithm of the first protocol and the security processing 

parameter of the first protocol; 25 

 determining, at the mobile station, whether the message 

for the first protocol has been interpolated, by performing 

integrity protection processing using the received security 

processing algorithm of the first protocol and the security 

10 station of the second radio access scheme, based on the security processing capability of the mobile
station in the second radio access scheme;         (F) transmitting, from the radio base station of the
second radio access scheme to the switching center of the second 15 radio access scheme, a handover
request acknowledge message with a transparent container including the security algorithm of the first
protocol of the second radio access scheme, the security processing parameter of the first protocol of the
second radio access scheme and the security processing 20 algorithm of the second protocol of the
second radio access scheme selected at the step (E);         (G) transmitting, from the switching center of
the second radio access scheme to the switching center of the first radio access scheme, a message
including the transparent container, 25 in response to the received handover request acknowledge
message;         (H) calculating, at the mobile station upon receiving the transparent container in the first
cell, a security processing parameter of the second protocol of the second radio access  scheme, by
using the security processing algorithm of the first protocol of the second radio access scheme and the
security processing parameter of the first protocol of the second radio access scheme; 5(I) performing, at
the mobile station in the second cell, security processing in a communication using the first protocol of the
second radio access scheme, by using the security processing algorithm of the first protocol of the
second radio access scheme and the security processing parameter of the first 10 protocol of the second
radio access scheme; and        (J) performing, at the mobile station in the second cell, security processing
in a communication using the second protocol of the second radio access scheme, by using the security
processing algorithm of the second protocol of the 15 second radio access scheme and the security
processing parameter of the second protocol of the second radio access scheme. [2]The mobile
communication method according to claim 1 20 further comprising the steps of:        generating, at the
switching center of the second radio access scheme, a message for the first protocol, by performing
integrity protection processing using the security processing algorithm of the first protocol and the security
processing 
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processing parameter of the first protocol; and 

 notifying, at the mobile station, a radio control station 

of the first radio access scheme or the switching center of the 

first radio access scheme that the handover procedure failed, 

when the message for the first protocol is determined to have 5 

been interpolated. 

 

[3] A switching center capable of functioning as a switching 

center of a second radio access scheme, with which a mobile 

station is capable of performing a procedure for performing 10 

handover from a first cell under the control of a radio base 

station of a first radio access scheme to a second cell under 

the control of a radio base station of the second radio access 

scheme, the switching center comprising: 

 a first receiver unit configured to receive, in the 15 

procedure, a handover request message including a security 

processing parameter of a first protocol of the first radio 

access scheme used in a communication between the mobile station 

and a switching center of the first radio access scheme and a 

security processing capability of the mobile station in the 20 

second radio access scheme, from the switching center of the 

first radio access scheme; 

 a selector unit configured to select, in the procedure, 

a security processing algorithm of a first protocol of the 

second radio access scheme used in a communication between the 25 

mobile station and the switching center of the second radio 

access scheme, based on the security processing capability of 

the mobile station in the second radio access scheme received 

by the first receiver unit; 

25 parameter of the first protocol;        determining, at the mobile station, whether the message for the first
protocol has been interpolated, by performing integrity protection processing using the received security
processing algorithm of the first protocol and the security  processing parameter of the first protocol; and
notifying, at the mobile station, a radio control station of the first radio access scheme or the switching
center of the first radio access scheme that the handover procedure failed, 5 when the message for the
first protocol is determined to have been interpolated. [3]A switching center capable of functioning as a
switching center of a second radio access scheme, with which a mobile 10 station is capable of
performing a procedure for performing handover from a first cell under the control of a radio base station
of a first radio access scheme to a second cell under the control of a radio base station of the second
radio access scheme, the switching center comprising: 15a first receiver unit configured to receive, in the
procedure, a handover request message including a security processing parameter of a first protocol of
the first radio access scheme used in a communication between the mobile station and a switching center
of the first radio access scheme and a 20 security processing capability of the mobile station in the
second radio access scheme, from the switching center of the first radio access scheme;        a selector
unit configured to select, in the procedure, a security processing algorithm of a first protocol of the 25
second radio access scheme used in a communication between the mobile station and the switching
center of the second radio access scheme, based on the security processing capability of the mobile
station in the second radio access scheme received by the first receiver unit;        a generator unit
configured to generate, in the procedure, a security processing parameter of the first protocol of the
second radio access scheme; a first transmitter unit configured to transmit, to a 
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 a generator unit configured to generate, in the procedure, 

a security processing parameter of the first protocol of the 

second radio access scheme; 

 a first transmitter unit configured to transmit, to a 

radio base station of the second radio access scheme, a handover 5 

request message including the security processing capability 

of the mobile station in the second radio access scheme, the 

security processing algorithm of the first protocol of the 

second radio access scheme selected by the selector unit and 

the security processing parameter of the first protocol of the 10 

second radio access scheme; 

 a second receiver unit configured to receive, in the 

procedure, from the radio base station of the second radio 

access scheme, a handover request acknowledge message with a 

transparent container including the security processing 15 

algorithm of the first protocol of the second radio access 

scheme, the security processing parameter of a radio base 

station of the second of the first protocol of the radio access 

scheme and a security processing algorithm of a second protocol 

of the second radio access scheme used in a communication 20 

between the radio base station of the second radio access scheme 

and the mobile station; and 

 a second transmitter unit configured to transmit, in the 

procedure, a message including the transparent container to the 

switching center of the first radio access scheme. 25 

 

[4] A radio base station capable of functioning as a radio 

base station of a second radio access scheme, with which a mobile 

station is capable of performing a procedure for performing 

5 radio base station of the second radio access scheme, a handover request message including the
security processing capability of the mobile station in the second radio access scheme, the security
processing algorithm of the first protocol of the second radio access scheme selected by the selector unit
and 10 the security processing parameter of the first protocol of the second radio access scheme;        a
second receiver unit configured to receive, in the procedure, from the radio base station of the second
radio access scheme, a handover request acknowledge message with a 15 transparent container
including the security processing algorithm of the first protocol of the second radio access scheme, the
security processing parameter of a radio base station of the second of the first protocol of the radio
access scheme and a security processing algorithm of a second protocol 20 of the second radio access
scheme used in a communication between the radio base station of the second radio access scheme and
the mobile station; and           a second transmitter unit configured to transmit, in the procedure, a
message including the transparent container to the 25 switching center of the first radio access scheme.
[4]A radio base station capable of functioning as a radio basestationof asecondradioaccessscheme, with
which amobile station is capable of performing a procedure for performing  handover from a first cell
under the control of a radio base station of a first radio access scheme to a second cell under the control
of the radio base station of the second radio access scheme, the radio base station comprising: 5a
receiver unit configured to receive from a switching center of the second radio access scheme in the
procedure, a handover request message including a security processing capability of the mobile station in
the second radio access scheme, a security processing algorithm of a first protocol of 10 the second radio
access scheme used in a communication between the mobile station and the switching center of the
second radio access scheme and a security processing parameter of the first protocol of the second radio
access scheme; a selector unit configured to select, in the procedure, 15 a security processing algorithm
of a second protocol of the second radio access scheme used in a communication between the mobile
station and the radio base station of the second radio access scheme, based on the security processing
capability of the mobile station in the second radio access scheme; and  20 a transmitter unit configured
to transmit to the switching center of the second radio access scheme, in the procedure, a handover
request acknowledge message including a transparent container including the processing algorithm of the
second protocol of the second radio access scheme selected by 
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handover from a first cell under the control of a radio base 

station of a first radio access scheme to a second cell under 

the control of the radio base station of the second radio access 

scheme, the radio base station comprising: 

 a receiver unit configured to receive from a switching 5 

center of the second radio access scheme in the procedure, a 

handover request message including a security processing 

capability of the mobile station in the second radio access 

scheme, a security processing algorithm of a first protocol of 

the second radio access scheme used in a communication between 10 

the mobile station and the switching center of the second radio 

access scheme and a security processing parameter of the first 

protocol of the second radio access scheme; 

 a selector unit configured to select, in the procedure, 

a security processing algorithm of a second protocol of the 15 

second radio access scheme used in a communication between the 

mobile station and the radio base station of the second radio 

access scheme, based on the security processing capability of 

the mobile station in the second radio access scheme; and 

 a transmitter unit configured to transmit to the 20 

switching center of the second radio access scheme, in the 

procedure, a handover request acknowledge message including a 

transparent container including the processing algorithm of the 

second protocol of the second radio access scheme selected by 

the selector unit and the security processing algorithm of the 25 

first protocol of the second radio access scheme and the 

security processing parameter of the first protocol of the 

second radio access scheme. 

25 the selector unit and the security processing algorithm of the first protocol of the second radio access
scheme and the security processing parameter of the first protocol of the second radio access scheme.
Abstract MOBILE COMMUNICATION METHOD AND SWITCHING CENTER In a procedure for a mobile
station (UE) to perform handover from a cell under the control of a radio base station (NB) of an UTRAN
scheme to a cell under the control of a radio base station (eNB) of an E-UTRA scheme, a switching
center (MME) of the E-UTRA scheme receives, from and the radio base station (eNB) of the E-UTRA
scheme, a handover request acknowledge message including a transparent container including a security
algorithm of an AS used in a communication between the mobile station (UE) and the radio base station
(eNB) of the E-UTRA scheme; and the switching center (MME) of the E-UTRA scheme transmits, to a
switching center (SGSN) of the UTRA scheme, a NAS PDU including the transparent container, a security
algorithm of a NAS and a security processing parameter of the NAS.  FIG. 5 


