DESCRIPTION Title of the invention: MOBILE COMMUNICATION METHOD AND SWITCHING CENTER
5 Technical Field [0001] The present invention relates to a mobile communication method and a
switching center. 10 Background Art [0002] Presently, study is being made by the 3GPP on a mobile
communication system in which a radio access network of a UTRA (Universal Terrestrial Radio Access)
scheme and a radio access 15 network of an E-UTRA (Evolved Universal Terrestrial Radio Access)
scheme are mixed. [0003] In such mobile communication system, the mobile station UE is assumed
to perform handover between a cell under the PRSERTPGIIEMN radio base station of the UTRA scheme and

a cell under the, trol of g radio base, station - ?@ - Di % e of the Invention
SUMMARY OFYHES V\R}IE%EI‘?ON‘%%%BI%m D%%qe%é%héjg ﬁﬁ@%ﬂ@%ﬂ?ﬁ 5%5412%%E Here, the mobile
station UE is casifigoeed 1o perforardifferent security processings in a communication performed within a
cell under the control of a radio base station of the
5 Technical Field
[0001]

The present invention relates to a mobile communication

method and a switching center.

10 Background Art
[0002]

Presently, study is being made by the 3GPP on a mobile
communication system in which a radio access network of a UTRA
(Universal Terrestrial Radio Access) scheme and a radio access

15 network of an E-UTRA (Evolved Universal Terrestrial Radio
Access) scheme are mixed.
[0003]

In such mobile communication system, the mobile station

UE is assumed to perform handover between a cell under the
20 control of a radio base station of the UTRA scheme and a cell
under the control of a radio base station of the E-UTRA scheme.

Disclosure of the Invention

SUMMARY OF THE INVENTION
25 Problem to be solved by the Invention
[0004]
Here, the mobile station UE is configured to perform
different security processings in a communication performed

within a cell under the control of a radio base station of the



UTRA scheme and in a communication performed within a cell the under the control of a radio base
station of the E-UTRA scheme. [0005] However, in the mobile communication system described 5 above,
there is a problem that how security-related information used in a communication before handover should
be carried over to a communication after handover when a mobile station UE performs handover between
a cell under the control of a radio base station of the UTRA scheme and a cell under the control 10 of a
radio base station of the E-UTRA scheme is not clearly defined. [0006] Thus, the present invention is
made in view ofiffirabolzerand an dbjectcohtherpresent myentivrrisstd provide & mebile tisecommunication
method and a switching center with which security-related information #s%d_%agomﬂwgnnication before

c?n r ald*t.lon ? e scghe de .
handover can be approprlate Yy carried over to a communication a ter handover Iin a handover process,

which is performed @yjthe mobile station UE, from a first cell under the control of a radio 20 base station
of a first radio access scheme to a second cell under the control of a radio base station of a second radio

access scheme. MEANS FORSOLVINGTHEPROBIEIM 2500071 SYA 1irdt S§5act ot the present

invention isssummavized as Bemaehile conmunicationdneibodrintg precedwe forra mehile-station to
perform handover from a first cell under the control of a radio base station of a first radio access scheme

to a second cell $iffiertife CORTPOT OF AThdib BaserStati o e Setdniadic S6¢dsSSchdfTe, the mobile
communicationdpethoddnelcing the, steps-afi (Ahselecting ala switghingicenter of the second radio

access scheme, a security processing algorithm of a first 5 protocol used in a communication between the
rnobHesﬁaﬁonzﬁﬁfformS handover between a cell under the control of a radio
base station of the UTRA scheme and a cell under the control
10 of a radio base station of the E-UTRA scheme is not clearly
defined.
[0006]
Thus, the present invention is made in view of the above
and an object of the present invention is to provide a mobile
15 communication method and a switching center with which
security-related information used in a communication before
handover can be appropriately carried over to a communication
after handover in a handover process, which is performed by the
mobile station UE, froma first cell under the control of a radio
20 base station of a first radio access scheme to a second cell
under the control of aradio base station of a second radio access

scheme.

MEANS FOR SOLVING THE PROBLEM
25 [0007]
A first aspect of the present invention is summarized as
a mobile communication method, in a procedure for a mobile
station to perform handover from a first cell under the control

of aradio base station of a first radio access scheme to a second



the switching center of the second radio access scheme; (3) generating, at the switching center of the
second radio access scheme, a security processing parameter of the first protocol; (C) receiving, at the
switching center of the second radio 10 access scheme from the radio base station of the second radio
access scheme, a handover request acknowledge message including a transparent container including a
security algorithm of a second protocol used in a communication between the mobile station and the radio
base station of the second radio access 15 scheme; (D) transmitting, from the switching center of the
second radio access scheme te aswitching Centerdfdhesfirstradio accessseheme] adinistomessage
including the tr%ncsgarent cggtainer the s%:U{ity €rocessing tgﬁ:rithm }?f éhe firﬁt updrotoc | and the security

processing parame?esrsofS the first 2 h|§ro gcc]ﬂ; ?E (r)éncr:néjl\r}ih(é, 1e mobife station in the w%? cell, the

transparent cordaiages, the: securitygirocessing algosithmiaftherfiy st pratecobanditbhessectiity processing
parameter of radio access scheme, a security processing algorithm of a first
5 protocol used in a communication between the mobile station and
the switching center of the second radio access scheme; (B)
generating, at the switching center of the second radio access
scheme, a security processing parameter of the first protocol;

(C) receiving, at the switching center of the second radio

10 access scheme from the radio base station of the second radio
access scheme, a handover request acknowledge message including

a transparent container including a security algorithm of a
second protocol used in a communication between the mobile
station and the radio base station of the second radio access

15 scheme; (D) transmitting, from the switching center of the
second radio access scheme to a switching center of the first
radio access scheme, a first message including the transparent
container, the security processing algorithm of the first
protocol and the security processing parameter of the first

20 protocol; (E) receiving, at the mobile station in the first cell,
the transparent container, the security processing algorithm

of the first protocol and the security processing parameter of

the first protocol; (F) calculating, at the mobile station, a
security processing parameter of the second protocol, by using

25 the security processing algorithm of the first protocol and the
security processing parameter of the first protocol; (G)
performing, at the mobile station in the second cell, security
processing in a communication using the first protocol, by using

the security processing algorithm of the first protocol and the



the first protocol; (F) calculating, at the mobile station, a security processing parameter of the second
protocol, by using 25 the security processing algorithm of the first protocol and the security processing
parameter of the first protocol; (G) performing, at the mobile station in the second cell, security processing
in a communication using the first protocol, by using the security processing algorithm of the first protocol
and the security processing parameter of the first protocol; and (H) performing, at the mobile station in
the second cell, security processing in a communication using the second protocol, by using the security
processing algorithnrotthecsecersd protaeat Srarickthe Secuiktyf prove ssing: pardmeterdof(the second
protocol. [0008 In the first sggct, in.th steﬁ)g(tD)?a message éc():ro trtl(? I:irsltlprotocol ingluding the

: erf o p :
security processing algorithth 61 the first protoco he'security processing parameter of the 10 first

protocol can bedncludesliinto the transparenitcontaimen ahcdocambedransmitiedo {6009], by In the first
aspect, in the ste ,g}D ,ttpee switchintg center of the second radio access scheme can include a message

for the 15 first prototdI iRCIRTIRG the SEEUHTS ProcdsSing algorthi of e Fir S protocdt 3hd the security

processingsparametenef the fiestiprotecoldBioithe fiest Mmessage randdoskansmity 1@ the switching center of
the first radio access scheme, the message for the first protocol separately from the transparent
20container. [Odf

In the first aspect, in the step (D), a message for the
first protocol including the security processing algorithm of
the first protocol and the security processing parameter of the

10 first protocol can be included into the transparent container
and can be transmitted.
[0009]

In the first aspect, in the step (D), the switching center

of the second radio access scheme can include a message for the
15 first protocol including the security processing algorithm of

the first protocol and the security processing parameter of the

first protocol into the first message, and to transmit, to the

switching center of the first radio access scheme, the message

for the first protocol separately from the transparent
20 container.

[0010]

In the first aspect, the mobile communication method can
further include the steps of: including, at the switching center
of the first radio access scheme, the received message for the

25 first protocol into a message for a third protocol used in a
communication between the switching center of the first radio
access scheme and the mobile station, and transmitting, from
the switching center of the first radio access scheme to the

radio base station of the first radio access scheme, the message



In the first aspect, the mobile communication method can further include the steps of: including, at the
switching center of the first radio access scheme, the received message for the 25 first protocol into a
message for a third protocol used in a communication between the switching center of the first radio
access scheme and the mobile station, and transmitting, from the switching center of the first radio
access scheme to the radio base station of the first radio access scheme, the message for the third
protocol; and including, at radio base station of the first radio access scheme, the security processing
algorithm of theffirst pretocol andithetsecurity processingparameter ofdhie firstyerotoedlincluded in the
message for th% ? f%ﬁte prg:tLorcSq:I incallLéq%d in the message éor tEE ethigoé grotocol received from the switching

. .aAcCess ScC urlt rocessin . .
center of the first radio access sclr"leme, Into a messagerq‘of a fourth protocoYuged)ln a corﬁmunlcatlon

between the radioduasie station afitbeffirssradio @ccess schemeranddhemmobile statios ang transmitting

the 10 security processin aI%orithm of the first protcl>col and (528 securitg/ TIﬁrocessin parameter of the first

protocol. [001 1A RErSt aspedt™in the stBp D) the SWitchily' cehte? of the“sstond Tadis access

scheme can incfude the seecutityl 15mprocessingatgorithas of the fisst protocal anddhetseedrity processing

paﬁﬂne&ﬂ(ﬁthgggggeggo%gtgygﬁgegw%%%%%%g”center of the first radio access

scheme, into a message for a fourth protocol used in a

communication between the radio base station of the first radio

access scheme and the mobile station, and transmitting the

10 security processing algorithm of the first protocol and the
security processing parameter of the first protocol.

[0011]

In the first aspect, in the step (D), the switching center

of the second radio access scheme can include the security

15 processing algorithm of the first protocol and the security

processing parameter of the first protocol into the message for

the first protocol, and can transmit, to the switching center

of the first radio access scheme, the security processing

algorithm of the first protocol and the security processing

20 parameter of the first protocol separately from the transparent

container; and the switching center of the first radio access

scheme can include a message for a first protocol including the

security processing algorithm of the first protocol and the

security processing parameter of the first protocol, into a

25 message for a third protocol used in a communication between

the switching center of the first radio access scheme and the

mobile station, and can transmit the security processing

algorithm of the first protocol and the security processing

parameter of the first protocol separately from the transparent



the first protocol, and can transmit, to the switching center of the first radio access scheme, the security
processing algorithm of the first protocol and the security processing 20 parameter of the first protocol
separately from the transparent container; and the switching center of the first radio access scheme can
include a message for a first protocol including the security processing algorithm of the first protocol and
the security processing parameter of the first protocol, into a 25 message for a third protocol used in a
communication between the switching center of the first radio access scheme and the mobile station, and
can transmit thesecatityeprocessing algorithm of the first protocol and the security processing parameter
of the first prototzr(?& g}g?arately from the transparent container. [0012] In the first aspect, the mobile
communication method can further include the steps of: generating, at the switching

In the first aspect, the mobile communication method can

further include the steps of: generating, at the switching

5 center of the second radio access scheme, the message for the

first protocol, by performing integrity protection processing

using the security processing algorithm of the first protocol

and the security processing parameter of the first protocol;

determining, at the mobile station, whether the message for the

10 first protocol has been interpolated, by performing integrity

protection processing using the received security processing

algorithm of the first protocol and the security processing

parameter of the first protocol; and notifying, at the mobile

station, a radio control station of the first radio access

15 scheme that the handover procedure failed, when the message for

the first protocol is determined to have been interpolated.
[0013]

A second aspect of the present invention is summarized

as a switching center capable of functioning as a switching

20 center of a second radio access scheme, with which a mobile

station is capable of performing a procedure for performing

handover from a first cell under the control of a radio base

station of a first radio access scheme to a second cell under

the control of a radio base station of the second radio access

25 scheme, the switching center comprising: a selector unit

configured to select, in the procedure, a security processing

algorithm of a first protocol used in a communication between

the mobile station and the switching center of the second radio

access scheme; a generator unit configured to generate, in the



5 center of the second radio access scheme, the message for the first protocol, by performing integrity
protection processing using the security processing algorithm of the first protocol and the security
processing parameter of the first protocol; determining, at the mobile station, whether the message for the
10 first protocol has been interpolated, by performing integrity protection processing using the received
security processing algorithm of the first protocol and the security processing parameter of the first
protocol; and notifying, at the mobile station, a radio control station of the first radio access 15 scheme
that the handover preceduare failedewhentthe messageifoy thedirstpratocobis determinied to have been

interpolated. [OO}S%]tAO ngfpndaaslﬁect of the prr?lstent CIQX%I’]'[IOH is.summarized as a switch ng center

capable of funcﬁoning as a switc ?88]2 Y Center of a secolr%l}:aedjlo agcegg%%ﬁg?ﬁe, with which a mobile
station is capabte of petfosmirg anproceduresfos pesforminghandover from & &irsircellwnder the control of

a radio base station of a first radio access scheme to a second cell under the co,ntr%l of a radio base
station of the seac%cneosrsaaf:ohg@gés%% e T Siteng Carter EoMBsiAg - A Seletdunit configured
to select, irsthe precedispa asecurynprocessingralgarithmg ot adirstgratoco) used 4 acaommunication

between the mobhile station and the switching center of the second radio access scheme; a generator unit
configured to gérérdite TNt procediite, /i &ty processing pardmeter bt thé fitst Brstocol; a receiver

unit configured to, keceive cinthe-preaceduse, from the sadiedase station-otthe secend ragig access

scheme, a handover request acknowledge message including
the mobile station; and a transmitter unit configured to

transmit, in the procedure, to the switching center of the first
10 radio access scheme, a first message including the transparent
container, the security processing algorithm of the first
protocol and the security processing parameter of the first

protocol.

15 Brief description of the Drawings
[0015]

[Fig. 1] Fig. 1 is an overall configurational view of a
mobile communication system according to a first embodiment of
the present invention.

20 [Fig. 2] Fig. 2 is a functional block diagram of a switching
center according to the first embodiment of the present
invention.

[Fig. 3] Fig. 3 is a functional block diagram of a radio base
station according to the first embodiment of the present

25 invention.

[Fig. 4] Fig. 4 is a functional block diagram of a mobile
station according to the first embodiment of the present
invention.

[Fig. 5] Fig. 5 is a sequence diagram showing an exemplary



5 a transparent container including the security processing algorithm of a second protocol used in a
communication between the radio base station of the second radio access scheme and the mobile
station; and a transmitter unit configured to transmit, in the procedure, to the switching center of the first
10 radio access scheme, a first message including the transparent container, the security processing
algorithm of the first protocol and the security processing parameter of the first protocol. 15 Brief
description of the Drawings [0015] [Fig. 1]Fig. 1 is an overall configurational view of a mobile
communicationgysterniagcdrding teanbist eenbodimentet thenpsesertimertion] 20[EgtBiFig. 2 is a
functional block diag£am %f switc iné]fc%nter accordigg to the first embodiment of the present invention.
. . . £ .em ﬂ)lm n h?apr%ﬁeg 1nvent%on. . . .

[Fig. 3]Fig. 3 is a functional block diagram of aradio base  station according to the first embodiment of
the present 25inventiors [Fig. 4]Hg. 4 is & tunctipnat ddock diagranz odaimobile statiop laccprding to the
first embodiment of thte present ir%ventio%.,[fig. 5JpFig. 5 isg, sequence dia ramdshowgngt%n exemplary
operation 1 of tRE Mabite’ communicalion systém dccording to the first embodiment of the present
invention. [Fig. 6]Figt 6dsiBcsEGuUence-diagrampshewing anexetiplary  operation 2 of the mobile
communication system according to the 5 first embodiment of the present invention.

[Fig. 7] Fig. 7 is a sequence diagram showing an exemplary

operation 3 of the mobile communication system according to the

first embodiment of the present invention.

[Fig. 8] Fig. 8 is a sequence diagram showing an exemplary

10 operation 4 of the mobile communication system according to the

first embodiment of the present invention.

[Fig. 9] Fig. 9 is a sequence diagram showing an exemplary

operation 5 of the mobile communication system according to the

first embodiment of the present invention.

15
Best Modes for Carrying out the Invention
[0016]
(Configuration of Mobile Communication System According to
First Embodiment of the Present Invention)
20 A configuration of a mobile communication system

according to a first embodiment of the present invention is
described referring to Fig. 1 to Fig. 4.
[0017]
As shown in Fig. 1, the mobile communication system
25 according to this embodiment includes a switching center SGSN
of the UTRA scheme (a first radio access scheme), a radio control
station RNC of the UTRA scheme, a radio base station NB of the
UTRA scheme, a switching center MME of the E-UTRA scheme (a

second radio access scheme) and a radio base station eNB of the



[Fig. 7]Fig. 7 is a sequence diagram showing an exemplary operation 3 of the mobile communication
system according to the first embodiment of the present invention. [Fig. 8]Fig. 8 is a sequence diagram
showing an exemplary 10 operation 4 of the mobile communication system according to the first
embodiment of the present invention. [Fig. 9]Fig. 9 is a sequence diagram showing an exemplary
operation 5 of the mobile communication system according to the first embodiment of the present
invention. 15 Best Modes for Carrying out the Invention [0016] (Configuration of Mobile Communication
System AccordingiorRirstcEmibodiment of the Present Invention) 20A configuration of a mobile
communication g/g} according to a first embodiment of the present invention is described referring to
Fig. 1 to Fig. 4. F ] As shown in Fig. 1, the mobile communication system 25 according to this
embodiment includes aiswitching centersSG&N of thee UTRA seheme i(adirstradio. aceessscheme), a
radio control station RNC of the, UTRA scheme, a radio base station NB of the
system according to this embodiment, a “NAS (Non Access Stratum,
5 a first protocol)” is used in communications between the
switching center MME of the E-UTRA scheme and mobile station
UE, an “AS (Access Stratum, a second protocol)” is used in
communications between a radio base station eNB of the E-UTRA
scheme and the mobile station UE, a “NAS (a third protocol)”
10 is used in communications between a switching center SGSN of
the UTRA scheme and the mobile station UE, and an “AS (a fourth

(4

protocol)” is used in communications between a radio control
station RNC of the UTRA scheme and the mobile station UE.
[0019]

15 A NAS message (amessage for a first protocol) transmitted
and received between the switching center MME of the E-UTRA
scheme and the mobile station UE is expressed as a “NAS PDU
(E-UTRA)"”, an AS message (a message for a second protocol)
transmitted and received between the radio base station eNB of

20 the E-UTRA scheme and the mobile station UE is expressed as an
“AS PDU (E-UTRA)”, a NAS message (amessage for a third protocol)
transmitted and received between the switching center SGSN of
the UTRA scheme and the mobile station UE is expressed as a “NAS
PDU (UTRA) ", and an AS message (a message for a fourth protocol)

25 transmitted and received between the radio control station RNC
of the UTRA scheme and the mobile station UE is expressed as
an “AS PDU (UTRA)".

[0020]

As shown in Fig. 2, the switching center MME of the E-UTRA



UTRA scheme, a switching center MME of the E-UTRA scheme (a second radio access scheme) and a
radio base station eNB of the E-UTRA scheme. [0018] Here, it is assumed that in the mobile
communication system according to this embodiment, a "NAS (Non Access Stratum, 5 a first protocol)" is
used in communications between the switching center MME of the E-UTRA scheme and mobile station
UE, an "AS (Access Stratum, a second protocol)" is used in communications between a radio base
station eNB of the E-UTRA scheme and the mobile station UE, a "NAS (a third protocol)" 10 is used in
communications Jetweenra switehirg.ceNeriSGSN et the UTRASSEHeme tandftheemichilesstation UE, and

an "AS (a fourtqlgrgtoclg)el)" is used in communiﬁﬁtions betiNOerevp aéalgéol control st?ion RNC of the UTRA

scheme and thé mobife sfgtigr? Il]ﬁif.a[f)%]igﬂri%A A%nr%gssage ?]2:;1 mess%%ae ora |?s%ppor8foecol) transmitted

and received betareerstherswitching4acenter MME of the E-UTRA scheme and the mobile station UE is
expressed as a 6\'66251 PDU (E-UTRA)", an AS message (a message for a second protocol) transmitted
and received be[tween]the radio base station eNB of 20 the E-UTRA scheme and the mobile station UE is
expressed as an "AS PR (BB TRAYL BaNAS messagei (@aessage faora third peateeol)dransmitted and
received between the switching center SGSN of the UTRA scheme and the mobile station UE is

expressed as a*NAS PDONUTRAS and &l A% [fdsshge (a message for a fourth protocol) 25
transmitted andreeeivied between the radio control station RNC of the UTRA scheme and the mobile

station UE is expressed as an "AS PDU (UTRA)". [0020] As shown in Fi%. 2, the switching center MME of
the E-UTRA scheme iNOtEeESr eNB ifterfact™i, a SGSRFihtéiface 12, an KO ReGaESEgenerator unit

13 and a Forward Relggation Responsa generator Ubnbthnicate with the radio base
10 station eNB of the E-UTRA scheme.
[0023]

For example, the eNB interface 11 is configured to
transmit “HO Request (S1 message)” to the radio base station
eNB of the E-UTRA scheme, and to receive “HO Request Ack (S1

15 message)” from the radio base station eNB of the E-UTRA scheme,
in the procedure where the mobile station UE performs handover
from a first cell under the control of the radio base station
NB of the UTRA scheme to a second cell under the control of the
radio base station eNB of the E-UTRA scheme.

20 [0024]

4

Here, the *“HO Request Ack (S1 message)” is a handover
request acknowledge message including a transparent container
“RRCConnectionReconfig” including a security processing
algorithm of the AS of the E-UTRA scheme.

25 [0025]

For example, the security processing in the AS includes
ciphering processing and integrity protection processing.

[0026]

In the ciphering processing in the AS, an AS message is

10



[0021] 5The eNB interface 11 is an interface with the radio base station eNB of the E-UTRA scheme.
[0022] Moreover,theeNBinterfacellterminates  "Si-Application Protocol” to communicate with the radio
base 10 station eNB of the E-UTRA scheme. [0023] For example, the eNB interface 11 is configured
to transmit "HO Request (Si message)"” to the radio base station eNB of the E-UTRA scheme, and to
receive "HO Request Ack (Si 15 message)” from the radio base station eNB of the E-UTRA scheme, in
the procedure where the mobile station UE performs handover from a first cell under the control of the
radio base stationd¥BmfdtheUdTRA sehemrectora secopdacatibunder theacenteskof thenradiddase station

eNB of the E-UTRA s%hetrpe. ZOSIO%%EQ He&g, the "HO Rec&:est Ack Si.messagF% "is.a handover

request acknovﬁé&&es rﬁessla{]g% inc |ﬁ8 gkfreansp%eréﬁﬁggn%gineerq%gﬁe onnection e&%r?ﬁ’g" including a

security processingcalgstithmmofthedSs of the B: TIRAsthéme. 25[6025] For example, the security
p_roces_sing in the A§7?ncludes ciphering processi_ng qnd integrity protectior! processin_g. [0026] In the
ciphering procegglong ih the AS, an AS message is ciphered using a security processing parameter on the
transmitting side and the.AS . message-iscdeceded usinghagsectt by processingepammetenan the receiving
side. [0027] , . . .
(Message Authentication Code: e.g., 32 bit 1length) is
calculated using the AS message and a security processing
parameter, and is assigned to the AS message, on the
transmitting side, and whether the AS message has been
10 interpolated is determined by using the AS message, the security
processing parameter and the MAC, on the receiving side.
[0028]
Furthermore, for example, “NULL”, “AES”, “Snow3G” and the
like are assumed as the ciphering processing algorithms of the
15 AS, and “AES”, “Snow3G” and the like are assumed as the integrity
protection processing algorithms of the AS.
[0029]
The SGSN interface 12 is an interface with the switching
center SGSN of the UTRA scheme.
20 [0030]
For example, the SGSN interface 12 1is configured to
transmit “Forward Relocation Response (a first message)” to the
switching center SGSN of the UTRA scheme, and to receive
“Forward Relocation Request” from the switching center SGSN of
25 the UTRA scheme, in the procedure where the mobile station UE
performs handover from a first cell under the control of the
radio base station NB of the UTRA scheme to a second cell under

the control of the radio base station eNB of the E-UTRA scheme.

[0031]

11



5In the integrity protection processing in the AS, a MAC (Message Authentication Code: e.g., 32 bit
length) is calculated using the AS message and a security processing parameter, and is assigned to the
AS message, on the transmitting side, and whether the AS message has been 10 interpolated is
determined by using the AS message, the security processing parameter and the MAC, on the receiving
side. [0028] Furthermore, for example, "NULL", "AES", "Snow3G" and the like are assumed as the
ciphering processing algorithms of the 15 AS, and "AES", "Snow3G" and the like are assumed as the
integrity protection progéssifg Rdgorthimgaofdhe tAS. 0029] 3 1is The SGEhemterfgead24asan interface
with the switchig[g ecepﬁ?gr" GSN of ﬂﬁ lUTRA scherr,}edZO[gOSk())l q For example, the SGSN interface 12

. . bove. e
is configured to transm o uz?lrsdt Refocation Res onsgia]ﬂlrst me%sgag) " to the switching center SGSN

of the UTRA schent Jand to receive "Forward Relocation Request” from the switching center SGSN of 25
the UTRA scheme, in tgeépro edurle wherg the mobile statiotn UE erfotrms handgvelr:];rom a first cell
under the control of the’Fadio basa stition NB of the 13 FRASSchaMEte a Secotitt Eell Uindéfthe control of

the radio base stationgNBOftthe EtUIRA seheme: {00334 e s s i ddhe H Requestgemnenatar unit 13 is
configured to generate the "HO Request (Si message)" described above. [0032] Specifically, the HO
Request generdtbr thft T3 155 ¢onfigared 16 881ett a8 Uity proceSsing Aigorithfiy 6F e RAS of the

E-UTRA schemes anekto-genseratena seaidrjty precessing parametenef the NAGuber gegerating the "HO
Request (Si message)". [0033] 10Here, the HO Request generator unit 13 may select a security
processing algdtitArfafthe'NAS of the E-UTRA scheme according to "UE security capabilities (security
processing capabilitysof the mobile station UE)" included in the "Forward Relocation Request”.

10 Here, the HO Request generator unit 13 may select a
security processing algorithm of the NAS of the E-UTRA scheme
according to “UE security capabilities (security processing

4

capability of the mobile station UE)” included in the “Forward
Relocation Request”.
15 [0034]

For example, the security processing in the NAS includes
ciphering processing and integrity protection processing.
[0035]

In the ciphering processing in the NAS, a NAS message is

20 ciphered wusing a security processing parameter on the
transmitting side and the NAS message is decoded using a
security processing parameter on the receiving side.

[0036]

In the integrity protection processing in the NAS, a MAC

25 (e.g., 32 bit length) is calculated using the NAS message and
a security processing parameter, and is assigned to the NAS
message, on the transmitting side, and whether the NAS message

has been interpolated is determined by using the NAS message,

the security processing parameter and the MAC, on the receiving
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15[0034] For example, the security processing in the NAS includes ciphering processing and integrity
protection processing. [0035] In the ciphering processing in the NAS, a NAS message is 20 ciphered
using a security processing parameter on the transmitting side and the NAS message is decoded using a
security processing parameter on the receiving side. [0036] In the integrity protection processing in the
NAS, a MAC 25 (e.g., 32 bit length) is calculated using the NAS message and a security processing
parameter, and is assigned to the NAS message, on the transmitting side, and whether the NAS message
has been interpmiaied is determined by using the NAS message, the security processing parameter and
the MAC, on th (m/lng side. [0037] Furthermore, for example, "NULL", "AES", "Snow3G" and the
like are assume e ciphering processing algorithms of the 5 NAS, and "AES", "Snow3G" and the like
are assumed as mtegrmy;ptoteeﬁmmepmﬁzessiﬂgr@tg@rjthmm'the'm [06@38}w3G” Rurthetmore, "eKSI",
"NONCEIT,E" and the like are assumed as the curlty parameters of the NAS 10[0039 The

Forward Reloca]tlon ersepéﬁr?sséJ E}Snerator Unit't4'{s"cot |§L]fr%c t%sglélﬁera]&%% %rward Elocation

Response"sdesaribedabover0040] hbSpecifiealy  the Forwaid Relocation Responsgrgenerator
protection processing algorithms of the NAS.
[0038]

Furthermore, “eKSI”, “NONCEuww” and the like are assumed
as the security parameters of the NAS.

10 [0039]

The Forward Relocation Response generator unit 14 is
configured to generate the “Forward Relocation Response”
described above.

[0040]

15 Specifically, the Forward Relocation Response generator
unit 14 is configured to generate the “Forward Relocation
Response” including a transparent container
“RRCConnectionReconfig”, a security processing algorithm of
the NAS of the E-UTRA scheme and a security processing parameter

20 of the NAS of the E-UTRA scheme.

[0041]

The Forward Relocation Response generator unit 14 may be
configured to transmit the “Forward Relocation Responsel in
which a security processing algorithm of the NAS of the E-UTRA

25 scheme and the “NAS PDU (E-UTRA scheme)” including a security
processing parameter of the NAS of the E-UTRA scheme are
included into the transparent container
“RRCConnectionReconfig” (refer to Fig. 5 described later).

[0042]

13



unit 14 is configured to generate the "Forward Relocation Response” including a transparent container
"RRCConnectionReconfig", a security processing algorithm of the NAS of the E-UTRA scheme and a
security processing parameter 20 of the NAS of the E-UTRA scheme. [0041] The Forward Relocation
Response generator unit 14 may be configured to transmit the "Forward Relocation Responsel in which a
security processing algorithm of the NAS of the E-UTRA 25 scheme and the "NAS PDU (E-UTRA
scheme)" including a security processing parameter of the NAS of the E-UTRA scheme are included into
the transparent containéz'RR CiGonnrectonmReconfigt (refeet® Fig. rdescribethlatenej@042] Here,

the radio base station eNB of the E-UTRA scheme | igure include the "NAS PDU (E-UTRA
scheme)" into the rtlr%ln %ﬁ?é%f: con aclgr%r %E%%orgﬁgcf%%e%&%ﬁ%g . [56 urtﬁre]?rﬁo?gethe Forward
Relocation Respoasegenetator atibi4enay Rraonfigired daRclude imto the "Forward Relocation
Response”, the ([_)\Idozl% PDU (E-UTRA scheme)" including a security processing algorithm of the NAS of
the E-UTRA scIJieme And a security processing algorithm of the NAS of the E-UTRA 10 scheme

separately from the trapsparesnt contginereRRECGonnertionRecopfigh{kafentaFigre anddrig. 7 described
later). [0044] Here, the Forward Relocation Response generator unit 14 15 may be configured to perform

integrity protectidh protés<iiy o the NAS PBEENITRASHEMe) ™ U5ing B'Secufityf Bfocessing

algorithm of therNAS-ef thenErJIRA seheme andia seaqurityrparametes ifthe NASQftheld TRA scheme.
[0045] 20Alternatively, the Forward Relocation Response generator unit 14 may be configured to include

a security procéssSingHIgoHtRCoRRRINAS bf fie EXOTRA Seniive Und e sectriBfpf6E6dsing parameter

of the NAS of the, E-UTRA sehene.dnta-the: rionvayd-RelagaienRespanserasan information element
visible 25 on the SGSN interface 12, separately from the transparent container

"RRCConhRcticiREENfig" TRSTRF 86 Fig, 8 dé&GHbed [ak&r). transparent  container
“RRCConnectionReconfig” (refer to Fig. 6 and Fig. 7 described

later).
[0044]
Here, the Forward Relocation Response generator unit 14

15 may be configured to perform integrity protection processing
on the “NAS PDU (E-UTRA scheme)” using a security processing
algorithm of the NAS of the E-UTRA scheme and a security
parameter of the NAS of the UTRA scheme.

[0045]

20 Alternatively, the Forward Relocation Response generator
unit 14 may be configured to include a security processing
algorithm of the NAS of the E-UTRA scheme and a security
processing parameter of the NAS of the E-UTRA scheme, into the
“Forward Relocation Response” as an information element visible

25 on the SGSN interface 12, separately from the transparent
container “RRCConnectionReconfig” (refer to Fig. 8 described
later).

[0046]

As shown inFig. 3, theradio base station eNB of the E-UTRA

14



[0046] As shown in Fig. 3, the radio base station eNB of the E-UTRA scheme includes a MME interface
21 and an HO Request Ack generator unit 22. [0047] The MME interface 21 is an interface with the
switching 5 center MME of the E-UTRA scheme. [0048] Moreover,theMMEinterface21terminates
"Si-Application Protocol" to communicate with the switching center MME of the E-UTRA scheme.
10[0049] For example, the MME interface 21 is configured to transmit "HO Request Ack (Si
message)" to the radio base station eNB of the E-UTRA scheme, and to receive "HO Request (Si
message)" fronstheeswitching wénteraMMEof theE-LAFRA 3theme, 35 irfitheRrouedureAwkere the mobile
station UE performs handover fron&g first cell under the control of the radio base station NB of the UTRA
scheme to a seggﬁgrcaeﬂotfndlenr]tﬁe control of the radio base station eNB of the E-UTRA scheme. [0050]
20The HO RequestAck generator unit 22 is configured to generate the "HO Request Ack (Si message)”
described above. [0051T]h " M‘S.Epeciljlic%g%/, the HO Request @ckf%enerator UJIC‘lkI} 22 is %o?lfi%ured to select a
security processing algofithi of the AS 25 of the E-GTRA sehéme; ahd tb geRetdte & s&cdrity processing
parameter of thesAS ©f therE-Ui RAschemmeawben generating the "HO Request Ack (Si message)”.

[0048]

Moreover, the MME interface 21 terminates
“Sl-Application Protocol” to communicate with the switching
center MME of the E-UTRA scheme.

10 [0049]

For example, the MME interface 21 is configured to
transmit “HO Request Ack (S1 message)” to the radio base station
eNB of the E-UTRA scheme, and to receive *“HO Request (S1
message)” from the switching center MME of the E-UTRA scheme,

15 in the procedure where the mobile station UE performs handover
from a first cell under the control of the radio base station
NB of the UTRA scheme to a second cell under the control of the

radio base station eNB of the E-UTRA scheme.

[0050]

20 The HO Request Ack generator unit 22 is configured to
generate the “HO Request Ack (S1 message)” described above.
[0051]

Specifically, the HO Request Ack generator unit 22 is
configured to select a security processing algorithm of the AS
25 of the E-UTRA scheme, and to generate a security processing
parameter of the AS of the E-UTRA scheme, when generating the
“HO Request Ack (S1 message)”.
[0052]

Here, the HO Request Ack generator unit 22 may select a

15



[0052] Here, the HO Request Ack generator unit 22 may select a security processing algorithm of the AS
of the E-UTRA scheme according to "UE EPS security capabilities (security processing capability of the
mobile station UE)" included in the "HO request (51 message)". 5[0053] Alternatively, the HO
Request Ack generator unit 22 may select a security processing algorithm of the AS of the UTRA scheme
out of AS security algorithms of the UTRA scheme designated by "Allowed AS algorithms" included in the
"HO 10Request (51 message)". [0054] As shown in Fig. 4, the mobile station UE includes a handover
processor unit 3k andia NAS R sinaly zécumit 8200055 E5THe darndoyerprogassonanit 31 is

configured to perform a.processi uired in the handover .rocegure which is performed by the mobile
ctaton UE, froms & e SEi oy ot o e e b B eer R s U TR A e t0 2
second cell undesghe contrpl of thelradimbase stationieNB wf 20 the H-WERA scheme. {0056] For

example, the handover pr c s%%rstégit 31 is configured to calculate a security processing parameter of the

AS of the E-UTRASEeme; y using %ege"c'urity processing algorithm of the 25 NAS of the E-UTRA
scheme angl a sexsity processing parameter of NAS of the E-UTRA scheme. [0057] Furthermore,
the handover processor lut?gr%]é itsiggqfli/gugekget% 8e}r{feo(£rg1€2etc%rgtﬁ/ gre%ceefasLnogriql ralli(:torglgn%gi;/:ation using the
NAS !
select a security processing algorithm of the AS of the UTRA
scheme out of AS security algorithms of the UTRA scheme
designated by “Allowed AS algorithms” included in the “HO
10 Request (S1 message)”.
[0054]
As shown in Fig. 4, the mobile station UE includes a
handover processor unit 31 and a NAS PDU analyzer unit 32.
[0055]
15 The handover processor unit 31 is configured to perform
a processing required in the handover procedure, which is
performed by the mobile station UE, from a first cell under the
control of the radio base station NB of the UTRA scheme to a
second cell under the control of the radio base station eNB of
20 the E-UTRA scheme.
[0056]
For example, the handover processor unit 31 is configured
to calculate a security processing parameter of the AS of the
E-UTRA scheme, by using a security processing algorithm of the
25 NAS of the E-UTRA scheme and a security processing parameter
of NAS of the E-UTRA scheme.
[0057]
Furthermore, the handover processor unit 31 is configured

to perform security processing in a communication using the NAS
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of the E-UTRA scheme, by using a security processing algorithm of the NAS of the E-UTRA scheme and
a security processing parameter of the NAS of the E-UTRA scheme, and to perform security processing
in a communication using the AS of the 5 E-UTRA scheme, by using a security processing algorithm of
the AS of the E-UTRA scheme and a security processing parameter of the AS of the E-UTRA scheme.
[0058] The NAS PDU analyzer unit 32 is configured to determine 10 whether the received "NAS PDU
(E-UTRA scheme)" has been interpolated by performing integrity protection processing using a security
processing algarithoh ofRhE T#'ASs ohtive=E-UNT RAiSChemesand & sepuntyeprocessing parammeter of the NAS

of the E-UTRA scheme. 059] T gih% dover processor unit 31 is.configured to notify a handover
source radio ac%(és?g%pﬁr% us ?fo}:}el?(arap e, t%e ?%i%mceon?rrﬁs?ati%%cﬁﬁ chr areoscv?/ﬁc%rﬁa center SGSN)
that the handoves proeedurecddescribedabove faited, BvhERthesNASIPD UL 20 abalyzer finitnd32 determines
that the "NAS PDU (E-UTRA scheme)" has been interpglated. [0060], (Operation of Mobile
communication Systém AcESrdig fo Ritst Entbodihent of the Predtnt' Iivention) 25Exemplary operations
1 to 4 of the mabilecomsrunricationysysteny accarding: to the fiestembgdimest of the preseat invention are
described referring to Fig. 5 to Fig. 9. Specifically, a handover procedure of the mobile station UE from a
first cell under tha 85nfr€?o¥ﬂ[fg‘?%dﬁ)ci3§§‘§ Staffon RBSGFtheYUTRA Sthehfe k6 2786¢dd @Il under the
control of the radi@ basestation eNByof the EnUARA scheme is described. [0061] First, the
exemplary operation 1 of the mobile 5 communication system according to the first embodiment of the
present inventior? {déscribed referring to Fig. 5. [0062]

The NAS PDU analyzer unit 32 is configured to determine

10 whether the received #“NAS PDU (E-UTRA scheme)” has been
interpolated by performing integrity protection processing
using a security processing algorithm of the NAS of the E-UTRA
scheme and a security processing parameter of the NAS of the
E-UTRA scheme.

15 [0059]

The handover processor unit 31 is configured to notify
a handover source radio access apparatus (for example, the radio
control station RNC or the switching center SGSN) that the
handover procedure described above failed, when the NAS PDU

20 analyzer unit 32 determines that the “NAS PDU (E-UTRA scheme)”
has been interpolated.

[0060]
(Operation of Mobile communication System According to First
Embodiment of the Present Invention)

25 Exemplary operations 1 to 4 of the mobile communication
system according to the first embodiment of the present
invention are described referring to Fig. 5 to Fig. 9.
Specifically, a handover procedure of the mobile station UE from

a first cell under the control of the radio base station NB of
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As shown in Fig. 5, in step S1001, a mobile station UE communicating in the first cell under the control of
the radio 10 base station NB of the UTRA scheme transmits "Measurement Report" to a radio control
station RNC of the UTRA scheme. [0063] In step S1002, the radio control station RNC of the UTRA
scheme transmits "Relocation Request” to a switching center 15 SGSN of the UTRA scheme. [0064]

In step S1003, the switching center SGSN of the UTRA scheme transmits "Forward Relocation Request"
to a switching center MME of the E-UTRA scheme. 20[0065] Here, the "Forward Relocation Request”
includes "OK", IK&, UK8E' andeUE tsecustyccaphlHitie st repre serting the sécufityipraocessimg capability of

the mobile statign UE, which are ﬁ;%c%r%ty@{gclggﬁi?%ﬁaé%eters of the NAS of the UTRA 25scheme.

[0066] The securlt§0€apea ilities" includes Iggcﬁrslty gapakﬁ ities™ representing the security

processing capability. of the mobile station UE in the E-UTRA scheme. [0067] The "UE security

capabilities” may include informati n eleerggnts gerpresentelr} EQ% sec%rltyo%rocessmg capability of the

mobile station UE in the UTRA schsme andngt%eﬁfadf) access b5schemes. [Ob%%] TaRS é%)eS1004,the
switching centes dMImattheibrUIRA em according to the first embodiment of the
present invention is described referring to Fig. 5.
[0062]
As shown in Fig. 5, in step S1001, a mobile station UE
communicating in the first cell under the control of the radio
10 base station NB of the UTRA scheme transmits *“Measurement
Report” to a radio control station RNC of the UTRA scheme.
[0063]
In step S1002, the radio control station RNC of the UTRA
scheme transmits *“Relocation Request” to a switching center
15 SGSN of the UTRA scheme.
[0064]
In step S1003, the switching center SGSN of the UTRA scheme
transmits “Forward Relocation Request” to a switching center
MME of the E-UTRA scheme.
20 [0065]
Here, the “Forward Relocation Request” includes “CK”,
“IK"”, *"“KSI” and "“UE security capabilities” representing the
security processing capability of the mobile station UE, which
are security processing parameters of the NAS of the UTRA
25 scheme.
[0066]
The “UE security capabilities” includes “UE EPS security
capabilities” representing the security processing capability

of the mobile station UE in the E-UTRA scheme.
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scheme generates "NONCEmMmE".Here, the "NONCEmMmME" is a randomly selected bit string of 32 bit
length. 10 [0069] Furthermore,theswitching center MME of the E-UTRA "KAsmE" scheme
generatesfrom Formula(1).

[0067]

The “UE security capabilities” may include information
elements representing the security processing capability of the
mobile station UE in the UTRA scheme and other radio access

5 schemes.
[0068]

In step S1004, the switching center MME of the E-UTRA
scheme generates “NONCEwgs”. Here, the “NONCEwg” is a randomly
selected bit string of 32 bit length.

10 [0069]

Furthermore, the switching center MME of the E-UTRA
scheme generates “Kasyg” from Formula (1).

[0070]

Kaswe=KDF (CK| |IK, NONCEwg) .. Formula (1)

15 Furthermore, the switching center MME of the E-UTRA
scheme generates “eKSI” from Formula (2).
[0071]
eKSI=KSI .. Formula (2)
In step S1005, the switching center MME of the E-UTRA
20 scheme sets “NAS DL COUNT” and “NAS UL COUNT” to “0”, and then
generates “Keyg” from Formula (3). Here, the “NAS DL COUNT” is
a sequence number of the NAS message of the E-UTRA scheme in
the downlink, and the #“NAS UL COUNT” is a sequence number of
the NAS message of the E-UTRA scheme in the uplink.
25 [0072]

Keng=KDF (Kaswg, NAS UL COUNT) .. Formula (3)

In step S1006, the switching center MME of the E-UTRA
scheme selects a security processing algorithm of the NAS of

the E-UTRA scheme according to the “UE EPS security
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[0070] KAsmE=KDF(CK1K,NONCEmE)Formula(1) 15 Furthermore,theswitching center MME
scheme generates "eKSI" from Formula(2). of the E-UTRA

capabilities”.
[0073]
In step S1007, the switching center MME of the E-UTRA
scheme transmits “HO Request (S1 message)” to the radio base
5 station eNB of the E-UTRA scheme.
[0074]
Here, the *“HO Request (S1 message)” includes “Kexs”,
“allowed AS algorithms” and “UE EPS security capabilities”.
The “HO Request (S1 message)” may not include “allowed AS
10 algorithms”.
[0075]
Furthermore, the “HO Request (S1 message)” includes “NAS
PDU (E-UTRA scheme)” including “eKSI”, “NONCEwg"” and “selected
NAS algorithm” as a transparent container. Here, the “selected
15 NAS algorithm” represents a security processing algorithm of
the NAS of the E-UTRA scheme selected in step S1006.
[0076]
In step S1008, the radio base station eNB of the E-UTRA
scheme selects one security processing algorithm of the AS of
20 the E-UTRA scheme out of security processing algorithms of the
AS of the E-UTRA designated by the “allowed AS algorithms”
according to the “UE EPS security capabilities”.
[0077]
Specifically, a ciphering processing algorithm of the AS
25 of the E-UTRA scheme and an AS integrity protection processing
algorithm of the AS of the E-UTRA scheme are selected.
[0078]
In step S1009, the radio base station eNB of the E-UTRA

scheme transmits “HO Request Ack (S1 message)” to the switching
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[0071] eKSI=KSI... Formula(2) In step S1005,the switching center MME of the E-UTRA 20 scheme
sets "NAS DL COUNT" and "NAS UL COUNT" to "0", and then generates "KeNB" from Formula (3). Here,
the "NAS DL COUNT" is a sequence number of the NAS message of the E-UTRA scheme in the
downlink, and the "NAS UL COUNT" is a sequence number of the NAS message of the E-UTRA scheme
in the uplink. 25[0072] KeNB=KDF (KAsmE, NAS UL COUNT) ... Formula (3) In step 51006, the
switching center MME of the E-UTRA scheme selects a security processing algorithm of the NAS of the
E-UTRA schemesacteordiitytoothe- HOEFERP SR cerrityeme -

[0079]
The “HO Request Ack (S1 message)” includes a transparent
container “RRCConnectionReconfig”, which includes “selected
5 AS algorithm” and “NAS PDU” including “eKSI”, “NONCEwg” and
“selected NAS algorithm”. The “selected AS algorithm”
represents the security processing algorithm of the AS of the
E-UTRA scheme selected in step S1008.
[0080]

10 In step S1010, the switching center MME of the E-UTRA
scheme transmits, to the switching center SGSN of the UTRA
scheme, “Forward Relocation Response” including the
transparent container “RRCConnectionReconfig”.

[0081]

15 Instep S1011, the switching center SGSN of the UTRA scheme
transmits, to the radio control station RNC of the UTRA scheme,
“Relocation Command” including the *“RRCConnectionReconfig”.
[0082]

In step S1012, the radio control station RNC of the UTRA

20 scheme transmits, to the mobile station UE, “HOfromUTRACommand
(handover command message)” including the transparent
container “RRCConnectionReconfig”.

[0083]
In step S1013, the mobile station UE extracts “NAS PDU

25 (E-UTRA scheme)” included in the received “HOfromUTRACommand”
and generates “Kasug” from Formula (4) using “NONCEuwg” included
in “NAS PDU (E-UTRA scheme)” and “CK” and “IK” used in a
communication before handover.

[0084]
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capabilities”. [0073] In step S1007, the switching center MME of the E-UTRA scheme transmits "HO
Request (Si message)" to the radio base 5 station eNB of the E-UTRA scheme. [0074] Here, the "HO
Request (Si message)" includes "KeNB", "allowed AS algorithms" and "UE EPS security capabilities".
The "HO Request (Si message)" may not include "allowed AS 10algorithms". [0075] Furthermore, the
"HO Request (Si message)"” includes "NAS PDU (E-UTRA scheme)" including "eKSI", "NONCEmmE" and
"selected NAS algorithm™ as a transparent container. Here, the "selected 15 NAS algorithm" represents a
security processing algétithrkKof thecKAS 5f thOECBRA schemeuselected in step 51006. [0076] In
step 51008, the radio base St%[iiolneesl\tl_% oif theUE-UTRA scheme siglegtsK%qe, %ecuri{:y Qroclessing algorithm

nerate the a

of the AS of 20 the E- A"Schemé out o I§ecurrrllijyp(%(e)ces&ng a gorit?"lms of the AS of the E-UTRA
designated by the)'allowed:ASnalgetithm&X according ta thet e EPSnsedurity capabiitiess [0077]
Specifically, a Cﬂ%r}%rénvg Processing algorithm of the AS 25 of the E-UTRA scheme and an AS integrity
protection processing a?gdrithm of the AS of the E-UTRA scheme are selected. [0078]

5 [0085]

eKSI=KSI .. Formula (5)

Here, the mobile station UE may use the “eKSI” included
in the “NAS PDU (E-UTRA scheme)” within the received
“HOfromUTRACommand”, instead of the “eKSI” generated from

10 Formula (5) in the security processing in the NAS of the E-UTRA
scheme.
[0086]

In step S1014, the mobile station UE sets “NAS DL COUNT”

and “NAS UL COUNT” to “0”, and then generates “Key” from Formula
15 (6).
[0087]

Keng=KDF (Kasvg, NAS UL COUNT) .. Formula (6)

In step S1015, the mobile station UE transmits, to the
radio base station eNB of the E-UTRA scheme,

20 “RRCConnectionReconfigurationComplete (AS message of the
E-UTRA scheme)” subjected to security processing in the AS of
the E-UTRA scheme using “Kexs” .
[0088]
Here, the mobile station UE performs the integrity
25 protection processing on the “NAS PDU (E-UTRA scheme)” included
in the “HOfromUTRACommand” with a security processing algorithm
of the NAS of the E-UTRA scheme (“AES” and the like) using “Kasug”
and “eKSI” to determine whether the “NAS PDU (E-UTRA scheme)”

has been interpolated. If it has been determined that the “NAS
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In step 51009, the radio base station eNB of the E-UTRA scheme transmits "HO Request Ack (Si
message)" to the switching center MME of the E-UTRA scheme. [0079] The "HO Request Ack (Si
message)" includes a transparent container "RRCConnectionReconfig”, which includes "selected 5 AS
algorithm™ and "NAS PDU" including "eKSI", "NONCE=" and "selected NAS algorithm". The "selected AS
algorithm” represents the security processing algorithm of the AS of the E-UTRA scheme selected in step
S1008. [0080] 10In step S1010, the switching center MME of the E-UTRA scheme transmits, to the
switching centeP 3G SN b Bie 44TRAsCheme BEorwardeRelotation Relsponse! irchiding tne transparent

container "RRC nectionReconfig". [0081] 15In ste %E))_l?k.the itching.center SGSN of the UTRA
scheme transm%%?%?ﬁes%l i%’cgﬁ%oﬁétgﬁé%%ﬁ%}%fpa% Oélc%\gr%]é),r"lg}elfoggtllotnc ommand”
including the "RRGCenrextionReconfigRI0082Eme, an As siep<SH@12fthesadicaontralrstation RNC of

the UTRA 20 scheme transmits, to the mobile station UE, "HOfromUTRACommand (handover command
message)" inclding the tFanspatent container "RRCEBRNERNIGARERINTY" -[0083] T Sfep-51013, the
mobile station W exiacts "NAS PR ed.

[0089]

In step S1016, the radio base station eNB of the E-UTRA
scheme transmits, to the switching center MME of the E-UTRA
scheme, “HO Complete (S1 message)”.

10 [0090]

In step S1017, the switching center MME of the E-UTRA
scheme transmits, to the switching center SGSN of the UTRA
scheme, “Forward Relocation Complete”, and in step S1018, the
switching center SGSN of the UTRA scheme transmits, to the

15 switching center MME of the E-UTRA scheme, “Forward Relocation
Complete Ack”.

[0091]

Secondly, the exemplary operation 2 of the mobile
communication system according to the first embodiment of the

20 present invention is described referring to Fig. 6.

[0092]

As shown in Fig. 6, operations in steps S2001 to 2006 are
the same as the operations in steps S1001 to S1006 in Fig. 5.
[0093]

25 In step S2007, the switching center MME of the E-UTRA
scheme transmits “HO Request (S1 message)” to the radio base
station eNB of the E-UTRA scheme.

[0094]

Here, the *“HO Request (S1 message)” includes “Kez”,
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25 (E-UTRA scheme)" included in the received "HOfromUTRACommand" and generates "KASME" from
Formula (4) using "NONCE="included in "NAS PDU (E-UTRA scheme)" and "CK" and "IK" used in a
communication before handover. [0084] KASDE =KDF (CK11IK, NONCEmMmE) ... Formula (4) The
mobile station UE may generate the "eKSI" from Formula (5) by using the "KSI" used in the
communication before handover. . 5[0085] eKSI=KSI . Formula (5) Here, the mobile station UE may
use the "eKSI" included in the "NAS PDU (E-UTRA scheme)" within the received
"HOfromUTRACGGmMmart!, tstedd of thateK Sithgeri@rateéd fromm d@rEormulac@) i the seturity processing

in the NAS of the E-lJTRA scheme. 86 In step 51014, the mobijle station UE sets "NAS DL
COUNT- and MRS UL to 10, K7 G bor e Tk eN- Fiom Eorratia 155 1o087)
KeNB=KDF (KASN&; NAG4IL COUNT) ... Formula (6) In step 51015, the mobile station UE
transmits, to the r %i basestationeNBoftheE-UTRAscheme, 20

"RRCConnectio[n eanfigurationCompIete (AS message of the E-UTRA scheme)" subjected to security

processingsn the AS ofithenkHUTRA seheme rsige'9<eNB" {00884 ) 7 does not include
the “NAS PDU” including “eKSI”, “NONCEwg” and “selected NAS
algorithm” shown in Fig. 5, as a transparent container.
[0096]
In step S2008, the radio base station eNB of the E-UTRA

10 scheme selects one security processing algorithm of the AS of
the E-UTRA scheme out of security processing algorithms of the
AS of the E-UTRA designated by the “allowed AS algorithms”
according to the “UE EPS security capabilities”.

[0097]

15 Specifically, a ciphering processing algorithm of the AS
of the E-UTRA scheme and an integrity protection processing
algorithm of the AS of the E-UTRA scheme are selected.
[0098]

In step S2009, the radio base station eNB of the E-UTRA

20 scheme transmits “HO Request Ack (S1 message)” to the switching
center MME of the E-UTRA scheme.

[0099]
The “HO Request Ask (S1 message)” includes the
transparent container “RRCConnnectionReconfig”. Also, the

25 transparent container “RRCConnectionReconfig” includes
“selected AS algorithm” only, and does not include “NAS PDU
(E-UTRA scheme)” including “eKSI”, “NONCEwg” and “selected NAS
algorithm” shown in Fig. 5.

[0100]
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Here, the mobile station UE performs the integrity 25 protection processing on the "NAS PDU (E-UTRA
scheme)" included in the "HOfromUTRAComrrand"” with a security processing algorithm of the NAS of the
E-UTRA scheme ("AES" and the like) using "KAsmE" and "eKSI" to determine whether the "NAS PDU
(E-UTRA scheme)" has been interpolated. If it has been determined that the "NAS PDU (E-UTRA
scheme)" has been interpolated, the mobile station UE transmits, to the radio control station RNC or the
switching center SGSN of the UTRA scheme, an AS message of the UTRA scheme or a NAS message of
the UTRA scheme notifying tlat thediandover Sprocedure hasfadedMj0089] thelnEstépr31016, the radio
base station eNBlgf the E-UTRA %che e trahnsmits., to the switchin C%I&t&{’] I\/(I) E‘i\%‘f tréglj?UTRA scheme,
0

"HO Complete @f rennéessagr;%?'?r% 0090 - fn sstvé;l)%fdf? the 'swi ching center M t%e E-UTRA
scheme transmitshtonthe switthing:eenteREGSN of the URRA-seherme, "Focwasd Relocatien Complete”,
and in step S1018, the switching center SGSN of the UTRA scheme _transmits, to the 15 switching center

MME of the E-UTRASEHEMe, “Forward Relocation CSmplets ek [0091] Secondly, the exemplary
operation 20f the mabile communication system according to the first embodiment of the 20 present
invention is described referring to Fig. 6. .
Here, "the switching center MME of the E-UTRA scheme
includes, into the “Forward Relocation Response”, the “NAS PDU
(E-UTRA scheme)” including the “eKSI”, the “NONCEwg” and the
“selected NAS algorithm” shown in Fig. 5, separately from the
10 transparent container “RRCConnectionReconfig”.
[0102]
Instep S2011, the switching center SGSN of the UTRA scheme
transmits, to the radio control station RNC of the UTRA scheme,
“Relocation Command” including the transparent container
15 “RRCConnectionReconfig” and “NAS PDU (UTRA scheme)”.
[0103]
Here, the “NAS PDU (E-UTRA scheme)” received from the
switching center MME of the E-UTRA scheme is included into “NAS
PDU (UTRA scheme)”, and then transmitted by the switching center
20 SGSN of the UTRA scheme.
[0104]
In step S2012, the radio control station RNC of the UTRA
scheme transmits, to the mobile station UE, “HOfromUTRACommand
(handover command message)” including the transparent
25 container “RRCConnectionReconfig” and “NAS PDU (UTRA scheme) ”.
[0105]
Operations in step S2013 to step S2018 thereafter are same
as operations in step S1013 to step S1018 shown in Fig. 5.

[0106]
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[0092] As shown in Fig. 6, operations in steps S2001 to 2006 are the same as the operations in steps
S1001 to S1006 in Fig. 5. [0093] 25In step S2007, the switching center MME of the E-UTRA scheme
transmits "HO Request (51 message)" to the radio base station eNB of the E-UTRA scheme. [0094] Here,
the "HO Request (51 message)"” includes "Kem3", "allowed AS algorithms" and "UE EPS security
capabilities”. The "HO Request (Si message)" may not include the "allowed AS algorithms". [0095]
5Meanwhile, the "HO Request (Si message)" does not include the "NAS PDU" including "eKSI",
"NONCENME" and "selected INAS algerithrerghiowny in fig.rs.tasa tr@nsparenteontainerl $0096] In step
S2008, the radio base station eNB of the E-UTRA 10 %%h%r}qg §elec£s gng?sofe.curit)é proce sing algorithm

of the AS of theclgmufﬁfb\cggﬁeor%esgﬁttg sgglfr?@ plr%%essmg algéﬁtﬁms% e 'AS of the E-UTRA

designated by the<c'allawetrASralgorithias'caccordingita-thies U E kP Scsecusity tapabilities”. [0097]
15Specifically, a (S:il%h7e]ring processing algorithm of the AS of the E-UTRA scheme and an integrity
protection proceLssing

5 As shown in Fig. 7, operations in steps S3001 to S3011

are the same as the operations in steps 52001 to S2011 in Fig.
6.
[0108]
In step S3012A, the radio control station RNC of the UTRA
10 scheme transmits, to the mobile station UE, “Direct Transfer
(AS message)” including “NAS PDU (UTRA scheme)” included in the
“Relocation Command” received from the switching center SGSN
of the UTRA scheme separately from the transparent container
“RRCConnectionReconfig”.
15 [0109]

In step S3012, the radio control station RNC of the UTRA
scheme transmits, to the mobile station UE, “HOfromUTRACommand
(handover command message)” including the transparent
container “RRCConnectionReconfig” but not including “NAS PDU

20 (UTRA scheme)” and “NAS PDU (E-UTRA scheme)”.
[0110]

Here, the “Direct Transfer” and “HOfromUTRACommand” may
be transmitted via the same radio bearer ensuring the sequence
so that the receiving sequence of the “Direct Transfer” and the

25 “HOfromUTRACommand” in the mobile station UE is ensured.
[0111]

Alternatively, the radio control station RNC of the UTRA

scheme may be configured to transmit “HOfromUTRACommand” after

the mobile station UE has transmitted a response signal to
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algorithm of the AS of the E-UTRA scheme are selected. [0098] In step S2009, the radio base
station eNB of the E-UTRA 20 scheme transmits "HO Request Ack (51 message)" to the switching center
MME of the E-UTRA scheme. [0099] The "HO Request Ask (51 message)" includes the transparent
container "RROConnnectionReconfig”. Also, the 25 transparent container "RROConnectionReconfig"
includes "selected AS algorithm™ only, and does not include "NAS PDU (E-UTRA scheme)" including
"eKSI", "NONCE=" and "selected NAS algorithm" shown in Fig. 5. [0100] In step S2010, the
switching centet MMEcof The ks BIRA @chemestigrsofits o tHRawitcheng centert3G3SN&f the UTRA
scheme, "Forw%%j @gg%cagr%r%foenng%se" i%gleu ' tge tranes%argr%te%oenlt\a}%r}ﬂ:'}'lFéF%CConngectionReconfig".
5[0101] Here,rt]he switching center of the -Glf‘ﬁk scheme includes, into the "Forward
Relocation Respopse’, theSNASBBYE(E4JTRA stireme) Hackiding the "eKSI", the "NONCEIT,E" and the

"selected NAS al%orlﬁhm" shown in Fig. 5, separately from the 10 transparent container

"RRCConnectio[n elcdnfig". [0102] In step 52011, the switching center SGSN of the UTRA scheme

transmits, to the radio eanttelrstation RN G ohtheyUTRA schemey,cRelosatinatComemand liscluding the
transparent container 15 "RRCConnectionReconfig" and "NAS PDU (UTRA scheme)", [0103] Here,
the "NAS PDU {EAFFRA YEnemid) ™ Petaived Frothtne switthing BertdimiiE ofthd BSUTRA scheme is

included into "NAS 8RY {ITRA schemey spangthen iaagmitted-by the switching eentes 20 SGSN of the
UTRA scheme. [0104]

Transfer”, the switching center SGSN of the UTRA scheme notifies,
to the radio control station RNC of the UTRA scheme, a reception

10 of thereception signal after receiving the response signal (NAS
message of the UTRA scheme), and the radio control station RNC
of the UTRA scheme transmits the “HofromUTRACommand” after
receiving the notification.

[0113]

15 Operations in step S3013 to step S3018 thereafter are same
as operations in step S1013 to step S1018 shown in Fig. 5
[0114]

Fourthly, the exemplary operation 4 of the mobile
communication system according to the first embodiment of the

20 present invention is described referring to Fig. 8.

[0115]

As shown in Fig. 8, operations in steps S4001 to 4009 are
the same as the operations in steps S3001 to S3009 in Fig. 7.
[0116]

25 In step S4010, the switching center MME of the E-UTRA
scheme transmits, to the switching center SGSN of the UTRA
scheme, “Forward Relocation Response” including the
transparent container “RRCConnectionReconfig”.

[0117]
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In step 52012, the radio control station RNC of the UTRA scheme transmits, to the mobile station UE,
"HOfromUTRACommand (handover command message)" including the transparent 25 container
"RRCConnectionReconfig" and "NAS PDU (UTRAscheme)". [0105] Operations instepS2013
tostepS2018thereafteraresame as operations in step S1013 to step S1018 shown in Fig. 5. [0106]

Thirdly, the exemplary operation 3 of the mobile communication system according to the first embodiment
of the present invention is described referring to Fig. 7. [0107] 5As shown in Fig. 7, operations in steps
53001 to 53011 are théisame ashthesoperations ircsteps52001 tof5201d B FIGRE. [0t08nmstep 530 12A,
the radio control staitioop I;ENC.of the ltJTRA,JFOOscheme Hg?smjts to_the mobile, statj,oel%yﬁﬁ "Direct Transfer

(AS message)"llﬁl&ualneg “NAS PDU (}fﬁ'RA sC Wearﬁg)" inclided l|11n the "Relocation Command” received

from the switchirgocenter. SGSNiof the LERASCherme saparatelyiromethettranspatens caritainer
"RRCConnectionReconfig". 15[0109 In step 53012, the radio control station RNC of the UTRA
scheme transmits, {0 aetrln%rfi)ileesjfa ion' [’Jﬁ "HOTRMOT Cor%?noé“nd &%%do%?%g thahd message)"”
including the transpaseateontareciRRECaestionRegonfig” but not including "NAS PDU 20(UTRA
scheme)" and "NAS PDU (E-UTRA scheme)”. [0110] Here, the "Direct Transfer" and
"HOfromUTRACdGMand" may be transmitted via the same radio bearer ensuring the sequence so that

the receiving sequenceraf the-Diractifransters angdither2s HOframUTRAGommand:' intha mobile station
UE is ensured. [0111]

scheme generates and transmits, to the mobile station UE, “NAS
PDU (UTRA scheme)” including “eKSI”, “NONCEwg"” and “selected

10 NAS algorithm” included in the “Forward Relocation Response”,
and in step S4011B, receives, from the mobile station UE, “Ack”
indicating receipt of the “NAS PDU (UTRA scheme)” described
above.

[0119]

15 Instep S4011, the switching center SGSN of the UTRA scheme
transmits, to the radio station RNC of the UTRA scheme,
“Relocation Command” including the transparent container
“RRCConnectionReconfig” but not including *“eKSI”, “NONCEwg”
and “selected NAS algorithm” described above.

20 [0120]

In step S4012, the radio control station RNC of the UTRA
scheme transmits, to the mobile station UE, “HOfromUTRACommand
(handover command message)” including the transparent
container “RRCConnectionReconfig” but not including “eKSI”,

25 “NONCEwr"” and “selected NAS algorithm” described above.
[0121]

Operations in step S4013 to step S4018 thereafter are same
as operations in step S1013 to step S1018 shown in Fig. 5.

[0122]
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Alternatively, the radio control station RNC of the UTRA scheme may be configured to transmit
"HOfromUTRACommand" after the mobile station UE has transmitted a response signal to "Direct
Transfer" (AS message of the UTRA scheme) and the radio control station RNC of the UTRA scheme has
received the response signal (AS message of the UTRA scheme). [0112] 5Alternatively, configuration
may be such that the mobile station UE transmits a response signal (NAS message of the UTRA scheme)
for the "NASPDU (UTRA scheme)" included in the "Direct Transfer", the switching center SGSN of the
UTRA scheme notifiesFtofthelradio tontral:statidm RN CopkthetUFRA Schemef ageceptioh<l0 of the
reception signal after receiving the response signal %I?I S message of the UTRA scheme), and the radio
control station RNC of the UT A%ﬁ%%ne Eflrcacnos%r’n(r% S £ QH%FO?&%A (;%rﬁ%lanﬁe Scaffég;n tr%)lceeiving the
notification. [01¢3F160@petatians imstepsS3613 10 istep S30IB-theyeatteFare. same as operations in step
S1013 to step S]OOl 83Hs1hown in Fig. 5 [0114] Fourthly, the exemplary operation 4 of the mobile
communication Lsys em according to the first embodiment of the 20 present invention is described
referring tosFig. 8. [0118} shoAs Showinin Big.odcoperationsiin stepssSA00dita 400are the same as the
operations in steps S3001 to S3009 in Fig. 7. [0116] 25In step S4010, the switching center MME of the
E-UTRA scheme franéhifit< To tHE SWitciihg Yenter SEER the U TRA Stheme ™Forivard Relocation

Response" inclyding4he transparent container "RRCConnectionReconfig". [0117]

In step S5007, the switching center MME of the E-UTRA
scheme transmits “HO Request (S1 message)” to the radio base
10 station eNB of the E-UTRA scheme.
[0125]
Here, the *“HO Request (S1 message)” includes “Kex”,
“allowed AS algorithms”, “UE EPS security capabilities”, “eKSI1”,
“NONCEwg” and “selected NAS algorithm”. The “HO Request (Sl

”

15 message)” may not include the “allowed AS algorithms”.
[0126]

In step S5008, the radio base station eNB of the E-UTRA
scheme selects one security processing algorithm of the AS of
the E-UTRA scheme out of security processing algorithms of the

20 AS of the E-UTRA designated by the “allowed AS algorithms”
according to the “UE EPS security capabilities”.
[0127]
Specifically, a ciphering processing algorithm of the AS
of the E-UTRA scheme and an integrity protection processing
25 algorithm of the AS of the E-UTRA scheme are selected.
[0128]
In step S5009, the radio base station eNB of the E-UTRA

scheme transmits “HO Request Ack (S1 message)” to the switching

center MME of the E-UTRA scheme.
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Here, the switching center MME of the E-UTRA scheme includes, into the "Forward Relation Response”,
"eKSI", "NONCEmME" and "selected NAS algorithm" each serving as information elements, separately
from the transparent 5 container "RRCConnectionReconfig". [0118] In step S4011A, the switching
center SGSN of the UTRA scheme generates and transmits, to the mobile station UE, "NAS PDU (UTRA
scheme)" including "eKSI", "NONCEIT,E" and "selected 10 NAS algorithm™ included in the "Forward
Relocation Response”, and in step 540113, receives, from the mobile station UE, "Ack" indicating receipt
of the "NAS PDW{YPRA scheme)" described above. [0119] 15In step S4011, the switching center SGSN
of the UTRA scheme transmits, to the radio station RNC_of the UTRA scheme, "Relocation Command"
including the transparer%‘%onti?éer téﬁF?I%EZGC,SotnneEE: %nl—l{\gs:clonfll&ﬁ%%?%% inclﬁ&i%%]qlée?(%I",It‘g\fONCE:" and
"selected NAS algorithmt descrilbed abover 20[0AR0f onndatstepidd?; the radiercontrohstation RNC of
the UTRA scheme transmits, to the mobile statign UE, "HOfromUTRACommand (handover command
message)" incliding the trahsparent contsiher "R%S(%ﬁﬁ%gﬁ&r?ﬁfe{(ezgﬁﬁgﬁlgut not IHclUdIRG "eKSI", 25
"NONCEmME" and &selected NAS ajgerithimm”deseniyad aboven{@l2l] andOpeeationsinstepS4013
tostepS4018thereafteraresame as operations in step S1013 to step S1018 shown in Fig. 5. [0122]
Fifthly, the exerfpfry opdfation 5 of the mobile communication system according to the first embodiment
of the present invaniton is described referring to Fig. 9 [0123] 5As shown in Fig. 9, operations in steps
S5001 to 5006 are

Operations in step S5010 to step S5018 thereafter are same
as operations in step S1010 to step S1018 shown in Fig. 5.
10 [0131]
(Advantageous Effects of the Mobile Communication System
According to First Embodiment of the Present Invention)
In the mobile communication system according to the first
embodiment of the present invention, the mobile station UE can
15 appropriately carry over the NAS security parameters of the UTRA
scheme and the AS security parameters of the UTRA scheme as the
NAS security parameters of the E-UTRA scheme and the AS security
parameters of the E-UTRA scheme in a handover procedure from
a cell under the control of a radio base station NB of the UTRA
20 scheme to a cell under the control of a radio base station eNB
of the E-UTRA scheme.
[0132]
Furthermore, as exemplary shown in Fig. 5 to Fig. 8, in
the mobile communication system according to the first
25 embodiment of the present invention, the “selected NAS
algorithm” representing the security processing algorithm of
the NAS of the E-UTRA scheme and the “eKSI” and the “NONCEwuu”
representing security processing parameters of the NAS of the

E-UTRA scheme are configured not to be included directly in the
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the same as the operations in steps S1001 to S1006 in Fig. 5. [0124] In step S5007, the switching
center MME of the E-UTRA scheme transmits "HO Request (Si message)" to the radio base 10 station
eNB of the E-UTRA scheme. [0125] Here, the "HO Request (Si message)" includes "Kel\m".
"allowedASalgorithms", "UEEPSsecuritycapabilities”, "eKSI", "NONCEIT,E" and "selected NAS
algorithm”. The "HO Request (Si 15 message)" may not include the "allowed AS algorithms". [0126]

In step S5008, the radio base station eNB of the E-UTRA scheme selects one security processing
algorithm of the"AB@fdthedet i TRAsSchehe butlof gecurityproce ssing atgouthms ofERBTXRAS of the

E-UTRA designat%%rrkl)g the " yowed AS aIGglorith s" ac%zrdir%to the "UE EPS secy ité/ I&g\\gabilities".
t C

[0127] Specificaslﬁ/, acip Seﬁﬂgoprr%%%é)lﬂg aﬁ:j%erlrfhr%’ of the AS *"of ﬁ%&?ﬂﬁ-ﬁﬂ scheme and an integrity

protection processing25 algosithimief theiAS ofthe E-UTRA scheme are selected. [0128] In step
S5009, the radi Ol:)lagse station eNB of the E-UTRA scheme transmits "HO Request Ack (Si message)" to
the switching ¢ nterMME of the E-UTRA scheme. [0129] The "HO Request Ack (Si message)"
includes the transparentrcontaines 1 RRE&onnectionRecentia'smad the dangparemcontainer

"RRCConnectionReconfig" includes 5 "selected AS algorithm”, "eKSI", "NONCEmmE" and "selected NAS
EﬂgOthﬁfﬂ[OlgﬁTbOdlment of the present invention, when the “NAS PDU (E-UTRA

4

scheme)” is interpolated at a radio base station eNB of the
E-UTRA scheme neighboring the user, such handover procedure may
be terminated by performing integrity protection on the “NAS

10 PDU” including the “selected NAS algorithm”, the “eKSI” and the
“NONCEwme" .

[0134]
Note that operation of the above described mobile station
UE, the radio base station NB/eNB, the switching center SGSN/MME

15 and the radio control station RNC may be implemented by means
of hardware, a software module executed by a processor, or a
combination of both.

[0135]
The software module may be provided in any type of storage

20 medium such as an RAM (Random Access Memory), a flash memory,
a ROM (Read Only Memory), an EPROM (Erasable Programmable ROM),
an EEPROM (Electronically Erasable and Programmable ROM), a
register, a hard disk, a removable disk, or a CD-ROM.

[0136]

25 The storage medium is connected to the processor so that
the processor can read and write information from and to the
storagemedium. Also, the storage mediummay be integrated into
the processor. Also, the storage medium and the processor may

be provided in an ASIC. The ASIC may be provided in the mobile
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Operations in step S5010 to step S5018 thereafter are same as operations in step S1010 to step S1018
shown in Fig. 5. 10[0131] (Advantageous Effects of the Mobile Communication System According to First
Embodiment of the Present Invention) In the mobile communication system according to the first
embodiment of the present invention, the mobile station UE can 15 appropriately carryover the NAS
security parameters of the UTRA scheme and the AS security parameters of the UTRA scheme as the
NAS security parameters of the E-UTRA scheme and the AS security parameters of the E-UTRA scheme
in a handover psteedure fiomté eetlundebdye control of AkddidEhasksstationdNBrof thendIRA 20 scheme

to a cell under @85%?@5 ofnacni:rglqio]:t)g eostggio r%qug];tchj?o%tgggA %cpsegweUplgg]ollfurthgrmore, as
exemplary shown'in Fig. %0 ig. 8,1n he mobilé communication system aécordelng 10 the first 25
embodiment of the! presentiinrentian, dhes'selecte doNAS algardhmhrepresentingtle security processing

algorithm of theUIEIA% hoef Ehe Ll:_-UTRé scg%me and tehNe "egﬁel"s%vnidttg\ei'r'lNOIggE:r" reg%rﬁésengng security
processing parameters SPNENES Dffrie EUTRA SCRheme ard tof |gu19é HOtt6 BEiRélided directly in
the "RRCCGonngctionRecontigowhich issthesASunessage of $he E1UIRA sehesg asdaformation
elements, Where[:8¥3ir%qependence of the NAS and the AS can be maintained. [0133]
Hereinabove, the present invention has been described in
detail using the above embodiment; however, it is apparent to
those skilled in the art that the present invention is not
10 limited to the embodiment described herein. Modifications and
variations of the present invention can be made without
departing from the spirit and scope of the present invention
defined by the description of the scope of claims. Thus, what
is described herein is for illustrative purpose, and has no

15 intention whatsoever to limit the present invention.
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5In the mobile communication system according to the first embodiment of the present invention, when
the "NASPDU (E-UTRA scheme)" is interpolated at a radio base station eNB of the E-UTRA scheme
neighboring the user, such handover procedure may be terminated by performing integrity protection on
the "NAS 10 PDU" including the "selected NAS algorithm”, the "eKSI" and the "NONCEIT,E". [0134]
Note that operation of the above described mobile station UE, the radio base stationNB/eNB, the
switching center SGSN/MME 15 and the radio control station RNC may be implemented by means of
hardware, a software module executed by a proc€3&dM®r a combination of both. [0135] The software
module may be provided in any type of storage 20 medium such as an RAM (Random Access Memory),
a flash memory, a ROM (Read Only Memory), an EPROM (Erasable Programmable ROM), an EEPROM
(Electronically Brasable anrw PregrammablesROM)natregisterna hardddiskra resmovatleidisk, or a
CD-ROM. [0136] 25The storage medilﬁm IS connected to %q% rocessor so that the processor can read

L t T £ d . t £h ) i
and write inforntation from and to the's 8Pagoevﬁqreélﬂ?rrﬂ Also; e%?orage mediun r%%? reolntegrated into

the processor. Alse, thel storage mesditnnand the precassor maydee providedinan AStcndhe ASIC may
be provided in the mobile station UE, the radio base station NB/eNB, the switching center SGSN/MME
and the radio c&fitrol Stitfon RINC A156°th@ 5tdrag Mduitm ahdth8 prucésssr faybE Prévided in the

mobile station UE thesradindhase statian NE/eNBrthenswiehing crmtes SGSNMMER and:the radio
control station RNC as a discrete component. [0137] Hereinabove, the present invention has been

described in dediF&singthe above embodiment; however, it is apparent to those skilled in the art that the

present invention is not 10 limited ta the embadiment dgscribed-hereinModificationscand variations of the

present invention can be made without departing from the spirit and scope of the present invention
defined by the destriptisit6Fthe SESPE dfclairmy 1 TRlS Nwhat s 8&sehbethérmrisifarfidstrative purpose,

and has no access scheme, a handover request message including a security

processing parameter of a first protocol of the first radio
access scheme used in a communication between the mobile station
and the switching center of the first radio access scheme and

15 a security processing capability of the mobile station in the
second radio access scheme;

(B) selecting, at the switching center of the second radio
access scheme, a security processing algorithm of a first
protocol of the second radio access scheme used in a

20 communication between the mobile station and the switching
center of the second radio access scheme, based on the security
processing capability of the mobile station in the second radio
access scheme;

(C) generating, at the switching center of the second

25 radio access scheme, a security processing parameter of the
first protocol of the second radio access scheme;

(D) transmitting, from the switching center of the second
radio access scheme to a radio base station of the second radio

access scheme, a handover request message including the
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15 intention whatsoever to limit the present invention. CLAIMS [1]A mobile communication method, in a
procedure for a mobile station to perform handover from a first cell under the control 5 of a radio base
station of a first radio access scheme to a second cell under the control of a radio base station of a
second radio access scheme, the mobile communication method comprising the steps of: (A)
transmitting, from a switching center of the first 10 radio access scheme to a switching center of the
second radio access scheme, a handover request message including a security processing parameter of
a first protocol cfetherfirstyradio aceess schepa uséd yn afcammuricatien between the nmiblsile station and

the switching center ocfithgélrst radio access schergge and 15 a securltxgrocessmg %arpa% tl||ty of the mobile

. . SeCo . 10 accesgs scneme e ecurit ro S, 1.1 a 1 .
station in the second radio access ¢ eme; "( seﬁectlng, at the swﬁchlna center of the second radio

access schemey & seeurity processingralgarithia of adirstprotacalofthe sevend radie aceess scheme
used in a 20 communication between the mobile station and the switching: center of the %econd radio
access scheme' based & the Setufify protesiing tapabiiity of ive Hiobife &f&tioh'inthe sscond radio
access schemefirst p)wgenaratingratthe-switehingacenter ot the sesend 25 radio access scheme, a
security processing parameter of the first protocol of the second radio access scheme; (D)

transmitting, from the sWitchffig tehteétof the S&tord tHdioHctesststhemme 6 d i Ba¥e station of the

second radio accessssehemss adandover Jeguest essages Ncluding e security pracsssing capability
of the mobile station in the second radio access scheme, the security Erocessing algorithm of the first
protocol of the SECUF fAdiodccedescheme selettct th tHE Sfep (3)°and the ettty Procéssing

parameter of the 3fitst pratocol of the, seconrd sadigraacesssehemeanyg R selastingatthe radio base
station of the second radio access scheme, a security processing algorithm of a second protocol of the

second ratlio acdessistheme UEd P At BRI GMcRAToTT bethvesd the Afsbite $taficitaRd the radio base

processing capability of the mobile station in the second radio
access scheme;

(F) transmitting, from the radio base station of the
second radio access scheme to the switching center of the second

15 radio access scheme, a handover request acknowledge message
with a transparent container including the security algorithm
of the first protocol of the second radio access scheme, the
security processing parameter of the first protocol of the
second radio access scheme and the security processing

20 algorithm of the second protocol of the second radio access
scheme selected at the step (E);

(G) transmitting, from the switching center of the second
radio access scheme to the switching center of the first radio
access scheme, a message including the transparent container,

25 in response to the received handover request acknowledge
message;

(H) calculating, at the mobile station upon receiving the
transparent container in the first cell, a security processing

parameter of the second protocol of the second radio access
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10 station of the second radio access scheme, based on the security processing capability of the mobile
station in the second radio access scheme; (F) transmitting, from the radio base station of the
second radio access scheme to the switching center of the second 15 radio access scheme, a handover
request acknowledge message with a transparent container including the security algorithm of the first
protocol of the second radio access scheme, the security processing parameter of the first protocol of the
second radio access scheme and the security processing 20 algorithm of the second protocol of the
second radio actessischeme setectdubat thestay (E)o ce s s(G)ctrahsmittirtgy fron tleefswitching center of

the second radio access scohferg?1 eto the sr\{vcitcpér(llglcenter of the fI}I;St radio aceess g(e:g%me a message

including the tra?nrsparer(%f‘L container, 259R responsé) t6 The recéived handover request gcllgr?]owledge
message; PHY calculatingatthetmohile statiari uporpregeiving the trassparenticoatainer in the first
cell, a security processinsg %arameter of the second protocol of the second radio access scheme, by
using the securﬁﬁ%ergéesscinﬁ%?gorithm of the first protocol of the second radio access scheme and the
security pracessing parameter-ebtheifiig) protosel ebtha secondiradioraceesssehemes b(l) performing, at
the mobile station in the second cell, security processing in a communication using the first protocol of the

second radio acéess schehte; By isiRg tHe SECTHY ProcesSing' atgtithit ofthe firstPratscol of the

second radio acgessisshemeanrd thessecusity: pracessingrearameterafthe first 10-pretaegl of the second
radio access scheme; and (J) performing, at the mobile station in the second cell, security processing
in a communicatioCGSiRgtAePSECBnd Protocdiitt thersecand radiolacéess Scheiie byassiAg the security

processing algosithasaf the second priotocol ot the, 1n-secand radin ageess schieme.and the security
processing parameter of the second protocol of the second radio access scheme. [2]The mobile

communicationthethttPaccordinty to el 2oFhfthef edRforisihgTise steps of: generating, at the
switching center of the second radig access schemea message jar thefirstorotogol, by performing

integrity protection processing using the security processing algorithm of the first protocol and the security
processing security processing in a communication using the second

protocol of the second radio access scheme, by using the
security processing algorithm of the second protocol of the
15 second radio access scheme and the security processing
parameter of the second protocol of the second radio access

scheme.

[2] The mobile communication method according to claim 1

20 further comprising the steps of:
generating, at the switching center of the second radio
access scheme, a message for the first protocol, by performing
integrity protection processing using the security processing
algorithm of the first protocol and the security processing

25 parameter of the first protocol;
determining, at the mobile station, whether the message
for the first protocol has been interpolated, by performing
integrity protection processing using the received security

processing algorithm of the first protocol and the security
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25 parameter of the first protocol; determining, at the mobile station, whether the message for the first
protocol has been interpolated, by performing integrity protection processing using the received security
processing algorithm of the first protocol and the security processing parameter of the first protocol; and
notifying, at the mobile station, a radio control station of the first radio access scheme or the switching
center of the first radio access scheme that the handover procedure failed, 5 when the message for the
first protocol is determined to have been interpolated. [3]A switching center capable of functioning as a
switching centepob acsecond radieraecess sthehse, witts whictk aomobile difdstation is capable of
performing a procedureg1 f r.[%erf%rmirégc hc%ndgv%r. rom aatcirs(g cell urnd r <;hgroc thql (S)}[—aatradio base station
of a first radio access scheme to a'second cell under the control of 4 radio base station of the second
radio access schemegthe switehingcentes commptising:ckba Hikst receivenunidecandigured tereceive, in the

procedure, a handover request message including a s%curitg rprocessin parameter of a first protocol of
. . first rﬁ 10 access Scheme that t 8 F doYerrﬁ 8?6 Fﬁe fal%ed N
the first radio access scheme Used Th @& communication between the mobife station and a Switching center

of the first mdiosaccessnschemesard a 20t3ecurity rosessingonapabilit: ef-thenaohile station in the
second radio access scheme, from the switching center of the first radio access scheme; a selector
unit configured 1§ $BleCt ifrthe 51bt8dure, a security processing algorithm of a first protocol of the 25
second radio access scheme used in a communication between the mobile station and the switching

center of the second radio access scheme, based on the security processing capability of the mobile
station in the seohd rdtiv"dcEass Schemere CEived 1y fife firstebeVetUAiE 2 Sva &tor unit

configured to generate, inthg Rrocedure, Risecurityrocessingnarametelof the firstayotacol of the
second radio access scheme; a first transmitter unit configured to transmit, to a
10 station is capable of performing a procedure for performing

handover from a first cell under the control of a radio base
station of a first radio access scheme to a second cell under
the control of a radio base station of the second radio access
scheme, the switching center comprising:

15 a first receiver unit configured to receive, in the
procedure, a handover request message including a security
processing parameter of a first protocol of the first radio
access scheme used in a communication between the mobile station
and a switching center of the first radio access scheme and a

20 security processing capability of the mobile station in the
second radio access scheme, from the switching center of the
first radio access scheme;

a selector unit configured to select, in the procedure,
a security processing algorithm of a first protocol of the

25 second radio access scheme used in a communication between the
mobile station and the switching center of the second radio
access scheme, based on the security processing capability of
the mobile station in the second radio access scheme received

by the first receiver unit;
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5 radio base station of the second radio access scheme, a handover request message including the
security processing capability of the mobile station in the second radio access scheme, the security
processing algorithm of the first protocol of the second radio access scheme selected by the selector unit
and 10 the security processing parameter of the first protocol of the second radio access scheme; a
second receiver unit configured to receive, in the procedure, from the radio base station of the second
radio access scheme, a handover request acknowledge message with a 15 transparent container
including the security proeessangoalgorithmof thefirstiprotoesicofdhe seconderadio@stess,scheme, the
security procesging %%rralrrt]eterrog gersasdii(r)l basaer%taéigg of Ot?et%eecog'nidrofcthe firts(g rtftoocgl toﬁ the radio
access scheme and a SeCL}]I’il’g processma ﬁgorl m of a second profoco{f 20 6f the Second radio access
scheme used irsacommuuicaticincbetweerncthenegdio base station of the second radio access scheme and
the mobile station; and . _a second transmitter unit configured to transmit, in the procedure, a
message including the fransparent EOMAinerto tHe Y5 SHIERIRG cntsP of fiid fifst fadio access scheme.
[4]A radio ase:siationcapables6fi inctioning asca fadic.hasestaticrof asesondiadioaccessscheme, with
which amobile station is capable of performing a procedure for performing handover from a first cell
under the contrbf&ig Tadib 5588 Station Bf &'t st Fadio A tessYsEHeine 16 9'deE6HE et Under the control
of the radio basgrstatiomRfthesegand: mdioaccesssscheme - the rdie hase statioh<Lonpesing: 5a
receiver unit configured to receive from a switching center of the second radio access scheme in the
procedure, a hatfdovet réqestinessage MdGding™d seéurityprocéssing capabiity 6f tHe mobile station in

the second radig.acaess sehemg - asecusity pracessing algorithm of astirst pretoce) of 10-the second radio
access scheme used in a communication between the mobile station and the switching center of the

second ratffo adces$ SeREmeYaRt A SEEGMY ProcEseiiy pafaiieterioTthermt protbcot dftfie second radio

access scheme; a.selgctor unit configured toselect, in the procedure, 15 a security processing algorithm
of a second protocol of the second radio access scheme used in a communication between the mobile

station and the radio_b@sessmi@ﬁ Gﬂﬁé%‘é@:@nd#&ﬂio@@é@%@@@brﬁ@, @M@ﬁ:thé@eéhﬁty processing
capability of the mobilg station in,the secand,tadip access scheme; and,, 20 g frapgmitter;ynit configured

to transmit to the switching center of the second radio access scheme, in the procedure, a handover
request acknowdedge message includmga tansparentstontainemiheflming ¢he precessingaalgorithm of the

second prpfocol of the second radio aGeess SEheMESSISC8ADY security processing

algorithm of the first protocol of the second radio access
scheme, the security processing parameter of a radio base
station of the second of the first protocol of the radio access
scheme and a security processing algorithm of a second protocol
20 of the second radio access scheme used in a communication
between the radio base station of the second radio access scheme

and the mobile station; and
a second transmitter unit configured to transmit, in the
procedure, a message including the transparent container to the

25 switching center of the first radio access scheme.

[4] A radio base station capable of functioning as a radio
base station of a second radio access scheme, with which a mobile

station is capable of performing a procedure for performing
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25 the selector unit and the security processing algorithm of the first protocol of the second radio access
scheme and the security processing parameter of the first protocol of the second radio access scheme.
Abstract MOBILE COMMUNICATION METHOD AND SWITCHING CENTER In a procedure for a mobile
station (UE) to perform handover from a cell under the control of a radio base station (NB) of an UTRAN
scheme to a cell under the control of a radio base station (eNB) of an E-UTRA scheme, a switching
center (MME) of the E-UTRA scheme receives, from and the radio base station (eNB) of the E-UTRA
scheme, a handevetaeguest acknowledge megssagelimcludinge transparéntecontainerdaskiding a security
algorithm of an %Jgsggl igfa gommupicragicgn between the mobil% station (UE anqhih%rrl%gio base station
0

(eNB) of the E- A SChemé; and the swﬁc%iﬁa%eesn eF‘ﬁWi?) of the E- A‘Scheme rarnsmits, to a

switching centet (8GN :0f thefUTTRA scheme,s& NAStRBY dictudingstherttanspareat centainer, a security
algorithm of a NAR and a security progessing parameter of the Nas: FIG-S
5 a receiver unit configured to receive from a switching
center of the second radio access scheme in the procedure, a
handover request message including a security processing
capability of the mobile station in the second radio access
scheme, a security processing algorithm of a first protocol of
10 the second radio access scheme used in a communication between
the mobile station and the switching center of the second radio
access scheme and a security processing parameter of the first
protocol of the second radio access scheme;
a selector unit configured to select, in the procedure,
15 a security processing algorithm of a second protocol of the
second radio access scheme used in a communication between the
mobile station and the radio base station of the second radio
access scheme, based on the security processing capability of
the mobile station in the second radio access scheme; and
20 a transmitter wunit configured to transmit to the
switching center of the second radio access scheme, in the
procedure, a handover request acknowledge message including a
transparent container including the processing algorithmof the
second protocol of the second radio access scheme selected by
25 the selector unit and the security processing algorithm of the
first protocol of the second radio access scheme and the
security processing parameter of the first protocol of the

second radio access scheme.
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