
1/7 
 

 

 

 

S11 

 

Receiving pairing requests from the wearable device 

S12     

 

 

 

Completing pairing with the wearable device based on the pairing request 

 

FIG. 1 

S21 

 

Obtaining ID information of wearable device; 

S22     

 

sending the ID information to the server so that the server generates a matching 

account and corresponding private and public key information based on the ID 

information, and receiving the private and public key information issued by the 

server; 

S23  

 

Sending the public key information to the wearable device. 
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S31 

 

Obtaining wearable device the health data that is generated by the wearable device 

through the encryption of original health information based on public key 

information; 

S32     

 

Obtaining authorization information input by the user; 

S33  

 

Generating authorization permissions based on authorization information; 

S34 

 

Sending health data and authorization permissions to the server so that the server 

will implement distributed storage of health data and, based on the authorization 

permission, distribute health data to third parties and generate point reward 

information;  

S35 

 

Obtaining the point reward information sent by the server 
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S41 

 

Obtaining the ID information from wearable device sent by the mobile 

terminal; 

S42     

 

Generating matching accounts and corresponding private and public key 

information based on the ID information; 

S43  

 

Sending the private key information and public key information to the mobile 

terminal. 
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S51 

 

Obtaining the health data from wearable device sent by the mobile terminal; 

S52     

 

Obtaining from mobile terminal the authorization permission that is generated 

by the mobile terminal based on the authorization information input by the user; 

S53  

 

Storing health data in a distributed manner; 

S54 

 

Distributing health data to third parties based on the authorization permission, 

and generating point reward information;  

S55 

 

Sending point reward information to the mobile terminal. 
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S541 

 

Decrypting health data using private key information to obtain decrypted 

health information 

S542     

 

Distributing decrypted health information anonymously to the third party 

S543  

 

Generating point reward information data based on the data quality of the 

decrypted health information distributed 
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S71 

 

Sending a pairing request to the mobile terminal and completing the pairing with 

the mobile terminal 
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Sending the ID information to the mobile terminal, so that the mobile terminal 

sends the ID information to the server, and the server generates a matching 

account and corresponding private and public key information based on the ID 

information 

S73  

 

Obtaining the public key information sent by the mobile terminal 
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S81 

 

Obtaining original health information 

S82     

 

Encrypting original health information using public key information to generate 

health data 

S83  

 

Sending health data to the mobile terminal which sends the health data to the 

server 
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