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METHOD AND SYSTEM FOR TRUST MANAGEMENT IN DISTRIBUTED 
COMPUTING SYSTEMS 

FIELD OF THE INVENTION 

The present invention relates trustworthiness of individual nodes in distributed computing 
systems. Particularly the invention determines trustworthiness of individual nodes in 
distributed computing systems by considering the various malicious behaviors of the 
individual nodes as trustworthiness parameters. More particularly the invention provides 
method and system that explores the behavioral pattern of the malicious nodes and 
quantifies those patterns to realize the secure trust management modeling. 

BACKGROUND OF THE INVENTION 

Modeling and computing trust in distributed computing systems like ad-hoc networks, 
particularly in Wireless Sensor Networks (WSNs) is very much challenging, where the 
network is formed and self-organized by relying on the almost strangers for reliable and 
normal operation, it is important to compute the trustworthiness of individual nodes in 
distributed manner. 

Lot of effort shave been made to find practical and reliable trust management models. 
The trust management has been defined as "a unified approach to specifying and 
interpreting security policies, credentials, and relationships which allow direct 
authorization of security-critical actions". In another way trust management is defined in 

a broader sense as: "The activity of collecting, encoding, analyzing and presenting 

evidence relating to competence, honesty, security or dependability with the purpose of 

making assessments and decisions regarding trust relationships". 

Traditionally, trust management is studied under decentralized control environment. 

Various security policies and security credentials have been formulated, and determined 

whether particular sets of credentials satisfy the relevant policies, and how deferring trust 

1 



WO 2012/095860 PCT/IN2011/000837 

to third parties could provide better stability of the networks. There are mainly two 
approaches for developing trust management system; the one is policy based and the 

other one is reputation based. Policy based mechanisms employ different policy and 
engines for specifying and reasoning on rules for trust establishment. These mechanisms 

mostly rely on access control. Trust management based on distribution of certificates is 
also available, where trust is re-established by carrying out weighted analysis of the 
accusations received from different entities. On the other hand, reputation-based 
approaches have been proposed for managing trust in public key certificates, in peer to 
peer systems, mobile ad-hoc networks and in the semantic web. Reputation-based trust is 
used in distributed systems where a system only has a limited view of the information in 
the whole networks. It can be observed that reputation based trust management system is 
dynamic in nature and new trust relationship is established frequently based on the 
malicious activities in the network. The main issues characterizing the reputation based 
trust management systems are the trust metric generation and the management of 
reputation data. 

In order to achieve the trustworthiness of individual nodes, there is a need to find answers 
to the inadequacy of the traditional authorization mechanisms to secure distributed 
systems. However, the existing method and systems are not capable of exploring the 
behavioral pattern of the malicious nodes and quantifies those patterns to realize the 
secure long term trust management modeling. Some of them known to us are as follows: 

US7711117 to Rohrle et al. provides a technique for managing the migration of mobile 
agents to nodes of a communication network. Rohrle et al. teaches about the 
trustworthiness of at least one node of the network which is checked. Rohrle et al. 

specifically teaches about the case wherein the trustworthiness exceeds a pre-set trust 

threshold, a trust token for the checked node is generated and the trust token is stored in 

the network. The problem addressed particularly relates to a token based trust 

computation to felicitate the process of mobile agent migration. Further it emphasis on 

the migration of mobile nodes not on the realistic computation of trust values of each of 
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the nodes in dynamic environment. It doesn't teach about the trust value computation 
which is based on long term observation of the trust pattern of a particular node. 

US7370360 to Van der et al. provides an automated analysis system which identifies the 
presence of malicious P-code or N-code programs in a manner that limits the possibility 
of the malicious code infecting a target computer. The problem addressed particularly 
relates to malicious code identification. It doesn't teach about the trust value computation 
which is based on long term observation of the trust pattern of a particular node. 

US20080084294 to Zhiying et al. provides a sensor network having node architecture for 
performing trust management of neighboring sensor nodes, Zhiying et al. specifically 
teaches about an adaptive method for performing trust management of neighboring 
sensor nodes for monitoring security in the sensor network. The problem addressed 
particularly relates to the most simplified notion trust computing in wireless sensor 
networks. It doesn't teach about the trust value computation which is based on long term 
observation of the trust pattern of a particular node. 

Refaei in "Adaptation in Reputation Management Systems for Ad hoc Networks" teaches 
about the reputation management systems to mitigate against such misbehavior in ad hoc 
networks. It doesn't teach about the trust value computation which is based on long term 

observation of the trust pattern of a particular node. 

Pirzada in "Trust based Routing in Pure Ad-hoc Wireless Network" teaches about 
moving from the common mechanism of achieving trust via security to enforcing 

dependability through collaboration. Pirzada specifically describes that all nodes in the 

network independently execute this trust model and maintain their own assessment 

concerning other nodes in the network. The problem addressed particularly relates to the 

human demeanor aspects on trust value computation, wherein the focus is on evaluating 

individual score of trust value based on reward-punishment mechanism. It doesn't teach 

about the trust value computation which is based on long term observation of the trust 

pattern of a particular node. 
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The above mentioned prior art s fail to disclose an efficient method and system for 
determining the trustworthiness of individual nodes in distributed computing systems. 
The prior arts discussed above also fail to provide a method and system that explores the 
behavioral pattern of the malicious nodes and quantifies those patterns to realize the 
secure trust management modeling. Unless the trend of maliciousness of a node is 
captured, long term trust modeling will be erroneous in a dynamic environment of many 
numbers of computing nodes mostly engaged in the activity of satisfying its own 
objective of data transmission in non cooperative manner. 

Thus, in the light of the above mentioned background art, it is evident that, there is a need 
for a solution that can provide the trust value computation which is based on long term 
observation of the trust pattern of a particular node. The existing solutions generally do 
not determine the trustworthiness of individual nodes in distributed computing systems 
considering the behavioral pattern of the malicious nodes. Hence, due to the drawbacks 
of the conventional approaches there remains a need for a new solution that can provide 
an efficient method and system for determining the trustworthiness of individual nodes in 
distributed computing systems. 

OBJECTIVES OF THE INVENTION 

In accordance with the present invention, the primary objective is to determine 
trustworthiness of individual nodes in distributed computing systems. 

Another objective of the invention is to provide a method and system for determining 
trustworthiness of individual nodes in distributed computing systems by considering the 
various malicious behaviors of the individual nodes as trustworthiness parameters. 

Another objective of the invention is to provide a method and system for exploring and 

quantifying the behavioral pattern of the malicious nodes to realize the secure trust 

management modeling. 
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SUMMARY OF THE INVENTION 

Before the present methods, systems, and hardware enablement are described, it is to be 
understood that this invention in not limited to the particular systems, and methodologies 
described, as there can be multiple possible embodiments of the present invention which 
are not expressly illustrated in the present disclosure. It is also to be understood that the 
terminology used in the description is for the purpose of describing the particular 
versions or embodiments only, and is not intended to limit the scope of the present 
invention which will be limited only by the appended claims. 

The present invention determines trustworthiness of individual nodes in distributed 
computing systems. 

In one embodiment of the invention a method and system is provided for determining 
trustworthiness of individual nodes in distributed computing systems by considering the 
various malicious behaviors of the individual nodes as trustworthiness parameters. 

In another embodiment of the invention the method and system is provided for exploring 
the behavioral pattern of the malicious nodes. 

In yet another embodiment of the invention the method and system is provided for 

quantifying behavioral pattern of the malicious nodes to realize the secure trust 
management modeling. 

The above said method and system are preferably for determining trustworthiness of 
individual nodes in distributed computing systems but also can be used for many other 

applications. 
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BRIEF DESCRIPTION OF THE DRAWINGS 

The foregoing summary, as well as the following detailed description of preferred 
embodiments, are better understood when read in conjunction with the appended 
drawings. For the purpose of illustrating the invention, there is shown in the drawings 
exemplary constructions of the invention; however, the invention is not limited to the 
specific methods and system disclosed. In the drawings: 

Figure 1 shows flow diagram of the process for trust management in distributed 
computing systems 
Figure 2 shows system architecture of the trust management in distributed computing 
systems 
Figure 3 illustrating confidence level modeling 
Figure 4 illustrating confidence level of the network based on selfish node trust model 
Figure 5 illustrating confidence level of the network based on malicious accuser node 
trust model 
Figure 6 illustrating updated trust level based on malicious accuser node trust model 

DETAILED DESCRIPTION OF THE INVENTION 

Some embodiments of this invention, illustrating all its features, will now be discussed in 
detail. 

The words "comprising," "having," "containing," and "including," and other forms 

thereof, are intended to be equivalent in meaning and be open ended in that an item or 
items following any one of these words is not meant to be an exhaustive listing of such 
item or items, or meant to be limited to only the listed item or items. 

It must also be noted that as used herein and in the appended claims, the singular forms 

"a," "an," and "the" include plural references unless the context clearly dictates otherwise. 

Although any systems and methods similar or equivalent to those described herein can be 
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used in the practice or testing of embodiments of the present invention, the preferred, 
systems and methods are now described. 

The disclosed embodiments are merely exemplary of the invention, which may be 
embodied in various forms. 

The present invention enables a method and system for determining trustworthiness of 
individual nodes in distributed computing systems. Particularly, the invention enables a 
method and system for determining trustworthiness of individual nodes in distributed 
computing systems by considering the various malicious behaviors of the individual 
nodes as trustworthiness parameters. More particularly, the invention enables a method 
and system for exploring and quantifying the behavioral pattern of the malicious nodes to 
realize the secure trust management modeling. 

The present invention provides a method for determining trustworthiness of individual 
nodes in distributed computing systems, the said method is characterized by considering 

the malicious behavior of the individual nodes as a trustworthiness parameter, wherein 
the said trustworthiness of individual nodes is determined by the computer implemented 

steps of: 

a. forwarding at least one data packet by first node to its neighboring second 
node; 

b. monitoring the next-hop delivery of forwarded data packet by second node to 
third node by the first node; 

c. computing the forwarding index of the second node using the monitored next-

hop delivery by the first node; 

d. finding the individual confidence level of second node using forwarding index 

of the second node over the average time period by the first node; 

e. observing the forwarding trend of the second node and updating the individual 

confidence level of second node by the first node for determining long-term 

trustworthiness of individual nodes in distributed computing systems. 
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The present invention provides a system for determining trustworthiness of individual 

nodes in distributed computing systems, the said system characterized by considering the 
malicious behaviors of the individual nodes as a trustworthiness parameter, wherein the 
said trustworthiness of individual nodes is determined by: 

a. means for forwarding at least one data packet by first node to its neighboring 
second node; 

b. means for monitoring the next-hop deliveiy of forwarded data packet by 
second node to third node by the first node; 

c. means for computing the forwarding index of the second node using the 
monitored next-hop delivery by the first node; 

d. means for finding the individual confidence level of second node using 
forwarding index of the second node over the average time period by the first 
node; 

e. means for observing the forwarding trend of the second node and updating the 
individual confidence level of second node by the first node for determining 
long-term trustworthiness of individual nodes in distributed computing 
systems. 

Referring to Figure 1 is a flow diagram of the process for trust management in distributed 
computing systems 

The process starts at the step 102, at least one data packet is forwarded by first node to its 
neighboring second node. At the step 104, the next-hop delivery of forwarded data packet 
by second node to third node is monitored by the first node. At the step 106, the 

forwarding index of the second node is computed using the monitored next-hop deliveiy 
by the first node. At the step 108, the individual confidence level of second node is found 
using forwarding index of the second node over the average time period by the first node. 
The process ends at the step 110, the forwarding trend of the second node is observed and 
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the individual confidence level of second node is updated by the first node for 
determining trustworthiness of individual nodes in distributed computing systems. 

Referring to Figure 2 is system architecture of the trust management in distributed 
computing systems. 

In one embodiment of the invention, according to the system architecture, N number of 
nodes is considered in a distributed computing system. These N nodes through single hop 
or multi-hop can communicate with the central server, which is shown as Home Gateway 
(HG). For the sake of clarity, number of nodes N has been considered as N = 14. The 
nodes have bi-directional (mostly wireless) connections by which they may reach other 
nodes through the server or directly through other nodes. There are two types of 
malicious behaviors of the nodes which were considered: 

1. Selfish node: A node that does not forward the packets meant for other nodes. 
2. Accuser node: A node that falsely accuses another node as selfish with the 

intention of isolating that node from the network. 

In order to find an appropriate model, there is a need to develop the concept of 
confidence level. Nodes with their previous activities and behavior patterns are 

distinguished as reliable nodes and unreliable nodes. Reliable nodes are nodes with high 
confidence level and unreliable nodes are nodes with low confidence level, i.e., to say 
that nodes crossed the threshold confidence level are reliable, which have confidence 
level value less than that are unreliable. 

Referring to Figure 3 is illustrating confidence level modeling. 

In another embodiment of the invention, each node has the confidence level values of its 

immediate neighbors in a distributed computing system. So, it may turn out be an 

unreliable node for one node might be reliable for another node. Every node maintains 

9 



WO 2012/095860 PCT/IN2011/00083 7 

confidence level matrix of its immediate neighbors, which are later required for trust 

management. 

According to the Figure 3, node A has 5 neighbor nodes; B, C, D, E and F. For node A, 
node B E, and F are reliable and node C and D are non reliable. Like node A, same kind 
of confidence level matrix is dynamically computed and stored for each of the nodes. In 
the Figure 3 dotted line denotes non reliability between nodes which is the case in 
between node A-C and node A-D. The solid lines represent reliability between nodes 
which is the case in between node A-B, node A-E and node A-F. 

In another embodiment of the invention, trust management is responsible for collecting 
the necessary information to establish a trust relationship by computing through some 
pre-defmed algorithm and for dynamically monitoring and updating the existing trust 
relationship. Selfish nodes have been characterized as the nodes which is reluctant of 

forwarding other nodes packets. 

Every node monitors the next-hop delivery of its packet. In the system architecture 
according to the Figure 2, let's consider node 3 likes to send its packet to HG. The route 

is: 

Node 3 Node 6 Node 7 HG 

Now after forwarding the packet to node 6, node 3 monitors whether node 6 forwards the 
packet to node 7 or drops. Like this every node monitor the fate of its packet if it needs to 

send through some forwarding nodes. Based on the behavior of the forwarding nodes, the 
originating node computes the trustworthiness of its neighbor. Two types of parameters 

computation have been proposed. One is instantaneous and the other is average over a 

time window. 

The parameters considered at t=T are: 
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1. AyiJ = Number of packets requested to forward by node i to node j, where 

" M i = j , M = neighbors of i. 

2. AfiJ = Number of packets forwarded by node i requested by another node j, 

where € M. i - /, M = neighbors of j. 

3. s z& = Forwarding index of node j for node i, where £ Mi = j ,M = 

neighbors of i. 

This instantaneous forwarding index computation is required to find the individual 
confidence level of other neighboring nodes over the averaging time period Tav. Other 
than that, another important factor for computing AFi; is to observe the trend of its 

neighboring nodes. If it is found that its packets are not forwarded by some neighboring 
nodes, the originating node pro-actively forward its packet to another node isolating the 
nodes those not forwarding its packets, even in the case that new path is longer. 

The confidence level is denoted as: 

€if = confidence level of node j as computed by node i, where £ M. i = j , M 

neighbors of i. 

V A 
r - Tt'v "f 

y Y \ — rev /:/ 

After computing Cy, node i broadcasts its own computed confidence level value of node 

j. Likewise node i receives the confidence level of node j by all of the nodes (few of the 
nodes in case of large scale distributed systems, like dense WSNs). So, node i and other 

compute confidence level for node j, which is C). 
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Where N = number of considered nodes. 

PCT/IN2011/000837 

This way every node dynamically updates the confidence level of all its neighbors, which 
is stored as a scalar matrix. For node i it is denoted as: 

[4 4... cy 

where 1, 2, ..., K are the neighboring nodes of node i. This matrix is updated 
periodically with Tav as the time period. 

Let CT = confidence threshold 

Now, after computing the confidence level of its neighbor all the nodes compute the trust 

of its neighbor, which is: 

[<Tj — CT C'z — CT ... OK — ^Vj— 7*2 ... Tjf] 

Where T\. denotes the trust level of node k as per node k. 

It is to be observed that all the entries in the confidence matrix has values 0 < x < 1. 

The value of CT is close to 0. This is taken as .85. So, some of the trust values may be 
negative (in the confidence level of a node is less than the threshold). 

In another embodiment of the invention, considering the other scenario in Figure 2, 
where node 4 wants to send the packet to Home Gateway (HG). Node 3, 5, 8 and 9 are its 
neighbors. Node 4 can forward its packet through any of these. But, it is best to send the 

packet through node 3 for reaching to Home Gateway (HG) and the worst is through 

node 8. So, node 4 likes it to forward through node 3. Before forwarding the packet it 

checks the credential of its neighbor nodes with the help of confidence matrix. If it finds 

that node 3's trust value is positive, node 1 forwards the packet to node 3. Else it will 

check the trust value of the next best node as per routing performance. Node 4 stops until 
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both the condition satisfies. In this case, trust value of a neighbor acts like a gatekeeper, 
which permits only after its credential is allowable. But the preference is always on the 

routing performance. 

The above stated algorithm enforces reliability of data transfer by selecting the trusted 
node, even if it is required to send the data through the path which is not the shortest one. 
The algorithm enhances reliability to a larger extent with some extra communication cost 
by sending data through a non-shortest route. This is very much required for reliable 
transmission and to adapt to noncooperation in a distributed computing environment like 
Wireless sensor Networks (WSNs). 
The proposed model detects the false accuser nodes which try to destabilize the network 
performance by falsely accusing a reliable node as the one which is not forwarding 

packets. 

In another embodiment of the invention, the malicious act of a particular node needs to 
taken into account in the trust computation in order to defend one node when accused by 

another node. Let's again consider the case of node 4. It finds trust value of node 3 as 
positive, so it forwards it packets to node 3. Now, node 3 reliably forwards the packet to 
node 2. After that, node 3 keeps track on the updated trust value broadcast by node 4. 
Node 3 updates its accuser value for each of its forwarding. This is: 

\A\A\ Al). 

•: _ '*f j falsely accuses i 
•> ~ 11 -.if j rewards i for forwarding 

Accordingly, node 3 updates its confidence value for node 4 as: 

_ Xrcr Kij * 
" 2r.r % 
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In other words, if the malicious activity of a node is detected as accuser, its trust level by 
the detector becomes 0. This affects the overall computation of the nodes trust value: 

X V < 
C) ~ A?_ 1 2 Cy 

i~} 

If j =4, due to its malicious accuser activity C3i = 0. 

Thus, any sort of malicious behavior of a node falsely accusing another node gets 
punished eventually. 

The scenario depicted in Figure 3 is considered, where node A is required to send data 
packet to Home Gateway (HG) and it needs to find the reliable path through which it will 
send data packet. Firstly, trust modeling against selfish nodes is estimated. Let's consider 
the case for node 4. Node 4 wants to send packet. Before sending it evaluates the trust 
matrix. In Table 1, it is depicted numerically. It may be noted that forwarding index at t 
+T is local, where as forwarding index over Tav is global and it is broadcast to others for 
confidence level computation. Node 4 has four neighbor nodes 3, 9, 5 and 8. The table 
depicts the confidence level computed at node 4 for its neighbors. 

TABLE 1 
Sensor Forwarding Forwarding Confidence 

node index at t= index over level 

T Tav 

3 .7 .89 .76 

9 .3 .52 .83 

5 .3 .76 .94 

8 .9 .95 .86 
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From this value the trust values of the neighbors of node 4 (considering CT = 0.8) is 
computed. 

TABLE 2 
Sensor 
node 

Trust 
value 

T4 
* 3 -0.04 

T% +0.03 

n +0.14 

n +0.06 

From routing table information, it is found that for node 4, the best node to forward is 
node 3, and then to node 9, then node 5 and worst is node 8. Node 4 checks the trust 
value of node 3. It turns out to be negative (-0.04). So, node 4 checks for node 9, which 
has positive trust value. So, node 4 chooses node 9 to forward the data packet. 

In this example, a particular case is shown, where for the overall network, at t= T, the 
confidence level of each of the nodes are shown in Figure 4. Now consider the case for 
malicious accuser. In this case, some of the nodes are detected as malicious accuser. So, 
considering that the overall confidence level goes down which is shown in Figure 4. 

Referring to Figure 5 is illustrating confidence level of the network based on malicious 
accuser node trust model. It is seen that for some nodes the confidence level goes down 
very drastically. For few, there is no change. It can be observed that for some of the 

nodes, like node no. 2, 6,12 and 14, confidence level goes down. Most drastic is for node 

2. After considering the both of proposed algorithms together, node 2 becomes 
unreliable. This consideration affects the trust value. Now the trust values also change. 

So, it is found that Table 2 also gets updated and changed. Updated Table 2 is Table 3. 
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TABLE 3 
Sensor 
node 

Trust 
value 

T4 
1 3 -0.04 

71 -0.09 

n +0.1 

cc +0.06 

Referring to Figure 6 is illustrating updated trust level based on malicious accuser node 
trust model. 

It is noticed that with updated list, node 9's trust value becomes negative. So, node 4 has 
to choose node 5 for forwarding its packet instead of node 9 chosen previously. In fact, 

this is the best path to reliably forward node 4's packet. It is seen that when only 
considering selfish nodes, node 9 is the best path for node 4 to forward its packets. But, 
when the malicious accuser behavior of is taken into account, node 9's trust value 
becomes negative. This indicates it is unreliable. So, node 4 needs to forward the packet 

through node 5 though it needs to compromise on communication cost in order to gain 
more reliability for its packet delivery. 

The preceding description has been presented with reference to various embodiments of 
the invention. Persons skilled in the art and technology to which this invention pertains 
will appreciate that alterations and changes in the described structures and methods of 

operation can be practiced without meaningfully departing from the principle, spirit and 
scope of this invention. 

ADVANTAGES OF THE INVENTION 

1. The present invention provides the practical evaluation of trust values of the 

individual nodes in distributed computing systems. 

2. The present invention provides more reliable detection of selfish and accuser 

nodes. 
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3. The present invention provides long term evaluation of trust value, which 
eliminates the transient characteristics of short term trust value computation. 

4. The present invention distinguishes malicious node, defective node and accuser 

node. 
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Claims 

1. A method for determining reliability of a node in a distributed computing system, the 
method characterized by: 

forwarding data packets from a first node to a second node; 
monitoring a next-hop delivery of the data packets from the second node to a third node, 

wherein the monitoring is performed by the first node; 
computing a forwarding index of the second node based on the monitoring, wherein the 

forwarding index is computed by the First node based upon a number of the data packets 
requested to be forwarded from the second node to the third node and a number of the data 
packets actually forwarded by the second node to the third node; 

finding an individual confidence level of the second node, wherein the individual 
confidence level is computed by the first node by dividing a summation of number of the data 
packets requested to be forwarded over an average time period and a summation of the number 
of the data packets actually forwarded over the average time period by the second node; 

checking a forwarding trend of the second node to the third node based on the forwarding 
index; 

updating dynamically the individual confidence level of the second node by the first node 
based on the forwarding trend; and 

determining a trust value of the node based on a threshold confidence level and the 
individual confidence level by the first node, wherein the trust value is indicative of the 
reliability of the node in the distributed computing system. 

2. The method as claimed in claim 1, further comprising forwarding at least one data packet 
to another node other than the second node. 

3. The method as claimed in claim 1, further comprising broadcasting the individual 
confidence level of the second node to one or more neighboring nodes by the first node other 

than the second node. 
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4. The method as claimed in claim 1, further comprising receiving a broadcast of another 
confidence level of the second node from one or more neighboring nodes by the first node. 

5. The method as claimed in claim 4, further comprising updating dynamically the 
individual confidence level of the second node after receiving the broadcast of the another 

confidence level of the second node from the one or more neighboring nodes of the first node. 

6. The method as claimed in claim 5, wherein the first node computes and stores the 

dynamically updated confidence level of the second node in a scalar matrix. 

7. The method as claimed in claim 6, wherein the scalar matrix of the first node comprises 

the individual confidence level value of the second node as a number greater than zero and less 

than one. 

8. The method as claimed in claim 1, further comprising classifying the reliability of the 

nodes in the distributed computing system, wherein the nodes are classifies as: a malicious node, 

a defective node and an accuser node. 

9. The method as claimed in claim 1, wherein distributed computing system isa wireless 

sensor networks (WSN). 

10. A system for determining reliability of anode in a distributed computing system, the 

system characterized by: 

a processor; and 

a memory disposed in communication with the processor and storing processor-

executable instructions, the instructions comprising instructions for: 

forwarding data packetsfrom afirst node to asecond node; 

monitoring anext-hop delivery of thedata packet from thesecond node to a third 

node, wherein the monitoring is performed by the first node; 
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computing a forwarding index of the second node based on the monitoring, 
wherein the forwarding index is computed by the first node based on a number of the data 
packets requested to be forwarded from the second node to the third node and a number 

of the data packets actually forwarded by the second node to the third node; 

finding an individual confidence level of the second node, wherein the individual 

confidence level is computed by the first node by dividing a summation of number of the 

data packets requested to be forwarded over an average time period and a summation of 

the number of the data packets actually forwarded over the average time period by the 
second node; 

checking a forwarding trend of the second node to the third node based on the 

forwarding index; 

updating dynamically the individual confidence level of the second node by the 

first node based on the forwarding trend; and 

determining a trust value of the node based on a threshold confidence level and 

the individual confidence level by the first node, wherein the trust value is indicative of 

the reliability of the node in the distributed computing system. 

11. Thesystem as claimed in claim 10, wherein the instructions further comprises instructions 

for: forwarding at least one data packet to another node other than the second node. 

12. The system as claimed in claim 10, wherein the instructions further comprises 

instructions for broadcasting the individual confidence level of the second node to one or more 

neighboring nodes by the first node other than the second node. 

13. The system as claimed in claim 10, wherein the instructions further comprises 

instructions for receiving a broadcast of another confidence level of the second node from one or 

more neighboring nodes by the first node. 

14. The system as claimed in claim 13, wherein the first node dynamically updates the 

individual confidence level of the second node after receiving the broadcast of the another 

confidence level of the second node from the one or more neighboring nodes. 
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15. The system as claimed in claim 14, wherein the first node computes and stores the 
dynamically updated confidence level of the second node in a scalar matrix. 

16. The system as claimed in claim 15, wherein the scalar matrix of the first node comprises 
the individual confidence level value of the second node as a number greater than zero and less 
than one. 

17. The system as claimed in claim 10, wherein the instructions further comprises 
instructions forclassifying the reliabilityof thenodes in the distributed computing system, wherein 
the nodes are classified as: a malicious node, a defective node and an accuser node. 

18. The system as claimed in claim 10, wherein the distributed computing system is a 
wireless sensor network (WSN). 
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