wo 20137109156 A 1[I I 0F 0000 0 0 0O

(43) International Publication Date

(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT)

(19) World Intellectual Property Ny
Organization é
International Bureau -,

=

\

(10) International Publication Number

WO 2013/109156 A1

(51

eay)

(22)

(25)
(26)
(30)

1

(72)
(73)

74

25 July 2013 (25.07.2013) WIPOIPCT
International Patent Classification: (81)
GO6F 21/56 (2013.01)

International Application Number:
PCT/R0O2012/000021

International Filing Date:
5 September 2012 (05.09.2012)

Filing Language: English
Publication Language: English
Priority Data:

13/352,275 17 January 2012 (17.01.2012) US

Applicant (for all designated States except US): BITDE-
FENDER IPR MANAGEMENT LTD [/CY]; Kreon-
tos 12, PC 1076, Nicosia (CY).

Inventors; and

Inventors/Applicants (for US only): TIBEICA, N. Mari-
us [RO/ROJ; Cal. Galata nr. 5, bl. F3A, sc. C, et. 2, ap. 3,
Lasi, Judet Lasi (RO). DAMIAN, O. Alin [RO/RO]; Bid.
Unirii, Bl. 8h, et. 6, Ap. 24, Buzau, Judet Buzau (RO).
VISAN, L. Razvan [RO/RO]; Bid. Unirii, bl. 18, sc. B, et.
4, ap. 13, Buzau, Judet Buzau (RO).

Agent: TULUCA, Doina; Bd. Lacul Tei nr. 56, bl. 19, sc.
B, ap. 52, sector 2, RO-020392 Bucuresti (RO).

(84)

Designated States (uniess otherwise indicated, for every
kind of national protection available). AE, AG, AL, AM,
AO, AT, AU, AZ, BA, BB, BG, BH, BN, BR, BW, BY,
BZ, CA, CH, CL, CN, CO, CR, CU, CZ, DE, DK, DM,
DO, DZ, EC, EE, EG, ES, FI, GB, GD, GE, GH, GM, GT,
HN, HR, HU, ID, IL, IN, IS, JP, KE, KG, KM, KN, KP,
KR, KZ, LA, LC, LK, LR, LS, LT, LU, LY, MA, MD,
ME, MG, MK, MN, MW, MX, MY, MZ, NA, NG, NI,
NO, NZ, OM, PE, PG, PH, PL, PT, QA, RO, RS, RU, RW,
SC, SD, SE, SG, SK, SL, SM, ST, SV, SY, TH, TJ, T™M,
TN, TR, TT, TZ, UA, UG, US, UZ, VC, VN, ZA, ZM,
ZW.

Designated States (uniess otherwise indicated, for every
kind of regional protection available): ARIPO (BW, GH,
GM, KE, LR, LS, MW, MZ, NA, RW, SD, SL, SZ, TZ,
UG, ZM, ZW), Eurasian (AM, AZ, BY, KG, KZ, RU, TJ,
TM), European (AL, AT, BE, BG, CH, CY, CZ, DE, DK,
EE, ES, FL, FR, GB, GR, HR, HU, IE, IS, IT, LT, LU, LV,
MC, MK, MT, NL, NO, PL, PT, RO, RS, SE, SI, SK, SM,
TR), OAPI (BF, BJ, CF, CG, CIL, CM, GA, GN, GQ, GW,
ML, MR, NE, SN, TD, TG).

Declarations under Rule 4.17:

as to applicant'’s entitlement to apply for and be granted a
patent (Rule 4.17(i1))

[Continued on next page]

(54) Title: ONLINE FRAUD DETECTION DYNAMIC SCORING AGGREGATION SYSTEMS AND METHODS

10

Anti-fraud

Web server

FIG. 1

(57) Abstract: In some embodiments, an online fraud prevention system combines the output of several distinct fraud filters, to pro -
duce an aggregate score indicative of the likelihood that a surveyed target document (e.g. webpage, email) is fraudulent. Newly im -
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scores or to renormalize the aggregate fraud score. Every time the output of an individual filter is calculated, the aggregate score is
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and a maximum allowable score (e.g., 0 to 100).
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