VERIFICATION METHODS AND VERIFICATION DEVICES

Cross-reference to Related Applications

[0001) The present application claims the benefit of the Singapore patent application
No. 10201400155W filed on 24 February 2014, the entire contents of which are

incorporated herein by reference for all purposes.

Technical Field

[0002]° Embodiments relate gcnerally to verification methods and verification

devices.

Background
[0003] CAPTCHA, standingA for “Completely Automated Public Turing test to tell

Computers and Humans Apart", is an automatic challenge-response test to distinguish
between humans and machines. Over the past decade, text-based CAPTCHA (TBC) have
become popular in preventing adversarial attacks and. spam in many websites and
applications including emails services, social platf{ormvs’,v web-based market places, and
_recommendation ’_systems. However, in addition to severalﬁproblems with-TBC, it has
become increasingly difﬁcult to solve in recent years, to keep up with OCR technologies.

Thus, there may be a need for efficient CAPTCHA techniqués.



Summary

[0604] According to various embodiments_, a verification method: may be provided.
The verification method may include; determining a plurality of objects, each object
‘having a property; displaying a representation of each object of the plurality of obj‘ects;
receiving from a user -an input indicating a sequence of the plurality of objects;
dete_:rmiriing a sequence of the properties of the plurality of objects; and comparing the
input with the sequence of the properties of thé obj ects.

[0005] According to various embodiments, a verification device may- be provided.
The verification device may include: an object determination circuit configured to
determine a plurality of objects,‘ each object having a property; a display circuit
configured to display a representation of each object of the plurality of objects; an input
circuit éonﬁgured to receive from a user an input indicating a sequence of the plurality of
objects; a propeny séquence determination circuit configured to determine a sequence of
the properties of the plurality of objects; and a comparing circuit cdnﬁgured to éompare

the input with the sequence of the properties of the objects.

Brief Description of the Drawings

[0006] - In the drawings, like reference characters geﬁefaily refer to the same parts
throughc;;f- ‘;he different views. The drawings are not necessarily to scalé, emphasis
instead generally being placed upon illustrating the principles of the inventioﬂ. In the
following descripﬁon, van’éus embodiments are described with reference to the following

drawings, in which:



FIG. 1A shows flow diagram illustrating a verification method according té
various embodiments;
~ FIG. 1B shows a verification device according to various embodiments;
FIG. 2 shows an illustration of an e;gdmple of a DeepCAPTCHA task on the user's
device in comparison to a text-based CAPTCHA,;
FIG. 3 shows an illustration of the DeepCAPTCHA framework according to
various embodiments; |
FIG. 4 shows an illustration of the maximum accuracy of various classifiers;
FIG. 5 shows an illustration of machine-learning performances;
FIG. 6 shows an illustratioﬁ of an example 3D model (top), and its ﬁnal altered -
image;
FIG. 7A and FIG. 7B show illustrations of machines random behavior in
assigning size categories and object recognition; and
FIG. 8 shows an illustration of the avefage of human .performances in an

experiment according to various embodiments.

Description

[0007] Embodiments described below in context of the devices are aﬁalogously valid
for the respect:ive rﬁethods, and vice vers:;i. Furthermore, - it 'will be understood that the
embodiments described below may be combined, for example, a part of one embodiment
may. be combined with a part of another meodiment; “

[0008] In this context, the verification device as described in this description may

-include a memory which is for example used in the processing carried out in the



verification device. A memory used in the emt;odiments may be a volatile meﬁl;)ry, for
example a DRAM (Dynamic Random Access Memory) or a non-volatile memory, for
example a PROM (i’mgramxﬁable Read Onlir Memory), an EPROM (Erasable PROM),
EEPROM (Electrically Erasable PROM), or a flash memory, e.g., a floating ga_te meinory,
a charge ﬁ'appiﬁg memory, an MRAM .(Magnetoresistive Random Access Memory) or a
PCRAM (Phase Change Random Access Memory).

[0009] In an embodiment, a “"circuit" may be understood as any kind of a logic
~ implementing entity, which may be épecial purpose circuitry or a processor executing
software stored in a 4memory, firmware, or ‘any combination thereof. Thus, in an
embodiment, a "circuit" may be a ha_rd~wired logic circuit or a programmable logic
circuit such as a programmable Iprocessor, e.g. a microprocessor {e.g. a Complex
Instruction Set Computer (CISC) processor or a Reduced Instruction Set Computer
(RISC) processor). A "vcircuit" may also be a processor executing software, e.g. any kind
of computer program, e.g. a computer program using a virtual machine code such as e.g.
Java. Any other kind of implementation of the respective functions which will be
described in more detail below may also be understood as a "circuit" in accordance with
an alternative embodiment.

[0010]  CAPTCHA, standing for “Completely Automated Public Turing test to tell
Comput‘ers and Humans Apart", is an automatic chailenge-response test to distinguish ’
between humans and machines.

[0011] These tests require tasks that are easy for most humans to solve, while being
almost intractable for state-of-art algorithms and heuristics. Today's CAPTCHA have two

. main benefits: (1) they are web-based means to avoid the enrollment of automatic



programs in places where only humans are allowed (e.g. email registrations, on-line polls
and reviewing systems, social nef\vorks, etc.); and (2) they also reveal gaps between
human and machine performance in a particular task. Efforts to close these gaps by .
artificial intélli‘ggnce (Al) researchers make CAPTCHA an evolving battle field between
designers and researcheré. |

[0012]  Over the past decade, text-based CAPTCHA (TBC) have become popular in
prevén}ing adversarial attacks and spam in many~ websites and applications including
emails services, social platforms, web-based market places, and recommendation systems.
However, in addition to several problems with TBC, it has become increasingly difficult
to sqlve in recent years, to keep up with OCR technologies. Image-based CAPTCHA
(IBC), on the other hand, is a rel;atively new concept that promises to overcomé key
limitations of TBC. . |

[0013]  The most popular type of CAPTCHA is text-based CAPTCHA (TBC), which
has been in use for over a decade. The use of TBC has not only helped user seburity (e.g.
in email services) and removing spam (e.g. in review and recommendation systems), but
also' indirectly helped the improvement of optical cha;'acter recognition (OCR)
te_chnology‘; and even digitizing a large number of books (for ‘example in the
reCAPTCHA project). However in order to stay ahead of optical character recognition
: teéhnologies, TBCs héve bééome increésinglj' distorted and complexn,vthus becoming
very difﬁcult’ to solve for increasing numbers of human users. Common h;lman error
include mistaking a consecutive 'c' and 'l' for a 'd', or a 'd' or 'o' for an a' or b ete. It is
noted that these mistakes may even come from users highly proficient in the Roman

_ alphabet using high-resolution displays. Tl;lis' suggests that TBCs are at the limit of



human abilities. In addition, TBCs are inherehtly restrictive: users need to be literate in
the language or the alphabet used in the TBCs. This violates in;nponant universal design
guidelines, excluding a large proportion of potential users.

© [0014] | In recent years, image-based CAPTCHA (IBC) have been introduced to
address the shortc'omings;. of TBCs. These new types of CAPTCHA capitalize on the
human innate ability to interpret visu;aul representations, such as disti’nguishing images of
animals (e.g. Animal Pix), scénes (e.g. Pix, and Bongo), or face images (e.g. Avatar
| CAPTCHA). Therefore, IBCs may address a signiﬁéaﬁtly wider age range and education
level (than TBCs),' and may be mostly language independent, except for requiriﬂg that the
instructions >for solving the 'CA?TCHA be conve)lzed_in a iaﬁguage-independent manner,
e.g. using diagrams, symbols or video.

[0015] IBCs are therefore closer to the universal design ideals, and are also more
intuitive for humans than TBCs. On the other haﬁd, any IBC, if not carefully
implemented, may suffér from a vulnérability that almost never plagues TBCs: that of
exhaustive attacks. A TBC is typicélly generated “on the fly" by creating a text string
from a finite set of symbols (e.g. the Roman alphabet), and then inéfeasing the difﬁc;ulty
to identify the string by applying image distortion filters. Althoﬁgh the alphabet is finite,
a virtually infinite set of CAPTCHA may be generated from the string creation combined
with the im’ei,g'e distortion operation. This makes it intractable for an atta{ckcr to
exhaustively pre-solx}e (e. gl by using human solvers) all poséibie TBCs. By ébmpaﬁson,
IBCs typically start with a finite database of images. If these images are used without
distortion, as in the case of CAPTCHA The Dog, then an exhaustive attack may be

possible. If only simple image distortions are applied,‘after exhaustive attack, machine



* can match a distorted image; to previously solved image. Therefore, for any IBC to be
viable, it should follow a series of design guidelines to achieve CAPTCHA goals:

[0016] tGl:] Automation and gradability.

[0017] [G2:] Easy to solve by.é large majority of humans.

[0018] '[G3:] Hard to solve by autorhated scripts.

[0019] [G4:] Universal (adapted from Center for Universal Design)

[0020] 1. Equitable: diverse age and culture groups;

[0021] 2. -Flexibility: customizable for speciﬁc target applications;

" [0022] 3, Intuitive: instructions are easy to understand and follow;

[0023] 4. Low effort: low cognitive demands;

[0024] 5. Perceptible: visible uﬁder sensory limitations, amenable to scale;

[0025] 6. Usability: Suitable .for a variety of platforms.

[0026] [GS:] Resistance to random attacks.

[0627] [G6:] Robustness to brute force (exhaustive) attacks.

[0028] [G7:] Situated cognition: exploits’ expeﬁential and embodied knowledge in

humans.

[0029]) ’ A systematic épproach to design a CAPTCHA that satisfies the above
~ guidelines is to design the CAPTCHA task (Ctask) based on humans' higher order
cdgnitive skills, and therefbrie'taldng‘ advantage‘of intuitive visual abilities that are hard to
pre-solve exhausti{fely (‘G7. ). B |
[0030] According to various embodiments, efficient CAPTCHA techniques may _be

provided.



[0031)  FIG. 1A shows flow diagram 100 i]lustrating a ver}ﬁcatiqn method according
té various embodiments. In 102, a plurality of objects may be determined. Each object
may have a property._. In 104, a representation of éach object of the plurality of objects
may be displayed. In 106, an input indicatix_ig a sequence of the plurality of objects may
be received from a user, In 108, a seqﬁence of the properties of the plurality of objects
may be determined. In 110, the input may be compéred with the sequence of the
properties of the objects.

[0032] In other words, according to various embodiments, a sequence of displayed
objects may be input and may be compared with a sequence of properties of the displaye&
objects. |

[0033) According to 'various'e'mbodiments, based on this comparison, it may be
determined whether the sequence has been input by a humén’ or by a machine.

[0034]  According to various embodiments, the property of each object of the pluralit};
of objects may include or may be a quantifiable value.

[0035] | According to various embodiments, determining the sequence of the
properties of thé plurality of objects may include or may be ordering the prope;'ties in
ascending order according to tﬁe values of the plurality of objects.

[0036] According to various embodiments, determining the sequence of the
- properties of the plurality of objects may include or.may be ordering tﬁe propgﬂiesl in
descending order at;cording to the values of the plurality of objects. |

[0037]  According to various embodiments, comparing the input with the sequence of

the properties of the objects may include or may be determining whether the input



indicates a sequence of the plurality of obj eéts which matches with the determined
sequence of the properties of the plurality of objects.

[0038] = According to various embodiments, the representation of at least one object of
the plurality of objects may include or may be a \;isualization of a model of the objeét.
[00%9] .According to various embodiments, the representation of at least one object of
the plurality of objects may include or ﬁlay be a visualization of a two-dimensional model
of the object. |

[0040] According to various embodiments, the representatidn of at least one object of
the plurality of objects may include or may be a visualization of a tin*ee-dimensional
model of the object. -

[004 i] According to various en;bodimenté; the representatiqn of at least one object of
the pIurality of objects may include or may be a drawing illustrating the object.

[0042] - According to various embodiments, the representation of at least one object of
the plurality of objects may iriclude or may be a photo showing the object.

[0043] According to various embodiments, the representation of at least one object of -
the plurality of objects rﬁay include of may be a video showing the object.

[0044] According to various embodiments, the property-of at least one object of the
plurality of objects may include or may be a property which can be determined based on
expgricnce in real world without special training.

[0045] - According to ;/arious embodiments, the property of each object of the plurality
of objects may include or illay be a size of the object.

[0046]  According to various embédiments, the property of each object of the plurality

of objects may include or may be a speed of the object.



[0047] According to various embodiments, the pfope_rty of each object of the plurality
of objects may include or may be an age of the obj ect.
[0048]  According to various embodiments, the bn‘openy of éach object of the plurality
of objects may include or may bé a maximum travel distance of the object.
[0049] According to varioué embodiments, the property of each object of the pluralify
of objects may incll;lde or may be a maximum flight height of the object.
[0050] According td various.embodiments, the property of each object of the plurality
of objects may include or may be a temperature of the object.
[0051] According to various embodiments, the property of each object of the plurality
of objects may include or may be a geographic;al location of the objecf.
. [0052] According to various enﬁbodiments, the property of each object. of the plurality
of objects may include or may be a latitude of the object.
[6053] Accérding to various eﬁbodimel;ts, the property of each object of the plurality
of objects may include orAmay bea longitude of the object.
[0054] According to various eﬁbodiments, the property of each object of the plurality
of objects may include or may be an altitude of the objéct. |
[0055] Accdrding to various embodiments, the property of each object of the plurality
of objgcts may include or may be a mass of the object.
[0056]  According to various émbodiments, 'tﬁe property of each object of the plurality
of objects may include or may be a priée of the object.
[0057] According to various‘embodiments, the property of each object of the pl_qrality

of objects may include or may be a power of the object.
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[0058] According to various embodiments, the property of each object of tfle. plurality

of objects may include or may be a computing power of the object.

. [0059]  According to various embodiments, the property of each object of the pl{lrality
of objects may include or may be a brightness of the object.
[0060] According to various embodbirnents, the property of each object of the plurality
of objects may include or may be a popularity of the object.
[0061] According to various embodiments, the property of each object of the plurality
of objects may include or may be a wind resistance of the object. |
[0062] According to various embodiments, the properiy of each object of thq plurality
Qf objects may include or may be a flexibility of the object.
[0063] According to various émbodiments, the object may include or may be a
person.

'[0064]  According to various embodiments, the object may include or may be an
animal. |
[0065] According to various embodiments, the object may include or may be a
microorganism. |
[0066] According to various embodiments, the objéct may include or may be a virus.

| [0067] According to various embodiments, the object may include or may be én
_érticle.

A [0068]  According to various embodiments, the object may include or may be a
building.
[0069] According to various embodiments, the object may include or may be a piace. '

[0070] According to _Various embodiments, the object may include or may bea city.
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[0071] According to various embodiments, the object may include or may be a
vehicle,

[0072] According to various embodiments, the object may include or may be a
motorized vehicle.

[0073] Accord.ing to variou's embodiments, the object may include or may be a car.
[0074) According to various embodiments, the object may include or may be a truck.
[0075]  According to various embodiments, the object may include or may be a
computer.

[0076] According to van’oumsl embodiments, the object may include or may be a
mobile phone.

[0077) According to various Ierﬁbodiments, displaying a repreéentation of an object of
the plurality of dbjects may. inclucie or may be changing an appearance of the
represgntation of the object 4nd displaying the representation of the object with the
changed appearance. | |

[0078) According to various embodiments, changing the appearance may include or
.may be translating the representation of the object.

[0079] According to vériéus emboaiments, changing the appearance may include or
‘may be rotating the represeﬁtation of the object.

[0080] Ac;:ording to variou-s' em»bodim'ent‘sz' chaﬁging the appearance may include or
may be scaling the represehtation of the object. |

[0081] According to various embodiments, changing the appearance may inclu@e or

". may be changing an illumination of the representation of the object.
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[0082] - According to various embodiments, changing the appearance may include or
may be changing a coloring of the representation of 'the object.

[0083) According to various embodiments, changing the appearance may include or
may be changing ébackground of the representati‘o_n of the object.

[0084] According to various exﬂbodiments, changing the backgrbund of the
representation of the object may include or may be cluttering the background.

[0085] According to various embodiments, the verification method ;ﬁay include or
may be a CAPTCHA. |

[0086] FIG.'IB shows a verification device 112 according to various embodiments.
The verification device 112 may include: an object determination circuit 114 configured
to determine a plurality of o'bjects,. eacﬁ objéct having a property; a display circuit 116.
configured to display a representation of each di)ject of the plurality of objects; an input -
circuit 118 configured to receive from a user an inppt indicating a sequence of the
plurality of objects; a property sequence determination circuit 120 configured to
determine a sequence of the properties of the plurality of objects; and a comparing circuit
122 configured 'to compare the input Mth the sequence of the properties of the objects.
. The object determination circuit 114, the display circuit 116, tﬁe input circuit 118, the
property séquence defermination circuit 120, and the comparing circuit 122 may be
coupled with each other, like indicated by lines 124, for eﬁample electri;:ally coupled, for
example using a line ora c-ab.le, and/ or mechanically coupled

[008’.7] Accordiﬁg to various embodiments, the i)n'operty of each object of the pluE'ality

of objects may include or may be a quantifiable value,
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[0088] According to various embodiments, the property sequence determination
circuit 120 may further be configured to determine the sequence of the properties of the "
plurality of objects based on ordering the properties in ascending order according.to the
values of the plurality of objects.

[0089] According to various emBodiments, the property seéuence determination
circuit 120 may further be configured to determine the sequence of the properties of the
plurality of objedts baséd on ordering the pfoperties in'descending order according to the
values of the plurality of objects.

[0090] According to various embodimeﬁts, the comparing circuit ‘122 may further be
configured to ;:ompare the input with the sequence of thé properties of the objects based
on detemhining whether the input iﬁdicafes a sequence of the plurality of objects which
matches with the determined sequence of the properties of the plurality of objects.

[0091] According to vall'ious embodiments, the representation of at least one object of
the plurality of objects may include or may be a visualization of a model of the objéct.
[0092]  According to various embodiments, the representation of at least one object of
the plurality of objects may include or may be a visualization of a two-diménsional model
of the object.

[0093] Acgording to various embodiments, the represen'tat‘ion of at least one object of
the lpluralitj/ of objects may include or may be a.visualiza;ion of a three-dimensional
model of the object.

[0094] Accordihg to various embodiments, thé representation of at least one object of

the plurality of objects may include or may be a drawing illustrating the object.
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[0095]  According to various embodiments, the Irepresentation of at least one object of
the plurality of objects may include or may be a photo showiﬁg the object.

[0096]  According to various embodiments, the represéntation of at least one object of
f[he plurality of obj ects.méy incl'ude or may be a video showing the obj;ct.

[0097] According to various embodiments, the property of at least one object of the
plurality of objects may include or may be a property which can be determiﬁed based on
experience in real world without special training.

[0098] A-ccording(to various embodiments, the property of each object of the plurality
~ of objects may inclﬁde or may be a size of the object. .

[0099] According to various embodiments, the property of each object of the plurality
of objects may include or may be a épeed of the object.

[00100]  According to various embodiments, the property of each object of the plurality .
of objects may include or may be aﬁ age of the object. |
[00101]  According to various embodiments, the property of each object of the plurality
of objects may include or may be a maximum travel distance of the object.

[00102]  According to various embodiments, the property of each object of the plurality
of objects may include or may be a maximum flight height of the object. |

[00103]  According to various embodiments, the property of ggch obje(;t of the plurality
of objects may include or inay be a temperature of the'object. . |

[00104] According to various embodiments, the pfopeﬂy of each obj ect of the plurality
of objects may include or may bea geographical location of the object.

[00105])  According to various embodiments, the property of each object of the plurality

of objects may include or may be comprises a latitude of the object.
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[00106] According to various embodimems, the property of each object of the plurality
of objects may include or may be a longitude of the object.
[00107] - According to various embodiments, the property of each object of the plurality |
of objects may include or may be an altitude of the object. |
[00108] According to ;'arious embodiments, ihe property of each object of the plurality
of objects may include or may be a mass of the object.
[00109] According to various embodiments, the property of each object of the plurality
of objects may include or may be a price of the object.
[00110] According to various embodiments, the propeny of each object of the plurality
of objects may include or may be a power of the object.
[00111] According to various eﬁbodiments, the property of each object of the plurality |
5f objects may include or may be a computing power of the object.
[00112] According to various embodiments, the property of‘ each object of the plurality
of objects may‘ include or may be a brightness of the object.

[00113]  According to various embodiments, the property of each object of the plurality
| of objects may include or may be a popularity of the object. |
[00114] According to various embodiments, the property of each object of the pluralify -
of objects may include or may be a wind resistance of the object.
[00115] According to varié‘us embodiments, the property of each object of the-blurality
of objects may include or may be a flexibility of the objeét. |
[00116] ‘According' to various erﬁquiments, the object may include or may be a

person.
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[00117]  According to various embodiments, the object may include or may be an -
animal, |

[00118] According to various embodiments, the object may.‘include or may be a
mic’roorgarﬁsm. |

[00119]  According to various embodiments, the object may include or may be a virus.
[00120] According to various embodiments, the object may include or may be an
article,

[06121] According to various embodiments, the object may include or may be a
building, . |
[00122] According to-various embodiments, the object may include or may be.a place.
[00123] According to various enibodiments, the object may include or may be a city.
[00124]  According to various embodiments, the object may include or may be a
vehicle,

[00125]  According to various embodiments, the object may include or may be a
motorized vehicle.

[00126] .According to various erﬁbodiments, the object may include or may be a car.
[00127) Acéording to various émbodilnenis, the object may include or may be a truck.
[90128] ~ According to various embodiments, the object may include or may be a
..computer.

[00129] According to various embodiments, the object may include or may be a

mobile phone.
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[00130]  According to various embodiments, the display circuit 116 may be_ configured
to change an appearance of the representation of the object and to display the
representation of the object with the changed appearance.
[00131]  According to various embodiments; the display circuit 116 maS/ be configured
to change the appearaﬁce by translating the representatior; of the object. |
[00132] According to various embodiments, the display circuit 116 may be con'ﬁgured
to change the appearance by rotating the reﬁresentgtion of the ij ect.’
[00133]  According to various embodiments, the display circuit 116 may be configured
to change the appearance by scaling the ;eprc_esentation of the object. .
[00134]  According to various embodiments, the display circuit 116 may be qonﬁgured
to change the appearance by changiﬁg an illur.nination.of the representation of the object.
[00135]  According to various embodiménts, the display circuit 116 may be conﬁgured
to change the apj)earance by_ changing a coloring of the representation of the object.
[00136)  According to various embodiments, the display circuit 116 may be configured
to change the appearance by changing a background of the representation of the object.

| [00137] © According to various emediménts, » changing the background of the
representation of the object may include or may be cluttering the background.
[00138] _ Acéording to various embodiments, the verification method may include or
may be a CAPTCHA device.
[00139] According to various embodimenfé, a computér readable medium ‘may be
provided including program instructions which when executed by a processor cause the

processor to perform the verification method as described above.
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[00140] According to various embodiments, DeepCAPTCHA, which is an image
CAPTCHA based on depth perception, may be provided |

[00141] Accordingk-to various embodiments, an IBC, which may be referred to as
Deep-CAPTCHA, may be prd\f-ided, based on design guidelines, psychological theory
and empirical experiments, DeepCAPT_CHA may exploit the human ability of depth
perception. In the IBC according to various embodiments, users may arrange 3D objects
in terms of sizé (or depth). In a framewqu for DeepCAPTCHA according to various
embodiments, 3D models may be automatically mined, and a human-machine Merge Sort
algorithm may be used to i:;rder these unknowh objects. New appearancés for these
objects may then be created at multiplication factor of 200, and these new images may be
presented to the end-users for sorting (as CAPTCHA tasks). Humans are abléAto apply
their rapid and reliable object recognition and comparison (arisen from years of |
experience with the physical environment) to solve DeepCAPTCHA, while machines
may be still unable to complete these tasks. Experimental results show that humans may
solve DeepCAPTCHA with a high accuracy (~84%) and ease, while machines perform
dismally.

[00142] Accordiﬁg to various embodiments, the human's perception of relative size
-and depth of the complex objects may be exploited to create an IBC. These depth-related
visual cues méy be intuitively used by th§ human v-isual system from early ége, and may
Be applicable to all 3D every-day or well-known objecté including répreséntations of
animals, man-made objects and characters across multiple scales. Natural objects across
scales caﬁ range from atoms and molecules to insects, small animals such as mice to

human-size animals, to the biggest animals such as elephants, whales and dinosaurs, to
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natural elements such as mountains, all the way to planets. Likewise, every-day artificial
objects can intuitively be classified across scales from millimeters such as earrings, to
_ centimeters such as keys and coiris, to human-size such as bicycles and chairs, to a few
rhetei‘s such as housés, to larger objects such as skyscrapers and airplanes, to super-
structures like cities.

[00143]  According to various embodiments, DeepCAPTCHA may be built on the
basis of human intuitive ability to distinguish and sort categories of objecté based on their
size in a very large collection of everyday objects that are familiar across cul‘tures. The
simplicity of this task for humans comes from the rapid and reliable object detection,
recognition and comparison which arise from years of embodied experience of
iqteljacting with the physical enviroﬁmen_t. Humans can rapidly recognize representations
of objects, and using their prior information about the real-world sizes of these objects,
order them in terms of size. Ac;cording to various embodiments, the same principle may
be exploited here, having n objects (with an integer number n, for example n = 6), and
ask the user to order them in terms of size, but the appearances of each object may be
~ changed to the extent that humans can still recognize them, but machines cannot.

[00144] DeepCAPTCHA - according to various embodiments is an image-based
CAPTCHA to address the shortcomings of text-based CAPTCHA, by exploiting human’s
depth—peféeption abilities.

[00145] FIG. 2 shows an illustration 200 of an example of a DeepCAPTCHA task 204
on the user's devicé in comparison to a text-based CAPTCHA 202. This seemingly trivial
task for humans may be made very difficult for machines as described in more details of -

the framework according to various embodiments in the following).
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[00146) - According to various embodiments, a CAPTCHA task (Ctask) may be
provided with the folld\;ving properties. The DeepCAPTCHA may (1) address random
attacks by a well-designed interface; (2) be immune to exhaustive attacks, even when thé
databg_se of 6bjects is leaked (3) be robust to machine-solver attacks.while keeping the
task. easy for a wide range human users. In addition, to-have an automatically gradable
Ctask, (4) the Deep-CAPTCHA system may be able to.automatically mine new objects
and discover the relative size between them and the rest of database, and finally remove
objects with size ambiguity. According to various embodiments, a five-parted framework,
‘b'uild around the core of 3D model analysis and 'manipulation, may be provided.

[00147] Accqrding to various embodiments, the choice of 3D models as the core of
DeepCAPTCHA framework may eﬁable having fullvc;ontml on object manipulation, and‘
feature analysis. Using 3D model allows appearance alternations at multiplication factor
of 200, without compromising the 'ease of recognition by human. This is remarkable and
impossiBle to achieve by conventional TBCs and almost all other IBCs, where the
employed distortions make CAPTCHA tasks more difficult for humans. Therefore,
accdrding to various embodiments, it may be started with using web crawlers to mine 3D
models from the'web. As the crawlers return any sorts of model, the second part of the
framework according to various embodiments may automatically filter out models which
are simpfé enough to be distinguished by machine learning techniques, by anglyzing
model features. Now that all ~models'have a baseline complexity, the third part of the
framework according to various embodiments may order databgse objects based on
rela;‘tive size. This part may be a machine-human combingtion of the Merge Sort

algorithm, which enables DeepCAPTCHA to.use human object recognition ability, for
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example via the Amazon Turk service. There are considerable benefits of using Merge
Sort including system time and budget constraints that will be discussed in more detail
below. Having an ordered database of D oi)jects, the fourth part of the framework -
acéording fo various embodiments may be to automatically change original. object
appearances, using on-the-y t'ranslatién, rotation, re-illuminated, re-coloring, and/ or
finally background cluttering, to camouflage objects fiom the “eyes” of 1ﬁachines§ This
part may reach a multiplication factor of over 1:200 (200 different images from a single
3D model). This large multiplication factor mayl protect DeepCAPTCHA aga}nst both
exhaustive and machine-solver attacks (G3 & Gé). Firstly, rio 2D image is stored to be
exhausted in the first place, and for each Ctask, a completely new appearance of objects
may be created before presenting it‘to the users. Secondly, even if the database of objects
are leaked, machines cannot link the newly generated images to the correct. source object,
and therefore fail to assign the correct size. The details of this ‘object appeafanée
alteration part of the framework will be described in more detail below, where the vital
role of this part to make DeepCAPTCHA successful will be seen. Finally, with the
freshly generated appearances, the fifth part of the framework according to various
embodiments is to creéte a user—frie’ndly- CAPTCHA interface, compatible to all smart
deyices with large and small screens, while being robust against random attacks (G5).
[00148] In various exi:erimgnts it méy be shown that humansl can solve Deep-
CAPTCHA tasks according to various embodiments with relative ease (average accuracy
of 83.7%), most likely due to their ability in object recognitidn épd 3D generalization,
while machines showing constant failure in either ;écognizing objects, or -guessing the

-relative sizes.
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[00149]  Until now, none of commonly known IBCs may achieve a_ll. the goals of a

reliable CAPTCHA (G1-G7). Main weaknesses of IBCs in the literature are high chance

of random attack sﬁccess (e.g. Gender CAPTCﬁA), high success rate of current machine °
algorithms (e:g. face detection CAPTCHA), and bf:ing prone to exhaustive attack .
(arguably all of previous IBCs), |

[00150] According to various embodiments, the first i:oractical IBC, DeepCAPTCHA
may be provided, which satisfies all CAPTCHA des_ign guidelines, based on human's
ability in depth perception.

[00151} Inthe fo]lowmg, depth perception will be described.

[00152] Human's perception of the world relies on the information arriving at his/her
sensory receptors, and the ability fo transform and interpret sensory infonna;;(ion (the
ability to use what is known to interpret what is being seen). Processes of perception
provide the extra layers of interpretation that en;able humans to navigate successfully
through the environment. This process assigns meaning to percepts (identification), and
this identification involves higher level cognitive processes including theories, memories,
values, beliefs, and attitudes concerning the objects.

[00153] Depth perception is a vital task in the human visual system that uses object
identification, parallel lines, and textures as depth-rglated visual cues to create a 3D map
of the surrounding environment, Ou;j eyes only l;ave two-dimensional retina images and
no .specia-l third component for depth perception. This réquires an ‘interpretation of our.
physiological cues that leads to ‘useful \perception” of the 3D world, by combining the
,' retinal images of our two eyes. Humans use different visual cues including disparity and

convergence (slight image differences in retina images, due to distance between pupils),
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fotion parallax (when moving, different amouﬁt of object movement on the retina,
determines their relative distances), pictorial cues (visual cues such as linear perspective
and texture gradient), oveflay (objects occluding each other are perceived in ordered
depth), shadows (providing infbﬁnat-ion about 3D form of objects as well as the position
of the light source), relative size (objeéts of the same size but in varying distances cast
different retinal image sizes), and known size (cémparing current visual angle of an
object’ projected onto the retina, with previous _knowledge of the object size, can
detern;ine the absolute depth of a known object).

[60154] According to various embodiments, it may be focused on determining depth
‘of known objects, using previous knowledge of their sizes. When two known objects are
viewed together, humans can detérmine relative. depth of the two objects based on
perceived object sizes. For example if a chair and a car are perceived with the same size,
then the chair is perceived much closer than the car as the prior information dictates that a
car is much larger than a chair, Accbrding to various embodiments, in CAPTCHA, the
same principle may be used to ;:feate a task (Ctask): 2D images of differgnt objects may
be shown, such that they appear almost the same size, and the user may be asked to order
them these objects terms of size. This task i; only possible if the normal sizes of these
objects are known, in oiher words, only if these objects are identified. While humans can
. perform this task with relative ease (Que to their p.rior knowledge of the objects').;' it ié still
a significantly difficult task for machine algorithms to perform.”

[00155] Automatic object recognition is a well-known field in computer vision, with a
wide range of algorithms Apropose(’l for different object repognition scenarios, that can be

categorized into color-Based and shape-based methods. While some methods mainly used
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color-signatures of the objects to recognize their images, other works mainly used shape
features of the objects for recognition, and finally some other methods used a fusion of
both co'lbr and shape features. Based on these approaches, to prevent a machine' from
recdgnizing an _object, according to various embodiments, both ‘i,ts color and .shape
signétures may be hidden to such an extent that méchjnes fail to learn and recognize the
objects, but also not to the extent that human users fail to recognize the (new appearaﬁces
of the) object. |

[00156] In the following, a framework to automatically choosé 3D models of objects,
determine their relative sizes, hide their original signatures, and then present it to the end
users to be sorted according to vario_us embodiments will be described. .Furthem*.nore, the
level of appearance alteration to avéid machines from recognizing objects, while keeping
the Ctask easy enough for hum(;ms, will be described. In the following, a system design
and framework accqrding to various embodiments will be described.

[00157]  According to various embodiments, a CAPTCHA based on depth perception
may be provided, which has full control on object manipulation, and for which 3D
models of objects are used as a major portion of the framework. Among different
representationsvof 3D models, it may be worked with VRML format as it is an XML-
based 3D object modeling language that is easy to read and manipulate and is also lighé-
weight and ‘sﬁpported by a wide rangé of software, such as web-_bro@sm*é, standalone -
renderers, and smart-phone applic_ations. Moreover, almost all of the well-established 3D
modeling formats (e.g. 3D Studio Max ,MMaya, and Sketchup) can be easily converted to ‘

VRML format using small open source/freeware applications.

25



[00158] Based on this VRML core, the design of a fql!y—automated framework
according to various embodiments to mine 3D models from the web and use them to
create Ctasks may be provided. Each Ctasks includes (or is) a plurality of images (for
example a grid of 6 images) of different objects, and user's task ié to order these images
in terms of their l'lelative size (i.e. the siée of the object each image represent). In order to
automatically create these Ctasks, the framework according to {rarious embodimeﬁts méy
include five parts, namely, object mining, oi)ject filtering, object ordéxiﬁg, appearance
altering, and finally presenting the Ctask to the user (user interface).

[00159]  FIG. 3 shows an illustration 300 of the DengAPTCHA fram;awox'k according
to various embodiments and an abstract flow diagram of a veriﬁcatioh method according
to various embodiments. For exampie model mining 302 may be provided, like illustrgted
in 304. Model filtering 306 may be prévided, like illustrated in 308. Model ordering 310
may be pfovided, like illustrated in 312, Appearance filtering 314 may be provided, like
illustrated in 316. A user interface 318 may be provided, like illustrgted in 320.

[00160] - Each of the five components of the framework according to various
émBodiment‘s is provided with a goal-specific design that ﬁake the entire the framework
easy to implement and use, while making the resulting Ctaks robust against attacks '
(automatic solvers, random attacks, as well as exhéustive attacks). Therefore, the
frémework according to vam'pus embodiments is not only {he ﬁrét framework for an
image-ba.sed CAPTCHA (IBC) that satisfies all CAPTCHA'design guidelines, but also a
framework that may be easily scaled and evolved alongside the advénces in computer

vision field.
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[00161]  In the following, the details of each component and the contribution in each of
these components will be described, followed by a discussion on the framework scaling
“-and evolving ability.
[00162]) In th'e'following,‘ iject mining according to various embodiments will be
described.
[00163] For a CAPTCHA to work on 3D models, according to various embodiment,
the -ver)'/ first step may be to create a database of models, which can be automatically
obtained, maintained, and refreshed. Thus the first part of the framework according to
various embodiments may be the object mining part, in whigh free 3D models from the
web may be found using web crgwlers. There are many publicly available cfawlers
amoﬁg which several free 3D mociel dafasets for 3D models in foﬁnats of VRML, 3D
Studio Max (.3ds and .max), Maya (.ms), Sketchup (.skp), etc. (as all of these models can
“be easily converted to VRML 2.0),may be mined, for example using a free FireFox
crawler plug-in, FoxySpider. For example, 1000 (one thousand) 3D models may be
gathered within minutes inclqding mbde]s of people, furniture, plants, animals, insects,
and other man-made objects. Each model may be anonymized by changing its file name
to a generic name and removing all the included descriptive information such as tags and
object descriptions.
[00164] In the following, object ﬁlteri-ng accordiﬁg to various embodiments will be
described.
[00165) Using web crawlers, a diverse range of 3D models with ciifferent quality,
complexity, color, texture, etc. may be received. If a modél is too simple or its

appearance, cannot be changed significantly (e.g. a sphere), machine learning techniques
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can be used to learn its appearance and break the CAPTCHA. Therefore, according to
various embodiments, “easy” (for machine) models may be automatically filtered out and
only “ha;d” models may be used -in the CAPTCHA. The secohd part of the
DeepCAPTCHA may ﬁerfonh a rough classiﬁcation on each new model to determine its
difficulty for machines to learn the objeét's_signature.o

[00166] According to .various embodiments, no (number) of parts, no (nﬁmber) of
points, no (nﬁmber) of joints, SIFT (scale i‘rn“/ariant feature transform) features, roughness,
and curvature of the four major views (front, right, left, back) may be used (for example
for filtering). To gather the training data, classification accufacies of several well-known
classifiers (linear, radial-basis, and ’polynomial SVM (support vector machine),
randomforest, and K-NN) on imagés ‘of 100 objects may be gathered. For each object,
there may be 24 views, each view showing the object in a random color. Acléording to
various embodiments, 14 views may be ‘used for training and 10 for testing for each of
the classifiers. |

[00167] FIG; 4 shows an illustration 400 of the maximum accuracy of these élassiﬁers
based on the aforementioned features. As this figure shows, clgssiﬁcation for the majorify
of models is at the random rate, however, some of the models create spikes in this trend
as they aré easy-to-learn models based on their visual appearances. FIG. 4 illustrates
Filtering "easy" models based on rough classification accuracies on'lﬁodei featilres.
[00168] | The objective of the second part of the DeebCAPTCHA framéwor_k according
to various embodiments is to remove these “easy” models from the dataset. Therefore,
model features may be used, labeled with the related maximum classification accuracy, to

 train a new SVM classifier to label each new model as éasy or hard.
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[00169] Now that all database models have a baseline complexity, it may be desired to
know their relative size to create a DeepCAPTCHA Ctask, which is the next part of the
framevx;c')rk according to various embodiments.

[00170] In the following; objéct ordgring according to various embodiments will be
described. |

[00171] - According to various embodiiﬁents, in a DeepCAPTCHA tésk, several (for
example 6) objects to be sorted in terms of size by the user may be presented, and as
these objects are automatically mined from the web, there may be no- intuition about their
real-world sizes. Therefore, it may be desired to first know the relative size between the
objects, in order to know Whetﬁer a CAPTCHA task (Ctasks) is solved correctly. The
purpose of the third part in the. DeepCAPTCHA framework acéording to various
embodiments is to use a human-machine sorting a]gorithm'(for example a modified
Merge Sort) to continuously order the database of objects, as the stream of new object is
continuously refreshing the database.

[00172] There are several possible approaches in object size assignment, for example,
using absolute size categories, and using relative size relationships. In the absolute size
scenario, humans assign a categorical size (e.g. very small, small, normal, big, very big,
etc_.) to each object. This scenario may haQe the advantage that it requires only n
comparisons, (wherein n'is the nux,ﬁber of obj.ects in the database). On the other hand,
using cateéorical size restricts 6bject sizes to a limited set, which in turn restricts the
possible set answers to the final Ctask, thus reducing the robustness of the CAPTCHA
against random attacks. Moreover, with a limited set of size categoﬁes, there is a high

pos‘sibilify that different users assign different sizes to the same object. In contrast, using
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relative size relationships increases the space of possible answers to the Ctask, and also
addresses the ambiguity problem of assigning different sizes to the same object, but
requiring a larger number of comparisons (O(nlogn)). -
[00173] | According to vérious émbodinients, the relative size approach may be chosen
as it producés a stronger Ctask. To store object relations, a directed graph of linked-lists
data structure G = (V;E) may be used. Each vertex v may be a linked-list storing objects.
with similar sizes, and each edge e may represent the rglatipn “larger than” to another set
of objects. |
[00174] A challenge for automatically sorting the object database m'ay | be that
machine-learning approaches fail to perform object recognition (a -deéirable feature for
CAPTCHA). According to various'embodiments, a modified Merge Sort algorithm that
uses Amazon Mechanical Turk (AMT) service (actual humans) may be used to compare
objects and add them to the belonging vertices in G. Merge Sort treats the database as an
unsorted list of objects, and as it progresses in this list, whenever a comparison between
two objects x; and x; (xp, x5 € V or (x;,%;) € E) is required, and theit inﬂages are sent to
the AMT sérvice for a relative size comparison. After a certain number of AMT
responses, the median of the answers are set to the database.
[00175] In occasions, scale thresholds may not be sharp, so the selection of 3D mddels
“needs to account for this potential confusion by ciiscarding objects that may be perceived'
as i)elonging to more than one size category. Other foreséeéble challenges include the
likely fémiliarity of the target user with object category and instance (groups of users
may not be familiar with some car categpries or models, unconventional chair models or

“uncommon animals), as well as closeness to a set of canonical projections of objects, as
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further explained below. To avoid models with ambiguity (e.g. car model that also
appears like a toy), objects that moré than | (here 1 = 3) AMT users assign different
relations to them may be discarded.

[00176] Inthe following,l a partiaily sb;'ted database will be describéd.

[00177] - According to various embédiments, the relative size scenario that requires
more object compaﬁsons and therefore costs more than absolute size scenario (choosing
stronger CAPTCHA, ovér fewer number of compaﬁsbns)'may ‘be chosen. For a complete
ordered set, there may be a need of nlog(n) comparisons in the worst case, and as the
comparisons may be outsourced, the number_ of comparisbns becomes a very important
issue of the system design for DeepCAPTCHA. This may be because the system is
charged for each corﬁparison by AMT, and also the comparison by humans becomes‘ the
running time bottleneck of the entire system. There are two possible approaches in size
assignment, namely, using absolute size categories, and using relative size relationships.
[00178] A first approach may be to use partially-sorted database to create Ctask.
Considering the database of the objects as the list L to be sorted, diéjointed (in other
words: disjoint or disjunct) sub-lists 4,15, ..., I, © L, may be sorted up to a state that the
final Ctask meets the required robustness against random attacks (having large enough
answer space), while consuming the minimum resources. The size of these sorted sub-
liéts can be increased when tﬁé system constraints are relaxed. The main' idea behind
using partially sorted dataset is that it may be necessary to only know th_é relation
between a small number of objects for each Ctask, therefore given a’large number of
disjointed small sorted sub-lists with len(l;) << len(L), that are just long enough to create

a Ctask, we can avoid a considerable number of comparisons.
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[00179] .Using Merge Sort may bring forth two advantages in implementing the
partially-sorted database approach. First, during the sorting process in the Merge Sort, at
each point one can know the number of disjointed sorted sub-lists, as well as their lengths.
Second, Merge Sort can be directly used for parallel sorting, which matches the nature of
AMT service, significantly reduces the required running time, and creétes individual
sorted sub-lists in the provcess.

[00180] In the following, the reCAPTCHA concept according to various embodiments
will be described. |

[00181] Acéording to various embodiments, a second approach to reduce the number
of required comparisons may be to use the reCAPTCHA concept in Deep-CAPTCHA.
The reCAPTCHA project heips to ;iigitize books, by sending words that cannot be read
by computers (OCR) to the Web in the form of CAPTCHA for humans to decipher. Each
CAPTCHA task is consisted of two words, one known to the system, and one unknown
to coming from OCR. After more than a certain number of users enter the same answer
for the unknown word, the system registers the value as the correct answer. Similarly in
DeepCAPTCHA, there may be partially ordered dataset and therefore in each Ctask, ¢ —
1 objects {x,, ... x,_1} may be selected from the ordered list and an ol;ject Xo from the
unordered list. Then if more than a certain number of users select the same order for
‘6bjecf .xo, this ofﬂer may be added as the relation of x’ to {x;, ... x._,} to the database.
Using this approach, the set of databa.se relatiohships may be gradually increased without
outsourcing them to the AMT service.

[00182] In the following, the appearance alteration according to various embodiments

will be described.
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[00183] ~ Regardless of the number of objects in the database, the entire database may
be exhausted using services, if these objects are used in their original appearances
(similar to previous IBCs e.g. CAPTCHA The'Dog). The fourth part of the framework
according to various embodimenté ﬁqay be to alter object appearances before presenting
them as Ctasks. According to van’ous' embodiments, 3D translation, 3D rotation, re-
illumination, re-coloring, and background clutten’hg may be used to hide the iject
signature from the “eyes” of machines.

[00184] In the following, translation and rotation according to various embodiments
will be described. For each of the selected objects., translation and rotation may be used to
change the viewpoint of the objéct. Object fotation in 3D maﬁr significantly change the
object abpearance in the final 2D image. The center of ro;tation may be the center of
object bounding box. For each subject, the object.may be rotated between 20 to 340
degrees. This is because experiments may show a minimum of 20 degrees change of view
to reduce performance of m?chine learning algorithms close to random.

[00185] FIG. 5 shows an illustration 500 of machine-learning performances as the
viewpoint .difference increases, for 10 sample. objects. As shown in the machine
performances for recognizing 10 sample objects as the viewpoint difference increases in -
FIG. 5, it seems that 20 degrees viewpoint change is an optimal choice.

[00186] For this éxpeﬁm‘en‘t? commonly used features were fed in object detection,
including: RGB histogram, obponent color hiétogram, Hue-Saturation histogram,
transformed color histogram, color morhents, SIFT (Scale-Invariant Feature Transform),

color invariant SIFT, HueSIFT, HSVSIFT (hue saturation value SIFT), opponent SIFT,
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'RG SIFT (SIFT descriptors are obtained from the red / green color space), RGB (red
green blue) SIFT, and SURF (Speeded Up Robust Features).

[00187] In addition to general object rotation, in cases that VRML (Virtual Reaiity
Modeling Language) joints are defined for the object (e.g. ﬁuﬁlan body joints) the joint
angle may be randomized in the pennitt;ad range to increase the appearance variation.
[00188] In the following, re-illumination according to various embodiments will be
describéd. After translation and rotation, the selected object may be re-illuminated, for
example using (for exaﬁlple 12) VRML point-lights, for example around the Bounding
box of the objeét, 4 round thé front, 4 around the middie, and 4 around the back of the
object, with 3 object-width away from the center of front, middle, or back. In each
alteration, we randbmly turn on 3 to' 6 lights,

[00189] In the following, re-coloring according to various embodiments will be
describéd. Given an object with p parts, p samples from the HSV space may be drawn
using uniform probability, in order to hide the color signature of the object.. The HSV
color space may be used in several color-based object recognition approaches, thus,
randomizing the object color signature in this space helps confusing these machine
algorithms, In addition for each object part to be re-coléred, a new color may be assigned
with a probability of 50%, or the color of the previous palu't in the object may be assigned.
This uncertainty in assigning new color, or using a previously used color may prevent ‘
algorithms to identify/cbunt object parts frofﬁ their color.

[00190] In tﬁe following, background cluttering according to various embodiments
will be described. Cluttered background may be one of the commonly used methods to

fool object detection algorithms in text- and image- CAPTCHA. Like these CAPTCHA,
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according to various embodiments, background cluttering may be used to increase the
- difficulty for machines, but unlike previous CAPTCHA, according to various
embodiments the background may be clutteféd with the very same features for which
machines are searching; Fraction of raﬁdom o_bjeét parts (for example randomly ‘
generaied object sections from VRML codés from the database) may be used, and thus
seve'ral other objects' feature signatures may be added into 'the CAPTCHA image. As a
result of each CAPTCHA image containing signatures of several objects other than the
main object, the difficulty of automatic object recognition dramatically in01°eases. On the
other hand, humans fnay easily differentiate the fully represented object from the
cluttered background of object parts, To further aid this differentiation, the transparency -
of the background may be reduced; for example by 20%. This effect may attract human
attention to the main object due to its higher contra;t. |

- [00191]  The final image representing the selected object may be resized so that all (for
example six) selected objects appear (at least substantially, in other words: almost) the
same size in the final CAPTCHA presentation. The images may be resized so that lengths
of objects along their major axis are the same. The major axis in each image may be
found by fitting a line on the 2D location of pixels beldnging to the object in the 2D
image: Using 3D model, the pixels belonging to the object may be found by using the
alpha/depth chan;;el ;)f the VRML renderer. An Example of the final éltered image is
illustrated in FIG. 6. |

[00192] FIG. 6 shows an illustration 600 of an example 3D (tm'ee-dimcnsional) model

(top), and its final altered image (bottom) created on the fly, to be sent for Ctask. A
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[00193] | The result of the appearance alteration paft may be a multiplication factor of
over 1:200, i.e. 200 different images may be created from each 3D model in the database,
on-the-fly. This multiplicl:ation factor, comparable to the text-CAPTCHAS, is never
achieved by previously proposed IBCs, and plays .a significant role in prc;tection against
exhaustive and machinesolver attacks. | |

~ [00194] In order to test the effectiveness of appearance alteration, two sets of
e)gpgrhnents may' be perfonﬁed. It is to 'be noted that for -an algorithm to solve
DeepCAPTCHA, it has to either identify the objects and then use a prior information to
determine the size of the’objects (e.g. first identify a bee and a car, and based on a prior
informati(‘)n of relative size of cars and insects, solve the CAPTCHA), or directly
estimate the relative size of the bl'esented objects (e.g. into ‘generic size categories).
Therefore, méchine performances ma& be tested in both of-these scenarios. Using 100
objects as the dataset, 20 images may be created per object based on the above
appearance alterations. Then several well-known ciassiﬁers (linear, radial-basis, and
polynomial SVM, random-forest, and K-NN) using randomly selected %60 of the images
may be t.rained; ‘based on the aforementioned 14 features (RGB histogram, opponent
color histogram, SIFT, SURF, etc.) and then tested their performances ‘ on the
remaining %40, Experimental results according to various embodiments show that due to
. .the introducéd variations_in objeci appeara;lces, machines constantly fail in both object
recognition and object size éstimation. |

[00195] FIG. 7A and FIG. 7B show illustrations of machines random behavior in -

assigning size categories and object recognition.
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[00196] In FIG. 7A, a plot 700 is shown with a horizontal axes 702 indicating a false
positivé rate and a vertical axes 704 indicating a true positive rate. An ROC (or RoC,
which may stand for receiver operating characteristic) curve 706 of machiné performance
on classifying objects into size categories. Line 708 iﬁdicate_s the applied tﬁreshold. The
RoC c;Jwe 706 suggests poor classification performance. '

[00197] In FIG. 7B, a plot 710 is shown with a horizontal axes 712 indicating a false
positive rate and a vertical axes 714 indicating a true positive rate. An ROC curve 716 of
machine performancelon recognizing objects. Line 718 indicates the applied tlu‘eshold.
The RoC cufve 716 suggests poor classification performance,

[00198] In the following, presentation according to various embodiments will be
described. The final part of the. DeepCAPTCHA framework according to various
embodiments is the presentation on the user's device. This part may provide an intuitive
user interface, that is both easy to understand and use for humans, and robust to random
attacks. As most of the internet users migrate to u.s'e mobile devices, this interface may be
compatible to variogs devices and scréen sizes.

[00199) Accofding to various elﬁbodiments, a simple, light-weight user interface, for
example consisting of a grid 3 x 2 images to be sorted by the user may be used. The user
may select images in the order of size by clicking (or tapping) on them. As the user
selects images, his/her selection éppears as image thumbnails above the 3 x 2 grid, and
the user may reset the current selection by clicking (or tapping) on these thumbnails.

Finally there may be a submit button to be hit when a confident order is reached and a

refresh button for the cases that the user cannot solve the Ctask for any reason.
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[00200] In each request for Ctask, up to oﬁe"‘equal” relation between the présented
objects (i.e. not more than two objects are equal in size) may be allowed. In addition, to
“avoid any ambiguity in size, the objects with no “equal” relation may be restricted to -
have at least 2 levels of distance from each other (i.e. objects with minimum distarice of

d = 2 in the database graph G).

[00201] Random attack success probability in this presentation is é = 1.3889 x 1073

for cases with none of the objects have equal sizes, and% = 2.7778 x 1073 for cases

with two objects having the same size. This probability for the success of random attacks
falls well in a commonly aéknowledged safe réngé.

[00202] It is to be noted that in case of using partially sorted database, the randém
attack success probability would be higher than above. This is because the space of
possible answers reduces, due to reduction of the total number of usable objects (sorted
lists of objects). Given a sorted dataset of n objects, and ¢ objects in each Ctask, the

probability of a successful random attack is

1 _dn=—c)f 1 (n — o)t
nCc X C! - “!C! - n_I)c — 71'

[00203]  If the sorting stops just before the final merge (reducing 1/2 comparisons), the

success probability increases to % However, this reduction does not threat the final

robustness of the Ctask against random attéc_kg. For example, in a dataset of 1000 objects
(realistic databases may have more than 100000 objects) with each Ctask requiring 6
objects, stopping at sub-lists with'lengths of n/2 and n/4, increase success probability of
random attack from 1/994,010,994,000 t§ 1/61,752,747,000 | and 1/3,813,186,000

respeétive]y, which may not have any significant effect on the robustness of Ctasks. -
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[00204) In the following, realization and human tests according to various
embodiments will be described. |

'[00205] For actual realization of the .interface, developed a web service may be -
provided that when called, sends a Ctask from a Deep-CAPTCHA web server. Using. -
JavaScript+HTMLS enabled to efficiently display DeepCAPTCHA on both conventional
and mobile devices, and moreover makes it possible to adapt to mobile device
capabilities such as orientation change to re-order the interface for the current orientation,
~or shake action by the user aé the refresh action.

[00206] An experiment may be conducted to observe actual h}iman users performance
-and their preference between DéepCAPTCHA and conventional text CAPTCHA. After
collecting the user infdrmation (génder, age,. eduéation level, etc.), the users should
complete 7 DeepCAPTCHA tasks, and 3 text CAPTCHA tasks (from Google's text
QAPTCHA web service). In ofder to assess the increase of difficulty for human users by
adding appearal;ce élterations, the 7 DeepCAPTCHA tasks may be divided into 3 sets.
The very ﬁrst}DeepCAPTCHA task is consisted of only original objects (wﬁthout .
appearance alteratioﬁ); the next 3 tééks are consisted of objects with color and lighting
variations, and finally the last 3 Deep-CAPTCHA tasks are consisted of full appearance
alteration including re-coloring, re-illumination, and background addition.

[00207] A total of 66 users pgrticipated in our experiment, using PCs, tabiets, or-.srﬁar_’(
phones, with average age of 28.5 years, 69% male and 31% female, and with education -
level from high-school students to PhD students. These users: connected to our web

service from several countries around the world including US, Canada, Australia,
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Singapore, and CHina, solving 311 DeeﬁCAPTCHA tasks and mdre than 115 text.

CAPTCHA tasks. |

[00208] FIG. 8 shows an illustration 800 of the average of human performances in an
l experiment according to various embodiments (for example illustrating average human
. performances on Ctasks with differenf distortion levels.), with 87.7% in total of the
experiment (including all three types of DeepCAPTCHA tasks). .The decrease in average
performance may be observed as the appearance alteration level increases (from 92.31%
to 86.87% and 83.7%), howéver, even with addition of backgrounds, the performance
- level is higher than a commonly acknowledged acceptable range;
[00109] According to Varipus embodiments, a usability test may also be performed in
which 86.84% preferred Deep.CAP‘TCHA over text CAPTCHA, and debictin_g a much

higher ease of use for DeepCAPTCHA than text CAPTCHA, shown in Table 1.

Preferad Easc-of-Use
DeepCAPTCHA 86.85% 4.20 / &
Text CAPTCHA 13.16% 087 /5

Table 1: Average user preferences and easy-of-use.

[00210] Results of this usability test indiéates that given a reliable service, users are
likely to migrate from usiné TBCs to.using DéepCAPTCHA @aﬁicularly due to the ease-
of-use). Moreover, their high pyeference for DeepCAPTCHA can also indicate users' trust
in seéurity of DeepCAPTCHA. These two points motivate us-to advance our IBC to the .
next level, beta-version, based on a reaiistically large database and reliable webservers.
[00211] | In the following, DeepCAPTCHA security a_céqrding to various embodiments
will be described. The CAPTCHA literature deﬁnés -a different level of security as the,

"accepted level", than in other fields. It is to be noted that unlike fields such as biometrics
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- that try to provide absolute guarantees for the system security, the ac_:cepted level of
security for a CAPTCHA is to make the Ctasks hard enough that the cheapest way to
break a CAPTCHA would-be ‘paying humans to solve it. In other words, a CAPTCHA
therefore is successful, essentially, if it forces an automated attack to cost more than 30
seconds worth of a human's time in é part of the world where labor is cheap. In the
fdllowing, possible attacking methods for the DeepCAPTCHA tasks according to various
bembodiments will be described.

[00212] In the following,'brute force will be described. In the brute force method, the
attacker submits rapdom solutions to eaéh_ Ctask, hoping that one would succeed by
chance. Brute force attackjsuccess probability with no basis for a decision (i.e. 50%

probability of choosing the order for each image) in an exemplary presentation of 3x2

image girds isal-! = 1.3889 x 1073 for cases with none of the objects have equal sizes,

and Ezi= 2.7778 X 1072 for cases with two objects bhaving the same size. This

probability for the success of random attacks falls well in the commonly acknowledged

safe range.

[00213] In addition, it may also be possible to restrict the 'number of failed trials from

a single IP address, and therefore decrease the success i)robability of brute force attacks.

For‘example, a token bucket scheme may be used that penalizes IP addresses that get
mény succéssive w;bn; answers by forcing them to answer two challenges correctly

within 3 attempts before géiru'ng a ticket. With this scheme in. place, attackers may expect

only one éervice ticket .per 5.6 million guesses.

[00214] In‘the following, machine vision attacks will be desc_;ribed. While brute force

' attack resides on almost no prior knowledge Ctasks, the attacker may use machine vision
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- techniques to gain some form of prior knowledge to bias the probability towards the
Ctask solution. For our DeepCAPTCHA however, not only the presentation prevents
brute force attacks, but also objectl filtering and appearance _alterations prevent attacks
~ based on : image processing - techniques. 'As described above, according to various
embodiments, several distortions may be applied to each image including translation and
rotation, re-illuminatioh, recoloring, and re-illumination. In our experiments we showed
that these‘ appearance alterations prevent machines to recognize either individual objects
or their size category, while keep the human performance sufficiently high. In these
experiments, well-known ilﬁagefeamres may bev used such as SIFT, SURF, an(i éolbr
histograms, to show that given alteration by a minimum .degreé (e.g. 20.degrees in
.rotation) machines performance caﬂ be kept at a chance level, and therefore at the same
level of brute force attacks, discussed above. FIG. 4, FIG. 5, aﬁd FIG. 7 illustrate results
of the experiments.

[00215] It is to be noted that the failed attempt restriction on IP addresses also may
help the CAPTCHA according to variops embodiments to prevent the attacks based on
machine vision. Given that if is likely for méchine performance to improve slightly above
chance in the near future, this restriction prevents machines to break DeepCAPTCHA by
combining machine vision and brute force attacks.

'[00216] In the following, exhaéétive attacks will be descﬁbed. Each time a Ctask is
présented, a part of the CAPTCHA image space is revealed to :the end user, anq
regardless of the size of this image space, given a finite time, all of this space would be
revealed (with the assumption of slower growth rate than the presentation rate). In the

exhaustive attack, the attacker.exhaustively download and solve all the images in the
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database, so that from a point forth, almost any new Ctask would be consisted of pre-
solved images. 'The exhaustive attacks are usually conducted by hiring cheap human
labor (e.g. Amazon Mechanical Turk) to exhaﬁst the CAPTCHA database. This attack is
the greatest defect in many previous image-based CAPTCHAs, such as Google's
CAPTCHA, Avatar CHAPTCHA, and Confident CAPTCHA. Particularly, Asirra has
become a classical example of this attack, which even with more than 3 million images in
their database, fell victim to th¢ exhaustive attack.

(00217] While exhaustive attack seems-inevitable, a CAPTCHA can prevent this
attack by increasing the human pre-sélvér cost, just cnough. to éxceed the cost of hiring a
constant human solver for the CAPTCHA. In other wérds, the goal is to make the most
‘efﬁcient attack on a new Ctask, .i)aying people to solve that Ctask. This is usually
achieved by increasing the size of the databas;e by applying image distortions (in both text
and image based CAPTCHAs). In Deep-CAPTCHA, appearance alteration section
expands the original database of 3D objects by 3 orders of magnitude. This not only
dramatically increase the CAPTCHA image space, but also keeps the DeepCAPTCHA
safe evén if the original database of objects is attacked. The latter is becaﬁse thé
appearance alteration. is performed on-the-y for each image, and we showed that machine
vision techniques cannot ﬁnd the correspondence between the original 3D object, and the
"altered image: In other words, evén if our original database of 3D objects are made public,
4;he_ attacker ;:annot' use current ilﬁa.lge matching techniqueé to relate image in a Ctask, to
6bjects in the publicized .database, and therefore cannot use éxhaustive attack to break

DeepCAPTCHA.
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‘ [00218]  An additional issue regarding the security. of the CAPTCHA according to
various embodlments against exhaustwe attack is when partlal sorted databases are used. -
This i IS because in case of usmg a partlally sorted database, the CAPTCHA nnage space

' _’would be reduces, due to reductmn of the total number of usable omgmal Ob] ects leen a

sorted.. dataset of n objects, . and ¢ 1mages in. ‘each Ctask,. | the number of possﬂale"

combinations of usable 3D objects is:

T d(n - ¢!
“- [00219] - The formula
nCe. cl(n —c)!

~ as described herein may’ compute the number of possible distinct presentation given n
' database Ob_]CC'[S and a CAPTCHA task of dlsplaymg c objects each time. Thls may
quantlfy the effort to reveal the whole database

- [00220] I_f the sorting stops just befOre the final merge (reducing n/2 comparisons), the

o . o C(r i . o . ) L ' : '
number of possible images decreases to c'((’f)c)|' However, this reduction does not threat

the ﬁnal robustness of the Ctask against brute force attacks. For example, in' a dataset of

1000 obJects (reahstlc databases may easﬂy have more than 100000 ob_]ects) w1th each
Ctask Tequiring -6 objects, stoppmg at sub- 11sts W1th Iengths of and decreases the‘

'_ number of p0331ble images from 1, 380 570, 825 to 85,767, 704 and 5 296 091 respectlvely,
which don't have any s1gmﬁ_cant effect on the robustness of smgl,e Ctasks, while reducmg

a significant number of comparisons (and therefore cost). However it shouId: benoted that
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.due to this gradual revealing of the database, there is vital need for the original database
of objects to be refreshed and grow.

[00221]  Finally, it should be again noted that' the use of failed attempt restriction on IP
addresses genel’all); he[ps preventing exhaustjve attacks.

[00222] Text-based CAPTCHAs fTBCs) have been used over a decade now with its
limitations and image-based CAPTCHASs (IBCS) have risen to address the prdblems in
TBCs. However,“ IBCs face challengés that does not threat text-based CAPTCHAs
includiﬂg computer vision solver algorithms and exhaustive attackers.

[00223] Accqrding to various emb'odimenté, DeepCAPiCHA may be provided, an
IBC build on CAPTCHA design guidelines, humans ability of depth perception, and
empirical ekperiments, that the ﬁl;St practical iBC that satisfy all CAPTCHA design
guideiines. Deep-CAPTCHA exploits. 3D models, human-machine sorting, and
appearance alteration distortions fo confuse machines, while keeping the task easy for
_humans. Experiments ghow a high performarice and satisfaction from human users, and
constant failure from conventional machine alg_c;l_ithms.

© [00224] DeepCAPTCHA according to various embédiments may also stimulate
interesting research in» computer vision field, as this type of IBCs that draw expérience
from interacting with the physical environment, through an evolutionary process. We can
therefore envision a robot that learns to differentiate ol;jects by size as- a result of
observing and interacting with everyday objects over exténded time beriods.

[00225]  According to various embodiments, the shapes may be visualized in a high-

resolution brail device for the visually impaired users.
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[00226] Based on the approaches according to various embodiments for cost reduction,
a constantly evolving database may be provided for IBC. According to various
emBodiments, the object mining strategy may be extended to: a) target specific types or
scales of models in available 3D model databases such as Google Warehouse, ‘Archive
3D, and the rapidly evolving repositories for 3D Aprinting files; b) connect with
engineering, ciesign and art programs where students continuously produce original 3D
models. Using an ever-growing collection of D models, our apprdach can be closer to
TBCs in. terms of the pool of original content. Using this constant stream of new 3D
models, we can even Be closer to the TBCS in terms of the pool of original content.
[00227]  According to various embodiments, the following may be provided:

[00228] - An image-ﬁased CAPTCHA (IBC) based on humans high-level cognitive
processes of depth perception;

[00229] - The first IBC to satiéfy all seven CAPTCHA design guidelines;

[00230] - A fully automatic framework that collects, maintains, and refreshes its
CAPTCHA materials (3D objects);

[00231] | - An automatic method to label uriknown méterials in the database, using a
human-machine combination in Merge Sort; and/ or

[00232] - Techniques in each part of the framework to create a practical IBC.

[06233] .While the invention has been particularly shown and described with reference
to specific embodiments, it should be understood by those skilled in the art that vafious
changes in form and detail may be made therein without departing from the spirit and -

scope of the invention as defined by the appended claims. The scope of the invention is
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thus indicated by the appended claims and all changes which come within the meaning

and range of equivalency of the claims are therefore intended to be embraced.
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Claims

What is claimed is:
l. A verification method éomprising:
determining a plurality of objects, each object having a property;
“displaying a representation of each object of the plurality of object;‘.;
receiving from a user an input indicating a sequence of the plurality of objects;
determining a sequence of the propertie§ of the plurality 'of objects; and

‘comparing the input with the sequence of the properties of the objects.

2. The verification method of claim 1,
wherein the property of each object of the plurality of objects comprises a

quantifiable value.

3. The verification method of claim 2,
wherein determining the sequence of the properties of the plurality of objects
comprises ordering the properties in ascending order according to the values of

| the plurality of objects.

4, The verification method of claim 2 or 3,
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~wherein determining the sequence of the properties of the plurality of objects
comprises ordering the properties in descending order according to the values of

the plurality of objects.

The verification method of any one of claims 1 to 4,

wherein comparing the inpﬁt with the sequence of thé properties of the objects
comprises detérmining whether the input indicates a sequence of the plurality of
objects which matches with the determined sequence of the properties of the

plurality of objects.

The verification method of any one of claims 1 to 5,
wherein the representation of at least one object of the plurality of objects

comprises a visualization of a model of the object.

The verification method of any one of claims 1 to 6,

wherein the representation of at least one object of the plurality of objects
comprises a visualization of a two-dimensional model of the object.

The verification method of any one of claims 1 to 7,

wherein the representation of at least one object of the plurality of objects

comprises a visualization of a three-dimensional model of the object.

The verification method of any one of claims 1 to 8,
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10.

11.

12.

13.

14.

wherein the representation of at least one object of the plurality of objects

comprises a drawing illustrating the object.

The verification method of any one of claims 1 to 9,
wherein the representation of at least one object of the plurality of objects

comprises a photo showing the object.
The verification method of any one of claims 1 to 10,
wherein the representation of at least one object of the plurality of objects

comprises a.video showing the object.

The verification method of any one of claims 1 to 11,

wherein the property of at least one object of the plurality of objects comprises a

property which can be determined based on experience in real world without

special training.

The verification method of any one of claims 1 to 12,
wherein the property of each object of the plurality of objects comprises a size of

the object. -
The verification method of any one of claims 1 to 13,

wherein the property of each objectuof‘ the plurality of objects comprises a speed

of the object.
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15.

16.

17.

18.

19.

20.

The verification method of any one of claims 1 to 14,
wherein the property of each object of the plurality of objects comprises an age of

the object.

The verification method of any one of claims 1 to 15,

wherein the propérty of each object of the plurality of objects comprises a

maximum travel distance of the object.

The verification method of any one of claims 1 to 16,
wherein the property of each object of the plurality of objects comprises a

maximum flight height of the object. -

The verification method of any one of claims 1 to 17,
wherein the property of each object of the plurality of objects comprises a

temperature of the object.

The verification method of any one of claims 1 to 18,

wherein the property of each object of. the plurality of objects comprises a

“geographical location of the object.

The verification method of any one of claims 1 to 19,
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21,

22,

23.

24.

25.

wherein the property of each object of the plurality of objects comprises a latitude

of the object.
The verification method of any oﬁe of claims 1 to 20, :
wherein the property of each object of the plurality of objects comprises a

longitude of the object.

The verification method of any one of claims 1 to 20,

- wherein the property of each object of the plurality of objects comprises an

altitude of the object.

The verification method of any one of claims 1 to 22,
wherein the property of each object of the plurality of objects comprises a mass of

the object.

The verification method of any one of claims 1 to 23,
wherein the property of each object of the plurality of objects comprises a price of

the object.

The verification method of any one of claims 1 to 24,

wherein the property of each object of the plurality of objects comprises a power

. of the object.
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26.

27.

28,

29.

30,

31

"The verification method of any one of claims 1 to 25,

wherein the property of each object of the plurélity of objects comprises a

computing power of the object,

The verification method of ény one of claims 1 to 26,
wherein the property of each object of the plurality of objects comprises a

brightness of the object.

The verification method of any one of claims 1 to 27,
wherein the property of each object of the plurality of objects comprises a

popularity of the object. .

The verification method of any one of claims 1 to 28,
wherein the property of each object of the plurality of objects comprises a wind

resistance of the object. -

The verification method of any one of claims 1 to 29,

wherein the property of each object of the plurality of objects comprises a

flexibility of the object.

The verification method of any one of claims 1 to 30,

wherein the object comprises a person.
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32.

33.

34,

35.

36.

37.

38,

39.

The verification method of any one of claims 1 to 31,

wherein the object comprises an animal.

 The verification method of any one of claims 1 to 32,

wherein the object comprises a microorganism.

The verification method of any one of claims 1 to 33,

wherein the object comprises a virus.

The verification method of any one of claims 1 to 34,

wherein the object comprises an article.

The verification method of any one of claims 1 to 35,

wherein the object comprises a building.

The verification method of any one of claims 1 to 36,

wherein the object comprises a place.

The verification method of any one of claims 1 to 37,

wherein the object comprises a city.

The verification method of any one of claims 1 to 38,

. wherein the object comprises a vehicle.
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40.

41.

42,

43,

44.

45.

46.

The verification method of any one of élaims 1 to 39,

wherein the object comprises a motorized vehicle.

The verification method of any one of claims 1 to 40,

wherein the object comprises a car.

The verification method of any one of claims 1 to 41,

wherein the object comprises a truck.

. The verification method of any one of claims 1 to 42;

wherein the object comprises a computer.

The verification method of any one of claims 1 to 43,

~ wherein the object comprises a mobile phone.

The verification method of any one of claims 1 to 44, '

wherein displaying a representation of an object of the plurality of objects

comprises changing an appearance of-the representation of the '6bject and

displaying the representation of the object with the changed appeéu’anée.

_ The verification method of claim 45,
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47.

48.

49.

50.

51.

wherein changing the appearance comprises translating the representation of the

object.

The verification method of any one of claims 45 to 46,
wherein changing the appearance comprises rotating the representation of the

object.

The verification method of any one of claims 45 to 47,

wherein changing the appearance comprises scaling the representation of the

object.

The verification method of any one of claims 45 to 48,
wherein changing the appearance comprises changing an illumination of the .

repreéentation of the object.

The verification method of any one of claims 45 to 49,
wherein ' changing the appearance comprises changing a coloring of the

representation of the object.
The verification method of any one of claims 45 to 50,

wherein changing the appearance comprises changing a background of the

representation of the object.
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52.

53.

54.

55.

The verification method of claim 51,
wherein changing the background of the representation of the object comprises

cluttering the background.

The verification method of any one of claims 1 to 52,

wherein the verification method comprises a CAPTCHA.

A verification device comprising:

an object determination circuit configured to determine 'a plurality of objects, each
object héving a property;

a display circuit conﬁgured to display a repfesentation of eéch object of the
plurality of objects;

an input circuit configured to receive from a user an input indicating a sequence
of the plurality of objects;

a property sequence determination ciréuit configured to determine a sequence of
the properties of the plurality of objects; and -

a comparing circuit configured to compare the input with the sequence of the

properties of the objects.

The verification device of claim 54,

wherein the property of each object of the plurality of objects comprises a

quantifiable value.
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56.

57.

58.

59.

60.

The verification device of claim 535,

wherein the property sequence determination circuit is further configured to
determine the sequence of the properties of the plurality of objects based on
ordering the propenies.in ascending order according to the values of the plurality

of objects.

The verification device of claim 55 or 56, '

wherein the property sequence determination circuit is further configured to
determine the sequence of the properties of the plprality of objects based on
ordering the properties in descending order according to the values of the plurality

of objects.

The verification device of any one of claims 54 to 57,

wherein the comparing circuit is further configured to compare the input with the
sequence of the properties of the objects based on determining whether the input
indicates a sequence of the plurality of objects which matches with the determined

sequence of the properties of the plurality of objects.

‘The verification device of any one of claims 54 to 58,

wherein the representation of at least one object of the plurality of objects

comprises a visualization of a model of the object.

The verification device of any one of claims 54 to 59,
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61.

62.

63.

64.

65.

wherein the representation of at least one object of the plurality of objects

comprises a visualization of a two-dimensional model of the object.

The verification device of any one of claims 54 to 60,
wherein the representation of at least one object of the plurality of objects

comprises a visualization of a three-dimensional model of the object.

The verification device of any one of claims 54 to 61,
wherein the representation of at least one object of the plurality of objects

comprises a drawing illustrating the object.

The verification device of any one of claims 54 to 62,
wherein the representation of at least one object of the plurality of objects

comprises a photo showing the object.

The verification device of any one of claims 54 to 63,
wherein the representation of at least one object of the plurality of objects

comprises a video showing the object.

The verification device of any one of claims 54 to '64,
wherein the property of at least one object of the plurality of objects comprises a
property which can be determined based on experience in real world without

special training,
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66.

67.

68.

69.

- 70.

71.

The verification device of any one of claims 54 to 65,
wherein the property of each object of the phirafity of objects comprises a size of

the object. -

The verification device of any one of claims 54 to 66,

wherein the property of each object of the plurality of objects comprises a speed

of the objeét.

The verification device of any one of claims 54 to 67,
wherein the property of each object of the plurality of objects comprises an age of

the object.

- The verification device of any one of claims 54 to 68,

wherein the property of each object of the plurality of objects comprises a

maximum travel distance of the object.

The verification device of any one of claims 54 to 69,

wherein the properfy of each object of the plurality of objects comprises a

maximum flight height of the object.

The verification device of any one of claims 54 to 70,
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72.

73.

74.

175,

76.

wherein the property of each object of the plurality of objects comprises a

temperature of the object.

“The verification device of any one of claims 54 to 71,

wherein the property of each object of the plurality of objects comprises a

geographical location of the object.

The verification device of any one of claims 54 to 72,

wherein the property of each object of the plurallity of objects corhpn’ses a latitude

_ of the object.

The verification device of any one of claims 54 to 73,
wherein the property of each object of the plurality of 'objects comprises a

longitude of the object.

The verification device of any one of claims 54 to 74,

wherein the property of each object of the plurality of objects comprises an

altitude of the object.

The verification device of any one of claims 54 to 75,
wherein the property of each object of the plurality of objects comprises a mass of

the object.
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77.

78.

79.

80.

81.

82.

The verification device of any one of claims 54 to 76,
wherein the property of each object of the plurality of objects comprises a price of

the object.

The verification device of any one of claims 54 to 77,
wherein the property of each object of the plurality of objects comprises a power ]

of the object.

The verification device of any one of claims 54 to 78;
wherein the property of each object of the plurality of objects comprises a

computing power of the object.

The verification device of any one of claims 54 to 79,
wherein the property of each object of the plurality of objects comprises a

brightness of the object.

The verification device of any one of claims 54 to 80,
wherein the property of each object of the plurality of objects comprises a

pbpu_larity of the object.
The verification device of any one of claims 54 to 81,

wherein the property of each object of the plurality of objects comprises a wind

resistance of the object.
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83.

84,

8s.

86.

87.

88.

89,

The verification device of any one of claims 54 to 82,
wherein the property of each object of the plurality of -objééts comprises a

ﬂéxibility of the object.

The verification device of any one of claims 54 to 83,

wherein the object comprises a person.

The verification device of any one of claims 54 to 84,

~ wherein the object comprises an animal.

The verification device of any one of claims 54 to 85,

wherein the object comprises a microorganism.

The verification device of any one of claims 54 to 86,

wherein the object comprises a virus.

The verification device of any one of claims 54 to 87,

wherein the object comprises an article.

The verification device of any one of claims 54 to 88,

" wherein the object comprises a building.
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90.

91.

92, .

93.

04, -

9s.

96.

97.

'The verification device of any one of claims 54 to 89,

wherein the object comprises a place.

The verification device of any one of claims 54 to 90,

wherein the object comprises a city.

The verification device of any one of claims 54 to 91,

wherein the object comprises a vehicle.

The verification device of any one of claims 54 to 92,

wherein the object comprises a motorized vehicle.

The verification device of any one of claims 54 to 93,

wherein the object comprises a car.

The verification device of any one of claims 54 to 94,

wherein the object comprises a truck.

The verification device of any one of claims 5410 95, i

wherein the object comprises a computer.

The verification device of any one of claims 54 to 96,

wherein the object comprises a mobile phone,
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9s8.

99.

100.

101.

102.

103,

The verification device of any one of claims 54 to 97,
wherein the display circuit is configured to change an appearance of the
representation of the object and to display the representation of the object with the

changed appearance.

The verification device of claim 98,
wherein the display circuit is configured to change the appearance by translating

the representation of the object.

The verification device of any one of claims 98 to 99,
wherein the display circuit is configured to change the appearance by rotating the

representation of the object.

The verification device of any one of claims 98 to 100,

wherein the display circuit is configured to change the appearance by scaling the

representation of the object.
The verification device of any one of claims 98 to 101,
wherein the display circuit is configured to change the appearance by changing an

illumination of the representation of the object.

The verification device of any one of claims 98 to 102,
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. 104,

105.

106.

- 107.

wherein the display circuit is configured to change the appearance by changing a

coloring of the representation of the object,

The verification device of any one of claims 98 to -103;
wherein the display circuit is configured to change the appearance by changing a

background of the representation of the object.
The verification device of claim 104,
wherein changing the background of the representation of the object comprises

cluttering the background.

The verification device of any one of claims 54 to 105,

wherein the verification method comprises a CAPTCHA device.

A computer readable medium including program instructions which when
executed by a processor cause the processor to perform the verification method of

any one of claims 1 to 53.
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