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SYSTEM, METHOD, AND COMPUTER PROGRAM PRODUCT FOR
AUTHENTICATING A USER FOR ATRANSACTION

CROSS REFERENCE TO BELATED APPLICATION
{0001}  This application claims priority to U.S. Application No. 16/540,230, filed on

August 14, 2019, the entire contents of which are hereby incorporated by reference.
BACKGROUND

1. Technical Field

{0002] This disclosure relates generally to systems, devices, products, apparatus,

and methods for user authentication, and in some non-limiting embodiments or

aspects, to a method, a system, and a product for authenticating a user for a

transaciion using re-encryption.

2. Technical Congsiderations

{0803] Data flow lnop problems may occur when two parties share dala via an
untrusted intermediary. For example, authentication of a user for a transaction
conducted via an electronic wallet ransaction processing systemn may suffer from a
data flow loop problem, because the electronic wallet transaction processing system
may send data to a payment gateway via a merchant system. As an example, a
consumer using an electronic wallet {o conduct a transaction may experience
increased iransaction processing time (e.g., increased checkout time, etc.). Further,
payment gateways and electronic wallets may suffer from integration burden and
operational overhead thal may inhibit user authentication and/or further increase
fransaction processing time. Accordingly, there is a need for improved user
authentication for transactions.
SUMMARY

f0804] Accordingly, provided are improved systems, devices, products, apparatus,
and/or methods for authenticating a user for a transaction.

{0005] According to some non-limiting embodimenis or aspects, provided is a
computer-implemented method including: generating, with an electronic wallet
fransaction processing system, an electronic wallet key pair including an electronic
wallet public key and a corresponding slectronic wallef secret key, the elecironic waliet
key pair associated with the electronic wallet transaction processing system; receiving,
with the electronic wallet transaction processing system, a payment gateway public
key corresponding to a payment gateway secret key, the payment gateway public key
and the payment gateway secret Key associated with a payment gateway system;
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generating, with the electronic wallet fransaciion processing sysiem, a public re-
encryption key based on the payment gateway public key; communicating, from the
electronic wallet transaction processing sysiem {o the payment galeway system, the
public re-encryption Key; receiving or determining, with the electronic wallet
transaction processing system, encrypted transaction data associated with a
fransaction, the encrypted transaction data including an account identifier encrypted
with the electronic wallet public key; re-encrypling, with the electronic wallet
fransaction processing system, the encrypted transaction data with the public re-
encryplion key; and communicating, from the electronic waliet transaction processing
system io the payment gateway system, the re-encrypted transaction data.

{0008] In some non-limiting embodiments or aspects, the method further includes:
receiving, with the electronic wallet transaction processing system, user credentials
associated with a user for the transaction; and authenticating, with the electronic wallet
fransaction processing system, the user for the transaction based on the user
credentials, wherein authenticating the user for the transaction includes re-encrypting
the encrypted transaction data with the public re-encryption key and communicating
the re-encrypted fransaction data to the payment gateway system.

f0807] In some nonlimiting embodiments or aspects, the electronic wallet
transaction processing system authenticates the user for the transaction based on the
user credentiais without decrypting the encrypted transaction data including the
account identifier encrypted with the electronic wallet public key.

{0008] In some non-limiting embodiments or aspects, the method further includes:
storing, with the electronic wallet transaction processing system in an in-memory
database, the account identifier encrypted with the electronic wallet public key in
association with the user credentials.

{0009] In some non-limiting embodiments or aspecis, the electronic wallet
transaction processing system communicates the re-encrypied transaction data to the
payment gateway system via a merchant system.

{08181 In some nor-limiting embodimenis or aspects, the electronic wallet
fransaction processing system receives the user credentials associated with the user
for the transaction from the merchant system.

{00111  In some non-limiting embodiments or aspects, the method further includes:
receiving, with the payment gateway system, the re-encrypled transaction dalg;
decrypting, with the payment gateway sysiem, the re-encrypted transaction data
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based at least partially on the payment gateway secret key; and identifying, with the
payment gateway, the account identifisr.

0012] According to some non-limiting embodiments or aspects, provided is a
system including: an electronic wallet transaction processing system including one or
more processors programmed and/or configured to: generate an elecironic wallef key
pair including an electronic wallet public key and a corresponding electronic wallet
secret key, the elecironic wallet key pair associated with the electronic wallet
fransaction processing system; receive a payment gateway public key corresponding
to a payment gateway secret key, the payment gateway public key and the payment
gateway secret key associated with a payment gateway system; generale a public re-
encryption key based on the payment gateway public key; communicate, o the
payment gateway system, the public re-encryption key; receive or determine
encrypted transaction data associated with a transaction, the encrypted transaction
data including an account identifier encrypted with the electronic wallet public key; re-
encrypt the encrypled iransaction data with the public re-encryplion key, and
communicate, io the payment gateway sysiem, the re-encrypted fransaction data.
{08131 In some non-limiting embodimenis or aspects, the electronic wallet
transaction processing systern including the one or more processors is further
programmed and/or configured to: receive user credentials associated with a user for
the transaction; and authenticate the user for the transaction based on the user
credentials, wherein authenticating the user for the transaction includes re-encrypting
the encrypted fransaction data with the public re-encryplion key and communicating
the re-encrypted transaction data to the payment gaieway system.

{0014] In some nonlimiting embodimenis or aspects, the electronic wallet
transaction processing system including the one or more processors authenticates the
user for the transaction based on the user credentials without decrypting the encrypted
transaction data including the account identifier encrypted with the electronic wallet
public key.

{0815] In some nor-limiting embodimenis or aspects, the electronic wallet
fransaction processing system including the one or more processors is further
programmed and/or configured to: store, in an in-memoary database, the account
identifier encrypted with the slectronic wallet public key in association with the user

craedentials.
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{0018] In some non-limiling embodimenis or aspects, the electronic wallet
transaction processing system including the one or more processors communicates
the re-encrypled transaction daia to the payment galeway system via a merchant
system.

{08177 In some non-limiting embodimenis or aspects, the electronic wallet
fransaction processing system including the one or more processors receives the user
credentials associated with the user for the transaction from the merchant system.
{0018}  In some non-liimiting embodiments or aspects, the system further includes:
the payment gateway system including one or more processors programmed and/or
configured to: receive the re-encrypted transaction data; decrypt the re-encrypted
transaction dala based at least parfially on the payment galeway secret key; and
identify the account identifier.

{08019] According to some non-limiting embodiments or aspects, a computer
program product including at least one non-transitory computer-readable medium
including program instructions that, when executed by at least one processor, cause
the at least one processor to: generale an elecironic wallet key pair including an
electronic wallet public key and a corresponding electronic wallet secret key, the
electronic wallet key pair associated with the electronic wallet transaction processing
system; receive a payment galeway public key corresponding io a payment gateway
secret key, the payment gateway public key and the payment gateway secret key
associated with a payment gateway systern; generate a public re-encryption key
based on the payment gateway public key; communicate, to the payment galeway
system, the public re-encryption key; receive or determine encrypted transaction data
associated with a transaction, the encrypted fransaction data including an account
identifier encrypted with the electronic wallet public key; re-encrypt the encrypted
transaction data with the public re-encryption key; and communicate, to the payment
gateway system, the re-encrypled transaction data.

f0820] Insome non-limiting embodiments or aspects, the instructions further cause
the at least one processor to: receive user credentials associated with a user for the
fransaction; and authenticale the user for the transaction based on the user
credentials, wherein authenticating the user for the transaction includes re-encrypting
the encrypted transaction data with the public re-encryption key and communicating
the re-encrypted transaction data to the payment gateway system.
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{00211  In some non-limiting embodiments or aspects, the instructions cause the at
least one processor to authenticate the user for the transaction based on the user
credentials without decrypting the encrypted transaction data including the account
identifier encrypted with the elecironic wallet public key.

{00221 iInsome non-limiting embodiments or aspects, the instructions further cause
the at least one processor to: store, in an in-memory database, the account identifisr
encrypled with the eleclronic wallet public key in association with the user credentials.
{00231 In some non-limiting embodiments or aspects, the instructions cause the at
least one processor to: communicate the re-encrypted transaction data to the payment
gateway system via a merchant system; and receive the user credentials associated
with the user for the transaction from the merchant system.

{0024] Insome non-limiting embodiments or aspects, the instructions further cause
the at least one processor to: receive the re-encrypled transaction data; decrypt the
re-encrypted transaction data based at least partially on the payment gateway secret
key; and identify the account identifier.

[0025] Further non-limiting embodiments or aspects are set forth in the following
numbered clauses:

{0028] Clause 1. A computer-implemented method comprising: generating, with an
electronic wallet transaction processing system, an electronic wallet key pair including
an electronic wallet public key and a comresponding electronic wallet secret key, the
electronic wallet key pair associated with the elecironic wallet transaction processing
system; receiving, with the electronic wallet transaction processing system, a payment
gateway public key corresponding {0 a paymeni gateway secret key, the payment
gateway public key and the payment gateway secret key associated with a payment
gateway system; generating, with the electronic wallet transaction processing system,
a public re-encryption key based on the payment gateway public key; communicating,
from the electronic wallet transaction processing system o the payment gateway
system, the public re-encryplion key; receiving or determining, with the electronic
wallet transaction processing system, encrypled transaction dala associated with a
fransaction, the encrypted transaction data including an account identifier encrypted
with the electronic wallet public key; re-encrypting, with the electronic wallet
transaction processing system, the encrypted transaction data with the public re-
encryption key; and communicaling, from the slectronic waliet transaction processing

system io the payment gateway system, the re-encrypted fransaction data.
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{00271 Clause 2. The computer-implemented method of clause 1, further
comprising: receiving, with the electronic wallet transaction processing system, user
credentials associated with a user for the transaction; and authenticating, with the
electronic wallet transaction processing system, the user for the transaction based on
the user credentials, whersin authenticating the user for the transaction includes re-
encrypting the encrypled transaction data with the public re-encryption key and
communicating the re-encrypted iransaction daia to the payment gateway system.
{0028] Clause 3. The computer-implemented meathod of clause 1 or 2, wherein the
electronic wallet transaction processing system authenticates the user for the
transaction based on the user credentials without decrypting the encrypted transaction
data including the account identifier encrypted with the elecironic wallet public key.
{0029] Clause 4. The computer-implemented method of any of clauses 1-3, further
comprising: storing, with the electronic wallet transaction processing system in an in-
memory database, the account identifier encrypted with the electronic wallet public
key in association with the user credentials.

{0030] Clause 5. The computer-implemented method of any of clauses 14,
wherein the electronic wallet transaction processing system communicates the re-
encrypted transaction data to the payment gateway system via a merchant system.
{0031] Clause 6. The computer-implemented method of any of clauses 1-5,
wherein the electronic wallet transaction processing system receives the user
credentials associated with the user for the transaction from the merchant system.
{0032] Clause 7. The computer-implemented method of any of clauses 1-6, further
comprising: receiving, with the payment gateway system, the re-encrypted fransaction
data; decrypting, with the payment gateway system, the re-encrypted fransaction data
based at least partially on the payment gateway secret key; and identifying, with the
payment gateway, the account identifier.

{0033] Clause 8. A system comprising: an electronic wallet transaction processing
system including one or more processors programmed and/or configured to: generate
an electronic wallet key pair including an electronic wallet public key and a
corresponding electronic wallet secret key, the electronic wallet key pair associaled
with the elecironic wallef transaction processing system; receive a payment gaieway
public key corresponding 1o a payment gateway secret key, the payment gateway
public key and the payment gateway secret key associated with a payment gateway
system; generaie a public re-encryption key based on the payment gateway pubiic
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key; communicale, to the payment gateway system, the public re-encryption key;
receive or determine encrypled transaction data associated with a transaction, the
encrypted transaction data including an account identifier encrypled with the electronic
wallet public Key; re-encrypt the encrypied transaction data with the public re-
encryption key; and communicate, to the payment gateway system, the re-encrypted
fransaction data.

{0034] Clause 9. The system of clause 8, wherein the electronic wallet fransaction
processing system including the one or more processors is further programmed and/or
configured to: receive user credentials associated with a user for the transaction; and
authenticate the user for the transaction based on the user credentials, wherein
authenticating the user for the transaction includes re-encrypling the encrypted
transaction data with the public re-encryption key and communicating the re-encrypted
transaction data to the payment gateway system.

{0035] Clause 10. The system of clause 8 or 9, wherein the slectronic wailet
transaction processing system including the one or more processors authenticales the
user for the transaction based on the user credentials without decrypling the encrypied
transaction data including the account identifier encrypted with the electronic wallet
public key.

{0038] Clause 11. The system of any of clauses 8-10, wherein the electronic wallet
transaction processing system including the one or more processors is further
programmed and/or configured to: store, in an in-memory database, the account
identifier encrypted with the electronic wallet public key in association with the user
credentials.

{00377 Clause 12. The system of any of clauses 8-11, wherein the electronic wallet
transaction processing system including the one or more processors communicates
the re-encrypted transaction data to the payment gateway system via a merchant
system.

f00838] Clause 13. The system of any of clauses 8-12, wherein the electronic waliet
fransaction processing system including the one or more processors receives the user
credentials associated with the user for the fransaction from the merchant system.
{00391 Clause 14. The system of any of clauses 8-13, further comprising: the
payment gateway system including one or more processors programmed and/or
configured to: receive the re-encrypted transaction data; decrypt the re-encrypted
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fransaction data based at least partially on the payment gateway secrel key; and
identify the account identifier.

{0040] Clause 15. A computer program product comprising at least one non-
transitory computer-readable medium including program instructions that, when
executed by at least one processor, cause the at least one processor {o: generate an
electronic wallet key pair including an electronic wallet public key and a corresponding
electronic wallet secret key, the electronic wallet key pair associated with the elecironic
wallet transaction processing system; receive a payment gateway public key
corresponding to a payment gateway secret key, the payment gateway public key and
the payment gateway secret key associated with a payment galeway system; generate
a public re-encryption key based on the payment galeway public Key; communicale,
to the payment gateway system, the public re-encryplion key; receive or determine
encrypted transaction dala associated with a transaction, the encrypted transaction
data including an account identifier encrypted with the electronic wallet public key; re-
encrypt the encrypled iransaction daia with the public re-encryplion key; and
communicate, io the payment gateway sysiem, the re-encrypted fransaction data.
{00411 Clause 16. The computer program product of clause 15, wherein the
instructions further cause the at least one processor to) receive user credentials
associated with a user for the transaction; and authenticate the user for the transaction
based on the user credentials, wherein authenticaling the user for the transaction
includes re-encrypting the encrypted transaction data with the public re-encryption key
and communicating the re-encrypted transaction data to the payment gateway system.
[0042] Clause 17. The computer program product of clause 15 or 16, wherein the
instructions cause the at least one processor 1o authenticate the user for the
transaction based on the user credentials without decrypting the encrypted transaction
data including the account identifier encrypted with the elecironic wallet public key.
{0043] Clause 18. The computer program product of any of clauses 15-17, whersin
the instructions further cause the at least gne processor to: store, in an in-memory
database, the account identifier encrypled with the electronic waliet public key in
association with the user credentials.

{0044] Clause 19. The computer program product of any of clauses 15-18, wherein
the instructions cause the at least one processor to: communicate the re-encrypted

transaction data to the payment galeway system via a merchant system; and receive
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the user credentials associated with the user for the transaction from the merchant
system.

{0045] Clause 20. The computer program product of any of clauses 15-19, whersin
the instructions further cause the at least one processor {0: receive the re-encrypted
transaction data; decrypt the re-encrypted fransaction data based at least partially on
the payment gateway secret key; and identify the account identifier.

{0048] These and other features and characteristics of the present disclosure, as
well as the methods of operation and functions of the related elemenis of structures
and the combination of parts and economies of manufacture, will become more
apparent upon consideration of the following description and the appended claims with
reference 1o the accompanying drawings, all of which form a part of this specification,
wherein like reference numerals designate corresponding parts in the various figures.
it is 1o be expressly understood, however, that the drawings are for the purpose of
ilustration and description only and are not intended as a definition of limits. As used

Y

in the gpecification and the claims, the singular form of “a,” “an,” and “the” include
plural referents unless the context clearly dictates otherwise.
BRIEF DESCRIPTION OF THE DRAWINGS

{0047] Additional advantages and details are explained in greater detall below with

reference to the exemplary embodiments or aspecis that are illustrated in the
accompanying schematic figures, in which:

{0048] FIG. 1 is a signal flow diagram of an existing implementation of a process
for authenticating a user for a transaction;

{00491 FIG. 2 is a diagram of non-limiling embodimenis or aspects of an
environmeant in which systems, devices, products, apparatus, and/or methods,
described herein, may be implemented,

[0050] FIG. 3is a diagram of non-limiting embodiments or aspects of components
of one or more devices and/or one or more systems of FIG. 2;

f0851] FIG. 4 is a flowchart of non-limiting embodiments or aspects of a process
for authenticating a user for a transaction;

{0052] FIG. 5 is a signal flow diagram of an implemeniation of non-limiting
embodiments or aspects of a process for authenticating a user for a transaction; and
{00537 FIG. 6 is a signal flow diagram of an implementation of non-limiting
embodiments or aspects of a process for authenticating a user for a fransaction.
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DETAILED DESCRIPTION
f0054] It is 1o be understood that the present disclosure may assume various

alternative variations and step sequences, except where expressly specified to the
contrary. ltis also {0 be understood that the specific devices and processes illusirated
in the attached drawings, and described in the foliowing specification, are simply
exemplary and non-limiting embodiments or aspects. Hence, specific dimensions and
other physical characteristics related to the embodiments or aspects disclosed herein
are not to be considered as limiting.

[0085] No aspect, component, element, structure, act, step, function, instruction,
and/or the like used herein should be construed as critical or essential unless explicitly
described as such. Also, as used herein, the ariicles “g” and "an” are intended to
include one or more items, and may be used interchangeably with “one or more” and
“at least one.” Furthermore, as used herein, the ferm “set” is intended to include one
or more items (8.., related items, unrelated items, a combination of related and
unreiated items, elc.) and may be used interchangeably with “one or more” or “al least

n

one.” Where only one item is intended, the term “one” or similar language is used.
Also, as used herein, the terms “has,” “have,” “having,” or the like are intended o be
open-ended terms. Further, the phrase “based on” is intended to mean “based at least
partially on” unless explicitly stated otherwise.

{00587  As used herein, the terms “communication” and “communicate” refer to the
receipt or transfer of one or more signals, messages, commands, or other type of data.
For one unit {e.g., any device, system, or component thereof) 1o be in communication
with ancther unit means thai the one unit is able to directly or indirectly receive data
from and/or ransmit data to the other unit.  This may refer to a direct or indirect
connection that is wired and/or wireless in nature. Additionally, two units may be in
communication with each other even though the data transmitted may be modified,
processed, relayed, and/or routed between the first and second unit. For exampie, a
first unit may be in communication with a second unit even though the first unit
passively receives data and does not actlively transmit data to the second unit. As
another example, a first unit may be in communication with a second unit if an
intermediary unit processes data from one unit and transmits processed data to the
second unit. it will be appreciated that numerous other arrangements are possible.
[0857] It will be apparent that systems and/or methods, described herein, can be
implemenied in different forms of hardware, software, or a combination of hardware

10
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and software. The aciual specialized control hardware or software code used o
implement these systems and/or methods is not limiting of the implementations. Thus,
the operation and behavior of the systems and/or methods are described herein
without reference to specific software code, it being understood that software and
hardware can be designed 1o implement the sysiems and/or methods based on the
descrigtion herein.

{0058] Some non-limiting embodiments or aspects are described herein in
connection with thresholds. As used herein, satisfying a threshold may refer to a value
being greater than the threshold, more than the threshold, higher than the threshold,
greater than or equal o the threshold, less than the threshold, fewer than the
threshold, lower than the threshold, less than or equal 1o the threshold, egual {o the
threshold, etc.

{0059] Asused herein, the term "transaction service provider” may refer {0 an entity
that receives transaction autherization requests from merchants or other entities and
provides guaraniees of payment, in some cases through an agreement belween the
transaction service provider and an issuer institution. The terms “transaction service
provider” and “ransaction service provider system” may also refer to one or more
computer systems operated by or on behalf of a fransaction service provider, such as
a transaction processing system execuling one or more sofiware appiications. A
transaction processing system may include one or more server computers with one or
more processors and, in some non-limiting embodiments or aspects, may be operated
by or on behalf of a transaction service provider.

[00808] As used herein, the term “account identifier” may include one or more
primary account numbers (PANS), tokens, or other identifiers {e.g., a globally unigue
identifier (GUID)
customer account of a user (8.q., a customer, a consumer, and/or the like). The term

, a universally unique identifier (UUID), efc.) associated with a
“token” may refer to an identifier that is used as a substitute or replacement identifier
for an original account identifier, such as a PAN. Account identifiers may be
alphanumeric or any combingtion of characters and/or symbols. Tokens may be
associated with a PAN or other original account identifier in one or more databases
such that they can be used to conduct a transaction without directly using the original
account identifier. In some examples, an original account identifier, such as a PAN,

may be associated with a plurality of tokens for different individuals or purposes.

11
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556

{0061] As used herein, the terms “issuer institution,” “portable financial device

issuer,” "issuer,” or “issuer bank” may refer to one or more entities that provide one or
more accounis o a user (e.g., a customer, a8 consumer, an entily, an organization,
and/or the like) for conducting transactions (e.g., payment transactions), such as
initiating credit card payment transactions and/or debit card payment fransactions. For
example, an issuer institution may provide an account identifier, such as a PAN, tc a
user that uniquely identifies one or more accounts associated with that user. The
account identifier may be embodied on a portable financial device, such as a physical
financial instrument {e.g., a payment card}, and/or may be electronic and used for
electronic payments. In some non-limitling embodiments or aspects, an issuer
institution may be associaled with a bank identification numiber (BIN) that uniquely
identifies the issuer institution. As used herein “issuer institution system” may refer to
one or more computer systems operated by or on behalf of an issuer institution, such
as a server computer executing one or more software applications. For example, an
issuer institution system may include one or more authorization servers for authorizing
a payment transaction.

{00821 As used herein, the term "merchant” may refer o an individual or entity that
provides products and/or services, or access 1o products and/or services, 1o cusiomers
based on a transaction, such as a payment fransaction. The term "merchant” or
“merchant system” may also refer 10 one or more computer systems operated by or
on behalf of a merchant, such as a server computer executing one or more software
applications. A “point-of-sale (POS) system,” as used herein, may refer to one or more
compuiers and/or peripheral devices used by a merchant {0 engage in payment
transactions with customers, including one or more card readers, near-field
communication {NFC) receivers, RFID receivers, and/or other contactless
transceivers or receivers, contact-based receivers, payment terminals, computers,
servers, input devices, and/or other like devices that can be used to initiate a paymeni
transaction.

{0063]  As used herein, the term "mobile device” may refer to one or more portable
slectronic devices configured to communicate with one or more networks. As an
example, a mobile device may include a cellular phone (e.g., a smariphone or standard
cellular phone), a portable computer (e.g., a tablet computer, a laptop computer, etc.),
a wearable device (2.¢., a walch, pair of glasses, lens, clothing, and/or the like), a
personal digital assistant (PDA), and/or other like devices. The terms “client device”

12
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and “user device,” as used herein, refer to any electronic device that is configured to
communicate with one or more servers or remote devices and/or systems. A dlient
device or user device may include a mobile device, a network-enabled appliance {e.g.,
a network-enabled television, refrigerator, thermostat, and/or the like), a computer, a
POS systemn, and/or any other device or system capable of communicating with a
network.

{0064]  As used herein, the term "computing device” or “computer device” may refer
to one or more electronic devices that are configured to directly or indirectly
communicate with or over one or more networks. The computing device may be a
mobile device, a deskiop computer, or the like. Furthermore, the term “computer” may
refer to any computing device that includes the necessary components 1o receive,
process, and output data, and normally includes a display, a processor, a memory, an
input device, and a network interface. An “application” or “application program
interface” (API) refers to computer code or other data sorted on a computer-readable
medium that may be executed by a processor o facilitate the interaction between
software components, such as a client-side front-end and/or server-side back-end for
receiving data from the clienf. An “interface” refers {0 a generated display, such as
one or more graphical user interfaces {GUIs) with which a user may interact, either
directly or indirectly {(e.g., through a keyboard, mouse, touchscreen, efc.).

f0063] As used herein, the terms “slectronic wallet” and “electronic wallet
application” refer to one or more electronic devices and/or software applications
configured to initiate and/or conduct payment transactions. For example, an elecironic
waillet may inciude a mobile device executing an electronic wallet application, and may
further include server-side software and/or databases for maintaining and providing
transaction data to the mobile device. An “elecironic waliel provider” may include an
entity that provides and/or maintains an electronic wailet for a cusiomer, such as
Google Pay®, Android Pay®, Apple Pay®, Samsung Pay®, and/or other like electronic
payment systems. In some non-limiting examples, an issuer bank may be an
electronic wallet provider.

{0068] As used herein, the term “electronic wallet transaction processing system”
may refer to one or more electronic devices and/or sofiware applications configured
to process and/or a request o authenticate a user for a transaction initiated and/or
conducted by an electronic wallet application. For example, an electronic waliet
transaction processing system may include server-side software and/or databases for

13
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maintaining and providing transaction data and/or account data to a merchant system
and/or a payment gateway systern for processing and/or authenticating a user for an
electronic wallet fransaction. An “electronic wallel {ransaction processing sysiem
provider” may include an entily that provides and/or mainiains an electronic wallet
transaction processing system, such as Visa Checkoul®, Mastercard MasterPass®,
PayPal® Checkout, and/or other like electronic wallet transaction processing systemn
providers. In some non-limiting examples, a transaction service provider sysiem may
be an electronic wallet transaction processing system.

{00871 The term “account data,” as used herein, refers 10 any data concerning one
or more accounts for one or more users. Account data may include, for example, one
or more account identifiers, user identifiers, transaction histories, balances, credit
limits, issuer institution identifiers, and/or the like.

{0068] Asused herein, the term “portable financial device” or “payment device” may
refer to an electronic payment device, a payment card (2.g., a credit or debit card), a
gift card, a smaricard, smart media, a payroll card, a healthcare card, a wrist band, a
machine-readable medium containing account information, a keychain device or fob,
an RFID transponder, a retailer discount or loyalty card, a mobile device executing an
electronic wallet application, a PDA, a security card, an access card, a wireless
terminal, and/or a transponder, as examples. The portable financial device may
include a volatile or a non-volatile memory 1o store information, such as an account
identifier and/or a name of the account holder.

{0069] As used herein, the term “server” may refer to or include one or more
Drocessors or computers, storage devices, or similar computer arrangements that are
operated by or facilitate communication and processing for multiple parties in a
network environment, such as the Internet, although it will be appreciated that
communication may be facilitated over one or more public or privale nefwork
environments and thai various other arrangements are possible. Further, mulliple
computers, e.g., servers, or other computerized devices, such as POS devices,
directly or indirectly communicating in the network environment may constitite a
“system,” such as a merchant’s POS system.

[00708] As used herein, the term "acquirer” may refer {0 an entity licensed by the
transaction service provider and/or approved by the transaction service provider 1o
originate transactions using a portable financial device of the transaction service

provider. Acquirer may also refer to one or more computer systems operated by or on
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behalf of an acquirer, such as a server computer executing one or more software
applications {e.g., “acquirer server”). An "acquirer” may be a merchant bank, or in
some cases, the merchant system may be the acquirer. The fransactions may include
original credit transactions (OCTs) and account funding transactions (AFTs). The
acguirer may be authorized by the transaction service provider o sign merchants of
service providers to originate transactions using a portable financial device of the
fransaction service provider. The acguirer may contract with payment facilitators to
enable the facilitaiors to sponsor merchants. The acquirer may monitor compliance
of the payment facilitators in accordance with regulations of the transaction service
provider. The acquirer may conduct due diligence of payment facilitators and ensure
that proper due diligence occurs before signing a sponsored merchant. Acguirers may
be liabie for all fransaction service provider programs that they operate or sponsor.
Acquirers may be responsible for the acts of its payment facilitators and the merchanis
it or its payment facilitators sponsor.

i0071]  As used herein, the term “payment gateway” may refer 1o an entily and/or a
payment processing sysiem operated by or on behalf of such an entity (e.g., a
merchant service provider, a payment service provider, a payment facilifator, a
payment facilitator that contracts with an acquirer, a payment aggregator, and/or the
like), which provides payment services (e.g., ransaction service provider payment
services, payment processing services, and/or the like} 1o one or more merchants.
The payment services may be associated with the use of portable financial devices
managed by a transaction service provider. As used herein, the term “payment
gateway system” may refer {0 one or more computer sysiems, computer devices,
servers, groups of servers, and/or the like, operated by or on behalf of a payment
gateway.

[0072]  As used herein, the term "3D secure provider” may refer {0 an entity that
receives transaction dafa and/or account data, such as an account identifier, and/or
the like, from a payment gateway or other entities and provides an additional security
layer for electronic transactions. For example, a 3D secure provider may enable
consumers o authenticaie themselves with their card issuer when making card-not-
presernt (CNP) e-commerce purchases with an additional security layer that helps
inhibit or prevent unauthorized CNP (Card not present transaction) transactions and
protects the merchant from CNP exposure to fraud. The term “3D secure provider
system” may refer to one or more computer systems operated by or on behalf of a 3D
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secure provider, such as a 3D secure server execuling one or more sofiware
applications. A 3D secure server may include one or more processors and, in some
non-limiting embodiments or aspects, may be operated by or on behalf of 2 3D secure
provider. A 3D secure provider may include Verified by Visa®/\Visa Secure®,
Mastercard SecureCode®, JCB International J/Secure, American Express SafeKey®,
or any other entity that provides an additional security layer for electronic transactions.
{00731 Provided are improved sysiems, devices, products, apparalus, and/or
methods for authenticating a user for a transaction.

[0074] As previously discussed, a data fiow Ioop problem may occur when two
parties share data via an untrusted intermediary. For example, for authenticating a
user or payer for an electronic wallet transaction, an electronic wallet transaction
processing system may send a PAN associated with the user to a payment gateway
via a merchant sysiem with which the user initiated or is conducting the electronic
wallet transaction. Referring now to FIG. 1, FIG. 1 is a signal flow diagram of an
existing implementation 100 of a process for authenticating a user for a transaction.
As shown in FIG. 1, at reference number 150, merchant system 104 may receive user
credentials (e.g., a username, a password, etc.} from a user device 102 for initiating
or conducting an slectionic wallet transaction (e.g., for a consumer checking out using
electronic wallet credentials at a merchant website, etc.). At reference number 152,
merchant system 104 may secursly communicate the user credentials (e.g., by
encrypting the user credentials with a public key, eic.) 1o electronic wallet transaction
processing system 106 {(e.g., for requesting authentication of a user for the fransaction,
eic.). Alreference number 154, elecironic wallet transaciion processing system 106
may authenticate the user for the transaction by checking or matching the user
credentials against a database of user credentials (e.g., using authentication API
1064, etc.). Atreference number 156, after a successful authentication of the user for
the fransaction, electronic wallet transaction processing system 106 may
communicate a unique random D associated with the transaction to payment gateway
108 via merchant system 104. For example, merchant system 104 may receive the
unigue random 1D and, at reference number 158, forward the unigue random 1D to
paymeni gateway sysiem 108. At reference number 160, paymeni gateway 108
communicates a request for the PAN associated with the user for the transaction.
Electronic wallet transaction processing system 106 and payment gateway 108 may
exchange and/or store, before processing of the transaction, an auth AP secret and/or
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digital signature associaied with the payment galeway as credentials for authenticating
payment gateway 108 for requesting the PAN associated with the user for the
transaciion. Atreference number 162, electronic wallet transaction processing sysiem
106 authenticates payment gateway 108 for the request for the PAN associated with
the electronic wallet of the user (e.g., at authentication AP 1083, etc.) and forwards
the request to PAN data AP! 106b for retrieval of the PAN. At reference number 164,
electronic wallet transaction processing system 106 {(e.g., PAN data AP! 108D, elc.)
retrieves encrypted PAN data associated with the electronic wallet of the user. At
reference number 186, elecironic wallet fransaction processing system 106 {e.g., PAN
data APl 106h, fc.} decrypts the encrypted PAN dala {o relrieve the PAN associated
with the electronic wallet of the user using a hardware security module (HSM). Al
reference number 188, electronic wallet transaction processing system 106 encrypis
the PAN associated with the electronic wallet of the user with a payment gateway
public Key and communicates the encrypted PAN {o payment gateway 108, At
reference number 170, payment gateway 108 decrypts the encrypted PAN using a
payment gateway secret key corresponding o the payment gateway public key., At
reference number 172, payment gateway 108 communicaies data associated with the
PAN (e.g., the PAN, a BIN of the PAN, etc.) to 3D secure provider system 110 for
further authentication of the user and authorization of the fransaction

{0075] in this way, an existing process for authenticating a user for a ransaction
may {i) rely on HSM processing during processing of a ransaction, which results in
longer transaction processing times {e.q., slower elecironic wallet checkout, eic.} and
increased operational overhead, and (i) use mulliple communications between
electronic wallet transaction processing system 106 and payment gateway 108 {s.g.,
extraneous wallet integrations, additional network input/output, efc.), which may also
result in longer transaction processing times or slower electronic wallet checkout.
Accordingly, an existing process for authenticating a user for a fransaction may be
inefficient and time-consuming, thereby resuiling in increased checkout processing
times.

{0078] Non-limiting embodiments or aspecis of the present disclosure are directed
to systems, methods, and computer program products for authenticating a user for a
transaction that generate an electronic wallet key pair including an slectronic wallet
public key and a corresponding electronic wallet secret key, the electronic wallet key
pair associated with the electronic wallet transaction processing sysiem; receive a
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payment gateway public key corresponding to a payment gateway secrel key, the
payment gateway public key and the payment gateway secret key associated with a
payment gateway system; generate a public re-encryption key based on the payment
gateway public Key; communicate, to the payment galeway sysiem, the public re-
encryption key; receive or determine encrypted transaction data associated with a
fransaction, the encrypted transaction data including an account identifier encrypted
with the elecironic wallet public key; re-encrypt the encrypted transaction data with the
public re-encryption key; and communicate, 1o the payment gateway system, the re-
encrypted transaction data. In this way, non-limiting embodiments or aspects of the
present disclosure may i) aveid reliance on HSM processing during processing of a
transaction for decrypting a PAN at an electronic payment transaction processing
system and/or use in-memory processing for authenticating a user with the slectronic
payment transaction processing systemn, which results in faster fransaction processing
times {e.g., faster elecironic wallet checkout, etc.}) and decreased operational
overhead, and (i) reduce communications between the electronic wallet iransaction
processing system and a payment gateway (e.g., avoid wallet integrations, avoid
additional network input/output, efc.}), which may also result in faster transaction
processing times and/or faster electronic wallet checkout. Accordingly, non-limiting
embodiments or aspecis of the present disclosure may provide a process for
authenticating a user for a transaction that is more efficient and less time-consuming,
thereby resulting in reduced checkout processing times.

{00777 Referring now to FIG. 2, FIG. 2 is a diagram of an example environment 200
in which devices, sysiems, methods, and/or products described herein, may be
implemented. As shown in FIG. 2, environment 200 may include user device 202,
merchant systern 204, electronic waliet transaction processing system 206, payment
gateway system 208, and/or 3D secure provider system 210. User device 202,
merchant system 204, electronic wallel transaction processing system 206, payment
gateway system 208, and/or 30 secure provider system 210 may interconnect (.g.,
establish a connection o communicate, eic.) via wired connections, wireless
connections, or a combination of wired and wireless connections.

{00781  User device 202 may include one or more devices capable of receiving
information and/or data from merchant system 204, electronic wallet transaction
processing system 206, payment gateway system 208, and/or 3D secure provider
system 210 (e.g., via communication network 212, efc.) and/or communicating
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information and/or data o merchant system 204, electronic wallet iransaction
processing system 208, payment gateway system 208, and/or 3D secure provider
system 210 {e.g., via communication network 212, eic.). For example, user device
202 may include a client device and/or the like. In some non-limiting embodiments or
aspects, user device 202 may be capable of receiving information (e.g., from merchant
system 204, etc.) via a short range wireless communication connection (e.g., an NFG
communication connection, an RFID communication connection, a Blusiooth®
communication connection, and/or the like), and/or communicating information {e.g.,
to merchant system 204, eic.) via a short range wireless communication connection.
In some non-limiting embodiments or aspects, user device 202 may include an
application associated with user device 202, such as an agpplication stored on user
device 202, a mobile application (e.g., a mobile device application, a native application
for a mobile device, a mobile cloud application for a mobile device, an electronic wallet
application, and/or the like) stored and/or executed on user device 202.

{00791  Merchant system 204 may include one or more devices capable of receiving
information and/or data from user device 202, electronic wallet transaction processing
system 2086, payment gateway system 208, and/or 3D secure provider system 210
{e.g., via communication network 212, etc.) and/or communicating information and/or
data to user device 202, elecironic wallet transaction processing system 206, payment
gateway system 208, and/or 3D secure provider system 210 (e.g., via communication
network 212, ete.). Merchant system 204 may include a device capable of receiving
information and/or data from user device 202 via a communication connection {(e.g.,
an NFC communicalion connection, an RBFID communication connection, a
Bluetooth® communication connection, elc.) with user device 202, and/or
communicating information and/or data to user device 202 via the communication
connection. For example, merchant system 204 may include a computing device,
such as a server, a group of servers, a client device, a group of client devices, and/or
other like devices. In some non-limiting embodiments or aspects, merchant system
204 may be associated with a merchant as described herein. In some non-limiting
smbodiments or aspects, merchant system 204 may include one or more devices,
such as computers, computer systems, and/or peripheral devices capable of being
used by a merchant to conduct a payment transaction with a user. For example,
merchant system 204 may include a POS device and/or a POS system. in some non-
limiting embodiments or aspects, merchant system 204 may provide a merchant
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website via which a user can inifiaie and/or conduct a transaction with an elecironic
wallet application stored and/or executed on user device 202,

{0080] Elecltronic wallet fransaction processing sysiem 206 may include one or
more devices capable of receiving information and/or data from user device 202,
merchant system 204, payment gateway system 208, and/or 3D secure provider
system 210 {e.g., via communication network 212, efc.) and/or communicating
information and/or data {o user device 202, merchant system 204, payment galeway
system 208, and/or 3D secure provider system 210 (e.q., via communication network
212, etc.). For example, electronic wallet transaction processing system 206 may
include a computing device, such as a server {e.¢., a transaction processing server,
etc.), a group of servers, and/or other like devices. In some non-limiting embodiments
or aspecis, electronic wallet transaction processing system 206 may be associated
with a transaction service provider and/or an electronic wallet system provider as
described herein. In some non-limiting embodiments or aspects, elecironic wallet
fransaction processing system 208 may include and/or access one or more ¢ne or
more internal and/or external databases including account data, PAN data, transaction
data, merchant data, and/or the like.

{0081] Payment gateway system 208 may include one or more devices capable of
receiving information and/or daia from user device 202, merchant system 204,
electronic wallet transaction processing system 208, and/or 3D secure provider
system 210 {e.g., via communication network 212, efc.) and/or communicating
information and/or data to user device 202, merchant system 204, electronic wallet
transaction processing system 208, and/or 3D secure provider sysiem 210 (e.g., via
communication network 212, efc.). For example, payment gateway system 208 may
include a computing device, such as a server, a group of servers, and/or other like
devices. In some non-limiting embodiments or aspects, payment gateway system 208
is associated with a payment gateway as described herein.

{0882 3D secure provider system 210 may include one or more devices capable
of receiving information and/or data from user device 202, merchant system 204,
slectronic wallet fransaction processing system 206, and/or payment gateway system
208 (e.g., via communicatlion neiwork 212, efc.) and/or communicaling information
and/or data to user device 202, merchant system 204, electronic wallet transaction
processing system 208, and/or payment gateway system 208 (e.g., via communication
network 212, elc.). For example, 3D secure provider system 210 may include a
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compuiing device, such as a server, a group of servers, and/or other like devices. In
some non-limiting embodiments or aspects, 3D secure provider system 210 may be
associated with an issuer institution and/or a transaction service provider as described
herein.

{0083] Communication network 212 may include one or more wired and/or wireless
networks. For example, communication network 212 may include a cellular network
(e.g., a long-term evolution (LTE) network, a third generation (3G) network, g fourth
generation (4G) network, a fifth generation network (5G), a code division multiple
access {CDMA) network, efc.), a public iand mobile network (PLMN), a local area
network (LAN), a wide area network (WAN), a metropolitan area network (MAN), a
telephone network (e.9., the public switched telephone network (PSTN)), a private
network, an ad hoc network, an intranet, the Internet, a fiber optic-based network, a
cloud computing network, and/or the like, and/or a combination of these or other types
of networks.

{0084] The number and arrangement of devices and systems shown in FIG. 2 is
provided as an example. There may be additional devices and/or systems, fewer
devices and/or systems, different devices and/or systems, or differently arranged
devices and/or systems than those shown in FIG. 2. Furthermore, two or more devices
and/or systems shown in FIG. 2 may be implemented within a single device and/or
system, or a single device and/or system shown in FIG. 2 may be implemented as
multiple, distributed devices and/or systems. Additionally, or alternatively, a set of
devices and/or systems (e.g., one or more devices or systems) of environment 200
may perform one or more functions described as being performed by another set of
devices or systems of environment 200.

[0085] Referring now to FIG. 3, FIG. 3 is a diagram of exampie components of a
device 300. Device 300 may correspond to user device 202 (e.g., one or more devices
of a system of user device 202, eic.), one or more devices of merchant system 204,
one or more devices of electronic wallet transaction processing system 208, one or
more devices of payment gateway system 208, and/or 3D one or more devices of
secure provider system 210. In some non-limiting embodiments or aspects, user
device 202 (e.g., one or more devices of a system of user device 202, efc.), one or
more devices of merchant system 204, one or more devices of slectronic wallet
transaction processing systemn 206, one or more devices of payment gateway system
208, and/or 3D one or more devices of secure provider system 210 may include ai
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least one device 300 and/or at least one component of device 300. As shown in FIG.
3, device 300 may include a bus 302, a processor 304, memory 306, a storage
componeni 308, an input component 310, an oulpul component 312, and a
communication interface 314.

{0886] Bus 302 may include a component that permits communication among the
components of device 300. in some non-limiting embodiments or aspects, processor
304 may be implemented in hardware, firmware, or a combination of hardware and
software. For example, processor 304 may include a processor (e.g., a ceniral
processing unit {CPU), a graphics processing unit (GPU}, an accelerated processing
unit (APU), etc.), a microprocessor, a digital signal processor (DSP), and/or any
processing component (e.9., a field-programmable gate array (FPGA), an application-
specific integrated circuit (ASIC), sic.) that can be programmed to perform a function.
Memory 308 may inciude random access memory (RAM), read only memory (ROM),
and/or another type of dynamic or static storage device (2.¢., flash memory, magnetic
memory, optical memory, eic.) that stores information and/or instructions for use by
processor 304,

{00871 Storage component 308 may store information and/or software related to
the operation and use of device 300. For example, storage component 308 may
include a hard disk {e.g., a magneiic disk, an opticai disk, a magneto-opiic disk, a solid
state disk, etc.}, a compact disc (CD), a digital versatile disc (DVD), a floppy disk, a
cartridge, a magnetic tape, and/or another type of computer-readable medium, along
with a corresponding drive,

{00881 Input component 310 may include a component that permits device 300 {o
receive information, such as via user input {(e.¢., a touch screen display, a keyboard,
a keypad, a mouse, a bulion, a swilch, a microphone, eic.). Additionally, or
alternatively, input component 310 may include a sensor for sensing information {e.g.,
a global positioning system (GPS) component, an accelerometer, a gyroscope, an
actuator, etc.). Quiput component 312 may include a component that provides cutput
information from device 300 (e.g., a display, a speaker, one or more light-emitting
diodes (LEDs), etc.).

{00891 Communication interface 314 may include a transceiver-like component
{e.g., a transceiver, a separate receiver and transmitter, eic.) that enables device 300
to communicate with other devices, such as via a wired conneclion, a wireless
connection, or a combination of wired and wireless connections. Communication
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interface 314 may permit device 300 1o receive information from another device and/or
provide information to ancther device. For example, communication interface 314 may
include an Ethernet interface, an optical interface, a coaxial interface, an infrared
interface, a radio frequency (RF) interface, a universal serial bus (USB) interface, a
Wi-Fi® interface, a celiular network interface, and/or the like.

{08801 Device 300 may perform one or more processes described herein. Device
300 may perform these processes based on processor 304 execuling software
instructions stored by a computer-readable medium, such as memory 306 and/or
storage component 308. A computer-readable medium (e.g., a non-transitory
computer-readable medium) is defined herein as a3 non-transitory memory device. A
memory device includes memory space located inside of a single physical storage
device or memory space spread across muitiple physical storage devices.

{0081] Software instructions may be read into memory 306 and/or storage
component 308 from another computer-readable medium or from another device via
communication interface 314. When executed, software instructions stored in memory
306 and/or storage component 308 may cause processor 304 {o perform one or more
processes described herein. Additionally, or alternatively, hardwired circuitry may be
used in place of or in combination with software instructions to perform one or more
processes described herein. Thus, embodiments or aspecis described herein are not
limited to any specific combination of hardware circuitry and software.

{0882] Memory 308 and/or storage component 308 may include data storage or
one or more data siructures (e.9., a database, etc.). Device 300 may be capable of
receiving information from, sioring information in, communicading information 1o, or
searching information stored in the data storage or one or more data structures in
memory 306 and/or storage component 308. For example, electronic wallet
transaction processing system 206 may include and/or access one or more internal
and/or external databases that store transaction data associated with transactions
processed and/or being processed, account data, PAN data, transaction data,
encrypted dala, and/or the like.

{0093] The number and arrangement of components shown in FIG. 3 are provided
as an example. In some non-limiting embodiments or aspects, device 300 may include
additional components, fewer components, different components, or differently
arrangad components than those shown in FIG. 3. Additionally, or alternatively, a set
of componenis {e.g., one or more components) of device 300 may perform one or
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more functions described as being performed by another set of components of device
300.

[0094] Relerring now to FIG. 4, FIG. 4 is a diagram of non-limiling embodiments or
aspects of a process 400 for authenticating a user for a transaction. In some non-
limiting embodiments or aspects, one or more of the steps of process 400 may be
performed {e.g., completely, partially, etc.) by electronic wallet transaction processing
system 206 {e.g., cne or more devices of electronic wallet lransaction processing
system 208). In some non-limiting embodiments or aspects, one or more of the steps
of process 400 may be performed {e.g., completely, partially, etc.) by another device
or a group of devices separate from or including electronic wallet transaction
processing system 206, such as user device 202 {e.g., one or more devices of a
system of user device 102), merchant system 204 {e.q., one or more devices of
merchant system 204), payment gateway system 208 {(e.g., one or more devices of
payment gateway system 208), and/or 30 secure provider system 210 {e.g., one or
more devices of 3D secure provider system 210).

{00951 As shown in FIG. 4, at step 402, process 400 includes generating an
electronic wallet key pair. For example, electronic wallet transaction processing
systern 208 may generate an electronic wallet key pair. As an example, electronic
wallet transaction processing system 206 may generate an elecironic wallef key pair
including an electronic wallet public key and a corresponding electronic wallet secret
key. In such an example, the electronic wallet key pair may be associated with the
slectronic wallet transaction processing systern 206.

[0096] Referring also io FIG. 5, FIG. 5is a signal flow diagram of an implementation
500 of non-limiting embodiments or aspects of a process for authenticating a user for
a transaction. As shown in FIG. §, at reference number 550, electronic wallet
transaction processing system 206 may generate the electronic wallst key pair (e.g.,
Wk, Wsk, etc.) during a key selup process, which may be an offline process and/or a
process performed before receiving user credentials associated with an account
identifier in response to a transaction being initiated and/or conducted for the user
credentials.

{00971  Asshownin FiG. 4, at step 404, process 400 includes receiving a payment
gateway public key. For example, electronic wallet fransaction processing system 266
may receive a payment gateway public key. As an example, electronic wallet
transaction processing sysiem 206 may receive a paymeni gateway public key
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corresponding o a payment galeway secrel Key. In such an example, the payment
gateway public key and the payment gateway secret key may be associated with
payment gateway system 208.

[0088] Referring again to FIG. 5, at reference number 552, payment gateway 208
may generate a payment galeway key pair {a.g., PGpk, PGsk, etc.) including the
payment gateway public key (8.g., PGpxk, etc.) corresponding to the payment gateway
secret key {(e.g., PGsk, elc.) during the key setup process. At reference number 554,
payment gateway 208 may communicate the payment gateway public key to elecironic
wallet fransaction processing system 206. For example, elecironic wallet fransaction
processing systern 206 may receive the payment gateway public key from payment
gateway 208 during the key setup process.

{0088] As shown in FIG. 4, at step 408, process 400 includes generating a public
re-encryption key based on a paymeni gateway public key. For example, electronic
wallet transaction processing system 206 may generate a public re-encryption key
based on a payment galeway public key. As an example, electronic wallel transaction
processing system 206 may generate a public re-encryption key based on the
paymeni gateway public key received from payment gateway system 208.

{0108] In some non-limiting embodiments or aspects, electronic wallet transaction
processing system 208 may generate a public re-encryption key based on a public key
as described by Ateniese, G., Fu, K., Green, M., Hohenberger, . in the paper titled
“Irnproved Proxy Re-encryption Schemes with Applications 1o Secure Distributed
Storage” published in The 12th Annual Network and Distributed System Security
Symposium, pp. 29-43 (2005}, the entire contenis of which is incorporated herein by
reference. For example, and referring again to FIG. 5, at reference number 556,
electronic wallet transaction processing system 206 may generale, during the key
setup process, a public re-encryption key (e.9., RKw..rapk, &1C.) using the payment
gateway public key {e.q., PGsk, elc.) received from payment gateway 208.

f0101]  As shown in FIG. 4, at step 408, process 400 includes communicating a
public re-encryption key 10 a payment gateway system. For example, electronic wallet
fransaction processing system 206 may communicale a public re-encryption key 1o
payment gaieway system 208. As an example, electronic wallet transaction
processing system 206 may communicate the public re-encryption key to payment
gateway system 208. in such an example, and referring again to FIG. 5, at reference
number 558, electronic wallet transaction processing system 2086 may communicate

25



WO 2021/030308 PCT/US2020/045696

the public re-encryplion key (e.g., BKw.-pgpk, €iC.) {0 payment galeway system 208
during the key setup process. At reference number 560, payment gateway system
208 (and/or electronic wallet transaction processing system 208, eic) may
communicate the public re-encryption key (e.g., BKw-rapk, €1C.) 10 merchant sysiem
204,

{01021 As shown in FIG. 4, at siep 410, process 400 includes receiving user
credentials for a user. For example, electronic wallet transaction processing system
206 may receive user credentials for a user. As an example, electronic wallet
transaction processing system 206 may receive user credentials associated with a
user for a transaction.

{0103] In some non-limiting embodimenis or aspects, electronic walle! transaction
processing system 206 receives the user credentials associated with the user for the
transaction from merchant system 204. For example, and referring also o FiG. 6,
FiG. 6 is a signal How diagram of an implementation 600 of non-limiting embodiments
or aspecis of a process for authenticaling a user for a transaction. As shown in FIG.
6, at reference number 650, merchant system 204 may receive user credentials, such
as a user name and a password, and/or the like, from user device 202 for initiating or
conducting a ftransaction at merchant system 204, and communicate the user
credentials, which may be encrypted using the public re-encryption key {(e.g., RKw.
~Papk, efc.) to electronic wallet transaction processing system 206, at reference
number 852,

{0104] As shown in FiG. 4, at siep 412, process 400 includes receiving or
determining encrypted fransaction data associaied with a fransaction. For example,
electronic wallet transaction processing system 206 may receive or determine
encrypted fransaction data associated with a transaction. As an example, electronic
wallet transaction processing system 206 may receive or determine encrypted
transaction data associated with the fransaction. In such an example, the encrypted
transaction data may include an account identifier (e.g., a PAN, elc.) encrypted with
the electronic wallet public key.

{0105] In some non-limiting embodiments or aspects, fransaction data includes
fransaction parameters associated with fransactions, such as payment transactions
initiated and/or conducted with an electronic waliet application, and/or the like. Non-
fimiting examples of transaction parameters include: electronic wallet card data,

decision data, authorization data, account identifier (e.q., PAN, eic.), transaction
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amount, transaction date and time, conversion rate of currency, merchant type,
acquiring institution country, PAN country, response code, merchant name/location,
type of currency, and/or the like. Response code may refer 10 a successful
approval/completion of a transaction, denial because card reported as lost or stolen,
do not honor, partial approval, VIP approval (VIP program), amount exceeds
maximum, insufficient funds, incorrect PIN, suspected fraud, activity amount
exceeded, allowable number of PiN-entry tries exceeded, and/or the like. In some
non-limiting embodiments or aspects, electronic wallet card daia includes one or more
of data associated with an identifier regarding a portable financial device to be
provided to an electronic wallet application, data associated with an identifier of an
issuer associaled with the portable financial device to be provided to an electronic
wallet application, data associaled with an identifier of g fransaction service provider
associated with the portable financial device ¢ be provided to an electronic wallet
application, data associated with a name of a user associated with the portable
financial device o be provided to an electronic wallet application, data associated with
an account identifier of an account associated with the portable financial device 1o be
provided to an electronic wallet application, and/or the like.

{0108] In some non-limiting embodiments or aspects, electronic wallet transaction
processing system 206 may store, in an in-memory daiabase, the account identifier
encrypted with the electronic wallet public key in association with the user credentials.
For example, electronic wallet transaction processing system 206 may encrypt and
sfore the account ideniifiers (e.g., PANs, efc.) associated with registered users or
accounts having user credentials {e.g., user names, passwords, eic.) in an in-memory
database for faster access during processing of a transaction. As an example, and
referring again o FIG. 5, at reference number 562, electronic wallet fransaction
processing system 206 may encrypt and store, during the key seiup process, the
account identifiers using the wallet public key {e.g., Wey, etc.} during the key setup
process. In such an example, and referring again to FIG. 6, at reference number 654,
slectronic wallet transaction processing system 206 may identify or determine an
account identifier associaled with a user for a tfransaction based on the user
credentials associated with the user without decrypling the encrypted transaction data
including the account identifier encrypted with the electronic wallet public key. For
example, electronic wallet transaction processing system 206 may look up or
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determine the account identifier associated with the user credentials in the in-memory
database using the user credentials associated with the user.

{0107}  AsshowninFIG. 4, al slep 414, process 400 includes authenticaling a user
for a transaction based on user credentials. For example, electronic wallet transaction
processing system 208 may authenticate a user for a transaction based on user
credentials. As an example, slectronic wallet transaction processing system 206 may
autherticate the user for the transaction based on the user credentials received from
merchant system 204. In such an example, authenticating the user for the transaction
may include re-encrypling the encrypted transaction data with the public re-encryption
key and communicating the re-encrypted transaction data o the payment gateway
system 208 as described in more detall herein with respect fo steps 416 and 418 of
FIG. 4.

{0108] As shown in FIG. 4, at step 418, process 400 includes re-encrypling
encrypted transaction data with a public re-encryption key. For example, slectronic
wallet {ransaciion processing sysiem 206 may re-encrypt encrypled iransaction dala
with a public re-encryption key. As an example, electronic wallet transaction
processing system 206 may re-encrypt the encrypted transaction data with the public
re-encryption key. In such an example, and referring again to FIG. 6, at reference
number 656, authenticaling the user for the fransaction may include re-encrypting
encrypted transaction data, such as the PAN, and/or the like with the public re-
encryption key, for example, a Re-Enc{RKw..reex, Enc{Wek, PAN), and
communicating the re-encrypied transaction data to payment gateway sysiem 208.
For example, the re-encrypted encrypted transaction data represented as He-
Enc(RKw-spapr, ENc(Wek, PAN)) may be referred to as a ReToken. Accordingly, non-
limiting embodiments or aspects of the present disclosure may avoid reliance on HSM
processing during processing of a transaction for decrypling a PAN at electronic
payment transaction processing system 208 by using in-memory processing for
authenticating a user and a ReToken including the encrypted PAN (e.g., without
decrypling the encrypted PAN, etc.) at slectronic payment transaction processing
system 208, which resulis in faster transaciion processing times {(e.q., faster electronic
wallet checkout, etc.) and decreased operational overhead.

{01081 As shown in Fi(3. 4, at step 418, process 400 includes communicating re-
encrypted transaction daia 1o a payment gateway system. For example, electronic
wallet transaction processing system 206 may communicate re-encrypled transaction
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data fo payment gateway system 208. As an example, electronic wallet fransaction
processing system 208 may communicate the re-encrypted transaction data to
payment gateway system 208. In such an example, and referring again to FIG. 6, at
reference number 658, electronic wallet transaction processing system 206 may
communicate the Reloken o payment gateway 208. Accordingly, non-limiting
smbodiments or aspecis of the present disclosure may break a data flow loop between
fransaction processing system 206 and payment gateway 208 and reduce
communications between the electronic wallet transaction processing system 206 and
paymeni gateway 208 used for authenticating a user for a transaction, which may
result in faster transaction processing times and/or faster slectronic wallet checkout.
0110] In some non-limiting embodimenis or aspects, electronic wallel transaction
processing system 2086 communicates the re-encrypted transaction data {o payment
gateway system 208 via a merchant system 204. For example, and referring again to
FiG. 6, at reference number 658, slectronic wallet fransaction processing system 206
communicates the ReToken (o payment gateway system 208 via a merchant system
204, which, at reference number 660, forwards the ReToken received from elecironic
wallet fransaction processing system 206 o payment gateway sysiem 208.

f0111] In some non-imiting embodiments or aspects, payment gateway system
208 may receive the re-encrypted transaction daia, decrypt the re-encrypted
transaction data based on the payment gateway secret key, and identify the account
identifier. For example, and referring again fo FIG. 6, at reference number 862,
payment gateway system 208 may decrypt the ReToken using a secret key (e.q., the
payment gateway secret key PGsk, etc.) as described by Ateniese, G., Fu, K., Green,
M., Hohenberger, S. in the paper titled “Improved Proxy Re-encryption Schemes with
Applications to Secure Distributed Storage” published in The 12th Annual Network and
Distributed System Security Symposium, pp. 29-43 (2005), the entire contents of
which is incorporated herein by reference. As an example, decrypting the ReToken
may provide or identify the actual or unencrypted PAN and/or PAN data associated
therewith to payment gateway system 208.

{0112]  In some non-limiting embodiments or aspects, and still referring to FIG. 6,
at reference number 864, payment gateway 208 may communicate the account
identifier {8.g., the PAN, a BIN of the PAN, eic.) to 3D secure provider system 210 to
further authenticate the user and/or authorize the transaction with an additional
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security layer thai helps inhibit or prevent unauthorized CNP (Card not present
transaction) transactions and protects the merchant from CNP exposure to fraud.
{0113}  Although embodiments or aspects have been described in detail for the
purpose of illustration and description, it is to be understood that such detail is solely
for that purpose and that embodiments or aspects are not limited to the disclosed
smbodiments or aspects, but, on the contrary, are intended to cover modifications and
equivalent arrangements that are within the spirit and scope of the appended claims.
For example, it is io be understood that the present disclosure contemplates that, 1o
the extent possible, one or more features of any embodiment or aspect can be
combined with one or more features of any other embodiment or aspect. In fact, any
of these features can be combined in ways not specifically recited in the claims and/or
disclosed in the specification.  Although each dependent claim listed below may
directly depend on only one claim, the disciosure of possible implementations includes
each dependent claim in combination with every other claim in the claim set.
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