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conponents are typically very expensive and often require extensive

cust ohftgsareodevigey are typically referred to as routers. Generally described, routers can operate
with two primary functions or planes. The first function corresponds to a control plane, in which
the router learns the set of outgoing interfaces that are most appropriate for forwarding received
packets to specific destinations. The second function is a forwarding plane, in which the router
sends the received packet to an outbound interface.

[0003] To execute the control plane functionality, routers can maintain a forwarding
information base (“FIB”) that identifies, among other packet attribute information, destination
information for at least a subset of possible network addresses, such as Internet Protocol (“IP”)
addresses. In a typical embodiment, the FIB corresponds to a table of values specifying network
forwarding information for the router. In one aspect, commercial level routing hardware
components can include customized chipsets, memory components, and software that allows a

single router to support millions of entries in the FIB. However, such commercial level routing

hardware components are typically very expensive and often require extensive customization. In
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routing conponent architecture; [0006] FIGURE 1B is a bl ock diagram
illustrati 04} Co?hfoﬂq)@qgoglg(ﬁspgztsp aifl many of the attendant advantages of this invention

will become more readily appreciated as the same become better understood by reference to the
following detailed description, when taken in conjunction with the accompanying drawings,
wherein;

[0005] FIGURE 1A is a block diagram illustrative of one embodiment of a distributed
routing environment including a router management component and a hierarchical, distributed
routing component architecture;

[0006] FIGURE IB is a block diagram illustrative of components of a router
component utilized in accordance with the distributed routing environment of FIGURE 1A;

[0007] FIGURES 2A-2C are block diagrams illustrative of the distributed routing
environment of FIGURE 1A illustrating the routing of a received packet within the hierarchical
distributed routing component architecture;

[0008] FIGURE 3 is a flow diagram illustrative of a distributed router architecture
routing routine implemented within a distributed routing environment; and

[0009] FIGURE 4 is a flow diagram illustrative of a distributed router architecture
routing routine implemented within a distributed routing environment

DETAILED DESCRIPTION

[0010] Generally described, the present disclosure corresponds to a distributed
routing architecture. Specifically, the present disclosure corresponds to a hierarchical distributed
routing architecture including at least three logical levels, or layers, for receiving, processing and
forwarding data packets between network components. In one embodiment, the three logical
levels can corresponds to a core level, a distribution level and a transit level. Illustratively, the
core level corresponds to one or more router components that receive an incoming packet from a
network component and processes the destination address information associated with the

received packet. The core level router component then identifies a distribution level router



conmponent utilized in accordance with the distributed routing environnment
GURE 1A; [ 0007] FI GURES 2A-2C are bl ock diagrans illustrative

of FlI
of th
routi
conpo
distr
di str

e diworntwasestor outi ng environnment of FIGURE 1 A il Pastusadivegsvhe

ng of a received packet within the hierarchical distributed routing

R0 B0 e EPE BT i e b AL p i L gt v @

rou architecture routin
dbuiedion Oeke] BET&PYAdsaB RBor niiel rduB Aol iREtHht reide fal foywai@ppaRet

illustrative of a distributed router architecture routing routine )
i npl efiont 8oy tavehrovtadi commopenteand, Bethpmprosesses tsrdastinatongddrass prsmRtoN ON

00101 GR0Scal iy ABSEL DR acktie A RSAbuAlPE ASHLE, SORLERAPIARIRE, Sy

routing architecture. peci I cal esen I SCI oSure

cor r esheNesutdr@ompdhelt dasdi Gaht 1dhss tarubst o thcoddstingioar aldvdse atdottddneitiveieng at

| east

three logical levels, or layers, for receiving, processing and

f or wareficvgd deacketpabrdt dispeiupennleyt iabick coBPPBEnis sassquiaterh avibnissdetherMise t he

t hr ee

| oqi | | ol | ...a distributi I
i bPRRER: CEYSh AT GERIEEROEIR IR RucRETb Rl HLBLEHRY, SRRLse

nor e

ustratrvely, _ _ Sp ds
fIQUER1sit GOWED MR cB nipBadénts EsRIsPEndRid dnb ©P Mg rdidekeinpbh&iy hanRL¥IvE ke

conponent and processes the destination address information associ at ed
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FIB associated with the distributed routing environment is managed by a router management
component.

[0011] In one embodiment, each of the router components associated with the core
level, distribution level and transit level can correspond more closely to commodity based router
components/hardware. In another embodiment, the core level, distribution level and transit level
router components correspond to logical router components that do no necessarily have a
corresponding hardware router component. For example, one or more logical router components
within each level may be implemented in the same hardware router component. Likewise, the
logical router components associated with different levels of the distributed routing architecture
may be implemented in the same hardware router component. In both embodiments, however,
because responsibility for maintaining the FIB associated with the distributed routing
environment is divided among several router components, the processing and memory restraints
associated with commodity based router components/hardware can be mitigated. Various
implementations, combination, and applications for dividing the FIB associated with the
distributed routing environment will be described in accordance with the distributed routing
environment. However, one skilled in the relevant art will appreciate that such embodiment and
examples are illustrative in nature and should not be construed as limiting.

[0012] Turning now to FIGURE 1A, a distributed routing environment 100 for
implemented a hierarchical distributed routing architecture will be described. The distributed

routing environment 100 includes a router management component 102 for controlling the
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[0012] Turni ng now to FI GURE 1A, a distributed routing environnment 100 for
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managenent conponent 102 for controlling the
environment 100 includes a first communication network 104 that transmits data packets to the
distributed routing environment 100. The first communication network 104 may encompass any
suitable combination of networking hardware and protocols necessary to establish packet-based
communications to the distributed routing environment 100. For example, the communication
network 104 may include private networks such as local area networks (LANSs) or wide area
networks (WANSs) as well as public or private wireless networks. In such an embodiment, the
communication network 104 may include the hardware (e.g., modems, routers, switches, load
balancers, proxy servers, etc.) and software (e.g., protocol stacks, accounting software,

firewall/security software, etc.) necessary to establish a networking link with the distributed

routing environment 100. Additionally, the communication network 104 may implement one of
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hardware components. In one embodiment, each logical router component can correspond with a
dedicated physical router component. In another embodiment, each logical router component can
correspond to a physical router component shared by at least one other logical router component
in the distributed router environment 100

[0017] Similar to communication network 102, communication network 112 may

encompass any suitable combination of networking hardware and protocols necessary to establish
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one ot ical router c onents 106,. 108,. 110. Those skilled in the
art i FRaRredt Sy (s E R SPER Bamdorian BRvng T R Ferdbiommtehre  or
f ewer }es6 QBONBAHSriRANNteNASS, ShaWBtheh HakddiRE/sdfBvarkt fdrS cAtBling) @RE SE&RBEribed
however, that all of these generally conventional conponents be shown in

or der funstipradity der each ofidlid logirabiatdremmpenerftd 0 Voifhaeefereneesnavate JIGHRE|IIBJRE 1B,

the router,.conponent .150.i ncl udes processi ng uni 2, .at |l east one

et woPloeR R B AL TaHTe O PP aRoFRa ST “UnectonprisP | Sabed Bhatsoffinaf PG 156,
al | ofheMaisibui®Y r6@IARURhERSEndMt I B0 AiTe FRIORBEIA BYilMBY @fscidbed0MEKY Gahdraln
bus. The processing unit 152 may thus receive information and instructions

f r om etchéectersngfuthi mgutsy sempencot 1 Sk depicted iniFAGH Riet vrdtudesria prasgementngf uni t
152 may al so, be associ ated with a first nenor onponent . 154 for recalling
I or BUPURY BPT MRS AR A PPRERE? G BFY GBa G Pals abPBee RhrdPRReh on
such asutét coripcientt 108! BN 106. aTidsB ATRQACIAKIRA aMi Wil bpSresibt thabWiedodt@ut i Ng
WO 2011/ 084520PCT/ US2010/ 060573

component 150 may include many more (or fewer) components than those shown in

FIGURE 1B. It is not necessary, however, that all of these generally conventional components

be shown in order to provide an enabling disclosure.

[0019] As illustrated in FIGURE 1B, the router component 150 includes a processing

unit 152, at least one network interface 156, and at least one computer readable medium drive

158, all of which may communicate with one another by way of a communication bus. The

processing unit 152 may thus receive information and instructions from other computing systems

or services via a network. The processing unit 152 may also be associated with a first memory

component 154 for recalling information utilized in the processing of destination address

information, such as at least a portion of a FIB associated with the distributed routing



envi ronment 100. The nenory 154 generally includes RAM ROM and/or ot her
persistent nmenory. The processing unit 152 may al so communi cate to and from
menory 1680 20hsmabwor k i nterface 156 may provi de conne®CIxXiSzg100060500e or
nore networ ks or corrputi ng systenms. The at | east one conputer readable

diumd and/
ot her Chara Sl R0 oathsr yRmeRr AR St RSN RAM SRob i her e
assochﬁa&&rﬂyw The pheshisd 1h®USE dndy0Ulsb NGnERYiEAO B Nnd180m hRnRBy 160. usrtrreat ive
enbodi ment, the access tinme associated with the nenory conponent 154. nay

be f agtste\mrk irderfachd S arrysmovidensornesaviiyatoerhevir trhore metvwkp ot eampusing apstemsedi um

mpl crfRtibdeh o5 eaiRyRE gk bR FETEN AT o Coh S50 IR ot BANLORGShent s
150 shg, ﬁ@al\?lg&ﬁg M/érk@hérrﬁcﬂ,@glﬁt' BEmBET hhShed peRisthe 1eATRYSRiiod SAHRS

medi um dri [ 0020] The nmenory 160 contal ns conputer program
i nst r assoriered withtthe Wistpbwed seuting emviitonm§at KWecln es illnstatide remhpdopentathe t he

dynam c classifier 160 ener al i nc and/ ar ot her
or o1 B R BISGL i RGY JETE0) SATPSRGH &4 ikt Eiig ey Kb ARES? e

Pr ovi 4@ claRARMEE thePdRghAp rh&li%bfe%édlﬁﬁsdrfv% 1g§e Syl fuRReP HRCRRHIRG rHaEHable152
in the general adm nistration and operation of the router component 150.
The meredium H60e r}rﬁ& nfayr behemplemenhted en a(m:pucm&cd pnoigrremenit nis twhicht imuhiplanaitat her
information fo | ementing_one_.or nore of ‘#ge Iﬁgr cal router, co nent s
in t hEORPYRFEYD Oe DALY (B PETREHER RSEIsteeh PR dRG FPMBULET Aeadable dPmrent ,
the nmgRRLYs6.60 includes a router nodule 164 that inplenments the
functionality associated with any of the routers 106, 108, 110. In the
event that [6820{i pl Bhd mgmosy 1600cringiss eamptiterplbregmnt emtrbgtlmbehesaheprooeﬂsmg

conponent _150, nenory. 160 ma each .i ns of ar
OB 157 2Rl s ATl & eiBYa P kST s She s oht CansRepeipdes
enbodigagy @R @ bAdhLYi E pé}aeerrrarrﬁenr&smormtmteﬁery (] SHERLERS oANEnc

| ogi cal routers 106, 108, 110. Alternatively, nultiple router compone ts
150 naystdre 12 thap erbvaded complienproges trogedtives forfoe byxtanploesssmgainitriéatiethe
conponent 150 may correspond to %gzappl i cati rated cjrcuit

on-specific inte
( ASI CEeBAH A g .oresraaﬁr pf Omﬁ“e‘fﬂ%lipnf%lsfg’ ﬁfwﬂwwl%@ npgyyfu Hrlrrer
conpo t har e
e o B b B R S ae”
r eadaltieelogizdi wmte:t%mpmnentsa1rcthmdmtr1hlﬁﬂdrmutmgte|n®n01hmsnt 1000 For example, in one
2011/ 0845 0PCT/ US2010/ 060 73 [0022] Wth r fergnce now, to FlI g%l\l?’%ES 2A-2C, the
pr oce§®P ﬁ n%?F“»r B ANSRHY LpACRALLTSA TOHE MPLYF il Bh{RAS IPRIRRSRE Binviperment 100
wi !l BecteRarbiedny W feler ARCGOB! (R HOREICHENA nufilld RERA] RAuBaGket IS
recei ved ron1 e communi cat1 on’ network 104 to a core router 1
cor e limpkehentedibgnthd Gind doater c@aponeas 1 () endniep 60 ehap daketachaystdiee 9€h eaitad
accordrng to a variety of techniques including, but not limted to, |oad
baIangﬁﬁﬁerééndonrselectron round robin, hashing, and other packet
di stributi ch e sses
destinatio nggﬁgﬁggutlnﬁgﬁgﬁéﬁs% gégg& %ﬁé§%§£?|ngﬁyon n%k%? ddr ess
to i demtahflydlamelcba”rdwhlevcﬁm;dmsm foatimpleniedtihg lone @iase Nbgitdlabutstd 106pe08.or m a
second level of routing. In an illustrative enbodinent, the core |evel
rout efl %éli@frrarw%lésmvh@lwfer§P§1ﬁpr<rrt§5a}ﬁ HaY de groupre anﬁlraalerr@gf@ tegediras
the e iQn, S i on
B R S B D T S
si gni tiredn{ASIC) Having @ Pheveadihy umie £, heshndry 184 apd efemc>ry F@U (o@)@&féﬁ)b@mp@@lntsct ion
of the eight nost significant bits corresponds to a prefix length of "8."
Sel ectitysipilan fyactigng @énTh%gqutegrchipfw%k Oynexsshaes presqIaners ce@panemts@rsmb
| engt t t he
nu nbelra g{e r}g?\tg%rk ulgéffa !ﬂgdb gﬂpélger? é’g %g@éﬁﬂédl 15‘29”1%% aac%H{I&% &)n?m{u? @étlotn
Addi tbogial ly, in an alternatrve enbodi nent, the core IeveI router 106 may
use different nethodologies to allocate, or otherw se subdivide, the
address space serviced by the distributed routing environnent 100.
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[ 0023] Based on the processing of the first subset of the destination
address, the core level router 106 forwards the packet to a distribution
| evel rouwwerpi1/os8432hi s case illustratively 108A. As previPoudisgo1desesrs bed,
the receiving distribution | evel router 108A processes the destination
addr ess of I eGet L bl t ]

desti nat | okdd?g adg\?ﬁet}s{?gﬁege%?gg’%ﬁ?% I?@ﬁ?%& e ‘?rSEAfég‘?’g@g?r%’Swﬁﬁ PIGKEES Wil
f orwabd theedpaibthedd troutthghextirdieion®n B0 dell ibsatewribéhut Wite referdnde first to

di stributed routing environnment 100). Sim lar to the core |evel router 106,
t he r EKVRERS ANSHEPBING Rackeleipaliecsivgd EpmcH qoarawHeatignrusgverds 19d toj & gorg

c ré  piFpleberccaiit P , y
To rost s iherlf R oeht MR LR 108 48 Bictbelon BPIBE RRRE pty oo BB 1)

di str héstding tb ey ehriétpuifetecHGhesi chidant et thoanintited @, dbak bulagengyraniémcor e
| evel router 106. Based on the Kr ocessing by the distribution |evel router
106A, seleiony knad robinykashingyansk otharamckes dastijeiionHechiugar Hean peeeipbtthe gere

commis Bal T R Taes ST 40 S EIOYS Fo0EL IR O 3PP i B g
now t addrbdsRESeriBy anrecond, letdldealnatiomtdudst cnpoReradilitasifiqfrfofm SUke@idsleod]l | P
addresses within the distributed routing environment 100 will be descri bed.

W th pefeitiagcedn ep ilbystefre gpbodiment dheecdreleye! ravtard PO roiGzesi the mastisigsifisante

porti th t of destination. |P addr 0 distribu n.l I
Fout et O s FYERE, ol AL B lerBiRhERRTRC LR SBbAIRARR: TG
f ur t heglediontotithaI§iBSett TP PAltebRBS0@EspbhAding B adéle@mpaas thdombktagiificdne b is
routers 110A, 110B, and 110C (illustrated at 204, 206, and 208). Wth

r ef er @prssaltyo refprmIRED 26, prefi’. c ek ckample, selgetion obdhedieight i hest edenifieant thitsent
ortigon_of the subsget  of .destd nation |P.addresse o.di.stri ion | I
Pout o PO Saetdi o RS 1 i8R S 6 SR foh br A iR BobMighifibdol B ERRhNE |

furthesa %‘te&fixrlbxbgth% “1he pa¢ siinedioihe kélevdnPaRdal &peRSiatedthht B BiLfnbbEyBDits
routers 110A and 110B (illustrated at 212 and 214). {;‘0025] In an
6

i |1 usufibzddviey detsoth lewelt routen @06 say eiarmaAddisionaily, o ap eHemativieoampaimeREte) can
allocate responsibility of bsets of .I.P addresses to the distrkbutiagn
evel CrgueERonar 206 i oty BROERRePocobaRERE SRR R T P Subdididh: B
nManagedmess pacRRRenid th0Be daftittidOeatify efsRaRthbidoi ty for the entire set of
| P addresses in accordance with assi gnnment of |P addresses equally, or

subst ant i all0023gqualBaspd oamlenproasssingaiiitee firstiswhset ofithe dentinategrbashiicepsnthe cergch

di stributi I I t 108 b . ible.far |..sub f 1P
e AL U B LR SR B FRG5T BO0 S 5o B ST B  Ti°
equal Iag. prbvioaddPldb ek ibem bR iBRMing UNGiuRiehaEvIIBDREL TN pFREREN &R debHRatioan
specify specific distribution level router 108 to handle high traffic IP

addr esddrsssorf the etéixed padkat ardi alscetdling$ e subshieolght destingtidysdt addfess R iddalifgsses
may be .custom sel ected by .t he.rauter na nt coppaonent (102, . .
AL or R ey oh Fmpinent b ae i THGPECEER cdiel PO SPaRHie® OhKienol d
may ber eiesdiorbaRl §6hiaE MvioniRs: TRYRISHING: ROhE icBRSIc®] tbiteAHSH, @Sreceiving
automatically distributed. [0026]1n still a further enbodi nent, multiple
di st r distribudion llevektoutayisar bs cafEzured tobwilize a selection of the most significant bits of the
IP address (e.g., the prefix) to route the packet. In an illustrative embodiment, the prefix used by
the distribution level router 108A is greater than the prefix used by the core level router 106.
Based on the processing by the distribution level router 106A, the transit level router 110B
receives the forwarded packet and forwards the packet to a designated designation associated

with the communication network 112,



selected for a subset of IP addresses. In this enbodi nent, each core |evel

router 106 can select fromnultiple distribution |level routers 108 based on
an equal wo=bi1wnshizo- path routing (ECMP) techni que in whiPCh/Us2610860573 C

di stribution |evel router 108 is sel ected based on a standard | oad sharing
t echni que. r fac rsthtﬁ?ﬂ] il to salect f l,tiple

assi gned di[(ssqufbutf%hg’lge{l/% atPou erﬁﬁ%ghi %%nggé t@%raﬁp%arloaréf??r glﬁg}ee?é)efn%rernet

weat hefibsefs@F QP radrebdek Iviizndd iNdiReidlied ro@RRr drviroaedt 100GRATIEEE @dsclBdder Wiithe
routing cost, service |level agreenents é LAs), or other criteria. WO

2011/ odaspaPEr FISIBEGH 6bs Pore] bud7iouier dhe desmbridesraome pediicm off Srersubseti n

cubscbePRiar [ ARLEELL LORGRRH: (0D Pheh oA (DTl Bl o b ol

108. kdut@nQbRr ine iAdiurdeF .digAaBReditBd robitnsOBf ey aP sdliéLEs 108rHBR RREINt ai n
the entire FIB associated with the distributed routing environnment 100 in a

menor YOuaHp dhint L0Bs gad 1 58C Clnpiratet at 20402081 and2@R)uWitisefgrrneUREIGERE Zce a
subset, of | ddr es ar ssi gned to_eac espective distribution | evel
oo oietog RyRIBERERGT (Bt BuRS R ARG o r AR hERRES e b I Mol

| oadedistribudiofliléef F@ér BB Yus&AFRQRN0)S  DSHHBULIES ¢RI erd08BAN RN fhRHer
(FIGURE 1B) utilized by the router (e.g., a-routi n]? chip |l evel content

addr edistifiugesrtberppifions of therIfcasidmsses| tevransit ypleroptenbt 40A amthél (RiiHvsiraerdcd of

t he a?%i [ irzﬁ,aporti ons of the FIB in a nmenory conponent facilitates better
route ar nce by faster menory access tinmes for the applicable portion
of the FIBjogepever, ahnilldirgtiRMetiodBint, the RhulePCalahSitnRht FdBSpdnente@eh.
distribution level router 108 can be nodified by | oading different portions
of théFI§ilgtled) eanBlfocatmrespbhsibilityhelimubsetcohfbcddressestio therdjsttihati@nievelgomeB
(e.g., the.conputer readabl e nediu 58) .to the nenory co nt

i nt 11 AR REPEOET ot ‘G CHETETEIF UL B PEeHY SaoeRrBaLy i Flssel

rout efeshO%itiBtydfor tREBRHrY seOPANEMreskodtin al6KRREH AothYassibhhentedfPURRRbes
facilitates the dynam c allocation of distribution |level routers 108, the
cr eat equallyf or stbatadiaally ajuglly,idnanigenailabletoutarsit brthis amizbdadelitt ¢ashalistfituitionver

for distyibuti | evel routers..Additionally,. ane or nore core |evel .
Fout el bRt ARE BefarRcsab ookl faF i ekl Piser 1B ERRSoR QU RS L Edeb s
associit BdaMirtRed BenePHe dif6d eQfiallyDerbsdthdrOdhGMihOM! HROrRRY hAHEEREN100.
[0028] In still a further enbodi rent, as a variation to the above

enbodicompenenedeh cdn stpecifutspemti¢ eligtibutoumt &vek aoutbrel (B kodatdld kigh aragbe 1P
portion,of the FILLB assocjated wi th the distrihbuyt routi ng environment. 100
Phan PAEs Bt Brebean g el e Stprat? e Ebas reromo e
rout e’by HUGBuRS EMeROSRRNERAt kD4 (AteBnativalyP AR IROSullsel 8F 1Pa%difesses

menory If a core lNevel router 106 routes to"a di'stribution |level router
108 anutcting admffie siposiold qraprbef ¢ustsn oflettbd withsthe mempinmg poréidol ef & dddrasst
corresgond .tci tége _EI B,maintained in the first nenory conponent of the

di st r PHGERHFLYAIEbYSEt er, the distribution level router can recall the

necessary i mat .o f : ] i [ i,N,.a
i1 or ont I RS B8 Bl b o ica e D Teg P
1B) ) . sdlb@ed-fd8 anmibsdtaifBdidirestehe I ithis bmbedinreyt, eactpeore iidve{ eouter, 1 Ofman sylect

conponent 152) .be updated to store the prefix in the primary nmenory
conpoﬁr@m mufﬂﬁl%gf%ﬁwl@{l ev ﬁ@l@ﬁégﬁ%aﬁq%orf A §QUAkSAY YUY FRlnE - Mot be

WO 208&&%&? %pwgh%%%c:o@igéﬁaﬁtion level router 108 is selected based on a standard load

sharing technique. Other factors that can be utilized to select from multiple assigned distribution
level router 108 include carrier preference, Internet weather, resource utilization/health reports,

an allocated or determine routing cost, service level agreements (SLAS), or other criteria.
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automati cal |y updated based on a single request, but based on increases in
traffic for a given prefix. [0029]1n yet another enbodinent, lower traffic
prefixes wayotigsazei gned to nultiple distribution |evel PCOOIS2019/086333 | n one
exanpl e, each assigned distribution | evel router 108 does not nmintain the
| ower traffy outy ng p | f es: jgne L o] BRI,
conponent . [%ﬂer ,fnr%lft%%ddﬁgarﬁég%% qlgﬁﬁ%% fgél\?\éér%tk &3‘%’ [ élp%frn er@ F ﬁ)gs ca(%fybe
di r ectigdFIB tlant SPpassotiateddivish thdsubisenofl By eddressed adsidnad ek esspasive alistibution

t echni ques, such as ECVMP, and can be(grqcessed by a selected distribution
| evel lowshirapteri§8. phserptins anpodirgenje pach) EstpRphenidyel roierd 08 epapaiptaitiivor v
conponep L hin. cl. i hut] I /

COTEe S DA S LU R RUE 10 1 B PR s

i mpl erBRbBPuteNreadsbls ettt €58 (RGURIY1 BNVOhics i BIbsetldIAPWdllesdze attessiphibw. At

bl ock 302, the distributed routing envi ronment 100 obtains. a routig&
r eque$ach raspasties disuibriion keyelmopisd 1 08 (ps ofhstvisa ypdasediethe appliqablegropiiansof din a

first t wor Fl GU incl ipformatiqQn jdentifyvi

Loort R8T AR ot L St 38l 4,°%§‘%§8J?‘g§=l S a0 eg%"@{io%é“’cﬁg’re@slﬁéndi ng
to a fFIGREeBghtinfed hethdirstitet (i e ré @it i BRI conenealdritablesn&rdaired and
receives the routing request. In an illustrative enbodi nent, each core

| evel PrengsseF 1aeh caey pempum theemeimtnanemet thsnanphigatdeposions of dhe FRB in a
accordance with standard lecti t ni i el udi ng, t .n Lmted
o, °r STt Sarbelird 10t i FofioR e cPEORMNE By Chu PR, b oM b e
the | ialsglicabROpdibh opltRe FIBOGHowdRr,Sial it @dbsdiment, eiehlldcatb@bf F0Bs klead f i es
a distribution level router 108 corresponding to a second |evel of the

di st r idisgtiladiondenel rypternhPi rcen e modifigl byTieediag detaren eprtiang étherstged Bl Eom t he
distribution |level router 108 based rogessing. the stinati I.P

adar e &3l ECmpF Pkl Serbede GREF KBS (LET FRIP PRl BRRTF bidBle PR e e
pref i lerh &y d@ngionkite maliRaiadRr 0Rr p@tien difSthel PIB ialBcdti@y € the Wbk level

Il'lustratively, in accordance with an enbodi nent corresponding to the |Pv4
comrunpeert | Wrleggr.oraeel compenetl 84) eesordingly cthisxogodinarnd danilifgtes Hhe dyaaised
on consgi derati.o

i of .a prefix of e ..ei ght.. nos igni fi,cant ..bits. At bl ock
308, eneGioP s lay GuleRth PRty BE % Fhid Todpahl HRFILeG 1S Syeve)
r out eand HAJRRBE fARVE RGESiSiibatibh e sbittdt | AlditRBnaltdr &S oRtbréllcbld BvBg a
subset of the destination |IP address to determi ne the appropriate transit

| evel rowersd6 ka0 utilird asimidari to@dinjquei in petfovningribe fwictionaasseeriod ivwitnthe core
correspondjng to.the | Pud comruni cation protocol, the distribution |evel
routeigﬁgg%%gggﬁy@F%ﬁ“’Bﬂgﬁﬁnﬁﬁgﬁﬂggkla | arger subset of IP address (e.g.,

2022?8325282(%_ U% g(ﬁ)lgsdc/ﬁg% glgt%lgr edtbolirhént, &5a REEARA toWE: above embodiment, each
distribution level router can be allocated a larger portion of the FIB associated with the
distributed routing environment 100 than is capable of being maintained in a first memory
component of the router, such as memory component 154 (e.g., a processor level cache memory).
If a core level router 106 routes to a distribution level router 108 and the corresponding prefixes
of the destination IP address do not correspond to the FIB maintained in the first memory
component of the distribution level router, the distribution level router can recall the necessary
information from the larger subset of the FIB maintained in a different memory component (e.g.,
computer readable medium 158 (FIGURE 1B)). The FIB maintained in the first memory

component (e.g., memory component 152) may be updated to store the prefix in the primary

memory component. Alternatively, the FIB in the first memory component may not be
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to select the appropriate transit level router 110). One skilled in the
relevant art will appreciate, however, the bl ocks 306 and 308 may be

i npl enentw0 20n/@43zanner such the core | evel router 106 &ad/u$e&O6I3AE i on
| evel router 108 may utilize additional or alternative attributes

(i ncl t%iQﬂoHﬁuE’A 3{] ?ﬁc@ £y 19&%% LR si éle%&?e%% ' Ahh %IF n%?egée%sli)taﬁfﬁrfﬁﬁﬁ Y&

packet's I'n | € nex router “conponen e recel ved
packeprefix0032] At bI ock 310, the selected tran3|t | evel router 110 transnmits
the receive packet to the destination recipient associated, or otherw se
confi gur edIO(ﬁﬂi h theet almﬁhqrtem@dénemdewef traffig profixep msyibepsignedie multipiene

300 € SLAARLESord POTERYES " 11 Sheeneslo N 0 LA o IR S0P 18400

for rou S an enen Ih a rou I ng enV|ronnent

100 winbd n{aﬂ]tﬁiﬁsﬁlél loedr tﬂamﬁ@moutingp@rhaﬁIofetheramghéaeMB ih Ot | piemAP Onéemyrybe
i npl emented in _enbodi nents in which less than all the FIB assocl at ed W|th a

parti €empenaf. s&athﬁutrpbtmng t%ltl@qts fayghe oweaitiefiig pefixesncan lm direstsd toehenopific

conpo At bl ck 4 uest t d| Stri tlon
ovnr OpBiaioh 15 it sq ol Rk AR o RRNER, sl A TR e B sl B e o
108 \N@@e@é&msamlmsn dese lfd)d@@dl 03Nl ofkHeNiaHeh me;alﬁt@mé@% widifferbie: l@s6fi bed
with regard to inplenentation by a distribution |evel router 108, one

ski | | eempenanhwithis) ¢ aglected disibutionjsyelaorgre that at | east portions of

rout i ng_endl'PBhmen B0 e 58 teoP R RGar o BUber 200 db' an R ReRES e

rout eimaibhen®dtl ides ids@Buted e6ltindOéhvirdnin8ait 100SwiPBE Wek@shetio AebRidkiIe, whet her
t he subset of the destination I'P address associated with the routing

r equedistiityitéchrqutiag puvitonmentf 1 00hebtmEng at etvkisg mequesiai dedprieniously dssérihgdy theenor y

f th | ect ed, di stribut t ,_at. bl ock.406, th
G st FutEEoRaRgs b Thived hiBsn oL rREvR d0? ErarRen g indEs 4 PRRaiHe i on
from thefhB ARicBhmkBRAPI AAdfle fAtMIEckTRIAD G YokO RENRter (66 SorredRABIMY to a

conmponent "1 (FIGURE 1B)). At block 408, the distribution |level router 108

f or wafidst 1evek optie kidstribwed totige Iea@lrmlntmt AP@ istselested|and geeisies teOrouting request.

00341 Al t tivel t decis nblock44the su et of .t he destination
|- adbh 8 ShEERR Sbarine fhedaors G g b Aot FEroRg iR SPRGER T tHie
porti @aeaéd th&ecbldBntaRig stRlRdalRedod fbchﬂ?u&r mmrdyngg%npﬁa’t 1ghitdd®, sliest ed

distribution [evel router 108, at block 410, distribution |evel router 108
at t enptlsction, ohindirebin dele¢tionn iad balansing S¢lm1t0mmgd|thefld¢ermt| on froma separ ate

menory co t ass ci ith th tributio vel.rou %Iock

410, the B but/?bﬁ PRoBh: o eleriod parediie! i 6 HETR e A gl v

i nfor pgid O gL th R deBEh APV TRE Yhd B SRibYted YoUting environment 100. The core

2011/ 084520PCT/ U 010 060573
level router 108 selects the distribution level router 108 based on processing the destination IP
address and utilizing a subset of the destination IP addresses (e.g., the prefix) to determine the
appropriate distribution level router 108. Illustratively, in accordance with an embodiment
corresponding to the IPv4 communication protocol, the core level router 106 processing can be
based on consideration of a prefix of the eight most significant bits. At block 308, the selected
distribution level router 108 identifies a transit level router 110 based on processing the
destination IP address and utilizing a subset of the destination IP address to determine the
appropriate transit level router 110. Illustratively, in accordance with an embodiment

corresponding to the IPv4 communication protocol, the distribution level router 108 processing

can be based on a larger subset of IP address (e.g., a longer prefix such as 16 or 24 bits, as needed
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component with the information obtained fromthe other nenory conponent.
Alternatively, block 410 can be omtted or is otherwi se optional. At block
412, the woubiwms432er m nat es. [ 0035] Wil e ill ustPrarivseoientsds ment s
have been di scl osed and di scussed, one skilled in the reI evant art wll

te that add | | t d
o o 10 oee SRRy SaBsaBle Tl (PR Ll SR BT B TRt gl U B RL
al t houghevaNihe BIIRS B OB ME3 138y b@ﬁﬁpwmeﬁt@atrﬁaﬂn@ﬁndrlshuﬁ%ebfe\/level @dSLQexSIKI6| | ed

inthe relevant art wll {) reciate that the illustrative enbodi ments do
not need digribetiaohbichaduter 1 (& rpraymstitieed ad@i{:}@tiaﬂe@r alfgrnaliieeh attglies (inclydingat i ve
enbodi ﬁﬁnt do. not ne d t({

ar | ntedlnacc rdance with
e o g R e e R
1 anguagposdie b Rsward RO civE®psecket. Can, " "coul d,” "mght," or "may," unless
speci fi cal |y stated otherw se, or ot herW| se under stood within the context

as used, i $0@p3her aht bloplnﬁ b(hdbejsetlwteﬁbfm@y levehrowerrli14itranemiis terreerive pasketude,

vvhlleo do not certain r

1| SYcles TR SRR, S5m0ty g SoRGRTL L e s RER s o
that fgafdexeso, ﬁls%{ﬁﬂkgogrterﬁltneg@ are in any way required for one or nore
enbodi nents or that one or nore enbodi nents necessarily include |ogic for

deci di ng, \Wa33] or Withireferengs epwito FlIGUBE 43 anotperi mgtlna/\lmﬁ foe routing peckfetsandr es,
el ements or steps aye.ncluded or are to ey, f.or n, a articul ar
enbodlllﬁﬁﬁfnenf@ﬂr‘go%ﬁlsmb i §8ut§1¥68§“flfo@ﬁ}el“§/?§q E‘f@ H‘%@Flhfdse%o% bﬁg?w %e
under $LBeMinnt %ﬁuﬁéﬁﬂocﬁﬁﬁ{y BelinfferttSRch inl SmBKHRREARS i) wm&na Nde thdnCalC ARVER

utilization of the conjunction "or" in enumerating a |list of elements does
not | iapdotiatede vss‘ehl ac paniculaf disttibutorsirogkel 8 esrenaintmeedc an 4 rpmilrmmi)e mbm@ory

conbi nation of t r re elenents. .[0037] An es.

e AP omt b As ek 405 AdoRi el SRes el a7 Bisa et reen YRS et e
in theele&ﬁa%e%aﬁ@%%ah%& 1@&:1 'ﬂaﬁar fotsq% p%évl dyeaégcatéa/aﬁoeer RHBHLHY
nodul es, segnent or portions of code which include one or nore executable

instr mmltumm@Ofmﬂl bmﬁésen’esni with regeed ité iropleogntatibn byrcdisoibstion letkbpsitdri 08he

pr ocess. rnate i Ierrenta ons are included within he SCO of the
errbodloﬁ‘ér?g%1 ge’é‘c];}ieb’@ VRRY &tnW LanF?fﬁte étr'rﬁ"nij StoPORIGA JHEU ‘g)%bgla?ﬂet? et ed,

execunﬁgle%hteafby%ﬁarcoﬁ{ SRR NEE the faamlﬁéd sy %f%@fbmﬂaa@hw'sﬂ&h SRSt Pe%ll al ly

concurr or “in reverse order, depending onh the functlonallty i nvol ved,
as woubwtedsd Oﬁnxderasslodn:{/ebgomtdrdéé S\t decistbri loth404rat testlis conductddutot degarmipe

appreciated that the_data and/or_copponents . described above may he.stored
on = CUTSE 4he PUREAEH DB THHOGE FORTS I B JSPU e QBT e

devi P‘I‘;;; H%”&f ﬁ’ledIEIIBV Ephamism &5&1‘38&% Mérh ﬁ@l@@éte%{edrcﬁétﬂﬁ%&l & um
storing 2011/ 084 OP US2010/ 060573 the cormput er execut abl e conponents,

such asuter [T3: ROsb, H\HBIRANG, dre disttibotidn lemtleobie @08 Butainsahe tradmit laperpomtany
and/ or. data can be |ncI Eged in a single device or di strlbuteg in an
manner™forpatigngfryn y the g}auﬁ%“ﬁ‘gs’é‘ 5%1)&57 NGV COTPRES hES - EonPFFaPed to

| Pl eEatohde lﬁﬁ ?ﬁf@@ﬁﬁl ], 9N 619@?4083'1% '&%&Mﬁh%yﬂ%u&PQO@rﬁ%&Hs the

di scl osure wt e processing and/ or “executi on of e vari ous data and/ or
conpomeacikes talths céledred tradpinevel Abvdter Nat i vely, sone or all of the nethods
descri bed herein naé alternatively be enbodied in specialized caonputer

har dwar e. [(9034idi t ABematyedy.dbapdrsisitnsblpgs 404 B stbsehaf Bierflegiination 1P ﬁﬁ@r@fﬁa nt ed
in har gé’(\@fa‘taed @@%g}%g&m 1Je L@%[S%O?B‘l&lﬁlt%ﬁ% é{tﬁlé g&@mt‘) %‘13 'E}feOﬁIB t[aﬂg%ga]ulltalng@ﬁyl d

be enphasized rrations an ations may b
the primary memory of the selected distribution level router 108, at block 410, distribution level

router 108 attempts to obtain additional transit routing information from a separate memory
component associated with the distribution level router. At block 410, the distribution level

router 108 can update the forwarding table information maintained in the primary memory
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to the above-descri bed enbodi nents, the elenents of which are to be

under st ood as bei ng anong ot her acceptabl e exanples. Al such nodifications
and vari avDans/@se0i nt ended to be included herein w thi rRCTES26100pE7Df t hi s
di scl osure and protected by the following claims. WHAT IS CLAIMED IS: 1. A

YS! eI PU HIBPARKRLAOP SR A e other Ty Lo RAERC TR GRITIR Nt

executed on a co evi ce associ a I ng I n Ion addr ess

i nf or BRIck @m0 tan Be 6:@titedror by (ﬁh@‘b\ﬁfh:YGptlonal. At®ekar] 2Mhe eontkit@iisQegonent s
correspondl[(;lﬂ%éto a first level of the router hierarchy, the first |evel of

the router I ar cWhile glusraties leminaﬁnts h@‘cmbqqg dtﬁﬁbﬁ@i aﬂdcﬁlsquéﬁ?di @rg: skilled

one ot l,flt [ ﬁ one t rresglo | eveDI .0f Pldtel’
C re art wi reclaje t ?f[ at 1t10n T a te 1ve n S ma C 1 |plemen C
hi er at't Y, dadondrysvia e rou ARYRYEMm cesstng an

i ncommmnpﬁt@lgptmfaaa sEsetdfMBe prRE&It ‘dﬁ;élofsﬁ&m/@ddlﬁ&ﬁﬂ eﬁfh@ugﬁ mtahyi‘ c@BEdiffent¥Or €
router conponents corresponding to the first level of a router hierarchy,

wher ehave Ibeernm;h@ﬂtedmxa elluMIm, ewhpsbitledtis fd:l@rnel@w@in@nt nwillt appreriats dbainthel evel

of th ut er archy. a at ed . and a second
o o B bl AREE LT rERO B LaRoR By RudbloRtue R e S8 e R
asSoCHalsagivd érﬁb&hﬂhé&& ab n@@ﬁ@é‘él&o thie N li O PY 1&ﬁﬁe1§&ﬁ&ﬁi@l d¥EdHANCe with the s@dpe OF
more router conponents corresponding to a third level of a router

hi erapﬁmrlatlph%totthﬁ pres¢rdésclaseret he rout er hi erarchy for proce55| ng an

I ncom ng mgﬁ] cﬁtm | Eg recei ved}hf rom at ast one,.of e, Qne oL, nore
rout er ts cOl?ESPondigigee ott &Ss&‘%ﬂ%q ST a°|°8 er "Her df'chy;
wher e F‘ﬂla%’ NRINARE sRICIFRIIE sfalldl &her D 8P BikAViISO LARIROGH witdint Be thRekd dsSdsed,evel
of a rou hi erarchy identifies one or nore router conponents fromthe one

or mﬂsegmv@mllerln@od@bmmwexﬁm esrpam@mbgdmmmmcw@,owhﬂd ethet erobodimeniatder
hi er ar ch esti nati on. aqgress assogl at e

the | RECHFIGe SRR B e ar RO FioPs: Thim it doodthoBfgrioeg SonGerbialyr
manageeifed COMRYN Akat features, elements or steps are in any way required for one or more

embodiments or that one or more embodiments necessarily include logic for deciding, with or
without user input or prompting, whether these features, elements or steps are included or are to
be performed in any particular embodiment. Moreover, unless specifically stated otherwise, or
otherwise understood within the context as used, is generally intended to convey utilization of the
conjunction “or” in enumerating a list of elements does not limit the selection of only a single
element and can include the combination of two or more elements.

[0037] Any process descriptions, elements, or blocks in the flow diagrams described
herein and/or depicted in the attached figures should be understood as potentially representing
modules, segments, or portions of code which include one or more executable instructions for
implementing specific logical functions or steps in the process. Alternate implementations are
included within the scope of the embodiments described herein in which elements or functions
may be deleted, executed out of order from that shown or discussed, including substantially
concurrently or in reverse order, depending on the functionality involved, as would be understood
by those skilled in the art. It will further be appreciated that the data and/or components
described above may be stored on a computer-readable medium and loaded into memory of the

computing device using a drive mechanism associated with a computer-readable medium storing
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wherein each of the one or nore router conponents corresponding to the
second |l evel of a router hierarchy correspond to portions of the first
subset ofwohelidssizonati on address associated with the i Rcomsegopasket ;
wherein the one or nore router conponents corresponding to the second | evel

of a router hierarchy identifies ope_or r Qn fr e one
o mor® iRl GBhBHe R obrhE cpih e A CPSR BNV PLREREEER Gy, bl

hi er aFghANerb @geebrdporRnt 8600E datd keat bedfncl VG 20 k14084 JRORCTI UBRIbUA685%hy a
destination address associated with the incom ng packet, wherein the second

subsemaphert hacagedingliaginsrel authose somputiigedaviges mearbe ¢pafigiiedto dppleatenbibet he

destination address; an wherein the one o _mor.e r,outer conpo ts
at 1 enBOeEaen GaRe Py R aisdode ot 18 g CRRBRRESh F b EaRes:

i nf or BRduBHn BEHHR! wiidds Hitatah@/of boBpornEREIeYcratd 0bb o, editeinblivdlisonesrallinot he
one or nore router conponents and if the address information is not

avai | dtsl methads desclibedsherpirmay altasmgionbnie embadieshin pecipbizad ¢ompuisr heghwrspent s

attenpt to . deptify the one_.or re router .co nent.s,.f.ram addres

[t or iaeROoPelS STRRPTERS RETEdcon BRENBRY BolaRaRtcd i TR ol ware oy
as regihedrd &t adoaitationhg@essi N the one or nore router conponents
corresponding to the second |evel of a router hierarchy is allocated to

cor r espond [438hpprivshovdd b ymphasadedgbattmarysvasitionseantlimegificaiipgemagfbetrpade
destinati on addresse spci ate ith the incomn acket . . 3. The
syst eff é@ agg%q'gﬁﬁrls?f@“aéﬁcﬁ?‘ﬁﬁsﬁﬁ%%fnﬁn&s r?z Wak‘b%’ra&ﬁ f%l%l{)'érf‘{}rsiw&s BSEI& AN o
the TR} aSddBasle Slandf&! | RALER ndAEE @SSRS Ak VARARANArd DitdHAES t@BERRG ded

i nformation than can be persisted in the first nmenory of the one or nore

r out ehereonpthienhsswope pEdpodistilogre andepretecied By Ites/tllowingsclaiost er hi er ar chy.
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4. The systemas recited in Claim1, wherein the one or nore router
conponents corresponding to the second | evel of a router hierarchy is

al | ocat edwoaotiass®spond to portions of the first subset pofi/ush@odessrs nati on
address associated with the incom ng packet based on traffic vol unes

attributedV&ﬁAﬁq§(ﬁ§§hhﬁﬁqgon addr ess. 5. The systemas recited in
Claiml, wherein the one or nore router conponents corresponding to a first

| evel of airoptsgstediifer @ushypaketssempgtigg: i n accordance with one of random
sel ection, round robin selection, hashing, and | oad balanqing. . . 6. The
system as reci t 8édoVtar IMRRAZHNENt GUENCERR, EXREUE SNiarremiiting deyies S0LaspewaPEnds

to an | P addr.ess. . 1o The t as. regited in daim®6, wherein first
subset of g%%n?ﬁp%%%¥%§§n%gP$5?§§% §&?5ﬁfﬁg§gfght nost significant bits of

the | P address. one or m8re ¥diRerSySthponeas écﬁﬁésf)@;ﬁﬂiﬁg’l t6] AifimOlevaihef een rdutérst
subset of the I P address corresponds to at |east one of the sixteen or

twenty fouhiaigsly,sthedirsti lesglt ofhthe sroter thirsarchy derdreseiying aapincoming packet for
2011/0845293&?/U82010/060573 9. The systemas recited in Caim.1l,
wherein at '78ast two of the one or more router conponents corresponding to

a first level obnthe mett Rutdti @nigdnBits adoRrekparldeiEe S @dsdebnd 16RIMHBMR Phj& cal
rout er conponent. 10. The systemas recited in Caiml1, wherein at

| east two &ferarhky,dhresaspndrisivel eidhe eeuterdriprarabisitfer proressmgamdnenyning packeééand
Lg‘r’rg'o ng‘; . DSt HE&vel) (R B st BnE of MR TR hRde Hlid SAPIRM PR 5&lai Pt €
the first level of a router hierarchy, wherein the one or more router components
corresponding to the second level of the router hierarchy are associated with a first
memory and a second memory for storing destination address information, the first
memory associated with a faster access time than the second memory;
one or more router components corresponding to a third level of a router
hierarchy, the third level of the router hierarchy for processing an incoming packet for
routing received from at least one of the one or more router components corresponding to
the second level of a router hierarchy;
wherein the one or more router components corresponding to the first level of a
router hierarchy identifies one or more router components from the one or more router
components corresponding to the second level of a router hierarchy based on a first subset
of a destination address associated with the incoming packet, wherein the first subset is
assigned by the router management component;
wherein each of the one or more router components corresponding to the second
level of a router hierarchy correspond.to portions of the first subset of the destination
address associated with the incoming packet;
wherein the one or more router components corresponding to the second level of a

router hierarchy identifies one or more router components from the one or more router

components corresponding to third level of a router hierarchy based on a second subset of
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11. The systemas recited in Caim1l, wherein at |east two of the one or
nore router conponents corresponding to a third | evel of the router

hi er ar chywanretitospizenent ed i n a conmon physi cal router ceCpAsen/060573 12.
The systemas recited in Claim1, wherein at | east one physical router
conponent inplenents . at least two.of a.first |evel router, a second_ |evel
Couter and®atyiirg: paders Fetapd Wil e incpiingpIokt sfherii e FeRLHESH ¢ o m
1, the onetRrdesmiEioh QUYREs is GrEAGA BRHNShE AF sk SERENTItRIddsanith® dddfess; ahgvel of
the router hierarchy are associated with a first rrermr.c)i/ and a second nenory
for storing deswhastn the engdirasere nofist wamporents #itenftie identifivthy enesyaherced
wth a faster access ti t han t he second nenor. n erein_the one.or

mor 6 rout efgTpaanrLe B5 Ak iR G pRET LR BrLRepH afa &

hi erarchy get @RBkint el @RNGH f¥rd ARG N@nPonbME And QEHRY addRER ARRMEtdH Aot
address information persisted in the first nenory associated with the

wher ei n t hevaslablegn the fiest maamaey comwpuendnthe oap@r infore hanterdwpimposentp piemplt ioon i s

not available.jn,the first nmenmory conponent, t one _.or nore router
Cormonent < ASTHENIE T8 BRI Ty ReTaHBogs st 0sth Bromehpbrahvded Pothe

addr ess ing%ﬁame%rp%ﬁ%&{&g in the second nenory conponent. 14. A
system for routing packets conpri sing: a first set of logical router

conponent s2f orher exstédnyiasgrearted me dotamy L padkesin flog oneutri mgre router cempensoivd set
of logical router conponents for routing packet recejved fromthe first set
of 1 obtEr PRI rantE Spiids fvsheTs & e BRTAG 15 AToFEd rigo e paad 0B at ed

W th arRBYSiRa) ch@H LRI Arst khitstkt HRIBMstBAfoR a8BCHRE afBBRIeM with the @
third set of router | ogical conponents for routing packets received from

t he sevomingpackef router conponents wherein the first set of |ogical
router conponen identif outer fromthe, second. set. of | ogical ut er
Component o bacod e Sein gy Fesfted oy 2a PEsIuie amaswisly Saual porchs of fhe

first subset of destination addresses correspond to more address information than can be persisted

in the first memory of the one or more router components corresponding to a second level of a
router hierarchy.

4, The system as recited in Claim 1, wherein the one or more router components
corresponding to the second level of a router hierarchy is allocated to correspond to portions of
the first subset of the destination address associated with the incoming packet based on traffic
volumes attributed to the destination address.

5. The system as recited in Claim 1, wherein the one or more router components
corresponding to a first level of a router hierarchy are selected in accordance with one of random
selection, round robin selection, hashing, and load balancing.

6. The system as recited in Claim 1, wherein the destination address corresponds to an
IP address.

7. The system as recited in Claim 6, wherein first subset of the IP address corresponds to
the eight most significant bits of the IP address.

8. The system as recited in Claim 6, wherein first subset of the IP address corresponds to

at least one of the sixteen or twenty four most significant bits of the IP address.
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WO 2011/ 084520PCT/ US2010/ 060573 conponent of a subset of the destination
address associated with the incom ng packet to the selected router;

wher ei n esioloofostize one or nore router conponents corre®POUSRNY/06@573 he
second set of |ogical router components is allocated by the router
managenent ,C onent to corre n o] i f.th i.r t t he
destinati o%' addr S@'E%maggé%cﬁ)tg él?i@mai?rhﬁ‘t nglji’e}r?c%ﬂl?éﬁ% tbx}gcﬁfe{hesir%ehér?%gfe addr ess

i nf or pEhp@REnR PviedRhdg bhefifsoller of e agedEiitrafbipenEntletamnsdin Heomsaiosi st ed
entirely in the first nmenory conponent; and wherein the second set of
| ogi cahysigghrantercomponnit s i dentify a router fromthe third set of | ogical
router co nts based on a.correlation by the route gene onent
of a secorrIE&s S tspegf 3 r%?étgailﬂg;l?l%?’a ?rglsrps/ataisqegsgctlwébt %%thvr%f &% ?rhren%%engog%qng
packetohporldits 6QERPENERS €6 tLeedoadtieve]l Y B afbuftr NPerREHK eFs inpiandntdd anal n
the first nmenory and if the address information is not persisted in the
first cormonphEses aerer comppnetan ni ng address i nformation persisted in the
second ne Vi 15. .The stemas recited in dajim 14, wherein.the
correlatio E'ojfher Biteas &8 F?Cétr%gtlﬂzéﬁglgég]hg%g&n 8 IeeFl%tuttweor Ofélt)hr?p%nr?e%rt OIS IPed on
a subgt@pércats dorReptalding! to QCRird avePbf Bossutbl Kethedyl A@thplBmaaidd &5 § @6mmon

16. The systemas recited in Caim1l4, wherein the correlation of routers

f r om phesicé ot coponsnt! ogi cal router conponents is based on an associ ation
of traffi C, unes, for dest i nati.on ?dd?lessest. ¢ 17, Thetsystem as
recited in ™ AR SFARH Py SEEIHAL 5Pt B PSP} BT RS IR Nd set
of | oghgRmehiRUt RastGRIRE AERt Jeveb rdids 4 sRBn@lctBINBlLRAMM PNt 18ve] agg&ci at i on of
traffic volunes for destination addresses and an equal allocation of

remai ni ng désti dhei eystemidasegedted in Claim 18 thyhenssyast emarasroutesi cEpnentsl ai m
14, wherein each of the rquters from.the.second set .of..l ogi cal router
compohireoaiae i hscteat ilihe eolTuERGHS S oer st Sils? PRECTERTHAEN dsses
and WagHRH Ind G6¥ §18HAS eRinefiord Qatr&dsSinfor@midM) ehs e Mk a@doclaedi wah a
router conponents is based on allocation of a nunber greater than the

t hr eslwstal asoesbgimo fthagetht i seadridomendtr end ederess dod anedr wiarh rotier sgopengntset of

| Bkt SOMBNEN S o o ot Bt GRS e
gggﬁ?ﬁ%@?%éngsdﬂggggdggggs BToASH18R ipatsi Al @fthe Gt th@hdry GsdtRldiBRith Me wherein
the one or more router components and if the address information is not available in the first
memory component, the one or more router components attempt to identify the one or more
router components from address information persisted in the second memory component.
14. A system for routing packets comprising:
a first set of logical router components for receiving an incoming packet for
routing;
a second set of logical router components for routing packet received from the
first set of router components, the second set of logical router component associated with
a physical router having a first memory and a second memory;
a third set of router logical components for routing packets received from the
second set of router components

wherein the first set of logical router components identify a router from the second

set of logical router components based on a correlation by a router management
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WO 2011/ 084520PCT/ US2010/ 060573 20. The systemas recited in Claim
14, wherein the correlation of routers fromthe second set of | ogical

rout er cowpanamsss2oncl udes an al l ocation of a pluralityPoffi/useuwmses7s or t he
same subset of destination addresses. 21. The systemas recited in
Claim14, wherein flrst, set.of router c onents are.selected.in accordance
wl thone of RRThP b RURET bh e dishaEfReCRatingh S hbR Bhud pBRECRS

| oad bal angidW@iected route?2. The systemas recited in Caim14, wherein the

destination address corresponds to an | P address. 23. The system as
recited in C ai wherin edvdradithe bhe ot mondh saergompesentPcemieiperding ér thespemds t o
t he ei ght system as

nost. signjficant bits of. the | P address. 24. The
eci ted | nocreh fedal FfdampboriySys ollfs? BY U BN muneaSE PmeBBLGe 1o
at | east opgrr&pohde %b?ﬁfoﬁ?'af Re HMEBEBsef Bithe MRS inatiod Mt Résoblbted with tie | P
addr ess. 25. The systemas recited in Caim 14, wherein each of the

first set afcompng patket gutk rthaioagstsessninorowtior gpovided dyathshseyier ananagement
n daim1l4, wherein two or nore

conmponent . 6. The syste s recited i

of The 11 r semagrentrenpghte B EERTLERMR B BemePl Supme ™ 8 i ngi e

physi cal router ygRROARNSecond set of logical router components identify a router from the
third set of logical router components based on a correlation by the router management
component of a second subset of a destination address associated with the incoming
packet to the second selected router by examining address information in the first
memory and if the address information is not persisted in the first memory component, by
examining address information persisted in the second memory.

15.  The system as recited in Claim 14, wherein the correlation of routers from the
second set of router components is based on a substantially equal allocation of possible
destination addresses.

16.  The system as recited in Claim 14, wherein the correlation of routers from the
second set of logical router components is based on an association of traffic volumes for
destination addresses.

17.  The system as recited in Claim 14, wherein the correlation of routers from the
second set of logical router components is based on a combination of an association of traffic
volumes for destination addresses and an equal allocation of remaining destination addresses.

18.  The system as recited in Claim 14, wherein each of the routers from the second set
of logical router components are associated with a threshold number of destination addresses and
wherein the correlation of routers from the second set of logical router components is based on
allocation of a number greater than the threshold number of destination addresses associated with
the second set of logical router components.

19. The system as recited in Claim 14, wherein the correlation of routers from the
second set of logical router components is based on an association of low traffic volumes for

destination addresses.
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27. The systemas recited in C aim 14, wherein each of the second set of
| ogi cal router conponents correspond to a physical router conponent.

28. The swetemvmsss2oecited in C aim 14, wherein two or mpCe&/uUskomioeosgecond
set of | ogical router conponents correspond to a single physical router

conponent . . The s recite aim rein ach of t he
third set & Iog TRV %%bﬁ@wsl‘* Seisd gf? C‘{YEFJ[%IOSh?éWOBEQrS

conpog&ihd set of loghdt rolik& &ﬁ%ﬁ@ﬂté‘%ﬂ&fék taﬁdall'oeatgnadff@ bhral %'f%ﬁ’texrsvi@r 9{6 nor e
of the third set “of |ogical router conponents correspond to a single

physi sahe subhgtterf destipatme addresses. 31 The systen1as reC|ted in Caimil4,

wherein at ieasg‘one of the s %g %1 nents, at |east one
of the secohd séb®S¥SEBGIErL Hb&’f’éﬂ’t lat lrﬁfe%f‘éto JREICHCOMRANGNS Al set
of |09é18@ls1:d ErPh@c%FdaﬁQéfR@t'ﬂedHesofCrQﬁdo‘?ﬁ E&Q&lo&lorcﬁlna're%lesewaﬁéﬁ Gkh 5Q¥LtRh and

conponent . The systemas recited in Caiml mhereln the router

nanaghn@ﬂmkmomgonent dynan1ca||y nodi fies the address |nfornat|on I n the
first menory copponent. WO 2011/084520PCT/ US2010/ 060573
system as Péci t aBS YIRS 45 FRCiAC %&1 i vheer %t]ﬂe%eeﬁ% aqdaaﬁseaveﬁpea%ﬁo
conpoggﬂia@ﬁégplated wth a phy5|cal router having a first nmenory and a
second nenory.

23. The system as recited in Claim 22, wherein first subset of the IP address

corresponds to the eight most significant bits of the IP address.

24. The system as recited in Claim 23, wherein first subset of the IP address corresponds
to at Jeast one of the sixteen or twenty four most significant bits of the IP address.

25. The system as recited in Claim 14, wherein each of the first set of logical router
components correspond to a physical router component.

26. The system as recited in Claim 14, wherein two or more of the first set of logical
router components correspond to a single physical router component.

27. The system as recited in Claim 14, wherein each of the second set of logical router
components correspond to a physical router component.

28. The system as recited in Claim 14, wherein two or more of the second set of logical
router components correspond to a single physical router component.

29. The system as recited in Claim 14, wherein each of the third set of logical router
components correspond to a physical router component.

30. The system as recited in Claim 14, wherein two or more of the third set of logical
router components correspond to a single physical router component.

31. The system as recited in Claim 14, wherein at least one of the set of first logical
components, at least one of the second set of logical components, and at least one of the third set
of logical router components correspond to a single physical router component.

32.  The system as recited in Claim 14, wherein the router management component

dynamically modifies the address information in the first memory component.
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34. The systemas recited in Caim33, wherein the first set of |ogical

router conponents identify a router fromthe second set of |ogical router
conponentwohlasied42n a correl ati on by the router managemeot/useomponesnt of a
second subset of a destination address associated with the incom ng packet

to the secgnd sehecteflal Q' Ll £XAMIA0 AULIEShe | ALPIPLE LA 1Rl

menory and”if the address intformation s no ersi ste I'rst menory

COoNPOBERbenddY afB¥ERled ivith AstsRaSrouRE BAVIRG h Gifst RR&MSIrs hedla sétoheneagepnd menory.
35. A nethod for routing packets conprising of the one or nore router
conponent s 38or r dbpofvdicAy as oreeited s colain 38+ Wherdindghe afirst selt 6f leisplorariers.
obtaining a routi request. cory espondi n a t ived froma
R R S e B S e A

first cheMefiorPby ahd @ti@r mBhfemeshYompdiRnf bf atsebdndetubeét dthe deaimhesn bidear chy
corresponding to one or nore router conponents; forwarding the received

dat a pssekietedt withhthei thepmirig packer rtetthe owgeend selected rodisnthyf grapinges eddass

routet_correspondin o _a second..l evel, .of t rout er hi.erar.chy,. the cond
L ovel PR B Al Sy ARG B Ao B h T, MchaSFgH ia e S
CONMPORRIAL Yy chrapMhe i) ExhMmhikLaRirds thidahaiogrekeited B thd Sedofl@ Mehforgd second
router; and identifying a third router corresponding to a third |evel
of the rouBérAhnethad dhy routing pasketd dompeisingf off He ersupe mdi¢ ¢peiet Rgmponents
corresgondin router conponents, wherein identifying a third

t
rout ef %ﬁ??@%ﬁ%ﬁﬁ&%g“&%dgg{ i19%1C4! SOUFT SRR P out er hi erarchy corr esponds

to exam ni ng addpRfing AfroutkRL leqled RbEEHoREink R0 @ ddtd PhckEPREN S FOROBGTEL
associated with the identified second router and if the address infornation

i s not avatrbmbiuwicasmnétwiorly addr ess information persisted in a second
menory associ ate i.t.h tge gdeggifiedosgcogd rﬁyiﬁgefo gnqn}'ir . he
wher ei n i dent i f Y10 R BRGRHE SOTEPORGREAE Sotat Fyet B & TABH N e focof
t he router @&l 64 ie rSutBaS&ercBY cBrréPOh&hAT 8t Bf méreTtRELIonYonkhis:
destinati on address associated Wwth the received data packet to the
sel ect ed rout er forwarding the received data packet to the identified first router;
identifying a second router corresponding to a second level of the router hierarchy,
the second level of the router hierarchy corresponding to one or more router components;
forwarding the received data packet to the identified second router; and
identifying a third router corresponding to a third level of the router hierarchy, the
third level of the router hierarchy corresponding to one or more router components,
wherein identifying a third router corresponding to a third level of the router hierarchy
corresponds to examining address information persisted in a first memory component
associated with the identified second router and if the address information is not
available, examining address information persisted in a second memory associated with
the identified second router component;
wherein identifying the second router corresponding to a second level of the router
hierarchy is based on a correlation of a subset of the destination address associated with
the received data packet to the selected router;

wherein address information provided by the router management component

cannot be persisted entirely in the first memory component; and
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wherein address information provided by the router managenent conponent
cannot be persisted entirely in the first nmenory conponent; and WO
2011/ 084520RCTN/0882010/ 060573 wherein identifying &CrhiSeaooensver
corresponding to a third level of the router hierarchy is based on a

ncont ng. packet (P8Rl haeSRING o BT Pl B8R £ 3R TR e 11

recited i nhigkathp 3Dasath@t gicorrélatidh of a &LnORELOT oMDH &L AErEAddeRTRNIETALD
corresponding to the second | evel of the router hierarchy is allocated to

cor r espond M@ thocP@ing Ricketie the segendsglpsted reftet. he destination addr ess

associ at ed,wi in ] pac . 37. The hod as _recited.in
G arm 36, aher: k8 MORARE Shim 35, ey AP TebEotndGr Bl Fp e

r out eeomp&ieAtsChdyreksontd B8 sédond @@t ofiHRUBEleARlctatHyYis @Ubadtedld @eREpsHA Of
possi bl e desti nati on addresses. 38. The nethod as recited in Claim

36, whep@tiang ¢fdhe Brst sphse| frihodestipaiiaarasdtass psspeiated eddrilie inspwlingypackefe r out er

hi erarchy s based on, an_assaqci ati-on traff.ic volunes for desti.nati,on
ndar esses. 2 " TREGRALERFAE B e alfiih G BoptTor, RERERR! FRE IR

cor r ek@bh@Merl dfoht eostet Mdthiche i§ Vasddoh QY QbasPla $ubStafi@illyebqial QIIBERIM ofS
based on a conbination of an association of traffic volunmes for destination

addr epesiladestiaptiaasdsresadst ocati on of remaini ng destination addresses.

40. The nethod recited in.Claim 36, rei.n egach of .the.router.s frromthe
second 1 evab of TRl e et B Thgimae HeRR B Eardladn & FRPSERBP Minber
of desddondidvenofhd8HELRicAtRchy R Ba&idbr ALaedihRdredf ©dTfie ofutiés F65ddstiRdMdnhe
second | evel of the router hierarchy is based on allocation of a nunber

gr eat eddressan t he threshol d nunber of destination addresses associated with

the second3b'evelrhg fmett}rl](?d sr;lso lrjetcﬁgd r1]r|1 %’le%rrncial ‘wherein the correlation of routers from the

second level of the router hierarchy is based on a combination of an association of traffic
volumes for destination addresses and an equal allocation of remaining destination addresses.

40. The method as recited in Claim 36, wherein each of the routers from the second
level of the router hierarchy are associated with a threshold number of destination addresses and
wherein the correlation of routers from the second level of the router hierarchy is based on
allocation of a number greater than the threshold number of destination addresses associated with
the second level of the router hierarchy. .

41. The method as recited in Claim 36, wherein the correlation of routers from the
second level of the router hierarchy is based on an association of low traffic volumes for
destination addresses.

42. The method as recited in Claim 36, wherein the correlation of routers from the
second set of router components includes an allocation of a plurality of routers for the same
subset of destination addresses.

43. The method as recited in Claim 35, wherein first set of router components are selected
in accordance with one of random selection, round robin selection, hash selection and load

balancing.
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41. The nethod as recited in Caim36, wherein the correlation of routers
fromthe second | evel of the router hierarchy is based on an associ ation of
| ow traf fwo 2ooloswe2e for destination addresses. 42 PCThIS20m0060503 as
recited in Caim36, wherein the correlation of routers fromthe second set
of router on S 0, . pl. ers for

t he sane sgggﬂ% n%?tthg feﬁggcl?glnéfaa r3 (ga’s‘glgésreﬁr}hg eﬁl}ilg’!.l&[r%déf g ﬁﬁ?igp%%srém 4% ed
in C apgddbss. wher ei n flrst set of router conponents are selected in
accordance with _one of random sel ection, round robin selection, hash

sel ection 4nd | dhe msshagsitagjted inGlaiondy ﬁsﬁlszeqnmwdxmn@e@modlfymg theq4.

The ”935}89 % orma(t:llot e(xjmlz n a't}rlg r05u’terV\rlpler eg'en Bthgo deosnt Innat 0Qrsasl eg 1n ﬁrst
correspon s TP d%er ed%. ARECHRE RO 8 as T 8 &' m 35

furt hﬁfen&‘c@mbh@bﬂ@t dyhedircall e AaEEdsYinfmatin %ﬂdﬁwﬁby @{d)fdﬁeérl Iﬁahazgemvmded
by the router nanagenent conponent and persisted in the first nmenory

conpoRenponephesnarhbepdrsistaé ceiidlyes $hd sbmamenoesemppanehided by the router
managenent conponent cannot be persisted entirely in the first nmenory
conponent .
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