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Watermarking an information signal.

FIELD OF THE INVENTION

The invention relates to the field of watermarking an information signal and
detecting a watermark.

BACKGROUND OF THE INVENTION

Watermarks are perceptually invisible messages embedded in information
signals such as multimedia material, e.g. audio, still pictures, animations or video. Watermarks -
can be used to identify the copyright ownership of information. They allow a copyright owner
to trace illegal copies of his material by inspecting whether his watermark is present in said
copies.

Watermarks are embedded in an information signal by modifying data samples
of the signal (e.g. audio samples of an audio signal, pixels of an image, transform coefficients
of a transform-coded signal, etc.) such that the original is not perceptibly affected. Various
methods of watermarking are known in the art. For example, pixels of an original image are
slightly incremented or decremented in accordance with corresponding bits of a binary
watermark pattern. , _

In order to detect whether an information signal has an embedded watermark,
the signal is subjected to a statistical analysis. The statistical analysis yields a parameter, -
hereinafter referred to as "decision variable", which indicates to which extent the watermark is
present in the signal. For example, if an image signal is watermarked by incrementing or
decrementing its pixels in accordance with a watermark pattern, the decision variable may be
the amount of correlation between the signal and an applied reference copy of the watermark.
If an image is watermarked by modifying selected pixels, a prediction for said pixels is
calculated from temporally or spatially adjacent pixels. The decision variable may then be the
number of pixels being sufficiently different from their prediction.

Watermark detectors generate a binary output signal indicating "watermark
found" or "no watermark found". That is achieved by comparing the decision variable with a
predetermined threshold. If the value of the decision variable exceeds the threshold, the
watermark is considered to be present in the signal.
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OBJECT AND SUMMARY OF THE INVENTION

It is an object of the invention to provxde a method and arrangement for
detecting the presence of a multi-bit watermark value in the signal. It is also an object of the

invention to provide a method and arrangement for accommodating such a muliti-bit
watérmark value in images of a video signal.

This is achieved in by a method" of detecting a multi-bit watermark in a signal,
each bit of said multi-bit watermark being represented by a respective watermark subpattern,
comprising the steps of: determining, for each watermark subpattern, a correlation value
indicating the extent to which said subpattern is preseﬁt-in the signal; combining said
correlation values to detect whether the watermark is present in the signal irrespective of its
multi-bit value; and comparing said correlation values and the corresponding bits of an applied
multi-bit value to obtain an indication of to which extent the detected watermark has said
applied multi-bit value. |

The invention is based on the desire to embed a multi-bit watermark in a signal.
This is achieved by represénting each bit of the watermark by a respective watermark
subpattern. A straightforward method of detecting the watermark would include using a
conventional watermark detector for each individual bit of the watermark by detecting the -
presence of the corresponding subpattern. However, as already mentioned above, detecting a
watermark is a statistical analysis process which may result in false decisions. The reliability
of each individual detection is weak because its signal strength is 1/nth (n is the number of-
bits) of the energy in the full watermark.

The inventors have recognized that is advantageous to detect the presence of the
watermark irrespective of its multi-bit value at maximum reliability, and compare the
(Hamming) distance between the intermediate results (i.e. the extents to which individual
subpatterns are presér_x_t: in the signal) and the multi-bit value which is to be checked. The
reliability of the multi-bit detection is now comparable to the reliability of the detection of an
entire, full strength watermark.

The invention further provides a method of embedding a multi-bit watermark in
a video image by adding a watermark pattern to said image, comprising the steps of: dividing
the video image and said Wath pattern into blocks, the blocks of the watermark pattern
constituting subpattenis; and representing each bit of the multi-bit value by adding or not

adding a subpattem to the corresponding image block.
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BRIEF DESCRIPTION OF THE DRAWINGS
Fig. 1 shows a prior-art syste'm'com'prising a watermaik embedderand a
watermark detector.

Fig. 2 shows a watermark pattern to illustrate the operation of the system which
is shown in Fig. 1.

Fig. 3 shows a system comprising a watermark embedder and detector in
accordance with the invention.

Fig. 4 shows a watermark pattern to illustrate the operation of the system which
is shown in Fig. 3.

DESCRIPTION OF A PREFERRED EMBODIMENT

The invention will now be described with reference to a watermark detector in
which the decision variable indicating to which extent the watermark is present in the signal is
the amount of correlation between the signal being analysed and a reference copy of the
watermark to be detected. However, the description should not be interpreted as restricting the
invention to such an embodiment.

Fig. 1 shows a prior art watermark detector comprising a watermark embedder
1 and a watermark detector 2. The watermark embedder receives an original information
signal p and a watermark signal w. The information signal p is assumed to be a digitized
image having 8-bit luminance pixel values p(i). The watermark w is assumed to be a specific
binary pattern of values w(i)=1 or w(i)=-1. An example of such a watermark pattern is shoWn
in Fig. 2 in which white and black dots represent the values w(i)=-1 and w(i)=1, respectively.
The watermark embedder comprises an adding stage 10 which adds the watermark values w()
to the spatially corresponding pixels p(i) of the input image. It will be appreciated that this
does not affect the visual appearance of the image. The embedded watermark is thus
perceptually invisible.

The information signal q is applied, after transmission or storage (not shown),
to the watermark detector 2. The watermark detector comprises a multiplication stage 21 and a
summing circuit 22 which collectively constitute a correlation circuit. The multiplication stage
receives the information signal q and a reference copy of the watermark w the presence of

which in the signal q is to be detected. The pixel values q(@i) of the r_eceived image and the

* corresponding values w(i) of the reference watermark are individually multiplied and than
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summed up to obtain a decision variable y which represents the amount of correlation between

input signal q and watermark w. In mathematical notation:

y=Y, w(i)xq()

Lof=1

" in which 1 is the total number of pixels.

The correlation value 'y is applied to a comparator 23 for comparison with a

 threshold value yyr. The comparator produces an output D=i (watermark found) for y>yu, and

' an:output-D=0 (no watermark found) for y<yu. The watermark pattern w and the threshold

value yg,r are carefully chosen to avoid that the detector makes too often a false decision.

Fig. 3 shows a system comprising a watermark embedder and detector in
accordance with the invention. The same reference numerals. are used for circuit elements
which are correspond with elements which are already been shown in Fig. 1. In this example,
the applied watermark w is assumed to be a 16-bit value. Accordingly, the input image is.
divided into 16 blocks (n=16) by block-division means 11. By further block-division means
12, the watermark pattern w is divided into 16 subpatterns. A multi-bit value w)..w;, controls
whether or not a subpattern is added to the image. This is illustrated in Fig. 4 in which the
blank rectangles indicate that the corresponding image blocks are not watermarked. To
compensate for the reduced watermark 'energy‘ caused by not watermarking all image blocks,

other blocks are watermarked more intensively, for example by incrementing/decrementing

- the respective pixels by the value 2 instead of 1 as discussed before.

'The watermark detector 2 now comprises partial accumulators 22.1, 22.2 ..
22.n, one for éach bit of the watermark w. Their outputs are combined in a _ﬁ'nal adding stage
24 to obtain the decision variable y which is applied to the comparator 23. The individual
outputs of the partial accumulators represent individual correlation values yi..yn. After
normalization, they have a value between 0 (no correlation) and 1 (maximum amount of
correlation). A subsequent evaluation circuit 25 calculates, for each correlation value, its

difference with the corresponding bit of the multi-bit value to be checked and calculates the

M=% {w(n) - y(n)}*
sum of the squares of said differences. Thus, the evaluation circuit calculates
For example, if the watermark to be checked is a 4-bits value 1001, and the corresponding
correlation values are y;=0.8, y2=0,3, y;=0,1 and y4=0,6, the evaluation circuit calculates
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M=(0.2)*+(0.3)*+(0.1)2+(0.4)%.
The result is an indication of to which extent the detected watermark resembles the given .-
multi-bit value, |

In summary, a method and an arrangement for detecting a multi-bit watermark
in a signal (e.g. a video image) are disclosed. Each bit of the multi-bit value is represented by
an embedded watermark subpattern in the signal. Instead of detecting in a conventional:
manner the presence of each individual subpattern (i.e. detecting each individual bit), the .
detection comprises the steps of: detecting (24,23) the presence of the full watermark in the
signal irrespective of its multi-bit value, and detecting (25) to which extent the presence of

subpatterns corresponds with the multi-bit value to be checked. The reliability of watermark -
detection is hereby improved.
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1. ' A method of detecting a multi-bit watermark in a signal, each bit (w(n)) of said

multi-bit watermark being represented by a respective watermark subpattern, comprising the
steps of: '

de‘termining (21,22), for each watermark subpattern, a correlation
value (y(n)) indicating the extent to which said subpattern is present in the signal;

combining (24,23) said cotrelation values to detect (D) whether the
watermark is present in the 31gna1 irrespective of its multi-bit value; and |

companng (25) said correlation values (y(n)) and the corresponding
bits (w(n)) of an applied multi-bit value to obtain an indication (M) of to which extent the

detected watermark has said applied multi-bit value.

2. | A method__ as claimed in claim 1, wherein said step of comparing comprises

'caiculating the sum of squares of differences between each correlation value and the

corresponding bit of the applied multi-bit value.

3. A method as claimed in claim 1, wherein the signal is a video image which is

watermarked by adding a watermark pattern to said image, the video image and the watermark

pattem bemg divided into blocks, the blocks of the watermark pattern constituting said

subpattemns, and wherein each bit of the multi-bit value is represented by whether ornot a

subpattern has been added to a corresponding image block.

4, An arrangement for detecting a mﬁlti-bit watermark in a signal, each bit (w(n))
of said multi-bit watermark being represented by a respective watermark subpattern,
comprising: .
means for determining (21,22), for each watermark subpattern, a
correlation value (y(n)) indicating the extent to which said subpattern is present in the signal;
means for combining (24,23) said correlation values to detect (D)

whether the watermark is preserit in the signal irrespective of its multi-bit value; and
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means for comparing (25) said correlation values (y(n)) and the
corresponding bits (w(n)) of an apphed multi-bit value to obtam an mdlcatlon (M) of to which
extent the detected watermark has said apphed multl-blt value.

5. A method of embedding a multi-bit watermark in a video image by adding a
watermark pattern to said image, comprising the steps of:

dividing (11,12) the video image and said watermark pattern into
blocks, the blocks of the watermark pattern constituting subpatterns; and

_ representing (10) each bit (w,..w,) of the multi-bit value by adding or
not adding a subpattern to the corresponding image block. '

6. An arrangement for embedding a multi-bit watermark in a video image (P) by
adding a watermark pattern (W) to said image, comprising:
means for dividing (11,12) the video image and said watermark pattern

into blocks, the blocks of the watermark pattern 'constituting subpatterns; and

means for adding (10) or not adding a subpattern to a corresponding
image block in accordance with a corresponding bit (w)..wy) of the multi-bit value.
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