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diffPcult for one of the networks to use the AAA structure of another one

of the mgENP'&E AN INVENTIONSQ. For exanple, cellular networks have an AAA
infrastructure that is not conpatible with Internet 20 based AAA%gf cannot

be easily accléssp@sent tlj\ughtlwmgéﬂﬁ'@tll)’ﬁ@'@ﬁﬁ:@l retweiing eRgulPre PREIG
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I nt er worjktieRgo flitis bemvedreivres rtel‘mol‘l@tV\DrkS even for AAA interworking
bet ween networks that have pre-established trust relationships anongst
t hert®el ves. Using 25 this interworking function, e.g., network B will then

access r%éggr auplhen@%}: gfg@p\“g”ﬁ(yne to aut hentlcate a user which has

al ready network A (through a closed network AAA
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15 network access mechanisms, providing AAA interworking among these networks is of
great importance. However, it is generally the case that one or more of the involved
networks have a closed AAA scheme and it is difficult for one of the networks to use
the AAA structure of another one of the networks and vice versa. For example,
cellular networks have an AAA infrastructure that is not compatible with Internet
20  based AAA and cannot be easily accessed through Internet protocols, even though
the involved networks (including the cellular networks) have external IP connectivity.
Convention approaches for providing AAA interworking all require a special
interworking function between the networks, even for AAA interworking between
networks that have pre-established trust relationships amongst themselves. Using
25  this interworking function, e.g., network B will then access netwbrk A’s AAA
infrastructure to authenticate a user which has already been authenticated by
network A (through a closed network AAA mechanism). The conventional
approaches do not take advantage of the fact that the user has already been
authenticated by network A which has pre-established trust relationship with network
30 B.
Accordingly, it would be desirable and highly advantageous to have a method
for transferring the trLlst that is attributed to a user by one network from that network
to another network, particularly without requiring any special interworking function to

accomplish the same.



for transferring the trust that is attributed to a user by one network from
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become apparent from the following detailed description of preferred embodiments,

which is to be read in connection with the accompanying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS

20 FIG. 1 is a block diagram illustrating a computer system 100 to which the
present invention may be applied, according to an illustrative embodiment of the
present invention;

FIG. 2 is a block diagram illustrating a transitive AAA structure to which the
present invention may be applied, according to an illustrative embodiment of the

25 present invention;

FIG. 3 is a flow diagram illustrating an AAA method for allowing a user device
that has been authenticated by a 3G cellular network to gain access to a Wireless
Local Area Network WLAN, according to an illustrative embodiment of the present
invention; and

30 FIG. 4 is a flow diagram illustrating an accounting method for performing an
accounting for the user of the user device of the method of FIG. 3, according to an

illustrative embodiment of the present invention.



30 FIG 4 is a flowdiagramillustrating an accounting nethod for
performng an accounting for the user of the user device of the nethod of
FIG 3, awomsaingeto an illustrative enbodi nent of the pPeIdarsv3/mweenti on.
WO 03/092218 PCT/ US03/ 07623 3 DETAI LED DESCRI PTI ON OF THE | NVENTI ON The
present invention is directed to a transitive Authentication Authorization

and AccpgtAlngD BEACRIFRON OFTHE INVENTMONI ng between access netvvorks. It
is to. be appreciated that the present invention is a{%pllczwge to.a

conbi nati on dheduyesent iBvertionos igirecigshioatrangifge afig h?ﬂ?—%’“?”
particul WBB Ahé?,&kﬁkg%&ﬂtﬁ'f&l A wﬁ@rtv%ﬂk gk?eﬁﬂle}é% ra%'c§§§ nbffctks Aft88 to

Net wor k& he present ention transfers the trust on a
user bypa a‘p;fréélawthasthmpmeht lhoeniaaorstscamrlicabl@dssanyettomblhavm%a@wsf| rst

and the second access networ ks have a re t I hed I
I n cont PEBYORKS. tHHWeMare %r?seﬂﬁﬂvﬁﬂt&b'gtp%ﬁ‘?s}ga Ylaﬁpl‘i%bi%ﬁ at| n 4 gny

specal o ghATUREK] Bl ARE] NERUGIRIWAGINS REorivadAgL wor ks, but rat e o

on | P addressing and routing schemes to verify User access right. It is to
be appreci at é‘(ﬂletmasemhevpmtwemnsfamehlmtmﬁt o8 auser hyeadirstarcess ReRTK tas

transitive tob d
R e S O
pur pose ppg %%ﬁa‘-bi'n@héd st ?elaﬂ&s%b’fblm@dntmt td8recprior 42t @hepaddent lm\kwtlpnesent
i nventi on is i nmplemented as combi nati on of har dwzﬁe and sof re.

B

Mor ¢0vedoes it sequianay sge@abm@*%rlyng funationdiptwgen dhe Ve PEIWIKE progr am
tangi bl iﬁt@%p{%le olp adaFei%g é‘@;&rﬁi FHLW@ cﬂ‘é}ﬂe%e[o V-Q?ﬁy a8 4 &Rkk ‘P@hpr Rgé fn may

be upl o execu I S ng any suift

archit e@etﬁrﬁpreahﬁcﬁﬂm litye ptés‘ennmbnhen lssalsdpébmmnitedwezralnaa&mamjhww
pl at f or m havi ng hardvvare such, as one or nore centrallp[ep esm%%éumts

(CPU), a randofmtabedddersiaacytheiRRgPreasrt NMYPRHINNAY Doy eMielr ace(s) .
The CO%HBE% e BPﬁQPo@La?Q sl dtdesrARarP8pakiaNfu Efﬂ‘bé‘ééisors ora

m croi nstruction cod vari ous processes and nctions descri bed
her abn roeynkdnatiar theeeplar Rreférablye tharprasenhisventen mnmiar@eatedp@?ﬁ of the

oper at | 1RgiyBednh of o Bie RN S0 BLIIBRER! s ot e ieBrARY Toy b

ggclnggt gﬁgéﬁé:ﬁ@gﬁ%’:ﬁ#b@\?!l%ﬁéﬁiﬁMbg‘reﬁﬂ@ihgislya;‘mbddied ioprapratphm stetageage

device. The app?catlon program may be uploaded to, and executed by, a machine
comprising any suitable architecture. Preferably, the machine is implemented on a

20  computer platform having hardware such as one or more central processing units
(CPU), a random access memory (RAM), and input/output (I/O) interface(s). The
computer platform also includes an operating system and microinstruction code. The
various processes and functions described herein may either be part of the
microinstruction code or part of the application program (or a combination thereof)

o5  which is executed via the operating system. In addition, various other peripheral
devices may be connected to the computer platform such as an additional data
storage device and a printing device.

It is to be further understood that, because some of the constituent system
components and method steps depicted in the accompanying Figures are preferably

30 implemented in software, the actual connections between the system componentis (or
the process steps) may differ depending upon the manner in which the present
invention is programmed. Given the teachings herein, one of ordinary skill in the
related art will be able to contemplate these and similar implementations or

configurations of the present invention.



It is to be further understood that, because sone of the constituent system
conponents and net hod steps depicted in the acconpanying Figures are
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FIG. 2 is a block diagram illustrating a transitive AAA structure to which the
present invention may be applied, according to an illustrative embodiment of the
20  present invention. In the illustrative embodiment of FIG. 2, the transitive AAA
structure includes: a first network 210; a second network 220; the Internet 230, and a
user device 240. The second network 220 includes an AAA server 220a. The user
device 240 includes a first network interface 240a and a second network interface
240b. 1t is to be appreciated that while the present invention is described herein with
25  respect to two networks, the present invention may be applied with any number and
any types of networks, while maintaining the spirit and scope of the present invention.
For the purpose of illustrating the present invention, the following description
thereof is made with respect to two networks, a 3G cellular network and a Wireless
Local Area Network (WLAN). However, it is to be appreciated that the present
30 invention may be applied to any number of networks in combination as well as any
type of network, while maintaining the spirit and scope of the present invention.
In the illustrative example, user device 240 has dual radio interfaces for
accessing the 3G network and the WLAN. According to the present invention, user
device 240 is able to access WLAN 220 via the AAA mechanism of the 3G network



240b. It is to be appreciated that while the present invention is described
herein with 25 respect to two networks, the present invention may be
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transmtg t ssi.pn key to wuser device 240 as indicated by path 214.
User devﬁ?]ge&%fgﬁlﬁée\ﬁ decrypts the session Kkey using a user device private

key and is abldrﬂhtmmghgr,a@@egllevibe 2A0AR! aw@tmgaingaccébet@mﬂstmmzmﬁa ther this
manner , r device 240 is a t o gainh acc o W.AN 220 via the 5 AAA
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mechanism of the 3G network rather than having the WLAN contact the 3G AAA
20 services for authentication or using the AAA mechanism associated with each WLAN.
The 3G cellular network is allocated a range of IP addresses; when the user
uses the 3G cellular network for IP access, the source IP address will fall into this
range. Given the routing scheme of the Internet, while any snooper can fake such a
source IP address, when a return IP packet is sent, it can only be received by the
25 user that actually has the IP address, unless the snooper can break into the routers
that forward the IP packets. Thus, the present invention may provide an additional
measure of security.
FIG. 3 is a flow diagram illustrating an AAA method for allowing a user device
that has been authenticated by a 3G cellular network to gain access to a Wireless
30 Local Area Network WLAN, according to an illusirative embodiment of the present
invention. The user device has two radio access interfaces (3G cellular and WLAN).
The 3G cellular network and the WLAN have a pre-established trust relationship

there between.
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and the publ gpoke¥celiinghhe wsgistrdtion assage, the WLAN AAA server determines
whether the source IP address of the registration message (e.g., an IP address of the
3G interface) falls into a range allocated to the 3G cellular network with which the
20  WLAN network has a pre-established relationship (step 315). If not, then the method
is terminated. Otherwise, the WLAN AAA servergsends back a confirmation message
to the 3G cellular interface of the user device (step 320). The confirmation message
includes a session key that is to be used between the user device and the WLAN
(session key permits the user device to access the WLAN); the session key is
25  encrypted with the public key of the user device. The WLAN AAA server also
registers a mapping between the WLAN address of the user device and the
(assigned) session key (step 325). Step 325 is performed so that a given session
key is associated with a corresponding user.
Upon receiving the confirmation message (e.g., via the 3G celiular interface of
30 the user device), the session key is decrypted using a private key of the user device
(step 328). Using the session key, access to the WLAN is obtained by the user
device (step 330).
A description will now be given of a possible collaborative hacker attack on the

method of FIG. 3. It is to be appreciated that the following attack is possible due to
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VAN covisingBeisuat Ravepeds pa it A sl urtne iy 2 hg Mackelinbfy,
acconpl i §ﬁeé(ﬂ5¢hg\@ﬁgdqﬁw,a&§§§)@i ally the step of intercepting the
confirmation nessage. The hacker has to gain access to a router along the

rout & bet weenTotseveriNhamieceing colitharalive haekar atigek: $iePpiddps periormed in
o0t e S AR, TG SRR i L0, S dRece Rty
cannot ggkcagiggitSed)uanyl) & establistoad iestivednsthe YWEANaDAXKescremraarxkai f t he
hacker coul d obtai n access, ) , ,
Gateway General Packet Radio Service (GPRS) Serving/Support Node (GGSN) of
the 3G cellular network. Since the path is also secure between the user and the
20 GGSN of the 3G cellular network (as ensured by the 3G network security), the above
attack can be thwarted.

A description will now be given of an accounting method that may be
employed along with the method of FIG. 3, according to an illustrative embodiment of
the present invention. FIG. 4 is a flow diagram illustrating an accounting method for

25  performing an accounting for the user of the user device of the method of FIG. 3,
according to an illustrative embodiment of the present invention.

It is determined whether the IP address of the 3G cellular interface of the user
device is a static IP address (step 405). If so, the identity of the user is determined
based upon the IP address of the 3G cellular interface, (step 410), and the method

30 proceeds to step 450. Otherwise (the IP address is dynamic), the identity of the
user is determined from a mapping between the (temporary) IP address of the 3G
cellular interface and the actual ID of the user (step 415), and the method proceeds

to step 450. At step 450, an accounting step is performed with respect to the user



then there woul d have been no point of carrying out the attack since the
hacker woul d already have had Internet access). 15 To prevent the

pr ecedi ngwoaBlogdros at i ve hacker attack, step 304 is performed/usn3/otehe net hod
of FIG 3. At step 304, a secure |IP channel (e.g. an Internet Protocol (IP)
Security (IPSec) tunnel) is established8between the W.AN AAA server and a
Gat eway Kapseeren thealikaddisadiod e 86 aslu(=EitS)fate (statig IBapidasds) Notlee ( GGSN)  of
the 3G cellul ar, network. Since the path is also secure between the user and
the 20 CRBRPHA (Hnearsis Fopdiess)-net work (as ensured by the 3G network
security), the; Lt il ] | e

gi ven of an gggﬁﬁfﬁgaﬁﬁégqﬁggﬁﬁi}y\%&&gen%ﬁg%:ﬁdﬁglé@ﬂgggmnfgﬁhd’tNhégWr%l?hod
of FI G Addrassdramsigtiom (MAT) id iisatedtthe samebarslif thentP afidraskefihe 8&ncellular

i nventian |G 4 is a flow,diagram.jllustrati an accounti t hod for
25" per 1 JPIRTRG S e R P g PV av (S PB P PHES qEas G IRt <rtod 812t hod
of FIG 245 ag&d sticRInhSpif rhay Betstéretlve.gerdieIDMR sfvek e aAT &Rbver if
invention. It is determ ned whether the I'P address of the 3G cel |l ul ar

i nter f acddAdfis tredudids to bevfugber appresicied that theypersest inventdipn 4089t limited & ¢ he
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cel 10l M eEr T 585068 1 S RNE Haet ARRRYIRSE k8% PPnBLSIARTPdrBGs o

Q her wi sgnd, tthegs,|dtheddpmaaches tydiaise empldyerl, wihdiatrhaintaihingtthe spiritranidsscope
determ ned froma nmappi hg between the (tenporary) |P address of the 3G

cel 119 arofithe resed BYRNORe actual 1D of the user (step 415), and the nethod
proceeds to A ; L } f Qryped with
respect to théﬁﬁ@eq}ﬁ% I@é?%%%l%ﬁ%%ﬁﬁﬁﬁ%ggggaﬁéﬁgggte)%égﬁﬁét"ﬁlg\m:ﬁg addr ess
of the 3@ferentaltathé acesrhparyingtdawingspit ésdidr les shdenstadbthatdtpppragentiynani ¢

| P address). .lt.is to .be appreciated that for the rposes of .t he present

| nvent | GRYERIR ot TRk ELReSS lpdie teRioriseBd SaTENE LR TR e
| P addr egsq pfodift@itidfes #84y BE difecked ihefdih dyoneesiglicly naheart Mhegvdparihy h
respect to the mapping referred to at stép 415 above, such mapping may be
stortd, #om.thescope DHEPRIrE@f tiee inyentomaRllsechehanges g meadifigalipnsiarei s t o be
further rgciated. t Dr i ti J TN se
of mmppi ROSES BeFErH Rlec B PR RRbes B 4 Rl A8 hekindd bt epRAded™c.
and, thugained.her approaches may be enpl oyed, while maintaining the spirit
and scope



10 of the present invention. Although the illustrative enbodi nents have
been described herein with reference to the acconpanying drawings, it is
to be undwodBoetig hat the present invention is not |imnmt@dTUS0Y/bMB3%E

preci se enbodi nents, and that various other changes and nodifications may
be affected therein by one skilled in tH: art without departing 15 fromthe
scope or spMHAT GUzéMEﬂ_éﬁli on. Al such changes and nodifications are
intended to be included within the scope of the invention as defined by the
appended clains. WO 03/092218 PCT/ US03/07623 9 WHAT IS CLAIMED IS: 1. A
met hod for al lHow neA gndihed feexiiefing 0seénd@dceIs daih actedLices wikedbs LAN,
conprising the steps of: 5 receiving froma user device, via a second
communi c EOMBHISINENROSIRPS & regi stration nessage that includes a user device
publig key, the us i Vi i 3

cormu%i cations net %?%gmtgﬁgo@\%r% esdsel?f%llvﬁja%?%ggh(g%%&g‘?@ﬁ?%%sgﬁ&etgmﬁ’u%t

rel at i onségiptratiom mdssagedbatincioaes @i wsdridevicermibliorkey, Hreduskat devicenhagng

whet her source | P addre recei ved fromthe second 10 conmunication,
netvor k esniadifentealedbiite PRee FamguiratepsIiinea: da rUsk, LANE#ig 5o,
gener at i BGHR-SKEBNHEI@Yst r@ldﬁ%ﬁ@ﬁi?é@tﬁ metélé?:oH%IQfonﬁ#ﬁ\ﬁhﬁzﬁtiBHQhbﬁNdﬁRigrg/& he

session key adapted to the decryp using a user device private
transmitting the sesiewnnigwhetheha sosicentP sddressireegived fronetheosécondls and

asi ngvt neoRTatERiQEyetdolc 47t AGhcRehMbAgaFaeY T B AFudEeEs fu

second cgmagyni cations 20 network conprises a cellular network, and further
conprising the step of establishin a secure | P channel between the

wirel ess LAN and t lgenesating asepgipfdiel in sesppmsertethe gsacdeyiae pybtiokey.dha 1,
further S (YA : interface
associ at %%E%bb ﬁ%e&g%c}eﬁggéttﬁgﬁ gée?wg%glﬂs\éﬂé@gt%r%{g’gw%?g’%%%}(’ng bet ween the
address and t he sessmmikizy. the session key to the second communications network,

15 and
allowing the user device to gain access to the communications network

using the session key.

2. The method according to claim 1, wherein the second communications
20 network comprises a cellular network, and further comprising the step of establishing

a secure IP channel between the wireless LAN and the cellular network.

3. The method according to claim 1, further comprising the steps of
receiving an address of an interface associated with the user device, and registering

25 a mapping between the address and the session key.

4, The method according to claim 3, wherein the address comprises one

of a Medium Access Control (MAC) address and an Internet Protocol (IP) address.

30 5. The method according to claim 3, further comprising the steps of
generating usage data in response to the accessing of the communications network
by the user device, and transmitting the usage data to the second communications
network, whereby accounting information for the user device can be generated in

response to the usage data.



4. The method according to claim 3, wherein the address conprises one of a
Medi um Access Control (MAC) address and an Internet Protocol (IP) address.
30 5. Thewowshextimaccording to claim 3, further conprisi ngPChaSsd/ePe3 of
generating usage data in response to the accessing of the conmunications
network by the user device, and transnmiGting the usage data to the second
communi cations network, whereby accounting information for the user device
can be generaged in respo to the usage data. WO 03/092218

PCT/ US03/ 0762% 10Aé’.‘""§e§?£§ﬁe§8ﬂplf\ﬁ!“9conprisi ng: first means for

comuni cat i NofjMk dbah SR EoRRYUMEaLIANRNE URRMBvIca! comunicating with a
communi cati ons network; 5 neans, coupled to the second comruni cati ng neans,

for recei vi ngseconcegiesns 4ol epmmeicediagtwitit 2 ceoindrisationsseetvwpski ce public

ogi <t rati on MEELEgEotOB IS ine, Sacdd GambprRERRE TN fELALER LA,
addr essefggigtndiofaessage tht Gtlided Aesdetieviod public keprfer detériniring whether

comuni cat1 ng neans, for 10 ?ene_rati ng a session key encrypted using the
user dev&eUpimIR adgiepsigsspeiatashyyit éhe regiskriicnsmessady tsnvithingerangeqd, and
transm m}é&tém agtgghp% Ilfieé(d&r‘éség%a Aser device via the conmunicating

nmeans, erern tﬂe I'rst” conmuni cat’ing nmeans all ows user device access to
the wirel ess bildnsusomgletihie tisedsicomiriiey meehs7andrite cemmuegstingheanfdi ng

to claim6, further co i Si ng nenpry. ans for .mappj g, an..interfac

addr s GEARIEIRNEESRTAN KRLCTSRPIRIbYTae Tk Haet fRvice BBICIEYEINe SauTedEns
for genepalidag i85m8mH Bl AngB, 88 RAASAILiAY HSE Eesih kBy 8 BRSSserdievidievia
wireless LAN and for transmtting the usage data to ¥he comuni cati ons 20

net wor k. tr& commeticadingoneans.esisdred a wirel ess LAN using a user devi ce,

CoD 0, 0 BB 2P A P L Shel b LN e

first coppmMpiteaisessipnn@iwor K;

15
7. The wireless LAN according to claim 6, further comprising memory

means for mapping an interface address associated with the user device with the
session key, and means for generating usage data in response to user device access
of the wireless LAN and for transmitting the usage data to the communications

20 network.

8. A method for accessing a wireless LAN using a user device, comprising
the steps of:
establishing communications with a first communications network and
25  performing an authentication step with the first communications network;
transmitting a registration message that includes a user device public key to
the first communications network;
receiving from the first communications network a session key received from
the wireless LAN; and
30 decrypting the session key with a private key; and

establishing access to the wireless LAN using the session key.

9. The method according to claim 8, wherein the first communications

network is a cellular network.



transmtting a registration nessage that includes a user device public key
to the first comunications network; receiving fromthe first

comuni cawpD®R®INeg wor Kk a sessi on key received from the wpPCelussyoieadN;, and
30 decrypting the session key with a private key; and establishing access
to the wreless LAN using the session kely. 9. The nethod according to claim
8, wherein the first comunications network is a cellular network. WO

03/ 092218 PCT/ US03/ 07623, 11 10. The nmethod accordjng to claim8, wherein
the registrati®8n mbBgayRthodAccaeiag ihclain e eé%@dh?g?%'étr%'?m”!?ﬁsﬁﬂ?erface
for co i i 1 ] : i i i
gener at ehC s ffatteRs dSolet] R an ot R Yo AR AP iroloss g
t o cl ai nLAN, whizeeley a mdgpiagderde gengaicsidor theeaddifesa addhasessioadsyCont r ol
(MAC) address and an Internet Protocol (IP) address. 12. The nethod
accordi ng to claim 11, further conprising the step of 1o receiving

accounting i nfgr mtrhamsRgaraicbeihd e bRfh 102 WhePeiAGRe BRldiess dfinplised 686
LAN via either the wireless LAN or the cellular network. 13. The net hod

accor di ngf 2 dediamAccessupenieol (Wxpraddrags and astlateroet Pratecali(IR) adgsess.ni ni ng
whet her the first comruni cations network has a pre-established trust 15
relationship with the wireless LAN. 14. A nethod for allow ng a user device

in communi cat fgn WThb methobtsccordingn clagthidn surttesnwainiprisin@tiestepaiss to a
second conmmuni cations network, the first comrupi cations network and the
secolt cErRiMNg aeeewRinginisMmativayeaarding e vserdavigs acgasg te the ireless

rel atl onp AN AGRE: iR WFERes LD BRHRACLIGRITHARERY the steps of

aut hent i € user device wthin the first comuni cati ons network;
receiving (310) fromthe user device a registration nessage that includes a

user device lic_key: transmttin 10 nessage that i ncl udes t.he user
devi ce publ i (F:)Lfgey AJﬁSyrget ac5areR g‘déé@???‘hﬁ*ﬂeﬁ RIISIRY ffiSigP © intiafy
pr edet er gbRrefhiniAY WhethéOPa!Re: dominbRidatibas nefREIIHYESCAR bidBStaBRENET truso t he

second COWﬂUﬂIC&?IOﬂS net wor k;
15  relationship with the wireless LAN.

14. A method for allowing a user device in communication with a first
communications network to gain access to a second communications network, the
first communications network and the second communications network having a pre-

20 established trust relationship there between, the method comprising the steps of:
authenticating the user device within the first communications network;

receiving (310) from the user device a registration message that includes a
user device public key;

transmitting (310) a message that includes the user device public key and a

25  source address that falls within a predetermined range allocated to the first
communications network to the second communications network;

receiving (320) a session key from the second communications network; and

transmitting (320) the session key to the user device, wherein the session key
allows the user device to gain access to the second communications network.

30

15.  The method according to claim 14, wherein the first communications

network comprises a cellular network and the second communications network

comprises a wireless LAN network.



receiving (320) a session key fromthe second comuni cati ons network; and
transmtting (320) the session key to the user device, wherein the session
key al |l ome oBlg22eser device to gain access to the second ®cmrusni/eme3 ons
network. 30 15. The nethod according to claim 14, wherein the first
communi cations network conprises a cell2zul ar network and the second
communi cat i onfg, net s kethodBEES@hGtodlAieh @5 Sfuriisr semprising e i) 092218

PCT/ US03/ 07623 12 16. The method according to claim15, further cgrﬂ)ri si ng
the stepsiablishingpisesHiall sharnal bstween Higiist cCoHRMEUTALARNS RetwerK and the
conmuni cat : Qm%\i | I r nt
unaut horslaézégg'aiscr?{ﬁ?rn \(,:@rp?tléli |§ﬁ98¥aﬂ[§%rg§§g)2§\?eorﬁ ew&%te?g%{'h tﬁtéﬁggézg%%gprégi ng
to clairkels, further conprising the step of receiving an address of an
interface associated with the user device, and registering a napping

bet w®en the interface and the session key. 10 18. The nethod according to
claim1i7, Wﬂefﬁ' N {He nistibg eecofdind'® blﬁﬁﬁﬁ%@ﬁﬁhé?@ﬁﬁfpri%ﬁfigp@iéest@bo& Medi um
Access Control (MAC) address and an Internet Protocol (]P) address. 19.
The net hedevinganiadgress of an intarface assasiated wvithrtheiusgr deuicet apd segistering
recei ving usage data from. sec 0, .catj ons network indicative of
user de%ﬂ&a@@&ggéﬂ'%qn ﬁ}?e'%gei%%aaqgcgm%%a‘qq@éé networ k and generating
accounting information associated with the user device based on the usage

data. 20. The nethod according tQ claim 15, wherein the sessi key is 20
encrifpt ed usi W@ t hehesesthadacserdinglq elaiayl 7, whereis t'&%éﬁgﬁfstq%% "EitéEC?(]‘%t ed

using a c&ﬁﬁﬁs&%h& S B'NA4ELF K&¥ess Control (MAC) address and an Internet Protocol
(IP) address.

19.  The method according to claim 17, further comprising the step of
15  receiving usage data from the second communications network indicative of user
device access of the second communications network and generating accounting

information associated with the user device based on the usage data.

20. The method according to claim 15, wherein the session key is
20  encrypted using the user device public key, and is adapted to be decrypted using a

user device private key.



