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invention relates in general to wearable electronics
and nore particularly, to security for such
el ectronics. 2. Description of the Related Art Several

CONSYSTEM AND METHOD FORPREVENTING UNAUTHORIZED USE OF A
electronics in articles of chpypgpg. For exanple, a

nunber of manufacturers have placed el ectronic devices

such as nobil e phones, gl obal positioning system (GPS)

Ut o1 wear - RS DR EHRENGE T QR ELATECARREICATINS

contain sensitive informati rovi de access to
char ge-incurring services. hﬁaalﬁ%cbﬁ) ed user of a
garnent that includes wearable el ectronics my have
access to such information BACKGROUNDY charges
through the use of these services, which will be

bi 1 ed Techmicabfiedd of the garment. As an exanpl e,
some articles of clothing include cellul ar tel ephones

enbeddeThisiitvéntionremtes fn @éneramddv@anamieneeﬁbmc@wd more
were to acquire such a garnent, this person would have
UNSAGLIIAY SG SRLABSO BUERBIRRIONERES
2. Description of the Related Art
‘ Several companies are currently embedding various types of
electronics in articles of clothing. For example, a number of manufacturers
have placed electronic devices such as mobile phones, global positioning
system (GPS) trackers and video cameras within jackets or other outerwear.
Some of these wearable electronics may contain sensitive information or may
provide access to charge-incurring services. An unauthorized user of a
garment that includes wearable electronics may have access to such
information and may incur charges thrbugh the use of these services, which
will be billed to the owner of the garment. |
As an example, some articles of clothing include cellular telephones
embedded within them. If an unauthorized individual were to acquire such a
garment, this person would have unencumbered access to the services
provided by the owner’s cellular telephone. Even worse, such an individual
may be able to access sensitive information stored in the memory of the

cellular telephone.
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wor se, such an individual nmay be able to access
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cellul ar tel ephone. SUVWWARY OF THE | NVENTI ON The
present invention concerns a systemfor preventing
unaut hori zed use of a device. The system i ncludes a
bi onetric reader and an authentication unit. The

bi onetric reader nmeasures a bionetric characteristic

and transmts the QW ARYOPTRIE INVERRIGRt €ristic to
a

the authentication unit over conmmuni cat1 ons |ink.

The devifig oresdHi ARG WohBbihs® SRUERor pfgkgerﬁﬁg&maq%orized

authentication unit transmrts

e el

aut hentj.cation unit includes a database for storing at

| caFeplication Wt Fae bEIBREETPaderIRERsUres Rbiomeric Characteristic
aut hentication unit can conpare the neasured bionetric _

chahdbaasmiis the maasured bigmetite chatadigrististtoitoe eathrnsication unit
when the authentication unit receives the neasured

bi @vasta cemohwicatioasiliski d herdeviceais drbedded withirea garment, and

Additionally, the authentication unit can transmt the

auhea@uthemigcasiognait trangnhits aleauthorizirensighal todhs Weoite when the
bi onetric characteristic natches at | east one of the

auddthentictiobi WHEbIbhetSCETR i@sntficerLdsém t he o
aut hentication unit. In response to the authorizing

si gnal , Intdie SedhGEMERL I aﬂfh_e?ﬁgﬁtﬁﬁlrﬁ@t Lrl&ﬁldé%eé d4dase for

has been bionetrically identi I ometric

I e}0MH ‘é@léaisf‘ﬁhé'%%t%r%ﬁ%&ﬁ%ﬁﬁ:rsarﬁﬁlg. R authentication unit can

authenticatio
compare the measured biometric characteristic with the authorized biometric

samples when the authentication unit receives the measured biometric
characteristic from the biometric reader. Additionally, the authentication unit
can transmit the authorizing signal to the device when the measured
biometric characteristic matches at least one of the authorized biometric
samples stored in the authentication unit. In response to the authorizing
signal, the device can grant access to the user who has been biometrically
identified.

The biometric reader can include a transceiver, and the authentication
unit can also include a transceiver. As an example, the transceiver of the
biometric reader can transmit the measured biometric characteristic to the
transceiver of the authentication unit over a wireless communications link. As

another example, the biometric reader can be a fingerprint reader.
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the transceiver of the biometric reader can transmt
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transcei ver of the authentication unit over a wireless
conmuni cations link. As another exanple, the bionetric
reader can be a fingerprint reader.ln one particular

enbodi ment of the system the bionetric reader can be

i ncorporated in a garnent opening nmechanism The

bi onet r incone particuarenisedimet bhthedyat@h! the biometric reader can
characteristic when a user operates the garnent

OPBA it rpBekeNinsagafAENEN TG mdh@ndah TRk H?&%@'trﬁgreader can

mechani sm can be a zi pper or at |east one snap. T
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b
the authentication unit can rnclu

o) d ur, rge the first
ooulising FerRARi. PP BRbRB 65 05RRREl Shctind Mesbiaim oan be
mechani sm ¢ i pclude a first portion having a set of
fi?§F“§¥QE??E%§FOE%ﬁPQEtS and a second portion having

a correspondi ng set of second el ectrical contacts.

Wien t hiﬁ? Bmgtﬂs F??&W ¢an ingluglsra Hist PRIVER spHEces apg itlae
portion, the second power source can charge the first
powdhentcation unit eanyincluse a seeenchpaweesourgee| Tdwt seaoad power
contacts. The present invention also concerns another
sysawae Can ghaeyeetits firgt poset sourceedn oae avfangedwaritcthe garment
The systemincludes an authentication unit and a

c ooperihd enechabizmd edn \idlide adirgtasaraon having a set of first electrical
aut hentication unit identifies an authorized user and

t rersatsand 4 bé@dncﬁ?éﬂi@hiﬁdvﬂﬁ; éic@ﬂ@bpéﬁdihg%et?@ﬂ&é&r{oﬁélectrical

when the authentication unit 1dentifies the authorized

US&intadt8. When the first portion is in contact with the second portion, the
second power source can charge the first power source through the first and
second electrical contacts.

The present invention also concerns another system for preventing
unauthorized use of a device. The system includes an authentication unit
and a controller embedded within a garment. The authentication unit
identifies an authorized user and transmits a first authorizing signal to the
controller when the authentication unit identifies the authorized user. In
addition, the device is embedded with the garment, and when the controller
receives the first authorizing signal, the controller transmits a second
authorizing signal to the device.

| The present invention also concerns a method for preventing

unauthorized use of a device. The method includes the steps of measuring a
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when the controller receives the first authorizing
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signal to the device. The present invention al so

concerns a nmethod for preventing unauthorized use of a

devi ce. The nethod includes the steps of neasuring
abbiostatiic chévactartstic] esdrnparing theameagutduebiorwstiic eBaracteristic with
bi onetric characteristic with at | east one stored

bi attehst enesstap® biometet @ampe to Heldh@inERhe Afbasured biometric
bionetric characteristic is froman authori zed user

anghdrbatesistié Id Aémath authBAzEd UBEr shdBBhsi h@? deVd\fRorizing
enbedded within a garnent 1f the nmeasure metric

Chél{;ﬁéfﬁttsrd aéu{.ee b%t{]erd‘a%%tlﬁl’f%@rh?e%@ if4fi&m gk eg%ﬁé}ﬂ&rsc
can”al so 1 nclude the steps (0] ransm-t |ng |
CoRAPETRH R ARUERAAL A1 R A BeSpoce e

or S o} FEheREG IS mbaR Rt Do chgmeior qu%?r%”vﬂreless

transmtt{ing ste BRIEF DESCRI PTI ON OF THE DRAW NGS
THOPRAN|GEE 8"%#“ reerfreda the Measkiring stapnvban gruser operates a
bel i eved to be novel, are set forth wth particularity

i rgarment epentigdMeraamism ankgiantisgtaceass tote devicairt tesponse
further objects and advant ages thereof, may best be

uriodhe trapgntifingestep.ence to the fol | owi ng descri pti-on,

taken in conjunction with the acconpanyi ng draw ngs,

in the sever al BRIBEDESORIFNION OF THE BRAVFINGS
nunerals identify like elenments, and in which: FIG 1

Io:‘ | gsggl\ﬁllfeggea%r%%%f‘ﬂ% bRt %ﬁhbﬁngF&ﬁLgrQQféhé@é’d t#Be novel,
are set forth with particularity in the appended claims. The invention, together
with further objects and advantages thereof, may best be understood by
reference to the following description, taken in conjunction with the
accompanying drawings, in the several figures of which like reference
numerals identify like elements, and in which:

FIG. 1 illustrates a system for preventing unauthorized use of a device
in accordance with the inventive arrangements.

FIG. 2 illustrates a block diagram of the system of FIG. 1 in
accordance with the inventive arrangements.

FIG. 3 illustrates an example of a biometric reader incorporated in a

garment opening mechanism in accordance with the inventive arrangements.



in accordance with the inventive arrangenents. FIG 2
illustrates a bl ock diagramof the systemof FIG 1 in
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illustrates an exanple of a bionetric reader

i ncorporated in a garnment opening mechanismin

accordance with the inventive arrangenents. FIG 4

i 11 ustrbi@st dlusiratets gfirst portioof oftthe ggameahbpemiagimechanism of
mechanismof FIG 3 in contact with a second portion

of FIG\e3 ecordatt witie aisegone poaivrsof the gaeant apeRingi rhBchanism in
the inventive arrangenments. FIG 5 illustrates another

exapadr@ande AitRitRERIVentive eAdRhehdp@d porated in a
gar nent openi ng nechani smin accordance with the

i nvent i M. IASOSER bt Gra |é!df%%i6@\‘$?ﬁc Pea[a%?ﬁrﬁ‘ea&%ted in

of a porti e garnent openi ng mechani sm

> % Bp0BALOBYo Whechehn T YRl ed Wi e TR A ve "
po%rg%ﬁerﬁ{a he garment openi ng mechanismof FIG 5
en % a second portion of the garnent opening

nmechani i h.accordance with the inventive )
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the systemof FIG 2 in accordance with the inventive
armgabamsm ef FIG. @ inaagcprdanaeawidls thanipyaetivesgrangements.
preventi ng unaut hori zed use of a device in accordance
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opening mechanism in accordance with the inventive arrangements.

FIG. 8 illustrates a method of operating the system of FIG. 2 in
accordance with the inventive arrangements.

FIG. 9 illustrates another system for preventing unauthorized use of a
device in accordance with the inventive arrangements.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENT

While the specification concludes with claims defining the features of
the invention that are regarded as novel, it is believed that the invention will
be better understood from a consideration of the following description in
conjunction with the drawing figures, in which like reference numerals are
carried forward.

Referring to FIG. 1, a system 100 for preventing unauthorized use of a
device is illustrated. The system 100 can include a biometric reader 110, an

authentication unit 112 and a device 114. In one arrangement, the biometric
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conjunction with the drawing figures, in which |ike
reference nunerals are carried forward. Referring to
FIG 1, a system 100 for preventing unauthorized use

ofeddteMICC théd BuiHentishtich esit 1TR @nsthe elevice0! thoan attbede
bi onetric reader 110, an authentication unit 112 and
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cati on unit 112 and the device 114
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a human being, an animal or even a machine. The

bihsiean beingeaa@nimalereMe BasEe bi onetri c
characteristic of a user and can transmt the neasured

bi onet rlihe kibarediie rdderild Otaan: measuner hidnettic shaasteristic of a
112 over a comunications link 118. If the

auwisee ahd @ani temsmmit thelrh2abiredetioineid gharaeteristic ée thene

user, the authentication unit 112 can transnmt an

A RS iaten inttnal2 évierteheordmunieatibhé link e 8aribtheeauthentication
comrmuni cations link 117. Once it receives the

Ayt IO 1 ZhidthetHeAR! idbherBs the Ler RBtduwisdtivativniunitl 2 can

the device 114 can grant access to the user who has

Pﬁ%ﬁjsﬁhpgﬁ tahitﬁlz:ir?’%iigﬁlttbfths ‘?iev]-E'éel SIS BrdIRe CasmAluRRations

e a power 9 for selectively transferring
Em\eﬁgﬁﬁ 26};\%%@ gggéioggmecgﬁ‘ghgﬂziﬂﬁis'igﬁla]f%orrﬁ’ thd'§uthentication unit
112, the device 114 can grant access to the user who has been biometrically
identified. The system 100 can also include a power link 119 for selectively
transferring power from the authentication unit 112 to the biometric reader
110.

The device 114 can be any machine or component capable of
receiving an authorizing signal from the authentication unit 112 and, in
résponse to the authorizing signal, granting to the biometrically identified user
access to its operation or use. Fé)r example, the device 114 can be a cellular
telephone, a personal digital assistant (PDA) or a video camera.

In one arrangement, the biometric reader 110 can be incorporated in a

garment opening mechanism 120, such as a zipper. When a user operates

the garment opening mechanism 120, the biometric reader 110 can measure



110. The device 114 can be any nmachi ne or conponent
capabl e of receiving an authorizing signal fromthe

wa@edoseoasbgat i on unit 112 and, in response to tPET/US2004/020213

10

15

20

aut horizing signal, granting to the bionetrically
identified user access to its operation or use. For
exanpl e, the device 114 can be a cellular tel ephone, a

peose namcn‘egnl¢mbtrﬁsd1aéantlsﬁcf§3ﬁf)therus%rVF@ﬁ@xﬁﬁiﬁﬁ% 3 theyarment
one arrangenent, the bionmetric reader 110 can
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as a zipper. Wen a user operates the garment opening

TeGAGEHOAM rbader bt |ﬁi<§’t’ﬁ%ti| Ger' SAAEA é@%r%cé?ﬁ%ﬂr%%‘?%nger

or nore bionmetric characteristics o

SR t. ani s
B e zipperid B bR PG SRR ibé*zf%gevm%s of
' : aces hi
ﬂﬁfé{ngﬂﬂq@&ga&hw"wﬂ%f BBEfaerban reBHET gar A DIOBENTGigader
20 f t he gar nent

ms ?@n’}‘?ﬂﬁw Oﬁﬁpurpgiﬁgﬁ%ﬂnﬁés thgl%ﬂégbp@hlﬁatha #@pper up to
reader 110, can neasure the user's fingerprint as the
usepsethe gammentA 16 ef hig preesss will der ¢rsaghecdndelaibelow.

This process will be described in detail below It is

i mpor t alhis impartand te hate thiaé theysystem 113D issnino way Viated to being
limted to being incorporated into a garnent.

Sdecd)rfpiowtbtiymtowgannemmrSpe:difiddH?, e BE Ride 0N e BRIRGeHB that
the system 100 can be built into any suitable article

ormeRy upethe rslyﬂiélnﬁhODtcathéleéﬂItrtﬂB'éh)léhltfa% hifele 8€8 ée in
to a particu el enent or conponent of that artic

orwhieM| '|tC|§ degﬁébl@ﬁ 'FS&H‘? ict 96&s8 o @ﬁ@m@ﬁ l%PBlgrﬁeﬁ’tf é?)% ponent of

system 100 can be bui Into a | aptop conputer

cahhthiicld & GRAONEFLPeRARYR bn8%E Fisre elements of the system 100

can be built into a laptop computer or a cellular telephone to prevent access
to the operation of these devices or any information stored by them.

Referring to FIG. 2, a block diagram illustrating the system 100 is
shown. In this arrangement, the biometric reader 110, the authentication unit
112 and the device 114 can all be embedded within the garment 116. As
noted earlier, however, one or more of these elements may be incorporated
into any other suitable article or device.

The biometric reader 110 can include, for example, a fingerprint
scanner 122, an analog-to-digital (A/D) converter 124, a microprocessor 126,
a transceiver 128 and a first power source 130. Control and data interfaces
can also be supplied to permit the microprocessor 126 to control the

operation of and/or exchange data with the scanner 122 and the transceiver



to the operation of these devices or any information
stored by them Referring to FIG 2, a block diagram

WO kooamoiset i ng the system 100 i s shown. |n thiSPCT/US2004/020213

10

15

20

arrangement, the bionetric reader 110, the
authentication unit 112 and the device 114 can all be
enbedded within the garnent 116. As noted earlier,

howe8eFurthBe the aifichtiRbtibh anf 1q|2Qi@ﬂh§Iu@lEYa Hﬁ‘croprocessor 132, a
mcorporated into any other suitable article or

deMh&Pasd h%4beF$¥s%vaeF LT %rnd]al%@ﬂjaﬂr)]&%ﬁ‘g&rcgol%S. Similar to

exanpl e, fingerprint scanner

anﬁle"&oﬁ%’cﬁé %ato% 4oy P{e §&H¥ﬁﬁéeﬁfen]§-§t }ﬂﬂ% canﬁnqjg?e control and

nlcroprocessor ranscel ver
% % 5% Oq%r ol; cra?)d data r%aceg e operatlon of
t@d Sragep &0 permitihe pucty E?‘@&FBE% 3@*6 k pere
t it
et R SHER e TR

aut hentication unit 112 can include a m croprocessor
132ddiiomdhgaiseopraaessertidgrarebe epunlgd tathie devieedrid through
power source 138. Similar to the bionetric reader 110,

t heommunégationatinks Turfor put®searof traokmitéing @nt awthorzidg signal to
data interfaces to permt the microprocessor 132 to
cotimeradviceh®14per ati on of and/ or exchange data with the

dat abase 134 and the transceiver 136. In addition, the

i cr opripasss afradg@ment) thé fif rlﬁ@'séemr{éﬁel 2Qeéé|¥§e &léhpacitance
t hrough conmuni cati ons |ink 7 for purposes of

tr gmimel.t NGs Rﬂo@Htlﬁ‘Pﬁé éHnS c% BtdndeSsdatfief B¥ldtts Hry ng levels
pac 3 g

I n one arrangerrent fi nge I nt scann

2 SaRic H%&@a%ﬁﬁ%onﬁ fstncé $5P¥P, q%gé%le%ﬁhéer.%hen

capaclitance scan et ec varyrng '

??@%é?%ﬁvﬁ%e gépoeﬂ:gtaﬁgé ts'cgrrl]r?e:roéant rr)]r%dflée dif?efre%t ecﬁ{asg%noftputs that,
when summed together, correspond to the ridges and valleys of the
fingerprint being scanned. In another arrangement, the fingerprint scanner
122 can be an optical scanner. As is also known in the art, an optical scanner
illuminates a person’s finger and employs a charge couple device to generate
electrical signals in response to the light that is reflected from the finger.
These electrical signals represent an image of the fingerprint. In either
arrangement, the A/D converter 124 can digitize the collected data.

Those of ordinafy skill in the art will appreciate that the fingerprint

scanner 122 is not limited to the exa’mples described above, as any other
suitable system for scanning fingerprints can be employed. Moreover, the

invention is not limited to scanning fingerprints, as any other suitable

biometric characteristic can be measured. For example, the biometric reader



detected, the capacitance scanner can produce
different voltage outputs that, when summed together,

waeorsessend to the ridges and vall eys of the PCT/US2004/020213

fingerprint being scanned. In another arrangenent, the
fingerprint scanner 122 can be an optical scanner. As
is also known in the art, an optical scanner

i | i iricantatso Be pens@actedito PREOrATEtIeATIraNs séarsd '8 @ecapture
coupl e device to generate electrical signals in

I eSHPPRS 3f%h pERNHNYicd.hat is reflected fromthe
finger. These electrical signals represent an image of
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converter can lze e CO
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|nvent|on is not limted to scanning fingerprints, as

anbe Brorasssdiferbsarsipissian: andtrangniieddeithe itansaaivee 136 of the
nmeasured. For exanple, the biometric reader110 can

al aethpatieatips unit i &4 over w@rcfmmmnmamnas liok 1i1B8i 9nomens

or to capture sanples of a person's voice. The

neagangzment, dhe¢ cammimicatisnsi Iinkchid eant be isswirelesacohtmunications
transferred fromthe A/ D converter 124 to the

mi linko pvitatsle exaiipfes dhwirsliess GRNSRRSIEN sthhdlafdlinchifie Bluetooth
transfer the digitized data to the transceiver 128,
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transmtted to the transceiver 136 of

a%tﬁﬁ&ét‘océ’ér{ 88 é‘éttce@i]v%trp inb T TN SR rsRISY, hbsver, that
. e IR AES R

I'n one ar angerren conmmun rons T
o 5 1Y G O AL S
B clzjo%r%%tnpcatlons link can also be a hard-wired communications link.

The transceiver 136 of the authentication unit 112 can receive and
process the biometric data from the biometric reader 110. This data can then
be transmitted to the microprocessor 132. Once the microprocessor 132
receives the biometric data, the microprocessor 132 can compare the ‘
measured biometric data with one or more biometric samples that are stored |
in the database 134. The microprocessor 132 can be programmed with any
suitable algorithm for executing this comparison step.

As an example, the biometric samples stored in the database 134 can

be fingerprint images of authorized users. The microprocessor 132 can

compare the measured fingerprint image that it received from the biometric
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W rel ess transm ssion standard can be practiced with
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communi cations link 118 is not limted to a wirel ess
link, as the communications |ink can al so be a

hard-wi red comuni cations |ink. The transcei ver 136 of
t headartHénand ean compare tHid finganpriné teage withadhe fingegzint
the bionmetric data fromthe biometric reader 110. This
dehmpleminttheldtgbdgeat®4ri tted to the m croprocessor
132. Once the mcroprocessor 132 receives the

bi oret ¥fithe daicRoproOEs I ABRIAERTRES tHat 26 MeLRIFBA bforhEkic
i nmeasured bionetric data with one or nore bionetric

SEHB}a%ﬁeﬁs'fi%tmé‘trcﬁggtaé‘{gﬁﬁxggﬁbp%%gP%ﬁéﬂﬁt@ﬁﬁttﬁéﬁat%‘é‘w 134, 1.,

m Cr oprocessor any sultable

a orl . e e .
Bl ios U RE 1 BuhiPal P BRAHIES B 1 Refng gk hygoossor
1 can .,be fi.ngerprint .inmages, .of,, aut hori users. The
a? SER el 5 Bindlznd HERRAG, thE et f oV The
fingerprint inpge that it received fromthe . . o
b FBRBRYTIEARnsIk 1Y | A¥tough i tap @argr%g'%c# gemmfction, itis
image with the fingerprint sanples in the database
18nderstoechthatithe epmprunietions3mkdit/emaly aiso be & wirgless
nmeasured biometric characteristic matches a bionetric

s aopineurticaticrdlinknthiah engdossbarmesuitable traasmigdien standard for -
authentication unit 112 bionetrically identifies a
usperatiohe m croprocessor 132 can transmt an

aut hori zing signal to the device 114 over the

ﬁ g ?gru \r;m Wg%ﬁ ggﬁﬁégg%gﬁaﬁlt{ﬁiﬁ?hg wehhdl| thesdevideet A8af grant
access to the user whose biometric characteristic(s) was measured. As an
example, if the device 114 is a cellular telephone, when the cellular telephone
receives the authorizing signal, the user can be granted access to place or
receive calls on the telephone. Of course, if there is no match, then the
microprocessor 132 will not transmit an authorizing signal to the device 114,
and the user will not be granted access to the device 114.

The database 134 of the authentication unit 112 can be loaded with
any suitable number and type of biometric samples from an authorized user.
As an example, the microprocessor 126 of the biometric reader 110 and the

microprocessor 132 of the authentication unit 112 can be programmed to

execute an initialization process. During this initialization process, the

” relevant biometric characteristic of the authorized user can be measured, and

the microprocessor 126 can instruct the transceiver 128 to transmit this

10
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recei ves the authorizing signal, the device 114 can
grant access to the user whose bionetric
characteristic(s) was neasured. As an exanple, if the

deweageRirdrhént o thedfdrisekhier t18be henieansediertl3e el tateive the
t el ephone receives the authorizing signal, the user

C BiorRtrigTtith B dAEFEPandier iPIRHHR PicréSetb¥sorcrdd, svifigh EAR then
tel ephone. OF course, if there is no match, then the

TSKEHRRAARIA St THRSSTiochR SRS L on
88 R Ltk S 2B

sul tabl e nynber and type of bionetric sanples from an
alﬁifsi%'lsﬁ'?@céh@'r As an exanpl e, the mnicroprocessor 126

of the bionetric reader 110 and the m croprocessor 132 .
of t he ARRHIANEE Sarlish. thei Riomedicraades 139&%%%@0{99@3% in a
execute an initialization process. During this )

i giarment epening Medesism 12he Arepxampale o dgafment opening
characteristic of the authorized user can be neasured,
amuedthamist di20ps dustated i Ge&n Thes gatmeenttapening mechanism 120
transceiver 128 to transmt thisnmeasurenent to the

t candeeh yart dfibe gaheeht 16 ctihoagh 186 gasmenkeopening tiechanism
bi onetric data and can transfer it to the

nM1Q0qe hee kmRed td BiingRtsipotadtinelch aasiridigred dahahiséx@mple,
t he dat abase 134. These | oaded sanpl es can then be

ARSI HHStp POt s i
scanner 122 of the biometric reader 110 is easily accessible by a user.
Referring to FIGS. 2 and 3, the garment opening mechanism 120 can
include a first portion 140 and a second portion 142. The first portion 140 can
include a set of first electrical contacts 144, and the second portion 142 can
" include a corresponding set of second electrical contacts 146. As best shown
in FIG. 2, the second electrical contacts 146 can be coupled to the second
power source 138 of the authentication unit 112 through the power link 119,
and the first electrical contacts 144 can be coupled to the first power source
130 of the biometric reader 110.
Referring to FIG. 4, when the first portion 140 is forced down until it
contacts the second portion 142, the first electrical contacts 144 can be

positioned against the second electrical contacts 146. Referring to FIG. 2

once again, when the first electrical contacts 144 are positioned against the

11



As expl ained earlier, the bionetric reader 110 can be
i ncorporated in a garnent opening nechanism 120. An

we@sphiseof a garnment openi ng mechani sm 120 i SPCT/US2004/020213
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illustrated in FIG 3. The garnment openi ng nmechani sm

120 can be a part of the garnment 116, although the

garnment openi ng nechanism 120 is not limted to being

i second ekcyital nostacts ¥6 ttheseaord pbwer spuraext3thbethet he

gar ment openi ng nechani sm 120 can be a zi pper, and the

f aotintication aniriri@rcahéhanfje tiefikst powter sourceat®0 oflth@ biemetric
easily accessible by a user. Referring to FIGS. 2 and

3reddtd O RSligHPIRYWeTRKNEID & 1OfisRBnd ReCBHE efectrical
first portion 140 and a second portion 142. The first

Pebhiaels 144 £4) in %L QF‘ra nPfthé béé&ntng\%F bS@ljce ;138 can be

contacts 144, and e sec por Ion 142 can I nclud

zghé%?ﬁﬂ&%' &Qpéﬁbﬁéaﬁgﬁg{dan@ REHrS W&O&;lﬂgé 3 33)4:%n be one

est shown 'ne "second ‘el ectrica

- SBhEe FegatoeABie s, ini hde i os, lm i Eias S st power

link 11 the first electrical conta S 144 can be

C SONICET A0 2RR 1 PPeANCEBRR SRUIPE 4 3P0C SO IUICS: B IReSS o
reader 110. Referring to FIG 4, when the first

pEXampiest a0yicihersuiiedleipomesHprly can sepees the fist power
second rtion 142, the first electrical contacts 144
c&auise E’iﬂsoﬂih@r&ﬁmagaimr soneces 838nd el ectri cal

contacts 146. Referring to FIG 2 once again, when the
first RetetringdalFlG8nbaarids6,laslanotbepezainple)dide gganest opening
t hesecond el ectrical contacts 146, the second power

s machanisd® 120 dahehedishaptiutiahi afasteher ddAntaly fdididosn jackets
the first power source 130 of the bionetric reader 110

tBhQ‘dﬁl‘i’eﬁé]ﬁcl@@Wbldth'ﬂb Wiha@dinkibgion, Hé gaRHeRE69&Ing

el ectri cal
mechanism 120 can also be part of a garment 116. In this example, the

garment opening mechanism 120 can also include a first portion 140 and a
second portion 142 in which the first and second portions 140, 142 serve as
the two engaging elements of a snap button.

| Like the embodiment described in relation to FIGS. 3 and 4, the
biometric reader 110 can be incorporated into the garment opening
mechanism 120, with the fingerprint scanner 122 located on the first portion
140 for easy user access. As shown in FIG. 5, the second portion 142 can
include the second electrical contact 146, which can be electrically coupled to
the power link 119. Referring to FIG. 6, the backside of the first portion 140 is
illustrated to show that the first pqrtion 140 contains the first electrical contact

1

144.

12



contacts 144, 146. In one arrangenent, the second
power source 138 can be one or nore di sposable

whadosmoises, and the first power source 130 canP@EUS2U64/020213
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or nore rechargeable batteries. It is understood,
however, that the first power source 130 and the
second power source 138 are not |limted to these

exanpl eRefearipg td FéE. Bl trYsesaetivRal &R the garrRehvEpatfing
the first power source 130 or the second power source

13mecRehient 12Q ig shdwiSin whichitfe SirstasorBO0HA8's frasmhét with the
t he garnment openi ng nechani sm 120 can be a snap

bugdmd Forties 1anel e C HEER gaftfbl%nm&% é@@@@ﬁ@éb‘é\g%@% second

articles of clothing. Wth imtatl

i i S [t .gar.nent .
P eottion T ?%fi“ﬁ#é?%%@%?ﬁﬂ%@@gﬂ@{;cﬁ@%ngﬁﬁgmz contact

, ' . i rst ti 140 a a secon
oot B S6Gd PGRBER Bnind Fredelinietaiies Jaeicamararde the

t [ I nts of a snap

s ot a8%et kol i Mk LT rtondgheon
FIGS. 3 and 4, the bionetric reader 110 can be
i rﬁ?g?tﬁ'ﬁ?ﬂa‘f%a?tﬁﬂémt A86gar ment openi ng mechani sm 120,
with the fingerprint scanner 122 |ocated on the first _
por t i orA MrFhed 208-4kystiating the opssatiohsoftheaystem BDG.is Shown in

the second portion 142 can include the second

el[d&. 8. chite stepsarftthd 4tethud 200 wilkbeliis@lssetirin eglbtivn to the
coupled to the power link 119. Referring to Fi G 6,

t Feonhparietitslef tHe syrterhi 160 the@hbs BReh{Relisubly|destripbgd
to show t hat the )??rst portion 140 ?gntai ng t he ?ﬁgrst

eSS 0 Pkl QDA it o tops o e
method 200 can be practiced in any other suitable system.

Referring to FIGS. 2 and 8, at step 210, the method 200 can begin. At
step 212, a user can grasp the garment opening mechanism 120 and operate
the garment opening mechanism 120. As an example, if the garment
opening mechanism 120 is a zipper for the garment 116 (see FIGS. 3-4), the
user can grasp the zipper and force it up to zip up the garment 116. Similarly,
if the garment opening mechanism 120 is a snap button for a garment (see
FIGS. 4-7), the user can grasp the first portion 140 and the second portion
142 and engage the first and second portions 140, 142 to begin closing the
garment 116.

During the operating step 212, the biometric reader 110 can measure a

biometric characteristic of the user, as shoWn at step 214. At step 2186, the

biometric reader 110 can then transmit the measured biometric characteristic

13



mechani sm 120 is shown in which the first portion 140
is in contact with the second portion 142, i.e., the

wo 2008003868 t i on 140 i s snap-engaged with the sePONUS2004/020213
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portion 142. Referring back to FIG 2, when the first
portion 140 is in contact with the second portion 142,
t he second power source 138 can charge the first power

soto the dutbenticatiophurtih® Dover, for adandle, anfrddie édlﬁﬁﬁmlcatlons
and second el ectrical contacts 144, 146. A met hod

| linkst AbsiepR 18)ehd 9 Sols) é’é@h d
:anlISG SGp%Zhe s?eggﬂgnht@ﬁtémn%@lﬂo?é%g Wn%?é)rgécﬁe%t? re

. t "
Jogee haﬁgﬁzﬁfﬁ%ﬁ’ﬁéﬂgﬂ@vﬁ %L'Is?gt J& ﬁs'%cLF’g@rézonﬁgr'é@fﬁ% Aldecision
ts? E'S?R\g? e m%@%gﬂjﬂwgga‘ﬁﬁ%tbeﬁf@cmjéggd iy 'Qﬂ?t%‘f her
[ ste
21@%%@”%?%@6'@%{%; Ingﬁéﬁsg}’-\?sstepaglz aauser I(C:)an

eni n nechani sm 120 and operate
tg LZSSJ aB@H 68 %EW il § geiermings that e mgasured biometric

h arment. openi ng mechani sm 120 is a zi pper for the
e’??gﬁﬁtei'ﬂ%c (ngé‘émFﬂg'@thgle@d useraldenisionblapka?l0, tthe method
er and force it up to zip up the garnment 116.
gﬁ% gan yesume ahetegad 2 nAt siepr2 2y the abtheintivaticiOuhis 122 can
snap button for a garnent (see FIGS. 4-7), the user

c drangnait pntauthdrizireg sigaat foothe WVicenth 4, hehisie ean Cﬂ)epé’fhbéeﬂ'ed in
142 and engage the first and second portlons 140, 142

t ahbegirment 436NN FdEpoBise B Mhe ARiptldithd %uiﬂlﬁlzﬂfbe&@ﬁéln the
step 212, the bionetric reader 110 can neasure
device 114 can grant access to the authorized user, as shown at step 224.
Turning back to decision block 220, if the authentication unit 112 determines
that the measured biometric characteristic is not from an authorized user, the
method 200 can continue at step 214. Finally, the method 200 can end at
step 226.

Referring to FIG. 9, another example of a system for preventing
unauthorized use of a device is illustrated. In this arrangement, a system 300
can include an authentication unit 310, a controller 312 and the device 114.
In this example, the controller 312 and the device 114 can be embedded
within the garment 116. It must be noted, however, that all or portions of the
authentication unit 310, the controller 312 and the device 114 may be
embedded within the garment 1186.

The authentication unit 310 can include a fingerprint scanner 314, an

input/output device 316, a microprocessor 318, a transceiver 320 and a

14



bi onetric characteristic of the user, as shown at step
214. At step 216, the bionetric reader 110 can then

WO 2aso0dsts t he neasured bionetric characteri stiPCDUST064/020213
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aut hentication unit 112 over, for exanple, a wireless
communi cations link. At step 218, the authentication

unit 112 can conpare the neasured bionetric

c Hatabaiserd2t foe stwriny Bibmetritssampless tineeditioing thed authentication
sanpl e. At decision block 220, it can be determ ned

WhAt B8P daheinbds W sewbi SotRte 324CHY &t WD icdhivertes326.0Mhe
an authorized user. |If the authentication unit 112

debﬁtrranéi%qzt&ﬁ{ mbrm%iegafﬁﬁéibsﬁbdysgmegza Ca FHASRGYET 330 | afid a

is froman authorized user at decision block 220, the

nﬁ{,ﬂ,gpl? QRcCadp resume at step 222. At step 222, the
abithent

catl on‘unit 112 can transmt an aut horl zi ng

I t he, d
oLonet Th M et ot bierdtbl G AEHRGR T A .
R L o i
back to decision block 220, if the authentication unit

127 e autheRbeationednit 3E0.-howepesdnpluggs the dngerprint scanner 314

characteristic is not froman authorized user, the

mas iveall 20hecdatabase BR2 domstodng piametricsamples., Thhe, the step of
nmet hod 200 can end at step 226. Referring to FIG 9,
anwdsering biometricadampley sindrthé atepotoemparing the measured
unaut hori zed use of a device is illustrated. In this

ablom@eitRhbraciessticamtBiie stered bishstiec 8amples can be performed
aut hentication unit 310, a controller 312 and the

d ﬁyih‘éeadtﬁénhddilohmrﬁt SHRIPER thé RcpRéEdsbr 31812 p?b’&i‘ammed

device 114 can be enbedded within the garnent

ted REpaUFApafHEYIGErithifiat al | or portions of e

When the microprocessor 318 determines that a person whose
biometric characteristic has been measured is an authorized user, the
microprocessor 318 can instruct the transceiver 320 to transmit a first
authorizing signal to the controller 312 over the communications link 118. As
previously noted, the communications link 118 can be a wireless
communications link. The transceiver 330 can receive the first authorizing
signal and can transfer the signal to the microprocessor 328. In response,
the microprocessor 328 can transmit a second authorizing signal to the
device 114, which can cause access to be granted to the user.

The system 300 can employ other ways of identifying whether a user is
authorized. Specifically, relevant information can be input into the

input/output device 316 and conveyed to the microprocessor 318 to

15



authentication unit 310, the controller 312 and the
device 114 may be enbedded within the garnent 116. The

waeaoseodsseat i on unit 310 can include a finger pPCTUS2004/020213
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scanner 314, an input/output device 316, a
m croprocessor 318, a transceiver 320 and adat abase
322 for storing bionetric sanples. In addition, the

autetentirelf tla user is BRI, | FBr didensle PRSEH PO
and an A/ D converter 326. The controﬁﬂl gsrh 315 g%%tﬁgt défice 316

| nghh B8 PkEFPHOB HKEFSUrd 338 ik Eééﬂ?aé-?éﬂt%? abds ?d.alfthe

power source 332. The. construction and operation o

L FERRRESERCLIS Sectricc? Mo bRsbtiq, dng Tubisro@seiB g can
o s L

o oA, oy 3166 Rt ol i rendom s ht v o this

co[gaprgri ng t he asured bionetric characteristics wth

t hRAUCYHIaE @XBMpif s @therigentityinginferaationt eambel providédto the
authentication unit 310 when the m croprocessor 318 is

pr éhantieation unit 312 thyougl the ppiiolitpat deviger3 thm  Waen

the m croprocessor 318 determ nes that a person whose

bi onet rWhiletthe pceferrestembbdimdmt® of thesiaveniion Rad® been illustrated
aut hori zed user, the m croprocessor 318 can i nstruct

t hand deseritssd; ar wai2e cledr thastet indedhtidrbls AOE §9NifteBY Numerous
signal to the controller 312 over the comuni cations

| i misdifiéStiors dyfaﬁgle@,U%ﬁhtms?gubéth@ti&%{%gie%@ \}g@é}ﬁs WMifftceur to

118 can be a wirel ess conmuni cati ons

tABSE KR APthe At WRRBLY GebBftinlg Frdh 4 NYiHZEAE scope of the

present invention as defined by the appended claims.
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signal and can transfer the signal to the
m croprocessor 328. In response, the m croprocessor

w@2®@s5003868 r ansmt a second aut hori zi ng signal POT/UR®04/020213
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devi ce 114, which can cause access to be granted to
the user. The system 300 can enpl oy ot her ways of

i dentifying whether a user is authorized.
Specifically, relevant infoChAIMS8n can be input into
t he input/output device 316 and conveyed to the

My StE efamedris:318 todetermne if the user is
aut hori zed. For exanple, the input/output device 316

can beqa keAD;fs%ttcﬁg f8r br@b@ﬁﬁﬁ%uné%gﬁigéd 86 of GV

a passvvord m Cr opr ocessor recogni zes
?p the m croprocessor 318 can instruct the
tran {9er 320 to transm t thefirst authorizing

| h | Ler 3
The Fvent | B Ié@%hisfrqar iprol 19l Biopaeranpde Measures

ot her ent fy| ng i nformation can be
p?ggg H"’(%qrﬁﬁtegﬁ & cation unit 312 through the
i nput / out put device 316. Wile the preferred
enbodi ment s apfaUtkRNticaten UNEnwhatein saishbipmelide readed trangmits
described, it will be clear that the invention is not
s 8aidi mpasured iometinscharsacteristic tosaid atitheniation unit over a
vari ations, substitutions and equivalents will occur

t comhmgdcatiansllimdt; i n t he art without departing fromthe
spirit and scope of the present invention as defined

by the appepdecsifiline devicbAd bmbdtidbdivithih algﬁ?fhénfﬁ and-safy
system for preventing unauthorized use of devi ce,

CAiftienBEatbn aniPtraABinits Gnf AAASHzINYBRR b f-) aie\m&niﬁbh's%.d

reader neasures
authentication unit biometrically identifies a user.

2. The system according to claim 1, wherein said authentication
unit comprises a database for storing at least one authorized biometric
sample and wherein said authentication unit compares said measured
biometric characteristic with said authorized biometric samples when said
authentication unit receives said measured biometric characteristic from said

biometric reader.

3. The system according to claim 2, wherein said authentication
unit transmits said authorizing signal to the device when the measured
biometric characteristic matches at least one of said authorized biometric

samples stored in said authentication unit.
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a bionetric characteristic; and an authenticati on
unit, wherein said bionetric reader transmts said

Woreas 003868 bi onetric characteristic to said PCT/US2004/020213
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aut hentication unit over a comruni cations |ink;
wherein the device is enbedded within a garnment and
said authentication unit transmts an authori zi ng
signal to the device when said authentication unit
biometrically identifies a user. 2. The system

accor dng t qhel fister acobelity t slainl 1awheesihisaid biometric reader
conpri ses a database for storing at |east one

albrise8 & tPhrNERWer @ndiadad BuiemtinBfsreuRit 88hfbrises a transceiver,
authentication unit conpares said neasured biometric
CUMAEh i iafisdbib e Grlafts BIURAL FE8USH AR s 88 TR ESured
when Sai d authentication unit receives sald neasured

bi, 0 ric j St .saj I | G: :

S DOPREo R EEAK R S 8T & <Hih Bhlferickfig i over a
aut.hentication, unit .rﬁ\nsm ts said authorizing signal

t &V SRAMBERNGAUANE 8K neasur ed bi onetri c

characteristic matches at | east one of said authorized

bi onetric sanples stored in said authentication

unit.4. The system according to claim1l, wherein said

bi oret Bi.c r dhgsystrmmccersingta elaim dewhereins@id hiognetric reader
aut hentication unit conprises a transceiver, wherein

sds d fingarmindireaderof said bionetric reader transmts

sai d measured bionetric characteristic to said

transcei ver of said authentication unit over a

wi rel ess conmmuni cations |ink.

6. The system according to claim 1, wherein said biometric reader
i
is incorporated in a garment opening mechanism and wherein said biometric
reader measures said biometric characteristic when a user operates said

garment opening mechanism.
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5. The system according to claim1, wherein said
bi onetric reader is a fingerprint reader. 6. The

waymsemsexcording to claim 1, wherein said bi OPEL/USIN04/020213
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reader is incorporated in a garnment opening nechani sm
and wherein said bionetric reader neasures said

bi onetric characteristic when a user operates said
gar nent openi ng nechanism 7. A nethod for preventing
unaut hori zed use of a device, conprising the steps of:

measuri7ng aAbmetidd fob pedesripgalraithevizedongasf adevice,
measured bionetric characteristic with at | east one

SkohffishiPimetdibgs 8anpl e to determne if the nmeasured
bionetri ¢ characteristic is froman authorized user;

and transm tti LZ] kSR to a device
enbedded wi ﬁ]élérgbgﬁ'gag??r@%twbﬁﬁ@heashfed bi onetric
characteristic is.fr ' ' . The.

met hod accofd ﬁwﬁ'ﬁg tggﬁ%éﬁé& ?f?‘i’ﬁ%‘?’cc%i‘%??tgf'%ﬁﬁ*é at least
ste f transmttin he asured bionetric . .

o RRP o] SPMEtis, saMple o e Eng L g INeas v gRDiPmakic o
The nethod according to claim7, further conprising

t IFRaRCiRYISiC In &om ARaniharized Yaeisand ng step when a user
operates a garnment opening nmechanism 10. The nethod
accor di ng t ragsHiitting anfaithaezing signal 9 agleviee embpdded within a
granting access to the device in response to said

t mamsent if timgy metaspred biometric characteristic is from an authorized user.

8. The method according to claim 7, further comprising the step of
transmitting the measured biometric characteristic over a wireless

communications link.
9. The method according to claim 7, further comprising the step of
performing said measuring step when a user operates a garment opening

mechanism.

10.  The method according to claim 7, further comprising the step of

granting access to the device in response to said transmitting step.

19



