*159159* A Dual Usage Smart Card of CPU and—Logical
Encryption and Its Data Synchronization Met hodHﬂ |
L

TECHNI CAL FI ELD The present invention rel ates M"m““ l“ml“lm
smart card data storing device and an i nternal
synchroni zi ng nmethod, and particularly to a dual us&jeg®
smart card of CPU and | ogical encryption and a data
s Yo D und tUisag et Sumrag o IC a rd 6 KGRUNR I B g fcat ﬂﬂﬂﬁry?ticﬁﬂhﬁd'l-ts Data
encryption card and a CPU card is one kind of IC card.
Compared to the | ogBgacheowizapionovlethod, the CPU card
has such advantages as a fast processing speed, a
high safety and a great flexibility, etc., and is
taking the place of the logical encryption card step
THCHNEQCAILRIBID, the | ogical encryption card has
been applied in many projects and if the | ogical
Thenpresphi imverdioth redatdisrteck Isynart eptdiciach widring deviRUand an internal
card, it cannot help but resulting in that all the
dagexs wdhrgnizing nvethoénad paitmulardy to nehdil ngage vireescaddof CPU and
termnals should be replaced, the cost of whichis
logigel emdryhtiandinidsa datafsynelhethodttesmfept ed. I n order to
solve the problem sone chip manufacturers provide a
new ki nd of CPU chip, which adds a |l ogical encryption
circuit and a |logical encryption storage area. A card
BAGEOROBND ART using this kind of chip can be used
as both a CPU card and a | ogical encryption card.
Eathaf 4 logicel saceyptionicadnamlip (Y cand is ané kind 08ICfoard. Compared
reading a CPU card and a termnal for reading a
to |thgi tegicanengniption card). ththiCRUL kerdhdraswaneh padikangages as a fast
has _ been solved, there is a software problem when a
pregessingsspesddadugh safelycndia preataflexibilitst etedand is taling the place
control |l ed storage area; and when the card is used as
of the degical enenyptipn card sapdy awpa Howeventhe lpgical encryption card
| ogi cal epcryption storage area, thereb achi evi ng
hag E)gfv‘naan Gdc bt mearey ppelests and df dhe lagtal esaryptappeard is directly

o be g same card and a unity, but the data o
re@%@‘ﬁ%i@\@% @Y ¢ardont caneoft gel‘phbht sequdghgaln that all the existing
engryption i . . .
logica g[nl%ryptlon card reading devices and terminals should be replaced, the cost

of which is over high and is difficult to be accepted. In order to solve the problem,
some chip manufacturers provide a new kind of CPU chip, which adds a logical
encryption circuit and a logical encryption storage area. A card encapsulated by
using this kind of chip can be used as both a CPU card and a logical encryption
card. That is, a same card can support both a terminal for reading a CPU card and a
terminal for reading a logical encryption card. While the hardware problem has
been solved, there is a software problem: when a card is used as a CPU card, data
are stored in a CPU controlled storage area; and when the card is used as a logical
encryption card, data are stored in a logical encryption storage area, thereby
achieving that a logical encryption card and a CPU card appear to be a same card

and a unity, but the data therebetween are inconsistent. When a logical encryption
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111222230 PPEEE R e Ot *aooooz* card
and a CPU card act as a comon application, it is
required that the corresponding data in the two
storage areas should be consistent, thus ensuring a
correct state is kept in each of the |ogica

encryption card term nal environnent and the CPU card

carér shdiad €PU rpdeadt a5e8PESinYSh YapBitatidh, Pit eﬁe%%uired that the
the problem of data sync therebetween has’ not bee

costespeddinge iataSAMVRRNv 6Fstdidze| NVENERENJ Be ‘éioﬁ‘é‘is?’%]néf Bfus ensuring a

defects and di sadvantages existed in the art, t

coprezs estdtei isviedyiti ipneadt oYitHedogical @ncé‘?ﬁt&% AR terfAind] Chvironment
CPU and | ogi cal encryption and its data

anslythehCBU zatd ttniigdhedyirviiineht, GREp&REII$ Bﬁ?hbﬂ?és%nt, the problem
stored in a logical encryption card and a CPU card

ofldatp sy theytbetivesnensoesrbasncai ved yitt h the out si de.

I'n order to achieve the above invention object, a dual
usage smart card of CPU and | ogical encryption of the
present invention conprises a CPU card system for

SUNMVARY2OFFTHE INVESTION d readi ng devi ce and a
| ogi cal encryption card systemfor conmunicating with

Inavibwgof dhe defoctpndrdicadvhritegel BRisERY i €he WHEtRE Hresdif invention
CPU card system conprises a U control |l ed storage

pravidas faoduat arsagg stRAtt eatddoflatGRU! hed llegicaRlencryption and its data
encryption card system conprises a |ogical encryption

systhnoageatmremetiood stwhidingah egber thanchaypbioed ¢ArdlgEaéa encryption
and the CPU card system further conprises a data sync

cariband e CBY aad kesproonsistevienhémeofthusieating!wiH the outside.
storage area and the |ogical encryption storage area,

In prderdatachigvethtesb@ee eviengionashjeers hathiabushgé BmaePthrd of CPU and
control |l ed storage area and the |ogical encryption

logjed)r ggerypiiosa of r thep presené| invention heompeikes s @1 meard system for
card of CPU and |ogical encryption, the data sync .

Cowwéauagmths@scgm cerd qoadmgddpviceessd g logidul entoyption card
controlling a |ogical encryption storage area access _

sysiemt Fas| campmunacating with eHogumhtencrymtiors tardgedingalevice, wherein

thea&dPIiJ EL‘(? n;;r;{elnrll gcomprises a CPU controlled storage area for storing CPU
card data, the logical encryption card system comprises a logical encryption
storage area for storing logical encryption card data, and the CPU card system
further comprises a data sync device for data sync between the CPU controlled
storage area and the logical encryption storage area, the data sync device being
connected with the CPU controlled storage area and the logical encryption storage
area, respectively.

In the dual usage smart card of CPU and logical encryption, the data sync device
comprises:

a CPU command processing module for controlling a logical encryption storage

area access control module and the CPU controlled storage area, and implementing

data interaction between the CPU controlled storage area and the logical
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data interaction between the CPU controlled storage
area and the logical 2 encryption storage area; a
data format conversion nodule for inplenenting format
conversion between the |ogical encryption card data
and the CPU card data; and the |ogical encryption
storage area access control nodule for inplenenting
enceypoli o stoxage ardati ng of the | ogical encryption card
data in the logical encryption storage area; wherein,
a dite foPat comwerdiqur aoehde fgr imgldreestont forsat dhveRdlondetween the
encryption storage area access control nodule to read
logivel @ncrypitiont ¢eerdIdagi and ten OBpcaahdatt ardge area to
the data format conversion nodul e which forwards the
thedegicabendippticRstarage rotd accest eoage! ai@dile #0f ihpRitBiing reading
command processing nodule further controls the CPU
andowritilg ed the dogipal @neayptismdard kiatLRY thardgtial @ncryption storage
through the data format conversion nodule, to the '
argajgi cal encryption storage area access control nodul e
which wites the CPU card data into the |ogical
whieiy phieo P4 @oaymandr pracedying pmeslaiy contely ithe 18bkal encryption
provi des a data sync nethod of a dual usage smart card
stoypgCrAgea nakdess)i analtrad norododé do, reanimphié sdang ihhehes16@Ral encryption
of . (1) invoking the logical encryption card data to
stopgreeca HethePdateafarndtconvefsior meduke whith fev4zaY the data to the
card system conmmuni cates with the CPU card reading
CRié\qomsrolledzytorage lastd; rand: tenGPUatoramanet passesting Sfddule further
card systemand the CPU card reading device; if the
coglsptputticc &Pldrongrallest storageCRte; averids ehdi OB Udexid- data, through the
regds the CPU card data, termnating the step; and if
datan fompafngenversiom meduleat tor ilee dBgfiaadr ehcryptidhngtodeyd cgea access
nmodi fies the CPU card data, proceeding to the next
confrelpmodyie wielkiwigtes the SRUward data intodhedgical eheryption storage
| ogi cal encryption card data. Specifically, step (1)
arfirt her conprises the steps of. (11) controlling the

Iogical.encryption storage area access control nodul e
The preseng invention also provides a data sync method of a dual usage smart card

of CPU and logical encryption, comprising the steps of:

(1) invoking the logical encryption card data to update the CPU card data before
each time the CPU card system communicates with the CPU card reading dévice;
(2) completing communication between the CPU card system and the CPU card
reading device; if the communication is that the CPU card reading device reads the
CPU card data, terminating the step; and if the communication is that the CPU card
reading device modifies the CPU card data, proceeding to the next step;

(3) invoking the CPU card data to update the logical encryption card dafa.
Specifically, step (1) further comprises the steps of:

(11) controlling the logical encryption storage area access control module to read
the data in the logical encryption storage area to the data format conversion

module, by the CPU command processing module; and
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the data in the | ogical encryption storage area to the
data format conversion nodule, by the CPU command
processi ng nodul e; and 3 (12) converting a data fornat
of the data froma logical encryption card format to a
CPU card format, forwarding the data to the CPU
controlled storage area and updating the data
(1Dhesmeientingy ddte foahat bOtmdataohyRr 4 168 caPEM§ption card format to a
Further, 1f, in step (2), the comunication is that
Chlhecac@Uorata, femdinding ate cdatanpdiid €PUheoErdliédrstorage area and
data, then the comrunication process is specifically
uptitahg thedatarthtidn Wtiko dhtaofdremit sbayvegmganrRdupacks up
present data, it accepts the nodification to the CPU
Fudher datm shep (BY HeUcoaimurnieationdsdgvt ¢Be @PU tdrd béading device
modi fication is successful, the process proceeds to
meslifips ¢3¢ CRUheardi deta, then tireesemimurdettor Rocesst iarpdeifically that:
by using the backed up data, and the process
afteerthen@Pds . c@pecliéd cablapge arep Hadkscopppicsest tdua StieRicepts the
of. (31) controlling the CPU controlled storage area
maahficatémmlito gtheh€PTPJacdrdhta diya theo CRUecatdt eadiiglevice, and if the
conversion nodul e, by the CPU command processing
modbficiteon (S2)caessfidy thenpravedgipaodendgad wép (B stheswise, the present
froma CPU card format to a logical encryption card
dataaremestaratiedobyvasigndetbackdd g datat fwed Hogpraless terminates.
encryftion storage area access control nodule, by the
Spekifigallyy step (3povmmpriseg thosteps ofand (33) witing the
CPU card data into the |ogical encryption storage area
(3 yyconiteolling ghe &IPEroomypiilleshstetageagreacamebsaaling she R dlard data to
nmodul e. As an inprovenent, step (33) is specifically
therdeda format ¢argiersionemodyls, ibyrthet@PHgmamed processng module;
control nmodule wites the CPU card data into the .
(32) gynvgrting & geta dormat of ahe dateafronf at GRUmcard fgrmat to a logical
sucgessful , the step term nates; and the witing )
enqrgplien cagd foupat eadt faswasding: theadataatcethe bagioaleentrdyption storage
present data by using the backed up data, and the _
are3 @gpesseraiitrltraadulen byghedata formatmanyeriing ehedulepgnd al
encryption card data to update CPU card data before
(333 aeritingnthe KL Ereardadatasinio etheclngicali ereryptiant stordge area by the

out si de, by
logical encryption storage area access control module.

As an improvement, step (33) is specifically that: the logical encryption storage
area access control module writes the CPU card data into the logical encryption
storage area; if the writing is successful, the step terminates; and the writing fails,
the CPU controlled storage area restores the present data by using the backed up
data, and the step terminates.

The present invention invokes logical encryption card data to update CPU card
data before each time the CPU card system communicates with the outside, by
using the data sync device connecting with the CPU controlled storage area and the
logical encryption storage area respectively. If the CPU card data change after the

CPU card system communicates with the outside, the data sync device invokes the
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usi ng the data sync device connecting with the CPU
control |l ed storage area and the |ogical encryption
storage area respectively. If the CPU card data change
after the CPU card system conmunicates with the
outsi de, the data sync device invokes the 4 CPU card
data again to update the | ogical encryption card data,
CRUumrd datwyagaipabl epdaté tienbagicalgendreptive cand datd, ahusedethg capable
time the CPU card system comunicates with the
of ansuridg, befiwreGRld afier edelt dirke ehs CPUstatedstart dorhinicates with
| ogi cal encryption card data, thereby inplenenting a -
the autisidé, theaCPi$aged idate kdepBROEE steNT REDWGAT! 1@§i@¥ encryption card
DRAWNGS Fig. 1 is a structural diagramof a dual
dates dberebyredntplemedtiaf aQiddarfuabgisage indseel ypt i on
according to the present invention; Fig. 2 is a dual
usage smart card of a CPU and | ogi cal encryption and
the flowhart of data sync thereof according to the
BRIEEINTROBBIGCATIOREOF DRASY BOR SCARRYI NG OUT
I NVENTION A further detailed description of the
Figr ésisna stnwdntal odiagrdrh of apdoal desgdenewt ioard of CPU and logical
conbi nation with the drawi ngs. As shown in Fig. 1, the
engitypitionsangerdimgrto tbepdeseint @Pkerdiuh;l ogi cal encryption of
.the present invention conprises a CPU card system for
Fig.chinmdual usageimart saghof adzPd arebltigicaldedrgptiondnd the flowchart
| ogi cal encryption card systemfor conmunicating with
of data sygicctherenf@mogptding todhe preszdt imyaidicce, wherein the
CPU card system conprises a CPU controlled storage
area for storing CPU card data, and the | ogical
encryption card system conprises a |ogical encryption
B@BM@H)E&EOIR)C YIRNG OJVEANVENFION on card

lata. The_main invention points of the present device

A fyrgher; ¢etailed .deseriptigmiofcthedpropente mviamtiomewil dvgp preeisled below in
data sync.deyi ce for data sync between the CPU

Co@gﬁﬁtlﬂﬂ \é’ét%s%éré@é’l%gsea and the logical encryption _.
storage area, the data sync device being connected )

Asvaﬁiphvr% e ), danenal ysagestoars garchpé & Bld endhlegiesdiensryption of the

encryption storage area, respectively. L .
present inivention compiises a CPU card system for communicating with a CPU

<

card reading device and a logical encryption card system for communicating with a
logical encryption card reading device, wherein the CPU card system coxhprises a
CPU controlled storage area for storing CPU card data, and the logical encryption
card system comprises a logical encryption storage area for storing logical
encryption card data. The main invention points of the present device lies in that:
the CPU card system further comprises a data sync device for data sync between
the CPU controlled storage area and the logical encryption storage area, the data
sync device being connected with the CPU controlled storage area and the logical
encryption storage area, respectively.

The data sync device comprises:

a CPU command processing module for controlling a logical encryption storage
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The data sync device conprises: a CPU command
processing nodule for controlling a | ogical encryption
storage 5 area access control nodule and the CPU
controlled storage area, and inplenenting data
i nteraction between the CPU controlled storage area
and the logical encryption storage area; a data
arépaoedss contre] shodulemtd thefCPU caiteoitsd étogadecdreB! and implementing
conversion between the |ogical encryption card data
dagmdintemctiby batweetat the aBHU feritadledal steragey ptédnand the logical
storage area access control nodule for inplenenting
enceyntionystoaagk aweat i ng of the |ogical encryption card
data in the |l ogical encryption storage area. The
a dgferfatrieheadnyersressiodiil¢ fier tepleteeritingaforhedtl iserdibe between the
CPU command processing nodule controls the | ogical
logice} gmeryptiontoard gataaarsh tlec€PES carhdata) amddul e to read
the data in the |ogical encryption storage area to the
theitogicaloenmayptionstorage arematdess cohirohnfcaiulefeisimpenstaiting reading
to the CPU control |l ed storage area; and the CPU
andownitimg pf chedegicgl enduptidnucaik datoin tied $ogical €RtLyption storage
controlled storage area, sends the CPU card data,
ar¢dhr ough the data format conversion nodule, to the
| ogi cal encryption storage area access control nodul e
Theteparatipnaleprockss cbthadevicdas asifotlowst tiee ICRJ calmmand processing
encryption storage area. A data sync nmethod with
mqdigarcontiols Hee trticelaentryptivamtaraget drea lasgessatontrol module to read
encryption card system of the device conprises the
the datagnithg legispbenqryptiBaistoragezcea to the dite foRDateonversion module

systmmmni cates with the CPU card reading device,

whigh ds tthe dati dal thendsBt icontroHed starage carepdamne the CPU
t he U card, data. Step (1) further cor%éi ses the

comgnanshingcessEps medule frtharpepriaisathe Srid eeantrefled storage area,

dul e ects, the CPU card reading device to ]

Ser%tfglﬁrﬁﬁﬁf qardidata, gheash;ecdata lommat pemprsionh@odnle, to the logical
card system communi cat es . , )

encryption’storage area access control module which writes the CPU card data into

the logical encryption storage area.

A data sync method with regard to the CPU card system and the logical encryption

card system of the device comprises the following steps:

(1) Before each time the CPU card system communicates with the CPU card

reading device, it invokes the logical encryption card data to update the CPU card

data.

Step (1) further comprises the following steps:

(11) the CPU command processing module detects the CPU card reading device to

determine it is to communicate, and before the CPU card system communicates

with the CPU card reading device, the CPU command processing module controls

the logical encryption storage area access control module to read the data in the

logical encryption storage area to the data format conversion module; and
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with the CPU card readi ng device, the CPU command
processi ng nodule controls the | ogical encryption
storage area access control nodule to read the data in
the 1logical encryption storage area to the data
format conversion nodule; and 6 (12) the data format
converting nodule converts a data format of the data
(12) the datal fogimasicoamerting nodularcdnivertset dat forERY ofathd data from a
format, forwards the data to the CPU controlled
logitar enperyptiea candl fopatt tesa (IR datd fohrateiforwazls theelaGPth the CPU
card system and the CPU card readi ng device conpl ete
conisnledistaago ardshandbpdateshe data thereiaommuni cation is
that the CPU card reading device reads the CPU card
(2dathe (U prendssystenni aad ethe a6PU f chhe peadingi detvicen complete
is that the CPU card readi ng device nodifies the CPU
comanunigation therebptweessif thprameenmicatiarhés tieattthst@PU tard reading
order to enhance the reliability of the conmunication
devigerraadothe CPU icard tlefa, By procdss tenmmates;aandif the ¢dramunication
. the CPU card reading device nodifies the CPU card
1s thatathet R tdred creading cleviom modidiesstlies GRldcedridcdhtay the process
that: after the CPU controlled storage area backs up
pradeedpiedennextatep. it accepts the nodification to the
CPU card data by the CPU card reading device, and if -
In prderriodenthangeitha reliabildyesfsthe comneunipator spepatdaeeidsin step (2),
_to step (3);, otherw se, the present data are _
ther eemapunicatioy isshay thh € PYackddrandingmtdeviemanaedifies the CPU card
process termnates. (3) The CPU card data is_ invoked
datagthenjieccammunseation peerssy ps ispecifieatlydhat. aftestthp CBY controlled
conprises the follow ng steps: (31) the CPU conmand
stopascareaihagkapuihe prsaentodala; Heaccpptscihet modificatinmtate CPU card
area and_sends the CPU card data . to the data format '
data By, &he iGRUnerrdl Esading deviee, rid if dheramodidieasion; isgsuccessful, the
nodul e converts agat format of the data froma CPU .
ProggsPraserds tq step (Bdyg @@FW&?@ thpPresent dete argmestorederd by using the
s the data to the [|ogical encryption storage :

baci‘l%rg\zﬁ{a alasand §ig pEIcess eamaina (33) the |ogical

(B)ﬁﬁg@ﬁ gag “ata 5 anaork%% t%clf}? asfe %}?Q igg%Lalngrgc#;Sti\ggictalsc? data.

Step (3) comprises the following steps:

(31) the CPU command processing module controls the CPU controlled storage
area and sends the CPU card data to the data format conversion module;

(32).the data format converting module converté a data format of the data from a
CPU card format to a logical encryption card format and forwards the data to the
logical encryption storage area access control module; and

(33) the logical encryption storage area access control module writes the CPU card
data into the logical encryption storage area.

Also, in order to enhance the reliability of the communication operation, in step
(33), the logical encryption storége area access control module writes the CPU card

data into the logical encryption storage area; if the writing is successful, the step
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data into the | ogical encryption storage area. Al so,
in order to enhance the reliability of the
comuni cation operation, in step (33), the I ogical
encryption storage area access control nodule wites
the CPU card data into the |ogical encryption storage
area; if the witing is successful, the step 7
tetrematest @] thedwritimgwfaits, nthef @PILS ,cdnitm][@Usteage alrbg drestores the
storage area restores the present data by using the
prbamtagltaj by disireg thenbhakied gt datal endithastep. tefinengteesent
invention is mainly based on the foll ow ng thought:
Theeresagitcmiventinar jpimainly dvasedy shetheddoHowihgvehauight: the logical
capability of accessing the CPU card systemdue to
encagrian card aystesh dhinptchpeabitee afapabilityr of regcassingtthel CPU card
operation on the system simlar to that of a CPU,
systeus due toulsck ddpeadnivel chip cRidbtand peyfireringto cantrobwperation on
data sync between the CPU card system and the | ogi cal
thesystep,i wmikeartd thatyef @ @PGpéuis itaatistydependion nbe GRU card system
device of the present invention, only before each tine
to tapbieverdats aydc desween therflJ carde systemmhand éhelugitaleencryption card
(the CPU card readi ng device), the CPU conmand
sypiegtessi ng nodul e controls the |ogical encryption
storage area, access control nodule to read the data
Sneﬁlﬁwglyl, byiusing thecdgyice of the presgat imeention, only befatatench time the
faormat conversion npdul e which forwards the data to
CRYcappsystam commynicates agth treeautsidel§thenoPéieatd nepding device),
the first data sync between the CPU card system and
the (Y sgrempnd preggssingimadide spstrets timefogiealt¢reryptian storage area
sync of this time, the |ogical encryption card system
aceRsy cunRlnmedule ta read the datasingthe lagicalogparaption storage area into
encryption card reading device) for several tines,
thf‘da?‘i TR CRNBRKSIRY mﬁf?t&? rfehicgferwerdmthesdaedestbarGPU controlled
Since the data of the CPU cfard system and t he data of
SIOrRRe argsyithls LBRISTHERIRS ther HS"sSlééeW betwramnthes CEY card system

nd onl en bot.h the CPU car ystem and t he L
ana&g‘ﬁc&g{%?wwaﬁnc%ré %@@mdl%@fﬁr%ﬁrﬁh@aﬂ@av\ﬁm toethis time, the
aut.si de, .res ectiveléi3 can a bad effect, pe produce

logigalyencryption; £argl syster MY |conyRUBICaln avith ths Qétsé‘é‘g dthe logical
encryp %ggaéyé}q%ﬁ?nga rdeeviicg]e‘"soposri ssetveerr]egl) ’cirriets, %%?in\/\g/orvsl/(higﬁ }laeor?(gd no sync
operation is necessary. Since the data of the CPU card system and the data of the
logical encryption card system are inconsistent, and only when both the CPU card
system and the logical encryption card system communicate with the outside,
respectively, can a bad effect be produced (e.g., resulting in the billings of the
outside card reading systems are inconsistent), it can work as long as the data in
the CPU controlled storage area keep consistent with those in the logical
encryption storage area before each time the CPU card system communicates with
the outside. In the daily life, the communication between the CPU card system and
the outside is divided into such two kinds as that the CPU card reading device
reads the CPU card data and that the CPU card reading device modifies the CPU
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the CPU controll ed storage area keep consistent with
those in the logical encryption storage area before
each tinme the CPU card system comruni cates with the
outside. In the daily life, the conmunication between
the CPU card systemand the outside is divided into
such two kinds as that the CPU card readi ng device

carcaldta.t ThatClhé GPU daidareading hddvitheaee®) thardPTradid'@ata can be
device nodifies the CPU 8 card data. That the CPU

understoodadithat aeaid holdadwatityetoCehbdaddtadiaifermanonén the card only
understood as that a card holder wants to check data

thiongbrthatCPY ¢ardtieedirgy deviokor tehmind (etdeh€&RUngi@hdnoney is left in
readi ng device or termnal (e.g., how nmuch noney is

the efutd)j mhist kimdcef @perdtiirs wkillndoothapes ahé @atavih [theaCPU controlled
change the data in the CPU controlled storage area,

stoaiage aieas and thas aosdaa shrt beeneémehd higiicall eregpiion isirage area and
storage area and the CPU controlled storage area is

then€Pa$ sangrodittlestorapepireti is eckesargrafisri @ahpleningothet ébrBmunication
time, That the CPU card readi ng device nodifies the

of ¢py tune.dThatt thec@R bearduredelisg dedicasmolifie atheaCBUhohdedata can be
changes the data information in the card by using the

undsrstasat ds thetdi oarddevider chenges thpagatarinfosnatioe ibyhe card by using
using a credit card, the noney in the credit card

thec esrdekedimgaddviakt @.g 1 hrmypagnteist dbye byi nginighe credit card, the
credit card). Since this kind of operation changes

moniey idathe dradithrardrbanges beférecaist aftagthe papmendbgsusing the credit
make the data in the CPU controlled storage area and

cardho8mcerthinkind ofiopatatimc chygesrthetdatage the €2PU controlled storage
i nconsi stent, data in the CPU controll ed storage area

aregnt apdormake shadatarinzbe GPLhcohtroHed rstotazel agiacaid those in the
en%r yption storage area_ after the conmmunication of

logigal enqriptip Yeragccrrd. inuanststent; fdata pnothes€PlE camtrolled storage
follows: after each time the CPU card system .

areg JRHsNPe Aade fynrenzegduwvsihdhose i thedogieal ¢nceptiony storage area
devi ce) (the, CPU card reading device nodifies the CPU )

afterathe commynicationcel) thismtine 15r compistad. mheubpecific process is as
contrqgls again the CPU controlled storage area, and

folloyym altgscachuimgr e daPY candhsystigm commumeateswigh the outside (the

CPEf i eseling o) (hedoPl ehibreadinE clsvien anahiGesana CPU card
dat ?:tgpi {ELJEJ fgg%glngghc&locggs%gprtxlic)galeStcg;far%?s gégi?l. thTehl(JZSPU controlled
storage area, and sends the CPU card data , through the data format conversion
module ,to the logical encryption storage area access control module which writes
the CPU card data into the logical encryption storage area. Thus, after the data
sync for the second time, it is realized that the data in the logical encryption
storage area are kept consistent with those in the CPU controlled storage area, thus
implementing data sync between the CPU card system and the logical encryption
card system of this time.

The flow of the present method is detailed below by using an embodiment of a

purse application:



sync for the second tine, it is realized that the data
in the logical encryption storage area are kept
consistent with those in the CPU controlled storage
area, thus inplenenting data sync between the CPU
card systemand the | ogical encryption card system of
this tinme. The flow of the present nmethod is detailed
Adshown iy Rigi g wdeneopradiingnhe eorfesppidsey dmal incthlel ORU controlled
9 As shown in Fig. 2, when operating the correspondi ng
statage dreatdmel GRe) logidal odrargiptishostagezaraeea dedy.; Mehen it is a purse
| ogi cal encryption storage area (e.g., when it is a
applicateon,appth chei GRU homhralleel GRiJagenareal had dicologieal encryption
area and the | ogical encryption storage area store :
staaapeiate storerammunihof meney whecle are dspoodesgontiihg)data), data sync
data sync should be initiated, and the flowis as '
shéwld bengnitidted; hed shaflovcerab fadtovbsait h a CPU and | ogi cal
encryption of the present invention establishes an
1) dss szt icerd fort hoth edCPHI andildgical ehypgticPUof dhiel present invention
readi ng device; 2) the CPU command processi ng nodul e
established an associatiprcedthemcernpin itlisg typg€Placeal radisg device;
control nodule to read the data of the anpbunt of nobney
2) ithe tGRU| ogioend pronegsingomosiube agatraiethé togichhendation storage
format conversion nodule; if the reading is
areguatsess tohirot heodiledegsagtbe datis of the hmawenttofshepey in the logical
ot herwi se, a piece of operational failure information
en¢ryprienustneage areahintCrhe clatal fornali ngndesice mahdes Hethe reading is
process proceeds to step 11); 3) the data format
sucssasia stherpriosass prassade te she mextistep; fotheratisé,oa pidne of operational
.data of the anmount of noney froma |ogical encryption .
failige dnformgtion i3 gearme toathe” €8 eard readingodewicd, ahd the process
data to the CPU controlled storage area; if the
procsgadefe s¥pdda of the anount of noney are
incgnsi tent with the data of the anount of noney in

3) theedateplgrat oI PEIOR tRedys canaerts: the ¢atedesmapfor deeigata of the
to t hg next step; otherw se, the process proceeds to

amggp 05)Mongy from alogion] enyRHpartardf formasyininatGRUcpard format,
é:(%nt r ol ef_ld at or ag% area_is updated i

and forward the data tothe CPU controlled storage area; if the converted data of

the amount of money are inconsistent with the data of the amount of money in the

CPU controlled storage area, the process proceeds to the next step; otherwise, the

process proceeds to step 5);

4) the data of the amount of money in the CPU controlled storage area is updated

by using the converted data of the amount of money; if the update is successful, the

process proceeds to the next step; otherwise, a piece of operational failure

information is returned to the CPU card reading device, and the process proceeds

to step 11);

5) the CPU card system completes communication with the CPU card reading

device; if the communication is that the CPU card reading device reads the data of

the amount of money for the CPU card, the process proceeds to step 11); and if the

10



by using the converted data of the anmobunt of noney; if
the update is successful, the process proceeds to the
next step; otherw se, a piece of operational failure
information is returned to the CPU card reading
device, and the process proceeds to step 11); 5) the
CPU card system conpl etes comuni cation with the CPU

cog@hdnicadidnng tidkevilee CPU thel eenditpi deticonmiotifiéatthé héata of the
CPU card readi ng device reads the data of the anount

anurmwiayohey féhthe@PUceard, tHehsropeseprepdotedisnést step;
step 11); and if the 10 comrunication is that the U

6) (ihedCPéhdbng‘oﬂedl storapedafdacbadkreugathe ofrréhe dagmofinhe amount of
of noney for the CPU card, the process proceeds to the

moret; when; the) batleuCRY smnessfhl ethesprocege moeacdmtdthepnext step;
theé current data of the amount of noney; when the

otlheroking & piscecof wpbrdtiondiefailurs gsformatioaedsretometetonthet CPU card
step; otherw se, a piece of operational failure

readifigrdenic¢egandshe processprooeddsetoCGep ¢ay;d readi ng
devi ce, and the process proceeds to step 11); 7) the

7) thelirthodididationblyy the CTRU cad dendmdi dgvidetoadetdath g the amount of
data of the amount of noney for the CPU card is

marefirethe CPU bardnisdicdciepted; éf thes mmdifiestsémlis sadeessful, the process
process proceeds to the next step; otherw se, the

proegedsrio thanaxostephethemise, thé comerydata dfithe a@Rbhint of money in the
controlled storage area are restored by using backed

CRIp coatmllet] sthmgerareaaretestomdelyy uamg bagkieeicep data of the amount of
operational failure information is returned to the CPU

mazyy andengiaeyg afeoperatioant faiheepnbersatiqn ox eeftisnadtes thep CPU card
11); 8) the CPU command processing nodule controls the

remngd@ﬁtqeoanddhspm@a;e paoeeedstto ssemd1);he data of the
amount _of noney for the CPU card to the data fornat _

8) g (:dd icommand (psocessinghsnathile cootrels theokPéf sputrolled storage area
nodul e converts the data format of the data of the

to sepdntheodataoplethe mmpumnteof saerey fendhy (thdncargd tp the data format
format, and forward the data to the |ogical

CO%Y\@ﬁWtUmﬁiuéQ,or age area access control nodul e; 10) the

Ioglcal encryptlon Storage_ area access control nod
9) thei sletas foraat eppivession module converts the data format of the data of the

amount of money into the logical encryption card format, and forward the data to
the logical encryption storage area access control module;

10) the logical encryption storage area access control module updates the logical
encryption storage area by using the data of the amount of money for the CPU
card; if the update is successful, the process proceeds to the next step; otherwise,
the CPU controlled storage area restores the current data of the amount of money
by using the backed up data of the amount of money, and a piece of operational
failure information is returned to the CPU card reading device, and the process
proceeds to next step;

11) the process terminates.

By using the device and method of the present invention, it can ensure the

11



encryption storage area by using the data of the
anount of noney for the CPU card; if the update is
successful, the process proceeds to the next step;
otherwise, the CPU controlled storage area restores
the current data of the anmount of noney by using the
backed up data of the anount of noney, and a piece of

comyisteaty bealeer thd date dfrtherlogicabenty/ptetnucarddsytsterhlamd those of the
CPU card readi ng device, and the process proceeds to

Chiéxardtsgpteni be képt gifectessdyt Adtlioumhethe Bperstiony fohthe data in the
devi ce and nethod of the present invention, it can

logical lercriyhtion sheiageearey temipoealhy trasulthaim oot affeynicdgdteeien the two
encryption card system and those of the CPU card

stosygxt amedse the ppeedtiat tfow ¢hy .datd tihahghCPhE coptmodiedostofage area can
the data in the |ogical encryption storage area

alwaysparahl¢ dataesyuict setiwreenithe divosstoragreareasnande usancan not perceive
storage areas, the operation for the data in the CPU

theo@nshenbbed'osttofagncar ea can always enable data sync
bet ween the two storage areas, and a user can not

It needs dbve pmhnéedmumwgmrcfthmwhaf ispravided abewdds volype preferred
oi nted out that here that what is provided above is
edimanpoétles peesent mvetitimithefpresentpineestioni QWleﬁIrﬂtﬁr enumerate
the present invention can further enunerate

mapyyhethee epdetidinrenss. For exaapis, éhet&wlm@@qncﬁﬁl%ts ﬁotehmlted to the
is not limted to the purse application, and can

pursgrap@icationalands ¢an derthembenaédialds thanhaeedmmnly ceradsmart card to
make data interaction with various types of card

make gHita gnigeadtionswithuedriews bipssfafeland readingrdesiiees, sueh as the fields
meter and a water neter. In addition, the applications

of pp elewrigrmgtastand awsater @metsr dnaaddition; the ﬁppgaa&l@n& fathe present
between the | o |caI encr tion card system and the

inveptiopaatg al§e mah limigd ctﬁ’n @@W@e@athﬁ loghal sacpgation kard system

o R0 R Bl 50 i e sy

essential|ly sanme flow as that, of the r esent
an %@&eﬁ@ﬁﬁf -Capreecha reaé%@éste@ sHeh s E%Ii‘f madirgealy system),

of the present, nventiqg
which ixas an essentxahy same ow as t%Lat ol\fsthe present embodiment, and also

belongs to the protection scope of the present invention.
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1. A dual usage smart card of CPU and | ogi cal
encryption, conprising a CPU. card systemfor
communi cating with a CPU card readi ng device and a
| ogical encryption card systemfor conmunicating with
a logical encryption card reading device ; the CPU
card system conprises a CPU controll ed storage area

CIiAIM$toring CPU card data, and the |ogical encryption
card system conprises a |logical encryption storage

1. & dwalfuragetsomam gatd of €U emdr lpgi¢ad encayptiatat@ymptising a CPU. card
smart card being characterized in that . the CPU card :

sysgst dior f aontmeunicetipgi sdth aa daPh) ssard relringe devicedaind a logical
sync between the CPU controlled storage area and the

entnypitioal cardngyrsygani fon compmagecasingayvithha ldgical sporypdion card reading
bei ng connected with the CPU controlled storage area

dewiee ;tthe CBYi eard sistam monaprisasos &8 awoasrolledsyeragevaten. for storing
2. The dual usage smart card of CPU and I ogi cal _

CPahceangt ideta, asnedr thendogisak leaicmyption ceardasysteinz exbmprises a logical
that : the data sync device conprises: a CPU command

engyptiens stogagod dnte fonisterong dogicahgnarypigore alaré miatgpthicosmart card
storage area access control nodule and the CPU

beingnehariactatizedowatfat ar die, CRRY cardisgstem ifurgher gomprises a data sync
interaction between the CPU controll ed storage area )

dewicg faredntagbyag besweeypheotPi moagrslledestorageiarea and the logical
format conversion nodule for inplenmenting format )

eneipiiens stagetateen theedata oyyinsadewiver peingeosacetedateth the CPU
and _the CPU card data; and the |ogical encryption

corlroled stapge amacand theolegics] ansaypieon sorage peae nespegtively.
reading and witing of the |ogical encryption card
data in the | ogical encryption storage area; wherein,

t he CPU command processing._nmodul e, control s . the | ogjcal .

2. Eﬁe@ﬁwge §fr@r§5%rda9§§l’gé@élgslog CHCTYRIERN ac¢Qrding do claim 1,
the datg.in the |logical encryption .,storage area to

charggtegized indhabt thedfafa s¥ne AEHSEUIAMRFSRS: f or war ds t he

ta to the, CPU control | ed storage . area;  and t he CPU

a @@ Wr&@ggw@%m@? [pr ifontroling Ghiegial eRerybign storage

troll ed . t he, CPU d data, .. X
ar GACCRS ce cs)f r%%%%‘fe grrlg ?he %ﬁﬂ?%ontr%lled stc(>:raellr e arga,aand implementin
RASESThCOHE g p g

data interaction between the CPU controlled storage area and the logical
encryption storage area;

a data format conversion module for implementing format conversion between the
logical encryption card data and the CPU card data; and

the logical encryption storage area access control module for implementing reading
and writing of the logical encryption card data in the logical encryption storage
area;

wherein, the CPU command processing module controls the logical encryption
storage area access control module to read the data in the logical encryption
storage area to the data format conversion module which forwards the data to the

CPU controlled storage area; and the CPU command processing module further
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data format conversion nodule, to the | ogical
encryption storage area access control nodul e which
wites the CPU card data into the | ogical encryption
storage area. 3. A data sync nethod of a dual usage
smart card of CPU and | ogi cal encryption,
characterized in that :conprising the steps of: (1)
controbk ey G dogialldd stocagptarea seardd thet @PILD capdialaea, through the
the CPU card data before each tine the CPU card
daty foenat eomveisian esodiuldy theh€Plogiealdenenyition dtorage; area access
(2) conpl eting comuni cation between the CPU card
cosfrel smdnid winehGptitesathe CPRadandgdatevintrethe fogi¢a encryption storage
communi cation is that the CPU card readi ng device
arqaeads the CPU card data, termnating the step; and if
the communication is that the CPU card reading device
nodi fies the CPU card data, proceeding to the next
step; (3) invoking the CPU card data to update the
3. Podataas ynenmegipod @% acdual dsege. smartTeed deft @PE)y and degivall encryption,
of a dual usage smart card of CPU and | ogi cal
chamacterpadoim that coomoprisingathelstéps & characterized in
that : step (1) further conprises the steps of:. (11
(1)comvokong ithe logsal egegaitiamcasddatntes tipdatgether @R cams data before
control nmodule to read the data in the Iogical ) )
cagntimypthicon Pl cardgrystems s omamunicades wittotheet Ptheardrerdmg device;
nodul e, by the CPU commuand processi ng nodul e; and (12)
(2 eompleting conuataidasiomabetyrearh thal &P faaseh systesgiagal the CPU card
encryption _card format, to a, CPU card format, .
regdongaledicey if the ermmurngcatien arthat she (U sard reading device reads the
- and updating the data therein, by the data formt
CPié poed tatqg terprinpting she stap; aadd shh comsmpmaigatipnds thatithe CPU card
usage smart card of CPU and | ogical encryption .

reagiRd gy g medHies thed-Phheardcdaini pragepdingarthe next step;
PUBE 00T GO 30 ek e B TRl

14 communi cation process is specifically that: after
the CPU controlled storage area backs up present

4. %Etea ;%?E&hgdwﬁaﬁ | &%‘Cgaegciéggngg%rq& P)%IC%H and ldogcligélaencryption
accrg)rg%r{gi %oagia?rrr]l g,schsaléggtgﬁszfeg Iir’1 tl%z?te: J%é;? %F)Sﬁlr&{egcc%%j;?riée% the steps of:
(11) controlling the logical encryption storage area access control module to read
the data in the logical encryption storage area to the data format conversion
module, by the CPU command processing module; and

(12) converting a data format of the data from a logical encryption card format to a

CPU card format, forwarding the data to the CPU controlled storage area and

updating the data therein, by the data format converting module.

5. The data sync method of a dual usage smart card of CPU and logical encryption
according to claim 3, characterized in that : if, in step (2), the communication is

that the CPU card reading device modifies the CPU card data, then the
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step (3); otherw se, the present data are restoreded
by using the backed up data, and the process
term nates. 6. The data sync nmethod of a dual usage
smart card of CPU and | ogical encryption according to
claim 3, characterized in that, step (3) conprises the
steps of (3 1) controlling the CPU controlled storage
coifmiaation §rotd3 i@@emﬂ%{:}maﬂah&et the tCRUdadretrdld¢drtorage area
conversi on nodul e, by the U command processi ng
bacisdub reded? Hatg ivasdeptigthe watléfidatiorato tife CREJ datdaditadsy the CPU
a CPU card format to a logical encryption card format
cardntatinigvde diceg ahthéf dad anddifichttoh dgisaatessiial, yhe ippocess proceeds to
storage area access control nodule, by the data
step qi3pbtlcrmise, tthegpreseiut datacamd fe3®reded thyngsidpetiePbacked up data,
card data into the | ogical encryption storage area by .
and tes ptoegsstdrnenategpt i on st orage area access contr ol
nodul e. 7. The data sync nethod of a dual usage snmart
card of CPU and | ogical encryption according to claim
5 or 6, characterized in that : step (33) is
6. Shediatd spid yethed of thdual lusgpe ainartcagdof GPStanddogical encryption
area access control nodule wites the CPU card data
acdortmg toeclangil; @haesuteryzed pnthet ostey €3 peemprises thesteps of:
witing is successful, the step termnates; and the
(3 Wrdanitrdlifigithe CRU e oGt ledndtord deeateatamdagendang dhe CPU card data to
restores the present data by using the backed up
thedddta foamatt ¢cdrevessiop medulendtyebe ABU command processing module;

(32) converting a data format of the data from a CPU card format to a logical
encryption card format and forwarding the data to the logical encryption storage
area access control module, by the data format converting module; and

(33) writing the CPU card data into the logical encryption storage area by the

logical encryption storage area access control module.

7. The data sync method of a dual usage smart card of CPU and logical encryption
according to claim 5 or 6, characterized in that : step (33) is specifically that: the
logical encryption storage area access control module writes the CPU card data
into the logical encryption storage area; if the writing is successful, the step
terminates; and the writing fails, the CPU controlled storage area restores the

present data by using the backed up data, and the step terminates.
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