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400
\\& Customer snvironment receives request with raw data from

user requestor N,

% 405

Customer transformation engine transforms raw data into
vectorization data N,

% 410

Customer transformation engine transmits vectorization
data to sensor Mo,

% 415

Sensor provides transformation data to customer
environment machine learning model P,

% 420

Machine learming model applies aigorithms and/or
processing to vectorization data to generate prediction \\

é 425

Machine learning modsal fransmits prediction to sensor .

é 430

Sensor couples vectorization data and prediction \\
% 435
Sensor fransmits coupled data to remote sysiem e

% 440

Sensor receives response data based on coupled data \_\

% 445

Sensar provides response to user requestor based on
response data —
450

FIG. 4

4/9



WO 2024/196526 PCT/US2024/016438

500

Processing engine is tuned using time series tuning data
consisting of machine learning model vectorized input and .
prediction output 505

Y

Tuned processing engine processes customesr machine
learming model data M
510
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516

\\\ Processing engine receives ML model vectorization and
prediction coupled daia from sensor e,

é 805

Processing engine performs attack detection

é 610

Processing engine provides coupled data and alert data 10
alert engine \\

é 6156

Alert engine receives coupled data, generates alert based
on processing engine frigger, provides scores and data to N
response engine 620

v

Response engine receives coupled data and alert data,
generates response data for user requestor \\
6

v

Response engine transmits response data for user
requestor to sensor e,
8

v

Sensor receives response data and generatss response
based on response data e
&

v

Sensor transmits response to user requestor based on
response data
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545
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620

!

Access model vectorization data set and corresponding
prediction data set by processing engine \\

% 705

Select maximum value and minimum value of prediction

data set .

‘% 710

Determine difference betweaen selected maximum value
and minimum value e,

= ference satisfy threshold parametr

720

Generate alert trigger based on prediction difference M
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