1 DESCRIPTION Title of the Inventi on COVUNI CATI ON APPARATUS,

REM NDER APPARATUS, AND | NFORMATI ON RECORDI NG MEDI UM 5Techni cal Field
[ 0001] The present invention relates generally to a communi cation
apparatus and a rem nder appar atus whilch are suitable for securely
managi ng private information, such as a password for utilizing a
server apparatus, and a nontransitory information recordi ng nmedi um

recording a program for allow ng E# rr to 10 realize the
appar at uses. Background Art [ooogﬁﬁgﬁgp re, various server

apparatuses that users can stargt, . usj by j.nputting their passwords
have been proposed. In case ofrﬁg?Pfggﬁﬁ%ﬁhﬁﬁurality of such server

spparatuses. oSy dSR AR Ao A LT RR R e
(rountesore Tor o user |0 ROREHE R IR TRIRAS M el or
2, 3 P32 medhum from i ch pasowor e gk und vidual oer ces becores
pat ot ApBIIEL | or RORE PR FA F SHoNBCTa 0l oROSHEN PGB BB AT be
Sol ved byalgdhg reln'rlli\léger}taipgfg‘atus which are suitable for securely managing private
information, such as a password for utilizing a server apparatus, and a nontransitory
information recording medium recording a program for allowing a computer to
10 realize the apparatuses.
Background Art
[0002] Heretofore, various server apparatuses that users can start using by
inputting their passwords have been proposed. 1n case of utilizing a plurality of
such server apparatuses, it is desirable to use different passwords for respective
15 services in order to enhance security. It is however troublesome for a user to
memorize multiple passwords himself or herself; according to the technique
disclosed in Patent Literature 1, a storage medium from which passwords for
individual services becomes available with a single master password input.
Prior Art Literature
20 Patent Literature
(0003] Patent Literature 1: Unexamined Japanese Patent Application Kokai
Publication No. 2004-280245
Problems to be Solved by the Invention

[0004] Because such a storage medium permits passwords for individual

25 services to be read out, however, the use of the storage medium in an Internet Cafe or




[ 0004] Because such a storage nmedium permts passwords for individual
25 services to be read out, however, the use of the storage nediumin
an Internet Cafe or 2 the like would_|ower security. There arises
anot her problem such that if the stor%ge mediumis |lost, the
passwords for individual services may not be renenbered.

[ 0005] Meanwhi | e, vari ous connunication appar at uses accessi bl e over
the Inter suc? S a rou &ﬁnlt to realize al Area

et N

Notvor - e SN R sE R e iR pRofut e ol iedfdtoe o
of multifari,ous. co ni_cati on .appar at uses .i ncl ud| erso

Comput or s TR RUEiCTIHE B Rhb SR BRBALER DRy b Srbe s RE RO e, whi on
are conne e to the l.nternet are |ded

o caliR appallitiisy Rl B Rlos Bacll afies e e
conmput ati on ca lities whi.ch tch t he ¢ ity f ho routers.
o o006 fHlefal S pugRer THEDERLR iR &fgﬁzﬁ%ﬂka\* T Ee!
conmuni_cat i on. uses to securel pr erver us wth
o vi doat? BridRERBLh IR g rand otereh B SpRUST o RS ERER: 1o
ermt the user to t he passwords w t hgut rrying a stora

hedi um st SPRRUh Pl o ASS e B gl flant Oﬁffsda}wlﬁ%lmgsﬁ ve
t he above bl . is an obj ect o the 15 pre t|on to
provi de bt s F’c‘ﬁ'B‘F]bH‘eaFBB%?C&?{E‘OéH‘EI '%‘imP%trﬁ“hB‘g’P”‘%g S iRRTh ar e
sui table for securely managi ng private Lnfo tion, uch as a
password FYPMYRICAToN %ﬁ’aﬁ‘t‘é‘}éﬁ‘ {;@'F C&Bb%l%”é‘fadgn C%?nir’g ey 8?1‘??%%‘?@%9”5/
information recording nediumrecording a programfor allow ng a
conmput er £¥Papiisics wei W@“Qbﬁ@ﬁ%?%%@@0f%@§ﬁ§“ﬁ@? SoIV|ng t he Probl em 20
[0008]In order to so]ve the bove pr obl the f Iomnng subj ect
mat t er'd al®0%4i scl o@élalsa%%‘ftdi IFBSFH%g ]Ffﬁ’é'ltbluée S& EnEREHONon.

[ 0009] A conmmuni cation aPparatus according to a flrgt aspect . of the
i nvent i on@PRUEIH LQRFCRETY proyvide [ sgerer apparatus with individual passwords of a

user and to enable password management to permit the user to use the passwords
without carrying a storage medium storing the passwords.
[6007] Accordingly, in order to solve the above problems, it is an object of the
15  present invention to provide a communication apparatus and a reminder apparatus
which are suitable for securely managing private information, such as a password for
utilizing a server apparatus, and a nontransitory information recording medium
recording a program for allowing a computer to realize the apparatuses.
Means for Solving the Problem
20 [0008] In order to solve the above problems, the following subject matters are
disclosed according to the principle of the invention.
[0009] A communication apparatus according to a first aspect of the invention
is configured to include:
a storage that stores server names and a password table having a

25  predetermined number of rows and a predetermined number of columns in




a storage that stores server names and a password table having a 25
predet er mi ned nunber of rows and a predeterm ned nunber of colums in
3 association with each other; a receiver that receives an

aut henti cation request specifying a sérver nane; a generator
that generates a randomtabl e having the predeterm ned nunber of rows
and the predeterm ned nunber of columms; 5a presenter that presents

t he generated,tand0H1t%blﬁ to a user, an acceptor that accepts
fromthe G¥BFIAHORBUNGATLIATY by sel ecting and arranging el ements in

t he presented randon1%%ble.in a sel ectj.on order associated with the
user; 8 TegRVer JRA TG EA AT ANDERIRUPTHEAUPY SRR N8 PHET BlPEct i on
order associated with the user 10 hase on the cceggeq key and th
gener at ed r ando¥RNFEHT dhat generategp ra aﬁ'it?‘@F heyigg ﬁ"&dﬁ g dﬁﬁ%‘g’(ﬁbi’ﬁ
froma colum of el enents, obtaiped by selecting elenments included in
the passwé?W¥ #kihepredeispaipe Auphe dcBMEYE: i n association with the
server nane specified in the authentication request, fromthe
passworkd t abl e PIEsepfee thay aress s g esagratet F%Woalrta@ﬁ,to aMefrar r angi ng t he
elements in the identified selection 15 order;_angb . an out put
unit that out piHasceY helgsrsreulrpadicsiena ke abiained Rppeledtvie 281l ow ng
the user to use a server apparatus with the server nane specified in
t he aut heAtpRgieg elamenlgipthe Presgared TandorHable draselpetionisder apipsiaiadyith
according to the invention, 20the server apparatus with the server
name specilfU@:in the authentication request may be configured to
determ ne whether the server apparatus is available to the user based
on a time- synchridemiiisatirieunii that ideddigs the sclagion order assogipigd sdhhe vyt may
be configured to acquire, as the password, a result of applying a

pr edetér nbascdndhe awaptet ligx anbmezengalsd sndphckbldi ng t he obt ai ned

colum 25 of elenments and a current tine. 4 .
an acquirer that acquires a password from a column of elements obtained by

selecting elements included in the password table, stored in the storage in association
with the server name specified in the authentication request, from the password table
in the identified selection order, and arranging the elements in the identified selection

15 order; and

an output unit that outputs the acquired password as a password for allowing
the user to use a server apparatus with the server name specified in the authentication
request,
[0010] In the communication apparatus according to the invention,

20 the server apparatus with the server name specified in the authentication
request may be configured to determine whether the server apparatus is available to
the user based on a time-synchronous one-time password, and

the acquirer may be configured to acquire, as the password, a result of
applying a predetermined one-way function to a seed including the obtained column

25 of elements and a current time.




[0011] In the conmuni cati on apparatus according to the invention, the
acquirer may be configured to acquire the obtained colum of elenents
as the password. [0012]In the comruni cation apparatus according to
the invention, the output unit may be4configured to output the

acqui red password by displaying the acquired 5 password to the user.
[0013] I n the conmmuni cati on apparatus according to the invention, the
output unit may be configured to output the acquired password by
sendi ng alWd]t equissife SHREMPIFATY $RarASATFEHeIa SiBY O8> PR ACHR er
apparatus with the server nane specified in qe authenticatiq?
request. BBY[RSGLATEHEY Hercdd WiO@&l?e&rFogtaw U RDPEPAT VO t he
i nvention the receiver may be configured to receive, the
aut hent i c22q1h reqﬁe@? PG RoT SEDRHERS e oy VaTHion, g Putput

the presenter y be_.configured to present the geperated randam table
o' a secoHt MU AN GEEd R b LaBhToq BREO AL Gty e repaauirod
config%red to a ceRt the key fromthe first termnal, and t he

out put SunPPSSHNF BWPEBHTi gured to send the use request to pernit the
user to use tFe servgr appar at ys through th firg%{ternjnal 0015]I'n

the commufftali on Yparapmenisad sRnefcedingdo St insantiopnibe oawf ver
may be confjgured to_receive the authentication request froma 20
first terMhaIRybssanguehio quips the ?feub?%g@ﬁwaﬁd%wn@@g 31 IGHFRd to
present the geperated randomtaple to the first t rﬁ%nal.used by the
user, t heSERCH¥PESRE PRAVIBE PRSHPIGGrBYSH VT FERERYS MHE tRESFTYS /1S second
termnal, and_ the output unit may be configured to send the use
request t &Pgseliadin thayaithppEealioy rogliese t he server apparatus through the
first term nal. o ) ) )
10 [0014] In the communication apparatus according to the invention,
the receiver may be configured to receive the authentication request from a
first terminal used by the user,
the presenter may be configured to present the generated random table to a
second terminal used by the user,
15 the acceptor may be configured to accept the key from the first terminal, and
the output unit may be configured to send the use request to permit the user to
use the server apparatus through the first terminal.
[0015] In the communication apparatus according to the invention,
the receiver may be configured to receive the authentication request from a
20 first terminal used by the user,
the presenter may be configured to present the generated random table to the
first terminal used by the user,
the acceptor may be configured to accept the key from a second terminal, and

the output unit may be configured to send the use request to permit the user to

25 use the server apparatus through the first terminal.



[ 0016] The comuni cati on apparatus according to the invention may be
configured to further include an updater that, when the password

tabl e associated with the server nane specified in the authentication
request is not stored in the storage, Supdates the storage by
generating a new password table having the 5 predeterm ned nunber of
rows and the predeterm ned nunber of columms, setting individual

el enments in_the new password table, and stﬁri ng the new glas%word
table in 9940kt or ab¥ GOMRGHEHIOREAPBH NS AFEEHBE Luthg dpveplipRay be t he
out put unit pmay be configured to send the use request .to the server
appar at us°fieradde iy arclisine RS *3% e TR ST GRS P8R

request to register the 10 user jn the server apparatus. [00Q17] The
conmuni caltEnISshYUr 28US SHW&J%%%WW&W%@‘%GWFI@&%@P{ ?tﬂrc?lj[ﬁ‘ﬂ an
updater that, when.tﬂerfga‘ss rd tabl e associ at Qg w th the server nane
speci fi edSPREEHPIAGE HETorash DosricagagencvPasyord ebpving Phe st or age,

updat es the storage by generating a new password, tahl e having.the
pr edet R A it S R Tt B e R,
colums, accepting an i.nput of a password fromthe user, divjding the
accept ed PéEdHsH gmsnt g st RSO i o e b enpiss VR R Th
identified selection order iin the new password table, setting other
el ements HE SFURGMAsREULR Bithige tei¥eMéllicpassword tabl e in the storage
in association with the server name. 20 [0018] The co ni cation
appar at us acchGPHBULBILAY BerRPERENEH @ Pt thPeH ceip8iehtEvssoci at ed
with a server nange and conponents, associ ated with comruni catiions are
omitted s@PRAEAtESWHD therchge pamp pracHicddn theAuthcahr 498 roqtes'd e RHES of
private information including a password and a seed. [0019]1n a
conputlér BEadabescYBRRPAEISt ory i nf or mati on recordi ng nedi um 25
accordi ng to _anot her aspect. of the invention, a programwhich is
recorded BWifhe eolhegasnneticdionappyads ayyhssrniewsd Kolrthgupeyds &
permt a conputer to function as the individual conponents of the
comuni catpdaterdbpavberuide prsspied tebleiasepsiateshpiil sieusrvel povonvsiisd in
generally, the key used in the foregoing comunication apparatus or
reni nder ~ Hispathenigationnedvesidpnel stupd i the steeageninsiaies theotiores bh i s
associated with

generating a new password table having the predetermined number of rows and the

15 predetermined number of colummns, accepting an input of a password from the user,
dividing the accepted password into segments to be stored in elements in the
identified selection order in the new password table, setting other elements at random,
and storing the new password table in the storage in association with the server
name.

20 [0018] The communication apparatus according to the invention from which
components associated with a server name and components associated with
communications are omitted serve as a reminder apparatus that reminds various
kinds of private information including a password and a seed.

[0019] In a computer readable nontransitory information recording medium

25 according to another aspect of the invention, a program which is recorded on the




5 the user's selection order of selecting elenents in a password
table or a private information table. That is, if the selection order
can be uniquely derived fromthe key, the randomtabl e shoul d not
necessarily be used. [0021] The prografh may be recorded on a conputer
readabl e nontransitory i nformation recordi ng nmedium such as a
conpact disk, a flexible disk, a hard disk, a 10 nagneto-optica
disk, a digital, K video disk,. a magnetic tape, .a senicondyctor menory
or a RAM {IRaweionAecoadiag msdiiy s onligyed it POt § soapierrie Tpicign anibfay
be distributed and sold over a signal |ine in a conputer
conmuni catiBrdwd capPRICNthe CoMBUNISHEYY FPYragiSEH e IFEgRdFHpPParatus.
i ndependently of a conputer on which the programis run. In addition,
the 15 | n{Qﬁ%y%t i onMoBEBFEIAY: e dey HsTEY Uelopieatig qoRBicHtign eppayatus
i ndependently of a conputer. Effects of the Inventiaon [0023] The
i nvent i on Ot KNipISFPERIAS EghhRTANEHETCd o 4 P PaRalion artctys F‘%%?F‘rﬁ‘lf‘é‘r"”th
appar at us whi ch aEe,suitabI L%% secur el y managi n _5 i vate.
i nf or met i O Ussiiciy sstion oslst phielsphpg clesienisin pipisRGrhlalledf @PrypiSar at us,
and a nontransitory information recording medj um.recording a program
for al | owiHE™eAt0sIE-er Thad i iahs sdeclng 0&%55%1 %@gﬁleﬁsfl%‘fe%&ﬁmepti on
of Drawings [0024]FIG. 1 is an explanatory diagramillustrating the
schemat i ¢ key, the gaggem dahie shoyhbndmeeesehyniesst i on appar at us accor di ng
to an enbodi nent of the 25 invention and various devjces which are
connect ed [¢0dd et o; Theyprogram may ge regopded o asempaifareadgblanagaitory
illustrating the schematic configurations of the comuni cation
appar at us egeFRAgcordng medewb SiNg grecompact diskyp dexiplg dislg g hagdyligh &t or y
diagramillustrating an exanple of a password table for a server nane
of a udler magpgigopicyigliskna digipbyideoiyk.di HAENSHS fFAPELAICOHEHYC @R MERRRDI e
of a randomtable for )

or a RAM (Random Access Memory) in operation.

[0022] The program may be distributed and sold over a signal line in a
computer communication network, that is, a temporary signal medium,
independently of a computer on which the program is run. In addition, the
15  information recording medium may be distributed and sold independently of a
compuler.
Effects of the Invention
[0023] The invention can provide a communication apparatus and a reminder
apparatus which are suitable for securely managing private information, such as a
20 password for utilizing a server apparatus, and a nontransitory information recording
medium recording a program for allowing a computer to realize the apparatuses.
Brief Description of Drawings
[0024] FIG. 1 is an explanatory diagram illustrating the schematic
configurations of a communication apparatus according to an embodiment of the

25  invention and various devices which are connected thercto;



a server nane of a user; FIG 5 is an explanatory diagram
illustrating how communi cati on according to one exanple of the

enbodi nent is carried out; and FIG 6 is an explanatory
diagramillustrating how comruni cati od according to 10 anot her
exanpl e of the enbodinent is carried out. Mdde for Carrying Qut the

I nvention [0025]While the follow ng describes an enbodi nent accordi ng
to the present_invention, the enbodi nent Ioragigesctibe beLom/iF
given by way dfGi £/ $sRlangiorpiagramilysigring thiptchpmatic cqniigutignpolos
the invention. Therefore, those skilled in the art can 15 enpl oy
enbodi ment¥ GORIRHTIEHOR BBPITAYS GSQUHNE FoRPpEMEATEESE al | the conponents
are replaced wi th equival ent ones, and which are al sg enconpassed in
the scope of tHE. P mavripbmatory disgrappiysfratmgan pagpsieml epagswosd Gyl

expl anatory diagramillustrating the schematic 20 configuration of a
comuni caf¢rdrbesyes faiRe PhePtfdi ng a comuni cation apparatus according to
an enbodi ment of the invention. A description is given bel ow
referridng to Al 41s an Qobmplony dlag@anblivpEaingss csgpuplsml gaandog table for
comuni cati on apparatus 121 functions as a router that relays
communi catisgifeeged WeLAN 141 and an the 25 Internet 161. 8

[ 0028] A user can access the Internet 161 via the conmunjcation,
appar at us 121 flfemisancemimeery dgrappilupatinglopepmmpycation agedg 19 ne
comuni cation apparatus 121 fromthe Internet 161. [0029] Schenes of
accessi ng ophexasgiaphibe smbedimeppiscatiisd opgAnirom the 5 Internet 161
include a schene of using a termnal_ apparatus 181 which is installed
in such as an flft éinare togy Hiagraphidiystaiingihany cpamuigpriiondeeprag to
unspecified nmultiple users, as well as a scheme of using a nobile
ternm nd arathengxamale of taesmbpdimenHpparied odl. smar t phone owned by a
user. [0030] The Internet 161 is connected with various Kkinds of
server appar at uses Mode for Carrymg Out the Invention

[0025] While the following describes an embodiment according to the present
invention, the embodiment to be described below is given by way of illustration only,
and does not limit the scope of the invention. Therefore, those skilled in the art can
15 employ embodiments in which the individual components or all the components are
replaced with equivalent ones, and which are also encompassed in the scope of the
invention.
First Embodiment
[0026] FIG. 1 is an explanatory diagram illustrating the schematic
20  configuration of a communication system including a communication apparatus
according to an embodiment of the invention. A description is given below
referring to FIG. 1.
[0027] In a communication system 101, a communication apparatus 121
functions as a router that relays communication between a LAN 141 and an the

25 Internet 161.




10 191. According to the enbodi ment, when a user tries to use the
server apparatus 191 through a conputer 151 in the LAN 141 or a
termnal apparatus 181 within an external network such as an | nternet
Cafe, a password of the user is transPerred to the server apparatus
191 using the comruni cati on apparatus 121. [0031] The conmuni cati on
apparatus 121 according to the enbodinent is 15 realized by a
conputer for a router on which a predeterm ned programruns. [0 1A
typi cal cHifigfter oMY PBatess thedatemghidvig g}ﬁcr‘)&}m‘éﬁlcaé‘oérﬁ@?"@%ﬁ? fﬁl
Processing Unit), a RAM as a tenporary nmenory area and an EEPROM
(El ect ri cHPIYA ganapisgs) e | pp Gigr il B ADREAD 2555 RS AR CEHOREPRAIEYY
Disk) as a_non-volatile nenory area, and uses two NI Cs (Network
| nt er f ace ! Eabgwy)ihe Biegraehhddi cate with the 20 Internet 161 or the
conputer 151 within the LAN 141. The CPU refers to the RAM and
EEPROM HIPU8PI t he Pohrmes ot aqgewsing the copaynicatigieanparaiispd dess 88 such as
acqui sition and provision of various kinds of data, and conputatjons.
[ 0033] WheRnternel 16 riptlvds a schiems of gripep t91adnad appasaiss 131 Yhish ininfieled Bss
router, one of the two NICs serves as an access point of a
wirel ess Byskas@n iipmgt Cosother it L As 1hls and wed by ppercsiiedsnuliipleni n
the LAN 141 and the Internet 161. 9_{0034}At the time of accessing
the conput®rsppwed ap agehsmaoioimingranebiicdpimainallgt such ag eyl iphng 4o
use a fixed host name and a fixed global IP (Internet Protocol)
addr ess t RERAHPRONg 9¥NGABY aUsC he conputer for a router, or a fixed
host nanme_and a dynam c gl obal | P address that are provi ded by a DDNS
(Dynani ¢ BWRE] n Nahe mtoggad 16 hys compedss| whb veersddds ol prver patagises s
accessed via a browser or the |ike on another conputer within the LAN
141 ortOr ed@i.vebcearding i the embedinienh VAICR aBYAFEs LoAISEHiessI VS apREatys ke
which is connected to the conputer for a router to execute various
mai nt enané@kthra@hlaowagiid 5pinthed M $4} ecdreaathabapparsutts 1ovitEEPROM
and is read out into the RAMto be executed. The distribution of the
program i sxtewal Rerwerkipcl ane beatheid aih e nepoyrdaf casems uppdergdgmthe
anot her device in the Internet or by using a DVD-ROM (Digital
Ver sat i | esiVelepRapys 1P 0ogng {runetinwnedion @ppdrpgsid ki on of
Communi cat i on Appar at us)

[0031] The communication apparatus 121 according to the embodiment is

15 realized by a computer for a router on which a predetermined program runs.
[0032] A typical computer for a router uses, under control of a CPU (Central
Processing Unit), a RAM as a temporary memory area and an EEPROM (Electrically
Frasable Programmable Read Only Memory) or HD (Hard Disk) as a non-volatile
memory area, and uses two NICs (Network Interface Cards) to communicate with the
20 Internet 161 or the computer 151 within the LAN 141. The CPU refers to the RAM
and EEPROM, HD or the like, or uses the NICs to perform processes such as
acquisition and provision of various kinds of data, and computations.
[0033] When the computer for a router has a capability of a wireless router, one
of the two NICs serves as an access point of a wireless LAN to relay communication

25  with the computer 151 within the LAN 141 and the Infernet 161,




15FIG 2 is an explanatory diagramillustrating the schematic
configurations of the comunication apparatus 121 according to the
enbodi nent. The follow ng description is given referring to FIG 2.

[ 0038] The communi cati on apparatus 121%9i ncl udes a storage 201, a
receiver 202, a generator 203, a presenter 204, an acceptor 205,
an identification unit 206, an 20 acquirer 207, an output unit 208,
and an updater 209. {g00,39] Wi | e the comruni cati on aPpar atus 121

gener al | yld9ahhges Habeiipreds aegessing hgreampuier dir agguates romHae {ienging g
descri bes. managenent of information on _a specific single user for the
ease of ulidepassiicdpnge a Byodbgst Bpme sty fixedelepahlP dlntgspngdaaierdly f or
each of a plurality of users, the comrunication apparatus 121 can 25
manage t heddsess shas eepsasgienedhigdhe epyapuier fpha poueiser adivesddiost smg andia y of
users use the 10 communication apparatus 121, identificatjiaon

i nf or mat i dynastie Bloksl 1B eaddess thanars peTvidaddy isRPA SRy namicdempin Niwber s

of the conputers 151 or the nobile termnals 171 that are used by the
users areSgyenl.fied in exchangi ng various kinds of information.

[ 0040] An sel ection order for selecting a predeterm ned nunber of

el ements BOBFbm el Bresgorapuian far 4 tobles ihappesied waprbeeiwics ohihedtkeinber of
rows and a predeterm ned nunber of colums is assigned to a user
whose passwéhat cpmprighadgibin thy Lite | toprraerdivestandpstagpert wieddeyboard, phj s

sel ection order is used in authenticating the user. [0041](Password
Tabl e) 10moyesr ardhe Rigtrehighds epnpegiedsr tic eabpdehiay paeple thcseraieyaoned
nunber of rows and a predeterm ned nunber of columms are stored in

t he st or age@mn¢as. associ ati on with each other. The storage 201 is
realized by an EEPROM or HD according to the enbodi nent. 004_21The
serverlOnati®3pk t helhsaregiom is ieeordedvartha HPorat iR Qangjarapd Breinie ¢ he
15 user, and the domain nanme or |P address of the server apparatus
191 i s usthd ResMsiobh caesitnddi dde distithsioa wh8wimegrem if oplzidnG, 3 is an
expl anatory diagramillustrating an exanple of a password table for a

server nadevgbadingtgerproFhe vidolhe gord @gethepdaving i ghedhnigaiet pebepsingig
toHa 3la DVD-ROM (Digital Versatile Disk ROM).
[0037] (Fundamental Configuration of Communication Apparatus)
15 FIG. 2 is an explanatory diagram illustrating the schematic configurations of

the communication apparatus 121 according to the embodiment. The following

description is given referring to FIG. 2.

[0038] The communication apparatus 121 includes a storage 201, a receiver

202, a generator 203, a presenter 204, an acceptor 205, an identification unit 206, an
20 acquirer 207, an output unit 208, and an updater 209,

[0039] While the communication apparatus 121 generally manages passwords

of a plurality of users, the following describes management of information on a

specific single user for the ease of understanding. By way of executing similar

processing for each of a plurality of users, the communication apparatus 121 can

25 manage the passwords of those users. In a case where a plurality of users use the




20 [0044] A password table 301 illustrated in FIG 3 includes
twenty-five elenents 302 in five rows by five colums. Three random
al phanuneric characters are enbedded in each of the elenents 302 in
the password table 301. To express eakh elenent in the password table
301, a | ower-case al phabet is suffixed to the end of numeral "302,"
and a nuneral w thout such a suffix neans a generic nane. 25 [0045] As
ment i oned above, a selection order _of, sequentjally selecting a
certain FOMAWRsAtorEPPaladieiil sIderiisating Imopgatmnsyg) & segven sapghddhe o
the user of the password table 301. It is assuned herein tha& ql

sel ect i onugraard waquer i)y jymieas alihe sempperseliS] or thegppilsdetnpaalp il L hat
colum, then selecting the second row and the fifth ¢olum,,  and
finally saregsed hythenscs ain tacifistimahpmang wrimg kugs ghipformatigas gned
to the user. 5 [0046] According to the enbodi nent, an actual password
for the sEi0Hl nambnsglegting qiderfor el p peglegemmedpgmpeH-clgyents
coupling three characters "Lm " of an elenent 302a of the first row
and thé f fiestclemerinin 4 wbletwavpassredaderpumdaugger of ysandgar act er s
"a8i" of an elenent 302 of the second row and the fifth colum in the
passwor d pedeienBned namberdfcebinglyay ssicapd (o dyssr Whpseppsayashinanged of
the fourth row 10 and the second columm in the password table 301.

[ 0047] Rantiptheadopawniession@pphiauad br sThir selegtion @adad i3 yred roawhaysaling 302
in the password table 301 which are not included in the selection
order. Evé@mrustr-the conmuni cation apparatus 121 is cracked or hacked
and the password table 301 is entirely | eaked, the actual password of
the user {@¥!1ihe s@lagarorddabic) s not 15 i mediately detected by the
cracker or hacker. This is one of the features of the enbodi nent.

[ 0048]1&ccor di Yy sersertiiecand adtapevrrd tbfehaving spedeiemaingd sumpker 9§ 0Whe
server apparatus 191, the user sends an authentication request

speci f yi ngnd heredeieypined anmborolichlingsayestong patsipsaged?l 1fip gprogiation
conputer 151 within the LAN 141 or a term nal 20 apparatus 181 or the
li ke out sivdé eableothaN ilhe stankgech liis rdatiges) Riean FRPRAM esBDaecqmmeder ver
apparatus 191. [0049] Then, the receiver 202 receives the

aut hent i cé#te ewabodégendst specifying the server name. Therefore, the NIC

serves as the receiver 202 under control of the CPU .
[0042] The server name is the name of the server apparatus 191 available to the

15 user, and the domain name or IP address of the server apparatus 191 is used as such
according to the embodiment.

[0043] FIG. 3 is an explanatory diagram illustrating an example of a password
table for a server name of a user. The following description is given referring to
FIG. 3.

20 [0044] A password table 301 illustrated in FIG. 3 includes twenty-five
elements 302 in five rows by five columns. Three random alphanumeric characters
are embedded in each of the elements 302 in the password table 301. To express
each element in the password table 301, a lower-case alphabet is suffixed to the end
of numeral "302," and a numeral without such a suffix means a generic name.

25 [0045] As mentioned above, a selection order of sequentially selecting a certain



25 [ 0050] (Random Table) 12 Upon reception of the

aut henti cati on request, the generator 203 generates a randomtable
havi ng the sanme nunber of rows and the sanme nunber of colums as the
password table 301 stored in the storldge 201 for the server name
specified in the authentication request of the user. According to the
enbodi nent, the CPU executes 5 this generation process. [0051]FIG 4

is an expl anatory, di agrami|l|ust ing an exanpl e of random t abl e
for a serg‘gpgﬂé’ﬁﬁle&e“ ffrap he # %Oé%tbjf g&h%%'}ﬁﬁﬁgg}eeusﬁbﬂﬁp? Pé¥Pated in
FIG 4 has sa nunber, . of .rows and .t he sang, hunber .of .col ums as
The passaBbls o) & sgpunc aeteid, PPy Fubd B SEnE g REEE pERu
nuneral s are enbedded in each of elenents 402, in e random.t.abl e
201 The her A celvmutiet SFe il A0 B Rb e AT oS A PRt  om
one another. [0053] The rand tabl e 401 generated by this way is

pr esent edStgptingdh BFhHVN?WgH%ngﬁﬁFQLmﬁ 4?5%8¥WE%H%SP§?-the CPU in
the conputer for a router carries out this esent gti o rocess by

i nstruct | t@%ﬂe c MPFOTERe 1! eﬂ“ﬁﬁfhﬁ]epﬁé‘“If‘ﬂtl\lgflﬁf‘fs%‘?‘gt#ﬁ‘etﬂigelf’ g Hal
apparatus 181 outside the | AN 141, which the user atteppts to use in
accessi ngot e ved iy ehtaigphay alt%%‘f’@ri, byy§PuRERR dreh ﬁ’taf“?étq\ﬁ B %P8 pl ay
the random table 401 on_the nonitof screen., h0054]Th§ el .presented
Wi th the PamaBZARF dedit euud lelisteolghnim Binnaroaat Ein " Ho% | n
the randomtable 401 according to the user's own selection.order. 20
Accor di ngchasaditte @éoﬁ)ﬁaﬂlﬁlﬁﬁﬁﬂgpz &f thpseepndi rewrifdhefith geumpn the

el ement 402a of the first row and the first colum_in the random
tabl e 401pasaweirdabled0l. andrieg charpatersiazhy ol gp glegint st dhe foneh &k ond
row and the fifth colum in the randomtable 401 and a two-digit
numer dP " aadthe seerd spluppnn thoprsswerdimde #8lrth row and the second

colum in_the random tabl e 401. 25 [ 0055] Then, th‘f, Ufer send% g.key
conpri sedWH7h i XR@}d@p} alphppupgric chagpeterpiare embedded in the elements 302 in

the password table 301 which are not included in the selection order. Even if the
communication apparatus 121 is cracked or hacked and the password table 301 is
entirely leaked, the actual password of the user for the server name is not

15 immediately detected by the cracker or hacker. This is one of the features of the
embodiment.
[0048] According to the embodiment, when a user attempts to use the server
apparatus 191, the user sends an authentication request specifying the server name of
the server apparatus 191 from a computer 151 within the LAN 141 or a terminal

20 apparatus 181 or the like outside the LAN 141, which is involved in the use of the
server apparatus 191.
[0049] Then, the receiver 202 receives the authentication request specifying the
server name. Therefore, the NIC serves as the receiver 202 under control of the
CPU.

25 [0050] (Random Table)



obtai ned by coupling those nunerals to the conmunication apparat us
121 fromthe nobile termnal 171 or the |like the user owns. [0056] The
acceptor 205 in the communi cati on apparatus 121 accepts this key
130231" fromthe user. Therefore, thel2NIC serves as the acceptor 205
under 5 control of the CPU. [0057] Further, the identification unit
206 identifies the selection order associated with the user fromthe

accepted key gnd th ene ted random t abl e 401. 005 In this
exanpl e, the F%edl’ %y Qﬁ&?%‘@ﬂ‘?%“d‘ih&gﬁ% FEGHEL to
obtain "13" %ﬁ % 1" Si nc |nd|¥|dual elenent 402 in the
r andom tatﬁnémfd 8 a%rilsfersafl%w ﬁb@ e ABY the e pumbegolGoliupny 45,

order is identifi flrs | ectin e first row and rst
col um, tﬂerpaeevfégﬁ%%ilﬁéoe Spsec g%?d PHEbC P EHAY TH ‘egﬁ‘dt
finally selecting the fourth row and the second col um” ear chi ng
the indi vﬁefﬁarrﬂce? ISt ADDICUSET: h @ CFAHEH HFrRb Oﬁe’featoﬂle?ﬁ’éiexe@meée

IMD-dI%It nunmeral s. [0059] As anot her possi bl e node, a graphical imge
may be Sputliy EIEEERD PGP rent in the random table 401 or each el enent
may be set blank. In this node, a user be permtted to input a
row numbet'%hd a cBitifis ﬁiaes%?'laéqrye%rﬁfe ﬁﬁgﬁtﬂngqp%ﬁ@p RfdIRIUB| e
401. [0060] Mor eover, another node may be taken such that pictures are
di spl ayed' ¢ 1oR@ SPINEN RARLI2 WPBnent s i n the random tabl e 401, and
random nuneral s which are 20 not. di spl ayed are assigned to the
respectiv@X§QEnent§Fm§@“%WQF‘WﬂeﬂwﬁaggeﬁFgﬁe%h%ﬂ@%S%P%W%?@?Q $e
nunmeral assigned to the elenent for the plcture i's select

[ 0061] Thatng 816 same gumbcihFeRgass thoprsswerdiete 401.4 6wa Seﬁi’ds tahke e
nunber of colums as the random table 401 and havi ng variou

pi ct urlds, ey rrvgp remerals asranderdkingraipesdeampns thindhe ﬁeﬁleel taplgtt0d he
randon1tab|e 401 as shown in FIG 4, 25 is displayed on the screen.

14 [ 0062] Theaumgretseneheddesiarthe wéleilﬁaéeleawn@‘i@%emfm R AR #08iaphi cal

i mage or : .
[0053] The random table 401 generated by this way is presented to the user by

the presenter 204, For example, the CPU in the computer for a router carries out
this presentation process by instructing the computer 151 within the LAN 141 or the
15 terminal apparatus 181 outside the LAN 141, which the user attempts to use in
accessing the server apparatus 191, by means of the NIC to display the random table
401 on the monitor screen.
[0054] The user presented with the random table 401 makes selection from the
elements 402 in the random table 401 according to the user's own selection order.
20 According to the above example, a two-digit numeral "13" in an element 402a of the
first row and the first column in the random table 401, a two-digit numeral "02" in an
element 402b of the second row and the fifth column in the random table 401 and a
two-digit numeral "31" in an element 402¢ of the fourth row and the second column
in the random table 401.

25 {0055] Then, the user sends a key comprised of a six-digit numeral "130231"



the Iike drawn therein (for exanple, when the screen is structured as
a touch screen, the user should directly touch the elenent with a
finger; alternatively, a schene of noving a cursor on the screen
using a keyboard or nouse and then opErating a Set 5 key or a nouse
button to specify an elenment nay be enpl oyed), the nuneral in the
randomtable 401 in FIG 4 which is arranged at the sane row and the
sane colum as that elenent is selected. [0063] This npde L1IS€S

pi ctures 8PaRd by cRapIgthoseapmgralhofhg sUPIYAGaHM A PBRNT 'L L dBBthean
effect of facilitating th &1 er's selection in the randomtabl e 401.
10 [ 0064] TwaHe f%‘ﬁé}%&%h?&@? 139*7‘"16&1?%%@% the password of the user who
wants to access the server aratus 191 with the seryer nang.

speci fi ed %01 he ajt]lﬂ%*éﬁ‘?ﬁ’t@aﬁsg‘ﬁt %Efli’é%‘f‘m%\*ﬁ)é‘tapp@’,amtgﬁg &‘é‘ij’ﬁfsgg'ﬁ ks7

selects fromthe password table 301 t e characters "Lm." aof the

el ement 30DH284" e thg psy- rﬁl\’/@r%tff?% g]ﬁ’é@{ﬁe $eEYCS @3 LFrATCTRIC Haé L]&ﬁ‘é"svvord
tabl e 301, three characters "a8i " of the elenent 302 of the second
row and 1508t of et &ol urm in the password table 301, and three
characters "6zh" of the elenent 302c of the fourth row and the second
col umm i nl8%d! pas shwthgrithideniiseation upi 206 deatitipghe sfledioniogdiit i fied in
the foregoi ng manner, and coupling the characters to acgquire the
password 2EefiagHedth the TTFF‘érf@PbE’é,ac‘%%dm agg HrercarBedippdon WEIGE#RG\A
or MDto serve as the acquirer 207. 20 [Q065] As apparent from.the
above, act¥ding tln thisexamplsdihgaatertadiey seicpataediwedigls tyrtwgdigifsdo not
recorded in the comunication apparatus 121. Even if the

comuni capb©in 'dgpaPat erd "B21. | Singy dekedividnd alaments HE i8ibs yadeydadilor d
table 301 is | eaked, the actual password of the user for the server
name ik ndf! diffesdivar @leangdes dheseny salertion prdex iy idepifipd @R efirst sghecding g
one of the features of the enbodi nent. 25 [0066] The out put, unit 208
sends a udwe fiisguesmddhebiist golagng then slegiingder sceondypasinsitie fighcplmn,
server apparatus 191 with the server name specified in the

aut hent i cand Bnallyesglasgng thedowmntov el the sgcopd golypinf' by searplang ey er
apparatus 191. [0067] That is, the communication apparatus 121 serves
as a proxjndidya elengsinty 44-in therrgndagya tabdy Y8 fopioas Biressiwoegdigit gumerals.

[ 0068] Even after the password is sent to the server apparatus 191 via
t he [0059] As another possible mode, a graphical image may be put in each

15 element in the random table 401 or each element may be set blank. In this mode, a
user may be permitted to input a row number and a column number of each element
in the random table 401.
[0060] Moreover, another mode may be taken such that pictures are displayed
in the individual elements in the random table 401, and random numerals which are
20 not displayed are assigned to the respective elements, so that when a user specifies a
picture, the numeral assigned to the element for the picture is selected.
[0061] That is, a table having the same number of rows and the same number
of columns as the random table 401 and having various pictures, symbols or
illustrations disposed in the elements, not the random table 401 as shown in FIG. 4,

25  is displayed on the screen.




comuni cation apparatus 121 fromthe conputer 151 within the LAN 141
or the nmobile termnal 171 such as a cellular phone, which is used by
the user, and log-in is made successfully, the comunication
apparatus 121 for the server apparatud 191 may be continuously used
as a proxy server, or the proxy of the comruni cation 10 apparatus 121
may be renoved and communi cation may be carried out between the
conputer 151 wthin the LAN 141 or .the mobil e _term nal 17},such as a
cel lul ar PWEAE, anbhenpwhenibgaerspprifiat akelanant havigg derapest B35 ¥o t he
aut henti cation techni que of OpenlD or the like. [OogglFlG. 5is an
expl anat oMy 1tk sgpantherain, oy aample. BeRP SEmittasn dat b3 RS HTHT ™ o
one exanpl e of the enbodinent is carried out. The fqll ow n
descri pt i B ¥ pyldslieetniqurh el mmgwits a {'!EJ‘W‘Z@]“ Dahed ¥y Sﬁg‘éfnﬁ%ve,
according to, the exanpl e, . (1) the conmputer 151 within the LAN
141 or t hEWOYERM WATOr 9B B Seiqe8 Ve # gy et of HeuyeAndFbin FRETAFE 3 as a
first termnal, and _is used as a sender for 20 trapsm ssion of an
aut henBi c ke o maggduflop papeciiy ay SSEREDI he fFEPloyE AR HIERY bt he
random t abl e 401 (502) and one which uses the server apparatus 191
(503), antandom table 391 i Grdylieh sepimngrd at thersams TaUGPH dhf CLoiuiHnd
termnal, and is used as a sender of sending a key (504), so t hat
a devi ce antharglenertpeselesidom t abl e 401 is displayed is separated from
a 25 device for inputting the key. 16 [0071]According to the .
enbodi nent9068he si hiyp Bwde yeraigtarcs gr thg ke famidlagwip apgerengAhysiEings o
and the server nane hesides the key through the nobile termnal 171
such as a2lewt pypdect phbisditatinpoho psay's selgetiangh the andem héstHl e to adopt
a node of managing the ermail address 5 or short-nessage address of
t he noWi | K064} mi nalhenythegigetiras 204 aeqstines therpapiane obfhetuier Wawanls (¢ he
storage 201, and informng URL (Universal Resource Locator) = .
r epr esent pevgsethe perpertappaieist!§ ! ivapuhe serkennams sppeifedisdthe aphemicpleon t
the user to gain access using the browser of the nobile termnal 171
such as arasetdtul Fhatphdheeacqpoa78)7 saleaiddiont e passveorh rablettidhicen
destination of the randomtable 401 and the

characters "Lmj" of the element 302a of the first row and the first column in the

password table 301, three characters "a8i" of the element 302 of the second row and

15 the fifth column in the password table 301, and three characters "6zh" of the element
302c¢ of the fourth row and the second column in the password table 301 in the
selection order identified in the foregoing manner, and coupling the characters to
acquire the password "Lmja8i6zh.” Therefore, the CPU cooperates with the
EEPROM or HD to serve as the acquirer 207.

20 [0065] As apparent from the above, according to the embodiment, the selection
order itself is not recorded in the communication apparatus 121.  Even if the
communication apparatus 121 is cracked and thus the entire password table 301 is
leaked, the actual password of the user for the server name is not immediately
detected by the cracker or hacker. This is one of the features of the embodiment.

25  [0066] The output unit 208 sends a use request specifying the acquired




10 sender of the key may be interchanged with each other. FIG 6 is
an explanatory diagramillustrating how communication according to
anot her exanple of the enbodinent is carried out. The follow ng
description is given referring to FIGS 6. [0074] Specifically,
(1) the computer 151 within the LAN 141 or the term nal apparatus 181
15 outside the LAN 141 is adopted as a first termnal, and is used as
a sender for transm ssion of an authentication request (501), a
sender of Pasewerdrig therrervies ppiasony 19 lawih dweserst Bame gsificddn Higr ver
apparatus 191 (503), and (2) the nobile termnal 171 is adopted
as a secomdhendicpiaakqueshdo flnt thsagergnatifes thepaveorrprsiuspddsent at i on
of the randomtable 401, 20 so that a device on which the random
t abl e 401[00871i splHypeis the comprmigatien pPRGGES HEVICEESBHA PYBYFEREREP 't he
key. [0075] According to the node, a node of managi ng the enai
addr ess olog-indhdesergsawgaiiddiess of the nobile termnal 171 such as
a cellular phone of the user may be nana%gd in the storage 201, and
the rafdol0b8bl e JOENHHGT the PpyseoEhissant i tsseryee apRsy vt ¥ liEa &S pti on
in the text of an email or a short message for this session this 17
sessi on, eMmEuUREiqUaRPYERSdR ] foabiie cempaent of Vithiwghe k&Rt 1Hgerdhe i nput
formto display the randomtable 401 may be informed to permt the
user to g@pgﬂwﬁewl LKl ngh ehe colfdibene fwhieheisvsesd Pethe apeh #d logMm issuch
as a cellular phone. [0076] Wth those nodes adopted, even if a
cracker omafasikeessfullycihs comanaicsppagpmraws %’Heforrﬁﬁif»ﬁwr gy Bl t he
term nal apparatus 181 or the history of operations on the keyboard
for the twapbpabnthppadavses BIProsherpusaibe Brorp el thseoswryegatighpar at us
191 is not |eaked. Therefore, security can be inproved significantly.
[ 0077]10n amfdiatisol] mmbele e veh byd eivenuribadionanyiebe enpiped et bsivegn theg
accessed through the comuni cati on apparatus 121 from the conputer
151 wi t hi eoroden 1N within g, LANE 4¢ onhetraebilesernpinaltli7h sueteas agelluler nay be
allowed to serve as the sender of the authentication request, the
pr esent at plomedest tho strvarmppdratusd Ot an dom acapidngdo thesgvthagtieatishi ch uses
the server apparatus 191 sending the key. [0078] This is because with
t he comuriclEtioot Qppilpar dw: 121 serving as a router for a hone LAN,
it is considered that the conputer 151 within the LAN 141 15 has a
hi gh reliHifi6P] ty elién Suhanettostrpidagesn dlusicaiingrhont ¢ammmuarieatyc hanged
t her eover.

15  according to one example of the embodiment is carried out.  The following

description is given referring to FIG. 5.
f0070] As described above, according to the example,

(1) the computer 151 within the LAN 141 or the terminal apparatus 181
outside the LAN 141 is adopted as a first terminal, and is used as a sender for

20 transmission of an authentication request (501), a destination for presentation of the

random table 401 (502) and one which uses the server apparatus 191 (503), and

(2) the mobile terminal 171 is adopted as a second terminal, and is used as a
sender of sending a key (504),
so that a device on which the random table 401 is displayed is separated from a

25  device for inputting the key.




[0079] OF course, even the conputer 151 within the LAN 141 accesses
the server apparatus 191 through the conmunication apparatus 121, a
node of separating the first termnal fromthe second term nal as
menti oned above may be adopted. 20 [0®80] Further, at the time of
maki ng the aut hentication, the conmunication apparatus 121 may al so
check information for identifying a user, such as a user nane and the
I D nunber of the nobile termnal 171 such as a cellul ar phone.
[ 0081] ThelWihber ohcqosHias inite eRbOAGBE thGTMpEPURAde 1S40 1Ryt 5 d8Hor d
tabl e 301, and the Iength of a string of characters incLFded,in each
el ement 302napkthpgserand theper g newe Pervdss thekiy rragh disovebiledganipaly pe
changed variously. In general, a 18 plurality of password tables 301
for variolgl ssheee celhfarponses 191 are prepared for a single user, so
that the nunber of rows and the nunber of colunns are common in those
password t&FREs 30m.adisioncy ésrpossihls b edeptie regdep! mppmpgiag dhe grall yigrgsy
each el enent 302 is determ ned by the Lenqth of a password needed for
the sebvepr Sosippessagapidias of e matilesergingid! sueh as agghiulapphpned hsunber
of elenments 302 to be sel ected based on the user's sel ection order.
[ 0082] Whi heerithiestontasr200f andoviéorame YRE (Hoitsesel Besosmedpsaiopt t he
random tabl e 401 should be common to those of the password table 301,
the type wmmtesrtingtan ippuldown by mewier kayttpithig sesaion iipgminthe 464 tR Edfent
402 may be varied as needed. In 10 order to permt a user's selection
order to beccebusaietie bfavart ohibe mokde iarmil é7horhan g cehwakpipnet he
randomtable 401 is generally structured so that each character
string i n[@78ty el lrnsditionothe ipsesertatiemersinationgt heaigadam éabds Hhemddhe 02
differ fromone another. [0083]A character string included in each
el ementt) 3&ndenofithekglamewde ihierghinged Brideackapidicn éi(i@r @i asyoxplanpiqyy
included in each elenent 402 in the randomtable 401 nay be used as
prefix codiegansdlustiatingthesseonahuanigaiicaraceardingge aﬁ%@lel‘r?a(@@lj&a?fiﬂéﬁ)l e
| engths. That is, those tables should be structured at randomin such
a way thatmbadimesharcaricdroust rThegollowing debasipbinn i giverhelarang © Iss 6such
a property as not to be a prefix of the character string in any one
of the ot [@74¢l enedpesifimilyhe table. The use of prefix 20 codes
permts the selection order to be uniquely restored fromthe key.

(1) the computer 151 within the LAN 141 or the terminal apparatus 181

15 outside the LAN 141 is adopted as a first terminal, and is used as a sender for
transmission of an authentication request (501), a sender of sending the key (504),
and one which uses the server apparatus 191 (503), and

(2) the mobile terminal 171 is adopted as a second terminal, and is used as a
destination for presentation of the random table 401,

20 so that a device on which the random table 401 is displayed is separated from a
device for inputting the key.

[0075] According to the mode, a mode of managing the email address or
short-message address of the mobile terminal 171 such as a cellular phone of the user
may be managed in the storage 201, and the random table 401 may be presented in

25 the form of description in the text of an email or a short message for this session this




[ 0084] According to the enbodi nent, the output unit 208 outputs a
password by sending a use request specifying the password to the
server apparatus 191. [0085]In addition, when the first term nal
(conputer 151 or term nal apparatus 181) and the second term nal
(robile termnal 171) are configured integral with the 25

conmmuni cation apparatus 121, the communication apparatus 121 serves
as a 19 password rem nder. [0086] Typically, the commrunication

appar at ussesgion; o7 at iRk (Hprersphikeserics Logatphgerressniing ey BRUGMR tReyboar d
or touch panel, and a display unit such as a display, and is realized
by a cel | display pivonedons table HHoney be inforancditq geiht ©i URHHO 4aIBFRFRTAIEEE | on
5 capability to be connectable to the Internet 161. [0087] Accordi ng
to t he noths browiger aliilisenehilcdeinonalridd yodt asiscelfulpenheng. t he user via the
input unit of the communication apparatus 121 (501). [0088] The random
tabl e is 0Pl ayedWith thers neidsp pdgptethieven( i@ 2yacker ddiaples diepsdbie displene
user. 10 [0089] The user perforns conversion on the displayed random
tabl e to pr twimenitonecreonedihe tcamingh appaseival fisoriha higiophokonesafiops ant he
input unit (504). [0090] Then, the output unit 208 of the

comruni catliedwey bypd Fattstetpmabiippptagyss! St hidie agsponor& Br passeiey apiiatihe
display unit to informthe user of the password for the desired
server app@r mtngsleaked. Therefore, security can be improved significantly.

[0077] In addition, when and only when the server apparatus 191 is accessed
through the communication apparatus 121 from the computer 151 within the LAN

10 141, the computer 151 within the LAN 141 may be allowed to serve as the sender of
the authentication request, the presentation destination of the random table 401 and
one which uses the server apparatus 191 sending the key.

[0078] This is because with the communication apparatus 121 serving as a
router for a home LAN, it is considered that the computer 151 within the LAN 141

15 has a high reliability even when those pieces of information are exchanged thereover.
[6079] Of course, even the computer 151 within the LAN 141 accesses the
server apparatus 191 through the communication apparatus 121, a mode of
separating the first terminal from the second terminal as mentioned above may be
adopted.

20 [0080] Further, at the time of making the authentication, the communication
apparatus 121 may also check information for identifying a user, such as a user name
and the ID number of the mobile terminal 171 such as a cellular phone.

[0081] The number of rows and the number of columns in the password table
301, and the length of a string of characters included in each element 302 are not

25 limited to those mentioned above, and may be changed variously. In general, a




15 [0091] According to the password rem nder of the node, a password
is not directly stored in the storage 201, so that even if a

smart phone or the like constituting the comunication apparatus 121
is stolen, the password is not immedil#tely | eaked. [0092] Because a
rule for conversion by a user is not recorded in the conmmuni cation
apparatus 121, when a third party has obtai ned the smartphone or the
20 like and attenpts an illegal use thereof, the risk is | ow of

meki ng t helurgdits ehwpnsarvorditaesadHdfon Hariqvs seRveipRyTalset | Acirg grqpgred for a
avai l abl e on the server apparatus. [0093] Vari ous nodes of the .
passwor d piagienges shhaele sHMPa PR angpile nymbenel GoRat ae FOMITOP ihe
further described in the description of a third enbodi nent to be

di scussedtioas passworl (pigeod] I NdVipRe g sthe dgnedhot achamcies string fa Falus) 20
Al t hough the foregoing description is prenmsed on a situation where

t he passweolethenial2ds defgrmigedby twdonah of emsswordHededlion e spoer t he
follow ng describes a schene to newWwy generate a password table 301
for a GsenpfasriunlYeloythe papyprendtable 3D angd thy nambes eflemendy Y& tohgne. 5

[ 0095] That is, when a password table which is associated with the
server nasdedpilrised enlthenseifisclegtiorepideat i on request is not stored in
the storage 201, the updater 209 generates a new password table

havi ng a Bi08dkt er nMhdd theurdseher of rovevand dranumbsr of eelerys abde sindoer of
colums, and stores the new password table in the storage 201 so as

t o updat etabledHtshpalgdezommongotoo 6f Tigerapwrrgd Hbbt3M . Hisdypscangdrlengthi ng
(the number of characters) determ ned for each el ement 302 of the new
password phbEleraoa shing inpladed inecagl clemeniciia et e wrigd as aeadst ni Hed
according to specification data of the user's selection order and the
type df aorsigstwsraitehisers selecHpn ewdeytodie abtanesolroma disoisaieny tahde #l and
appar at us 191.d%0097]Mhen N el enments 302 are selected according . to

t he user' $hedeleibe radomsabledet is ganerallistrhenigd so diat eard hassiRbFENEHt t he
server apparatus 191 is Mcharacters, the length, L, of a character
string tochay steoreatidiZrhasacihnehanength 30¢ theglepeqnds H2ndiffer Gomane st y

another.
[0083] A character string included in each element 302 in the password table
15 301 and a character string included in cach element 402 in the random table 401 may
be used as prefix codes, so that those character strings may have variable lengths.
That is, those tables should be structured at random in such a way that each character
string in an element in the table has such a property as not to be a prefix of the
character siring in any one of the other elements in the table. The use of prefix
20  codes permits the selection order to be uniquely restored from the key.
[0084] According to the embodiment, the output unit 208 outputs a password
by sending a use request specifying the password to the server apparatus 191.
[0085] In addition, when the first terminal (computer 151 or terminal apparatus
181) and the second terminal (mobile terminal 171) are configured integral with the

25 communication apparatus 121, the communication apparatus 121 serves as a



LX(N-1) <M LxN. [0098]In a systemin which the length of a password
shoul d be required to be 20 within a certain range, it is desirable
to set Mand L so that the equality holds in the inequality

expressi on. [0099] When the | ength of H password is fixed and the
expression with the equality in the inequality expression is not
fulfilled, the follow ng schenme nay be adopted. 25(1) A schenme of
storing the Ieggth,_ M of a password in addition to the 21 password
t abl e 301Ppsswaskisliadsron with the server nane. According to the
schene, any Mcharacters are regular|ly extracted froma c_hgrgct er
string of [88Q] char Axrierlly. Sistcanweenication papagius &2 Hdhisanteripghdsiger
and are used as a password. A specific rule is to extract top an gl
char act er $npo# veik sycacs akeyerd pr ©Hel panchasd a ey und syefhitiedisBas Heme
of adopting the Bresenhamis line algorithmto draw a line with a

sl ope of M is¢lred by asdilagplsiteysagnOnoAr hie dike YRIGhws R CRMGIUNIGH I8 er s
to thereby extract a single character every tine an error counter is
carri ed upgapability 10 Beemmectable fbthgilnieng! Bolpasswor d when a character
whi ch cannot be used by the server apparatus 191 is inserted as
appropri af@)87and dékewiling te Hiesnedeu dgnihencatinaregied s givemby thenipiact er
string of LxN characters. For exanple, in general, ASCH | characters
wi th char acttbe igotiesit @Pthe gompmngrBomgppiataaly E1f@P)an or di nary
password, and a Tab character and a |line feed character may not be
avai | abl e [00%8¢or di hbe tavdemitable isvisntayed ipartes display ppib 63020 Hakdalpenicd
characters are inserted in the individual elenents 302 at random It
i s desiral thetisat the individual elements 302 15 should be set at
randomin such a vva?/ that the ratio of the nunber of characters in
the entl r ¢0&8% ment $haoer perfeines qeavetien gntbkmiisnlacy reedonh Eblpdaipegvids
avai | abl e characters which appear in the entire elenents 302 in the
passwor d tlxbtosrgaiicatmncipparatustl R Mithiadyase Hadrpuagnp bl e,

[0100] After a new password table 301 for the user for the server nane
i s 20 genép@0ed andherhéle stpraditi2A8 vhtespamagecapon appiralusphil displays
out put unit 208 sends a use request to the server apparatus 191 with
t he ser vethavaxpireppasswprddn the thvplagunt éninifesat thewsered desspasyword dgyi he er
the user in the server apparatus 191. [0101] That is, when obtaining a
passwor d flegmdtsheves tepasgfupassword t abl e 301

15 [0091] According to the password reminder of the mode, a password is not
directly stored in the storage 201, so that even if a smartphone or the like constituting
the communication apparatus 121 is stolen, the password is not immediately leaked.
[0092] Because a rule for conversion by a user is not recorded in the
communication apparatus 121, when a third party has obtained the smartphone or the

20 like and attempts an illegal use thereof, the risk is low of making the "password"
displayed on the display unit actually available on the server apparatus.

[0093] Various modes of the password reminder based on the principle of the
invention will be further described in the description of a third embodiment to be
discussed later.

25  [0094] (New Registration in Server Apparatus)




in the above manner, the output unit 208 sends this password to the
server apparatus 25 191 as a "password for a user registered as a
user for the server apparatus 191 to log 22 in." [0102] When
obt ai ning a password fromthe passwordd tabl e 301 which has been newy
generated by the updater 209 and has just been stored in the storage
201, on the other hand, the output unit 208 sends this password to
the server apparatus 5 191 as a "] og-in password for,newﬂy |
regi stering a AHONERWHE fPEeaBe deegipipr igyewsed op dstuatinn Wirse dsr ver
apparatus 191". [0103] This node is useful even when a passwrd in the
server apparapissiably B0k asalgdesigraddn hssteyaes o4 dsdoHewre Ckeéc%s a
changed. That is, the acquirer 207 obtains an old password from.an
exi sting PASBROP dcvhgcacratye pasevedtialla 3V i awspiaies a s deIapPaiaBih 14 |
new y generated password table 301, and the output unit 208 sends
bot h™ passWhhdscetiaingsgecsBa)er apparatus 191 to update the password.
[0104] Accordi ng to the node, a user need not consider a password
whi ch” i5s H&P81 y i mhlagit amihen Bpaggword fa@lepahicly ispsepdiadedewitl thegepenamper |
This is because the password of the user for the server apparatus 191
i s gener adragified in decwphenfieplionseqsstia pal sjoreditihg sivraseiP | athy upduder
Therefore, security of a password for the server apparatus 191 can be
enhanced &89 eengeatesonysay passwpidHabldaviag @ pigvlsreamined sembeeplaeivs apd a
password hinsel f/ herself. [0105] Al t hough the conmmuni cati on appar at us
121 accor giedgletainehsushtyodicalmins; and; sigpsithe agwaassavard bl @rbe Yprage
router nost typically, the 20 communi cation apparatus 121 shoul d not
necessari PY! saerctpivprata shesstoraga 241, For exanpl e, the communi cation
apparatus 121 can be realized by a conputer that serves as a proxy
for tH® sEPet appahalcnghpda chivageonringdbe nyhrbatefickara¢ieshirigssned n
the scope of the invention. Second Enbodi nent 23

for each element 302 of the new password table 301 and the type of the characters

are determined according to specification data of the user’s selection order and the
type of a password which is allowed by the corresponding server apparatus 191.
[0097] When N elements 302 are selected according to the user's selection

15  order, and the length of the password for the server apparatus 191 is M characters,
the length, L, of a character string to be stored in each element 302 is determined to
satisly

Lx(N-1)<M<LxN.

[0098] In a system in which the length of a password should be required to be
20  within a certain range, it is desirable to set M and L so that the equality holds in the

inequality expression.

[0099] When the length of a password is fixed and the expression with the

equality in the inequality expression is not fulfilled, the following scheme may be |

adopted.

25 (1) A scheme of storing the length, M, of a password in addition to the



user registration is newwy nade to the server apparatus 191, whereas
t he enbodi nent set forth bel ow may cope wwth a case where a user
regi stration has been made to the server apparatus 191 and further a
hi s/ her password has al ready been set2l [0107]1n this case, a password
tabl e associated with the server nane specified 5 in the
aut hentication request is not stored in the storage 201. [0108] Thus,
as in the first enbodi nent, the updater 209 generates a new password
tabl e 301pmaverablepoédeperaphauwil HSer6f MBS AFP B IR S ed
nunber of colums, and stores the new password table 301 in the
storage 261y Mchagsises areiresilaiy txttagisd domye ehasagies stingepidpiN ehafstag t he
storage 201. 10 [0109]1t is noted however that the enbodinents
slightly @biined agqosdingdeeselaelion qideropnchare Hagdasgrssriin gArsgeic
enbedded in each elenment 302 in the password table 301 is forned.
[ 0110] Spe&ile isdalekiact idpanModewsetepp exbae st lastad chapeiersof Therpasangicd
fromthe user to the server apparatus 191, Fromthe vi ewpoint of
enhancidng sehemerdfagopting the Bioserfwsi'y ling dgeribm to dervyalipe withgsleps&f Mises
to input the password be |imted to a conputer 151 within the LAN
141. [ ol1vyadeMNusing prigatdditign asd pubimgdomelidnigeers i teraby pitregl 4 sigde
conputer 151 within the LAN 141, and an authentication request
speci f yi ngharheiengyery tivaeran amel qobates srepaiediine i s sent to the server
apparatus 191 via the conputer 151. Then, the 20 updater 209 of the
communi cat i on (@ppatlkansofichiainiegaesssvard svhen gbateeter shich ganmwi be utde
user to input the password for the server apparatus 191, and accepts
t he passwoy theserier hppmatth &9 lcionpatied aslgpprofiatel 2hdrddetng bisamosabls node
in which a user inputs a password in addition to a user nane and
a servir gbarected forh hichamasestrinpef balsharadiefsor Fohexapalgen seympalr at us 25
191 is added as additional information for an authentication request.
The updat &SCIRdhap@%ravdthpharatirecysies Shtr R aate evrilablet heamondient i cat i on
request.

A password, and a Tab character and a line feed character may not be available.

According to this schenie, therefore, those unavailable characters are inserted in the
individual elements 302 at random. It is desirable that the individual elements 302
15 should be set at random in such a way that the ratio of the number of characters in
the entire elements 302 in the password table 301 to the number of available
characters which appear in the entire elements 302 in the password table 301 matches
with M/ LxN as much as possible.
[0100] After a new password table 301 for the user for the server name is
20 generated and then stored in the storage 201 this way, the output unit 208 sends a use
request to the server apparatus 191 with the server name specified in the
authentication request to register the user in the server apparatus 191.
[0101] That is, when obtaining a password from the stored password table 301
in the above manner, the output unit 208 sends this password to the server apparatus

25 191 as a "password for a user registered as a user for the server apparatus 191 to log




[0113] Then, generation and presentation of the randomtable 401,

i nput of a key by the user, and identification of the user's

sel ection order are carried out in the sane way as the first

enbodi nent. 5 [0114] When an exi sting 3¥assword for the server
apparatus 191 is obtained this way, the existing password is
separated into segnments equal in nunber to the elenents to be

sel ected according to the selection order. Wen the |engths of
segnents #re not constant, the length of the password itself is saved
in the storage 201 _or a |line feed character or the li i S. edded
in the pat&Wétd t OWE“HP RElRINPRA a@ﬁaﬁﬁ&fﬁpm [ﬂeﬁa@i\’mﬂﬁ?bl? i wﬁ&ﬁ?@? 209
sequentially stores the segnents, obtained. by separating the

passwor d, PPSH RS Wl EensT HRERY g‘ei ‘\Pd?tﬁ’éZ[% P &1S¥ B‘Eﬂne‘;t%'é‘imatgﬁ sPEehgo
the identified selection orderu%%géé%{Tﬂereafte% random char act er
strings egufhe qtherhangithe eypyimi sdhigpassvord fo %Sé%‘\)(ﬂraé’p%a@b
gener at ed and enbedded in those individual eleqents 302 in the
password t3brea Jog-inarsenoutier Bl deHseiiag e yssuvR 1t Aot sErkEi A Ushider .
In this case, random character strings are generated according to the
frequenci & (b scApBERPHEASE 11" t he types of characters appearing in the
password, such as an al phabet |letter, nunmeral or synmbol, and an

i nserted 91981 f eedTinatodeisenseBy evtewherkapasswordigihesrayer ppparpias 191
password 20 table 301 is |leaked, it is possible to prevent a third
party frohipresipaaiionpaind avd ssedsria be Fhangad Enberiisdistacpieiter 207 ebtains

af orenenti oned comuni cation apparatus 121 manages the password table
301 assocpaplipagiwdrd dronsar exdpingpaseyyd tabhapl andrpbimes 3 now passven! 25
when the password table 301 is directly displayed on the screen, the
passworld &t heewlyBenesaied passworbtablsripdr ansypa puipukuntbi0d sengighoth

i mredi ately recogni zed. The password for the password table 301 is
not obt ai Rewardsde shersaevep gparauss B ldetupdefe diederssveiig- t he password tabl e

301 are both acquired. _ o
[0104] According to the mode, a user need not consider a password which is

hardly imaginable by a third party and is easy to remember. This is because the
password of the user for the server apparatus 191 is generated at random, and is

15  hardly imaginable by any one. Therefore, security of a password for the server
apparatus 191 can be enhanced more as compared with the case where a user selects
a password himself/herself.
[0105] Although the communication apparatus 121 according to the
embodiment is installed on a computer for a router most typically, the

20 communication apparatus 121 should not necessarily function as a router. For
example, the communication apparatus 121 can be realized by a computer that serves
as a proxy for the server apparatus 191 in some mode, which is encompassed in the
scope of the invention,

Second Embodiment

25  [0106] The foregoing embodiment may be carried out on the assumption that a



[0118] Therefore, when the user accesses the comuni cation apparatus
121 via 5 the conputer 151 within the LAN 141 and requests a password
table 301 to be associated with the user and the server nane, the

comuni cati on apparatus 121 (a)23i spl ays the password table 301
on the screen of the conputer 151 within the LAN 141 in response to
the conputer 151 within the LAN 141, or (b) sends an emil

describing the password table 301 to the emmi | address of l&ﬁéhe
mobi | e t eMpirAegistarpndspeyvizdnade de thegpwer prarius bl phereps e soRptitithas
been set for the user in advance, %éﬁthat a so-called assmgrd

rem nder &eifoRk belaw maxeppe i dTash WAGH: 4 FShIcRIHaR sPepr mede il n
whi ch when a nobile termnal 171 such as a cellul a hone request a
passwor d saBeiepparplysd Op and duder ahsdhappetivardasalieadyiignslser ver nane,
t he conmuni cati on apparatus 121 checks the 1D n er of the nobile
ternminal 1997uch Hbf%& °@§‘1=Fj‘l§’??ﬁw%‘l’1@§?g asé(t‘fd?‘tg‘gw&grﬁ%ﬁeé‘ﬁﬁi“f‘m%%eﬂé%li ng
the password table 301 to an . email| address assqg¢iated with the nobile
termnal lvhesytrni@tign SUesiiHpotSHEFRIN %T?ﬁﬁﬁﬁgk i s, although the
comuni cat i on apparatus 121 sends the random 20 ?@gle 401 to the

mobi | e t ed¥hd¥dl 1710y edidhngrs 6mbAEMEELE WIHBIGHF bRt eralifet new

conmuni cati on %fgératus 121 can_be allowed to_send the passwprd table
301 to t h&aserd ebleeiOdihgying poredpigminedawaher of rodeRd APTstSTORegs t he
comuni cati on apparatus 121 (nqornmal password-based aut henticati on may
be adopt ed#umber fpohepis, st stenss teiney ppsFEeId dile 4B @tﬁ?\&%ggéﬁg&i on
order may be adopted, as in the foregoing exanple, so 25 that the

sel ect | on agjodiation palg|the %eéYQFé@mﬁsthél‘eBka@@g‘rnﬁ)the stoigeg 4211 Sone gener al
browsers store a password for a certain site to be prepared for a
next |dy-il@l09The bidwaeird hpweves thanths coriodingnits shishily drtes dpm epcd ogher
function of displaying a password itself on the screen, whereas a
passwor d it bewf charagfer steing éche gmbidgpd iycagh slmentd Eeindenhpasewoiddily t o
the enmbodi nent. 5 [0122] Therefore, a tenperature rem nder safer than
t he convedfi onf@rmeqpe can be realized.

[0110] Specifically, the updater 209 accepts an input of a password from the
user to the server apparatus 191.  From the viewpoint of enhancing security, it is

15 desirable that the device the user uses to input the password be limited to a computer
151 within the LAN 141.
[0111] The user inputs a user name and a server name via the computer 151
within the LAN 141, and an authentication request specifying the user name and the
server name is sent to the server apparatus 191 via the computer 151.  Then, the

20 updater 209 of the communication apparatus 121 requests the computer 151 to cause
the user to input the password for the server apparatus 191, and aceepts the password
sent from the computer 151,
[0112] There is another mode in which a user inputs a password in addition to a
user name and a server name.  In this case, the password for the server apparatus

25 191 is added as additional information for an authentication request. The updater



Fourt h Enbodi nent [0123] According to the enbodinent, a string of

el enents obt ai ned by arranging the elenents 302 in a password
table 301 is used directly as a password for 10 utilizing the server
apparatus 191. [0124] According to t he24enbodi nent, a string of

el enents obtai ned by arrangi ng el enents 302 selected froma password
tabl e 301 based on a rule assigned to the user is used as a seed for
a one-tine password. The follow ng first describes a conventional
time- syncﬂ?%ﬁ@ﬁ@s8ﬁ€3§$wgd&§@§W@ﬁg3@ﬁ@?@ﬁ?WXQGﬂW¥ES]In t he
conventional system each user is provided with an eleééronlc Fevice
cal l ed "t 6KdAl ™ [ oty &elgeefé@néegﬂﬂg%ddw qfihe li'slé?m tablg qRL MR OT A t he
token in a non-vol atil e manner.. general, a d is a g&rln of
char act er §eXabihsmise s%?ﬁﬁ@ﬂdﬁnﬂhﬁﬁﬂﬁﬂ§mSF@@?VTVW # AegHH Pﬂ:gtv%ken,
a current tinme (typically expressed in terns of 20 an el apsed tine
froma spé%??P@Y?%E@ﬁ%ﬁé@I bt s acquired by referring to a

real -time clock or_the like, a predeterm ned one-way finctlon é%f
appl i ed t Phlfk acq“”?%dnéﬁﬁ?%&ﬁm$WW@ fare ppraeisappgralisgod as phfaiged this
non-vol atile manner to conpute a string of characters or a strlng of
numer al s (*@)’cﬁl@?’élSWWé‘Vo@tlF papgratgy latwglee%sw i panbg g thsr ¢ oday) |
t hereby providing a one tlne(Passmord which is in turn displayed on
a liquid ék?@@@ﬁ0255@¢@%1§V01IETOUbi%@¥@ﬁnPH@1ot“@?nﬂgﬂﬁm%b%%eserver
apparatus is designed to be able to _conpute a one-tine sword for
each user seanimis die nelewnsigris hglewth of bgpassyest lt%‘dsﬁ%"édd‘&a’ﬁémfa%‘i me by
appl ying the predeterm ned one-way function there

[ 0129] AccaPlpnyliye feed shayagicieqr thphls iaepbeddadin g Rsié%W%éttfhéfHWté%ft i on by
checking 5 if the conbination of the user nane and the one-tine
passwold bwet.sent froma terninal apparatus matches with one-tine

password which is conputed fromthe conbi nation of the seed for the
user and {0d5&ur r eheen, thegupdater 209 sequentially stores the segments, obtained by

separating the password, into the elements in the password table 301 according to the

identified selection order.

[0116] Thereafter, random character strings equal in length to the segments of
15 the password are generated and embedded in those individual elements 302 in the

password table 301 which are not associated with the selection order. In this case,

random character strings are generated according to the frequencies of appearance of

the types of characters appearing in the password, such as an alphabet letier, numetral

or symbol, and an inserted line feed character or the like, so that even if the password
20 table 301 is leaked, it is possible to prevent a third party from predicting the

password.

Third Embodiment
[0117] The aforementioned communication apparatus 121 manages the
password table 301 associated with a user and a server name.  In addition, even

25  when the password table 301 is directly displayed on the screen, the password of the



[ 0130] According to the enmbodi ment, in such a one-tinme password
system a user does not carry around an exclusive token, but the
invention is used to prevent a 10 seed from being | eaked at the tine
of using a cellular phone, a smartphdfe, a nobile conmputer or the

| i ke as a token. [0131] According to the enbodi nent, the seed for the
user is divided into segnments based on the user's rule, the segnents
are enbedded into elenents in the password table. 301 g? be stored in
the stor a§®r Sgihepires appaaigd &Y it immediatsly weoghiged. 14hg RASSRFSH
strings with substantially the sane | engths are enbedded in.the other
el enent s. UEeepspyorh &bletl; § ept ozings tﬂtlﬁ?é%%wﬁweé%cﬁ% Hl‘@;s 5%14] theus 121
accepts an authentication request issued based on a keyboard

oper at i onPEHsWard BblsFOp Aot peiitelon by the user via a signal |ine of
an electronic circuit of this hardware. 20 [0133] The generator. 203
gener at es|M 18hndond heagfors, niren g wehecrsict He CoOHRUGERHYT BEENEN Y12 The
presenter 204 disphgﬁs,the generated random t abl e %%go t he di spl ay
provi déd 81 coReus AR the h-AAp ph aitd reaussts 2 F[%&"ﬁ%ﬁ e 3%@ €or 205
accepts a key input based on a keyboard operation or a

t ouch- pan@isogpie afithghe BT Phe thisEIVeRpNE 1 FUURYRIFAICHAPBRAtIIET 206
identifies the user's 25 conversjion rule based qn the rang table
401 and the kd®, disgysitha paspyart aklgalt ep ﬂzwr@wggmoamugﬁf 3["%@%
el enents in the password table 301 and_ arr nqin t he el enents based
on the usﬁﬁqgﬂﬂdﬁ§@%§?ﬁﬁmﬁﬂ?@@CPﬁ@P@byshW&gmrh%gA%JEQ@BF Further, the
acquirer 207 refers to the real-time clock or the like to acquire a
current time. (rhends amemaibdescrbing sepaspprm dable 30} wdee el AdHCH - way
5 function to the seed and the current tine to conmpute a one-timne
passwdld thsrmelils tergeipal 70 336 arreccbutas ghonga px tho bie.dvaph hysdeepget for
conmput ed one-tine password on the display. The other structures can
be set théesupEingdvaikése of the foregoi ng embodi ment. 10 [0137] The

invention can |ikew se be adapted to such a tine-synchronous
so that a so-called password reminder can be realized.

[0119] In addition, there may be a mode in which when a mobile terminal 171
such as a cellular phone request a password table 301 to be associated with a user
15 and a server name, the communication apparatus 121 checks the ID number of the
mobile terminal 171 such as a cellular phone, and sends an email describing the
password table 301 to an email address associated with the mobile terminal 171 such
as a cellular phone.
[0120] That is, although the communication apparatus 121 sends the random
20  table 401 to the mobile terminal 171 according to the above embodiment, the
communication apparatus 121 can be allowed to send the password table 301 to the
mobile terminal 171 upon successful authentication of the communication apparatus
121 (normal password-based authentication may be adopted, or authentication using
a random table and a selection order may be adopted, as in the foregoing example, so

25  that the selection order itself serves as a password).




one-time password system even when the router or the like of the LAN
141 is used as the comuni cation apparatus 121 according to the

i nvention. [0138] This enbodi nent may be reckoned as the foregoing
enbodi nent in whi ch a one-tinme pas¥word seed is used as the
password for a user. According to 15 the enbodinent, as in the

f oregoi ng enbodi nent, the server apparatus of the conventi onal
one-tinme ﬁﬁssmnrd system can be used directly. Fifth Enbodj nent
[0139] Al t HHadh eactrras 2qaseal BENRGH SUE B oAS foa o pepain poig (Q b pigRared
realized by a conputer_ having a comruni cati on capability, the
conmuni catdr@meaplograt ukherbrowser wilhich afrgpabilsly odish providsyaangtioa of
communi cation capability when the communi cation apparatus 121 is

per mi t t eddisplagigepdagsyvosd gealkobihg spisam.disreas prgeswosd 1igrlbig nghefgsetly
situation where connection to the Internet 161 is not possible, the
communi catisplayehpaibasersen gerording wehpanhpditedi t o serve as a password
rem nder by running a predeterm ned program on the conputer 151, the
nobi | et elHi2Akl  17hhereipee. o dgmmpasapreasmijiisnsader fani@e copvanfanglitye can 29

[ 0140] A password and a seed are information which should be
confi dent pafeatigeda third party. Therefore, nmore general ly speaking,

t he password remnm nder according to the enbodi ment can be regarded as
a rem nder for pHvaHaiMormﬁﬁ%&#@@ﬂmWhtis,vMH1pHvMe
information divided into a predeterm ned segnents 5 which are stored
in the pak¥ddl d t abtwrdog o thesmbadisnesh.@ stiar Hedamaknoaipgdbns a

rem nder apparatus for various kinds of private information. Although
t he passweiteghgingihe eBoEncddrap mgsswerd bl 30 deusedglingelby aypaspworslifay | ar
to that of the foregoing node, the password table 301 serves as a
privatl® i nfilringtheserventiperatys MHi ch segments of various kinds of
private information including a password are 10 enbedded. [0142] To
store pl ut@R4ki ndsAeforging waithe cmbpeimest.iact ingroficlenentnhetieied Bppar at us
according to the enbodi nent, the type of necessary private )

i nf or mat i amansng gJements peyselected from'a password table 301 based on a rule assigned

to the user is used as a seed for a one-time password. The following first describes
a conventional time-synchronous one-time password system.
15 [0125] In the conventional system, each user is provided with an electronic
device called "token."
[0126] A seed assigned to the user is recorded in the token in a non-volatile
manner.  In general, a seed is a string of characters and/or a string of numerals.
[0127] With regard to a token, a current time (typically expressed in terms of
20 an elapsed time from a specific reference time) is acquired by referring to a real-time
clock or the like, a predetermined one-way function is applied to the acquired current
time and the seed stored in a non-volatile manner to compute a string of characters or
a string of numerals (6-digit numeral string in a system which is popular today),
thereby providing a one-time password, which is in turn displayed on a liquid crystal

25 display.




based on information fromthe user accepted by the receiver 202. That
is, the rem nder apparatus according to the node causes a user to

i nput a nane of the type 15 of private information instead of a
server nanme by neans of the receiver 2202. [0143] When private
information is limted to one type, the receiver 202 can be omtted.
In this case, the generator 203 generates a randomtable regularly or
based on an instruction fromthe user. [0144] The output unit 208 may
aut onat i cHIIRY] pr ovPr themithey hped, g W‘Yﬁétﬂpﬁfﬁmﬁlsefie@@“%@%b& Por
various kinds of authentication functiqgns on a conmputer which serves
as the refAmplEe 2 appEpEtRasswasd foresacihpssy fige tip sesdaspigngd e spghppser and
apparatus with private information using the conmunication

capabi | i t the cousidine bheprbying the rredaandnesgingyery fgpcttameheeui d cryst al
di splay. [0145]As private information, various kinds of information
such as tHH28bci al Agmrdiaglyy the yermeinappptatisseirica aueauipptiestiondryedicekipgr d
nunber and bank account nunber of 30 a user, besides a password and
a seed] cHihdernshiogtivn dfha yser pame prdkthe appHMEgssWwoTh beld spildeas aof
private information may be sinply divided into segnents to be stored
in the a fsrininat epparstormelchenvitaeieeting aasswordwhighliscopmuyed gemakot her
mode nmay be adopted in which private information nmay be encrypted and
stored sepanbinalon ik Sed fwdhe pyyr adddreyptieidiihe encrypted private
information is stored in the private information table (password

t abl e 301j013PD146] Mesoeding bt thasmbodiareat. an pych argne-tieg paspweidesystem, a
comuni cati on apparatus 121 or the rem nder apparatus can be

consi der etseado¢srfopearee onnd an peclussedeken bt the triyentin igyieed lo psaicata i on
order of selecting elenments in the password table 301 or private 10

i nf or At | exedtfenst beingleaked & the ime héugeg eceliwder hrdera serktipbena A ek y
derived fromthe key, the randomtable 401 shoul d not necessarily
used. [ Oladhpwer athmipkeds safokode i n which the password table 301 is
directly displayed on the screen may be adopted. Further, a node in
whi ch t he[G13d] vi duAdcoedipgrtmths einbodineent, dlnitsal fabheuso s dyidedingy s

fi xed may be adopted. 15 [0148] This application clains priority based
on JapanesgnRatsdrsedipplhic aistrisanle, the segments are embedded into elements in the

password table 301 to be stored in the storage 201 which are based on the user's rule,
15 and random strings with substantially the same lengths are embedded in the other
elements.
[0132] The receiver 202 of the communication apparatus 121 accepts an
authentication request issued based on a keyboard operation or a touch-panel
operation by the user via a signal line of an electronic circuit of this hardware.
20 [0133] The generator 203 generates a random table 401 as done in the
foregoing embodiment. The presenter 204 displays the generated random table 401
on the display provided on the communication apparatus 121.
[0134] The acceptor 205 accepts a key input based on a keyboard operation or
a touch-panel operation by the use, and the identification unit 206 identifies the user's

25 conversion rule based on the random table 401 and the key.




No. 2010-194234 filed on August 31, 2010, the entire disclosure of
which is incorporated herein by reference in its entirety as nuch as
Is permtted by the | aw of the designated country. Industrial
Applicability 20 [0149] The present irention can provide a

comuni cati on apparatus and a rem nder apparatus which are suitable
for securely managing private information, such as a password for
utilizing a server apparatus, and a nontransiti%é I nformati on

recor di ngl8dl um rBicorcaring 207 seosnEmy srlragisiclimaent ia thopastiverd wlje

realize the apparatuses. 31 Descrijption of Reference Nunerals

[0150] 1030Icumniraneingitbhelspents bpsed pp thewipns R VAt W Wisp BSFRY us
acquiring a seed. Further, the acquirer 207 refers to the real-time clock or the like
to acquire a current time.  Then, the acquirer 207 applies a predetermined one-way

5 function to the seed and the current time to compute a one-time password for the

user.
[0136] The output unit 208 displays the computed one-time password on the
display. The other structures can be set the same as those of the foregoing
embodiment.

10 [0137] The invention can likewise be adapted to such a time-synchronous
one-time password system even when the router or the like of the LAN 141 is used
as the communication apparatus 121 according to the invention.

[0138] This embodiment may be reckoned as the foregoing embodiment in
which a one-time password seed is used as the password for a user.  According to

15  the embodiment, as in the foregoing embodiment, the server apparatus of the
conventional one-time password system can be used directly.

Fifth Embodiment
[0139] Although each of the communication apparatuses 121 can be realized
by a computer having a communication capability, the communication apparatus 121

20 should not necessarily have the communication capability when the communication
apparatus 121 is permitted to serve as a password reminder.  That is, even under a
situation where connection to the Internet 161 is not possible, the communication
apparatus 121 can be permitted to serve as a password reminder by running a

predetermined program on the computer 151, the mobile terminal 171, the terminal

25 apparatus 181 or the like.
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[0140] A password and a seed are information which should be confidential to
a third party. Therefore, more generally speaking, the password reminder according
to the embodiment can be regarded as a reminder for private information.

[0141] That is, with private information divided into a predetermined segments
which are stored in the password table 301, the password reminder can serve as a
reminder apparatus for various kinds of private information.  Although the
password table 301 according to this mode has a structure similar to that of the
foregoing mode, the password table 301 serves as a private information table in
which segments of various kinds of private information including a password are
embedded.

[0142] To store plural kinds of private information in the reminder apparatus
according to the embodiment, the type of necessary private information is identified
based on information from the user accepted by the receiver 202. That is, the
reminder apparatus according to the mode causes a user to input a name of the type
of private information instead of a server name by means of the receiver 202.

[0143] When private information is limited to one type, the receiver 202 can be
omiited, In this case, the generator 203 generates a random table regularly or based
on an instruction from the user.

[0144] The output unit 208 may automatically provide private information as a
password for various kinds of authentication functions on a computer which serves
as the reminder apparatus, or may provide an external server apparatus with private
information using the communication capability, besides the output to be displayed
on the liquid crystal display.

[0145} As private information, various kinds of information such as the social

security number, insurance number, credit card number and bank account number of
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a user, besides a password and a seed, can be stored in the reminder apparatus.
Those pieces of private information may be simply divided into segments to be
stored in the a private information table (password table 301), or another mode may
be adopted in which private information may be encrypted and stored separately and
a key for decrypting the encrypted private information is stored in the private
information table (password table 301).
[0146] Note that more generally, the key in the communication apparatus 121
or the reminder apparatus can be considered as information to be associated with the
user's selection order of selecting elements in the password table 301 or private
information table. That is, if the selection order can be uniquely derived from the
key, the random table 401 should not necessarily used.
[0147] For example, a mode in which the password table 301 is direcily
displayed on the screen may be adopted.  Further, a mode in which the individual
elements in the random table 401 are always fixed may be adopted.
[0148] This application claims priority based on Japanese Patent Application
No. 2010-194234 filed on August 31, 2010, the entire disclosure of which is
incorporated herein by reference in its entirety as much as is permitted by the law of
the designated country.

Industrial Applicability
{0149] The present invention can provide a communication apparatus and a
reminder apparatus which are suitable for securely managing private information,
such as a password for utilizing a server apparatus, and a nontransitory information
recording medium recording a program for allowing a computer to realize the

apparatuses,
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Description of Reference Numerals
Communication system
Communication apparatus
LAN
Computer
Internet
Mobile terminal
Terminal apparatus
Server apparatus
Storage
Receiver
Generator
Presenter
Acceptor
Identification unit
Acquirer
Output unit
Updater
Password table
Elements in password table
Random table

Elements in random table

207




209 Updat er 301 Password table 20 302 Elenents in password table
401 Random t abl e 402 Elenents in randomtabl e
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CLAIMS
1. A communication apparatus comprising:
a storage that stores server names and a password table in association with
each other, the password table having a predetermined number of rows and a
5 predetermined number of columns;
a receiver that receives an authentication request specifying a server name;
a generator that generates a random table having the predetermined number of
rows and the predetermined number of columns;
a presenter that presents the generated random table to a user;
10 an acceptor that accepts from the user a key obtained by selecting and

arranging elements in the presented random table in a selection order associated with

the user;
an identification unit that identifies the selection order associated with the user
from the accepted key and the generated random table;

15 an acquirer that acquires a password from a column of elements obtained by ‘

selecting elements included in the password table, stored in the storage in association |
with the server name specified in the authentication request, from the password table

in the identified selection order, and arranging the elements in the identified selection }
order; and |
20 an output unit that outputs the acquired password as a password for allowing

the user to use a server apparatus with the server name specified in the authentication

request.

2. The communication apparatus according to Claim 1, wherein
the server apparatus with the server name specified in the authentication

25 request determines whether the server apparatus is available to the user based on a



32 CLAI M5 1. A conmmuni cation apparatus conprising: a
storage that stores server nanmes and a password table in association
with each other, the password table having a predeterm ned nunber of
rows and a 5 predetermnm ned nunber of 38ol ums; a receiver that
receives an authentication request specifying a server nane; a
generator that generates a random tabl e having the predeterm ned
nunber of rows and the predeterm ned nunber of columms; a presenter

t hat presénmesyntteogsyenatiow naandorhadbl e to a user; 10an acceptor
that accepts fromthe user a key obtained by selecting and arrangi ng
el enents in tHee gagermcaditgsaptibmpasspiosd. iafesilisejapplying Riedrigrmined
associated with the user; an identification unit that

i dent i fi esnd-Wey Selctier iKonsasd desluding teioktadepdyiolinn pkeleBes ArbhtHHEL
accepted key and the generated randomtable; 15an acquirer that

acqui res amgassword froma columm of el enents obtained by selecting
el enents included in the password table, stored in the storage in
associ &t i on wi%h t'Hes eappericaiipmspppei preoyding tq Glrimds WBpicittat i on
request, fromthe password table in the identified selection order,
and arr angi ng thdecquirenasqiges the phigined epluim ef¢losedniscasi tbpwassweid:  and
20an output unit that outputs the acquired password as a password for
al | owi ng the user The epgemanisaiopsppapiyaretadingila flaimd , $BeigEr name
specified in the authentication request. 2. The communi cation |
appar at us accdheputguttuniiClugpus the aogsredipassined b displaymgpbe 2gaausedii t h t he |
server nane specified in the authentication 25 request determ nes

whet her t hesswerdierthapygaratus is available to the user based on a 33

10 5. The communication apparatus according to Claim 1, wherein

the output unit outputs the acquired password by sending a use request

specifying the acquired password to the server apparatus with the server name
specified in the authentication request.
6. The communication apparatus according to Claim 5, wherein
15 the receiver receives the authentication request from a first terminal which is
used by the user,
the presenter presents the generated random table to a second terminal which
is used by the user,
the acceptor accepts the key from the first terminal, and
20 the output unit sends the use request to permit the user to use the server
apparatus through the first terminal.
7. The communication apparatus according to Claim 5, wherein
the receiver receives the authentication request from a first terminal which is
used by the user,

25 the presenter presents the generated random table to the first terminal which is



ti me-synchronous one-tinme password, and t he acquirer acquires,
as the password, a result of applying a predeterm ned one-way
function to a seed including the obtajned colum of elenents and a
current tinme. 53. The conmuni cati on ag%aratus according to Caim1,
wherein the acquirer acquires the obtained colum of elenents as the
password. 4. The conmuni cati on apparatus according to Caim1, wherein
t he out put it.outputs the acquired password by displ aying the
acquired B%é P% %% the user. 105. The comuni cation apparatus
according to t.unit outputs the

u
acqui r ed pass&%?%mﬁébﬁgﬁﬁﬁﬁgwiwﬁggm?@ﬂﬁ@géP 5@%*%V9ng the acquired
password to the ﬁﬁr%er g$§l us mﬁthtghe S rve ecified in
the aut hent i cdt§ SfiPY ék‘j‘ﬂfé 5 he U reqyst Ryt ‘Ese’o lgsﬁﬁ AV
accordi ng t% y %f By i ﬁgﬁ%0115£he recei ver receives the
authent|03m1b T Hﬁ@@t FYSME st terni nal which is used by the
user, enter presents th e d
second ter mi ngl ef*&ehcoelgnﬁgg%wppﬂgﬁaga%m PREglid mﬁlslc%%p%“s“%%n
key fromthe it sends t
‘oquest 18" 4 ﬁh%l 5%15@? bR PSSRV Pers R0 S8R in
first ter §onnun|c% § g aratu ﬂwsrgﬂg to Cdaim
5, wher ei 1et‘af'f wP%%?é'lWé%”F%d%P?/‘@?‘? R s Ybest” from a
first termnal.which is us ser 5the present resents
e gener BT RIS PRBIETLgTY HeYins PR idsf R Ao v 8 i
predetermined number of columns, setting individual elements in the new password
10 table, and storing the new password table in the storage in association with the server
name,
wherein the output unit sends the use request to the server apparatus with the
server name specified in the authentication request to register the user in the server
apparatus.
15 9. The communication apparatus according to Claium 1, further comprising

an updater that, when the password table associated with the server name specified in

the authentication request is not stored in the storage, updates the storage by

generating a new password table having the predetermined number of rows and the
predetermined number of columns, accepting an input of a password from the user, |

20 dividing the accepted password into segments to be stored in elements in the i
identified selection order in the new password table, setting other elements at random, ‘
and storing the new password table in the storage in association with the server

i
narie, ‘
. . . . . |
10. A computer readable nontransitory information recording medium |

|

25 recording a program that permits a computer to function as individual components of



34 used by the user, the acceptor accepts the key froma second
termnal, and the output unit sends the use request to permt
the user to use the server apparatusd&prough the first term nal

58. The comuni cati on apparatus accordinhg to Claimb5, further
conprising an updater that, when the password table associated with

t he server nane specified in the authentication request is not stored

in the Stﬂ&ﬁﬂ)tnMﬂQﬂiﬁ%@éﬁﬁ&@E?Cﬁﬂ by generating a new password

tabl e having the predeterm ned nunber of rows and the predeterm ned

nunber of coIqus,Agﬁhhh@gm%%gthgﬁﬁ%ggkenents in the new password 10

tabl e, and storing the new passwor e in the storage in

associ ation w ts*?g%&fﬁg%éﬁ%éa?ﬂg%g g}fglt-n&%uow‘ﬁﬂ?ﬂg%lﬂ/eihgg QULRULiG t sends

t he use requesat serve ver nane

speci i ed, |y LN SULIRDL bEALEGRERAURRL dBofifglsst er the user in the

server apparatus. omruni cat1 on apparatus according to Claim

1, fur tSher CO[%ein 1ia{}9 I g?{?&%&?ﬁ 1'atnlagltn’tamﬁgvihgﬁleeggcfe#gﬁ}%e l!nﬁ)er of

associ ated w e serv nane specifred i n e I cation

request i?oﬁsoénd%hggl%getieﬁaitnt&gglﬁlé%{a&%muﬂﬁﬁat es the storage by

generating a new passwor aving the predeterm ned nunber of

rows and the pargﬁ‘gs%hfeﬁ' Fﬂa’i‘@%gﬂﬂm .rgelqgrfd%@lr&h%ﬁrt{i@é?@ghgeﬁ‘g an i?p“t of a

password fromthe user, I'vidithg e accep password into

segnents to bean%%@%a‘?(g- a{kﬁﬂg‘é&?@ﬂ?&ﬁ tﬁ%{g@?kéﬁ@&&iﬁa{ei Bgtségétﬁl t,@n or der

in the new passwor etting enen random and

toring t : L0, ' I, 3td ik th
server nang it ARBEHRN L E P Bt B BRE o DR Bt e
recorghngﬂggggun1 35 the comuni cation apparatus of Claiml. 11. A

rem nder apparatus conpri sing: a storage that stores a private

pr edet or nt ned e P i HRGBLEITE DR M RP L o 5RIRe AN e o

. 1
pr edet er mi ned nu nerat es random

table hav iﬁ%gl ttht::1 %c&%%g%e)e/ I:':lrrlrc'i H\ee%epxé{ggg rl'an(%lfom {able;

an acquirer that acquires private information from a column of elements
obtained by selecting elements included in the private information table stored in the
15 storage from the private information table in the identified selection order, and
arranging the elements in the identified selection order; and
an output unit that outputs the acquired private information.
12. A reminder apparatus comprising:
a storage that stores a private information table having a predetermined
20 number of rows and a predetermined number of columns;
an acceptor that accepts from a user a key associated with a selection order of
selecting elements in the private information;
an identification unit that identifies the selection order associated with the user
from the accepted key;

25 an acquirer that acquires private information from a column of elements



rows and the predeterm ned nunber of columms; a presenter that
presents the generated randomtable to a user; an acceptor
that accepts fromthe user a key obtajped by selecting and arranging
el enents in the presented randomtable in a selection order
associated with 10 the user; an identification unit that
identifies the selection order associated with the user fromthe

accept ed kepirradhylsBRc@IRNQEALRH iHcARKOM HRD®e FNoARA N (86l tI6Rld in the
acquires private information froma colum of elenents obtained by

sel ecti ng sk LRERS tuermiva@qgfomaﬁma%wa{e%emfma@@z%ém (haal fntored
inthe 15 storage fromthe private information table in the

i dentifi equﬁie%lﬁgfuecmn%ﬁeﬁl th@f&l@n@ﬂiéd%gzkﬂ&] bidgr,ghgnments in the
identified selection order an output unit that outputs the

acqui red privapneuidf QhARlk Qﬂput%ghe &qﬁﬁ"&! Bidedie ﬁn@&ﬂaﬁ%h’s conpri si ng:
a storage that stores a private information table having a
predet grm ned 20 nunber of rows and a predeterm ned nunber of

col ums; an acceptor that accepts froma user a key associ ated
with a selection order of selecting elenents in the private
i nformation; an identification unit that identifies the

sel ection order associated with the user fromthe accepted key; 25an
acquirer that acquires private information froma columm of el enents
36 obtai ned by selecting elenents included in the private information
table stored in the storage fromthe private information table in the
identified selection order, and arranging the elenents in the
identified selection order; and an output unit that outputs the
acquired private information.




