10

15

20

25

WO 2022/086680 PCT/US2021/052380

PRIVACY-PRESERVING IDENTITY DATA EXCHANGE
CROSS-REFERENCES TO RELATED APPLICATIONS

[0001] This application is a PCT application, which claims priority to and the
benefit of U.S. Provisional Patent Application No. 63/104,723, filed on October 23,
2020, and U.S. Provisional Patent Application No. 63/109,566, filed on November 4,

2020, which are herein incorporated by reference.
BACKGROUND

[0002] Interactions between users and relying parties may require the user to
provide personal data to the relying party. For example, a transaction between a
user and a merchant for restricted goods such as alcohol may require the user to
present an ID card to confirm that the user is above the legal drinking age. By
revealing the ID card, the user may reveal more data than is necessary to the
merchant. For example, the user only needed to reveal their date of birth, but the ID
card may additionally display the full name of the user, the address of the user, or
other personal data that the user may not wish to share. Additionally, the date of
birth itself may not be required if an attestation of the date of birth was provided

instead, further preserving the privacy of the user’s personal data.

[0003] The user may be required to keep many such ID cards to prove their
identity to relying parties. Government issued ID cards may provide personal data
necessary for many interactions, but other ID cards may provide different personal
data of the user that can be required for other interactions. For example, the user

may have a library card that has a library account number which would be required
only at the specific issuing library. The use of many such ID cards may be

cumbersome to the user.

[0004] Embodiments of the disclosure address this problem and other

problems individually and collectively.
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SUMMARY

[0005] One embodiment of the invention includes a method. The method
comprising: receiving, by a digital identity computer, a request for personal data
associated with a user comprising a first public key associated with a relying party or
derivative thereof; retrieving, by a digital identity computer, encrypted personal data
associated with the user, wherein the personal data is encrypted with a second
public key associated with the user; encrypting, by the digital identity computer, the
encrypted personal data with the first public key associated with a relying party or
derivative thereof to form subsequently encrypted personal data; and transmitting, by
the digital identity computer, the subsequently encrypted personal data or derivative
thereof to a (i) relying party computer, or (ii) a user device associated with the user
and wherein the user device, which thereafter transmits the subsequently encrypted
personal data or derivative thereof to the relying party computer, wherein in after
either (i) or (ii), the relying party computer obtains the personal data from the

subsequently encrypted personal data or derivative thereof.

[0006] Another embodiment is related to a digital identity computer
comprising: a processor; and a non-transitory computer readable medium
comprising instructions executable by the processor to perform operations including:
receiving, by a digital identity computer, a request for personal data associated with
a user comprising a first public key associated with a relying party or derivative
thereof; retrieving, by a digital identity computer, encrypted personal data associated
with the user, wherein the personal data is encrypted with a second public key
associated with the user; encrypting, by the digital identity computer, the encrypted
personal data with the first public key associated with a relying party or derivative
thereof to form subsequently encrypted personal data; and transmitting, by the digital
identity computer, the subsequently encrypted personal data or derivative thereof to
a (i) relying party computer, or (ii) a user device associated with the user and
wherein the user device, which thereafter transmits the subsequently encrypted
personal data or derivative thereof to the relying party computer, wherein in after
either (i) or (ii), the relying party computer obtains the personal data from the

subsequently encrypted personal data or derivative thereof.
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[0007] Yet another embodiment is related to a method comprising: initiating,
by a user device, a request for personal data associated with the user operating the
user device, wherein a relying party computer communicating with the user device
transmits the request for personal data to a digital identity computer, the request
comprising a first public key associated with the relying party operating the relying
party computer or derivative thereof, and transmitting, by the user device to the
digital identity computer, consent for the personal data to be shared with the relying
party, wherein thereafter the digital identity computer completes the request for
personal data associated with the user by: encrypting, by the digital identity
computer, the encrypted personal data with the first public key associated with a
relying party or derivative thereof to form subsequently encrypted personal data; and
transmitting, by the digital identity computer, the subsequently encrypted personal
data or derivative thereof to a (i) relying party computer, or (ii) a user device
associated with the user and wherein the user device, which thereafter transmits the
subsequently encrypted personal data or derivative thereof to the relying party
computer, wherein in after either (i) or (ii), the relying party computer obtains the

personal data from the subsequently encrypted personal data or derivative thereof.

[0008] A better understanding of the nature and advantages of embodiments
of the invention may be gained with reference to the following detailed description

and accompanying drawings.
BRIEF DESCRIPTION OF THE DRAWINGS

[0009] FIG. 1 shows a block diagram of a privacy preserving system

according to embodiments of the invention.

[0010] FIG. 2 shows a block diagram and flow of a privacy preserving system

using a public key encryption scheme.

[0011] FIG. 3 shows a block diagram and flow of a privacy preserving system

using a proxy re-encryption scheme.

[0012] FIG. 4 shows a block diagram and flow of a privacy preserving system

using a public key encryption scheme and cloud-based key management.
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[0013] FIG. 5 shows a block diagram and flow of a privacy preserving system

using a proxy re-encryption scheme and cloud-based key management.

[0014] FIG. 6 shows a block diagram and flow of a user provisioning personal

data to a digital identity application on a user device.

[0015] FIG. 7 shows a flow diagram of a relying party computer onboarding

with a digital identity computer.

[0016] FIG. 8 shows a block diagram and flow of a user providing a relying

party computer access to personal data associated with the user.

[0017] FIG. 9 shows a flow diagram of a user revoking a relying party

computer’'s access to personal data associated with the user.

[0018] FIG. 10 shows a block diagram of a digital identity computer according

to embodiments.

[0019] FIG. 11 shows a block diagram of a user device according to

embodiments.
DETAILED DESCRIPTION

[0020] Prior to discussing embodiments of the disclosure, some terms can be

described in further detail.

[0021] A “user” may include an individual. In some embodiments, a user may
be associated with one or more personal accounts and/or mobile devices. The user
may also be referred to as a cardholder, account holder, or consumer in some

embodiments.

[0022] A “user device” may be a device that is operated by a user. Examples
of user devices may include a mobile phone, a smart phone, a card, a personal
digital assistant (PDA), a laptop computer, a desktop computer, a server computer, a
thin-client device, a tablet PC, etc. Additionally, user devices may be any type of
wearable technology device, such as a watch, earpiece, glasses, etc. The user
device may include one or more processors capable of processing user input. The
user device may also include one or more input sensors for receiving user input. As

is known in the art, there are a variety of input sensors capable of detecting user
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input, such as accelerometers, cameras, microphones, etc. The user input obtained
by the input sensors may be from a variety of data input types, including, but not
limited to, audio data, visual data, or biometric data. The user device may comprise
any electronic device that may be operated by a user, which may also provide
remote communication capabilities to a network. Examples of remote
communication capabilities include using a mobile phone (wireless) network,
wireless data network (e.g., 3G, 4G or similar networks), Wi-Fi, Wi-Max, or any other
communication medium that may provide access to a network such as the Internet or

a private network.

[0023] A “resource provider” can be any suitable entity that provides
resources (e.g., goods, services, access to secure data, access to locations, or the
like) during a transaction. For example, a resource providing entity can be a
merchant, a venue operator, a building owner, a governmental entity, etc. A
“‘merchant” may typically be an entity that engages in transactions and can sell

goods or services, or provide access to goods or services.

[0024] “Personal data” may be data that is associated with a specific user.
Personal data of a user may provide information of the user or things of the user.
Examples of personal data may be the name of the user, the birthdate of the user,
contact information (e.g., email addresses, phone numbers, IP addresses, etc.) of
the user, the home address of the user, account numbers of accounts associated the
user (e.g., bank account numbers, student ID numbers, etc.), etc. In some
embodiments, personal data may refer to attestations of raw personal data. For
example, personal data may be a data of birth such as 01-01-1970, but an
attestation saying “USER IS ABOVE 21 YEARS OLD” may also be referred to as

personal data.

[0025] A “policy token” may include data that serves as a substitute for a
policy or regulation. For example, a liquor store may have a policy that they do not
sell alcohol to anyone under 21. A policy token may serve as a digital substitute for
this policy. Policy tokens may be used to automatically enact the policies that they
substitute. For example, a policy token may be used by one or more computer

systems to verify that a user is over 21, when traditionally a human store clerk or
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attendant would enact this verification policy. A policy token may comprise one or

more predicates.

[0026] A “predicate” may include any data that is used as the basis for other
data. For example, a predicate may form the basis for a zero-knowledge proof, in
that the zero-knowledge proof is generated based on the predicate or its contents. A
predicate can correspond to a query, such as “is User A over 21 years old?” An
entity can generate a zero-knowledge proof based on this predicate, which proves
“Yes, User A is over 21 years old.” Predicates can be stored in a policy token, and
one or more predicates can be used to implement a policy, such as an age

verification policy for a liquor store.

[0027] FIG. 1 shows a block diagram of a privacy preserving system
according to embodiments of the invention. The privacy preserving system may
comprise a user device 100 operated by a user (not shown). The user device 100
may communicate with a relying party computer 102 operated by a relying party
such as a merchant, and a digital identity computer 104 operated by a processing
network (e.g., a payment processing network). The relying party computer 102 and
the digital identity computer 104 may also communicate with each other. The
processing network operating the digital identity computer 104 may additionally
operate a key management computer 106, or the digital identity computer 104 may
comprise the key management computer 106. The key management computer 106
may communicate with the digital identity computer 104 to provide cloud-based key
management for the user device 100 and the relying party computer 102. The digital
identity computer 104 may comprise a ciphertext database (not shown in FIG. 1),
and the key management computer 106 may be comprise a key database (not
shown in FIG. 1). The ciphertext database may store personal data related to the
user (e.g., identity data such as the date of birth of the user, the home address of the
user, account numbers of the user, etc.) in encrypted form. The key database may
store encryption keys (e.g., public and secret keys associated with the user, and

public keys associated with the relying party).

[0028] The components in the identity token system 100 of FIG. 1 and any of
the following figures can be in operative communication with each other through any

suitable communication channel or communications network. Suitable
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communications networks may be any one and/or the combination of the following: a
direct interconnection; the Internet; a Local Area Network (LAN); a Metropolitan Area
Network (MAN); an Operating Missions as Nodes on the Internet (OMNI); a secured
custom connection; a Wide Area Network (WAN); a wireless network (e.g.,
employing protocols such as, but not limited to a Wireless Application Protocol
(WAP), I-mode, and/or the like); and/or the like. Messages between the computers,
networks, and devices may be transmitted using a secure communications protocols
such as, but not limited to, File Transfer Protocol (FTP); HyperText Transfer Protocol
(HTTP); and Secure Hypertext Transfer Protocol (HTTPS).

[0029] The privacy preserving system of system of FIG. 1 can allow the user
to provide personal data to the relying party, or attestations of personal data (e.g., an
indication that the user belongs in some group, such as “user is above 21 years
old”). The digital identity computer 104 securely stores personal data associated
with a plurality of users in encrypted form, but does not learn anything about the
plaintext personal data. Several embodiments allow the digital identity computer 104
to provide the personal data, or attestations of the personal data to the relying party

computer 102 upon request.

[0030] FIG. 2 shows a block diagram and flow of a privacy preserving system
using a public key encryption scheme. In the example of FIG. 2, the user device 100
and the relying party computer 102 generate encryption key pairs using any suitable
asymmetric commutative encryption scheme, such as those discussed in Adi
Shamir, et. al., “Mental Poker” in the The Mathematical Gardner., Editor, David A.
Klarner, Springer, Boston, MA. (1981) doi: 10.1007/978-1-4684-6686-7_5, or Andre
Gustavo Degraf Uchoa, et.al., “A Three-Pass Protocol for Cryptography Based on
Padding for Wireless Networks,” 2007 41" IEEE Consumer Communications and
Networking Conference, 2007, pp. 287-291, doi: 10.1109/CCNC.2007.63, which are
herein incorporated by reference in its entirety. A commutative encryption scheme

allows the decryption of doubly-encrypted data to occur in any order.

[0031] In embodiments of the invention, the user device 100 may generate a
user public key pku, and a user secret key sku. and the relying party computer 102

may generate a relying party public key pkr, and a relying party secret key sk.
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[0032] The user device 100, or an identity provider computer (not shown)
operated by an identity provider (e.g., a governmental agency, a financial institution,
etc.) may encrypt personal data associated with the user. The personal data may be
in the form of raw personal data (e.g., a date of birth such as 01/01/1970) or in the
form of attestations about the raw personal data (e.g., the user is above 21 years
old). The encrypted personal data may be transmitted to the digital identity computer
104 for storage, where the digital identity computer 104 may store the encrypted
personal data in memory, or in the ciphertext database 105. In some embodiments,
the encrypted personal data may be additionally encrypted by a long-term public key,
which may be decrypted using a long-term secret key before performing any
operations on the encrypted personal data. The ciphertext database 105 may be
accessed (e.g., using a user identifier such as a username, name of the user, email
address, IP address, phone number, account number, etc.) at a later time by the

digital identity computer 104 to retrieve the encrypted personal data.

[0033] In embodiments of the invention, the user operating the user device
100 may interact with a relying party operating the relying party computer 102. For
example, the user may wish to purchase restricted goods, such as alcohol, which
require the user to provide personal data to the relying party such as their date of
birth. Other examples may include the user wishing to access special discounts,
such as those available to students, seniors, military personnel, or residents of a
certain area, that require the user to prove they are part of the eligible group (e.g.,
providing a student email, military ID card, postal code, etc.). The user or the user
device 100 may indicate that the user has an account at the digital identity computer

104, and may provide a user identifier to the relying party computer 102.

[0034] In step S200, the relying party computer 102 may transmit a request for
personal data associated with the user and the relying party public key pkr to the
digital identity computer 104. The request may comprise an indication of the type of
personal data requested, and the user identifier. For example, the relying party
computer 102 may transmit a request for the date of birth of the user with the user

identifier “example@email.com”.

[0035] In step S202, after receiving the request for personal data and the

relying party public key pkr from the relying party computer 102, the digital identity
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computer 104 may access the ciphertext database 105 using the user identifier to
retrieve the encrypted personal data associated with the user (e.g., the encrypted
personal data encrypted by the user public key may be represented by Enc(pky;
data)). The digital identity computer 104 may then encrypt the encrypted personal
data with the relying party public key pkr to form subsequently encrypted personal

data (e.g., doubly-encrypted data Enc(pkr, (Enc(pku; data))).

[0036] In step S204, after forming the subsequently encrypted personal data,
the digital identity computer 104 may transmit the subsequently encrypted personal

data to the user device 100.

[0037] After receiving the subsequently encrypted personal data, the user
device 100 may use the user secret key associated with the user public key to
remove a layer of encryption from the subsequently encrypted personal data to form
modified subsequently encrypted personal data. The modified subsequently
encrypted personal data may be an example of a derivative of the subsequently
encrypted personal data. For example. the user device 100 may use the user secret
key to remove the user layer of encryption so that the subsequently encrypted
personal data only retains the relying party layer of encryption (e.g.,
Dec(sky;(Enc(pkr; (Enc(pku; data))))) = Enc(pkr; data)).

[0038] In step S206, after forming the modified subsequently encrypted
personal data, the user device 100 may then transmit the modified subsequently

encrypted personal data to the relying party computer 102.

[0039] After receiving the modified subsequently encrypted personal data from
the user device 100, the relying party computer 102 may remove the relying party
level of encryption to retrieve the personal data. The personal data may then be
used by the relying party to complete the interaction with the user, such as allowing
the user to purchase alcohol if the personal data indicated that the user was above

21 years old or providing a student discount on a purchase.

[0040] FIG. 3 shows a block diagram and flow of a privacy preserving system
using a proxy re-encryption scheme. The user device 100, relying party computer
102, digital computer 104, and ciphertext database 105 may hold encryption keys
and data similar to the data described in FIG. 2. The system of FIG. 3 uses a proxy

re-encryption scheme which is a cryptographic tool that allows for the re-encryption

9
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of ciphertexts from one encryption key to another. An example of a proxy re-
encryption scheme may be found in Benoit Libert and Damien Vergnaud,
“Unidirectional Chosen-Ciphertext Scure Proxy Re-Encryption,” IEEE Trans. Inf.
Theory, 57(3):1786-1802, 2011, which is herein incorporated by reference in its

entirety.

[0041] In step S300, the relying party computer 102 may transmit a request for
personal data associated the user and the relying party public key pkr to the user
device 100. The request may comprise an indication of the type of personal data
requested. For example, the relying party computer 102 may transmit a request for
the date of birth of the user.

[0042] In step S302, after receiving the request for personal data from the
relying party computer 102, the user device 100 may compute a re-encryption key
rku-sr using the user secret key sku and the relying party public key pkr. The re-
encryption key rkusr may be an example of a derivative of the relying party public
key. The re-encryption key rkusr may replace the user layer of encryption on the
encrypted personal data with a relying party layer of encryption (e.g., REnc(rkur;
Enc(pku, data)) = Enc(pkr, data)). The user device 100 may then transmit the
request for personal data, the re-encryption key rkusr and a user identifier to the

digital identity computer 104.

[0043] In step S304, after receiving the request for personal data, the re-
encryption key rkusr and the user identifier from the user device 100, the digital
identity computer 104 may access the ciphertext database 105 with the user
identifier to retrieve encrypted personal data associated with the user. The digital
identity computer 104 may then re-encrypt the encrypted personal data by applying
the re-encryption key rku-r to the encrypted personal data to form subsequently
encrypted personal data. The subsequently encrypted personal data may be the
requested personal data associated with the user, encrypted solely under the relying

party public key.

[0044] In step S3086, after forming the subsequently encrypted personal data,
the digital identity computer 104 may transmit the subsequently encrypted personal

data to the relying party computer 102.

10
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[0045] After receiving the modified subsequently encrypted personal data from
the digital identity computer 104, the relying party computer 102 may remove
(decrypt) the relying party layer of encryption using the relying party private key to
retrieve the personal data. The personal data may then be used by the relying party
to complete the interaction with the user, such as allowing the user to purchase
alcohol if the personal data indicated that the user was above 21 years old or

providing a student discount on a purchase.

[0046] FIG. 4 shows a block diagram and flow of a privacy preserving system
using a public key encryption scheme and cloud-based key management. The user
device 100, and the relying party computer 102 may generate commutative
encryption keys similar to the previously described in FIG. 2. However, a key
management computer 106 may store the user public key and the user secret key in
a key database 107. The key management computer 106 may perform
cryptographic operations (e.g., decryption, encryption, etc.) that would previously be

performed on the user device 100 in FIG. 2.

[0047] In step S400, the relying party computer 102 may transmit a request for
personal data associated the user and the relying party public key pkr to the user
device 100. The request may comprise an indication of the type of personal data
requested. For example, the relying party computer 102 may transmit a request for
the date of birth of the user.

[0048] In step S402, after receiving the request for personal data from the
relying party computer 102, the user may consent to sharing the personal data with
the relying party using the user device 100. For example, the user device 100 may
prompt the user by displaying a consent request including the indication of personal
data that will be shared with the relying party. After the user approves the consent
request, the user device 100 may then transmit the request for personal data, the

relying party public key pkr, and a user identifier to the digital identity computer 104.

[0049] In step S404, after receiving the request for personal data and the user
identifier from the user device 100, the digital identity computer 104 may access the
ciphertext database 105 with the user identifier to retrieve encrypted personal data

associated with the user. The digital identity computer 104 may then encrypt the

11
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encrypted personal data with the relying party public key pkr to form subsequently
encrypted personal data (e.g., doubly-encrypted data Enc(pkr; (Enc(pku; data))).

[0050] In step S406, after forming the subsequently encrypted personal data,
the digital identity computer 104 may transmit the subsequently encrypted personal

data and the user identifier to the key management computer 1086.

[0051] In step S408, after receiving the subsequently encrypted personal data
and the user identifier from the digital identity computer 104, the key management
computer 106 may access the key database 107 using the user identifier to retrieve
the user secret key. The key management computer 106 may then use the user
secret key associated with the user public key to remove a layer of encryption from
the subsequently encrypted personal data to form modified subsequently encrypted
personal data. The modified subsequently encrypted personal data may be an
example of a derivative of the subsequently encrypted personal data. For example.
the key management computer 106 may use the user secret key to remove the user
layer of encryption so that the subsequently encrypted personal data only retains the
relying party level of encryption (e.g., Dec(sku;(Enc(pkr, (Enc(pky; data))))) = Enc(pks,
data)).

[0052] In step S410, after forming the modified subsequently encrypted
personal data, the key management computer 106 may then transmit the modified

subsequently encrypted personal data to the digital identity computer 104.

[0053] In step S412, after receiving the modified subsequently encrypted
personal data from the key management computer 108, the digital identity computer
104 may transmit the modified subsequently encrypted personal data (e.g., a
derivative of the subsequently encrypted personal data) to the relying party computer
102.

[0054] After receiving the modified subsequently encrypted personal data from
the digital identity computer 104, the relying party computer 102 may remove the
relying party level of encryption (using a relying party secret key) to retrieve the
personal data. The personal data may then be used by the relying party to complete
the interaction with the user, such as allowing the user to purchase alcohol if the
personal data indicated that the user was above 21 years old or providing a student

discount on a purchase.

12
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[0055] FIG. 5 shows a block diagram and flow of a privacy preserving system
using a proxy re-encryption scheme and cloud-based key management. The system
described in FIG. 5 may use a proxy re-encryption scheme similar to the proxy re-
encryption scheme described in FIG. 3 along with the cloud-based key management
provided by the key management computer 106 described in FIG. 4. However, the
key management computer 106 may further store the relying party public key in the
key database 107.

[0056] In step S500, the relying party computer 102 may transmit a request for
personal data associated the user to the user device 100. The request may
comprise an indication of the type of personal data requested. For example, the

relying party computer 102 may transmit a request for the date of birth of the user.

[0057] In step S502, after receiving the request for personal data from the
relying party computer 102, the user may consent to sharing the personal data with
the relying party using the user device 100. For example, the user device 100 may
prompt the user by displaying a consent request including the indication of personal
data that will be shared with the relying party. After the user approves the consent
request, the user device 100 may then transmit the request for personal data and a

user identifier to the key management computer 106.

[0058] In step S504, after receiving the request for personal data and the user
identifier from the user device 100, the key management computer 106 may access
the key database 107 using the user identifier to retrieve the user secret key and the
relying party public key. The key management computer 106 may then compute a
re-encryption key rkusr using the user secret key sku and the relying party public key
pkr. The re-encryption key rkusr may be an example of a derivative of the relying
party public key. The re-encryption key rkusr may replace the user layer of
encryption on the encrypted personal data with a relying party layer of encryption
(e.g., REnc(rkusr; Enc(pky; data)) = Enc(pkr; data)).

[0059] In step S506, after generating the re-encryption key rkusr, the key
management computer 106 may then transmit the request for personal data, the re-

encryption key rkusr, and the user identifier to the digital identity computer 104.

13
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[0060] In step S508, after receiving the request for personal data, the re-
encryption key rkusr and the user identifier from the key management computer 106,
the digital identity computer 104 may access the ciphertext database 105 with the
user identifier to retrieve encrypted personal data associated with the user. The
digital identity computer 104 may then re-encrypt the encrypted personal data by
applying the re-encryption key rkusr to the encrypted personal data to form
subsequently encrypted personal data. The subsequently encrypted personal data
may be the requested personal data associated with the user, encrypted solely

under the relying party public key.

[0061] In step S510, after forming the subsequently encrypted personal data,
the digital identity computer 104 may transmit the subsequently encrypted personal

data to the relying party computer 102.

[0062] After receiving the modified subsequently encrypted personal data from
the digital identity computer 104, the relying party computer 102 may remove the
relying party level of encryption to retrieve the personal data. The personal data may
then be used by the relying party to complete the interaction with the user, such as
allowing the user to purchase alcohol if the personal data indicated that the user was

above 21 years old or providing a student discount on a purchase.

[0063] Embodiments described by FIGs. 2, 3, 4, and 5 provide a number of
advantages. The digital identity computer 104 provides access to personal data or
attestations of personal data associated with the user operating the user device 100
to the relying party via the relying party computer 102. The digital identity computer
104 does not however learn anything about the personal data of the user. The
digital identity computer 104 never interacts with the plaintext personal data, and
only sees the personal data in encrypted, or doubly-encrypted form. The user device
100 additionally does not need to store any plaintext personal data, enhancing the
security of the personal data as the risk of loss for a user device 100 is often greater
than the risk of the digital identity computer 104 and the key management computer
106 both being compromised by an external attacker. FIGs. 4 and 5 further perform
cryptographic operations on ciphertext via the key management computer 106, and
lessen the requirement on the functions of the user device 100. While the processes

described in FIGs. 2 and 3 may require a dedicated mobile application to perform
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cryptographic operations, FIGs. 4 and 5 describe two other processes such that
those cryptographic operations are performed by the key management computer 106

instead.

[0064] The processes described by FIGs. 2 — 5 may be implemented using
applications installed on the user device. An application such as a digital identity
application may perform functions to complete the above processes. The digital
identity application may store various accounts of the user, similar to how a digital
application stores payment credentials of the user. For example, the digital identity
application may store transit accounts (e.g., transit cards such as bus passes, train
passes, etc.), bank accounts (e.g., payment cards such as credit cards and debit
cards), and identity accounts (e.g., identity cards such as student ID cards, military
ID cards, or general identity information provided by an identity provider). One

implementation of a system is described in the following FIGs. 6 — 9.

[0065] FIG. 6 shows a block diagram and flow of a user provisioning personal
data to a digital identity application on a user device 600. The user operating the
user device 600 may wish to provision identity information from an identity provider
into the digital identity application installed on the user device 600. The digital
identity application may have a digital identity application server 602 associated with
it, which may route communications to and from the digital identity application.
Examples of identity providers may be governmental institutions, educational
institutions such as universities or colleges, financial institutions such as banks or

payment processing networks that can provide personal data of the user.

[0066] In step S600, the user may input one or more identity providers from
which they wish to provision personal data from into the digital identity application on
the user device 600. For example, the user may select, from a list displayed on the
user device 600, a bank and personal data they want to be provisioned from the

bank, such as name, account number, and date of birth.

[0067] In step S602, after the user inputs the desired identity provider(s) and
personal data, the digital identity application server 602 may transmit the list of one

or more identity providers and personal data to the digital identity computer 604.

[0068] In step S604, after receiving the list of one or more identity providers

from the digital identity application server 602, the digital identity computer 604 may
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transmit a provisioning request to each of the identity providers in the list. For
example, the digital identity computer 604 may transmit a provisioning request to the
identity provider computer 606. The provisioning request may comprise the personal
data the user wishes to provision, along with a device identifier (e.g., a phone

number, e-mail address, etc.) of the user device.

[0069] In step S606, after receiving the provisioning request from the digital
identity computer 604, the identity provider computer 606 may transmit an
authentication request to the user device 600. An example of an authentication
request for a university may be transmitting an email to the student’s email address
which may comprise a link that may be clicked on to authenticate the user. A bank
may authenticate the user by sending a prompt for a secret to the user device 600
via a bank application installed on the user device 600. In-person authentications

may also occur.

[0070] In step SB08, after receiving the authentication request, the user may
respond to the authentication request using the user device 600. For example, as
described above, the user may click on a prompt displayed on the user device 600
which allows the user to respond to the authentication request. The user may
authenticate themselves by correctly responding to the authentication request and
provide consent to sharing personal data with the digital identity application server
602. The user device 600 may then transmit the user’s consent to the identity

provider computer 606.

[0071] In step S610, after receiving the user’s consent from the user device
600, the identity provider computer 606 may provide access to the personal data to
the digital identity computer 604. For example, the identity provider computer 606
may provide an authentication token that can be used to access the personal data.
In another example, the identity provider computer 606 may provide the personal
data encrypted under a public key associated with the digital identity application
(e.g., a user public key) to the digital identity computer 604. In the case that an
authentication token was provided, the personal data may be encrypted under an
identity provider public key. The digital identity computer 604 may store the

encrypted personal data, or the authentication token in memory.
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[0072] In step S612, after receiving the encrypted personal data or the
authentication token from the identity provider computer 606, the digital identity
computer 604 may transmit the indications of the personal data that was provisioned

to the digital identity application server 602.

[0073] After receiving the indications of the personal data, the digital identity
application server 602 may transmit the indications to the digital identity application
on the user device 600. The user may request to view the personal data on the
digital identity application by providing consent for the digital wallet application to

access the personal data.

[0074] In step S614, after the user requests to view the personal data on the
digital identity application, the digital identity application server 602 may transmit the

request for the personal data to the digital identity computer 604.

[0075] In step S616, after receiving the request for personal data from the
digital identity application server 602, the digital identity computer 604 may provide
access to the personal data to the digital identity application via the digital identity
application server 602. For example, the digital identity computer 604 may transmit
the personal data encrypted under the user public key. [f the digital identity
computer 604 was given the authentication token, the digital identity computer 604
may first transmit the authentication token to the identity provider computer 606, so
that the identity provider computer 606 may provide the personal data encrypted

under the user public key.

[0076] After the digital identity application receives the encrypted personal
data, the user device 600 may decrypt the encrypted personal data by using a secret
key corresponding to the public key. The user device 600 may then display the
personal data to the user. In other embodiments, the user may then use the digital
identity application to interact with a relying party as was described in a similar

manner to the previously described FIGs. 2 — 5.

[0077] FIG. 7 shows a flow diagram of a relying party computer 710
onboarding with a digital identity computer 604. The relying party computer 710 may
onboard with the digital identity computer 604 so that they may perform interactions

with users on the registered with the digital identity computer 604.

17



10

15

20

25

30

WO 2022/086680 PCT/US2021/052380

[0078] In step S700, the relying party computer 710 may transmit an
onboarding request message to the digital identity computer 604. The onboarding
request message may comprise an identifier that identifies the relying party
operating the relying party computer 710, such as a name, employer identification

number, etc.

[0079] In an optional step S702, after receiving the onboarding request
message from the relying party computer 710, the digital identity computer 604 may
transmit a vetting request to an acquirer computer 720. The vetting request may be
a request to the confirm the identity of the relying party, and may contain the
identifier that the relying party computer 710 provided. The acquirer computer 720

may complete some verification process to confirm the identity of the relying party.

[0080] In an optional step S704, after completing the verification process, the
acquirer computer 720 may transmit the result to the digital identity computer 604.
The digital identity computer 604 may proceed if the identity of the relying party was

confirmed.

[0081] In step S706, after receiving the onboarding request message and
optionally completing the verification of the relying party, the digital identity computer
604 may transmit a request for a relying party public key to the relying party

computer 710.

[0082] In step S708, after receiving the request for the relying party public key,
the relying party computer 710 may generate an encryption key pair using any
suitable asymmetric commutative encryption scheme. The relying party computer
710 may use the asymmetric commutative encryption scheme to generate a relying

party public key and a relying party secret key.

[0083] In step S710, after generating the encryption key pair, the relying party
computer 710 may then store the resultant relying party secret key, and transmit the

relying party public key to the digital identity computer 604.

[0084] In step S712, after receiving the relying party public key, the digital
identity computer 604 may generate a policy token. The policy token may allow the

relying party computer 710 to complete personal data requests.
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[0085] In step S714, after generating the policy token, the digital identity
computer 604 may transmit the policy token to the relying party computer 710.

[0086] FIG. 8 shows a block diagram and flow of a user providing a relying
party computer 710 access to personal data associated with the user. The user may
interact with the relying party computer 710 using a user device 600. The process
shown in FIG. 8 may be completed after both the user and the relying party register
with the digital identity computer (e.g., after the flows shown by FIG. 6 and FIG. 7 are

completed).

[0087] In step S800, the user may begin an interaction with the relying party.
The interaction may be a transaction which requires the user to provide personal
data to the relying party (e.g., a transaction to purchase restricted goods and/or
resources from the relying party). In some embodiments, the user may begin the
interaction online, by clicking a button such as “PURCHASE” or “BUY”. The user
may then use the digital identity application on the user device 600 to provide a user
identifier (e.g., a username such as example@email.com), which indicates that the
user has an account registered at the digital identity computer 604. In other
embodiments, the user may begin the interaction in-person, by presenting the user
device 600 to the relying party computer 710, or to an access device (e.g., payment
terminal) associated with the relying party computer 710. The user device 600 may
display or transmit the user identifier from the digital identity application to the relying
party computer 710 (or to the access device which thereafter transmit it to the relying

party computer 710).

[0088] In step S802, after receiving a user identifier, the relying party
computer 710 may transmit a request for personal data of the user to the digital
identity computer 604. The request may comprise an indication of the type of
personal data required, such as the name of the user, date of birth of the user, etc.
The request may further comprise a policy token, which the digital identity computer
604 generates (e.g., in a previous request) and certifies, that includes the type of
personal data and the level of detail of the personal data that the relying party
computer 710 as predicates. For example, the relying party computer 710 may only

wish to know if the user is above 21 years of age, and not the user’s actual birthdate.
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The policy token may allow the relying party computer 710 to do so, by allowing a

request of the attestation of the personal data, instead of the personal data itself.

[0089] In an optional step S804, if the identity provider computer 606 is
“online” and is able to provide live access to the personal data of the user (e.g., the
identity provider computer 606 provided an authentication token in FIG. 6), and after
receiving a request for personal data of the user, the digital identity computer 604
may request access to the personal data of the user from an identity provider
computer 606 by providing the authentication token of step S610 in FIG. 6. If the
digital identity computer 604 had previously stored the encrypted personal data of
the user, encrypted with the user public key, then steps S804 and S806 are not

performed, and the digital identity computer may continue with step S808.

[0090] In an optional step S806, after receiving the authentication token, the
identity provider computer 606 may transmit the encrypted personal data of the user

encrypted with the user public key to the digital identity computer 604.

[0091] In step S808, after retrieving the encrypted personal data of the user,
the digital identity computer 604 may retrieve the relying party public key and encrypt
the encrypted personal data to form subsequently encrypted personal data (e.g.,
doubly encrypted data). The subsequently encrypted personal data may then be
transmitted to the digital identity application on the user device 600, via the digital
identity application server 606. The digital identity computer 604 may additionally
transmit a consent request that the user consents to sharing the personal data (or

attestations of) with the relying party computer 710.

[0092] In step S810, after receiving the subsequently encrypted personal data
and the consent request from the digital identity computer 604, the digital identity
application server 602 may allow the digital identity application on the user device

600 to display the consent request.

[0093] In step S812, the user may respond to the consent request by
accepting, denying, or modifying some or all of the consent request in the digital
identity application. For example, the user may modify the consent request so that
the time that the relying party computer 710 can access the personal data is shorter.
The digital identity application may then use the user secret key to remove the user

layer of encrypted on the subsequently encrypted personal data to form modified
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subsequently encrypted personal data (e.g., encrypted personal data, encrypted only

with the relying party public key).

[0094] In step S814, after the user responds to the consent request on the
digital identity application, the digital identity application server 602 may transmit the
consent response and the modified subsequently encrypted personal data to the

digital identity computer 604.

[0095] In step S816, after receiving the consent response and the modified
subsequently encrypted personal data, the digital identity computer 604 may
generate an access token. The access token may comprise the consent response
(e.g., the level of consent given by the user and the time that the relying party can
access the personal data). The digital identity computer 604 may transmit the
access token and the modified subsequently encrypted personal data to the relying

party computer 710.

[0096] After receiving the access token and the modified subsequently

encrypted personal data, the relying party computer 710 may use the relying party
secret key to obtain the personal data associated with the user. The relying party
computer 710 may access the personal data according to the details in the access
token. The relying party may then complete the interaction with the user by using

the personal data (e.g., the relying party may check if the user is above 21 years of
age).

[0097] In some embodiments, after obtaining the access token and verifying
the personal data, the relying party computer 710 can generate an authorization
request message comprising the access token and a transaction amount, and can
transmit it to a processing network computer via an acquirer computer. The
processing network computer can exchange the access token for a real credential
such as a PAN or primary account number, and can modify the authorization request
message to include the PAN. The authorization request message may then be
transmitted to an issuer computer for authorization. The issuer computer can then
reply with an authorization response message approving or declining the transaction.
After the transaction, and clearing and settlement process can take place where the

transfer of funds occurs.
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[0098] FIG. 9 shows a flow diagram of a user revoking a relying party
computer’s access to personal data associated with the user. The user may wish to

revoke consent to sharing personal data with a relying party.

[0099] In step S900, the user may use the user device 600 to request to
retract consent. The user device 600 may transmit a revoke request to the digital
identity computer 604. The revoke request may comprise a relying party identifier,

which identifies what consent the user wishes to revoke or modify.

[0100] In step S902, after receiving the revoke request from the user device
600, the digital identity computer 604 may user the relying party identifier to check
the consent status. The digital identity computer 604 may check what personal data

and for how long the personal data was consented to.

[0101] In step S904, the digital identity computer 604 may transmit the

consent status to the user device 600.

[0102] In step S906, after receiving the consent status, the user may generate
an updated consent status by selecting on the user device 600 one or more fields in
the consent status that they wish to revoke or modify access to. For example, the
user may indicate that they wish to completely revoke access to all personal data
that was provided to the relying party. The user device 600 may then transmit the

updated consent status to the digital identity computer 604.

[0103] In step S908, after receiving the updated consent status, the digital
identity computer 604 may delete any stored data related to the consent. For
example, the digital identity computer 604 may delete the encrypted personal data

stored.

[0104] In step S910, after deleting data related to the consent status, the
digital identity computer 604 may notify the user device 600 that the digital identity

computer 604 has deleted all data relating to the consent status.

[0105] In step S912, after receiving the updated consent status, the digital
identity computer 604 may notify the relying party computer 710 to delete all data

relating to the consent status.
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[0106] In step S914, after receiving the notification to delete all data from the
digital identity computer 604, the relying party computer 710 may delete all data
relating to the consent status. For example, the relying party computer 710 may

delete the personal data associated with the user and the access token.

[0107] In step S916, after deleting all data relating to the consent status, the
relying party computer 710 may notify the digital identity computer 604 that all data
was deleted.

[0108] In step §918, after receiving notification that the digital identity

computer 604 has deleted relevant data, the digital identity computer 604 may notify

the user device 600 that all data relating to the consent status has been deleted.

[0109] FIG. 10 shows a block diagram of a digital identity computer 1000
according to embodiments. The digital identity computer 1000 may be operated by a
processing network. The digital identity computer 1000 may comprise a processor
1002. The processor 1002 may be coupled to a memory 1004, a network interface
1006, a computer readable medium 1008, and a database 1010. The computer
readable medium 1008 may comprise any suitable number and types of software

modules.

[0110] The memory 1004 may be used to store data and code. The memory
1004 may be coupled to the processor 1002 internally or externally (e.g., via cloud
based data storage), and may comprise any combination of volatile and/or non-
volatile memory such as RAM, DRAM, ROM, flash, or any other suitable memory
device. The database 1010 may be similar to the memory 1004, and may store

ciphertexts such as encrypted personal data associated with a user.

[0111] The network interface 1006 may include an interface that can allow the
digital identity computer 1000 to communicate with external computers. The network
interface 1006 may enable the digital identity computer 1000 to communicate data to
and from another device such as a user device, relying party computer, identity
provider computer, acquirer computer, key management computer, etc. Some
examples of the network interface 1006 may include a modem, a physical network
interface (such as an Ethernet card or other Network Interface Card (NIC)), a virtual
network interface, a communications port, a Personal Computer Memory Card

International Association (PCMCIA) slot and card, or the like. The wireless protocols
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enabled by the network interface 1006 may include Wi-Fi™. Data transferred via the
network interface 1006 may be in the form of signals which may be electrical,
electromagnetic, optical, or any other signal capable of being received by the
external communications interface (collectively referred to as “electronic signals” or
“electronic messages”). These electronic messages that may comprise data or
instructions may be provided between the network interface 1006 and other devices
via a communications path or channel. As noted above, any suitable communication
path or channel may be used such as, for instance, a wire or cable, fiber optics, a
telephone ling, a cellular link, a radio frequency (RF) link, a WAN or LAN network,

the Internet, or any other suitable medium.

[0112] The computer readable medium 1008 may comprise code, executable
by the processor 1002, for a method comprising: receiving, by a digital identity
computer, a request for personal data associated with a user comprising a first public
key associated with a relying party or derivative thereof; retrieving, by a digital
identity computer, encrypted personal data associated with the user, wherein the
personal data is encrypted with a second public key associated with the user;
encrypting, by the digital identity computer, the encrypted personal data with the first
public key associated with a relying party or derivative thereof to form subsequently
encrypted personal data; and transmitting, by the digital identity computer, the
subsequently encrypted personal data or derivative thereof to a (i) relying party
computer, or (ii) a user device associated with the user and wherein the user device,
which thereafter transmits the subsequently encrypted personal data or derivative
thereof to the relying party computer, wherein in after either (i) or (ii), the relying
party computer obtains the personal data from the subsequently encrypted personal

data or derivative thereof.

[0113] The computer readable medium 1008 may comprise a number of
software modules including, but not limited to, an encryption module 1008A, a key
management module 1008B, a consent management module 1008C, and a

communication module 1008D.

[0114] The encryption module 1008A may comprise code that causes the
processor 1002 to perform encryptions and decryptions of data. The encryption

module 1008A may generate encryption key, and use the encryption keys to encrypt
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and decrypt data. For example, the encryption module 1008A may generate a long-
term public key that is used to encrypt personal data of users in storage (e.g., in the
memory 1004 or the database 1010). The encryption module 1008A may
additionally receive user public keys and relying party public keys and encrypt

personal data, or perform re-encryptions using re-encryption keys.

[0115] The key management module 1008B may comprise code that causes
the processor 1002 to manage encryption keys. For example, the key management
module 1008B may allow the digital identity computer 1000 to communicate with a
key management computer to store encryption keys. The key management module
1008B may store and retrieve encryption keys associated with users and relying

parties from key databases managed by key management computers.

[0116] The consent management module 1008C may comprise code that
causes the processor 1002 to generate, modify, and delete consents for users. For
example, the consent management module 1008C may generate a consent request
for a user to respond to. The consent management module 1008C may then
generate access tokens that indicate the level of consent, and length of time that the
user consents to. The consent management module 1008C may also receive
revoke requests from user devices, and modify consents according to the revoke

request.

[0117] The communication module 1008D may comprise code that causes the
processor 1002 to generate messages, forward messages, receive message,
reformat messages, and/or otherwise communicate with other entities. In some
embodiments, the communication module 1008D may facilitate messages being
transmitted to and from a user device, a relying party computer, an identity provider

computer, etc.

[0118] FIG. 11 shows a block diagram of a user device 1100 according to
embodiments. The user device 1100 may be operated by a user. The user device
1100 may comprise a processor 1102. The processor 1102 may be coupled to a
memory 1104, a network interface 1106, and a computer readable medium 1108.
The computer readable medium 1108 may comprise any suitable number and types

of software modules.
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[0119] The memory 1104 and network interface 1106 may have the same or
different features to the previously described memory 1004 and network interface
1006.

[0120] The computer readable medium 1108 may comprise code, executable
by the processor 1102, for a method comprising: initiating, by a user device, a
request for personal data associated with the user operating the user device,
wherein a relying party computer communicating with the user device transmits the
request for personal data to a digital identity computer, the request comprising a first
public key associated with the relying party operating the relying party computer; and
transmitting, by the user device to the digital identity computer, consent for the
personal data to be shared with the relying party, wherein thereafter the digital
identity computer completes the request for personal data associated with the user
by: encrypting, by the digital identity computer, the encrypted personal data with the
first public key associated with a relying party or derivative thereof to form
subsequently encrypted personal data; and transmitting, by the digital identity
computer, the subsequently encrypted personal data or derivative thereof to a (i)
relying party computer, or (ii) a user device associated with the user and wherein the
user device, which thereafter transmits the subsequently encrypted personal data or
derivative thereof to the relying party computer, wherein in after either (i) or (ii), the
relying party computer obtains the personal data from the subsequently encrypted

personal data or derivative thereof.

[0121] The computer readable medium 1108 may comprise a number of
software modules including, but not limited to, an encryption module 1108A, a digital

identity application 1108B, and a communication module 1008D.

[0122] The encryption module 1108A may comprise code that causes the
processor 1102 to perform encryptions and decryptions of data. The encryption
module 1108A may generate encryption key pairs using an asymmetric commutative
encryption scheme. For example, the encryption module 1108A may generate a
user public key and user secret key. The encryption module 1108A may use the
user public key to encrypt personal data. Additionally, the encryption module 1108A

may generate re-encryption keys using the user secret key and a relying party public
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key. The encryption module 1108A may apply the re-encryption key to modify the

encryption on encrypted data.

[0123] The digital identity application 1108B may comprise code that causes
the processor 1102 to maintain a digital identity account. The digital identity
application 1108B may store personal data associated with the user operating the
user device 1100. The digital identity application 1108B may allow the user device
1100 to communicate with a digital identity application server, which maintains the
digital identity account. The digital identity application 1108B may additionally allow
the user to manage consents related to the digital identity account. For example, if
the user device 1100 transmitted personal data stored by the digital identity
application 1108B and provided consent to a relying party to access the personal

data, the digital identity application 1108B may be used to modify the consent.

[0124] The communication module 1100C may have the same or different

features to the previously described network interface 1008D.

[0125] Any of the software components or functions described in this
application may be implemented as software code to be executed by a processor
using any suitable computer language such as, for example, Java, C, C++, C#,
Objective-C, Swift, or scripting language such as Perl or Python using, for example,
conventional or object-oriented techniques. The software code may be stored as a
series of instructions or commands on a computer readable medium for storage
and/or transmission, suitable media include random access memory (RAM), a read
only memory (ROM), a magnetic medium such as a hard-drive or a floppy disk, or an
optical medium such as a compact disk (CD) or DVD (digital versatile disk), flash
memory, and the like. The computer readable medium may be any combination of

such storage or transmission devices.

[0126] Such programs may also be encoded and transmitted using carrier
signals adapted for transmission via wired, optical, and/or wireless networks
conforming to a variety of protocols, including the Internet. As such, a computer
readable medium according to an embodiment of the present invention may be
created using a data signal encoded with such programs. Computer readable media
encoded with the program code may be packaged with a compatible device or

provided separately from other devices (e.g., via Internet download). Any such
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computer readable medium may reside on or within a single computer product (e.qg.
a hard drive, a CD, or an entire computer system), and may be present on or within
different computer products within a system or network. A computer system may
include a monitor, printer, or other suitable display for providing any of the results

mentioned herein to a user.

[0127] The above description is illustrative and is not restrictive. Many
variations of the invention will become apparent to those skilled in the art upon
review of the disclosure. The scope of the invention should, therefore, be
determined not with reference to the above description, but instead should be
determined with reference to the pending claims along with their full scope or

equivalents.

[0128] One or more features from any embodiment may be combined with
one or more features of any other embodiment without departing from the scope of

the invention.

[0129] As used herein, the use of "a," "an," or "the" is intended to mean "at

least one," unless specifically indicated to the contrary.
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WHAT IS CLAIMED 1S:

1. A method comprising:

receiving, by a digital identity computer, a request for personal data
associated with a user comprising a first public key associated with a relying party or
derivative thereof;

retrieving, by a digital identity computer, encrypted personal data
associated with the user, wherein the personal data is encrypted with a second
public key associated with the user;

encrypting, by the digital identity computer, the encrypted personal
data with the first public key associated with a relying party or derivative thereof to
form subsequently encrypted personal data; and

transmitting, by the digital identity computer, the subsequently
encrypted personal data or derivative thereof to a (i) relying party computer, or (ii) a
user device associated with the user and wherein the user device, which thereafter
transmits the subsequently encrypted personal data or derivative thereof to the
relying party computer, wherein in after either (i) or (ii), the relying party computer
obtains the personal data from the subsequently encrypted personal data or

derivative thereof.

2. The method of claim 1, wherein the request for personal data
associated with the user is received from the relying party computer,

wherein the digital identity computer accesses a database to retrieve
the encrypted personal data,

wherein the digital identity computer encrypts the encrypted personal
data using the first public key associated with the relying party to form the
subsequently encrypted personal data and transmits the subsequently encrypted
personal data to the user device associated with the user, and

wherein the user device uses a secret key associated with the second
public key to remove a layer of encryption from the subsequently encrypted personal
data to form the derivative of the subsequently encrypted data before transmitting
the derivative of the subsequently encrypted personal data to the relying party

computer.
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3. The method of claim 1, wherein the request for personal data
associated with the user is received from the user device, the request comprises the
derivative of the first public key, the derivative of the first public key being a re-
encryption key, which is computed using the first public key associated with the
relying party and a secret key associated with the second public key,

wherein the digital identity computer accesses a database to retrieve
the encrypted personal data,

wherein encrypting the encrypted personal data to form subsequently
encrypted personal data comprises applying the re-encryption key to the encrypted
personal data, and

wherein the digital identity computer transmits the subsequently

encrypted personal data associated with the user to the relying party computer.

4, The method of claim 1, wherein the request for personal data
associated with the user is received from the user device,

wherein the digital identity computer accesses a database to retrieve
the encrypted personal data and encrypting the encrypted personal data to form
subsequently encrypted personal data further comprises:

encrypting, by the digital identity computer, the encrypted personal
data using the first public key associated with the relying party to form subsequently
encrypted personal data;

transmitting, by the digital identity computer to a key management
computer, the subsequently encrypted personal data;

receiving, by the digital identity computer from the key management
computer, the derivative of the subsequently encrypted personal data, wherein the
key management computer uses a secret key associated with the second public key
to remove a layer of encryption from the subsequently encrypted personal data to
form the derivative of the subsequently encrypted personal data; and

wherein the digital identity computer transmits the derivative of the

subsequently encrypted personal data to the relying party computer.

5. The method of claim 1, wherein the request for personal data
associated with the user is received from a key management computer, the request

further comprising the derivative of the first public key, which is a re-encryption key
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computed using the first public key associated with the relying party and a secret key
associated with the second public key,

wherein the digital identity computer accesses a database to retrieve
the encrypted personal data,

wherein encrypting the encrypted personal data to form subsequently
encrypted personal data comprises applying the re-encryption key to the encrypted
personal data, and

wherein the digital identity computer transmits the subsequently

encrypted personal data to the relying party computer.

6. The method of claim 1, wherein the digital identity computer
encrypts the encrypted personal data using the first public key associated with the
relying party to form the subsequently encrypted personal data and transmits the
subsequently encrypted personal data to the user device associated with the user,
and the method further comprises:

transmitting, by the digital identity computer to the user device, a
consent request comprising the subsequently encrypted personal data; and

receiving, by the digital identity computer from the user device, the
derivative of the subsequently encrypted personal data, wherein the user device
used a secret key associated with the second public key to remove a layer of
encryption from the subsequently encrypted personal data to form the derivative of

the subsequently encrypted data.

7. The method of claim 6, wherein the digital identity computer
accesses a database to retrieve the personal data encrypted with the second public

key associated with the user.

8. The method of claim 6, wherein retrieving encrypted personal
data associated with the user comprises:

transmitting, by the digital identity computer to an identity provider
computer, a request for personal data encrypted with the second public key
associated with the user,

receiving, by the digital identity computer from the authorizing entity
computer, encrypted personal data, wherein the personal data is encrypted with a

second public key associated with the user.
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9. The method of claim 1, wherein the user device is a mobile

device.

10.  The method of claim 1, wherein the encrypted personal data

associated with the user comprises an assertion of the personal data requested.

11. The method of claim 1, wherein the user device transmits a
consent for sharing the personal data associated with the user, the consent
comprising a length of consent for the personal data to be shared for and a level of

access of the personal data.

12. The method of claim 1, wherein the second public key
associated with the user is a public key unique to and stored by a digital identity

application on the user device.

13.  The method of claim 1, wherein the first public key associated
with the relying party and second public key associated with the user are generated

using a public-secret key commutative encryption scheme.

14.  The method of claim 1, wherein the personal data associated

with the user comprises identity data.

15.  Adigital identity computer comprising:

a processor; and

a non-transitory computer readable medium comprising instructions
executable by the processor to perform operations including:

receiving, by a digital identity computer, a request for personal data
associated with a user comprising a first public key associated with a relying party or
derivative thereof;

retrieving, by a digital identity computer, encrypted personal data
associated with the user, wherein the personal data is encrypted with a second
public key associated with the user,;

encrypting, by the digital identity computer, the encrypted personal
data with the first public key associated with a relying party or derivative thereof to

form subsequently encrypted personal data; and
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transmitting, by the digital identity computer, the subsequently
encrypted personal data or derivative thereof to a (i) relying party computer, or (ii) a
user device associated with the user and wherein the user device, which thereafter
transmits the subsequently encrypted personal data or derivative thereof to the
relying party computer, wherein in after either (i) or (ii), the relying party computer
obtains the personal data from the subsequently encrypted personal data or

derivative thereof.

16.  The digital identity computer of claim 15, further comprising a
database comprising encrypted personal data for a plurality of users, wherein the
personal data of one of the plurality of users is encrypted using a public key unique

to the user.

17. A method comprising:

initiating, by a user device, a request for personal data associated with
the user operating the user device, wherein a relying party computer communicating
with the user device transmits the request for personal data to a digital identity
computer, the request comprising a first public key associated with the relying party
operating the relying party computer or a derivative thereof; and

transmitting, by the user device to the digital identity computer, consent
for the personal data to be shared with the relying party, wherein thereafter the
digital identity computer completes the request for personal data associated with the
user by:

encrypting the encrypted personal data with the first public key
associated with a relying party or derivative thereof to form subsequently encrypted
personal data; and

transmitting the subsequently encrypted personal data or derivative
thereof to a (i) relying party computer, or (ii) a user device associated with the user
and wherein the user device, which thereafter transmits the subsequently encrypted
personal data or derivative thereof to the relying party computer, wherein after either
(i) or (ii), the relying party computer obtains the personal data from the subsequently

encrypted personal data or derivative thereof.

18. The method of claim 17, wherein the user device is a mobile

device.
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19.  The method of claim 17, wherein the consent comprises a
length of time in which the relying party computer can have access to the personal
data, and a level of access, where the level of access determines if the personal

data is sent or an assertion of the personal data is sent.

20. The method of claim 17, wherein the personal data comprises

identity data.
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