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DI G TAL ANTI - COUNTERFEI TI NG SOFTWARE METHOD AND APPARATUS FI ELD OF
THE | NVENTI ON : This i nvention relates generally to a method
and appar at us, as inplenented by a software program on a conputer
system for WO09720298pr oduci ng counterfeit-deterring scranbl RIT/EE96/238ed

I ndi ci a I mges, typically in a printed form This nethod and
system are 5 capabl e of combining a source image with a latent inage
so the | atent image is visible only when viewed through a speci al
decoder | ens. BACKGRClJND | NFORMATI"ON To prevent

unaut hori zed dypllGati : j&&yWnt Iy
there is speci@ar 1 pattet or
sheet mater |W_ checks currency, and the Ilike.

The indicia or bagkarDuwhdidn! 8éiatdss generally't‘@ﬁ&ﬁ’étﬁﬁaogn& %ﬁﬁ%ﬁhﬁset

mat eri al usual I, 2 0£re e of 9 rocess suc

printing, | ﬁ%d‘é‘? %ﬁﬁn %t%gr%rs@égwsre jBrogram og ﬁeFW‘WE R e a

syst ens, by producisgy @uqﬂmcgtaﬂhterrmg scrambléddor byodet o;indtht:n.ﬂg,
and a host GinagleBer ¢ B :.nTéf"i)r:Lnted forﬂ?at tI‘ﬁE.Q rﬁgtﬁdadhﬁaasy@@énggre

produced with | nary I ks,, rom Cl

magngt ic, f Icl%’la%’gseﬁ% c%'g’b’txﬁ’élq B §ource imag: f“ﬁ’f'ﬁ‘n Boaﬁé?%t viage ﬁﬁthE
baked on, frhtﬁhtgh@mn&stlv;amble only nehen i xiewsdichhasugh | xespeallay or
azo dyes, agdcbher! 1&gs. Most of these patterns placed on sheet

materi al s d%&%&%&%‘ INFORMATI

To prevent unauthorized duplication or alteration of

.0 documents, frequently there is special indicia or a background

pattern provided for sheet materials such as tickets, checks,

currency, and the like. The indicia or background pattern is

imposed upon the sheet material usually by some type of printing

process such as offset printing, lithography, letterpress or

5 other like mechanical systems, by a variety of photographic

methods, by xeroprinting, and a host of other methods. The

pattern or indicia may be produced with ordinary inks, from

special inks which may be magnetic, fluorescent, or the like,

from powders which may be baked on, from light sensitive

0 materials such as silver salts or azo dyes, and the like. Most

of these patterns placed on sheet materials depend upon

complexity and resolution to avoid ready duplication.

Consequently, they add an increment of cost to the sheet

material without being fully effective in many instances in

5 providing the desired protection from unauthorized duplication
or alteration.

Various methods of counterfeit-deterrent strategies have
been suggested including Moire-inducing 1line structures,
variable-sized dot patterns, latent images, see-throughs, bar-

10 codes, and diffraction based holograms. However, none of these
methods employs a true scrambled image or the added security
benefits deriving therefrom.
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Consequently, they add an increnent of cost to the sheet materi a
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desired protection from unauthorized duplication : or alteration
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suggested i ncludi'ng Mire-inducing |ine structures, vari able-si zed
dot patterns, |atent images, see-throughs, bar- 30 codes, and
diffraction based hol ograns. However, none of these met hods

enpl oys a true scranbled i mage or the added security benefits
deriving therefrom 97/ 20298

PCT/ US96/ 19310 This same inventor earlier disclosed a noved- system for

This sanme inventor_earlier..disclgsed a _no t far .codi_ng and
decodi ng i n%ﬁcgr%? oaff’%rcli%(iog&nﬁatlﬁg?cb?f B?Oég}&?t?gg; arﬁaereOr bY pradycing a
panor anagr PATHEGX PRAECTanaITaR|iglags -andhesp Riinsipdes and embogdimgngs

Patent No. &% 987s56Patkfi6URE. Fehibaal 568D, i88¥éd aFebrlary 100€h0B¥ are

[ nc?,r por at P}g by refer ence. %mfy |rn%|EC|ea yer tger ef %riali{layWere . {%%S.ched

photogr aphi %ﬁ%%? FEFREPRTFERT i RLITAF S FPRES scr 6th TI016: pref Ycul ar

screen) w thraguced\phopagraphicaldydusingya (kenpiqgdar line s¢xems {@se.i nch).

A speci al i zed ed¢lieulher SOSEAD witANENendWrOBpatial lend@eHSeey! (e R .O0duce the

paral lax i rﬁ%eess %Ceg' ?.%cﬁpe Oﬁ e:.=xr.~deec %rllz.ggg auto-stereoscopic camera might
be used to produce the parallax image such as the one described

10 in this inventor’s U.S. Patent No. 3,524,395, issued August 18,
1970, and U.S. Patent No. 3,769,890, issued November 6, 1973.

Photographic, or analog, production of coded indicia images
has the drawback of requiring a specialized camera. Also, the
analog images are limited in their versatility in that an area

15 of scrambled indicia is generally noticeable when surrounded by
non-scrambled images. Also, it is difficult to combine several
latent images, with potentially different scrambling parameters,
due to the inability to effectively re-expose film segments in
generating the scrambled, photographic image.

20 Accordingly, a method and apparatus are needed whereby the
photographic process and its results are essentially simulated
digitally wvia a computer system and related software.
Additionally, a systeui is needed whereby scrambled latent images
can be integrated into a source image, or individual color

25 components thereof, so that the source image is visible to the
unaided eye and the latent image is visible only upon decoding.
Alsc needed is the ability to incorporate multiple latent
images, representing different "phases", into the source image
for added security.

i0 SUMMARY OF THE INVENTION

The present invention provides a software method and
apparatus for digitally scrambling and incorporating latent
images into a source image. The latent image -- in digitized
form -- can be scrambled for decoding by a variety of lenticular

-5 lenses as selected by the user, with each lens having different
optical properties such as different line densities per inch,
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10 inthis inventor's U S. Patent No. 3,524,395, issued August 18,
1970, and U. S. Patent No. 3,769, 890, issued Novenber 6, 1973.

Phot ogr aphi ¢, or anal og, production of coded indicia inmges has t he
drawback of requiring a specialized canera. Also, the anal og i mages
are limted i wobmdozesversatility in that an area 15 of PEOVERIEINVL)
indiciais generally noticeable when surrounded by non- scr anbl ed

i mges. Also, it is difficult to conbine several | at ent i nmages,
with potentially different scranbling paraneters, due to the
inability to effectivel y re- expose filmsSegnents in generating the
scranbl ed, phot ographi_¢ i mage. Accordingly, net hod and

appar at us ar¥HSFicd GREFRFSAY hEad’-us of GNEVBE¥EHhEET prtﬁ’@es]:@r{sﬁi‘(f‘-ﬁ £8.
resul ts are Eifsrienz| Qpgseealloff edrambl ing wmliglit alllsy beasalecygdl wdlereiat em

and rel at ed tfﬁﬁéﬁt image 1sAQg¥Eh %yznécsgdﬁfgﬁéf;ﬁﬁ%ﬁﬁg&i@gﬁgeg¥

scranbl ed | at ent 0O a source i
i ndi vi dual c]o‘}rtﬁs ?5 ﬂeme’&%?rpor?éﬁt §eFﬁ€%%fP“’§{9SFﬁat tPﬁé“‘éinFrRS’é-quQf i's

visilgle to tdkements wouldabeled funetaotl dbhecheatllenls dengetys visible only
upon decodi ng. d h tQ i RE ate. | tiple
| at ent | n%&egou%%resé%t (?g k:ge#"fg'-’rlen%lln"zteéé\sgg gl&’fé) e & ?g&r Be

i mge sexigs azfde‘enmmqqal 130 numbersmwm\e CHree making| Ty the

ghe |tor|e|sent Sd’t\&iﬁﬂl leﬂnlﬂlééwt Ciragess Of buAEFaTBi, hefteANHard copy :La«ratgersahyé for
n I_n r
e e AT A00:hRGE DO LAY AP serin of MRSRIANEO LB B0UT CO
for fecodi nnghamevery @FnSJewuwendlys to th%n%%]so'%ﬁs Seundt &n s;xet he
user, wth Mduen_&oiapdnéw: @airk@r 86t the image.OPtrheaboPEwdda iniethodUghAdas
di fferent l'éBEé%%@%Btlgst ) pféyégt invention, takes the rasterized lines
of the source image and reforms them into the same general
pattern as the lines of the scrambled latent image. Hence,

18 where the source image is darker, the scrambled lines are formed
proportionately thicker; where the source image is lighter, the
scrambled lines are formed proportionately thinner, The
resulting combined image éppears to the unaided eye like the
original source image. However, since the component rasterized

20 lines are formed in the coded pattern of the scrambled latent
image, a decoder will reveal the underlying latent image. Due
to the high printing resolution needed for such complex
scrambled lines, attempts to copy the printed image by
electromechanical means, or otherwise, are most often

25 unsuccessful in reproducing the underlying latent image.

As a result of this digital approach, several different
latent images can be scrambled and combined into an overall
latent image, which can then be reformed into the rasterized
source image. This is achieved by dividing the rasterized lines

30 into the appropriate number of images (or phases) and
interlacing the phased images in each raster line element. Each
individual latent image might be oriented at any angle and
scrambled to a different degree, so long as the scrambling of

. each image is a functional multiple of the known decoder

35 frequency. Alternatively, the grey scale source image might be
divided up into primary’ component printing colors f(e.g. cyan,
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- 3- and/or a different radius of curvature for the lenticul as.
Different degrees of scranbling mght al so be sel ected wherein t he
| atent image is divided up into a higher multiplicity of | i nes or
el ements. Forywdapeehesd purposes, the multiplicity of 5 pCRhRiER Wwoul d
be a function of the | ens density. The source image 1S then
rasterized, or divided up into a series of lines equal in nunber
to the lines making up the scranbl ed | atent inmages. Generally,
when hard copy inmages are printgd. the image is made up of a
series of "printers dots" 10 whi ch vary in density according to the

col ors foundnsigenthe yellow, amdrlb]msk,cmrpamm pedi sgxder, hBlheﬁgﬁ- R?éhﬁf

sof tware net n [ ti es t he
rasterized Idllglgl% Color b:ftﬁﬁe source |mar§§ gih%%ren#or{rlrég g%ﬁ Fﬁﬁ sane
gener al appligaELeRf- as & h8CFTRALD 1?W%c%med°¥aﬁemulbr¥&g>@aseﬂence,
15 wherimaighe souldetheride iinddeideslly heformedblifto | édwms c%@oheﬁﬁed

Propgr ti onatglyy,t hi 5583 %ﬁ%ﬁﬁﬁég% (E‘Hec%ollgggeﬁ!: Sforngkghe 1 HE&na‘i source

scranbled Ilines’ are i onat
resul ting céf@eRed q%g@%&ﬂﬁar‘sﬂh Fﬁ*ée%anéd dé?éerglk’é iatent images

origi nal somid@enhmigechdlaiEffRirensi aemoi-hgegﬁﬁm@ient rasterized 20

lines are forned t.ern _qf t Iedlate
i mge, a decoderTbvlgl%’PE%&E%j If‘ﬁeg’t:re? 9‘)% nai}é a¥ é‘°nDﬁ’g flipping;
t he hi gh priegchn@®fr &hel Lelementse il #—1@# b@mrco#pam after it shamnbeen

| i nes, at t edpvidka @@Q}érbhalealmwl J.ltﬁaéﬂerﬁéhtal line pRixRG rqt:@m%nbéaﬁ
en unsucgessf ul

means, t

reprodum ng ? %ggﬁﬁﬁ%? ’ﬁveﬁ't% r'ra £ vnlque seeffB uees E?&FFiB?thl s
di gital applsbaé'ﬁersé@épdﬁ drlmge%nwhen each pft she edagentsakshElippedbl ed
and conbi nedbbit0ife ¥Es by one-hundred and eighty (180) degrees. This

same effect was achieved by the process of U.S. Patent No.
15 3,937,565, and the cited stereographic cameras therein, through
the inherent flipping of an object when viewed past the focal
point of a lens. The flipped elemental lines are then reformed

into the rasterized source image. While enhancing the sharpness
of the latent image, the flipping of the elements has no

20 adverse, or even noticeable, effect on the appearance of the
final coded source image. Moreover, by combining two images
consisting of one image where the elements are flipped and
another where they are not flipped, the appearance of a spatial
separation of the two images will occur upon decoding.

25 As needed, the source image might simply consist of a solid
color tint or a textured background which would contain hidden
latent images when wviewed through the proper decoder. Such
solid, tinted areas might frequently be found on checks,
currency, tickets, etc.

30 ~ Other useful applications might include the latent encoding
of a person’s signature inside a source image consisting of that
person’s photograph. Such a technique would make it virtually
impossible to produce fake ID’s or driver’s licenses through the
common technique of replacing an existing picture with a false

35 one. Other vital information besides the person’s signature
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latent image, which can then be reformed into the rasterized source

I mge. This is achieved by dividing the rasterized |ines 30 into the
appropriate nunber of images (or phases) and i nterlacing the
phased inmages in each raster line elenent. Each i ndi vi dual | atent

i mage mi ght b¥WoR7283Bed at any angle and scranbl ed PETHSIIBWY ent
degree, so long as the scranbling of each image is a functiona
mul ti ple of the known decoder 35 frequency. Alternatively, the grey
scal e source image m ght be di vided up into prinmary conponent
printing colors (e.g. cyan, -5 - WD 97/ 20298

PCT/ US96/ 19310 . . . -
magent a, yel?'(llzd A %en%?tbrl’agﬁfg%tf' éﬁ&ﬁ?lF%%a,u&nexelﬁ‘,“b%ere,tcdp M‘: a.lso be
Singl e col oARELEARE ¥ thet SatAnhAmags FafeenSeding inter the Bource image.
app: ijca}] ions. Asangrdﬁlnli& ﬁ@éfmt appBiea ti@nsﬁmﬂgﬂiﬁ lingllaged for exampié/TBOE,
coul d then i ndi.«i dual |y refor nto_each conponent . .. COlOr.
Upon rej oi n?ﬁ& (r#) l\tjﬁglggl'ofg'e?%t ngﬁh?‘nep PRET* dur‘%:}boq;o lgentlf?‘ﬁﬁbg‘,mt he
decoBler wi | kardseal cutreentiy.f espacidht aventnagickets, stockisddandi nbodnd

different Cobeti8€6#E&S S bank and traveld¥®d PFIRRAY, |dntancoaRtab2e;fihps
the option f eré%nt .of the l.atent 1 ndEge
|

f.fli ' , h h
after it hagaﬁgilﬁp%'ngg' f“d??ﬁ’cé’(af%ofggﬁ‘%?efol it TR dHERPaFaPeHe

parts. As hauydhee@D’s, cosmetics, machine parts, and pharmaceuticals), tax
and postage stamps, birth certificates, vehicle restoration
10 cards, land deed titles, and visas.
Thus, an objective of the present invention is to provide
a counterfeit-deterrent method and apparatus, as implemented by
a software program on a computer system, for producing scrambled
or coded indicia images, typically in a printed form. The coded
15 image can then be decoded and viewed through a special lens
which is matched to the software coding process parameters.
A further objective of the present invention is to provide
a counterfeit-deterrent method and apparatus, as implemented by
a software program on a computer system, wherein a source image
20 is rasterized, and the latent image is broken up into
corresponding elemental lines, and the rasterized source image
is reconstructed according to the coded pattern of the scrambled
image. _
Yet a further objective of the present invention is to
15 provide a counterfeit-deterrent method and apparatus, as
implemented by a software program on a computer system, wherein
the source image is converted into a grey scale image for
incorporation of a latent scrambled image.
Still another objective of the present invention is to
30 provide a counterfeit-deterrent method and apparatus, as
implemented by a software program on a computer system, wherein
the grey scale source image is further separated out into its
component color parts for possible incorporation of latent
scrambled images into each component color part, with the parts
15 béing rejoined to form the final encoded source image.

SUBSTITUTE SHEET (RULE 26)



di scover ed by the inventor, this unique step produces relatively

shar per decoded i nages when each of the elenments is flipped about
ists axis by one-hundred and eighty (180) degrees. This sanme effect
was achi eved by the process of U S. Patent No. 15 3,937,565, and the
cited stereogfgitosegCaneras therein, through t he i nikan@3tndskd PpPi ng
of an object when viewed past the focal point of a lens. The
flipped elenmental lines are then reforned into the rasterized
source i mage. Wil e enhancing the sharpness of the latent imge,
the flipping of the elements has no 20~ 6 - adverse, or even noticeable,

ef fect on the appearance of the final coded source inage.

Mor eover, by conbiffilf§ed bl eciste of the pregpntsinvgnbionds raeprovis e t he
el enents ar af édumpadednd deterrent aiethbar and eipbaratnsar 8= ri@fpl‘ehhﬁeed,b;} he
appear ance e | e s S occur
upon decodi %g.sga‘é%é %rogramAcsm n%e%gl[ﬁ Lcte%g sg%ﬁ'%@é %ﬁﬁ%eelﬁggﬁt g@?‘ﬂ%‘i‘v

consi st of &iBesi@f the scramhled timageomay bexxptagedaekgEdippedhakiutioul d
contsi n hi dgReir axis ad alkeabsafpoasr \Hickelboved by rehiuske proper

decoder. Such soli Linted_ar .ght. _freguent.l y. be fou on
checks, % ufrurré" r}ﬁ? f/: , 8%? %‘f(te’tvse, °§t Eﬁe %% dint t"'nveggi’%'é r"syu §8f W‘”{Eje
appl i cati ond ¢syphenfedtudetenrentimeshodnendiiapparatus, agfimplpoenved by

ohor S o, “BSECAES pamn i O e syt sherein 08 Sl
Broduge 1I‘O ak@l??ﬁ%'ao‘%h%r*?%'&&\gﬁi ABREEs °Pﬁ’1‘?8§5ﬁ ?geayfir“ l%%?f;%n"s"fa&%ni que
of ¥%pl aci nghigh chast been peticed and hserampled 3B a fungtdon @fhey wdenl
i nf or mat i ong§bsdERs detvdee! 8eAs L W gdrambling factor. WD 97/ 20298
PCT/ U596/ 19310 Yet another objective of the present invention is to
provide a counterfeit-deterrent method and apparatus, as
implemented by a software program on a computer system, wherein
15 the "two phased" scrambled image is sliced as a function of a
user selected decoder density, and each slice is halved into two
sub-slices, and the first and second latent images are
alternately interlaced in the sub-slices, with each latent image
scrambled by a user selected scrambling factor.
20 Still another objective of the present invention is to

provide a counterfeit-deterrent method and apparatus, as
implemented by a software program on a computer system, wherein
the "three phased" scrambled image is sliced as a function of a
user selected decoder density, and each slice is divided into
25 three sub-slices, and the first, seéond, and third latent images
are alternately interlaced in the sub-slices, with each latent
image scrambled by a user selected scrambling factor.
Yet another objective of the present invention is to
provide a counterfeit-deterrent method and apparatus, as
30 implemented by a software program on a computer system, wherein
an "indicia tint" is produced which is similar to a two phased
SI, but with one source file, and every second sub-slice of the
input image is the complimenter of the £irst sub-slice.
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:5- (e.g. height, weight, identification nunber, etc.) m ght

al so be included in the latent inage for encoding into the source
L mage. Still other useful applications mght include, for
exanpl e, the follow ng: credit cards, passports,

phot o-1 denti f wapdinomes 5 cards, currency, special ewverusdisioets,
stocks and bond certificates, bank and travel ers checks,
anti-counterfeiting | abel s (e.g. for designer clothes, drugs,

| i quors, video tapes, audio CD s, cosnetics, nmachine parts, and
pharmaceutical s), tax and post-ade-stanps, birth certificates,
vehicl e restoratlon 10 cards, land deed titles, and visas.

Thus, an objecti e further qhisSEATe| 9% &hie BREPEDE o-eRH1g8 is to provide
counterfeit aieioantenfeim«tdmiazamdtaxp@amd and appargtesieasetimblemented by a

sof tware pragr Qﬁg& ng or
coded i ndi c?‘% ?gn%%sﬁ t p| ca I y | n% e&mrﬁ%egg or%hl Tr@%%%ghd%% SOUXet m ge
can then be HAISIcEPRHFLA ePedt SPi9FecPEl Higks pattern Wmcﬁhﬁs

mat cbed to t&tfra&anﬂéuamag@dimmom%ﬁ prhesetherisut the elemental Aihust her
obj ective of C#e{wflﬁéﬁgg ?%Wygog iétE FHP‘Qb‘}%cc occurs dﬂ'b underlying a

counterfeit- err appar at us, npl enen
sof tware pr Oft@RtoAMaIRonput er syst em vvherel n a source i mge 20 is

rasterized, andstib® anhothet obfegeive Sof bthéepresgnt i lhvention is to

Ceconstruct G RARST R coliSreliatPet AR, e 007 OHhd” ApfiReus, as 1

i mag8. implementeddiy 2 sofEware cnarose'ﬁmvrencﬁ CORPUSPESBYREEM Mberelni s to
25 | prgvu'lfée 1aacefmom?dagéf dist edﬁs‘oaeaemre&ewodntand cuiIRaial ¥isibde
i mpl enent e sof t oqr ac t LeLN . N
t he sourceléﬁéﬁals cg%%%r %ﬁ%nt&ag gregﬁg%aELeg%%%gn%o?ggdgen image
i ncor por at | &Ff8FCta | atent scranbl ed i nage. Still another
obj ective of theypteseitithetVasbjedtive ¢f the present invention is to
15 provide a counterfeit-deterrent method and apparatus, as

implemented by a software program on a computer system, wherein
a bitmap source image is used (instead of a grey scale image) to
create hidden images behind single color source images or
sections of source images. .

20 Still another related objective of the present invention is
to provide a counterfeit-deterrent method and apparatus, as
implemented by a software program on a computer system, wherein
a multilevel, 3-dimensional relief effect is created by applying
different scrambling parameters to an image and its background.

25 Another related objective of the present invention is to
provide a counterfeit-deterrent method and apparatus, as
implemented by a software program on a computer system, wherein
"void tint" sections might be produced and the word "void," or
similar such words, would appear across documents if attempts

30 are made to photocopy them.

Yet another possible objective of the present invention is
to use the software program and computer system to produce the
equivalent of "water marks" on paper products.
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30 provide a counterfeit-deterrent method and apparatus, as
I npl emrented by a software program on a conputer system wherein

the grey scale source image is further separated out into its
conponent col or parts for possible incorporation of |atent

scranbl ed irmggg,}zé}g) each conponent color part, with the partsciaese
ned to

bei ng rejoi ormthe final encoded source inmage. WO
97/ 20298 PCT/ US96/ 19310

- 6- A rel ated objective of the present invention is to

provi de a counterfeit-deterrent. gethod and apparatus, as

I npl enment ed by a software programon a conputer system wherein the
el enent al Stilhesnafhexhpossible| ebljéatdiye néythe présdimd iavehtioped

about 5 s tBeLLe gt;(ﬁé &%Hﬁﬁ%s??&%ratﬁ’rarﬁs c%ﬁxbﬁﬁéfd gé'tcﬁnh'%ouigaduce,

A further Obj ective t.he presen venijl on 1S'to

count er f ei t Ofet BPr éhd néPhoHr%ﬁ%c’éﬁJar P ‘égr%hﬁcrer'@ﬁSﬁFeotllﬁPugh line 5

sof tware prddféraction cosghitieuesystem wherein the "single phased”
the gcrantled | MBofefORs)sLe1Nls dahd ! Alvadidls (SPOERLE inventPhfNylpp been
sliced and scra unct sct ea-decod

density andP&EPBRDL| RPRAFSGRY ofrom the f°11°"*?‘99 aﬁ%?‘FPé#P'-'GlS]necFF#Enoflm he
present inveohjonctson owith the pacodmpanyinguiirawiagh- ddledeiantaret fo¢ and

gpgf;at Uj\he%érth by wdy L TRALEEEYi8h Sld WRhRpPL OUSARAY AnE38RALELs
y m of this invention. The drawings constitute a part of this

10 specification and include exemplary embodiments of the present
invention and illustrate various objects and features thereof.

BRIEF DESCRIPTION OF THE DRAWINGS
Figure 1 shows a "one phase" example of the Scrambled
15 Indicia {SI} process wherein an output image is sliced into

elements as a function of the frequency of the decoding lens and
the scrambling factor (or zoom factor, or base code) as selected
by the user.

Figure 2(a) shows a scrambled "P" (above) with its

20 resulting elements enlarged 400% (below) wherein the elements
have been flipped 180 degrees about their vertical axes.

Figure 2(b) shows the scrambled "P" (above) of Figure 9(a)
with its resulting elements enlarged 400% (below) wherein the
elements have not been flipped or altered.

25 Figure 3 shows a "two phase" SI example of slicing the
output image, wherein the width of the slice is one half of the
one phase example, with every odd slice being from a ‘source
one’ file, and every even slice being from a ’source two’ file.

Figure 4 shows a "three phase" SI example of slicing the

30 ocutput image, wherein the width of the slice is one third of the
one phase example, with every third slice being from the same
source input file.

Figure 5 shows a comparison of the one, two, and three
phase scrambled and coded results.
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15 the "two phased" scranbled inmage is sliced as a function of a
user sel ected decoder density, and each slice is halved into two

sub-slices, and the first and second | atent inmages are alternately
interlaced in the sub-slices, with each | atent inage scranbl ed by a
user sel ect edvax97a0si ng factor. 20 Still another PSTUS8¢/1938 of
the present invention is to provide a counterfeit-deterrent nethod
and apparatus, as i npl emented by a software program on a conputer
system wherein the "three phased" scranbled inage is sliced as a
function of a ' user sel ected decoder density, and each slice is
divided into 25 three sub-slices, and the first, second, and third

latent images  Figure,foshows 3, SEIHES| APBPFLISRR (9F ErEawRAed|images @pt h
each | atent a functionmage istweablieg bgns fsequashected lSneaddiehshgy petror .

Yet anot her Ctelb-ug 9b h?%%ﬁt I nvention is to provi de a
counterfeit- gﬂ¥grrent nettﬁ%? fgggaratus as 30 npl emrented by a

sof tware progr amfdfUgEec Pt & ff GRAEPRFison of Scr%WPquuﬁméﬁﬁstFﬁt" i s
prodsced whixlfunstionidfiintceeasinw zpbastactor (or bide dode) Wdndyine £EeMr ce

o oo ErSRORCBOD Bl 5Pl ens erequelll 1TOE) S L1
PCT/U896/19310 Figure 8 shows a series comparison of two_pbased scrambled A
further obj dniagee @iherednprhecfirstvdatienr iimate phndvithe second latent
image are rotated with respect to each other ranging from 10
10 through 90 degrees.

Figure 9 shows the steps involved to encode, as hidden
images, two separate scrambled indicia patterns into two
separate base colors as extracted from the original source
image.

15 Figure 10 shows a flow chart of the steps relating to the
process as shown in Figure 9.

Figure 11 shows an example hardware configuration for
running the S.I. software and performing the SI process.

Figure 13 the introductory screen for the scrambled indicia

20 software (SIS).

Figure 14 shows the series of options appearing on the
generalized screen for a one phase type SI selection.

Figure 14(a) shows the choices resulting from clicking on
the File Menu option.

25 Figure 14 (b) shows the resulting screen when either load or
save is selected from the File Menu option.

Figure 15 shows and details further optzons of the
generalized screen for a one phase SI selection.

Figure 15(a) shows the Browse option screen as selected

30 from the screen shown in Figure 15.

Pigure 16 shows the generalized screen for a two phase type
SI selection.

Figure 17 shows the generalized screen for a three phase

type SI selection.
15 Figure 18 shows the generalized screen for an indicia tint

type SI selection.
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a counterfeit-deterrent nethod and apparatus, as inplemented by a

software program on a conputer system wherein the source | mage
consists of a solid color or tint pattern with the 5 scranbl ed i mage
i ncorporated therein, but the elenental |ines are flipped only
where a lett | ect occurs in underlyin | at '

Still anothesh%g#Q%@{ve of the present inzen?ion is to %Qh“hﬁgg§31de a
counterfeit-deterrent method and apparatus, as 10 i npl emrented by a

sof tware program on a conputer system wherein the latent inmage is
encoded directly into a certain visiblLejg - figure on the source

I mge, thus creating a "hidden inmage" effect. Yet

anot her obj ecti vieigifret 8 (2 emeab amvdndiobaitinty ékample dF 8Yi€éng ahe

counterfeit-deterrent nefhod r . Lopl e ted by
a software ?)"? am BN A '5%%?&%??% "s{?‘g%? O%grﬁgi ?\ffce 18 oneahﬁg?n%%r ce

i mage i s usewe (iphaseadesampleyr eyithalevanyngethes sub-slicecrbeirg hitdwen

| mages bggi é&hﬁiﬂﬁ:ﬁegobfglrtﬁelﬁf@riioﬁa?eﬁbognqe in_put.SfeCt ihons of source

i mages. | another r ] L ye t esent
Invéntion is Figuret é%?%‘i’%e‘r}f ggﬁﬁ?‘ %??ze%)%-scefé{eeep r «gﬁf ﬁeﬁ%@%ﬂérﬂlage
appar at us, type SI selectpbarented by a software program on a conputer
system wherein pigure 202 dHdWisl ItB¥elgendral 1P| S¥der etdrela afi Bl dvel
created by a Iyln% . different scranbling paraneters to an i nage and
its backgroﬁigk Spselection. another rel ated objective of the present
invention is to Figure 2lpsbowsiche genaralized -shineeny for antSoll. Raster
apparatus, @fpe selectibip! emented by a software programon a conputer
system wherein N "vgid tint" _ sections {2 ht Q%c r oduced dt'he wor d
"void," or Figuzne 22, FRQYR (FXAIPAES BT SHET “REPBTUTdMeh( 1

att enpt s 30accompanydngadirclesphivdbcaping manenlarged view of weponpibemat

e

possi bl e obgretdwetaafli Pheclrgsent invention is to use the software
program and conputer systemto produce the equi val ent of "water
mar ks" on paper products.

15 DETAILED DESCRIPTION THE PREFE EMBOD

Although the invention has been described in texms a
specific embodiment with certain alternatives, it will be
readily apparent to those skilled in this art that various
modifications, rearrangements and substitutions can be made

20 without departing from the spirit of the invention. The scope
of the invention is defined by the claims appended hereto.

The Scrambled Indicia (SI) process involves rasterizing, or
dividing up into lines, a source or visible image according to
the frequency (or demsity) of a lenticular decoder lens. The

25 number of lines is also a function of the scrambling factor, or
zoom factor, as applied to a latent or secondary image. After
the latent image is processed and scrambled, a set of scrambled
lines exists which can then be combined into the rasterized
lines of the visible image. The visible image is thus reformed,

30 or re-rasterized, according to the pattern of the scrambled
latent image lines. Where the visible image is darker, the
scrambled lines are made proportionately thicker in re-forming
the rasterized lines of the visible image; similarly, where the
visible image is lighter, the scrambled 1lines are wmade

35 proportionately thinner. As a result, a new visible image is
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- 8- Still another possible objective of the present invention
i,s to use the software program and conputer systemto produce, or
to aid in producing, hol ographic inmages through |ine diffraction
techni ques. Qo 9720008 O her objectives and advant ages of pchrusedérfdspnt i on
w | | becone apparent fromthe foll ow ng description taken in
conjunction with the acconpanyi ng drawi ngs wherein are set forth,
by way of illustration and exanple, certain enbodi nents of this

I nventi on. The draw ngs constitute a-patt-of this 10 specification
and include exenpl ary enbodi nents of the present I nvention and

i |l ustrate reatied.obpeceitinndef encoded, tiggenbf SI pattern bgipgisible
DESCRI PTI ON '%d%e@?&wb@ viewed throughi &Wrankpa B@WE ée &!& ARse”

exanpl e of the S 15 ndi_ci (SI ocess n. u
i mge is sliced ﬁ{#grnng now 4, m %ﬁ?glnl Sﬁ:aBlP 7’9%1@% ggﬁf t he
decodi ng | erproae$s are shown. scrbmblthr-tg fmmpﬂ-e(oronpoolﬁ-ﬁem:t oimage bhase

code) as sel r ' g 5
scramilod » ;ﬁ‘&é’e@sed into bé/ H?ELIUP@ source mlage afd JEhEs ?%caggwis

(bt ow - wherdERAS FeheRred o a5 @ 1ot Hash’ (FT TRAFALRSRdeoi L E®ahul

their verti caperatden, an output image is a2 function of the decoder lens
density. An output image 2 is shown which is sliced up into
elemental slices, or segments, of width h. (See reference 4}.
10 Bach slice width h is a function of several factors such as
density and base code.
As for lens density, the inventor has assigned reference
names to lenses with various frequencies (or line densities per
inch), including for instance, the following: D-7X with 177
15 lines/inch; D-7 with 152.5 lines/inch; D-6 with 134 lines/inch;
D-9 with 69 lines/inch. (See reference 6). The software for
performing this process also provides an "x2" (or doubling
factor, df) option which doubles the effective line density, and
hence divides the output image up into twice as many slices.
20 The resulting SI image will still be decodable by the selected
lens because the number of lines is an even multiple of the
frequency of the lens.
The output image slice, having width h, is processed as a
function of the input slice width i (see reference 8). 1In turn,
25 width i is a function of width h, the lens density, and a base
code factor (or scrambling factor) as selected by the user.
These formulas are as follows:
df = 2 (if "x2" selected); 1 {by default)

o = h*density/100 (See reference 10)
30 i = o*base code(B) (See reference 8)
Rearranging these formulas, the value for h becomes:
{1/B) *100
35 h = cccmcmmcmana
Density+*df
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Figure 2(b) shows the scranmbled "P" (above) of Figure 9(a) wthits

resulting el enments enl arged 400% ( bel ow) wherein the el enents have
not been flipped or altered. 25 Figure 3 shows a "two phase" Sl
exanpl e of slicing the out put i mage, wherein the wdth of the slice
i s one hal f ofyd Bo20s one phase exanple, wth every odq,TC%}dsggmgﬁi ng
froma source one' file, and every even slice being froma "source
two' file. Figure 4 shows a "three phase" SI exanple of
slicing the 30 out put i mage, wherein the wdth of the slice is one
third of the one phase exanple,. wpth every third slice being from
t he sane source input file. Figure 5 shows a

conpari son ofiehdee, o, thewvakuel fdwr eehe base cqueasendyymrdtee didui tgoded
results. WO 97/ 20298

PCT/ US96/ 1931ncreased, the width h will decrease. A largerobase code, or

Figure 6 shows a e,rie% conparison of scranbl ed i rages as a,
function of ?‘H’E?‘%biﬁ“ﬁg RERSTf r S GFeRFRR MRERiRefepnd results jigch)

from 10 throygh J0Qs: ot orted or scr nlﬂl%‘&rﬁmz shows a series conparison of
scranbl ed i mages as s§ 3t URCE] on of "TRCT easi ng zoom factor (or base

code)s rangi ng fr%ditionally?%ﬁ&@@“?ﬂoé’é&b al2bwd Ghe VbtlienSok M LN
Figure 8 shows a series conparison of two phased scranbl ed

12 the input slice to affect the sharpness of the image.
Referring now to Figure 2(a), the letter "P" is shown scrambled
30 according to the S.I. process. An image 34 enlarge by 400%
further shows the characteristic elements 38. In this instance
10 the elements have each been individually flipped 180 degrees
about their vertical axis. Figure 2(b) shows the same example
~"pr" 32, and enlarged version 36 where the elements have not been
flipped. When viewed through the proper decoder lens for these
particular S.I. parameters, the flipped "P" will appear sharper,
15 or more visually distinct, than the unflipped "P". PFor any
scrambled image, the software provides the user the option of
flipping or not flipping the elements, as further detailed

below.
Referring now to Figure 3, a "two phase" SI process is
20 shown whereby the method is similar to that for the one phase
SI. In this case, however, each slice of width h is further
divided into a first and second sub-slice. The elemental lines
of first and second écrambled images will be stored by the
software program in ‘source one’ and ‘source two’ files. In the

25 resulting output image, the odd slices 14 are composed of

elemental lines from the source one file, and the even slices 16
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I mages wherein the first latent inmage and the second | atent I mage
are rotated with respect to each other ranging from10 10 t hrough 90
degr ees. Figure 9 shows the steps involved to encode, as

hi dden | mages, two separate scranbled indicia patterns into two
separ at e base wmbmmogesas extracted fromthe original source PCT/USI6/19310maQge.
15 Figure 10 shows a flow chart of the steps relating to the
process as shown in Figure 9. Figure 11 shows an exanpl e

har dwar e configuration for running the S.1. software and
performing the Sl process. - 1$ﬂgure 13 the introductory screen
for the scranbleg i ndicia 2 war e Fig

0
shows t he se‘.ﬁees moﬁ"’?o %"%ﬁ?petﬁps% &n t )dec°dm§énépﬁl 'rfié'ﬁts@flge

for a one p e :

choi ces resu rcl;%hg ?éklﬂr'\gg%% will appeay mdﬁE kgt#(%ﬁ&r%

Fi gure 14(b) ShO\d&ﬂe&Q‘:.hQSHbﬁlt&Q zslc‘g'mn4\4\hanvehi-éerp1hsw @I process 1§ave
is selected fromthe File Menu option. Fi gure f shows and
detail s furtshowropsi 9isildr ttbethe one and gowepahsecil proeessésr drmmhiphase
Sl sel ection. gure 15(a) shows the Browse_ option screen as
sel eSt ed 30 case, migkh he%c‘i’é@r‘?eéhé%olW%lﬂaEtES The first, secopggyre
16 shows the allzed sci?gn for a_ two Sl sel ection

Filgure 17 S 3 BRErab] L dnaBhacaty Cr b bl Bpme coompucd Spyigeq
selection. $les. In thd rPifeidl sEUG: AiRgUSNEvaLy 23 rACERER 1Y, 35,

indicia tint type tio
and 22 comes from the same respective first, second, or third

source file. Again upon decoding, the first, second, and third
10 scrambled images will appear independently discernable.
Referring to Figure 5, a comparison is shown of the one, two,
and three phase scrambled results for a given lens density and
base code. Figure 6 shows a comparison of the scrambled results
for a given base code and a varying set of lens densities
15 ranging from 10 through 100 lines per inch. As the lens density
increases, the relatively width of each elemental line decreases
and causes the scrambled image to be harder to discern. 1In
Figure 7, the lens density is fixed while the zoom factor, or
base code, is increased through a series of values ranging from
20 30 - 250. Similarly as per the formulas above, as the base code
is increased, the relative width of each elemental line
decreases and causes the scrambled image to be harder to
discern. As shown, the discernability of the scrambled image
for a zoom factor of 30 is far greater than for a zoom factor of

25 250.
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- 10 - Figure 18(a) shows an "indicia tint" exanple of
sticing the out put i mage, wherein the width of the slice is one
hal f of the one phase exanple, with every other sub-slice being the

conpl i nent er yaf ofJ3sogPr €Vi OUs sub-slice input. 5 ‘-[L'%% shows
the generali zed sc?%en for a hidden inage type Sl gg ecgggé%

Fi gure 20 shows the generalized screen for a nmultilevel type Sl

sel ecti on. Figure 21 shows the generalized screen for an S.|
Raster 10 type sel ection. - 14 - Figure 22 shows exanples of
rastering techniques with the acconpanying circles indicating an
enl arged vi ew ofArpthert benefift or featutdofomelelplephhsing is £Bat each
DETAI LED DESCRI PTI ON OF THE PREFERRED ENMBODI MENT Al t hough the
i nventi on hiaterteninras réasedoe noxiented at a diffemarity i anglebditizredded t h
certain alternatjives, it_wll be , readily apparent to those skilled

in this artS§RIWari fifferring n%dﬁ"f BN S, et erdifge Pénitiroamhase -
e o il 42 TR G, el AL AERRE 0 SEBLS S gl e
RS o b e, AR S g
accordi ng twhrough a series of angles ranging from 10 - 90 degrees.
Referring now to Figure 9, an example of the versatility
offered by a software version of the S.I. process is shown. 1In
this example, a postage stamp is created whereby the S.I.
10 process incorporates two different latent images, oriented 90
degrees to each other, into two different base colors of the
visible source image. The visible source image -- as comprised
of its original RGB colors -- is scanned, as a digital high
resolution image, into a'prcgram such as ADOBE PHOTOSHOP. The
15 image is then divided into its component color "plates" in yet
another commonly used color format CMYK, wherein the component
images of Cyan 42, Magenta 44, Yellow 46, and Black 48 are
shown. The versatility of the S.I. software allows for the easy
combination of a latent S.I. image with any one component color
20 of the visible image. In this case, the latent invisible image
50 with the repeated symbol USPS is scrambled and merged with
the Cyan color plate 42. The resulting Cyan color plate 52 --
as described above -- will show the original visible image in a
rasterized pattern to the unaided eye, but the latent invisible
25 image will be encoded into the rasterized pattern. A second
latent invisible image 54 with the repeated trademark SCRAMBLED

INDICIA (of this inventor) is merged with the Magenta color
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the frequency (or density) of a lenticular decoder |lens. The 25 nunmber

of lines is also a function of the scranbling factor, or zoom
factor, as applied to a |latent or secondary inage. After t he | atent
i mage i s processed and scranbled, a set of scranbled | i nes exists
whi ch can t herw@©e720298bi ned into the rasterized | i nesP@IUSHHEIN si bl e
I mge. The visible image is thus reforned, 30 or re-rasterized,
according to the pattern of the scranbl ed | at ent image |ines.
Where the visible inmage is darker, the scranbl ed |ines are nade
proportionately thicker in re- forning - 15 - the rasterized lines of the

visible image, simlarly, where Vi Si Ielmagelsllghter t he

scranbl ed |i Ré8tgy 44 r’r’éﬁePBBduce ﬂ’tﬁ FREGEENYRERYLR hiTRRE 56 As Eeclimal g,

geCVTV/ \l/JISSIES? llg?)'irg%ggle image (similar to 40) Wﬂ?lgqlgqu%% re- comlicised using the

created, but o&%&!ﬂn&iﬁ'q{e gﬁgdfﬁd p1abkNb1atds RRLASWIEIELRE MU L cyan and

"under neat h" en viewed through a transparent decoder |ens.

Ref erri ng nomayenta gplatelk. certai n exanpl e details of t he process

are shown. In this exanple, one latent image is processed into a

vi si b e source i nReferringd nowi sopFigere 1& an examplgeﬁépul thartefef rihe t o
an out put

"mage | o a f GREPP oRETHOTIRA B Gl §-dns oftvare imcRLPETE My Gt pHioTmge 2
I's shown whi E‘Relsonﬁ.lé ?ﬁla&é’ :!é“fgrst digitized 41 and then divided out into

its component CMYK colors 43. Each color plate 45, 47, 49, and

51 can be independently operated on by any of the S.I. process

10 implemented. In this case, a hidden image technique (or

rasterization in single color) is performed. The target color

plates are rasterized 53, 55 and the S.I. scrambling process is

applied to the first latent image 57 and the second latent image

59. The first scrambled image is then merged with the

15 rasterized Cyan color plate 61 and the second scrambled image is

; merged with the rasterized Magenta color plate 63. The final

output image is a created by re-joining the encoded Cyan and

Magenta color plates with the unaltered Yellow and Black color

plates 65. 1In this example, only the Cyan and Magenta colors

20 were encoded. Other examples might choose to encode one color,
three colors, or all four colors.

While this process might be implemented on any computer

system, the preferred embodiment uses a setup as shown in Figure

11. Various image files, as stored in "tif" format 60, are fed

25 into a SILICON GRAPHICS INC. (SGI) workstation 62 which runs the

S.I. software. While the software might run on any computer

capable of handling high resolution graphics, the SGI machine is
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el emental slices, or segments, of width h. (See reference 4). 10 Each

slice wwdth h is a function of several factors such as density and
base code. As for lens density, the inventor has assigned
reference names to | enses with various frequencies (or |ine
densities perygog 0298 inch), including for instance, the foptrusssgssio D 7X
wWith 177 15 Ines/inch; D7 with 152.5 lines/inch; D-6 with 134

| i nes/i nch; D9 with 69 |ines/inch. (See reference 6). The
software for performng this process al so provides an "x2" (or
doubl i ng factor, df) option whizé doubles the effective line
density, and hence divides the output inage up into tw ce as many

slices. 20 used bEhausexfl iras@eniargepard jans EF?PW%I%@GG&BFéeﬁy The
sel ect ed | ens because the n nber of line an_eve e of
t he £% &éﬁcép%‘fe‘flﬁ’éf FE F e andsrﬁ’l@soﬁf’ﬁﬁ'\f/‘b?ﬁgu d:‘,‘l%r"ée
havi ng w dth es f; f dt h
. 9 E}@gcs ¥ gfﬁugg r%j paa\}gﬂleters aﬁ? ég]:c Hgo @h% F, §r$rﬁ' er’ 34ce w

i (see ref R’ tUrn on o t he

I ens densi ty, ‘i';ga a@.@é?zthms are AL ife®C b9T tﬁ@r sSsel aﬁ@ftvﬂ!&'é ad Q’{e)rgas

sel ected by t%e use hese formul as are as foll

df 5 2 (if Tagkn tseinﬁigead)wlth (\h.)smb&balﬂmayes to create a new  cscrambled
h*densi ty/ 100 (See reference 10) 30 I = o*base code(B) (See
reference 8)tif" file 6RearThenyewg" ekt Lifler | Bhen tﬁr?éi \?“&Fﬁeaf%‘?‘cwr%’é‘orres:

i/B)y*100 35 W = ------------
g)eﬁls?ty’? gf 3c50mputer 68 for :.mglementat:.on into the final design program,

wherein the file is converted into an Encapsulated PostScript
{EPS) file format 70. The finished design is then sent to an
.0 output device of choice 72 which is capable of printing the
final image with the resolution necessary to maintain and reveal
the hidden latent images upon decoding. The preferred output
device is manufactured by SCITEX DOLVE.
Referring now to Figure 12, a flow chart of the overall
5 operation of the S.I. Software is shown. Upon entering the
program 80, a set of interface settings are either created 82,
or read 86 from a default file 84. The user is then presented
with a series of input screens for selecting the type of S.I.
process to perform, along with the related parameters for
10 performing such an operation. One option might be to save the
settings already selected 90 into a user selected file 92. A
related option would be to load settings already saved 94 into
a user selected file 96.
As already described, the user might choose to perform a
5 one, two, or three phase S.I. process. Accordingly, the user
would indicate the appropriate source files on which to perform

the S.I. process and indicate that such a one, two, or three
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Hence, as the value for the base code and/or the density is

the width h will decrease. A larger base code, or

factor, therefore creates nore lines and results in

t esvov2emeanbl ed i mage. 5 © Addi ti onal IPgCT/UShE19310
ows the option of flipping

a

12 the input slice to affect
ss of the image. Referring now to Figure 2 (a), the
I's shown scranbl ed 30 according to the S. 1. process.

An

| arge by 400% furthet?7shows the characteristic el enent s
i.nstance_ 10 e el enents_have each been i ndiyvi Ig
Rows

Q}'éagsreeeé:alc“lat“’n atSﬁB‘P""E h&S 981t it a3fd. 4824 urhen

&;@&T medn othet’ S'af |ppe§:rl°%g%#§ré rou\glﬁwL %étegféﬁﬁr

SdRulak838, would include a "tint" method 104, a "hidden®
method 106, a "multilevel® method 108, and a "raster” method
110. Otherwise, the user might choose to exit the program 112,
or re-enter the selection process 11l4.

Upon transitioning past the selection process, the program
checks 166-128 the various input settings selected the user.
The program detects errors 117-129 relating to each selection,
and displays an appropriate error message 131 as appropriate.
Based upon the input settings selected, the various operations
will be performed, e.g. scramble with one phase method 130 and
save the one phase results to an ocutput file 132; scramble with
two phase method 134 and save the two phase results to an output
file 136; scramble with three phase method and save the three
phase results to an output file 140; scramble with tint method
142 and save the tint method results to an output file 144;
scramble with hidden method 146 and save the hidden results to
an output file 148; scramble with multilevel method 150 and
save the multilevel results to an output file 152; or scramble
with raster method 154 and save the raster results into an
output file 156. The results of any of these methods can then
be displayed and viewed 160 (if desired) via a resulting viewer
window 162. Tonal sound indicators 166 can also indicate the

progress of the software if selected 164.
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particular S.|. paranmeters, the flipped "P" w | appear sharper, 15

or nore visually distinct, than the unflipped "P'. For any

scranbl ed i mage, the software provides the user the option of

flipping or not flipping the elements, as further detailed bel ow.
Referring no Lgure 3, a "two phase" SI process is 20

wher eby ?he ﬁ%@%ggbgg simlar to tﬁat for thg one phase Pcrnmiqgaﬂﬂ I n
this case, however, each slice of width h is further divided into
a first and second sub-slice. The elenental I|ines of first and
second scranbl ed inages will be stored hy the software programin
"source one' and 'source two' files. In the 25 resul ti ng out put

i mge, the odd The I .14ofitvarongsescd vdriety of uset eimerfhcki seseéimm t he
source one file, and the even slices 16

which facilitates choosing which type of S.I. process will be

performed, and under which parametric conditions. Figure 13

shows the introductory screen upon entering the SIS program

5 which shows the ugser the ownership rights associated with the

program. The user interface for the SIS is based upon the "X

window" environment. It is similar to most GUI (Graphical User

Interfaces). When the user moves the mouse pointer to a choice

field and holds the mouse button down, the user will get a pop

10 down or pop up window. This window will allow the user to make
even more choices.

Figure 14 shows the basic user interface screen associated

with performing an SI operation. When the user clicks on the

File Menu option, the choices in Figure 14({(a) will appear {(e.g.

15 About SIS, Load Settings, Save Settings, Sound, and Quit). When

the user chooses either load or save from the file menu, the

screen in Pigure 14(b) will appear. The user may drag the

slider bar 200 or click on the arrow keys 201 to move through

the list of available files. Moreover, the user can use the

20 directory bar buttons 202 to shift backwards in the shown

directory hierarchy. The "filter" button 203 brings up another

window 204 which allows the user to specify which type of files

to view; for instance the "wildcard" designator "*" could be

used with ** tif" to bring up all 'tif" files for possible

25 selection from among the listed files. Once the desired file is

found, the "OK" button 205 accepts and loads/éaves the file.

Either cancel button 206 ends the current operation.
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- 13- are fromthe source two file. Upon decoding, the first and
second scranbl ed i nages will appear independently discernable.

Referring now to Figure 4, a "three phase" S| process is shown as
simlar to thevosmozesd t wo phase SI processes. In this 5 PCTAUS9W)I0 Wi dt h
h is divided into three parts. The first, second, and third
scranbl ed i mages are stored in three conputer source files. In the
resulting output inage, every third slice 18, 20, and 22 comnes
fromthe sane respective first, second,” & third source file.

Agai d ' he ;fi : . hr.d |
w1l appear | aadHhozt, " 3t EB WAEEPRdes LS Wrlesspuna, gere B TERE SraTR00S

conpari son i srodwt Wi1ll BrcRiBe WeBbal cues toalér ! Fh&CuMIANGSF IaHEY &d
results for a given |lens density and base code. Figure 6 shows a

conpari son ofoide aagr asthedvirsesuithe SIS programowiil grenerinbasenodiirding a
varying set of lens densities
operation. The user can quit the SIS software at anytime by
5 selecting gquit, or executing an Alt-Q keystroke.

. Referring again to Figure 14, the "decoder" box 170 shows
the type of decoder selected (e.g. D-7X}). The "type" box shows
the scramble type 176 selected (e.g. one phase S.I., two phase
S.I., hidden image S.I., etc.). The "density" slider bar 172

-0 allows the user to control the line weight of the image that is
created during the encoding process. The feature will affect
both the "positive" (darkened) and "negative" (white]} space of
the object being encoded. This value can be adjusted based upon
what you are encoding and what the final print destination will

15 be. The "base code" slider bar 174 allows the user to control
the amount of scramble that is applied during the encoding
stage, as described above. The "flip" box allows thé user to
turn each individual scrambled element by 180 degrees about its
vertical axis. This option helps hide the original item when

20 that item is of a simple enough nature to see even after the
scramble. In other words, sometimes whgn scrambling a.single
word or a few characters, the letters are still discernable
despite the scrambling process applied. By flipping the
elements, a deeper scramble can often be ‘achieved which can

25 still be decoded by the same lens. Also, as mentioned before,
flipping the elements often produces a sharper decoded

character.
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15 rangi ng from 10 through 100 |ines per inch. As the lens density

I ncreases, the relatively wdth of each elenental |ine decreases
and causes the scranbled image to be harder to discern. In
Figure 7, the lens density is fixed while the zoom factor, or base

code, is incrgaseshabdr ough a series of values ranging from Pépluswmsnéo
250. Simlarly as per the formul as above, as the base code

i ncreased, the relative width of each elenental I|ine decreases and
causes the scranbl ed i mage to be harder to di scern. As shown, the
di scernability of the scranbled i mage - 20 - for a zoomfactor of 30 is

far greater than for a zoomfactor of 25 250. WO
97/ 20298 Figure 15 shows the same basic upey inwRyfare gcreen with

further explanations of user interface boxes. The “"source file"
box 178 allows the user to directly enter the file name to which
the program is applying the scramble. The "destination file®
5 box 180 allows the user to directly enter the name of the file
for the finished output. Both the source file and destination
file boxes have "browse" buttons 182 which pull up yet another
box 184 (Figure 15(a)) for selecting possible source and
destination files. 1In the browse box, the user may use arrows,
-0 or the slider bar, to scroll through the file directories and
locate and select a particular file. The "filter" box 185
allows the user to select a specific file name and have the
program search for it. The "resolution" box 186 indicates the
resolution of the final output image. This number should be
15 matched to the resolution of the destination printing device.
The "view" option box 188 allows the user to decide whether or
not to see the scrambled image upon completion of the S.I.
calculation. The "LZW" option box 190 allows the user to save
files using compression. Compression keeps the overall size of
20 the files smaller and conserves disk storage space. The
"calculate"” button 192 allows the user to click on this bar when

ready to finally apply the S.I. scrambling process.
Figure 16 shows a similar screen for performing a two phase
S.I. operation. However, this screen provides entry boxes for
25 two source files 210, where the latent images are interlaced
intc a two phased scrambled image. With the two phased example,

the user can select a different base code for each image. This
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- 14 - Anot her benefit or feature of nultiple phasing is

t hat each | atent image can be oriented at a different angle for
added security. Referring nowto Figure 8, a series of two phase
i mges is showmn where the first latent inmage remains fixed and 5 t he

second | at entwOiee9$ s rotated, relative to the first i nagePCT/US96/19310
through a series of angles ranging from 10 - 90 degrees.

Referring now to Figure 9, an exanple of the versatility of fered
by a software version of the S.1. process is shown. In this
exanpl e, a postage stanp is created wher®by the S.1. 10 process

I ncor por at eg .t L£.f-8r, i ' degre to
each ot her, §Isn%‘%p€év\%il§.lyfp é?ke% %,g,fggeef@%ﬁg,}ego g?ﬁ%lgt% ggeate anVPgleﬁﬁgy sogr ce

i mage. The vyl @i EESUHIC Bt HPSL textaBhE WIS MR viewed togdthklS Pét Hdal
RGB colors - - is-scanned, as a digital high resol ution” I mage,
into a progseensas hsermriibeBkoPHOTMKOMMectbded. 154 "restiradge i sptiwmi bwi ded
into its conEongnt color "plates"” in yet anot her conmmonly used
col or for mai2M&K pravddefntomdinkim® it £irst and second images together

5 whereby the same base code will be applied to each image. The

remainder of the options are similar to those described above.

Figure 17 shows a similar screen for performing a three

phase S.I. operation. This screen provides three source file

input boxes 214 wherein each input image can have a different

10 base code applied, or the same base code can be applied to all
by activating the restraint optionizls.

Referring now to Figure 18 the interface screen for

performing an "indicia tint® operation is shown. Unlike the

hidden image S.I. {below), the indicia tint will flow as

15 smoothly as possible through the image, ignoring tonal
variations. ‘This image might be thought of as a "monotone
scramble." Referring now to Figure 18(a), an output image is

shown (similar to Figure 2) which is similar to a two phase
S.1I., but with only one input file. In this instance, every
20 second sub-slice 222, 224 of the output image is the
complimenter of the immediate previous input sub-slice. The
complimenter means, for example, that when the input is black,
the complimenter is white, if the input is red, the complimenter

is cyan, etc.
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ihages of Cyan 42, Magenta 44, Yellow 46, and Bl ack 48 are shown.

The versatility of the S. 1. software allows for the easy
conbination of a latent S. 1. imge with any one conponent color 20 of
the visible image. 1In this case, the latent invisible inmage 50

with the repegigeh ol USPS is scranbled and nmerged with e
Cyan col or pl at(g Az}i’ﬁ'_?_he resulting Cyan color plate 52 -- PCTIUSWI”W
descri bed above -- will show the original visible image in a

rasterized pattern to the unai ded eye, but the latent invisible 25
imge will be encoded into the rasterizeg2pattern. A second

| atent invisible |nage 54 with the repeated trademark SCRAMBLED

I NDI CI A (of this FigpEat éP)Sh%wqréﬁigeanﬁprﬁa@mesmﬁarcel bridden imagen®

SUBSTI TUTE T UL WO 97/ 20298
PCT/ US96/ lggng £>e Emn which provides input boxes for a latent image 218

and a visible image 220. This operation allows the user to mix
two iméges together where one of the images becomes latent to
5 the other which is visible. This effect will allow the latent
image to be visible only when viewed through the decoder.
Hidden image S.I. also allows use of an additional file to
compensate for image offset. The hidden image S.I. is similar
to the two phase S.I. (described above) and the indicia tint
.0 (below) except that the output background is a picture instead
of white. The first step is to'copy the visible image to the
output image. After this, the method is similar to the indicia
tint, but the density parameter controls the visibility of the
image. Also, the hidden image technique is similar to the S.I.
15 Raster (below), but a ‘bitmap (single color) image is used
instead of a grey scale image.
Figure 20 showé the uger interface screen for multilevel
S.I. operation. The multilevel S.I. creates a scrambled image
that contains a sense of depth perception. This type of
20 scramble allows the user to set both a minimum base code 226 and
a maximum base code 228. This particular version of the SIS
program uses two images, one image called the texture image 222
and another called a depth image 224. During encoding, the
tonal values of the depth image elements will cause a scrambling
25 variant in the elements of the texture image. This variant will
give the decoded image the illusion of depth, hence the name

multilevel S.I.
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=15 - pl ate 44 to produce the encoded Magenta i mage 56. The

final visible image (simlar to 40) will then be re-conposed
ysing the original Yellow and Bl ack plates along with the encoded
Cyan and - Magent a pl at es. 5 Referring now to Figure
10, an exanpl wofgzamyeghart of the steps perforned PgTAR®/1931D.
software in Figure 10 are shown. The source imge is first
digitized 41 and then divided out into its conmponent CMYK col ors
43. Each col or plate 45, 47, 49, and 51 can be independently
operated on by any of the S.I. process” P» - I npl enent ed. In this

case, a hi dden ﬁo?%%ﬁg&:ﬁgpg%tgfsgoqlgﬁyilevel techrb{%fé eééfaéjjm ait';. %i §g|5§,

color) is perforne es are rasteri ze

55 and the SyimeriGloddB! { LW \0eeRErd BEfect by pladBhlyl £%dc GRecid r&‘a;athatent
ge 59. cra

I mmge 57 and the second | atent 1 ma The first s nbl ed
i mage is thiwagersgddapbliing esslbase codeastwiilzedl Dppingotios glleddenrtgl and
t he second scranbled i mage is
for added sharpness. The background would be placed in the
5 texture file which would have more base code applied for more
scrambling effect, and with no flipping of the elements. By
superimposing these two scrambléd_ images upon each other, the
decoded face would appear to be sharper and have more depth than
the surrounding background. Hence the face would appear to
10 *float", thereby creating a 3-D effect.

Referring now to Figure 21, the interface screen for an
S.I. Raster operation is shown. The S.I. Raster allows the usexr
to mix two images together where one of the images becomes
latent 230 to the other which is visible 232. The latent image

15 will interlace with the visible image following the grey scale
values of that image. This effect will allow the latent image
to be visible only when viewed through a decoder. Additionally,
the latent image might consist of a one, two, or three multi-
rhased image as created using previous interface screens for

- 20 multi-phased images and saved in an appropriate file.

One of the most useful applications for the S.I. Rastering
technique is where the visible image is a photograph and the
latent image might be a signature of that person. Using the SIS
program, the vigible image can be rasterized and then the

25 signature image can be scrambled and merged into the visible
image raster pattern. The resulting encoded image will be a

visible image of a person’s photograph, which when decoded will
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merged with the rasterized Magenta color plate 63. The final
output inmage is a created by re-joining the encoded Cyan and
Magenta col or plates with the unaltered Yell ow and Bl ack col or

plates 65. In this exanple, only the Cyan and Magenta colors 20 wer e
encoded. O hgp #xaeP! €s nm ght choose to encode one col or, perysogoaret Nree
colors, or all four col ors. Wiile this process mght be

i npl ement ed on any conput er system the preferred enbodi mnent uses
a setup as shown in Figure 11. Various inmage files, as stored in
"tif" format 60, are fed 25 inte 28 SI LI CON GRAPHI CS INC. (SQ)

wor kstation 62 which runs the S.1. software. Wiile the software
mi ght run ofeXR§lcohAfuderson’s signatuyen| Theflar@ng imageinjichtedorliuden

I%rC'Ia'/pBISggl 1‘5??6@9 V{IP‘H] isQ:eat:iisst::'u':s such as height, w\eAngg ,/ 2e0t2c9.8 This high
security encoded image would prove to be extremely useful on
such items as passports, licenses, photo ID’'s, etc.

5 The processes described above have used line rastering
technigues as derived from the suggested lenticular structure of
the decoding lens. Other rastering techniques might also be
used, which would be accompanied by corresponding decoder lenses
capable of decoding such rastered and scrambled patternms.

L0 Referring now to Figure 22, a series of example rastering
techniques are shown which could similarly be used to encode
scrambled images into rasterized visible source images.
Accompanying each type of rastering is a circle showing an
enlarged portion of the raster. The example types include:

15 double line thickness modulation; line thickness modulation II;
emboss line rastering; relief; double relief; emboss round
raster; cross raster; latent round raster; oval raster; and
cross line raster. Another technique, cross embossed rastering,
might use one frequency of lens density on the vertical plane

20 and yet another frequency on the horizontal plane. The user
would then check each latent image by rotating the lens. Yet
another technique would include lenses which varying in
frequency and/or refractive characteristics across the face of
a single lens. Hence different parts of the printed matter

- 25 could be encoded at different frequencies and still be decoded

by a single lens for convenience. Undoubtedly many other
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- 16 - used because of its superior speed and graphi cal

abilities. The files are opened by the S.I. software and the
scranbl ed indicia types, values, and paraneters are set by the
program user 64. Encoding algorithnms are applied by the S. 1.

sof tware to nmevge202s | atent i nmages with visible i nagesPEHUIIENRIL a
new scranbl ed "tif" file 66. The new "tif" file is then fed into
a MACI NTCsH conputer 68 for inplenentation into the final design
pr ogram wherein the file is. verted into an Encapsul at ed

Post Scri pt (EPS) file format . The finished design is then

sent to an riQteringOE?ﬁélé gevd € auitifct: Nt € Ced=i Wi SllapdtaiaPaly e srs

printing the I nal image with the resolution necessary to :
mai nt ai n andenewvéihg techniquest he hi dden | atent inages upon decodi ng. The
preferred output device i s manufactured by SCl TEX DOLVE.
Referring now t o Fegprdless of fihey tome tohf rastewing alded,1: variempesfiti on

of the S.1I. §9£<ta¥va sreecdrsitsyht%\gs'uresuggglf riatee{a{aggo%]gd using the SIS program

5 and the underlying principles involved. For instance, the
consecutive numbering system found on tickets or money might be
scrambled to insure further seéurity against copying. The SIS
program -might also digitally generate scrambled bar encoding.
A Method and Apparatus For Scrambling and Unscrambling Bar Code

10 Symbols has been earlier described in this inventors U.S. Patent
4,914,700, the principles of which are hereby incorporated by
reference. |

Yet another common security printing technique includes
using complex printed lines, borders, guilloches, and/or buttons

15 which are difficult to forge or electronically rei:r_oduce. The
SIS program can introduce scrambled patterns which follow
certain lines on the printed matter, hence the inventor refers
to this technique as Scrambled Micro Lines.

The security of the Scrambled Indicia might be further

20 enhanced by making 3 color separations in Cyan, Magenta, and
Yellow of the image after the S.I. process has been performed.
These colors would then be adjusted to each other so that a
natural grey could be obtained on the printed sheet when the
co;ors are recombined. The inventor refers to this process as

25 "grey match." Hence, while the printed image would appear grey
to the unaided eye, the decoded image would appear in color.

The adjustment of the separations to maintain a neutral grey
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p}ogran180, a set of interface settings are either created 82, or

read 86 froma default file 84. The user is then presented wth a
series of input screens for selecting the type of S.I. process to
perform along with the related paraneters for 20 perform ng such an
operation. @eexaeidgson m ght be to save the set tacigssegidspady
selected 90 into a user selected file 92. A rel ated option woul d
be to |l oad settings already saved 94 into a user selected file
96. As al ready described, the user mght choose to perform
a 25 one, or three phase S. 26 process. Accordingly, the user

ol ' el L Gonton . Sour e 1L o8 R WL L0 DO Do

WO 97/ 2029Ei:mul".v:l.nat::|.ons of ink, paper, and press.PCT/n'H%?z@é.J:gig.&g these
combinations adds another level of security to valuable document
and currency.

5 Still another possible use of the SIS program would be to
create interference, or wvoid tint, combinations on printed
matter. This technique will conceal certain words, like "void”
or l'.irwa.l:'.c:l" on items such as concert tickets. If the ticket is
photocopied, the underlying word "void" will appear on the copy

10 and hence render it invalid to a ticket inspector. The SIS
software would provide an efficient and low cost alternative to
producing such veoid tint patterns.

The SIS progfam might also bé adapted to produce watermark-

type patterns which are typically introduced to paper via

15 penetrating oil or varnish. Furthermore, the SIS program might

be applicable to producing holograms via line diffraction

methods. Again, the SIS program would prove to be more
efficient and cost effective for producing such results.

It is to be understood that while I have illustrated and

20 described certain forms of my invention, it is not to be limited

to the specific forms or arrangement of parts herein describe

and shown. It will be apparent to those skilled in the art that

various changes may be made without departing from the scope of

the invention and the invention is not to be considered limited

25 to what is shown in the drawings and described in the

specification.
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2T 17 - phase calculation_(shown as .98, 100, and 102) should
be performed. Oher S.|I. operations which could be selected for

oo "o aver s Soo.and INPMARANIRIR."*"s 110 ™"

Ot her wi se, t hav@9z30298i ght choose to exit tthe"prdgram 112 PCT/US96/19310

re-enter the selection process 114. Upon transitioning past
t he sel ection process, the program checks 166-128 the vari ous

i nput settings selected the user. The program detects errors
117-129 relating to each selection, 10 27 - and displays an appropriate
error nessage 131 as appropriate. c ased upon the input settings
sel ected, the various operations |1 be perfornmed, e.g. scranble
wi th one phawgagmgguaialggdagg ‘save the one phase results - to an
output file 132; scranble with two phase nethod 134 and save the

two phase resul t Clainan.ouk prthoibas impldnehitkdbby & Wobthatebidgltdi &
phase met hod and save the three
a computer system for digitally producing counterfeit-deterring
5 scrambled, encoded indicia for incorporation on printed matter,
said method being comprised of the following steps:

(i) scrambling of a input image, which has been divided
into elemental input segments, said input segments being
scrambled as a function of a user specified lens density factor,

10 a base code factor, a doubling factor, and a flipping option,
said scrambling operation resulting in scrambled elemental
output segments; and

(ii) rasterization of a visible source image as a function
of the number of said resulting scrambled elemental ocutput

15 segments; and

(iii) merging of said rasterized visible source image with
said scrambled elemental output segments so that the resulting
encoded output image is reformed to show the visible image while
retaining the underlying pattern of the scrambled input image;

20 and

(iv) printing said encoded output image with sufficient

resolution so that a decoding means can be used to reveal the

scrambled input image.

25

SUBSTITUTE SHEET (RULE 26)



p’hase results to an output file 140; scranble with tint nethod

142

and save the tint nethod resu an output file 144; scranbl e
wi th hidden nethod 146 and save the hidden tesutts to an out put
file 148; scranble with nulti Ilmmmamﬂlﬂﬂﬁlangbl 20 save the t
mul tilevel r an out put ' anbl e raster
nmet hod 154 aﬁgblsgzl\s/%ﬁ?he rastgr r'esdl t & | mt ' out Bﬁ{mgl‘s?lgslf%.
The results of any of these nethods can then be di spl ayed and
viewed 160 (if desired) via a resulting viewer wi ndow 162. Tonal
sound indicators 166 can al so indicate-tdge- 25 progress of the
software if selected 164. SUBSTI TUTE

SHEET (RULE 26) Claim 2. The software method of Claim 1, wherein said

=0

15

20

25

visible source image is converted, when digitized, into a grey
scale image with tonal variations over a set of component

colors.

Claim 3. The software method of Claim 2, wherein said
component colors are further divided into individual color
plates whereby each color plate can be individually rasterized
and a different latent image can be scrambled and incorporated
into each color plate, whereby the final output image is the
result of recombining the encoded and non-encoded component

color plates.

Claim 4. The software method of Claim 1, wherein the
scrambled input image consists of a single latent image which
has been segmented and scrambled as a function of the user

selected scrambling factors.

Claim S. The software and method of Claim 1, wherein the
scrambled input image consists of two latent images, each of
which have been segmented into elements and scrambled as a
function of user selected scrambling factors for each image,
where said output elemental segments are further halved into
sub-slices, and said scrambled elements of said first image are
interlaced in every even output sub-slice, and said scrambled
elements of said second image are interlaced in every odd output

image sub-sglice.
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‘WWD 97/ 20298 PCT/ US96/ 19310
- 18 - The S. 1. software uses a variety of user interface
SCreens whi ch facilitates choosing which type of S. 1. process wl|

be perfornmed, and under condi ti ons. Fi gure 13
shows the intr w2029 screen up m’mtm’ im e.! ﬂs program PET/US96/19318 Ch
shows the user the ownership rightss associat program -
The user interface for the SIS is based upon the " wi ndow"
environment. It is simlar to nost GU (G aphical Lber

Interfaces). Wen the user anes the noUs®® pointer to a choice

field and holds t use r | pet p

down or pop up w Egaﬂ? J bH]t gg’v%l% SC% OIL' gau?g. my%grem the

even nore chegcg@mbled 1nput 1maﬁe Ebﬁéli@cslﬁoﬁftmet hstb@uslﬁna@éﬁf BRERTbACE
screen associ at ed perform ng an Sl operation. "When the user

clicks on thehich have been segmented into elements and scrambled as a

function of user selected scrambling factors for each image,
5 where said output elemental segments are further tri-sected into
sub-sliées, and said scrambled elements of each first, second,
and third image are interlaced into every third respective

output image sub-slice.

L0 Claim 7. The software and method of Claim 1, wherein the
scrambled input image consists of a plurality of latent images,
each of which have been segmented into elements and scrambled as
a function of user selected scrambling factors for each image,
where said output elemental segments are further divided into a

15 number of sub-slices equal to the number of latent images, and
said scrambled elements of each latent image are intérlaced into

their respective output image sub-slices.

Claim 8. The software and method of Claim 1, wherein the

20 scrambled image consists of one latent image, which has been
segmented into elements and scrambled as a function of uéer
selected scrambling factors, where said output elemental
segments are further halved into sub-slices, and said scrambled
elements of said first image are interlaced in every odd output

25 sub-slice, and said even sub-slices are the complimenter of the

previous odd sub-slice.
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File Menu option, the choices in Fi gure 14(a) wll appear (e.g. 15

About SIS, Load Settings, Save S ound, and Quit). Wen

the user chooses either | oad or save fromthe nu, the

screen in Figure 14(b) will appeaJ lﬂm,mﬁ , drag the sl i der
bar 200 or cl| he arrow key Lﬁq ugh I st of
avail able fi Iggi’%’ over, the user can bGsedt di Fgggtugéé&@%ﬂor
buttons 202 to shift backwards in the shown di rectory hierarchy.
The "filter" button 203 brings up another wi ndow 204 whi ch al |l ows
the user to specify which type of files 30 - to view, for instance the
"W | dcard" designator "*" could be used with "*. tif" to brlng up

all "tif" files f3mipo8si HThe spftware and é@ﬁqw ofoFlakBny. t‘ﬁtﬁqqlé’t

files. Once the _desired file is y

accepts and YigHdlessguxce Hmage gonsists of a %Ilﬂ% Pa’éﬁ?ﬁélmﬁgt ”f@g&&ﬁds

the current Oﬁen%tl:ﬂpage incorporated therein, with the elemental lines
flipped 180 degrees about the vertical axis, but flipped only

5 where a letter or object occurs in the underlying latent image.

Claim 10. The software and method of Claim 1, wherein the

scrambled input image is incorporated directly into a
predominate feature of the visible source image, thereby

10 creating a latent image which appears hidden directly behind the

predominate visible feature when decoded and viewed.

Claim 11. The software method of Claim 1, wherein said
visible source image is converted, when digitized, into a single

15 color bitmap image.

Claim 12. The software method of Claim 1, wherein a multi-
leveled, 3-dimensional effect is created by using an input image
comprised of a background pattern which is scrambled to a higher

20 degree than a second image of a foreground object, said overall
input image being incorporated into said visible image, where
upon decoding, the foreground object appears dimensionally

distinct from the background pattern.

25
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y\0=97/ 20298 PCT/ US96/ 19310 9§30 95-0,

= .19 - Furthernore, if t {ivates the Sound setting, t{ppgs
SIS programwil | provide @mmﬁi ,HIIJet the user know what''sgppy,
going on; otherw se, the SIS prog ilent during

oper ati on. Thougewscan quit the SIS software at anyti me bycrafsesriosie
selecting quit, or executing an Alt-Q keystroke. Referring
again to Figure 14, the "decoder"” box 170 shows the type of

decoder selected (e.g. D 7X). The "type" box shows the scranbl e
type 176 selected (e.g. one phase S.1., tvd phase S. 1., hidden
image S.1., etc.).q ~de 7 e er to
control the line vvel -gl:-'ht 13f e':l"‘t(1 ?Pa{mp]le%enwngcarne‘gtpga\%%b’?‘flﬂ%Lﬁ’ﬁe
encodi ng procgsstwahhe re@abrr SfV\Ciimaflf eq_hclud:.ng a RUrhebhorP aﬁgﬂzi/ﬁng
(darkened) and "negative" (white) space of t he obj ect

encoded. Thi sivages @ahibgb apeed temhpwreedwhipoh is capablewb8t rivfmi®f &said
encodi ng and what the final print destination wll '

scrambled indicia software program, said computer also being

5 capable of processing and displaying high resolution graphics,

a second high resolution graphical computer finalizing the

resulting encoded images, and a high resolution printing device

for printing the resulting encoded images.

10 Claim 14. A method as implemented by a software program on
a computer system for digitally producing counterfeit-deterring
scrambled, encoded indicia for incorporation on printed matter,
said method being comprised of the following steps:

(i} scrambling of a input image, which has been divided

15 into elemental input segments, said input segments being

' scrambled as a function of a user specified lens density factor,
a base code factor, a doubling factor, and a flipping option,
said scrambling operation resulting in scrambled elemental
output segments; and

20 (ii) separating said scrambled output image into component
colors and adjusting each component color so that when
recombined, the component colors will produce a greyish tone;

(iii) recombining said component colors into a grey
colored scrambled output image;

25 {iv) printing said encoded output image with sufficient
resolution so that a decoding means can be used to reveal the

scrambled, colored input image.
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_15 be. The "base code" slider bar 174 allows the user to control

“the anount of scranble that is applied during the encoding st age,
as descri bed above. The "flip" box allows the user to turn each
.Individual scranbled elenment by 180 degrees about its verti cal
axis. This optW@A”2%s hide the original itemwhen 20 PGTE§96/193dM | s
of a sinple enough nature to see even after the scranble. In other
words, sometinmes when scrambling a sijg lﬁl. word or a few
characters, the | ebnedttasable still di scerhable despite the

scranbl i ng process ~appli ed. By flipping the el enents, a
deeper scranble can often be achi eved which can 25 still be decoded
by the sane | ens. $lcipghcpgtputimegeoned bef ore, flipping the

el ements of ten prodieaddtholdppsisrgdopersis g g decoder iens' regyeRgyact er . 6

2

/ The frequency of

d-7x =177 lingf",
a7 = 1525inef",
d-6 =134linef,
d-8 =69line/",

QA vage

it the 'x2' option is on, it means that
the frequancy will duplicate.

- .
\ 4

Inside of every slice the process is the same.

The process is the following:
getting the data from the input slice,

input sice
8 zooming, fiipping (if he flip oplionis on)
: // 10
RV
-
o=h"Density/100
i=0*BaseCode
output slice
/' 10 8
.|
Fgure 1
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file"

whi ch

file" 5
file
destination
yet anot her
and

arrows, 10
and

PCT/ US96/ 19310
Figure 15 shows the sane basic user interface screen
further explanations of user interface boxes. The "source
box 178 allows the user to directly enter the file name to
wobfgozpg ogram i s appl yi ng the scranble. The " desSiisshbAp
box 180 allows the user to directly enter the nanme of the
for the finished output. ang ihe source file and
file boxes have "browSe" buttons 182 which pull up
box 184 (Figure 15(a))., tof,sel.ecti ng possible source
destination files. In the F&&E@tbﬁag t-he user may use
or the slider bar, to scroll through the file directories
| ocate and select a particular file. The "filter" box 185

allows the user to select a specific file nanme and have the
program search for it. The "resolution" box 186 indicates the
resolution of the final outpuggimge. This nunber should be 32

/ /

i P

38 34 36

/o /
(G -

—

e

Elements of S.1. image are flipped. Elements of S.1. image are not fiipped.
Enlarge 400 % Enlarge 400 %
(A (B)
Fig.2

GRAPHIC SECURITY SYSTEMS CORPORATION
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15 mat ched to the resolution of the destination printing device.

*The "view' option box 188 allows the user to deci de whether or not
tq see the scranbl ed i mage upon conpletion of the S.I.

calculation. The "LZW option box 190 allows the user to save

*files using compyemseson. Conpressi on keeps the overall size PETUSH19316 t he

files smaller and conserves di sk storage space. The "cal cul ate
button 192 allows the user to click og this bar when ready to
finally apply the S. 1. scranbling progé%%'4 Figure 16 shows a
simlar screen for performng a two phase S.1. operation. However,
this screen provides entry boxes for 25 two source files 210, where
the | atent iTwegdwsebe i nterl aced into a two phased scranbl ed

i mmge. Wth the two phased exanple, the user can select a

di fferent base code for eacig | mage. This
SUBSTI TUTE SHEET ( RULE 26)

The method is similar to that of the One Phase SI,
but the width of the siice is half of the One Phase Sl.
Every odd siice input is 'source onc' file,

gvery cven slice is ‘source two' file.

AT
ol

o
el

VT3

L

= RIECTeT

LIS T BT P )
RE

[ S R e N Y

Rg.3

o

14
The process inside sfice is the same 1o that of the One Phase Sl,

Three' Phasg Sl

The method s simiiar to that of theTwo Phase S|,
but the width of slice is third of the One Phass Sl.
Every third stice input is the same.

R e

B

r,‘&“

e

P AR SNt PR ST
Tt Sayea

ey = <
et

18
The process of the inside of the slice is the same like that of the one phase Sl
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- 21 - I s especially useful when the user wants to create an
overl ay of two different sets of text that will be viewed
.together, yet be seen as separate words when decoded. A
"restraint" opY® SiReopasx 212 is provided for I|inkingPGUEsIsiienge and
second i mages together 5 wher gpy st he sane base code will be applied
to each image. The remai nder of the options are simlar to those
descri bed above. Figure 17 shows a simlar screen for
performng a three pRa S. , ' his screen provides
three source file Ny 1) @l § each input inmge can
have a different 10 base code applied, or the sanme base code can be
applied to all , by activating the restraint option 216

Referring now to Figure 18 the interface screen for

) One phase

Hg.S
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perform ng an "indicia tint" operation is shown. Unlike the hi dden

‘|rrageSI (below), the indiciatint will flow as 15 snoothly as
possible through the inage, ignoring tonal variations. Thi s
_image m ght be thought of as a "nonotone scranble.” Referring now
“to Figure 18(wps9rasodut put i mage is 5 shown (sim | ar PEGUSY&HE3I8 2)
which is simlar to a two phase /724 ., but with only one input
file. In this instance, ever econd su -sllce 222, 224 of
the output image is the i medi at e previ ous
I nput sub-slice. The éﬁs exarrpl e, that when
the i nput is black, t he corrpllmenter IS whit If the input is
red, the conplinmenter s cyan, etFg.6 : WO 97/ 20298
PCT/ US96/ 19310

RINMTRE Y QS TRANIK

TR IS TH AN

SR T ERON - A0S TBANK-

T R T) U NS TEIANEK-

AP ST 1] DR ANSTEAMMK- .,

L ihl AT AN

RN [ s TRARIFATIIT IR B

SO IO
“' )""H LI
GTE LN
"'H hNI‘»
QG TRLNIE,
3‘.'511!3 L™
IS N I
HASTBL MK
J‘J 1l' Hnﬂl“ Ko
MHOSTIBAN K-
2OSTIEANIG 5
JQ TEA NI
*ASTB ANK-
IS TIB ANIK-
IS TIB ANK-
FOSTEANIK-
>QSTBANK.
0STBANK:
IOSTBRAMIK.
IDSTEAMK.
3OS TEANK-
HOSTBIANK -
IOSTRAMK- .,
OIS TBMNIK -

b T Wl aut g (BTN RT] % o8

.,
'
-
d
-
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22 - Figure 19 shows the interface screen for a "hidden

TN

| mge" S. |. operation which provides input boxes for a | atent

i mage 218 and a visible imge 220. This operation allows the user
to mx two i mages toget her where one of the inmages becones | atent
to 5 t hWORREBwhich is visible. This effect will al lPawusheissmt ent

I mge to be visible only when viewed tg @ugh the decoder. Hi dden
image S.1. also allows use of an additional file to conpensate for

i mage of fset. The hidden inmag y S i mlar g (o the two phase
S.1. (described above) and thiiVi c;\B@S@COﬂ | ow) except that
t he out put background is a pi ure® e ite. The first
step is to copy the visible image to the Fg.7 out put image. After this,
the nethod is simlar to the indicia " tint, but the density
paranmeter controls the visibility of & a2 age | MAQJE. Al so, the hidden

I mage technique is simlar to the S.| Raster (below), but a
bitmap (single color) inage is used st ead of a grey scale

I mage. POSTBANE

) ol 14
BT el

s,

YU r Sk AR 0 -
»1“/’!4@1.\ ‘J‘ 1y ‘“ﬂ

q HE
ey tur‘l‘,‘:

”””“” L
i

otk
sy iantd

» l'llll
e

1...4-,4'”“; i
COLE R R .
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Fi Qure 20 shows the user interface screen for nmultilevel S. 1.

operation. The multilevel S.1. creates a scranbl ed i mage t hat
contai ns a sense of depth perception. This type of 20 scranbl e
allows the user to set both a m ni num base code 226 and a nmaxi mum
base code 228.wohwaeparticul ar version of the SIS PPERBHE19519S t WO
| mges, one imge called the texture inmage 222 and anot her called
a depth i mage 224. During encodi ng, thé2 4 tonal values of the
depth image elenments will cause a scranbling 25 variant in the
el ements of the texture image. This variant wl| gi ve the decoded
I mge the illusion of depth, hence the nane multilevel S.I.
WD 97/ 20298 f# US96/ 19310

2 V. Direction

Hg.8

2 ph.lsc iy . : 2 pha:.e "0' 2 phase 3()‘

2 phase 40" | 2 phum 50° ph.:se 60°
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For exanple, this multilevel technique can sinmulate a 3-

di mensional ("3-D') canera effect by placing a face in the depth

i mage and appl ying | ess base code, while flipping the el ements

for added sharpness. The background woul d be placed in the 5

texture file V\A&ich woul d have nore base code applied for nore

scranbling ef fWEx97/26p881 with no flippin f.the elenments. By

superi nposi ng these two scranbl ed imagg%9u2p6n each ot her, thé’C’l‘iUS%]l%]o
decoded face woul d appear to be sharper apgd.lhave npD dept h than

t he surroundi ng backgr oH@ITAL Hence the f ’d/g;pear to 10

"float", thereby creati GEE ef fect. Referring now to
Figure 21, the interfac een for an b. | . tion is
shown. The S.I. Raster SRSSERe user 0 q%.:?:??/\g&f)ﬂgéé t oget her
where one of the imagesA mes P30 to the other which is
vi sible 232. The | at ent .]_,5 k1l ace with the visible

i mage follow ng the greg g'é(o that inage. This effect
will allowt | at ent i mage Separate coldrS be vilsi'bl e only when viewed through

a decoder. Addiy onal | yl, 48
a6 ' 1/

ryey
L

Magenta Yellow Black

SCRAMBLED INDICIA® SOFTWARE RUNNING ON A SILICON GRAPHICS WORKSTATION, USING THE
HIDDEN IMAGE FEATURE, COMBINES THE IMAGES FOR THE FINAL HIGH RESOLUTION SEPARATION, 52

Invisible Image and Cyan
Visible image are merged
during Scramble to produce
a new CYAN Plate

Final Cyan Separation Which
Incorporates the Hidden image 56

Invisible image 4, Visible Image

54 Magenta Feature created using Si®Soliware.
\i. 3.%.3 3 E - Invisible 1 d ) /

EFE AL nvisible Image an B
%§§g§§§§§§ Magenta Visible image are * N
§§§§§§§§%§ merged during Scramble to
§§§§§%§§g§ produce a new Magenia G
l‘i‘vé&éﬁg%g&s Plate iy ‘,‘
€ 4y TRy U 1 1841 M Ay =
R '

‘ . . . Final Magenta Separation Which
The New Cyan & Magenta Plales replace lhe] Incorporates the Hidden Imags

originals and the job is printed. Feature created using SIBSaftware.

Fg.9
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;hé | atent image m ght consist of a one, two, or three nulti-
Phased i nage as created using previous interface screens for 20

nmul ti - phased i mages and saved in an appropriate file. One of
the nost useful applications for the S.1. Rastering technique is
where the visi BW®9%2828e i s a photograph and the | at erQT/USISITP31aTI ght
be a signature of that person. Using t%g,%lés : program the visible
i mage can be rasterized and then the signature i mage can be
scranbl ed and nmerged into the visible . i mage raster pattern. The
resul ting encoded image will be a Fig-19j si bl e i mage of a person's
phot ogr aph, whi ch when decoded wi | | YO 97/ 20298
PCT/ US96/ 19310 - 24 -
Digitize
Souce
Image
_ 43
CMYK /
Color
45 Seperation
\ 47 9 51
Cyan Magenta Yellow Black
Plate Plate Plate Plate
53
\ N\
Rasterize Rasterize
57
Apply S.1.
Apply S.L.
Scramble to 1st S:;ﬁ%b::z?m
Latent image image
61
\
Merge scrambled Merge scrambled
image with Rasterized image with Rastenzed
Cyan image Magenta image
Reform final color
image from CYMK
plates,
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ye&eal that person's signature. The latent inmage m ght include
other vital statistics such as height, weight, etc. This high

seecurity encoded i mage woul d prove to be extrenely useful on such
itens as passports, l|icenses, photo IDs, etc. 5 The processes
descri bed aboweo b#mee9sused I|ne rastering t echni quercEss%asI1y ed
fromthe suggested lenticular structure of t he decoding | ens.

Q her rastering techni ques m ght also‘ﬂﬁ used, which would be
acconpani ed by correspondi ng decoder | gé%‘ capabl e of decoding

such rastered and scranbled gatterns. 10 Referring now to Figure 22,
a series of exanple rastering t echni ques are shown which could
simlarly be used to encode scranbl ed i mages into rasterized

vi si bl e source inmages. A conpanylng egch type of rastering is a
circle showi ng an enlargeo = he raster. The exanple

types include: 15 doubl e Ilnﬂ” dul ation; |ine thickness

. \ .
nodul ation 11; enboss I|n§ Ilef double relief;
round raster; oval

enboss round raster; crosﬁ
raster; and

—vr;.*m

70

New eps

Finished design is sent
to output device of
choice.

[5]

Macintosh
e

{Encapsulated PostScrigl) file format.
Fig. 11

New tiff file is received on
Macintosh and implemented
into finished design program.

File is converted to an EPS

66

" 64
/ [4]

8]

Enceding Algorythms appli

Scrambled Indicia Work Flow Chart

new Scrambled file,

S

by S.1. Software to create a

on S.1. Type
S.}. sofiware
rambied Indicia
set by user

N

. Encoding by

~ SGI Workstation.
1-3 pleces dependent
Files are opened in
S.1. Sofiwate

types and values are

m Original art is sent to

@Sc

60
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cross line raster. Another technique, cross enbossed rastering,

M ght use one frequency of lens density on the vertical plane 20 and
yet anot her frequency on the horizontal plane. The user woul d
then check each | atent inmage by rotating the |ens. Yet anot her

t echni que woul¥YOPH®We | enses which varying in f r equasssg/1arnd/ or
refractive characteristics across thf naggrof a single |lens.
Hence different parts of the printed hat 25 coul d be encoded at
different frequencies and still be decoded by a single lens for
conveni ence. Unaoouptr eary Ty Ot et Wo—-97+26258

PCT/ US96/ 19310 . L - 25 -
rastering types jexi gt which® afg\easi |y pdaptable to the SIS

encodi ng techni dques.

/
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e

..118 \ P 2
L
@,
|'2| ¥
138 142
b 4
Scrambie with|
Iniv-'hlu
mothod
.
otungs into
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144
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154
F«m with
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ave Raster
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output iy
56
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Reé;ardl ess of the type of rastering used, a variety of ot her

security measures could be performed using the SIS program 5 and the
under | yi ng principles invol ved. For instance, the consecutive
nunbering system found on tickets or noney m ght be scranbled to
I nsure further waeenoisgy agai nst copying. The SIS P rpeeasds fosfpnt
also digitally generate scranbl ed bar encodi ng. A Met hod and
Appar atus For Scranbling and Unscranbling Bar Code 10 Synbol s has
been earlier described in this inventofg U2 Patent 4,914, 700,
the principles of which are hereby incorporated by r ef er ence.

Yet anot her common security printing technique includes usi ng

conplex printed |ines, borders, guil : buttons 15 whi ch
argpdi ff!ocult to forge or el ectrgni chéﬁUBQ;ﬂS The SIS
program can i nt rweassunteCatali® psift thatyber softwivleinafibdenlihstalled and your usér@dgirai N

| i nes on the prildved! oeér @eatetience the inventor refers to this
techni que as Scricarbk&dyddr 0se? nhing &Stom so you login as tom. Fréra yswaesktby you wéune
Scranbl ed | ndi ci doublegiitk diethé 8IS theton and if all is right you would see the following display:

SCRAMBLED INDICIA® SOFTWARE

© 1998 GRAPHIC SECURITY SYSTEMS CORPORATION
5413 Lake Worth Road, Suite 305, Lake Worth, Florida, US.A.
Phone: (407) 95660501 Fax: (407) 9660303

Written by: JURA TRADE L1D. JSP™ Sofiwars Development Department |

1125 Fészek uica 3, Gudapest, Hungary
Phone: (361) 275-1250 Fax: {361) 275-1259

d trad k of Silcon Graphics. incomarated. Some TIFF convernon rouiines
anvight Sam nllln and Silicon Graphics, inc. Scrambled indicia® Is a registered irademark of Graphic
Security Systems Coep. JSP™ s 2 trademark of jurs Trade Lid. Al sights sesenved.

At this point you would click on the OK button and you would get a rectangutar box
which you can position by moving the mouse. Once you press the mouse button the
following screen would appear.

General Settings

\ T
Decoder | D-7X
Denslity

Hase Code

Sou;ce Frle(s )

1. Phase ‘

G _—

Destinatlan

FiteNa ! I
ei:)me & ' _ss.if
4 —_—

Aesolutlon 3555 7 View {~ LZWcommpression

Calcdtate

Fig.13
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20 enhanced by making 3 color separations in Cyan, Mgenta, and

Yell ow of the image after the S. 1. process has been perforned.

These colors would then be adjusted to each other so that a

natural grey could be obtained on the printed sheet when the

colors are receosrzens The inventor refers to this process apctalses19310
"grey match." Hence, while the print eq |mage vvoul d appear grey to
t he unai ded eye, the decoded i nage woul d 4 in color. The

adj ustment of the separations to maintain a neutral grey

WO 97/ 20298 PCT/ US96/ 19310

- 26 - becones de'ﬁEﬁF&CEBASllG)SbGQnﬁmuedad when usi ng

di fferent corrb17nat ions of _in oPr e ni ng
t hese Decoder Type Scramble Type

N
File
General Settings

l Densily l Decoder | 0-7X% . - Type |t Cne phrase S,

i Density
Base Cod Lo
se Co -

[ Base Code R
Source File(s)

1. Phase i

{") S _.;__.~_1
174 Destination

Filelame *

(7
Resolution 3556 [T View [7 LZW compression

| Calcuate

The next series of buttons allow you to select different values that actually determine
the kind of “Scrambled Indscla output you will create.

The option box DECODER allows you to select the type of decoder lens that wilt be
able to unscramble the finished image. Depending on your licensed version you may
have different choices then we show in this example.

The optidn box TYPE allows you to select the type of scramble. Again as in the
Decoder option, the selections you have installed in the Type Box will depend on your
licensing agreement with GSSC.

ie. (One phase S.1., Two phase S.1., Hidden Image S.1. etc.)

The slider bar DENSITY allows you to controt the line weight of the image that is creat-
ed during the encoding process. This feature will effect both the positive and negative
space of the object being encoded. This value can be adjusted based upon what you
are encoding and what the final print destination will be.

The slider bar BASE CODE allows you to control the amount of scramble that is
applied during the encoeding stage.

The FLIP check box wiil allow you to turn each individual scramble element with a ver-
tical 180 degree move. This option helps hide the original item when that item is of a
simple enough nature to see even after the scramble. Sometimes when scrambling a
single word of a few characters, you can still see the letters. This oprion will create a
deeper scramble.

FIG.14
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conbi nati ons adds anot her |evel of security to val uabl e docunent

and currency. 5 Still another possible use of the SIS program
woul d be to create interference, or void tint, conbinations on
printed matter. This technique will conceal certain words, |ike
"voi d" waogr2oz9aval i d” on itens such as concert ti cket crhds9éimsio0

. ticket is phot ocopi ed, the underlying word "void" will appear on
the copy 10 and hence render it |€¥al id to a ticket inspector. The
SIS sof tware woul d provi de an f4 8i%ent and | ow cost alternative
to produci ng such void tint patterns. The SIS
program m ght al so be adapted to produce water mar k- type patterns
which are typically introduced to paper via 15 penetrati ng oi |l or
varni sh. Furthernore, the SIS pr/ 23 cab o]

produci ng hol ogramsEé Mend Ldl f f [adP?gceder Type
SI'S program woul nor e / cost effective

for producing such resu 3 3t ood that while
| have illustrated and

C

i Generalsemngsw-_ e

Decoder| O-7X . |

[ R S ——

- Bese Code r—————— T~ —

.Source File(s)

" Destinatto
‘FifeName .

File Menu

The user interface for the SIS is based upon the X window environment. it is similar to
most GUI (Graphical User interfaces). When you move your mouse pointer to a choice
field and hold a mouse button down you will get a pop down or pop-up window. This
window will allow you to make more choices.

When you click on the File Menu choice you will see:

Fig.14 (A)
o

ABOUT SIS will show you the opening banner again.

LOAD SETTINGS allows you to reload specific defaults you may have created for cer-
tain jobs.

SAVE SETTINGS allows you to save specific defaults you may have created for cer-
tain jobs.

Both LOAD & SAVE will bring up another window which we will be covered next.
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20 described certain forns of ny invention, it is not to be limted
to the specific forns or arrangenent of parts herein describe and
shewn. It will be apparent to those skilled in the art that

various changes may be made wi thout departing fromthe scope of

t he i nventi on WQ@720298 i nvention is not to be considered |im pegusitiiosie to
what is shown in the drawings and described in the

speci fication. WO 9‘/ 2;)%98
PCT/ US96/ 19310 27 -
CLAI M5 VWhat is clainmed is: Claiml. A nethod as

i npl ement ed by a sof twar eéﬁtﬁﬁﬁg)cﬁ ﬁé\SlCSac(bmﬁlfédS.}/St em for

digitally produci ng count

SOUND this choice has a radio button, if it is checked it's ON if not it's OFF. SIS will
talk to you to let you know what's going on. if you do not want the system talking to
you click the option box ON.

QUIT This option is obvious, it will return you to your desktop. It may also be chosen
by using the keystroke combination of Alt-Q which means while hoiding down the
Altemate Key you also press the letter “Q"

LOAD / SAVE
When you choose either load or save from the file menu you will see the following

screen appear:

Fig. 14 (B)

| /201 200
202 . :deiam{.agsl _ _ “ Slider Bar
desttop-Alasly/ : ""’l |
etinrhe/ ‘ As in most windowing
.rsrgj environmenis if you are
AUGIL/ v unable to view the

et

| Directory Bar vC““, : entire contents of a

By Clicking on these bars X diractory / folder you will

. A get this window which
you will shift backwards allows you to move by

in the directory hierarchy. clicking on the arrows or
Each segment corre- by dragging the slider
sponds 1o the path below. bar.

206
Cancel -1

Cancels current operation

205 Somtwmtrm
have done.

203 204

7
— Filter

i you press the filter button the filter window will appear.
The filter allows you to set a file type to view. If there
were hundreds of files and all you wanted 1o see was lilf
files you would set the filter to *.li! prass apply and then
the dispiay would be limited to ail files with a it file for-
mat. I you were working on a job for the XYZ company
and all the files were XYZ1, XYZ24 etc. You could
change the filter to look tor XYZ".*

|~
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5° scranbl ed, encoded indicia for
*said method being conprised of the follow ng steps:
scranbling of a input image, which has been divided
_elenental input segnents, said input segnents being
"a function of woYRe98specified | ens density factor,
factor, a doubling factor, and a fli pptﬁg, f&t I on,
operation resulting in scranbled el ene I

(ii) rasterization of a visible source

nunber of said resulting sINTERFAGEBA

10

(ii1) merging of said rastgd
scranbl ed el enent al
out put imge is reforned
retaining the underdtyi Mg pj
(iv) printi*hg sai d encoded

Source Fllefs)

1. Phase ’
0 ._J_______— ‘ :

| Source File -

The file named here
1 the lile to which

180

into

i ncorporation on printed matter,

(i)

scranbl ed as
PCI/U358910de
sai d scranbling

out put segnents; and
imiée as a function of the
CsL&:pntlnued... segnents; and
sai d
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desktop-Aashy

Fiier

' ﬁ’ | susrfpeoprestan/

rBTowse Options '

The LZW option Dox allows you
10 save files using compres-
sion. This wili keep the ovarall
size of the fies smailer. it is
impostant 10 note thal the solt-
ware you will ulimately process
the files in must also support

this type o} comprassion
discussed eariier.
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Fig.15(A)

‘The browse ophon box give you very simifar choice
as that of the new or save aplions from the File
Menu. You may use the arrows 1o scroll.: twough the
directones Or the slider bar. Or ydou may typs the
paths and fite names girectly in the file area. When
you glick on the Browse Box for Source you wilt see
the Source Folder descrpuon. When you click on the
Browse for Destination you will see the destination
toldar as it appaars in this example. The filter box will
aliow you to choasa a specitic name to search tor as



resol ution so that a decodi ng neans can be used to reveal the

scranbl ed i nput
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Claim 2. The so¥ovmaogesnet hod of Claim1l, wherein said

source imge is
i mage with tonal

I mage. 25
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converted, when digitized, into a grey scal e

vari ations over a set of conponent
17724

INTERFACE BASICS Continued...

Now that we have a..cussed the different areas of the interface. We will show the differ-
ent screens for the different types of Scrambled Indicia. In ali of the different screens the
option boxes and slider bars all behave the same as in the interface Basics opening.
Dependent on the type of Scramble selected, you may have more choices, but the inter-
face will use the same concepts as previously covered. Remember that your specific ver-
sion of the software may not have all of these options.

SCRAMBLED INDICIA TYPES:

One Phase S.1. : This is the type that we used in our interface basics. In One phase S.!.
we are dealing with a single element to be scrambled. So as the source and destination
box display there is only one choice for the source file. (The source file is the file that will

be scrambled)

Two Phase S.I. : This type is similar to one phase except that now we can introduce
two different elements to be scrambled. You will see that the source file options box
changes to reflect this. There is another option that appears when you switch to a muiti-
phase scrambie. This option box appear next to the Type Selection Box and looks like a
chain link. This option is called the Restraint Option. When this option is selected, the
Base Code control will be adjusted to the same value on both elements. If you deselect
the Restraint Option you will be allowed to set a different Base Code for each element.
This is useful when you want to overlay two different sets of text that you want to be
viewed together, yet be seen as separate words.

{
ii £
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General Settings
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col ors. 5 Claim3. The software nmethod of Caim2, wherein
sai d conponent colors are further divided into individual color

pl at es whereby each color plate can be individually rasterized

and a different |atent inmage can be scranbled and incorporated 10

into each col oWO#7/20288 whereby the final output inmage is thePCcT/ws9619310

result of reconbining the encoded and non-encoded conponent col or
pl at es. G aim4. The sofgwapg nethod of Claim 1, wherein the
15 scranbl ed i nput inmage consists of a single latent inmage which

has been segnented and scranbled as a function of the user

sel ected scranbling factors. Claim5. The software and
method of daim1l, whSORAMBLED INDISATYPESContinuedansi sts of
two | atent images, each of whi ch have been segnented into el ements

and scranbled as a

Three Phase S.1. : This option is identical to the above but now you can work with three
source files. The Constraint Option is also available.

General Settings 216
Decoder { D-ix fypey  Turee phase S..
Oensity

1.0
Base Code 7

Source Fife(s)
1, Phase J

Fig.17
214

Destination
FileHame i‘
{7)

Resolution 3556

i Juzr/people/tonl
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function of user selected scranbli ng factors for each inmage, wher e

'sai d out put elenental segnents are further halved into sub-slices,
and said scranbled elenments of said first image are 25 interlaced in
every even output sub-slice, and said scranbl ed el ements of said
second i mage aWe@%/R828% | aced in every odd out put i mMaBETAISS/19310C €.
WD 97/ 20298 PCT/ US96/ 19310

- 29 - Claim6. The soffware and nmethod of Claim1, wherein
t he scranbl ed i nput inmge co 8 42s4 of three |atent | mages, each
of whi ch have been segnented into el enments and scranbled as a

function of user selected scranbling factors for each inmage,

SCRAMBLED INDICIA TYPES: Continued...

Indicia Tint S.1. : Unlike Hidden Image S.1. the Indicia Tint S.1. will fiow as smoothly as
possible through the image, ignoring the tonal variations. We could almost say it's a
monotone scrambie of an image. in Hidden Image S.1. you wilt have an additional field-
which allows you to compensate for image Offset.

General Sctiings

s "
Decoder | D-7X / Idicia Zirit

10
Base Code r —~
Source File[a}
File:

%)

Destination

FiteMame . i L
‘ ! fuir/people/ton/
?)

Resolution
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5 where said output elemental segnents are further tri-sected into
sub-slices, and said scranbled el enents of each first, second,

and third inmage are interlaced into every third respective out put
i mage sub-slice. 10 Claim7. The software and nethod of Caim
1, wherein theW09720298 scranbl ed i nput inmage consists of apprwssdiosng Of
| at ent i mages, each of which have been segnented into el enents
and scranbl ed as a function of user selected scranbling factors

for each inmage, jauicia Tint where sai d outyqut, el enental segnents are further
divided into a éc'a m s'nurrber of sub- s%é?ﬁqual t tg@ unber of | atent

I mges, and sai d %r ambl ed el enents of each'® | mge are
interlaced into t r%pect i ve out put image sub-slices.
Claim8. The software and netfod Caim1l, wherein the 20 scranbl ed

A mage, Whi C MTHea@setrivR e similar to that ot RO Brage $iNt O
fj useonty ane input file@ibteCt ed scranbl i ng

every second slice input is the

complementer of the input slice.

I mge consists of one Ioa,r._e,nt
el ements and scranbl ed
factors, where said ou

FY3T)

BT

3 py
B RE
~Tis s>

43

RS

P
TA eI ,‘
revmn .
:v;.‘;?_};‘.‘.‘,h
~
e

NG

LR

R

i i}  The complementer means for example when
the input is black, the complementer is white.
if the input is red, the complementer is cyan ...

Ty =
| B s

St

The process inside of the slice is tha same like that of the One Phase Sl.

The Hidden Si is the same, but the output background is a picture instead of while.
The first step is 10 copy the visible image to the output image.

After this the mathod is the same like in the case of indicia Tint.

The density paramaeter controlls the visiblity of the image.

The S! raster is similar to that of the the indicia tint, but the density conirolled by the

second input file. )
if the value from the second input file is dark, the density will be high.

The Multilevel S! is similar to that of the One Phase Si, but the value of BaseCods is
controlied by the second input file.
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ségnents are further halved into sub-slices, and said scranbl ed
I mge are interlaced in every odd out put

el enents of said first

25

sub-slice, and said even sub-slices are the conplinenter of the

-previous odd sub-slice.
PCT/ US96/ 19316v0 97/20298

Caim9. The software and nmethod of Caim1l, wherein the
source imge consists of atint pattern with a scranbl ed
| mage i ncor por.ated therein,

degrees about the verti cal

WD 97/ 20298
- 30 -PCTMUS96/19310
vi si bl e
| at ent
flipped 180
where a letter

with the eleh@n® 4l |ines

axis, but flipped only 5

or object occurs In SERAMMBLELRS INDFCIA TYPES: Continued...

Hidden Image S.1I.

: Hidden image allows you to mix two images together where one of

the images becomes latent to the other which is visible. This effect will allow the iatent
image to be visible only when viewed through a decoder.

218

'

| Latent image

| Visible Image |—

|
220

General Settings
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CI‘ai m 10. The software and nmethod of Claim 1, wherein the

“scranbled input image is incorporated directly into a

predom nat e

feature of the visible source image, thereby 10 creating a | atent

ci mage whi ch appears hidden directly behind the
vi si bl e feat um®sirzesssdecoded and vi ewed.
software nethod of Caim1l, wherein said
converted, when digitized,

into a single

15
Caim12. The software nethod of O ai me2 /vhérein a nulti-

| evel ed, 3-di nensi onal

conprised of a bac
degree than a secogbﬁ?

effect is created by using an input inmage

MBLE INDICHS TYFESCoatih 0t

I nput i mage being incorporated into said visible image, where

upon decodin t he foreground object appear? | |¥
afqlﬂlgvg[a%kg Hlyl?de'&a't creptes a scrambled image that contains a sense of depth

perception. This type of scramble allows you to set both a minimum and maximum Base

distinct fro

di nensi onal |

predom nat e

C @arnustsn okive
vi si bl e source inmage is
col or bitmap i nage.

20

Code. This version uses two images, one element called the Texture Surface and an
additional element called the Depth. During encoding the tonal values of the depth ele-
ment will cause a scrambling variant in the Texture Surface element. This variant will give
the iliusion of depth.
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Claim 13. An apparatus for inplenmenting and perform ng
software nmethod of Claim1l, including a scanner for
WO 9720298) nages, a high speed conputer which i s RAFRIIIHK

scranbl ed indicia software program said conputer

5 capabl e of processigg ﬁﬁd di spl ayi ng hi gh resol ution

a second high resoltti %raphi cal conputer finalizing

SCRAML . =D INDICIA TYPES: Continued...

S.1. Raster: The Scrambled Indicia Raster aliows you to mix two images together where
one of the images becomes latent to the other which is visible. The latent image will inter-
lace with the visible image following the grey scale vaiues of that image. This effect will
allow the latent image to be visible only when viewed through a decoder.

230 General Settings

Dcecoder !ﬁl)i;{’*

1.0
i} Case Code r—--

{ Latent Image || JEESFSEES

Latem.
232 "
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résulting encoded i mages, and a high resolution printing device

“for printing the resulting encoded i mages. 10 Claiml4. A
met hod as i nplenented by a software program on a conputer system
-for digitally producing counterfeit-deterring scranbl ed, encoded
indicia for i rWapPEWRM i on on printed nattgr sai d pet/usdnbmo ng
conprised of the follow ng steps: 4/24 (i) scranbling of a input
i mge, which has been divided 15 into elenental input segnents,
said input segnents being - scranbl ed as a function of a user
specified |l ens density ‘ _ the: doubl i ng
factor, and a fli ppi ngmﬂ: 1: Acmmm I)g% I on
resulting in scranbl ed el enent al out put segnents;
(ii) separating said scra gihout put i mage i NERNNRponent ors
and adj usting each conporfaiyatil or so that whiy S
conponent colors wll % greyi sh
reconbi ni ng said ;;;i’ ors int

JBLE LINE THICKNESS LINE THICKNESS EMBOSS LINE RASTER

MODULATION MODULATION 11,

W)

DOUBLE RELIEF EMBOSS ROUND RASTER

N

AT beasnse wisur AN

OVAL RASTER CROSS LINE RASTER

Fg.22
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col ored scrambl ed out put inmage;, 25 (iv) printi ng%@@@(ﬁé’@.
out put inmage with sufficient resolution so that a decodi ng ng_anﬁ
can be used to reveal the scranbl ed, col ored input imge. Rfm
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