1 TRI GGERI NG EVENT PROCESSI NG Cross-Reference to Rel ated Applications

[ 0001] The present Application for Patent clainms priority to Provisional
Application No. 60/435,085 entitled "Triggering Event Processing” filed
Decenber 19, 2002, and assigned to the assignee hereof and hereby expressly
i ncorporated by reference herein. BACKGROUND L Field of the Invention (0002]
The present invention generally relates to conputer networks and

comuni cati ons across comnput er networkd. Mre particularly, the invention
relates to the initiation or continuation of processing based on a
triggering event assocFRAMAGERINGEVENTPROCESSENG2 on the wirel ess
device. H Description of the Related Art [0003] Wrel ess devices are being
devel oped that allow for the execution of applications on these wreless
devices. In addition, systens are being devel oped that allow the downl oading

of these mk;_g@e}%,omﬁtwhﬁgﬁ ffhsdnd other content, onto the wireless

device using a wmr SS networ e ability to downl oad applications onto a

wirel e devi provi des sever dvant ages. .One adyant age.inhcludes the

bt 19 ot . dBe RrEpent AppBratondor PRieRLF BOSS REOe S RSB ATMFEI one « hey
vant. AnotNieleoRdY B8 2afied eTHERSing Tlent BRICESINRY 11BE DicERbaSE BDBL Cond
manufacturer to load all the applrications that" nay be want ed by the user
prior to sbsignedno thelassigukgi terepfi and herelyexpressly inperperatedtbyoeferanick hetei. used by
the wireless device, is not required to determ ne which applications the user

will want to use prior to selling the wireless device for use on the
network. The carrier can also dyWACKGROYNI®t er m ne whi ch applications they
will allowto execute on their network. [0004] Carriers, in addition to

al | owi ng dppl i Feld efithelgventioput e on their network, also provide other
f eat to us t.he rk. res,incl yde .51 onal functions
rO%Z]e She (S)pfreset;| e dﬁ\%\ﬁr\{@ n tﬁ%%\%{:“& 21atdiC! cc?rgélutcrh ?éafworléJs and®

and/ rvi ces assocl a el essdevi cé. eatures nmay

i ncl ude acemasinicationPRedsalcofplifr he@sks. SMobdpartit@larly,aBé iteniiste pdlatéd @at i on and
voice mail, access to GPS, . MPEG or other functions supported by the wreless
devi ce. the initiation or continuation of processing based on a triggering event associated with

an application or data on the wireless device.

1L Description of the Related Art

(0003] Wireless devices are being developed that allow for the execution of applications
on these wireless devices. In addition, systems are being developed that allow the
downloading of these applications, including data and other content, onto the wireless
device using a wireless network. The ability to download applications onto a wireless
device provides several advantages. One advantage includes the ability of a user to
tailor their wireless device with the applications they want. Another advantage includes
not requiring the wireless device manufacturer to load all the applications that may be
wanted by the user prior to shipment. In addition, the carrier, who’s network will be
used by the wireless device, is not required to determine which applications the user will
want to use prior to selling the wireless device for use on the network. The carrier can
also dynamically determine which applications they will allow to execute on their
network.

[0004] Carriers, in addition to allowing applications to execute on their network, also
provide other features to users of the network. Features include additional functions
and/or services associated with the wireless device. Such features may include access to
special data transmission rates, caller identification and voice mail, access to GPS,

MPEG or other functions supported by the wireless device.



2 [0005] Typically, the features available to a user of a wreless device
are defined to the phone prior to receipt by the user. This is done in
advance because, depending on the feature, the phone nay require

sophi sticated instructions to activate the feature on the handset.
Furthernore, the handset may not have an application that requires the
feature and, therefore, the activation_is not necessary. Sone features
require that the server associated with the carrier provi ding service to the
wi rel ess device update information allowing this feature to be used by the
phonegoofsr exanpysically, thRatutes raviiidbicStoda ¥Rk 6€a wikdldss ldente bR, definedtd ther server
wi Il be configured so that the wrel ess device has access to voice nail

[ 0006] Cur pleane|pyior (@ eqcsiphiby e vsert dhisnigdoaein pdvaace begauses sependingxanciliee
applicatio il i t I d these
features u@?ﬂrl\%@? é%vp}qn%%%lgag?éuu esgﬁrlgl?[z%ag dlolg Etﬂ%\?ﬁﬂ%ﬁ?%bﬁg&awg ffgag&gc I @gt ed when

t he wirel efsde@y iFagheédnditithdAsmidet madhha HaSe a0 applicaton tHaoveRvies thdifédireul t for
the user to anticipate all the features they nmay  want. As descri bed above,
the user wind thesefors, dh¢ gctivatippis paenscessarke| éggwoféwe%srcwwmwe ¥PYATi cati ons
as they be I I A b J: d . r that
an appli ca%ssgﬁatgég\;l}rg@legaﬁﬁtrtp&‘}“{hﬂg S%rgwégtgZﬁ‘gwfulggctsgrﬂg%?ﬁgﬁdit?%g{/f&g%dg?ﬁd have
acti vat ed. alld¥i@g Jthib feauiditd iberused by itiee plones dpalekempleaif the wsarwiamy a opicg want a
feature for a short period of,hine, uch,as during the tipe they intend to
use an appRH 4F3teis. # RAFFicE sprwes Wi d\?éﬁ?fg%‘léc%?'i’ thaktheg¥ireless dsvice fayaceessioa tri al
basis to sgg.lfhajihey like the feature. This user would not want to have the
manuf acturer install or activate this feature if they only want to use for a
~ short [00D6Te. [ 0008tremthoubars wietwishdl ta mctude hizese fednees) e exemmd appilicatiararthater

operator. This is a can be a _cunbersonme prqcess ere the user st call the
cgrri er. TWE“ CEHEACCTSS tQéP%SIfF’i}“reF’n%af‘r%?@88%E%§F\q?%tﬁfcﬁr”é"{gh wmehodsint s, The

carrier cophl $hiRsd i Ravifs VRS (ARSACAANERAW N HehRfreld§Clevi@ ipliRls&d.t he
feature is active. The carrier also then verbally instructs the user to

per f or m a Thiquesemetphese boyever atiffiguli domibinaisertto anticipatatall thdéeafuses theemay t he
Sonpl ox 1 oMt dts drbgnted 0675 e FREV RBPRUER il R diges devet R a8%1 o The
phone, t hugpplichidrisng thdyebeedint ia@4ilable. APl hivt AeReRbOMi sk By MBakerftRat ures to
a current gns gﬁlication available in the future uses a feature that they should have activated.

[0007] In addition, it is foreseeable that a user may only want a feature for a short
period of time, such as during the time they intend to use an application that takes
advantage of the feature or to use on a trial basis to see if they like the feature. This user
would not want to have the manufacturer install or activate this feature if they only want
to use for a short time.

[0008] Another method is to have the user contact a carrier operator. This is a can be a
cumbersome process where the user must call the carrier. The carrier is verbally
instructed what feature the user wants. The carrier configures the server associated with
that user to indicate the feature is active. The carrier also then verbally instructs the user
to perform a sequence of complicated commands to activate the feature on the wireless
device. This creates many problems. Not only is it cumbersome and complex for the
user, it inhibits the user’s desire to add features to the phone, thus limiting the carrier’s
ability to provide additional features to a current user.

[0009] Consequently, what is needed in the art are systems and methods to allow

features be made accessible to phone in a dynamic nature so that the user may add



[ 0009] Consequently, what is needed in the art are systens and nethods to
allow features be nade accessible to phone in a dynamc nature so that the
user nmay add 3 features w thout cumbersone instructions. Furthernore, such
systens and net hods would provide a period of expiration to disable or
renove the features. SUWARY OF THE | NVENTI ON [ 0010] The present invention is
a system nethod, and conputer program for activating features associated
with a wireless device. In one enbodi fent, a systemfor activating a feature
for a wireless device includes a wirel ess device configured to receive a

request  fhouRe WiMRdE cBmbERbME CindRRAGhA FRrifbnlbre, NGicl sy8eRR Sarfde kB ds ¢ O

configure the wireless device to access the feature, and to send a nessage
to a ser\Meqiuldiproetutela/lwredtorﬂexplmtomtedlsabidortmanovselna/katumnf| gured to receive a
message to activate a feature associated with the wireless device and to

nmodify the information files associated with the wireless device associated

with activating the feat umﬂoﬁqmmﬂmdl ment, a nethod for

activating a feature on a wreless device includes receiving a request to
act i[03%0k t he fldwtpresent mequmtls ﬁgystemomptbnémndrqoumuecr pregraindariagivatieg |
receivin the co rel ess devic and execut i t he . conponent
on the wipbpies SRGEORINOGA shidfest b T BREHEBALAER, B RdRr rdslFing T e

Wi rel ess fRyufeefos @ wilkldss dBGcE arludesavareRst dyateebnfizanditd gecRiveBSRG@RL L 0 a
profile server to configure the feature on the profile server. BRIEF

DESCRI PTItORCIORIETHE2DRANSRICE el 00 tothe @ifedass devieti iasAndigats, the nrefesadeivies of t he

present | QR B Whbke BESUTAPPRLEL: GLLELe! SU-ANOd HEhETSHIRLLer S

forth Brltgfac ion o aw ngs Scriptioi o

I nvent i Oﬂscrvafldortffgﬁrﬁ (@i rdFei veld hbsdagE tactivales featd'rea@&@dmé@mlmtth@gmlesé rel ess
network and with several corrp uter devices that comrunjcate W|th each ot her
acr oss t HEvicet ask ko modifv | the:j igformatign filgs psgociptedy Vath dhe (wiselpss dRuFe

conponent sd%fatéd\%tl‘f"'a&t?%ﬁﬁ?tﬂé%%f provi di ng comruni cati on between different
Wi rel ess devi ces cation downl oad server, a carrier network server

havi[pgilyq user Ipraoblhbemibbdxhwae aamsethod ddreattivating wif¢eatire am a daénclase device
includes receiving a request to activate the feature, requesting a component from a
download server, receiving the component at the wireless device, and executing the
component on the wireless device, wherein the component comprising configuring the
wireless device so that the feature is activated, sending a message to a profile server to

configure the feature on the profile server.

BRIEF DESCRIPTION OF THE DRAWINGS

[0012] Objects, advantages, and features of the present invention will become apparent
after review of the hereinafter set forth Brief Description of the Drawings, Detailed
Description of the Invention, and the Claims.

[0013] Fig. 1 is a diagram depicting a wireless network and with several computer
devices that communicate with each other across the network.

[0014] Fig. 2 is a block diagram of the hardware components of the wireless network
providing communication between different wireless devices, an application download
server, a carrier network server having a user profile database associated with wireless
devices.

{0015] Fig. 3 depicts a component architecture of a system for activating a feature on a

wireless device in an exemplary embodiment of the present invention.



[00151 Fig. 3 depicts a conponent architecture of a systemfor activating a
feature on a wreless device in an exenplary enbodi nent of the present
invention. 4 [0016] Fig. 4 is a flowhart depicting the high-level steps
associated wth activating a feature for a wireless device in an exenplary
enbodi mrent of the present invention. [0017] Fig. 5is a flowhart
depicting' the steps to activate a featyre on a wireless device 1in an

exenpl ary enbodi nent of the present invention. [0018] Fig. 6 is a block

di agram of a systemdepicting the elenents in processing a triggering event
asso@icasled wi t Figd iappllowdiartodepating thé hglhaewel deeps @ssociatealnwith @aopating a
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a fl art depicting the processing as an app I cation
expirati om arrw@gqﬂarylgnﬂwémtenanﬂthprpmsemanmnan URL upon the trigger of the

expir on in enbodi _nment of ese i nventi on. DETAI LED
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enbodi nent a system 10 for providing subscribed software applic
one or nocmbwhmhedsthdews@ésuvesuom as ceI | ul ar tel ephone 12, in

comruni cati on w el 14 th at one network server,
cuch s appl i Bk 7 onadiiehen Soete Rmen oyl sulisco 989 yURchiRr 508 or
provi ded agfRAAg te¥entS Al WWRirlesP BLViIEATA ORS eRImMAiyeémbadimeh O of ke \WrdsBhteSS

devi ces across a wirel ess conmruni cation portal or other data access to the

wirel ess HeewWgek 14. As shown here, the wireless device can be a cel |l ul ar

el CRRRE 12 B RORHouhh Bbic3E R lesthe 3-BRYRH wi s MeBiulch, 3000,

here*a pager e conp

has a wi rek;ﬁﬁaﬁloﬁQﬁ@gﬁﬁn(géﬂvbmrhrﬂ%rb&issmgmmmp@hhﬁd‘ tMg%ér bﬁme eXpithti®flin
connection 24 to a network or the Internet. The system 10 can thus be

per f or meda®axeraplgryresphadynent of Hhedressabivetiorodul e i ncl udi ng a wirel ess
comuni cation portal, including without limtation, wreless nodens, PCMCIA
cards, access termnals,

DETAILED DESCRIPTION OF THE INVENTION

{0020] With reference to the figures in which like numerals represent like elements
throughout, Fig. 1 illustrates an embodiment of a system 10 for providing subscribed
software applications to one or more wireless devices, such as cellular telephone 12, in
communication across a wireless network 14 with at least one network server, such as
application download server 16, that selectively downloads or provided access to
software applications or other data to the wireless devices across a wireless
communication portal or other data access to the wireless network 14. As shown here,
the wireless device can be a cellular telephone 12, a personal digital assistant 18, a pager
20, which is shown here as a two-way text pager, or even a separate computer platform
22 that has a wireless communication portal, and may otherwise have a wired
connection 24 to a network or the Internet. The system 10 can thus be performed on
any form of remote computer module including a wireless communication portal,
including without limitation, wireless modems, PCMCIA cards, access terminals,
personal computers, access terminals, telephones without a display or keypad, or any
combination or sub-combination thereof.

(00211 The application download server 16 is shown here on a local server-side network

26 with other computer elements in communication with the wireless network 14, such



personal conputers, access termnals, tel ephones w thout a display or keypad,
or any conbination or sub-conbination thereof. [0021] The application

downl oad server 16 is shown here on a |ocal server-side network 26 with

ot her conputer elenments in conmmunication with the wireless network 14, such 5
as a database 28 with stored applications and data that contains software
applications and data that are accessi ble and downl oadable to the wrel ess
devi ces 12,18,20,22. There is al so shéwn other hetwork servers, such as
server 30 and stand-al one network server 32. The server 30 and 32 can be

appl i cati gf aQarabadc28l QMRl Dereld IBpIYAlIdns sﬁd eétaemat dovidss fftweRE UBplRcatibiat
interact with the wirel ess devices 12, 22 as are known in the art. The

servers 1eng@ar2thakyrehascesssié tandrdwammdablat foothe, Wpalewés\/wff& 12548, 2&62'5

hi t th d |
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can be acggs&esh.byhd kvt JeAaS® ERVBCADlicAifonls: @fa ddwAlad Servers! Hesthetescr i bed

herein. It should be noted that server-side functions as described herein
can be pet¥pss atseryers dind irferaglewith MeralgsW@éd@»l&?mﬁrﬁ vadnowpiythe 16.
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illustrates the conponent s of a wreless network 14 and interrelation of the
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including, without_ limtation, wrel es net wor k rriers and/or servers. The
appl i cati &FFveTddhn | TBuHes ¢ geppuier aermerr%\ SPRHPRGT &E%fqr@af%ﬂ@vuist Kp¥ale 28,

ot her _ser \giic0andblokedles PHEIMestRetiDEs PEIL1DID MRKAUISLMORL WibGrany ot her

conmponent s that are nee provi de ce ar’t el ecommuni catl on servi ces.
The appli ddti on downl oad server 16, and/or other server 30 communicate with

a carrier network 40, throu a data |i such s the Internet, a secure
Can R o ot 2 o atlesk ik v FOlS AR es/BE compepnLs Sl ruisiies

(general | )ﬁelbﬁirﬁlgmdﬁﬁ@ iMBFKIelieN ofQRE dlbnéhtiRISADEREPIARY ERBosiatht. Ol TiRy (" MSC')
wireless network 14 is merely exemplary and can include any system whereby remote
modules, such as wireless devices 12,18,20,22, communicate over-the-air between and
among each other and/or between and among components of a wireless network 14,
including, without limitation, wireless network carriers and/or servers. The application
download server 16 and the stored applications database 28, other server 30, will be
present on the cellular data network with any other components that are needed to
provide cellular telecommunication services. The application download server 16,
and/or other server 30 communicate with a carrier network 40, through a data link, such
as the Internet, a secure LAN, WAN, or other network. The carrier network 40 controls
messages {generally being data packets) sent to a messaging service controller (“MSC™)
42. The carrier network 40 communicates with the MSC 42 by a network, the Internet,
and/or POTS (“plain ordinary telephone system”). Typically, the network or Internet
connection between the carrier network 40 and the MSC 42 transfers data, and the
POTS transfers voice information. The MSC 42 is connected to multiple base stations
(“BTS”) 44. In a similar manner to the carrier network, the MSC 42 is typically
connected to the BTS 44 by both the network and/or Intemnet for data transfer and POTS

for voice information. The BTS 44 ultimately broadcasts messages wirelessly to the



42. The carrier network 40 communicates with the MSC 42 by a network, the
Internet, and/or POTS ("plain ordinary tel ephone systenm'). Typically, the
network or Internet connection between the carrier network 40 and the MSC 42
transfers data, and the POTS transfers voice information. The MSC 42 is
connected to nultiple base stations ("BTS") 44. In a simlar manner to the
carrier network, the MSC 42 is typically connected to the BTS 44 by both the
network and/or Internet for data transter and POIS for voice information.
The BTS 44 ultimtely broadcasts nessages wirelessly to the 6 wreless

devi ces, wirclesadewias| suchras t:ellhﬂquhalephdr@, 129y shat mesegipgiengcs €1ISMIR, ¢ SME") ,

or other over-the-air t,h kno in the art. [0023] Each w rel ess device,
such as c8IFLPYr t'feef“éﬁ}‘?gﬁ’ %@ow aElorrputer platform50 that can receive
and gyggut e SoEhMpkGRRARIdVERL k&'ﬂsas%@ﬁulgf &wpﬁun@lﬁ %ab %%Bﬁiﬁhic}ﬁﬁattfohﬁ@bt he
appl I cati on downl oad server 16 or other network servers, such as the carrier
server 30that fﬂh)erccmn@embeXCpUtatSbfbwancameamns and didplay dntaapipbmumiifmm theeci fic

i nt egrated JrCUI rocessor },CI OpL 0Cesso | ogi c

cl'r ool ¢,  Spotiseiet dopslgAregyds B or Mhercipt e SR TRgct alR RIS FO at ¢ he
tinme of mnyf&ﬁw& plhtfbe U raﬁ,beﬁ@meyIaaeaﬁméaumsmtfmnme@lddeu HRafadeabl e.
The ASIC 52 or other processor executes the application progranm ng

i nt er f ace(‘{AMB!'Y $2,|cayother Paocekrer, risreprécesses, logicreirenit, @Ie@hdedata plroggisalﬁs in the

menory 56 ,0f. t devi.c an bhe ed of d-only or
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NMENDIy CONRY nbEm&iDTipfir&deableatTHer ASIC IN6r 6MEPPioLEssHE @Ie%@tem&oap@lmldnncl udes a
| ocal dat abase 58 that can hold the software applications, files, and/or data
i ni tial | ypProgeaaingontestach & AR blayesS4 At drterfacep ywithh anyreasideak POEEAMSOIN

downl oadeg] f . ase 58 is
typically Co%%% %t?tﬂg 19:%5% %VIggmﬁthagﬁerﬁrr%&rﬁr%&/ b%gpp§ﬂg%du<§’§%é%%§§aé}

secondar y randoineictesar yerbor eg&MJIQNd cmm; EPROM, EBPRO®1 aflish &didd) (asanryagnet iC
medi a, EPROV EEPROM optical nedia, Jlg or soft_or hard disk. [0024] Fig.
3 depi ct s MEMOFSBREIRN tarwwé‘atnl?@raw a '%%/%?‘BH\‘tF’bPlagEW\ﬁ&’t 3lpgy ingl Ydgaure on a
W rel ess ‘flt'ufﬁgﬂf‘ en The
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pot ent i al loaded watd theasdreiess device 12 by the manufacturer or downloadcd from the

application download server 16. The local database 58 is typically comprised of one or
more flash memory cells, but can be any secondary or tertiary storage device 4s known
in the art, such as magnetic media, EPROM, EEPROM, optical media, tape, or soft or
hard disk.

[0024] Fig. 3 depicts a component architecture of a system for activating a feature on a
wireless device in an exemplary embodiment of the present invention. The wireless
device 300 may be manufactured and/or on a network that can potentially give it access
to many features 310, including, but not limited to, voice recognition, GPS, voice mail,
CDMAZ2000 1x data rates, caller ID, MP3 and others. Some of these features are
activated on the wireless device itself, such as access to GPS, while others may require
the use of a carrier server to activate the feature. For example, a user of a wireless
device 300 may want voice mail associated with it, but the voice mail storage may be
stored on the carrier’s server. In either case, it may be desirable to inform the carrier
server that a given feature is activated. While the wireless device 300 may have the
potential to access these many features 310, they may not all be activated on the
wireless device 300. For example, even though the wireless device may have a GPS

feature built into the processing chip, it may not be activated because the user chose not



to many features 310, including, but not limted to, voice recognition, GPS,
voice mail, CDMA2000 |x data rates, caller ID, MP3 and others. Sone of these
features are activated on the wireless device itself, such as access to GPS,
while others may require the use of a carrier server to activate the
feature. For exanple, a user of a wireless device 300 may want voi ce nai
associated with it, but the voice nail _storage may be stored on the
carrier's server. In either case, it nﬁy be desirable to informthe carrier
server that a given feature is activated. Wiile the wirel ess device 300 may
have the topgiyefor el fuh@icHaliBS thel daBSE RBEYndt e LR iﬁ%d]dr'ﬁ?%]idﬁﬁ%n@@&real | be
activated on the wreless device 300. For exanple, even though the wreless
devi ce mayotiigyelopedzpghe timgithg wirplgsy deviogt390twas manyasturtdhthat teiol advantagey not be

activated t er ose not 7 to pay for the functionality, the
carrier cﬂ#ojtgg?é\!% re’t%gg%g)%soortﬁgi a,lsofallsrid/ or applications were not devel oped at

the tdops the win & mﬂﬁyiemomnm@ummgﬁeﬁoﬁehcﬁ thOQbwAd¥@rage of the
feature, as well as other reasons. [0025] In an exenplary enbodi nent, a
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feat ure 3iddivhys adeuestilndytriquesorpmhe oinpditnt BODfroihhe dowhloaad eers&r. VRle. The
conponent 305 is received by and stored in the wireless device 300. The

wirel ess cjarqnent slens sxcebvgldy anbstomdpianbat wisdlsss deyeeeed00rhdhe omselpent 305
cont ai ns 3%{&&9% %cﬁte%%&n{&ngﬁ kkgure the wireless device so that the
e

request ed ature nay be activated. Configuring the wirel ess device my
i ncl [pd26]set t i nGhpesrapmieat 305 cudains thg safteasslopizlib esnfigure theewitklsss davibecati ng to

the wirel es evice or . the platformon the_w.rel.ess device that the feature
may be ac%a‘é‘bg‘ebgfqt‘?féed fﬁa ”é?é‘% RfedstivatedT k@or@'r’@HﬁBﬁéli‘ﬁ Wiggless 0eYoe 8Wai n ot her
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deactivated, as we as other licensing terms or other ta that 1s useful

i n procesdévice orthatpdatfarm oméheawireless dayiceothatt the féatateumay bg @0&EedTetheonponent

305 may al so, send.a rrﬁsfsa e to a carrier server such gs i ndi cating that
% &
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data that is useful in processing related to the activation of the feature.

[(0027] The component 305 may also send a message to a carrier server 335, such as
indicating that the feature being activated on the wireless device or requesting activation
of the feature in the case where the carrier server 335 must also be configured. The
carrier server 335 receives the message sent by the component and updates a profile
associated with the wireless device indicating that the feature is activated. Updating the
profile provides the carrier with knowledge that that feature is activated. This is useful
so the carrier can account for which wireless devices are using what features. This is
also useful for billing and performing tests or diagnostics. The carrier server 305 may
also use the message retrieved from the component to configure its server to activate the
feature requested by the wireless device. As stated above, some features may require a
carrier server to be configured, such as voice mail. In the case where the activation
requires additional actions by the carrier server other than just updating of profile for
billing or other diagnostics, the carrier server will use the message and perform the

necessary functions to configure the carrier server so that the user may access the

feature requested.



carrier server 335 receives the nessage sent by the conponent and updates a
profile associated with the wireless device indicating that the feature is
activated. Updating the profile provides the carrier with know edge t hat
that feature is activated. This is useful so the carrier can account for

whi ch wirel ess devices are using what features. This is also useful for
billing and perform ng tests or diagnostics. The carrier server 305 may also
use the nessage retrieved fromthe con%onent to configure its server to
activate the feature requested by the wirel ess device. As stated above, sone
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that this feature is now available. Furthernore, the steps required to
conf i gur ecoafigured to indicate to the applications and other tasks accessing the wireless device
that this feature is now available. Furthermore, the steps required to configure a
wireless device so that a feature is activated will vary based on several factors specific
to the wireless device, including the type of hardware, including processors, used by the
wireless device, the mechanisms used by the controlling software or wireless device
platform that expose the feature to the wireless device. Similarly, the steps used to
configure a carrier server to activate a feature or update a profile will vary based on the
individual characteristics of the carrier server. The steps necessary to activate a feature
for a specific wireless device or carrier server, as well as updating the profile on the
carrier server, will be recognized by those skilled in the art.

[0030] In one embodiment, the wireless device contains a platform that interfaces
between the applications and data on the wireless device and the wireless device
hardware. Such a platform, for example, the BREW™ platform developed by
QUALCOMMG®, Inc. headquartered in San Diego, California, was briefly described in
Fig. 2. Activating the feature on the device in one embodiment includes indicating to
the platform that this feature has been requested and the platform initiating the

availability of that feature on the wireless device. This can be performed by having a



Wi rel ess device so that a feature is activated will vary based on severa
factors specific to the wreless device, including the type of hardware,

i ncl udi ng processors, used by the wreless device, the nechani sns used by
the controlling software or wirel ess device platformthat expose the feature
to the wreless device. Simlarly, the steps used to configure a carrier
server to activate a feature or update a profile will vary based on the

i ndi vi dual characteristics of the carriPer server. The steps necessary to
activate a feature for a specific wireless device or carrier server, as well
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has this
to functions of the network that are not accessible by the wireless device until the

wireless device is configured to do so. For example, in a CDMA network, if the
wireless device contains a CDMA2000 1x chip, but is not configured to transmit data at
1x data rates, the server will be configured to allow the wireless device to transmit 1x
data rates.

(0033] The feature is then deactivated when an expiration is reached (Step 415). When
a feature is requested by the wireless device, expiration parameters may be associated
with the feature. For example, if the user is activating voice mail, the user may
purchase the use of voice mail for three months. This expiration parameter may be
associated with the activation of this feature so that the operating system, platform, or
other monitoring application on the wireless device determine if the feature has expired
and therefore be deactivated. In addition, the expiration parameter may be stored on the
wireless device and/or on a server associated with the wireless device, and the request to
deactivate based on expiration may be received from a server. Other methods, in
addition to expiration described above, for deactivating the feature include initiating

deactivation from a server or from the user requesting deactivation of the feature.



capability and can bill for this added feature. The server may provide
additional access to functions of the network that are not accessible by the
wirel ess device until the wreless device is configured to do so. For
exanple, in a CDVA network, if the wreless device contains a CDVA2000 | x
chip, but is not configured to transmt data at |x data rates, the server
wll be configured to allow the wireless device to transmt |x data rates.
[0033] The feature is then deactivatedOhen an expiration is reached (Step
415). Wen a feature is requested by the wireless device, expiration

par ajgesfr s WBYFQGS%§Q6W@ﬁzﬂﬁd6[}MtH§ thO Sep L@ 4efi ate BEFEatBeIH Rirelels dReuser is
activating voice mail, the user may purchase the use of voice mail for three

mont hs. Thi gn exepnplaxyl @nbtpthameobthenmysebe invesgaci Thedisen sdkedthe feuievtat i on of

appi i cati BV i rOrsdiray g DO o RorlrPrd Bhie, lpndis Hae S e “and

ther ef or epfg staeﬁn ifyAGeE capdbl@ Gl ibkingNacct Bl BUP a3t bOQeRBVABEIBF vAROusbe Stored
on the wreless device and/or on a server associated with the wirel ess

devi ce, aredsatssuclequthstusenonot desiogipuzthasdseerenstivated shise &eatwes atethie bimerafcei ved
i.,n addition to, ex |rat| desc above, for

f th d
heont var feeeivingctnd SirdlB ke, 0B o htaiRet W ARET Blay b PRI R A0Sy o

fromthe Hfegl oh @IREEIeBOIRRAGIAVREESES Aflist HEfehRPdsUhA. thd Wire[dDddiceda@l. S 1S a
flowchart depicting the steps to activate a feature on a wireless device in
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selects froma ' list of features associ at
terms or parameters associated with the feature to accept or decline prior to activating

the feature.

(0036] The wireless device downloads the component with the expiration date and
executes the component (Step 505). In one embodiment, this component contains the
configuring logic for the wireless device, and the expiration date associated with the
feature and selected by the user. In addition, the component contains an indication of
what to send a server associated with the wireless device to activate the feature.

[0037] Next, the component configures the handset and provides the handset access to
the feature (Step 510). The component then sends a message to the server configuring
the feature for the wireless device (Step 515). The server may use the receipt of this
message to initiate the configuration steps necessary to activate this feature for the
wireless device and/or update any profiles so that the appropriate billing or other desired
functions may be performed (Step 520). The feature’s expiration date is periodically
checked to determine if it has expired (Step 525). This check may be performed by the
component that was downloaded and installed on the wireless device, by the server, or
other applications associated with the wireless device. If the feature has not expired, the

feature will continue to be accessible by the wireless device. In the event that the



w rel ess device to activate it. The user nmay al so be given the option to
select atine period for which this feature is activated (e.g., an
expiration period). It is also within the scope of this invention that the
user may al so be presented with other licensing terns or paraneters
associated wth the feature to accept or decline prior to activating the
feature. [0036] The wi rel ess device downl oads the conponent with the
expiration date and executes the cor’rﬂ@)nent (Step 505). In one enbodinent,
this conmponent contains the configuring |ogic for the wireless device, and
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associated with the application 610. It will be recognized by those skilled in the art that
triggering events, other than an expiration, may be associated with information in
implementing the present invention.
[0040] The application download server 605, may also include extra data associated
with the application. This extra data, such as a URL, may contain scripts or other data
that the wireless device can use for additional processing when the triggering event
occurred. It will be recognized by those skilled in the art that the triggering event, and
extra data need not bound to the application by the application download server 605 but
can be received by the wireless device through other systems or mechanisms or can be
associated together at the wireless device.
[0041] The wireless device 600 contains the information, triggering event parameter
and extra data. Or as depicted in figure 6, the application has the extra data, and
triggering event, such as an expiration date, associated with the application. The
wireless device may have a platform, such as the BREW™ platform developed by

QUALCOMM Incorporated, headquartered in San Diego California, which may be used

to monitor the execution and/or the triggering event parameter. It will be recognized



associated wth it. [0039] In one enbodi ment, the wrel ess device 600
requests to downl oad the application 610 fromthe application downl oad
server 605. The application downl oad server nay process the application for
the wirel ess device. For exanple, the user of the wreless device 600 may
request the application be downl oaded with the condition that the
application will expire. An expirationd2date, or other expiration paraneter
may be associated with the application 610. It will be recognized by those
skil | ed idat diRerarhbnildi progrhsis OF pRAIRMRNHEY bO LR tolhGHHR TorP ki dlelinp, MY be
associated wth information in 1inplenmenting the present invention. [0040]
The appl i®&0k on downl oad server 605, may al so include extra data associ at ed
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not just an application.

[0044] The process continues to monitor the triggering event parameter (Step 705). The
triggering event parameter is any function, value or piece of data that can be evaluated
to determine if a triggering event occurred. It may be date or time related. It may also
be number of uses, or accesses associated with the information, for example.
Furthermore, the triggering event parameter may have no direct relation to the
underlying information it is associated with. For example, the triggering event may be
to evaluate when another application executes, and when it does, start the termination of
a different application.

{0045} When the evaluation of the triggering event parameter indicates that the
triggering event should be processed (Step 710), the “Yes” branch is followed and the
extra data, such as a Uniform Resource Locater (URL) associated with the application is
processed (Step 715) The extra data may contain a script, instructions, a pointer to
instructions, or some data that may be processed. In one embodiment, the URL
contains a script that directs the a wireless device to process some functions either
locally, i.e., within the wireless device, and/or remotely, involving, in part or in total,

other systems outside the wireless device.



date in the system against the expiration date paranmeter and determnes if
the application has expired. If the application has expired the platform
begins the processing described herein. [00431 Fig. 7 is a flowhart
depicting the high |l evel steps associated with processing a triggering event
in a wireless device in an exenplary enbodi nent of the present invention.
The met hod begi ns with downl oadi ng the application (or other information),
the triggering event paraneter, and ex}¥a data (Step 700). As descri bed
above, any information that can have a triggering event paraneter associated
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device processing the extra data does not have coverage (i.e., not connected to the
network). Therefore, when the wireless device has coverage, it can retrieve the extra
data from the queue and process the extra data.
[0048] The URL is retrieved from the queue and the wireless device’s registry is
checked to see if it has the corresponding handler (Step 810). It will be recognized by
those skilled in the art that the URL may be formatted in a manner such that it can be
determined to have a specific handler or be processed in a specific manner, such have
different MIME types. If the handler is found (Step 815), then it is launched (Step 820).
The handler then parses the URL (Step 825). Based on the results of parsing the URL,
the handler, or other process, processes local actions (Step 830) and/or processes remote
actions (Step 835). Following the processing associated with parsing the URL, the
process proceeds to Step 840 where the triggering event associated with the application,
such as the application’s expiration, is processed (Step 840). Note that if no extra data
was associated with the application, this above process would continue to process the
triggering event. In this manner, systems implementing these embodiments, can devise

one triggering event processing and modify the actions that take place when the

triggering event occurs for specific information using the extra data.



event. [0047] Fig. 8 is a flowhart depicting the processing associated wth
an application expiration triggering event and processing a URL upon the
trigger of the expiration in an exenplary enbodi nent of the present

i nvention. The nmethod receives an indication that the triggering event
associated with an application, such as an expiration, occurred (Step 800).
Prior to processing the expiration, extra data, such as a URL al so associ ated
with the application is placed in a qudue (Step 805). Because the extra data
may involve renote tasks, one advantage of placing it in a queue is that if

the @uigja dat anofeQfistiif 82 HaAAREGLS A0t folndilSlp®1K, the “Per ednth ihflfodghs, such
as send instructions or data to a renpte system the processing of the extra

dat a wi | | ansothe D@vasmomdsW@rmqsetlESSggedmgleaeltproceSS| ng the extra data does

not cover not co ted t Ther ef or when t he
wr OB Gov s cTRE stdsed, invBRlon PGS F arfriferesRENLH ShcomBib” FgRIERe queus
and proceggdiuff; wherd thedstbgranl 8434 am?eléBdev&erlﬁiv[ﬂgeX@QmEﬁt@ ldRrHueue and

the wirel ess device's regrstry is checked to see if as the correspondi ng

handl er (Sréqmgthe)inventivesteps lethe aratiged. ZEke egmputeiocadable medigm eantbeethar t  t hat

the URL nay be ttedi nnef, such t determ ned to have
a speci fll@% %éppﬁ} e(SC,pé"’LIE OOtut%SﬁSp'iﬁ @e@éﬁ%e ?f LS 4y éesgdl fferent
M ME t ypegevidd 18, mmaﬁnéh@ be ii$ afleandath®ise PsuBh 23 lodah @itabdse i58 dfahm@dmmr( Step
820). The handl er t hen parses the URL SSte p 825). Based on the results of

par si ng ttetepbpme 12t Farther dheepompiiteiotendablg meduur calpbeéwsseéondgaaﬁm%@u ons

(Step 830), 4Adha"isAbY afafi gt o 'CWRERss ﬁe‘i&{ﬁR{tﬁnétﬁéFﬂaﬁS‘éﬁ -subRlab %"‘i’ngga %199

processi ng associ ate par sing roceéss procee 0 Step 840

wher e t hedisk iog gipe| Bigicaldisk, lﬁ:scsdsk,aﬂ@d érhoryt bﬁomppttbmgé ingadia assiskiowsa t he
application's expiration, is processed (Step 840). Note that if no extra data
was associndhedrtnith the appl ication, this above process would continue to

pr OC@ﬁ%t he t ﬁ“h(ggﬁgénrt" hvel st ma#/ Be fﬁ#lﬁm@ﬁﬂa& Sor eATPIET d fatd Qﬁghi@gs)t hese

enbodi neEnts, can tevise one triggering event processin t he
actions thﬁﬂ]etv\afedaesphamrwhem H«:eutetarsegmaace n’gnmvlam -readeble mstmcticmsamchl c

i nformation us fe #Qo% . 0049], Note that if tg&handl r was not
found in % ¥pe a[tﬁgn-- the,p H:ﬁ“?% Bhleatesrvshd o AR gRY O "SF‘Y)‘E eds to

process tgh'i"vérr'_‘t(ﬂgf.r NG iBMARYions can reside in various types of signal-bearing or data
storage primary, secondary, or tertiary media. The media may comprise, for example,
RAM (not shown) accessible by, or residing within, the components of the wireless
network 14. Whether contained in RAM, a diskette, or other secondary storage media,
the instructions may be stored on a variety of machine-readable data storage media,
such as DASD storage (e.g., a conventional “hard drive” or a RAID array), magnetic
tape, electronic read-only memory (e.g., ROM, EPROM, or EEPROM), flash memory
cards, an optical storage device (e.g. CD-ROM, WORM, DVD, digital optical tape),
paper “punch” cards, or other suitable data storage media including digital and analog
transmission media.

[0052] While the foregoing disclosure shows illustrative embodiments of the invention,
it should be noted that various changes and modifications could be made herein without
departing from the scope of the invention as defined by the appended claims.
Furthermore, although elements of the invention may be described or claimed in the

singular, the plural is contemplated unless limitation to the singular is explicitly stated.

WHAT IS CLAIMED IS:



[ 0050] The present invention includes a programresident in a conputer

readabl e nmedium where the programdirects a wirel ess device having a
conputer platformto performthe inventive steps of the nmethod. The conputer
readabl e nedium can be the nenory 56 of the conputer platform50 of the
cellular tel ephone 12, or other wireless device 18,20,22, or can be in a

| ocal dat abase, such as | ocal database 58 of the cellular telephone 12.
Further, the conputer readable nmediumléan be in a secondary storage media
that is | oadable onto a wirel ess device conputer platform such as a magnetic
di sk or tape, optical disk, hard digafsh nenory, or other storage nedia
as is knowmn in the art. [0051] The present invention may be inplenented, for
exanpl e, by operating portion(s) of the wireless network 14 to execute a
sequence of mathi neArmahadbioe prorsésingcd ingperingereht asasciwded aligSiafopmatidror m 50, t he
application downl oad server 16, and any other network server 30,32. The

i nstructi GHPIERE reside in various types of signal-bearing or data storage
primary, seco Wit for exanpl e,
RAM (not shown @%%rc gé? gE%@é’veﬂP eé‘l]ﬂdLI P&'ss&?ﬂhé‘m ttﬁgg{cfgﬁﬁagﬁghts of the

w rel ess net wecdivihg.exith dataeapabbnodfcbeirgobrocesidly] a di skette or ot her
secondary storage. nedi the instructions nay be stored on a variety of

machi ne- readablnén’é%ﬂ"&tg?Eﬂ%@“&ﬁ%ﬁ“&}’a‘a@ﬁ’@ﬁ a&Q DASD storage (e.g., a

conventional "hapdeebni &Eélég%er%g%h@ ogédr%lé%asﬁg@%?%ﬁ of h?oocﬁ%&ln%ce% ni C

read-only nenory (e.g., Fash nmeno

optical spaamecter,peadeseng the gxtrOatROM WORM DVD, digital optical tape) paper
"punch" cards, or other suitable data storage nedia including digital and
anal og transm ssion nedia. [0052] While the foregoing disclosure shows

illTustrative egbodi TRnethed of l?l%uh mvmhe%mpdsingsth@weg oPSioRRg AR kitat various
changes and nodifications coul d be made herein wi thout departing fromthe

scope of ddieasspeiaiet ivath tastmmnnedv@y the appended clains. Furthernore,
al t hough el enents of the invention nmay be described or clained in the
singular, the plural is contenplated unless Iimtation to the singular is

explicitly staged. T¥HEIthb® oELINVEDVhéeinthe eXtkd M aM5is a Uniform Resource
Locator (URL).

4. The method of claim 1, wherein the triggering event parameter is an

expiration date and the triggering event is the expiration of the information.

5. The method of claim1, wherein the extra data is modified and the step of

processing extra data includes processing the modified extra data.
6. The method of claim 1, wherein the triggering event occurs in a wireless
device and the step of processing the extra data includes connecting to a wireless

network.

7. The method of claim 1, further comprising the step of performing

triggering event processing.

8. The method of claim 7, wherein the triggering event processing includes

processing independent to the information associated with the triggering event.

9. A method of expiration processing for an application, comprising:



1. A nethod for processing a triggering event associated with information,
conprising: receiving the triggering event paraneter associated with the
information; receiving extra data capable of being processed; nonitoring the
triggering event paraneter; and in the event the triggering event occurs
based on analysis of the triggering event paraneter, processing the extra
data. 2. The nmethod of claim1, further conprising the step of storing the
extra data associated with the triggering event. 3. The nmethod of claim1,
wherein the extra data is a Uniform Resource Locator (URL). 4. The nethod of
claim 1, wher &CFEIYIRG the ¢xguratipmgarameter. aldRhreeniininga seript exgan aprlisatiatat e and
the trigggrip . LS the expiration of the information. 5. The nethod of
claim1l, @ﬁgggﬁﬁﬁgﬁgméktra data is nodified and the step of processing extra

dat a i ncl udes mbmiesig thg wikkssaelidd de@xinm2 iflte@xpRatichRrdRitkraddieies! ai m 1,
wherein the triggering event occurs in a wreless device and the step of
processi nije apRlicaleR hasgxpiedinc| udes connecting to a wirel ess network. 7. The

nmet hod of cl ai RIS rising the step of performng triggering
event processiﬂ%&ﬁgagpie n%f%gg of claim?7, wherein the triggering event

processi ng i ncprockssing pieosxpiratiogof thedapsiivddod. t o t he i nfornmation associ at ed
with the triggering event. 9. A nmethod of expiration processing for an
application, conprising; 16 receiving the expiration paraneter, a URL

cont ai ni ng a Sy PUTRNAeAAd 8Pl 9L REkin PlocBsdie &L B8, HENIiEEertpRi! 1 N0 € he

wireless device to determne | e explration paraneter 1 ndicates” the
appl i cat i functihes assopiateeldpegilyoeidls tierwjrdldss defRke. and processing the expiration of
t he application.

11.  The method of claim 9, wherein processing the URL includes performing

functions associated with remote systems to the wireless device.

12. A wireless device for processing a triggering event associated with
information and extra data, comprising:

the wireless device containing monitoring logic to monitor a triggering event
parameter, wherein the wireless device also selectively processes a triggering event and

processes extra data upon occurrence of a triggering event.

13. The wireless device of Claim 12, wherein the wireless device initiates

connection to a wireless network when processing the extra data.

14. A computer readable medium containing computer instructions that
when executed perform a method for processing a triggering event associated with
information, comprising the steps of:

receiving the triggering event parameter associated with the information;

receiving extra data capable of being processed;

monitoring the triggering event parameter; and

in the event the triggering event occurs based on analysis of the triggering event

parameter, processing the extra data.



10. The method of claim9 wherein processing the URL includes perform ng
functions associated locally with the wireless device. 11. The nethod of
claim9, wherein processing the URL includes performng functions associated
with renote systens to the wireless device. 12. A wirel ess device for
processing a triggering event associated wwth information and extra data,
conprising: the wireless device containing nonitoring logic to nonitor a
triggering event paraneter, wherein the wirel ess device also selectively
processes a triggering event and processes extra data upon occurrence of a

triggering evepnt. 13. The wr ss device.of .Claimil2 wierein the wreless
device initiat gé coHn%B?eIf’%lrsl ugéodatg REPFEY eglggggfl%\gﬁ%}ﬁﬁgﬁ\é\%g%@ssi ng the extra
data. 14. irfositiph] ®mpa@abl e nedi um contai ni ng conputer instructions that
when executed performa nethod for processing a triggering event associ ated
wi th i nformat Msans feprseiviigthe tggesns gyend parapstes agsopigtedvath the gger i ng event
paraneterhﬁgégﬁ%%led with the information; receiving extra data capabl e of
bei ng processed, honitoring the triggering event paraneter; and in the event
the triggeri ngneussvor aeivirfg dxaSeiitadapattlabybéifig pfockRRed;t ri ggeri ng event
paraneter, processing the extra data. 17 15. An apparatus used to process a
triggering eveHearsiopaioaitaangiheiriggesmg exentipBMetsin#d si ng: means for

recei ving the j i j . Wi . | tion;
means Tor recel a8 il M EERn AR it HARAOA BRBGIU U tHiEendd LRRED

moni t or i ngarametel,eme forgocesing theasxaariagy ; and in the event the triggering
event occurs based on analysis of the triggering event paraneter, neans for
processing the extra data.



