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SECURE BOOT "~ CROSS- REFERENCES TO RELATED APPLI CATI ON

The naned i of the present application has previously filed a United
St at es Pat e%%g'fl cation entitled "An Appar atus and Met ho@&l"éﬁ‘”msm

Cr ypt ogr aphi c Conpanion Inprinting", filed Decenber 4, 1995
(Application No. 08/566,910). Thi s Appl i cati on | s owned by the sane
Assi gnee of the present Application. _ BACKGROUND OF
THE | NVENTI ON 1. Field of the Ijgvention ° Thi s invention
relates to the field of security of conputer firmwvare, especially I n
the areas of boot-up firmmvare inclu ng System ("OS") and Basic

| nput and Qutput System ("Bl OS" E?gj%ﬁe)#e%?‘ corrputl ng systems, in
particul ar personal conputers ("PCs"). : Description of

Rel ated Art One of t he nost crltlcal eI errents in a conputer
systemis boot-up fi Idpg , QAL Y-S

System ("0S"), a por ' e
System ("Bl 0S") . boot r re is essent
typically stored i Eﬁ? %R’%&tﬂ
Processi ng Uni Sta(es E&Qﬂt)ﬁpphcamemﬂ@d msmmmstem,fmmw

I-a Loy,

di agnostics, |oa# pnt.awg"omed ajecaﬁbesxsmstxﬁma%onfw&@msm@l orage, and
routine |nput/ "I/ gﬂ[)Fnctlons ¢ ‘%gg initially
suppl yi ng powe %‘?ﬁdcm Sqmie A\SSIgneg & g‘@@ﬁ?é?ﬂfép phi

1.  Field of the Jnvention

This invention relates to the field of security of computer firmware, especially
in the areas of boot-up firmware including Operating System (*OS™) and Basic Input
and Qutput System (“BIOS”) in general computing syste; s,
computers (“PCs”).

2.  Description of Related Art

One of the most critical elements in a computer system is boot-up firmware.
The boot-up firmware may be an Operating System (“OS?) 2 portion of the OS, or
the Basic Input and Output System (“B10S”). The boot—up rmware is essentially the
machine code typically stored in some form of non-volaule ‘memory to allow a Central
Processing Unit (“CPU”) to perform tasks such as initia 'mbn, diagnostics, loading
the operating system kemel from mass storage, and rd ne mput/output (“I/0™)
functions.

Upon initially supplying power to the CPU through 4 power-up sequence, the
CPU will “boot up” by fetching the instruction code res1dmg in the boot-up firmware.
Traditionally, the boot-up firmware is nnplemented in Erasable Programmable Read




_CPU*Wi || "boot up" by fetching the instruction code residing in the boot-up
" fisrmnar e. Tradirtionally, the boot-up firmmvare is inplenented in
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Only annrya%%EBﬂEﬁl) However, recent advances |n'sen1coﬂﬁﬂ@F8W“F¥%hnology
have al | owed boot-up firnmare to be inplenmented in flash nenory, increasing
its susceptibility to intrusive attack. E Due to its
critical role in conputer systens, boot-up flrnma_e shoul d be wel |
protected against intrusive attacks. Oneype of intrusive attack involves
an i ntruder accessing the conputer directly, phyS|caIIy renDV|ng a

boot - up devi ce ai ni » boot miar e" e. nory, a
printed circui P&@g\g gmﬂg%% ‘5fe"pe Iadrv iy %’dé’ﬁ %FSIP\.? g t hat
boot - up devi cehwnnoxm@oneupmampbamplemenwmngbmmoryoammgme i ntruder

may be the | egidsédpabifityddifiusité attagle! Of the conputer-systemwho is
trying to defraud third-party service providers. . Currently,

mechani cal securit r ' _ abl e
conputers to eraseyl?ﬁrﬁ%gﬁs '?Jgfm}eggc‘t’%%%?%%% -:. op%@é%osulmn%&?éﬁ opened
wi t hout aut hor Proteted againgsintmsive attacks; Qreype of insrusiye atack ivolvesan iptidersi ve
attacks. Ther eaceeéssing the computet direetly, @hjrﬁahﬁfémabiﬂgtarpoq}xpdmwmntamu@mhanl sms
L0 PROuE e SCObSdl AR L OBah b, il R g e 005"
gefs i gn . a mec [1 ﬁ?FF%»r?Pﬂfa E%RSUEP&/@F&@EW devxcfe Q‘E‘m&b‘iﬂ Ws:gbﬁt’m:%w

ef raudi ng ot hedses, theimtrigbr hfbeahelEifitnae kYt as a
crypt ogr aphi c &,C‘f‘e%% el %@é‘&’ Y y rdeV| ce fgx:lpuexarrpl e. Thi s
may be achi evegﬁgg ec?rl calpf"@' ré%w%he physical boot-up device to

t he host procesgor to ? R a secure ath bet the host processor
and the boot - up é‘?’ﬁ“ﬁ%&@ W‘@magsgﬁ’m"&@ﬁ&;}’ 8}’ npl y

repl aci ng t he portablemgmppteisto erase imppntane infsmationsif the'daptapis chsing is ppemedssor is . -
unabl e to eXecwhﬁod?%&od&uérﬁﬁésﬁhﬁééffwﬁnmgﬁbennn{;uﬁéﬁl{&&%'a&a&QCWe?éﬁg by the.

specific cr hi ¢ .CO cessor t een rj nted"
SEJMVARY oF ¥aEm? N%ERFF&%N‘ efectronic security e anistns to provide sécurity protection fora
path connecting a host processor and a boot-up device. -

Therefore, it would be desirable to design a mechanism that prevents an
intruder from successfully defrauding others through replacement of the boot-up
device such as a cryptographic coprocessor, or a flash m ' ry device for example.
This may be achieved by electrically “binding” the physical boot-up device to the host
processor to provide a secure path between the host p r-and the boot-up
firmware. This prevents an attacker from simply replacmg -.-the cryptographic
coprocessor, since the host processor is unable to execute boot—up instructions not
previously encrypted by the specxﬂc cryptographic coprocessor to which it has been

“imprini

The present invention describes a secure subsystem qurevent unauthorized
replacement of a storage device containing a boot-up e__:_g table code by establishing a




. The present invention describes a secure subsystemto prevent unauthorized
repl acenment of a storage device containing a boot-up executable code by
establishing a WO 98/ 15086
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secure pat h%gt%sé'ﬁsa secure boot device and a host pr oces TEFEFERHBon an

el ectronic keyi ng mechani sm The secure boot device is
coupled to the storage device and encrypts the ~execut abl e code based on
a secret key to generate an encrypted code. The host processor then

decrypts the encrypted code based on the_gane secret key to generate a
decrypted code. The host processor executes the deérypted code only if the

S LAl sheq AR A GEARR AR b BB R A ol oo SRIHRIRRR .20,

allow the two eyBagBeehanisme conmmruni cat e secur eI y by exchangi ng such
encrypted nessages. WO 98/ 15086
PCT/ US97/ 13518 The secure boot device is coupled to the storage devx_cc and encrypts the 4-
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of the present |nvent|on IR
processor then decrypts the encrypted code based on the same secret key to generate a

decrypted code. The host processor executes the deaypted code only if the decrypted
code corresponds to the executable code. A commumcanon path is established
between the secure boot device and the host processor m allow the two processors to
communicate securely by exchangmg such encrypted meg_gages




fromthe follow ng detailed description of the present invention in which:
'FIG 1 is a diagramshow ng the present invention with a secure path

bet ween the host processor and the secure boot device, thus enabling a
secure boot é t he system FIG 2 is a flowhart of the
oper ati ons t P8ur in the present invention duri ng BCHUPHES ead
access to the boot-up program by the host processor.

DESCRI PTI ON OF THE PREFERRED EMBCODI MENT The present invention
provi des a secure path between a host processor and a menory devi ce
contai ning a boot-up program by establishing a secure conmuni cati on

prot ocol between the host processor and a secure boot device. In the

fol |l ow ng descriptio s WaTa)| cuss certain
cryptographi c features. g&lﬁm@&m‘. ﬁ%@ﬁm&dl ng and/ or
decodi ng paraneter used by conventlonal cryptographic algorithns such
as Rivest, Shamir ahesieaueEnind advantyges of ﬂmemtmvc@mvg tbPesmeAPgYERt: hm

("DEA") as spe fioin thelfollowing tetailed description of SiephstemtdnventidnSn whivhel the |ike.
A "secret key" is a key used for both encryption and decryption by a

limted nb | key.
imte number ;‘hﬁﬁiﬂ" gﬁhﬁshg@iﬂ ¥ iHGend E%ﬁat%ﬁc ¢y

As descri bed bel ow, secu evice respon s to guests_ froma

host processorbftwﬁ% the hestprocgseor and the serupeog gﬂﬁﬁf@‘m

encrypting thethesystemstructi on code in the boot up pr ogram using a secret
key shared with the host processor. The encrypted instruction code is
decrypted by the hoptG.¥ieg BoweHart 6T} noﬂshﬁa&@dﬁ?nﬁﬁ@bﬁ&en‘ﬂﬁ%zn&hnce the

secret key is nomm on rocessor secure boot
devi ce, any at ﬁ‘é&%ﬁ@ﬁﬁﬁ%‘&@&?@?’ﬂw‘B’ég?ﬁ%‘m*i%‘ffm ng the boot -
up program w II result in incorrect decrypt ed code maki ng the system

I noper abl e. EX] RD EMBODMMENTOf a conputer
systemutilizing the present rnvention s shown. e conmputer system 10

i ncl udes a chipset pl, ;Yi@geﬁtqnvention provixg agsgé&éga%?bctwe_en a host processor and.a
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memory device containing a boot-up program by establishing a secure communication

“protocol between the host processor and a secure boot device. In the following
description, some terminology is used to discuss certain cryptographic features. For
example, a “key” is an encoding and/or decoding parameter used by conventional
crybtographic algorithms such as Rivest, Shamir and Adleman (“RSA”’), Data
Encryption Algorithm (“DEA”™) as specified in Data Enctyption Standard (“DES”) and
the like. A “secret key” is a key used for both encryption and decryption by a limited
number of electronic devices having access to that key.

As described below, the secure boot device responds to the requests from a
host processor (“host requests”) for accessing a boot-up program by encrypting the
instruction code in the boot-up program using a secret key shared with the host
processor. The encrypted instruction code is decrypted: by the host processor usmg
the same secret key. Since the secret key is known only: __b.y the host processor and the
secure boot device, any attempt to replace the secure boot device containing the boot-
up program, will result in incorrect decrypted code making the system inoperable.

Referring to Figure 1, an embodiment of a computer system utilizing the
present invention is shown. The computer system 10 mcludes a chipset 51 which



opeﬁat es as an interface to support comrunications between host processor

" 50, system nenory 52, and devices coupled to a system bus 53. Mire
specifically, host processor 50 includes logic circuitry (not shomm) as
well as a small anmpunt of internal non-vol atil e nenory, %ﬁ@éﬁ@l

contain keyW¥OM9r®W8ti on. System nenory 52 may i ncl ude, it

limted to conventional nenory such as various types of random access
menory ("RAM'), e.g., DRAM VRAM SRAM etc., as well as nenory- mapped

|/ O devices. System bus 53 may be inplenmented in conpliance with any type
of bus architecture including Peripheral 5Corrponent I nterconnect ("PClI") and

Uni versal Seri al Bus ("USB") and the |ike. One of the devices
that may be co to t he.s tem bus 5’J 1nc boot devi ce
54. Secure boo‘t’pp a@é“g‘ﬁ“@ 4“3??%’3%‘%8 Loy raph| c

unit 61 and a sysemmmmsamdnmcammlwmsymbm@ iMere spest P% used to

establ ish ﬁx@c&k&%b'iﬂcﬁﬂhs ragaa@ﬁeammot @oen;amm@sﬁal athBht bPiaternap
program 63 i's stor(i

on-val r
Referring stil Poryplgsle Wﬁ%“[&r}" yo’é' n5§y§%rg WO 2Bt devi ce
54 ar e -coninclyde.dut lsoofdmmea itncanventional anesnory sich pevarigus typesiof ndomespect i ve

non-vol atile acgeﬁ%‘iéhﬂd ?‘lé‘ivi%)ne!g 6§RAE&thwsmW&cmwms§mm§lurl ng

tial t t t
Lbpl et < vho BRURLD St o 53 BE B B o v 8y oL

this shared seofmmwyeoauemludm&eﬁmabeompmcﬂymwml Janddecryption by
the secure bootmflgMhRriatBRTEUSIY ah@ ik likE.ocessor 50. The encryption - and

decryption can be perforned through a variety of techniques including

speci al i zed har gq;@!: gy\ﬁ s@terar e, or
speci al i zed accel eré\,\%{@h& quen@gs Prﬁﬁ gﬂg% ﬁd%st rocessor
50 and secure b%@%@ﬂ/ﬁ%@esuﬁf’@m BYieg 34 comprisgs atw St em
power - up (" boowunit 6Bﬁwmnﬁf-ﬂ)ldﬂ6ﬁbmbgtﬁm ﬂhEblgih‘nerfﬂ:cG()ls used to estabhsh

. Ref h f
“The syst am ar e AABLAL B rs%‘*"“% S pg R e b R

- “request for NOH'W@GWM rresponding to the boot-up program The

secure boot device detects this . boot -.up. address by having its address
space mapped to t heRefemringsfil naiFiggréhdothhost processor 5Qjandse¢i8e dpotdevise S4jpon
detection of thg &ﬁﬁ%ﬂ&ﬂgm aEﬁh‘?ecﬁs@&Uﬂé h@ﬁ\tthéi?fékﬁ&lve non-vBlafigeeds with
encr ypt i ng the corr et pond B0, BA R, b hdet e liaddity YiR0 Sfhal
PCT/ US97/ 13518 Equipment Manufacturer or other system suppliers who produce the host processor
| and the secure boot device, this shared secret key 64 is used for both encryption and
decryption by the secure boot device 54 and the host processor S0. The encryption - -
and decryption can be performed through a variety of techniques including specialized
hardware circuits, combination of hardware and software, or specialized accelerators.
The sequences followed by the host processor 50 and secure boot device 54 for boot-

up access during the system power-up (“boot”) sequence are described in Figure 2.

Referring now to Figure 2, the steps associated with the “boot up” phase of
the system are shown. First, in Step 110, the host processor issues a read request for
an address corresponding to the boot-up program. The secure boot device detects this
boot-up address by having its address space mapped to the corresponding boot-up
program (Step 112). Upon detection of the read request, the secure boot device
proceeds with encrypting the corresponding boot-up instruction using the shared



-6- > secret key (Step 114). In Step 116, the secure boot device

responds to the host requests with the encrypted boot-up instruction.
In Step 118, upon receiving the encrypted boot-up instruction, the host
processor deﬁ"rﬁy ts the encrypted boot-up i nstruction using the shared
secret key. 120, the resulting decrypted boot-up P 713848 i on

may or may not correspond to a correct instruction dependi ng on whether
‘the system has been tanmpered with or not. If the system has been t anper ed

with, in Step 130, the decrypted boot-up instruction results in an
| mproper or invalid instruction. It |_§_ nost |ikely that the system
hangs up because of a nunber of reasons such as bus error, unrecogni zed

opcodet [ n;I n: te I (.%'PEEI‘QA&?‘%@%J q 8 mt?g& nce results
in system f ai LFF‘é‘° JBSPP
results in a va‘eq@smmﬂxohaeacwpmmtnpnnahmnqn ﬁm&epdvtﬁ upen eeagingthe The host

e on unEHASOBp RS, b i R4 0RE578 iy it D07
The shared secr‘@’f‘“\% ‘?%“ﬁéﬁf’o%ﬁ"’ﬁ %3&’;@@?@ rrset é"%eﬂ‘?ﬂt'%e host
processor, and mttmcndmeymmamecqnnespmdmmmln;_ mpsbpemmgmame&u ng the

secure boot W i | <M hat t he
repI acenent dev pé%%@f%#ﬁ comm‘giﬁ?lgtgﬁg I\?\nﬂ{el&g:;:e.hﬁs-m E‘b‘l‘g 553&‘)‘? lh

intruder, with @?&P%HSEWP%’E‘S“I‘S in gn.imprepen Wplicate the
cryptogr aph| c snhalpabrerhls‘ﬁwtlﬁmlytthaIMdsystMa@slup betbmsasdfammberofpcasdmct ed
fromthe physi c@y heiis 65 BRtbcdBhizbd'Spddae tnfitite B! .Asaresult,th boof_I g t hough
t he above discussion is .direct ed?‘i‘nﬁt&%@%r nat h: etpgeen eh ost
processor and tYTAUHERTCSUSIRSYSKERLH eCEYR S0P n§9ction | zed t hat
the secure  mosultsircavelider cuteatinstaictioh mehMHumpnygmmnﬁ‘échm%pmmwst ens, .
processors, or G@MirkSfe mstrucﬁ&f’anﬁ&libc@éamtﬂﬁ{e'rﬁﬂt HoB@ﬁ;ﬁﬂiuucﬁoﬂMﬁ! fi@entiECUr €

pat h invol ves secret e% hared .by all t he “devi ces/ processors, and
encryption/ decr BIFUFMGOISICPRAESL | enent ed by .ei ther  hardware,
firmvare, or software or any conbination thereof. -- I n anot her

enmbodi ment of the |tﬂ§ﬁb¥@ﬂfﬁ°€fﬁﬁﬁysﬁgwmh”@m°wm#@@n¢@choﬂ boot
devi ce functi ongrbéessor,enn thittefird gn &t tku:sﬁbvennh@@ﬁemlbsmpnoﬁfgftacswum the

host ~ procesg _
i nstructi gns Ae?%%P%#O%&Q%RceqPﬁggegmM%tﬁ?’lﬁﬁ ﬁﬂ%ﬁﬁﬁ{%@féﬁ&% pr OCESSOI‘
is used to encrSABMENR % precessor. Mcmmdpr B’@ﬂ!@“(w%lésmeéhmdweé S
establ i shed as kbyseuAiG@dpidiaR\0&: cryptographic M&y%fnlﬁﬂ%oot-up firmware is therefore

PCT/ US97/ 13518 protected from the physical replacement of the boot-up devwe

boot device functionality containing some boot-up cod : :texfaced with the host
processor. This boot-up code may be a sequence of execu ble instructions. A secret

key shared by the chipset and the host processor is used _'ncrypt and decrypt the
boot-up code. A secure path is established as d1scu§s_c above.




-7- Yet anot her enbodlnent (not shown) involves a printed
“circuit board ("PCB") or a "smart" card such as the PCMCl A contai ni ng

t he boot-up program or sone - executable or information code. The PCB or
smart card ﬁﬁg e plugged into any expansi on sl ot on the system not her
board, or o !H’?)’?gckpl ane interface bus. A secure bodk€ 1§ s
coupled to such a PCB or smart card, responding to the host requests by
encrypting the boot-up code using a secret key shared by both the

board/ card and the host processor. The host processor decrypts the
encrypted code using the sane secret_key. The secure boot device may
reside on the sanme PCB or smart card,” or anywhéfe in the system such

device s aﬁfﬁlﬂgt Ez%ﬁﬁ%ﬂg@%g%ﬁé ﬁ%ﬂnﬂ?d%&m%&é&’?ﬁ% bing the
ted ders \spagdc ntgining;the bookup PIRBERM ArisemeCB
22;; %/pc:r dO;nde:feeﬁhaeer m&:ha;?n@bd[emm STl Edrd Gy Ge P Mﬁmum%’e secr e? r

key will e i invention
has been descr?’ﬁ’%c'i&’d{i%t % sggence }’{’%é’{ ybackp‘anelngk%grkr’égt&s this

description i ssqubpmdsm&w @@lwoomR%erswam raspanding s thsbost’
Various nodi fi feghdstty epéryptity tﬁ&lﬁi‘oerxp eﬁeeﬁhgdsdmlmymwbom%@t her

oo U r o i bt A okt RBesth T8 o nBBRRS SRR uBERGRRR G | o |0
spirit and scopungthe savae seproikeyi a‘hesecurebootdewmr@sde@l thesamePCBor

PCT/ US97/ 1351 8smart card, or anywhere in the system, such as another separate PCB or smart Sard.
What is claine

t f t th d
repl acenent of ﬂgkontg&f gzggecgfeeq?gmewce 15 a@!frﬁ’ ﬁél’ﬁmﬁ#%o&éﬁg’gﬁfe’sgﬁog&%&au orize
conprising:  exchanging th¢ encrypied oy decenptedihapicuprodeany atfemphtorromovathe BER d

execut abl e COd&d&ﬂa&Qﬂer@epfa%S{v&h another PER &@m&@é@@?&tﬁotﬂ&e@@&éﬂ@&@dl code,

said first crylc)ets.ag{n QQE&dEepgrgﬁonbe' ng coupled to

While this invention has been described with reference to illustrative
embodiments, this description is not intended to be construed in a limiting sense.
Various modifications of the preferred embodiment, as well as-other embodiments of
the invention which are apparent to persons skilled in the art to which the invention
pertains, are deemed 10 he within the spirit and scope of the invention.




~said storage el enent; second cryptographi c neans for decrypting
" said encrypted code based on said secret key to generate a decrypted
‘code, said second cryptographi c nmeans bei ng coupled to said first
crypt ogr aphi s and being capabl e of executing said decr ed code
If said decpﬁ%ﬁﬁg&gode corresponds to said executable code® CBH%"X£5
communi cation neans for enabling said first crytographlc nmeans to

comuni cate with said second cryptographi c neans by exchangi ng said

encrypt ed code and decrypted code. S 2. The system
according to claim1l1, wherein said first Lrypt ographlg__,,n@&newﬁﬁd—udé's a
secure boot device. 3. The system:acco

! rd| n
wherein said second cryptographic m des & l‘ﬂﬁmﬂgﬂﬂm‘\
4. The system according to claim1l n said: co neans
i ncl udes an i nt er f aWhatideclpinedist 0 a bus to al | ow sai d fi rst ‘¢rypt-ographic
neans to respond to a request for access from:said second crypt ographi c

nmeans. 5. The system according to cI aim1l, wherein said
secret key is acceski bl eA system for pravesitifg unntthorizedrepi) 'tofmmsedemlmwl d

second cryptog /15086
e o5 YL Jedbiiig B &8Gutable code, compiin?

The system accor di nfirst GyRipgiRRticmeans far encryRting spid gxecprable, pode baged op @ segret
Oper ating Syst keg to generate an encrypted cadegsaid/Sseoryprographil means being eoupled fo wher ei n
sai d execut abl gm&&glggéae,ﬂen@am c Input and Qutput System

second cryptographic means for decrypting sa__l_d encrypted code based on said
secret key to generate a decrypted code, said second cryptographic means being
coupled to said first cryptographic means and being capable of
decfypted code if said decrypted code corresponds to

communication means for enabling said first cryp

communicate with said second cryptographic means b - ex Paﬁging said encrypted

code and decrypted code.

2. The system according to claim 1, whexem saxd first cryptographic
means includes a secure boot device.

3. The system according to claim 1, wherem sald second cryptographic
means includes a host processor.

4, The system according to claim 1, whe__:_:é':' y'said communication means
includes an interface coupled to a bus to allow said firs ';‘jgraphic means to
respond to a request for access from said second cryptographic means.

5. The system according to claim 1, where ‘secret key is accessible
to said first cryptographic means and said second crypto phic means.



8.. * The systemaccording to claim1l wherein the storage elenent is a
"nodi fiable non-volatile nenory el enent. 9. The system accordi ng
to claim8 wherein the nodifiable non-volatil _e-;...ne'nniﬁ;-_fgel ement is a flash

T obout aoPo e oo o Svotem o HIRHRUNOON GHERL oG - sy

sai d executabl.e code based on a secrefﬁkéy;ipygenerate"an encrypted code,
said first processor being coupled to said executable code; a second
processor for decrypting said encrypted code based on said secret key to
generate a decrypted code, said second pgocessor being coupled to said
first processor and bei ng capabl e of executing said decrypted code if said
decrypted code cor rgspoRfs ofsnr@bstafg fFikiaN, GneRfiSuaWebuable code Ban
comuni cation path tor enabling sal ITst Pprocessor to conmuni cate with
sai d second pr@ﬂ@@@@ﬁyﬁ?“exchanging said encrypted code and decrypted code.
11. The system according to claim 10, wherein, said first processor is a
secure boot device. 12. The system according to claim10,

wherei n sai d second-pr ods systen ascording t claimols ebersin said executablew@ieiga 15086

PCT/ US97/ 13518Basic Input and Output System, -10-

13. The system according to claim 10, wherein said comuni cation path

i ncludes an interface coupled to a bus to allow said first processor to

respond to a request hekysRiffsrdhs WBAA IWRAGR B sf3€ BRTetis a

modifiable non-volatile memory element.

9. The system according to claim 8 wherein the modifiable non-volatile
memory element is a flash memory.

10. A system for preventing unauthorized replacement of an executabie
code, comprising:

a first processor for encrypting said executable code based on a secret key to
generate an encrypted code, said first processor being coupled to said executable code;

~ asecond processor for decrypting said encryptcd:ééde based on said secret

key to generate a decrypted code, said second processor being coupled to said first
processor and being capable of executing said decrypted code if said decrypted code
corresponds to said executable code; and : '

a communication path for enabling said first processor to communicate with
said second processor by exchanging said encrypted code -:jnd decrypted code.

11.  The system according to claim 10, whene__in;;said first processor is a
secure boot device. '

12,  The system according to claim 10, wher¢_in§;said second processor is a
host processor. .



14. = The system according to claim 10, wherein said secret key is

‘accessi bl e to said first processor and said second processor.

15. The system according to cl ai-m- “Wherein -said executable code is an
Operating System., 16. MOr di ng to claim 10
wher ei n sai dwég?g}éﬁ%bl e code is a-| i \ﬂ“‘ﬂm\ d: cut putPERPY H"‘

17. The system according to clai.m mf_ereWn fhe*storage el enent is a
nodi fi abl e non-vol atil e nenory el enent’ : o 18. The system
according to claim 17 wherein the nDdlflabIe non-vol atil e menory el enent
is a flash nenory. 19. A ned hod for -prevent unauthorized
repl acenent of an executabl e code contained in a storage el erent and
accessible to a host, progesso t he .nmeth ri si.ng the s, Of

provi ding a securi tngr 02@ mgi @Hﬂbﬁ"ewﬁ ’"&FH&E‘PW’&%@ §?‘3rrent

sai d secur i tipclpdesaa énerface eouplpdtes bestonllew said fivst processor tarespond tock
encrypting the ﬁﬁﬂﬁﬂbﬁ&k&@ﬁ%ﬁ%ﬁ&gﬁ%ﬁjﬁb@g@@Cret key to produce an

encrypt ed code; decrypting said encrypted code based on said
secret key to produce a decrypted code; . executing said

decrypted code if -sajg d%é?%%ﬁ%&ﬁﬁg@@élﬁﬁ?ﬁ?%&eﬁ%aﬁ%tkeyﬁ’&@&k&lﬁ@' e

E‘é?f USS?? 13518 *© sax\é\%rs%%{'olcgsosor and said second processor.

15.  The system according to claim 10, whexjeiﬁ said executable code is an
Operating System.

16.  The system according to clalm 10, wherem said executable code is a
Basic Input and Output System.

17.  The system according to'claim 10 wherem the storage elementis a
modifiable non-volatile memory: element. .

18. The system aocoi‘ding to claim 17 where_igj}t’he modifiable non-volatile
memory element is a flash memory.

19. A method for prevent unauthorized mpla¢§ment of an executable code
contained in a storage element and accessible to a host prooessor, the method
comprising the steps of: :

providing a security processor which is coupled. to said storage element, said
security processor being responswe to said host processor;
encrypting the executable code: based .on a secret key to produce an encrypted

code;
decrypting said encrypted code: based on sald sem'et key to produce a
decrypted code;
executing said decrypted code 1f saxd dccxypted codc corresponds to said
executable code; and




-11-- establishing a comruni cati on path between sai d host

‘prDcessor and said security processor to allow said host processor to

comuni cate with said security processor. 20. The net hod

according to ;‘9 aim 19, wherein sai d communi cation path. i ncl udes _an ’
a

et or aoess, 11 oat 5 nast oo NSRRI o= 5 Tt b

according to claim 19, wherein said setret Key. "l ss *acce55| ble to said

host processor and said security processor. = 22. The net hod
of claim19, wherein said executable codg4is an QOeratl ng System
23. The method of claim 19, wherein salc} executable code is a Basic |nput:

corage. ol ement 15 ASiing agppicadbg FahReh i fosQirdity ™ " = ¢

25. The mnet hodousity msmrmallomexddmmmwgmm“ngpm@wdmw secure

boot devi ce. Processor. 26. The nethod of claim19 wherein said step of
encrypting i s perforned by said security processor and said step of
decrypting is performed by said host processor . 27. The

method of cl ai m 24, jgher qhomahbdacBieing koahith 19 Whitehnaki oomFB~RAn path ©! SNt

'S a flash memy éiudes an interface coupled to a bus to. allow said securny processor to respond to a
request for access from said host processor.

21.  The method according to clalm 19, wherein said secret key is
accessible to said host processor and said security processor.

22.  Themethod of claim 19, wherein said exet__i;‘i‘table code is an Operating
System. ' :

23.  The method of claim 19, wherein said exe_qf_iiiablc code is a Basic Input
and Qutput System. '

24.  The method of claim 19, wherem said storage clement is a modifiable
non-volatile memory element. -

25.  The method of claim 19, wherein said security processor is a secure
boot device. '

26.  The method of claim 19-wherein said step of encrypting is performed
by said security processor and said step of decrypung is: performed by said host
Processor.

27. The method of claim 24 wherem sa1d modlfiable non-volatile memory
element is a flash memory.



