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I nvention The present invention relates to a systemfor facilitating open

el ectronic conerce. In particular, the systemutilizes tanper-proof
electronic units, referred to as "trusted agen{s’, in conbination wth
noney nodules to 5 create a secure transaction environnent for both the

buyer and seller of el eCtTﬂfﬁ@Eﬂéﬂ@fﬁ“ﬁ@RWeﬁﬂtéﬁﬁwﬁéw&Of t he
I nvention El ectronic commerce today_I,s conprlse _a oIIectlon of cl osed

communi ties. Exanples of such 10. cé&s¥as oS-l ¢&al and | ong
di stance tel ephone conpanleshecpbbeeﬁennanaataoaekbuheéstebeaheyetem for

B o | ChE S8R 1R RS R OEEpRE KesiaBhal 500 pii€ctinn, ey
use the products syetewrutidizes tpmperdptoofTbagptppndp nné#Sufreieruadoto
the payer is req”héedt%%%ﬁ Sé&ﬁ&é““' Endébhﬂb‘ih&t‘i%nﬁﬁ&%ﬁa%h%? flbdules to
services. The operator e dervicé can en eit
5 Ccreate a secure transaction enviromment for both the buyer
and seller of electronic merchandise and services.
' Backaround of the Invention

Electronic commerce today is comprised of a
collection of closed communities. Examples of such
communities include local and long distance telephone
companies, cable companies, cellular telephone companies,
E-mail services, and electronic service providers such as
Prodigy and CompuServe. Customers must enroll in each
community in order to use the products and services
provided. Thus, prior identification of the payer is
required before electronic delivery of merchandise or
services. The operator of the service can then either
bill the customer, credit his/her loan account, or debit
his/her deposit account.

With the advent of high-speed networks
delivering entertainment and information on demand, the
current billing and payment systems will be flooded with
transactions. Consequently, the customer will be
bombarded by invoices with numerous items for each billing
period. Moreover, the customer’s lifestyle will be
exposed to each system operator due to the non-anonymous
nature of the transactions.

One method of anonymous payment is described in
my PCT patent application WO 93/10503 entitled
"Electronic-Monetary System" published May 27, 1993, the
disclosure of which is incorporated herein by reference.
That application discloses an electronic monetary system
for implementing electronic money payments as an
alternative medium of exchange to cash, checks, credit
cards, debit cards, and electronic funds transfers. 1In
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bill the auvebes®is credit his/her |oan account, or debit hi pcirasosienssi t
account. 20 Wth the advent of high-speed networks delivering
entertai nment and information on demand, the current billing and paynent
systens will be flooded with transactions. Consequently, the custonmer wll
be bonbarded by invoices with nunerous itens for each billing 25 peri od.
Moreover, the custonmer's lifestyle will be_exposed to each system operator
due to the non-anonynous nature of the transactions. One nethod of
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paynents as an alternative i,um of _exchan to cash heck redit 35
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(RULE 26) between a money module contained within a customer’s

5 "electronic wallet" and a money module contained within a

merchant’s point-of-sale terminal), or on-line payments

for network services such as information retrieval and

telephone calls, or for purchasing airline tickets,

theater tickets, etc.
10 However, a serious problem with remote,
anonymous purchase is the security of payment and
delivery. If one wants to purchase a movie over the
telephone anonymously, then how can the buyer be assured
he will receive the movie if he pays first, or the seller
15 be assured that he will be paid if he delivers the movie
first? Thus, when purchasing anything from a remote
location, it is customary today for the buyer and seller
to first identify themselves, leading to a consequent loss
of privacy.
20

S ven n

Accordingly, it is an object of the invention to
provide a system which will allow customers to buy
electronic merchandise or services on demand without
enrolling in an electronic community.

It is another object of the present invention to
enable remote delivery of electronic merchandise or
services with real-time anonymous payment or real-time
authorization-based payment where neither the customer nor
30 the merchant can interfere with the payment and delivery

process once they have agreed to the transaction.

It is another object of the present invention to
use trusted agents and money modules to create a system
for open electronic commerce where both customers and

35 merchants can securely transact remotely over electronic

networks without prior knowledge of each other.
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paynents nmay be either real-tine, off-line paynments between noney nodul es
(e.g., between a noney nodul e contained within a custonmer's "electronic
wal | et” and a noney nodul e contained within a nerchant's point-of-sale
termnal), or on-line paynents for network serdictes such as information
retrieval andetel ephone calls, or for purchasing airline tickets, theater
tickets, etc. 10 It HhReaBPtharsebigas pfobhenPRESROLedBVEntion to

anonymous DUFChasﬁrb€1§ﬁean?éﬁtéYeDéc@ﬁ&ﬁEﬁtré&ﬂtﬂ@heVﬁﬁfctheO&Qaﬂ%ﬁbﬁlbﬁ
urchase a novi e over e, el e one (0] e
Dot ha w1 € BeEveen  ravRE aaa el LAY T Bhbe  ERD-B0RRERY, Fgﬁeﬂ"ntaen

assured that he will be paiBdccbritngetovense abpentvo€ the invention,
customer trusted agent establishes a cryptographlcally

3 secure session with a merchant trusted agent. The
customer trusted agent securely communicates with a first
money module, and the merchant trusted agent securely
communicates with a second money module. The merchant

10 trusted agent delivers electronic merchandise that is

provisionally retained by the customer trusted agent. The

trusted agents participate in a secure dialogue and

mutually agree on the payment terms. The first money
module transmits electronic money to the second money
module. Upon successful completion of the money module

15 payment, the first money module informs the customer
trusted agent, and the second honey module informs the
merchant trusted agent. The merchant then logs the sale
and the customer may use the purchased electronic
merchandise.

20 According to a second aspect of the invention,
the customer may pay for the electronic merchandise by
presenting a credential representing a credit or debit
card.

According to a third aspect of the invention,

25 electronic tickets may be presented to other trusted
agents in order to obtain services.

According to a fourth aspect of the invention,
the trusted agents may be used for performing a secure
identity-based payment.

30 According to a fifth aspect of the invention,

the trusted agents may be used to resolve a dispute over

purchased electronic merchandise.

E . ! [} QE ﬂ g wl
35 The invention will be described in greater
detail below with reference to the attached drawings, of



first? Thus, when purchasing anything froma renote |ocation, it-

cust orar Y0988t or the buyer and seller to first identi fmmaﬂes

| eading to a consequent |oss of privacy. 20 Summary O The I nvention
Accordingly, it is an object of the invention to provide a system which
will allow custoners to buy electronic nerchandise or services on demand

wi thout enrolling in an electronic community. I s anot her object of the
present invention to enable renote deliver¥ ef electronlc mer chandi se or
services with real-tine anonynous paynment or real-tine authorization-based
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various tickets.
Figure 3 illustrates the components of a
transaction device.
Figures 4A-4D illustrate the functional
components of trusted agents.
Figure 5 is a diagram showing the network
10 structure of a system for open electronic commerce. ‘
Figure 6A is a diagram showing the security
hierarchy for the trusted agents.
Figure 6B illustrates the functional components
of a (primary) trusted server. .
15 Figure 7A illustrates a Commit protocol
Figure 7B illustrates an Abort protocol.
Figures 8A-8C illustrate a Recertify Trusted
Agent protocol. )
Figures 9A-9E ‘illustrate an Establish Session
20 protocol. - o _
Figure 10 illustrates a Send Message protocol.
Figure 11 illustrates an Abort Transaction
protocol.
Figure 12A-12B illustrates a Purchase of
25 Electronic Merchandise protocol. -
~Figure 13 shows the various message encryption
layers established ambng trusted agents and money modules.
Figure 14 illustrates a Check Credential
protocol. . _
30 ' Figures 15A-15B illustrate a Deliver Merchandise
protocol.
Figures 16A-16E illustrate a Money Module
Payment protocol. |
Figure 17 illustrates a Send Routed Message
35  protocol. ' _ _
Figure 18 illustrates a Send'MM/TA Message
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I s anot her object of the present invention to provide a

secure electronic real -tine purchase transacti on between buyer and seller
wi thout third-party intervention. According to one aspect of the invention,
a customer trusted agent establishes a cryptographically secure session
with a nerchant trusted agent. The custoner trusted agent securely

comuni cates with a first noney nodul e, and the Trerchant trusted agent
securely conmmfuni.cates with a second noney nodul e. The nerchant trusted
agent delivers elBEPFBRPL: nerchandise that is 10 provisional |y retained by
t he customer trusted agent.Fiderérusttillagenasepaat SengaThR/MM Messaygee
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Yy to the second noney _
Figure 20 illustrates a Send E-Routed Message

protocol.

Figures 21A-21B illustrate an Authorization-
Based Payment/Refund protocol.

Figure 22 illustrates an Open Merchandise

protocol.

Figures 23A-23D illustrate a Present Electronic
Ticket for Services protocol.

Figure 24 illustrates a Commit Ticket protocol.

Figures 25A-25C illustrate a Transfer Tickets
protocol.

- Figure 26 illustrates an Acquire Credential
protocol.'

Figures 27A-27B illustrate a Deliver Credential
protocol.

Figures 28A-28B illustrate a Revalidate
Credential Remotely protocol.

- Figures 29A-29B illustrate an Identity-Based
Money Module Payment protocol.

Figures 30A-30E illustrate a Dispute Over
Electronic Merchandise protocol.

Figure 31 illustrates a Commit Dispute protocol.

Pigure 32 illustrates a Pay Dispute protocol.

Figure 33A is a diagram showing the EMS Security
Hierarchy.

Figure 33B is a diagram showing the security
network messaging between a primary security server and an
ordinary security server.

Figure 34 is a diagram showing the security
network structure for the EMS.

Figure 35A illustrates the functional components
of a security server.

Figure 35B illustrates the functional components
of a network server.



nodul e. Upon successful conpletion of the noney nodul e 15 aynent, the
first non@y>3¥%dll e informs the custoner trusted agent, a Bbnd noney
nodul e infornms the merchant trusted agent. The nmerchant then | ogs the sale
and the custonmer may use the purchased el ectronic nerchandi se. 20

According to a second aspect of the invention, the customer may pay for the
el ectroni ¢ nerchandi se by presenting a credential representing a credit or
debit card. According to a third aspect -oféthe invention, 25 el ectronic
tickets may be presented to other trusted agents. in order to obtain
services. According to Figuuet R6aspows an overvaewnefothet hetworkt @dgagent s
may be used fgn pebker@By a secure identity-based payment. 30

According to a frfth asgect of the invention, the trusted agents may be

used to resol ve a di spuFeIB¥ER PUAcRIKcALlLNEEFRER & NErwezkdSign-on
Descri ption Cbrédeecbraw ngs '

Figures 38A-38E illustrate an Establish Session

5 protocol in the EMS.
Figures 39A-39B illustrate a Transfer Notes
protocol. _ ' | :
Figures 40A-40D illustrate a Foreign Exchange
protocol. - :
10 Figure 41 illustrates a Commit protocol for ‘

modules in the EMS.
Figures 42A-42B illustrate an Abort Transaction
protocol for modules in the EMS. '
- Figures 43A-43C illustrates a Point of Sale
15 (POS) Payment protocol. : _
Figures 44A-44B illustrate a Link Accounts
protocol.

Descript L _The : LXe 1 .

20 The present invention contemplates a system for
enabling the secure delivery of electronic merchandise
with real-time anonymous payment or authorization-based
payment. The system allows both the customer and merchant
to feel secure that their interests are being served.

25 ' Referring to Figure 1, there is shown the basic
interaction between system components during an anonymous
payment transaction. To achieve the secure exchaﬁge of
payment for electronic merchandise when buyer and seller
are transacting electronically, the present invention

30 introduces trusted agents 2, 4 for both the customer and
merchant. A trusted agent is a combination of hardware
and software components. It is tamper-proof and contains
secure protocols which cooperate with a money module 6 to
synchronize secure payment to delivery. '

3 The money modules contemplated herein are
tamper-proof devices capable of storing and tranSferring

:qoc
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35 The invention will be described in greater detail W W th
ref erence tav?%%;bgpt ached draw ngs, of WO 95/ 30%11 PCT’“&% 831
PCT/ US95/ 03831 -4- which: Figure 1 is a diagram showi ng the trusted

agent/ nmoney nodule interaction. Figure 2 illustrates the sections and
fields of various tickets. 5 Figure 3 illustrates the
conponents of a transaction device. Figures 4A-4D illustrate the functional

conponents of trusted agents. Figure 5 is a-diZlagram showi ng the network 10
structure of & systemfor open electronic commerce. Figure 6A is a diagram
showi ng t he securéigchreniechoney: tThetelectronjenmgney is preferably in

the form of electronic notes that are representations of
currency or credit. Money modules are alsoc capable of
establishing cryptographically secure communication
sessions with other devices. The preferred embodiment of

3 the present invention utilizes the transaction money
modules described in PCT patent application WO 93/10503,
together with any modifications or improvements described
hereafter.

10 Conceptually, a trusted agent is a surrogate

actor for an entity who wants to transact remotely
' {electronically) in a secure way. The trusted agents are
under control of transaction protocols and behave in a way
calculated to resolve the transaction to the satisfaction
of both parties. In order to guarantee the behavior of a
15 trusted agent, the protocols are physically protected.
Thus neither party can modify the protocols to the
disadvantage of the other party.
The trusted agents exchange electronic
merchandise and payment. As shown in Figure 1, the
20 merchant’s trusted agent 4 (MTA) sends electronic
merchandise to the customer’s trusted agent 2 (CTA). 1In
return, the customer’s money module 6 sends electronic
money to the merchant’s money module 6 via CTA 2 and MTA
4,
25
Tickets
Electronic merchandise is any goods that can be
represented in electronic form, and in the preferred
embodiment described herein consists of either a ticket or
30 an encrypted electronic object (EO) and its associated
decryption ticket. Referring to Figures 1 and 2, a ticket
8 is an electronic item created by a MTA 4 and transferred
to a CTA 2 during a purchase transaction. Tickets may be
thought of as the property of the trusted agents. A
35 customer whose CTA 2 has just received a ticket 8 may only
use that ticket upon successful completion of the



Figure 6B illustrates the functional conponents of a (prinmar trusted
server. Y 9530211 Figure 7Aillustrates a Commit proF 95138 ure 7B
illustrates an Abort protocol. Figures 8A-8C illustrate a Recertify Trusted
Agent protocol. Figures 9A-9E illustrate an Establish Session 20

protocol. Figure 10 illustrates a Send Message protocol. Figure 11
Illustrates an Abort Transaction protocol. Figure 12A-12B illustrates a

Pur chase of 25 El ectroni ¢ Merchandi se pr@atecol. Figure 13 shows the
various massage encryption |ayers established anong trusted agents and
noney nodul es.t¥amsaetileni | | ustrates a Check Credential protocol. 30
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ticket types used for various purposes: . =
1. A decryption ticket is always associated
with a particular encrypted electronic
object. Examples of electronic objects are
computer software, games, movies, or
information products. like electronic
newspapers and books. In this case, the
merchant’s goods are the electronic
objects, which are encrypted by a MTA prior ‘
to being delivered to a customer. An '
encrypted electronic object can be
decrypted by unique information in its
associated decryption ticket. Together,
the encrypted electronic object and its
decryption ticket comprise the electronic
merchandise transferred by the merchant.
The transferred electronic object is
cryptographically secure from inspection
and use by the receiving customer or any
other third party unless they have access
to the decryption ticket. The decryption
ticket, in turn, is the "property" of the
CTA and may only be used'upon successful
completion of the purchase transactionm.
2. A credential ticket identifies the "owner"
and permits specific privileges. Examples
- of credentials include a driver’s license,
passport, credit card, debit card, social
30 security card, and corporate seal.
3. A transportation ticket can serve as an
airline, rail or bus ticket in electronic

10

15

form.
4. An event ticket can provide access to
35 - various events such as a theater, concert,

play, or sporting event.



Paynment pro ﬁ“ Figure 17 illustrates a Send Routed Nbssag
pr ot ocol . oi illustrates a Send MM TA Message §E§%§¥TB&”

PCT/U895/03831 protocol. Figure 19 illustrates a Send TA/NNINbssage
protocol. Figure 20 illustrates a Send E-Routed Message protocol. 5
Figures 21A-21B illustrate an Authorization- Based Paynent/Refund protocol.
Figure 22 illustrates an Open Merchandi se protocol. Figures 23A-23D
illustrate a Present Electronic 10 Ti cket -f @ -Servi ces protocol. Figure
24 illustrates- a Commt Ticket protocol.

5. A communications ticket can provide access
to various communications services
including satellite, cable, radio, cellular
telephone and Plain 0l1d Telephone Service

(POTS). For example, a communications

5 ticket may be used to unscramble TV or
radio broadcasts.
6. A physical object ticket can serve as
purchase order, invoice} payment advice,
10 receipt, or title for physical objects.

Other types of ticket are, of course, possible
and may be desirable in implementing open electronic
commerce in accordance with the present invention.
A trusted agent can not only purchase tickets
but can also present them to other trusted agents for a
15 variety of purposes. For example, event tickets can be
electronically presented for entry into an arena. Once
the ticket holder is inside, the ticket can again be
presented electronically for automated directions to
his/her seat. A driver’s license in ticket form can be

20 presented as proof of identity. A ticket can be presented
as proof of purchase of non-electronic goods and exchanged
for a physical object, either delivered to the customer or
picked up by the customer at a store or warehouse. A
credit or debit card ticket can be presented for

25 authorization-based payment. In a purchase dispute, a
ticket may be presented as proof of purchase of defective
merchandise.

Figure 2 shows a preferred embodiment of a

ticket 8 in which the ticket is comprised of six major

30 sections: Identifier 10, Components 12, Issuer Signature
14, Issuer Certificate 16, Transfer History 18 and Sender
Signatures 20. The sections, in turn, are comprised of
various information containing fields.

.The Identifier section 10 has a field 22 which
35 holds information that identifies the merchant or
authority creating the ticket. Such information, for



Figures 25A-25C illustraté a Transfer Tickets protocol. Figure 26

i || ustra@9¥2Mcquire Credential 15 protocol. Figures PENUSYSH3BI ustrate
a Deliver Credential protocol. Figures 28A-28B illustrate a Revalidate
Credential Renotely protocol. 20 Figures 29A-29B illustrate an
| dentity-Based Money Modul e Payment protocol. Figures 30A-30E illustrate a
Di spute Over Electronic Merchandi se protocol. Figure-31 illustrates a
Conmit Dispute protocol. 25 ' -Hgue 32 illustrates a Pay

Di spute preootqcol. Figure 33A i's a. diagram showi ng the EMS Security
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_ issuer. The field 22 also contains the expiration date of
the merchant or authority credentialit A field 24 contains
the'receiving trusted agent’s identification number. The
field 24 also contains the expiration date of the ticket

receiver’s trusted agent credential. A field 26

designates the ticket type (e.g., decryption ticket, event

ticket, etc.). : .

' The Components section 12 contains the basic
ticket content which varies depending upon the ticket type !
and its specific purpose. Figure 2 shows examples of |
components found in different ticket types. ,

The Component section 12 of a decryption ticket
has an Object Identifier field 36 which uniquely
identifies a particular electronic object and may also
contain a short description of the electronic object

(e.g., title and author). Electronic cbjects themselves

(e.g., movies) are comprised of a header and a body. The

header contains an object identifier which ties to the

object identifier 36 in the decryption ticket. The header
also contains descriptive information which could be
presented to the buyer for preview of the object content.

The body is the content which the purchaser can interact

with, peruse, or watch.

25 A Deeryption'Key field 38 contains the
information used to decrypt the ticket’s associated
electronic object. A Purchase Price field 40 has the
electronic object’s price.informetion. A Date of Purchase
field 42 has the date on which the electronic object was

30 purchased. An Object Signature field 44 contains a
digital signature of the electronic object. Digital
signatures are well known in the art and are used te
detect if a signed electronic object has been altered in
any way since the time it was signed. Thus, electronic

35 ocbject integrity may be checked. A Usage field 46
specifies restrictions on usage of the electronic object.

10
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20



net wor k st W@%’I&(ﬁﬂ or the EMS. Figure 35A illustrates the fu?ﬁ’hlg‘%?dg?sés he

conponents oOf "a security server. 35 Fi gure 35B
functional conponents of a network server. WO 95/ 30211
PCT/ US95/ 03831 6 O Figure 36 shows an overview of the network sign- on
procedure. Figures 37A-37K illustrate a Network Sign-On protocol. Figures
38A-38E illustrate an Establish Session protocol in the EMS. Figures
39A-39B illustrate a Transfer. Notes protocol 11Firgures 40A-40D illustrate a
For ei gn Exchange . , . )
A credential ticket such as a driver’s license
may have: ' a Name field 48; an Address field 50; a Picture
and Physical Description field 52; a Signature of Driver
field 54 holding an electronic image of the driver’s

signature; an Expiration Date field 56; a Status field 58

5 indicating if the license is valid, suspended, or revoked;
and an In Use field 60 indicating when a copy of the
ticket has been presented to a MIA 4 for use, so that the
original ticket held by the CTA 2 cannot be reused during

10 the presentation period. A credential ticket such as a

corporate seal may have: a Corporate Name field 62; an

Address field 64; a Taxpayer ID field 66; an Expiration

Date field 68; and an In Use field 70.

A transportation ticket may have: a Carrier

Name field 72; a Trip Number field 74 specifying for

15 example a flight, train or bus number; Departure and
Arrival fields 76, 78 each specifying a time and location;
a Purchase Price field 80; a Date of Purchase field 82; a
Status field 84 indicating whether the ticket is unused or
has already been used; and an In Use field 86.

20 -An event ticket may have: an Event Identity
field 88; a Location field 90; a Date field 92; a Seat
Number field 94, a Purchase Price field 96, a Date of
Purchase field 98; a Status field 100; and an In Use field
102.

25 A communications ticket may have: a Carrier
Identity field 104; a Time Purchased field 106; a
Channel /Frequency field 108; a Purchase Price field 110; a
Date of Purchase field 112; a Decryption Keys field 114
for decrypting if the communication is encrypted; a Time

30 Available field 116 indicating the remaining value of the
ticket; and an In Use field 118.

A physical object ticket (not shown) may serve
as a purchase order and contain the following information:
reference number, date, customer identifier, list of items

35 to purchase, instructions, and status {(on order, invoiced,

etc.). A physical object ticket may also serve as an



protocol . 10 - Figure 41 illustrates a Conmit protocol .for
4 nodul e¥9HARH EVS. Figures 42A-42B illustrate an Abort PETAIS2%e383 N
protocol for nmodules in the EMS. Figures 43A-43C illustrates a Point of
Sal e 15 (POS) Paynent. protocol. Figures 44A-44B illustrate a Link
Accounts protocol. Description O The Preferred Enbodi nent 20
The present invention contenplates a systemfor enabling the secure
delivery of electronic nmerchandise with +em-4i nme anonynous payment or
aut hori zatd on- based paynent. The system all ows both the custoner and
mer chant to featveieerand heontadigiy iinewics saumbebei datesr®@drePérence
Referring to Rhgiérd, Vdifdsr |fuedinnddle dig! dmodhe!l aiph hptyeep system
|'eve

conponents during, an -anonynous paynent transaction. To ac e secure
exchange of pXAMRIRLIRFE FTEIGHHAIRIGIIRARE WHRYPHRE cFefeRPRe® | er are
transacting el malitbers £ adugtonide JUARCIEidr)Velit®d)) and amount paid. A

receipt would contain: date, vendor, identifier, list of

5 items or invoice reference numbers, and amount paid.
Trusted agents may be used for retail purchasing
of physical objects either in person or remotely. If
purchasing in person with the trusted agent, the entire
10 transaction can be accomplished at electronic speéds with

no paper for both anonymous and identity-baéed '
transactions. For the merchant, this means he can reduce
the cost of the customer payment. For the customer, it
means more convenience and control, since the transaction
time has been reduced and the agent has an electronic list
15 of purchases which can be easily analyzed at a later time.
When purchasing physical objects remotely over
the phone or over interactive TV, a nagging restriction
for the merchant and customer is that merchandise has to
be shipped to the customer’s address. "This is to secure
20 the merchant from fraud. Payment is usually provided
using a credit card or the customer is billed, disclosing
the customer’s identity. _
If the purchase was made using a trusted agent,
then the merchandise would not have to be delivered to the
25 - customer’s address, and the customer would not have to
disclose his identity. Anonymity can be accqmpiished if -
the customer pays with electronic money at the time of
order or receipt of the merchandise. The restriction on
delivery location can be lifted in either case. The
30 merchant can be secured from fraud because he/she will get
paid before or at the time the goods are delivered.
Moreover, the receiver is validated at the time the
merchandise is delivered. The customer can feel secure
because it will be difficult for a third party to defraud
35 him/her, since they have a secure receipt. Also, the
transaction can be disputed using the secure receipt if



30 intro%egg,shiﬁsted agen'ts 2, 4 for both the custoner a”ﬂcﬁ%@&é)@sﬁ%r A
ents. S

trusted agent Ts a conbi nati on of hardware and software conpon
t anper - proof and contains secure protocols which cooperate with a noney
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mexrchandise was paid for and delivered to the correct

party.

5 For commercial transactions, trusted agents
provide secure, authenticated, automated transactions and
records from order to payment. Vendors can be efficiently
paid upon delivery of goods, and customers can have

10 authenticated receipts without the hassle of paperwork.

All ancillary systems such as accounts payable, accounts

receivable, purchase order, and invoicing can be

integrated with trusted agents to provide a seamless,

secure system for procurement.

The Issuer Signature section 14 of a ticket 8

15 holds a digital signature, formed by the ticket creator,
over the Identifier and Components sections 10, 12. Such
signature is made using a private key belonging to the
issuer’s trusted agent. The Issuer Certificate section 16
contains a certification by a trusted third party

20 (hereinafter referred to as the "Trusted Agency”) used in
conjunction with the issuer signature to verify the
authenticity of the issued ticket 8. Such certification
is in the form of a certificate belonging to the issuer’s
trusted agent. The general use of certificates and

25 digital signatures is known and described, for example, in
D.W. Davies and W.L. Price, Security For Computer Networks
(John Wiley & Sons, 1984).

The Transfer History section 18 contains

information generated when tickets are transferred between

30 trusted agents after the initial issuing of the ticket 8
by a merchant or authority. A Receiver ID’s field 28
contains the receiving trusted agent’s identification
number. A Sender ID’'s field 30 contains the sending
trusted agent’s identification number. A Sender Certs

35 field 32 contains the sending trusted agent’s certificate.

A Date/Times field 34 contains the date and time of



together with any nodifications or inprovenents described hereafter.

Concept u¥y@ 953031 r ysted agent is a surrogate 10 actor fBETARIHMIB3LyY who
wants to transact renotely (electronically) in a secure way. The trusted
agents are under control of transaction protocols and behave in a way
calculated to resolve the transaction to the satisfaction of both parties.
In order to guarantee the behavior of a 15 trusted agent, the protocols
are physically protected. Thus neither pariy can nodify the protocols to

t he di sadvantage of the other party. The trusted agents exchange el ectronic
ner chandi se ancraegfentof Asheholecketn & guks éubﬁéquéﬁt'trmmstews arérusted

agent 4 (MrA urns % f{{ £ fggé{ggghéﬁazé%ﬁég%sengg ?éfusted agent -

2 (CTA). Inre € cu oner noney no oni c noney to
the merchant’ scemrbiicates o andidatem and kimmsn are. ZQPWMQQSY-O each

field, thus creating a list of transfer history
information. It may be noted that the trusted agent ID
found in the Receiver field of the Identifier section,
should be the same as the flrst ID in. the Sender ID’s
field. _ '
' In addition, whenever a ticket 8 is transferred
between trusted agents, the sender digitally signs the

ticket over the five preceding ticket sections using a '
private key belonging to the sender’s trustéd agent. The
Sender Signatures section 20 is then updated by appending

the newly created digital s1gnature, thus forming a list

of sender signatures. -

10

15 _
Transaction Devices

Referring to Figure 3, a trusted agent 120 is
embedded in a transaction device 122. The transaction
device 122 is composed of three major components for both

20 the merchant and the customer. There is -a host processor
124, a trusted agent 120, and a money module 6. These
components are connected, for example, by a bus 126. When
trusted agent 120 is a MTA 2, the device 122 is referred
to as a merchant transaction device (MTD). When trusted

25  agent 120 is a CTA 4, the device 122 is referred to as a
customer transaction device (CTD). '

Figure 3 shows the functional components of the
host processor 124. The host processor provides the
following functions: Communications 128, Transaction

30 Applications 130, Human/Machine Interface 132, Date/Time
136, and a Messagelﬂanager 134,

The Communications function 128 supports
communications between the transaction device 122 and the
outside world. Such communications may be wired or

35 wireless, broad or narrow band, so long as CTD 2 and MID 4
communications are compatible. The Communications



El ectroni c @Ry sdmapdi se i s any goods that can be represented iperfls9&iissi C
form and in the preferred enbodi nent described herein consists of either a

ticket or 30 an encrypted el ectronic object (EOQ and its associ ated
decryption ticket. Referring to Figures 1 and 2, a ticket 8 is an
electronic itemcreated by a MITA 4 and transferred to a CTA 2 during a
purchase transaction. Tickets may be thought as the property of the
trusted agents A 35 cust omer whose CTA 2 just received a ticket 8

may only use®that f %Qpﬂl 95/ 30211
PCTI US95/ 03831 5‘184‘1@&%%15;%@35&%%?@#1&6 |e$§/ﬂen |§'Ineésv;t}%%r ")@)a variety
of ticket types Uadhsastivay davsqas (&Ses orl connratse @y itansadian device
al ways associateqq a network for indirect connection to another

transaction device or a trusted server.
Transaction Applications 130 may perform a

5 variety of tasks. For example, a transaction application
may perform the shopping task by interfacing to a merchant
server’s catalogue services for browsing activities,
choosing the products, and initiating payment and

16 delivery. Another transaction application may provide for

_ the interim storage of electronic objects and possibly
execute objects. In order to execute an electronic
object, there may be additional object processors
depending on the type of electronic object (e.g., movie,
bock, multimedia game, etc.). In short, a transaction

15 device 122 contains all the processes to choose, buy and

possibly use electronic objects, credentials, and other
tickets 8, or the processes to sell the same.

The Human/Machine Interface function 132
provides the look and feel of the transaction device 122.

20 It could include a keyboard, mouse, pen, voice, touch

screen, icons, menus, etc. The Human/Machine Interface
132 communicates with other functions in the trusted agent
120 and the money module 6 through the message manager
134. In some applications a Human/Machine Interface 132

25 may not be necessary, for example, in a fully automated

merchant transaction device.

The Date/Time function 136 is set by the owner
of the transaction device 122 and includes date, time and
time zone. The Date/Time information is fed to the

30 embedded trusted agent 120 whenever the trusted agent is

opened for use.

The Message Manager 134 routes inter-host
messages (i.e., messages between transaction devices) and
messages among the host processor 124, the trusted agent

35 120 and the money module 6.



with a partlcular encrypted el ectronic object. Exanples of electronic

obj ects WO95@8MIut er software, games, novies, or mfornnt?ﬁ'ﬁumﬁéts li ke
el ectroni c newspapers and books. In this case, the nmerchant's goods are the
el ectronic 10 obj ects, which are encrypted by a MIA prior
4 to being delivered to a custonmer. An encrypted.el ectronic object can be
decrypted by unique information in its associated'decryption ticket.

Toget her, 15 the encryptexs el ectronic object and its
decryptlom ticket conprise the electronic nerchandlse transferred by the
merchant. The transferred eIectron|qugggn_AggnngptographlcalIy secure

frominspection 20 o)
any other third par t% unq e%uér A %acs'}egjacces% é".‘t e dec‘r*%%oné <£]ieaf The
decryption ticikkaisted agent 129{ruihqnqqnﬁqqplaﬁedrﬁystem for open

electronic commerce uses three types_pf trusted agent 120
which differ in certain unique Transactor functions 146

3 that they provide. Figure 4B showe“the transactor
functions found in a CTA 2. Figure 4C shows the
transactor functzons found in a MTA 4. Figure 4D shows
the transactor functions found in an.Authority Trusted

10 Agent (ATA) which, in turn, is embedded in an Authority

7

Transaction Device (ATD). ATDs are associated with
credential issuing authorities such as the Department of
Motor Vehicles. N

An External Interface function 138 provides
physical communication with the hoet'proceséor 124 and the

15 money module 6 of the transaction device 122 in which the

trusted agent 120 is embedded. A Message Interface

function 140 processes and routes 1n;er agent and intra-
agent messages. A Session Manager.fﬁnetion 142 sets up
and breaks down inter-agent sessions and agent to trusted

server sessions. A Security Manager function 144

maintains security information (e.g., a trusted agent

certificate and an untrusted agent list) and establishes
secure communication with a counterparty trusted agent

(via the host processor 124) and with the local money

25  module 6 within the same transaction device 122. The
Transactor function 146 provides the protocols to perform
a transaction. Customer, merchant and authority
transactors are used for CTAs,'MTAs and ATAs,
respectively.

30 Figure 4B shows the customer transactor
functions. A Purchase function 158 exchanges payment for
tickets 8 and electronic objects. A To Host function 160
provides an interface to the transaction device’s host
processor 124. A Present Ticket funetion'164 presents

35 tickets 8 to obtain information or services. Aan Acquire

Credential function 166 interacts to receive a credential

20



Cthﬂ

CTA and may 9} é be used upon successful

t he purchagg

and permts specific Emsmmﬁ.aurmu

AT

| i cense, passport, cre
security card, and cor
as an airline, rail or
can provi de access to 35
concert,

Il

pl ag, or sporting event.

conpl eti on of
ticket i dent i fi eBCTNEISFFHer

agal es of credentials Include:§3g£¢Ter
card, soci al HAS BEEN

A transport |on5;%§ gbggan se(ve
electronlc for ket

S

various events such as a theaten

WD 95/ 30211

PCTI US95/ 03831 - FicketA cd@dnfnarnc didgofandtoilost 6t meioviadamsie dlssy taf vari ous

comuni cati ons SIJdiey agent transactions.

10

15

20

30

35

Both CTAs 2 and MTAs 4
maintain a transaction log which stores the following
information: transaction type (e.g;, ticket type); a pre-
transaction ticket image; a post-transaction ticket image;
dispute information including the date of dispute (as
maintained by each trusted agent in the dispute dialog),
status, and merchant resolution (e.g., replace, refund,
denied); and recertifying information (e.g., date of
recertification). An Initiate Dispute function 168
presents electronic merchandise if a customer is
dissatisfied.
Figure 4C shows the merchant transactor

A Purchase function 170 exchanges tickets 8
A To Host function

functions.
and electronic objects for payment.
172 provides an interface to the transaction device’s host
processor 124. A Receive Ticket function 176 processes a
received ticket 8 to provide service or information. A
Tran Log function 174 maintains a log of trusted agent
transactions. A Resolve Dispute function 178 receives
tickets 8 and electronic objects to resolve a customer
complaint.

Figure 4D shows the authority transactor
functions. A Create Credential function 180 constructs
and delivers credential tickets to a requestor. A To Host
function 182 providés an interface to the transaction
device’s host processor 124. A Receive Ticket function
184 processes a received ticket 8 to provide service or
information. A Revalidate Credential function 186 accepts
a current credential and reissues the credential with a
new expiration date.

Referring again to Figure 4A, a To Money Module
function 150 communicates with the money module 6 in the
same transaction device 122 to provide payment. A
Cryptography function 152 prowvides public key and
symmetric key cryptographic functions. Any well known
public and symmetric key cryptography techniques may be



including satellite, cablé, radio, cellular tel ephone and Plain O d
Tel ephond@W@es3te (POTS). For exanpl e, a conmuni cations 5PCT/US95/03831

ticket may be used to unscranble TV or radi o broadcasts. 6. A physi cal
obj ect ticket can serve as purchase order, invoice, paynment advice,
receipt, or title for physical objects. 10 O her types of

ticket are, of course, possible and may be desirable in inplenenting open
el ectroni c conmmerce in accordance with theqgresent invention. A trusted
agent can pot only purchase tickets but can also present themto other

trusted agent'subed,afd® exdmplelyRSh RHEPDESS. AFTLCREETHLAdeVEDhctiokets
hol der 15 1ot 425 FREERE.ELRREOagarR BuMiPe b REc AU ETER: UM FRER SHEP
aut onat ed di r etiickesst 8 ﬁhshh@EAsaa;.AARanﬂmgrthpEGeGeaetatDtcEanctdpnncan
o7 oo chice’ oy a8%, SEpREAties bty bikiperd Horebattd Rayptesetidons oot
keys. A Date/Time function 154 manages the date and time
5 delivered from the host processor 124 to date tickets 8
and validate certificates and presented tickets. Current
clock information is fed to the trusted agent 120 every
time the trusted agent is opened (i.e., signed on for use)
and maintained until the trusted agent is closed.
10 | _ _ !
Figure 5 shows the general network architecture
of the contemplated system for open electronic commerce.
Customer transaction device 188 can communicate with a

15 merchant through any gateway network 190 without revealing
the owner. Thus, customers can travel the networks
anonymously, paying each in real-time for access. They
can search out merchants’ electronic space and enter it
anonymously, select the item for purchase, and deliver

20

payment in real-time. The system also provides for secure

authorization-based payment via credit or debit card.

This is accomplished by the customer presenting credit or

debit card information stored within the trusted agent 120

as a credential.

25 In the preferred embodiment, the gateways 190
provide CTDs 188 with access to local merchant networks
134 for commerce and local identification authority
networks 192 for acquiring and revalidating credentials
‘(e.g., driver’s licenses, credit cards, etc.) Merchant

30 networks 192 may consist of merchant servers 194 that
provide a merchandise catalogue, merchant transactor
devices 198 to deliver goods for payment, and merchandise
servers 196 which constitute an electronic warehouse.
Merchant networks 192 also pfeferably have trusted servers

35 200 for distributing security information.

Identification authority networks 202 may have



for a physiGglosa@igct . either delivered to the customer or %‘fﬁfbﬂ&sﬂy t he
custoner at a store or warehouse. A credit or debit card ticket can

presented for 25 aut hori zati on- based paynent. In a purchase dlspute, a
ticket may be presented as proof of purchase of defective nerchandi se.
Figure 2 shows a preferred enbodinent of a ticket 8 in which the ticket is
conprised of six major 30 sections: ldentifier 10, Conponents 12, I|ssuer
Signature 14, Issuer Certificate 16, Transfer? iétory 18 and Sender

conta i ng 11 el quTREEL B0 werTetd Bos NGB RALIEE £ aEObALE, BR 0L O"
hol ds |nfornatloncr¢d@ntxa¢s|anésanh@unhochenttnanaach@pntgevneatBﬁg whéch

ticket. Such infofgmid & %%eval Y6iOas 302ddential E 1 £
bCT] US95) 03831 - T iied and teva ntials. Examples o
identification authorities connected to networks 202 are

foreign offices, departments of motor vehicles, banks, and

5 the Social Security Administration. Identification
authority networks 202 also have trusted servers 200 for
distributing security information.

System Security
10 _ : With reference to Figure 5, security for the

open electronic commerce system is provided by a network
of trusted servers 200 situated at a Trusted Agency
Network 208, at merchant networks 192, and at
identification authority networks 202. The trusted

15 servers 200 are tamper-proof processors that perform four
primary functions: certification of trusted agents 120,
distribution of untrusted lists, distribution of primary
trusted server public key lists, and resolution of
customer/merchant disputes.

20 Figure 6A shows the system security hierarchy.
At the top of the hierarchy, and located at the Trusted
Agency Network 208, are primary trusted servers 210 which
certify and provide trusted server certificates (cert(TS))

~ to all the trusted servers 200 in the system.

25 . Each primary trusted server 210 has its own
public key and corresponding private key. The primary
trusted server public keys are commonly shared by all
trusted servers 200 and trusted agents 120 in the system.
These public keys are stored in a primary trusted server

30 public key (PTS{PK)) list. The term "public” key as used
here and throughout the specification, does not imply that
the key is known to the public at large. In this case,
for example, the public key is known only to all trusted
servers 200 and trusted agents 120 and is sealed within

35 their tamper-proof housings. This limited sense of
"public" provides added security to the system as a whole.



exanpl e the merchant's or‘authority's nane, is copied froma nerchant or

aut hor i tYOOP@¥htial held by the ticket issuer. The fiel PSHUSEIont ai ns
the expiration date of the merchant or authority credential. A field 24
contains the receiving trusted agent's identification nunber The field 24
al so contains the expiration date of the ticket receiver's trusted agent
credential. Afield 26 designates the ticket type (e.g., decryption ticket,
event ticket, etc.). The Conponents secti @® *2 contains the basic 10
‘ticket coatent whi ch varies dependi ng upon the-ticket type and its specific.
purpose. Figure 2 showsBensaghethef prampsye trustedh denveti Bﬂ@r@mtthﬁcket

types. The CO@QS:Q&‘?[E ?ﬁte'r&'i‘c Sr erea tﬂ%c E¥Risted igerhire)3% o

Identifier fiel uni identifies a artlcular e ec ronic

obj ect and na}’eall%aé'-@ﬁt &F’E t&?@s@?’ieﬁ'ﬁ n GoF & [SYELEFhi ¢ TS ect
(e.g., title mﬁsmuh@e)rveaseemommeemsuﬂwa@ems d&&f,lmw¢8) are

conpr | fieg;{o FtEn 370" A bR R U () R A
4, and ATAs 212).

The Trusted Agency guarantees the protocols and
physical protection of each trusted agent 120 in the.
system. Trusted agents 120 are manufactured in a
physically secure environment under control of the Trusted

_ Agency. The components are fabricated, assembled, and ‘
loaded with software in this environment. The trusted
agents 120 are then tamper-proofed and can only be
communicated with through their external interface.

At initialization, each trusted agent 120 is

15 placed in communication with a trusted server 200. The
trusted server 200 assigns each trusted agent 120 a unique
identification number TA(id). Then the trusted server 200
requests the trusted agent 120 to generate a public and
private key pair. The trusted agent 120 generates the key

20 pair and passes its public key (TA(PK)) to the requesting
trusted server 200. The trusted server 200 incorporates
this information and the TA(id) into a trusted agent
certificate cert(TA) and passes it back to the trusted
agent 120 along with a PTS(PK) list, and an untrusted

25 list. Finally, the trusted agent 120 tests its newly
received certificate and makes sure the certificate is
valid. '

10

These initialization steps are performed only
once, prior to distribution of the trusted agent 120 to
30 the public. Upon purchase, a trusted agent 120 is
personalized by its owner via biometrics or secrets (e.g.,
a personal identification number (PIN) is chosen).
In a similar fashion, a trusted server 200 is
initialized by a primary trusted server 210. Upon
35 conclusion of trusted server initialization, each trusted
server 200 holds a trusted server certificate (cert(TS))



20  obj ecyh9asifi er 36 in the decryption ticket. The hquﬁ:- \
cont ai ns descript?%e I nformati on which could be presented to tﬂgﬁ%@?&# for

previ ew of the object content. The body is the content which the purchaser
can interact with, peruse, or watch. A Decryption Key field 38 contains the
I nformati on used to decrypt.the ticket's associated el ectronic object. A
Purchase Price field 40 has the electronic o?iect's price information. A
Dat e of Purchase field 42 has the date on whfch ™t he el ectroni c object was

of the el oot r on CODBTERERY F PRI GruftFa eF BohotfenhitirhirRontBetng
are used to dete(TS{idh) sandeal trestednserveyepubhidc kepn (ZE{BKEY.i nThay
oy B Shebnea. CuthelSinebghesho Uik bsah OfbpbuacOEyl 101
el ectroni ¢ obj ecgorresponding to its public key TS(PK), a PTS(PK) list,
and an untrusted list.
3 A cert(TS) is encrypted by a primary trusted
server 210 and carries a unique identification number
(PTS(id)) for that primary trusted server 210 in the
clear. A cert(TA) is encrypted by a trusted server 200
and carries that trusted server’s certificate (cert(TS))
10 ~ for validation.
The structures of the cert(TS) and the cert(TA)

are as follows: )
Cert (TS) =Epyg [T8 (1) || T8 (PK) || expire date| oprgx)1]pTs(ia)

15 ' %
Cert (TA) =Erg [TA(id) | TA (PK) | expire date | oqg(¥)] | cert (Ts)

..
-

20 Where PTS = Primary Trusted Server PK = Public Key
: TS = Trusted Server g = digital
signature
TA = Trusted Agent Cert = Certificate
| = Concatenate E = Algorithm with
~id = identification number private key used
for encrypting and
o for creating
25 ; digital signature
The certificate validation protocols are:
1) Validate Cert (TS)
a)  Dprg (Eprs (X[ 0pps (X)) ) =X 0pps (X)
30 b) - Check if date is valid
c) Check if Dpyg(0pps (X)) =h(X)
2) Validate Cert (TA)
3 a) Vvalidate Cert(TS)
5

b)  Drs(Eqs (Y] ors(¥))) =¥ op (V)
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credent|§#ﬁ¥9@§ét such as a driver's license may have: %%gﬁgggﬁéPa 48; an

Address field 50; a Picture and Physical Description field 52; a Signature
of Driver field 54 holding an electronic inmage of the driver's signature;
an Expiration Date field 56; a Status field 58 indicating if the license is
val i d, suspended, or revoked; and an In Use field 60 indicating when a copy
of the ticket has been presented to a MFA22 f-or use, so that the original
ticket held by the CTA 2 cannot be reused during the presentation period. A
credential ticket Sfich &hegkidf dagepdEatv@lddal may have:  a Corporate Name
field 62; an Address field 64; a_Taxpaye eId 66; an Explratlon Dat e

field 68; and an |/ Usecheé’lkdifonm( Béﬁibﬁgtq ion ticket nmay have:

Carrier Name field_72; a Trip Nunmber .fi Id 74s Cifwin for 15 arrplea
flight, train or b eﬂ‘i?rrber_;?b(? &iil (Iii aé’éﬁne_
specifying a tinme and | ocati on; away A 1on) & 102

Pur chase B'eld 82, a D= Algorlthm with public key used for
decryptlon and for checking d1g1tal
signature

¢ = E°h

Note E and D may also be used for
_ : decrypting and encrypting, respectively,
10 when applied in other applications. ‘

The Trusted Agency in addition to its role
during system component fabrication and initialization |
also provides ongoing security for the system by
recertifying trusted agents 120 and trusted servers 200
and providing system-wide information on updated untrusted
lists and updated PTS(PK) lists. '

Trusted agents 120 and trusted servers 200 must
be periodically recertified because their certificates are
given an expiration date. Trusted servers 200
periodically recertify in order to protect overall system
security by changing their cryptographic keys. A time
limit is placed on a trusted agent’s ability to transact
so that if someone breaks into the syétem he can only use
his trusted agent 120 for a predetermined maximum time
period (e.g., three months) before needing to recertify.
During recertification trusted agents 120 connect with the
Trusted Agency to get security information (e.g., updated
untrusted lists) and to receive an updated PTS(PK) list.

The public key associated with each primary
30 trusted server 210 never changes. If new primary trusted

servers 210 are implemented or old primary trusted servers
210 decommissioned then these corrections to the PTS (PK)
list are broadcast to the trusted servers 200 on the
Trusted Agency Network 208. These list changes are then
35 distributed to the trusted servers 200 at the
identification authority networks 202 and the merchant

15

20



Status fielg, I cating whet her the ticket is unused or h been
used; and an& g field 86. 20 An event ticket @5’1’% &g@g&
Event ldentity field 88; a Location field 90; a Date field 92 a Seat
Nunber field 94, a Purchase Price field 96, a Date of Pur chase field 98; a
Status field 100; and an In Use field 102. 25 A conmmuni cati ons
ticket may have: a Carrier ldentity field 104; a Tine Purchased field 106;
a Channel / Frequency field 108; a Purchase Prida field 110; a Date of

Purchase field 112; a Decr t|on Ke field 114 for decryptin
conmuni cation i s PREYORE %di %@y bﬁyﬁ?gﬁﬁ?ﬁe¢|§Yda§ 6thH?58FFﬁ3 FRe
remai ni ng val ue otrﬁQEedlageﬁtsanmoamtlmnyB61ﬁeeldAléB Dipbyshanabesbaeeat

nformat i on: - ref FAFRLE arBEr a8 t8 EpBaEEa BaliPe 220 Viieh EhbRr e 50
to purchase, instcextibbcatesdexpiresaidntbeyierecentbfyed, NewcPTS (RK)s are
physical object thekel;yed! 5QrSFEVENSy 4Pe implemented in order to
eliminate the possibility of a trusted agent 120 not
having them when needed for certificate wvalidation.
The identification numbers of trusted agents 120
"or trusted servers 200 which have been identified as
untrusted are placed on an untrusted list and distributed
10 . by the primary trusted servers 210 to the trusted servers
200 and ultimately to the trusted agents 120 in the same
fashion as the PTS(PK) list. Merchants which are deemed
untrustworthy will have their trusted servers 200
decommissioned by the Trusted Agency and made identifiable
15 to the trusted agents 120.
Figure 6B shows the functional components of a
trusted server 200 or a primary trusted server 210. A
Communications function 214 provides an interface to the
local network. A Session Manager function 216 manages
20 inter-server and server-to-agent sessions. A Security
Manager function 218 establishes secure communications.
An Untrusted List Manager 220 provides updates to the list
of untrusted agents, servers and organizations. A Certify
function 222 manages the recertification of trusted agents
25 120 for the trusted server 200. In the case of the
primary trusted server 210, this process recertifies
trusted servers 200. A Resolve Dispute function 224
receives tickets 8 and electronic objects (merchandise) to
resolve cugstomer complaints. A Cryptography function 228
30 provides symmetric and public key cryptography to secure
communications and authenticate counterparties. A
Date/Time function 226 provides current date, time, and
time zone information for certificate wvalidation.
The question of trusted agent 120 malfunction or
35 loss is similar to the loss of a receipt, airline ticket,
etc. -In cases where loss or malfunction need to be '
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i nvoi ce WAVt ai'n: invoice number, date, PO reference REHIEPHIFbndor
identifier, and amount. Simlarly, a remttance advice would contain:

i nvoi ce reference nunbers, customer identifier, date, and anount paid. A
recei pt would contain: date, vendor, identifier, list of itenms or invoice
ref erence nunbers, and anount paid. Trusted agents may be used for retai
purcha5|ng of phy5|cal objects either in parson or renotely. |f purchasing
in persongwith the trusted agent, the entire transaction can be

acconpl i shed @Netb@mbrommanspetd& didentifiesnmayaper neededat h Thiienywamus and
dentity- basedl LRRSART ARG BY ubIR ERERAD1aNY VTR T dIRLIEY LRAUCE Lhe
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and control, §Wﬁ¢@mﬁﬁeamﬂaﬁ@&cﬁﬁ@ﬁtﬁﬂnégﬁa§ B2én r@@@b@GQQQQtﬂﬁé agént has

an el ectroni c ¢iicket 8 can be saved separately as secondary records. In
case of agent malfunction the customer can pursue a

5 dispute as he/she would today by presenting these
secondary records.
Flow Charts |
The flow charts shown in the following figures
10 yge the designations "A" and "B" to indicate two (

interacting trusted agents 120, or a trusted agent 120 to
trusted server 200 interaction. The same-désignations A
and B, may also be applied to the host processor 124 or
money module é associated with a particular trusted agent
15 120 (i.e., within the same transaction device 122). The
flow charts indicate the functional component primarily
responsible for carrying out a given task. For example,
SECURITY MANAGER A means that the recited task is carried
out by the Security Manager function 144 (see figure 4A)
20 in trusted agent A.

The flow charts also call subroutines some of
which use parameter designations X and Y. For example,
ESTABLISH SESSION A - B is a call to the subroutine
Establish Session. The Establish Session flow chart

25 should then be followed with the understanding that X = A
and Y = B throughout the flow.

Abort And Commit
" In transaction processing of the tYpe
30 contemplated it is desirable to pass electronic items such
as tickets 8 and electronic notés between two parties,
while maintaining a zero-sum game. In other words, it is
undesirable to duplicate electronic items so that at the
completion of an electronic transaction there are twice as
35 many items as before the transaction. Similarly, it is
undesirable to lose electronic items so that there are



15 of punghassshi ch can be easily analyzed at a later ti .
purchasing p yg§§é obj ects renotely over the phone or over ?§¥g¥¥ﬁ¥$¥e TV,

a nagging restriction for the nerchant and custoner is that nerchandi se has
to be shipped to the custoner's address. This is-to secure the nerchant
fromfraud. Paynment is usually provided using a credit card or the
custoner is billed, disclosing the custoner's identity. |If the purchase was
made using a trust ed agent, then the merchand%e woul d not have to be
delivered toethe 25 customer's address, and the custo r woul d not have

to disclose his ifR¥RY dEens A% \Fhe, FRnSacan §EQ%R cU%ner
pays with el ectr gxampiie\ifitat lehe istmmd cmdaer tm'an:mmnai Had®e an
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feel secure gecause it wi ffIC for hird party to defraud
electronic tlcket 8. he real world, "however, it is

possible to have two other outcomes, namely, both A and B
have the same electronic ticket 8 (duplication) or neither
"A nor B have the electronic ticket 8 (loss).
'In order to render the likelihood of duplication
10 . or loss negligible, the transaction protocol must take
into account the possibility that natural or intentional
events may interrupt a typical transaction flow. A
natural interruption is exemplified by a breakdown of the
communications link between A and B during the
transaction. To minimize the possibility of duplication
or loss from such a random event the window of opportunity
for creating a duplication or loss must be minimized. 1In
order to minimize intentional interruptions (i.e., overt
attacks), it is desirable to eliminate the economic
20 incentive for such an attack. For example, if an attacker
could only lose the tickets and or the money by trying to
interrupt a transaction, the attacker would have no
incentive to initiate the attack in the first place.
These concepts are embodied in the efficient
25 transaction protocols of the described system. In
particular, it is desirable to ensure consistent abort and
commit states between the two transacting trusted agents
120 {or money modules 6). For example, if A commits to a
transaction, then B should also commit to the transaction;
30 or, if A aborts the transaction, then B should also abort
the transaction. To achieve consistency and minimize the
possibility of duplication or loss (in the event there is
an inconsistency) the transaction protocols take into
account the order and timing of A’s and B‘s committing to

15

35 a given transaction.
Figure 7 shows two subroutines, Abort and



35 hi mi her, since they ‘have a secure receipt. Al so, the_transaction can
be di spd¥@ASMIhg the secure receipt if WO 95/ 30211 PCT/USISA3S3L

PCT/ US95/ 3831 - 13 - 0 the nerchandise is faulty. At the end of the
transaction, both the customer's trusted agent 2 and the nerchant's trusted
agent 4 will have recorded that the ordered nerchandi se was paid for and
delivered to the correct party. 5 For commercial transactions,
trusted agents provide secure, authenticaléd- autonmated transactions and
records feomorder to paynent. Vendors can be efficiently paid upon
del i very of g&oumitandTbesabertssubronsineadshdnteranddyr execptedn t hout
the hassle of ,agRgLWEN bwép tribbeBNablhdl 126) ¥hed® thCR-AnsAEEaUR 3¢

payabl e, accounts receivah purchasé ord I nvQi cl ng_can_be
is involved in fails. The abort subroutlne rolls back or

returns the trusted agent 120 to the exact state it was in
prior to being involved with the failed transaction.

5 Conversely, the commit transaction is intermnally executed
within a given trusted agent 120 when the transaction it
is involved in has been successfully completed. The
trusted agent 120 therefore records the completed

10 transaction in its transaction log and is now ready for a

new transaction. For example, during a ticket transfer '
transaction an electronic ticket 8 is passed from trusted
agent A to trusted agent B. Since at this point in time
neither A nor B have committed or aborted the'tfansaction,
A provisionally retains the ticket 8 while B provisionally
15 also has the ticket 8. If both A and B commit then A will
delete its ticket 8, and B’s retention of the ticket 8
will no longer be provisional. If, however, both A and B
abort then A will retain its ticket 8 and the ticket 8
that B was retaining prdvisionally will be deleted by
20 rolling back the transaction. Note that the deletion
operation may be implemented in various ways well known in
the art. As mentioned before, it is desirable to minimize
the possibility of one trusted agent 120 committing while
another trusted agent 120 aborts because this may in some
25 limited circumstances result in duplicating or losing
electronic items.

A similar situation exists with respect to money
modules 6 exchanging electronic notes. During a purchase
transaction, electronic notes are passed from money module

30 A to money module B, so that A provisionally decrements
its electronic notes (by the amounts transferred) while B
provisionally has electronic notes (in the transferred

~amount). If both A and B commit then A will retain the
notes in the decremented amounts and B's retention of the

35  electronic notes will no longer be .provisional.

Figure 7A shows the commit subroutine. Tran Log
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procur enent . suer Signature section 14 of a ticket 8 1

digital signature, formed by the ticket creator, over the Identifier and
Conponents sections 10, 12. Such signature is nmade using a private key

bel onging to the issuer's trusted agent. The |ssuer Certificate section 16
contains a certification by a trusted third party 20 (hereinafter
referred to as the "Trusted Agency"”) used in 33nrunct|on with the issuer

signature to verify the authenticity of ,the e
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Session Manager keeps track of what has been done since
the start of a session and when rolling back undoes these
steps. To Host X sends a message to the host that the
transaction is aborted. (Steps 236 - 238).
The abort subroutine may be called directly from
10. a flow diagram, for example, when a trusted agent 120
determines that a certificate is not valid. The abort
subroutine may also be called when an expected action does
not occur. In particular, when two trusted agents 120 are
communicating, they will be monitoring a time-out '
15 protocol. For example, after a first trusted agent 120
has sent a message to a second trusted agent 120, the
Session Manager of the first trusted agent (A) will set a
timer for a reply if a reply is required. The Session
Manager may also number the message sent. This number
20 would appear in the reply message from the Session Manager
of the second trusted agent (B).

If the timer expires before the message has been
received, then Session Manager A will query Session
Manager B to determine if the transaction is still running

25 in B. If B does not reply then Session Manager A will
abort the transaction. If a reply is received that the
transaction is proceeding, then the timer will be reset to
a new time. If A queries B a predetermined number of
times without receiving a reply to the original message,

30 then A will abort the transaction. A similar time-out
function exists in the money modules 6.

Recertify Trusted Agent
Figure 8 shows the flow chart for recertifying a
35 trusted agent. When the owner of trusted agent A decides

to recertify his agent, typically after or near the



contains the receiving trusted agent's identification nunber. A .Sender ID s
fiel d 30We@SBeZthks t he sending trusted agent's identificatPCRIUSISHBRIE. A
Sender Certs 35 field 32 contains the sending trusted agent's
certificate. A Date/Tines field 34 contains the date and tinme of WO

95/ 30211 PCT/ US95/ 03831 - 14 -
transfer of the ticket 8. As subsequent transfers are nade, additi onal
receiver and sender |ID's, sender certificgges, and dates and tines are
appended Jo each field, thus creating a |ist of transfer history

i nformation. ékpﬂ?&tb@nna&EQ bﬂahzéh@uiféﬁtede£€¢mh) Ehfﬁéﬁd in the
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(steps 240 - 242).

An Establish Session subroutine is called (step
244) for setting up a cryptographically secure
communication channel between trusted agent A and trusted
server B. Referring to Figure”9, the Session Manager of
trusted agent A requests and then receives A’s certificate

- (i.e., cert(TA)) from the Security Manager (steps 296 -

- 298). Session Manager A then sends cert(TA) to trusted !
server B’'s Session Manager which, in turn, passes it along
to its Security Manager (steps 300 - 304).

Trusted server B’s Public Key function verifies
the cert(TA) by using the validation protocols described
in the previous discussion on system security (steps 306 -
308). However, there is the caveat that when Establish
Session is called during a revalidation procedure, the
previously described certificate validation protocol does
not terminate if it determines that the certificate has
expired - that is the reason the trusted agent is
recertifying.

If cert(TA) is not valid, then Session Manager B
notes that the session is terminated and informs Session
Manager A that the transaction is denied. Session Manager

25 A also notes that the session is terminated. (Steps 310 -

312). If cert(TA) is valid, then Security Manager B
checks if trusted agent A is on the untrusted list (steps
314 - 316). If trusted agent A is untrusted, then the
session is terminated (steps 310 - 312).
30 If A is not on the untrusted list, then Random

Number Generator B creates a random number R(B) and also a
B verification message (step 318). The random number R(B)
will eventually be used to form a session key. The B

- verification message is a random number used by B to

35 protect against message replay. Next, Security Manager B

assembles R(B), the B verification message, and cert (TS)

10

15



10 ticket over the five preceding ticket sections using a private key

bel ongi ng MWOMR28knder’' s trusted agent. The Sender Signat urkEVEESIOBR 20
i's then updated by appending the newly created digital signature, thus
formng a list of sender signatures. 15 Transaction Devices Referring to
Figure 3, a trusted agent 120 is enbedded in a transaction device 122. The
transaction device 122 is conposed of three nmjor conponents for both 20

t he merchant and the custonmer. There is a-h@st -processor 124, a trusted
agent 120, apd a noney nodule 6. These conponents are connected, for

exanpl e, by a busnt?6a Wessageufperdtagetedlagens A NBAed 312109 .deHubd it2 Xeys

referred to as agierebant el £AEoAkEIREIRNIGE WEBkea BRA WELhtl 1c UG

120 is a CTA 4, Ehe [ s referre as a custoner transaction
devi ce (CTD). Fi dTAJPE)3hwhdchhErnghed spaVveroRpsesqiyest witk RASs cert (TA)

processor 124. Thgta%szmchs&géwﬁovhﬁagetrhe sendanithe ewreiip?ed message
Communi cations 128, _Transaction
to A’'s Session Manager (steps 324 - 326).

3 Public Key A decrypts the message using its
private key (corresponding to its public key) and verifies
the validity of cert (TS) (steps 328 - 330). If cert(TS)
is invalid, then Session Manager A notes the session as
terminated and sends a transaction denial message to B
10 whose Session Manager also notes the session as terminated

(steps 332 - 334). If cert(TS) is valid, then Security
Manager A checks if trusted server B is on the untrusted
list (steps 336 - 338). If trusted server B is on the
list, the session is terminated {steps 332 - 334).

15 If B is not on the untrusted list, then Random
Number Generator A creates a random number R(A) and an A
verification message (e.g., another random number) (step
340). The Date/Time function passes the current date and
time to the Security Manager (step 342). Dates and times

20 are exchanged by A and B for eventual recording in their
trans logs during commits. Security Manager A then forms
and stores session key (TA/TA) by exclusive ORing random
numbers R{A) and R(B) (step 344). Session key (TA/TA) is
used to encrypt communications between twoc trusted agents

25 120 or between a trusted agent 120 and a trusted server
200 {as in the present case where Establish Session is
called during recertification). Session Manager A
assembles a message containing the A and B verification
messages, the date/time information, and R(A) (step 344).

30 Public Key A encrypts the message with trusted server B's
public key {received by A in cert(TS)) and sends the
encrypted message to trusted server B'’s Session Manager
(steps 346 - 350).

Public Key B decrypts the received message using
3B its secret key {(corresponding to its public key) (step
352). Security Manager B checks if the B verification



30 Applications 130, Huhman/ Machine Interface 132, Date/ Time 136, and a
Message NVES¥RO211134. The Commruni cations function 128 supp®CTaIS95/03831

conmruni cati ons between the transaction device 122 and the outside worl d.
Such conmuni cations nmay be wired or 35 wreless, broad or narrow band, so
|l ong as CTD 2 and MID 4 conmuni cati ons are conpati ble. The Conmuni cati ons
WO 95/30211 - 15 - function 128 sets up the connection between two
transaction devices 122, or connects a tragpgaction device to a network for

i ndi rect connection to another transaction device or a trusted server.
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activities, the same, then the session is termlngted (steps 310 -

312). If it is the same, then Session Manager B notes the
start of the session (step 358).

5 Security Manager B forms session key (TA/TA) by
R(A) XOR R(B) and then stores the session key (step 360).
At this point, both A and B have created and stored the
same session key (i.e., session key (TA/TA)) to be used
10 for their current interaction in recertifying A’s

certificate. Next, Date/Time B sends its current date and ‘
time information to Security Manager B (step 362).
Security Manager B assembles a message having an
acknowledgement to A, the A verification message, and B’s
date/time information (step 364). The Send Message
15 subroutine is then called (step 366) for sendlng the
message from B to A.
Referring to Figure 10, trusted server B’s
Symmetric Key function encrypts the message using session
key (TA/TA) (step 376). Message Interface B then formats
20 the message and sends it to the host processor’s Message
Manager (step'378). Host Message Manager'B then routes
the messége via Communications to Host Message Maﬁager A
in trusted agent A’s host processor (step 380). Host
Message Manager A then sends the message to trusted agent
25 ~A’s Message Interface which strips out the message (steps
382 - 384). Symmetric Key A decrypts the message with
session key (TA/TA) thus completing the secure
communication of a message between trusted server and
trusted agent using session key (TA/TA) (step 386).
30 : Referring again to Figure 9, Security Manager A
receives the acknowledgement, A verification message and
B’s date/time information (step 368). Security Manager A
checks if the A verification message is the same A
verification message which A previously sent to B (steps
35 370 - 372). If it is not the same, then Session Manager A
terminates the session (steps 332 - 334). If it is the



choosing the and ihitiating paynment and delivery.
transaction app)lg gt i on may provide for 10 the interim st o?éﬁgg%ﬁ{snl

el ectroni c objects and possibly execute objects. In order to execute an
el ectronic object, there nay be additional object processors dependi ng on
the type of electronic object (e.g., novie, book, nultinedia gane, etc.).
In short, a transaction 15 device 122 contains all the processes to
choose, buy and possibly use el ectronic objeds,- credentials, and other
tickets 8, or the processes to sell the sane. The Human/ Machi ne_ I nterface

function 132 profddsy Hien fsesion Managsr thaqtehhe ighiaeRELhe2. 20
It could includesggsﬂduxmgtigmmﬁgu pen, voice, touch screen, icons, nenus
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further, to dlgltally sign the new public key with the old
private key (corresponding to the old.TA(PK)) {(steps 246 -
248). As has been described, a trusted agent’s public and
private key pair are used in establishing a session
between trusted agents 120 or between a trusted agent 120
and a trusted server 200.

Security Manager A assembles a message
containing the new signed public key and the current
version number of the untrusted list (step 250). Each
change to the untrusted list will have a new version
15 number, so the trusted server need only send changes to

the list. The message is then sent to trusted server B
using the Send Message subroutine (step 252). Trusted
server B receives the message and checks if the digital
signature on the new public key is valid (by using trusted
20 agent A’s old public key) (steps 254 -258). If the
signature is not valid, then the Abort Transaction
subroutine (step 260) is called.
Referring to Figure 11, trusted server B aborts
(step 388) and its Session Manager sends a message to
25 trusted agent A‘s Session Manager informing A that B has
aborted (steps 390 - 394). Trusted agent A then aborts
{(step 396).
Referring back to Figure 8, if the signature on
the new public key is valid, then trusted server B creates
30 a new certificate (cert(TA)) containing the new public key
and a new expiration date. The new certificate is then
sent back to A along with an untrusted list update and a
PTS(PK) list update (steps 262 - 264). Security Manager A
receives this message and has Public Key A check if the
35 new certificate is wvalid (steps 268 - 270).
If not a valid certificate then, Security

10



of the transaction device 122 and includes date, time and tinme zene. The
Dat e/ Ti meWOAs32ahtion is fed to the 30 enbedded trust ed PITAIs95/03531
whenever the trusted agent is opened for use. The Message Manager 134
routes inter-host nessages (i.e., nessages between transaction devices) and
nmessages anong the host processor 124, the trusted agent 35 120 and the
noney nodul e 6. WO 95/30211 -16- Trusted Agents Figure 4A shows the
functi onal conponents of a trusted agent_lg?._ The contenpl ated system for
open el ectgonic commerce uses three types of trusted agent 120 which differ
in certain uni pdaageznaachacxbuiet teastédbskbbobrt Beral a¥tdfpteli gure 4B
shows t he transactgr functions tgund In_a CTA-%. Fh ure 4C shows the -
_ create a new certificate fewer than three times (step
274). If this is the case, then Security Manager A sends
a message to trusted server B to retry creating the

certificate (steps 280 - 284). If the trusted server is

3 unable to create a valid cert(TA) then Tran Log A records
the failed attempt and aborts the transaction (stéps 276 -
278) . '
' _ If the trusted server sends a valid new

10 cert (TA), then Security Manager A updates the cert(TA),

the untrusted list, and the PTS(PK) list (step 286).
Trusted agent A then commits (step

288). Security Manager A sends a message to the trusted
server that the trusted agent has updated its certificate.
Trusted server B then notes that A has been recertified.
15  (steps 290 - 294). '

The purchase of electronic merchandise is
described with reference to Figure 12. Items purchased in
accordance with the flow diagram of Figure 12 include
electronic objects and their associated decryption
tickets, transportation tickets, event tickets and
communications tickets. Credentials, on the'other hand,
are obtained using the Acquire Credential flow diagram
25 (Pigure 26). A buyer transaction application (BTA) in the

host processor 124 of a CTD 188 connects to the merchant
server 194 of a merchant network 192. The BTA allows the
buyer to browse the seller’s merchandise and make a
selection (steps 398 - 400). The BTA sends the identity
30 of the selected merchandise to the merchant server 194
(step 402). The BTA then sends a message to trusted agent
A (within the same CTD) instructing trusted agent A to buy
and identifying the selected merchandise. Alsc, the
merchant server sends a message to trusted agent B of the
35 MTD 198 instructing trusted agent B to sell and
identifying the selected merchandise (steps 404 - 406).

20



transact or .ons found in a MITA 4. Figure 4D shows the transactor
functions f%gﬂan Aut hority Trusted Agent (ATA) which, i CF{HSHS,’“:ﬁsgl
enbedded in an Authority 10 Transaction Device (ATD). ATDs are

associ ated with credential issuing authorities such as the Departnent of
Mot or Vehicles. An External Fnterface function 138 provides physical
comuni cation with the host processor 124 and the 15 noney nodul e 6 of
the transaction device 122 in which the trust3 agent 120 is enbedded. A

Message | nteeface function 140 processes and routes inter-agent and intra-
agent messages. A Session NasgfRsidn s ithen £stahkishedihetwask taked

| nter - agent sessiganend APHnigtdd Weiett 20 iR RS W URID mall FRHWI I LY

Manager function mai ntai ns security infornation (e.g., a _trusted, agent
certificate and &PTEFMALFALS Ujdid Hheinewlyy S8aiRd ,5?%’%535%&&?%? (TA/T
Loy ANd W Lh T he ol e L A i T e e L haneact T on
device 122. gThe SR< fé:&”og} %ﬁaaeilégoe%}lgfi&%oé\%e esélf%jg"%raog’g“c%#%i% perform
transaction. Encryption channel 436 between the two
trusted agents 120 carries messages encrypted by session
key (TA/TA). Channels 438 and 440 between a trusted agent
120 and its money module é share session key (TA/MM).
Channel 442 between money modules 6 in different
transaction devices 122 use session key (MM/MM).

Referring again to Figure 12, the Check

Credential subroutine is called (step 410). All MTDs 198

contain a credential identifying the owner/merchant (e.g.,

NYNEX, Ticketron, etc.). Such merchant credentials may,

15 for example, be issued by a merchant identification
authority controlled by the Trusted Agency. On the other
hand, customer credentials held by CTDs 188 may include
driver’s licenses or credit cards issued by various
identification authorities. Referring to Figure 14,

20 Purchase A sends a message to Purchase B of trusted agent
B requesting its merchant credential (steps 444 - 448).
Ticket Holder B retrieves its merchant credential and
sends the credential to A for validation (steps 450 -
456) .

25 Credentials or any other type of ticket 8 are

10

validated as follows:
1) Validate issuer certificate and check
issuer signature. '
2) Verify each transfer - match receiver and
30 sender identifiers (i.e., S, = Issuer, R, =
1st receiver, then R, = §;,;, i>0}.
3) Validate each sender certificate and check
each sender signature.
4) Verify that the last receiver identifier
35 - matches the identifier (TA(id)) of the
certificate (cert(TA)) of the trusted agent



stoner merchant and authority transactors are used for
%ngani/l?',isw‘g& 0 respect ively. 30 . Fi gur e »BTaisosMBssINE t
cust oner transactor "functions. A Purchase function 158 exchanges pgynenn
for tickets 8 and el ectronic objects. A To Host function 160 provi e§|__aket
interface to the transaction device's host processor 124. A Present Tic L
function 164 presents 35 tickets 8 to obtain information or .selrwce;.7 _
Acquire Credential function 166 interacts tyyreceive a credent&a ool
Rec'd PCT/PTO-0 6 MAY 1996 17/1 ticket. A Tran Log function 162 mainta
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E?cgei fh;ggt %%P tran action is aborted (step 458) If the merchant’s

credential is valid, then To Host A sends the credential
information to a host transfer application for

+3 confirmation (e.g., visual conflrmatlon of merchant name
by CTD holder) (steps 460 - 462).
Referring again to Figure 12, Purchase B
Trequests the selected merchandise from the merchandise
10 server, which retrieves the merchandise and sends it to

Purchase B for identity validation (steps 412 - 418). 1If ‘
the item is incorrect, then merchandise retrieval is
attempted twice more before the transaction is aborted

(steps 420 - 422). If the correct merchandise is received

by trusted agent B, then the Deliver Merchandise

15 subroutine is initiated (step 424).

Referring to Figure 15, Purchase B checks if the
merchandise will be embodied as only a ticket (as opposed
to a decryptlon ticket and electronic object) (steps 464 -
466). 1If only a ticket, then Ticket Holder B Creates the

20 ticket (step 468). Purchase B then sends the ticket to
trusted agent A (steps 470 - 472). ‘Purchase A receives
the ticket and checks if it is correct by comparing the
expected merchandise identity (previously received from
the BTA) with 1nformation in the ticket (steps 474 - 47¢).

25 If not correct, then Purchase A identifies the transaction
as a purchase and hence aborts the transaction (steps 478
- 482). 1If trusted agent A approves the ticket as
correct, it then sends information from the ticket to a
host transaction application for purchaser confirmation

30 (steps 486 - 488). Such information allows the CTD holder
to verify that he is getting the merchandise and price _
that he previously selected. TIf the ticket information is
not correct, then the transaction is aborted (steps 478 -
482). 1If the ticket is correct, then Purchase A sends the

35 ticket to Ticket Holder A for storage (steps 490 - 492).

Trusted agent A now provisionally holds the ticket 8. If



di spute inf i I ncluding the date of dispute (as mai ntained by each
trusted ageﬁ{on]&hoflﬁe di spute dialog), status, and nerchant r ECEHUFPYH
(e.qg., replace, refund, denied); and recertifying information (e.g., date
of recertification). An Initiate Dispute function 168 presents electronic
merchandi se if a custoner is. dissatisfied. Figure 4C shows the merchant
transactor functions. A Purchase function 170 exchanges tickets 8 and

el ectronic objects for paynment. A To Host fun3%ien 172 provides an
interface to 4 he transaction device's host processor 124. A Receive Ticket
function 176 procetetied agert RASUbIKEERELY PpovtSe thenithkeokricket 8 is
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el ectroni c objects, to resolve a custoner conplaint. Figure 4D shows the
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5 purchased consists of both an electronic object and its
associated decryption ticket, then Random Number Generator
B in merchant trusted agent B creates a random key (step
494). Symmetric Key B then encrypts the electronic object
with the random key and Public Key B digitally signs the
10 encrypted electronic object with the MTA‘s private key
~ (steps 496 - 498). Ticket Holder B then creates a
decryption ticket containing the random key, price, and
other information (step 500). The owner of trusted agent
A may now receive the encrypted electronic object from the
15 merchant, but he will be unable to use it unless he has
access to the random key contained within the associated
decryption ticket.
Purchase B sends the encrypted electronic object
and the decryption ticket to trusted agent A (steps 502 -
20 504). Purchase A receives the message and passes the
encrypted electronic object to the host and retains a copy
of the encrypted header information (step 506).
Concurrently, Public Key A verifies the encrypted
electronic object’s signature using B’s public key (steps
25 508 - 510). If the signature is incorrect, then the
transaction is aborted (steps 478 - 482). If the
electronic object’s integrity is verified, then Symmetric
Key A decrypts the header with the random key from the
decryption ticket (step 512). Purchase A checks the
30 identity of the electronic object and the decryption
ticket .(steps 514 - 516). Such checking may be performed
by comparing the expected merchandise identity with the
electronic object’s identifier and with information in the
decryption ticket. Thus, it is assured that the selected
35 merchandise, electronic object, and decryption ticket are
all related. If the identity check fails, then the



and delivers credential tickets to a requestor. A To Host function 182
provi desvwamos/akar f ace to the transacti on device's host preeeamsedosssd. A
Recei ve Ticket function 184 processes a received ticket 8 to provide
service or infornmation. A Revalidate Credential function 186 accepts a
current credential and reissues the credential wth a new expiration date.
A Tran Log function 183 maintains a log of transactions. An Acquiring :
Credential function 185 obtains an autrmyigé'predential. Referring again to
Figure 4A, a.To Money Modul e function 150 “conmuni cates with the noney
modul e 6 i'n thgSRERY t&ﬁgﬁ. [ . pr qd~4e paynment. A
Cr ypt ogr aphy :‘%nct i or?if\'a;g%%(r:OV| (gtﬁéub Jeé;%efyﬁand%\gﬂl?/ 2 symmetric key
crypt ographi ¢ functi ons Ifatpevaliectyoni G ahiectadnd darmmtdore b icket
cryptography t#ehiicitecriactm AdedialdeSiABbnds the ‘decrypted header

and price information to a host transaction application

for purchaser confirmation (steps 518, 488). If the

S purchaser does not accept the merchandise, then the
transaction is aborted (steps 478 - 482). If the
purchaser accepts the merchandise, then Purchase A sends
the decryption ticket to Ticket Holder A for storage
(steps 490 - 492). -

10

Referring again to Figure 12, now that the ‘
delivery of merchandise from merchant to customer is
complete (and the merchandise is inaccessible to the
customer due to its encryption and/br'its.stdrage within
his trusted agent 2) Purchase A sends a message to a host
15 transaction application requesting the customer’s desired

payment method (steps 426 - 428). Payment may be made in
one of two alternative forms: by anonymous payment using
a money module 6 or by authorization-based payment
(requiring identification of the customer)'using a credit
20 card or debit card credential. :
_ If an anonymous payment is desired, then the
Money Module Payment subroutine is called (step 430).
Referring to Figure 16, Random Number Generator A creates
random number R(1) (step 520). Purchase A then sends a
25 message to trusted agent B indicating that a "money module
payment® will be made and also containing R(1) (step 522 -
524) . Purchase B receives the message and sends R(1l) to
Security Manager B (steps 526 - 528). Random Number
Generator B creates random number R(2) and sends it to
30 trusted agent A (steps 530 - 532). Security Managers A
and B both form session key (TA/MM) by exclusive ORing
R(1) and R(2) (Steps 534 - 536).
Referring to Figure 13, session key (TA/MM) is
used for encrypting messages sent between a trusted agent
35 120 and its associated money module 6 via encryption
channels 438 and 440. At the present point in the flow
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used, for eyzﬂ% 33?“RSA and DES. A Ticket Hol der function 148%§r{au§?é€’831

tickets 8 in a MTA 4 or stores and retrieves tickets 8 in a CTA 2. A Random
Nunber Generator function 156 generates random nunbers to produce
cryptographi c keys. A Date/ Time function 154 nanages the date and tine 5
delivered fromthe host processor 124 to date tickets 8 and validate
certificates and presented ti.ckets. Current "cBdck information is fed to the

trusted agente120 every tine_the trusted agent is opened (j.e., signed on
for use) and naingé?ﬂﬁ%munPPiytﬁﬁetFUQtEﬁugﬁﬁhtaﬁ?“EFo%gH.hTUeS§§P APR Keys
Overvi ew Fi gure 5(rhgMM)( heBgthemehepehvbukesr ehwtidlt laeeef ihnehe flow

contenpl at ed Systgggggémogggmeggﬁiégngf SSEQEEﬁekey {TA/MM)} so as to enable
encrypted communication between the trusted agents 120 and
their money modules 6.

5 It may be noted that instead of the trusted
agent 120 and money module 6 being embodied as discrete
tamper-proof components, they may be fabricated as one
tamper-proof module. In this case, it would not be
necessary to establish a secure session for communication

10 between trusted agent 120 and money module 6 in the same
transaction device 122. However, discrete money modules 6
and trusted agents 120 are preferable in that such a
configuration allows for greater application flexibility.

Referring back to Figure 16, To Money Module A

15 sends a "Make Payment" message and R{1) to its associated
money module A. Also, To Money Module B sends a "Receive
Payment" message and R(2) to its associated money module B
(steps 538 - 544).

At this stage, money module A (within the CTA 2)

20 and money module B {(within the MTA 4) establish a session
between them so that each money module 6 winds up holding
new session key (MM/MM) (step 546). In establishing this
money module to money module session, the money modules
exchange messages via the pre-existing trusted agent’s

25 segssion. Referring to Figure 13, the session key for
encryption channel 442 is formed by exchanging messages
encrypted by channel 436. After the money module session
is established, messages sent between money modules will
be encrypted twice, by both session key (MM/MM) and

30 session key (TA/TA), along the portion of the
communication path between trusted agents 120.

In the preferred embodiment, the money module
session is established in a manner similar to the
establishment of a trusted agent session. The money

35 modules 6 would therefore hold their own certificates
containing their public keys. The swapping of



Cust omer transaction device 188 can communicate with a 15 nmer chant

t hr ough WRP5§8%kway net work 190 without reveal i ng the owRET/US5{93831
custoners can travel the networks anonynously, paying each in real-tine for
access. They can search out nerchants' el ectronic space and enter it
anonynously, select the itemfor purchase, and deliver 20 paynment in
real-tine. The system al so provides for secure authorization-based paynent
via credit or debit card. This is acconplizged by the custoner presenting
credit oredebit card information stored within the trusted agent 120 as a
credential. 2kertificates amd mm:maf:mmbg:bsenﬁﬁmﬁ Ming)h@mmmyﬁhel%

provi de CTDs tQ | t rks rce
and | ocal i de%&% [ caﬁ%%%g'ﬁg% ts(é%@:t wor 19Wacql#% ng gﬁw

reval i dati ng Gessden srotasod. us(gd 27 “@qq}bmeﬁcr@dlﬁh@m ds’l Riigure
Merchant 30 et et vE sudiiEgilertfly Bl N loveianal Syl hat provi de

a mer chandi se cat al ogue, ner.chant transactor devices 198 to deI I ver goods
for paymegt, ARF Hertadndng, £ thes "&S’r\éﬁ
war ehouse: with that for the trusted agents 120, but is preferably

separate to provide for enhanced system security and .
system flexlblllty

Referring back to Figure 16, money module A
sends R(1) to money module B. This function may be
initiated by a MM Maintain Security A application residing !
in money module A (step 548). This application and other
money module applications are prefaced by the designations
"MM" and are described in PCT'patent'application WO '
93/10503 together with any modifications and/or additions
15 perein. '

10 -

Random number R(1) is sent from money module A
to money module B by the subroutine Send Routed Message
(step 550). Referring to Figure 17, MM Symmetric Key A
encrypts the message (including R(1)) with session key'

20 (MM/MM) (step 640). MM Session Manager A sends the
message to Host Message Manager A which, in turn, sends
the message to Message Interface A of trusted agent'A
(steps 642 - 646). Trusted agent A then sends the message
to Message Interface B of trusted agent B using the Send

25 Message subroutine (step'648) which encrypts and decrypts
the message with session key (TA/TA) in between the
trusted agents. Message Interface B then sends the
message to MM Session Manager B in money module B via Host
Message Manager B (steps 650 - 654)."Finally,-MM

30 Symmetric Key B decrypts the message with session key
(MM/MM) (step 656). :

Referring again to Figure 16, MM Maintain
Security B (in money module B) forms session key (TA/MM)
by exclusive ORing'R(l) and R(2). Money module B then

35 sends R(2) to money module A which also forms session key
(TA/MM) by exclusive ORing R(1) and R(2) (Steps 552 -



Mer chant negwkls 92 also preferably have trusted servers 3 r
di stributing secﬁ?%ty I nformation. ldentification authority gg?ﬁﬁgggkgoz

may have WO 95/ 30211
PCT/ US95/ 03831 - 19 - authority servers 204 which manage a dat abase of
credentials and an authority transaction device 206 which issues and
reval i dates credentials. Exanples of identification authorities connected
to networks 202 are foreign offices, departmed® s-of notor vehicles, banks,
and 5 the Soci.al_Security Administration. _ldentification authority
networ ks 202 al s®3fve t ARG SR IR bt AGthRIR PRI ectRTRS
inforrr?ti?n. tSKstm&sxrniéys ldkist: (MM/MM)WY t MaATRY erasedt OTAS DAY e 5rrh1§s,
security for e qpen electroni ¢ €O t i vjde a networ
o trusted server SO0 (RTBEPHOn SIS g #E8 LA B!
Referring to Figure 16, MM To Subscriber A
prompts trusted agent A for the amount of payment by type

3 of note (e.g., dollars, yen, pounds, etc.) (step 558}. A
money module as described in PCT patent application
93/10503,. incorporated by reference herein, would
generally use the To Subscriber application for

0 communication with the owner/holder of the money module.

However, as used in the present instance, the To

Subscriber application communicates with the trusted agent

120 for getting various instructions. Here, the trusted

agent 120 delivers amount of payment and type of note

information (trusted agent A has previously communicated

15 with the owner/holder of the CTD 2 to confirm the price of
the selected merchandise).

The prompt from the money module 6 to the
trusted agent 120 is sent via the Send MM/TA Message
subroutine (step 560). Referring to Figure 18, MM

20 Symmetric Key A encrypts the message with session key
(TA/MM) (step 658). MM Session Manager A sends the
message to trusted agent A’s Message Interface via Host

. Message Manager A (steps 660 - 664). Symmetric Key A
decrypts the message with session key (TA/MM) (step 666).

25 Referring back to Figure 16, Purchase A of trusted agent A
sends the amount (price of selected merchandise) by type
of note to MM Pay/Exchange A of money module A (steps 562
- 566). This message is sent via the Send TA/MM Message
subroutine (step 564). Referring to Figure 19, Symmetric

30 Key A encrypts the message with session key (TA/MM) (step
668). Message Interface A sends the message to money
module A’s MM Session Manager via Host Message Manager A
(steps 670 - 674). Finally, MM Symmetric Key A decrypts
the message with session key (TA/MM) (step 676}.

35 Referring to Figure 16, MM Note Directory A

checks if the money module 6 has sufficient funds to cover



Net wor k 208, at merchant hetworks 192, and at identification authority

net wor ks WO2S3028k trusted 15 servers 200 are tanper- prodICTHYSBIB3brs t hat
performfour primary functions: certification of trusted agents 120,
distribution of untrusted lists, distribution of primary trusted server
public key lists, and resolution of custoner/nmerchant disputes. 20

Fi gure 6A shows the system security hierarchy. At the top of the hierarchy,
and |l ocated at the Trusted Agency Network 2@8,- are primary trusted servers
210 which gertify and provide trusted server certificates (cert(TS)) to al
the trusted sermiw pajfientn (dvepsystsed -2%570). If insteffiiqieneyr tHenst ed

server 210 has Orh%rf%dél%é G Koh I & g%o%%ggr e(#i\tgoq{ g #%rsus B, -

primary truste VEr | C Keys are commonl y's
servers 200 and®82)usted agents 120 in the system These publlc keys are

stored in a pr| mary trusing M4 WHors0 tratiddlded It prldtbdIN) )stidps tsc?z)ﬂ&

term "public" as used here and thropgpout t he “speci f,i cati on,,_does not
i nply that theQﬁ%/ natary system dif desgrdbed

subsequently and shown in Figure 42. The messages between
money module A and money module B are sent via a Send E-
Routed Message subroutine which utilizes all three session
keys (MM/MM), (TA/MM), and (TA/TA). Referring to Figure
20, MM Symmetric Key A encrypts a message with session key
(MM/MM) (step 678). The message is then double encrypted '
by session key (MM/TA) before it is sent to trusted agent
A. Once received by trusted agent A, the message is
decrypted by session key (MM/TA). (Step 680). Message
Interface A then sends the meséage to Message Interface B
15 (steps 682 - 684). In between trusted agents 120, the
message is double encrypted by session key (TA/TA). In
like manner, Message Interface B sends the message to MM
Symmetric Key B for final decryptiﬁg'(steps 686 - 690).
Figure 13 illustrates the various encryption layers.
20 Referring again to Figure 16, during the abort
' routines of money modnles A and B (step 582), they
generate messages sent to their trusted agents A and B,
respectively (steps 584 - 586) informing them that they
have aborted the tragsaction and hence that payment was
25  unsuccessful. Session Managers A and B note that the
payment was unsuccessful and consequently trusted agents A
and B abort (steps 588 - 598).
If, on the other hand, the customer’s mbney
module 2 has sufficient funds then MM Pay/Exchange A sends
30 a message to the merchant’s money module containing the
amount of money to be transferred in payment and the type
of notes (step 600). This message is sent by the Send E-
Routed Message subroutine (step 602).
Money module B receives the message containing
35 the payment amount according to money module A. MM To
Subscriber B then sends a prompt to trusted agent B to

10



for exanpl t blic key is known only to all trusted servers 200 and
trusted agSWP§E§§§¥and Is sealed within 35 their tanper-prBST“ﬁgﬂgﬂﬂgs.
This limted sense of "public" provides added security to the systemas a
whol e. WD 95/ 30211 PCTI US95/ 03831
- 20 - 0 Beneath the primary-trusted server 210 on the security hierarchy
are the trusted servers 200 which nay be | ocated throughout the overal
comer ce system The trusted servers 200 provéie-trusted agent certificates
(cert(TA)) te the trusted agents 120 (i.e., CITAs 2, MIAs 4, and ATAs 212).
The Trusted AgencYPRiier sfRriepayrent AWRYRE HptepBy8Ptat §P® ection of each

trusted agent 12(ad¢dokdEndglp! rdiaid o8l Rgepissded agentfeBWesitriéd 1P fhe

hysi cally secure environnment under contro f the Trusted
phy y amount {g correct (steps éog - 610). ig correct, then

trusted agent B sends a "Correct Amount * message to money
module B. If incorrect, then an "Incorrect Amount"
message is sent. (Steps 612 - 616). In the event of an
"Incorrect Amount" message, money module B informs money
module A which, in turn, requests its trusted agent to
resend a new amount or else abort (steps 618 - 622, 572 -
582). 1In money module payments made during an electronic
10 . merchandise purchase, the trusted agent will not send a
new amount and hence both money modules 6 and both trusted
agents 120 will abort.

If, on the other hand, money module B receives a
"Correct Amount" message from its trusted agent, then

15 money module B sends an Acknowledgement message back to
the customer’s money module (steps 624 - 626). When MM
Pay/Exchange A receives the Acknowledgement message, it
then passes the amount to Money Holder A (the application
which contains and manages the electronic representations

20 of money) (step 628).

Note that the payor initiated protocol just
described may instead be implemented as a payee initiated
payment as in the POS Payment protocol shown in Figure 43
and described subsequently. In such a protocol, the

25 merchant’s trusted agent instructs its money module as to
the payment amount it expects to receive, this payment
information is sent to the customer’s money module which
prompts its trusted agent for verification, and if the
amount is correct, then the customer’s trusted agent

30 informs its money module.

Referring again to Figure 16, the customer’s
money module A then transfers electronic notes in the
amount specified to the merchant’s money module 4 via the
E-Routed message path (step 630). At this stage in the

35 transaction, A provisionally retains a correct ticket 8
(and perhaps an encrypted electronic object) and B



10  Agency. The conponehts are fabricated, assenbled, and | oaded with
sof t war eWO9¥32H environnent. The trusted agents 120 are PEBHS9ISN3831

t anper - proof ed and can only be comuni cated with through their external
interface. At initialization, each trusted agent 120 is 15 pl aced in
comuni cation with a trusted server 200. The trusted server 200 assigns
each trusted agent 120 a unique identification nunber TA(id). Then the
trusted server 200 requests the trusted aggmt-120 to generate a public and
private key pair. The trusted agent 120 generates the key 20 pair and '

passes its pubprevieiond N Pidetding helectronic ngotessiedther y6rra®®. The

st od agen: PAPCRET corbues (1 ghden BabERMPE MBS R ROl ed gent
120 al ong wi t hdes®rHiek)subsequamtilyn untrusted 25 |ist. Flnally, t he
trusted agent 120 tests jydse ”ea“mr@&ﬁhi’l?ds&ﬁféﬁéiﬁé‘tfsfv?glf&g fs zlge t he

certificate is valid. These initialization stggs are once,
prior to dj st r632t i onFEFUNR AL (FRPER e tg,rotocol used in t

preferred electronic monetary system. This flow diagram
is still followed when money modules 6 are interacting
with trusted agents 120 with the understanding that Send
Message = Send E-Routed Message and that To Subscriber
messages are actually sent encrypted to the trusted agent

10 . 120. With the foregoing in mind, money module B’s MM ‘
Session Manager sends a "Ready-To-Commit" message to money
module A’'s MM Session Manager via the send E-Routed
Message subroutine (steps 1702 - 1704). MM Session
Manager A then sends an "Acknowledgement" message to money

15 module B and money module A commits (steps 1706 - 1716) .
When money module B receives the "Acknowledgement" message
it too commits (steps 1718 - 1724).

During the commit routines of money modules A
and B, they generate messages sent to their trusted agents

20 A and B, respectively (steps 1714, 1722) informing them
that they have committed to the transaction and hence that
the payment was successful.

Referring again to Figure 16, the money modules
then both send the aforementioned "Payment Successful"

25 messages to their trusted agents (steps 584 - 586). These
messages are encrypted by session key (TA/MM). Session
Manager A detects that a successful payment has been made
and Ticket Holder A updates the ticket'with'pa?ment
information such as the date of purchase (steps 588, 592,

30 634). Trusted agent A then commits (step 636) so that its
retention of the ticket is no longer "provisional".
Similarly, Session Manager B detects a successful payment
(steps 590, 594) and trusted agent B commits (step 638).
The transaction is now complete.

35 ' In summary, a secure purchase transaction in
accordance with the preferred embodiment of the present



30 the pulgd gsmepdfoon purch:ase, a trusted agent 120 is persq;&q],ﬁsgg%gy its
owner via bionetrics or secrets (e.g., a personal identification nunper

(PIN) is chosen). In a simlar fashion, a trusted server 200 is initialized
by a primary trusted server 210. Upon 35 concl usion of trusted server
initialization, each trusted server 200 holds a trusted server certificate
(cert(TS)) WD 95/ 30211

PCT/ US95/ 03831 - 21 - containing a unique tru4Bed server identification
nunber (TS(idy) -apd a trusted server nghic key (TS(PK)). The trusted
server 200 al so hdPUSRERERPEGUFE RByLPHHPEEHonding to its public key
TS(Pk), a PTS(PK) list, and(ah uatsgetued trahsabtion session Ascest&bl}ished

TP on P (et o0, “Bey et 0ng MRkt bRl MLIUE: s mpmey | o
modules, between the buyer’s and seller’'s
trusted agents, and between the money
module and trusted agent of each
transaction device;

(2) selected electronic merchandise is
transferred from the seller’s trusted agent
to the buyer’s trusted agent (where it is
retained provisionally) - in the event that
the electronic merchandise includes an
electronic object, the electronic object is
encrypted so that it may be stored outside
of the trusted agent;

15 (3) after verifying the correctness of the
transferred electronic merchandise, the
buyer’s trusted agent instructs its money
module to pay a certain amount of
electronic money to the seller’s money

20 module;

{4) the buyer'’'s money module informs the
seller’s money module of the amount of
electronic money to be paid to it and the
seller’s money module checks with its

25 trusted agent to verify that this is the
correct price of the merchandise;

(5) if the amount is correct, the seller’s
money module sends an acknowledgement to
the buyer’s money module;

30 (6) the buyer’s money module transfers the
electronic money to the seller’s money
module (the seller’s MM provisionally
retains the note(s) and the buyer’'s MM
provisionally decrements the value of the

_35 _ - note(s) in the transferred amount);

(7} both the buyer’s and seller’s money modules

10



cl ear. ﬁTA) is encrypted by a trusted server 200 and carries that
trusted g%? 2 certificate (cert(TS)) 10 for validati BRT/USP383r uct ur es
of the cert(TS) and the cert(TA) are as follows: Cert (TS) =EpTS [ TS (id)

TS (PK) expire date [err] (X)] PTS (id) 15

X Cert (TA) =ETS [TA(id) TA( PK) expire date [err] (Y) ] Cert (TS)
Wer e PTS - Primary Trusted Server PK = Public Key 20 ' TS
Trusted Server a - digital sigpgature TA = Trusted Agent

Cert = Cerdificate - Concatenate : E- Algorithmwth id =

i dentification nunber priwamnmkey(thﬁxbél&etnmuy@tfempnwﬁbﬁOﬁfCtmating
25 T,
certificate validation prot ococf’te 1i)no V??%?%*&lﬁﬁgi L%r?d 'P??r]
_ buyer’ s MM retains the new value(s) of the
note(s)) and, in so d01ng,.lend *payment
successful" messages to their respective

S ‘trusted agents;

(8) finally, both the buyer’s and seller’s
trusted agents commit (the seller’s trusted
agent records the sale and the customer

0 'trusted'agent's retention of the

merchandise is no longer provisional), so '
that the buyer can now use his/her
electronic merchandise and the seller has
his/her electronic money.

It may be noted that in an alternative

15 embodiment, the order of exchanging electronic merchandise
and money may be reversed. 1In such a case, the electronic
money may be transferred (provisionally) first followed by
the (provisional) transfer of the electronic merchandise.
The customer’s trusted agent would then instruct its money

20  module to commit, and the transaction would proceed as
previously described. Such an alternative embodiment
would require modifying the money module payment protocols
accordingly. 3 : '

We have shown how to secure simultaneous payment

25 to delivery of electronic merchandise over a communication
network where the seller does not know the identity of the
buyer. This is a direct analogy to a buyer purchasing
merchandise in a store with cash. The store clerk does
not know the identity of the customer, but will sell to

30 him for cash. The customer trusts he will get the
merchandise since he is in physical proximity to the clerk
across the "counter”. We have produced with the above
protocol an electronic "counter" across which the
customer’s trusted agent 2 and merchant’s trusted agent 4

35 can transact as securely as in the physical analogue.

In addition to anonymous money module payments,
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Wher e h = hash function used in creating and checking digital signature
(i.e., one- way function) 5 D- Algorithmw th public key
used for decryption and for checking digital fégnalure

° .
the trusted agent 120 also provides a secure platform for

providing identity-based transactions, i.e., transactions
requiring disclosure of the customer’s identity. Examples
of such transactions are credit or debit card payments,
opening a checking account, purchase of an item which
requires buyer registration such as a car or truck or
paying a bill or invoice. Today it is risky for a
merchant to remotely accept a credit or debit card number
for payment and deliver the merchandise to other than the
customer address. If the transaction is fraudulent, the
10 . merchant is responsible. However, the merchant could take
the card number as part of a trusted agent’s credential,
which would be secure enough for the card issuer to take
the risk of fraud.
Referring back to Figure 12, if instead of an
15 anonymous money module payment, the customer decides to
pay via a credit or debit card@ credential, then the
Authorization-Based Payment/Refund subroutine is called
(step 432). Referring to Figure 21, Ticket Holder A
retrieves a credit card or debit card credential (step
20 692). Purchase A sends a message indicating that payment
is a "Credential Payment" and containing the credential to
Purchase B for validation (steps 694 - 700). If invaligd,
the transaction is aborted (step 702). If valid, then
Purchase B checks to see whether the customer is
25 requesting a refund (steps 704 - 706). Assuming it is not
a refund transaction, To Host B sends the price and
credential to a card authorization network for payment
authorization (step 708). The MID initiates a card
authorization process (step 710). Card authorization is
30 well known in the art and typically involves the card
issuer or its agent authorizing a particular payment when
sufficient funds are present or the amount is within the
card holder’s credit limit. Upon completion of the card
authorization process, Purchase B checks if a payment was
35 authorized (steps 712 - 714).
If payment is not authorized, then the



= err]_Note and D may al so be used for decrypting and_enc I ng,
resLect%W&%’ /30214 when applied in other %%%8’? The
Trusted Agency in addition to its role during systentconponent fabrlcation
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During recertljﬂ(xﬂlﬂgt éf%%e '%ﬁ%égé C%Hpe es éhe ticket with
3 payment information (e.g., date of purchase) (step 722).
Trusted agent A then commits (step 724), completing the
authorization-based payment.
Referring back to Figure 12, after payment the
10 Open Merchandise subroutine is called (step 434).

Referring to Figure 22, Purchase A checks if merchandise ‘
is an electronic object (steps 736 - 738). If so, Ticket
'Holder A sends the decryption key and the electronic
object identifier from the decryption ticket to a host
transaction application for its use in decryption of the
15 electronic object (steps 740 - 742). If, however, the
merchandise is a communications ticket with a decryption
key, then Ticket Holder A sends the decryption key to the
HTA (step 746). The HTA uses the key for decrypting
communications (step 748). If the merchandise is neither
20 an electronic object nor a commnications ticket with
decryption key, then the process simply ends. The other
forms of ticket 8 must be presented in order to obtain
services.

25 - Present Ticket
Referring to Figure 23, when the owner of a
customer trusted agent A wants to use a ticket for
receiving services from the owner of a merchant trusted
agent B, a host transaction application A (HTA) connects
30 to a host transaction application B (HTB) (steps 750 -
752). HTA sends a message to its trusted agent to
"Present Ticket" and HTB sends a message to its trusted
agent to "Receive Ticket" (steps 754 - 756).
The trusted agents establish a session (step
35  758) and A checks B’s merchant credential (step 760).
Ticket Holder A requests the ticket ID from the host and
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decomm ssi oned then these corrections to the PTS(PK) |ist are broadcast to
the trusted servers 200 on the Trusted Agency Network 208. These |i st
changes are then 35 distributed to the trud&t®d servers 200 at the
identificatien authority networks 202 and the merchant WO 95/ 30211
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to trusted agent $1020 paigedas tHTRS m@s@éghé ity EARGe TRt e fstomer can
distributed to t;@igﬁggﬁgsgka_lz _\when their cer |f|cq%§% exghéﬁ%and t hey
recertify. New P i &t BFREESFE + FREPR P Sl adha
order to customer chooses the appropriate ticket, HTA sends the
ticket’s ID to trusted agent A (steps 766 - 768). Ticket
Holder A retrieves the selected ticket and checks if it is
active (steps 770 - 772). A ticket 8 is "active" if it
still has value. For example, in the case of an event
ticket the status field 100 indicates whether the ticket 8
has already been presented and is thus valueless. In the
10 . case of a coomunications ticket the Time Available field
116 indicates the remaining value in the ticket 8. If the
ticket 8 is not active, then To Host A sends a message to
HTA that the ticket is inactive and the transaction is
aborted (steps 774 - 776).
15 If the ticket 8 is active, then Present Ticket A
sends a copy of the ticket to B (steps 778 - 780).
Receive Ticket B receives the ticket and checks if it is
both valid and active (steps 782 - 784). If not active

and valid, the transaction is aborted (step 786). 1If
20 valid and active, then To Host B notifies HTB to deliver
services to HTA (step 788). The remaining value of A’s

ticket is also passed since the ticket may be a type
having value that is used up incrementally as services are
rendered (e.g., similar to a prepaid phone card). Receive
25 Ticket B then sends a message to A that the ticket 8 is
now in use (steps 790 - 792). Ticket Holder A marks the
ticket 8 as "In Use" (step 794).
HTA interacts with HTB in the appropriate
fashion depending on the type of ticket and services being
30 rendered (step 796). HTB continually monitors the
remaining ticket wvalue until the value is reduced to zero
(steps 798 - 800). At this point, HTB notifies HTA of the
insufficient value and sends a message to B that the
ticket is valueless (steps 802). The Commit Ticket
35 subroutine is then called (step 804).
Referring to Figure 24, Receive Ticket B sends



elimnate the possibility of a trusted agent 120 not havi ng t hem-when
-needed fowo®sseziii cate validation. The identification nunmmrrUsssesssust ed
agents 120 or trusted servers 200 which have been identified as untrusted
are placed on an untrusted list and distributed 10 by the primary trusted
servers 210 to the trusted servers 200 and ultinmately to the trusted agents -
120 in the sanme fashion as the PTS(PK) |ist. Merchants which are deened
untrustworthy will have their trusted serv§ gs. 200 decomm ssi oned by the
Trusted Agency and nade identifiable 15 0 the trusted agents 120. Figure

6B shows the fHﬂégheﬁakeﬁﬂﬂﬁﬁﬁgnﬁicﬁétavéiﬂéteﬂnséhiﬁrcggg 2&rg, PEbMRI Y

trusted server tions functi i des an i nt erface to
the local net wBFRSeRtSTickeh RuhBEePs:8fttr oB26i6 nﬂﬁﬁﬁ%E Bolder pekheRy ver
and server-to-mngeRs thestDbket & &SECUNoOtyIhhUsgerahdnapiatedlBhestabkeshes

the list of unPAuPeakEBnPas) o bipaLiky bF BARPYasRE XA LBBERR) Finct on
222 manages thSessmentMﬁnageroA thformstBdthabnthe ticket 8 is updated,
3 and trusted agent B commits (steps 830 - 834). Referring
-back to Figure 23, HTA then inquires whether the customer
wishes to continue (steps 806 - 808). If so, then trusted
. agent A undertakes to purchase more ticket value (step
810).
10 During HTA to HTB interaction (step 796), HTA ‘
checks if the owner of HTA has dompleted the transaction
(steps 812 - 814). If the transaction is completed, then
HTA informs HTB which, in turn, informs its trusted agent
(steps 816 - 818). HTB also sends its trusted agent the
15 remaining ticket value. Finally, the Commit Ticket
subroutine is called (étep 820).

Ticket Trangsfexr

Tickets 8 may be transferred between trusted

20 agents 120 (aside from the initial issuing of the ticket).
There are several reasons an owner may wish to do this.
For example, if a ticket 8 was purchased via a desktop
transaction device 122 (e.g., a CTD 188 embedded in a
personal computer), then the owner may wish to transfer it
25

to a portable device (e.g., an electronic wallet). Or, if
the owner buys a ticket 8 for a friend or relative, then
the owner can transfer the ticket to the other party for
their use. Another situation is when the owner purchases
a new transactlon device 122 and wishes to transfer his

30 credentials to the new device.

Referring to Figure 25, there is shown the
procedure followed when the owner of trusted agent A wants
to transfer one or more tickets 8 to trusted agent B (step
836). Initially, HTA connects to HTB (step 838). HTA

35 then instructs its trusted agent to "Transfer Ticket (s)"
and HTB instructs its trusted agent to "Receive Ticket(s)"



25 120 fo usted server 200. In the case of the prinary trusted
server 210, QY(&PS‘Z”HIOC%S recertifies trusted servers 200. A &%‘ﬁ?g":ﬁa%pute

function 224 receives tickets 8 and el ectronic objects (nerchandise) to
resol ve custoner conplaints. A Cryptography function 228 30 provi des
symmetric and public key cryptography to secure comrunications and

aut henticate counterparties. A Date/ Tinme function 226 provides current
date, tinme, and tine zone information for cer4$%ftcate validation. The
guestion of teusted agent 120 mal function or 35 loss is simlar to the

| oss of a receipt (StePs 840 t1 X&2) . etNext n thectruseed agentsreswabdlishian

need to be WO o Ideggion (step 844). To Host A then sends an in%uiry
PCTI US95/ 03831 - 24 - overcone, fransacior identities _nmay be needed. This
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the trusted agenttHeOiddmei Byaitpndtedentiihl of the party to receive the

ticket(s) (steps 846 - 848). If there is no credential

3 check or a credential check is performed successfully
(steps 850 - 854), then Ticket Holder A requests the ID’'s
of the tickets to be transferred (step 856). Tickets are
selected from a list of tickets held by trusted agent A.

0 To Host A sends the message to HTA with the ticket list,

the owner chooses, and To Host A receives the response
identifying the selected ticket(s) (steps 858 - 862).
Ticket Holder A retrieves the selected ticket(s)

(step 864). Public Key A then signs over the ticket(s) to

B by adding the appropriate transfer information to the

15 Transfer History section and appending the digital
signature to the Sender Signatures section (step 866).
Ticket Holder A then sends the ticket(s) to Receive Ticket
B for validation by Public Key B (steps 868 - 876). If
the ticket(s) are not wvalid, then the transaction is

20 aborted (step 878). If the ticket(s) are valid, then
Ticket Holder B stores the ticket(s) and sends an
acknowledgement to A (steps 880 - 882). Ticket Holder A
receives the acknowledgement and deletes the ticket(s)
{(step 884). Trusted agent A informs Ticket Holder B that

25 the tickets are deleted (steps 884 - 886} and commits

(step 888), Ticket Holder B receives the message (step

890) and then trusted agent B commits (step 892).

Credentials

30 A customer can acquire credentials in person
from an Identification Authority. The credentials could
be a driver’s license from a motor vehicle adminisération,
a passport from the State Department or a Foreign Office,
a credit or debit card from a bank, or a corporate seal

35 (identifier) for a bureau of commerce. The credentials
can be revalidated remotely or even acquired remotely in



ticket 8 can be saved separately as secondary records. In case of agent

mal f unct WerOS3aiicust oner can pursue a dispute as he/ she wWBOFESSNI3L by
presenting these secondary records. Flow Charts The flow charts shown in
the followng figures 10 use the designations "A" and "B" to i'ndicate two
Interacting trusted agents 120, or a trusted agent 120 to trusted server
200 interaction. The sane designations A and B, may al so be applied to the
host processor 124 or noney nodul e 6 assogigated with a particular trusted
agent 15 , 120 (i.e., within the same transaction device 122). The flow

charts !ndica&gft&argun@uhgaaﬁfcQﬁﬁp&&ﬁbtma ERyenity 12@S RARrgaldye dontadais’ Vi ng
out a given tas

task is carrié&egﬁggﬁﬁ Xﬁg%%§96§5§y§b£§5g§§é$§§¢?i& %giﬁ%¥@%§&gﬁ§Le IZis 20
in trusted agemuld behposisibleh&ot spensa checking acdonnt semotel yweveln use
par anmet er dESLQ”QE%P%EséoﬁBQ Ys GRin®¥@ Mt theSHARK SH SESSION A > B is a
call to the subroutine :
Referring to Figure 26, there is shown the flow
3 diagram followed when the owner of trusted agent A decides
to acquire a credential from an identification authority
in person (step 894). First, the owner of A presents
proof of his/her identity to a representative of the
identification authority. The representative then enters
various information (e.g., name,-addrees,'etc,) via HTB of ‘
authority trusted agent B.  (Steps 896 - 898). Next, the
owner of A instructs his HTA to acquire a credential. In
response, HTA sends the message "Acquire Credential" to
trusted agent A. (Steps 900 - 902). Meanwhile, HTB sends
the message "Create Credential" to trusted agent B (step
904). Trusted agent B'then_establishes.a gession with
trusted agent A (step 906). To Host B notifies HTB that a
session has been established. HTB sends the various
credential information to trusted agent B (steps 908 -
20 910). Create Credential then constructs credential
information (i.e., the Identifier and Components sections
10, 12 of a credential ticket) (step 912).
| The Deliver Credential subroutine is then called
for passing the newly created credential to trusted agent
25 A (step 914). Referring to Figure 27, Public Key B signs
the credential information (with the ATA’s private key)
and sends it to Create Credential B (step 916). Create
Credential B assembles a credential containing the
credential information, signature, and certificate (the
30 ATA’'s cert(TA)) (step 918). Create Credential B then
sends the newly created credential to trusted agent A
(step 920). If required, Create Credential also sends the
price of the credential to A. .
o Public Key A verifies the credential (steps 922
35 - 924). If invalid, the transaction is aborted (step
926). If valid, then To Host A sends the credential

10

15



Establish Sessi The Establish Session flow chart 25 sho

fol | owed wi Sﬁ&%%z{}nderstandi ng that X = Aand Y =B through%ﬂ‘"%%g’g?ssgw
Abort And Conmit In transaction processing of the type 30 contenplated it
is desirable to pass electronic itens such as tickets 8 and el ectronic
notes between two parties, while maintaining a zero-sum gane. |n other
words, it is undesirable to duplicate electronic itens so that at the

conpl etion of an electronic transaction ther®lare twice as 35 many itens

as before the transaction. Simlarly, it is undesirable to |ose el ectronic
itenms so that thdREozmati payyent amount (if required) to HTA for
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(step 926}).

If the credential is confirmed, then Ticket

Holder A receives the credential and checks if payment is

required (steps 932 - 934). If no payment is required,

then trusted agent A commits (Step 936) and sends a

message to trusted agent B that the credential has been

accepted (steps 938 - 940). Trusted agent B commits upon

10 receiving the message (step 942). Create Credential B
then notifies HTB that the credential is accepted and HTB
sends the credential information to the credential
database maintained by the authority server (steps 944 -
946).

15 If, on the other hand, payment for the
credential is required, then To Host A requests the owner
of trusted agent A to choose a payment method (steps 948 -
950). If a money module payment is selected, then the
Money Module Payment subroutine is called (step 952). At

20 the'point where B exits the subroutine, Create Credential
B notifies HTB that the credential is accepted and HTB
sends the credential information to the authority server
(steps 944 - 946). If, instead, the owner of trusted
agent A decides to pay with a credit or debit card, then

25 the Authorization-Based Payment/Refund subroutine is
called (step 954).

It may be desirable for identification
authorities to update their credential information on a
periodic basis. Revalidation is thus required by giving

30 credentials expiration dates. Figure 28 shows how the
owner of trusted agent A can revalidate a credential
remotely (step 956). Initially, HTA connects to HTB (step
958). HTA sends the message "Revalidate Credential" to
trusted agent A (step 960). HTB sends the message

35 "Receive Credential For Revalidation" to trusted agent B
(step 962). Trusted agent A then establishes a secure



desirable to ensure that at the end of the transaction, B has the

el ect ronw® 95302t 8 and A does not have the el ectronic tip&PUSS/0383IN t he
real world, however, it is possible to have two other outcones, nanely,
both A and B have the same electronic ticket 8 (duplication) or neither A
nor B have the electronic ticket 8 (loss). In order to render the

| i kel i hood of duplication 10 or loss negligible, the transaction protocol
must take into account the possibility thap natural or intentional events
may interrupt. a typical transaction flow -A natural interruption is

exenplified byeadicRAkdm thusted agemnisc aide@ps dgank between A and B
~during the 15 transactjon. _To ”‘n'§L$f the possibility-of dyplication or
| oss from such a randomiEP&teS RESH 15Pt06§5¥§?ﬁﬂ95?1@chﬂQ%%ﬂ ®y a
duplication orcredentiadl (atem 9i66)zedAuthorityr dredentislze mayt el i onal
interruptions (o es QKR t il o hy8 : 2|0 1 e the
econonic 20 ll(sjr?ggn iuve ort_:%ts?u%?]"%an étsi:.g(lx\}i.oqe%g{e ?)é%%gﬁggdﬁ'attackér

coul d only | odequize Criedentdad & requentserhey cnegentied ispesifisd Lor
transacti®n, . ilfa2lilation Wedh TI?%Rt"Bolder A which sends the

credential to_aﬁthority trusted agent B (steps 968 - 972).
Create Credential B checks if the credential is valid
(steps 974 - 976). If not valid, the transaction is
aborted (step 978). If valid, then Create Credential B

10 . checks if the credential should be revalidated in person ‘
(steps 980 - 982). If the credential may be revalidated
remotely, then Create Credential B updates the credential
information including a new expiration date (step 984).
The Deliver Credential subroutine is then called (step

15 oge). | | :

If the credential must be revalidated in person,
then Create Credential B sends the message "Revalidate In
Person" to trusted agent A (steps 988 - 990). Acquire
Credential A receives the message (step 992). Trusted

20 agent A then commits (step 994) and Session Manager A
seﬁds an acknowledgement to trusted agent B (steps 996 -
998) . Trusted agent B then commits (step 1000).

Identity-Based Money Module Pavment

25 Electronic cash payments not involving the
simultaneous purchase of electronic merchandise may be
made using the flow diagram shown in Figure 29. The owner
of trusted agent A decides to make a money module payment
to the owner of trusted agent B, where the owner of A

30 wants to verify B’s identity because they are transacting
remotely (step 1002). HTA connects to HTB (step 1004).
HTA sends the message "Pay" to its trusted agent (step
1006). HTB sends the message "Receive Payment" to its
trusted agent (step 1008). A then establishes a secure

35 session with B (step 1010). | '

Trusted agent A checks B’s credential (step



i ncentive tQ injltiate the attack in the first place. These c e
enbodi ed i n&ﬂ%bé#l?i cient 25 transaction proltoocol s of the g@i@g{’%@gﬂ
system In particular, it is desirable to ensure consistent abort and
commt states between the two transacting trusted agents 120 (or nobney
nodul es 6). For exanple, if Acommits to a transaction, then B should al so
commt to the transaction; 30 or, if A aborts the transaction, then B
shoul d al so abort the transaction. To achi ev&3censi stency and m nim ze the
possibility of duplication or loss (in the event there is an inconsistency)
the transaction pPdRbeol Thigkeredentiatonay PReaofgdvesns Lirengeof cRedisind
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message "Does B require A’s credential® to trusted agent B
(steps 1014 - 1016). To Host B then sends the message
"Require A’'s Credential?" to HTB for checking if B
requires A’s credential (steps 1018 - 1020). If required,
then B checks A’s credential (step 1022). Again, various
types of credentials may be used. If B does not require
A’s credential then Purchase B informs trusted agent A

10 . (steps 1024 - 1026).

Purchase A then sends a remittance advice
specifying the amount to be paid (if a bill payment) or
sends just the amount to be paid to trusted agent B (steps
1028 - 1030). To Host B sends the information to HTB for

15 confirmation (steps 1032 - 1034). If not confirmed, the
transaction is aborted (step 1036). If confirmed, then
Purchase B informs A (steps 1038 - 1040). A money module
payment is then initiated (step 1042_).

20 Disputes

In case a customer is dissatisfied with a
purchase, the trusted agents 120 can act as surrogates for
the customer and merchant for remote resolution of the
dispute. For example, if an electronic object is

25 perceived to be defective, the customer could connect to
the merchant and enter into a dispute dialogue. The
merchant cannot repudiate the electronic merchandise if it
is validated by his trusted agent 4 [since this will be
recorded in the transaction log of the customer’s trusted

30 agent 2].

If the customer is not satisfied with the result
of the dispute interaction with the merchant, he can take
his complaint to the Trusted Agency. The customer’s
transaction log shows that the dispute was denied by the

35 merchant first. The dispute and accompanying
documentation can be presented to a trusted server 200 on



within a given trusted agent 120 when the transaction it is involved in
fails. Tiwoas@eil subroutine rolls back or returns the truecedssgess: 120 to
the exact state it was in prior to being involved with the failed
transaction. Conversely, the commt transaction is internally executed
within a given trusted agent 120 when the transaction it is involved in has
been successfully conpleted. The trusted agent 120 therefore records the
conpl eted transaction in its transactionl;&;jumiis now ready for a new

transactign. . For exanple, during a ticket transfer 4 transaction an
el ectronic ti G Brist P aYthdy NBthighK @fbaager-xthehﬂ%etxf&b%ﬁm G i
Since at this point in ting neither A nor have commi tted or aborted the

transaction, iﬂlc;\ﬁrsﬁ%zﬂhey interartign "Ht(?ké‘lh%mﬁfﬁqb@nﬁ' 5 d:\ﬁuiﬁt(ﬁﬁia_l ly 15
al so has the taguet Q. Md‘stb&térchm Bridamwant heen r%sw]lde dectdd sgute

ticket 8, and e t 0 rovi sional .

| f, however, b‘ﬁt%c’r&ﬁé' 3‘; t'i%ﬁ ‘{1% on%% ﬁq‘drMé'{ Je I?B{s'%“éﬁfd the .
ticket 8 that M®sext rta ihe rusted Ageno weﬂqnumm@mcassoy Zo magiyt i ng
back the PranspiGiiies dei1a Hedpalriet 238 e Q(Yerchant's stat:us with the

Trusted Agency :

The dispute process enables the customer to
produce electronic merchandise and prove that the
merchandise was the merchandise'purehased from the

. merchant. The dispute process also protects the merchant ‘
against fraudulent claims. The merchant can believe the
customer’s trusted agent 2 by verifying that the
customer’s trusted agent 2 received the merchandise. The
customer’s complaint can then be resolved by examining the

15 merchandise for defects. '

Figure 30 shows the procedure followed when the
owner of trusted agent A decides to return electronic
merchandise to the owner of merchant trusted agent B (step
1044). Initially, HTA connects with HTB. HTA sends the

lmessage "Send Dispute" to its trusted agent. HTB sends
the message "Receive Dispute®" to its trusted agent.
Trusted agent A then establishes a secure session with
trusted agent B. (Steps 1046 - 1052).

Trusted agent A checks B's merchant credential
s (step 1054). Tran Log A sends its log via To Host A to

| HTA so that the owner can choose which transaction to

dispute and describe the problem (steps 1056 - 1060). To

‘Host A receives the dispute information from HTA (step

1062). Ticket Holder A then sends the selected ticket to
30 Initiate Dispute A (step 1064).

Initiate Dispute A checks if the dispute
involves an electronic object (steps 1066 - 1068). If
there is no EO (only a ticket is involved), then Initiate
Dispute A sends a copy of the ticket along with the |

35 dispute information to trusted agent B (steps 1070 -
1072) . Resolve Dispute B receives the message and

10

20



operation n@pgggohg’pl enented in various ways wel | known in teg'g?’g%sﬁ“é’éﬁ

ment i oned before Is desirable to mnimze the possibilit
trusted agent 120 commtting while another trusted agent 120 aborts because
this may in sonme 25 limted circunstances result in duplicating or |osing

el ectronic itens. A simlar situation exists with respect to noney nodul es
6 exchanging el ectronic notes. During a purchase transaction, electronic
notes are passed from noney nodul e 30 Ato ﬁéney nodul e B, so that A

provi sional | yedecrenments its electronic note y the ampunts transferred)
whi | e B provi si onBFF§HaSe %IE%%%G%FGSnEF%st%FheFhésFFBﬁsig?ﬂed &RB8Mt) . IEf
both A and B commthet befkét M&! ihehBia, tbneﬁonesowetbesﬂa@éeneaéﬁdsaﬁndnts

o s oncs °"H o pBbeaD8 Aokl FhTARLr EbCTaIkbA: IR ABAEE R (prame hsts
PCT/ US95/ 03831 - 1084). The Commit Dispute subroutine is called (step
1086).
Referring to Figure 31, trusted agent A commits
(step 1156). Session Manager A sends an acknowledgement
to Session Manager B (steps 1158 - 1162). Trusted agent B
then commits (step 1164).
Referring back to Figure 30, if, however, the

10. ticket was valid (step 1078), then Resolve Dispute B sends
the ticket and dispute information to HTB. The merchant
then reviews the dispute and decides whether or not to
deny the customer dispute (steps 1088 - 1082). If denied,
Resolve Dispute B sends the message "Dispute Denied" to

15 trusted agent A which initiates the Commit Dispute
subroutine (steps 1094, 1082 - 1086).

If the merchant does not deny the dispute, then
HTB sends a message to HTA querying the customer for
resolution (step 1096). The customer then chooses if he

20 wants a refund or new merchandise (assuming the merchant
allows these options) (steps 1098 - 1100)}.

If the customer wants a refund, then the Pay
Dispute subroutine is called (step 1102). Referring to
Figure 32, Initiate Dispute A sends the message "Request

25 Money Back" to trusted agent B (steps 1168 - 1170).
Resolve Dispute B receives the message and checks A’s
payment method (step 1172). If a money module payment is
desired, then the Money Module Payment subroutine is
called (step 1174).

30 If a credit or debit card refund is desired,
then Purchase B sends a message to A with the refund
amount (steps 1176 - 1178). The Authorization-Based
Payment/Refund subroutine is then called (step 1180)}.
Referring to Figure 21, there is shown the flow diagram

35 followed in the event of a refund. If a refund
transaction is being performed (steps 704 - 706) then To



- 27 - dates the tranSaction log. To Host X notifies the host that the
transactWﬂﬁ Y¥2Honpl et e. Sessi on Manager X notes the end SFTUSESABAL; on.
(Steps 230 - 234). Figure 7B shows the abort subroutine. Session Manager X
rol s back changes and notes agent aborted. The 5 Sessi on Manager keeps
track of what has been done since the start of a session and when rolling
back undoes these steps. To Host X sends a nessage to the host that the
transaction is aborted. (Steps 236 - 238}.58he abort subroutine may be
called directly from 10 a flow diagram for - exanple, when a trusted agent
120 det er mi nesHodtitBaserdsi &i nessage votHIAI cantTimingotbesabediti o may

al so be Ca"edd&BEE ggr&XEEQ&QHtﬁéi'QﬂddEEé &ﬂbuﬂffﬂ% bé“r@fﬁﬁh&&'?éteﬁhe”

two trusted agent conmunj cat i n toring a
time-out 15 E?GlocoThe F%Fdeﬁﬁﬁ$9€lziﬁi%¥ E?°¢¢$§t1§rB§F€Gr@9€nﬁSE§B has

sent a message7sg) @ SPGPEHakéUS! EReRJENéckE it bRe SEESIRA %@aaethehké&

first trusted ?gggés(égomﬁl$3fft %f not authorized, then the
transaction is aborted (step 702) . If authorized, then
Purchase B sends the message "Refund Anthorizéd" to
trusted agent A (steps 734, 718). Trusted agent B then
commits (step 720). Upon receiving B’s message, Ticket
Holder A updates the ticket with the refund information

10 (step 722). Trusted agent A then commits (step 724). '
Referring back to Figure 30, if instead of a

refund the owner of trusted agent A chooses to receive new
merchandise, then Purchase B requests merchandise from the
merchandise server (step 1104). The merchandise server

15 retrieves the merchandise and sends it to trusted agent B.
Purchase B receives the merchandise and validates its
identity (steps 1106 - 1110). 1If the item is correct,
then the subroutines Deliver Merchandise, Open
Merchandise, and Commit Dispute are called (steps 1120 -

20 1124). If the item is not correct, and unobtainable from
the merchandise server, then Resolve Dispute B sends the
message "Merchandise Unavailable" to trusted agent A
(steps 1114 - 1116). In this event, a refund is initiated
(step 1118). -

25 If the merchandise dispute involves an
electronic object (steps 1066 - 1068), then Initiate
Dispute A retrieves the electronic object identifier from
its associated decryption ticket. To Host A, then
instructs HTA to send the electronic object to trusted

30 agent A (steps 1126 - 1130). Initiate Dispute A then
sends a copy of the ticket and the EO to B along with the
dispute information (steps 1132 - 1134). Resolve Dispute
B receives the message (step 1136). Purchase B then
validates the ticket (steps 1138 - 1140). If the ticket

35 is invalid, then trusted agent A is so informed and the
dispute is completed. (steps 1080 - 1086). If the ticket



tinmer for awbeslsyiif a repl y' is required. The Session Managepcigsosilstis
nunber the nessage sent. This nunber 20 woul d appear in the reply nessage

fromthe Session Manager of the second trusted agent (B). If the tiner
expires before the nessagé has been received, then Session Manager A wil|
guery Session Manager B to determne if the transaction is still running 25
in B. |If B does not reply then Session Nhnaggr A wll abort the
transaction. If a reply is received that the>transaction is proceeding,

then the tintr wll . [{€S 0 i . A quectes [ t er mi_ned
nunber of tinesm%#tﬁgg &regéﬁéiﬁ§r§ﬁ$%%|§9¥85§ﬁgt§§iéPﬁaF§ﬁ§§§§§§? %%jeC%
then A will abortstepstiiA8act 1244) . A IEnhbsr valid, othenruRespdnecRisputienB

the money modul egnforfECerhbtda TayahedargaRprhaues Enahons bhgphiavsghart
for recertifying a 35 trusted agent. en ' the_owner of trustéd agent A
deci des to recerFPFPlﬁFEdaéﬁﬁFPst38?3arI}oﬁﬁﬂer &f R8s efgetronic object

is valid, then Symmetric Key B decrypts the EO and sends
it to HTB for testing. The dispute information is also
sent to HTB. (Steps 1148 - 1152).

. HTB determines if the electronic object is
‘defective based on the customer complaint. If the
merchant determines that the merchandise is not defective,
10 . then Resolve Dispute B informs trusted agent A (step 154)

and the dispute is completed (steps 1082 - 1086). 1If,

however, the merchant determines that the merchandise is
defective, then the customer may choose either a refund or

new merchandise (steps 1096 - 1098).

5
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Electronic Monetary System
An electronic monetary system (EMS) which may be
used in conjunction with the described system for open
electronic commerce is found in PCT patent application WO
20 93/10503. Described below are various improvements and
supplements to that EMS.

Qverview
The term "money module" as used in PCT patent

25 application WO 93/10503 generically refers to transaction
money modules, teller money modules, and money generator
modules. The money modules 6 previously discussed which
cooperate with trusted agents 120 generally correspond, in
the preferred embodiment, to transaction money modules.

30 In the following discussion of the EMS, the term "money
module" is again used in its generic sense to refer to
transaction money modules, teller money modules, and money
generator modules.

_ - Bffective security for a monetary system has

35 three characteristics: inhibit counterfeiters, detect

counterfeiters, and contain counterfeiters. The described



WO 95/ 30(2%% | ) PCT/ US95/ 03831..- 28 -
expirati 3381t his current cert(TA), a host transacti&ﬁﬂgﬁﬁﬁpgﬁlion
fromthe host processor enbedded in his transaction device connects to a

trusted server B (steps 240 - 242). An Establish Session subroutine is
called (step 244) for setting up a cryptographically secure conmuni cation
channel between trusted agent A and trusted server B. Referring to Figure
9, the Session Manager of trusted agent -Aggquests and then receives A's
certificate (i.e., cert(TA)) fromthe Security Manager (steps 296 - 10
298). Sessi orEM@&risyalesignesh twe ve aanponents twhisttedexdeibitr 831k tSeses on
Manager whi ch,cH{¥ddbdbidtasses it along to its Security Manager (steps 300
- 304). Trusted server B s Public Key function verifies the cert(T¢0 by

usi ng the validation pré‘t‘b&ﬂ@‘ﬂ&&r‘t%lﬁ Coynt-qIfeifans o heliBARK| on on

system secur i tnoduiledd cokfuni Gt udionp \Wmmdthele drfd tdyramtesic g When
Establish cryptography. None of the messages are in the clear. The
3 module’s protocols are also physically protected by
tamper-proof hardware.

Counterfeiting is detected by note
reconciliatidn processes. System-wide time protocols
(e.g., note expiration) force electroric notes to be

. reconciled regularly. Electronic notes are also refreshed ‘
(i.e., replaced with a new note with a new expiration
date) when banking transactions'are performed.

Money modules are blocked (e.g., placed on the
bad ID list) if duplicated or counterfeit notes are tied
back to them Also, notes which have passed through these
modules will not be allowed to transfer. The transfer of
duplicated or counterfeit notes will be contained since
notes expire or eventually are deposited to a bank.
Moreover, in case of a serious system security problem,
the EMS may call for a global recertification, thereby
requiring all modules to recertify, including transaction
money modules the next time they sign on the EMS Network.

10
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Security Hierarchy .
Referring to Figure 33A, EMS will have two types

of security servers, primary 1182 and ordinary 1184. The
primary security servers 1182 certify the (ordinary)
security servers 1184. The security servers 1184 certify
all other modules (transaction MMs 1186, Teller MMs 1188,
30 money generator modules 1190, and customer service modulés
1192) in the system. |
The primary servers 1182 only interact with
other primary servers 1182 or the security servers 1184.
Referring to Figure 34, the primary security servers 1182
35 are housed in a secure facility connected to each other by
a Security LAN 1194, The LAN 1194 is connected through a



Session is I uring a reval i dati on procedure, the previ ri bed
certificat eﬁézgﬁ%ﬁi on protocol does not termnate if it detgdr:lfﬁb%g@g%ﬁ

the certificate has 20 expired - that is the reason the trusted agent is
recertifying. If cert(TA) is not valid, then Session Manager B notes that
the session is termnated and i nforns Session Manager A that the
transaction is denied. Session Manager A also notes that the session is
termnated. (Steps 310 - 312). If cert(TA) P8 valid, then Security Manager
B checks if ¢rusted agent Ais on the untrusted |list (steps 314 - 316). If
trusted agent A‘?%cﬁﬁgr%§F§UaYtﬁ%ntbﬁeS§E§§%BK ¥§tF€FF1ﬁég§d (Spépstheo -
?(;2) 30 5 securiiyﬁzeﬁvéﬁé Oominligi sate usved tngﬁ néb?arﬁandmNunber
ner at or creat a. Landom er veri f.ication nmessage
Coten 598 " The Rubien SRRV OHRoste b2 000 R P8 Bel 8h B ibuth, |
session key. The B verifiSetuvhtyesenyers sl1i84aadenabagbattasbddbyoBthe
protect agai nst. i ReEwiLR! 2os aﬁatbra.sﬁe%eay Heeageks B1266e ke R B

the B verifisgati on nessage, and cert
servers are treated as if they could be compromised and
are validated upon all interactions with other modules.
Only the security servers 1184 and modules have
certificates. The primary security server’s public keys

are carried by these devices. There are two types of

10 . certificate: security server and module.
Certificate St : And Validat]
The structure of a certificate is as follows:
Cert (SS) =Epgg [SS (id) || 88 (PK) | expire date] opgg(x)1] IPSS(1d)
15 xor ¢]
-
Cert (M) =Egg IM(id) || M(PK) | expire date]ogg ()1 [ cert (ss)
20 Y-
The certificate validation protocols are:
1) Validate Cert (SS)
a) PSS(id) = [PSS(id) XOR C) XOR C
25 'b)  Dpgs (Epss (X || opss (X)) =X ]| opgs ()
c) Check if SS(id)} is authentic (see module
numbering scheme)
d) Check if date is valid
30 e) Check if Dpgg(Opgs (X)) =h(X)
2) Validate Cert (M)
al Validate Cert(SS)
35 b)  Dgg(Egs (Y[ ogg(¥))) =¥ | ogs(¥)

g) Check if M{id) is authentic (see module
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into a nRPR2Hyr trusted agent A (step 320). Public Key' ETgﬁ%$@¥R% t he
nmessage using trusted agent A's public key (TA(PK)) which trusted server B
received with A's cert(TA) (step 322). Session Manager B sends the
encrypted nessage to A's Session Manager (steps 324 - 326). 5

Public Key A decrypts the nessage using its private key (corresponding to
its public key) and verifies the validityetf cert(TS) (steps 328 - 330). If -
cert(TS) ks invalid, then Session Manager A notes the session as term nated
and sends a transacticn1nﬂmheﬁinqe$sﬂ@ﬁmah) B 10 whose Session Manager al so
notes the session as termnated (steps 332 - 334). If cert(TS) is valid,
then Security Manager Acﬁﬁ§$k§ﬂ'ﬂaﬁﬁU§ﬁde§éﬁber Bis on the untrusted |ist

(steps 336 - 338). If trusted server zs on Ehe list, the session is
termnated (steps $2 - Chggk if DSS(“SS ¥))=h(Y)

Where PSS=Primary Security Server PK=Public Key (includes

SS=Security Server : length of key)
M=Module o=Digital Signature=E‘h
=Concatenate Cert=Certificate

id=identification number  E=Algorithm with
: private key used for

h=Hash function encrypting and for
C=Constant random number creating digital
10 shared by all modules signature !

D=Algorithm with public key
used for decryption and
for checking digital signature

Note E and D may also be used
for decrypting and encrypting,

15 respectively, when applied in
other applications.

Module Numbering Scheme

The primary security servers 1182, security
servers 1184, teller money modules 1188, money generator
modules 1190, customer service modules 1192, and
transaction money modules 1186 are aasigned identification
numbers (id’s) so that the numbers can be checked for
authenticity. A 48-bit prime number "p" is generated and
a primitive root "a" modulo p (where a® s 1(p) for all
1sn<p-1) is found via a secure process. Both a and p are
loaded to all modules in the system securely by the
primary security servers when they afe,manufactured.

The scheme works as follows:

If a" = m(p) and

(1) 1sm599 999 then n is assigned as the id of a primary
security server,

20

(2) 100,000sms999,999 then n is assigned as the id of a
security server,

(3) 1,000, 000sms6,999,999 then n is as31gned as the id of

35 a teller money module,

(4) 7,000,000sms9,999,999 then n is assigned as the id of



15 is not on the untrusted list, then Rando
CGener at or ch?r%}g{)zelg a random nunber R(A) and an A verificatigh%g@é&%‘

(e.g., another random nunber) (step 340). The Date/ Ti ne function passes the
current date and tine to the Security Manager (step 342). Dates and tines
20 are exchanged by A and B for eventual recording in their trans |ogs
during commts. Security Manager A then fornms and stores session key

(TA/ TA) by exclusive ORI ng random nunbers R(A1 and R(B) (step 344). Session
key (TA/ TA) ps used to encrypt conmunications between two trusted agents 25
120 or between a trusfe®R§¥ngereFakexr ;odWMf.ed server 200 (as in the
present case where Establish Session is called._ during recertification). .
Sessi on Manager A%éss 0809 Ré%&ée@@nggigni i H’eglﬁ AFPUTRRY a9 i g
messages, the date/ti & PnfOErElton BN & AP t%ep 344). 30 Public Key A

cnerybLs the TEsSade Wt Hbsd SHrch T il sl (raeda ety AT
A S

Manager (steps 346 - ey "B decrypts the recei ved nessage using

_ If a module or server is validating a
certificate, it checks the authenticity of the
identification number {(e.g., M(id), S8S8(id), or PSS(id)}) n
by computing a® = m{p) and then checks if m is in the

10 correct range.

Security Network

As shown in Figure 34, the Security Network 1196

and the Security LAN 1194 connect the security servers

15 1184 to the primary security servers 1182. Security
servers 1184 initially certify the money modules and
customer service modules 1192 at manufacturing. Such
security servers may be connected by a Module
Manufacturing LAN 1202. They pass security information

20 such as the bad id list and the list of primary security
servers and their public keys to the modules. The bad id
list contains the identities of the money modules,
customer service modules, and security servers which are
blocked from transacting. Recertification of these

25 modules is described subsequently in the network sign-on
flow diagram.

The security servers 1184 are initially
certified by the primary security servers 1182 at
manufacturing. Such primary security servers may be

30 connected by a Security Server Manufacturing LAN 1204.
Referring to Figure 33B, the security servers 1184 receive
various security information which they pass to the other
modules. The security servers provide security services
for the EMS Network 1198 and the bank LANs 1200, such as

35_ network sign-on where they pass updated security
information. The security servers 1184 receive this



35 its secret key (corresponding to its public key) (step 352)..Security
Manager BY@R¥IRLLif the B verification WO 95130211 = PCT/US98/03831

PCT/ US95103831 - 30 - message received fromA is the sanme B verification
nmessage it previously sent to A (steps 354 - 356). If it is not the sane,
then the session is termnated (steps 310 - 312). If it is the sanme, then
Sessi on Manager B notes the start of the session (step 358). Security
Manager B forns session key (TA/TA) by R(A2 XOR R(B) and then stores the
session kegy (step 360). At this point, both A and B have created and stored
the sane sessiimEdmat{iore. fronetheprimaryl AdA)nity serveaesl 182 tdwr
current inter | LnJ WAV S 1 | o ' te/ i me
B sends its cﬁ%ée%béd&let?a;ﬁoé ﬂv;ﬁ ]??f"eﬁlsfff o?rn%%rli:%l&tlodrggioﬁﬁ}f lﬁ ﬁ%la%%rle@é

(step 362). SexemmunicatitageitlB the SME detwomls SRS hela metwork servers
1206 (NS). Participating banks have teller money
module(s) 1188 and perhaps money generator(s) 1190

3 connected to their LANs 1200. _
| The Security Network 1196 is link encrypted. In
addition, the primary security servers and security
servers share a common symmetric key (a Security Network
10 ~encryption key). This key is changed periodically by a

designated primary server 1182 by public key, key l
exchange. The primary server 1182 encrypts the symmetric
key with its private key, signing the key and broadcasting
the change to the other primary servers 1182 over the
Security LAN 1194, and to the security servers 1184 over

15 the Security Network 1196. '

The list of bad id’s is maintained by a
designated primary server 1182. The list is accumulated
from interactions with participating banks, law
enforcement authorities, and subscribers to the system.

20 Periodically the length of the public keys for
the security servers and the modules will be changed. The
key length will be normally lengthened to méintain a high
security level. The new designated key lengths will be
communicated to the primary_security servers by a

25 designated primary server. The new lengths will be
communicated to the security servers by the primary
servers when new bad id lists are sent or upon
recertification. In case of a dangerous breach of.
security, a primary security server can call for global

30 recertification. ' |

The length of the public key for each primary
server will not change. A timetable will be created which
will schedule the implementatioh and decommission of

- primary security servers. The new servers will most
_ 35 likely have longer keys unless they are implemented
because of increased transaction volume. The list of
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. The Send Message 15 subroutine is

(step 366) for sending the nessage fromB to A Referring to Figure 10,
trusted server B's Symmetric Key function encrypts the nessage using

session key (TA

TA) (step 376). Message Interface B then formats 20 the

nmessage and sends it to the host processor's Message Manager (step 378).
Host Message Manager B then routes the nmessa®2 via Communications to Host

Message Maneger.
Message Manager
| nterface which

Ain trusted agent. A's host processor (step 380). Host
aChen BERuR ﬂé%lé%gbgt%rgﬁlﬁ%‘?e‘ayaﬁeﬂpgéry eSURREE¥age

SeFves and & (chiepsedver -wdbH) itSyprevate Key.A

decrypts the negﬁggﬁgééth.sqéiiogﬁg%§%ZTﬁéﬁ§% th$S conelgt%ng {he secure
communi cati on of B gtP SR TR e RN PR EE IS BHERT S usi ng

session key (TA

TA) (step BBfire 3I5A shows the fRefietiongl agamponentsgafea,

Security Manager LV, ow L{4 i d
FEPIEES, (BRe SEfe ool Yatubrach ShaBRESR0E268

B's date/time i

10

15

25

30

35

provides a communications layer for network interfacing.
A Session Manager function 1210 controls the security
aspects of a transaction session. A Network Sign-On
function 1212 manages the security functions for network
sign-on. A Create Certificate function 1214 certifies a
certificate for any of the money modules (in a primary
security server, this function certifies security
servers). A Create Account Profile function 1216
certifies and signs a bank account profile that allows a
money module to access the subscriber’s different bank
accounts. A Distribute Certificatory Keys function 1218
distributes the Certification Agency’s list of wvalid
primary security server public keys to the money modules
(primary security server also distributes global
certification message). A Control Bad ID List function
1220 controls and distributes the list of bad identifiers.
A Synchronize Date/Time function 1222 keeps money module
Clock/Timer services synchronized to a system time.
Clock/Timer 1224 and Cryptography functions 1226 are
identical to those functions in the money modules.

Figure 35B shows the functional components of a
network server 1206. An External Interface function 1228
provides a communications layer for network interfacing.
A Communication Session manager function 1230 manages a
communication session between money modules, and between a
money module and a security server. A Network Sign-On
function 1232 controls the money module network sign-on
process. A Route Message function 1234 provides directory
services for routing messages, controlling message routing
during sign-on and during a money module session. A
Direct to Bank Services function 1236 provides information
on services provided by participating banks. A



checks if the A verification nessage is the sane A verification nessage
which A pV@PF3d1y sent to B (steps 370 - 372). If it i s REYUINE383hne,

t hen Session Manager A term nates the session (steps 332 - 334). If it is
t he WD 95/ 30211 _ PCT/ US95/ 03831 -
31 - same, then Session Manager A notes the start of the session (step
374). Referring back to Figure 8, the recertification process continues.
Security Manager A requests Public Key A.tgg4generate a new public and
private key pair and, 5 further, to digitally sign.the new public key

with the ol d pcryptegtaphiycdunetiondiag st provddelsd aT Sy ritt @y 246 -

248) . As has b%%g ri tLu gﬁ@%] | .k alr

are used in est ciq n&gggsg giéniéﬁﬁﬁgén %5??%5833 E% %@b >°8eﬁéé

trusted agent The &mttmasm fungsion0d240 encrypts messages between
the network server 1206 and the modules accessing the

network and between the network server 1206 and the

3 security servers 1184. The Random Number Generator
function 1242 generates random numbers for encryption keys
and verification messages.

Netw ' -

10

An overview of the network sign-on procednre is ‘
provided with reference to Figure 36. The Sign-On
protocol describes the situation where a module 1243
desires access to the EMS Network 1198 for
_ recertification, deposit, withdrawal or other reason. The
15 module 1243 may be a transaction money module 1186, teller
money module 1138, money generator module 1188, or
customer service module 1192. (a) Establish a
communication between module 1243 and network server 1206.
(b) Pass the module’s certificate to the network server

20 1206. (c) The network server 1206 generates a random
verification number V and a random key K; the network
server then passes the module’s certificate, V, and K to a
security server 1184 (encrypted by a NS/SS key). (d) The
module 1243 and the security server 1184 establish a

25 secure communication session (via session key (MM/SS)).
(e) The security server 1184 passes the time/date, update
bad ID list, update list of primary security server public
keys, public key length, global recértifidation (if
necessary), and recertified module certificate (if

30 necessary). (f) End session with module 1243 and send V
and K to the module 1243. (g) Encrypt V with K and send
to the network server 1206. (h) The network server 1206
acknowledges network sign-on to the module 1243. (i) The
module 1243 then informs the network server 1206 of the

35 destination (if any) to which it wishes to be connected.

(j) The network server 1206 establishes a connection to



Security MNypgeg@iefy assenbl es a message containing the new S%’E}d%hc key
. Eac

and the current version nunber of the untrusted list (step

change to the untrusted list will have a new version 15 nunber, so the
trusted server need only send changes to the list. The nessage is then sent
to trusted server B using the Send Message subroutine (step 252). Trusted
server B receives the nessage and checks if the digital signature on the
new public key is valid (by using trusted 2065 agent A's old public key)
(steps 254 *£258). I4%§Puesi,nature is not valid, then the Abort
Transaction subrdifti RﬁﬁﬁﬁgﬁbO) is called. Referring to Figure 11
trusted server B aborts ($tep ridiordndigrs desis aleddbnagtrsc arhst cmoemsage

(2125 abh " 59 AP e S SRRl JEIGRAGA (hy d ey 00r o,
to Figure 8, if imfomafisnds dhe wdesaw pdbigura a7’ idescribes tthe trusted
server B creategetdiled TAWW Yt itHeC et wcx¥ i Jorf PESHdtuER [ he new
public key s Communications A establishes communications with
the EMS Network 1198 (step 1244). Maintain Security A
sends its certificate to the network server 1206 (step
1246). NS Network Sign-On receives the certificate (step
1248). NS Random Number Generator generates random key K
and random verification number V (step 1250). NS
Symmetric Key encrypts the module’s certificate, K and V
with a NS/SS key (step 1252). NS/SS keys are local
symmetric keys installed in network servers 1206 and
security servers 1184 which communicate for network sign-
on. NS Network Sign-On sends the certificate, K and V to
the security server 1184, where SS Network Sign-On
receives the message and SS Symmetric Key decrypts the
message (steps 1254 - 1258). SS Network Sign-On stores K
and V and then sends the module certificate to SS Public
20 Key for validation (steps 1260 - 1264).
If the module certificate is not valid, then 8S

Network Sign-On creates messages to deny access for

transmittal to the network server 1206 and module 1243

(step 1266). SS Public Key encrypts the message to the

25 module 1243 with the module’s public key and SS Session
Manager sends the messages to the network server (step
1268 - 1270). NS Network Sign-On receives the messages
and notes access denied. The encrypted message is then
sent to the module, and the network server disconnects.

30 (Step 1272). Session Manager A receives the message,
Public Key A decrypts the message, and Session Manager A
notes that sign-on was denied (steps 1274 - 1278). If the
device requesting sign-on was a transaction money module,
then To Subscriber A informs the subscriber (steps 1280 -

35  1282). oOtherwise, To Bank A informs the bank (step 1284).

If, on the other hand, the module’s certificate

10

15



and a new expiration date’ The new certificate is then sent back-to A al ong
with an WY@PMMREJ |ist update and a PTS(PK) |ist update (PCIASINGWIL 264) .
Security Manager A receives this nmessage and has Public Key A check if the
35 new certificate is valid (steps 268 - 270). If not a valid certificate
then, Security WO 95/ 30211

PCT/ US95/ 03831 - 32 - Manager A checks if trusted server B has attenpted to
create a new certificate fewer than threeglg nes (step 274). If this is the
case, thep Security Manager A sends a nessage to trusted server Bto retry

creating the derwaflliiggt eheat 89S CAA@rol284y IDf Iﬁh&'b&!é%?&%dliigﬂ:\lﬁ i's unagl e
to create a valid.cert(TA). then _Jra 0 records the Il e ttenpt _an
aborts the trgﬁggéﬁi8ng%3%5p§n2f§e-g§b8%§Aﬂﬁsghés?P§?t&&%éefvégeé ndsI%
valid new the id is on the list, then network access is denied.
Otherwise, SS Random Number Generator creates random
number R and a verification message (step 1290). SS

3 Network Sign-On assembles R, the verification message, and
the security server’s certificate in a message which is
encrypted by SS Public Key using A’s public key (steps
1292 - 1294). The message is sent to A where Public Key A

10 decrypts the message and validates the security server'’s

. certificate (step 1298). ; ' ‘
If the certificate is invalid, then A notes
session termination and informs either the subscriber or
the bank (steps 1304 - 1306). If the certificate is
valid, then Maintain Security A checks if the security
15 server’s id is on the bad id list (steps 1308 - 1310). If
on the list, then the session is terminated (steps 1300 -
1306) . If not on the list, then Random Number Generator A
creates random number R(A) (step 1312). Maintain Security
A forms session key (MM/SS) by the operation R(A) XOR R
‘and then stores the session key (step 1314).

A message containing the verification message
and R(A) is assembled and encrypted with the security
server’s public key (step 1316). Session Manager A sends
the message To SS Network Sign-On and SS Public Key
25 decrypts the message (steps 1318 - 1322).

SS Network Sign-On verifies that the
verification message is the one which it created (steps
1324 - 1326). If it is not, then the security sgrver'
denies network access. If the verification message is
30 correct, then SS Symmetric Key forms session key (MM/SS)
' by R(A) XOR R (step 1328). SS Session Manager notes the -
start of session and sends an acknowiedgement to A by the
Send Message subroutine (steps 1330 - 1332). Session
Manager A receives the acknowledgement and notes the start
35 of the session (step 1334). ' ' '
Clock/Timer A sends the time and date to the



cert(TA), t{QYvs rity Nhnaber A updates the cert(TA), 10 ted
list, and the PTS(PK) list (step 286). Trusted agent A then ggﬂﬁ?ﬁg&%géep

288). Security Manager A sends a nessage to the trusted server that the
trusted agent has updated its certificate. Trusted server B then notes that
A has been recertified. (Steps 290 - 294). Purchase O Electronic

Mer chandi se The purchase of el ectronic nerchandise is described with
reference to Figure 12. Items purchased in-287 -accordance with the flow

di agr am of F#gurg 12.include el ect ¢cts _and their associated

fopic _ohje
decryption ticke §?s%?ﬁn§$3?$§fiHﬂl?ﬂcﬁﬁ?g# dbehP FREKEESURAGY server
comuni cati ons ti{skeps. 1386ecdedB40) S, S8 SimchrbnilzbaDdtedTémebirecatdesnsi ng

Lhe poau e Cecehb! ehall Qi ChR0L AT AES 20k 1/ BNEER hoBRRERLRR,
mer chant server {StYep® 1342rchidd4het wWbf knab2withinpparameses,t hbepu$sr to
browse the sell egy3c-HBPoI28 IhgEe POImEPEEnds S&! BEY' LImESARASAZRE to488ksion
The BTA sends the identity , ,
Manager A" (steps 1346 - 1350). Clock/Timer A then adjusts
the time and date (step 1352). A then resends its date
and time to the security server for rechecking. If clock
synchronization is attempted more than a set number of
times, then a clock malfunction is reported to the
10 . subscriber or bank, which may then retry if desired (steps
1354 - 1362).

If, however, the time and date are within
parameter, then SS Network Sign-On assembles a message
containing the bad id list, the new list of primary

15 security server public keys (which comes from the
Distribute Certificatory Key function), and the public key
length (the size of the public keys are varied
periddically) (step 1364). SS Create Certificate checks
if a global recertification has been called for, and

20 ensures that the time period for the global

~recertification has not expired (steps 1366 - 1368). Such
time period should be long enough so that everyone’s
certificate has been recertified or expired. The function
should also check when the module last recertified because

25 if it was certified during the period of the global
recertification, then there would be no need to recertify.

If recertification is required, then SS Create
Certificate adds to the previous message: module should
recertify (step 1370). Then, whether or not a

30 recertification is called for, SS Public Key signs the
message (step 1372). The message is sent to A where
Public Key A checks the digital signature on the message
(steps 1374 - 1378). If the signature is invalid, then
the session is terminated. If the signature is valid,

35 then Public Key A decrypts the primary security server
. public key list using an existing PSS public key (step




30 of the selected nerchandise to the nerchant server 194 (step 402). The
BTA t hen W@psI302H nessage to trusted agent A (within the s®CE/USYEN3IS3
instructing trusted agent A to buy and identifying the sel ected

mer chandi se. Al so, the nerchant server sends a nessage to trusted agent B
of the MID 198 instructing trusted agent B to sell and identifying the

sel ected nerchandi se (steps 404 - 406). WO 95/ 30211

PCT/ US95/ 03831 - 33 - A session is then _eglgahl i shed between trusted agent A
and trustgd agent B where both A and B may now communi cate using the newy

created sessi angey. ( Dheldpdatedd 14682 ofRprimaryy sedutity Bekdrer! PRIA 1icS
shown four eng¢ryption channel s_establi she uri %ngrchaiéétr nsacti on.
Encryption ch&fH& YASc PFEVHOUSLY & 8at§%é VRSE® S8V | sages

encrypted by sadgimatieg prAmasy secanitlys séifreand M4AntetiveGecurtitysted

agent then updates its bad id list, pﬁblic key list, and key

length (step 1382). '

Module A then checks if its certificate needs to
be recertified (either because of a global recertification
order or because of an expired certificate) (steps 1384 -
1386). If a new certificate is required, then Maintain
Security A initiates the generation of a new certificate
(step 1388). Public Key A genérates new keys and signs ‘
the new public key with its old public key (step 1390).
Session Manager A sends the signed new public key to the
security server’s SS Create Certificate (steps 1392 -
1396) . SS Public Key then validates the signature on the
15  new public key (steps 1398 - 1400). If not a valid

signature, then the security server denies network access.
If the signature is valid, then SS Public Key signs the
module’s new certificate and sends it to the module (step
1402). Session Manager A receives the certificate,

20 Maintain Security A undertakes to validate the
certificate, and Public Key A validates the signature
(steps 1404 - 1410). |

' If the certificate is not valid, then Session
Manager A sends a "Certificate Invalid® message and the

25 certificate to the security server (step 1412). S8
Network Sign-On receives the message and SS Public Key
validates the signature'(s;éps 1414 - 1418). 1If the
security server determines that the certificate is
actually valid, then it denies the module access to the

30 petwork. If, however, the certificate is invalid, then SS
Session Manager informs the network server that it will
disconnect from the network (step 1420). NS Network Sign-
On informs the module of the malfunction (step 1422). The
module then queries the subscriber or the bank for a retry

35  (steps 1424 - 1432). | : ~

If, on the other hand, the module determines

10



120 and its“np%ﬁ%%ﬂgdule 6 share session key (TA/MV). Channel 4@%8%&%%€en

noney nodul es ifferent 10 transaction devices 122 use &3

(MM M). Referring again to Figure 12, the Check Credential subroutine is
called (step 410). Al MIDs 198 contain a credential identifying the

owner/ merchant (e.g., NYNEX, Ticketron, etc.). Such nmerchant credentials
may, 15 for exanple, be issued by a nerchant identification authority
controlled by the Trusted Agency. On the ot-h&9 hand, customer credentials
held by CTDse188 may include-driver's licenses or credit cards issued by
various identifi &@Bitodtsunew cerédfigater dsnyadddri fen Bessipn Mapnagerd A

sends a nmessage sanddr GRhAaRKkBRoWl cldgeed® 9P Rheb JRUIATY Hervieyr NRYEEHANT
credential (steps 244 - 448),.. Ti.cket, Hol der B retnieves%:ts nercggﬁt

48).
credential and séffdé)rheSifddarival ifoPR AEW FENTHEGTY Mo red;gden
25 CMadattial Securdny af sendsypm aickhowleidgerment walssdaieetos

follows: 1) Va'Eﬂ%tgeEE§H%§ %%Eb%&iq%%%p%nQ4§%er1438). In either case,
3 SS Session Manager receives the acknowledgement and notes
the end of its session with the module (step 1440). SS
Network Sign-On then sends K and V to A (steps 1442 -
1444). Session Manager A receives the message and
Symmetric Key A encrypts V with K and sends the message to
the network server (steps 1446 - 1448). NS Network Sign-
On receives the message and NS Symmetric Key decrypts the
message and checks if V is the same V it previously
generated (steps 1450 - 1454).
If Vv is incorrect, then NS Network Sign-On sends
15 an access denied message to A and then disconnects (steps
1456 - 1458). If V is correct, then NS Network Sign-On
sends an acknowledgement to A (step 1460). Finally,
Session Manager A receives the acknowledgment and notes
that A has signed-on to the EMS Network 1198 {(step 1462).

10

20
Establish Session
Figure 38 shows the Establish Session protocol.
Session Manager A checks if a network connection to a
money module or security server is required (steps 1464 -
25 1466). If a connection is needed, then Symmetric Key A
encrypts the required destination with key K (step 1468).
Session Manager A sends the required destination to the
network server (step 1470). The network server then
establishes a link to destination B and sends an
30 acknowledgement, which is received by Session Manager A
(steps 1472 - 1474).
Maintain Security A sends its certificate to
Session Manager A which sends it to B (steps 1476 - 1478).
Session Manager B receives the certificate and Maintain
35 Security B (if B is a security server, then this function
is performed by the Session Manager) validates the



| ssuer signature. 2) Vefify each transfer - match receiver and..30
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[err] i>0). 3) Validate each sender certificate and check each sender
signature. 4) Verify that the last receiver identifier matches the
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in the current session. If the nerchant'ssqqedential is not valid, then the
transactign i.s aborted (step 458). If the nmerchant' s credential is valid,
then To Host Aesidyiddve clstdpa 1480 »f @W4sw)i.on IH thdauirgitdesity is

appl i cation f%bt valid, then Session Manager B notes the session is
terminated and informs either the subscriber or the bank
(steps 1486 - 1492) (if B is a‘security server, then B
merely notes the transaction is terminated).

5 If the certificate is valid, then Maintain
Security B checks if A is on the bad id list (steps 1494 -
1496). If A is on the list, then the session is
terminated. If A is not on the list, then Random Number

10 . Generator B creates random number R(B) and a B

. verification message (step 1498). Clock/Timer B retrieves ‘
the time and date (step 1500). Maintain Security B
assembles R(B), B verification message, time and date, and
B’s certificate in a message (stepflsoz); Public Key B
encrypts the message with A’s public key and Session

15 Manager B sends the message to A (steps 1504 - 1506).

Session Manager A receives the message, Public
Key A decrypts the message, and Maintain Security A
validates B’s certificate (steps 1508 - 1514). If the
certificate is not valid, then Session Manager A notes the

20  termination of the session and informs either the

subscriber or the bank (steps 1516 - 1522). If the

certificate is valid, then Maintain Security A checks if B
is on the bad id list (steps 1524 - 1526). If B is on the
list, then the session is terminated. If B is not on the

25 list, then Maintain Security A retrieves the date and time

and compares it to B’'s date and time (steps 1528 - 1530).
If the date and time are out of range, then the session is
terminated. . -

"If the date and time are in range, then Random

30 Number Generator A creates random number R(A) and an A

verification message (step 1532). Maintain Security A
then forms a session key by the operation R(A) XOR R(B)
(step 1534). The A verification message, the B
verification message, the time, date and R(A) are

35 assembled into a message and encrypted with B’s public key

(step 1536). The message is sent to B by Session Manager



confirmation (e.g., visual confirmation of nerchant nanme by CTD hol der)
(steps 460 WOASM2llReferring again to Figure 12, Purchase B PEHHSeY383he
sel ected nerchandi se fromthe nmerchandi se server, which retrieves the

mer chandi se and sends it to 10 Purchase B for identity val i dation (steps
412 - 418). If the itemis incorrect, then nmerchandise retrieval is
attenpted twice nore before the transaction is aborted (steps 420 - 422).
If the correct nmerchandise i$ received by trusted agent B, then the Deliver
Merchandi se 35 . subroutine is initiated (step 424). Referring to Figure
15, Purchase B clieclsteg 15988)ner cemuiice Mandgee Eermhacbsastmlxyessag@ket

566) Tt Sont v a” LS Ry B Ryt S el de MbF iR S Nadlir iy
468) . Purchase Brhecéw dqel P tvregltﬁ:cqaéxlqzb mews&i éﬁfeens AR4Q e*pleW@ If

472) . Purchase AdiRCel \Rrilfiddidie meitth %Qtﬁéoi‘fed@ Qe Sfdsdion is
conparing the expected nerchandi s l&g"(el dent| y reV| ousl 3/8 recejved fromthe

BTA) with m%orr‘rﬁ’ﬁ%‘ﬁ- nateadre tifc tiop gyessage 1g ‘correct,
then Maintain Securlty B forms the session key by R(A) XOR

R(B) (step 1548). The time and date are retrieved and
compared to A’'s time and date to check if they are within
a predefined range of each other (step 1550). If the time
and date are out of range, then the session is terminated.

0 If the time and date are in range, then Session manager B
notes the start of the session (step 1552).

Session Manager B then sends an acknowledgement

and the A wverification message to A (steps 1554 - 1556).
Session Manager A receives the message and Maintain

15 Security A checks the A verification message (steps 1558 -
1562). If the verification message is not correct, the
session is terminated. If the verification message is
correct, then Session Manager A notes the start of the
session (step 1564}.

20

Iransfer Notes

Figure 39 shows the transfer notes protocol.

Note Directory X chooses the note{s) and values for
transfer (step 1566). Possible objectives in choosing the

25 notes for transfer may, for example, be: (1) minimize the
number of digital signatures (which requires processing
time); (2) minimize the size of the packet; (3) maximize
the usefulness of the electronic notes left to the
transferring subscriber (i.e., pass the notes with the

30 shortest time left until expiration). Such objectives may
be achieved by the following note transfer algorithm: (1)
determine all possible alternatives which contain the
least number of notes; {(2) determine which of these
alternatives have the least number of transfers; (3) if

35 more than one choice is left from step 2, choose the one
which has the least number of monetary unit days.



25 | f nq& correct, then Purchase A identifies the transaction as a
purchase a B93IML aborts the transaction (steps 478 - 482hwnﬁﬁ$%&#§ged
agent A approves the ticket as correct, it then sends informtion m t he
ticket to a host transaction application for purchaser confirmation 30
(steps 486 - 488). Such information allows the CTID holder to verify that
he is getting the nerchandi se and price that he previously selected. If the

"ticket information is not correct, then theEErgnsaction is aborted (steps
478 - 482).olf. the ticket is correct, then Purchase A sends the 35 ticket

to Ticket Hol deMoBetarystnitg@ayst &psedP8usi 4 Trwsied agenf A now
y6' Epeediina) tdlys |6¥°hSEe 05 be

provisionally h Lcket 8. _
PCT/ US95/ 03831 ?kggsﬁgff%étéﬁmaﬁeﬁ?eﬁpgﬂhgﬁqﬂﬁnéﬁysabeftsunthbnthéenbtéket
8 is del eted. |fXP+¥6$ecdsummed ﬁosu@kbquhethdtggnnﬁt@hetﬁggkégg

owner/ hol der of A will b@Né@%éiichfg§§§gtat£¥%£éfgsttd be appended to
each note being transferred (step 1568). Public Key X

5 ) o
Creates signatures for the note(s) (step 1570). Packet
Manager X then assembles the note(s) with their new
transfer(s) and signature(s) in a packet and sends the
packet to Y (steps 1572 - 1574). Packet Manager Y
receive i i

10 8 the packet and disassembles it (step 1576) .

Verify Y validates all certificates in the | '
note(s) (e.g., money generator certificate and all
transfer certificates). Then all transfefs to
certificates are verified by ensuring that the transferors
15 Clectrentc sore.  Aveo, che. oy e Matory of the

| ' amount transferred is
checked to ensure it is the amount expected. (Steps 1578 -
1580). If not valid, then the trahsactidn is aborted
(step 1582).

If valid and Y is a transaction money module,
then Verifier Y verifies the expiration dates of the
note(s) (steps 1584 - 1588). If the note(s) aie expired
then the transaction is aborted. If not expired, then '
Verifier Y checks each id from the-note-transfers against
s the bad id list (steps 1590 - 1582). If any of the

transfer id’s are on the bad id list, then the transaction
is aborted. ' '
If the transfer id’s are not on the bad id list
(or Y is not a transaction money module), then Public Key
Y verifies the validity of the note(s) signatures (ste
30 1594 - 1596). If the signatures are n i b
: ot valid, then the
transaction is aborted. If the signatures are valid, then
Notes Y places the note(s) in the money holder_(step
1598). Finally, Note Directory Y updates the'ﬁote(s)
location(s) and amount (s) (step 1600).

20

35



8. On the okpakspapd, if the nerchandise to be purchased congj ot h
an electronic object and its associ ated decryption ticket, t?gﬁhﬁgﬁ%g%

Number Gener at or
494). Synmmetric

B in nmerchant trusted agent B creates a random key (step
Key B then encrypts the electronic object with the random

key and Public Key B digitally signs the 10 encrypted el ectronic object
with the MTA's private key (steps 496 - 498). Ticket Holder B then creates
a decryption ticket containing the random key3 price, and other information

(step 500). °The-

owner of trusted agent A nay now. receive the encrypted
el ectronic object fromthe 15 nerchgﬁFng§+EﬁShﬁﬂﬁﬁ be unable to use it
unl ess he has access to thrigandoaokehiowsnthenpgovbbln folreaatseeigned
decryption ticke t he.enc e t g objec nd_t he
decr ypti on ti ket PaRpitoraiadthyon 18388:68h18% 60000 bRRe" 5" EkelR ary
receives the nessomgetary peites tFeithaliypied agreesohpcesbhanget witheBhost
and retains 2 co@y1 Phrk (§) CRSEYPLEAaRCREP ak "SR BRERRAGESERRSBR) /2 (step

10
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35

1602). & and B then sign on their money modules and
prompt their subscribers for the type of transaction
(steps 1604 - 1610). A chooses to buy foreign exchange
and B chooses to sell foreign exchange (steps 1612 -
1614). A and B establish a secure transaction session
(steps 1616 - 1620).

To Subscriber A prompts the owner/holder of A
for the amount by type of note of dollars he wishes to
exchange (step 1622). Pay/Exchange A receives the amount
and Note Directory A checks if A has sufficient funds
(steps 1624 - 1628). If the funds are not sufficient,
then To Subscriber A prompts for a new amount which again
is checked against existing funds (steps 1630 - 1632). If
no new amount is entered, then the transaction is aborted
(step 1634).

If funds are sufficient, then Pay/Exchange A
sends the dollar amount to B (steps 1636 - 1638). To
Subscriber B then prompts the owner/holder of B to select
either the amount of pounds he wishes to exchange for the
dollars or, alternatively, simply the exchange rate for
the dollars (step 1640). Note Directory B checks for
sufficient funds (steps 1642 - 1644). If funds are
insufficient, then To Subscriber B prompts for a new rate
and again existing funds are checked for sufficiency
(steps 1646 - 1648). If, however, no new rate is
selected; then Pay/Exchange B informs A of its
insufficient funds (steps 1650 - 1652). A may then select
a new amount for exchange or abort the transaction (steps
1630 - 1634).

.If B has sufficient funds for the transaction,
then Pay/Exchange B sends A an acknowledgement and the
amount of pounds to be exchanged (the equivalent rate is



Concurrently, Public Key A verifies the encrypted el ectronic object's

si gnat ur@"&g’f’:ﬂﬁug s public key (steps 25 508 - 510). | F’cﬂ'ﬂ@@?

i ncorrect, then the transaction is aborted (steps 478 - 482). If the

el ectronic object's integrity is verified, then Symetric Key A decrypts
t he header with the random key fromthe decryption ticket (step 512).
Purchase A checks the 30 i dentity of the electronic object and the
decryption ticket (steps 514 - 516). Such mhecki ng may be perforned by
conpari ng et he expected nerchandi se identity with the electronic object's
i dentifier ancalMdd hsemtf)or tatteps) 1654 he 1B )ypt iTo Suldexribeius, prdmptss

assured that t ' - t | G 40D _
decryption tic et‘;%zgf%ﬁhe?gﬁnﬁde;g{ C{}?%e |sd§1ﬁt§/£égh%%€é)f giﬁ%es?ét -esn8 t he
WD 95/30211 1660). If the amount and rate are inpgoUIesHs/ 4831 - 36 -
transaction i spAapaLt@thrigd S Sinfckms B dhat the amount and rate are

incorrect (steps 1662 - 1664). To Subscriber B then

5 prompts for a new rate (steps 1666 - 1668). If no new
rate is chosen, then the transaction is aborted (step
1670). . _

If, however, A verifies the correct amount and

10 rate of the transaction, then Pay/Exchange A passes the

dollar amount to the money holder (step 1672). The dollar
notes are then transferred from A to B (step 1674).
Pay/Exchange B passes the pound amount to its money holder
(step 1676). The pound notes are then transferred from B
to A (step 1678). |
15 At this point in the transaction, both A and B
' provisionally hold foreign exchange notes in the correct
amounts. A and B have each participated in two transfers:
A transfers: (1) A transferred dollars to B; (2) A
received pounds from B. B transfers: (1) B transferred
20 pounds to A; (2) B received dollars from A. To complete
the foreign exchange transaction, A must now commit (i.e.,
finalize and permanently record in its transaction log)
both of its two transfers. Similarly, B must commit both
of its two transfers. Note that A may commit to the
25 foreign exchange transfer A - B (dollars from A to B) and
B - A (pounds from B to A) separately. Likewise B may
commit to the foreign exchange transfers A -+ B and B » A
separately.
The next portion of the foreign exchange _
30 protocol is designed so that neither party knows the order
in which the transacting money modules will commit. Such
uncertainty will discourage parties from intentionally
trying to tamper with a transaction. As background, a
function S(X) is defined so that S(0) = A and S(1) = B,
35 where A and B refer to money modules A and B. Thus, if X
is randomly chosen as O or 1, then money module A or B is

PFhature is



If the elec ' | ect and‘decryption ticket are correct, t se A
NG et

sends the decr header and price information to a host t

application for purchaser confirmation (steps 518, 488). |f the purchaser
does not accept the merchandi se, then the transaction is aborted (steps 478
- 482). If the purchaser accepts the nerchandi se, then Purchase A sends the
decryption ticket to Ticket Holder A for storage (steps 490 - 492). 10
Referring again to Figure 12, now that the deVbvery of merchandi se from

mer chant to custoner is_conplete (and the nerchandise is inaccessible to
the custoner due ¥3ndemlynipdigae®land/ or its storage within his trusted
agent 2) Purchase A sends arh@stélPowing hostind® istussgacdi QD18wphi £38i BN

may Do mde 1 onE® TOMERLY 40 TR TORR 1, FRBOHS Bhor§ (BLRA,REAT AEFnERE
noney nodul e 6 orrandemtiumbers | genéxated poynbnandrBgurespgctivalyfi daring
of the customer) gl Ngeai] fih lsedsiok b Pbutlehe! CPhd SLLUEPILAIR(A) XOR
5 R(B) is determined (by exclusive - ORing each bit of R(A)
XOR R(B). This parity is the random number X. X is the
complement of X (X = X XOR 1).
Referring again to Figure 40, Tran Log A
conditionally updates its transaction log to record the
10 transfer S(X) to S(X) (step 1680). IF X is calculated to
be 0, then the transfer A to B (i.e., the dollar transfer)
ié conditionally recorded. If X is calculated to be 1,
then the transfer B to A (i.e., the pound transfer) is
conditionally recorded. Because the log is conditionally
15 recorded, it may be rolled-back in the event money module
A aborts the transaction. The update log becomes
permanent once the log update has been set to
unconditional (either as shown explicitly in the flow
diagram or implicitly during a commit). Session Manager A
20 then sends a "Log Updated" message to B (steps 1682 -
1684). 1In response, Tran Log B also conditionally updates
its log to record the transfer S(X) to S (X) (step 1686).
If X = 1, then Tran Log B sets the log update to
unconditional {steps 1688 - 1690). Thus, at this point, B
25 has committed to its transfer of pounds to A. Next, B
follows the Commit protocol (step 1692) described
subseguently with reference to Figure 41. In this
situation, A will commit to both its transfers (i.e.,
transferring dollars and receiving pounds) and B will
30 commit to its one outstanding (uncommitted) transfer,
namely receiving dollars.
- If, however, X = O (step 1688), then Session
Manager B sends a "Start Commit" message to A (steps 1694 -
1696) . Tran Log A then sets its log update to
35 unconditional (step 1698), thus committing to its transfer
of dollars. The Commit protocol of Figure 41 is then



If an anoanDus aynment iS desired, then the Money Mdul e Paynment
subrout i TEOPE3®E) | ed (step 430). Referring to Figure 16, RETARISMSADer
Generator A creates random nunber R(1) (step 520). Purchase A then sends a
message to trusted agent B indicating that a "noney nodul e paynment” will be
made and al so containing R(1) (step 522 - 524). Purchase B receives the
nmessage and sends R(1) to Security Manager B (steps 526 - 528). Random
Nunber Generator B creates random nunber. Rf@)-and sends it to 30 trusted
agent A (sfdeps 530 - 532). Security Managers A and B both form session key
(TA MM by exctakled @Riey R(A)) andi g (SitespEddocob3tlesEeilbedi Ng to

Figure 13, ses?hgg ' 1Cy Pt ssages sent between
a trusted agen éﬁé{rﬁ%ﬁl@?%é@%%&é%ﬁ@%%@ *%%ﬁﬁe%sv Ja’%htrypt i on
channel s 438 afxpusferying Roynds and peeceiving fdollaws) amb B5¢G0RIts

PCT/ US95/03831o its one outstanding transfer, receiving pounds.

The fqreign'exchange protocol thus ensures that

3 neither party know whose transfer (A’s of dollars or B’s
of pounds) will be committed first. This reduces the
incentive of a party to tamper with the transaction.

10 Figure 41 shows the Commit protocol for modules.

i,

Session Manager X sends a "Ready-to-Commit" message to Y
(steps 1702 - 1704). This passes the obligation to commit
to the module receiving the message. In a conventional '
money transfer scenario, this technique of passing the

15 burden of committing first is used to ensure that the
party transferring money commits first, so as to eliminate
the possibility of duplicating money.

Session Manager Y then sends an acknowledgment

to X (steps 1706 - 1708) and commits to any outstanding

20 transactions by updating its transaction log (step 1710).
Also, if Y is a transaction money module, then To
subscriber Y notifies the subscriber of the successful
transaction (steps 1712 - 1714). Session Manager Y notes
the end of the session (step 1716).

25 - Tran Log X receives the acknowledgement from Y
and updates its transaction log, thus committing to any
outstanding transfers. X completes its commit in the same
manner as Y (steps 1718 - 1724). |

30  Abort Transaction (Module)

Figure 42 shows the Abort transaction protocol
for modules. Session Manager X rolls-back changes and
notes that the transaction is aborted (step 1726).

. Session Manager X then checks if the "Ready-to-Commit"
35 message has been sent (steps 1728 - 1730). If so, then X
updates its transaction log (step 1732) by recording that
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3 If X is a transaction money module 1186, and the
Ready-to-Commit message was sent, then To Subscriber X
informs its subscriber that the transaction was aborted
and that there may have been a money transfer error (steps
1734 - 1738).

10 i If X is a teller money module 1188, then To Bank
X informe the bank that it should reverse its accounting
transactions (by appropriate debits and credits) (steps
1740 -'1?42). If X is a transaction money module 1186 and
no Ready-to-Commit message has been sent, then To

15 Subscriber X informs the subscriber that the transaction
was aborted (step 1744).

In any event, Session Manager X then sends Y a
message that the transaction cannot be completed (steps
1746 - 1748). Session Manager Y rolls-back its changes

20 and notes the transaction as aborted (step 1750). Y then
informs its subscriber that the transaction is aborted
(steps 1752 - 1754) or informs the bank to reverse its
accounting transaction (steps 1756 - 1758).

As described, if a transaction is interrupted

25 during a commit protocol, it is possible that notes will
be lost. If this occurs, the transferee will have aborted
and the transferor will have committed to the transfer of
notes. In this case, the transferee money module records
information about the notes it should have received and

30 notifies the subscriber that there is a potential problem
(i.e, it did not receive the notes sent by A). It may be
noted that in this circumstance, as far as the transferor
money module is concerned, it properly transferred the

notes.
35 . The transferee money module subscriber can then
make a claim for the money to the Certification Agency.



At this stage, noney nodule A (within the CTA 2) 20 and noney nodule B
(Wit hin MQISPHINL4) establish a session between them so t hBET/ES¥3I8Hney
nodul e 6 wi nds up hol di ng new session key (MM MV) (step 546). In
establ i shing this noney nodul e to noney nodul e session, the noney nodul es
exchange nmessages via the pre-existing trusted agent's 25 sessi on.
Referring to Figure 13, the session key for encryption channel 442 is
formed by exchangi ng nessages encrypted byghannel 436. After the noney
nodul e segsiQon i s established, nessages sent between noney nodules wll be

encrypted tw e R31aie ﬁmidfﬁwddwu'wcm Yhe Isrf daorkeof telA) ,

al ong the portjaq the co ni ca ath et\vieen trusted 120. In
the preferred b; \%i?q QﬁHQﬁﬂqéglﬁfﬁ
manner si m | archexk hdtdst:ddu:sigrmanha‘ t tsagst:tsﬁj tﬂysemotmshm bEen rmney

35  modul es %M&fé@frefgfam&é R VO L Yilnhd | OB G YU Dei T

public keys. e swappl ng
_ s not been reconciled, the subscriber could reclaim his

money.

EOS _Payment
Figure 43 shows a Point of Sale (POS) payment
protocol. The POS Payment protocol is intended to

simplify payments made between a buyer's transaction money {

module 1186 and a merchant’s transaction money module

1186. The merchant’s transaction money module 1186 may,

for example, be located in a cash register at a

supermarket. '

15 Initially, A agrees to purchase products or
services from B (step 1760). The owner/holder of
transaction money module A signs onto his money module
(step 1762). To Subscriber A prompts the owner/holder for

: a transaction and A chooses to make a POS payment (steps

20 1764 - 1766). Meanwhile, the merchant determines the
total purchase price (step 1768). To Subscriber B prompts
for a transaction and B chooses to receive a POS payment
(steps 1770 - 1772). A and B then establish a secure
session (steps 1774 - 1776).

25 To Subscriber B prompts for amount of payment
and Pay/Exchange B receives the amount and sends it to A
(steps 1778 - 1782). To Subscriber A then prompts its
subscriber to verify the requested amount (steps 1784 -
1786). Moreover, the subscriber is requested to choose

30 the notes in which it will pay (é.g., currency or credit)
and the amounts so that the total equals the requested
amount. If the requested amount is not correct, then
Pay/Exchange A sends B a message indicating that the
requested amount is incorrect (steps 1788 - 1790). To

35  gubscriber B then prompts its host for a new amount (steps
1792 - 1794). If a new amount is not chosen then the

10



WO 9/ 30211 PCT/ US95/ 0 - 3O -
certificat egmagn5 0%lalndom nunbers (for XORi ng) enables the secgﬁk@sw@’%bn of
session keys (MM M. The Establish Session protocol used by noney nodul es
is shown in Figure 38 and descri bed subsequently. The overall system
security pertaining to the noney nodul es may be integrated with that for
the trusted agents 120, but is preferably separate to provide for enhanced
system security and. systemflexibility. Refé®ri-ng back to Figure 16, noney
nodul e A senels R(1) to nmgney .nodul e B.. This function may be 10 initiated
by a MV Mai nt ai nCS8B8RLEYOR AFpPPEELeEn (BESPIATES)4 i n noney nodule A (step
548). This application andigt bRe Fegfgstedubhmotptl iigacoetectr e theef aced by

03/ 10503t oget hoP2Wr ERCHATIRol: FEERErBrs SERIPSE. Siq ¥PEnSt1 B0t (aep
Random nunber R(1y9B$.seNoter DireohoyynddthenAchecks for sufficient funds
(steps 1800 - 1802). If funds are insufficient, then To
Subscriber A prompts for new amounts by type of note
{steps 1804 - 1806). If no new amount is entered, then
Pay/Exchange A sends B a message that it has insufficient
funds (steps 1808, 1790}). To Subscriber B prompts host
for new amount (steps 1792 -1794). If no new amount is
10 . selected, then the transaction is aborted (step 1796). 1If
a new amount is selected, then the payment transaction
begins again.
If funds are sufficient, then Pay/Exchange A
passes the amount to the money holder (step 1810). The
15 notes are then transferred from A to B (step 1812).
Finally, the transaction money modules commit {step 1814).
As can be seen, the POS payment is simplified
for the buyer because it is a payee initiated payment.

20 Link Accounts
Figure 44 shows the protocol for linking

accounts by creating or updating account profiles. A
customer will be able to link his/her transaction money
module to his/her accounts at a bank by using the link

25 accounts protocol (a teller money module 1188 at a
correspondent bank may also be linked to its bank’s
accounts at an issuing bank). A profile of accounts is
carried by the transaction money module 1186 (or teller
money module 1188) for access to each of the linked

30 accounts. This profile will be signed by a bank’s
security server 1184. The bank need not keep an access
list for each customer since it can check its digital
signature when the account profile is presented by the
customer’s money module. This should provide increased

35 security over today’s method of access using an ATM or
credit card.



to nmoney_nodul e B by the Subroutine Send Routed Message (ste 550).

Referri nav‘?%":!ﬂ?b‘ure 17, MM Symmetric Key A encrypts the nBSTHFEQ | udi ng
R(1)) with session key 20 (MM M) (step 640). MM Session Manager A sends
t he nessage to Host Message Manager A which, in turn, sends the nessage to
Message Interface A of trusted agent A (steps 642 - 646). Trusted agent A
then sends the nessage to Message Interface B of trusted agent B using the
~Send 25 Message subroutine (step 648) w8&h- encrypts and decrypts the
message Wid h session key (TA/TA) in between the trusted agents. Message
Interface B then sends tCustansss@eroicsMedelesn ISRgCSH |arermm9pemdul e

Cey. B ooy DR 1808660 Rl %ﬁé&iﬁ%mw el

again to Fi gurerabilesy N@%l%%(ﬁﬁ#@#’!& %l‘i‘i"my‘:

session key (Ttﬁicbéé fwumcim&nmmmﬂd)amob&ﬁitwv@yv@wul ecﬁaé hen

B uarnas N2l bl UL Eds MLl ar'lssow{a; Bekes By (JAM by

excl usi veSCRl rh(?? 23 ?‘gf %%jz° 9

security servers). -

To link accounts, the owner of a transaction
money module 1186 goes to his bank in person and connects
‘'his money module to the bank’s network 1200.. Referring to
Figure 44, the money module selects bank access to link
accounts (step 1816). The money module 1186 then '
establishes a secure session with a security server 1184
(step 1818). The money module then sends a link accounts
request to the security server along with its current bank
profile (if one exists) (step 1820). The security server
15 receives the link request (and bank profile) (step 1822).

The security server establishes a session with a customer
service module 1192 (step 1824). The security server then
sends a link request (and bank profile) to the CSM (step
1826).

20 . The owner of the transaction money module then
presents his identification to a bank customer service
.representative (step 1828). The customer service
representative enters the customer’s name and the CSM
accesses the customer’s account-list from the bank systems

25 (step 1830). The owner of the money module then selects
the accounts to be linked for access by the money module
(step 1832). The CSM notes the accounts to be linked
(step 1834). The money module owner and customer service
representative then check the account links (steps 1836 -

30 1838). If the account links are incorrect, then the CSM
to security server session and the security server to
money module session are aborted (steps 1840 - 1842).

If the actount links are correct, then the CSM
1192 sends the account profile to the security server 1184

35 (step 1844). "The security server 1184 digitally signs the

new (or updated) profile (step 1846). The security server

10



WO 95/ 30211y 053011 " PCT/ US95/ %ﬁﬁé@gfs‘s’: ]

556). Referring to Figure 13, at this stage, three session k

(MMMW), (MMTA), and (TA/ TA). Thus, the four encryption channels shown are
in place. Referring to Figure 16, MM To Subscriber A pronpts trusted agent
A for the anmount of paynment by type 5 of note (e.g., dollars, yen

pounds, etc.) (step 558). A noney nodule as described in PCT patent
application 93/10503., incorporated by refere®te-herein, would generally
use the To Swebscriber application for comunication with the owner/hol der
of the noney noditiB4 fhen (gapderthessigred ipreofibl oried chie nerayiceodehe To

Subscri ber appli catden sspuaast es MidliPe the heflePIRO&ulOtdosediit P
various instructions. Here, the trusted en 120nf§£bvers aggunt of .
paynent and type slﬂr‘fﬁfet#af'ﬂﬁ‘?ﬁ’t‘?’brfz?mﬂg?e EeRnt¥20 hRadh, B4R oBeFyrity
comuni cat ed server to CSM transaction commits (step 1852).

In this disclosure, there is shown and described

3 the preferred embodiments of the invention, it being
understood that the invention is capable of use in various
other combinations and environments and is capable of
changes or modifications within the scope of the inventive
concepts as expressed herein.

10
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with the owner/hol der of the CTD 2 to confirmthe price of the sel ected

mer chand®$35/303e pronpt from the noney nmodule 6 to the tPGEUSHAMUNt 120

i s sent wi-a—the—Send MM TA N TA Message subroutine (step 560). Referring to
Figure 18, c Key A encrypts the nmessage with session key
(TAA M) (SL\W ‘!M@ i on Manager A sends the nessage to trusted agent
A's Messag e $i a*Host Message Manager A;(steps 660 - 664).
Symmetric Key A decrypts the nessage wnLha@eSS|0; key (TAAMV) (step 666).

25 Refegring back to Figure 16, Purchase A of’ﬁrusted agent A sends the
amount (price JoicIagivrct ed nerchandlse) by type of note to MM Pay/ Exchange A

f dule A (st 562 p-
'(I)'A/ mnﬁ/gsrsrggg gubr (()at ?ﬁg (st ep %%%)em EatrZr ﬁngg’%@&%@ f&'&?yr%%e?%%g‘%o
Key A encrypt dotie anstomersiand sershamtise war Aeaur &FraeBeICt Message

Interface A s A pgeessage to noney nodule A's NNISeSS|on Manager vi a
Host Message Manager A (steps 670 - 674) Fln%* MM Symmetric Key A
decrypts ghe nmessage with seSsiHFHODE %576) .

a flrst money module associated with said
customer trusted agent, and capable of securely
communicating with said customer trusted agent;

a merchant trusted agent capable of
establishing a first cryptographically secure session with

. said customer trusted agent; _ ' ‘

~ a second money module associated with said
merchant trusted agent and capable of securely
communicating with said merchant trusted agent, and
capable of establishing a second cryptographically secure

15  gession with said first money module;

where said merchant trusted agent transfers
electronic merchandise, via said first cryptographically
secure session, to said customer trusted agent which
provisionally retains said electronic merchandise;

20 where said customer trusted agent provides
first payment information to said first money module and
said merchant trusted agent provides second payment
information to said second money module;

where said f£irst money module transfers

25 electronic money, in an amount consistent with said first
and second payment information, to said second money
module via said second cryptographically secure session;

where said first money module informs said
customer trusted agent upon successful transfer of said

30 electronic money, whereﬁpon said retention of electronic
merchandise is no longer provisional, and where said
second money module informs said merchant trusted agent
upon successful receipt of said electronic money.

10

35 2. The system of claim 1, wherein said first
payment information includes a payment amount and said



35 ferring to'Figure 16, MM Note Directory A t he
noney nnduleogmﬁgﬁlsuff|C|ent funds to cover WO 95/ 30211 %c%ﬁﬁgymm3

PCT/ US95/ 03831 - 40 - the paynent (steps 568 - 570). |f insufficient

noney nodul es A anah R =kamsact|on (steps 572 -
transaction protocol the preferred el ectroniic nnngggtygsgstem
I's described 5 su shomn in Figure 42. Thézpessage &

noney nodul e A and nDney nD uIe are sent vi@3a-Send E— Rout ed Nbssage
subroutine which utilizes all“three session keys é (TA M), and
(TA/TA). Referri r@emmhwmexm infosparioni ineby #eﬂc??pl-ﬁlaahﬁgsagé said

session key 10 ﬂ%¥¥% &P 678) . The nessage is then double encrypted
by session key ( A) before It is sent to trusted agent A. Once received

by trusted agent A, the nmessage is
3. The system of claim 1 wherein said second

payment information includes a payment amount and said
first payment information includes a verification of said
payment amount.

4. The system of claim 1, wherein said
electronic merchandise comprises a ticket.
10
5. The system of claim 1, wherein said
electronic merchandise comprises an encrypted electronic
object and a decryption ticket capable of decrypting said

encrypted electronic object.
15

6. For use in the secure purchése of
electronic merchandise with the aid of a merchant trusted
agent and first and second money modules capable of
establishing a second cryptographically secure session, a

20 customer trusted agent comprising:
a processor adapted for the following:
establishing a first cryptographically
secure session with said merchant trusted agent;
securely communicating with said first
25 money module associated with said customer trusted agent;
receiving and provisionally retaining
electronic merchandise from said merchant trusted agent
via said first cryptographically secure session; and
providing payment information to said
30 first money module;
where said first money module transfers
electronic money, in an amount consistent with said
payment information, via said second cryptographically
secure session, to said second money module associated
35 with said merchant trusted agent; and
where said customer trusted agent is

) R AL



decrypted by session key MM TA) . (Step 680). Message Interface A then
sends thVe@s03e to Mesd edl5  (steps 682 rcuanwsmmntt
betmeen trusted agents 12 |s ‘doubl e encrypted by session key

FEAEEA panner ce B sends the nessage to MM

uyﬁmmﬁswarﬂﬁayggggprlflnaI decryptlng (steps 686 -. 690). Figure 13

ifl | ust Rates. the varjlous encryption | ayers. Referring again
P S~—dr=g t he abort routines nggnney nmodul es A and B (step

582), thex,generate nmessages sent to their trusted agents A and B,
respectively (shfptméddoy &£80d f£iFsr rﬁldilge?hﬁmﬁmtuleYs@@déséb@ltEd t he

transacti on and_henge t hat nsuc ful Sessi on Managers
A and B note that Y %r €n%£*aﬁge%¥t\€%&€stg?%?yan@h%%?llé%%eﬂﬂ' trusted
agents A and Brataemtmnt@@ssm elaggyoni¢ merchamdisdcis modlonger

customer’'s NMDNGYy {ﬁitéﬂé'&ié@ér [ElSmd P@ﬂaﬁﬁ‘lgé‘tﬁcﬂéngée& By nds

30 a nessage to the nerc s noney nodul e confai ni ng anount
nmoney to 2; t r BR8 f SUPERMEF. payment and the type of notes (step 600). This
nmessage i & sent by the Send E-

7. The customer trusted agent of claim 6,
wherein said payment information includes a payment
amount.

10 8. The customer trusted agent of claim 6, ' ‘

wherein said payment information includes a verification
of a payment amount.

9. The customer trusted agent of claim 6,

15 wherein said electronic merchandise comprises a ticket.

10.  The customer trusted agent of claim 6,
wherein said electronic merchandise comprises an encrypted
electronic object and a decryption ticket capable of
20 decrypting said encrypted electronic object.

11. For use in the secure sale of electronic
merchandise with the aid of a customer trusted agent and
first and second money modules capable of establishing a
25 second cryptographically secure session, a merchant

trusted agent comprising:
a processor adapted for the following:
establishing a first cryptographically
secure session with said customer trusted agent;

30 _ securely communicating with said
second money module associated with said merchant trusted
agent;

transferring electronic merchandise,
via said first cryptographically secure session to said

35 customer trusted agent which provisionally retains said

electronic merchandise; and
TN O




Rout ed Mes outi ne (siep 602). Money nodul e B receive he nessage
cont ai ni ng §%5§¢Q£ payment anount according to noney nndu|e§$&“§%WP$H

Subscriber B then sends a pronpt to trusted agent B to :
PCT/ US95/ 03831 -TthBheetHzBrBl eblades ‘payment amount (steps jpdAS SB‘%E}”H‘*S BEEN
Accordi ngly, Purc ted agent Bverifies if the a -ACED
correct (steps 60 orrect then trusted agent B sends a
"Correct Anount"” nessa e o noney modul e B.- 85 -4 ncorrect, then an

"I ncorrect Amspunt” message is sent. (Steps 612 - 616). In the event
of an "lncorrect Armunt" nmessage, rmmwmmgepemmm e said
which, in turn, ERERH tonkey hbuﬁl%ﬂ agent to resend a new anount or else

abort (steps 618 - 622, 572" - In ne¥ nogul %-nade during an
electronic 10 merchandise pur T8 “!%%4%/‘% Yl& Jiecsdives
electronic money, in an amount indicated by said payment
information, via said second cryptographically secure
session, from said first money module associated with said
customer trusted agent; and

where said merchant trusted agent is
informed by said second money module upon successful
receipt of said electronic money whereupon the merchant’s

10 sale is logged.

12. The merchant trusted agent of c¢laim 11,
wherein said payment information includes a payment

amount .
15

13. The merchant trusted agent of claim 11,
wherein said payment information includes a verification
of a payment amount.

20 14. The merchant trusted agent of claim 11,
wherein said electronic merchandise comprises a ticket.

15. The merchant trusted agent of claim 11,
wherein said electronic merchandise comprises an encrypted
25 electronic object and a decryption ticket capable of
decrypting said encrypted electronic object.

16. The system of claim 1, wherein said ticket
includes the following sections: identifier, components,
30 issuer signature, issuer certificate, transfer history,
and sender signatures.

17. The system of claim 16, wherein said ticket

is a credential ticket.
35 .

(T

18. The system of claim 16, wherein said ticket



new anmount and hence bot h®noney nodul es 6 and both trusted agents 120 will
“-abort. |WO¥RB0He ot her hand, noney nodule B receives a "BETAUSEWO3BHOUNL "
message ot ed agent, then 15 noney an

TIg e back to the custoner's nnns. dule (steps 624 -

62¢) . WigDoMV hange A receives the Acknow edgt : B Repiaced t t hen
paiash.. e UuRt-—tedlbney Hol der A (the applicatio s and
manages the el ectronic representati ons 20 ggof none Not e t hat

t he payor §nitiated protocol just described may instead be inplenented as a
payee initiat etilspayteanspertatibn ©0&k&aynent protocol shown in Figure_43
and descri bed subsequently. In such a protocol, the 25 merchant's trusted
agent instructs its noney nodule as to the payment anount it expects to
recei ve, this payment ink8rnaThensystemnoficlaim 36st whereinnsadd nbdgked
whi ch prompts kgSahreobad agerecfor verification, and if the ambunt is.
correct, then the custoner's trusted agent 30 inforns I ts noney nodul e.

5 20. The system of claim 16, wherein said ticket

is a communications ticket.

21. The system of claim 16, wherein said ticket
is a physical object ticket. |
10 (
22. The system of claim 5, wherein said
decryption ticket includes the following sections:
identifier, components, issuer signature, issuer
certificate, transfer history, and sender signatures.
15
23. The system of claim 1, wherein said
customer trusted agent and said first money module are
part of a customer transaction device further including a
first host processor and a first bus connectihg said
20 customer trusted agent, said first money module, and said
first host processor.

24. The system of claim 23, wherein said
merchant trusted agent and said second money module are
25 part of a merchant transaction device further including a
second host processdr and a second bus connecting said
merchant trusted agent, said second money module, and said
second host processor. '

30 25. A method for securely exchanging an
electronic ticket and electronic money utilizing a
customer trusted agent, a first money module, a merchant
trusted agent, and a second money module, comprising the

~ steps of: '

35 (a) establishing a first cryptographically

secure session between said customer trusted agent and

*# C L M S *




Referring [ Fi gure 16, the customer's nmoney nodul e A then transfers
el ectroni cﬁ@t’gﬁ&ﬁh the anount specified to the nerchant's ) le 4
via the E-Routed nessage path (step 630). At this stage in the 35

transacti on, THS a plaged et ai ns a correct ticket 8 .and.perhaps _.an. .
encrypted ele 1 K #all and B WO 95/ 30211 dTHL Skl T HAS BELN
PCT/ US95/ 03831 Ml ! fikionally retains el ectronic fotes RBPLNQEQOrrecﬁ

amount. Figure 39 shows a Trapsfer Notes proB@cel descri-bet Subseguently: |
Next, a MM Genmmit subroutine is called (step 632). Figure 41 shows the
Commit protocol @63é@ marchanpreresked agestionic nonetary system This
flow diagramis still followed when gRRNaymepeHkAe ErakeeldNh8eacti Ng W th
trusted agents 120 mﬁ%h t he understfnding that,Sﬁnd Message’, = %end E- Rout ed
Message and t hat tFBN8LELELPgfald electronic tic et,.v1a aid first

: cryptographically secure session, to said customer trusted

agent which provisionally retains said electronic ticket;

5 {c) establishing a second
cryptographically secure session between said first money
module and said second money module;

(d) said customer trusted agent securely

10 providing first payment information to said first money

module;
(e) said merchant trusted agent securely

providing second payment information to said second money
module;

(f} said first money module transferring,

15 via said second cryptographically secure session, said
electronic money in an amount consistent with said first
and second payment information, to said second money
module which provisionally retains said electronic money;

(g) said first money module committing and

20 securely informing said customer trusted agent of
successful electronic money transfer;

{h) said second money module committing,
whereupon said retention of said electronic money is no
longer provisional, and securely informing said merchant

25 trusted agent of successful electronic money receipt;

(i) said customer trusted agent
committing, whereupon said retention of said electronic
ticket is no longer provisional; and

(j) said merchant trusted agent

30 committing.

26. The method of claim 25, wherein said first
payment information includes a payment amount and said
second payment information includes a verification of said

35 payment amount, further including between steps (d) and
(e) the steps of: e

AT D AR O




nmessages are actually sent’.encrypted to the trusted agent 10 120. Wth
t he foreg‘UDﬁgBMtil m nd, noney nodul e B's MM Sessi on ManagerPGLAiss/03831
ad s pessage to noney nodule A's MM SessSion Manager via the

@ subroutine (steps 1702 - l704hhmbﬁ&ﬁ§§§&ﬁmw aager A

1 edgenent” message to noney 15 nDney

Bl s e s e e s ps 1706 - 1716). When noney nodu t he
'"Acknowﬁedgenent message it too commts.(ggeps 1718 g the
commit roufines of noney nodules A and B, they generate nessages sent to
thflr trustﬁd agﬁnts ﬁO hA apdiB f&e&nembnégl moaaueptraﬁbfer(ii-i&%) viah

i nform ng them_that they _have onn1t he transacti.on an ‘gence t

t he paynent wasdd 085§§¥3I° 89Fﬁﬁbggaéﬁx ?SCEFaufgsféonrhg & YWFﬁgles
then both sendambanafuoesaddlseednﬂPmpneytmEduieSSEnﬁ 25 nessages to
e o sted agents (steps Sidin 38Bkng FBESG HBORIECHeREeT0CKRLEMIRY

session key (TA/MV). Session nager success
has been n?de saddTmerchans| szustedpasens Ofc Saidkpaymens B&Pﬁﬂﬁb

27. The method of claim 25, wherein said second
payment information includes a payment amount and said
first payment information includes a verification of said
payment amount, further including between steps (d) and
(e) the steps of: ' {
said second money module transferring, via
said second cryptographically secureée session, said payment
amount to said first money module; and
' said first money module securely informing
15 said customer trusted agent of said payment amount.

10

28. The method of claim 25, further including
the step of: | ' B
after step (b), said customer trusted agent
processing said electronic ticket to verify the
correctness of said electronic ticket.

29. The method of claim 25, wherein said
electronic ticket is a decryption ticket used for
25 decrypting an encrypted electronic object.

30. The method of claim 25, wherein steps (g)
and (h) comprise the substeps of:
said second money module sending a Ready-
30 To-Commit message to said first money module via said
second cryptographically secure session;
said first money module updating a first
transaction log and informing said customer trusted agent
of successful electronic money transfer; and
35 said second money module updating a second
transaetion log and securely informing said merchant

NI




i nf or mat i onwewsheAas the date of purchase (steps 588, 592, 30pcT/iRdeu3ssi
Trusted agent A then comm ts (Step—636)—s0 that its retentlon of the ticket

is no |onger "provisi Omslsmetﬁés'ﬂeénégﬁded%sm on Manager g e creD
L[S oIPBHEE Eﬁ% :

successful paynent (ste nd trusted agent
ry, SEHAGED

The transaction is now [
purchase transaction in" e

pr esent m? 95/ 30211 PCT/ US95/ 03831
- 43 - inventlion é% C 208

establ i shed betweén Hle g‘%/ S and‘lé qéﬁﬁe én%%(:eélt dgféteésgé% fééé%
buyer's and seller's trusted agents, and between the noney 5

modul e and trusted agent ofyeachmid aRSAdd Ve dMd €25, wherein the steps
of committing by said customer trusted agent, said
merchant trusted agent, said first money module, and said
second money module include logging a transaction wherein
it can no longer abort said transaction by rolling-back

e

th the pé'gef_erred e

its state.

32. A method for securely exchanging an

10 electronic ticket and electronic money utilizing a
customer trusted agent, a first money module, a merchant
trusted agent, and a second money module, comprising the
steps of: |

establishing a first cryptographically

15 secure session between said customer trusted agent and
said merchant trusted agent;

establishing a second cryptographically
secure session between said first money module and said
second money module;

20 said customer trusted agent securely
providing first payment information to said first money
module;

said merchant trusted agent securely
providing second payment information to said second money

25 module;

‘said first money module transferring, via
said second cryptographically secure session, said
electronic money in an amount consistent with said first
and second payment information, to said second money

30 module which provisionally retains said electronic money;

said merchant trusted agent transferring
said electronic ticket, via said first cryptographically
secure session, to said customer trusted agent which
provisionally retains said electronic ticket;

35 said customer trusted agent securely
instructing said first money module to commit;

AT AR




(2) selected electronic mérchandise is transferred fromthe seller’
trusted %%ﬂ?’-"qzb‘the buyer's trusted agent (where it is 10‘“’“595’03831

ret ai ned = in the event that the &rectronic merchandi se
S, . woRlj ect, the electronic Obj mgShhéHm gge so t hat
of the trusted agent; after
bt aad of the transferred el ect 'IBH t he
buyer's 1rusted agent instructs its noney spdul e t anDunt of
el ectroni cg money to the seller's noney 20 _ nDduIe (4) the

buyer's noney nodul e inforns sabdsEitst’ monqyemodnﬂelecmmlthfngnmndt of

Tiaas’ ¢ TEdedfely Bitiohin odl Clfcay e ral B NaBIE bE o et

price of the neuepessfab: electronlc money transfer,
said second money mcdule committing,

whereupon saild retention of said electronlc money is no

5 longer provisional, and securely informing said merchant
trusted agent of successful electronic money receipt;
. said customer trusted agent committing,
whereupon said retention of said electronic ticket is no
10 longer provisional; and

said merchant trusted agent committing. '

33. A method utilizing a customer trusted agent
and a merchant trusted agent to perform an authorization-
based payment transaction, comprising:

15 - (a) establishing a cryptographically
secure session between said customer trusted agent and
said merchant trusted agent;

(b) transferring electronic merchandise
from said merchant trusted agent to said customer trusted

20 agent, wvia said cryptographically secure session, where
said customer trusted agent provisionally retains said
electronic merchandise;

' (c) said customer trusted agent validating
said electronic merchandise;

25 (d) 'said customer trusted agent
transferring a payment credential to said merchant trusted
agent via said cryptdgraphically secure session;

(e) said merchant trusted agent validating
said payment credential; ' _

30 (f) said merchant trusted agent sending
said payment credential and a price corresponding to said
electronic merchandise to an authorization network for
payment authorization;

(g) said merchant trusted agent receiving

35 a payment authorization;

(h) said _merchant trusted agent committing
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(5) if the s correct, the seller's noney nodul e sen -
acknow edge‘?rglr%t i —s—oney nodul e; 30 E?IBS!{S{.%%I

buyer's noney nod S er the el ectronic noney to the seller's money
nodul e (the seller , Iy retains the ngEets) & D
MM provi sional | y' de | alue of the 35 l'Y‘SSHEETHA Aotels) in
the transferred ano ; t he buyer's and sgller'’ %t?&ﬂﬁﬁpg, 114
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commit (the seller MM s retentlon of the note(s) is no Ionger prOV|S|onaI
and the buyer's bR S8ds futherizaficm-bacel FRYMARY,SEESACHRR: in so

doi ng, send "paynent successful "(iyessadas rerdHariy ﬁﬂﬁﬁﬁﬁalagknt sending a

payment authorized message to said customer trusted agent

via said cryptographically secure session; and
{j) said customer trusted agent committing

3 to said authorization-based payment transaction, whereupon
said retention of said electronic merchandise is no longer
provisional.

34. The method of claim 33, wherein said

10

electronic merchandise comprises a ticket.

35. The method of claim 33, wherein said
electronic merchandise comprises a decryption ticket
provisionally retained by said customer trusted agent upon

15 transfer, and an encrypted electronic object that may be
stored separately from said merchant trusted agent and
decrypted by said decryption ticket.

36. The method of claim 33, further including
20 the steps of:
after step (a), said merchant trusted agent
sending a merchant credential to said customer trusted
agent via said cryptographically secure session; and
said customer trusted agent processing said
25 merchant credential to validate said merchant credential.

37. The method of claim 33, wherein the steps
of committing by said customer trusted agent and said
merchant trusted agent include logging a transaction

30 wherein it can no longer abort said transaction by
rolling-back its state. '

38. A method for presenting an electronic
ticket for services utilizing a customer trusted agent, a
35 first host prcceésor, a merchant trusted agent and a
second host processor, comprising the steps of:
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5 trusted agents; (8) flnaIIy, both the buyer's and

sel | er' sMAWHMA agents conmit (the seller's trusted agenPCHBSHYI®Lt he sal e
and _the customer trusted agent's retention of the 10

“TIo_Torger provisional), -so that thdhiss esta&mme

JIO TC

i %Eﬁ%r"handlse and the seller “has h n|c nmoney.
1 hat i n an alternative 15 'enbodl

exchangi ng el ectroni ¢ rrerchandi se and noneys nay be reversed

case, thegelectronic noney may be transferred (iprovisionally) fIrSt
foll owed by the (provisional )edtabisfstimf afuryﬂ&hgrapﬁxna&&y*e&mﬁﬁe The

ggsr;;[noperaﬁdt{h%éfﬂa%g?%E%&m%éigf%%ﬁéeﬁfgg 1:lf)"{rs;t-'véleeu y&geas%rl%éjiu‘? Such an
‘al ternative ermerEhesh Wmuﬁﬁ?deiﬁﬁnﬁanndlfylng the nmoney nodul e paynent -
protocol s accordingly. W haggish@irdtiowmdgt w&@ﬂqﬁmﬁg Reygent
customer trusted agent of said electronic ticket selected
for presentation; '
said customer trusted agent sending a copy
of said electronic ticket to said merchant trusted agent,
via said cryptographically secure session;
said merchant trusted agent checking the
10 validity of said electronic ticket; ‘
' said merchant trusted agent notifying said
second host processor to deliver services identified by
said electronic ticket;
said merchant trusted agent notifying said
15 customer trusted agent, via said cryptographically secure
session, that said electronic ticket is in use;
said second host processor informing said
merchant trusted agent that said services have been
rendered;
20 said merchant trusted agent sending a new
ticket value to said customer trusted agent;
said customer trusted agent committing; and
said merchant trusted agent committing.

5

25 39. A method for transferring an electronic
ticket from a first trusted agent to a second trusted
agent, comprising the steps of:

establishing a cryptographically secure
session between said first trusted agent and said second

30_ trusted agent; _

- said first trusted agent signihg over said
electronic ticket by adding transfer information to a
transfer history section of said electronic ticket and
appending a digital signature to a sender signatures

35  gection of said electronic ticket;

-said first trusted agent sending said

T




to del‘g&‘a’xmﬁf el ectroni c nmerchandi se over a conmuni catjon networ
Wnere the s bes not—know-the—i-dentity of the buyer. ThPSTPS 55‘3ﬁ?1r ect
anal ogy to a buyer purcq?s'ng ﬁchand|se in a store with cash. The store
clerk does not know the [ [EEsErs 4a8 35en ®tust omer, byr=ii I?é 30 ]| him
for cash. The custoner j get the nerc ahﬂr§ﬁ}§igga %% }
physical proximty to th : « t he "counter”’ R fMAth
t he above protocol an electrq@Jc ‘count-er" -a@3oss which the customer's
trusted agens 2.and nerchant’s trusted agent 4 35 can transact as
securely as in tségpedsovar a&ab@goalclnl@BemtKOnSaadam@wpmdU§rM@m@¢-nDduIe
paynment s, 21
e boe) 03gal . A9EALY fria said rograppically sscure, seseioni, pl at form
for providing identity-based tr&ﬁ§5c9969§d rrysted agent: vadd Jaddmd isidd

di scl osure of thgjigueBobwerseldeirohic bEieretss
said second trusted agent sending an

3 acknowledgment message to said first trusted agent, via
said cryptographically secure session;
said first trusted agent committing; and
said second trusted agent committing.
10 40. A method for acquiring an electronic

credential utilizing a customer trusted agent, an
authority trusted agent, and a host processor, comprising
the steps of:
establishing a cryptographically secure
15 session between saild customer trusted agent and said
authority trusted agent;
said host processor sending credential
information to said authority trusted agent;
said authority trusted agent assembling
20 said electronic credential including said credential
information, a digital signature, and a certificate;
sending said electronic credential to said
customer trusted ageﬂt, via said cryptographically secure
session;
25 said customer trusted agent validating said
electronic credential;
said customer trusted agent committing; and
said authority trusted agent committing.

30 41. A method for remotely revalidating an
electronic credential utilizing a customer trusted agent
and an authority trusted agent, comprising the steps of:

(a) establishing a cryptographically
secure session between said customer trusted agent and

35 said authcrlty trusted agent,

A




of such t gﬁ ions are credit or debit card paynents, opening a checking
account, @r’ & of an itemwhich 5 requi res buyer reqi #33uch as
a car_or truck or oaylng a bill or invoice. Today it is risky for a

Viccept a credit or debit card NUnﬁeﬂfksB and
"-p to other than the custoner
lent, the 10 nerchant is respo t he

nerchant coul d take the card number as part94of- a trusted agent
credential o which woul d be secure enough for the’card issuer to take t he
ri sk of fraud. sRdidcelienrdmrlc toredepiiall 2o isaiid sturdbriftyacrifstedanonynous

Card oredent | S oHtn YRS RhoR A Pan et Bope e il dn e e 1

called (step 4szwoqaanawa atdomiigure 21, Ticket Holder A retrieves a
credit card or debit card creq@)u@aﬁpmh&ht Q-_@ustéajragaﬁ-_e A sends a

Cr odont 1 al st o MAORRbIng BATE, stehstonte esdetsdals 00y It fnvalid .
_ (d) said authorlty trusted agent
assembling an updated electronic credential including
updated credent1a1 information, a d1g1ta1 signature, and a
certificate;

(e) sending said updated electronic

10 credential to said customer trusted agent, via said '
cryptographically secure session;
(f) said customer trusted agent valldatlng
said updated electronic credential;
_ (g) said customer trusted agent
15 committing; and
(h) said authority trusted agent
committing.
20 42. The method of claim 41, further including

the steps of:

_ after step (a), said authority trusted
agent sehding an authority credential to said customer
trusted agent, via said cryptographically secure session;

said customer trusted agent validating said
25 authority credential.

43. A method for an identity-based money module
payment utilizing a first trusted agent, a first money
module, a second trusted agent, and a second money module,

30 comprising the steps of:
establishing a first cryptographically
secure session between said first trusted agent and said
second trusted agent;
said second trusted agent sending a second
35 trusted agent credential to said first trusted agent, via
sald flrst cryptographically secure session;
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t he transacﬁ% is.aborted (step 702). If valid, then Purcha g#s to
see whet her t%@Bgéékenep_Ls_ZS;__Lequesting a refund (steps ?gﬁ%§&g§ !

Assuming it is not
credential to a caF
708). The M D initi q
aut hori zation is 30

ef'ynd_transaction, To Host B sends the price and
£ etwork for payngat=stthorration=fpt ep
hori zati on proces§ THESHEEINAS BakN
n the art and typ|ical | yREPhIEEERS t hgj card

i ssuer or its agent authorizing a particul ar §&ynent—wher suffTcrent funds
are present er the anount is within the card holder's credit limt. Upon
conpl etion of the card aut hori z&liich frEte SFUTRA RERNB WEHddar ing psaid

paynment was 35

aut hori zed, then the WD 95/ 3

PCTI US9S/ 03831 -

10

15

20

30

35

SN Itk e %g%n?:l%red@zﬂ:)iaﬂ;f payment is not
46 - transacti (?ﬁ"las Hrst SFyakssh aasnt seangingefixst

trusted agent credential to said second trusted agent, via
said first cryptographically secure session;

said second trusted agent validating said
first trusted agent credential;

said first trusted agent sending payment
information to said second trusted agent, via said first
cryptographically secure session; and-

said first trusted agent initiating an
electronic money payment from said first money module to
said second money module, in an amount consistent with
said payment information and via a second
cryptographically secure session between said first and
second money modules;

said first trusted agent committing; and

said second trusted agent committing.

44. The method of claim 43, wherein the step of
sending a first trusted agent credential is preceded by
the step of said first trusted agent sending a message to
said second trusted agent inquiring whether said first
trusted agent credential is requested.

45. A method for resolving a dispute over
electronic merchandise utilizing a customer trusted agent,
a first host processor, a merchant trusted agent, and a
second host processor, comprising the steps of:

(a) establishing a cryptographically
secure session between said customer trusted agent and
said merchant trusted agent;

(b) said customer trusted agent sending

transaction log data to said first host processor for

choice of a dispute corresponding to an electronic ticket
stored in said customer trusted agent;

— (c) said first host processor sending

R A6 1



aut hori zed, then Purchase'B sends nessage "Paynent Authorized" to Ticket
Hol der AVEQ8SRILt ed agent B commits (steps 716 - 720). WREATUSSSNEBS1 Hol der
A receives the "Paynent Authorized" nessage, it updates the ticket with 5
pay regt=—tr : g., date of purchase) (st epThisshyet HdssBeat Regllaedent A

theg '5ﬁm$MEEK§ﬂ%@EﬁQ4}, conpl eting the authorizatid t.
Ref ﬁringﬁﬁabkcﬁﬁjFigu e 12, after paynent the Open brouti ne
i s carfes ep—43%4). 10 Referring to Figgire 22, Purchase checks if

mer chandi se is an el ectronic object (steps 736:~ .738). If so, Ticket Hol der
A sends the detigmitenikiyrmacidmete sxid coustateectrusioed idgentfrom the

decryption ticket to a host t sagd Nger-18 | SE_J B,
decryption of the 15 el ec'tr{)‘%?c 0 ij'(gg? steps f48_'£é)éiféz§énylf?ﬁ‘ﬂ%r\}%vaér,
t he nerchandi seCP¥ f FRddirekesterrlie | ticitetand sakd rdispwke key, then

“Ticket Hol der fheeohfiscidie €9 indrdgant ociivréd Aadenep vid)sadde HTA
uses the key for decr%gﬁliﬁh onmuni cat i ons £st9p 748). 1t the nerchandi se
i s neitherg 20 TYRLgTRRY BN TR Bt huni cations ticket with

(e) said merchant trusted agent validating

said electronic ticket; S '
_ (£) said merchant trusted agent sending

said electronic ticket and said dispute information to
said second host processor; -

(g) deciding to deny said dispute relating ‘
to said electronic ticket and said dispute information;

(h) said second host processor sending a
dispute denied message to said merchant trusted agent;

(1) said merchant trusted agent reporting
15 said dispute denied message to said customer trusted
agent;

10

(j) said customer trusted agent
committing; and _
(k) said merchant trusted agent
20 committing. | '

-46. The method of claim 45, wherein step (j)
includes the substep of logging the dispute denied
transaction.

47. The method of claim 45, further comprising
the steps of: _ '
' said customer trusted agent sending an

electronic object corresponding to said electronic ticket
30 to said merchant trusted agent;
validating said electronic object;
decrypting said electronic object using
said electronic ticket; and .
sending said decrypted electronic object to
35  said second host processor for defect testing.
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decryption Kgy gﬂkg_gzgegiggfzszLgPly ends. The other for | cket 8
nust be preSente X in services. 25 "BcRlushdiass]

Present Ticket Referring to Figure 23, when the owner of a custoner trusted
agent A wants to usa- ll ' . Wi{?decei ving services from.the owper.of..a

merchant trusted ag ransaction appli catjon:A;(-HTA) zconnegtis
30 to a host tran pgolliliat i on B (HTB) (steps' 750 -ra#ace HTA sends
a nmessage to its trusted agent to "Present Ti%ket" andHrE-Semds—a-asssdge
toits trusted agent to "Receive Ticket" (steps 754 - 756), The trusted
agents establish a session4&ted wth%éozén@W%WSa LSPRE R HayRT

credential (step elEbtrolick fterdtdifiide nEHESEfnd e dustkShet thisred hegdes!
and WO 95/ 30211 _. - PCT/ US95/ 03831 -
47 - a first host processor, a merchant trusted agent, and a
second host processor, comprising the steps of:

(a) establishing a first cryptographically
secure session between said customer trusted agent and
said merchant trusted agent; '

{b} said customer trusted agent sending
transaction log data to said first host processor for
choice of a dispute corresponding to an electronic ticket
10 . stored in said customer trusted agent;

{(c) said first host processor sending
dispute information to said customer trusted agent;
(d) said customer trusted agent sending a
copy of said electronic ticket and said dispute
15 information to said merchant trusted agent, via said first
cryptographically secure session;
(e) said merchant trusted agent validating

said electronic ticket;

(£) said merchant trusted agent sending

20 said electronic ticket and said dispute information to
said second host processor;

{g} deciding not to deny said dispute
relating to said electronic ticket and said dispute
information;

25 (h) said second host processor sending a
message to said first host processor requesting customer
resolution; .

(i) said first host processor informing
said customer trusted agent that said customer resolution

30 is a refund;

(j) said customer trusted agent sending a
refund request to said merchant trusted agent, via said
first cryptographically secure session;

(k) said merchant trusted agent initiating

35 a customer refund.

L



presents a list of tickets which it holds (step 762). To Host A sends this
nmessage WO S™2E0 that the customer can choose which tlckmcnummmmment
(step 764). After the custoner chooses the approp nds
the ticket's 1D to trusted agent A (steps 766 - 768y, Eémﬂﬁﬁggéhketﬁhder A
rT T \%‘V “"‘ECET d ticket and checks if it is ac& kﬂm - 772).
Al Mok _ “if it still has value. For ex | u ase of
an .ck'” tatus field 100 indicgges mheth has

al ready been presented and is thus valueless. In the case of a

comuni cat’i ons ti cket t heg Ti MehAVvddridt Gof | @l dhint 16a | Neli st &5 iﬁ@lﬁ& I ni ng

value in the ticket 8. If_the ticket 8 is not active, then To Host ends
a nessage to EHQ?t?E&P?rE;ilcket is inactive and the transaction is aborted
(steps 774 - 776). 15 - after |dtdpe(k) ckedtdbl Eslaihg Ve, séded Pr esent

B recel ves tn YRR e it SRl FRoBheR odrvern & tiret oifeps T2
- 784). |If notmeivle associated with sakdscustomer stxbeteddagenepaid@cd. |f
second money module associated with said merchant trusted
agent; '
' said customer trusted agent providing first
refund payment information to said first money module and
said merchant trusted agent providing second refund

10 . payment information to said second money module; and '
said second money module transferring
electronic money in an amount consistent with said refund
payment information, to said first money module via said
second cryptographically secure session. -
15 '

50. The method of claim 48, further including
the steps of:
after step (k), said merchant trusted agent
sending a refund payment amount to said customer trusted
20 agent via said cryptographically secure session;
said customer trusted agent sending a
payment credential to said merchant trusted agent via said
cryptographically secure session;
said merchant trusted agent validating said
25 payment credential;
said merchant trusted agent sending said
payment credential and said refund payment amount to an
authorization network for refund authorization;
' said merchant trusted agent receiving a
30 refund authorization; and
- said merchant trusted agent sending a
refund authorization message to said customer trusted
agent via said cryptographically secure session.

35 51. The method of claim 48, further comprising

the steps of: | ”II,"J mllLl "I"" "ILI " ,m




20 valid ive, then To Host B notifies HTB to delive ' to
HTA (step f§@§58@ﬁ2 remai ni ng_value of A's ticket is also paégﬁﬁéé%ﬁgé t he
ticket may be a type having value that is used up increnentally as services

ar e render edihisheet H bR o a prepai d phone card). Receive 25 _ Ticket B
then sends a g i i '\l
792). Ticket A

tat. the ticket 8 is nowin LHS@H(QS:},#;E?‘( 490 T
the ticket 8 as "In Use" (Istep #98)ackERA |
interacts with HIB in the appr’opri ate fashi-oP%ependi ng=on-the-type.of..-.
ticket and services being 30 rendered (step 796). _HIB continually
nonitors the remaining ticket v&RHe FwSHomete trlsked agentu&anding &n
(steps 798 - 800kletitriohiit R®Helct HbZregipdndnd th Haildelddidddid acket
val ue and sends % WESS%ge t%&FP%h%F theéﬁicketois val uel ess (steps 802).
The Commit Ti cket-C3821% HFFGEARNe SFRSHRE 388 %d (step 804). Referring to
Figure 24, Receive Ticket B sensalidating said electronic object;
decrypting said electronic object using

5 said electronic ticket; and

sending said decrypted electronic object to
said second host processor for defect testing.

52. A method for resolving a dispute over
10 . electronic merchandise utilizing a customer trusted agent,
a first host processor, a merchant trusted agent, and a
second host processor, comprising the steps of:
establishing a cryptographically secure
session between said customer trusted agent and said
15 merchant trusted agent;

_ said customer trusted agent sending
transaction log data to said first host processor for
choice of a dispute corresponding to an electronic ticket
stored in said customer trusted agent;

20 said first host processor sending dispute
information to said customer trusted agent;
said customer trusted agent sending a copy
of said electronic ticket and said dispute information to
said merchant trusted agent, via said cryptographically
25 secure session; _
said merchant trusted agent validating said
electronic ticket;
said merchant trusted agent sending said
electronic ticket and said dispute information to said
30 second host processor;
deciding not to deny said dispute relating
to said electronic ticket and said dispute information;
said merchant trusted agent réquesting new
electronic merchandise from a merchandise server;
35 " said merchandise server sending new
merchandise to said merchant trusted agent; and
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the new rE@aF#2kh ticket value, in this case zero, to PredRGHUSPSPI3T A

(steps 822 - 826). Ticket Holder A then marks the ticket 8 as "Not In Use"
the ticket value (step 828). Finally,: traht&we B&mBe gt t S,

Se angowaaegﬁg rms B that the ticket 8 is updat d agent
B ommték 1S &ﬁ& - 834). Referring back to Figure

I ne or_t hedlcust omer wi shes toxxmndnue(steps . If so,

t hen trusted agent A undertakes to purchase nore:ticket value (step 810)

10 Durlng HTA to SBBdi meechahtonrastef Zgént BéAdéhgckaidf the

owner of HTA h C e

transaction |s EP%ﬁéﬁﬂ%% ténggiﬁf%?§§°ﬁ§§ w%ugégd %ﬁ%nV&L %g its
trusted agent cswppgggaphlcelsy segBeaBessionds its trusted agent the 15
remai ning ticket value. Finally, the Comrit Ticket subroutine is called

(step 820). Ticket Transfer \ .
: ' 53. The methqd of claim 52, further comprising

5 the steps of:
said customer trusted agent sending an
electronic object corresponding to said electronic ticket
to said merchant trusted agent; '
valldatlng said electron1c object,
10 decrypting said electronic object using ‘
said electronic ticket; and |
sending said decrypted electronic object to
said second host processor for defect testing.
15 54. A system for securing simultaneous payment

‘of electronic money to delivery of electronic merchandise
over a communication network, comprising:
a tamper-proof first electronic agent
hav1ng a first processor;
20 a tamper-proof first money module
' associated with and capable of securely communicating with
said first electronic agent, and having a second
processor;
a tamper-proof second electronic agent
25 capable of establishing a first cryptographically secure
session with said first electronic agent over said
communications network, and having a third processor;
a tampef-proof second money module .
associated with and capable'of securely communicating with
30 said second electronic agent, and capable of establishing
a second cryptographically secure session with said first
money module, and having a fourth processor;
where said first electronic agent and said
first money module are remotely located from said second
35 electronic agent and said second money module;
' where said third processor is adapted to

(O




Tickets 8 RiyodMdaiy ansferred between trusted 20 agents 12Gdrddodagsf OM
the initial FSSﬂfﬂg—Gi—Lhe~LLCKﬁI) There are several reasons an owner may

wish to do thi gy ol & |f a ticket 8 was purchased via a desktop
transacti on deV| ' ) CTD 188 enbedded i n a pe[sorat—conp umﬁw)<_"H
t hen t he owner irﬂm g thsfer it to a portable dev|cEllf&igE b BEEN |
el ectronic wall I e owner buys a ticket 8 fof_a friREfldhgED H
rel ative, then the ommer can, transfer the t1i¥¥et-to the other party fror
their use. Ahother uat| n is when the owger purchases .a neM/transactlon
VTR PR R S SIS A U R A
Referring to Fi gorgpbgraphiealiysbevureheepsdoadute balidofddsthelecheonic
owner of trusted %?ﬁ Pt A wants to transfer one or nore tickets 8 to trusted

agent B (step . fnltlally, HTA connects to HIB (step 838). HTA then
instructs its trusted agent to whiexasgaidTEiket(pyrocesgorTRsi adapgedstot s

trusted agent toreBREGLVEailCkEEEBronic merchandise and not permit free
3 external access to said electronic merchandise pending
receipt of a message indicative of successful payment from

said first money module;
where said second processor is adapted to
transfer electronic money, via said second

10 cryptographically secure session, to said second money
module, and to subsequently send said message indicative
of succesgsful payment to said first processor; and

where said fourth processor is adapted to
receive said electronic money.

15

55. The method of claim 54, wherein said first
electronic agent does not provide any information
identifying its owner to said second electronic agent

20 during a remote purchase transaction over said
communications network.

56. A method for enabling secure
communications, among processing devices, comprising the
25 steps of:
establishing a first cryptographically
secure session between a first processing device and a
second processing device, where said first processing
device is remotely located from said second processing
30 device;
establishing a second cryptographically
secure session between a third processing device and a
fourth processing device, where said third processing
device is remotely located from said fourth processing
35 device, where said first processing device communicates
with said third proce851ng device over a first
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(steps 84¥OISMP) . Next, the trusted agents establish a s @ETIVUES98/63831 on

(step 844) To Host A then sends an inquiry to the transacti on devi ce owner
= eheck the identifying credenti almﬁmhéehnasﬁmtﬁ lh@drecel ve

TIﬁchﬁke‘t(s-)AseEélp 846 - 848). If there is no cred ck or

ledentlatttmeﬁk i's Jperformed successfully (steps 85 Tlcket
: > |D's of the tickets {gp be trans err 856) .

Tlckets arg selected froma list of tickets hel d by trusted.agent A To

Host A sends t kemiBaseseibasHIAnW, t Anhaherekehild gecohd probesewng
chooses, and Tq Hgst A recelveﬁ t he, E&sg §?f'denﬁ'%éin t he sel ect ed
de g

ticket(s) (ste V35§ cogggfice Eefl PREF ﬁ81§8| EVage
ticket(s) (stepveéd4n. sEabhdccmmmunlca5nonsgﬂsnhver the ticket(s) to B by
-addi ng the appropriate té@glg??érafgrggghgg Qe hewé 5§B§Eﬁgs§bitﬂé¥

section and appending th nature to nat ur es
section (step §6cpot derived from in ormation external to sald

processing devices;

storing said session key in said first
processing device;

sending session key information from said
second processing device to said third processing device
via said second communications link and said second ‘
cryptographically secure session, where the presence of
said session key in said third processing device is
provided at least in part from said session key
information without directly sending said session key in
15 its entirety from said first processing device to said

10

third processing device over said first communications
link;
‘storing said session key in said third
processing device; and
20 establishing a third cryptographically
secure session between said first processing device and
said third proceésing device using said session key.

57. The method of claim 56 wherein said:
25 session key information comprises a second
| random number and where said step of generatihg a session
key includes the substeps of:
said first processihg device generating a
first random number;

30 said second processing device generating
said second random number and sending said second random
number to said first processing device via said first
cryptographically secure session; and

said first processing device forming said
35 session key by exclusive ORing said first and second

RO R AR
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Ti cket Holder A then sends the ticket(s) to Receive Ticket B for validation
by Public KXPEI%eps 868 - 876). If the ticket(s) are not PSIIEPI5PIRA t he
transaction is 20 aborteqz(step 878). If the ticket(s) are valid, then

. »
atibgn

Ti cket Hol ThisrShest et ticket(s) and sends an acknow edgenent to A
(steps 880 “ﬂﬂ%,{“ Ml Hol der A receives the acknow e o
the ticket(gH bio Trusted agent A inforns Ticket

the tickets are deleted (steps 884 - 886) andogmommits (s

Hol der B recei ves the nessage (step 890) and then trusted agent B comits
(step 892). Credentials 30 58, The metHodusfookaimab7atqutherceenlppisshg
I n person fron1an¥ﬁgeg@éé%pation Aut hority. The credentials could be a

driver's license froma mnotor vehicle adm nistration, a passport fromthe
State Department or a Foreign O%%®aid £izstipoveceessingcdeviceonendbagk,
or a corporate segdi@5ejrét dedNddm Sumb&F €obyseaUtRir&OpPBEESsindNevice

credentials can be revalidated renotely or, even_acquired renotely in
via said first communications link, and

3 establishing the presence of said session
key in said third processing device by exclusive-ORing
said first random number and said second random number.

59. The method of claim 58 further comprising

10

the steps of:
said first processing device sending said
first random number to said second processing device via
said first cryptographically secure session;
said second processing device forming said
15 session key by exclusive ORing said first random number
and said second random number;
said second processing device storing said
session key;
said second processing device sending said
20 second random number to said fourth processing device via
said second communications link;
said first processing device sending said
first random number to said fourth processing device via
said first communications link and said second

25 cryptographically secure session;
said fourth processing device forming a
session key by exclusive ORing said first and second
random numbers;
storing said session key in said fourth
30 processing device; and
establishing a fourth cryptographically
secure session between said second and fourth processing
devices using said session key.
35 60. The method of claim 56, wherein information

passing throqggmggéq_ggpggd cryptographically secure

R 0B



WD 95/ 30211 PCT/ US95/ 03831 - 50 -
the firstW@P§R11f the trusted agent 120 al ready contai ns PETAISIN03I8Al s f or
proof of identity. Wth credentials it would be possible to open a checking
------ even if the custonmer is unknown to the bank. Referring to
TEi)shown the flow 5 di agram fol | oned when the owner of
@'c des to acquire a credential froman identification
Fa—pe LSOk (step 894). First, the,gyner of A presents proof of
hi s/ her i dgntl ty to’a representative of the 1dentification authority. The

representati ves@ggaogntigr $ullner’anicdypieaf gg@hﬁgnfﬁesg name, address,
etc.) via HIB of aut h%rﬁlﬁghtrusted agent (Steps 896 - 898). Next, the

owner of A i nstcmﬂ:é’gﬁia? g g@&b‘ﬁee £5818%antial . I n response, HTA

sends the nessage "Acquire Credential” to trusted agent A (Steps 900 -
202). heanuhile. HTB sengy 15me! BeHBe 80° c191iA58, WAdRAl saskd 7 ust ed
processing devices are tamper-proof.
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904) . Trustkmslosaeiyt B then establishes a session wth trust ®CTAHESEIBA (St ep
906). To Host B notifies HIB that a session has been established. HTB sends
the various credential information to trusted agent B (steps 908 - 20

910). Create Credential then constructs credential information (i.e., the
Identifier and Conponents sections 10, 12 of a credential ticket) (step
912). The Deliver Credential subroutine is then called for passing the
newy created credential to trusted agent 25 A (step 914). Referring to
Figure 27, Public Key B signs the credgnzé]fl information (with the ATA s
private key) and sends it to Create Cr ial B (step 916). Create
Credential B assenbles a credential containing the credential information,
signature, and certificate (the 30 ATA's cert(TA)) (step 918). Create
Credential B then sends the newly created credential to trusted agent A
(step 920). If required, Create Credential also sends the price of the
credential to A Public Key A verifies the credential (steps 922 35 -

924). If invalid, the transaction is aborted (step
2 MERCHANDISE: 1
L TICKET OR
CUSTOMER TICKET & OBJEGT MERCHANT
TRUSTED AGENT " TRUSTED AGENT
MONEY
Y
MONEY MODULE MONEY MODULE
6 6
Figure 1
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926). |f vawbdssaien To Host A sends the credenti al WO 937 CS95/£5831

PCT/ US95/ 03831 - 51 - information and paynent anount (if required) to HTA
for confirmation (steps 928 - 930). If not confirmed by the owner of
trusted agent A, then the transaction is aborted (step 926). If the
credential is confirned, then Ticket 5 Hol der A receives the credenti al
and checks if paynent is required (steps 932 - 934). If no paynent is
required, then trusted agent A conmits (step 936) and sends a nessage to
trusted agent B.that the credential has been accepted (steps 938 - 940).
Trusted agent B commits upon 10 receiving the nessage (step 942). Create
Credential B then notifies HIB that the credential is accepted and HIB

sends the credential information to the Qy/@dential database nmintained by
the authority server (steps 944 - .

ISSUER ISSUER | TRANSFER | SENDER
IDENTIFIER |COMPONENTS| g ieNATURE | CERTIFICATE| HISTORY | SIGNATURES
7 | e ] ~ 1 ] ;. 1 S 1
{10 S, 12 . 14 /J 16 18 .. 20
/ Q‘:::.~ ﬂ\\ 8 "l S . .
MERCHANT/ | pepen | TICKET T N RecEVER | SENDER {SENDER| DATE/
AUTHORITY TYPE S ID'S 10's | CerTS | TIMES
T T T t "\ T T T
2 24 26 .. -~.28_ 30 32 34
llc:r)q:uﬁ:__._,..---'-"“"".- -..""“'----.--_-__._
36~ OBJECT | DECRYPTION | PURCHASE DATE OF OBJECT USAGE
®"1 IDENTIFIER KEY PRICE PURCHASE | SIGNATURE
| | 1 ] 1
Driver's License 38 40 42 44 46
PICTURE AND
SIGNATURE | EXPIRATION
s8-1 NAME | ADDRESS | PHYSICAL status | iINuse
orecRraon | OF DRVER | DATE
§ LB 1 i i 1
Corporate Seal 50 52 54 56 58 60
_| CORPORATE TAXPAYER | EXPIRATION
62 AV ADDRESS A fyall IN USE
o |1 1 - R i
Transportation 64 66 T 68 720

| cARRER | TRIP PURCHASE | DATE OF
727 NAME - | Numser | DEPARTURE | ARRIVAL | Ppemeot Hore m e | sTaTus | INUsE

T l T T T T T
Event 74 76 78 80 82 84 86
| event SEAT |PURCHASE| DATEOF
887 \penTiTy | LOCATION | DATE | \Gviger | PRICE | PURCHASE | STATUS | INUSE
e e ] 1 i k 1 : 1 i
Communications 90 92 94 96 98 100 102
| carrier | e | crannew JrurcHase] PETF Joecryemon| Time |
104~ |DENTITY {PURCHASED|FREQUENCY| PRICE o pcnasel  KEYS  |AVAILABLE]
i i i 1 1 i
106 108 110 112 114 116 118

Figure 2
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946). 15 wo9530211 |If, on the other hand, paynment for the BCEASHSIIAIL i S
required, then To Host A requests the owner of trusted agent A to choose a
paynent nethod (steps 948 - 950). If a noney nodul e paynent is sel ected,
then the Money Mdul e Paynment subroutine is called (step 952). At 20 t he
point where B exits the subroutine, Create Credential B notifies HIB that
the credential is accepted and HTB sends the credential information to the
authority server (steps 944 - 946). If, instead, the owner of trusted agent
A decides to pay with a credit or debit_card, then 25 t he

Aut hori zati on- Based Paynent/ Ref und subr3{®The is called (step 954). It may
be desirable for identification authorities to update their credenti al

i nformati on on a periodic basis. Revalidation is thus required by giving 30
credentials expiration dates. Figure 28 shows how t he owner of trusted
agent A can revalidate a credential renotely (step 956). Initially, ETA
connects to HIB (step 958). ETA sends the nessage "Revalidate Credential”
to

122
]
128
N
Communications
Transaction| Transaction Transaction
Application | Application Application 130
1 2 n
-124
Haman/
132-] Machine ::""9‘ Date/Time [ 136
anager
interface
|
134
FM
120 Trusted .- Money
Agent Module
Figure 3

SUBSTITUTE SHEET (RULE 26)



trusted agewb ofadsi ep 960). "HTB sends t he nmessage 35 " Recepompudgosesssnt i al
For Revalidation" to trusted agent B (step 962). Trusted agent A then
establ i shes asecture WD 93/ 30211

PCT/ US95/ 03831Tmsﬂ2et lﬁ@d with trusted agent B (sfiepH&GHE
agent A first c rltyscredentlal (step 9p6). '
credential s may r the supervision of the Trus = J;
Acquire Credenti requests the credential specified for 5 reval i dati on

from Ti cket Hol der A which sends the cdentlal to authority trusted agent
B (steps 968 - 972). Create Credenti al @fecks if the credential is valid

(steps 974 - 976). |If not valid, the transaction ig3gborted (step 978). If
valid, then Geate Credential B 10 _checks if the dredential should be

revalidated ip person 4 EXTERNAL INTERFACE
MESSAGE INTERFACE ~140
SESSION MANAGER 142
SECURITY MANAGER ~144
146 TRANSACTOR TICKET HOLDER 145 | TO MONEY MODULE |-150
152 . CRYPTOGRAPHY DATE/TIME 154
SYMMETRIC KEY PUBLIC KEY A D NERATODER L 156
Figure 4A
160 162 170 172 174
2 ] ] 1 1
TO TRAN
158—| PURCHASE | ooy LOG PURCHASE | 0. | TRAN
PRESENT ACQUIRE | INITIATE RECEIVE RESOLVE
TICKET |[CREDENTIAL| DISPUTE TICKET DISPUTE
I 1 l 1 i
164 166 168 176 178
Figure 4B Figure 4C
s
CREATE
180~  CREDENTIAL TOHOST
RECEIVE REVALIDATE
TICKET CREDENTIAL
i ]
184 . 186
Figure 4D
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(steps 980 wo98392111 f the credential nmay be revalidated renopct/ysst:bsn
Create Credential B updates the credential information including a new
expiration date (step 984). The Deliver Credential subroutine is then
called (step 15 986). If the credential must be revalidated in person,
then Create Credential B sends the nessage "Revalidate In Person” to
trusted agent A (steps 988 - 990). Acquire Credential A receives the
nmessage (step 992). Trusted 20 agent A then commts (step 994) and

Sessi on Manager. A sends an acknow edgenent to trusted agent B (steps 996 -
998). Trusted agent B then conmits (step§Z@F0). Identity-Based Money Mdul e
Paynent 25 El ectroni ¢ cash paynents not involving the

si mul t aneous purchase of el ectronic nefcnandl ] may be made using the flow
di agram shown in Figure 29. The owner N

rust eprragent A deci des to make a
noney nodul e paynent the owner of tiU8P¥§"8ent B, where the owner of A
30 wants to yet ~dentity becayse?’®HEy hre transacting renotely

(step 1002). B (step 1004). 190
Gateway
Network
200
208 .
Trusted
Trusted Server
Agency 192
200 Network
1 Merchant Merchap t
od Transaction
Trust Network .
Server Device
T
198
210- Primary 202 Merchandise
0] Trusted - - Merchant Server
Server identification Server T
Authority r 196
Network 194
204 Atsxthority — Foreign Office
erver — Motor Vehicle Admin. Authority
— Bank Transaction 206
— Social Security Admin., Device
Trusted
Server
T
200
Figure 5
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ETA sends tigodmspage "Pay" to its trusted agent (step 1006PCTRIBBS6¥8BUS t he
nessage ."Receive Paynent"” to its trusted agent (step 1008). A then

establ i shes a secure 35 session with B (step 1010). Trusted agent A
checks B's credential (step WO 95/ 30211

PCT/ US95/ 03831 - 53 - 1012). This credential may be a driver's license,

credit card, or other acceptable credential. If the credential is valid and
acceptable to A then Purchase A sends the nmessage "Does B require A's -
credential” to trusted agent B (steps - 1016). To Host B then sends
the nessage "Require A's Credential ?" B for checking if Brequires A's

credential (steps 1018 - 1020). If required, then B checks A's credenti al
(step 1022). Again, various types of Pringwyi dl s may be used. If B does not
require A's credential then Purchase ﬁds@&ﬂr rrﬁ_zt,bust.ed agent A

Server
l Certificate (T5)

Trusted | 200
Server .
| Certficate (TA) | certificate (1) lCertiﬁcate (TA)
Customer Merchant - | Authority
21 Trusted 4-{ Trusted Trusted (212
Agent Agent Agent
Figure 6A
214 Communications
216 Session Manager
Untru%%gd a2 -

— Security . Resoive | Date/ |
218 Manager Mal;::tger Certify Dispute | Time 226
228~ Cryptography

Symmetric Key Public Key
Figure 6B
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(steps 102¢o9skaza) . Purchase A then sends a renmittance advPEEUSHESBIlyi ng

the anobunt to be paid (if a bill paynment) or sends just the anmount to be
paid to trusted agent B (steps 1028 - 1030). To Host B sends the
information to HTB for 15 confirmati on (steps 1032 - 1034). If not

confirmed, the transaction is aborted (step 1036). If confirmed, then
Purchase B infornms A (steps 1038 - 1040). A noney nodul e paynent is then
initiated (step 1042 ) . 20 Di sputes In case a
custoner is dissatisfied with a purchazz/ ghe trusted agents 120 can act as
surrogates for the custoner and nercha 9 r renote resolution of the

di spute. For exanple, if an electronic object is 25 perceived to be
defective, the custoner could connect to the nmerchant and enter into a

di spute di al ogue. The nerchant cannot repudi ate the el ectronic nerchandi se
if it is validated by his trustfd agcTRARLOG Xce thit230i | | be recorded in
the transaction |log of the custpner' ppaftiad ol lgent 2] .

L]
TO HOST X -232

NOTIFY END OF TRANSACTION

v

SESSION MANAGERX [234
NOTE END OF SESSION

D

Figure 7A

o)

SESSION MANAGERX [-236

ROLL BACK CHANGES AND
NOTE AGENT ABORTED

Y

TOHOST X -238

SEND MESSAGE TO HOST
TRANSACTION ABORTED

Figure 7B

SUBSTITUTE SHEET (RULE 26)



| f the custwo®gadzgs Nnot satisfied with the result of the di sppdmussstm3action
with the nerchant, he can take his conplaint to the Trusted Agency. The
custoner's transaction | og shows that the di spute was denied by the
merchant first. The dispute and acconpanyi ng docunentati on can be
presented to a trusted server 200 on WO 95/ 30211

PCTI US95/ 03831 - 54 - the Trusted Agency Network 208. The interaction is
then simlar to the interaction with the nerchant's trusted agent 4. Most
merchants will want to resol ve the diswé directly with the custoner, and
not have the custoner resort to the Tr | Agency resol ution process. Too
many 5 di sputes coul d j eopar ze—the—eichat—s—st at us W th the Trusted

Agency. The di spute process enel@o Eﬁ“ ’”@%Eﬂ@ PT"T%) roduce el ectronic
mer chandi se and prove that the %EC%%;EONTECE IFY '2,9’0

(]

HOST TRANSACTION
APPLICATION CONNECTS TO [~242
TRUSTED SERVER 8

Y
ESTABLISH SESSION
A->B
L[]
SECURITY MANAGERA 246
REQUEST NEW PUBLIC AND
PRIVATE KEY

¥
PUBLIC KEY A -248

GENERATE NEW KEYS AND
SIGN NEW PUBLIC KEY WITH
OLD PRIVATE KEY

¥
SECURITY MANAGERA [-250

ASSEMBLE NEW PUBLIC KEY
WITH SIGNATURE AND
VERSION NUMBER OF

UNTRUSTED LISTIN
MESSAGETO B

L]
SEND MESSAGE

A—>B
_ Y
TRUSTED SERVERB __ 1-254

RECEIVE A'S NEW PUBLIC KEY
WITH SIGNATURE AND
UNTRUSTED LIST
VERSION NUMBER

y
TRUSTED SERVERB  [-256

VALIDATE SIGNATURE
L]

\

Figure 8A
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mer chandi say®@§3g2ie ner chandi se purchased fromthe 10 ner rRCIMUS9S, Z3d3e

di spute process al so protects the mnerchant 4 agai nst fraudul ent cl ains.
The nerchant can believe the custoner's trusted agent 2 by verifying that
the custoner's trusted agent 2 received the nmerchandi se. The custoner's
conpl aint can then be resolved by exam ning the 15 mer chandi se for
defects. Figure 30 shows the procedure foll owed when the owner of trusted
agent A decides to return electronic nmerchandise to the owner of nerchant
trusted agent B (step 1044). Initially, ETA connects with HTB. HTA sends
the 20 nessage "Send Dispute” to its tOf@%d agent. HTB sends the
nmessage "Receive Dispute” to its trusted agent. Trusted agent A then
establishes a secure session with trusied agent B. (Steps 1046 - 1052).
Trusted agent A checks B' s nerchant c‘:tial 25 (step 1054). Tran Log
A sends its log via To Host A to HTA =Q at the owner can choose which
transaction to dispute and descri t heypr obl em (st eps 10562-601060). To
Host A receives the dispute infor ' om HT,@O(step

|

ABORT TRANSACTION
B—~>A

TRUSTED SERVERB  |-262 @
CREATE NEW CERTIFICATE

AND SEND TO A WITH
UNTRUSTED LIST UPDATE

AND PRIMARY TRUSTED
SERVER LIST UPDATE

]
SEND MESSAGE
B—->A

Y
[CSECURITY MANAGER A_}-266

RECEIVE MESSAGE
y
PUBLICKEY A -268

VALIDATE CERTIFICATE

N
YES NO

-264

SECURITY MANAGERA 1286 272—1 SECURITY MANAGER A
UPDATE CERTIFICATE. CHECK IF 2 3 TIMES
UNTRUSTED LIST, AND L]

PRIMARY TRUSTED
SERVER LIST @
Y

3

Figure 8B
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D spute A
el ectroni c object (steps 1066
i nvol ved),
di spute information to trusted agent B (steps 1070 -
Resol ve Di spute B receives the nessage and
PCT/ US95/ 03831 -
If the ticket

trusted agent A c
acknow edgenent

@9%%%1& A then sends the selected ticket to 30PCTUSPY 4383k

64) .

If there is no

Initiate D spute A checks if the dispute involves an
1068) .

BO (only a ticket

then Initiate Dispute A sends a copy of the ticket along with

1072) .

WO 95(30211

55 - Purchase B validates the ticket (steps 1074 - 1078).
i.s invalid, then Resolve DO yte B sends the nessage "Ticket
Invalid" to Initiate D spute A (steps ¥ 1084). The Conmit Dispute
subroutine is called (step 1086). 5 Referring to Figure 31,
@s (step 1156). Session Manager A sends
L
COMMIT A -288 276 274
¥ TRANLOG A YES
AGERA 290 RECORD FAILED TO
SECURITY MAN CECERTIFY
CERTIFICATE UPDATED ¥ Z
¥ 278—{ABORT TRANSACTION| | SECURITY MANAGERA
A->B SEND MESSAGE
SEND MESSAGE |59, 7 SIGNATURE INVALID
A->8B v
y SEND MESSAGE
TRUSTED SERVERB 294 282 A—>B
RECEIVE MESSAGE AND NOTE ¥
A RECERTIFIED
7 284— TRUSTED SERVERB
RECEIVE MESSAGE
Figure 8C
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to Sessi on wems@eriiB (steps 1158 - 1162). Trusted agent B thpor/wsesussa
(step 1164). Referring back to Figure 30, if, however, the 10 ti cket was
valid (step 1078), then Resolve D spute B sends the ticket and dispute
information to HTB. The nerchant then reviews the dispute and deci des

whet her or not to deny the customer dispute (steps 1088 - 1092). If denied,
Resol ve Di spute B sends the nessage "Di spute Denied" to 15 trusted agent
A which initiates the Comrit Dispute subroutine (steps 1094, 1082 - 1086).
| f the nmerchant. does not deny the di Spljﬁ/ ihen HTB sends a nessage to HTA
qguerying the customer for resolution (st pp 096). The custoner then chooses
I f he 20 wants a refund or new nerchandi se (assum ng the nerchant all ows
these options) (steps fU 2 tomer wants a refund, then
the Pay Di spute subrout %SSIGNWNAG&RW ?g Referring to Figure 32,
Initiate Dispute A sen RRUERI GERT 'CTB'LPmHst 25 Money Back" to trusted
agent B (steps 1168 - 1170). Res¥l ve Dispute B receives the nmessage and
checks A's SECURITY MANAGER X {298

SEND CERTIFICATE TO
SESSION MANAGER

y
SESSION MANAGER X 1300

SEND CERTIFICATETO Y

Y
SESSION MANAGERY _1-302

RECEIVE CERTIFICATE
Y

SECURITY MANAGER Y

RECEIVE CERTIFICATE FROM
SESSION MANAGER

Y

PUBLICKEYY
VERIFY X'S CERTIFICATE

304

¥

306

®

SECURITY MANAGERY {314

CHECKIF XISON
UNTRUSTED LIST

—_— Y
SESSION MANAGERY |-310

NOTE SESSION TERMINATED,
SEND MESSAGE TRANSAC-
TION DENIED TO X

O

YES

Figure 9A
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payment net wabsietap 1172). [f a noney nodul e payment is desp&e@sggmﬁﬂ the
Money Modul e Paynment subroutine is called (step 1174). 30

credit or debit card refund is desired, then Purchase B sends a rressage to
A wth the refund amount (steps 1176 - 1178). The Authorizati on-Based
Paynment / Ref und subroutine is then called (step 1180). Referring to Figure
21, there is shown the flow diagram 35 followed in the event of a refund.
If a refund transaction is being perforned (steps 704 - 706) then To WO
95/ 30211 . PCT/ US9503831 -56- Host B
sends a nessage to HTA containing the ci@f97or debit card credential and
the anobunt to be refunded (step 726). The card authorization process is

performed (step 728). Purghase B then checks if the und was aut hori zed
(steps 730 - 732). If nothorized, t hen the

312—1 SESSION MANAGER X

RANDOMNUMBER | ...

NOTE SESSION GENERATORY
TERMINATED CREATE RANDOM
Y NUMBER R(Y) AND

Y VERIFICATION MESSAGE
L]

SECURITY MANAGERY |-320

ASSEMBLE R(Y), Y
VERIFICATION MESSAGE, AND
CERTIFICATE Y IN MESSAGE TO X

Y
PUBLICKEYY 322

ENCRYPT THE MESSAGE WITH
X'S PUBLIC KEY

v
SESSION MANAGERY | 324

SEND ENCRYPTED
MESSAGE TO X

L]
SESSION MANAGERX _}-326

RECEIVE MESSAGE
y
PUBLIC KEY X -328
DECRYPT MESSAGE AND
VERIFY Y'S CERTIFICATE

330

CERTIFICATE
VALID?

Figure 9B
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transact i onWMO?588¥dt ed (step 702). |If authorized, then PurcRETASE/38%dS
the nmessage "Refund Authorized" to trusted agent A (steps 734, 718).
Trusted agent B then commts (step 720). Upon receiving B s nessage, Ticket
Hol der A updates the ticket with the refund information 10 (step 722).
Trusted agent A then commts (step 724). 4 Referring back to
Figure 30, if instead of a refund the owner of trusted agent A chooses to
recei ve new nerchandi se, then Purchase B requests nerchandi se fromthe

mer chandi se server (step 1104). The maﬁig?l se server 15 retrieves the
mer chandi se and sends it to trusted ag Purchase B receives the

nmer chandi se and validates its identity (steps 1106 - 1110). If the itemis
correct, then the subroutinesD® iver Merchandi se, Open Merchandi se, and
Commt Dispute are called (st1120- 20 1124). .1f the itemis not
correct, and unobtai nabl e fro he rrerchandl se server, then Resolve Dispute

B sends the n‘essa?% 2 T A N ble" to trusted agent A (steps
1114 - 1116). ? , =t initiated (step .
UNT RUSTED LIST
3
338 YES SESSION MANAGERX [332
YON LIST? NOTE SESSION TERMINATED
ONL | AND SEND MESSAGE
TRANSACTION DENIEDTO Y
NO ¥
-| RANDOM NUMBER R
340 GENERATOR X ssssr:g;:?g;gzsa Y r334
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L <>
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i1
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I SE—
346 PUBLIC KEY X
ENCRYPT THE MESSAGE WITH
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Y
348 SESSION MANAGER X
SEND ENCRYPTED
MESSAGETO Y

v
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&

Figure 9C .
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25 WO 95130211t he mer chandi se di spute invol ves an el ect raryusoshisert
(steps 1066 - 1068), then Initiate Dispute Aretrieves the electronic
object identifier fromits associated decryption ticket. To Host A, then
instructs HTA to send the electronic object to trusted 30 agent A (steps
1126 - 1130). Initiate Dispute A then sends a copy of the ticket and the
EOto B along with the dispute information (steps 1132 - 1134). Resolve

Di spute B receives the nessage (step 1136). Purchase B then validates the

ticket (steps 1138 - 1140). If the tickieg@ is invalid, then trusted
agent Ais so infornmed and the dispute npleted (steps 1080 - 1086). If

the ticket WO 95/ 30211
PCT/ US95/ 03831 - 57 - 0 is valid, thrchase B validates the el ectronic
obj ect (steps 1142 - 1144). |If not vaMNgd; then Resolve Dispute B
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L]
354-] SECURITY MANAGERY

CHECK Y VERIFICATION
MESSAGE

356

<come >0 —Ta

358—1__SESSION MANAGERY
NOTE START OF SESSION
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]
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v
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366 Y ->X

Y
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RECEIVE ACKNOWLEDGE-
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&

Figure 9D

SUBSTITUTE SHEET (RULE 26)



i nf orns ”gﬂfs{i Agent A (step 1146) and the dispute is conpbermsos@sxps
1082 - 1080). ? the electronic object is valid, then Symetric Key B
decrypts the EO and sends 5 it to HTB for testing. The dispute
information is also sent to HTB. (Steps 1148 - 1152). HIB determines if the
el ectronic object is defective based on the customer conplaint. If the

mer chant determ nes that the nerchandise is not defective, 10 t hen

Resol ve Dispute B inforns trusted agent A (step 154) and the dispute is
conpleted (steps 1082 - 1086). If, however, the nerchant determ nes that
the nerchandi se is defective, then t hel 5d@Torrer may choose either a refund
or new nerchandi se (steps 1096 - 1098). 15 Electronic Mnetary System An

el ectroni c nonetary system (EMS) g ch may be used in conjunction with the
descri bed system for open el ectr commerce is found in PCT patent
application WO 20 93/ 10503. Desefi bed bel ow are various inprovenents and

suppl enents to that EMS.
© 370—] SECURITY MANAGER X

CHECK X VERIFICATION
MESSAGE

372
NO

D

YES

374—1 _SESSION MANAGERX
NOTE START OF SESSION

D
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Overvi ew Thwae¥3eetinoney nodul e" as used in PCT patent 25 2OPIUSESIBIN WO
93/ 10503 generically refers to transaction noney nodul es, teller noney
nodul es, and noney generator nodul es. The noney nodul es 6 previously

di scussed whi ch cooperate with trusted agents 120 generally correspond, in
the preferred enbodi nent, to transacti on noney nodul es. 30 In the
foll ow ng discussion of the EMS, the term "noney nodul e" is again used in
its generic sense to refer to transacti on noney nodul es, teller noney

nodul es, and noney generator nodul es. E?ézﬁyive security for a nonetary
system has 35 three characteristics: i’bit counterfeiters, detect
counterfeiters, and contain counterfeiters. The descri bed WO 95/ 30211

PCT/ US95/ 03831 - 58 - EMS i s ieSL%ped_Ln_haue_aamoonents whi ch exhi bit al
t hr ee SYMMETRICKEYX  |-375.

ENCRYPT MESSAGE WITH
SESSION KEY (TA/TA)

¥
MESSAGE INTERFACE X
FORMAT MESSAGE AND SEND
TO HOST MESSAGE MANAGER

1]
HOST MESSAGE
MANAGER X 380

ROUTE MESSAGE TO
COMMUNICATIONS

Y

HOST MESSAGE 382
MANAGER Y

RECEIVE MESSAGE AND SEND
TO MESSAGE INTERFACE Y

_Y
MESSAGE INTERFACE Y

STRIP OUT THE MESSAGE
_y
SYMMETRICKEYY _ |386

DECRYPT MESSAGE WITH
SESSION KEY (TA/TA)

D

378

¥

384
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char act eri §ig ¢x0241n order to inhibit counterfeiters, the nmoREF/USHHABEL
comuni cate using symetric and asymetric key cryptography. None of the
nessages are in the clear. The 5 nodul e' s protocols are al so physically
protected by tanper-proof hardware. Counterfeiting is detected by note
reconciliation processes. Systemw de tine protocols (e.g., note
expiration) force electronic notes to be 10 reconciled regul arly.

El ectronic notes are also refreshed 4 (i.e., replaced with a new note with
a new expiratiqn date) when banking trﬁgaﬁgtions are perforned. Money
nodul es are bl ocked (e.g., placed on t IDlist) if duplicated or
counterfeit notes are tied 15 back to them Al so, notes which have passed
t hrough these nodules will not be allowed to transfer. The transfer of
duplicated or counterfeit notes will be contained since notes expire or
eventual ly are deposited to a bank. Mreover, in case of a serious system
security problem 20 the EMS may call for a global recertification,

t her eby

ABORT X -388

Y
SESSION MANAGERX -390

SEND MESSAGE
TRANSACTION ABORTED

Y
SEND MESSAGE ~392
X=>Y

I
SESSION MANAGER Y
RECEIVE MESSAGE

L]

ABORTY -396

v

394
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requiring aWP9%BeAlles to recertify, including transaction noPEEUSSSEW3Rs t he
next time they sign on the EMS Network. Security Hi erarchy 25

Referring to Figure 33A, EMS will have two types of security servers,
primary 1182 and ordinary 1184. The primary security servers 1182 certify
the (ordinary) security servers 1184. The security servers 1184 certify all
ot her nodules (transaction My 1186, Teller Mvs 1188, 30 noney gener at or
nodul es 1190, and custoner service nodules 1192) in the system The primry
servers 1182 only interact with other pr' iy servers 1182 or the security
servers 1184. Referring to Figure 34, m I mary security servers 1182 are
housed in a secure facility connected to each other by a Security LAN 1194.

The LAN 1194 is connected throug WD 95/ 30211
PCT/ US95/ 03831 - 59 - BUYER TRANSACTION ¢
APPLICATION (BTA)OF |
CUSTOMER TRANSACTION [*398
DEVICE CONNECTSTO
MERCHANT SERVER (MS)
Y
CUSTOMER CHOOQSES 400
MERCHANDISE
BTA SENDS MS IDENTITY OF |-402
404 MERCHANDISE TO PURCHASE 406
! - e~ |
BTA SENDS MESSAGE MS SENDS MESSAGE TO
TO TRUSTED AGENT A OF . TRUSTED AGENT B OF
CUSTOMER TRANSACTION MERCHANT TRANSACTION
DEVICE TO BUY WITH IDENTITY DEVICE TO SELL WITH IDENTITY
OF MERCHANDISE OF MERCHANDISE
ESTABLISH SESSIO
Y
CHECK CREDENTIAL
A->B 410
® S
' - PURCHA 412
REQUEST MERCHANDISE
FROM
MERCHANDISE SERVER
— ¥
| _MERCHANDISE SERVER }-474
RETRIEVE MERCHANDISE AND
SENDTOB
v
PURCHASE B 416
RECEIVE MERCHANDISE AND
VALIDATE IDENTITY
Y
Figure 12A
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secure gat ev@95802the Security Network 1196. Only the securi tBCBE$IESE831
communi cate over this network. All security servers are physically
protected devices. Security servers 1184 are also attached to the EMS

Net work 1198 and bank | ocal networks 1200. Security servers are treated as
if they could be conprom sed and are validated upon all interactions wth
ot her nodules. Only the security servers 1184 and nodul es have
certificates. The primary security server's public keys are carried by

t hese devices. There are two types of 13 /(g rtificate: security server
and nodule. Certificate Structure And V IQ lon The structure of a
certificate is as follows: Ce (SS) =[err] [SS (id) SS (PK) expire date
[err] (X)] [PSS (id) 15 XOR Cert (M =TJerr] expire date J[err] (Y)]
Cert (SS) 20 The certificate wgtidation protocols are: Val i dat e

Cert(SS) a)  PSS(id) - RSS(iM) XOR C] XOR C 429

s

NO

424— DELIVER MERCHANDISE ABORT TRANSACTION _ 4'2 2
* B->A
426 PURCHASE A
: SEND MESSAGE TO HOST
TRANSACTION APPLICATION
REQUESTING PAYMENT
METHOD

AUTHORIZATION-BASED
PAYMENT/REFUND -432

A->8
MONEY MODULE PAYMENT
430
A->8
f -
434 OPEN MERCHANDISE
Y

Figure 12B
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25 Wo9esapAS ([err] (X [err] (X)) = [err] apss (X) c) PCTArsosk3saf
SS(id) is authentic (see nodul e nunbering schene) d) Check if date is

valid 30 e) Check if [err] ([err] (X) )h (X) 2) Val i date Cert(M
a) Validate Cert(SS) b) [err] c) Check if Mid) is authentic (see
nmodul e WD 95/ 30211 PCT/ US/ 95/ 03831

- 60 - nunbering schene) d) Check if date is valid e) Check if [err]
Where PSS=Primary Security Server PK-Public Key (includes S
SS-Security Server | engt h Ofﬁ@] M Modul e

[err]-Digital Signature-[err]

120 120
436 : L
Trusted /N . Trusted
Agent g | ik Agent
438 | M 442 - 440
T 6 P
Money Money
Module Module
Figure 13

SUBSTITUTE SHEET (RULE 26)



=Concat enawe 9s5/30211 Cert-Certificate id-identificati ORCTVUSYSArs831
E=Algorithmw th private key used for h-Hash function

encrypting and for C=Constant random nunber creating digital 10

shared by all nodul es signature 4 DDAlgorithmw th
public key used for decryption and for checking digital signature Note E
and D may al so be used for decrypting and encrypting, 15

respectively, when applied in other applications. Mdule Nunbering Schene
The prinmary security servers 1182, secir'gf(g 20 servers 1184, teller noney
nodul es 1188, noney generat or nodul es ,1custoner servi ce nodul es 1192,
and transacti on noney nodul es 1186 are assigned identification nunbers
(id's) so that the nunbers uthenticity. A 48-bit prine
number "p" is generated a PURCHASE X 444

REQUEST CREDENTIAL FROM Y

Y
SEND MESSAGE
X->Y
v
PURCHASE Y ~448
RECEIVE MESSAGE

Y
TICKET HOLDER Y 450

RETRIEVE CREDENTIAL AND
SEND TO X

¥
SEND MESSAGE

Y->X

7

SECURITY MANAGER X [-454

VALIDATE CREDENTIAL
4?8

-446

452

ABORT TRANSACTION
X —>Y
TOHOSTX 460
SEND CREDENTIAL
INFORMATION TO HTA FOR
CONFIRMATION
w2 N

SN

YES
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a primtiveyseioara” nodulo'p (where [err] = 1(p) for all | PEXAISII38AL f ound
via a secure process. Both a and p are |loaded to all nodules in the system
securely by the primary security servers when they are manufactured. The
schene works as follows: 30 If [err] = m(p) and (1) 1snms99,999 then
nis assigned as the id of a primary security server, (2) 100,000ns999, 999
then nis assigned as the id of a security server, 35 (3)

1, 000, O0OO<nk6, 999,999 then n is assigned as the id of a teller noney

nodul e, (4) 7,000,000snms9, 999,999 th s assigned as the id of WO
22)97

95/ 30211 PCT/ US95/ 03831 - 61 - a
noney generator nodule—(5) 10 Q00 _00<ns| |, 999,999 then n is assigned as
the id- 464~ PURCHASE B
CHECK IF MERCHANDISE S
ONLY A TICKET
466
NO RANDOMNUMBER | o,
GENERATOR B
CREATE RANDOM KEY
YES v
4681 TICKET HOLDER B | SYMMETRIC KEY B ~496
CREATE TICKET ENCRYPT ELECTRONIC OBJECT
(EO) WITH RANDOM KEY
| 470—'—__LPURCHA—_SE B ¥
SEND TICKETTO A PUBLICKEYB 498
Y SIGN THE ENCRYPTED EO
] SEND M AESSAGE | ¥
472 B> A [ TICKETHOLDERB _ }-500
¥ CREATE DECRYPTION TICKET
N RS e SoAm
RANDOM KEY, :
RECE}?%"C‘,EE??SG&E&;’R%&HECK ISSUER CERTIFICATE, ETC.
[ ]
476 PURCHASE B 502
NO SEND ENCRYPTED OBJECT
AND DECRYPTION TICKET TO A
L
vES SEND MESSAGE .y
486 PURCHASE A B> A
SEND TICKET INFORMATION 7
TO HOST TRANSACTION .
APPULICATION FOR PURCHASER PURCHASEA 506
CONFIRMATION RECEIVE MESSAGE AND
PASS ENCRYPTED EO TO HOST
AND RETAIN HEADER
v INFORMATION
PUBLIC KEY A - 508
VERIFY ENCRYPTED EO
SIGNATURE

Y
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SUBSTITUTE SHEET (RULE 26)



of a custoneoossyayi ce nodul e, (6) np12, 000,000 then n is agaiTorEesa31t he
id of a transaction noney nodule. 5 If a nodule or server is validating a
certificate, it checks the authenticity of the identification nunber (e.g.,
Mid), SS(id), or PSS(id)) n by conputing [err] = m(p) and then checks if m
Is in the 10 correct range. Security Network As shown in Figure 34, the
Security Network 1196 and the Security LAN 1194 connect the security’
servers 15 1184 to the primary security servers 1182. Security servers
1184 initially certify the noney nodul es and custoner service nodul es 1192
at manufacturing. Such security servers2B8¢@pe connected by a Mdule

Manuf acturing LAN 1202. They pass security information 20 such as the bad
idlist and the |ist of ary security servers and their public keys to

t he nmodul es. The bad id contains the identities of the noney nodul es,

510
NO

512—__ _SYMMETRIC KEY A

DECRYPT HEADER WITH
RANDOM KEY

: Y
514 PURCHASE A

CHECKIDENTITY OF £EO AND
DECRYPTION TICKET

516

IDENTITY
CORRECT?

D

} YES
518 PURCHASE A

SEND DECRYPTED HEADER AND
PRICE TO HOST TRANSACTION
APPLICATION FOR PURCHASER

CONFIRMATION
O
488 NO

PURCHASE A -478
PURCHASE TRANSACTION?
YES 480 484
490 PURCHASE A NO L
SEND TICKET TO TICKET HOLDER PAY DISPUTE
492—"_'1’@!-1'(:_}'&2?# YES ¥

RECEIVE TICKET RBORT TRANSACTION |
¥ A~>B
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cust oner sewwiogBeaipdul es, and security servers which are bl opdegtsdsfi9m
transacting. Recertification of these 25 nodul es is descri bed
subsequently in the network sign-on flow diagram The security servers 1184
are initially certified by the primary security servers 1182 at

manuf acturi ng. Such primary security servers may be 30 connected by a
Security Server Manufacturing LAN 1204. Referring to Figure 33B, the
security servers 1184 receive various security information which they pass
to the other nodul es. The security servers provide security services for
the EMS Network 1198 and the bank LANs24781 such as 35 net wor k si gn-on
where they pass updated security information. The security servers 1184
receive this WD 95/ 30211

PCT/ US/ 03831 - 62 - informatio frgr‘r‘h %ﬁg‘%g%‘gﬁ} se¢s20ty servers 1182 over
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v
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X=>Y
I A
‘ PURCHASE Y -526
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v
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the Secur iy odBé®r k 1196. Transacti on noney nodul es 1186 cPREFUMSAH with
the EMS Network 1198 via network servers 1206 (NS). Participating banks
have tell er noney nodul e(s) 1188 and perhaps noney generator(s) 1190 5
connected to their LANs 1200. The Security Network 1196 is |ink encrypted.
In addition, the primary security servers and security servers share a
common symetric key (a Security Network encryption key). This key is
changed periodically by a 10 designated primary server 1182 by public
key, key exchange. The prinmary serverbéﬁﬁﬁ%ﬁncrypts the symetric key with
its private key, signing the key and sting the change to the other
primary servers 1182 over the Security LAN 1194, and to the security
servers 1184 over 15 t he S ity Network 1196. The N st of bad id' s is
mai nt ai ned by a desi gnat ed Ary server 1182. The j i s accunul ated
frominteractions with particCiggati ng banks, |aw enforgénent authorities,
and subscribers to the—sy s =0l 5 g%h of
the public keys {33877 !

SEND "MAKE PAYMENT" AND SEND “RECEIVE PAYMENT” AND
R(1) TO MONEY MODULE X R(2) TO MONEY MODULE Y

i v
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t he securitwoessoeer s and the nodules will be changed. The kencrHmasygtssaw | |
be normally I engthened to maintain a high security level. The new

desi gnated key lengths will be communicated to the primary security servers
by a 25 designated primary server. The new |lengths will be comruni cated
to the security servers by the primary servers when new bad id lists are
sent or upon recertification. In case of a dangerous breach of security, a
primary security server can call for global 30 recertification. The

| ength of the public key for each pri rTZd/cgfrver wi |l not change. A
timetable will be created which will s e the inplenentation and

deconm ssion of primary sec servers. The new servers will nost 35
| i kel y have | onger keys unl hey are inpl enented because of increased
transaction volume. The |ist Pt WO 95/ 30211
PCT/ US95/ 03831 ;o0 MM TO SUBSCRIBER X
PROMPT FOR AMOUNT OF
PAYMENT BY TYPE OF NOTE
Y
560—| SEND MM/TA MESSAGE X
]
562 PURCHASE X
SEND AMOUNT BY TYPE OF
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v
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( A > e MM TO SUBSCRIBER X }-572
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- 63 - actiweoRs®1public ke&s Is created by a primary securipgyressngss: and

encrypted by the server with its private key. The |i st
Fi gure 35A shows the functional
Interface function 1208 5

ot her security servers.

security server 1184. An Externa

conmuni cations | ayer for

I s then broadcast to
conponents of a
provi des a

network interfacing. A Session Manager function

1210 controls the security aspects of a transaction session. A Network

Si gn-On function 1212 nmanages the security functions for network sign-on. A
Create Certificate function 1214 certi}';é a 10 certificate for any of

t he nmoney nodules (in a primary securi.? drver, this function certifies
security servers). A Create Account Profile function 1216 certifies and
signs a bank account profile thag | ows a noney nodule to access the
subscriber's different bank 15 gounts. A Distribute Certificatory Keys
function 1218 distributes the Cerf§fication Agency's list of valid prinmary

security server public kE?EEERﬁﬁHﬁﬁuEEEX—Evﬁ'Ies rimary security server
y p 606 G ] (p y y

al so distributes glo

608 PURCHASEY
VERIFY IF AMOUNT IS CORRECT]

612
R PURCHASE Y
SEND MESSAGE
AMOUNT? CORRECT AMOUNT
NO
614 PURCHASE Y
SEND MESSAGE
INCORRECT AMOUNT
==
616~} SEND TA/MM MESSAGE Y |
* 620
618 1
MM PAY/EXCHANGE Y
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Y
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Y |
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MM Y —> MM X
Y
628—] MM PAY/EXCHANGE X
RECEIVE ACKNOWLEDGEMENT,
PASS AMOUNT TO
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certificat womesessiage). A Control Bad ID List function 20 PCINS95%¥#8} ol s
and distributes the list of bad identifiers. A Synchronize Date/ Tine
function 1222 keeps noney nodul e Cl ock/ Ti ner services synchronized to a
systemtime. Cock/Tinmer 1224 and Cryptography functions 1226 are identi cal
to those functions in the noney nodul es. 25 Fi gure 35B shows
the functional conponents of a network server 1206. An External Interface
function 1228 provi des a communi cations |ayer for network interfacing. A
Communi cat i on Sessi on manager function 1230 nmanages a comruni cati on session
bet ween rmoney nodul es, and between a 30 28/8idey nodul e and a security
server. A Network Sign-On function 1232 controls the noney nodul e network
sign-on process. A Route Message function 12 provi des directory services
for routing nessages, controlling nessage r g during sign-on and during
a noney nodul e session. A 35 Direct to Ba ervices function 1236

provi des informati on on services provided by Warticipating banks. A

MM TRANSFER NOTES
MMX->MMY -630
(E-ROUTED MESSAGES)

Y

MM COMMIT 632

MM Y —-> MM X
(E-ROUTED MESSAGES) @
e SN

————
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¥ K |
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g Grerun)
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WO 95/ 3021 W0 95/30211 PCT/ US9 508830s9s/;8831 -
Crypt ography function 1238 provides a Synmetric Key function 1240 and a
Random Nunber Generator function 1242. The Symetric Key function 1240
encrypts messages between the network server 1206 and the nodul es accessing
t he network and between the network server 1206 and the 5 security
servers 1184. The Random Nunber GCenerator function 1242 generates random
nunbers for encryption keys and verification nmessages. Network Sign-On 10
An overvi ew of the network sign-on procgﬂtﬂﬂ?i:s 4 provided with reference
to Figure 36. The Sign-on protocol descr he situation where a nodul e
1243 desires access to the EMS Network 1198 for recertification, deposit,

wi t hdrawal or other reason. The f R ETs 2 a=ray-be _a transacti on
noney nodul e 1186, teller noney LM S) TR —eé' tor. nodul e 1188,
or custoner service nodul e 1192.
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L]
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y
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v
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SEND MESSAGE TO HOST
MESSAGE MANAGER Y

y
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Y
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Figure 17
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communi cat i oo ssdopaen nodul e 1243 and network server 1206. (prrRass.isie
nodul e's certificate to the netwrk server 20 1206. (c) The network
server 1206 generates a random verification nunber V and a random key K;
the network server then passes the nodule's certificate, V, and Kto a
security server 1184 (encrypted by a NS/ SS key). (d) The nodul e 1243 and
the security server 1184 establish a 25 secure commruni cation session (via
session key (MM SS)). (e) The security server 1184 passes the tine/date,
update bad ID li.st, update |ist of prina;; security server public keys,
public key length, global recertificatio (b@?ﬁecessary), and recertified
nodul e certificate (if 30 necessary). (f) End session with nodule 1243
and send V and K to the nodule 1243. (g) Encrypt Vwith K and send to the
network server 1206. (h) The network server 1206 acknow edges network
sign-on to the nodul e 1243. (i) The nodul e 1243 then inforns the network
server 1206 of the 35 destination (if any) to which it w shes to be
connected. (j) The network server 1206 establishes a connection to

MM SYMMETRICKEY X {658

. ENCRYPT WITH
SESSION KEY (TA/MM)

_y
MM SESSION MANAGER X [-660
SEND MESSAGE TO HOST

K2

HOST MESSAGE
MANAGER X 662
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_Y
MESSAGE INTERFACEX
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664

[ SYMMETRICKEYX 666

OECRYPT WITH SESSION KEY
(TA/MM)

Y
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the destination. The network sign-on is designed so that no one can spoof

the nodul e 1243 or intercept any of its information in the clear. Figure 37
describes the detailed flow of the network sign-on procedure.

Communi cations A establishes conmunications with the EMS Network 1198 (step
1244). Maintain Security A sends its certificate to the network server 1206
(step 1246). NS Network Sign-On receives the certificate (step 1248). NS
Random Nunber Generator generates random key K 10 and random verification
nunber V (step 1250). NS Symmetric Key eil/yﬂts the nodul e's certificate,
Kand Vwth a NS/SS key (step 1252). NS/ SS keys are |l ocal symetric keys
installed in network servers 1206 and security servers 1184 which

conmuni cate for network sign- 15 on. NS Network Sign-On sends the
certificate, Kand Vto

SYMMETRIC KEY X 668

ENCRYPT WITH SESSION KEY
(TA/MM)

MESSAGE INTERFACEX 670
SEND MESSAGE TO HOST

L]

HOSTMESSAGE. | .,
MANAGER X

SEND MESSAGE TO MM
SESSION MANAGER X

y
MM SESSION MANAGER X [-674

RECEIVE MESSAGE
v
MM SYMMETRIC KEY X_|-676

DECRYPT WITH SESSION KEY
(TA/MM)

Y
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the securit W@t 1184, where SS Network Sign-On receives tPoF/Usesssge and
SS Symmetric Key decrypts the nmessage (steps 1254 - 1258). SS Networ k
Sign-On stores K and V and then sends the nodule certificate to SS Public
20 Key for validation (steps 1260 - 1264). If the nodule certificate is
not valid, then SS Network Sign-On creates nessages to deny access for
transmttal to the network server 1206 and nodul e 1243 (step 1266). SS
Public Key encrypts the nessage to the 25 nodul e 1243 with the nodul e's
public key and SS Session Manager sends the nessages to the network server
(step 1268 - 1270). NS Network Sign-On re32/9ds the nmessages and notes
access denied. The encrypted nessage is then sent to the nodule, and the
net work server disconnects. 30 (Step 1272). Session Manager A receives

t he nessage, Public Key A decrypts the nessage, and Sessi on Manager A notes
t hat sign-on was denied (steps 1274 - 1278). If the device requesting '
sign-on was a transaction noney nodule, then To Subscriber A infornms the
subscri ber (steps 1280 - 35 1282), O herwise, To Bank A informs the bank
(step 1284). MM SYMMETRICKEY X |-673

ENCRYPT MESSAGE WITH
SESSION KEY (MM/MM)

Y
SEND MM/TA MESSAGE X

Y

MESSAGE INTERFACEX [-682
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I f, on the WORSBOHANd, the nodule's certificate WO 95/ 302 PCT/US9S/<3831

PCTI US95/ 03831 - 66 - is valid, then SS Control Bad ID List checks if the
nodule's id is on the bad id list (steps 1286 - 1288). |If the id is on the
list, then network access is denied. O herw se, SS Random Nunber GCener at or
creates random nunber R and a verification nessage (step 1290). SS Network
Sign-On assenbles R, the verification nessage, and the security server's
certificate in a nmessage which is encrypted by SS Public Key using A's
public key (steps 1292 - 1294). The massggeéf sent to A where Public Key
A decrypts the nessage and validates the ¢ ty server's 10 certificate
(step 1298). If the certificate is invalid, then A notes session

term nation and inforns either the subscriber or the bank (steps 1304 -

1306). If the certificajgS TICKET HOLDER X

RETRIEVE CREDIT CARD OR
DEBIT CARD CREDENTIAL

¥
694 PURCHASE X

SEND MESSAGE: CREDENTIAL
PAYMENT AND CREDENTIAL

v
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X-=>Y

v

698~ PURCHASE Y
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706
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7261 TOHOSTY
SEND MESSAGE WITH
AMOUNT AND CREDENTIAL
FOR REFUND

Y

Y

696
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valid, thervd/bsvees n Security A checks if the security 15 PEGyusesAI83ld is
on the bad id list (steps 1308 - 1310). |If on the list, then the session
is termnated (steps 1300 - 1306). If not on the list, then Random Nunber
Generator_ A creates random nunber R(A) (step 1312). Maintain Security A
forms session key (MM SS) by the operation R(IA) XOR R 2 and then stores the
session key (step 1314). A nessage containing the verification nessage and
R(A) is assenbled and encrypted with the security server's public key (step
1316). Session Manager A sends the nessage q SS Network Sign-On and SS
Public Key 25 decrypts the nessage (stw §18 - 1322). SS Network
Sign-On verifies that the verification nessage is the one which it created

(steps 1324 - 1326). If it not, then the security sg+yer deni es network
ssage is 30 correct,-.-SS Symmetric Key

access. If the verificati
forms session key (MM SS) gessi on Manager

notes the start of an acknowledgenent ¥t o A by the Send
Message subrouting CARBAUTHGRIZATION?] ., Sessi ¢n TOHOSTY -708
PROCESS SEND PRICE AND CREDENTIAL
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YES CHECK IF PAYMENT
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Manager A rwoos8&d1the acknow edgenent and notes the start afCrOSs&8E3I On
(step 1334). Clock/Timer A sends the tinme and date to the WO 95/ 30211
PCT/ US95/ 03831 - 67 - Session Manager which sends it to the security server
(steps 1336 - 1340). SS Synchronize Date/ Tine receives the time and date
and checks if it is within paranmeter (steps 1342 - 1344). If not within
paraneter, then SS Synchronize Date/ Time sends a new tine and date to
Session 5 Manager A (steps 1346 - 1350). dCock/Timer A then adjusts the
time and date (step 1352). A then resends its date and tinme to the security
server for rechecking. If clock synchroniZ8/9dn is attenpted nore than a
set nunber of tines, then a clock malfunction is reported to the 10

subscri ber or bank, which may then retry if desired (steps 1354 - 1362).

736 PURCHASEA
CHECK IF MERCHANDISE IS EO
738
NO
E0?
YES
740-{___TICKET HOLDER A
SEND ?ggﬁ}flfgg‘%%im EO 7461 TICKET HOLDER A |
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¥
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RECEIVE DECRYFTION KEY O e oecaveTon KEY FOR
F
D £ DERTIFER FOR DECRYPTION OF COMMUNICATION
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| f, howeverwobkse2ii e and date are within paranmeter, then SPCRUNS,ES31

Si gn- On assenbl es a nessage containing the bad id list, the new |list of
primary 15 security server public keys (which conmes fromthe Distribute
Certificatory Key function), and the public key length (the size of the
public keys are varied periodically) (step 1364). SS Create Certificate
checks if a global recertification has been called for, and 20 ensur es
that the tinme period for the global recertification has not expired (steps
1366 - 1368). Such tinme period should be | ong enough so that everyone's
certificate has been recertified or expin36 e function should al so check
when the nodule last recertified because 26 ___1f 1t _wag certified during
the period of the global recertifidat CYNERORGUITOMER wdul d be no need to
recertify. If recertification is rq@RHIERA ‘®ite Certificate adds
to the previous nessage: nodul e shqul E p T@*b). Then, whet her
or not a 30 recertification is cdll I ¢ [Key signs the
nmessage (step 1372). The nessage i s—senl 20, Mﬁﬂrﬂ

<
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Publ i c Key RO@N3#ts the digital signature on the nessage (stRPHUSBZA831
1378). If the signature is invalid, then the session is termnated. If the
signature is valid, 35 then Public Key A decrypts the prinmary security
server public key list using an existing PSS public key (step WO

95/ 30211 PCT/ US95/ 03831 - 68 - 1380).
The updated list of primary security server public keys was previously
encrypted by the private key of the originating primary security server.
Mai ntain Security A then updates its bad -13$)éit public key list, and key
| ength (step 1382). Mbddul e A then checks [ certificate needs to be
recertified (either because~Qf a global recertification order or because of
an expired certificate) (s 1384 - 1386). If a new certificate is
“required, then Maintain Se ty Ainitiates the generation of a new
certificate N IE—

770 TICKET HOLDER A
RETRIEVE TICKET AND
CHECK IF ACTIVE

772 774 776
NO L !
JOHOSTA ABORT TRANSACTION
SEND MESSAGE [ A->B
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10  (stepwassjaii Public Key A generates new keys and si gnFCT/USISEHS] he
new public key with its old public key (step 1390) Sessi on Manager A sends
t he signed new public key to the security server's SS Create Certificate
(steps 1392 - 1396). SS Public Key then validates the signature on the 15
new public key (steps 1398 - 1400). |If not a valid signature, then the
security server denies network access. |If the signature is valid, then SS
Public Key signs the nodule's new certificate and sends it to the nodul e
(step 1402). Session Manager A recei veseég'e/q:ﬁrt ificate, 20 Mai nt ai n
Security A undertakes to validate the c ate, and Public Key A
val i dates the signature (steps 1404 - 1410). If the certificate is not
valid, then Session Manager A sends a " ificate Invalid" nessage and the
certificate to the security server (st 12). SS Network Sign-On
receives the nessage and SS Public Key | dates the signature (steps 1414

- 1418). If the security serverree ERA L TS tificate is actually
valid, then it denies the nodul e—e:e-hr(reteg!t iOLﬂ”C A 794
MARKTICKET IN USE

(®) =

HTA INTERACTS WITH HTB

/

812 HTA | HTB -798
CHECK IF OWNER OF HTA HAS CHECK IF TICKET
COMPLETED TRANSACTION VALUE IS ZERO

814 800

|
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TRANSACTION COMPLETE

y

HTB_ -818
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VALUE OF TRANSACTION

L]
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NO

-820
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30 net womko 95730211 however, the certificate is invalid, theRCEUSSEs83IoN
Manager infornms the network server that it will disconnect fromthe network
(step 1420). NS Network Sign- On inforns the nodule of the mal function
(step 1422). The nodul e then queries-the subscriber or the bank for a retry
(steps 1424 - 1432). If, on the other hand, the nodul e determ nes WO

95/ 30211 PCT/ US95/ 03831 - 69 - 0 that
its new certificate is valid, then Session Manager A sends an

acknow edgenent. to the security server éiézg 1434). Simlarly, if no new
certificate was required then Maintain ifty A sends an acknow edgenent
nmessage to the security server (steps 1436 - 1438). In either case, 5 SS
Sessi on Manager receives the acknow edgenent and notes the end of its
session with the nodule (step . SS

HTB —-802

NOTIFY HTA OF
INSUFFICIENT VALUE AND
SEND MESSAGE TO TRUSTED
AGENT B THAT TICKET
IS VALUELESS

!
COMMIT TICKET
B-->A
HTA -806
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gos. ! 810
YES PURCHASE OF
ELECTRONIC MERCHANDISE

-804

NO

Figure 23D
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Net wor k Si gwe @i3izben sends K and V to A (steps 1442 - 1444) PCIEI956I831
Manager A receives the nessage and Symmetric Key A encrypts Vwith K and
sends the nessage to 10 the network server (steps 1446 - 1448). NS
Network Sign- On receives the nmessage and NS Symmetric Key decrypts the
nmessage and checks if Vis the sane Vit previously generated (steps 1450 -
1454). |If Vis incorrect, then NS Network Sign-On sends 15 an access

deni ed nmessage to A and then di sconnects (steps 1456 - 1458). If Vis
correct, then NS Network Sign-On sends qa acknow edgenent to A (step 1460).
Final ly, Session Manager A receives the edgnent and notes that A has
signed-on to the EMS Network 1198 (step 1462). 20 Establish Session Figure
38 shows the Establish Session protocol. Session Manager A checks if a
network connection to a noney nodul e or security server is required (steps
1464 - 25 1466). If a connection is needed, then Symetric Key A

encrypts the required destinati %Wléﬂ%)

SEND NEW VALUE TO A

SEND MESSAGE
B—>A
Y
PRESENT TICKET A =826
RECEIVE MESSAGE

y

TICKET HOLDER A —828

MARK TICKET NOT IN USE,
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Y
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Y
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__ ¥
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1

834
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Sessi on MawAxpsi30lsends the required destination to the net REFUSEEIY,
(step 1470). The network server then establishes a link to destination B
and sends an 30 acknow edgenent, which is received by Session Manager A
(steps 1472 - 1474). Maintain Security A sends its certificate to Session
Manager A which sends it to B (steps 1476 - 1478). Session Manager B
receives the certificate and Maintain 35 Security B (if Bis a security
server, then this function is perforned by the Session Manager) vali dates
t he WD 95/ 3Q211 PCT/ US95/ 03831 -
70 - certificate (steps 1480 - 1484). 14f1/t$1‘é certificate is not valid,

then Session Manager B notes the _session is ternmpated and inforns either
the subscriber or the bank (stlgaseh&rOrRUSTEIPAGENTA| B is a security server,
then B nmerely notes the transqdgaANTs TOTRARSFERTAIKETS 836
TO TRUSTED AGENT B
Y
HOST TRANSACTION
APPLICATION A (HTA)
CONNECTS TO -838
HOST TRANSACTION
APPLICATION B (HTB)
e ~a
840— HTA HTB -842
SEND MESSAGE TO TRUSTED SEND MESSAGE TO TRUSTED
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Y
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Figure 25A
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If the cert WQ¥#081Yi s valid, then Miintain Security B checks PCI/US¥4383N t he
bad id list (steps 1494 - 1496). If Ais on the list, then the session is
termnated. If Ais not on the list, then Random Number Generator B creates
random nunber R(B) and a B 10 verification nessage (step 1498).

Clock/ Timer Bretrieves 4 the time and date (step 1500). Miintain Security
B assenbles R(B), B verification nessage, tine and date, and B's
certificate in a nmessage (step 1502). Public Key B encrypts the nessage
with A's public-.-key and Session 15 I\/anag?/\igsends t he message to A
(steps 1504 - 1506). Session Manager A recé t he nessage, Public Key A
decrypts the nessage, and Maintain Secyrity A validates B's certificate

(steps 1508 - 1514). If the certifi is not valid, then Session Manager
A notes the 20 termnation of the sgsédion and infor.nms either the
subscri ber or the bank (steps 1516 - %522). If the certificate is valid,
then Maintain Security A cheLRS TTTEHGSPR [ c Dogsg d | ist (steps 1524 -
éLﬁgG). If Bis on the |ist, RB MEEACETO HINWTR I erm nated. If B is not on
TICKET LIST IN ORDER TO
CHOOSE TICKETS
v
HTA -860
SEND TICKET ID'STO
TRUSTED AGENT A
[
TOHOSTA 862
RECEIVE MESSAGE
Y
TICKET HOLDER A —864
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25 list, whoRaddiintain Security A retrieves the date and tPCEHUSASE3831
conpares it to B's date and tine (steps 1528 - 1530). If the date and tine
are out of range, then the session is termnated. If the date and tine are
in range, then Random 30 Nunber Generator A creates random nunber R(A)
and an A verification nmessage (step 1532). Maintain Security A then forns a
session key by the operation R(A) XOR R(B) (step 1534). The A verification
nessage, the B verification nmessage, the tinme, date and R(A) are 35

assenbl ed into a nessage and encrypted wi th B s public key (step 1536). The
nmessage is sent to B by Session Manager 43/87 95/ 30211

PCT/ US95/ 03831 - 71 - A (step 1538). Session Manager B receives the
nmessage, Public Key B decrypts the nessagesamd Maintain Security B checks
the B verification nessage (steps 1540 - @ | f
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ACKNOWLEDGEMENT TO A

y
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y
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the B veri fweassm@m message i's incorrect, the session is ter BqrAIsss381 the
B verification nessage is correct, 5 then Maintain Security B forns the
session key by R(A) XOR R(B) (step 1548). The tinme and date are retrieved
and conpared to A's tinme and date to check if they are within a predefined
range of each other (step 1550). If the tine and date are out of range,
then the session is termnated. 10 If the tine and date are in range,

t hen Session manager B notes the start of the session (step 1552). Session
Manager B then sends an acknow edgenent and the A verification nmessage to A
(steps 1554 - 1556). Session Manager A r44d9ks the nmessage and Maintain 15
Security A checks the A verification nessage (steps 1558 - 1562). If the

verification message is not cor[BRiNeROETRATED RBENTATler minated. If the
verification nessage is correct| thgpcibestdaaQiimeager notes the start of
t he session (step 1564). 20 Trahsf erCAYDERTIAEFBOME 39 (< dws the transfer
not es protocol . IDENTIFICATION AUTHORITY

Y
OWNER OF A PRESENTS
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Not e Di r ectwowsZomhooses the note(s) and val ues for transferPCEVESIBA6) .
Possi bl e objectives in choosing the 25 notes for transfer may, for
exanple, be: (1) mnimze the nunber of digital signatures (which requires
processing time); (2) mnimze the size of the packet; (3) maximze the
useful ness of the electronic notes left to the transferring subscriber
(i.e., pass the notes with the 30 shortest tine left until expiration).
Such obj ectives nmay be achi eved by the following note transfer algorithm
(1) determine all possible alternatives agag?bcontain t he | east nunber of
notes; (2) determ ne which of these alteP®d# ¥es have the | east nunber of
transfers; (3) if 35 nore than one choice is left fromstep 2, choose the

one which has the | east nunber of nonetary unit days. WO 95/ 30211
PCT/ US95/ 03831 - 72 - Mbonet §Ty- UpJBLI@KRYB ' €S! $9as val ue of note to be
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transferred WOA¥02the nunber of days left until the note expiBGISUSISNIRIRA
for all the notes in the packet. Notes X creates a transfer to be appended
to each note being transferred (step 1568). Public Key X 5 creates
signatures for the note(s) (step 1570). Packet Manager X then assenbl es
the note(s) with their new transfer(s) and signature(s) in a packet and
sends the packet to Y (steps 1572 - 1574). Packet Manager Y receives the

packet and di sassenbles it (step 1576). 10 Verify Y validates
all certificates in the 4 note )/ .g., noney generator
certificate and all transfer certificateS)” en all transfers to

certificates are verified by ensuring that the transferors and transferees
mat ch up t hroughout the story of the 15 electronic note. Also, the total
anount transferred is @ ed to ensure it is the amunt expected. (Steps

1578 - 1580). If not valyd, then the transaction is aborted (step 1582). If

valid and Yg3r-a [THRETHOKDERANCY] nodul e,
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20 then VBQ9$538211Y verifies the expiration dates of the noPetapoy=BIPS
1584 - 1588). If the note(s) are expired, then the transaction is aborted.
I f not expired, then Verifier Y checks each id fromthe note transfers
against the bad id list (steps 1590 - 1592). If any of the 25 transfer
id's are on the bad id list, then the transaction is aborted. If the
transfer id' s are not on the bad id list (or Yis not a transaction noney
nodul e), then Public Key Y verifies the validity of the note(s) signatures
(steps 30 1594 - 1596). |If the signatgrf&ire not valid, then the
transaction is aborted. If the signature valid, then Notes Y pl aces

the note(s) in the noney hol &R GOT AG 1y, Note Directory Y
updates the note(s) location(s) andpaampestn 'sb) (s 61600). 35 WO
95/ 30211 REVALIDATE CREDENTIAL PCT/ US95/ 03831
L]
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- 73 - For svgps/szchange Figure 40 shows the protocol for a fraomaisgscasschange
transaction using dollars and pounds as exenplary nonetary units.
Initially, A agrees to exchange with B dollars($) for pounds ([err]) at an
exchange rate of $/E (step 1602). A and B then sign on their noney nodul es
and pronpt their subscribers for the type of transaction (steps 1604 -
1610). A chooses to buy foreign exchange and B chooses to sell foreign
exchange (steps 1612 - 1614). A and B establish a secure transaction
session 10 (steps 1616 1620). To Subscriber A pronpts the owner/hol der
of A for the anpbunt by type of note of @8/%%k he wishes to exchange (step
1622). Pay/ Exchange A receives the anount and Note Directory A checks if A
has sufficient funds 15 (steps 124 - 1628). |If the funds are not
sufficient, then To Subscriber A ‘@a for a new amount which again is
checked agai nst existing funds (st®egg 1630 - 1632). If no new anount is
entered, then the transactiQn.l Ya
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CREATE CREDENTIAL B

REVALIDATE
UPDATE CREDENTIAL
?
IN PERSON? INFORMATION

YES ¥

988—| CREATECREDENTIALB | 9867 pgijveR CREDENTIAL
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(step 1634)wo230211 If funds are sufficient, then PREPUNEAHE A
sends the dollar anount to B (steps 1636 - 1638). To Subscriber B then
pronpts the owner/holder of B to select either the anmount of pounds he
wi shes to exchange for the dollars or, alternatively, sinply the exchange
rate for 25 the dollars (step 1640). Note Directory B checks for
sufficient funds (steps 1642 - 1644). |f funds are insufficient, then To
Subscri ber B pronpts for a new rate and again existing funds are checked
for sufficiency. (steps 1646 - 1648). If,4§? ver, no newrate is 30
sel ected, then Pay/Exchange B informs A t!s insufficient funds (steps
1650 - 1652). A may then select a new anpunt for exchange or abort the
transaction (steps 1630 - 1634]. THE ORVNERORSIRUSIED ent funds for the
transaction, 35 then Pay/Exc NT B RREIRES TR MAKR k,@&?\ﬂ edgement and the
t S

t of ds to be exchanged PENRTVRAREDMENEY
amount of pounds to be exchang oDUL% AYM?IG?%% '

OWNER OF TRUSTED AGENT B

¥
HOST TRANSACTION
APPLICATION A (HTA)
CONNECTSTOHOST  }1004
TRANSACTION
APPLICATION 8 (HTB)
[ HTA SENDS MESSAGE 10 [ FT8 SENDS MESSAGE 101008
1006 AGENT A TO PAY AGENT B TO RECEIVE PAYMENT
ESTABLISHSESSION | -
A->B
CHECKCREDENTIAL |
A->8B
y
PURCHASE A -1014
SEND MESSAGE "DOES B
REQUIRE A'S CREDENTIAL"
SEND MESSAGE 1016
A->B
I
TOHOST B 1018
SEND MESSAGE TO HTB:
*REQUIRE A'S CREDENTIAL?"

1020 1 l022

REQUIRE CHECK CREDENTIAL
CREDENTIAL] B—> A

o 3
& &
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WO 95/ 30210 95/30211 PCT/ US95/ (F¥3A1S9IS/»4831 -

al so sent) (steps 1654 - 1656). To Subscriber A pronpts to verify the
anount of pounds and the rate (steps 1658 - 1660). If the anmount and rate
are incorrect, then Pay/ Exchange A inforns B that the anount and rate are

I ncorrect (steps 1662 - 1664). To Subscriber B then pronpts for a newrate
(steps 1666 - 1668). |If no newrate is chosen, then the transaction is
aborted (step 1670). If, however, A verifies the correct anount and rate of
the transaction, then Pay/Exchange A pasgiiqghe 10 dol I ar anmpunt to the
noney hol der (step 1672). The dollar no Te then transferred fromA to
B (step 1674). Pay/ Exchange B passes t pound anount to its noney hol der
(step 1676). The pound notes are the nsferred fromB to A (step 1678).
15 At this point in the t action, both A and B provisionally
hol d forei gn exchange notes in_the corWect

PURCHASEB -1024

SEND MESSAGE CREDENTIAL
NOT REQUIRED

L]
SEND MESSAGE
-1026

B—>A
® =
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Y
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y
TOHOSTB 1032
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-1030

1034 11036

NO
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L]
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amounts. AwodsBo2inve each participated in two transfers: ARCEUSIS&IBE (1)
A transferred dollars to B; (2) A received pounds fromB. B transfers: (1)
B transferred 20 pounds to A, (2) B received dollars fromA  To conplete
t he forei gn exchange transaction, A nmust now conmt (i.e., finalize and
permanently record in its transaction log) both of its two transfers.
Simlarly, B nust commt both of its two transfers. Note that A nay conmt
to the 25 forei gn exchange transfer A -> B (dollars fromAto B) and B -
A (pounds fromB to A) separately. Likew S&B may commt to the foreign
exchange transfers A -> B and B - A sepa The next portion of the
forei gn exchange 30 protocol is deS|gned so that nelther party knows the

order in which the transacting nong SR A mit. Such uncertainty
wi || discourage parties frominten 3t Fied \O:tdnmper with a
transaction. As background, a func{igpgTRO yagahat S(0) = A and

S(1) - B, 35 where A and B refer n@mmm@m\jmnd B. Thus, if Xis
randomy chosen as 0 or 1, then nohey GROTRUSEEMNGENEBI S
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APPLICATION A (HTA)
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HOST TRANSACTION
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e
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y
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WO 95/ 3021%wo 95730211 ‘ PCT/ US95/ OBSI3US9Ss/ < FiBd1 -
randomy indicated. --The following routine is used to allow A and B to
commonly establish a random X. R(A) and R(B) are the random nunbers
generated by A and B, respectively, during the Establish Session
subroutine. The parity of R(A) XOR 5 R(B) is determ ned (by exclusive -
ORi ng each bit of RCA) XOR R(B). This parity is the random nunber X. X is
the conplenent of X (X - X XOR 1). Referring again to Figure 40, Tran Log A
conditionally updates its transaction log to record the 10 transfer S(X) to
S(X) (step 1680). IF X is calculated to#g/y then the transfer Ato B
(i.e., the dollar transfer) is conditio y recorded. If X is calculated

to be 1, then the transfer Bto A (i € the pound transfer) is
conditionally recorded. Because the i s conditionally

10661 __INITIATE DISPUTEA
DOES THE DISPUTE iNVOLVE

AN EO?
- 1126
N T—
1068 VES TNITIATE DISPUTE A
| RETRIEVE £O IDENTIFIER
: FROM TICKET
NO ¥
Y 7128 TOHOST A
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SEND A COPY OF THE TICKETTO “SEND £EO"
8 WITH DISPUTE INFORMATION ;
Y
71130 HTA
SEND MESSAGE
1072~ A > B SENDEO TO A
)
ACE SEND A COPY OF TICKET
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1076 PURCHASE B 7
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\o 1078 A=>B
(e @ ;
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15 recor d&@,9sB021kmy be rol |l ed-back in the event noney nodubermseshagits t he
transaction. The update | og becones permanent once the | og update has been
set to unconditional (either as shown explicitly in the flow diagram or
inmplicitly during a commt). Session Manager A 20 then sends a "Log

Updat ed" nessage to B (steps 1682 - 1684). In response, Tran Log B al so
conditionally updates its log to record the transfer S(X) to S(X) (step
1686). If X - 1, then Tran Log B sets the | og update to unconditi onal
(steps 1688 - 1690). Thus, at this point, B 25 has commtted to its
transfer of pounds to A. Next, B fol | ou83¢/8d Cormit protocol (step 1692)
descri bed subsequently with reference to Figure 41. In this situation, A
will commt to both its transfers (i.e., transferring dollars and receiving
pounds) and B will 30 commt to its gue outstanding (uncommtted)
transfer, namely receiving dollars. If wever, X = 0 (step -@ t hen
Sessi on Manager B sends a "Start Conmm pssage to A (steps 16% 1696) .
Tran Log A then sets its |og upd%goto 1080

1

RESOLVE DISPUTE B
SEND MESSAGE
TICKET INVALID
O’
1742 PURCHASEB
VALIDATE EO 1082 SENDBMESASAGE
1146 1144 _:
e
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(]
1150 A8
DETERMINE IF EO DEFECTIVE
BASED ON CUSTOMER
COMPLAINT

1152
D
‘NO

1154—{____RESOLVE DISPUTE B

SEND MESSAGE EO
NOT DEFECTIVE

&
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35  uncondwoiossiedii(step 1698), thus committing to its transPEFUSIS @Y ars.
The Commt protocol of Figure 41 is then WO 95/ 0211

PCT/ US95/ 03831 - 76 - called (step 1700). During this protocol (described
subsequently) B commts to both its transfers (i.e., transferring pounds
and receiving dollars) and A commts to its one outstanding transfer,

recei ving pounds. The foreign exchange protocol thus ensures that neither
party know whose transfer (A's of dollars or B s of pounds) will be
commtted first. This reduces the incentibyj ﬁt, a party to tanper with the
transaction. Commt (Module) 10 / fgure 41 shows the Commt
protocol for nodules. 4 Session Manager X sends a "Ready-to-Commt" nessage
to Y (steps 1702 - 1704). This passes the obligation to commt to the

nodul e receiving the nessage. In a @mti onal

HTB -1096

SEND MESSAGE TO HTA
QUERYING CUSTOMER FOR
RESOLUTION

HTA -1098

CUSTOMER CHOOSES MONEY
BACK OR NEW MERCHANDISE

1102
PAY DISPUTE
Y
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noney trans¥@m®s/a2enari o, this technique of passing the 15 poEvss;8d31
commtting first is used to ensure that the party transferring noney
commts first, so as to elimnate the possibility of duplicating noney.
Sessi on Manager Y then sends an acknow edgnent to X (steps 1706 - 1708) and
commts to any outstanding 20 transactions by updating its transaction
|l og (step 1710). Also, if Y is a transaction noney nodule, then To
subscriber Y notifies the subscriber of the successful transaction (steps
1712 - 1714). Session Manager Y notes the d of the session (step 1716).
25 Tran Log X receives the Qﬂledgenent fromY and updates
its transaction log, thus commtting to any outstanding transfers. X
conpletes its conmt in the sage manner as Y (steps 1718 - 1724). 30

Abort Transaction (Mdul e) Ne 42 shows the Abort transaction protocol
for nodul es. Session Manager ol | s-back changes and notes that the
transaction is aborted (step $726). Session Manager X then checks if the
"Ready-to-Commit" PURCHASE B - 1104

REQUEST MERCHANDISE
FROM MERCHANDISE SERVER

y
MERCHANDISE SERVER |-71106

RETRIEVE MERCHANDISE
AND SENDTO B

Y

PURCHASE B 1708

RECEIVE MERCHANDISE
AND VALIDATE IDENTITY

1712
—>
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1120~ DELIVER MERCHANDISE RESOLVE DISPUTEB 1714
7 SEND MESSAGE
_ MERCHANDISE UNAVAILABLE
1122~ OPEN MERCHANDISE 7
¥ SEND MESSAGE
B> A 1116
1124-|  COMMIT DISPUTE :

i PAY DISPUTE ~1118
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35 nmessagwolsgofigen sent (steps 1728 - 1730). If so, thenPCI/UBASHBEY it s
transaction log (step 1732) by recordi ng that WO 95/ 30211

PCT/ US95/ 03831 - 77 - X conmitted after sending a Ready-to-Conmt nessage
and recording the note identifiers and anmounts of each note received during
the Transfer Notes protocol. Thus, the abort protocol |ogs information when
the Abort subroutine is called during a failed Commt subroutine. 5

If X is a transaction noney nodule 1186, and the Ready-to-Commit nessage
was sent, then To Subscriber X inforns its subscriber that the transaction
was aborted and that there may have been 56f@¥y transfer error (steps 1734
- 1738). 10 If Xis ateller noney nodule 1188, then To Bank X
inforns the bank that it should reverse its accounting transactions (by
appropriate debits and credits) (steps

COMMIT A -1156

SESSION MANAGERA 7158

SEND MESSAGE TO B WITH
ACKNOWLEDGEMENT

]
SEND MESSAGE

A->B
Y .
SESSION MANAGERB |-17162

RECEIVE MESSAGE

y
COMMITB -1164

-1160

Figure 31
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1740 - 174W09%302K i s a transacti on noney nodule 1186 and ndPCT/USISI831
Ready-to-Commt nessage has been sent, then To 15 Subscri ber X inforns

t he subscriber that the transaction was aborted (step 1744). In any event,
Sessi on Manager X then sends Y a nmessage that the transacti on cannot be
conpleted (steps 1746 - 1748). Session Manager Y rolls-back its changes 20
and notes the transaction as aborted (step 1750). Y then infornms its
subscri ber that the transaction is aborted (steps 1752 - 1754) or inforns
the bank to reverse its accounting transaction (steps 1756 - 1758). As
described, if a transaction is interru§i&#®P5 during a conmit protocol,
it is possible that notes will be lost. |If this occurs, the transferee
wi || have aborted and the transferor will have commtted to the transfer of
notes. In this case, the transferee npney nodule records infornmation about
the notes it should have recelvedNIFIBTEDISPYUTE Af | e5 116 subscri ber that
there is a potential problem{i .sgNDIMESSAQE REQUEHCelve the notes sent by A).
It may be noted that in this ¢ircutONBYBACKTERBf ar fs the transferor

SEND MESSAGE
A->8B
¥
RESOLVE DISPUTEB -1170

RECEIVE MESSAGE, CHECK A'S
PAYMENT METHOD

-1168

11! 76
PURCHASEB

MONEY MODULE PAYMENT
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A->B
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nmoney nodulveo pg3eeoncerned, it properly transferred the not ePCTE9544831

The transferee noney nodul e subscri ber can then make a claimfor the noney
to the Certification Agency. WO 95/ 30211

PCT/ US95/ 03831 -78- The claiminformation would include the |og record of
the failed transaction. The Certification Agency could then check with

I ssuing banks to see if the notes have been reconciled. After sone period
of time, if the notes have not been reconciled, the subscriber could
reclaimhis 5 noney. Figure 43 shows a Prg% of Sale (PCS) paynent
protocol. The POS Paynent protocol is i dd to 10 sinplify paynents
made between a buyer's transaction noney 4 nodule 1186 and a nerchant's
transacti on noney nodul e

Primary _
Security 1182
Server

l Certificate (SS)

Security | 1184
Server
Certificate (M)
l 1186 l 1188 l 1190 l 1192
| i —r |
Transaction Teller Money Customer
Money Money Generator Service
Module Module Module Module
Figure 33A
1182 Security Network Encryption Key 1184
| — ]
Primary SS, M Public Key Lengths Security
Security Bad ID List
Server : Server
Primary Security Server PK List
\ Global Recertification /
Figure 33B
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1186. The m¥W@PwIM1lls transacti on noney nodul e 1186 may, for &EAMPE?I8Be
| ocated in a cash register at a supermarket. 15 Initially, A
agrees to purchase products or services fromB (step 1760). The
owner/ hol der of transaction noney nodule A signs onto his nobney nodul e
(step 1762). To Subscriber A pronpts the owner/holder for a transaction and
A chooses to nmake a POS paynent (steps 20 1764 - 1766). Meanwhile, the
merchant determ nes the total purchase price (step 1768). To Subscriber B
pronpts for a transaction and B chooses %8 ricei ve a PCS paynent (steps
1770 - 1772). A and B then establish a session (steps 1774 - 1776).
25 To Subscriber B pronpts for anount of paynent and
Pay/ Exchange B receives the am)unt and sends it to A (steps 1778 . a£82).
To Subscriber A then pronpts s+lper1208 verif d8% mount
(steps 1784 - 1786). MNoreoy€r, bscribgr is r 30
the notes in which it wll & _ﬁ'l“mm{ﬁn y or crﬁgikfaﬁgeﬁgp unts
aﬁg&ag jring anufacturing LA

1

so that the total equals t\E
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n184
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1194 1;82
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amount. | f whesseguest ed anount is not correct, then Pay/ ExakemmgssAsssends B
a nessage indicating that the requested anount is incorrect (steps 1788 -
1790). To Subscriber B then pronpts its host for a new anmount (steps 1792 -
1794). If a new amobunt is not chosen then the WO 95/ 30211
PCT/ US95/ 03831 - 79 - transaction is aborted (step 1796). If the requested
anount is correct, then Pay/Exchange A receives anounts by type of note
(step 1798). Note Directory A then checks for sufficient funds (steps 1800
- 1802). If funds are insufficient, then To 5 Subscri ber A pronpts for
new anounts by type of note (steps 1804 }9 6). If no new anmount is
entered, then Pay/ Exchange A sends B a r%g age that it has insufficient
funds (steps 1808, 1790). To Subscriber B pronpts host for new anount
(steps 1792 -1794). If no new anmount is . 1208

L

EXTERNAL INTERFACE
SESSION MANAGER 1210

CREATE | DISTRIBUTE '
NETWORK | CREATE | ,croine |cERTIFICATORY| (CONTROL |SYNCHRONIZE
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1212 1214 1218 1220 1222
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-
1224
Figure 35A
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1 i ] 1 N}
1232 1234 1236 1240 1242
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10  sel ect¥@9BPRL the transaction is aborted (step 1796). PEFUPHAHN
anount is selected, then the paynent transaction begins again. If funds are
sufficient, then Pay/Exchange A passes the anmount to the noney hol der (step
1810). The 15 notes are then transferred fromA to B (step 1812).

Finally, the transaction noney nodules commt (step 1814). As can be seen,
the POS paynent is sinplified for the buyer because it is a payee initiated
paynent. 20 Li nk Accounts Figure 44 shows the
protocol for |inking accounts by creatkﬁgagz updati ng account profiles. A
custonmer will be able to |ink his/her ction noney nodul e to his/her
accounts at a bank by using the link 25 accounts protocol (a teller noney
nodul e 1188 at a correspondent bank may al so be linked to its bank's
accounts at an issuing bank). A profile of accounts irs carried by the
transacti on noney nodul e 1186 (or teller noney nodule 1188) for access to

each of the linked 30 accounts. This profile will be signed by a bank's
(d)
(a)
11243 , l (b) * 1;206 11184
>
Money (m) - Network ( - Security
Module |2 Server Server
e '
(h) '
4 (e, (f)
Network 1206
Server
G
1200
Bank
LAN
Teller 1188
) MM
Figure 36
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security sewomss3di84. The bank need not keep an access |ist POT/US¥5HS31
custoner since it can check its digital signature when the account profile
is presented by the custonmer's noney nodule. This should provide increased
35 security over today's nmethod of access using an ATMor credit card.
WO 95/ 30211 PCT/ US95/ 03831 - 80 -
Cust omer Service Mddules 1192 (CSM are tanper- proof devices used for
creating and updating account profiles. CSMs 1192 contain a unique
certificate like those found in noney nodul es and security servers. CSMs
can establish secure sessions with other fes (e.g., 5 security
servers). To link accounts, the owner of a transaction noney nodul e 1186
goes to his bank in person and copn&OMMUNICARIONS Andhi244 0 t he bank's
network 1200. Referring to ESTABLISH COMMUNICA-
TIONS WITH NETWORK

® =
MAINTAIN SECURITYA |-1246
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L]
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Figure 44, WR®SABHAY nodul e sel ects bank access to. |ink 10 PCHEEH(AY
(step 1816). The noney nodul e 1186 then establishes a secure session with
a security server 1184 (step 1818). The noney nodul e then sends a |ink
accounts request to the security server along with its current bank profile
(if one exists) (step 1820). The security server 15 receives the |ink
request (and bank profile) (step 1822). The security server establishes a
session with a customer service nodule 1192 (step 1824). The security
server then sends a |ink request (and ba file) to the CSM (step 1826).
20 The owner of the transact ney nodul e then presents his
identification to a bank custoner service representative (step 1828). The
cust oner service representative enters t ustomer's nane and the CSM
accesses the custoner's account-list frqQ he bank systens 25 (step
1830). The owner of the noney nodul e t hey selects t he accounts to be

| i nked for access by the nnn%égyeduke—g —4the CSM notes the
accounts to be | i nked (steplae D__;ﬂﬂl_ iy owner and customer
service VALIDATE CERTTFICATE
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repr esent atwoessé@n check the account |inks (steps 1836 - 30PCT/USE3)831 | f
the account links are incorrect, then the CSMto security server session
and the security server to noney nodul e session are aborted (steps 1840 -
1842). If the account links are correct, then the CSM 1192 sends the
account profile to the security server 1184 35 (step 1844). The security
server 1184 digitally signs the new (or updated) profile (step 1846). The
security server W95/ 30211
PCT/ US95/ 03831 - 81 - 1184 then sends the signed profile to the noney
nodul e 1186 (step 1848). Finally, the dule to security server
transaction commts (step 1850) and the séecurity server to CSMtransaction
commts (step 1852) this disclosure, there is shown and described 5
the preferred enbots of the invention, it being understood that the
i nvention i 329@pabl &ef use in various

i
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ot her conbiwa9sgegatand environnents and is capabl e of changeBCDUSYS <3831
nodi fications within the scope of the inventive concepts as expressed

herein. 10 15 20 25 30 35 WD 95/ 30211

PCT/ US95/ 03831 -82 | CLAIM 1. A system for open el ectronic comrerce
where both custoners and nmerchants can securely transact conprising: a
custoner trusted agent; 5 a first noney nodul e associ at ed

with said

65/91

>
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custoner tr¥¥PoEdent, and capabl e of securely communi cati n§CHUSHS3831d
custoner trusted agent; a nerchant trusted agent capable of establishing a
first cryptographically secure session with 10 said custoner trusted
agent; 4 a second noney nodul e associ at ed
with said nmerchant trusted agent. and capabl e of securely conmunicating with
said nerchant trusted agent, and capable of establishing a second
cryptographically secure 15 session with said first noney nodul e; where
said nerchant trusted agent transfers el eégrgr}i c nmerchandi se, via said
first cryptographically secure session, t id customer trusted agent
whi ch provisionally retains said ele1!25nic mer chandi se; 20

9

where said custonmer trusted agent pr{ s first paynment information to
said first noney nodul e and said nmerchgfit trusted agent provides second
paynment information to saig—segond-gpaby _opdule. _uhere said first noney
nodul e transfers 25 el ed ,.ijﬂéﬁﬂéLﬂ!ﬂEﬁﬁﬂlﬂ!ﬂﬂt consistent with said
FOR TRANSMITTAL TO NETWORK
SERVER AND MODULE
y
SS PUBLIC KEY ~1268
ENCRYPT MESSAGE TO MODULE
WITH MODULE'S PUBLIC KEY
L]
SS SESSION MANAGER |-1270
SEND MESSAGES TO
NETWORK SERVER
Y
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RECEIVE MESSAGES AND NOTE|
ACCESS DENIED. SEND
ENCRYPTED MESSAGE TO
MODULE AND DISCONNECT
Y
SESSION MANAGERA | 1274

RECEIVE MESSAGE

Y
PUBLIC KEY A -1276

DECRYPT MESSAGE
® o
SESSION MANAGERA |-1278

NOTE SIGN-ON DENIED

1280 1284
NO TOBANK A
TRANSACTION SEND MESSAGE
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TOSUBSCRIBERA 1282
SEND MESSAGE |
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‘
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and second p®ssesarili nformation, to said second noney nodul e PCWUSES.@8¥Mecond
cryptographically secure session; where said first noney nodul e i nforns
sai d custoner trusted agent upon successful transfer of said 30

el ectroni c noney, whereupon said retention of electronic merchandise is no

| onger provisional, and where said second noney nodule inforns said

mer chant trusted agent upon successful receipt of said electronic noney. 35
2. The system of claim 1, wherein said first paynment information includes
a paynment anount and said Rec' d PCT/ PTO 0 6 MAY 1996 second paynent
information includes a verification of §yg@gaynment anount. 3. The system
of claim1, wherein sajd second paynent information includes a paynent

anount and said fir yrrent i nformation includes a verification of said
paynent anount.
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4.  The sywoesseXiicl ai m 1, wherein said el ectronic mer chandPGBUSWPsIISES a

ticket. 5. The system of claim1, wherein said electronic nmerchandi se
conprises an encrypted el ectronic object and a decryption ticket capable of
decrypting said encrypted el ectronic object. 6. The systemof claim1,

wherein said ticket includes the follow ng sections: identifier,
conponents, issuer signature, issuer certificate, transfer history, and

sender signatures. 7. The system of claim®6, wherein said ticket is a
credential ticket. 8. The system of claim6, wherein said ticket is a
transportation ticket. 9. The systen1of68M91n(i wherein said ticket is an
event ticket. 10. The system of claim6, erein said t is a communications
ticket. 11. The system of claim®6, wher err] is a physical object
ticket. :
SEND MESSAGE
SECURTYSERVER—>A | 7%
Y
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OF MESSAGE
1378 Y
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12. The sygveas/¥Ric| aim5, wherein said decryption ticket i rROT/ULIS/383¢
follow ng sections: identifier, conmponents, issuer signature, issuer
certificate, transfer history, and sender signatures. 13. The system of
claim1l1, wherein said custoner trusted agent and said first noney nodul e
‘are part of a custoner transaction device further including a first host
processor and a first bus connecting said custoner trusted agent, said
first noney nodule, and said first host processor. 14. The systemof claim
13, wherein said nmerchant trusted agent and said second noney nodul e are
part of a nmerchant transaction device f OB i ncl udi ng a second host

processor and a second bus connect jAg said nmerchant trusted agent, said
second noney nodul e, and said sec ost processor. 15. The system of
claim1l, wherein a trusted :
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Y _______
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agent conprwoessiaappl i cati on software executed on a processor pcaugosy3gnney
nodul e conpri ses application software executed on a separate processor
where said processors are tanper-proof. 16. The systemof claim1l, wherein
a trusted agent and a noney nodul e conprise application software both
executed on the same tanper-proof processor. 17. For use in the secure
purchase of electronic nerchandise with the aid of a nerchant trusted agent
and first and second noney nodul es capabl e -of establishing a second
cryptographi cal ly secure session, a custoner trusted agent conprising: a
processor adapted for the foll ow ng: estéﬂﬂﬂ?ﬂing a first cryptographically
secure session with said nerchant trusted agent; securely conmuni cati ng
with said first noney nodul e associated<:;>h sai d custoner trusted agent;

MAINTAIN SECURITYA [-1388

INITIATE GENERATION OF
NEW CERTIFICATE

L]
PUBLIC KEY A ~1390

GENERATE NEW KEYS AND
SIGN NEW PUBLIC KEY
WITH OLD KEY

v
SESSION MANAGERA (7392
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recei ving MM@IPpB@ sionally retaining el ectroni ¢c nmerchandi sePCT/USHSE383d
merchant trusted agent via said first cryptographically secure session; and
provi di ng paynment information to said first noney nodul e; where said first
noney nodul e transfers el ectronic noney, in an anobunt consistent with said
paynment information, via said second cryptographically secure session, to
sai d second noney nodul e associated with said nmerchant trusted agent; and
where said custoner trusted agent is informed by said first noney nodul e
upon successful .transfer of said electrgyti ney, whereupon said retention
of said electronic nerchandise is no | odg 9g?ovisional and said electronic
18

nmer chandi se nay be used b he cust oner. : Fh?iﬁgﬁﬁ?ﬂﬁﬁiﬁﬁﬁﬁiﬁf agent of
claim 17, wherein said pa t information in :!SéJNJDV"QCE‘ﬁTi?IEAT'E"lNVAﬁﬁ""- 12 19.
Th ¢ of claim17
e custoner trusted age 18Im0 —t MESSAGE AND CERTIFICATE
1404~ SRESION MANAGER A TO SECURITY SERVER
RECEIVE CERTIFICATE [ SS NETWORK SIGN-ON |-1474
| Y RECEIVE MESSAGE
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wher ei n sai Wopapeamt i nformation includes a verification of pCpagssE3ss:
anount. 20. The custoner trusted agent of claim17, wherein said electronic
mer chandi se conprises a ticket. 21. The custoner trusted agent of claim 17,
wherein said el ectroni c nerchandi se conprises an encrypted el ectronic

obj ect and a decryption ticket capable of decrypting said encrypted

el ectronic object. 22. The apparatus of claim 17, wherein said custoner
trusted agent conprises application software -86 - executed on said
processor, and said first noney nodul e C%Bri ses application software
executed on a separate processor, where '@flrocessors are tanper - proof.
23. The apparatus of claim 17, wherein said custoner trusted agent and
said first noney nodul e conprise appli ca@\ sof tware both executed on said

SS CREATE CERTIFICATE [-1370

ADD TO MESSAGE:
MODULE SHOULD RECERTIFY

(pf—v
$S PUBLIC KEY L1372
SIGN MESSAGE

O

Figure 37K
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processor wwodls/30a1t anper - proof. 24. For use in the secure SRCEHUSYSv3IS31

el ectronic nerchandise with the aid of a custoner trusted agent and first
and second noney nodul es capabl e of establishing a second cryptographically
secure session, a nerchant trusted agent conprising: a processor adapted
for the followi ng: establishing a first cryptographically secure session
with said custoner trusted agent; securely conmunicating with said second
noney nodul e associated with said nmerchant trusted agent; transferring

el ectroni ¢ nmerchandi se, via said first g*%ﬂéﬁgraphically secure session to
said custoner trusted agent which provi ly retains said electronic

mer chandi se; and provi di hg pay pest—-hatorrati-ar—te—5ai d second noney nodul e;

where sai d second noney mme._ﬁaney, i n an anount
i ndi cated by sai d paynent CHECK IF NETWORK
CONNECTION TO A
MONEY MODULE OR
SECURITY SERVER IS REQUIRED

1466

CONNECTIO!
NEEDED?
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i nf ormat i onWQASE02Idi d second crypt ographically secure sessi oRCTUSHHi383 d
first noney nodul e associated with said custoner trusted agent; and where
said nerchant trusted agent is inforned by said second noney nodul e upon
successful receipt of said electronic noney whereupon the nerchant's sale
I s | ogged. - 87 - 25. The nerchant trusted agent of claim 24, wherein
sai d paynent information includes a paynent anount. 26. The nerchant
trusted agent of claim 24, wherein said paynent information includes a
verification of .a paynent amount. 27. The nerchant trusted agent of claim
24, wherein said el ectronic merchandi se Z4f@7 ses a ticket. 28. The
nmerchant trusted age of claim 24,

w O,
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wher ei n sai wossaez1moni ¢ ner chandi se conpri ses an encrypted ePETASIREI_IL

obj ect and a decryption ticket capable of decrypting said encrypted

el ectroni c objact. 29. The apparatus of claim 24, wherein said nerchant
trusted agent conprises application software executed on said processor,
and said second noney nodul e conprises application software executed on a
separate processor, where said processors are tanper-proof. 30. The
apparatus of claim 24, wherein said nerchant trusted agent and said second
noney nodul e conpri se application software both executed on said processor
which is tanper-proof. 31. A nethod for;qa@y,ely exchangi ng an el ectronic
ticket and electronic _noney utilizing a"custoner trusted agent, a first

noney nodul e, a merc trusted agent, and a second noney nodul e,
conprising the steps (a) establishing a first cryptographically secure
session between _said austoner trusted agent and said nerchant trusted
agent; SESSION MANAGERA 1508
RECEIVE MESSAGE
LA
PUBLIC KEY A -1510
DECRYPT MESSAGE
y
MAINTAIN SECURITYA [1572
. VALIDATE CERTIFICATE

NO SESSION MANAGERA |1516
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(b) said nesmahesmozirr ust ed agent transferring said el ectroni cpir@jsot,«3syi
said first - 88 - cryptographically secure session, to said custoner
trusted agent which provisionally retains said electronic ticket; (c)
establishing a second cryptographically secure session between said first
noney nodul e and said second noney nodule; (d) said custoner trusted agent
securely providing first paynent information to said first noney nodul e;
(e) said nmerchant trusted agent securely providi ng second paynent
information to said second noney nodule; (f) said first noney nodul e
transferring, via said second cryptograpfbf81y secure session, said

el ectronic noney in an anount consistent with said first :

MAINTAIN SECURITYA |-1534
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and second YWayH#ilinformation, to said second noney nodul e REIE$PS/2I831
provisionally retains said electronic noney; (g) said first noney nodul e
commtting and securely informng said customer trusted agent of successful
el ectroni c noney transfer; (h) said second noney nodule conmtting,

wher eupon said retention of said electronic noney is no | onger provisional,
and securely inform ng said nerchant trusted agent of successful electronic
noney receipt; (i) said custoner trusted agent commtting, whereupon said
retention of said electronic ticket is nﬁgbﬁg?er provisional; and (j) said
merchant trusted agent commtting. 32. T hod of claim 31, wherein said
first paynment information includes a paynent anount and said second paynent
informati on includes a verificatiga~of said paynent anmount, further

i ncl udi ng between steps (d) and ( he steps of: said first noney nodul e
transferring, via

SESSION MANAGERB |-71552
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Y
SESSION MANAGER B -1554
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y
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sai d second W398 aphi cal | y secure session, said payment arPEUNIS9s/c3s3ni d
second noney nodul e; and - 89 - said second noney nodul e securely
inform ng said nerchant trusted agent of said paynent anount. 33. The

met hod of claim 31, wherein said second paynent information includes a
paynment anount and said first paynent information includes a verification
of said paynent anount, further including between steps (d) and (e) the
steps of: said second noney nodule transferring, via said second
cryptographi cal I'y secure session, said p?, anount to said first noney
nodul e; and said first noney nodul e secu gﬂésinforning sai d custoner
trusted agent of said paynent anmount. 34. The nethod of claim 31, further

i ncluding the step of: NOTE DIRECTORY X __ 1566

CHOOSE NOTE(S) AND VALUES
FOR TRANSFER

Y
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v
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after step wb)psseaid custoner trusted agent processing sai d PCHUSYSHE831
ticket to verify the correctness of said electronic ticket. 35. The nethod
of claim 31, wherein said electronic ticket is a decryption ticket used for
decrypting an encrypted el ectronic object. 36. The nethod of claim 31,
wherein steps (g) and (h) conprise the substeps of: said second noney
nodul e sendi ng a Ready- To-Commit nessage to said first noney nodul e via
sai d second cryptographically secure session; said first noney nodul e
updating a first transaction |og and i nf 025153 sai d custoner trusted agent
of successful electronic noney transfer; 4992 d second nmoney nodul e
updating a second transaction | og and securely inform ng said nerchant
trusted agent of successful el ectronic noney receipt.

1586 "~ VERIFIERY
VERIFY EXPIRATION DATES
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- 90 - 37. Weosmmkiiod of claim 31, wherein the steps of comipcavusystssssai d
custoner trusted agent, said nerchant trusted agent, said first noney
nodul e, and said second noney nodul e i nclude | ogging a transaction wherein
it can no | onger abort said transaction by rolling-back its state. 38. A
met hod for securely exchanging an electronic ticket and el ectroni c noney
utilizing a custoner trusted agent, a first noney nodule, a nerchant
trusted agent, and a second noney nodul e, conprising the steps of:
establishing a first cryptographically secure session between said custoner
trusted agent and said nerchant trusted §. establishing a second

crypt ographically secure session between said first noney nodul e and said

second noney nodul e; said custqu&&%R I#a%xﬂNﬂNtEb curely providing first
t

paynent information to said fir
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nmodul e; sai WORSB@ANt trusted agent securely providing seconBCHH§AHSAE31

I nformation to said second noney nodul e; said first noney nodul e
transferring, via said second cryptographically secure session, said

el ectronic noney in an anount consistent with said first and second paynent
i nformation, to said second noney nodul e which provisionally retains said
el ectroni c noney; said nerchant trusted agent transferring said electronic
ticket, via said first cryptographically secure session, to said custoner
trusted agent which provisionally retaigf bd el ectronic ticket; said
custoner trusted agent securely instruc Lég aid first noney nodule to
commt; said first noney nodule conmttipg and securely informng said
custoner trusted agent of
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REPLACENVENTwWHHER02191 39. A method utilizing a tanper- proof PCYEEIM3831
trusted agent and a tanper-proof nerchant trusted agent to perform an

aut hori zati on- based paynent transaction, conprising: (a) establishing a
cryptographi cally secure session between said custoner trusted agent and
said nmerchant trusted agent, wherein sai.d custoner trusted agent and said
mer chant trusted agent exchange digitally signed trusted agent certificates
that each include a trusted agent identifier; (b) transferring electronic
mer chandi se from said nmerchant trusted %Egai to said custoner trusted
agent, via said cryptographically secur lion, where said custoner
trusted agent provisionally_ retains said electronic nerchandise; (c)

sai d custoner trusted agey al i dating said el ectronic nmerchandi se; (d)
sai d custoner trusted agen ansferring a paynent credential to said
merchant trusted agent via sgaid €%¥ptographically secure session, [ wher ei n
said trusted agent identi

said custoner trusted agent's
certificate i s conpared ARMOBATO reg@ ver tru t e PAYIRXEHANGERA f i dv1gb2Wherein

sai d paynent credent il |&RAIEdes > , t r9ESIDaVALBERINCORRETTt iff i er: (e)
said nerchant trusted aggof dating sai d jpaynment MESSAGENt i al Wherein said
trusted agent identifier AT sal d cust oner ruse a n scer ificate is

conpared to said receiver t ust agent i deng+ &6 mer chant
trusted agent ;320dTNOPAVEXC Credenti gl SEQD}”F%?GE - 1664
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correspondi fg ésmozai d el ectroni ¢ merchandi se to an aut hori zapcowssgsaesr k
for paynent authorization; (9) sai d nerchant trusted agent receiving
a paynent aut hori zation; (h) said nerchant trusted agent sending a
paynent authorized nessage to said custoner trusted agent via said
cryptographically secure session and commtting to said authorization-based
paynent transaction; and (i) said custoner trusted agent commtting to
sai d aut hori zati on-based paynent transaction, whereupon said retention of
said el ectronic.nerchandise is no | onger_ provisional. 46. A et hod for
presenting an electronic ticket for ser\8 1uti|izing a customer trusted
agent, a first host processor, a nerchant tr ed agent and a second host
processor, conprising the steps of: establi a cryptographically secure
sessi on between said custoner trusted agent sai d .nerchant trusted
agent; said first host processor informng sa¥d custoner trusted agent of
said electronic ticket selected for preseFRANLOG Asal d puggpner trusted
agent sending a copy of said el ectroff&bin AFEY SG [rer chant trusted

agent, via said cryptographically seLUTRARSFERISON > S(X)
| y
SESSION MANAGER A [-7682

SEND MESSAGE LOG
UPDATED

y
SEND MESSAGE

A->B
Y
TRANLOGSB -1686

CONDITIONAL UPDATE LOG
TRANSFER S(X) —> S(X)

- 1684

NO
1694 l
SESSION MANAGER B TRAN LOG B -1690
SEND MESSAGE — START SET LOG UPDATE
COMMIT UNCONDITIONAL
1696 l cow:mr
SEND MESSAGE B—>A 1692
B->A
‘
TRANLOG A - 1698
SET LOG UPDATE
UNCONDITIONAL
COMMIT
> B 1700
Figure 40D
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sai d nercharfobgseired agent checking the validity of said el ggfgsdscas31
ticket; said nerchant trusted agent notifying said second host processor to
deliver services identified by said electronic ticket; sai d nmer chant
trusted agent notifying said custonmer trusted agent, via said i
cryptographically secure session, that said electronic ticket is in use;
sai d second host processor informng said nerchant trusted agent that said
servi ces have been rendered; said nerchant trusted agent sending a new
ticket value to said custoner trusted agent; said custoner trusted agent
mar ki ng said electronic ticket not in Q§4/qu updating ticket value: said
custoner trusted agent commtting; and said nerchant trusted agent

commtting. 51. A nmethod for transferring an electronic ticket froma
first trusted agent to a secon ri sing the steps of:
establ i shing a cryptographical LyS @8n said first trusted
agent and said second trusted fgEND,READY-TO-COMMIT
MESSAGE
* .
SEND MESSAGE . 1704
X=>Y
]
SESSION MANAGERY 1706
SEND ACKNOWLEDGEMENT
L]
SEND MESSAGE
Y ->X
]
1718 1708 1!7 10
TRANLOG X TRAN LOG Y
UPDATE TRAN LOG UPDATE TRAN LOG
1712 ‘
NO
YES
TO SUBSCRIBER X 1714- TO SUBSCRIBER Y
NOTIFY SUBSCRIBER END OF NOTIFY SUBSCRIBER END OF
TRANSACTION TRANSACTION
—J—-—-——» k
SESSION MANAGER X }|-1724 1716-1 SESSION MANAGER Y
NOTE END OF SESSION NOTE END OF SESSION

o)
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said first wossiezitagent signing over said el ectronic ticketPoyusektizesy
transfer information to a transfer history section of said electronic

ti cket and appending a digital signature to a sender signatures section of
said electronic ticket; said first trusted agent sending said signed over
electronic ticket to said second trusted agent, via said cryptographically
secure session; 1 1111111 111111 11121111111111111 said second trusted
agent validating said signed over electronic ticket; said second trusted
agent sendi ng an acknow edgnent nessage to said first trusted agent, via
sai d cryptographically secure session; &§A7receiving said acknow edgenent
nmessage. said first trusted agent sendlng a nessage to said second trusted
agent and conmtting;, and after receiving said nessage. said second trusted

agent commtting[.]: where in thle gtsgtoﬂmﬁgqgafxer 1yagsaction fail s,
Ot L £

said first and second trusted ag an Ta fleir states using abort
means. 56. The net hod of cl ai -Awgﬁﬁﬂm@ﬂﬁéﬁhiing the [steps] step
of : after receiving said acknomﬁ----v- age aLd first trusted agent
deleting said electronic ticket[._and
SESSION MANAGERX 1728

CHECK IF READY-TO-COMMIT
MESSAGE SENT

1730
NO

YES

TRAN LOG X -1732
UPDATE TRAN LOG

11744

TO SUBSCRIBER X

SEND MESSAGE:
TRANSACTION ABORTED

1742 TO BANK X

REVERSE ACCOUNTING
TRANSACTIONS

TO SUBSCRIBER X -1738

SEND MESSAGE: TRANSACTION
ABORTED AND POSSIBLE MONEY
TRANSFER ERROR

y
1746— __SESSION MANAGER X

—»-| SEND MESSAGE TO Y THAT |«e Y
TRANSACTION CANNOT BE
COMPLETED

L

N
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said first wasyidilagent sending a nessage to said second tr (PCTAISISRSAL
initiating said conmtting of said second trusted agent]. 95 - 52. The
nmet hod of claimb51, wherein said electronic ticket is a transportation
ticket. 53. The method of claimb51, wherein said electronic ticket is an
event ticket. 54. The nethod of claimb51, wherein said electronic ticket is
a communi cations ticket for accessing a comunications service. 55. The

met hod of claim51, wherein said electronic ticket is a credential. 56. The
met hod of claim.51, further conprising the steps of: after receiving said
acknow edgment message, said first trust86/8Ent deleting said electronic

ticket; and

SEND MESSAGE
X=>Y
¥
SESSION MANAGERY 171750
ROLL-BACK CHANGES AND
NOTE TRANSACTION ABORTED

. 1756

-1748

NO
TRANSACTION
MM?

YES
1754 TO SUBSCRIBER Y TO BANK Y
SEND MESSAGE REVERSE ACCOUNTING
TRANSACTION ABORTED TRANSACTIONS

)
l 1758

Figure 428
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said first woassedl agent sending a nessage to said second t reclyeshsagesnt
initiating said conmtting of said second trusted agent. 57. A nethod for
acquiring an electronic credential utilizing a custoner trusted agent, an
authority trusted agent, and a host processor, conprising the steps of:
establishing a cryptographically secure session between said custoner
trusted agent and said authority trusted agent; said host processor sending
credential information to said authority trusted agent; said authority
trusted agent assenbling said electronic_credential including said
credential information, a digital si gnats%e;é nd a certificate; sending
said electronic credential to said custopner trusted agent, via said
cryptographically secure session] A AGREESTO PURCHASE
PRODUCTS OR SERVICES  f-1760

FROM B
1
Y i
A SIGNS ON MONEY | 1768=3B ASSIGNS V,
NS ON M 1762 768—{B ASSIGNS VALUE TO PURCHASE
¥ y
TO SUBSCRIBERA___ | 1764 1770—| __TOSUBSCRIBERB
PROMPT FOR TRANSACTION PROMPT FOR ;RANSACT'ON
L
A CHOOSES TOMAKE |- | BcHOOSES 7O RECEVE
POS PAYMENT 1766 1772 POS PAYMENT
Y Y
SESSION MANAGERA _|1775 1774—|__SESSION MANAGER B
ESTABLISH COMMUNICATION ESTABLISH COMMUNICATION
i 1
ESTABLISHSESSION |
B—>A
y
TO SUBSCRIBERB __ |1778
PROMPT FOR AMOUNT
OF PAYMENT
® ;
PAY/EXCHANGEB __|-1780
RECEIVE AMOUNT AND
SEND TO A
v
SENDMESSAGE | ..
B—>A
¥
TO SUBSCRIBERA __ }1784
PROMPT SUBSCRIBER TO VERIFY
AMOUNT AND TO CHOOSE
AMOUNTS BY TYPE OF NOTE
(TOTAL = REQUESTED AMOUNT)
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96 - said cwsemseriitr ust ed a'gent val i dating said el ectroni c PCEMSHS I3RIL

sai d custoner trusted agent commtting; and said authority trusted agent
commtting. 58. The method of claim57, wherein said el ectronic credenti al
is a driver's license. 59. The nethod of claimb57, wherein said electronic
credential is a corporate seal. 60. The nethod of claim57, wherein said

el ectronic credential is a credit or debit card. 61. The nethod of claim
57, wherein said electronic credential is a passport. 62. The method of
claim57, wherei.n said electronic cr edent'gl gf a social security card. 63.
The nethod of claimb57, further includin b{ Ssteps of: sending a paynent
anount to said custoner trusted agent via said cryptographically secure
sessi on;

1788 1786
PAY/EXCHANGE A CORRECY
SEND MESSAGE AMOUNT?
AMOUNT INCORRECT
YES
PAY/EXCHANGEA |1798
RECEIVE AMOUNTS BY TYPE
OF NOTE
NOTE DIRECTORYA | 1800
CHECK SUFFICIENT FUNDS BY
TYPE OF NOTE
NO
1804 l
TO SUBSCRIBER A PAY/EXCHANGEA  }1810
PROMPT FOR NEW PASS AMOUNT TO
AMOUNTS BY TYPE OF NOTE MONEY HOLDER
1806 L
NO TRANSFER NOTES
-1812
q A->8
¥
YES COMMIT
-1814

v
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est abl i shi nggodssenond crypt ographically secure sessi on bet wepoTasésnigi
noney nodul e associated with said custoner trusted agent and a second noney
nodul e associated with said authority trusted agent; and said first noney
nodul e transferring electronic noney to said second noney nodul e in an
anount consistent with said paynent amount. 64. The nmethod of claim57,
further including the steps of: sending a paynent anount to said custoner
trusted agent via said cryptographically secure session; - 97 - said
custonmer trusted agent sending a paynent credential to said authority
trusted agent via said cryptographical | \89£8Jre session; said authority
trusted agent validating said paynent credential;

@ f

PAY/EXCHANGE A 1808

SEND MESSAGE TO B
INSUFFICIENT FUNDS

o=
SEND MESSAGE
A->8B

v
TO SUBSCRIBERB _ }-1792

PROMPT HOST FOR
NEW AMOUNT

-1790

1794
(=
NO

ABORT TRANSACTION
B—>A

- 1796

Figure 43C
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sendi ng sai ¢hgoEpeB|nt anount and sai d paynent credential to apefdesvisst
aut hori zation network; said authority trusted agent receiving notification
that paynent is authorized; and said authority trusted agent sending a
paynent authorized nessage to said custoner trusted agent. 65. The net hod
of claimb57, wherein said trusted agents record |log information which after
said commtting step i s nonprovisionally maintained by said trusted agents.
66. The nmethod of claim65, wherein said customer trusted agent's | og
i nformation includes said credential information. 67. A nethod for renotely
revalidating an el ectronic credential ut 90ﬁ9ﬁg a customer trusted agent
and an authority trusted agent, conprising the steps of: (a) establishing a
cryptographi cally secure session between said custoner trusted agent and
said authority trusted agent; [TBANSACTIONMONEY MOBULE] sgpent sendi ng
SELECT BANK ACCESS TO
LINK ACCOUNTS

TRANSACTION MONEY MODULE 1873

ESTABLISH SESSION WITH SECURITY
SERVER

y _
TRANSACTION MONEY MODULE 1820

SEND LINK ACCOUNTS REQUEST TO
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¥
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]
CSM 1830

ENTER CUSTOMER NAME AND
ACCESS CUSTOMER
ACCOUNT-LIST FROM BANK
SYSTEMS
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sai d el ect rwniss/zeriedent i al

crypt ographically secure session,

authority trusted agent validating said electronic credential;

for

renote revalidation;

to said authority trusted agent, PCEUSZSGE831

(c) said

authority trusted agent assenbling an updated el ectronic credenti al

I ncl udi ng updated credential-information,

certificater

sai d custoner trusted agent,

- 98 -

a digital

si gnhat ur e,
(e) sending said updated el ectronic credenti al
via said cryptographically secure session;

and a

(d) said

to

()

said custoner trusted agent validating s%ﬁi/ﬁadat ed electronic credenti al ;

(g) said custoner trusted agent commtti

11840
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(h) said authority trusted agent commtting. 68. The nethod of §
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said first noney nodul e transferring electronic noney to said second noney
nodul e in an amount consistent wth said paynment anmount. 99 74. The

met hod of claim 67, further including thessteps of: SQnding}a paynent

anpunt to said customer trusted agent via said. cryptogyaphically secure
session; said customer trusted agent sending a payment credential to said
authority trusted agent via said cryptographically sectire session; said
authority trusted agent validating said paynment credential; sending said
paynent -anount and said paynent credential to a card authorization network;"
said authority trusted agent receiving notificati-on that paynent is

aut hori zed; and :
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said authority trusted agent sending a paynent autBolTze® ness said
custoner trusted agent. 75. The nethod of clain167?9ﬁhéfbin/§&sgﬁlzagbég

agent's record log informati on which after sigg onmj tting stepa

nonprovi sional Iy mai ntai ned-by said trusted ﬁe%béﬁ'ﬁ@t ﬂcéMﬁYc"gag&
67, further including the steps of said agyZ?rity trusted agent determ ning
If said electronic credential should be revalidated in person. 77. The

met hod of cl ai Biketd Ur thefrdmalayli fithdtiors e i int i Stigy (69, said
authority trusted qggft sendi,ng an %%%Porlt credential to, said customner
trusted agent, WRYE c?gfr'i}"pttrfg'ﬁ"hﬁj’rﬁ nsr s JA&i0Rnd MIA% K&t oner
trusted agent wairdsima satahsadthicon thoo widicst istlores.the Bl lavifey an

trusted agent u ; E e B
et udi ng a 11 A it ERHRReton ' (i SR I0RET a re-

transaction ticket image; a post-transaction ticket image;

dispute information including the date of dispute (as
maintained by each trusted agent in the dispute dialog),
status, and merchant resolution (e.g., replace, refund,
denied); and recertifying information (e.g., date of
recertification). An Initiate Dispute function 168
presents electronic merchandise if a customer is
dissatisfied.

Figure 4C shows the merchant transactor
functions. A Purchase function 170 exchanges tickets 8
and electronic objects for payment. A To Host function
172 provides an interface to the transaction device’s host
processor 124. A Receive Ticket function 176 processes a
received ticket 8 to provide service or information. An
Acquire Credential function 177 obtains a merchant
credential. A Tran Log function 174 maintains a log of
trusted agent transactions. A Resolve Dispute function
178 receives tickets 8 and electronic objects to resolve a
customer complaint.

Figure 4D shows the authority transactor
functions. A Create Credential function 180 constructs
and delivers credential tickets to a requestor. A To Host
function 182 provides an interface to the transaction
device’s host processor 124. A Receive Ticket function
184 processes a received ticket 8 to provide service or
information. A Revalidate Credential function 186 accepts
a current credential and reissues the credential with a
new expiration date. A Tran Log function 183 maintains a
log of transactions. An Acquiring Credential function 185
obtains an authority credential.

Referring again to Figure 4A, a To Money Module
function 150 communicates with the money module 6 in the
same transaction device 122 to provide payment. A
Cryptography function 152 provides public key and
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- 100 - agent, and a second noney nodul e, conpriPCIYL e-méeﬁs()@?}ll

establishing a first cryptographically secute SeSSI on en sai rst

trusted agent and said second trusted agent g‘? Ef'ﬁ%f g #ﬂ%ﬂggﬁ

sending a second trusted agent credential to sal d~agent
said first cryptographically secure sessi o,;? sal d fi rst trusted agent
val i dating said second trusted agent cr ec?' tial and provisionally retaining

sai d crendentIé\&m&ﬁtﬂcfk&ftcﬁyeasﬂaﬁﬁfatfﬁﬁeéwﬂspayﬂﬁ twéﬂiorcﬁa&hon to
sai d second trustﬁ %"‘i said first crg mp ica secure seSS| on;
and said firstPEp g’éﬂ’“?ﬁ?%?a‘ﬁ?ﬁgcﬁ}ﬂp’é ? Eeﬁ%% ues Wa¥t Per om
said first noney nodule to said second noney nodul e, in an anount
consistent with
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sai d payne | fmati on and via a second cryptographically secure session
said first and second noney nodul es; said first trusted agent

conmmtting after receiving paynment successful_infqrmation fyom sgid first
nmoney nodul e, whereupon said first trusted a@aja%"?ﬁw- "qb@gobz_gljy

-0
mai ntains | og information including sai con trustedja ent, credenti al
and data corresponding to said paynent ﬁ@ﬁﬁi%T/ﬁTGSalﬁiM*¥ 6rusted

agent conmitting after receiving pay “successful information from said

second no VAR net.ho f.alaim78, further .conprising the
steps of : n%%‘f%%j:ﬁagm%%sﬁ}f?%rﬁoq%%“‘fﬁ ez ﬁe??ﬁdglf"Bt%&PngeéBﬁa trusted
agent i nqupaymeptvadunt.a first trusted agent credential is requested; said

first trusted agent sending a first trusted agent credential to said second

trusted agent via said first cryptographically secure session; and
3. The system of claim 1, wherein said second

payment information includes a payment amount and said
first payment information includes a verification of said
payment amount.

4. The system of claim 1, wherein said
electronic merchandise comprises a ticket.

5. The system of claim 1, wherein said
electronic merchandise comprises an encrypted electronic
object and a decryption ticket capable of decrypting said
encrypted electronic object.

6. The system of claim 1, wherein said ticket
includes the following sections: identifier, components,
issuer signature, issuer certificate, transfer history,
and sender signatures.

7. The system of claim 6, wherein said ticket
is a credential ticket.

8. The system of claim 6, wherein said ticket
is a transportation ticket.

9. The system of claim 6, wherein said ticket
is an event ticket.

10. The system of claim 6, wherein said t
is a communications ticket.

11. The system of claim 6, wherein ss
is a physical object ticket.
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- 101 - said second trusted agent validating said first trusted agent 1
credential. 80. A nethod for resolving a dispute over ﬁl T4l §
mer chandi se utilizing a custoner trusted agent, a firs m r(zcijsgs 3
merchant trusted agent, and a second host processor, conprising the steps

of : (a) establishing a cryptographically segugé§§§§§bq@;?gﬁwggﬂgpglgéﬁngé;996

custoner trusted agent and said nerchant trus agent;

trusted agent sending transgggiogh%gg%%e%ﬁeé?réfggmfgrE%?ggéinpégggssor for

choice of a dispute corresponding tg onic_ tiEk ored in said
customer trusted @geRYPtien ticketi inclndes phectelbewingdsegtiengit e

information to sajdeAtstP8R] &6MPBERENLEISN sshEY SPyHatUsEOMBEstiepst ed agent

sending a s ot . ]
9 certificate, transfer history, and sender signatures.

13. The system of claim 1, wherein said
customer trusted agent and said first money module are
part of a customer transaction device further including a
first host processor and a first bus connecting said
customer trusted agent, said first money module, and said
first host processor.

14. The system of claim 13, wherein said
merchant trusted agent and said second money module are
part of a merchant transaction device further including a
second host processor and a second bus connecting said
merchant trusted agent, said@ second money module, and said
second host processor.

15. The system of claim 1, wherein a trusted
agent comprises application software executed on a
processor, and a money module comprises application
software executed on a separate processor, where said
processors are tamper-proof.

16. The system of claim 1, wherein a trusted
agent and a money module comprise application software
both executed on the same tamper-proof processor.

17. For use in the secure purchase of
electronic merchandise with the aid of a merchant trusted
agent and first and second money modules capable of
establishing a second cryptographically secure session, a
customer trusted agent comprising:

a processor adapted for the following:
establishing a first cryptographically
secure session with said merchant trusted agent;

L



copy of said electronic ticket and said dispute information to said-
merchant trusted agent, via said cryptographically secu es ion'dﬁg i
merchant trusted agent validating said electronic ti g@fmé)és’élb 8?3nf
trusted agent sending said electronic ticket a [ kf's ute i nfaqr '

to said second host processor; (g) deciding t% _ﬁee h’é.lr@frl@ Mmh%wgs
to said electronic ticket and said di spute information; (h) said second

host processor sending a dispute deni ed nESy muiglc%tfs}’_g{?tcgﬁgﬁ, Fsraé%t st

agent; (i) said merchant trusted agent repor§?n§ sal eni-e
message to said cioneyemodulst agsagdated Withaisaidysustomnerr f3ustedy@agent;
comrtting; and (k) said nerchant tru§gﬁgi%g%§tdﬁaﬂggguﬂgaonally retaining
electronic merchandise from said merchant trusted agent
via said first cryptographically secure session; and
providing payment information to said
first money module;
where said first money module transfers
electronic money, in an amount consistent with said
payment information, via said second cryptographically
secure session, to said second money module associated
with said merchant trusted agent; and
where said customer trusted agent is
informed by said first money module upon successful
transfer of said electronic money, wherevpon said
retention of said electronic merchandise is no longer
provisional and said electronic merchandise may be used by
the customer.

18. The customer trusted agent of claim 17,
wherein said payment information includes a payment
amount.

19. The customer trusted agent of claim 17,
wherein said payment information includes a verification
of a payment amount.

20. The customer trusted agent of claim 17,
wherein said electronic merchandise comprises a ticket.

~21. The customer trusted agent of claim 17,
wherein said electronic merchandise comprises an encrypted
electronic object and a decryption ticket capable of
decrypting said encrypted electronic object.

22. The apparatus of claim 17, wherein said
customer trusted agent comprises application software
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- 102 - 81. The method of cl ai m 80, wherein step (j) mqm geﬁ]sl;l@t}BB].

of logging the dispute denied transaction. 82. The net

further conprising the steps of: said custoner EIusted endl a0
el ectroni c object corresponding to said electro {aq ?3 %' nd xgv héﬁt 396

trusted agent; validating said electronic ObJSCt decryptlng sai d
el ectronic object using said electronic ti ckeP®? and sendi ng said decrypted

el ectroni c obj ect i c h r.Qcess r efect testl 3. The

met hod of clain18§%8ﬁﬁg?§i%gsgggdegggfgsﬁPE'ogﬁgcfaﬁg SR8 Bo . Nle

met hod of clain18@pmmhesesnapnldcateonrsnftwabpeexebgtednpntarsepﬁrw&ee.
processor, where said processors are tamper-proof.

23. The apparatus of claim 17,'wherein said
customer trusted agent and said first money module
comprise application software both executed on said
processor which is tamper-proof.

24. For use in the secure sale of electronic
merchandise with the aid of a customer trusted agent and
first and second money modules capable of establishing a
second cryptographically secure session, a merchant
trusted agent comprising:

a processor adapted for the following:
‘-establishing a first cryptographically
secure session with said customer trusted agent;
securely communicating with said
second money module associated with said merchant trusted
agent;
transferring electronic merchandise,
via said first cryptographically secure session to said
customer trusted agent which provisionally retains said
electronic merchandise; and
providing payment information to said
second money module;
where said second money module receives
electronic money, in an amount indicated by said payment
information, via said second cryptographically secure
session, from said first money module associated with said
customer trusted agent; and
where said merchant trusted agent is
informed by said second money module upon successful
receipt of said electronic money whereupon the merchant‘’s
sale is logged.

—_—
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85. A nethod for resolving a dispute over electronic @eschandi Ut || 4z

a custoner trusted agent, a first host processor, a Jgigﬁﬁgg é?ﬁiﬂegiad%:?;
and a second host processor, conprising the steps of: (a) _establi shi

first cryptographically secure session bet vveeneg?i Rg@éé&'f/ﬁ&f@&ﬂ@%ﬂg%
and said nmerchant trusted agent; (b) said cgsggngr trusted agent sending
transaction log data to said first host proceSsor for choice of a dispute

corresponding to an el ectrogic tijgrke ' ' K e
agent; (c) said first host g§ace?§§rh§§%§%ﬁg S?S%gfg %ﬁ?éggg i%%gié gé?d
custoner trusted wherein( gpidapaymentoinformation apedudeendi pgymedtpy of
sai d el ectronic tapkghtand said dispute information to said nmerchant

trusted agent, via said first AMENDED SHEET

26. The merchant trusted agent of claim 24,
wherein said payment information includes a verification
of a payment amount.

27. The merchant trusted agent of claim 24,
wherein said electronic merchandise comprises a ticket.

28. The merchant trusted agent of claim 24,
wherein said electronic merchandise comprises an encrypted
electronic object and a decryption ticket capable of
decrypting said encrypted electronic objact.

29. The apparatus of claim 24, wherein said
merchant trusted agent comprises application software
executed on said processor, and said second money module
comprises application software executed on a separate
processor, where said processors are tamper-proof.

30. The apparatus of claim 24, wherein said
merchant trusted agent and said second money module
comprise application software both executed on said
processor which is tamper-proof.

31. A method for securely exchanging an
electronic ticket and electronic money utilizing a
customer trusted agent, a first money module, a merchant
trusted agent, and a second money module, comprising the
steps of:

(a) establishing a first cryptographically
secure session between said customer trusted agent and
said merchant trusted agent;

{b) said merchant trusted agent
transferring said electronic ticket, via said first
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- 103 - cryptographically secur e session; (e) said merchant trusted agent

validating said electronic ticket; (f) said nerchant trqé}ﬁ&ﬁﬁo @ ﬁ&mmm

said electronic ticket and said dispute informatiﬁﬂﬂ@

processor; (g) deciding not to deny said dispute relating to said
electronic ticket and said dispute information; and (h) initiating a
custoner refund. 86. The nethod of clain1857'ﬁﬁeféin step (h) includes the

o ccessor T equest CRYPETOEORICAIIY ReRRe SReRiT Y sl Bbrosh® trittea

i nfformi ng sai d cuggendr whigh parayjsionaldy setaingssaid electironion ticket;

refund; and said custoner trustechge@gtggnqg%gna a second
cryptographically secure session between said first money
module and said second money module;

(d) said customer trusted agent securely
providing first payment information to said first money
module;

(e) said merchant trusted agent securely
providing second payment information to said second money
module;

(f) said first money module tfansferring,
via said second cryptographically secure session, said
electronic money in an amount consistent with said first
and second payment information, to said second money
module which provisionally retains said electronic money;

(g) said first money module committing and
securely informing said customer trusted agent of
successful electronic money transfer;

(h) said second money module committing,
whereupon said retention of said electronic money is no
longer provisional, and securely informing said merchant
trusted agent of successful electronic money receipt;

(i) said customer trusted agent
committing, whereupon said retention of said electronic
ticket is no longer provisional; and

(j) said merchant trusted agent
committing.

32. The method of claim 31, wherein said first
payment information includes a péyment amount and said
second payment information includes a verification of said
payment amount, further including between steps (d) and
(e) the steps of:

said first money module transferring, via
said second cryptographically secure session, said payment
amount to said second money module; and
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refund request to said nerchant trusted agent, via said first

cryrtggraphically secure session. 87. The nethod of claim86, further

i ncluding the steps of: establishing a second cryptographically Secuske jxpay 4are
session between a first noney nodul e associ at ed wWst/hi-s rd E%s‘té?ré& tﬁﬂs%éﬁ\ 1-'-'55
agent and a second noney nodul e associated with said nmerchant trusted

agent; said customer trusted agent providing BPr3t refund paynent

information to said first noney nodyl e and _said nercga t trustedq agent .,
provi di ng second- refund paynent PRi8r FEFPBA BENEY; BO BESnﬁeﬁBﬁ YngagPEPlng

and sai d second nBagyg megchantr tpaktedi agentcofr said paymgntnamouatount
consistent wwth said refund paynment information, to said first noney nodul e

via said second cryptographically secure session. - 104 -
33. The method of claim 31, wherein said second

payment information includes a payment amount and said
first payment information includes a verification of said
payment amount, further including between steps (d) and
(e) the steps of: '

said second money module transferring, via
said second cryptographically secure session, said payment
amount to said first money module; and

said first money module securely informing
said customer trusted agent of.said payment amount.

24, The method of claim 31, further including
the step of:
after step (b), said customer trusted agent
processing said electronic ticket to verify the
correctness of said electronic ticket.

35. The method of claim 31, wherein said
electronic ticket is a decryption ticket used for
decrypting an encrypted electronic object.

36. The method of claim 31, wherein steps (g)

and (h) comprise the substeps of:

said second money module sending a Ready-
To-Commit message to said first money module via said
second cryptographically secure session;

said first money module updating a first
transaction log and informing said customer trusted agent
of successful electronic money transfer; and

said second money module updating a second
transaction log and securely informing said merchant
trusted agent of successful electronic money receipt.
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88. The nmethod of claim86, further including the step!\ ,sa ﬁf hahi~~
trusted agent sending a refund payneht anount to said ﬂmhﬁy gr

agent via said cryptographically secure session; said cust

agent sending a paynent credential to said ner ch Rec! &%tbngﬂm\{ 1996
cryptographically secure session; said nercha t sted agent validating

sai d paynent credential; said nerchant truste agent sendi ng sai d paynent

credential and said refund y net rk Jfor
BT A Htlod, B LM H1 7 IR 1E e s

refund aut horization; said ferc agen rece

aut hori zati on; an@fsSommiditdmenibn r&ﬂ@e@lﬁgmrsmm% aq@rnmd sald

aut hori zati on nesgaghlafts Tréhsted Qg@htt I g3lied A4 moreyS @iddule, and said

cryptographically secure session. The nethod qf clalim 86, furthe

conpri sing the Stgﬁgogp:money mod e include logging a transactlon whereln
' it can no longer abort said transaction by rolling-back

its state.

38. A method for securely exchanging an
electronic ticket and electronic money utilizing a
customer trusted agent, a first money module, a merchant
trusted agent, and a second money module, comprising the
steps of: |

establishing a first cryptographically
secure session between said customer trusted agent and
said merchant trusted agent;

establishing a second cryptographically
secure session between said first money module and said
second money module;

said customer trusted agent securely
prov1d1ng first payment information to said first money
module;

said merchant trusted agent securely
providing second payment information to said second money
module;

said first money module transferring, via
said second cryptographically secure session, said
electronic money in an amount consistent with said first
and second payment information, to said second money
module which provisionally retains said electronic money;

said merchant trusted agent transferring
said electronic ticket, via said first cryptographically
secure session, to said customer trusted agent which
provisionally retains said electronic ticket;

said customer trusted agent securely
instructing said first money module to commit;

said first money module committing and
securely informing said customer trusted agent of
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said custoner trusted agent sen : ' MAY 1‘
sai d epm maﬂﬁ:@‘iﬁ@dto sai d FHI%%EEW*%IB@&E;—E&%TBQ&%MPS’L%OQ

el ectro trypting sdi_d el BEPLBRER objefit using said electronic

ticket; id decrypted erectronic opject to said second host
processor for defect testing. 90. The nethod_cg claim 85, further
conprising the steps of said nerchant and custoher trusted agent s

commtting. 91. Tr&é@%f%g&%lgo%in\#‘mﬁéiﬁé&gr chant and customner

trusted agents non-provision y naln nsact1on 1og data after said
comitting steps. - 105 - 92. SRifbtSRIPIbMoneE | Maditle enmmikinger
el ectroni c mer chaRfierfeupidn igd i) reteiP! i8I lof r4b5iE kBl onic money is no

longer provisional, and securely informing said merchant
trusted agent of successful electronic money receipt;
said customer trusted agent committing,
whereupon said retention of said electronic ticket is no
longer provisional; and
said merchant trusted agent committing.

39. A method utilizing a tamper-proof customer
trusted agent and a tamper-proof merchant trusted agent to
perform an authorization-based payment transaction,
comprising:

(a) establishing a cryptographically
secure session between said customer trusted agent and
said merchant trusted agent, wherein said customer trusted
agent and said merchant trusted agent exchange digitally
signed trusted agent certificates that each include a
trusted agent identifier;

(b) transferring electronic merchandise
from said merchant trusted agent to said customer trusted
agent, via said cryptographically secure session, where
said customer trusted agent provisionally retains said
electronic merchandise;

(c) said customer trusted agent validating
said electronic merchandise;

(d) said customer trusted agent
transferring a payment credential to said merchant trusted
agent via said cryptographically secure session, wherein
said trusted agent identifier from said customer trusted
agent’s certificate is compared to said receiver trusted
agent identifier; r

(e) said merchant trusted agent validating
said payment credential;

(f) said merchant trusted agent sending
said payment credential and a price corresponding to said

R e i
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a fig ts eegﬁgng&lq& §e9r a merchant trusted agent,_and a second host

proc g the ste To‘f'—:est abt.i'shi ng i ﬁ@@@g%ﬂf)ﬁal T‘yOS“ec"Ufﬂ\é 135t
sessi k cust omer § sy LAL- ‘arid” siai d mer chant | trust ed

agent trusted ’ﬁiLansictlon | og data to said

first host processor for choice of a dispute gorresponding to an electronic
ticket stored in said custoner trusted agent; 9%4id first host processor

sendi ng di spute i fornatlon to 1.d;.C {gggg
trusted agent se %)P%’?é%aaanddlélﬁs och"H"[‘i{Oe'El and sal cr%dﬁgpute
information to s&aymmnharm@cbmgent via said cryptographically

secure session; said merchant tr et AP Herctd ot Mkt hddrfe tF &b Dvi
ticket; said mer chant trust ed agégl)i sendi nge said electronic %cket and ]ér;ﬁd

di sput e i nf or mat idrPayment AWRIHEatIN br ocessor :
(h) said merchant trusted agent sending a

payment authorized message to said customer trusted agent
via said cryptographically secure session and committing
to said authorization-based payment transaction; and

(i) said customer trusted agent committing
to said authorization-based payment transaction, whereupon
said retention of said electronic merchandise is no longer
provisional.

40. The method of claim' 39, wherein said
customer and merchant trusted agents record log
information of said transaction, where said log
information is non-provisionally maintained following said

committing steps.

41. The method of claim 40, wherein said
electronic merchandise comprises a ticket.

42. The method of claim 41, wherein said
customer trusted agent’s log information includes ticket
information and payment data.

43. The method of claim 39, wherein said
electronic merchandise comprises a decryption ticket
provisionally retained by said customer trusted agent upon

_transfer, and an encrypted electronic object that may be
stored separately from said merchant trusted agent and
decrypted by said decryption ticket.

44. The method of claim 39, further including

the steps of:
after step (a), said merchant trusted agent

sending a merchant credential to said customer trusted

H|||II| 1l IIIIHIIII Il AMENDED SHEET



deciding not to deny said dispute relating to said el ecFFJA[St ic}:l&t«l Bnd 8 31

sai dhigh B 1 i on; _said _nerchant. t£usted agent requesting new

elegtn ‘F Lse fromﬁgggﬁthaﬂﬂiwﬁﬁsemver;.said nerchandhfgéﬁgﬁyﬁége

sendi i se to sal hgmaghent tr Ustedsagens saane=ai ) 4 ang It
B et e 7

trusted agent sending sai t-pew-merehatdise t tYust ed agent

via said cryptographically secure session. 9393The nethod of claim 92,
further conprising the steps of: said custoner trusted agent sending an
el ectroni c obj ectagentc¥pandaig coyptegrapbicably csecukersessiany abdchant

trusted agent; - 106 - validaghig sak€eombrCtrodted ORyERt  pF6EEySThgUsaid
said el ectronic object using \ . .
merchant credential to validate said merchant credential.

45. The method of claim 39, wherein the steps
of committing by said customer trusted agent and said
merchant trusted agent include logging a transaction
wherein it can no longer abort said transaction by
rolling-back its state.

46. A method for presenting an electronic

ticket for services utilizing a customer trusted agent, a
first host processor, a merchant trusted agent and a
second host processor, comprising the steps of:

cctablishing a cryptograph.cally secure
session between said customer trusted agent and said
merchant trusted agent; '

said first host processor informing said
customer trusted agent of said electronic ticket selected
for presentation;

said customer trusted agent sending a copy
of said electronic ticket to said merchant trusted agent,
via said cryptographically secure session;

said merchant trusted agent checking the
validity of said electronic ticket;

said merchant trusted agent notifying said
second host processor to deliver services identified by
said electronic ticket;

said merchant trusted agent notifying said
customer trusted agent, via said cryptographically secure
session, that said electronic ticket is in use;

said second host processor informing said
merchant trusted agent that said services have been
rendered;

said merchant trusted agent sending a new
ticket value to said customer trusted agent;

said customer trusted agant committing; and

IIjI I
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sai and sendrng sai d decrypted el ectronic object to

sar SS&QQ ocessor for. defect testing.; 94. Th th I
e ne
fur !m HI‘ the steps of sai d z\’ant ~gn Y(E 6‘8’&&"@ W‘gy 1996
met hod of : clatnhg4 Erern, mer chant and custoner
trusted agents non- provrsronally mai nt ai n transactron | og data after said

committing steps. 96. A systemfor resolving 84d"spute over el ectronic

mer chandi se, conprising: a tanper-proof c r trusted t
t anper - proof merchant trusted agﬁﬁg tﬂﬁfcg HﬁHEFgﬁFﬁ ﬁﬁ?ﬁ%§§98m65§98ﬁér

trusted agent via a cryptographically secure session; a trusted server;

where said nerchant trusted gengpsengéhgdeggr ?h&m”ﬁ%Ch@ﬂgkﬁgntgaiﬁ'd

custoner trusted agent via 4 prographrca secufe session, and i d
mer chant trusted egeqtrpeacruscuepuueh33§r9n5p9§§PFénnrﬁIPRQt-

48. The method of claim 46, wherein said
electronic ticket is an event ticket.

49. The method of claim 46, wherein said
electronic ticket is a communications ticket for accessing
a communications service.

50. The method of claim 46, wherein said
electronic ticket is a credential.

51. A method for transferring an electronic
ticket from a first trusted agent to a second trusted
agent, comprising the steps of:

establishing a cryptographically secure
session between said first trusted agent and said second
trusted agent;

said first trusted agent signing over said
electronic ticket by adding transfer information to a
transfer history section of said electronic ticket and
appending a digital signature to a sender signatures
section of said electronic ticket;

said first trusted agent sending said
signed over electronic ticket to said second trusted
agent, via said cryptographically secure session;

said second trusted agent validating said
signed over electronic ticket;

said second trusted agent sending an
acknowledgment message to said first trusted agent, via
said cryptographically secure session;

said first trusted agent committing; and

said second trusted agent committing.
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transaction | og; where said custoner trusted agent receives ang vali d%tgssl
|

sai d el ectroni c nmerchandi se and records said purchasefgiiﬁs:t ' 0‘5 / rO
t

transaction | og; where said custonmer and nerchant tru agent's’ _
comuni cate to execute a first dispute protocol, wﬂ W 'ﬂbﬂCi §3@| ! 6
deni ed an indication of denial is recorded in 885? g:gﬁ u @l ( AS{ 99
transaction | og; and where said custoner trust3d -agent comruni cates with

said trusted server to execute a second di spute protocol when the custoner

is not satisfied-with - B® - Thee methad off qliadsr 515t whesmime saviat ocol
with the merchant e1@etrbnivstaBKet i%e QU trahsPdPHatadP S dkaENt  of
el ectronic noney to delivery of electronic nerchandi se

53. The method of claim 51, wherein said

electronic ticket is an event ticket.

54, The method of claim 51, wherein said
electronic ticket is a communications ticket for accessing
a communications service.

55. The method of claim 51, wherein said
electronic ticket is a credential.

56. The method of claim 51, further comprising

the steps of:

after receiving said acknowledgment
message, said first trusted agent deleting said electronic
ticket; and

said first trusted agent sending a message
to said second trusted agent initiating said committing of
said second trusted agent.

57. A method for acquiring an electronic
credential utilizing a customer trusted agent, an
authority trusted agent, and a host processor, comprising
the steps of:

establishing a cryptographically secure
session between said customer trusted agent and said
authority trusted agent;

said host processor sending credential
information to said authority trusted agent;

said authority trusted agent assembling
said electronic credential including said credential
information, a digital signature, and a certificate;

sending said electronic credential to said
customer trusted agent, via said cryptographically secure
session;

A
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over a communi cation network, conprising: a tanper-ﬁfﬁéf F%r§t;%(éQ;§3%;%l
agent having a first processor; a tanper-proof first noney nodul e
associated with and capabl e of securely conmuni b N0, YA Sl
el ectroni c agent, and having a second pr ocessorgfhe&&ﬁéﬁemsg;amlw 1996
el ectroni c agent capable of establishing a first cryptographically secure

session with said first electronic agent ovef6sai d conmuni cati ons network,

and having a third processor; a tanper-proof second noney nodule associ ated
with and capabl e of securely coffdfi Sasteger trusked agedtdvalddatdme: said

agent, and capablegeehroniidblcrelientialsecond cryptographically secure
session with said first noney nodyl.e, and havin fourth processor,; where
said first electronic agent ands§&9dCP?FQPeﬁDﬁggsgﬁgngeQFeCPQW&F%P?g; and
| ocated from sai d second el ectr said agthbrityg tzustedcagentoocenmitdine;.
where said third processor is adapted to

58. The method of claim 57, wherein said

electronic credential is a driver’s license.

59. The method of claim 57, wherein said
electronic credential is a corporate seal.

60. The method of claim 57, wherein said
electronic credential is a credit or debit card.

61. The method of claim 57, wherein said
electronic credential is a passport.

62. The method of claim 57, wherein said
electronic credential is a social security card.

63. The method of claim 57, further including

the steps of:

sending a payment amount to said customer
trusted agent via said cryptographically secure session;

establishing a second cryptographically
secure session between a first money module associated
with said customer trusted agent and a second money module
associated with said authority trusted agent; and

said first money module transferring
electronic money to said second money module in an amount
consistent with said payment amount.

64. The method of claim 57, further'including

the steps of:
sending a payment amount to said customer

trusted agent via said cryptographically secure session;

A e S



transfer electronic merchandise, via said first crypt ogﬁa}f{péll &Y, sechBe8 31

session, to said first electronic agent; where said flrst processor
adapted to receive said el ectronic nmerchandi se ang {n1t Lge e ternm
access to said el ectronic nerchandise pending rec ;ﬁ?Qﬁ “ﬁékédge‘ 6L""*Y799E
i ndi cative of successful payment fromsaid first noney nodul e; where said
second processor is adapted to transfer elec®voRic noney, via said second
cryptographically secure session, to said second noney nodule, and to
subsequent |y send sai d nessage $Saidcaustvengdh/Chbattéfichident sedding af

successful payneg Yﬁ&héaéﬁe& ﬁéiaPr€8€§§§ﬁ a@eho ey Ceoasted ONGLAL PLPEESSOr
is.adapted to recelve said ec roni C noney.
said cryptographically secure session;
said authority trusted agent validating
said payment credential;
sending said payment amount and said
payment credential to a card authorization network;
said authority trusted agent receiving
notification that payment is authorized; and
said authority trusted agent sending a

payment authorized message to said customer trusted agent.

65. The method of claim 57, wherein said
trusted agents record log information which after said
committing step is nonprovisionally maintained by said
trusted agents.

66. The method of claim 65, wherein said
customer trusted agent’s log information includes said
credential information.

67. A method for remotely revalidating an
electronic credential utilizing a customer trusted agent
and an authority trusted agent, comprising the steps of:

(a) establishing a cryptographically
secure session between said customer trusted agent and
said authority trusted agent; '

{b) said customer trusted agent sending
said electronic credential to said authority trusted
agent, via said cryptographically secure session, for
remote revalidation;

(c) said authority trusted agent
validating said electronic credential;

(d) said authority trusted agent
assembling an updated electronic credential including
updated credential information, a digital signature, and a

certificate;
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98. The nmethod of claim 97, wherein said first eIectronic,égéﬁbﬁuag§}d%{}j>8-9]
provide any information identifying its owner to s'aid_secor]d_.el.e(;tror,l\i(.:__,]_,,\/mn
agent during a renote purchase transaction over said communications % _ .. i. ;33
network. 99. A method for enabling secure comruni cati ons anobng processi ng
devi ces, conprising the steps of: establishing a first cryptographically
secure session between a first processing devP8e~and a second processing

device, where said first processinﬂ device is re tel% Iécated fromsaid
second processi ng device; establ {€hi n{eRdiRg SR ypdded prleskroniccure
sessi on between actédenit pabcesssaid devstemer derudoed t dgento s egba ngail@vi ce,

where said thi rde&%%?i{é%gg%#%tééc&legoégégiéggpat ed fromsaid fourth

processi ng devic processrng device communicates with
said third processing device ovetfh f$aitd custemextrwsted|agentnvalibdating

sai d second processidoupiatsd EAEERPLEHL esrdddie sl d fourth processing
devi ce
(g9) said customer trusted agent
committing; and
{h) said authority trusted agent

committing.

68. The method of claim 67, wherein said
electronic credential is a driver’s license.

69. The method of claim 67, wherein said
electronic credential is a corporate seal.

70. The method of claim 67, wherein said
electronic credential is a credit or debit card.

71. The method of claim 67, wherein said
electronic credential is a passport.

72. The method of claim 67, wherein said
electronic credential is a social security card.

73. The method of claim 67, further including

the steps of:

sending a payment amount to said customer
trusted agent via said cryptographically secure session;

establishing a second cryptographically
secure session between a first money module associated
with said customer trusted agent and a second money module
associated with said authority trusted agent; and

said first money module transferring
electronic money to said second money module in an amount
consistent with said payment amount.
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over a second conmuni cations |ink; generating a session key;c.‘;tori rfgiéi@} 83
session key in said first processing device; sending session key VIR Tl
information stored in said second processing dev&g&gq-.aahdﬁ@"f@ 06M Pl
processi ng device via said second conmuni cat i onsali i#kia d‘%aﬁa second
cryptographically secure session; generating sajid session key in said third
processi ng device at least in part from sai d S5 on key information; -

establ i shing a third oryptodiaphtis mreed o8 SHRSH e Kb, i i9ding
processi ng devi ce tied st®p$ tafisrd processi ng devi ce using said session key.
: sending a payment amount to said customer
trusted agent via said cryptographically secure session;
said customer trusted agent sending a
payment credential to said authority trusted agent via
said cryptographically secure session;
said authority trusted agent validating
said payment credential;
sending said payment amount and said
payment credential to a card authorization network;
said authority trusted agent receiving
notification that payment is authorized; and
said authority trusted agent sending a
payment authorized message to said customer trusted agent.

75. The method of claim 67, wherein said
trusted agent’s record log information which after said
committing step is nonprovisionally maintained by said
trusted agents.

76. The method of claim 67, further including
the steps of said authority trusted agent determining if
said electronic credential should be revalidated in
person.

77. The method of claim 67, further including
the steps of:
after step (a), said authority trusted
agent sending an authority credential to said customer
trusted agent, via said cryptographically secure session;
said customer trusted agent validating said
authority credential.

78. A method for an identity-based money module
payment utilizing tamper-proof devices including a first
trusted agent, a first money module, a second trusted
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100. The nethod of claim 99 wherein said: session key information conp i st

a second random nunber and where said step of gener alg 1 ' 0 MAY‘]
i ncl udes the substeps of: said first processing devi ymmg'amrsts
random nunber; said second processing device generating said second random

nunber and sending said second random nunber %8 said first processing
device via said first cryptographically secur %ession; and said first

processi ng device H%ﬂ?)ﬁ @l o ug 5 ld Sit of:

and "second randomanu er%. 181.S%Thedom§‘t?hlﬁ%é g%dﬁi%'m%fz@rg?rl?%e?i&%re % r?g_:‘;"

the steps: of said first processi®f§addiisbdngeadifdFstaicayptographicahlyunber

to said third progesuired séawion Wetweand shiius i itaHMeruEteldORgehitNana®3d id

establishing the grese ce_of S%Id seiglon key in said third processing
seRt agent;

devi ce by excl usi ruste
said second trusted agent sending a second

trusted agent credential to said first trusted agent, via
said first cryptographically secure session;

said first trusted agent validating said
second trusted agent credential and provisionally
retaining said crendential;

said first trusted agent sending payment
information to said second trusted agent, via said first
cryptographically secure session; and

said first trusted agent initiating an
electronic money payment from said first money module to
said second money module, in an amount consistent with
said payment information and via a second
cryptographically secure session between said first and
second money modules;

said first trusted agent committing after
receiving payment successful information from said first
money module, whereupon said first trusted agent non-
provisionally maintains log information including said
second trusted agent credential and data corresponding to
said payment information; and

said second trusted agent committing after
receiving payment successful information from said second
money module.

79. The method of claim 78, further comprising

the steps of:

said first trusted agent sending a message
to said second trusted agent inquiring whether a first
trusted agent credential is requested;

said first trusted agent sending a first
trusted agent credential to said second trusted agent via
said first cryptographically secure session; and
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said first random nunber and said second random nunber. 102. The net hod of
claim 101 further conprising the steps of: saidq? y ' '
sending said first random nunber to said second rgéga{emmdgﬁa@}(égge
first cryptographically secure session; said second processing device

form ng said session key by exclusive ORing said first random nunber and
sai d second random nunber; - 110 - said-sé@na processi ng device storing

sai d session key; said second processing device sendin al d. second random
nunber to said fourth processi nHeVi TEN E‘é‘ﬁﬁ%‘gc %’éoﬂ%ﬁh&%‘é’f’i’%n%alg
link; said first Hirsestrusted\agenteeckdentstall. first random nunber to said
fourth processing device via

80. A method for resolving a dispute over
electronic merchandise utilizing a customer trusted agent,
a first host processor, a merchant trusted agent, and a
second host processor, comprising the steps of:

(a) establishing a cryptographically
secure session between said customer trusted agent and
said merchant trusted agent;

{b) said customer trusted agent sending
transaction log data to said first host processor for
choice of a dispute corresponding to an electronic ticket
stored in said customer trusted agent;

() said first host processor sending
dispute information to said customer trusted agent;

(d) said customer trusted agent sending a
copy of said electronic ticket and said dispute
information to said merchant trusted agent, via said
cryptographically secure session;

(e) said merchant trusted agent validating
said electronic ticket;

(£} said merchant trusted agent sending
said electronic ticket and said dispute information to
said second host processor;

(g) deciding to deny said dispute relating
to said electronic ticket and said dispute information;

(h) said second host processor sending a
dispute denied message to said merchant trusted agent;

(i) said merchant trusted agent reporting
said dispute denied message to said customer trusted
agent;

() said customer trusted agent
committing; and

(k) said merchant trusted agent
committing.
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said first comunications [ink and said second cryptographically secure
session; said fourth processing device formng a 5@ 1P excl
ORing said first and second random nunbers; storlgfﬁﬁéd é ydMY IQQE
said fourth processing device; and establlshlng a fourth cryptographlcally

secure session between said second and fourthjppocessing devices using said
session key. 103. The nethod of claim 99, wherein information passing

through said second cryptogrgmphi criid \meftod &6 SKd i 86, fulidiein ased p(jeﬂ

by said first cryptographicgally segure session. 1Q4. The t hod of alm
99, wherein said p‘%%}q}%\ﬁ%eﬁ @qe;lrﬁﬂgl-'}:ﬁ %"T Al]’(ﬁ?r{&ﬁ]ég?‘%’ﬁfgd of
clai m 104, wherei tremsadtion. and second processing devices are trusted

agents and said third and fourth processing devices are noney nodul es. 106.

A nmet hod for enabling secure comuni cati ons
82. The method of claim 80, further comprising

the steps of:

said customer trusted agent sending an
electronic object corresponding to said electronic ticket
to said merchant trusted agent;

validating said electronic object;

decrypting said electronic object using
said electronic ticket; and

sending said decrypted electronic object to
said second host processor for defect testing.

83. The method of claim 82, wherein said
electronic object is a movie.

84. The method of claim 82, wherein said
electronic object is computer software.

85. A method for resolving a dispute over
electronic merchandise utilizing a customer trusted agent,
a first host processor, a merchant trusted agent, and a
second host processor, comprising the steps of:

(a) establishing a first cryptographically
secure session between said customer trusted agent and
said merchant trusted agent;

(b) said customer trusted agent sending
transaction log data to said first host processor for
choice of a dispute corresponding to an electronic ticket
stored in said customer trusted agent;

(c) said first host processor sending
dispute information to said customer trusted agent;

(d) said customer trusted agent sending a
copy of said electronic ticket and said dispute
information to said merchant trusted agent, via said first
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anong processing devices, conprising the steps of: establishing a first
cryptographically secure session between a first ssi qf ' (

second processing device, where said first procesg?)ngeeédirﬁe #‘f’wgm‘{ﬂ%
| ocated from said second processi ng devi ce; - 111 - establishing a

second cryptographically secure session between a third processing device
and a fourth processing device, where said‘tHPPd'processing device is

renotely | ocated from said fgur%? processiqg devi ce, where said first
pr ocessi ng devicecﬁ%ﬁ%ﬂﬂ¥%%? AntY SEEEe t BT PP bcessi ng device over a

first communications |ink, and whe)e said sercmainprtrestedgagent cealidating
conmmuni cat es “‘thsifédeigegféhgéOEféﬁéeg devi ce over a second
: n

comuni cations lin sal Irs rocessi ng device generating a
f) said merchant trusted agent sending

said electronic ticket and said dispute information to
said second host processor;

(g) deciding not to deny said dispute
relating to said electronic ticket and said dispute
information; and

(h) initiating a customer refund.

86. The method of claim 85, wherein step (h)

includes the steps of:

said second host processor sending a
message to saic first host processor requesting customer
resolution;

said first host processor informing
said customer trusted agent that said customer resolution
is a refund; and

said customer trusted agent sending a
refund request to said merchant trusted agent, via said
first cryptographically secure session.

87. The method of claim 86, further including

the steps of:

establishing a second cryptographically
secure session between a first money module associated
with said customer trusted agent and a second money module
associated with said merchant trusted agent;

said customer trusted'agent providing first
refund payment information to said first money module and
said merchant trusted agent providing second refund
payment information to said second money module; and

said second money module transferring
electronic money in an amount consistent with said refund
payment information, to said first money module via said
second cryptographically secure session.

R YRR A AMENDED it



PATMS Q£ /0707
first random nunber; sending said first random nunber to saf@l'%&‘co%cﬁl Uy 9Jd
processing device via said first cryptographically secure session and to

said fourth processing device via said second c ni G gt -1 f
said first, second, and fourth processing devi cS?nBe&a EMT&tOm&e&%
nunber; said second processing device generating a second random nunber;

sendi ng said second random nunber to said fiTsltO44rocessing device via said
first cryptographically secure session and to said third processing device
via-said first comunication88tinkhemethed ofij glatrode, furtkherainciunding
processi ng devi cestkhé Oos€epdi d£second random nunber; said fourth processing
devi.ce sending said first randon1nug§er to sa{d thi{d processin8¢device Vi a

sai d second cryptographically sectftdSREEFRAPC Lrysted  aaeRt 2eldind dRyi ce
sendi ng sai d secorxiefund opaymetveranousti tio f said hcpstbomesi tusieed ce&gent via

said cryptographically secure session;

said customer_trusted agent sending a
payment credential to said merchant trusted agent via said
cryptographically secure session; |

said merchant trusted agent validating said
payment credential;

said merchant trusted agent sending said
payment credential and said refund payment amount to an
authorization network for refund authorization;

said merchant trusted agent receiving a
refund authorization; and

said merchant trusted agent sending a
refund authorization message to said customer trusted
agent via said cryptographically secure session.

89. The method of claim 86, further comprising

the steps of:

said customer trusted agent sending an
electronic object corresponding to said electronic ticket
to said merchant trusted agent;

validating said electronic object;

decrypting said electronic object using
said electronic ticket; and

sending said decrypted electronic object to
said second host processor for defect testing.

90. The method of claim 85, further comprising
the steps of said merchant and customer trusted agents
committing.

91. The method of claim 90, wherein the
merchant and customer trusted agents non-provisionally
maintain transaction log data after said committing steps.
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sai d second cryptographically secure session; said first processing deévice
formng a random session key fromsaid first and s nd ra dqg1nunber ;

sai d second processing device form ng said random %ﬁ@@l %Yfﬁﬁ@a% MAY 195
first and second random nunbers; - 112 - said third processing device

form ng said random session key fromsaid first and second random nunbers;

said fourth processing device form ng said rak@®nrsessi on key fromsaid

first and second random numbers; and where said first and third processing
devices cryptographical |y c&fruniceEhad foXyiresedydng, aAispute wyere said

second and fourt helleeteoning mechaddise utilizing a customer trusted agent,
' a first host processor, a merchant trusted agent, and a
second host processor, comprising the steps of:
establishing a cryptographically secure
session between said customer trusted agent and said
merchant trusted agent;
said customer trusted agent sending
transaction log data to said first host processor for
choice of a dispute corresponding to an electronic ticket
stored in said customer trusted agent;
said first host processor sending dispute
information to said customer trusted agent;
said customer trusted agent sending a copy
of said electronic ticket and said dispute information to
said merchant trusted agent, via said cryptographically
secure session;
said merchant trusted agent validating said
electronic ticket;
said merchant trusted agent sending said
electronic ticket and said dispute information to said
second host processor;
deciding not to deny said dispute relating
to said electronic ticket and said dispute information;
said merchant trusted agent requesting new
electronic merchandise from a merchandise server;
said merchandise server sending new
merchandise to said merchant trusted agent; and
said merchant trusted agent sending said
new merchandise to said customer trusted agent via said
cryptographically secure session.

93. The method of claim 92, further comprising
the steps of:
said customer trusted agent sending an
electronic object corresponding to said electronic ticket
to said merchant trusted agent;
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cryptographically communi cate with said session key. 107. The rrethoc;5

claim 106, wherein information passing through said s qg

cryptographically secure session is further encrypt edeg? e&’iifPGJFIPTO OGMAY
cryptographically secure session. 108. The method of claim 106, wherein

sai d processing devices are tanper-proof. 109. The nethod of claim 108,

wherein said first and second processing deVit®8 are trusted agents and

d fourth processi ng deyi.c are ney nodul C L H
;a|d third an ) P g gda ing saqg e ectroﬂic object;

decrypting said electronic object using
said electronic ticket; and

sending said decrypted electronic object to
said second host processor for defect testing.

94. The method of claim 92, further comprising
the steps of said merchant and customer trusted agents
committing.

95. The method of claim 94, wherein the
merchant and customer trusted agents non-provisionally
maintain transaction log data after said committing steps.

96. A system for resolving a dispute over

electronic merchandise, comprising:

a tamper-proof customer trusted agent;

a tamper-proof merchant trusted agent that
communicates with said customer trusted agent via a
cryptographically secure session;

a trusted server;

where said merchant trusted agent sends
electronic merchandise to said customer trusted agent via
said cryptographically secure session, and said merchant
trusted agent records a purchase transaction in its
transaction log;

where said customer trusted agent receives
and validates said electronic merchandise and records said
purchase transaction in its transaction log;

where said customer and merchant trusted
agents communicate to execute a first dispute protocol,
and when said dispute is denied an indication of denial is
recorded in said customer trusted agent’s transaction log;
and

where said customer trusted agent
communicates with said trusted server to execute a second
dispute protocol when the customer is not satisfied with
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the result of the first dispute protocol with the
merchant.

97. A system for securing simultaneous payment
of electronic money to delivery of electronic merchandise
over a communication network, comprising:

a tamper-proof first electronic agent
having a first processor;

a tamper-proof first money module
associated with and capable of securely communicating with
said first electronic agent, and having a second

. processor;

a tamper-proof second electronic agent
capable of establishing a first cryptographically secure
session with said first electronic agent over said
communications network, and having a third processor;

a tamper-proof second money module
associated with and capable of securely communicating with
said second electronic ageﬁt, and capable of establishing
a second cryptographically secure session with said first
money module, and having a fourth processor;

where said first electronic agent and said
first money module are remotely located from said second
electronic agent and said second money module;

where said third processor is adapted to
transfer electronic merchandise, via said first
cryptographically secure session, to said first electronic
agent;

where said first processor is adapted to
receive said electronic merchandise and not permit free
external access to said electronic merchandise pending
receipt of a message indicative of successful payment from
said first money module;

where said second processor is adapted to
transfer electronic money, via said second
cryptographically secure session, to said second money
module, and to subsequently send said message indicative
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. of successful payment to said first processor; and

where said fourth processor is adapted to
receive said electronic money.

98. The method of claim 97, wherein said first
electronic agent does not provide any information
identifying its owner to said second electronic agent
during a remote purchase transaction over said
communications network.

99. A method for enabling secure communications
among processing devices, comprising the steps of:
establishing a first cryptographically
secure session between a first processing device and a
second processing device, where said first processing

~device is remotely located from said second processing

device;

establishing a second cryptographically
secure session between a third processing device and a
fourth processing device, where said third processing
device is remotely located from said fourth processing
device, where said first processing device communicates
with said third processing device over a first
communications link, and where said second processing
device communicates with said fourth processing device
over a second communications link;

generating a session key;
storing said session key in said first

processing device;

sending session key information stored in
said second processing device to said third processing
device via said second communications link and said second
cryptographically secure session;

generating said session key in said third
processing device at least in part from said session key
information;
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storing said session key in said third
processing device; and

establishing a third cryptographically
secure session between said first processing device and
said third processing device using said session key.

100. The method of claim 99 wherein said:

session key information comprises a second
random number and where said step of generating a session
key includes the substeps of:

said first processing device generating a
first random number;

said second processing device generating
said second random number and sending said second randon
number to said first processing device via said first
cryptographically secure session; and

said first processing device forming said
session key by exclusive ORing said first and second
random numbers.

101. The method of claim 100 further comprising

the steps:

of said first processing device sending
said first random number to said third processing device
via said first communications link, and

establishing the presence of said session
Xey in said third processing device by exclusive-ORing
said first random number and said second random number.

102. The method of claim 101 further comprising
the steps of:

- said first processing device sending said
first random number to said second processing device via
said first cryptographically secure session;

said second processing device forming said
session key by exclusive ORing said first random number
and said second random number;
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said second processing device storing said
" session key;
said second processing device sending said
second random number to said fourth processing device via
said second communications link; '
said first processing device sending said
first random number to said fourth processing device via
said first communications link and said second
cryptographically secure session;
said fourth processing device forming a
session key by exclusive ORing said first and second
random numbers;
storing said session key in said fourth
processing device; and
establishing a fourth cryptographically
secure session between said second and fourth processing
devices using said session key.

103. The method of claim 99, wherein information
passing through said second cryptographically secure
session is further encrypted by said first
cryptographically secure session.

104. The method of claim 99, wherein said
processing devices are tamper-proof.

105. The method of claim 104, wherein said first
and second processing devices are trusted agents and said
third and fourth processing devices are money modules.

106. A method for enabling secure communications
among processing devices, comprising the steps of:
establishing a first cryptographically
secure session between a first processing device and a
second processing device, where said first processing
device is remotely located from said second processing

device;
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establishing a second cryptographically
' secure session between a third processing device and a
o fourth processing device, where said third processing
device is remotely located from said fourth processing
device, where said first processing device communicates
with said third processing device over a first
communications link, and where said second processing
device communicates with said fourth processing device
over a second communications 1link;
said first processing device generating a
first random number;
sending said first random number to said
second processing device via said first cryptographically
secure session and to said fourth processing device via
said second commanications link, whereby said first,
second, and fourth processing devices store said first
random number;
said second processing device generating a
second random number;
sending said second random number to said
first processing device via said first cryptographically
secure session and to said third processing device via
said first communications link, whereby said second,
first, and third processing devices store said second
random number;
said fourth processing device sending said
first random number to said third processing device via
said second cryptographically secure session;
said third processing device sending said
second random number to said fourth processing device via
said second cryptographically secure session;
said first processing device forming a
random session key from said first and second random
numbefs;
said second processing device forming said
random session key from said first and second random

numbers;

R ) IIIII IIIlI ll IIIl



Folls 95703821
57 Rec'd PCT/PTO 06 MAY 1396

- 112 -

) said third processing device forming said
random session key from said first and second random

numbers;
said fourth processing device forming said

random session key from said first and second random
numbers; and

where said first and third processing
devices cryptographically communicate with said session
key, and where said second and fourth processing devices
cryptographically communicate with said session key.

107. The method of claim 106, wherein
information passing through said second cryptographically
secure session is further encrypted by said first
cryptographically secure session.

108. The method of claim 106, wherein said
processing devices are tamper-proof.

109. The method of claim 108, wherein said first
and second processing devices are trusted agents and said
third and fourth processing devices are money modules.
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39. A method utilizing a tamper-proof customer trusted agent and a tamper-proof
merchant trusted agent to perform an authorization-based payment transaction, comprising:

(a)  establishing a cryptographically secure session between said customer
trusted agent and said merchant trusted agent, wherein said customer trusted agent and said
merchant trusted agent exchange digitally signed trusted agent certificates that each include a
trusted agent identifier;

(b) transferring electronic merchandise from said merchant trusted agent to
said customer trusted agent, via said cryptographically secure session, where said customer
trusted agent provisionally retains said electronic merchandise;

(c) said customer trusted agent validating said electronic merchandise;

(d)  said customer trusted agent transferring a payment credential to said
merchant trusted agent via said cryptographically secure session, [wherein said trusted agent
identifier from said customer trusted agent’s certificate is compared to said receiver trusted agent

identifier;] wherein said payment credential includes a receiver trusted agent identifier;

(e)  said merchant trusted agent validating said payment credential wherein said

trusted agent identifier from said customer trusted agent’s certificate is compared to said receiver
trusted agent identifier;

® said merchant trusted agent sending said payment credential and a price

corresponding to said electronic merchandise to an authorization network for payment

authorization;
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(g)  said merchant trusted agent receiving a payment authorization;

(h)  said merchant trusted agent sending a payment authorized message to said
customer trusted agent via said cryptographically secure session and committing to said
authorization-based payment transaction; and

@ said customer trusted agent committing to said authorization-based payment

transaction, whereupon said retention of said electronic merchandise is no longer provisional.

46. A method for presenting an electronic ticket for services utilizing a customer
trusted agent, a first host processor, a merchant trusted agent and a second host processor,
comprising the steps of:

establishing a cryptographically secure session between said customer trusted agent
and said merchant trusted agent;

said first host processor informing said customer trusted agent of said electronic
ticket selected for presentation;

said customer trusted agent sending a copy of said electronic ticket to said
merchant trusted agent, via said cryptographically secure session;

said merchant trusted agent checking the validity of said electronic ticket;

said merchant trusted agent notifying said second host processor to deliver services

identified by said electronic ticket;
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said merchant trusted agent notifying said customer trusted agent, via said
cryptographically secure sessioni, that said electronic ticket is in use;

said second host processor informing said merchant trusted agent that said services
have been rendered;

said merchant trusted agent sending a new ticket value to said customer trusted
agent;

said customer trusted agent marking said electronic ticket not in use and updating

ticket value:
said customer trusted agent committing; and

said merchant trusted agent committing.

51. A method for transferring an electronic ticket from a first trusted agent to a

second trusted agent, comprising the steps of:

establishing a cryptographically secure session between said first trusted agent and

said second trusted agent;

said first trusted agent signing over said electronic ticket by adding transfer
information to a transfer history section of said electronic ticket and appending a digital signature

to a sender signatures section of said electronic ticket;

said first trusted agent sending said signed over electronic ticket to said second

trusted agent, via said cryptographically secure session;
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said second trusted agent validating said signed over electronic ticket;

94

said second trustéd agent sending an acknowledgment message to said first trusted
agent, via said cryptographically secure session;
after receiving said acknowledgement message, said first trusted agent sending a

message to said second trusted agent and committing; and

after receiving said message. said second trusted agent committing{.];

where in the event the transfer transaction fails, said first and second trusted

agents can roll-back their states using abort means.

56.  The method of claim 51, further comprising the [steps] step of:
after receiving said acknowledgment message, said first trusted agent deleting said
electronic ticket[; and
said first trusted agent sending a message to said second trusted agent initiating

said committing of said second trusted agent].
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