1 7 August 2005 1 DESCRI PTION Apparatus for, and Method of,

Recor di ng/ Pl ayi ng Audi o Data Havi ng Additional | nfor gt posuserbesided
.Fherei.n Technical Field The present invention generally relates to the
“field of audio data recording and playing, and nore particularly to a data
recordi ng apparatus, data playing apparatus, data recording/playing

appar atus, data recordi ng nethod and Ja data playing nmethod, for

‘recordi ng/ pl ayi ng audi o data or the |like having additional information such
as copyright managenent i nfor nBXHSCRBMDEOMed t herein, and a storage nedi um
having such audio data recorded therein. Background Art Digital data such

as audhgpaiahas foiCandeRetRod ofaRe@biliAg/Pes QIS MadHy s aCD
(corrpac?p di sc) can be copi ed Tapi d?ﬂyﬁ%ﬂ:g ’zfé‘g &l/ﬁﬁgn[% gghdgﬂg&laq
al nost, e ity.to the original data. Thus, it has been
st ron&PF&%a\{gdf{' @éﬂ*%‘%%é ¥ ective neasures agai nst i [ egal copying in
order to protect the copyright of digital data, and various techniques
agai nst illegal copying have ever been proposed. To protect the copyrights
of audio content and video content, there have been proposed digital
~wat er./Bechnigl Féeldni ques by which copyright managenent 17 August 2005 2
information used for copying control, playing control, tracing history of
copyi ng or Tpresent invention generally relates to the field of audio data recording and
playing, and more particularly to a data recording apparatus, data playing apparatus,
data recording/playing apparatus, data recording method and a data playing method,
for recording/playing audio data or the like having additional information such as

copyright management information embedded therein, and a storage medium having

such audio data recorded therein.

Background Art
| Digital data such as audio data recorded iﬁ a rapidly accessible storage medium
such as a CD (compact disc) can be copied rapidly and easily, and such copied data
is almost equivalent in quality to the original data. Thus, it hes been strongly
demanded to take effective measures against illegal copying in order to protect the
copyright of digital data, and various techniques against illegal copying have ever been
proposed.
To protect the copyrights of audio content and eideo content, there have been

propdsed digital watermarking techniques by which copyright management




i ke i's enbedded into main data such as audio data or video data in a form
which will not influence the main data. As a typical such

sdigital watermarking techniques, SDM (Secure Digital ‘??l\(/ﬁur@ﬁ?ﬁést iative) is
wel | known. For exanple, in case digital watermark information is enbedded
in audio data by the SDM technique and the audio data is reproduced by a
pl ayer supporting the SDM technique, the pl ayer has to detect the digital
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appar tus havi ng an interface conplying with the 1394 serial bus standard
of t haikegeembedded ﬂm_tpén@m data sueh aaauam@ﬂ@éw@ﬁﬂ dafa pp gifpemawehich widl
(will be referred to as "I EEE 1394 interface" hereunder) is constructed as

shownnotirfl€gnce. thetmainaddtal be noted that in this case, the digital
watermark information i s enbedded in audio PCM data. As shown in FIG 1,
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- data recording , apparatus. That is, the conpressed audi o data_is outfputted
- from iHeT@atigngp &wbﬁgldeapa@pém datai by theeSPhEHechniqueans ths aaidie dateisdat a

recordi ng apparatus. For outputting the conpressed audi o data, for exanple
SCMVS fempidated byya playagswgpurtingythe SHMI téclniqus; theGlay s hdsrtbodetedti e i s
used to limt the outputting via the | EEE 1394 interface, which wll be
descr 4pRehl i Wattiirk MEOAMANbA Fof Weld@itfie of Qnhislio? content (including also
recording control and playing control).
For example, a data recording apparatus having an interface complying with the
1394 serial bus standard of the IEEE (Institute of Electrical and Electronics Engineers, -
Inc.) (will be referred to as “IEEE 1394 interface” hereunder) is constructed as shown
' i_li FIG. 1. It should be noted that in this case, the digital watermark information is
- embedded in audio PCM data.
As shown in FIG. 1, the data recording apparatus is supplied at an input
terminal 1 thereof with compressed audio data from a data playing apparatus having
‘the IEEE 1394 int?:rface. In the data playing apparatus, the coinpressefi audio data is
_ subjected to output-limitingas shown in FIG. 2 before outputting to the data recording
| apparatus. That is, the compressed audio data is outputted from the data playing

apparatus via the IEEE 1394 interface to the data recording apparatus. For outputting

the compressed audjo data, for example SCMS (serial copy management system)




First in step S1, a systemcontroller 10 included in the data recording

apparatus communi cates with an output destination viajaauykEBodso4
,interface 2 also included in the data recordi ng apparatus and judges

whet her the output destination supports the |EEE 1394 interface 2 (will be

referred to as "conpliant device" hereunder). Wen the result of judgnent

is that the output destination is not any conpliant device, the system

control|ler 10 goes to step S5 where the conpressed audio data will be

encr y pl@gnfationds used to Hyitherowputting yiath& BYEECK3 deint anf ¢eq wieith Wil be

encrypted data not sent to the output destination. Thus, the nonconpliant

devi cdescribathinddétall telownwiik eEfPEARI Ol encrypted data. It should be noted
that in step S5 neither the encrypted data not the encrypt key is passed
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judged in step S1 that the output destination is a conpliant device, the
syst oFPRORERIGRIcE itlpan sutputslestiation viswn IEEE 1394 inferdeee dalschiacluded out put
destination as a conpliant device is a recorder or not. Wen the output
dest i indfieslats recondingappamtus amd judges vdetharthe ontput! destindGon sipsortsthet ep S4
where the conpressed audio data will be encrypted for outputting and the

- encr YIRERe8Hoint ctesdey D (Wil befrefdifed RNES YRS AALIAHCI €8t Rotthinlde)) SWHRR Sent
to the output destination. Wen it is judged in step S2 that t’he out put
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inhibited, the systemcontroller 10 goes to step S5 where the conpressed
audi cenway ptegh for optputting with an encrypt key for decryption of the encrypted data not
sent to the output destination. Thus, the noncompliant device is inhibited from
~ decrypting the encrypted data. It should be noted that in step S5, neither the encrypted |
data nor the encrypt key is passed to the output destination which is not any compliant
device, as another way of disabling the device from decrypting the encrypted data.
When it is judged in step S1 that the output destination is a compliant device,
the system controller 10 goes to step S2 where it will judge whether the output
destination as a compliant device is a recorder or not. When the output destination is
' no any record:er, the system controller 10 jumps io step S4 where the compressed
audio data will be encrypted for outputting and the encrypt key for decryption of the
| encrypted audio data will also be sent to the output destination. |

When it is judged in step S2 that the output destination is a compliant device,

the sjrstem controller 10 goes to step S3 where it will interpret the SCMS information




encrypted for outputting but the encrypt key for decryption of the
encrypted data will not be sent to the output destinat7 angus¥beos t he result
- s+0f interpretation of the SCM5 information in step S3 is that the recording
is. allowed, the systemcontroller 10 goes to step S4 where the conpressed
audio data wll be encrypted for outputting and the encrypt key for
decryption of the encrypted data will also be sent to the out put

desti L on. t 1,S, .. the conpressed audio data will be tr rred to the
Conpl RO AR B i inf i ERARTR8 fooy Bl PuedrS olleengrasiorns Wheh ke
oUtputtin? yia the | EEE 1394 interface 2 is |limted, the data recording
appar Ze8HT pbiigrprelatigniof the S¢S infermatinn isdhat the aeedrding isonbidhitedptheand
record the encrypted data only when the SCVS i nformati on neans that copying

i s alsystead cobtriolkenel @lgioasriec stepi 8§ whpry #id eofifitbsNeddggdivPlatalerilt BEor essed
audi o data and record the data normally when the SCV5 i nformati on neans
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1 and_to,a tion circuit 3 via the IEEE 1394 interface 2. Wen the
recor&PﬁSeisgggﬁltg\ﬁéﬂ’?pY%‘ie MR8 key is also-sent along with the
~encrypted data. The data_ recordi ng apparatus acquires. the encrypt key via
~ the 1EEE 1Wh@igt]:@trembefsltemygmﬂqmt@fﬁﬁawMSainﬁmmmsimsw@ 83 i thpt then

. circuit 3 to decrypt the encrypted data with the encrypt key. The

conpr exxeding isiablovadd thesystpirecbritrolidiel MgsdsyiptstenSaiwkeretthd cosapsibgeli ed to
- a deconpression circuit 4 in order to detect digital watermark . i nformation

- (i ndi gadRAdata will be encrypted for outputting and the encrypt key for decryption of the

encrypted data will also be sent to thc‘_ outputldestinati'on. That is, the compressed
audio data will be transferred to the compliant recorder via the IEEE 1394 interface
2.

As above, since the outputting via the IEEE 1394 interface 2 is limited, the data
recording apparatus being the data-transfer destination is enabled to decrypt and
record the encrypted data only when the SCMS information means that copying is

-allowed, but the data recording apparatus cannot decrypt the compressed audio data
and record _the data normally when the SCMS information means that the recording
is inhibited.

- Data processed and sent as above is supplied to the data recording apparatus in
FIG 1 via the input terminal 1 and to a decryption circuit 3 via the IEEE 1394
interface 2. When the recording is allowed, the encrypf key is also sent along with the

encrypted data. The data recording apparatus acquires the encrypt key via the IEEE




"Wth a reference "WM in the illustration) enbedded in audio PCM (pul se
code nodul ated) data, and the conpressed data is decompaessedo@s expanded
. for decoding. The expansion-decoded audio data is supplied to a recording
control circuit 5. Audio PCMdata fromthe deconpression circuit 4 is also
supplied to a digital watermark infgormation detection circuit 6 which wll
extract copyright-protective additi #nal data havi ng been enbedded in the
audio PCM data by the digital watermarking. Simlar to the SCVS

i nf or k394 srierfaerc? and icansasdhe deceypition cizauds3 todecrypbihy eaicrypted data eithy
‘inhibited", "copy-free" or the like, for exanple. The systemcontroller 10
i ncl udesereryptckedconput er for exanple, and interprets digital watermark
information fromthe digital watermark i nformation detection circuit 6.

When t he dipgi r4_ 110f.0 ' . . €O l: S+ E NN D t he
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the regording. That, is,,.the systemcontroller 10 inhibits the audio PCM
dat a 1 AEFABRISTSIOBGERILA ik rdeo datreiedalasaissmash ismetien (aisale
control circuit 5, for exanple. Wien the digital watermark information is

i nt erwitbt adeferencs “BM”ciopyhealillosteation)oembedgsd fin eadio tREMs ¢milsencodat r ol | er
10 allows the recording by controlling the recording control circuit 5 to

suppl motihiated)diava, BaNtHa tempresseleiatoiniicof e S8edUtidkpanddd ¥ dedbdfngd The
audi o data fromthe recording control circuit is supplied to a. digital
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ot bvlvglt%(rjl;lérk information detection circuit 6 which will extract copyright-protective
additional data having been embedded in the audio PCM “data by the digital
watermarking. Similar to the SCMS information, the additional data indicates “one
copy alloWed”, “copy inhibited”, “copy-free” or the like, for example.
The system controller 10 includes a microcomputer for example, and interprets
digital watermark information from the digital watermari( information detection circuit
6. When the digital watermark information means that copy is inhibited, the system
controller 10 controls the recording control circuit 5 to inhibit the recording. That is,
the system controller 10 inhibits the audio PCM data from being supplied to the
circuits downstream of the recording control circuit 5, for example.
‘When the digital watermark information is interpreted to is ‘;one copy allowed”

or “copy-free”, the system controller 10 allows the recording by controlling the

“ recording control circuit 5 to supply the audio PCM data to the downstream circuits.




.The audio PCM data fromthe digital watermark information rewite circuit 7
is supplied to a conpression circuit 8 where it wll be corrpz S &ﬁa%%l

and supplied to an encryption circuit 9 where it will be en re;p& 0%
‘Further, the encrypted data from the encryption circuit 9 is supplied to a
‘recording nodul ation circuit 11 where it will be subject to predeterm ned

nodul ation for nodulation (will be refgerred to as "recordi ng nodul ati on"
hereunder). Then, the output fromthe recording nodulation circuit 11 is
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optical disc 13. The opti cal c 13 is rotate a spi ndle notor

d d der ..t h t f a,. j it 15.
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key-control unit 16 having keﬁs which are operated by the user for entry
of “a cAFEPREIEthEP BatpneasepIaalloend(, thquiystenyemiroliegilOcentyolarthe digitals a

di splay elenent to provide.the user with necessary display information. As

above, watetrhaerkdiafermatoon ciwgteagipasit? v réwrits theadigital watdrfaark infotfiadiofiat a
can securely be transmtted via the | EEE 1394 interface 2 and the

r ecor digRfin o6 @0 Oy bgital watermark information to
positively pPot e@?thogp%do?)@rl gﬁyriﬂ?quthg 7 17 August 2005 audi o dat a.

shoul d be n t tl S tod i tal. vvaier
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It should be rem nded here that it has so f ar been proposed to enbed
di gi t alS SURPEAHRACIMHPERSHIAN GFPUIES Hdiche Havil iy caspprassedrmgaipranddiupgliedred
digital watermark information around a hi gh-energy portion of main data,
or enbtuanieninyptionatiruite Wherenit oriltbeienorypiedaFarttiat, ahelesl@yptdibdah freeh  of
maski ng. In any of these techni ques, however, .
the encryption circuit 9 is supplied to a recording modulation circuit 11 where it will
be subject to predetermined modulation for modulation (will be referred to as
“recording modulation” hereunder). Then, the output from the recording modulation
circuit 11 is supplied to a write head 12 which will record the data to a recordable
optical disc 13. The optical disc 13 is rotated by a spindle motor 14 driven at a
predetermined velocity under the control of a servo circuit 15. It should be noted that
the system con’fioller 10has connected thereto a key-control unit 16 having keys which
are operated by the user for entry of a command and data, and an LCD (liquid crystal
display) unit 17 as a display element to provide the user with necessary display
information.
As above, in the data recording apparatus illustrated in FIG. 1, audio data can

securely be transmitted via the IEEE 1394 interface 2 and the recording is controlled

according to digital watermark information to positively protect the copyright of the




the detection and rewite of digital watermark information will cause the
recorder and player to be heavily |l oaded, resulting in a degradation in
performance of the apparatuses. In recording of a conpressed content whose
copyright is securely protected as having been described above with
reference to FIGS." 1 and 2, it is necessary to decrypt encrypheshsfi2oge and
deconpress or expand conpressed data tjpo restore PCM data for subjection to
detection of digital watermark i nformation. For recording the data, it is
necessary to encrypt and conpress the data again, which causes the
performance of the apparatuses to be degraded. Al so, such extra operations
w | | di sadvant ageously add to the power consunption. Further, it takes
nore tine in many cases to detect digital watermark information, and the

time froma user's qgperation of a recording _ or playing start key until an
act ual startaudmdat@d houlshbonoted Hiat Hdas seqeaiy becn piepetedvip digiahwaterimpek yser
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recording of a compressed content whose copyright is securely protected as having been

described above with reference to FIGS. 1 and 2, it is necessary to decrypt encrypted data
and decompress or expand compressed data to restore PCM data for subjection to
detection of digital watermark information. For recording the data, it is necessary to
encrypt and compress the data again, which causes the performance of the apparatuses to be
degraded. Also, such extra operations will disadvantageously add to the power consumption.
Further, it takes more time in many cases to detect digital watermark information, and the
time from a user's operation of a recording or playing start key until an actual start of
recording or playing is longer, which will cause the user to feel something strange.

Disclosure of the Invention

An example embodiment of the present invention may overcome above-
mentioned drawbacks of the prior art by providing a data recording apparatus, data playing
apparatus, data recording/playing apparatus, data recording method, data playing method,




i nformati on when the input data is secure; recording neans for recording
the input data to a storage nedium and recording controlling neans for
controlling the recording neans such that the recordi ng nmeans record the
input data to the storage nediumwhen the input data is secure and record
‘the input data based on the additional information detect ety Rygush2005
detecti ng neans when the input data i € not secure. In the exanple

enbodi ment, additional information enbedded in nore secure input data than
the input data is not detected by the detecting neans. In accordance with a
second aspect of the present invention, there is provided a data playing
apparatus for playing input data, the apparatus conprising: judgi ng neans
for judging whether the input data enbedded additional information is
secure, detecting ans for ﬂgtecting_the addi tional _i nformati on based on
the ju@&gn@nﬁttmagetrﬁggyuaagﬁp@b ghaminipiging eerforpignce Adegradatips tandepiver,  and

does nqt. . det ec dditional informati on when the input data is secure;
reprod&gﬁﬁgﬁiﬁ@@n@}ﬁgsm%ﬁwﬁﬁpci ng the input data, and controlling neans
for control IhngcbRRNES RFiBH HiRY a§RRR D tBY e§ehehl¢éﬁﬁoh9lﬂ£é§éq§' SvidBAnRs

~reproduce the input data when the 1 nput data 1s secure and reproduce the

i nput  datar&otdingugppatat?dBér teeadingrinpinedatddiltel apairatus foommprision judgiagt ed by
t he detecting neans when the input data is not secure. In the exanple
enbodi eans fanindging avhatherahgdnpeindataisaehesdded sddpianal enformation is seaie.a t han
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of ex Interface nearts, jJudglng neans for judglng er the 1 nput
dat a erihfgaton when the input data is secure; recording means for recording the input

data to a storage medium, and recording controlling means for controlling the
recording means such that the recording means record the input data to the storage
medium when the input data is secure and record the input data based on the additional
information detected by the detecting means when the input data is not secure.

In the example embodiment, additional information embedded in more secure input
data than the input data is not detected by the detecting means.

In accordance with a second aspect of the present invention, there is provided a data
playing apparatus for playing input data, the apparatus comprising: judging means for
judging whether the input data embedded additional information is secure, detecting
means for detecting the additional information based on the judgement of the judging means
when the input data is not secure, and does not detect the additional information when
the input data is secure; reproducing means for reproducing the input data, and
controlling means for controlling the reproducing means, such that the reproducing means

‘reproduce the input data when the input data is secure and reproduce the input data




additional information is secure, additional information detecting neans
provided correspondingly to the type of each of the external input
interface for detecting the additional information supplied via the
external input interface neans based on the judgenment of the judging nmeans
when the input data is not secure, and does not detect the gdglidustruds
information when the input data is segure, recording nmeans for recording
the input data to a storage medium and recording controlling neans for
controlling the recording means such that the recording nmeans record the
input data to the storage nmedi um when the input data is secure and record
the i nput data based on the additional information detected by the

addi tional information detecting nmeans when the input data is not secure.
I n accordance with a fourth aspect of the present invention, there is
provi dédsed datthe additionay infopmation dleteptedpbaythe gletentiong mgans whiga the gapedt us
conprisjing. a plurality of external interface neans, judging neans for

j udgi n§AAEMPEPCEWE i nput data enbedded additional information is secure,
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means based on the judgenent of the judgi ng means when the input data is

not secure, Imadadaremwith ddhied aspdet ofithe priesend inventibmr therei is provided @ idetai nput
data is secure, reproducing nmeans for reproducing the ipput dflt;Li a(%d
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secure.
correspondingly to the type of each of the external input interface for detecting the additional

information supplied via the external input interface means based on the judgement of the
judging means when the input data is not secure, and does not detect the additional
information when the input data is secure, recording means for recording the input data
to a storage medium, and recording controlling means for controlling the recording means
such that the recording means record the input data to the storage medium when the
input data is secure and record the input data based on the additional information
‘detected by the additional information detecting means when the input data is not
secure.
In accordance with a fourth aspect of the present invention, there is provided a data
playing apparatus for playing input data, the apparatus comprising: a plurality of external
“interface means, judging means for judging whether the input data embedded
additional information is secure, additional information detecting means provided

correspondingly to the type of each of the external input interface for detecting additional




In accordance with a fifth aspect of the present invention, there is
provided a data recording/playing apparatus for recording/playing input
data, the apparatus conprising: reading neans for reading data froma
first storage nmedium discrimnating neans for discrimnating the fornmat
of the data read by the reading neans, additional informati udiit i ng
means for detecting additional informpgion enbedded in the data read by the
readi ng means based on the discrimnation fromthe discrimnating neans,
recording nmeans for recording the read data to a second storage nedi um
and recording controlling neans for controlling the recordi ng neans such
that the recording neans record the input data when the input data is

secure and record the input data based on the additional information
di scrimnated by the discrimnating neans when the input data is not
secur e.info suppliod via the eitemal inpydnterfate teenpbasedan theviudgément other e

is provjded, a data recording/playing apparatus_for recording/playing input
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recording/playing apparatus for recording/playing input data, the apparatus comprising:
reading means for reading data from a first storage medium, discriminating means for
discriminating the format of the data read by the reading means, additional information
detecting means for detecting additional information embedded in the data read by the
reading means based on the discrimination from the discriminating means, recording means
for recording the read data to a second storage medium, and recording controlling means for
-controlling the recording means such that the recording means record the input data
when the input data is secure and record the input data based on the additional
information discriminated by the discriminating means when the input data is not
secure,

In accordance with a sixth aspect of the present invention, there is provided a data
recording/playing apparatus for recording/playing input data, the apparatus comprising:
reading means for reading data from a first storage medium, discriminating means for

~discriminating the type of the first storage medium, additional information detecting




data recording nethod for recording input data, the nethod conprising steps
0 judgi ng whether the input data enbedded additional information is
secure, detecting the additional information based on the judgenent when
the input data is not secure, and does not detect the additional
information when the input data is secure; recording the imAgdesddsto a
storage medium and controlling the regording such that the recordlng t he

i nput data to a storage nmedi um when the input data is secure and record the
i nput data based on the additional information detected by the detecting
step when the input data is not secure. In the exanple enbodi nent,
additional information enbedded in nore secure input data than the input
data is not detected. In accordance with an ei ghth aspect of present
invention, there is provided a data playing nmethod for playing input data,

t he rremlm@s tordstacaig gdditierss ifernjatiogientpedtiest ncthe datagread pyitthel

addi t| | nforpatian iLs ecu e det ecting the addi{ional i.nfor tl on
bas ed d@%ﬁ’é‘ﬁflﬁ Tnipaing mealwomce’é:@% Elea%gord%%r HSt
det ect ddi, f t Y

repr Odal%%"ﬁegﬁt i 1B podl #@%Q%gué‘w%}o%@ SR o R e T Gopolting

repr oded fé@erdﬁigclheérﬁaﬁuchm%trﬂ@@f&@%hg%éﬁe reBoNdl theqféﬁum@ wﬁ& thenppit data

is secure and record the input data based on the additional information

det ect édtabys tsheurdetnd treogrding gheviiaput ldatd based dat theé sidditiormbanfemationt he
exanpl e enmbodi nent, additional |nfornati on enbedded in nore secure input
dat a t Kgtectaskby theidetepiing meansovherethecinpyt data inBelegufce with a ninth aspect
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data recording method for recording input data, the method comprising steps of:

judging whether the input data embedded additional information is secure, detecting the

- additional information based on the judgement when the input data is not secure, and
does not detect the additional information when the input data is secure; recording the
input data to a storage medium, and controlling the recording such that the recording the
input data to a storage medium when the input data is secure and record the input data
based on the additional information detected by the detecting step when the input data
is not secure.

In the example embodiment, additional information embedded in more secure
input data than the input data is not detected.

In accordance with an eighth aspect of present invention, there is provided a data
playing method for playing input data, the method comprising steps of: judging whether
the input data embedded additional information is secure, detecting the additional
information based on the judgement when the input data is not secure, and does not

detect the additional information when the input data is secure, reproducing the input




whet her the input data enbedded additional information is secure, detecting
the additional information by additional infornmation detecting neans

provi ded correspondingly to the type of each of a plurality of external
input interfaces for detecting additional information supplied via the
external input interface neans based on the judgenent when {7tAgustEogs dat a
is not secure, and does not detect the additional information when the
input data is secure, and recording the input data to a storage nedi um
according to the additional information detected by the additional
information detecting neans. |In accordance with a tenth aspect of the
present invention, there is provided a data playing nethod for playing

i nput data, the nethod conprising steps of. judging whether the input data
enbedded addi tional information is secure, detecting additional

i nf or malatap andgontrnlling theaepiodheingasuchrthaethsceprlusingntheinpyt datg when the

dingly to the t f h of th t | i t interf f
ot et FPRITARIR s oRENES AP eRRrroeclpBl dale bract e e, AddPbonat Bt itioner f ace
j ' t: j t , dd
ot der By IR pAOR TR B DB s BBt ecte "t o < scbur e, and

reproduci ng I kg ¢ e efibadanem! sddidonap ifoemaital dnhlssdded imfnoradclueyinget ect ed
by 13 17 August 2005 the additional information detecting neans. In

accor ddataghani th input detavenotdetespedlct of the present invention, there is

provi ded a _storage nedi.um hayvi ng recqrded therein a processin rqgram
i ncl udi ng slhéa%cqsgﬂ.ncpa‘a&r ﬁamtméw&pf rPW&&@V&&P%éﬁﬁ&da@aovagﬂf # 48%al

i nfor ' IS r e i Pti i_nf ede |

| Uagrenecciiok TpREoH G s Gk ISR e dneaidd GHERHHAR S337H:00kaE
addi ti oflthdrN Y MhitOHatd 8belfed NIt G AinfSriAfoH §s JeRARY, didectinBethenput
data to a storage nedium and controlling the recording, such that the

r ecor diaddjtibing imfopuaticdeliyaadditional information detecting means provided correspondingly

to the type of each of a plurality of external input interfaces for detecting additional

information supplied via the external input interface means based on the judgement when
the input data is not secure, and does not detect the additional information when the
input data is secure, and recording the input data to a storage medium according to the

additional information detected by the additional information detecting means.

In accordance with a tenth aspect of the present invention, there is provided a data
playing method for playing input data, the method comprising steps of: judging whether
the input data embedded additional information is securé, detecting additional
information by additional information detecting means provided correspondingly to the type
of each of the external input interface for detecting additional information supplied via the
external input interface means based on the judgement when the input data is not
secure, and does not detect the additional information when the input data is secure,

and reproducing the input data according to the additional information detected by



to the storage nedi umwhen the input data is secure and record the input
data based on the additional information detected by the detecting when
the input data is not secure. In accordance with a twelfth aspect of the
present invention, there is provided a storage nedi um havi ng recorded
therein a processing programincluding steps of. judging wreAhgqIstedEs i nput
dat a enbedded additional information H3 secure, detecting additional

i nformati on based on the judgenent when the input data is not secure, and
does not detect the additional information when the input data is secure,
reproduci ng the input data, and controlling the reproduction, such that
the reproducing the input data when the input data is secure and record
the input data based on the additional information detected by the

det ect i ans when the input data is not secure. In accordance with a

t hi rteéﬁgﬁ‘ﬁ%’%@l‘n@m@%lﬁ?t megE¥ent i on, there is provided a storage
medi um havi [ i S Sd rogrami.ncl udi ng ste of
Todging " whaRsboahe i ah i uPAEass BF phisell Tendih, M B AoPERIA o
det ect igisrageigictiiveiBaving FEcRFdRE theriPy pastdidih® palgrimfiiAEINBL fefldbiiy MEans
provi ded c%?r espondivr?é y to the typg of ea%g c%r a plur algﬁ%}ﬁﬁ @Egg%nal

i nput iwlethératheanpuatr date tedteddgd additionahalformétiomist seonrel 4lefectiAg gdditiodaD 5

supplied.via the external ,input interface nmeans based on the judgenent when
the i npiformatianbasedren the dudgmeninwhendhe Apputgdatacs naicsesbe, tangndoes not

i nfor i.on . .wh t.he dinput data is .secure,, and recordi ng,.t he i.nput, data to
L or skt a0 BB Rl el wh2n 45 T B bt it Mo PR el ne
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recor ded thérstorsige medinacehen nige npag dam is Redurdiand ré¢cdshe input Waei bagelogt her

the input data enbedded additional information is secure, detecting
the additional information detected by the detecting when the input data is not secure.
In accordance with a twelfth aspect of the present invention, there is provided a
storage medium having recorded therein a processing program including steps of: judging
whether the input data embedded additional information is secure, detecting additional
information based on the judgement when the input data is not secure, and does not
detect the additional information when the input data is secure, reproducing the input
data, and controlling the reproduction, such that the reproducing the input data when the
input data is secure and record the input data based on the additional information
detected by the detecting means when the input data is not secure.
_ In accordance with a thirteenth aspect of the present invention, there is provided a
storage medium having recorded therein a processing program including steps of: judging
whether the input data embedded additional information is secure, detecting additional
information by additional information detecting means provided correspondingly to the
type of each of a plurality of external input interfaces for detecting additional information




addi tional information by additional information detecting neans provided
correspondingly to the type of each of a plurality of external input

i nterfaces for detecting additional information supplied via the external

i nput interface nmeans based on the judgenment when the input data is not
secure, and does not detect the additional information whery Alpfust dgog data
I S secure, and reproducing the input gata according to the additional

i nformati on detected by the additional infornmation detecting nmeans. Bri ef
Description of the Drawings FIG | is a block diagramof a conventi onal
data recording apparatus. FIG 2 is a flow chart show ng operations nade
for data output control in an apparatus connected to the data recording
apparatus showmn in FIG 1. FIG 3 is a block diagramof an enbodi nent of
the data recordi ng apparatus according to the present invention. FIG 4 is

a f 1 owsunplied windhe syteonsd izput dnterfacgimenas bakedaon drwojudigament wihea thatiaput

di t h in FIG . 3. 15.17 August 2005 FIG, 5 i fl
Chart  SHESTT Spife: d5h 0ot defict s sk dcnldfigmefiop Rrendne T Bitaisng

t h ' g ] ' - s f
P oo M rbhrlin? e inbliatd 1 YRt Inhd RBORIn o M RBUTRRAL O]
flow chaformationdegctoddyahé additiomd enfofhatiei dete@hicodegdsi on in the data

pl ayi ng apparatus shown in FIG 6, 17 August 2005 16

In accordance with a fourteenth aspect of the present invention, there is provided a

storage medium having recorded therein a processing program including steps of:
Jjudging whether the input data embedded additional information is secure, detecting
additional information by additional information detecting means provided
correspondingly to the type of each ofa plurality of external input interfaces for detecting

- additional information supplied via the external input interface means based on the
judgement when the input data is not secure, and does not detect the additional

information when the input data is secure, and reproducing the input data according to

the additional information detected by the additional information detecting means.

Brief Description of the Drawings

FIG. 1 is a block diagram of a conventional data recording apparatus.

FIG. 2 is a flow chart showing operations made for data oufput control in an
apparatus connected to the data recording apparatus shown in FIG. 1.

| FIG. 3 is a block diagram of an embodiment of the data recording apparatus

according to the present invention.

FIG. 4 is a flow chart showing operations made for data recording in the data
recording apparatus shown in FIG. 3.




FIG 8 shows an exanple of the configuration of a data in the file formin
the optical disc used in the present invention. FIG 9 also shows an
exanpl e of the configuration of a data in the file formin the optical
disc used in. the present invention. FIG 10 shows an exanple of the
single- or double-density disc according to the present inveniiQRt 2ddsCS.
11A, 11B, 11C and 11D expl ains the dayg recordi ng and playing "operations
of the data playing apparatus according to the present invention. FIG 12
is a block diagram of another enbodi nent of the data playi ng apparat us
according to the present invention. FIG 13 is a flow chart show ng
operations nade for data reproduction in the data playing apparatus shown
in FIG 12. FIG 14 is a block diagramof a data recording/playing
apparatus according to the present invention. FIG 15 is a flow chart
showi ng opeddi onis ardtiav fchart showing operdtions nrade Her dlataarecpeting di ribe platayi ng
apparatus _shown in FISS 14.IFE % 16 is a block diagramof still another
enbodi FETHARE apRaraissRopndy; é appar at us according to the present

i nvention. i I r i . i Sq g .

reproducti onli:lI&h.61tzslf1ealsb A a&g ayi n(%f %Egégrﬂa#usgﬁgﬁmtﬁfgn %?aﬁ%é a%%é%% is a
bl ock @b@gﬂm@t@ffh@ﬁﬁgé}ﬁm@ﬁﬁ@qj_i ment of the data recording 1 7 August 2005
17 apparatus according to the present invention.

FIG. 7 is a flow chart showing operations made for data reproduction in the data
playing apparatus shown in FIG. 6, |




FIG 19 is a flow chart show ng operations made for data recording in the
‘data . recording apparatus shown in FIG 18. FIG 20 istiaalhew2obart show ng
. Operations nmade for data recording in the data recording apparatus shown
in FIG 18. FIG 21. is a block diagramof still another enbodi nent of the

data recordi ng apparatus accordi ng i& the present invention. FIG 22 is a
fl ow chart show ng operations made f data recording in the data

recor di ngmai:p&arat us shown in FIG 21. FIG 23 is a block diagramof yet

anot her enBdt Seshovest an prampleot Beoranfigpratipn of ardaa e thy Blsntpropin the
. present invention. FIG 24 is a. flow chart show ng operations nade for
- dat a optioalddisg used i chetptesent mventiong apparatus shown in FIG 23. Best Mde
for Carrying Qut the Invention Referring to the draw ngs, several

embodi ment F[IG‘(. 93§t oW € G edhRiple BPAR & rﬁgt@ﬁ%lﬁ' (?gtl ﬂgtl?eloﬁﬁ:rﬁtrh'ﬁin dat a

recordi ng/ pl ayi ng appar at us, ta recordi a playing nethod,
and a,stor di um acgcordi ng ,t.0o the present .invention will be explained.
Not e fh?a?pﬁgfﬁt e Eﬁ‘%{)]& ﬁ)&ﬂrgs ilgﬁeg\‘/il?lﬁ‘ be described herebel ow, data to be
recorded or_reproduced is audio_data and additional infornation is
copyri ght Fkemigshews an gxample obtheisirglevordpublesieasity dissnceerdingfothat i on
-and playing control 17 August 2005 18 infornmation such as copy-generation
| i m t ptasent imfemticmt i on, enbedded in the audio data by the digital
wat ermark. Note also that in the enbodi nents. going to be described
her ebel ow, py3st hErA, 11B, 11C and 11D explains the data recording and playing
--operatibns of the data playing apparatus according to the present invention.
FIG. 12 is ablock diagram of another embodiment of the data playing apparatus
according to the present invention.
FIG. 13 is a flow chart showing operations made for data reproduction in the
data playing apparatus shown in FIG. 12.
FIG. 14 is a block diagram of a data recording/playing apparatus according to
the present invention. |
FIG. 15 is a flow chart showing operations made for data recording in the data
recording/playing apparatus shown in FIG. 14.
FIG. 16 is a block diagram of still another embodiment of the data playing
apparatus according to the present invention, |
FIG. 17 is a flow chart showing operations made for data reproduction in the

“data playing apparatus shown in FIG. 16.

FIG. 18 is a block diagram of another embodiment of the data recording




digital watermark information is to be detected is decided in either of the
followng two situations: (1) Control of data recordimAgéuspQ@og ng with
digital watermark information is not essentially required since input data
i's a secure one. (2) Input data is a one having enbedded therein digital-
watermark information difficult to detect. In the followi ng, first the
data recordi ng apparatus, data playilig apparatus and data

recordi ng/ pl ayi ng apparatus for the situation (1) will be described, and

t hen dpparatistazcoriing do tige prgsentinvention. data pl ayi ng apparatus for the
situation (2) will be described. [In case it is decided whether digital

wat er mar k- g1ih Of9Rid 6w ala&psmmﬁgtrﬁfem%nﬂhaae%r BanSdcomiNg i fRr ddtaput

data is a secure one or an insec one (for the situation (1))] [Data
recordi ng,.a paratqus; Eef er.r ifﬁ wto FIG 3, an enbodi nent of the data
recor'&FﬂgjlﬁgﬁEPﬁf US SUav8 b g}'t ‘the present invention is schematically
illustrated in the formof a, block diagram The data recordi ng apparatus
i s gener al FiGi discatlew charhshowiagapsrationsomade foxdyargcoulingindicrdsa t he
storage -nmediumused in this enbodinent is a CD-R (conpact 17 August 2005 19

- di sc recosding dpbbetus ShbwWWiHdIGHd® disc - rewitable) or an optical disc
capable of recording with a density double that of the CD-R or CD-RW and

that di gi tejG. 20ies BRédk dRLRIARIAPN drotRBPEASBihEnPYLiR dRhcbSidigy i n the
state of PCMsignal. Digital watermark information is enmbedded in audio
data a%a'rarﬁ%g gckcr)]l%n']é t&tnd Bly\e%gnp Invention.
FIG. 22 is a flow chart showing operations made for data recording in the data
recording apparatus shown in FIG. 21.
FIG. 23 is a block diagram of yet another embodiment of the data recording
apparatus according to the present invention.

FIG. 24 is a flow chart showing operations made for data recording in the data

recording apparatus shown in FIG. 23.

Best Mode for Carrying Out the Invention
Referring to the drawings, several embodiments of a data recording apparatus,
dﬁta playing apparatus, data recérding/p'laying apparatus, data recording method, data
-playing method, and a storage medium according to the present invention will be
explained. Note that in the embodiments which will-be dcscribccf herebelow, data to
be recorded or reproduced is audio data and additiénal information is copyright

management information including recording control information and playing control




of the PCM signal, enbeding it under the masking effect, enbeding it around
a high- energy part of audio data, or enbeding it by tieasgeasboosn

. Spreading, for exanple. As shown in FIG 3, the data recording apparatus 20
is provided with a plurality of external input interfaces including an
anal og i nput interface 22, IEC (Int eigati onal El ectrotechnical Conm ssion)
958 interface 23, USB (universal ser bus) interface 24, and an |EEE
1394 interface 25. In this enbadinent, it is-judged whether these _four

ext er iaformaion sueheast e goncratondimititien ifosmalioRoembsided in ke prdio 1394
interface 25 is secure as having previously been described, there are

provi diath bysthe digidwatenhak. such that data entered via this | EEE.1394
interface 25 is not subjected to detectlon of digital waternmark

i nfor mat i oy ah%o €13 o B EfBddKnents/ifib6Ibd BERSbAHIAERAbw, Wlitther
interfaces is s ected to such dete The ana 0og |nput interface 22 -
receiv. nal.og a nal .via an ter al. 21 ormed from
a com‘lﬁ%’l&ﬁ tﬁ%ﬁ'aﬂﬁ' 5“’%188 lﬁﬁ‘a (Lei?%‘ﬁg&q‘? gegljﬁl%ﬂllpeedl gr‘ﬁ %lk‘g%erter
26 which converts the data to audio PCM signal. The audl o PCM signal is
suppl itw@ sitgatiopgM si gnal selector 28. The I EC 958 interface 23 receives
audio PCM signal via a so-called optical digital input termnal 21b, and
supplies ifl}yo Gdiﬂrd?@fﬁld&tzglwbrdiﬂgenq)MylﬁgWlﬂhdngﬁBwaMmuderﬁMatmel ves
conpressed-audi o signal 17 August 2005 20 via an input term nal 21c.

fornmed froma C‘i’é’ﬁ@@és‘%énhﬂ%rc@ﬂiﬂe@é{ﬁ@é hlgélt'datﬁ‘i’s & se\HEYHR! €SSi on circuit
27 in which the data 1s deco essed anded to audio PCM signal. The

s PO 30 FELACR, o AR RIS, e,
It :{ (Tr ,nalt h<291d f ormrrf%%nfaglglr?d?ff(i:gurhnteocagtgc! ack. As will be descr | bed in detail
In the following, first the data recording apparatus, data playing apparatus and
~ data recording/playing apparatus for the situatioﬂ (1) will be described, and then the
data recording apparatus and data playing apparatus for the situation (2) will be
described.
o [In case it is decided whether digital watermark information is to be detected
or not, based on whether input data is a secure one or an insecure one (for the
situation (1))]
[Data recording apparatus]
Refefring now to FIG. 3, an embodiment of the data recording apparatus
according to the present invention is schematically illustrated in the form of a block

- diagram. The data recording apparatus is generally indicated with a reference 20, It

should be noted that the storage medium used in this embodiment is a CD-R (compact




data entered via the IEEE 13,94 interface 25 is recorded to an optical disc
vi-a another route w thout being supplied to the PCM simRajusseb@st or 28.
The user selects one of the data entered via these external input
interfaces for recording to the. optical disc. For this selection, the
data recordi ng apparatus 20 is provided with a key-control unit 43 having
provided thereon a plurality of keyslgsuch as recording start and stop keys
in addition to the input select key. A key-operation signal produced by the
user disperracmd}bée)eﬁlgdﬁ%mm@adt )sd srewripable)dor an phticalydise eapabicrod] | er
100. The systemcontroller 100 in~ludes for exanple a m croconputer, and

i nt er @cerdingt Watikay demsiyaidoable tldtabf IHEPCDER bf AUDLRW kit eleat dfgitdlni t 43
~to judge whichkey has been operated, and controls correspondingly to the

resul, | Ihen, | 4: 1S3 Y, \NQ: n

oper ar s iR iR matiiCR, onfbETdd in il 88 BelldPin eSO SighBER
interface .other than the |.LEEE 1394 interface 25 has been selected,. the
syst SR YPET AT mfoeaa@?w%emﬁed i3y a|dza§%B¥eresﬁng 1t ¢ lowieg bitsand
output the .signal fromthe selected external input interface while

cont raf therRCM signal,cimbeding itaindes ¢hentaskigzeffedtj embeding ibaraleska highd. in
detail later, to select a route for a signal from the PCM signal selector.
28. Aérﬁdigg\ﬂaﬁfbii Aediotdats orudaBelinBat by ke kﬁélcthﬁﬁlspﬁe% fbf eRufiipié. 2005 21

y e

oper at ed the user is the input select key and E 1394 interface 25
has been €25yt Al | ‘ : . | si gnal
ol cotor F1orH0NTn IO 3SR Bty Epafill BOK BV BFHNENTS, 2 2
25. tt_.shoul d.be noted that .the data .recordi.n pas.a 0 is proyided
ot n TSl R e EceS Hoha R SIS SeIBIRERE 22 RECiEReratora) | <
connected to the systemcontroller 100), as a displ ai/ device to informthe

user Blectiaeshinies) GemsntissianpPss interfaand3d USH Gyniversel seridldms) interface
24, and an IEEE 1394 interface 25. In this embodiment, it is judged whether these

four external input i.nterfa-ces 22 to 25 are secure or not. Since the IEEE 1394
interface 25 is secure as having previously bcén described, there are provided two
signal routes such that data entered via this IEEE 1394 interface 25 is not subjected

- to detection of digital watermark information while data entered via the other three
external input interfaces is subjected to such detection.

The analog input interface 22 receives analog audio signal via an analog input
terminal 21a formed from a connector jack. The analog audio signal is supplied to an
A/D converter 26 which converts the data to audio PCM signal. The audio PCM

“ signal is supplied to a PCM signal selector 28. The IEC 958 interface 23 receives
audio PCM signal via a so-called optical digital input términa] 21b, and supplies it to

the PCM signal selector 28. The USB interface 24 receives compressed-audio signal




having to be given to any other use. The audi o PCM signal output fromthe
PCM si gnal selector 28 is supplied to a recording comzAlgwtpcast 29 and
+also to a digital watermark informati on detection circuit 30. The digital
wat ermark i nformation detection circuit 30 detects digital watermark
~information, if any, enbedded in thezé\udi o PCM signal fromthe PCM signal
sel ector 28, and supplies the result®™of detection as copyright managenent
information.to the sys controf l.er 100. The system cqntrol.ler, 100
i nter Pltad tlﬁréufcéedwﬁ@ﬁ?q]ﬁaﬁg&deﬁomrﬁ SORREFIOR. Jac _@nﬁt FPRIESY It ighe
managenent information is interpreted to mean that the copy is inhibited
| i ke ‘deopmpressian caduit 27hin wihicle the datar is| deponi@@sssanor okpandesl teawdioi ng
control circuit 29 to inhibit the recording. That is, the system

~cont r PICMrsidRAl. e audlié POM sigRA1dE %gﬂi@@ﬂiﬂl@'P@MﬁEhhl “Jedtor 380AISsIPPI y Of
the audio PCM data to the circuits ownstream of the recording control

To meshe FREE1 3% il6fRe) 28 EOMER SEnRO SR R aset WUl BB Pove

~or "copy-free", the stem control l,er, 1Q0 a).] ows, the. recordi for 17
Augusi‘%uasfg%d f%%%ﬁs h COBREFION 1136l éﬂlleﬁ%ﬁaﬁ%bfa{)m grildatez e 29 1o
output the audio PCMsignal to the circuits downstream of the circuit 29.
The adatacedexed ¥indhe TBBE/ 18 rinteracedi isaecomdeddoian @gidad disqppipiandtihies t he
digital watermark information rewite circuit 31. Even if the copy control

i nf or fwite anithaal Bedeel sipplidietCcORYPCHNEighal slean 28, TR Béd sledb bavef t he
recordi ng for copying, the systemcontroller 100 controls the digital

' o i data! AR QRel Sk teb abp A ishertiod ok PG P ol Sphl AT O

reducg the nunber of timpmes copyin . . . .
For this 8¢ ection, t{]c dafa recorcﬂ}/lg a%paratus_ 20 1s provided with a key-control unit

‘43 having provided thereon a plurality of keys such as recording start anfi stop keys
in addition to the input select key. A key-operation signal produced by the user
operating a corresponding key is supplied to the system controller 100.

The system controller 100 includes for example a microcomputer, aﬁd interprets
the key-operation signal supplied from the key-control unit 43 to judge which key has
been operated, and c'ontmls correspondingly to the result of judgment. Then, when it
is judged that the key having been operated by the user is the input selection key and
any external input interface otherﬂthan the IEEE 1394 interface 25 has been selected,
the system controller 100 controls the PCM signal selector 28 to select and output the
signal from the selected external input interface while controlling a recording signal
selector 34, which will be described in detail later, to select a route for a signal from

the PCM signal selector 28, Also, when the it is judged that the key having been




can be done, if the copy control information is a one to limt the copy
generation or nunber of copies |ike "one copy all owedi7aeh2dds i s not
necessary to rewite the digital watermark information, the digital

. watermark information rewite circuit 31. is bypassed or passed through.

To conpress and encrypt audi o data for recording in this enbodi nent, the
audio PCMdata fromthe digital wat@drnmark information rewite circuit 31
is first supplied to a conpression circuit 32 where it will be conpressed,
t he copgratesidpdtiatseriis thamput selept keyland shalEERCT 3Pt inderface 2hiihas b8emher e
the data wll be encrypted. Then the .encrypted data is supplied to an ECC

- encod@llecded the sPrgl%n’i e6RIrE11BH 160 @Bﬂiroﬁeﬂhﬁ%é&cﬁﬂ% siéxﬁl k¥lecferGaangemrt 35,
the input data I's subject to error-correction coding using ClRC (cross

inter) ea - N CO¢ f e ) h 3
supp! 1 SO 0P € ien BRRF L0 ASRE 040 BRAE, 25 SRR bR o RRABAE et ¢ cui
36. The recording nodul ation cjrcuit 36 nakes a recordi ng nodul ati on based
on t HECcorhing (appiHatuso 200y tsenideddwiith aan]-Cla cwmit Ak for Exaumplet imdlis 23
The recording nodul ation circuit 36 supplies the nodul ated data to a wite
head @ifbediment(trolGDhanindd!is tommedtedto tieaysiem Toatrotlct 200y ad alfisplayt es t he
data to an optical disc 40. The optical disc 40 is rotated by a spindle
ot orgéddcéio tnfRhPetlsEr owhi RS} his bR [?ge!i‘ﬂeh%d His??é}{ ifPBRALESH

ui

velocity) control of a servo circuit 42. T servo cir 42 produces a

vel o i | . b audio PCM signal to be recorded,, for
'exarrg*aé%fngﬁ%gg%%%Pg)sal?f%ﬁgerﬁﬁg' spindle notor 41. The servo circuit 42
recei ves control_signal fromthe syst contro|ller 100 .to confrol the
posi ti on gth mdlws?é S%@éoybpqt&mlaltﬁﬁfﬁl\’fwgnalﬁﬁe%or&%@ S&BPL%?&% the -
servo circuit 42 also controls the : ) L

- a recording control circuit 29 and also to a digital watermark information detection

circuit 30. The digital watermark information detection circuit 30 detects digital
watermark information, if any, embedded in the audio PCM signal from the PCM
signal selector 28, and supplies the result of detection as copyright management
information to the system controller 100.

The system controller 100 interprets the copyright management information.
When the copyright management information is interpreted to mean that the copy is
inhibited like “copy inhibited”, the system controller 100 controls the recording control -
circuit 29 to inhibit fhe recording. That is, the system controller 100 controls the
recording control circuit 29 to. stop supply of the audio PCM data to the circuits
downstrea;m of the recording control circuit 29. Also, when the copyright management
information is interpreted to mean that the recording Ifo-r'copying is possible like “one

copy allowed” or “copy-free”, the system controller 100 allows the recording for




position of the wite head 37 in the tracking direction. In case the

_ optical disc 40 is a CDR the wite head 37 records flapggRy26i%ngi ng the

- .refractive index of the recording |ayer of the optical disc 40. Al so, when
- the optical disc 40 is a CO-RW the wite head 37 records data by changing

the crystalline/anorphous state of tjjf optical disc 40. In this enbodi ment,

audio data entered via the | EEE 13947 nterface 25 is not subjected to

det ecti on. of, any di.git wat errmark i nfornmatiQn but it . is co ol l.ed -
cocor Gy T oiftgiihy FROGHIE hahRLEHEM 2ot Polm bt ERECEINENL o ¢ ne
audio data. The DRMinformation can be used to easily separate copyright
managé@rtha cirgiitsalavenstegan of theatirc@d\29. i hhoaudivideta Hontthe r¢¢deding emtmlen a .
data having been encrypted and conpressed. Thus, in this enbodi nent, data

ent er egkcuitd i_rse;ug Ed 189 digital eat@amrR Infoimation! reeaitt @irchit I1ecBV4h 1Y
control circuit and also to a DRMinformation decryption circuit 39. The

DRM | . . . : _ . i Y v
i oy S7P3, PHrTHOARIAR kel fn (RN ot SR n alion Y
When' {47 [GERIG: 105 S0 BB EYs RESIER COMBR P AP BHO S CERE VAE RS of
DRM information interpretation, the systemcontroller 100 inhibits the

r ecor dfiegmipiongewritecirenig e reweise mqégdehwatﬂrmairk énflormagondramspnsuppl y
of the audio PCMdata to the ~circuits downstreamof the circuit 38. Wen

~the r eopy dllogelitito Coppy ithibiteddobtd abhetrededreahdinagntier dffifineeeopgingf DRM
I nformation interpretation, the systemcontroller 100 allows the recording

for cepyibBGdng RO S lgg’ &&tf&]ﬁnfcﬁgg{tfyn“ﬂ Lo P:P%i it {&U&Lﬁfgggaaqﬁml y the

audi o PCM si gna clrcuits wnstream o e circ us the
'?ggi)?mqa %5 rorgf?&ppgc%e li %Q%El%ic%%yca‘ii‘&v{ré’&”. o Celfli it ig’ %oit %ecs:éjs%g})} Fodrétvs?rittcht?lc
digital watermark information, the digital watermark information rewrite circuit 31 is
| bypassed or passed through.
To compress and encrypt audio data for recording in this embodiment, the audio
: PCM data from the digital watermark information rewrite circuit 31 is first supplied
to a compression circuit 32 where it will be compressed, the compressed data is then
supplied to an encryption circuit 33 where the data will be encrypted. Then the
encrypted data is supplied to an ECC encoder 35 via the recording signal selector 34.
= In the ECCencoder 35, the input data is subject to error-correction coding using CIRC
(éros‘s interleave Reed-Solomon code) for example. Then the ECC encoder 35
supplies the error-correction coded data to a recording modulation circuit 36.

The recording modulation circuit 36 makes a recording modulation based on the

EFM (eight-to-fourteen modulation) technique. -




selector 34. That is, data entered via the | EEE 1394 interface 25 can be
recorded for copying as it isin a formit takes whemzeRiQledoss nce it has
al ready been encrypted and conpressed. Next, operations made for data
recording in the data recording apparatus 20 constructed as above wi |l be
described with reference to the flow charts in FIGS. 4 and 5. It. should
be noted that these flow charts show3 he operati ons nade mainly under. the
control of the systemcontroller 100. First in step S11, the system

control | er TheGeomdigesmaodalfiton dit@it 3Esupplicdthomodubstcd@tatont weite head 43
“has been operated by the user. Wien the result of judgnent. is that the.

recor ¢ t : r : t S 12
whor e/ T A oM TThE ST M The Barf G

key- cqnf.rol ,.unj i.ch ope.of the.external input _interfaces is
se?/ecf’gﬁcﬁoq’lg !rtubl ﬁﬁﬁpp%ﬂcﬁs [gﬁlsdgfaategtyyﬁ‘espiﬁﬁdﬂﬂ&mé@éﬂpi FEBgdy. Then
in step S13, the system controller- 100 judges whether the discrinnated

i nput Velogity unges dhe LEY (BEreariamstani tvelocity) agitrol aftd serwomitiinied2) Thehen t he

result of judgnment is that the | EEE 1394 interface 25 has been selected,

the syawencicarit 42|predudéia gebscityosérvemsidifl bdyedeon hutid PCM izl tbltr
recording signal selector 34 to select data entered via the TEEE 1394

i nter , ' t L fE . rdi n lca i ot . Then
1 o1 IRORIER fof BRbmpo, a0\ isplic 1O HESPIRARTHLRG £RITHE scfld Eltbdje 33 el
of the DRM.infor

I o R R e R S A
. possible. Wepn_ it is judged in step S16 that the copying is possible, the
syst evrtehead T srdiallp ofthesontical diss 461 Almedhe sevogiTGuItARIseIcontiols beor di ng
cont rIC))cl)sition of the write head 37 in the tracking direction. In case the optical disc 40 is a
CD-R, the write head 37 records data by changing the refractive index of the recording
layer of the optical disc 40. Also, when the optical disc 40 is a CD-RW, the write h'eaﬁ |
+ 37 records data by changing the crystalline/amorphous state of the optical disc 40.

In this embodiment, audio data entered via the IEEE 1394 interface 25 is not
subjected to detection of any digital watermark information but it is controlled
according to DRM (digital rights management) information incidental to the audio
data. The DRM information can be used to eésily separate éopyright management
imformation such as SCMS information or the like from even a data having been
‘encrypted and compressed. Thus, in this embodiment, data entered via the IEEE 1394
ihterface 25 is supplied to the recording control circuit 38 and aIsoAto a DRM

information decryption circuit 39. The DRM information decryption circuit 39

decrypts DRM information, if any, incidental to data entered via the JEEE 1394




circuit 38 to the aforenentioned recording-allowed state such that data is
supplied fromthe recording signal selector 34 to thetamniduetp@md 37 via
*the ECC encoder 35 and recording nodulation circuit 36 for recording to
the optical disc 40. On the other hand, if it is judged in step S16 that
the recording for copying is inposshble as the result of DRMinformation
i'nterpret ation neans, the system controller 100 goes to step S18 where it

will cont rcut38 0 inhibit th rdi ng as
above, ‘f&%?ﬁ"ﬁpé%sﬁéﬁé%% W Beifleppitaio o sy apettrplien §500 o r oy
the_user m pl ay, that the recaording.is |£055|ble Al so, when it is
judged in @&%rwgdmgtfﬁéﬁomagls% ¢EEEb1 acqordmgrthe gexdt ohRRMeen
-selected, the systemcontroller 100 goes to step S21 where it will control
t he ﬁi@mrmayml ietpretation? &ht osystéiac tomtmoll exp 100r dnliibithaghiengedeedingdbgi gnat ed
by the user 17 August 2005 26 operating the key-control unit 43, and then

goes tenfrbRM rgi%%fromt F Eoi o1l cific 2\‘385)%)'%5‘]? ﬁ}gg%ﬁien‘ﬂ]cﬁ{)put frgdmt%ﬁhgr 34 to

sel ect a signa e PCM sign

i #é?ha&%ﬁo&aﬁ%ﬁﬁ{"é?%?@h 2eCGoRIElETobyie Ao Bhallog "

route. Wien the result of judgenent is yes", the systemcontroller 100
goes pecfig tpthegaylt of wﬁamgﬂ%vaemrpuatm, theosystam sgntrpllan10p D
converter 26 to digital signal. Then the systemcontroller 100 goes to

st ep 8ewetthe aecardmg oy cojmengtist bentrolhimgUEB reodifgcontd] hdreulleds tsel ect ed
‘as the input route and thus the data has been conpressed. Wen the result

\(/)\;I | iagﬁjt]?gfle ltaﬁguyggjg\g sigifal 39 $hé Eireaiis Hewn%fre&ﬁooM%ScﬂdﬁltSS@prﬁ%@ é}i@er et
nmpression circuit 27 to deconpress or expand the
CoNPr g6 UAR Pom W TebMing control circuit 38 is supplied to the recording signal
selector 34. That is, data entered via the IEEE 1394 interface 25 can be recorded for
- copying as it is in a form it takes when entered since it has already been encrypted and |
compressed.
Next, operations made for data recording in the data recording apparatus 20 -
constructed as above will be described with reference to the flow charts in FIGS. 4 and
5. 1t should be noted that these flow charts show the operations made mainly under
the control of the system controller 100.
First in step S11, the system controller 100 judges whether the record key on
| | the key-control unit 43 has been operated by the user. When the result of judgment
. that. the record key has been pressed, the system controller. 100 goes to st.ep S12

where it will judge, based on the operated input select key on the key-control unit 43,

which one of the external input interfaces is selected for an input route for data to be




result of judgnent in step S25 is that the data has not been conpressed,
nanely, that the IEC 958 interface 23 has been sel ectgdy,dieogisst em
controller 100 skips to step S26 where it will cause the ‘deconpression
circuit 27 to deconpress the conpressed data. Next in step S27, the system
~controller 100 judges whether digital watermark information is enbedded in
the audio PCM data to be recorded. R8r this purpose, the systemcontroller
100 causes the digital watermark information detection circuit 30 to
“det ectecdrdgd. al T\hanehrrmtép i IR et i systim chetrolitra Wopudges PMtbegibe
selector 28. for a predetermned length of tinme in order to see whether

di gi t@ikcﬂﬁﬁﬁit'&"ﬁrlﬁguﬂfoﬁhft% $éUﬁr%\ElE;]EE hg94 Qﬁtc@'ﬁbﬁ(ﬁseﬂl ®is B@bowiheat). t he

predetermned | ength of tine gital watermark information can have

goes 10 Ef*é@%zﬁletmﬁeisﬁﬂ%f‘wé?mcﬁ%fs ﬁ{sﬁ?ﬁﬁgt%@%ﬁ&%{)ﬂ%ﬁ?@%&a@ﬁ%ﬁ mat on

- and then goges to step S29 where it wll udlgle whet her the detected digital
wat ersedeqted the ﬁ)?%t@ﬂtﬁpﬂ%@]l@fdqug%’ﬁ tosfep piedymaHconyol thedsgaiding see

whet her the digital watermark information has been falsified to have
cont esigaalselextorchtiosel ectrdatd kytebed vidthe IEEE 1394 imgdace A5 shepisS@®pubat t he
detected digital watermark information 1is valid, the systemcontroller 100

~goes ﬁenﬁﬂﬁpreﬁapdm@%%tﬂoq citduit 38 Gl §t|@1§ sdisy 'tﬁ@k%st\éﬁi sémmlier 100

i nformati on, nanely, copyri ght managenent formatio d judges,
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systemcontroller 100 goes to step S 18 where it will inhibit the data
copying is possible. When it is judged in step S16 that the copying is possible, the
system controller 100 goes to step S17 where it will control the recording control
circuit 38 to the aforementioned recording-allowed state such that data is supplied
from the recording signal selector 34 to the write head 37 via the ECC cncoder 35 and
-recording modulation circuit 36 for recording to the optical disc 46.

On the other hand, if it is judged in step S16 that the recording for copying is
impossible as the result of DRM ‘information interpretation means, .'the system
controller 100 goes to step S18 where it will control the recording control circuit 38

- toinhibit the recording as above, and goes. to step S19 where it will cause the LCD unit
44 to prompt the user, by display, that the recording is impossible.
Also, when it is judged in step S13 that other than the IEEE 1394 interface 25

has been selected, the system controller 100 goes to stei) S21 where it will control the

PCM signal selector 28 to select an input route having been designated by the user




- ,the result of judgnent in step S30 is that the recording

‘copying, and then goes to step S19 where it will cause the LCD unit 44 to

pronpt the user, by display, that the recording is i nppﬁ?%rm g%op{a;\: ﬁg (w?aln

al so be referred to as "copyi ng-recordi ng" here-under wherever appropriate)’
I's possible, the systemcontroller 100 goes to step S31 where it wll judge
- wether the digital watermark inforng®ion has to be rewitten. Wien it is
judged in ,step S31 that the digital watermark information should be
rew i tOpSFAting the kejpponigol wrib Adi ard than gots tosep S22 wheretibwiild nontrokihey
generation or of nunber of copies, the systemcontroller 100 goes to step
S32 whecarding wignal selesror 34160 gelgct alsigwil el omr thel PCM RRinaPRelelitri 28 dii rcui t
17 August 2005 28 31 to rewite the digital watermark i nformation. After
havi n ' t L6l rmark information or when it is judged
t hat tg)ﬁgﬁm%%lgpeméglt%ﬁ%’tarﬁ%?gﬁtion has not to be rewitten, the system
control |l er ,,100. gges tep S33 where.th dat 111 be conpressed and
encrypt ed, 4@ ]t‘llgl%ﬁp St&ﬁeihf% %@?@&%&ﬁ%{eﬁﬁ%@w Vt\ilﬁll thenaleg MPEd as
having previously been described. Note that in this enbodinment, when it is
j udgednterfase &2 ksi7beemselepteddisgibealinputviowe neWhenrthe rresili ofi jedgeinenthis
detected, the systemcontroller 100 goes to step S33 ..and subsequent
st eps “yes™, ehosystche cBilyblat 400 Boies tb Stéh SOAdQHeREEPUS AnhltYY BawHl e 2
conventional content having no digital watermark information enbedded

t her e‘bﬂn%rte@bg%?it% ddﬂ%@ﬁ%‘ﬂzg% t&%i%%%ﬁalhaﬂle{ﬁeﬁ@ s%getxﬁg:&)vﬁﬁ?ﬂgggﬁ 2 en

copyi ng. Howev since su ent Mot Known as

ot SEhE RIS GARN. DG, a0 REL BRI SR Lot 41 phas bee gt et 1t
For eggsi -rt]]?é 13{)3{: %‘oﬁtgear?g ttlalll,xsr ?ﬁg rd%itz[] %agpl?eaernazzgiipresséd. When the result of

judgment is “yes”, the system controller 100 goes to step S26 where it will control the
decompression éircuit 27 to decompress or expand the compressed data. When the
 result of judgment in step S25 is that the data has not been compressed, namely, that
the iEC 958 interface 23 has been selected, the system controller 100 skips to step S26
- where it will cause the decompression circuit 27 to decompress the compressed data.
Next in step S27, the system controller 100 judges whether digital watermark
-information is embedded in the audio PCM data to be recorded. For this purpose, the
System controller 100 causes the digital watermark information detection circuit 30to
- detect digital watermark information in the data from the PCM signal selector 28 for
a predetermined length of time in order to see whether digital watermark information

- ‘can thus be detected or not within the predetermined length of time. When digital

-watermark information can have been detected in the data, the system controller 100




is designed not to detect any digital watermark information when the input
route is secure, it can record data entered via a secuffeagqit odsPr copying
very sinply and with ...."a. highly inproved performance.” That is, with

* the conventional data recorded shown in FIG 1, even a data entered via a
secure route has to be decrypted and deconpressed for the purpose of

- detecting digital watermark informtd7on, if any, enbedded in the data and
has to be conpressed and encrypted again for recording. In conparison wth

the zgﬁmo%mpmmeﬁi it olall entegsret tedgiagipedtaimark infovevation airthenigods nent  of
the data recording apparatus according to the present invention, having

been 1%%%% is%%ﬂ%fegt WA S h g GRy tﬁgdefeéfemgﬁm Stk %;fo%%ﬁagqg
clrcults or Ssuc at a e npr essi on, on,

decryp conpr essi on an

encryption. A datg recardi ng apparat us _ havi ng,onl secu ext ernal i nput

i nt er Yalid of Bef. aﬁhltS hlé‘dgEE’E‘q1§9E‘tP?fis€éfﬁ%csge\AﬁﬁhFﬂP%e@‘enalgi{agi‘t"ﬁfermf r mar k

i nformati on detection circuit and recording control circuit. Note that the
securiaformatiémbes beemfitlsified todrvieccarntents MHchIannphnemialtebes but  any
external input interface with SAC (secure authenticated channel), such as a

sebure US/lidH R1id Afdfredvin! stepp! 829Ahat0thel deté e @ digitdl wRsaAAEK Aiformation enent
for the secure intertface that data has been encrypted, but an interface

O L L D e R R N T S

can tran
AR TR TCNRCAE S R e S
© nbOdzicr(T:?)?siin;fto tﬂr]]ee reds?litaofpillgeﬁ)rne%at?gli%I?étlljlgr the recording for copying of the data
is possible.
‘When the result of judgment in step S29 is that the detected digital watermark
information is not valid or when it is judged in step S30 that the recording for copying
s impoSsible, the system controlier 100 goes to step S18 where it will inhibit the data
copying, and then goes to step S19 where it will cause the 1.CD unit 44 to prompt the
user, by display, that the recording is impossible.
Also, when the result of judgment in step S30 is that the recording for copying
(wiil also be referred to as “copying-recording” hereundef wherever appropriate) is
- possible, the system controller 100 goes to step S31 where it will judge wether the
_ digital watermark information has to be rewritten. When it is judged in step S31 that
the digital watermark information should be rewritten for a copying-recording control

such as limitation of copy generation or of number of copies, the system controller 100 .

goes to step S32 where it will cause the digital watermark information rewrite circuit




according to the present invention is schematically illustrated in the form
of a block diagram The data playing apparatus is gene,ryqd\d@ﬁsimt-,cat ed with
a reference 50. Also in this enbodinent, digital watermark information is
enbedded in audio data being a PCM signal by inserting it at |ower bits of

the PCM -signal, enbeding it under t maski ng effect, enbeding it around
a high-energy part of audio data, or“enbeding it by the spectrum

~ spreadi_ng, for exanpl.e, as having_previously been described. . As shown in
FIG 31 tPH@“G&Féﬁ%ﬂwmgWéﬁﬁ’éﬂé‘two%afil%n-provi ded with a plurality 17

~ August 2005 30 of external input interfaces including an analog input
i nterface Ffted E®iagmewrittznitbaaligitdl veatermadcinfoonatiG orivdwinom s paiged
interface 53, USB (universal serial bus) interface 54, and an | EEE 1394

| nt er ym@ahe Aigithl whicsmapl afforRBation itas indt lid beqewiitinh fie 516 cdrtiblleext er nal
I nput interfaces 52 to 55 are secure or not. Since the I'EEE 1394 interface

55 is cure er [ r.Qyi anal C d tered
R R L R e s e S R s e it
watermark information while data entered vja .the other, three exterpal

i nput 8PR% tg stapexl /| wheigdpe da i%e ﬁf@ﬁd@fg%kﬂleg pravigushyhiesy deﬁfme(f
interface 52 receives anal og audio signal via an analog input term nal 51la
formed froiNatedbamircthis epaaddimant) whemplit ssjudged dn stdp 527 thapthe digitadt or 58
and also to an A/D converter 56 which will convert the data to audi o PCM

Si gnakyAdEnarkiffdomdtion @ndoflbbrctatB R §@tdmicBhaoleE 100 gdes rRedtep S39. The
| EC 958- interface 53 receives audio PCMsignal entered via a so-called

ot by Ao B R M ST R i P s 0

and a e} ermark i nformation “selec
converter 60.converts the.input.data to anal.og data and, s L es.
a conventiona con%ent%avmg r?o Eilg%a watcrmarﬁ mi%rmat.%n embe(!'lﬁ)é)ci therein or

a content unknown as to how it has been protected against copying. However, since

such a content not known as to how it has been protected against copying is also '
uncleaf as to how it has been routed, it may be inhibited from being recorded.
Ashaving been described iﬂ the foregoing, since the data recording apparatus
is designed not to detect any digital watermark information when the input route is
secure, it can record data entered via a secure route for copying very simply and with |
~.a highly improved performance. That is, with the conventional data,rccorded shown
- inFIG. 1, even a data entered via a secure route has to be decrypted and decompressed
for the purpose of detecting digital watermark information, if any, embedded in the
data and has 1o be compressed and encrypted again for recording. In comparison with
the above conventional data recording apparatus, however, the embodiment of the data

‘recording apparatus accordizig to the present invention, having been described with




it; .to the first input selector 58. The USB interface 54 receives
conpressed audio signal via an input termnal 51lc forqmegduspfods connect or
jack, and supplies it to a deconpression circuit 57 in which the data is
- deconpressed or expanded to audio PCM signal. The audio PCM signal is
supplied to a DDA converter 61 and also to the digital waternark
~information selector 59. The DA corderter 61 converts the input data to
anal og data and supplies it to the first input selector 58. Al so, the | EEE
1394 feferdngestb BI®S3 3 Inedd’t 86 foiaits Sor esuehvéata edwroypiressioneaypeidnaudi o
data via an input termnal 51d fornmed froma connector jack. The data

ent er i interface 55 is reproduced via another route
Sl Attt enpidn

wi t hout o the first input selector 58 and digital

wat ermark informatiqQn sel ector .59. The user selects one of t datga entered:
Vit hese Ol oM APTATE iSAVIRg By S SesRe it nuo b HiRcE Sufho | on
the data E‘Sa i ng apparatus_50 includes a key-control _unit 72 having

pr ovi aidhe E\‘ééé&%@nmrfncalwﬂme@ﬂ nioaligitalveatermark infonmptinndateetion Srapt keys
in addition to the input select key, and supplies a key-operation signal

pr Odwﬁﬁréurdihgcmﬁﬂ ciegitati ng a corresponding key to the system
controll er 200. The systemcontroller 200 includes for exanple a

T ST 00OMDWBfe 1AM fhy RcFPRRkFack RenkalinARA GO IREI SHATALeds biom the

key-contr unit of the eys en operated, and

| Cgey s ciif L e S SR Al oA ianne D syl TR oct i on

key and _any external input interface other than the |IEEE 1394 interface 55
has -HdEB iderface,ewill dee dYsocih onet any assaminl cequisment hkor rthe ssechifput
selector 58 to select and output the signal fromthe sel ected external
i nputinterfaselthatdatilag teentenerypted, bincardimgétface via which authentication can

be made with a counterpart apparatus, for example, and which can transmit data

without having to encrypt the data, may be regarded as a secure interface, |

[Data playing apparat-u's for the situation (1)]
' [Data playing apparatus]

Referring now to FIG. 6, an embodiment of the data playing apparatus
according to the present invention is scheinatically illustrated in the form of a block
diagram. The data playing apparatus is generally indicated with a reference 50. Also
in this embodiment, digital watermark information is embedded in audio data being a
PCM signal by inserting it at lower bits of the PCM signal, embediﬁg it under the
masking effect, embeding it around a high-energy part of audio data, or embeding it

by the spectrum spreading, for example, as having previously been described.

As shown in FIG. 6, the data playing apparatus 50 is provided with a plurality




wat ermark information selector 59 to select the simlarly selected external
-input interface. Further the systemcontroller 200 cpnagdlss2@ossecond
«input selector 64, which wll be described in detail later, to select a
route for a signal fromthe first input selector 58. Also, when the it is
j udged that the key having been operg ed by the user r, is the input select
key and the | EEE 1394 interface 55 h been sel ected, the system 17 August
-2005 3 controller 200 coptrol s the second input selector 64 to select a
1 out e A sxieInal Ryl Integfares welyding an nalaginppt wterfas: S2IECh dnkernbtionalt ed
that the data playing apparatus 50 is provided with an LCD unit 73 for
exanp IE=le¢tmtthnicai;€@m missior( 958 inGRfavei 33, A3S B unbwisslabsid] bos)tinterfacet em
controller 200), as a display device to informthe user of which key has

been sperad ad HBEE di3od aueifﬂéé)syﬁtmﬂifs*@i{w&xﬁ&tpﬁ 1%1)@%&@3@&%: Phdyer use.

The audi o PCM signal output fromthe first 1 nput’se I'S supplied to

a  playl r i 14 62 nd.data output fromg.he djgif r mar k

i nf or % 1?g)r(l{\eglgéell feﬂc,lzf‘i(;lr ftégrﬁagcss 383‘& %ﬁ 46 SECHEgPE EP?V\H%’QFMW IEz*;J‘Fo\rﬁé i on
detection circuit 63. The digital watermark. information detection circuit
63 dele C‘aﬁg i1® pCHEs: Hisramke Providedrave signal foutay suelnthadi deth ¢ntetadeviaudi o
PCM signal fromthe digital watermark information selector 59, and

suppl this HHEEE 134 tinteifaget $% tis omotasuljeptedi ghidetstiapeok igitalntateratarkn to
the systemcontroller 200. The systemcontroller 200 interprets the

‘copyr infbimaroa SR ath BhRIré®{iaQhe olffe? PhricR @xf RN ihgm in'eHEAQS ffﬁ}bj %{8&&” mation
Is interpreted to.nmean "play inhibited", the systemcontroller

contrgy &éhhfet@:ﬁéfz:l ng ,,control circuit 62 to inhibit the playing. That is,
the system controller 200 controls the

The analog input interface 52 receives analog audio signal via an analog input
terminal 51a formed from a connector jack, and supplies it to a first input selector 58
and also to an A/D converter 56 which will convert the data to audio PCM signal and -
supply it to a digital watermark information selector 59‘. The IEC 958 interfac}, 53
receives audio PCM signal entered via a so-called optical digital input terminal 51b,
and supplies it to a D/A converter 60 and also to the digital watermark information
selector 59. The D/A converter 60 converts the input data to analog data and supplies :
it to the first input selector 58. The USB interface 54 receives compressed audio
signal via an input terminal 51c formed from a connector jack, and supplies it to a
decompression circuit 57 in which the data is decompressed or expanded to audio
PCM signzil. The audio PCM sigpal is supplied to a D/A converter 61 and also to the
digital watermark information selector 59. The D/A converter 61 converis the input

data to analog_dafa and supplies it to the first'input Selector 58. Also, the IEEE 1394




pl aying control circuit .62 to stop supply of the audio PCM data to the
circuits downstream of the playing control circuit 62.{7A\sfust 260N t he
copyright managenent information is interpreted to nean that the playing
IS possible, the systemcontroller 200 allows data playing by controlling
the playing control circuit 62 to output the audio PCM signal to the
circuits downstream 17 August 2005 33 of the circuit 62. The audio data
fromthe playing control circuit 62 is supplied to the second input

sel ecinterface Sbnrechives emvoypted tompredsed datlto datevéd auiiaptheerhiifsdl 3344
interface 55 is not subjected to detection of any digital watermark

i nf or fgthic@frBH aidonh&cie? pﬁé]{?' TRE dats eRfebdFid theDEE WL RlerfAGNES is
managenent) information incidental to the audio data. Thus, In this

enbod] a.enpered via.the JEEE 1394 interface.b5 is u led to the
o1 2y gty A RPYEOuE ithOf LahEshipfedfd Rl RiTimen Slafohts apd
.circuit 68. The DRM informatign decryption circuit 68 decrypts DRM

i nf origitabwatermarkripfonmaticnesalestor §%at a entered via the | EEE 1394
interface 55, and supplies the result of interpretation to the system

cont r ol | erTR®@iseiWedectploagiofdhée datacerttereidniin bthesslemeemaldnpgl inbafacesfbt of DRM
information interpretation, the systemcontroller 200 i nhibits the playing

by capprediddtih. LI tRisPd]dGior MY dta lﬂayﬁgiégpﬁfathgsetiﬂauaeyek¥¥ﬁon&m audi o
f h 7. \Wen

PCM data to the circuits downstream o circuit 67. he playing is

e SyBt ZRNESIRSRV b e CabFRY ofkey P bBIITE AR At FREIEHE, T
.control circuit 67 to supply the audio P%\/I signal, to, t hie circuits
downdiaddition ta the 1epqtcs§rqctg?y, and supplies a key-operation signal produced by the

user operating a corresponding key to the system countroller 200.

The system controiler 200 includes for example a microcomputer, and interprets
the key-operation signal supplied from the key-control unit 72 to judge whichof the
keys has been operated, and controls correspondingly to the result of judgment. Then,

- when it is judged that the key having been operated by the user is the input selection
kéy and any e¢xternal input interface other than the IEEE 1394 interface 55 has been
selected, the system controller 200 controls the first input selector 58 to select and
output the sigilal from the selected exterﬁal input interface while controlling the digital
watermark information seIectorVSQ to select the similarly selected external -input
interface. Furtherthe system controller 200 controls a second input selector 64, which
will be described in detail later, to select a route for .a signal from the first input
selector 58. Also, when the it is judged that the key haQing been operated by the user

§

is the input select key and the IEEE 1394 interface 55 has been selected, the system




The audio data fromthe playing control circuit 67 is decrypted by a
decryption circuit 69, and then deconpressed by a decpnpugssos circuit

70. Then the deconpressed audio data is converted by a D/A converter 71 to
anal og data, and then supplied to the second input selector 64. As having
been descri bed above, the second 17 gust 2005 34 input selector 64 is
selected with a selection control si'ghal supplied fromthe system '

- controll.er., 20 nd i corresponds ,to an ,.npu el ection nade t he user
oo L SomEon DG Bontfelh e, S RPRE Sefkier O Belest 8 1P Hisfr ey Sl b

supplies the selected anal o audi o data to a speaker 66 via an audio

anpl i thedERI8 1394 dntenfacs ffakBshesld bp nothstdut the dapdayingrappagatasdlosdat a.

Next, operations nmade for data playing in the data playing apparatus 50

CO”Stgwiﬂi@éﬂ 4taRe LCWidnit 93 foeegamphdinvtil ehiffcligeae (the LOP Ghipw3ickart in
FIG 7. It should be noted that this flow chart shows the operations nade

mai nl é’ortﬂele%?édﬁ the ﬁgér’t%ég%oﬁ% 1&926@%&%@%@,9@}:@&&%%&5 f]tzxe,i ePlbfP 4L,

t he system contro udges: e r ay key on ey-contr ol
unit 72.has been, operate e pser .. When the result of judgnent is that
the. pVBjehBsy Rasbemepaniscind ARt Cptome tom b unELs bsaaveh B TOtEEy Sao
“where it wll judge, based on the operated i nput select key on the

key-c@¥trol unit 72, which one of the external input interfaces is
selected for an input route for data to be played. Then in step $43, the

syst em conThelaudio POMjstigigd oupest frofn theefight Saputnichadted58 ipstpplied & 4 S
secure (I EEE 1394 interface 55. in this enbodpljment). When th%presult of

| soatRl e 9L Bkl AR D SRSy =t o
selector 59 is supplied to a digital watermark _information detection circuit 63. The
digital watermark information detection circuit 63 detects digital watermark
information, if any, embedded in the audio PCM signal from the digital watermark
information selector 59, and supplies the résu]t of detection as copyright management_

- information to the system controller 200. The system controller 200 interprets-the
- copyright managemeﬁt information. When the copyright management information is
interpreted to mean “play inhibited”, the system controlier 200 controls the playing
-control circuit 62 to inhibit the playing. That is, the system éontroller 200 controls the
‘playing control circuit 62 to stop supply of the audio PCM data to the circuits
downstream of the playing control circuit 62.

Also, when the copyright management information is interpreted to mean that

-the playing is possible, the system controller 200 allows data playing by controlling the

playing control circuit 62 to output the audio PCM signal to the circuits downstream




I nput sel ector 64 to select data entered via the | EEE 1394 interface 55,
that is, output fromthe D/A converter 71. Then in stgp § system
controller 200 interprets the ,result of i nterpretatlon 0 t%

i nformation fromthe DRM informati on decryption 17 August 2005 35 CI rcuit
68, and in step S46, the systemcontroller 200 judges whether the playing
is possible. Wien it is judged in si%®p S46 that the playing is possible,
~the system controller 200 controls the playing control circuit 67 to the
af or entthte cinedt p2afhegudis Hatadomtthe plating cohtao] ciatwit 62 is spppliettofthem t he
recordi ng signal selector 34 to the wite head 37. Thus, the data entered

vi a t§ondHRphBSdetidr &4l ace 55 is decrypted by the decryptlon circuit 69,
deconpressed by t he deconpre53| on circuit 70, converted by the DA

converter ta 6 Vi sec

i nput  sel 18? éﬁﬂl%ﬁaﬂ%‘”aﬁﬁ?ﬁ £ grecgglaqﬁﬁigﬁ]ﬂig? 86@885%61@ I)é’?sound
In step  S47. Since no digital watermark information detectlon I s made and
no pl %!;hjﬁgteéom ﬂste%l@@eaf amy digital oxaermark dpigirmationabut dais cpnatreladt i on
detection is done at this time, the performance fromthe operation of the
pl ay danprding fo DiRMs@igitalr éghisdnshagemenst) irformagioadincideritletcofheerudiand, i f
it is judged in step S46 that the playing is inpossible as the result of
DRM i @ftQ! "Fhis§)Nixi {ﬁ1§r&ﬁ66@ﬁh&ﬁ WREN Snteb P v%é’%ﬁ@'iEF‘EQEIBQh':ﬁ{ erfi 5968 | oo

step S48 where it wll control the playing contro ircuit 7to I n

e R 0 R e B Sl PR SRS P IR L

Al so, ,when ét.ll f) Nclled in step S43 that ,any external input, |nterface ot her
t han circuit 6 he mformatlon decryption circuit 68 decrypts DRM information,

if any, incidental to data entered via the IEEE 1394 interface 55, and supplies the
_. result of interpretation to the system coantroller 200. |
When playing is to be inhibited .according the result of DRM in‘formation |
interpretation, the system controller. 200 inhibits the playing by controlling the playing
~ control circuit 67 to stop supply of the audio PCM data to the circuits downstream of
the circuit 67. When the playing is to be allowed according to the result of DRM
information interpretation, the system controiler 200 allows the playing by controlling
the playing control circuit 67 to supply the audio PCM signal to the circuits
downstream of the circuit 67.
The audio data from the p]aying céntrél circuit 67 is decrypted by a decryption
‘circuit 69, and then decompressed by a décomprcssion circuit 70. Then the
decompressed audio data is converted by a D/A converter 71 to analog data, and then

supplied to the second input selectér 64. Ashaving been described above, the second




‘the | EEE 1394 interface 55 has been sel ected, the systemcontroller 200
goes to step S50 where it will control the first inpui7 agyegboss 58 and
digital watermark information 17 August 2005 36 selector 59 to select an
~input route having been designated by the user operating the Kkey-control
unit 72, and then goes to step S51 w?ﬁre it will control the second input
sel ector 64 to select a signal fromthe first input selector 58, or output
fromthe playin control circuit 62. Then in,step S52, the system

cont 1 RIRESCIRSOTEH % SHIECIeav bk gekeCliop ptial Ssyy RuPPEA Bma ke F¥EPat i on
detection circuit 63 to judge whether digital watermark information is
enmbedseuniroHenZ@) andaitichacari¢sponds pd ay nputBelective madeisthe usst opérasing

- judgnent, the systemcontroller 200 causes the digital waternmark

i nf or g k@PRcofebRiit ¥D. Thes tidsebond Myt kekicteHl duplplieatiss iedted Bhalogat i on
in the audio PCM data for a predetermned length of time in order tTo see

whet h i g | ' . o within
the. pradfh s 8 §BHBKIRC b a0 RIS, S SR BETEpRIAES a1 can
have beehq\fet ected |.n {he data, the systemcontroller 200 goes to step S53
wher eSeyndfrom the aydjpdata.ne digital watermark informati on and then goes to
step S54 where it will judge whether the detected digital watermrk

i nf or mat i olNeix¢, operatibnsr made. forhilataj playinghtin i thei date rpleying apparatsetiler t he
digital watermark information has been falsified to have contents which

cannotofi@futid is ABov¥RaEll be déseribed e réfeséi 1S3 he R chift idgiTertdtdi gi t al
watermark information Js valid, the systemcontroller 200 goes to step S5

5 ool Y binckGR B n el oty RG5O RLTBAAG, yiRTRNY,
*r osul FoarSS eidiaieiem cholplieBa®ls "Trat 1 he det ect ed i gi tal vl or mar k
First in step S41, the system controller 200 judges whether the play key on the
key-control unit 72 has been operated by the user. When the result of judgment is that
the play key has been pressed, the system controller 200 goes to step S42 where it will
judge, based on the operated input select key on the key-control unit 72, which one of
the external input interfaces is selected for an input route for data to be played. Then
in step S43, the system controller 200 judges whether the discriminated input route is
- secure (IEEE 1394 interface 55 in this embodiment).
When the result of judgment is that the IEEE 1394 interface 55 has been
selected, the system controlier 200 goes to step S44 where it will control the second
| inpuf selector 64 to select data entered via the IEEE 1394 interface 55, that is, output

- from the D/A converter 71. Then in step 545, the system controller 200 interprets the

result of interpretation of the DRM information from the DRM information decryption




information is. not valid or when it is judged in step S55 that the playing
i s inpossible, 17 August 2005 37 the system controllef7 ZQfusgoegsto step
S48 where it will inhibit the data playing. Wien it is judged in step S55
that the playing is possible, the systemcontroller 200 goes to step S56
where it will control the playing control circuit 62 to the aforenentioned
pI aying-allowed state to play the datsa. Note that in this enbodi nent, when
it is judged in step S52 that the digital watermark information cannot be

| det ectiechit 68 aayShemes 646] td syst@Ncanrildr20 RRlgEd Wheaher tiehslaglienis st eps
to pl ay the data. Thi's is intended because there exists a conventlonal

cont | VI, | Wafrﬁ {5 "

cont novvn as?tt% j}lﬁi\%& b%%dritq%?l{)pm Pﬁgmg%qggﬁt%glg é;iellrhrit%g vvever _—
since s ntent nawn as . to how.i rote nst

ol ayi o r@le&a%@o AR pIRAR Bl clSui Tl e Aot menticad plas it ot e
-from bei ng pl ayed. e{lDat a playing apparatus] In the above enbodi nent s,

whet hdlowied)stade sweh thatedata iis Supplied fnonh&le recopdingdsipeal sadecor Rdttoithedeci ded
- dependi ng upon whether the external input interface is, secure or not.

Howewgrite Wod Bgr digital watermark information should be detected or not
may be deci ded dependi ng upon whether a recording/playing nmediumis secure

or not. o) Heégﬁ aﬁE?]E n ' t he
present i nven i (ﬁ)ﬁr% &Hts ?%Elt{r%etth@ Ellgtgtdlegﬂgfa]@gé%% Q%&&ngépn?yttﬁet he
preset | nventi on. has.proposed cal disc (wll, referr 0 as
P e dbcay Bt B8 res%t@ﬂiréep%wm Gheeit O feccndled Byahe
(WI | be referred to si rrpl y as "single density" hereunder) as, t hat of t he
conveIMA seaverter 71 to analog data supplied to the speaker 66 via the second input
selector 64 and audio amplifier 65, and thus reproduced as a sound in step $S47. Since
no digitel watermark information detection is made and no playing control based on

the result of digital watermark information detection is done at this time, the

performance from the operation of the play key until the sound reproduction is very

o good.

On the other hand, if it is judged in step S46 that the playing is impossible‘ as
the result of DRM informatimt interpretation means, the system controller 200 goes
te ster) S48 where it will control the playing control circuit 67 to inhibit the playing as

- above, and goes to step S49 where it will cause the LCD unit 73 to prompt the user,
by display, that the playing is impessiblc. |

Also, when it is judged in step S43 that any external input interface other than
the IEEE 1394 interface 55 has been selected, the system controller 200 goes to step

S50 where it w_ﬂl control the first input selector 58 and digital watermark information



1 7 August 2005 38 CD (conpact disc) and that with a density double (w Il
be referred to as "double density" hereunder) that of1zAeg@eneenti onal CD.
This data playing apparatus is. directed to the conventional CD, CDR
(conpact disc - recordable) and CD-RW (conpact disc - rewitable) as well
as to an optical disc CDx capable of_the high density recording (including
recordabl e CDx-R and rewitabl e CDx- . In this enbodi nent, the optical
disc CDx includes three tyPes: singl e-density disc, double-density disc
and spelgetor/Sdolontededamsinpyt me haymgbeundesgnated \hyethiedisin opprating Mgt a i s
recorded in pits). Each of these three types of discs has I D data recorded
I n  TReyisvhorolanitdfL,iandtthen goesito steprSHl wihereitfwill cortivishersbodndringut audi o
data conpatible with the conventional CD and readable by y-a CD player is
conti r ' ' ; ' r &k f

Qm‘_:'.l%k'ﬁﬁ)& t8G0ldpd S{@:&} fggﬂ'ﬁt:hg Q‘iéﬁf 1‘3??5&63@!&6?5 grét (ﬂﬁgﬁf f8m e Jﬂgﬁigg

singl e-density or single ens Isc. Also, tonpresse

encrypted . audi.o dat.a is.recor in the form ile i.n th

doub] BOREALFIGUT 620, Fherbinsien T2 he syasmbfetiuelie 200 mauiifhss e output

'singl e-/doubl e-density disc. Each of these types of discs has .

si ngl &oge ithe digital veselsnarkdaferimatiordetsctionsinguit 63 to pigepvhethgr digita- t he
recording formrecorded in the TOC (table of contents) information and
file heacimiark Thforaiat@inds tobelded demsdioyPCvsdath as balpdayezh dfotphe paspose
~information recorded therein. FIG 8 shows an exanple of the configuration

of ‘a dais '5ﬁurgrﬁentf sy M doftdoNBr 200R5 1SS the digitMS®stehMalk SafBH@afbh
i nvention. “ 1 thi g exdnple, a file header added”to a :content data
et uflegBR AR B dehé it vABHRR: i PoBkiFin' e SRR PERYata f7" 17

a predetermined iength of time in order to see whether digital watermark information
can thus be detected or not within the predetermined length of time. When digital
watermark information can have been detected in the data, the syStem cont'_roller 200
goes to step S53 where it will interpret the digital watermark information and then goes
fo step S54 where it will judge whether the detected digital watermark .infoﬁnation is
valid or not. This judgment is intended to see whether the digital watermark
information has been faisified to have contents which cannot normally be.

When'ii is judged in step S54 that the detected digital watermark information
-.i_s‘valid, the system controller 200 goes to step SSS where it will interpret the digital
watermark information, namely, copyright management information, and judges,
according to the result of interpretation, whether the playing of the data is possible.

When the result of judgment in step S54 is that the detected digital watermark

information is not valid or when it is judged in step S55-that the playing is impossible,




39 identification of the content, information indicative of whether the
content has been encrypted (encryption information), {mAQiusalogm

i ndi cati ng how t he content has been encrypted (encryption techni que
information) (in case data has been encrypted),. information indicative of
whet her digital waternmark infornmation has been enbedded in the content (WM
information), information for identi¥ication of digital waternarking

- technique . with which the digital watermark information, if any, has been-

enbedthectsyisterh bengolec200 $Md tO)stepRA8 wHers itavilldnhibitihealaty playing. fWheyipe of
the content such as video, audio, text or gane program (content type). As

The PHISTRBIS, SSEATE MRS RO ) S S
Gi'sc BBy whseS if B s8R E iy Berrrfrel “efph2 S ah e hentnedided t o
a-content data includes, as shown in FIG 9, signal configuration

‘i nf or phayingraHowiedatate 4o pday the datd. uni que to each content for identification
of the content, information indicative of whether the content has been

encrypt ed KNeke thartinahis embodidieai)) wheh it & firigednin §tdp SB2 utatahe dgitilne dat a
- has been encrypted (encryption technique 1nformation), information

ne o OB Bhdebe el mhonch 00 e gebgddcd |

nfornati o igital

any L SUBSkavEBhUcte e e e onThievin BYITe oRRates ANPGRS e o
the type of the content such as video, audio, text or game program
( cont&Htveniioay] cantent kvdngaeidigitalwalsgmerk pdosmation embedded therein or a
content unknown as to how it has been protected against playing. However, since such
" a content not known as to how it has been protected against playing is also unclear as
to how it has been routed; it may be inhibited from being played. |
[Data playing apparatus] |
In the above embodiments, whether digital watermark information has to be
detected or not is decided depending upon whether the external input interface is
' secure or not. However, whether digital watermark information should be detected or
not may be decided depending upon whether a recording/playing medium is secure or
not. This embodiincnt of the data playing apparatus according to the present invention
is directed to the latter case.
- The Applicant of the present invention has proposed an optical disc (\ﬁll be

~ referred to as “CDx” hereunder) capable of both data recording with the same density

(will be referred to simply as “single density” hereunder) as that of the conventional




i ndicative of whether the content has been conpressed (conpression
information). As having previously been described, si{7hagustpbog mation to
those included in the file header may be included in the TOC i nformati on.
FIG 10 shows, by way of exanple, the construction of a single- or double-
density disc 210 according to the prgsent invention. As will be seen from
FIG 10, the disc 210 has an inner ngl e-density recording area 214

consi st of a data area 213 . where,ertor correction-coded an

recor ﬁﬁ%@é%ﬁ&&%&é. ab@'ﬂﬁl&lét‘genéi“é( ‘E@Hﬂ? i(ﬁﬂﬁﬁ%q gﬁr}?@égr‘ee@ gﬁi‘“}met he
conventional CD, the data being readable by a conventional popular CD

pl ayedengity” hevmmdeny that eof thedcenveations] (s Bhik etada iplayingeappatdtusris

| ead-out area 212. The disc 210 al so has an outer doubl e-density recording

- area QdiBcwderetitatontantidifal r@mr@mveg?izlpachﬂm&er rétf%ﬂﬁm&né) aRaNCPRWi n the

i nner single- density recording area , hanely, with a density double
“that | r r di.ng. i hj: hodi The .out er .

doubl g@dgﬁg?tt‘;ﬁgge?g%ftﬁgfe ea ggégl %Cﬁgiﬁpggt%;@%ggaﬂei oiﬁg?énglﬁere are
doubl e- densi t ecorded . audi o PCM data havi ng been. conpressed, encrypted
and ¢ ﬁ?ﬁl%?eé)érﬁilﬁgsé'é‘ﬁﬂﬁj@gbﬂ‘?cﬁf Re b Fewriable G:IDJE%‘W) error
correction-coded and recording-nodul ated. The area 218 al so includes a
| ead-in alethie embhgdiment,abeiapticahdiscdiDadnclodes thrde syp@&t Gitiglewdeasityed, and

a |l ead-out area. 216. The optical disc 210 according to this enbodinent is

made Biscf doublegicnbity dise andRisgle/abubleCinsiy BReqbE; fead dilptypR ik WHigg or ded
by nmeans of a simlar systemto the authofing systemdirected to

et g 3SR TSR] 43 o s, s PP i e A Sl
di f fe’iﬁ& ilIfo%rr?aﬁgn in the lead-in area thereof. '
In this embodiment, audio data compatible with the conventional CD and
- readable by a CD player is continuously recorded in the single-density recording area
of the single-density or single-/double-density disc. Also, compressed and encrypted
audio data is recorded in the form of a file in the double-density recording area of the
- double-density disc or single-/double-density disc.
Each of these types of discs has single-density or double-density ID data as well
‘:gs ID data as td the recording form recorded in the TOC (table of contents)
information and file header. The single-/double-density disc has also cncrypt key.
information recorded therein.
FIG. 8 shows an example of the configuration of a data in the file form in the

optical disc used in the present invention. In this exainple, a file header added to a-

content data includes, as shown in FIG. 8, a content ID unique to each cdnfen’t for




optical disc nmade using the conventional authoring system The information
as to the encrypt key for use to decrypt encrypted dajaauqetpdesl in the

. doubl e-density recording area 218 is recorded by wobbling the pits in the
| ead-in area 211 or 215 for exanple. FIGS.11A, 11B, 11C and 11D expl ai ns
the recording and playing of the encrypt key information by wobbling the
pits.. FIG 11A shows a serial data st ing being a part of EFM data. The
serial data string is subjected to NRZI nodul ation to produce channel data
as shidentificabioG.dftBe cohtent himfonsation indicatdrarohwhetipacthe diontent hak baen of

pits each of 0.5 min wdth is fornmed, as showmn in FIG 11C, with em ssion

of a b@ggﬁp@r@gﬁwd}giﬂfbﬁﬁmm,beﬁﬁﬁﬁoﬁﬁn@i@ﬂttiﬁ%m_owg[e%ﬁwiﬁag BehO the

channe in FIG 11B.“"At this tinme, hwi se center Tc of a

track 1L ferred to .as "track center” hereunder consi sti,ng of a

ol ur ap ety Plsd Tl VIO tebite bR AT b ol SHAGAS el RRESRIER: Che
w dt hwi se center Pc of each bit P as indicated wth a dashed line in FIG
| 1C. foppatigr pedicativeiof wibether sigifalppatermadnintgrmation dap been pmbeddedr med i n
- positions off the track center Tc in a direction perpendicular to the

" trackindithectcoatentt (WM sinformation), winfibhuatien dfsreddentifichtibhe of r digitads shown
in FIG 11D. In the exanple shown in FIG 11D, when the additional data is

"1, WaRrRidRing (8€ihil0e Wath v RICROSS &i i08, if hfif 1 e track
center Tg in ltnh%e di r’ggt%ﬂ“g@r"gﬁ%‘?igﬁﬁ gwgfcgh?%ﬁﬁoggl?hglﬁ?lg%tﬁ?’ohrﬁ fb\?\%}gn t he

addi t j A s 0L, ot ' Pare formed.in.positions def|lected to the
o ri ghtélg'pgbg%ga'?rtgg kcoglé?ﬂtea%w[?i %‘}?‘ZI"EPF‘BB{IEB Hnab&glé’ﬁd?ﬁﬂ?ea?meoofﬁﬁet rack
direction. 17 August, 2005 42 At this time, the anpunt or_di stance over
whi chcamient, such jagnwidgp, apdioitext pr gage Progiane (contantEyps)wi ARi kaving
al l owabl e range defined in the CD standards as a
previously been described, similar information to those included in the file header may
be included in the TOC information.
FIG. 9 also shows an example of the configuration of a data in the file form in
‘the optical disc used in the present invention. In this example, a file header added to
a content data includes, as shown in FIG. 9, signal configuration information such as
a content ID unique to each content for identification of the content, information
indicative of whether the content has been encrypted (encryption information),
information indicative of how the data has been encrypted (encryption technique
information), information indicative of whether digital watermark information has
been embedded in the content (WM information), information for identification of
digital watermarking technique with which the digital watermark information, if any,

has been embedded in the content (WMID), information indicative of the type of the

content such as video, audio, text or game program (content type), and information




deflection of pit formng position during recording of audio data, such
that the distance between the wi dthwi se center Pc of {hgudiist 26asndi cat ed
.wWth the dashed Iine in FIG 11D) and track center Tc is 50 nmfor exanple.
- -The track-w dt hwi se deflection of the position of the pit P is detected as
"~ a tracking error which is an output,of the photodetector in the so-called
push- pul | .system So, by binari ziﬁg the tracking error, the

addi ti,onal dat be reprodyc However, when data i.s_recorded to a
r ecor dagicativepLybhes esomte sgeewmwe%rs @ssrnpaﬁfmﬁptlgfoe‘awﬂeﬁﬁ"
formed as showmn in FIG 11C, that is,. they cannot be wobbl ed. Narrely

~ even hlaemgiptexidwsly Ibleegaielsgnbexbrmm,ﬂarnnfmnmumntm&dso intlededdnythe fileey for

decryption of encrypted data cannot be reproduced so that the copyright of

the ‘I’r@hderclﬁﬂ RMAneRIdedtif lthe TOO LR AN, Si nce the optical disc CDx
descri bed above has the recorded data encrypted It can be said to be a

secure ned e h A h £nerypt

key record &@SQTO%%yﬂmggl &n%quﬂé 39%8@&19@0%{ E’fa% E@P ggtr ﬂb} disc is
nor e secure t han the CDx-R a On the ather hand ent i onal
CD, cHensity gisc ﬂap%oehng&athﬁ mresentsrevems)n arﬂd“flhé)elﬂeﬁ’é mﬁé- i@r tﬁet 0

I nsecure nedia. Taking the above in consideration in the data pl aying

appar dise2Hthay alh inper singie-depsity eecordingpateadiid ednsisting ofi ydatalarem2E3 mar k

i nformati on has to be detected or not is decided dependi ng up whet her the

nedi utiee berrbt aysfle ARk chded HRT WeBoRTiRgQhodilaled’ aNdIySPCRMOdath3 aré nsecure
one. In this enbodi nent, when data to be played is an encrypted and

conpr g&ﬁﬁ;ﬂu&&‘fﬁ c?fc%ﬁf'%é I 9tﬂe°&$ﬂv%ﬁ¥1o§ I;IQE X the dltdl %e{(nf‘gigﬁga%%ﬁré‘% SECIe

and i etectron o wat er mar or nat I

case togl(lave(:jn iona %oBﬁ’ra? l(fH p?aycr. The recording area 214 also includes a lead-in area

211 and lead-out area 212. The disc 210 also has an outer double-densiiy recording
'aree 2i8 where data can be recorded with a higher density than that in the inner single-
density recording area 214, namely, with a deneity double that in the recording area
214 in this embodiment. The outer double-density recording area 218 includes a data
‘area 217 where there are double-density recorded audio PCM data having been
compressed, encrypted and configured in sectors by a CD—ROM encoder, and further
i:gf_i;.rror correction-coded and recording-modulated. The area 218 also includes alead-in
area 215 where TOC information as to the disc 210 is recorded, and a lead-out area
216. |
| The optical disc.210 according to this embodiment is made by formirlg therein
pit trains oorrespoﬂdi-ng- to data to be recorded by means of a similar system to the

authoring system directed to manufacture of a master disc for a CD. However, the




Is a one recorded as any other PCMdata in the disc, it is judged to be an
i nsecure one and subjected to detection of digital waieaggidiobtd or mation.
FIG 12 is a block diagram of anot her enbodi nent of the data pl ayi ng
‘apparatus according to the present invention. The data playi ng apparatus
is generally indicated with a reference 80. As shown, this data playing
apparatus 80 includes a playing sysklem 80CD for a CD-type disc 81 and a
pl ayi ng system 80MD for an MD-type disc 101. In the playing system 80CD,

when --gjxe*cdlaﬁﬁeﬁlmlhss:tlﬁhdwlé:aanﬁqdrdm@sdiﬁg@wmw, whith i€ differeas fdntlah a
recorded therein, it is played without being subj ected to detection of

di gi t ghsi ' | A [ Is | ith the
DR 8 e LS BB b e S o BBl TR MATE '
convention or R _detectjan, of digit termark informatjon, if
oy, Resh ke Rrahug deayphndaptedial mrofde GnE nBRP R denstaye RardiaE
controlled according to the result of detection to reproduce the data. On
t he caga r21l$elﬁd¢0¢fldeg by wobbling theypitein heNed]-in areasdkl dn2is for exampler oduced
has digital watermark information added thereto, detection of the digital

wat erREGS. 11Af 0t Bp1 1Candsl 145 teplagsk thedepdiding ond ploang oekheenagpekey ng to
the result ofIde?Ection to regroduce t he 'da?a. ?fﬁﬁugust 200%?54 gYI’he_

pl ayiiﬁgoﬁﬁﬁﬁ&%§%gl§fégﬁ3§t§ reader 82 for the CD-type disc 81 as shown.

Data read Dy an-opti C: up (not shown) of the reader 82 is supplied to
rodul ated 157 T8sbPHpgere! BRACTHERYBINES oot S Modted, M SURIATE dat a
'S s us%glllg?sd él;[b(}ec?tgd I%gcl\:TRZI modulation to produce channel déta as shown in FIG. 11B. |
In the case of a common compact disc, a train of pits each of 0.5 pm in width
is formed, as shown in FIG. 11C, with emission of a laser beam moving linearly turned
on and off correspondingly to the channel data shown in FIG. 11B. At this time, the |
~ widthwise center Tc of a track (will be referred to as “track center” hereunder)
consisting of a plurality of pits and lands between the pi'ts is always aligned with the
widthwise center Pc of each bit P as indicated with a dashed line in FIG. 11C.
On the other hand, with the wobble technique, the pits P are formed in positions
off the track center Tc in a direction perpendicular to the track direction, that is, in the
widthwise direction of the track as shown in FIG. 11D. Inthe example shown in FIG.
11D, when the additional data is “17, the pits P are formed in positions deflected to the
left of the track center Tc in the direction perpendicular to the track direction. When

the additional data is “0”, the pits P are formed in positions deflected to the right of

the track cé_nter Tc in the direction perpendicular to the track direction.




decoder 85 where it is error-corrected. Data output fromthe ECC decoder 85
Is supplied to a selector 86. Also, the TCC |nfornat|pnAg§w§Qogs corrected
data in the ECC decoder 85 and information in the file header are suppli.ed
to a systemcontroller 300. This system controller 300 judges, based on
the TOC information and file header jpformation, whether the |oaded disc
81 is secure or insecure, and suppli a signal for controlling the

sel ector 86 ,to.the selector 86. Wien the | qaded di.sc .81 i u t he
~ system conﬁdﬁlsetﬂmﬁo eragnguni;er distance gver yruch {hepesitigns 8 ﬂ%&% ﬂ%ﬂarges its
output data to a playing control circuit 87 and also to a digital

wat er defleciedf shravdd i ten wdttia dhe allawvatdai iang8 define d dingtheaCDnatasdardskas a
dinformation detection circuit 88 detects digital watermark information and

suppl idefletfién of Sis fdriniAk F@Qﬁﬁﬁidlﬁihg ﬁcbﬂﬂngﬁ h@d‘i‘occﬁfﬁ 'sQLh EHat ﬁﬁﬂdlsfﬁﬁi@e system

controller 300 interprets the digital ermark information to judge

whet h 0 | I

pl ayi ﬁgtv"@n eV BR T BE B HE Opioartd W hE o Ry RIRTE: TR ¢
when th yin al |l owed, the. Iay| ng control circuit 87 out puts data
whi ch@ |tPac§é:epg‘d'fcblsa5€hpgq for|eX3mplet terminal 90b and also to a DIA
converter 89 where 17 August 2005 45 it will be converted to anal og data
and | ed toTie tanck-vudidunipedeflectipnaif thogposithem of tbe pit Ryisndetestedrasi di t ed,
. the- control signal fromthe systemcontroller 300 inhibits the playing
cont r glacRingCeiirbr Shith o 41 bRyt GO thdphoRidRieofds th tNd186- dallleds 1
~control l er 300 judges the | oaded disc 81 to be secure, the selector 86

SUPP! kfie it 85tby Bl fhd i AXEREe SRR e £Adifibhi1 92230 B fprbBudedRM

However, when data is recorded to a recordable CD such as CD-R, CDx-R, CD-RW

or CDx-RW, pits can only be formed as shown in FIG. 11C, that is, they cannot be
wobbled. Namely, even when data is illegally copied, information as to the encrypt |
key for decryption of encrypted data cannot be reproduced so that tﬁe copyright of the
data can appropriately be protected. | |

Since the optical disc CDx described above has the recorded data encrypted, it
‘can be said to be a secure medium. Especially, the single-/double-density disc has an
encrypt key recorded therein by wobbling the pits. So, this type of optical disc is more

~ secure than the CDx-R and CDx-RW. On the other hand, the conventional CD, CD-R,

CD-RW, so-called mini disc (MD) and the like can be said to insecure media.

Taking the above in consideration in the data playing apparatus according to the
present invention, whether digital watermark information has to be detected or not is

decided depending up whether the medium to be played back is a secure one or an




[ nformation decryption circuit 91 where DRMinformation wll be detected in
the input data and decrypted and the result of decrypiz aigdee2sompl ied to
the systemcontroller 300. The systemcontroller 300 interprets the DRM
information to judge whether the playing should be allowed or inhibited,
~and controls the playinng control circuit 92 according to the result of
judgment. More specifically, when tH8 pl aying is allowed, the playing
control circuit 92 outputs data which will be decrypted by a decryption

ci r cuinse@freaone.t Hantlle contpodiased, whenadatactonbe qdayah iciancendryped fed a
output fromthe deconpression circuit 94 is led to a digital output

term gah %@e@@ﬂe%é&dbﬂ 1ﬁ a ﬁﬁ:ﬁ@l“tﬁé& €DxO% M%gﬁrdéd 04 bécu*?@ aag(i@}is ted to

anal og data and led to a og output termn 96a.

Cont rofbiERedds Bleefign gﬁa BorhiPBnmRdfon, fi ‘*é“%d?t%f BB ng the

~data._ Next, the_playing system MW Il be exBI ai ned As shown in FIG 12,
the islagaargcoydadas aunoshen BCMalata in bedlisc, 10 jndged Hebepminspsurepre 101
Data read by an optical pickup (not shown) of the reader 102 is supplied

to a airhsubjeetelido deteation of digdtal watermdrl inforeuitionl 03 and the data having
- been nodul ated for recording is 17 August 2005 46 denodul ated in the

demodul at i prgG G2 i%ﬁ'lﬂoél@&agﬁﬁﬁ off AotRFBboAlREn N the Hﬁﬁ%&f‘ﬁxgb gﬁﬂﬁ‘ﬁkﬁ ation

circuit 104 is supplied an ECC decoder 105 where It error-

cor A BA 0 o, RR TR B0, Ao b 2 02!
? : { Huitho fefgrence S0, &S Shown, this data playing apparatus 80 jncludes & playing " <
system 80CD for a CD-type disc 81 and a playing system 80MD for an MD-type disc
101.
In the playing system 80CD, when the loaded disc 81 is CDx atnd has éncrypte'd |
and compressed data recorded therein, it is played withoutbeing subjected to detection
of digital watermark information. However, the playing is controlled with the DRM
information in this case as well. Also, when the Ioaded disc 81 is a conventional CD
or CD-R, detection of digital watermark information, if any, added to the data fromthe
disc 81 is effected and playing is controlled according to the result of detection to
reproduce the data.
On the other hand, in the pléying system -80MD, in case data to be re'pmdu'ced'
has digital‘watermark information added thereto, detection of the digital watermark

information is effected and playing is controlled according to the result of detection

to reproduce the data.




.controller 300. The shockproof control circuit 106 controls wite and read
to and fromthe incorporated buffer menory under the ¢ppLg@t2085the system
controller 300 so that the data stored in the buffer nenory will not be
smaller than a predeterm ned value. Thus, reproduced signals wll be kept
continuous wth each other even when the optical pickup junps froma track
to another track due to a vibration 4zsf‘pplied to the data playing apparatus.
Data from t he shockproof control circuit 106 is supplied to the

deconpr essTba playingusystan780Ebr nchuttisca deadsr Bhferethee@Drtype dise HTRAC
(adaptive transform acoustic coding) technique will be deconpressed back

to aushowkRCidalatread bhanasistical Pidkupainat Ehown) bE tefdBF 839 eippliedty 4 107 is
supplied to a playing control circuit 108 and also to a digital watermark

i nfor ' ect | | fre ULt ol ol . ' td.on

dot octrneallarkafR st if 4 RE (reyifg, TIR it tR0E BB AR fof
supplies the .resuli of . detection to-{.he systemcqontroller  300. system
cont riseouling s T empdilatedh d i wepmlinguawared Saveds suprlisd (i Hede 17
August 2005 47 whether the playing should be allowed or inhibited, and
‘cont rd¢copdenSmdgragt toetrovicorrectedui Datsutpddirdimthe BGG decedarl 85 d$
judgnent. That is, when the playing is allowed, the playing control circuit

108 osiipplics tdad selewtor ®6. Wi | | be led to a digital output termnal 111b and
also to a DA converter 110 where it will be converted to anal og data and

50,15, NG9, 2PN cors A NS Al (e

control signal e system contr pl'ayi ng control

or C%‘n&or%l(})aégtic;ﬁ SR ERE thetaggr gl%t sﬁipplied to a system controller 300. This system

controller 300 judges, based on the TOC information and file header information,
whether the Joaded disc 81 is secure or insecure, and supplies a signal for controlling
the selector 86 to the selector 86.

When the loaded disc 81 is judged by the system controller 300 to be an
insecure one, the selector 86 supplies its output data to a playing control circuit 87 aﬁ_d
also to a digital watermark information detection circuit 88. The digital watermark
information detection circuit 88 detects digifal watermark information and supplies the
Lé_sult of detection to thé system controller 300. The system controller 300 interprets
the digital watermark information to judge whether the playing should be allowed or
inhibited, and controls the playing control circuit 87 according to the result of

- judgment.
That is, when the playing is allowed, the.playingrcontrol circuit 87 outputs data

which will be led to a digital output terminal 90b and also to a D/A converter 89 where




Note that the systemcontroller 300 has connected thereto a key-control
-unit 112 for operation by the user to designate data p)ﬁ]yé‘%gz&gsthe i ke
and an LCD unit 113 which displays necessary information ereon. Next,
operations made for data playing in the data playing apparatus 80
constructed as having been descri bed above will be described with reference
to the flow chart shown in FIG 13451t should be noted that these flow
chart show the operations nade mainly under the control of the system

cont TipkliRbe XRvefted 8 aﬁaﬂogtcﬁih aflledith anSal SFbEPUL texhlifthl RRD Whea gife Whet her
the play key on the key-control unit 72 has beéen operated by the user.

cyet RSl Belahifted, G TBo} Sl Yeodh b Mo RS AR RRBRE e | 2

| oaded disc is the diisc 81 or disc 101. Wien the result of judgment is
that Rlaxingoerrplkirquit &7 frpm gutputting the datasyst em control I er” 300 acti vat es
the playing system 80OVD and goes to step S63 where the data will be

err ar - cor r Alsogdrhey thdwsysk@a codrollde300 fifilges the leaple8cdsc 8 hie beysecar, dont rol | er
300 controls the deconpression circuit 17 August 2005 48 107 to deconpress

the epfEps 88 ﬁﬁi\}\giesadlﬁphﬂd%% aS?Fag/iﬁg%oﬁﬁ%! RIcGRYZ 8hd @lso3a DRNpeEs
whet her digital termark informati on Ts enbedded in the data. Mire

v or R ondehy PUEA SELERPH Herf PRIt BBy AHSe e ERTMEABE, O

~audio, PCM data to_be played _has digital watermark informtion enjedded
. t her ¢lata apg decrepted apddbe reyul af degrygbinerhe suppI et B Syt Pnipllsno
causes the digital watermark information detection circuit 109 to detect
di gi t300. iBhesysied domtod kea 300 nnteopretthe DRM infarmativette judgecdtheheythe of
time. The systemcontroller 300 judges whether digital
playing should be allowed or inhibited, and controls the playing control circuit 92
according to the result of judgment.
More specifically, when the playing is allowed, the playing control circuit 92
- outputs data which will be decrypted by a decryption circuit 93 and then decompressed
by a decompression circuit 94. Data output from the decompression circuit 94 is led
to a digital output terminal 96b and also to a D/A converter 95 where it will be
- converted to analog data and led to an analog output terminal 96a. Also, when the
playing is inhibited, the control signal supplied from the system controller 300 inhibits
the playing control circuit 92 from outputting the data.
Next, the playing system 80MD will be explained. As shown in FIG. 12, the
playing system 80MD includes a reader 102 for the MD-type disc 101. Data read by

an optical pickup (not shown) of the reader 102 is supplied to a demodulation circuit

104 via an RF circuit 103 and the data having been modulated for recording is




watermark information is enbedded in the audio PCM data, based on whet her
the digital watermark information detection circuit 1 2540 B@ﬁ detected
digital watermark information or not. Wien digital wa erH%LﬁE ormat i on
can have been detected, the system controller 300 interprets the digital
watermark information in step S68, and judges, in step S69, whether the
detected digital watermark i nformati®h is valid. This judgnent is intended
to see whether the digital watermark information has been falsified to have
cont eflemoglatad dathe dempdmation sirculpnkdd. i Andsthedegeerdylatesk dgfadsom; that t he
detected digital watermark information is: valid, the systemcontroller
300 gdemoddunlaiapcisédit iiddrie supplied ko antREErdicotibe] 05 gilteat it veillebareurr-
information to judge whether the audio PCM data can be played. Wen the
resul toftfbcfegdgnent in step S69 is that the detected digital watermark
information 1s not valid or when it is judged in step S70 that t he copyi ng

<52 whors Hityiontiu BRbInd R Beod 810 B STDARH S sl o P

playing-inhibited state to inhibit the data pla | f the result of
j udgneheuit 106 iehahiogiabutfar memoyy é;qtrﬁglqun)po'gé%u@fomm@ogy@t the ddatrol | er
300 goes to step S71 where it will control the playing control circuit 108
to a hhayignbeal leomeecaatated byt the ECOddmedehd Odaisasuppdicd tdaheisystéms
~enbodi nent, when it is judged in step S67 that the digital watermark
mforagﬁﬂrgppelcgmot be detected, the systemcontroller 300 goes to step S71
where it wll nake an arrangenent for data pl ayl ng. This is intended

because thgge J@xl st SAMMEARAANTbs I WiRS % RAHOkhd iRt T2 K

i nformatio

‘incorporated buffer memory under the control of the system controller 300 so that the
‘data stored in the buffer memory Wi]l not bé smaller than a predetermined value.
Thus, reproduced signals will be kept continuous with each other even when the -
optical pickup jumps from a track to another track due to a vibration applied to the
data playing apparatus.

 Datafromthe shockproof control circuit 106 is supplied to the decompression
circuit 107 where audio data compressed with the ATRAC ‘(adaptive transform

- agoustic coding) technique will be decompressed back to audio PCM data.

The audio PCM data from the decompression circuit 107 is supplied to a
playing cont.rol circuit 108 and also to a digital watermark information detection circuit
109. The digital watermark information detection circuit 109 will detect digital -

- watermark information and supplies the result of detection to the system controller

300. The system controller 300 interprets the digital watermark information to judge




- therein or a content unknown as to how it has been protected agai nst
.playing. However, since such a content not known as t S been
protected agai nst playing is also unclear as to how if]'&]‘%&sh%%dr?rout ed, it
‘may be inhibited frombeing played. Wien it is judged by the system
controller 300 in step S62 that the disc loaded is the disc 8 1, the
playing system 80CD is activated and#t he ECC decoder 105 corrects error in
the data in step S65. In step S66, TOC i nformation or file header is read
in am‘dleitheletﬂlpqﬂayeidgtshojrhﬂbe-aﬁbmddmr inhibifedaded cdntiolSthel slagimpecntslone.
Wien.it is judged that the disc 81 is a CO,, CO-Ror CD-RWand it is an

i nsec{euRNR8 M&ﬁmgttgrfh@%glﬂpéfﬁfd thoni tors output fromthe digital
wat ermark i nformati on detection <Ci CUIt 88 to judge, in step -S67, whether

di PCI\/I ta.to,.b d .h t dded
b 3 PO SRR LAY B i 5UPLE B bR,
controll er 300 causes the digital watermark information detection circuit
109 t Which sl b leditaia digital @wmltrtﬁframwltlrlah agt also gp oY Arernverter Ldlgt h of

- tinme. The systemcontroller 300 judges whether digital watermark
i nf or wdicre it will bebondeded to aldoguthto aRCliédied an ahakgdowpunbandiasl 11k. di gi t al
wat ermark informati-on detection circuit 109 can have detected digital

wat er yphdn ﬂi;élfegyrﬁglxmnﬁrblﬁqt thé tBhfrot f&i‘%lpdlq?&hefﬁ@ SfdemCBOtolfdr SO0 VWhen

digital water informati on can have been detected, the system

ana | HinEls el SISO B m BRI By ol Nt errk

informatiop is valid. This Juﬂﬂment is intended to see whether the _digital
~wat er mar k Notehghthesysiesm coptgpller:i00 hasconnscted theretma kaywoptrobunit Aot

for operation by the user to designate data playing or the like and an LCD unit 113
which displays necessary information thereon.

Next, oﬁerations made for data playing in the data playing apparatus 80
constructed as having been described above will bé described with reference to the
flow chart shown in FIG. 13. It should be noted that these flow chart show the

“operations made mainly under the control of the system controller 300.
Fizst in step S61, the system controller 300 judges whether the play key on the
key-control unit 72 has been operated by the user, When the result of judgment is that
- the play key has been pressed, the system controller 300 goes to step S62 where it will
judge whether the loaded disc is the disc 81 or disc 101. When the result of judgment
is that the loaded disc is the disc 101, the system controller 300 activates the playing
system 8OMD and goes to step S63 where the data will be error-corrected by the ECC

decoder 105. Instep S64, the system controller 300 controls the decompression circuit




normal.ly be. When it is judged in step S69 that the detected digital
wat ermark information is valid, the systen1contro|qu7qggﬂgp§5b§(a step S70
where it will interpret the digital watermark.informati'of to judge whether
the audio PCM data can b e played. Wien the result of judgment in step S69
is that the detected digital watermar information is not valid or when it
I's judged in step S70 that the copyi I's i npossible, 1he system
controller 300 goes to step S72 where. it will control the playing control
ci rcuilf7de desompress they enanipted date, smg: in stepi S, he ayﬁ&mwatrpi/lay%ﬂg, and
to step S73 where it will cause the LCD unit 113 to pronpt the user, by
di spl judgesvlicthbediginy wietimaiknipdssndilien id émbbdded e dftaj udgnent in step
S70 is that the playing is possible, the systemcontroller 300 goes to
step S71 | | : | . ' [ Y/ 2005
31787 to VR Spl el 8 SR Rk Al RifRes BUIH o dne ¥R =10
enbodi nent len it is judged i.n s S6.7 that the.diqgidt e r.k
ot or Rt dnsnapondlsted et il @ibdbednsien 61 “idhe At B ey 571
where it. wll nmake an arrangenent for data playing. This is intended
becaudatat tpebe plaxed thasadigital evatemnak sdareation samheddes theyeinal Keoatthenar k
I nformati on enbedded therein or a content unknown as to how it has been
pr ot eptigrbsag#fi thed jwd@neny . the Hywene contiofiee 3Uctauses aht eligitdlotvateramrkas to
"how it has been protected against playing is also unclear as to how it has
been inf i nhiloy [ et hS ed in
[ng%‘ﬁtﬁ ion H%tgﬁ?igg ggﬂg 1@9%@%1%%93152@? g%tedmﬁk?ﬁcﬂ%ﬁﬂn br inBrd 1494

step S66 that t isc 8l 1s's etection o Igital watermark:
| nf Or__-g%tréc?er?er'rrslin%at]clelf F5F %1%’16.1_ fe s'ysstel{lhceon%yoﬁfe?rg(ﬁ? ?&cigoelslv‘erfletﬁgg digital

.Watermark information is embedded in the audio PCM data, based on whether the

digital watermark information detection circuit 109 can have detected digital

watermark information or not.

When digital watermark information can have been detected, the system
controller 300 interprets the digital watermark information in step S68, and judges, in
step S69, whether the detected digital watermark information is véiid. This judgment
is intended to see whether the digital watermark information has been falsified to have
contents which cannot normally be.

When it is judged in step S69 that the detected -digital watermark information
is.valid, the system controller 300 goes to step S70 where it will interpret the digital
watermark information to judge whether the audio PCM data can be played.

When the result of judgment in step S69 is that the detected digital watermark

'in_fonnation is not valid or when it is judged in step S70 that the copying is impossible,



interprets, in step S74, the result of decryption of the DRMinformation
fromthe DRM information decryption circuit 91 to ju ' S75,

. Whether the playing is possible. Wen the result of %‘&%ﬁé@ot hat the
pl aying is possible, the systemcontroller 300 controls the playing
control circuit 92 to the aforenentioned pl ayi ng-all owed state. Thus, the
data fromthe playing control circui4992 is decrypted by the decryption
circuit 93, deconpressed by the deconpression circuit 94, outputted via the

di gi ttile systé¢mutonitesliarm300 Boés tesepeS TR whehy itt Wil BbAtrePiheeplagingdloritolanal og
~data-and outputted via the anal og output term nal 96a. Since no digital

wat er o t i | ' - n | ayi C r on
the r ot TR R i hRRBART ek TRRRINA the Bt KL, e e T e
operatipn of .th K ntiJ the, sound.reproduction is,V 1 7 August

2005 IosiEudh if Sferr R Y i e HHEMlay s pasptns Thedgaiem sontralrdn gnesda on the
result of DRM information decryption that the pl ayi n? I's i npossible, the

syst estep drvilrwherent wilbcopizel the playiag comtrohizewt 108 ¥ b playing abloweddstateayi ng

control circuit 92to the aforenentioned playing-inhibited. state to
i nhi biot repeédud® thgidiga. and goes to step S73 where it will control the LCD
~unit 113 to pronpt the user, by display, that the playing is inpossible.

Not e t hat %Ig?e ATRTRN E@g@@;}@ggfg%&gﬁ%g@g@ 'ti'lﬁtestﬁ‘sﬁ’f&lﬂﬂ &eaagi{zﬁcor di ng

medi a may classified y are so securé& as to
make it, unnecessary. to detect . digital. watermark inforgation. [ Da
FocorHriegMArE TG Ralioh cantcs e adle ettty st soniellen 400 shoosten Sehe of
the data recordi ng/ playing apparatus accordi n%‘tp the present invention is
scheriheeatt Wil maggtamaqré@ngqm@mtefomhtﬁ playing. This is intended because there

exists a conventional content having no digital watermark information embedded
therein or a content unknown as to how it has been protected against playing.
However, since such a content not known as to how it has been protected against

- playing is also unclear as to how it has been routed, it may be inhibited from being
played.

When it is judged by the system controller 300 in step S62 that the disc loaded
is the disc 81, the playing system 80CD is activatéd and the ECC decoder 105 corrects
error in the data in step S65. In step S66, TOC information or file header is read in

- and interpreted to judge whether the loaded disc 81 is a secure one.

When it is judged that the disc 81 is a CD, CD-R or CD-RW and it is an
insecure one, the system controller 300 monitors output from the digital watermark

rinformatio_n detection circuit 88 to judge, in step S67, whether audio PCM data to be

played has digital watermark information embedded therein. For the purpose of this




a block diagram The data recording/playing apparatus is generally
indicated with a reference 120. The data recording/pl,ﬁﬂu PRy atus 120
.includes the entire playing system 80CD in the data playlng apparatus 80
havi ng been described with reference to FIG 12, as it is as a playing
system In FIG 14, however, the reader 82 is illustrated including an
opti cal head 821, spindle notor 822 #hd a servo circuit 823. The data
-recordi ng/ pl ayi ng apparatus 120 includes a systemcontroller 400 instead
of t hgudgmenn hensysemecoatiollen 30k causes thedigifabpyateemark doformadioa
‘recording system 120REC instead of the playing system 8OVWD in the data

| ayer défectibpecidaiia 109%erodeicen/ditieali watcamak ahfsmbiionufinsa Preddenningdx- RW as
a storage nedium and 17 August 2005 53 records conpressed and encrypted

dat t di \ t ' d
ata tléh%gie%g tg}f}g]gg (':I't‘ﬂ‘(;e dbf%fbgﬁ?‘g@%ﬂl@gﬁb%ggﬁggf%&hef flall vdiSGRAAE

wi t hout i on watermar® I nformati on. As

~.shown .in FI 14, dat g .outpufted fro sel ector 86 when {he medj.umto be
ol aycdttisnafionnis 6eddn] PhihecgudionPi: o dasabon ovihen e g,
supplied to a playing control circuit 87 and digital watermark infornmation
- det ectwatermankc information ni¢teciiosiocirouid 105 canlibaye alatectedl digitalimatammarkThe
recording control circuit 121 is controlled by the systemcontroller 400
accor dafogmiatiodiginodwitinehepiddeterntinsd lémnthddtihnt e When didigal &geindark

wat ermark information detection circuit 88. The data having passed through

ue [ nf or mat i on det ecti on ci reuit 6 ha d th
| or R RRUBLCAR BRle e beld e nRaR e dRs RIRRRRs B R e

L AR AT 0 . SBE, TS oeal L SER AR e i oL

Y o it watermiark information is valid. ‘This judgment 1§ infended o See whether the
digital watermark information has been falsified to have conteats which cannot
normaﬂy be.

When it is judged in step S69 that the detected digital watermark information
is valid, the system controller 300 goes to step S70 where it will interpret the digital
watermark information to judge whether the audio PCM data can be played.

When the result of judgment in step S69 is that the detected digital watermark.
.jnforma.tion is not valid or when it is judged in step S70 that thé copying is impdssible,
the system controlle; 300 goes to step S72 where it will control the playing control
circuit 87 to- a playing—iﬁhibi_ted state to inhibit the data playing, and to step S73 where
it will cause the LCD unit 113 to prompt the user, by display, that the playing is

-impossible. If the result of judgment in step S70 is that the playing is possible, the

system controller 300 goes to step S71 where it will control the playing control circuit




I nformati on or nunber-of-copies limtation information. Data output from

. the'digital watermark information rewite circuit 1221? su Qé‘ dto a

~ conpression circuit 123 where it will be conpressed. T eA%F?B ed data
" fromthe conpression circuit 123 is supplied to an encryption circuit 124
where it will be encrypted and supplied to a selector 126. Data outputted

- fromthe selector 86 when the systentlcontroller 400 has judged the nmedium .

'to be played is a secure one is supplied to a playing control circuit 92
and 8Rib anflayimgtalboweld staypto peprodocaiilie dta. and al so to a recording control
circuit 125. 17 August 2005 54 The recording control circuit 125 is

control | edNRYe g lﬁwmseean%atﬁaeht KhéPf ﬁﬁﬁag&t e stégp @Haﬁtﬂ! itan

detected by the DRM i nformation decryptio rcult out t from

o ectaraitRifBtiPoniapilhe AdRcldl HERHIFR cORubIfc o Rettotatsrhi gral

fromthe systemcontroller 400 dependi ng upon whether the nediumto be
“pl ayeWheee itavdlemake aprarrangesmend fondatoplayingt giliis fsrigtended basause thera 26 i s
supplied-to an ECC encoder 127 where it will have an effor correction code

addedexibisr ®tcongentisngl ptorent havingr ge aigitaigwatduiagk iinforfiativn tmbeddediere it
w |l be nodul ated for recording. Then, the recording-nodul ated data is

SUppWh%ﬁ‘,lhooﬁ a%ﬁ@nh%ha%% 8oVt RNhAO beAl potdcidd e%%t@ 0;5199 ed by a

spi ndl e notor 130. The scanni ng p03|t|on of the Iaser b wite

e HERePERISIOE ST oo Rl RhOYEH tvtrilz"c'iﬁsit@?famte%ﬁgrs O

recordi ng/ pl a |ng in the data recordl ng/ pl ayin appar.at us 120 construct ed
as atiRle¥ing isia ﬁéuae@ef b @ vy H st eseanisited, it Myt ovilihied from being

played.

When it is judged in step S66 that the loaded disc 81 is secure, detection of
digital watermark information is not effected. That is, the system controller -30(} '
interprets, in step S74, the result of decryption of the DRM information from the DRM
information decryption cjrcuit 91 to judge, in step S75, whether the playing is possible.

~ 'When the result of judgment is that the playing is possible, the system controller 300
| controls ‘th'e playing control circuit 92 to the aforementioned playing-allowed state..

Thus, the data from the playing control circuit 92 is decrypted by the decryption
circuit 93, decompressed by the decompression circuit 94, outputted via the digital
output terminal 96b, converted by the D/A converter 95 to analog data and outputted
via the ataalog output terminal 96a. Since no digital watermark information detection
is made and no playing control based on the result of detection is done at this time, the

performance from the operation of the play key until the sound reproduction is very




*

in FIG 15. It should be noted that these flow chart shows the operations -
ma-de mainly u-nder the control, of the systemcontrol|er 400. First
instep S81, the systemcontroller 400 judges whet her tHeAdHSHEXRP key on.
akey-control unit 112bas been operated. Wien it is judged that the dubbing
key has been operated, the systemcontroller 400 goes to step S82 where it
will read data firom the disc 81, dé#odulate it and make ECC decodi ng of
it. Next i step S83, the system controHer 400 judges whether data to be -
pl ayeqaml.secure ornot. It should be noted 17 August 2005 55 that a nedi um
to be played such as CDx, CDx-R or CDx-RWis judged to be secure while one

such as CD,Ofth&oter HanBV\lenl it 50Rdgke i@@tdg@'ﬁﬁ%@d 8f thaYésiult f PRMUS! Y
been described. When it is judged in step S83 that the nmediumis a secure

one, t. f: 4 es, ; 4 e | | | ol the
sel ect! O%éﬁog{%eucﬁgﬁ{l&?hg?&%? gpay?ngg Fsﬁéfbpﬂ%éﬂu ?igg% 8%}?%1 c@h%‘%rt“g%&ignd t he
sel ector 12 éo sel ect ,ihe data fromthe recording contral circuit 125.
Then ttﬁétf‘éyg'? wheas dt will spnobihenlayimgsontiol cinorm 93 teribe plerearentioansd: he DRV
i nformati on decryption circuit 91 in step S85 and judges, in step S86,

whet helayiageantiibited statec tpynlnbiti datpqesyinge andVgeresito stepj ST echerbdt wille

-recording for copying is possible, the system controller 400 goes to step

S87 whehtrol thel.CD @ifif113to plegnptahiousé By @ d}Q'(haﬁithéPiéyiﬁé?sﬁmﬁd%sﬁﬂe. _
recordi ng-al |l oned state and the sel ecfor 126 to supply ‘the data to a wite

head 129" el PSRN orb I SSRGS
hand, 'n\i\g] i niaztiy Ib% é]ggﬁfigdi&psé%ﬁﬂlgsggoﬁ) Whet eornthte?earé es%uslécu(r)g aSDlt?g/l make it
| ﬁﬁnecessary to detect digital watermark information.
~ [Data recording/playing apparatus] . |
Referring now to FIG. 14, an embodiment of the data recording/playing -
apparatus according to the present invention is schematically illustrated in the form of
a block diagram.. The data recofding/playing apparatus is generally indicated with a
reference 120. The data recording/playing apparatus 120 includes the entire playing
system- 80CD in the data playing apparatus 80 having been described with reference
to FIG. 12, as it is as a playing system. In FIG. 14, however, the reader 82 is
| Hlustrated including an optical_head 821, spindle motor 822 and a servo circuit 823,
The data recording/playing apparatus 120 includes a system controller 400
instead of the system confrolier 300 in the data playing apparatus 80, and a recording

system 120REC instead of the playing system 80MD in the data layer 80. The data

recording/playing apparatus 120 uses CDx-R or CDx-RW as a storage medium; and




I nformati on decryption that the recording for copying is inpossible, the
system controller 400 goes to step S88 where it will control the recording
. control circuit 125 to a recording-inhibited state tol’ Mgsh?¢0%at a
recording, and goes to step S89 where it wll control the LCD unit 113 to
pronpt the user, by display, that the recording is inpossible. Al so when
it is judged in step S83 that the n&® umis an insecure one, the j 17
“August 2005 56 systemcontroller 400 goes to step S90 where it w |

. cont rMcotdBacmﬁpmtmalﬂﬁeﬁ(ﬁPrpdeEta td@b@tdl@ﬁéh&:dﬁhﬁy D¥a pRREADh a Sédigei t 87

- and the selector 126 to select data fromthe encryption Circuit 124. Next

In st | ' | Qpts rk

it or e e er Ll SHRRAD AR et RO TR dIEIRl Waltchih Bt Brodh T
the digita t er. Lnformation detfection circuit. 88 to detect digital
wat er mar k ﬁkﬁﬁié\?a%t'mér h4= 48 Oél‘éﬂlat‘?‘f%ﬂm %éé}&é%ﬁgowh%th%me I‘B’Fé(blg? er ni ned
| ength of tinme and checki ng whether digital watermark infornmation can have

been played hasibegn frdgadiby phesystemnsonstollend@0 to b insemure i supplierd toad _
wat ermark i nformati on can have been detected, the system controller 400

i nt erplaging dontroleireaitsy shdiigiial watemmakkinfothatiti d@Bclitn &ireRit 882an@nd

| judges, in step S93, whether the detected digital watermark information is

vt o 2 10 hecorditgr oA TR T o1, MRARShBg SRRUMEKRRL TolSa foflbia,
it ertee e Gt ¢00pERo i i Sy dvdteBnenofeernation ofesd B op sos
where_ it wll judge, according to .the result of digital watermark :

i nf orthadigitaliwaterpags ifponation defrationeirewit88di ng of the

The data héving passed through the recording cbntrol circuit 121 is supplied to
a digital watermark information rewrite circuit 122. The digital watermark information
rewrite circuit 122 is controlled by the system -controller 400 to rewrite digital
watermark infonpation embedded in audio PCM data whenever necessary, for
_exaniple, Whén the digital watermark information is copy-generation limitation .
information or number-of-copies limitation information.

Data output from the digital watermark information rewrite circuit 122 is
supplied to a compressiop circuit 123 where it will be compressed. The compressed
data from the compression circuit 123 is supplied to an cncfyption circuit 124 where
it will be encrypted and supplied to a selector 126.

Data outputted from the selector 86 when the system controller 400 has judged

the medium to be played is a secure one is supplied to a playing control circuit 92 and

DRM information decryption circuit 91, and also to a recording control circuit 125.




data for -.copying is possible. Wen the detected digital watermark
Information is judged in step S93 to be invalid or when it is judged in
.step-S94 that the recording for copying is inpossibl e,17f“|‘@"9§ 4’
controller 400 goes to step S88 where it will inhibit the record| ng, and
then to step S89 where it wll contgg the LCD unit 113 to pronpt the
user, by display, that 17 August 2003°57 the recording for copying is

'|rrp055|ble Wien it is judged in step S94 that the recording for copying is

possi B recaedingwontiel eteuil 425 és cammllasthy the system sugroles4dl aconrding] udge
whet her the digital watermark information has to be rewitten or not. Wen

the r ¢e DRMinfounigiiont détscted bytthe IDRM ésfotsiationdecrgsivt sigcuieods Daar i te of
the digital watermark information for the purpose of |[imtation of copy

gener YukRit 766 thie ek &idif %‘cBﬁ rBHEPELit T?S ?ﬁ?ﬁ@ﬂl cft@ethess)éﬁtc%l] itrol | er 400

goes to step S96 where | contro wat ermarK. i nformation
rewite CII’ 12 ite the jta |nformat| n., After
conpl etionkd % %F‘apf gg%tsglr%q ﬂ% lﬁﬁwﬁ) ell‘?(ftﬁljl ernigpleignal | s

j udged t hat the digital watermark information has not to be rewitten, the
PCM diltqan the sysiept @@#@@ﬂﬂrﬂ@ﬁ depaanting upenyphastier thesmegiuge 8 bapdayeddsc oded
and nodul ated for recording and then recorded in step S99. Note that in

thi s amecdiereninsechenon¢. Data vdted fromstheseftot 126 is il tovdn B&Cer mar k
informati on cannot be detected, the systemcontroller 0 goes to step S97

and s ghssdutenty %@%t%lﬁﬁfeeaﬂeha\“ Bt no@%%dg Q{;laed ﬁle'rélb%[gﬂl%g; fea4yse there .

~exists  a conventional content I gl tal waternar rmati on

enbedg?g Jg@ﬁiﬁ%d%&o@cg&éﬁ%ewﬂgr% Wit emod?i?Vchtforhr%?:o ﬂl Eiﬁt ed

agai-ns

recording-modulated data is supplied to a write head 129 and written to a disc 131 -
being rotated by a spindie motor 130. The sczinning position of the laser beam from
the write head 129 over the disc 131 and rotation velocity of the spindle motor 130 are
controlled by a servo circuit 132.

Next, operations made for data recording/playing in the data recording/playing
apparatus 120 constructed as above will be described with reference to the flow chart
in FIG. 15. It should be noted that these flow chart shows the operations made mainly
under the control of the system controlier 400. |

First in step S81, the system controller 400 judges whether the dubbing key on
a key-control unit 112 has been operated. When it is judged that the dubbing key has
bécn operated, the sysfem controlier 400 goes to step S82 where it will read data from
the disc 81, demodulate it and make ECC decoding of it. Next i step S83, the rsystem

controlier 400 judges whether data to be played is secure or not. It should be notéd




such a content not known as to how it has been protected against copying is
also unclear as to how it has been routed, it may be 1_}r1gl bi tgg%élrom bei ng
recorded. As having been described in the foregoing, s aoysh ta
~recording/playing apparatus is designed not to detect any digital _
wat ermark i nformati on when the input 17 August 2005 58 route is secure, it
can record data entered via a securesroute for copying very sinply and

~ with a highly inproved performance. That is, with the conventional data

r ecor gada M id‘bé;g?ége&su%]!i% CDYACDER 6 EPRW s Fro Bels&a@s to be

- decrypted and deco ssed for the purpose of detecting digital watermark
i nfor i if dd i .ne dat nd_has to he conpressed and
encryBHLE 35 shth BT, STARPRED-HW R o B s et hs Ko HOEB LS TOEM onal
data recordi ng apparatus, however, the enbodinent of the data

recor N ﬁg apparatus according to the present invention, having
been described with reference to FIG 14, needs no circuits for such data -
deconpr essWiren dasrjydgedin stepnBBBsthiat thantkdimer ispd securel ond, the cgstem n- whi ch
~only secure data is reproduced, the enbodi nent does .not need digital

. wat er j i } i i j i it
xE@fti%lLégﬂlfé)g{ %E?g{s 18 @.téiﬁSS& WieRe RV ILe ntﬁﬂ‘i‘gée §éa1§&f$r %% t%.ctﬁftg&! the! dafd!

- based on t ion “circuit. Note that t orementi oned secure nedi um

e | he. . d i ¢ I i
deperih W8 RS AERFERRRL il " o ARG sHPRRS 5T At e BBC kg e,
detection of digital watermark information. Al so, as previously _nentioned,
the dacarding rcyﬁ?ﬁ% eifeain §25 o ek the) systm wopatiedlst d0Intqrpreds the ORM ng

secure. Further, in the aforenmentioned data recordi ng/ pl ayi ng appar at us,
each infamagéon fredi the DR Mt folmmmsioa decryptom diechiio 01 fin stapb8E hnd gadgesi s
reproduced.is a renpbvable one
in step S86, whether recording for copying is possible.
When it is judged that the recording for copying is possible, the system
controller 400 goes to steﬁ S87 where it will control the recording control circuit 125
to a recording-allowed state and the selector 126 to sﬁpply the data to a write head 129
via the ECC encoder 127 and recording modulation circuit 128. Thus the write head
- 129 writes the data to the disc 131. |
On the other hand, when it is judged in step S86 based on the result of DRM
information decryption that the recording for copying is impossib’le, the system
controller 400 goes to step S88 where it will control the recording control circuit 125
to a recording-inhibited state to inhibit data recording, and goes to step S89 where it
will control the L.CD unit 113 to prompt the user, by display, that the recording is

impossible.

Also when it is judged in step S83 that the medium is an insecure one, the




but data can of course be recorded to and/or reproduced froma renovabl e
storage mnediumused in a hard disc drive or the |ike. 7[Datag ayi ng

. apparatus] 17 August 2005 S9 Referring nowto FIG 167 44qyst t her
enbodi ment of the data playing apparatus according to the present invention
I's schematically illustrated in the formof a block diagram The data
recordi ng apparatus is generally infi®ated with a reference 180. In this
enbodi ment, when a | oaded disc 181 is CDx and data recorded therein has
been &ygeppeeirollaretMbgeesite siim$BA wharhstiwill epairel thy selscton 86 taputpat er nar k
“information. Also in this case, however, the playing is controlled

accor dafagtd theDpMyingtontral cizduit\$Veand hiee koldrst 26 dolddledt Slata E@myehé i onal
CDor CDR if data fromthe disc 181 has digital watermark information

R if
‘added, E% pgital watermark information is detected and the
pl ayi ng [ cg}n%ﬁ;%ﬁ Iei%lcﬁbased on the result of detection to reproduce the

data. As shown, the | ayi ng a at 180 ingl udes a.reader 182 for
fhe ooty pirein S5 I8 P e SRESI Al dlges Pisathes diith A vy
Data read by the pickup is supplied to a denpbdulation circuit 184 via an
RF ci ifermatigg is gmbeddedimaudin S’CtMedata twbealrenozded,dry eensmellingdhé digitalis
denodul ated in the denodul ation circuit 184. The denpdul ated data is
suppl watertntarkrinfdciatienattesctichiScivdt 88 td devel! dip&abwaterneek efor@dtion Bat a
output fromthe ECC decoder 185 is supplied to a selector 186. TCC

| nf or iRl 48 gﬁ}g Ctjﬁe% %&e&%ﬁgé Ford %fe%téi‘ ﬁ%irﬂeggeg@hrﬁf’fiﬁﬁ%ﬁddﬂ%kid@g her decoder

185 are sup a system contr ol ! I S system con r 500
-digital watermark information can have been detected within the predetermined length

of time. When digital watermark information can have been detected, the systém
controller 400 interprets the detected digital watermark information in step S92, and
judges, in step S93, whether the detected digital watermark information is valid or not.
This judgment is intended to see whether the digital watermark information has been
falsified to have éontents which cannot normally be.

When it is judged in sfep S93 that the detected digital watermark information
is valid, the system controller 400 goes to step S94 where it will judge, according to
the result of digital watermark information interpretation, whether the recording of the
data for copying is possible.

When the detected digital watermark information is judged in step S93 to be
invalid or when it is judged in step S94 that the recording for copying is impossible,
the system coptrolier 400 goes to step S88 where it will inhibit the recording, and then

to step S89 where it will control the LCD unit 113 to prompt the user, by display, that




.judges, based on the TOC information and file header, whether data
recorded in the |oaded disc 181 has been encrypted or not, and supplies a
control signal for selection 1 7 August 2005 60 of a sHlRYIWSE24Y6 to the
sel ector 186. When the systemcontroller 500 judges that the data recorded
in the | oaded disc 181 has been encrypted, the selector 186 supplies
output data to a-playing control cisfcuit 187, and to a DRMinformation
decryption circuit 191. The DRMinformation decryption circuit 191 detects

and dgyerreBbRli %ﬂéﬁd%ﬁﬂgtigmpgggb@;ppl ies the result of decryption to the
system controlTer 500. Then the systemcontroller 500 interprets the DRM

contrors ¢ NS iff KRR Seol st P hETe R NGy RS pREUPR ™

judgment. That i.s, when the playi ns is allowed, the playing control_circuit
187 ovistrmscanteoller a0 tgocs tresteppdPswherectli will dudgeriehethes the digifal pt ed in
the decryption circuit 188, and then the decrypted data is supplied to a

deconwatessiack information has tobe rewtitteniok hot. v'Whtachepesdtsefjud@uicmtiis that a f r om
the deconpression circuit 189 is led to.a digital . output term nal 196b,

and %%%@%ﬁdi’n%é% %@Q?g%{e%ﬁé 1R EHdBRIR dikrithl WhatddmatR ﬂﬂﬁ{rﬁ%ontfér fal og

data. The anal ed to an anal og output term nal 196a. \Wen the

S anaipisSe 0 o4 FobY SRR G Wikt BY BRI S SRRPL IR ¢ e

pl.aying control circuit 194 fromoutputting the data. Wen the system
cont roiSteR eamirglisg G0 gaes tq ﬁ@Pd%?é“ﬂEé%rlH‘éf licentned the digitpl gvatermagk nas

not been encrypted, the selector 186 supplies output data to a
deconpfemnsitoon rewriteudircuio 222 Thecwatotherdigitahbwatdrmeuk tinfi@thadienonpresses t he
suppl i ed conpressed _ |
' After completion of the digital watermark information rewriting or when it is
~ judged that the digital watermark information has not o be rewritten, the PCM data
is compressed in step S97, encrypted in step S98, and ECC-coded and modulatéd for
recording and then recorded in step S99. |
Note that in this embodiment, when it is judged in step S91 that the digital
watermark information cannot be detected, the system controller 400 goes to step S97
and subsequent steps 1o record the PCM data. This is intended because there exists |
a conventional content having no digital watermark information embedded therein or
a content unknown as to how it has been protected against copying. However, since
such a content not known as to how it has been protected against copying is also
uniclear as to how it has been routed, it may be inhibited from being recorded.

As having been described in the foregoing, since the data recording/playing

apparatus is designed not to detect any digital watermark information when the input




data, and supplies the deconpressed data to a digital watermark information
detection 17 August 2005 61 <circuit 193 and playing control circuit 194,
The digital watermark information detection circuit 19% 0¥eUte0%i git al

wat ermark i nformation, and supplies the result of detection to the system

-~ controller 500. The systemcontroller 500 interprets the digital watermark
information to judge whether the pl¥ying should be allowed or inhibited,
and controls the playing control circuit 194 according to the result of

j udgneowte iTlsecures)t cahencotiedash aptaxgd via alstawedoute fomptapyiing veonsimeplyci r cui t
194 outputs the data and this data is led to a digital output term nal

197b and vﬁilﬁ@highl?ir@bfbvfé@pé?[drﬁfanc&%‘hﬂﬂ@! withith¥cbhvdigicnahigakecbriied anal og
data. The anal 0g data is I'ed to an anal og output term nal 197a. \Wen the

pl ayi LS 4 Nk e e r.o 5 i si gnal
Lo thetoyy y‘:‘“@(%oin Syort A9 R Yl aOhd e Py, B4R T0! 62 aBeyBd Gha ' Onc
contrqgl signal fromoutputting the data, Note that the systemcontroller
500 hdscuyRmssed Jor Hhe pugpeseaf detasting) digitat wadermark, indpanaliopnif AN he user
to designate playing or the like, and an LCD unit 199 to display necessary
i nf or pmaibiedded Mettte, dadp end hias fsbereminpiessed ahd epbaypitedagainttberetatdingl &yi ng
apparatus 180 constructed as havi ng been descri bed above will be descri bed

With eepaeiBeR Wihithe abdv@osiditionaP\datd Re&di@ingd dpphiatesionbWebar, NRE€d t hat
these fl ow chart show the operations made nainly under t'he control of the

bt nEpSRRIRERL B, B ol rBbon o dbRRiE ek ARAER' e Prl®,) “The

user. ., \Wen t result qf jydgme i _
invention, avmglll)een 8esérﬂ)c% wﬂfn refgrence to FIG. 14, needs no circuits for such

~data decompression, decryption, comprcssion and encryption. In the case in which
only secure data is reproduced, the embodiﬁent does not need digital watermark
information detection circuit and recording control circuit based on the detection
circuit.

Note that the aforementioned secure medium is just-an example and the media
and interfaces may be classified depending upon whether they are so secure as to make
unnecessary the detection of digital watermark jnformation. Also, as previously

-m,_;enticned, the data enéryption is not essential for the medium or interface being
secure. Further, in the aforementioned data recording/playing apparatus, each storage 7
medium to which data is recorded or from which data is reproduced is a removable one
but data can of course be recorded to and/or reproduced from a removable storage
medium used in a hard disc drive or the like.

[Data playing apparatus]




17 August 2005 62 that the play key has been pressed, the system
controller 500 goes to step S162 where it will refer to the signal
. configuration information as to the data supplied froﬁ%‘ﬁ%gusl*:'&g%ecoder

- 185, nanely, to TOC infornmation and file header of the data recorded in
the disc 18 1, and goes to step S 163 where it will judge whether the data
read from the disc 181 has been en@gypted or not. Wien the result

of judgnment in step S163 is that the data read fromthe disc 181 has been

- encrypted, Rteftﬁ-ri%gShsm fPRIR! 167 s CaridtRS: etatidBment &F ecUatd ?lélfdihé o
.control the seléector 186 to supply the data to the playing control~circuit

- 187. Thus et.ecti.on f digit.al termark i nf.or.mati o 114 .pot. b

of 1 ottt AEBHEIR o e el Ty PRICL B chealeHiT LByl s i kdfof i 1)
interpret the result of DRMinformation decryption_ fromthe DRM

i nf or#rilackdiagiam.pThe data resarding apparatits isigencradlysindjsatexbwithyoiedenencey | |
judge whet her the'playing is possible. Wien the result of judgnent is that

the pl&Q.i by this enpleskinieng, whbe adyadahdizert8lolsl EDxHHMY datasetordstidhe®i®7 where
it will control the playing control circuit 187 to the aforenentioned

Pl ayifig BLEUARrAIRHS thd it i¥ Ml il AT IAERIEHIARARI Whtciiagl 187

I's decrypted iIn decryptio urt 188, an econpr ess tais
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be converted to anal og data. The analog data is outputted via the anal og
out pUf@ER3HMmI 196a. Since detection of digital watermark _information and
pl ayi ng control based on the result of digital watermark information
det ecti on Whenrthe leddetdisd 181 is hiconténmtional iJ1e op IR mdeta froonthiehdisc
operation of the play 17 August 2005 '
181 has digital watermark information added thereto, the digital watermark:
- information is detected and the playing is controlled based on the result of detection
to reproduce the data.
As shown, the data playing apparé,tus 180 includes a reader 182 for the CD-type
disc 181. The reader 182 has an optical pickup (not shown). Data read by the pickup
is supplied to a demodulation circuit 184 via an RF circuit 183. The data having been
modulated for recording is thus demodulated in the demodulation circuit 184. The
demodulated data is supplied to an ECC decoder 185 where it will be error-corrected.
* Data output from the ECC decoder 185 is supplied to a selector 186.
TOC information and file header of the data efror-corrected by the ECC
decoder 185 are supplied to a system controller 500. This system controller 500

judges, based on the TOC information and file h‘eader; whether data recorded in the

loaded disc 181 has been encrypted or not, and supplies a control signal for selection




63 key until the sound reproduction is very good. On the other hand, if it
Is judged in step S166 that the playing is inpossible as the result of DRM
i nformation interpretation neans, the system controll et? é@@"%@@@ to step
S174 where it will control the playing control circuit 187 to inhibit the
pl aying as above, and goes to step S175 where it will cause the LCD unit
199 to pronpt the user, by display, ithat the playing is inpossible. Also,
when it is judged in step 5163 that the data read fromthe disc 181 has not

been efigsylicast 186 e BeSebivicon®6.0l | er 500 goes to step S164 where it wll
control the selector 186 to supply the data to the deconpression circuit

192. Thus, v fal ' : ' ' ]

deconpr essggh%iy ﬁ; S%?ﬁ%l&#ﬂﬂh?%%gﬁ u%Q(ijﬁ% gégé’gg%? m@tlégﬁdgﬁ%?gi t al
wat er I nf or mati on detection ci it 193 ere, the data.will De

oub eLBLdas Pethraary Birdof i pelerier 1k simHlie PG el 6ra Diidng opdr
controller 500 refers to the output fromthe di ?ital wat ermark information -
det eceirewit 187 rand to aORM dnfarapdionrdacnyptien girewit 19t Thedd kM informetionon i s

enbedded in the data or not. That is, instep S169, the systemcontroller

. 500 néé&r?gfiﬁntdilﬁzuﬁut%u@etﬁét@rﬁnﬂf&cr hgIDRM Hefbanamek ahdsopphés e reatlect i on
circuit 3 to judge whether digital watermark information is enbedded in

audi Oof @%{S‘gggntﬂ?tﬁées;l%{tﬁg%gml%ﬂréf 508, Q‘l'l’éﬁQE@Isﬁteﬁ]%trdﬂéﬁ'gg?%te f3fs System

~controlle cause i'gital "wat ermark I'nformation ection circuit
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Augus—éonztgc?lg t!?gf playing control circuit 187 according to the result of judgment.
That is, when the playing is allowed, the playing control circuit 187 outﬁuts the
data to a decryption circuit 188. The data is decrypted in the decryption circuit 188,
and then the decrypted data is supplied té a decompression cifcuit 189 where it will
be deoonipresscd. Output data from the decompression circuit 189 is led to a digital
output terminal 196b, and passed to a D/A converter 190 where it will be converted
to analog data. The analog 'data is led to an analog output terminal 196a.
When the playing is inhibited, the system controller 500 supplies the control
signal to a playing control circuit 194. Tﬁe control signal inhibits the playing'control
- circuit 194 from outputting the data. |
When the system controller 500 judges that the data recorded inthe loaded disc
181 has not been encrypted, the selector 186 supplies output data to a decompression

circuit 192. The ‘decompression circuit 192 decompresses the supplied compressed

data, and supplies the decompressed data to a digital watermark information detection




~information can thus be detected or not. Wen digital watermark information
can have been detected in the data, the system.controller 500 goes to step
S170 where it will interpret the digital watermark in?%ﬁﬂﬁﬁﬁgwﬂénd t hen
goes to step S171 where it will judge whether the detected digital
watermark information is valid or not. This judgnent is.intended to see
‘whether the digital watermark informgti on has been falsified to have
contents which cannot nornmally be. Wien it is judged in step S171 that the
det ec dihght Ly yon 1s valid, the systemcontroller 500
L6l 198t gmgnggg?ﬁﬁ% rglftrujaiﬁ%g

goes to step S17/ according to the result of

I nt erpretat.on,. ther the, pl ayi ng,.of e data is possible. Wen.it is

| udged - ThepuighT alerrk wRHaOnSSEAERR piful o0t it niitalal S d or
when it is judged in step S172 that the playing is inpossible, the system
cont r yRiesmagkanigaswtion, snd supplias theeresult tofidetectiomta die syistemlicaptredetont r ol
circuit 194 to a playing-inhibited state to inhibit the playing. Al so,
when $00. The sggteth ¢ontsdlésr S idterplaats thd@igilabmiabg nsrkiffsinition foljadgy st em
controller 500 goes to step S173 where it will control the playing control

-~ ci " CUiyhothd the playth@¥hGRPbE AMEH e o i bReR] §E ko gtslspﬁgygi{%fl{ggﬁahﬁoi hat in

this e nit is judged Tn step S t wat er mar k
~i'nfornati. annot..be det ected, t.he systemcontroller 500 goes to step S173
and sﬂﬁ%gggﬁﬁcg‘?w{%ﬁbﬁ W“ﬂr@lﬂggﬁn{rm s is intended because there
exists a conventional content having no digital waternark information
enbedded thBatdswhen the plapingis allawiedvibe playingicontriol cirguit J84putputs the ed
agai nst playi ng. However, since such a content not known as to how it has
. been dutataadtihi dgaiskd tplagdigig] ostpait $erminal £87b aad hlsoteGUBVAZMATerte65 t o
‘how it has been routed, it may be inhibited from being pl ayed.
195 where it will be converted to analog data. The analog data is led to an analog
output terminal 197a. When the playing is inhibited, the system controller 500
supplies a control signal to the playing control circuit 194 which will thus be inhibited
with the control signal from outputting the data.
- Note that the system controller 500 has connected thereto a key-control unit 198
for operation by the user to designate playing or the like, and an LCD unit 199 to
display necessary information.
Next, operations made for data playing in the data playing apparatus 180
constructed as having been described above will be described with reference to the
flow chart shown in FIG. 17. It should be noted that these flow chart show the
operations made mainly under the control of the system controller 500.

First in step S161, the system controller 500 judges whether the play key on the

key-control unit 198 has been operated by the user. When the result of judgment is




[ Data recordi ng apparatus] Referring nowto FIG 18, another enbodi nent of
the data recording apparatus according to the present inventiqn is
schematically illustrated in the formof a block di ag?éﬁ“lquqﬁgo%ta
recording apparatus is generally indicated with a reference 220. The data
recordi ng apparatus 20 having previously been described with reference to
FIG 3 is provided with a plurality 6% di gital termnals, but the data
~recording apparatus 220 shown in FIG 18 is provided with only a single

- di gi t dhatithpplay key himbéerogressdu, the systemumpitioditr §i00zoesdo yepSd 62iwhdal dat a
and al so non-encrypted digital data. Encrypted data includes ones having

been qogwRN 2&edo Phe Rfnal Qﬁﬁfigﬁﬁ'ﬁﬂ)n ﬁﬂ@nﬁﬁﬁoﬁ S rtM Rhé @atadﬁlr@lieﬂcﬁcyﬂethgn e
havi ng been conpressed or not conpressed. In this enb any of such

data i n par Q. v th I nput
Lor m 1 CHBROUEEIES. eI T TGS %P%twﬁaaﬁlﬁ}gés tﬂw S5y refenR; "R G
3, the data, recording a parat us 220 uses a RWor an optlcal di sc
capabii® ths dise d&re R 206 1hstgp ek wiersoit il Jpﬁa@“émthqaréh«p dategicad ATagm, t he
data recordi ng apparatus 220 supports digital watermark information
enbeddeeldise 1B1dhas bieetneermypigdior idte state of PCMsignal. Digital watermark-
information is enbedded in audio data by inserting it at lower' bits of

the PCM si qNRén 1HHRS6 BY judgridian sf TES1sitAsk tﬁEfd%fér@aﬂffPﬁH'tlﬁQdﬂsélélound a

hi gh-energy part of audlo ata, enbeding it at an orthogonal transform
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the se(iector 1536 to supply the data to the playing control circuit 187. Thus, detection
of digital watermark info@ation will not be effected. Then the system controller 500
goes to step S165 where it will interpret the I.esult of DRM information decryption
from the DRM information decryption circuit 191, and then to step S166 where it will
judge whether the playing is possiblc. When the result of judgment is that the playing
is possible, the system oontroller 500 goes to step S167 where it will control the
playing control circuit 187 to the aforementioned playing-allowed state.

Thus, the data from the playing control | cifcuit 187 is decrypted in the
decryption circuit 188, and the decompressed data is decompressed in the
decompression circuit 189, and outputted via the digital output terminal 196d, and to

‘the D/A converter 190 where it will be converted to analog'ldata. The analog data is
_o.utputted via the analog output terminal 196a. Since detection of digital watermark
information and playing control based on the result of digital watermark information

detection are not effected at this time, the performance from the operation of the play




‘havi ng previ ously been described with reference to FIG 9, the file header

I ncl udes signal configuration information such as a c??n ent Ih) encryption
information, encryption technique information, WM (in AUQHtst 8105 i ndi cat | ng
whet her digital watermark information is enbedded or not), WM D
(identification information for digital watermark information), content
type, and conpression infornmation. W3 data recordi ng apparatus 220 is al so
provided with a key-control unit 243 having provi-ded thereon a plurality

of kek@{%ﬁﬁhtlﬁsssdlﬂfdoﬂeﬁhﬁtﬁuﬁkﬂﬁ% v@@’ﬂg@bgp keys in addition to the input
sel ect key. A key-operation signal” produced by the user operating a

corr espondj | ied. . L
cont r of I er CROBEOEhAE Pl SRR 4R E1 60 s Phe Playiis IBSITE &
key-operation si | supplied fromthe key-control unit 243 tg _judge which
key h _res\éﬁ@fibg%%@;maﬂananmm@ BYRD8 dhe systeay SBHHPﬁﬁf PAOERES [ esul t
of judgnent. It should be noted that the data recordi ng apparatus 220 is
pr ovi thestepiStiT4amhdr€nit will contedlhe playngiephtrol circhit 482 b anhiberthe playang CD uni t
244 is connected to the.system controller 600), as a display device to

i nform hbeve) and gﬁes%is keys Qﬂfcr@%ﬂ@l@@ﬁs’ﬁ@@-LCEﬁﬂﬂﬂi199|té3prbﬁﬁﬂrtﬂ@t-! on.
having to be given to any other use. When a recording start command is

© enter rati . ntrol unit 243, the system
- cont rlg%rgyy%%ﬂ@ﬁt!lggﬁl? Iggtﬁl%o#q@g}rér‘g%ikgér)its of the data recordi ng apparatus
. 220 to start recording.digital t uppl i.ed viag _the digjtal  input
termnal zéiso,vﬁ@ndt gugége Hep %—a,lﬁia@fﬂéﬁe 2’6@5‘%3 frqm thg 3@93§2P3§§0§upm i ed
with digital audio data, and supplies it to a selector 222 and signal
conf i bremagniasyipied; thensyistaon cexntnoller 500 goes twstepRIN4 Wheresit gyl condreflithgir at i on
information extraction circuit 223 extracts information incidental to the
suppl depetdatl®6 to supply the data to the decompression circuit 192. Thus, digital
watermark information is detected. Then the data decompressed by the decompression
circuit 192 is supplied to the digital watermark information detection circuit 193 where
the data will be subjected to detection of digital watermark information. The system
controller 500 refess to the output from the digital watermark information detection
circuit 193 to judge whether digital watermark information is embedded in the data or
not.
That is, in step S169, the system controller 500 monitors the output from the
digital watermark information detection circuit 193 to judge whether digital watermark
information is embedded in audio PCM data to be played. For the purpose of this
- judgment, the system controller 500 causes the digital watermark information

detection circuit 193 to detect digital watermark information in the audio PCM data

~ for more a predetermined length of time in order to see whether digital watermark




~or information in the header of a content data in this enmbodi nent, and

supplies it to the systemcontroller 600. According t inforg&ﬁion from
~the signal configuration information extraction circu tAﬁés,t system
controller 600 judges whether the data supplied via the digital input

term nal 221 has been encrypted or not. When the data is not a one having

been encrypted, the systemcontrol I® 600 judges whether the data is a one

-~ havi ng been conpressed. Based on the result of this judgenent, the system

cont r ifloemation cse tlasthe dedegted br not eWbendigipdl yatewvarkdnfornsatipmedandmavect or
225 and digital watermark information selector 229 (WM selector in FIG

18) . bBen d6tclfiPin e QTath NGe APRANR CBALONR: 5008F0dsN® digp Z10RPhéredt Wil t he

digital input termnal 221 i§ a one having beén encrypted, the system

contrgl,l Q, wd Ll lLect t en
conpr seb BeteL 3| Rtk iforafisEH 4l fien BT 8378 bt Wi
‘circuit_ 224 and DRM i nfornmation_decryption %i rcujt 233, ,gnd sel egts the
recor idgg wigthar He detesteodigital watgsmark Hatermatian &mveh ?”e@SFd?ﬁgscont r ol
circuit 224. Al so, when the data supplied via the digital input term nal
221 i judzmen isaintergledbiee see vdisthere theadigitd] swateomprle ssfedmation bys heem
controller 600 selects the selector 222 to supply the supplied data to a .
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signal selector 225 to output the data froma digital watermark information
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the result of interpretation, whether the playing of the data is possible.

When it is judged in step S171 that the digital watermark information is not
valid or when it is judged in step S172 that the playing is impossible, the system -
controller 500 goes to stép S174 where it will control the playing control circuit 194
to a playing-inhibited state to inhibit the playing. Also, when it is judged in step S172
that the playing is possible, the system controller 500 goes to step-Sl73 where it will
control the playing control circuit 194 to a playing-allowed state to effect the playing.

Note that in this embodiment, when it is judged in step S169 that the digital
watermark information cannot be detected, the system controlier 500 goes tostep S173
and subseqﬁent steps to play the data. This is inteﬁded because there exists a.
conventional content having no digital watermask information embedded therein or a
content unknown as to how it has been protected against playing. However, since such

a content not known as to how it has been protected against playing is also unclear as




nei t her encrypted nor conpressed, the systemcontroller 600 selects the

sel ector 222 to supply the supplied data to the digital watermark
information sel ector 229 and also to, a recording cont?7ovoust#eQa t 231,
‘selects the recording signal selector 225 to output the data fromthe
digital watermark information rewite circuit 232, and further selects the
digital watermark information sel ectggr 229 to output the data fromthe

. sel.ector 222. As above, the selector 222 is provided to change.the

dest i{Bafdw i hfs BeUCHUAE i}ro & athigAt@ fion bei Oﬂ&g&:autted according to a

sel ection control signal t he system cont 600. Wen the data
supplied vﬂ{%)at he di %al I nput, termnal 221 is a data having been
encrypt ed a§fﬁﬂffl' appeIe ]recordi ng control circuit 224 and DRM

decryption circuit 233 via the selector 222, it will not be subjected to
det ect i on Refertingnpw toddi(erléa arother smhodimentef thetdagg racopding sppa@insed
according to DRM (digital rights nmanagenent) information incidental

t her eiceordingtoahie %mssem deeaitidie, schomabich1y iflestrated an thaforheofisdlodlo easily
separate. copyright managenent information such as SCMS information or the
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controller 600 controls the recording control circuit -224 to stop

suppl2Z0nshovive in RI@. 18 is peovddedstitheaaly ai singletdigitAl mput vdraninal 22 ediocidi ng
is supplied with encrypted digital data and also non-encrypted digital data. Encrypted
data includes ones having been compresséd or not compressed, and non-encrypted
data include one having been compressed or not compressed. In this embodiment, any
~of such data is supplied to the data recording.apparatus 220 via the digital input
terminal 221.
Note that as in the data recording apparatus 20 shown in FIG. 3, the data
recording apparatus 220 uses a CD-R, CD-RW or an optical disc capable of recording
with a density double that of the former. Also, the data recording ﬁppératus 220
supports digital watermark information embeddéd in audjo-data bei-ng in the state of
PCM signal. |
Digital watermark information is embedded in audio data by inserting it at lower

bits of the PCM signal, embeding it under the masking effect, embeding it around a

high-energy part of audio data, embeding it at an orthogonal transform coefficient or




for copying is allowed, the systemcontroller 600 will control the _
~recording control «circuit 224 to supply the data to ' ihe d ream
circuits, thereby allowing the recording for copying.1aﬁﬁﬁ%£§§@% fromthe
recording control circuit 224 is supplied to the recording signal selector
225. In this case, the recording signal selector 225 is supplied with the
sel ection control signal fromthe sy®temcontroller 600 and switched to
output the signal fromthe recording control circuit 224. Thus, the data

fr om ehhedagoitdynthespricirain spreadin, 2adextsmpleppl i ed to a recording circuit
226 where ?fg)vm Ingijgonverf%d totgsi gnal s ?o be recorded. The signals are

supplied t ' - e W3 s e _ ) AcThe
wite head gufvga\l}\z} ??{e%z&gg aﬁ'? ?lgﬁﬁéﬁpé | cgﬁhg[?%?ﬁgig ]%glienfgd}%?ggglgabﬁsa
spindle notor 241 at a redet ernj.ned. vel oci t CLV gervo,control of
P or vavig Bisndosds besnates@bed It trteious toaigh b he HEMsaIe meud < gnal
based on the data to be recorded for exanple, ans. supplies it to the

spi ndsignabtoonfigatatiamantamasion sech tas2a2contenis dPbp| ¢nsyyphion iafemmatian, si gnal
fromthe systemcontroller 600 to position the wite head 227 radially of
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As above, the encrypted data supplied to the data recordi ng apparatus 220
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supplie recordi ng appar
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the TeCOrURg datd recording appatatus 2201 aiso provided with a key-control unit 243
having provided thereon a plurality of keys such as recording start and stop keys in
“addition to the input select key. A key-operation signal produced by the user operating
a correspoﬁding key is suppli.ed to a system controller 600. | |
The system controller 600 includes for example a microcomputer, and interprets
the key-operation signal supplied from the key-control unit 243 to _};udge which key has
been operated, and provides a control corresponding to the result of judgment. It
.should be noted that the data recording apparatus 220 is provided with an LCD unit
244 for example in this embodiment (the LCD unit 244 is connected to the system
controller 600), as a display device to inform the user of which key has been operated.
aﬁd display information having to be given to any other use. When a recording start
command is entered by the user operating the key-control unit 243, the system

controller 600 controls each of components of the data recording apparatus 220 to start

recording digital data supplied via the digital input terminal 221. The digital input




when the optical disc 240 is a CO=RW the wite head 227 records data by
changing the crystalline/anorphous state of the opticg} 9#&&28&9- Al so,
when the data supplied via the digital input term nal 2% S a one havi ng
not been encrypted but conpressed and supplied to the deconpression circuit
228 via the selector 222, it wll be deconpressed in the deconpression
circuit 228, and then supplied to tdgye digital watermark information

sel ector 229 and recording control «circuit 231. In this case, as having

- previ E : q w1y Ll Qi f: - | Bfaar, | or 229
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deconpression.circuit. 228, and so the deco sed, dat.a from.the..
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information detection circuit 230. \Wen the data fromthe digital

wat er irdprmption exuaction eistuit 223 eptzacts asformgitionl incidents fathe § fhlatagn

.enbedded therein, the above digital watermark informati on detection

- ci rcupt indfmdebrdh shé headbr Oftad¢orbhrdararik thitf @nboliment, and sapplitd 3ot he

result of detection as. copyright managenent information to the system

cont rﬂfe'ssfst Qonfrdfletéopugust 2005 71  system controller 600 will interpret
t he copyrig managenment i nformati on. Wien the copyright managenent

information is j.nterpreted.to,.nean that the _copyj.ng.i,s inhibited,,. the
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inhibit the recording. That is, the systemcontroller 600 inhibits the
r ecor eirenjt 233y thelsystent gontroliar 640 prdgss pyhethertherdata supplies! vindhe digital t s
downstream of the circuit 231. Al so, the copyright managenent infornmation
I s | uidgeatitdrminelb2l 1t hat bdehencrgped dirmgtf Wheothd dea isngessidhavihgbetone copy
al l oned" or "copy-free", the system

encrypted, the system controller 600 judges whether the data is a one having been

compressed. Based on the result of this judgement, the system controller 600 selects
- any of aselector 222, recording signal seleétor 225 and digital watermark infonnation
selector 229 (WM selector in FIG. 18).

In the data recording apparatus 220, when the data supplied via the digital inpﬁt
terminal 221 is a one having been encrypted, the system controller 600 will select the
selector 222 whether the data has been compressed or not to supply the supplied data
toa reoording control circuit-224 and DRM information decryption circuit 233, and

- selects the recording signal selector 225 to output the data from the recording control
circuit 224,

Also, when the data supplied via the digital input terminal 221 is a one having

been encrypted and also compressed, the system controiler 600 selects the selector 222

- to supply the supplied data to a decompression circuit 228, and select the recording




controller 600 controls the recording control circuit 231 to output the
data to the downstreamcircuits, thereby all ow ng the1pﬂhgx;2@ﬂgding for
copying. Thus, the data fromthe recording control circul é I's supplied
tothe digital watermark information rewite circuit 232. Even when the
copy -.control information included in the copyright managenment information
allows the recording for copying, t8 systemcontroller 600 will control
the digital watermark information rewite circuit 232 to rewite the

di.gi tginaMedl €stoBR2RSI tof eutpat Uenddtadivimon digitb watimakdnfonnitdeapyewrits bi t ed”
or to a one for a reduced nunber of tinmes the data can be copied, if the
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information rewite circuit 232 is supplied to the recording signal
sel ect or 2When thetdakasuppied wintbe digital inpd deningl 224 inn ove/haying deers | s
~switched with the selection control signal fromthe 17 August 2005 72

syst eneifiditehelymed 90 compienypllythehsystiah @ohtroltet 660 sélgctsahe saleetorsl i
information rewite circuit 232 to the recording circuit 226, the data
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- recording of .the encrypte ta . Al sg, when.the. data.supply via the
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-conpressed and supplied to the digital watermark _information selector ~29
and rthedatn figmctbadigital syatenmarkigfonmaiiamiewgip sirenit 232pand Rathegisglecty |
wat ermark information selector 229 is switched by the systemcontroller. 600
the digital watermark information selector 229 to output the data from the selecior

222,

As above, the selector 222 is provided to change the destination to which the -

“supplied data is to be outputted accofding to a selection control signal from the system
controller 600. When the data supplied via the digital input terminal 221 is a data
having been encrypted and supplied to the recording control circuit 224 and DRM
decryption circuit 233 via the selector 222, it will not be subjected to detection (_)f
digital watermark information but it will be controlled according to DRM (digital
rights management) information incidental theretd.

As previously described, the DRM information can be used to easily separate
copyright management information such as SCMS information or the like from even
data having been encrypted and comi)ressed. When DRM information  is

accompanying the data entered via the digital input terminal 221, the DRM



“.circults,

as above to output the data fromthe selector 222. So, the data fromthe
selector 222 wll be supplied to the digital vvaternarﬁjx&g&ligﬁéé on
detection circuit 230. Wen the data fromthe digital waterrark 1nformation
sel ector 2219 has digital watermark information added thereto, the digital
wat ermark i nformation detection circuit 230 detects the digital watermark
I nformati on as above, and supplies tde result of detection as copyright
managenent information to the systemcontroller 600. The systemcontroller
600 i i r}%gyglrgt ' ' 130,
‘t her eggfr%gﬁ hﬁggrﬁftﬁ rggip}gjl}ﬁr/?:%i&ptt %g? acc giﬂr%grl?gwtrﬁ%fﬁmaérprelf(gcgjﬁﬁc{g%e}rtihght
managenent . My infor.mati gn as_ above. u when t he copyright managenent
i nf or oY EIRERloY Ogtfegﬂfsé?m M%ﬁ%ﬁ%&or nformation in the data means
that the copying is inhibited, the system pontroller 600 controls the
recor di ng 1 Hie wicpeding fgg90pmlngrﬂﬁilnhtblta£a¢wdﬂ@g t@ythearesylt of JABM¢t he
copyri ght managenent information neans, as the result of interpretation,
t hat infoAugtieh d 1168, the spyiehgcorfir¢lbs w00l contiotetheaseordiycomittod shdiiitor
"copy-free", the he recording for coi i systemcontroller 600 controls
the r [ b LGk : datia,t tpeam
854 &S?@r%@@ﬁgﬁg the 'daty ﬁ) &%k&»@nﬁ%ﬂ?hr&ﬂﬁs. AllSo, %gﬁ i %%m

ow ng t he recor or copyl ng. "t he

-recording control . cirquit 231 is s i o.the digital watermar
o or Gty thg 56 1B He, SybtotSeontfllering Vil $obisd b red BB R, o
included in_the copyright managenent information allows the recording for
copyi ¢igcuit 24s §& tsupplb the slafaio gbe dewnstrenn ¢ireuids,gthesgbynallewrng the
information rewite circuit 232 to rewite the digital
recording for copying. '

Audio data from the recording control circuit 224 is supplied to the recording
signal selector 225.. In this case, the recording signal selector 225 is supplied with the
selection control signal from the system controller 600 and switched to output the
signal from the recording control circuif 224.

Thus, the data from the recording control circuit 224 is supplied to a recording
circuit 226 where it will be converted to signals to be recorded. The signals are
supplied to a write head 227 via a recording amplifier (not shown). The write head 227
writes data to an optical disc 240 being rotated by a spindle motor 241 at a
predetermined velocity under a CLV servo contrﬁl of a servo circuit 242. -

The servo circuit 242 prqdﬁces a velocity servo signal based on the data to be
recorded for example, ans. supplies it to thel-spindl'e motor 241. The servo circuit 242
is supplied with a control signal from the system 'contfoll-er 600 to position the write

head 227 radially of the optical disc 240, and also in the track direction.




watermark information if the digital watermark informati on enbedded in the

data to be recorded to the optical disc 240 has to bej7gwst b6d5 | i ke "one

copy allowed". When the digital watermark information has not to be o

rewitten, the digital watermark information rewite circuit 232 will be

bypassed or -passed through. Then the data from-the digital watermark

information rewite circuit 232 is spplied to the recording signal

selector 225. Also in this case, the recording signal selector 225 is

~ switched wAshbichwe, skt entﬁyqnmectdamrsmlpptibgnalthé data telerdiyg tapparadus 220 lier 600
to output the data from the digital watermark information rewite circuit

232, aépRddd R tHeSpotiat ﬂl:;cr 0. Uhahidége! ale él’i?fgﬁ?tréﬁrdﬁtd SR foQRe 'R i te

circuit 232 IS su plle to the recordlng C 226 d thus recorded -to

the optic di sc e head 227 re ned

Fecor HeRae Ankards 400s rASuibd i ShaAE 2500 BattbrkalGe 1§ BESPREYBES
encrypted but conpressed. As abovel the data recording apparat us 220 refers
to t @i gnal configuration inforndtion supplied incidentally to the
digital data supplied via the digital input 17 August 2005 74 termnal 211
and i ncl udimgase tind @ptichlDdiser@4Q/ ¥ a D-RS theradriterhade 327 yptoxis datativy que
information, WM information (indicating whether digital watermark

i nf or IRinePhls tRe rOFRQTHSthdeRk M’!ﬂ]edl%bﬁ}dmg%ﬁel Ot Ore”@%ﬂl@:ﬂ dise ahbal Awat er mar k

information I D), content type, conpres ion indicating whether

- ocorarin e RS, gisF BHERIR R B mebleheafsy RO AR ARie ¢ o one

havi ng been encrypted. But, the data cordi ng apparatus 220 basically
all o etqmtéﬁ amﬁ@wfﬁpﬁta@cpfdhwpagaf 5 isc2A0when the supplied data is a
one haV| ng not been encrypted, the system

Also, when the data supphed via the digital input terminal 221 is a one having

~ not been encrypted but compressed and supplied to the decompression circuit 228 via |

the selector 222, it will be decompressed in the decompression circuit 228, and then

supplied to the digital watermark information selector 229 and recording control
circuit 231. In this case, as having previously been described, the digital watermark
information selector 229 is switched by the system controller 600 to output the data
from the decompression circuit 228, and so the decompressed data from. the
decompression circuit 228 will be supplied to a digital watermark information
detectlon circuit 230. |
When the data from the digital watermark information selector 229 has digltal
watermark information embedded therein, the above digital watermark information
deteqtion circuit 230 detects the digital watermark infoﬁnation, and supplies the result

of detection as copyright management information fo the system controller 600. The



controller 600 causes the digital watermark informati on detection circuit
230 to detect digital waternmark information enbedded jmatdig: dg=, and
controls the recording according to the copyright managenent information
indicated by the digital watermark information. Thus, since encrypted data
can be protected frombeing illegally used, detection of digital watermark
information is not effected, the datg recordi ng apparatus 220 cannot be
applied with any heavy |load and function with an inproved performance:

Al so,

' . - ding to
s PSR RIR YR SRS RAR e b D ATERS e o
informati on enbedded in the .non-encrypted data,, t data can .prot ect ed
f r om SRALhtManagCment prpéwﬂﬂew,m%ﬁag F%wgaﬂﬁzféqﬁ%?omavg lsplpgfhlff‘gfi n the
data pl ayi ng apparatus 220 constructed as havi ng been descri bed above w ||

be dethersyistean wontrollef 60@vcidl ¢cantrdlghe recwditmeentstlovincuin23] Gsintiibitdhe 20. 1t
.shoul d be noted that these flow chart show 17 August 2005 75 the

oper %écef@ingﬁ%ami fHe)Sﬁﬂdféiﬁ tohfiBl16£600 Rihibits {HeaesydigECoARbI Sirdisit 2800.
First in step S 181, the systemcontroller 600 judges whether the record

key o t - cont | 1 .. : ’ e user. Wen the
resulﬁog}g‘rmgﬁ%@% (fagé{#Qégﬁéﬁ;ﬂ@%gﬁgﬁﬁggﬁ%g&ﬁﬂ grieﬁgéed, the system
controller 600 go.es to step S182 where it.will .refer to the si |
confi gur at &Y :i&?o?‘?&)ﬁri‘gatﬂ E%“P%‘P@Ht B?fowoéli &é?ggec‘[)ﬁ‘?ilgﬁ?‘%tt?‘aﬂ%‘c
information extraction circuit 223, and goes to step S183 where it wl|

j udgerenshsdingrfor lcoppingpisipadsibde like%one cony aldewad” beéaopyrdregp: the sysleam t he
result of judgnent in step S183 is that the supplied data has been

encr ygimebllérh600 Yohadls tiY feddréingbedhteslesirtwit B3aptoSddpushie @atd tovithd switch

the sel ector
downstream circuits, thereby allowing the data recording for copying. Thus, the data
from the recording control circuit 231 is supplied to the digital watermark information
* rewrite circuit 232. Even when the copy control information included in the.cop'yright
ma;ﬁagement information allows the recording for copying, the system controller 600
- will control the digital watermark information rewrite circuit 232 to rewrite the digital
watermark information from “one copy allowed” to “copy inhibited” or to a one for
a reduced rnumber.of times the data can be copied, if the copy control information
limits the cof:y generation or number of copies. |
When it is not necessary to rewrite the digital watermark information, the -digital
watermark information rewrite circuit 232 is bypassed or passed through.
In this embodiment, the data from the digital watermark information rewrite

circuit 232 is supplied to the recording signal selector 225. In this case, since the

recording signal selector 225 is switched with the selection control signal from the




222 to output the data to the recording control circuit 224, and al so the
recording signal selector 225 to output the data from;t}slg?gsgggdjgjl ng

control circuit 224. Then the systemcontroller 600 goes 1o step S185

where it will interpret the result of DRM information decryption fromthe
DRM i nformati on decryption circuit 233, and then to step S186 where it

W | lj-udge whet her the recording for7?copy| ng i s possible. Wien the result
of judgnment is that the recording is possible, the systemcontroller 600
goes systent epnisdBar wibrie supply Ithe aiaha fiodmt the digdtai dvatgrmark imformationi t 224
to the aforenentioned recording-allowed state to supply the data fromthe .

recor ¢dhweitd tRBE 2328bakk Qécc?r%‘én% Qi 294, ttEe 'Elﬁﬁdfx8ﬁl7th\é' agitﬁpwra&gﬁfa@lk ng
circuit 226 and thus the wite head 227 will wite the data to the opti cal

recor tgumeioh dEpthe Elrclii2 isrsblnded b 4G 5&8&@%3 RaBIE the itk BB o1,

I nterpretation neans, the system 17 August. 2005 76 controller 600 goes to
step 22786 ipthe équﬁmﬁﬂltllonéérﬂ@@fﬂlﬁg@fﬁw PigdcBirol . circuit 224 to the
.~ aforenentioned recording-inhibited state to inhibit the recording as above,
~and goes WAlsstwherbiliRodathaupplied wid theakigial inpet te@Dinali221284 dne prwingt t he
~user, by display, that the recording is inpossible. Also, when it is

j udgedeitRes R SERG yphat nbbecaHpRIssal 3t Supplicdl @9 ethadigithl "RraterRRASKR
encrypted, the system control |l er 600 goes to step S190 in FIG 20 where it

e W%?Hm%ﬁ or 25 SHERLLSHAEL RS &rB0R BAYATPSEREAPIETRES O

‘not . e resu he "sup data is

 wor ediglaftatertagk GRORT eférﬁ?@e%f@? s tg[ﬁir' gy aireer 067 10T
deconpression circuit 228, the

as above to output the data from the selector 222. So, the data from the selector 222

will be supplied to the digital watermark information detection circuit 230.

When the data from the digital watermark information selector 229 has digitzi] |

watermark information added thereto, the digital watermark information detection

circuit 230 detects the digital watermark information as above, and supplies the result

of detection as copyright management information to the system controller 600. The

system controller 600 interprets the copyright management information, and controls

th_b recording control circuit 231 according to the interpreted copyright management

‘ i;}férmation as :above.
| Thus, when the copyright management information embedded as digital
watermark information in the data means that the copying is inhibited, the system |

controller 600 controls the recording control circuit 23 1 to inhibit the recording. Also,

when the copyright management information means, as the result of interpretation, that




recordi ng signal selector 225 to output the data fromthe digital watermark
information rewite circuit 232, and also the digital{MRiREIBIdS
informati on selector 229 to output the data fromthe deconpression circuit
228. Wen it is judged in step S190 that the supplied data is a non
conpressed data,  the -systemcontroller 600 goes to step S192 where it

will switch the selector 222 to outyput the data to the digital watermark

i nformati on selector 229 and recording control «circuit 231, the recording

S| gnai!hesﬁ;'cﬁF&lﬁ | te @?n%ﬁdoﬂg%sgﬁ géa‘oﬁé hﬁ it &k «c #'fﬁé@r Ithe

|nformat|onre t he di vvatermar nfor hat i on
sel ecti on 229 t at a fr mthe,s Iect Af t S191 or
2 t ersvsaipiccnpisRet POBiontgsls Y Grording capuel sfei 3120 i e TbREIer s00
goes to step S193 where it will judge, based on the detection out put 17

Augustheatpgnstream cirenithdharediyt ellommeéhnﬁewrdmgfmqpmngeifbétdiatﬂq &M cui t
230, whether the data to be recorded has digital watermark information

enbed@edrelcbadiag contl difipaBpds %up?hédh its the Wigakmatetnraksin$omnatiemt r ol | er
600 causes the digital watermark information detection circuit 230 to

~d

vt or By @'C@"r%fm%%%ﬁé@?ﬁaﬁmme E@%ﬁﬂ“?&@%?wﬁ% e in
~order to seewhther d| ltaltvvaterr% i nf or mati ‘%g dected or
not WRARRSCTRRE mﬁ ?1‘@!8 B Tg0f Hglfﬂf CRANEHE! |Sé’§ f’%ﬁ‘?‘éF Pk

~information can have been detected in the data, the systemcontrol]er 600
goes cantmle thedigitalivatermarkyinformation gewtite {CHRSuH; 414 0 Topite ther digital
i.nformati on and then goes to step S195 where it will judge whether the
det ecwattrohagk iformatienrifithe digital waitéramarkdnfamalior embeddéthinthe ddtarent i s
intended to see whether the digital watermark information has been
Fal sigd gotded¥d\Ae optical disc 240 has to be rewritten, like “one copy allowed”. When
the digital watermark information has not to be rewritten, the digital watermark
information rewrite circuit 232 will be bypassed or passed through. Then the data
from the digital watermark information rewrite circuit 232 is supplied to the recording
signal selector 225. Also in this case, the recording signal selector 225 is switched
with the seléction control signal from the system controller 600 to output the data from
the digital watermark information rewrite circuit 232, such that the data from the
digital watermark information rewrite circuit 232 is supplied to the recording circuit
226 and thus recorded to the optical disc 240 via the write head 227 as in the
aforementioned recording of encrypted data and recording of data having not been
encrypted but compressed.

As above, the data recording apparatus 220 refers to the signal configuration

information supplied incidentally to the digital data supplied via the digital input




contents which cannot normally be. When the detected digital watermark
dinformation is judged to be valid, the system control s to step
S 196 ~ where it wil | judge whether the resu It of itfé?%%ggg??on of the
digital watermark information, that is, of the copyright nanagenent
“-information, nmeans that the data can be recorded for copying. Wen it is
judged in step S 195 that the detect®d digital watermark information is
not valid or when it is judged in step S196 that the recording for copying

is | npesipabPlEl aﬁ@ﬁ]cwcﬁhgmcsﬁ&ht Hb) eﬁfcrﬁ@l@olﬂﬁﬁ§nh9ti§ﬁ,%hc§ﬂiﬂﬁ)1ﬁ6@ﬁﬁigh8 FIG
19 where it will inhibiT the recording. Then it goes tJ step S189 where it

recor g ticny S inftl= 58 i eRiaF Rl e SR vl Bttt 3% 06

that the recqrding for c | i ossi bl e, .the system control]er_ 600 goes
to st &R pdincflie datay; Wﬁﬁﬂgﬁ@ﬁm@ (gxﬁétaﬂi\w@ﬁm%@ﬁxmwni HSLr mat i on
has to be rewitten. Wien it is judged that the control of the recording
for copyteny typedscompréssiony infordadioni gndizhtingt whetirdr thef alatat hasn béen t he
purpose of limtingthe copy generation or nunber of copies, the system

. contr ebhfpiic8PA 0Bt b ShRP SARBIMIN daid MidrlifioRteiig % the! DRM

. wat er ma information rewite. circuit 232 to rewite the digital watermark

o OebRRtiof kn SRTRLFNALARa, R1Fofl; Balills VERFLABYPAL BAFR R 1 g
19"t 0T RRGIE Rrais AZNAN A HAN GRS Fororf e BTGRP 8 AbiSappar af us. 220,
when it is judged in step S193 that no digital watermark i nfornmation can
be det-ecte Qméhsysqm}iedodataoisl arom0baving not been encrypted, the system
controller 600 causes the digital watermark information detection circuit 230 to detect
digital watermark information embedded in the data, and controls the recording
according to the copyright management information indicated by the digital watermark |
information.
Thus, since encrypted data can be protected from being illegally used, detection
of digital watermark information is not effected, the data recording apparatus 220
cannot be applied with any heavy load and function with an improved pe-rformance;
Also, since non-encrypted data can be controlled for recording according to copyright
management information indicated by digital watermark infbrmation embedded in the
non-encrypted data, the data can be protected from being illegally copied. |
Next, operations made for data playing in the data playing appérzitus 220
. constructed as having been described above will be déscribéd with reference to the

flow chart shown in FIGS. 19 and 20. Ii should be noted that these flow chart show




goes to step S187 and subsequent steps where the data will be recorded.
This is intended because there exists a conventional GORRRE 28I Ng NO
digital watermark information enbedded therein or a content unknown as to
how it has been protected agai nst copying. However, since such a content
-.not known as to how it has been protected against copying is al so unclear
as to howit has been routed, it maysbe inhibited from being recorded, As
havi ng been described in the foregoing, since the data recordi ng apparatus

220 i?}g%ﬁgeir&ri]&?s Hl%ﬁg&l?&liﬂﬁ%ﬁﬁ&f:ﬁ@% égiggfgtrl]g)? tf;f‘?gﬁit%r&ﬂtﬂgﬂ{r%d on when. the

dat a recorde S encr ypt an record the éncrypted data

for copying, very si 7 August 2005 7 and with hi ghly i.nproved

per f or mancEIStHRCR gﬁiﬁ'&ﬁﬁb’ﬁ%"%ﬁﬂ@‘éﬂﬁ?’b&%@J‘-H%eéwlg‘ég?ﬂi‘g 1& YMFr G 1,
even an encrypted data has to be decrypted and deconpressed for the

pur pade kefy-centeatimig248 has beemaperabad gy ithef wseratWhen the resnit, ofgndgamdat! i n t he
data and has to be conpressed and encrypted again for recording. In

conpagithPNthe deBofdRey ARO VB PROIBE] MRAystidh 20RABHEFAH00 gdRP3S atcpsS18Dvever,
t he enbodi nent of tHe data recording apparatus according to the present

I nvent i . ' I1b |10, t e
iy oo bER i R T G IR e tiof S RARn Sefacea by, (R SRRP
- encryption. Note that in the aforenentjoned enbodi nent ncrypted,data is
ot Senisiration SeloRRRUOR CHUAS IOl AT BP0 AP SHER WerRigHit
wat ermark information enbedded in the encrypted data, while non-encrypted
dat a judge whatherthetsuppling data isca dbne havingktint ¢gnomgpteidnf or mat i on such as
digital watermark infornmation enbedded in the non- encrypted data. However,
t he presemMyhenvibatreQilt iof judgmentiii etbpt §18%iis tifky she Buppléddata has been
“encrypted, the system controller 600 goes to step S184 where it will switch the selector
222 to output the data to the reéording control circuit 224, and also the recording
signal selector 225 to output the data from the recording control circuit 224. Then the
system controller 600 goes to step S185 where it will interpret the result of DRM
information decryption from the DRM information decryption circuit 233, and then
to step S186 where it will judge whether the recording for copying is possible. When
the result of judgment is that the recording is possible, the system controller 600 goes
to step $187 where it will control the recording control circuit 224 to the
aforementioned recording-allowed state to supply the data from the recording signal
selector 225 to the write head 227 via the recording circuit 226 and thus the write head
227 will write the data to the optical disc 240.
On the other hand, if it is judged in step S186 that the recording for copying is

impossible as the result of DRM information interpretation means, the system




For exanple, a data recorded having no deconpression circuit will not be
able to detect any digital watermark information havigahagpogispedded in a
data which is not yet conpressed because it cannot deconpress the data. In
this case, digital watermark information may not be detected. That is,
~even in case a data having not been encrypted is processed, whether

. digital watermark i nformation shoul d7¢be detected or not may be deci ded
dependi ng upon whether the data is a conpressed or non- conpressed one.

Al SO, chit ' it willlcohfrel Hf legoriifl @bhRbLI Mokt DB4 k 17
Augusfbl%g%&g%@gﬁﬁs)%ﬁgggggmgt?on ciorcui t capgbllegof di scrimnating the

t f,.digital k_..inf. i | iy} e- b
o ooettl FotgpentiufiRiednng NI Sa EP SAMER P rder ATl Sdeg
to a header of the data, nanely, supplied, I gci dentally to the dai a, even
the ogpesto siep 8183 wWhege Hovilbeaise the FA12 uniti244{gpromph fhecysed, Hdisetd¥et i on of

digital watermark information. That is, even in case a non- encrypted data

IS .pr thae she tbcontiimighis rinipossihdé.a shoul d be subjected to detection of digital
wat ermark i nformation may be deci ded according to the type of digital

wat er mar k i @noBREA Rl r,l(r'janged iBistep S183 $Rfh8 sﬁ?@ﬁ&‘ﬂaiﬂﬁ@% AR Bdving @oe!

“configuration’informat suppl i"ed i ncidenta to an object data makes it
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obj ect data according or that no digqital termark information is enbedded
“in t hindgsrahethsr thesuppliegdata ina ene ARYIHPFIhCORPIFECA O 80-ed in any non-
encrypted data. That is, even for a non-encrypted content data, whether
‘digital When the result of judgment in step S190 is that the supplied data is a one
- having been compressed, the system controller 600 goes to step S191 where it will
switch the selector 222 to output the data to the decompression circuit 228, the
recording signal selector 225 to output the data from the digital watermark informaﬁon |
rewrite circuit 232, and also the digital watermark information selector 229 to output
the data from the decompression circuit 228,
When it is judged in step S190 that the supplied data is a non-compressed data,
the system controller 600 goes to step S192 where it will switch the seleétor 222 to
- output the data to the digital watermark information selector 229 and recording control
circuit 231, the recording signal selector 225 té output the data from the digital
- watermark information rewrite circu_it 232, and the digital watermark information‘
selection 229 to output the data from the selector 222. |
After step S191 or after completion of the opefation in step S192, the system

controlier 600 goes to step S193 where it will judge, based on the detection output




wat ermark i nformation should be detected or not nmay be decided according to
the type of the content data. O course, digital wat ef PRI kusit?{)(% mati on may
not be detected in a non- encrypted data having no digi tare\Ratermar k

i nformati on enbedded therein, which is evident from signal configuration

i nformation incidental to the data. That is, whether digital watermark
-information should be detected or noty may be deci ded depending upon

whet her an object data has digital watermark i nformation enbedded therein

or 17¢8uK9 : . ' : f | ~dat a,

bei ng si gﬁgﬁtdégﬁf F%é?@?érgdﬁk%%#@a?‘?gﬁl%g%@é? F)ggs}hggl];ﬁrgtﬁa@lﬁ tagﬁ]tlhéei data,
makes it clear that,there is.not provided, a.digital termark ipformation
det octaconded fies digfabyaarmart i Ormhlign smbsrdgafhetrier For rchResoR! Wibedded
in the object data according, no digital watermark information is enbedded
i n t hpdganent, the systemt benteolier GO0V calses athei digitpll waternmrk vifioimatidreat ur e
adopting other copy control technique or playing control technique, no

di gi t détectbh ircaik230fordsédtadigial waterdeirRGheskmaticin ¥n ke danc frop ek dat a.
That is, even for a non-encrypted data, whether digital watermark

For e PR e G ER REf R 28 tor Ftediic AR TERAERRING i, 0°
R By SRR AR el I B,
Al so, even an encrypted data which however has -not been encrypted exactly
to tpisdetermined tioe dosgthof Where digitel) pratenmarnkyinfermation da havebegrd
e r-((ij;tggteiloin the data, the system controller 600 goes to step S194 where it will interpret
the digiial watermark information and then goes to step S195 where it will judge
whether the detected digital watermark information is valid or not. This judgment is
intended to see whether the digital watermark information has been falsified to have
contents which cannot normall.y- be.

When the detected digital watermark information- is judged to be valid, the
system controller 600 goes to step S196- where it will judge whether the result of
interpretation of the digital watermark information, that is, of the copyright
management infonna_tion, means that the data can be recorded for copying.

When it is judged in step S195 that the dcteéted digital watermark information

“is not valid or when it is judged in step S196 that the recording for copying is |
impos_sible, the system controller 600 goes to step S188 shown in FIG. 19 where it will
- inhibit the recording. Then it goes to step S189 where -it. will control the LCD unit 244

to prompt the user, by display, that the recording is impossible.




detected digital watermark informati on detected fromtherein. A so, in case
It is possible to judge, based on predeterm ned si gnalw:gg%}sg% I on

i nformati on such as data format or the like of a data, whether the data is
a one having been encrypted or having not to be copied or played according
to digital watermark 'information, whether digital watermark information
should be detected or not nay be dé®di ded according to the signal
configuration information. 17 August 2005 82 1In the aforenentioned

enbodi ment Whei #rigljudgdf ingepSi196 thaf dieniiconding foi depyialy is poasibbytknt dat a
to be recorded to an optical disc is stated in TOC or the Iike of the
conte t t ' h r P N ITC R Eﬂ\ﬂgﬁ
Homevﬁs,tglﬁhgnﬂ%?lgggﬁgoi ?/éegnﬁ (E)%p Sggﬁo‘yﬁﬁeﬁttéggft%@% e ab}églg?heg\ai otnat] ent
data to be recorded.to st qr age diu uch.as an tical dis be
acco &Fﬁ!@tﬂfﬁ;ﬂﬁqwﬁwﬂc@ﬁﬁﬂ&ﬁ %ngﬁen-n %Bil%ﬂ"%ﬂggatt etcf’i’élt?i(?me header
and sub-code part thereof. In the aforenmentioned enbodi ments, additional

i nf or rewoirding for mopyinpetds wwriting of the digitali watermatlk intormiatign sk er , t he
present invention can cover data in which additional information has been

' enbed?@fi;dszé ol nitinkehe & i&tion or ilgbaf of supred, i tafioodirolet 600 audi o
signals are to be recorded or played. However, the data to be recorded or

pl ayeg.i | & ; ' ' f i3 8ekAe such as.
P} atclass1dStop) STO8 Béher® A bt oIt Wihtal WardTRlark BE ARG PRk e ST
i.sc but a _nenor ard...hard disc or sem conduct or

t he optical be. .
rreﬁo? rﬁl‘:‘g‘?zégzl?rﬂpé{m‘fﬁ?fyg’é@l Water@“ﬂétclp Mher digital watermark

~information.is to be detected

After completiop of the digital watermark information rewriting or when it is
judged tﬁat the digital watermark information has nét to be rewritten, the system
controller 600 goes to step S187 in FIG. 19 to record the data.

| Note that al.so in this data recording apparatus- 220, when it is judged iﬁ step
'$193 that no digital watermark information can be detected, the system controller 600
goes to step S187 and subsequent steps where the data will be recorded. This is
intended because there exists a conventional content having no digital watermark
infoﬁnation embedded therein or a content unknown as to how it has been protected
against copying. However, since such a content not known as to how it has been |
protected against copying is also unclear as to hbw it has been routed, it may be
inhibited from being recorded.

‘As having been described in the foregoing, since the data récording apparatus

220 is designed not to detect any digital watermark information when the. data to be

recorded is an .cncrypted one, it can record the encrypted data for copying very simply




or not, based on whether input data is a one having enbedded therein
digital watermark information difficult to.detect (fof7 Ah&sPbdgsption (2))]
[Data recording apparatus] Wen digital watermark information is embedded
in an audi o. PCM signal and the signal is converted to an anal og signal,

t he enbedded digital watermark 17 August 2005 83 information will be
difficult to detect. The data recor djghg apparatus according to the present
invention is a solution to this problem Referring nowto FIG 21, still

'SESEE%E FABELEEIY rg&%@ai Io?ﬁaﬁg@ﬁh av@ﬁgﬂ%ﬁfoﬁgﬁ%%%ﬁré e am
T 140 hi
enbodiere i BlGOh = Ve SRsaetyRIFd daia T dopadsrapiedsadiosniased i dhe -
rewitabl e) or an_optical disc capable of recording with a density doubl e

t hat piirpoise oﬂaet%dimg digitaats ik mformatib if 2y, ethbeddedhin thealath amd
apparatus 140 is provided with a plurality of external input termnals

i ncl ugliseh 8B REs¢dRHE éﬂ&%t%afea?a%ﬂ%oﬁf&o&&ﬁ 98B cb r@ﬁ‘s@ﬁ Qyith3he The

anal og I nput interface 142 receiv an anal og atdi o signal entered via an

D %‘9%"&2‘?9%@@2?4‘ﬁﬁw‘%ﬁﬂﬁﬁé%‘ﬁﬂﬁ%ﬁ@c&&%ﬁeﬁeﬁ%ﬂ@ﬁﬁéﬂaﬁt BB el "

| The audi o PCM signal is supplied to a selector 145. The- terface
143 rie€erding appagdiup gopanding it ibe PEstert Byepfignah %%U’Sah’qeé‘o& Be&w g. t al

~input termnal 141d and supplies it to a recording control circuit 146,
and afeferenoe dodFiGt 3, neatsrmmckcitits domsuich ndate tdesongpression, decryption,

compression and encryption.

Note that in the aforementioned embodiments, encrypted data is not subjected
to detection of additional information such as digital watermark information embedded
in the encrypted data, while non-encrypted data is subjected to the detection of
additional information such as digital watermark information embedded in the non-
encrypted data. However, the present invention is not limited to this system désign;

For example, .a data recorded having no decompression circuit will not be able
to detect any digital watermark information having been embedded in a data which is
not yet comﬁressed because it cannot decompress the data. In this case, digital
watermark information may not be detected. That is, even in case a data having not
been encrypted is processed, whether digital watermark information should be detected
or not may be decided depending upon whether the data is 4 compressad oI non-
compressed one.

Also, in a data recording apparatus not including a digital watermark




circuit 147. When the audio PCM signal fromthe | EC 958 interface 143 has
~.additional information as a digital watermark enbeddedaidiet®ios, the
digital watermark information detection circuit 147 detects the digital

wat ermark information and 17 August 2005 . 84 supplies the result of
“detection as copyright managenent information to a system controller 700

i ncluding a mcroconputer for exanpl®. The systemcontroller 700 interprets
~the copyright managenment information. Wien the copyright nmanagenent

i nf or iEbaatioR dotectivatcitcét cppblenof disciintinatingthe tyipe ofsdigitehwebnrrask| er 700
controls the recording control circuit 146 to inhibit the recording. That

'S, tligomnati .é‘rﬁﬂé%d%éd o o e aBR' Bt t D PFSEisEd adkdiak & rsg%tiatl 14.6

to stop supplying the audio PCM data to the Circuits downstream t he

circuit 146. .Also, when the result of.In t gt f [:Qht
manag uratipg ipfor Onisé‘PP[J&@éﬁ aggcq)Lo églr;ﬁ}g&e?@ ;hgpﬂgﬁé&%ﬁ’%ﬁglﬁgﬁf ree",
the systemcontroller 700 controls, the recording control circuit 146 to
out puincidentallylite thovdatagreyient the phiest (data having ol thesaeaeryPiRd &f Mohi t+ 146,
thereby allowing the recording for copying. The audio data fromthe

r ecor glibjgctednd detectioncofi digitdBwiatersaykinfedmiation. dflyittis| evesit iaraase k non-

I nformation rewite circuit 148. Then, even if copy control information

i ncl ugigd- hﬂ:dt B%a'is (rBBNskANWHERNGABEEDta ISALAIATBE isabjédieaws ddtectiacof di ng
for copyy g, the systemcontroller 700 will control "the digital watermark

1 nfor FRbtab A EBAS At bon iiubge JEMBLE3EBRIAEDI The "BpEISP LAY

nunber of tipmes copy, can be done when the copy generation or nunber of
t i neswateTamskiippIPEItion. be |inited, |ike "one copy allowed". Wen it is

Similasly, in case a content type being signal configuration information supplied
incidentally to an object data make_s it clear that there is not provided a digital
watermark information detection circuit for the type of digital watermark information |
embedded in the object data according or that no digital watermark information is
embedded in the data, no digital watermark information may be detected in any non-
encrypted data. That is, even for a non-encrypted content data, whether digital
watermark information should be detected or not may be decided according to the type
of the content data.

| Of course, digital watermark informatioﬁ may not be detected in a non-
encrypted data having no digital watermark information embedded therein, which is
evident from signal configuration information incidental to the data. Thatis, w-hethe:t

- digital watermark information should be detected or not may be.dccided depending

upon whether an object data has digital watermark information embedded therein or




unnecessary to rewite the digital watermark information, the digital
watermark information rewite circuit 148 will be bypasgp@soroosassed
through.. The audio PCM data fromthe digital watermark information
rewite circuit 148 is supplied to the 17 August 2005 85 sel ector 145. The
user selects one of the above external input interfaces fromwhich data is
to be recorded. For this purpose, tlkg data recordi ng apparatus 140 is
provided with a key-control unit 154 for operation by the user. The

key- coqtrol unit 154 has provided .thereon a plurality of keys such as
recorifl hg start and end keys in addi tion to the i nput sel ect keys for

entry of user s selection i nat i erati on s
cor r espondilsg, 1B GSRed (g’é% 5& ’[“hé’%ﬂr rdzil ?&E‘?ﬁ Sl £ Qpﬁ@q%au g
controller 700. The system control ler 700 interprets the key- opergtron

si gnanfémnatisigeppiiechinciseataly totheldaya makesbibeleas thatdheis iamgt Punt .
correspondingly to the result of judgnent. Then, the systemcontroller 700

contrp h%ﬁzﬂ %ﬁ@hﬁﬁﬂ@iﬂf&ﬂﬁa’h@n&f&&ﬁimﬁ eifcutifopuhe ay (%T ofialigitalowatermaxk er nal
I nput erface selected by the user The audi o PCM si gnal outputted fromn

th t 145 t
145 gsatiep GbeleStRRlieibitd el blodiaitead diglatiachuAe RITGHAgIo | 1
head 150 t data t t | . di .

ot atia ETmheddedimhecciigs g EANGEe i B?o&aétctam Eafbbrs ey RS SFabresy
servo control of a servo circuit 153. The servo circuit 153 proquces a

vel ocidoptingr vtherscopyl cansddteshnique audilaymgnvreniahitechnigue, aeofgd@l or
exanpl e, and supplies it to the spindle motor 152. The servo circuit 153

IS s b\?ﬂe‘rﬂﬂrﬁ"ﬁﬂf@rﬁaﬁ@ﬂ%% beidenatted ipany hen-enysystod datd. rBhitds, eved foo
control the position of the wite head 150 radially of the
anon-encrypted data, whether digital watermark information should be detected ornot
may be decided according to the format of the data. It should be noted that the data
formats include various types such as CD, DVD and MD data formats. |
Even a non-encrypted data may be recorded or played according to DRM
information for example.
| Also, even an encrypted data which however has not been encrypted exactly to
the intended purpose of the encryption may be recorded or played according to
detected digital watermark information detected frem therein.
Also, in case it is possible to judge, based on predetermined signal configuration
information such as data format or the like of a datai, whether the data is a one having
been encrypted or having not to be copied or played according to digital tavatermark

information, whether digital watermark information should be detected or not may be

decided aceording to the signal configuration information.




optical disc 151 and also in the track direction. Next, operations nade for
data recording in the data recordi ng apparatus 140: 1717%@{2@505 86
constructed as having been described above will be described with reference
to the flowchart shown in FIG 22. It should be noted that these flow
chart show the operations nade nai nlﬁ; under the control of the system
controller 700. First in step S101, e systemcontroller 700 judges

whet her the record key on the key-control unit 154 has been operated. When
t he recor diehye aﬁsremed@muhedenﬂmdﬂnehtsemgnpwmranm1ﬁ9§némltmmdc@tﬂ] er 700

goes to step S102 where it will.judge, based on the operated state of the
| nput 15 &lc8ftent Wt bOfediiled 89 ah Yp tibﬁl Hist5¢ stab@ i POC g thedikead thaput
interface 142 is. selected. Wen |t j udged in step S102 that not the

Syt oRobRY gl b7 4BE8 B o€ o nepidfr i edlohi g ot BESReErhe e

digital watermark |nformat|on i s epbedded in the audlo PCI\/I data to be

r ecor RERSENFBVenHps. if Bol Hexted e@@ﬁ’@m control l er 700 causes the digital
wat ermark i nformation detection circuit 147 to detect. digital watermark

i nf or mat i oA cdmentadain éddeaeoorded tb arspotagoimedinm suvh jsuniygepticah diseamayi gi t al
wat ermark information can have been detected within the predeterm ned

1 engt Be %Ecéxhﬁﬁme\ﬂh%n stoihal ebslig@ationdhfsridtion addudmt inerseeut ivader beén
det ect ed o) stemcontroller 700 goes to step S104 where it wll

i nter wat ermark i nformation, and goes to step S105 where
it owi lll ggga&ﬁg#]e%lfthe detected digital vvatermark information is valid-
or not.

O T e o b Bt R ST lolieosh S KRR TRARTS e
content by digital watermarking. However, the present invention can cover data in
- which additional information has been embedded by any other technique.

In the aforementioned embodiments, audio signals are to be recorded or played.
Howéver, the data to be recorded or played is not limited to the audio signals but may
be program data such as video data, text data or game.

Also, the storage medium is not limited to the optical disc but may be a memory
card, hard disc or semiconductor memory for example.

[In case it is decided whether digital watermark information is to be detected

or noi, based on whether input data is a oné having embedded therein digital

watermark information difficult to detect (for the situation (2))]

[Data recording apparatus]

When digital watermark information is embedded in an audio PCM signal and

the signal is converted to an analog signal, the embedded digital watermark




Wien it is judged that the detected digital watermark information is valid,
the 17 August 2005 87 systemcontroller 700 goes to stremugabPfooshere it

will judge, according to the result of interpretation of the digital

wat ermark i nformation, nanely, copyright managenent information, whether
or not the recording for copying of the data is possible. Wen it is judged
I n step 5105 that the detected digitgl watermark information 1s not.

valid, or when it is judged in step S106 that the recording for copying is

| MOSHitRatibh G ERFEANS ableer. TAO dERSBCHRLIA appdales x@idingttowhe |
inhibit the recording, and goes to step Sl111 ere it will control an LCD

Ao, ﬂx%ﬁslhpﬁ”eﬁ@ﬁa%‘é%ahﬂﬁﬂio BB " he recording for copying IS

possi bl e, the system contraller. 700 udg in step .S107_. whet her _.t he
di gital weRefersng nowrier FiE; éd, sHY another Fabadiment Oi\ﬁéﬁ data iTecoitiBgd t hat

~the control of the recording for copying needs rewiting of the digital
wat er apprarafusfamcordingo ilee present inveatipn is gelnematically slsown i theelfam ofiaber of
times copying can be done is limted, the system controller _700 wll

cont rlslbckld"a@%ﬁp "ﬁﬁ@aatatﬂaeoﬂjeal is gﬂ 12r1ﬁafdatemhrmtem@nb@mot ®n tifik " Cui t
148 to rewite the digital waterimark i nformation. After conpletion of the

0 9 oAb EHED £ BT YRR Pl S0
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the input analog data is converted in the AID converter 144 to audio PCM
si gnakW.n step S112, and the audio PCM signal is recorded in step S109.
| As shown in FIG. 21, the data recording apparatus 140 is provided with a
- plurality of external input terminals including an analog input interface 142 and IEC
958 interface 143.
| The analog input interface 142 receives an analog audio signal entered via an
analog input terminal 141a formed from a connector jack, supplies it to an A/D
converter 144 in which it will be convefted to an audio PCM signal. The audio PCM
signal is supplied to a selector 145. The IEC 958 interface 143 receives an audio PEM
signal entered via a so-called optical digital input terminal 141d and supplies it to a
- recording control circuit 146, and also to a digital watermark information detection
circuit 147. |
When the audio PCM signal from the JEC 958 interface 143 has additional

information as a digital watermark embedded there_m, the digital watermark

information detection circuit 147 detects the digital watermark information and




17 August . 2005 88 Note that also in this enbodi nent, when it is judged
in step S103 that no digital watermark information campbg,glatesssd, the
systemcontroller 700 goes to step S 109 where the data wl | be recorded.
This is intended because there exists a conventional content having no
digital watermark informati on enbedded therein or a content unknown as to
how it has been protected agai nst c@&gdyi ng. However, since such a content
not known as to how it has been protected against copying is al so unclear

as _tglﬁgﬂiﬁsithehemb%@rue&wmﬂas cbpyEphbendridpiehidnt dnforfimtion nyarsysended. As
havi ng "been described in the foregoi hg, since the data recordi ng apparatus

data SHMEIERR Pluipe ShRaha Ptk Ot S E T (e oot ai g Al

watermark information unnecessarily and thus,it can work with a highly
i nproved p&h¢ systaRceontrellehay Hﬁ%ﬁ’@%{ﬁd, e1GRpYpiedd mnagaant tuoThididneen
recorded concerning the data recording apparatus. Also in a data playing
appar When the copysghtinahagementriaf@matigumeans thet theeopgridg i igibdbited, thit
interface, data entered fromthe analog input interface can. be reproduced

W t hogst AV eatrbierdgbeCorttidlk tile Y&loRdim kohfbPIdiUi 146260 dhbibit thet e that
~the above data recordi ng apparatus has been described in the foregoing as
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enbedded i'n“an au M the sign _ _ to an anal og
et ok 9B AP RENAHE BitiSd CHEAAa 7 (o SirehILS HORsTARE: okl et 1R on
enbedded in analog data is difficult to detect when the anal og data is
“convert ed Atscawdico tiRgesalsotintarpretatian of thenopright manzgemgusinfonosion

is judged to be “one copy allowed” or “copy-free”, the system controller 700 controls

the recording control circuit 146 to output the audjo PCM signal to the circuits
downstream bf the circuit 146, thereby allowing the recording for copying. The audio
data from the recording control circuit 146 is supplied to a digital watermark
information rewrite circuit 148. Then, even if copy control information included in the:

_ _éopyright management information allows the recording for copying, the system.
controller 700 will control the diéital waterpark information rewrite circuit 148 to
rewrite the digital watermark information friom “one copy allowed” to “copy inhibited”
or to a reduced number of times copy éan be done when the copy generation or

| .numﬁer of times of copying is to be limited, like “one copy allowed”. When it is‘ |
unnecessary fo rewrite the digital watermark information, the digital watermark

information rewrite circuit 148 will be bypassed or passed through. The audio PCM

data from the digital Watennark_:_infonnation rewrite circuit 148 is supplied to the




89 not subjected to detection of digital watermark information. In case it
- can be 'discrimnated, based on the aforementioned TCC j7igqygBdagen and file
header information, in which digital watermark information 1s enbedded,
~anal og data or PCMdata, it is possible to determ ne, based on the result
of- ~discrimnation, which is not subjected to detection of digital
wat ermark information, analog dataggr audio PCMdata. [Data recording
apparatus] Al so, when digital watermark information is enbedded in a
conpr é{iﬁrﬂgl o PCMsignal and the signal is converted to an audi o PCM
S|gna e enbedded digital watermark information will be difficult to

det ect . exanp in case audi o data I.,s ssed,. b
(modi fi ed iih%eﬁ%rtsg ¢S5 PRe of thsa favfhfxfteéwrwawe{ﬂp a& ‘yiw?lé?% 18

information is enbedded at a one of the DCT coeff|C| ents wher e degradation
due tto bewrecondrelli Py this piinpiose, theatata rewokdingfapparatiis A4@iis providedavith a
noti ceabl e when the date is reproduced. This is yet another enbodi nent of

the Q?éaﬂcoﬁﬁéphﬂi 94 R4tiSn By RE i1 TR ﬁdan%@me@mm 1154 fak peevited &
solution to this proble Refertring now to FIG the data recording
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rewitable) or an optical disc capable of recording with a.density double
t hat airrespbniing toGDk&wparatealibyshe aoass gopplied to the system controller 700.
| The system controller 700 interprets the key—operatiOn signal to judge which

one of the keys has been operated and controls correspondingly to the result of
judgment. Then, the system controller 700 controls the selector 145 to select and

output a signal from an external input interface selected by the user.

The audio PCM signal outputted from the selector 145 is supplied to a write
head 150 via a recording circuit 149 including an ECC encoder and recording
modulation circuit. The write head 150 writes data to an optical disc 151. The optical
disc 151 is rotated by a spindle motor 152 at 2 predeteimined velocity under a CLV

servo control of a servo éircuit 153. The ser’vb circuit 153 produces a velocity servo
signal based on the audio PCM signal 1o be recorded for example, and supplies it to
‘the spindle motor 152. The servo circuit 153 is supplied with a control signal from the
system controller 700 to control th.c position of the write head 150 radially of the

optical disc 151 and also in the track direction.

- Next, operations made for data recording in the data recording apparatus 140




As shown in FIG 23, the data recording apparatus 160 is provided with a
~plurality.of external input interfaces including an | EG st poegy face 162
~and USB interface 163 in this enbodi mnent. The I EC 958 interface 162

recei ves audio PCM signal froma so-called optical digital input term nal
161a, and supplies to a conpression circuit 1 64. The audio PCM signal is
conpressed in the conpression circui8 164 and supplied to a sel ector 165.
The USB interface 163 recei ves conpressed audi o data entered via an input

ter m pehstrul®dd af Davizg Becamiesciivedetiove wilkle dasctilsappliileefetente tathiecor di ng
control circuit 166, and also to a digital watermark information detection

Ci r cuj : S [ LAt 163 has
di gi tgﬁ)wl\%%%\réjrg’gp@ F&%}gr el ?ozﬁghn@ggdgebdﬂggﬁag{&?{{b %ﬁpoﬁ? g?ﬁasﬁ{ognﬁ@lﬁeher ein,

t he above digit wat ermar k i nfornati detectio hrcilt 167 detects the
di gi t%Per\%QPQgHE?ﬁ@ Iﬂﬂﬂi}’ ﬁ@%ﬂ}e C‘Hﬁgﬁﬂfgﬁ? §X§Ie%céoqr}5§lhﬁrt - detection as
copyright managenent information to a system controller 800 including a

ni cr opr oceEirstinfstep §k@hythe syFtem cynireldsrc i judiges wirtlnes the reerdrkayean t he
copyright managenent information. Wen the copyright- managenent

~i nf or {iRt kY cofitrbNbak 5at g benGedtatcdatWihee the py¢did kdysisijodged telave he

systemcorntroller 800 will control the recording control circuit 166 to
i nhi by ' ' ; gD he
recor e OfaRACHE Stertihnticher 700 RS F AR IT e PRI IR g Pt 1S

 Uhe. con i BRtraatier ekt Pt selveidkey O e iGedi wit 15T SHBIG B oloar
- or "copy-free", the systemcontroller 800 controls 17 August 2005 91 the
r _ecor_@ilaiggdmtrimefﬁﬁqeclﬁ?c isigbeaterd.out put the conpressed audio signal to the
crreutts When it is judged in step S102 that not the analog input interface 142 but the

IEC 958 interface 143 is selected, the system controller 700 goes to step S103 where

it will judge whether digital watermark information is embedded in the audio PCM |

data to be recorded. For this judgment, the system controller 700 causes the digital
watermark information detection circuit 147 to detect digital watermark information

for a predetermined length of time and judges whether digital watermark information

can have been detected within the predetermined length of time. When the digital
watermark information can have been detected so, the system controlier 700 goes to

step S104 where it will interpret the digital watermark information, and goes to step

S$105 where it will judge whether the detected digital watermark information is valid:

or not. This judgment is intended to see whether the digital watermark information has

been falsified to have contents which cannot normally be.

When it is judged that the detected digital watermark information is valid, the




" downstream of the circuit 166, thereby al | owi ng the recording for copying.

The conpressed audio data fromthe recording control GixcHistoddd i
supplied to a digital watermark information rewite circuit 168. Then,
even if copy control information included in the copyright nmanagenent
~information allows the recording for copying, the systemcontroller 800
will control the digital watermark i@fformation rewite circuit 168 to
rewite the digital watermark information from"one copy allowed" to "copy

i nhi bégﬁs%in cdntrofef 700 $ees th %g‘t?%l][o%héﬂe@ﬁviﬂﬁlﬂ.’{gé% ABcHRLi gtﬁtﬁé’%ﬁlﬁ Be copy

generation or nunber “of time copying is’to be limted, |like "one copy

it or PV AAPR ot h GRS FaRRlatic WtohPaichy paRERG. PebBletl PlAHEER i 11 e

bypassed or ,passed_through. The audig PCM data fromthe digital watermark
i nf or Wderraationwhether pf agt thergording fphreopyingpighe datispossitde. The user
"selects one of the above external input interfaces fromwhich data is to be
recor ded. Wirentihissjudged s stept3i)Scthnbtheadmectcd gligigavatennafloihfommatiaryi ded
with a key-control unit 174 for operation by the user. The key-control unit

174 hgspdi’ oMidiest whar #01 hﬁdyekelrﬁh' bep ST0KENA GiClecd3d Rfrdébo;tgriﬁ%%t and -
end keys in addition to the i“nput select keys for entry of usér's.

oper A sfPien R SEP Lo I00 Eorh 1B yeh S0 wiRkY FEPRBO ARG, T2,
Che. 14€5erdias, BULED BB RIS AR ISR rSHLCUBFGsp bhd HBity PGOMETIS t of 17
August 2005 92 judgnent. Then, the systemcontroller 800 controls the

sel eatser, Uyp8isplays ¢hatdhe ancordimg primpossitdnal from an external input
i nterface selected by the user. _
' Also, when it is judged in step S106 that the recording for copying is possible,
-the system controller 700 judges in step S107 whether the digital watermark
information has to be rewritten. When it is judged that the control of the recording for
‘copying needs rewriting of the digital wafermark information because the copy
~ generation is limited or number of times copying can be done is lilﬁited, the system
controller 700 will control, in step S108, the digital watermark -informatioﬁ rewrite
circuit 148 to rewrite the digital watermark information.

After éompletion of the digital watermark information rewriting or when it is
judged that the digital watermark information has not to be rewritten, the system
controller 700 goes to step S109 where the data will be recorded.

When it is judged in step S102 that the analog input interféce 142'1‘5 sclected;

the input analog data is converted in the A/D converter 144 to audio PCM signal in

step $112, and the audio PCM signal is recorded in step S109.




The audi o PCM signal outputted fromthe selector 165 is supplied to a wite
head 170 via a recording circuit 169 including an ECC gnsagiet 2ewsl recording
nodul ation circuit. The wite head 170 wites data to an optical disc 171.
The optical disc 171 is rotated by a spindle notor 172 at a predeterm ned
vel ocity under a CLV servo control of a servo circuit 173. The servo
.circuit 173 produces a velocity serv signal based on the audio PCM si gnal
to be. recorded for exanple, and supplies it to the spindle notor 172. The
servo circiNdte iz also mubiy dmbodinidnt pvhemitio uc@e@ﬁﬁbteﬁrﬁ)lﬁithatncs gigfiain
“controller 800 to control the position of the wite head 170 radially of

the %ﬁé@g%rkth&n}zg}hlge& Bb ﬂgtéggbt&é*i'ﬁe Eﬂ?ﬁgﬂlﬁ Grltffiler 700 d¥%ko sgagﬁg %a{?gijons

made a recor I'n the recordi ng apparatus” 160 cted as
havi ng .been described abov il.). be.described with reference to.the, flow
Char { Sdigathe Gl bettepydedhobhis T i atedbscauPe [k EXRISh S Emiehtiatibu ¢ he
operations made mainly under the control of the systemcontroller 800.

Fi r st contest daving no ﬁ%tﬁwabmawumbmmtioamp th@retthef & Kentedtord key
on the key-control unit .174 has been operated. Wien the record key is :

j udgednkAoRav® tobR6W ibMhas dced prohetal spaimscoopyiakl eHoB@oegadscd suctt #p S122
where it will judge; based on the operated state of the input select key

on th @%ﬁ ﬁ i ; r i Wah 188leap

sel ec"?% : { g{r}hﬁ?‘lvpslﬂg jt;u) gedlti%gégg pé%é%tﬂ}%ﬁlﬁ%ﬁ:d{;ﬁgﬁg iEsaC%E% iﬁnt er ? Zlce 162
but the, USB. .17 August, 2005 93. i.nterface 163.is_selected, the system
‘cont r i hew 1848s b r?‘bteét 8[5"?‘:&9% 1&#@?‘83&{0%%3?“8}%8&33 et her digital

wat ermark information i s enbedded in the conpressed audio  data to be
recorded. Psrhavimg bpenigesaitbediindhe faregning incs the datiorecordig8s APPABYS gi t al

140 is designed not to detect any digital watermark information when the data to be

recorded is an analog data, it does not detect digital watermark information

unnecessarily and thus it can work with a highly improved performance.

In the foregoing, the present invention has been recorded concerning the data

recording apparatus. Also in a data playing apparatus provided with an analog input

interface and digital input interface, data entered from the analog input interface can

be reproduced without having to detect digital watermark information, as above.
Note that the above data recording apparatus has beén described in the
foregoing as a sol_utibn to the problem that when digital watermark information is
embedded in an audio PCM signal and the signal is converted to an analog sigpal, the |
embedded digital watermark information will be difficult to detect from"-[.he analog
signal. In case digital watermark information embeddéd in analog data is difficult to

detect when the analog data is converted to audio PCM data, the audio PCM data is



wat ermark i nformation detection circuit 167 to detect digital watermark

I nformation for a predeterm ned |length of tinme and judggmusybedsher digital
wat ermark information can have been detected within the predeterm ned

| ength of tine. When the digital watermark information can have been
detected so, the systemcontroller 800 goes to step S124 where it wll
interpret the digital watermark inf@omation, and goes to step S125 where
it will judge whether the detected digital watermark information is valid

o b A OB BB s R 0 et

I nf orma a ave con s whi ch cannot normal |y be.
When it is judged that .1he detegted digital waternmark j tion.is valid,
the = syst em% t“r‘Eﬂqrﬁ"r d@ﬁ@nﬁﬂé@atﬁﬂ@éﬁl f?@om‘?@@qembﬁfﬁ%@? 1% cor di ng
to the result of interpretation of the digital watermark infornmation,

nanel snd édpyeadén infarmaboenin whidlodigital omatewmerk dnfosmagion isreanbeddaddi ng f or
copying of the data is possible. Wien it is judged in step S125 that the

det eciefogdi dithabr WELNT Rtk itNfsops®ibRNto | det@hined! baded 06n Whenrdstilti of j udged
in step 26 that the recording for copying is 1inpossible, the system

contr . : | L4 k- Lnhi D : L,ng, and
goos. {iscBif s 3ich s ROESEiBY $aRelecrionhe Jiet Al dutg infoEfRNIT

user, by display, {.h recording is inpossible. Also, when it is judged
in st%rﬁ‘)i%fﬂpq @“élﬂgxq@g@@i ng for copying is possible, 17 August 2005 94
the system controller 800 judges in step S127 whether the digital waternmark
i nf or mat i ofDatagecarding apparatus¢gn. When it is judged that the control of the
-recording for copying needs rewiting of the digital watermark information

33?\ Zuisg ][ Pﬁﬁg@eﬁggggﬁgﬁmhﬂ( frifaimetdonts embbddedin & corprespiliandican be
PCM signal and the signal is converted to an audic PCM signal, the embedded digital
watermark information will be difficult to detect. For example, in case audio data is

' colmpressed by the MDCT (modified discrete cosine transform) technique, digital
‘watermark iﬁformation is embedded at a lone of the DCT coefficients where
degradation due to the embeding of digitﬁl watermark ipformation will not be
noticeable when the date is reproduced. This is yet ahothef embodiment of the data
recording apparatus according to the present invention is a solution to this problem.

Rcferﬁng nowto FIG. 23, the data recording apparatus according to the present
invention is schematically illustrated in the form of a blockr diagram. This data
recording apparatus is generally indicated with a reference 160. In this embodimént, .
the storage medium used is a CD-R (compact disc - -recordable), CD-RW (compact

disc - rewritable) or an optical disc capable of recording with a density double that of

CD-R or CD-RW.




controller 800 will control, in step S128, the-digital watermark

i nformation rewite circuit 168 to rewite the di gi t a7 X@RE PBIK
information. After conpletion of the digital waternmark information
rewiting or when it is judged that the digital watermark information has
not to be rewitten, the system controller 800 goes to step S129 where the
data will be recorded. -‘When it is jumged in step S122 that the | EC 958
interface 162 is selected, the input PCMdata is conpressed in the

conpr essi O%C%l{edw:g ilééiq@ i Sﬂxﬁpdaﬂ‘?tgco@?ﬁ% %Pgaramﬁﬁ% oRiididowghanal is

recorded in s Not € that al so enbodi nmen when it is judged

in ste wat er park i nf can b e t he
syst eﬂﬁggﬁéfrﬁ f,e %%Om@gt%nat?ﬁf Yk digg %géﬁﬂrgj %ﬁﬁcﬁpﬁ aﬂ’éf?‘%r ded.
This is |ntended because there exists a conventional content having no

- di gi tderfage $63dn khisiemabodiment enbedded therein or a content unknown as to
how It has been protected agai nst copying. However, since such a content
not known ThellBChOS8 irteifase Dé@mq@ﬁthsemtdédPﬁgﬂisﬁgialcfmpnhmg-dadledlqnimhcl ear
as to howit has been routed, it may be inhibited from being recorded. As
havi n r ' ar at us
160 1 9 @2@?&%@%@&2@%@1 R R T L ST
dat .ent 95 fromth r.fac from
i cheigfal s GupresiRl oo mbessidy PR A b Rb AL EH0r A8 yoee ot
~detect di al watermark information unnecessarily and thus it can work

wi t h &he lg'?ﬁ%yntﬁm\léé I66PiVEs FAMAPECSSPA auHio éﬂa\ﬁ@ter@ﬂémé%am%«mnw t he
data recordi ng apparatus according to the present invention has been
descr 16Hs! forresdefrom a iconaéutot fhchpamdswpplidsat taa datoadipigapntmgl circuit 166,

and also to a digital watermark information detection circuit 167.

When the compressed audio data from the USB interface 163 has digital
watermark information embedded as additional information therein, the above digital
watermark information detection circuit 167 detects the digital watermark information,
and supplies the result of detection as copyright management information to a system
controller 800 including a microprocessor for example.

The system controller 800 will interpret the copyright management information.
When the copyrigh-tfmanagement information is interbreted-to mean that the copying

_is inhibited, the system controller 800 will control the recording control circuit 166 to
inhibit the recording. That is, the system cbntroller 800 inhibits the recording control
circuit 166 from supplying the dét# to the circuits downstream of the circﬁit 166.
| Also, when the result of interpretation of the copyfight management information

is judged to be “one copy alldwed” or “copy-free”, the system controller 800 controls




. ~

~apparatus provided with an IEC 958 interface and USB i nterface can play

data from the I EC 958 interface w thout having to det >§egi tal

wat ermark informati on. Note that the above data recordﬁ%ugg%gar at us has
been described in the foregoing as a solution to the problemthat when
digital watermark information is enbedded in conpressed audio data and the

enbedded digital watermark informati9n is difficult to detect fromaudio
PCM data. In case digital watermark informati on enbedded in audio PCM data -

i's di’thiaireubﬁdiltég)cdmtremirmheméts Reoaymlit thdEdmpadssed audiodipia 36 et citrtsits
conpressed audio data is not subjected to detection of digital watermark

o0 | ARt b ARG el by et B AT e PESEInR o rBARE LT rark

i nf ti i . d dat . P ta, it ibje t
ot orhmprosperd adi it iora S0F R ding Gtk Giscuolt tysuentied SBTRUR) oot o

to detection of digital watermark i nformation, analog data or audio PCM

‘dat a. whisraark anformationrewrelojrciit 16 Thoneenan iforopy comdradrinbatimadiors  of

"the present invention that digital watermark information is difficult to
det edncluded iaxheRbpyrighiidaddgAnansinf G i Rballew iRl reeording fodcdyingot her TV

- system or changed 1h nunber of scanning lines is to be recorded, 1t wll

inT
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ore so converted or I'Ss case, such a TV

Lo oot e e Ginnnfamies iiordion g Gin Sibc o wedhis TRy

~discrimnating how digital watermrk

inhibited” or to a reduced number of times copy can be done when the copy generation
or number of times of copying is to be limited,_ like “one copy allowed”. When it is
unnecessary to rewrite the digital watermark information, the digital watermark
information rewrite circuit 168 will be bypassed or passed through. The audio PCM 3
data from the digital watermark information rewrite circuit 168 is supplied to a selector
165.

The user selects one of the above external input interfaces from which data is
to be recorded. For this purpose, the data recording apparatus 160 is provided with a
key-control unit 174 for operation by the user. The key-control unit 174 has provided
thereon a p]u.rality. of keys such as recording start aﬁd end keys in addition to the input
select keys for entry of user’s selection or designation. A key-operation signal
corresponding to a key operated by the user is supplied to the systém contrbllc;r 800.

The system controller 800 interprets the key-opération signal to judge which

one of the keys has been operated and controls correspondingly to the result of




information has been enbedded in main data |line the header information as
shown in FIG 8, it may be decided, dependi ng upon bahd al

wat ermark i nformation enbedded in a data, whether tmﬁﬁﬁ%sg g[bV\Elgatermark
information detection circuit included in the data recordi ng apparatus or
pl ayer according to the present invention should detect the digital
watermark information. Also, if it i%® possible to discrimnate the form of
a main data in which digital watermark information is enbedded

( conpfiakseent. MOhe,olprs3tad contdileg 800 cimgidlakhe felenjor Mtetdselectngmd dat a
shoul'd be subjected to detection of the digital watermark information may

be degj [ t it ' th

a?orggr{é t ghﬂ%ﬁéﬁggﬁtﬁoiﬁ?%ﬂg@@ggﬂgﬁfﬁ;&%}ﬁ% F?é?é ng‘%{':ri m'enati on of the
f f th i i i ch the digijal k inf ti '
enbedded.  Whericie oSGl ruliPuied ot b selbelor T8 poufulielipe Pate

~ discrimnate, based on the existence of wobbled pits, between data -

r ecor Heatl #70hviche teserdingt eiscuitit e um@udmgvme“i(xﬁ@wm and geeerdingd dat a
froma CDx-R or CDx-RW This fact can be utilized to nmake no detection of
di gi t glodiddtesrBirduit."ThE Waite dead 170 veritepdet: tdanapticabdizsc@M . Theuicat 2005
.97 disc prepared with the use of the authoring device while detecting

S digit sﬁ"l@?tleirs%{ e%?&?{%hﬂ&%bfbrfgf?a{ ﬁ?i‘%@&hﬁne 164 Pim@ e CIV SC.

Al so, e type o wat er ma Information may be detected fromthe

Fesul R GRBLOf 5o eREI iRg. i ar S shpu ARt AR ER O "

- detected by the digital watermark information detection circuit in the

dat a sigoal based emptheraundie P&rMpsigpak to beyraerdacbior axamplenand supplies hidr mat i on
i s judged based on the result of judgnent to :

the spindle motor 172. The servo circuit 173 is supplied with a control signal from the

system controller 800 to control the position of the write head 170 radial]y of the

ooptical disc 171 and also in the track direction.

Next, operations made for data recording in the data re’cordiﬁg apparatus 160
constructed as having been described above will be described with reference to the
flow chart shown in FIG. 24. It should be noted that these flow chart show the
operations made mainly under the control of the system controller 800.

First in step S121, the system controller 800 judges whether the record key on
the key-control unit-174 has been operated. When the record key is judged to have
been operate:d, the system controller 800 goes to step 8122 where it will judge, based
on the operated state of the input select key on the key-control unit 174, WHEther the

IEC 958 interface 162 is selected.

When it is judged in step S122 that not the IEC958 interface 162 but the USB




be a one which cannot be detected by the data recordi ng apparatus or

pl ayer, the data may not be subjected to detection ofy70hgidsgboorat er mar k

i nformati on. Contents include ones whose copyright should be protected nore
strictly and ones whose copyright may not so strictly be protected, which
depends upon their types. Wth this fact taken in consideration, the type
of a content nay be.detected from ©Be file header and TOC i nformati on
included in the content data and it may be decided based on the result of

det eGintefadthB6 NN sdlbete8OTHee SN st&OttmrdRrB0U £6déed $tep SIXewtirnitatbilldi gi t al

watermark information. 1n the af orenenti oned enbodi nents, additional data

Is e ' I, oy 1 al: ' %@ pr esent
invegplag%%ﬂgétg%%g@@%%?@q%#ﬁ ?%hgqléﬁ(lﬁsafg@%ga edgﬂe([j}gsl (I’:l a con%%r‘#laﬁ)y any
ot her  technique. In the aforenentioned enbodi nents, dio signal. i.s to be
r ecordily 19 Pegp‘a@xéﬁa- %V@M{dgm)tp e rWEHPslSﬁ 86@ cRyEey tg‘ﬁif{lgﬁglt o such
signal but can cover program data such as video data, text data and gane.
17 Augatermaflo infofmaiibs detechionstionatyb6 Trealdetect digital Waterimasdt inforamatigm i cal

di sc but may be a menory card, hard disc or sen conductor nenory.

| ndusfoy h¥red¥iBihiiREl 1kiégﬁé1 &ﬁirhauhaguag@srwﬁ@m@f ihgehl watéfearkanRaidtibn Si nce

any securely protecte ata is not Subjected to detection of additional

i nf or gty e ' t Q. ' par vier
accor e S aaee kT pRERihintaiaidh i, maes Wiy B BB 11 o
hi gher perfarpmance. .Also, .in case additional information is difficult to
det ec¥ atagaaﬁm grpldan cAB h@yﬁg’eﬁﬂ qaeﬁfiﬁ!i‘f& &t tHe SYSIGH cpnirpie g
information is

- step S124 where it will interpret the digital watermark information, and goes to step

S125 where it will judge whether the detected digital watermark information is valid
Or:not. This judgment is intended to see whether the digital watermark informatjon has
been falsified to have contents which cannot normally be.

When it is judged that the detected digital watermark information is valid, the
system controller 800 goes to stép $126 where it will judge, according to the result of
-interpretation of the digital watermark information, namely, copyright management
information, whether or not the recording for copying of the data is possible.

) When it is judged in step S125 that the detected digital watermark information
'~ is not \}alid, or when it is judged in step S126 that the recording for copying is |
ilﬁpossiblc, the system confroller 800 goes to step S130 where it will inhibit the |
recording, and goes to step $131 where it will control an 1.CD unit 175 to pfompt the
user, by d_i3p1ay, that the recording is impossible. |

Also, when it is judged in step S126 that the recording for copying is possible,




enbedded, the input data is not subjected to det ecfi on of the additional

information. In this case, the apparatus is not burdenﬁdA%Msz@dp detection
of additional information. 17 August 2005 99 Clains 1. A data recording
~apparatus for recording input data, the apparatus conprising: |judging
means for judging whether the input data enbedded additional information
IS secure, detecting neans for detedding the additional information based

- on the judgenent of the judgi ng means when the input data is not secure,

~ and deigs spolentlicrgiolldhe’0@dudetoal stepf 81 2Rt whsthebethet ORziial pwatedatazk i S
secure; recording nmeans for recording said input data to a storage nedi um

and | ' f.0r - | | ' S, such
that PERNALBH AP DT AR ANRn Fls AEE] Mgt IRt HTEOILRSBREN" hor
the input, data s secure d record the input data.based on the additi onal
i nf or REPY G ae@iscf@aﬂapgtﬁgt oot watermask ipformation BesaYseythe, CPRY not
secure. 2. The apparatus as set forth in claiml, further conprising:

secur gengrptioniisiieniteater membst OO tingest enpiying dan Hesdane isllymited nhecystem nput
interface nmeans for entering data insecurely; a first route for supplying

the dasdmrsmé880 wWillabntildis ep $128) ihe digiif WaeAnare aifdrinatidairewieor di ng
means; and a second route for controlling the supply of the data entered

Lo S BB S 0 Soor o Teans by
' nformati Ogﬂ%ﬁtc%%pﬁgﬁgx o?atlhg dgg%%a?%zltgﬂngﬁ(airﬁfénnaﬁon rewriting or when it is
- judged that the digital watermark information has not to be rewritten, the system.
controller 800 goes to step S129 where the data will be recorded.
VWhen it is judged in step S122 that the IEC 958 interface 162 is selected, the
input. PCM data is compressed in the compression circuit 164 in step S132, and the |
.compressed audio signal is recorded in step S129. |
Note that also in this embodiment, when it is judged in step S123 that no digital
watermark information can be detected, the system controller 800 goes to step S129
where the datz_l will be recorded. Thjs is intended because there exists a conventional
content having no .digital watermark information embedded therein or a content
unknown as to how: it has been protected against copying. However, since such a .
oontént not known as to how it has been protected against copyingis also unclear as
1o how it has been routed, it may be inhibited from being recorded.

As having been described in the foregoing, since the data recording apparatus

160 is designed not to detect any digital watermark information in any data entered




3. The.apparatus as set forth in claiml1, further conprising: secure input
interface means for entering data securely; and insecy g,dusppdos nterface
means for entering data insecurely; wherein said detecting neans detects
said additional information fromonly the data entered fromsaid insecure
~i'nput interface neans. 4. The apparatus as set forth in claim3, further
conprising: extracting nmeans for ex®facting copyright nanagenent
information fromthe data entered fromsaid secure input interface neans;

and Xroughes IEC0958 ligterfavet 162 et drath nghivdnitr i3l Hiffiguitetndlefent digitalr ol | i ng
the recording of the data entered fromsaid secure input interface neans

accorvg%tﬁﬁn‘éﬂ( ﬁ%ﬁn@ﬁﬂi}[ﬁlﬂ&%n&ﬁ%&? sé{t"’%égﬁﬁﬁk ;irﬁﬁgfléﬁbﬁﬁhﬁgcggga i d

extracting neans. e apparatus a aim 1, furthe

conpri Sj means far .discrijyinatin he type of a nedi um which supplies
sai daﬂ‘ﬁﬁﬁﬁsﬂfa‘faé{wﬁﬁ%?”éﬂha?‘F%"TVéWB?ﬁ%PSGIH%IIBBPW'ng neans j udges based on
the result of discrimnation fromsaid discrimnating neans whether said
i nput dat dnitbe gbeve,dhe emtmdimentiofthecdata neeasting apparsivs ngrowgling tatied i nput
data to said storage nedium 6. The apparatus as set forth in claiml1,

wher girgscid ity difictids i@ cirRRSribed. cHowevel di $leduldvdt evosed thatt afdatanplaying from
said input data and said additional information fromsaid digital

wat er. ' j . ' (] B SVA [ t data,
the. appatatudibRVIBE Oih dn IBCURIRLAKLOMARIE SFraclcal iy Ofta M Ha0:

enbectiﬂg ?E&d%é ljn Qr%ce \Iﬂ?tfh%;jtn%%‘llﬁl% tiosdeﬁggtuz{n%f digital watermark information.

Note that .the above data recording apparatus has been described in the

foregoing as a solution to the problem that when digital watermark information is

 embedded in compressed audio data and the embedded digital watermark information

is difficult to detect from audio PCM data. In case digital watermark information

embedded in audio PCM data is difficult to detect when the audio PCM data is

| compressed, the compressed aﬁdio data is not subjected to detection of digital
watermark information.

In case it can be discriminated, based on the aforementioned TOC information
and file header information, in which digital watermark information is embedded,
compressed data or PCM data, it is possible to determine, based oﬁ the result of
discrimination, which is nbt subjected to detection of digital watermark information,
analog data or audic PCM data.

Note that it is not only in the aforementioned twb embodiments of the present

invention that digital watermark information is difficult to de_tect_. For example,a TV




detecting neans for detecting the additional information based on the
judgenent of the judging neans when the input data is , and does
"not detect the additional information when the input ggﬁ%??fgg%%ure;
“reproduci ng means for reproducing said input data; and controlling nmeans
for controlting said reproduci ng neans, such that the reproducing nmeans
reproduce the input data when the i ffut data is secure and reproduce t he
input data based on the additional information detected by the detecting
nmeanssighahcdmheriedpotanidher TV systers exwhangdd imogogter 2dG8anming 1Bies Thito
apparatus as set forth in claim7, further conprising: secure input

| nt erp@ae&draadSit vall IRNERTCIR tdadate 8GRl WaternR ANV havihebbage neans
for entering data insecurely; a first route for supplying the data entered

fromsaid.securesi nput, i lyd P X a
secon%f-nb&ﬁ% %TVIC%}Ep?lo%%ﬁ%&?ﬁgmé%%@r %ﬁn%%g édg? (g?lén lgrgﬁ?{r'] %hrr%i ggfid

I nsecure _ input interface neans to said recor&ig& nmeans by controlling said
r ecor9iBRyl isdmtsyblacief indelsstian of digity] walesna 8rPABARY i nf or mat i on
detected by said detecting neans. 9. The apparatus as set forth in claim?7,
further cof®thiesienthodisents #nd mprianisht er f ace means for entering data
securely; and insecure input interface neans for entering data insecurely;

wher ei n sajfdplgteq! iRgilaBRNE ﬁﬁtaﬁgtﬁ)rsais@riﬁﬁﬂhﬁhgnnbwi digitayeiviateinfarom onl y
the data entered fromsaid insecure input interface neans. 10. The

appar ks #for ks b0 Bmb3dGba i hikin fi¥alBRY the HBAGESi8rmation as shown in
| FIG. 8, it may be decided, depending upon whether digital Watermarkrinformation
embedded in a data, whether the digital watermark information detection 'circuit
iﬁcluded in the data recording apparatus or player according to the preseﬂt invention
should detect the digital watermark information.

Also, if it is possible to discriminate the form of a main data in which digital
watermark information is embedded (compressed, non-compressed, analog or digital
form), whether input data should be subjected to detection of the digital watermark
information may be decided in the data recording apparatus or player for the
aforementioned situation (2) based on the result of discrimination of the form of the
main data in which the digital watermark informafion is embedded.

When the storage medium is a CDx disc, it is possible to discriminate, based on
the existence of wobbled pits, between data recorded with the use of the au_thoringr
device (recorded at pits) and data fmxﬁ a CDx-R or CDx-RW. This fact can be utilized

to make no detection of digital watermark information in encrypted data from a CDx




extracting neans for extracting copyright managenent information fromthe
data entered fromsaid secure input interface neans; awaagetbess recordi ng
controlling neans for controlling the recording of the data entered from
said secure input interface nmeans according to said copyright. managenent

I nformati on extracted by said extracting nmeans. it The apparatus as set
forth'in claim7, further conprisin@7neans for discrimnating the type of
a medi um whi ch supplies said input data; 17 AUGR005 102 wherein said

r eCOFcﬁseﬂpregf_aﬁ*éd Qifh e WsRASthic UkdiRsrin@dedice while deesting difitaldvaterinailnat i on
fromsaid discrimnating means whether said input data iS secure or not

and %ﬁo%faqwlﬁn@atﬁtf?orﬁ%ﬁ%ﬂ(”@[ﬂ-& |0q d}ﬂ%isg.ata to said storage nedi um

12. e appara as set h7in claim erein said detecting neans
detects djgital watermark jnformatjon from said input data and sajd

addi t i onal&ISRy @eﬂppm@gndﬁvggﬁralaa#gﬂﬁo&naﬂam%b& eﬁ%?ﬁi?&%ﬂhﬂ Ble' A gata
recording apparatus for recording input data, the apparatus conprising: a
pl ur dleadygr aideKOE maforimationf af @ datanand;itdeg medgrehbasddpnj thegiesylivifet her

t he i nput data enbedded additional information is secure, additional

infoigepddipm ddlefifdithe dIBRAPwWRAIGHIAR dnfutfdRfoRosst Beldétédled b thepdighthl each
of said external input I'nterface for detecting the additional information

> hoP st rmtheifakilafithdd8lidd Bitbul Thaht 36fa TEGOTME 35fadfl 6F plagdacTen ! Of

the judging neans a’I's not secur det ect
the itiongl .informati en. . the .inpuf data i§ secure;.. :
: en the S}gltal watermar nin%@nnatlon s JuHEe& based on the Tesult of judgment to

“be a one which cannot be detected by the data recording apparatus or player, the data
may not be subjected to detection of digital watermark information.

Contents include ones whose copyright should be protected more strictly and
ones whose copyright may not so strictly be protected, which depends upon their
types. With this fact taken in consideration, the type of a eontent may be detected
from the file header and TOC information included in the content data and it may be
decided based on the result of detection whether the content should be subjected to
detection of digital watermark information.

_ In the aforementioned embodiments, additional data is embedded in a content
by the digital watermarking. However, the present invention is applicable to additional
data embedded in a content by any other technique.

In the aforementioned embodiments, audio signal is to be recorded er played.
However, the present invention is not limited to such 'eigna] but can cover program

data such as video data, text data and game.




~.recording nmeans for recording said input data to a storage nedium and
recording controlling nmeans for controlling said recorgj such that
the recording neans record the input data to the stor%g%ﬁ?% when t he
input data is secure and record the input data based on the additional
~information detected by the additional information detecting nmeans when
the input data is not secure. 14. Thé8pparatus as set forth in claim13,
“wherein the plurality of external input interface neans includes: external
i nput i nt er A§®, the slegagemiiin & nalimhéed ite ahioptical disc butiahg berapnemdeyi ce;
and external input intéerface nmeans not capabl e of said authentication;

wher ei L (. i ﬁ,{m%{&ed in data entered via said external

i nput E?ﬁﬂglk*%gie&n%]a%%ﬁno l%:%gfa e of said authentication is detected by
additional 17 August 2005 103 information detecting neans. 15. The
apparatus as set forth in claim13, wherein the plurality of external
~input interface neans includes: secure external input interface neans; and
i nseculmdusttiak Applicalyplity i nt er f ace nmeans; wherein additional information

- enbedded in data entered via said insecure external input interface neans
i.s det ect ed ARhavingibadtidscemeal in Heoforegoing, siateahy sgeurshamotected ddiads
apparatus as set forth in claim 13, wherein the plurality of external

I nput |8t ShbRFd 86 etk At BESadditional information embedded therein, the data
recording apparatus or player according to the present invention can operate with less
burden and with a higher performance. Also, in case additional information is difficult
to detect depending upon the type of input data in which the additional information is

embedded, the input data is not subjected to detection of the additional information.

" Inthis case, the apparatus is not burdened with the detection of additional information.




external input interface neans for receiving encrypted data as input data,;

"and -external input interface neans for receiving non-eno]tr’?y&%%;tﬂﬂ%a as
i nput data; wherein additional information enbedded in data ered via

said external input interface neans for receiving said non-encrypted data
as data is detected by said TPu adgitional information detecting neans.
AT The apparatus as set forth in claim 13, wherein the plurality of

external ‘input interface nmeans includes: analog input interface neans; and
digital input interface neans; wherein additional information enbedded in
data entered via either the anal ogClaiafs di gital input interface nmeans is
detected by said additional information detecting 17 AU G 2005 104 neans.
18. The apparatus as set forth in claim 13, wherein the plurality of

external i Ap@ita redtraidgtPatRad forl rBEbrdAES inpk e dp?ﬁﬂitué BdBpfigiag: means
for receiving. conpressed data as |nput data; and_  external input Interface
means for ¥ & Mgus S Judgweerhehergthe dnput dﬁ‘i@)@lnbééd%@ addifierdi n addi t i onal
i nfor RbLARisReddae i n data entered via either of said external input
interface means i1s détected by said additional information detecting

. means. 19. datecting preans fier detecsotg theadditionat irformation bisedeimihs jirdgeeiitt i onal

o B g SR At 655 T Achile, YRA BOERRE iR on Trom

additional information when the input data is secure;

recording means for recording said input data to a storage medium; and

recording controlling means for controlling said recording means, such that the
recording means record the input data to the storage medium when the input data is
secure and record the input data based on the additional information detected by the
detecting means when the input data is not secure.
2. The apparatus as set forth in claim 1, further comprising:

secure input interface means for entering data securely;

insecure input interface means for entering data insecurely;

a first route for supplying the data entered from said secure input interface
means to said recording means; and

a second route for controlling the supply of the data entered from said insecure
input interface means fo said recording means by controlling said recording controlling
means according to said additional information detected by said detecting means.
3.  The apparatus as set forth in claim 1, further comprising:

secure input interface means for entering data securely; and

insecure input interface means for entering data insecurely;

wherein said detecting means detects said additional information from only the
data entered from said insecure input interface means.
4, The apparatus as set forth in claim 3, further comprising:

extracting means for extracting copyright management information from the
data entered from said secure input interface means; and




additional information fromsaid digital watermark i nformation. 20. A data
pl ayi ng apparatus for playing input data, the apparatus c I Si.Nehne @
plurality of external interface neans; judging neans for ?ﬁﬁé?%gp%%gther
the i nput data enbedded additional information is secure, additional

I nformati on detecting neans provideg_ﬁorrespondingly to the type of each
of . said external input interface f P detecting additional information data
supplied via said external input interface nmeans based on the judgenent of
t he judgi ng neans when the input data is not secure, and does not detect

t he addi ti anathet récordingicontraligip mehe forpuhtrdding ths ré@eding; offtipidathuci ng

means for roduci ng said i.nput data; and controlljng neans for
contrsmef‘?f{;ﬁ'gg}%ﬁl SFUB8 UL dRITEIRRE MEaEH aceRrtng e sap WRi'HU’iitng means

r epr OslisgRetient PRI MRRRd e silutirab@@nicansecur e and reproduce the

i nput data based on the additional information detected by the additional
i nf or fat i of hg@ppatatuspsshiertiwireelaimd, furpher comprisieg meanséure. 21. The

ot or Pk BnABa il Hebd of 8 Bl cHicn RBEREH TR Y 0 Thierface
‘nmeans capabilerah theitdeending abitrollingt ineansjatiges bavet ondbeires]t @ind ext er nal
i ¢ ASHEPATOR R SHC QIS Cato e pana e S AP CL0AIA 1L SFRaT P hput
i nt er hnd elsovdAsolahe ¢egating ¢ff saidinpue dhhaaptshiibdtoizeirhedlaiect ed by said
addi tional . . . .
6. The apparatus as set forth in claim 1, wherein said detecting means detects
digital watermark information from said input data and said additional information
from said digital watermark information.
7. A data playing apparatus for playing input data, the apparatus comprising:
judging means for judging whether the input data embedded additional
information is secure,
detecting means for detecting the additional information based on the judgement
of the judging means when the input data is not secure, and does not detect the
additional information when the input data is secure;
reproducing means for reproducing said input data; and
controlling means for controlling said reproducing means, such that the
reproducing means reproduce the input data when the input data is secure and
reproduce the input data based on the additional information detected by the detecting

means when the input data is not secure.




I nformati on detecting neans. 22. The apparatus as set forth in claim 20,

wherein the plurality of external input interface neapsaidiekyges: secure

~external input interface nmeans; and insecure external input interface
means; .wherein additional information enbedded in data entered via said

I nsecure external input interface neans is detected by said additional

i nfformation detecting means. 23. ThdOpparatus as set forth in claim 20,

wherein the.plurality of external input interface neans includes: external

i nput &t er fllweaprastssfasset Burdh in dgimrit fypthedcampsising:i nput dat a; and

- external input interface neans for receiving non-encrypted data as input

data; wher gedurRddpli ﬁﬁ&‘faéé‘ﬁﬁ&ﬁ@l’éﬂéht@ﬂﬁg%wsédﬁrﬂg’%a entered via said
external input interface neans for receiving said ndbh-encrypted data as

e appar at (T B ek e tob sAfing R RGBS ) oF exiernal
reans. - and A a1 K SuRPAY e Uhe cAFe AALSTOAIEOD: I APHROHEIT FHEBARR | on
enbedded in data entered via either the analog or digital input interface
means inscahsttestibrdeprdiagdneatss; andnal i nformation detecting neans.
a second route for controlling the supply of the data entered from said insecure
input interface means to said recording means by controlling said recording controlling
| . means according to said additional information detected by said detecting means.
9, The apparatus as set forth in claim 7, further comprising:
secure input interface means for enteﬁng data securely; and
. insecure input interface means for entering data insecurely;
wherein said detecting means detects said additional information from only the
| daté enfered from said insecure input interface means.
10. - The apparatus as set forth in claim 9, further comprising:
extracting means for extracting copyright management inférmation from the
data entered from said secure input interface means; and
another recording controlling means for controlling the recording of the data
entéred from said secure inpﬁt ‘interface means according to said copyright
management information extracted by said‘ extracting means.

11.  The apparatus as set forth in claim 7, further comprising means for

discriminating the type of a medium which suppliés said input data;




25. The apparatus as set forth in claim20, wherein the plurality of
external input interface neans includes: external inpug Lnterface neans
for receiving conpressed data as input data; and ext ZaA Q@\%
interface means for receiving non-conpressed data as input data; erein
additional. information enbedded i gbfat a entered via either of said
-external input interface neans is detected by said additional information
detecting neans. 26. The apparatus as set forth in claim 20, wherein said
additional information detecting neans detects digital watermark

i nf or mat iwherblroRuRRirdcordiiy chbawliang mahtk jadgis ibasal dmfthe nedsubinofrom said
digital watermark information. 17 August 2005 107 27. A data
rec &lwrngmrlayufrfgnéppia@@m@m@rn& weanyvhgihsT s9idHigpiheate is secire O got

app [HaTel ma first storage
%%ﬁgd‘?@g}r)&l%’nﬁ{n@%cﬂgﬁ o?gazﬂglr"lﬁ%tl ('isag‘{rl degzﬁgtsl ng‘&?a h%d%ﬂrirmt of the data
reaol?.by SHieda dp}baaﬁhlsr!i}‘. seafuith addldibomalwhdrtion st @e‘tectﬁtgemeamg dateots f or

detecting addition nf,or t|on enbedded in the data re ysald r eadi ng
mearfiglidls watcsmatly dn Hiom from S NDHt dafAqandisaid aﬁ&wﬁgl

: recq{.&hrggl |%H§I‘§V8§e“§'?]ﬂ?ﬁ%ﬂﬁa&&{d read data to a second storage rredl um

and " recor g contro neans for controlling said recordi ng neans such

t-hati3the A ﬂataqedtbmlmgrmamdor recohding rigpuit dhsd, ahevbeparatus conpuisingat a i s
secure and reiord t he nput data based on the addi tional information

di scri ni feRlgerliy of ﬁéte&aaéémeﬁﬁaﬁam%gs
judging means for judging whether the input data embedded additional

information is secure,
additional information detecting means provided correspondingly to the type of
- each of said external input interface for detectillg the additional information supplied
via said external input interface means based on the judgement of the judging means
when the input data is not secure, and does not detect the additional information when
- the input data is secure; |
recording means for recording said input data to a storage medium; and
recordmg controlling means for controlling said recording means such that the
recording means record the input data to the storage medium when the input data is
secure and record the input data based on the additional information detected by the
additional information detecting means when the input data is not secure.
14.  The apparatus as set forth in claim 13, wherein the plurality of external input
interface means includes: i
external input interface means capable of authentication with a data input
device; and
| external input interface means not capable of said authentication;
wherein additional information embedded in daté entered via said external input

interface means not capable of said authentication is detected by additional




means when the input data is not secure. 28. The apparatus as set forth in
claim 27, wherein said discrimnating nmeans judges whet Rgsussapds read data
is secure or not. 29. The apparatus as set forth in claim?27, wherein said
di scrim nating neans judges whether said read data is encrypted or not.
30. The apparatus as set forth in claim27, wherein said discrimnating
‘nmeans .judges where said read data i 408onpressed or not. 31. The apparatus
-as set forth in claim27, wherein said discrimnating nmeans judges whet her
sai d r ¢afbraftion detectilomeans.dirgital. 32. The apparatus as set forth in
claim 27, wherein said additional information detecting neans detects
digital t i I i & | . { el tional

nf or ey on Trahreriy Skt St i EaR 13, Wipktindfl BIAARLP BE Exichhe) 008 3.
A data.recording/ playin aratus for recording/playing input data, the
appar at#Ryt EFHE%QIHSXDW@QEF “means for reading data froma first storage
medi um discrimnating nmeans for discrimnating the type of said first

st orage nediseeyre exdicrinal tpait intetfacemdans; st ecti ng means for detecting
additional information enbedded in the data read by said readi ng neans
based on--_t'hensﬂcafgémﬂmii@pmfihmffa@ahm;scri m nating neans; recording
“means for recording said read data to a second storage nedi um and

recording cqerol o BRANtbAhatoR ehlddibd ifAddlalGROFSY 0 FHATAsechieh t hat

the recording neans recor I npu ata when the 1'nput ‘data 1's secure

énd ' eg}?{e%i}zﬂgintpn? interface means is detected by said additional information detecting
means. |
'16.  The apparatus as set forth in claim 13, wherein the plurality of external
input interface means includes:
external input interface means for receiving encrypted data as inpui data; and
-external input interface means for receiving non-encrypted data as input data;
wherein additional information embedded in'data entered via said*extemél iilpﬁt
| interfaée' rﬁeans for recéiving said ﬁon—encrypted data as input data is detected by said
additional information detecting means.
17. The 'épparatus as set forth in claim 13, wherein the plurality of external
- input interface means includes: - |
analog input interface means; and
digital input interface nieans;
wherein additional information embedded in difa entered via cither the analog

or digital input interface means is detected by said additional information detecting |




I nput data based on the additional information detected by the detecting
means when the input data is not secure. 34. The appararL‘f - [é forth in
claim 33, wherein said discrimnating nmeans judges vvhe1 i\@éiﬁ 5rst
storage nediumis a one which records data securely or not. 35. The
apparatus as set forth in claim334gpherein said discrimnating neans
discrimnates the type of said fi rs? storage medi um from said read data.
36. The apparatus as set forth in claim 33, wherein said additional
information detecting nmeans detects digital watermark information from
sai dnespit data and said additional inf or mati on from said digital
vvatermark I nformation. 37, A data, recor thaod for recordipng i nput
dat al8 saﬂah%pmau@oaﬁpﬁtsfpﬁ& g dpan lg, | ﬁ:lﬁg”&w@wy O Xt f;raaf

enb formation is secure, detecting the additional
I nf gﬁ%g?acgqg ase @llggbs'.;al d judgenment when the input data is not secure, and

does not gkttrmal irploe nttdﬂ'acte neahs forfroceivingomyressedhiat apinpuddata; aad secur e;

recordi ng saldjnput fa to a storage, nmedi uny and c trollin ai
recor di ngX e@al:’r’ilpﬂlﬁéﬁte Q‘F%Imlcé%fq{ TREFTYHE TR ERMBESEE @at%a%flﬁ?‘gé% ’ITEdI um

when t he gﬁyﬁﬁ
addltlona‘%‘fﬂ&l‘E %gangﬂr%%% et ect gd%rﬁssal g{;?lggdtqpﬁfgrg?gﬁa \l/%ﬂin the |nput dat a
| s rextternel ampt ﬁ&rfabedaieanwIlaﬂﬂ@tetbﬂnlyoshlﬂoadehhal}al ngformpattond detectisgi d

met hod conprising steps of: judgi ng whether the input data enbedded
addi®®*¥Wal information is secure, 17 August 2005 109 detecting the

addiflg onajhd BhpaiaRls' 84 sBAF6Ah A0 Gl 13!A9RERIM sWRFAA&ifBnAN Biformation

detecting means detects digital watermark information from said input data and said
additional information from said digital watermark information.
20. A data playing apparatus for playing input data, the apparatus comprising:
a plurality of external interface means;
judging means for Judgmg whether the input data embedded additional
information is secure,
additional information detecting means provided correspondingly to the type of
each of said external input interface for detecting additional information data supplied
.via said external input interface means based on the judgement of the judging means
when the input data is not secure, and does not detect the additional information when
the input data is secure;
rcproducing means for reproducing said input data; and
controlling means for controlling said reproducing means such that the
- reproducing means reproduce the input data when the input data is secure and
reproduce the input data based on the additional information detected by the additional
information detecting means Whén the input data is not secure.
21.  The apparatus as set forth in claim 20, wherein the plurality of external input

interface means includes:




data is not secure, and does not detect the additional information when the
input data is secure, reproducing said input data; anfly gglistobdd ng said -
reproduci ng, such that said reproducing the input data when the input data
is secure and record the input data based on the additional information
detected by said detecting step when the input data is not secure. 39. A
data recordi ng nethod for recordi ng itAput data, said nethod conprising
steps of: judgi ng whether the input data enbedded additional information is

. secure, defegpirhalidpie iatidfideonans Hapabkt ob Buthentidaiion ovith 4 dhtar inpuit on

detecting neans provided correspondingly to the type of each of a plurality
of ext .Lpgut interfaces for detecting additional information supplied
via salrd external input interface neans based on the judgenent when the

i nput. data is, not, secure, .and does not detect the additional information
when the i n5§§eragklgppgu§5€ﬁ?€e§negﬂﬂnpggﬁpiﬁqtlﬁg%§§lila&qtﬁ?]ﬂlca(§lgpa to a storage
medi um according to said additional information detected by said,

addi ti onal wheseimadditionsd informagonembeddad in data antered vipisaigl extemadinpwt

pl ayi ng i nput data, said nethod conprising steps o judging whether the

input fhitbeFacdinesifdnaddaplpadf sailiciuthentication pedeteeted biptsadd iadditioidl t i onal
information by additional information detecting nmeans provided

corresmﬂhggh%i_&e%#m%n%g%.of each of said external input interface for
rtional 1

detecting a ormation supplied via said external input interface

ot defler THE PRRATAthEAS poL ORI AT ACnre AR Rl RLoE R o7, “ana
reproducing said input data according to said additional information
det ect inpubynterface means includes: - -
secure external input interface means; and
insecure external input interface means;
wherein additional information embedded in data entered via said insecure
" external input interface mean's‘ is detected by said additional information detecting
 means.
23.  The apparatus as set forth in claim 20, wherein the plurality of external
input interface means includes:
extcrhal input interface means for receiving encrypted data as input data; and
eﬁte_mal input interface means for receiving hon—encryptcd data as input data;
wheérein additional information embedded in data entered viasaid external input
interface means for receiving said non-encrypted data as input dafa is detected by said
additional 'infon‘n-ation detecting means. | |

- 24.  The apparatus as set forth in claim 20, wherein the plurality of external




said additional information detecting neans. 41. A storage nedi um havi ng
recorded therein a processing programincluding stepstphugdst28emust 2005
110 judgi ng whether the input data enbedded additional information is
secure, detecting additional information based on said judgnent when the
input data is not secure, and does ng 6detect the additional information
when the input data is secure, recordi"ng said input data to a storage

medi um, and,controlling_ said recording , such that said recording the input
dat a t olbpHbiMedacgmeant inclmlétien the i nput data is secure and record the

i nput data based on the additional information detected by said detecting
when- t he i npanaloimput snieoface eneans; ad®. A storage nedi um havi ng recorded
therein a processing programincluding steps of: judging whether the input

data enbedd T i ion is secure, detecting additional
Qﬁgﬁﬁﬂinmf) Qgilenafaeé giéﬁk

i nformati on bdsed j udgenent when the input data is not secure, and

does not detegt the di ty.onal information, wh the input data,is ecure,
" epr oduci ng a1t fgiional iformation cPerfied i delp shfespd gtk et The EpalRE: hag
said reproducing the input data when the- input data is secure and record
t he i npitdigiabinput inferface meangds detsstad bysaidaddisionalnfesmationdetesting
detecting neans when the input data is not secure. 43. A storage nedium
havi ng means.ded t herein a processing program i ncluding

25.  The apparatus as set forth in claim 20, wherein the plurality of external
input interface means includes:
external input interface means for receiving compressed data as input data; and
.external input interface means for receiving non-compressed data as input data;
- wherein additional information embedded in data entered via either of said
external input interface means is detected by said additional information detecting
means. |
26.  The apparatus as set forth in claim 20, wherein said additional informatiqn
detecting means detects digital watermark information from said input data and said

additional information from said digital watermark information.




steps of: judgi ng whether the input data enbedded additional information is
secure, detecting additional information by additional inho{yRki 205
detecting neans provided correspondingly to the type of each of a
plurality of external input interfaces for detecting additional
information supplied via said exterggh input interface nmeans based on the
j udgenent when the input data is not secure, and does not detect the

addi tional information when the input data is secure; and recording said

i nput data to a storage nedium according to said additional information
detected by said additional information detecting neans. 44. A storage

medi uRx havi,ng, r ecard therein a prqcessin regr i.ncl udi ng teps of: 17
August 12008 142 | Gadrde Rl eRER o RerditReilakilg Lty dafa e

i nfor ' i , detecting additional information by additional
infor@#gtgsgé{r@g{éliﬁr% means provi ded correspondingly to the type of each of

2 PLural ! tieading LSRR (b8HE dhfl BERACRR: sk dlfiBRihn0 addi 1T ona

i nformation a sald external 1 nput ce neans based on the

j udgenent iR -1 Se : fornf t he
addi ti onal aﬂl@n ornaﬁgrc}ﬁgéﬁgﬁﬁ?jﬁée&%@%h?ﬁgﬁé I'S ggggigég&atgg%?ﬁ@%gg ucing said
i nput reddir Megey:ding to said additional information detected by said
addi tional” informati on detecting neans.
additional information detecting means for detecting additional information

embedded in the data read by said reading means based on the discrimination from said
discriminating means;
recording means for recording said read data to a second storage medium; and
recording controlling means for controlling said recording means such that the
recording means record the input data when the input data is secure and record the
input data based on the additional information discriminated by the discriminating
means when the input data is not secure.
28. The apparatus as set forth in claim 27, wherein said discriminating means
judges whether said read data is secure or not.
29, The apparatus as set forth in claim 27, wherein said discriminating means
~ judges whether said read data is encrypted or not.
30. The apparatus as set forth in claim 27, wherein said discriminating means
judges where said read data is compressed or not.
31. The apparatus as set forth in claim 27, wherein said discriminating means
judges whether said read data is analog or digital.
32. The apparatus as set forth in claim 27, wherein said additional information
detecting means detects digital watermark information from said input data and said

additional information from said digital watermark information.
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33. A data recording/playing apparatus for recording/playing input data, the
apparatus comprising:
reading means for reading data from a first storage medium;

discriminating means for discriminating the type of said first storage medium,;

additional information detecting means for detecting additional information
embedded in the data read by said reading means based on the discrimination from
- said discriminating means;

recording means for recording said read data to a second storage medium; and
recording controlling means for controlling said recording means, such that the
recording means record the input data when the input data is secure and recording the
input data based on the additional information detected by the detecting means when
the input data is not secure.
34.  The apparatus as set forth in claim 33, wherein said discriminating means
judges whether said first storage medium is a one which records data securely or not.

35. The apparatus as set forth in claim 33, wherein said discriminating means

discriminates the type of said first storage medium from said read data.

36. The apparatus as set forth in claim 33, wherein said additional information
detecting means detects digital watermark information from said input data and said
additional information from said digital watermark information.

37. A data recording method for recording input data, said method comprising steps
of:

judging whether the input data embedded additional information is secure,

detecting the additional information based on said judgement when the input
data is not secure, and does not detect the additional information when the input data is
secure;

recording said input data to a storage medium; and

controlling said recording , such that said recording the input data to a storage
medium when the input data is secure and record the input data based on the additional
information detected by said detecting step when the input data is not secure.
38. A data playing method for playing input data, said method comprising steps of:

judging whether the input data embedded additional information is secure,
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detecting the additional information based on said judgement when the input
data is not secure, and does not detect the additional information when the input data is
secure,

reproducing said input data; and

controlling said reproducing, such that said reproducing the input data when the
input data is secure and record the input data based on the additional information
detected by said detecting step when the input data is not secure.
39. A data recording method for recording input data, said method comprising steps
of:

judging whether the input data embedded additional information is secure,

detecting the additional information by additional information detecting means

provided correspondingly to the type of each of a plurality of external input interfaces

for detecting additional information supplied via said external input interface means

based on the judgement when the input data is not secure, and does not detect the

additional information when the input data is secure; and

recording said input data to a storage medium according to said additional

information detected by said additional information detecting means.
40. A data playing method for playing input data, said method comprising steps of:
judging whether the input data embedded additional information is secure,

detecting additional information by additional information detecting means
provided correspondingly to the type of each of said external input interface for
detecting additional information supplied via said external input interface means based
on the judgement when the input data is not secure, and does not detect the additional
information when the input data is secure; and

reproducing said input data according to said additional information detected by

said additional information detecting means.

41. A storage medium having recorded therein a processing program including

steps of:
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judging whether the input data embedded additional information is secure,
detecting additional information based on said judgment when the input data is
not secure, and does not detect the additional information when the input data is
secure,
recording said input data to a storage medium; and
| controlling said recording , such that said recording the input data to the storage
medium when the input data is secure and record the input data based on the additional
information detected by said detecting when the input data is not secure.
42. A storage medium having recorded therein a processing program including
steps of:
judging whether the input data embedded additional information is secure,
detecting additional information based on said judgement when the input data is
not secure, and does not detect the additional information when the input data is
secure,
reproducing said input data; and
controlling said reproduction, such that said reproducing the input data when the
input data is secure and record the input data based on the additional information
detected by said detecting means when the input data is not secure.
43, A storage medium having recorded therein a processing program including
steps of:
judging whether the input data embedded additional information is secure,
detecting additional information by additional information detecting means
-provided correspondingly to the type of each of a plurality of external input interfaces
for detecting additional information supplied via said external input interface means
based on the judgement when the input data is not secure, and does not detect the
additional information when the input data is secure; and
recording said input data to a storage medium according to said additional
information detected by said additional information detecting means.
44, A storage medium having recorded therein a processing program including

steps of:
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judging whether the input data embedded additional information is secure,

detecting additional information by additional information detecting means
provided correspondingly to the type of each of a plurality of external input interfaces
for detecting additional information supplied via said external input interface means
based on the judgement when the input data is not secure, and does not detect the
additional information when the input data is secure; and

reproducing said input data according to said additional information detected by

said additional information detecting means.






