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data processing system, a data processing method, a data processing
apparatus, and a program providing medium, in which a tree structure
type hierarchical key distribution system is introduced to make it possible
to reduce load for distribution of contents key and for distribution of other
ciphering keys via contraction of message volume and yet capable of .
preserving security of data and accordingly achieving higher efficiency to
process data via such devices which are managed by the hierarchical key
distmbution tree.
2. Description of the Related Art

Recently, there is a further growth of distribution of so-called
“contents” data via a wide variety of software data including music data,
game programs, picture data, or the like, which are respectively
transmitted via internet service lines, or via such distributable recording
media including a memory card, a DVD (Digital Versatile Disc), or CD
(Compact Disc), or the like, for example.

Any of those distributed contents data is reproduced via user’s
personal computers, reproduction devices, or game players via reception, or
via such recording media including a memory card, a CD, or a DVD loaded
in any of those means cited above. In addition, the above contents data
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are also reproducibly stored in a reproduction device and® ReF¥BBFHIRG

medi um stored in a personal conputer such as a nenory card or a hard disc
for exanple. Any of the above-cited reproduction devices, gane players, and
i nformati on device such as personal conputers incorporates an interface
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data, picture data, or the like, are reserved by corresponding producers and
marketing agents. Accordingly, whenever distributing contents data, only
restricted proper users are authorized to utilize the contents data so that
unauthorized duplication will not be committed. In other words, it is a
conventional practice to establish such a safeguard to ensure security.

- A process for ciphering distributable contents data constitutes such a
practical means to restrain users from utilizing the contents data.
Concretely, the ciphering method distributes a variety of contents data
comprising ciphered audio data, picture data, game programs, or the hike,
via internet service lines for example, and in addition, it also enables only
those who are authenticated as proper users to decode the distributed
ciphered contents data. In other words, only those verified users are
entitled with reception of the decoding key.

Ciphered data can properly be restored into practically usable
decoded data, ie., a plain text, solely after completing such a decoding
process in accordance with a predetermined procedure. These processes
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9 Decenber 2004 for ciphering data via a ciphering proces3Dapemericd8ring
data via a decoding nethod and the process are conventionally well known.
O those various kinds in the method for ciphering and decoding data by
apply:rg a ci phering key and a decodi ng key, there is such a nethod
so-calle gﬁg}jh r [ aArendkexding
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process ut| l'izes such“@an al gorifhm_.based on such_ a rin cess
\c/iVI]EP a c![pherl gclkeayc rmgrkeYaa ? ﬂﬁ’@dﬁﬁﬁ g’rd@&g&%f’? %é%cgel ng
ifferen e @'h%ﬁpr
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applying an o I ssue f h
ci pher ed B?% dogéﬁ %@In&;ﬂ gu@é‘ciﬁﬁﬁb ddf%‘%t%%l app %0%_‘9 a secr ete key
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as the secrete reserved . by such a specific indj V|dual ho i ssued
the open ¥alu ﬁgord% 2 b@%@é&“ WPFF?a@BéfYP@e et yShk

decoded bﬁyaaﬁﬁ%é thel REhY-digdbtional function and a resultant output value, a
ciphering key and a decoding key are respectively generated. On the other
hand, it is practically impossible to identify the above-referred pass-words
as the original data from the ciphering and decoding keys generated via the

~ above process.

There is a so-called open key ciphering process which utilizes such an
algorithm based on such a ciphering process with a ciphering key and such
a decoding process with a decoding key being different algorithm from each
other. The open key ciphering process utilizes such an open key commonly
usable by unspecified users. This ciphering method ciphers a document
addressed to a specific individual by applying an open key issued by this
specific individual. The document ciphered by this open key can be
decoded solely by applying a secrete key corresponding to this open key
used for ciphering this document. Inasmuch as the secrete key is reserved
by such a specific individual who issued the open key, the document
ciphered by the open key can exclusively be decoded by a specific individual
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3 9 Decenber 2004 reserving the secrete key. The RSA (Ri v&Bec&nbgr3004

Adl eman) ciphering code is cited as the typical system of the open key

ci phering nethod cited above. By way of utilizing the open key ciphering
method, it is possible to set up such a system enabling ciphered contents
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fromill @@(&ills}V@prﬁ%F& £iv PEAPST HEPLP-and then delivers the ciphered

contents data elxwgﬂ)e%ebffﬂ%ﬂ RIABALs USHsS diBtibdsiont Gydeaadeitede abuiveher ed
conténts data key by applying such a decoding ey sole reserved ;§¥ t he
verifi ed provpdes spasific userswitle giphened comdantodata Vig BnterBeY SPTVIEE eies

oS o _ Vi
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Lot et o o e O deu
contents data .provi or apsmttin e ntent s evi ce
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aut hent i ofll RIBSE injtally RipNers Sach bycaitehhe denadsdst forppraveriting a
confirmed, then, such a sessiqn key solely &ffectlv&lfor t.he r&léjaet ed

conmuni catisbivasent dhemailingalbr ARRIESE SonpAte 3t AU CarR SIBEeF
e Ao T A b prbariseci et n ot
There ar ecipherdd edntaitsaldtiackey byt applyingistctisa @dﬁcmdmglgey; S%M g‘gserve.ra
et hod and 18 GHH Bt FPPS: Dy aBBing théEfh G EERReHe Spuaiedo
net hod. Howedeks daba kg, case of the authentication utilizing the comon
Construct i on, CRBSTEARGUEh g dEreHy hidRE KB Aoauecerar e Bt
the rel atpdokpysy S thRepPSR& one or not is executed prior to distribution of a
contents data or a contents data key between a contents data provider for
transmitting the contents and a specific device on the part of an individual
user. When executing such a conventional authenticating process, initially,
entity of the opposite party is confirmed, and then, such a session key solely
" effective for the related communication is generated. Only after
completing the authenticating process, a contents related data or the
contents data key is ciphered using thus generated session key to conduct
the related communication. There are two kinds of authenticating
methods including a mutual authentication by way of utilizing the above
cited common key ciphering method and the other one utilizing the above
cited open key ciphering method. However, in the case of the
authentication utilizing the common key, another common key is required
to deal with an expanded system construction, thus generating
inconvenience in the process for renewing the related keys. On the other
hand, in the case of utilizing the open key ciphering method, calculation
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hand, in the case of utilizing the open key ciphering nethbgcembercaiOdt i on 4
9 Decenber 2004 | oad and the volunme of required nmenory are respectively

| arge. Accordingly, it is by no neans desirable to further provide
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contents” ci phering key. respectivel y, cjphere a i ng .nut ual.

di 11 er enfiRGs ;ﬁ_ﬁ@ﬁﬁ BaF IeaetbaREE. Ay lEseh hickestuedb ey

I nventi ogistirfifft§oh Sree, and accordingly, in the device for executing the contents
reproduction, the invention is able to present a data processing system,

data processing method, data processing apparatus and data providing
medium which is able to realize effective data processing in the devices by
providing a construction capable of selectively selecting ciphering key data.



provi ded a nethod of processing data conprising an initia® Dstepbaf208dori ng
a plurality of contents ciphering keys usable for ciphering a contents
data in a storage device as a header data corresponding to said contents
data and an ensuing step of ciphering the correspondi ng contents data by
appl yi ng one sai d,contents.ciphering keys present in said header data,
wherein said h ORATIES Witk thE JIFST ASRGRE @1 rBgRN I there wmpéaddf:dsai d

gener at ed WiAP R oRRETE sSHEbhidh RinfERR e sr PR ik kY 19
er 3o PHg | 898 by
TPV T aSpaaHE GRS pRXesS 2, £ HRAE! it lfPeproRaRr 18 SARECadichfy

appar at us davd aedetiehi EECURKOA Profesd foredpREALitRE d&'resg%ﬂﬁfgé Iﬁ@%l%
conprising: a systemfor initially storing a Contents key usa ?e or

ci pheri ng data byrapplyingdaidicontehts cipherng keyaontained e deidi dea; wheresi d
storage device into said storage device as a header data corresponding to

sai d contents daithheadsr datecopyprasestaplunlity pfieipheged sodtents cideoingi ng

contents data b l.yi ng. sai d contents key present |n_said header data;
wherein 6 yD&@éﬁ’@g&Pz%bzﬁg R e ?)‘Pgéré%gi key disppecitvedy feiphaead byecutes a

process f Or | C r data i.ncluding a plurality of ciphered
contents %@’@@%&ﬁ%&@&@i‘ﬁ%ﬂ ar 9l 8’911 Yal Iy different key enciphering

keys into said storage device. In accordance with the fourth aspect of the
invention, there is provided a program providi ng nmedi um whi ch enabl es a

plurality of cdntesédrdagéheithnthek 8¥sontd altbect Af BHPNAVAMIbILOMfRBt g data to
be stored in a storage device as header data corresponding to contents

dat a, and previdegrouiedesd af procgyyirgy dmagjrﬂ%ﬂisﬂi'g% miadl step dftGEese for
ci phering corresponding contents data to be executed on a conputer system
by appl yi Hgudity of sontants siplieping ke wiaplpferseiphering satahtbmtsdiata dana;
wherein said conputer pr o%m conpr i ses:lgf step of ciphering said contents
ci pher i ng SkK¥$8° gi%"&_‘p?p?%/?ﬂbe T dafa Forrgspanetagtolsayd entepie drtagandps; and a
step of enall i3t (BAEAhs 1R AASHARAAG EoRLHhiih by Bl RE ced

of said contents ciphering keys present in said header data, wherein

said header data is stored in said storage device; wherein said header
data includes a plurality of ciphered contents ciphering keys generated via a
process for ciphering said contents ciphering keys by applying mutually

different key ciphering keys.

In accordance with the third aspect of the invention, there is provided
a data processing apparatus for executing recording or reproduction of
contents data comprising:

a system for initially storing a contents key usable for ciphering a
contents data to be stored in a storage device into said storage device into
said storage device as a header data corresponding to said contents data
followed by a step of ciphering said corresponding contents data by

applying said contents key present in said header data; wherein



contents ciphering keys generated via said precedi ng step?Pererobgtifiditng
correspondi ng keys. 7 9 Decenber 2004 The program providing nmediumrel ated
to the fourth practical aspect of the present invention conprises a
variety of nedia that can be provided via such a conputer readable program
conprising a wde variety of, programcodes for application to a general

pur pose conput ei2l¢ gt PEOGESIng anaraig Kdiep caorwed appgeasionaiesing

Practically, ,the , nuent.iv rogragm .providin dia conprise,a, varjety of
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pr ogram prd@ai@%.ng' medi um defines the structurally or functionally
cooperative relationship. between such conputer prograns and the program
providing nmediumin order to realize operating function of a predeterm ned
conputer programfor a conputer system In other words, by way of
installing a conput dn googdame with thedioputheaspeyes E the ievdritoni, theetisve

program provi di ng medi um cooQperating action is exerted on a conputer
system wEPEEdhBRSIAR providingraediven vehich eanblesappluzmlitypfesdnsents

o nen: | AT e B b BRI E Sl B Bt 1
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BRI EF DESGRILR ‘pﬁm t i j - 1:FLG 1
presents an o@%@lﬁggﬁept ua @Sﬁ?ﬂlghg%iﬂg%g%;ﬁ%%%e??lﬁﬁﬁggg@%ﬁ ry of
the data popCansi daasysiRMexebaeddohoat BEMPURTEEYstEMY SR iagﬁlyoilngl $aid 2
a

presents an overall schematic arrangenent of the system and a used for-

the data montedsiciphaysg kay peesdrtdnt said headeedetat, winereint soid; corip@er 3
presents a schematic diagramof a stratified key tree structure
program comprises;

a step of ciphering said contents ciphering keys by applying mutually
different key enciphering keys; and
a step of enabling said header data including a plurality of ciphered

contents ciphering keys generated via said preceding step for ciphering

corresponding keys.



for explanatory of processes for. ciphering a variety of %Bgecrabpet 2084a in
the data processing systemrelated to the present invention; FIG 4
presents exanpl es of the enabling key block (EKB) used for distributing a
variety of keys and data in the data processing system related to the
present invention; FIG .5 presents exanples of key/data distribution and

decodi ng proce§ies g@gﬂ t Hdl I in
the data processi ng systg%gi,?el ated to gﬁg%ﬁég#%@ﬁ%ﬁg@%ﬁt@ﬂéﬁg&
presents a Of'gglﬁ i S Rb AR¥eNYON KN PHEBE ingakieyy wif ankdiEkBat ican béherduided

ehomt i 0 dikoram o BREbutey | ABUTRT Rhob R o Bibrisiot 4, i cVatiely of
processi ngP¥9gram cedet éor tapplfvatipresons gervandi parpddeGeofinieeedialile of
i str1 but ed PRUG0E B pROnEEL R inrbincceroy SrankcalliHomiavamtse progrem
ot hor oxonl S oF o ee CeeLe e Ry, LoXAdhe m %‘3“ BB
structure Of H&?%Ftt :)rsllﬁ‘é): dm rBOPEY bis@or@m&icgomgrmm@p&@ s ®eysicind
prgcessi ng sys 56&?&'@&9%’?3%@@ 81[1@?’%‘3} i nvgnti on; 1:FIL G 1(% i ségﬁ%é%r%ﬂé)ry
o:‘ an ]?xa(rjrg%gm% aﬁe St T _aﬁ.:m(;ig Jda;éiy @gf_%@gm@ﬁ PR ¢
classiTtl e ua or | S 18t €
e R e e
Generat i o o eanbl I ouen of Epi Aty COReR! pidal RES] (opiputer
rel ated t oSYFEmr ek’érﬁgﬁhieﬁv%fﬁrd&nby was. of 4nptalling ansovpyuter phegrsimmir fa ed
enabling keymhftek (6N \hQ the inventive program providing medium, cooperating
action is exerted on a computer system, whereby enabling to secure such a
useful operating effect identical to that is generated via the preceding
practical forms of the present invention.
| Still further aspects, features, and advantages of the present
invention will more fully be known from the fo]lowéving description based on




the data processing systemrelated to the present inventibRecemigr 2094
presents a bl ock diagram of a reproduction apparatus and a nenory device
used for the data processing systemrelated to the present invention; FIG
16 i s explanatory of dat red in a pergry unit of a menory device in

t he data ﬂﬂ@@@§§ ﬁ@%@ﬂ%ﬂiﬁé&@%@ﬂPﬂBﬁﬂﬁé wEREE- i nvention; FIL.G 17 is
expl anatory of data stored in a flash nenory of a nenory device in the
data processing systemrelated to the present invention, FIG 18 presents a

schematic structure ofBREEE EF&@RIPH‘I@N@BHH&&DMWHMG&I ling data file
in the data pro n stemrelated.to. the present invention; FIG 19
presents a scheﬁﬁﬁ@%ﬂoﬁ%ﬁ &E%W%ﬁored inadata file in the data
processing syst/E@.r el pr@sbﬂt@ hieopsRse HonicBpanil aBhefdtic 20rahgeRR for
further detail of the ﬁwr cture of data stored in_the reprodugtion

control | i egPianatay & & precesping sxseny related o tbepregend mY%tlpnesent
invention; FlGpred ﬁ’fp‘i-éﬁé}ﬁ An VAR s AR i %}ré{lgeﬁferrtcc%f‘%fet %frﬁt%
e pr esent

stored in a data fifen ata_processing systemre
i nvent i on;datal Lﬁectﬁ)rm}mﬂmmspnmessnig aystermmehthdd;detheqmeaent wmneenfiona dat a

file in the dat rocessi em reI ed to ention; FIG
23 presents paﬁ@fé)gff?ﬁ?fﬂﬁt%gﬁ% £ tﬁaﬁﬁgatlﬁ ge@ FLruChyee
data procdgsieh léﬂﬁﬁcﬁﬁf' dfe;bﬁcegsés)fdﬂﬂ@lpmfe@ﬁegﬂh vAMERt b ke?rE l4ad d4tRriastHy s

ki nds of ing node and reco n |ne under respective operating
nodes in t(fﬁéameﬁml E@@F Qms@%tﬂﬁ@ntwléﬂsent i nventi on; 10 9

Decenber 2004 @tﬁg’
proceSS| ng system rgqate @ﬁﬁ g?ée(glfe% fé%l\?g’n ogh&l\g&%G presen%é? part

of attri btdlstmbutimg datvarmttyr eﬂ laysa adwt alatal & ithe dadadprecessue syistem
systemr el i t%d:] e 'e ention; FIG 27 presents a schematic
arrangene % té)a |1F|1 @E’éctlve data bl ocks of a data file in the

data processi n@‘Iﬂ.stﬁrpmséﬁt@Cbﬁaznpléw ofr kepfitathndestirilation and decoding
processes using the enabling key block (EKB) of a contents key in the data
processing system related to the present invention;
FIG. 6 presents a typical format of the enabling key block (EKB) in
the data processing system related to the present invention;

FIG. 7 presents a schematic diagram of tag of the enabling key block
(EKB) in the data processing system related to the present invention;

FIG. 8 presents a structure of the énab]ing key block (EKB) and a
structure of data to be distributed in conjunction with contents keys and
contents data in the data processing system related to the present
mvention;

FIG. 9 presents another example of the structure of the enabling key
block (EKB) and the structure of data to be distributed in conjunction with
contents keys and contents data in the data processing system related to
the present invention;

FIG. 10 is explanatory of the process when storing the enabling key
block (EKB) and contents data in a memory device in the data processing
system related to the present invention;

FIG. 11 is explanatory of an example of the stratified key tree



MG. 28 presents a flowhart in the process for recordi ng 9 Beesrapar 2084t a i n
the data processing systemrelated to the present invention; FIG 29
presents a nutual authentication process applicable to the data processing
systemrelated to the present invention, Ma 30 presents a flowhart in the
process fgtrudprediassifiedeper aategatgt m ithet datalgracgsangssistems yeladed to

rel ated t@ t he Brefent I.avention: FIG 31 presents a format of data file
for appro hﬁ@rﬁ CPY IBVRREP0f  keys in the data processing system rel ated

to the present By endi phexMlanddriess ahat prossbsasne gereiratingr ed stapdified t he -

data processing ystemre t.0 the present invention; 33 presents a
fI onchar t esebling c&deck (gﬁtfﬁgl:dﬂl Hae rcgat@vmwag wstem itelated & e an

enabl i ng .in the data processing system related to the
e,

present 4 presents structure of data for jointly.
di stributing aFléhabB ingxpkeyatorgaf tlEkBrocesd fon gardratinig ani emaldiyg dey an

I S X i,d, dat i | deyvi in.the.,- -
o otpssi ngBUR LRI aaafes Bribossid sheteht Fotaterh i thePrdl B8k rion
anot her st r uct @e},0f 4 daleaplMatoRiynifl thelbEhplified dsablingdeapblad KB ack

(EKB) and an aut hentication key and an exanple of .processing said data via
a rel evantth@éiat@d)h‘%eﬁﬁ@%fséemb%]éﬁ%dﬁ@tg?ﬂr@ﬁ@mi HI¥RRIE0Ny t he present

i nvention; M desi n t ' J] y
o applyi ng. a MCH SARIRarR A MIUER FRagtaof U epRUERLIL AT AY RS ALY
t he presenheimmgndevice ed f@7thie dagagmeessingxsysipm atlatedetostiye present

aut hentication,code (MAC) used for generating integrity checking val ue
(rev usaBP¥eRHOY he 11 9 Decenber 2004 data processing systemrelated to
the present invEii 06isekplagftory cx@htnstared of aametspec undf of hemehesage
of integrify. chec i(r;]"%va ue (ILMin the gta(fro&gssing systemrelated to
the preserfi€Vieg ke dgtamracessangsysteresated & Hae Pse B¥19%Uge for

storing the MAGTa P85 eRpldigatday HIRIASESRIrEE iV TREH Blcthesy bf al enpéBsent

i nvention;

device in the data processing system related to the present invention;

FIG. 18 presents a schematic structure of data stored In a
reproduction controlling data file in the data processing system related to
the present invention;

FIG. 19 presents a schematic structure of data stored in a data file in
the data processing system related to the present invention;

FIG. 20 presents a further detail of the structure of data stored in the
reproduction controlling data file in the data processing system related to
the present invention;

FIG. 21 presents a further detail of the structure of data stored in a
data file in the data processing system related to the present invention;

FIG. 22 presents part of attribute header data stored in a data file in
the data processing system related to the present invention;

FIG. 23 presents part of attribute header data stored in a data file in
the data processing system related to the present invention;

FIG. 24 presents kinds of operating mode and recording time under
respective operating modes in the data processing system related to the

present invention;
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FIG 40 designates a format of pool page for storing the 9Bvcambar@0d the
data processing systemrelated to the present invention; FIG 41 presents a
flomchart for checking the ICV value in the data processing systemrel ated
to the present invention; FIG 42 is explanatory of the process for

generating exDﬁm%lﬁfﬁﬂ\a@lamlwgs ofindpy cpndrallingf datasirothedasaiproespsingabl e
MAC val ues | n the dtg rocessi ng{1 é %em related to the present invention;
FIG 43 i sydemarla Fﬁc’ VEBRUORe process for acquiring a

contents key bm@axeep ré%ﬂtsaj AhteFBRIth e daRY- @a@c&o&%%aaaweﬂe%a

processi nghéyst em’rel to t present | nvention; 447i’s "expl anatory
of the stthedats pﬂocassmgwét&myreiatﬁﬂ(tq prem@toum@ntmm dat a processing

temrel ated . VEIE tc{:%a?%ﬁ &Sqﬁaéf{gges%%s({# al
Z?l?angerrent foﬁg"f o%ngfﬁgﬂt%ﬁcg %@{%ﬁ K o §§ bl é Ll«i@y
bl ock (EKEgspertiviedded dlavkeasfssdaga flgdhaher éhlat prodegsihesystesentlated to

I nvention;, and FIG .46 i;s explanatory of an aspect of the process for
acquiri ngﬂae RreseRhIRVentioyy way of utilizing the device key bl ock (DKB)

and the enabl ifyg; key ﬁe@éhté%@ow éﬁeuﬂ%hé &%§§Sfo@9re%ﬁE8ﬁ%/B glaiifg to

the present inventio DETAI LED DE CRI PTI ON REFERRED CDl MENTS
[ Sunmary datain thetdater procsssing syatennielatal to theinresent saventieanpl e of a

ystem s appl FiGh 2 DreBRhRLR: Sleykd ARk aRion (RS BRI T ML
var i e]Ey oEatagjreca@b:ﬂgtsgsmelatmbto th@pee&mtdntvﬁmlxorﬁontents I(;eys

i thent, cat t t t
o ocessi ng. moafCol0 PREFEIkeS TP EhSHoLEELF RTOREHn DTIB T oRbE UMb AP 260 20
initiall yd@%ﬁ@ﬂﬁtﬁet&@t ﬁ%\e‘é@ﬁ %t@ﬁl%elﬁ%éét@%h@%%@hﬁu‘i@éim@ﬁi din the

ci phered condi tian, t hen ac ul res these %&{:o ed contents data or
contents key bdfbr. equmeﬁeatS@ fiowe appraving distailondenobr

executi ng FRY ?ﬁ% }% ntents
data di st }ﬂ% étq'lhn rrcrla%lfnas ancEE’:t %B?gg%tgzclggg?l% %&ﬁe é}?E%Gfe?lxecut ed
vi a network selll{xe3Pidesigsaids an aspertnef stkaed datd meﬁmndaiza grocessing
di stri but abléa
system related to the present invention;

F1G. 33 presents a flowchart of the process for decoding relevant data

via utilization of an enabling key block (EKB) in the data processing system

related to the present invention;

FIG. 34 presents structure of data for jointly distributing an enabling
key block (EKB) and an authentication key and an example of processing
said data via a relevant device in the data processing system related to the
present invention;

FIG. 35 presents another structure of data for jointly distributing an
enabling key block (EKB) and an authentication key and an example of
processing said data via a relevant device in the data processmg system
related to the present invention;

FIG. 36 designates sequence of an authentication process by way of
applying a virtual memory card in the data processing system related to
the present invention;

FIG. 37 designates an example of a message authentication code
(MAC) used for generating integrity checking value (ICV) usable for the
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recording media such as DVD (Digital Versatile Disc), CD ¢Deogabdr20ogc),
and ot her neans. The data processing neans 20 stores a variety of data in a
data nenory neans 30 such as a nenory card incorporating a nenory neans
such as a flash nmenory or the |like. The data nmenory means 30 includes such
a menory c}abm@romssnmg)systam milmﬁedrm@'lefpmaamnnvfemuom,concrete exarrpl e,

d S d
of " Sony Cor por LEPorsBvie ARSI (g 2l pErbts HESUSTrEesr of bl Hoans
20 to thechetkingevahe TEVEiRGhandatd pRovsishtg s stamt P@bt@&ttquel pRédeatt

process and a data ci phering process are executed to prevent unauthorized
dupl i cat i BWeeBnt ents data and keys frombeing committed. It is also

ossible to sh v din
Fhe data pr oceggn?ggggwgaa%fﬂﬁ?n%ﬁg‘%ﬁ%%e %glgré}upﬁa@) iiengl catron
pr o;:es ts aga%we tathe diapa @roocgﬁamngcs?gbematelamd tccﬂn@p;nes&nianpaarm:t mrsesl The11
contents data pEANSs i ses_an,interne ce |ne
Satel i te br i A aeERalss Aot ha S b A (ol MERE thRdCY Y
{ﬁc"éd{ ngtlﬁ@da@a&océs:émgls t&nﬁ‘é@at@oﬂﬁe b@séﬂﬂﬁ@we@hdﬂlle Otgg (ganfl o

e data procesging nean a ort abl e
Devi ce) 22 3@ %Er@%rgﬁ%’v@w&pﬁrw&e@ ingdhe Ydhuea ghe data
tel ephone Qgsifel?ﬁ&'é tg‘]letglensg%:}%hﬁ;}@&%h or the like, a digital

data rep odum n aratus recording and reproduci ng nmeans
such as a DVD Hihdr. 4208, e)quanlaéory &fthe pyecassbaygemg rating evqbamxﬂm leMIAG

menory card;.such as_the " Stick ich i te d tra
Sony. Cor pEALR AR Pibeedt IR $rofing fsait el fader R fioalits %?ﬁ%%ﬁng
means 20 precdsedneeysteeh yeltttiedbtoet e mmtrmﬂgnm@tents data 13 9 Decenber

2004 dellveredﬁ& ihe co ten s da a di stri nmeans 1Q, via a. .
conmuni cati on éﬁg& K213 3R > IFOCEPD BAcEMERE, 2

processi NgoHRARS: g’@@ytﬂﬁtﬂﬂiﬂngeé@ araaﬁng?k% Blocki (ERBBY the ea 2

schematically il I ust r typi cal “"exanpl e of a process for shifting
contents BEeeesSINg sygiemaretatento therpmsentdxwaptions es a process

FIG. 44 is explanatory of the structure of a device key block (DKB)
used for the data processing system related to the present invention;

- FIG. 45 exemplifies a structural arrangement for storing the device
key block (DKB) and the enabling key block (EKB) in the data processing
system related to the present invention; and

- FIG. 46 is explanatory of an aspect of the process for acquiring a

- contents key by way of utilizing the device key block (DKB) and the

enabling key block (EKB) in the data processing system related to the
present invention.

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENTS
[Summary of the data processing systeml]

FIG. 1 illustrates an example of a contents data distribution system
to which the inventive data processing system is applicable. A contents
data distributing means 10 transmits a variety of ciphered data comprising
contents data or contents keys, specific keys for effecting authentication, or
the like, to a data processing means 20. Then, the data processing means
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for shifting contents data anong a personal conputer 100,9 Becapiberd00ing
appar atus 200, and a storage device 300. The personal conputer 100

i ncorporates a HD (Hard Disc) and al so such a nechanismfor internally

| oadi ng an_external _nenory_ nedi um such as a CD or a DVD, for exanple. The

personal €@rpiialy drrogdsn the resatias eontants data ex Iszontentetkzey&khe Imrithe
2 . _ . . b Sty
the i ke, CERrell SERAIHGE" il ctiefe ARt thbfe QIR Gontedtt rsarsr '

recei ve acombeingsykay befure évenitudillyoremdiduciiag pichiret dag dadaaudiiddatoerans
via a network ,service li ngq#rom a host _co uter%togned b¥ a service
provi der EFOtURG v Variety ok PRRETRnE sEx¢hanseeiof databetyeeactheeortanisi ¢

Di stribut o digiebities mdasRdr) thel LRSS féﬁfgggg%%%v@gﬁcﬁmd

delivering, the decoded data to the reproduci ppar 5. Wier
recei vi ngVia Behwerk seaice, linee spehsmmternap service dinesxer wiz slistributable

Post _comp i SHE5 £0dh s el Ve RAIE DR, CR AGRRRet SBRD e
100 al so_andmtheraneanjs.ety of data received via a CD or a DV([j) fjo_ theddata
nf oaded from LHE- B DRERF I8 MDA SUSS80VETREY HoUaLe ired. SREADr y

Stick" bej e ' : r
Funct i oni Iadnry PREAHS BAOHIR 220 IERICRY (AR AR TBrting A GALRY AL 1S
seni condusieh aseadlash memony o ﬁ'leabkerreﬁ'd'reydab& menryi meBns, 3@ incladasver

processin r | f1] ; 1 ng ta. - nusigc data an

P Cture qaelt'a lerhbRY diBhfls irdREBRThD TRy ThoR TR Aol ke
descri begemr[ﬂ_ g,gtgmnnpptneaﬂ@ﬁnch;\iﬂk@s_ & éMa@@Wr&:idﬁb@vhichﬁﬁQ&deg@s' @rédig

st orage Vi e tu aut hent i i on _process is,exeguted amn ata
shifting %ér’\ﬁ%c]él?,m rguw a@?@%ﬁﬁ% m‘ﬁnﬁﬁ’@ﬁ Sg'éﬁﬁﬁgs#ﬁqat %%ﬁ%%?ng
unaut hor i gestessgitigorashns 190 9tPebenliata 29@Mdiy SnBAASEIS Ahd ! vicRevemacr 4 bed

| ater on. Furt ,..Whenever distributijng, contents data via network Service

lines or B g‘ith@ﬂtk(@é&mpﬁ%%@ ardatgriphergc pracess argaxecHsediben
the abovepﬁ@&ei&ng&#aggﬁ%%a aﬁgnﬁaﬁoﬁ G BntE AR WS BHAREGS FHih Peing

between a data r uci ng apparatus and a
committed.

- It is also possible to shift contents data between respective
apparatuses included in the data processing means 20 by way of executing
a mutual authentication process and a data ciphering process between
component apparatuses.

The contents data distributing means 10 comprises an internet
service line 11, a satellite broadcasting station 12, a telephone circuit line
13, recording media 14 including a DVD, CD, or the like. On the other
‘hand, the data processing means 20 may be a personal computer 21, a PD
(Portable Device) 22, a portable electronic apparatus 23 such as a portable
telephone set, a PDA (Personal Digital Assistants), or the like, a digital data
reproducing apparatus 25 utilizing a recording and reproducing means
such as a DVD and a CD, or the like, a game playing terminal unit 24, a
memory card such as the “Memory Stick” which is a registered trade name
of Sony Corporation, for example. Individual devices of the data
processing means 20 are respectively capable of acquiring contents data

13



storage device such as a nenory card for exanple, securityDeterhbhg 200atents
data can be preserved by way of ciphering the contents data. [Tree

structure for constituting a key distribution system Referring nowto FIG
3, a hierarchical key tree construction is described bel ow, which ensures

the systedleliyezadel froanabhe teontiesitsi bdatn t distmbungpemsang cdfsetia a
devi ces . I ' S [ ' . - ClJ o) t at a,
for exanp Icg)%l}gh egﬁégﬁ?%@é oﬁl};@ 53% e$ r}ﬁ%ﬁﬁ%&% Qgﬁl@? a%ﬁeﬁgélts E&{ﬁa&i%ﬂtcg%t%s
?at a key fpl:roces@hgrmegns,ocmﬁ'om tgiet@tarm?mmMnﬁeaM(alals&%teﬂ @litgv*é.ﬂg key
or proper Ci ri.ng.cont ent a. Reference nuneral s o) shown at
Lhe DorPer bor E0E b S A hRira s, B GRA S ATHRI PG 2D B | or

const i t ut ighgft caﬁaé&@tsr&éﬁ.{.r%eg,?geedggﬁewﬁﬁgm@e%gﬁggjeﬁé RIALEEdNg

and executing_ the relevant _conte a, ftor_exanple, evices,
i ndi vi dualfoy sbatisng contentscdatae mmongaa persosak campyter i@ daciepgodesing.

I n ot her o f _LnRdiv] | | S t i rchical

structur e%ﬁ‘eagggn%%@’t 8h egpég(ﬂi%\gg ggﬁ(%n?@fo dgfggrﬁ%)&g@%gi%dné{ej%erc&oo
Buri ng 1t hénom'pdmf ¢cesioi KD (thael Dise) ahh‘tealsorrfsu@lﬁ wlméo&ﬁmdfsm dor dnternally
manuf acturi ng. factory or .at a certaip tine after e m ct,urin ocess
o del | vergadingan serialmedatry Brodings Suabyte L1 Qroh VDS SR e Koy
al | ocated for ROPErédRD QMiplita 100 Gus Beddrirfectodts ARArRFOf itwork
conprising |leaf keys of individual leaves in the hierarchical " tree

st r uct ur e sexvwerlings such asiinternstiewaviceniines anshpuplic talephame eisewitdings al s

KO00O0 t t [.NGli_Vj '

| eaf keSsl%'I oca e\({jmtE(a;éF %%%@ﬁ%’ugﬁqsg \(/)E%:@slegb#gﬁf\ébgﬁ%ﬂl% %ﬁﬁgg?%ggghﬁat
t hose- key ves@iveRaotarkaty) oft datél iricldelingi shediocad atd) epishoen datmdend puoetrivms
_bottom r ank resg}ggtivglg constltufﬁen_ode iée%é_. In the tree tgucture shown
in FIG 3VYiRof DREWRrR seryiceidine Jrem <8 Hogk icqmpyfaih o ed by & &35S and
node keys pgf@QiHerk(dt HDdwENPrdRntind da88\seeeict vig &t BNIE (EkictFordic Myisic

K0101, KO1Q, . K01, KO, and_KR. The 15 9 cenber, 2004 device 15 js provyi ded
with a keyietbutiqn; ang:then degadexh! eTﬁ'@CQW@g %@It?uéﬁu requisedn beronte G

i3t ggm?r 'Ci RRelR | G8s d2BaeA9dhELMY tHR %Pré&ﬁchbgetapﬁaﬁﬁtﬁé €95 St WHY €
npri ses stage conponents which are
receiving a contents data, the personal computer 100 executes an
authentication process and a money levying process as required between a
host computer owned by a service provider. Further, the personal
computer 100 also outputs a variety of data received via a CD or a DVD to
the data reproducing apparatus 200. |

The storage device 300 can be loaded in and unloaded from the data
reproducing apparatus 200. The above-cited “Memory Stick” being a
product and a registered trade name of Sony Corporation functioning itself
as the storage device 300 incorporates a rewritable semiconductor memory
such as a flash memory.

As shown in FIG. 2, whenever processing for shifting data,
reproducing data such as music data and picture data, recording data and
duplicating data among the above described personal computer 100, the
reproducing apparatus 200, and the storage device 300, a mutual
authentication process is executed among data shifting devices, whereby

preventing data from being shifted by applying unauthorized equipment.
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symmetrically balanced in both directions. However, it i sOBesampasohl e to
provide the tree structure with nore devices and a different nunber of
stages in various portions of the tree structure as vveII Each of the

devi ces prow ded for the. tree structure shown_in FIG i ncor orat es such
a device ddpapuocess uvill ibei dgseribadi tgr om. st Bragee luéwb@a@ver: kaigg

various SGONALNg IPGl ARl 0 SHE R BTRINGSBE (HUELARIAR nRR gL -1 "

type flash nenory of cha menory

(Muni Di sghiftirgy canxtens eath rbaukdaetﬂ the abovapemcma)]f capphiteai 00mndarddtaes
may al so be ed on the and

ded tly. tl tent d
appl i cati Bﬁpgﬁ‘ﬁl@gs bgéﬁ'ﬁ nPCRYSRIZ 2 tq'é&%L?'%Pé? I@&FQPP@%VQ%?EB@U%
for di st rpifddanialios SRS aqﬁbm@fy ShRN €S BakYIs, bécuity b2 e Lhtents

i mpl enment n% e present invention. 'In_the s whi ch a variety of
devi ces afatagpnibapreserveddy paynel ¢ipherae eccmtltemﬁssiat@rranged that the

above devices 0O t t circled b
dotted |ine show s%w@l&g?fgrgﬁ%ﬁ%ﬁaﬁ%ﬁgg cﬁséﬂﬁg %rn ér}%&%ﬁ‘gtl l'i zi ng zm
i dent ijcal r leco?fwf@llgﬂl‘l'gdnum tEoFI(hxa,rrpi Ehleaéi'c&nc%l d{eg/hetmemg:qnsdmlmmi:)n as
rovi der |V, e Cl n c ents ont nt,s
gata key gﬁ ﬁ?é llﬁgg'lﬁ’} % lﬂ%@ s[ag"eﬁfh%g@ E"e&? rt@I ed
by the dothgdphb ?@rlg' m@h@é&e rdevwmﬁh ed heﬁng hﬁeﬁgvme%lghéﬂmgs the

ci phered data’r to paynent of charge on_the use of contents data to

a provi deab@Veécltadm@ﬁnmtsO ki £t PBAMDIOn UGB 8¢ HEFICRRIRS. O i st ed
party not SBluiihE Rl B%oiRlntd HBPA R Fhidk g?l%glr#é Bh A Qatd 8t thfitkts

devi ces sucC pI’OV er or a esl g

settling a]sad:admysmphea:u‘.t@keyf@r pmpesrlyfmphemagmrtenb@daéaevant data en
000 10,1, SoYget B DunterdBh Ty 18RERIRSINR0 R pRRSLASR AR o
pl ur al i tyrespadtdhelgrdusisnate iﬂlﬁvid‘@@l detices forf eorsdtituting tﬁb Ghove Bfetred
el 0 L LT Tecelv 08 10 s Ui ATdr SHICURE rigicBfevant
9, o SRLLAREAL N LA oo OB o
integral | d aganzemusm datat) reproducing device. In other words, each of md1v1dual
leaves of the hierarchical tree structure corresponds to respective contents
data reproducing device.
During the manufacturing stage or at the time of delivery from a
manufacturing factory or at a certain time after the manufacturing process
- or delivery from a factory, each of those devices O to 15 stores a node-key
allocated for a node from own leaf to a specific route and a key set
comprising leaf keys of individual leaves in the hierarchical tree structure
shown in FIG 3 in a predetermined memory. The reference numerals
KO000 to K1111 shown at the bottom of FIG. 3 individually designate the
leaf keys allocated for individual devices O to 15. It is so arranged that
those-keys KR (Root key) to K111 described at the second node from the
bottom rank respectively constitute node keys.
In the tree structure shown in FIG. 3, for example, the device 0 is
provided with a leaf key K0000 and node keys K000, K00, KO, and KR.

The device 5 is provided with a key K0101,K010, K01, KO, and KR. The
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controlled by a single key controlling center. Alternativ@Dgcerberi2904l so
all owabl e to enabl e nessage data distributing nmeans on the part of a
provider or a financial organization designated for settling accounts

normal |y exchanging a variety of data with individual groups to control the
node keys devica 6 isgafoviegd with 4 keyd\iéhll i K11 heKAadd&1, Iimd KERt hélheafedey

[ I t;heft d ted
controf | | B4 aaHE, RGP FCETEr 3t eUpARILe ASicasy A pEmetianad 16 1an ans
or gani zat i@, the itfecRRAHEMref 'ii%@]ﬂ:b&nﬁ’mséé‘ 4 flﬁagévé‘éﬁlb‘é%ehﬁ:@ewﬁ‘i&‘z'céfé e,

the abové-referred.three deV|ces In a group are

i ndi vi dualsyynpresvically hatamcedmm Oﬁhdbi‘ﬂ@ty@naooHomcevearn@t 1ralsypogsiblecto
til Kk

br ovi de. L REOTINY dhe' et SHTRELES Rieh, bible deyides hdPRCAAREpE iR of
For exanplséilgwnmmrmfuspmtﬁns ?bthém'e@c&m'untumelm Weﬂlbdte key KOO itself as
a contents ke ossible to i n sa n
common to theyo]%%‘?}}:git e ewg%pzow,gquﬁ Qf‘f%g% eté]rﬁ Cﬁ@mFiﬁth °
by way of iflcetgdrbebs Beich & e RaphlROof Iﬁ%ﬂ[ﬁlng tggoﬁsﬂ@)%%é A S
key (Kcon) ciphered by, the node key KQO .t evi ces LVl a a

net work s&PEIRBESINGEABIOU RCOrdNgyaLa daaanf:hw' ﬁﬁg:hmmamormsnamd w

vt cos. 0 LHUAL i B A IdGY b uNoBHRRE flabh HEno E@W&H‘Q@m

bef gre gcqm ai M @émnﬂﬂlso)t, dod adzea rhgye. Khmra%dlgm Encva(r&&gr tif))ap;ﬁt&ﬁltﬁmﬁt es
t t
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3- aré evnaiﬁilta@p]ﬁa@ﬁrpgeﬁbme@oflmi\énm@hﬂgl the qgamﬁcqﬁ@blbma SRekRlre | N

order to prot tarec ived and transmtted by h a group conprising
t he devi céSro! 1%(1 conbeRls odate pr |CH3h@§§§nt ex1s tlﬁatUtﬂ]h%eEeﬁﬂte 3

shal | be @j ﬂ?ﬁ?ﬂn em To realize this, it is
essential that t g ﬂé%eﬁggx%@e%gh KO, and KR shal l resEectlveI y be
repl aced with dewth eysyst(en) mowhmht;i ﬂal;'leKYth devized #0d) applicatidnyetre it

::)ZC glnts)gr " g@gﬁfﬁeeégg &Fﬁgtlt ﬁéré\c {%ﬁ &&é? atgéa d t@? ?ﬂ%{%‘és (&%ﬁicré%e%p ﬂe U%Bét ad

from corresponding to the portion encircled by dotted line shown in FIG. 3 are
installed as a single group utilizing an identical recording medium. For

example, after a ciphering process, a provider delivers the ciphered
common contents data or such a contents data key commonly usable by
individual devices to those devices encircled by the dotted line. In another
example, each of the devices outputs ciphered data related to payment of
charge on the use of contents data to a provider or a financial organization.
On the other hand, such a related party normally receiving and
transmitting data from and to individual devices such as a provider or a
financial organization designated for settling accounts executes a process
for transmitting relevant data en bloc to the devices 0, 1, 2, and 3,
corresponding to the portion encircled by dotted line shown in FIG. 3 as a
single group. Actually, there are a plurality of such groups in the tree
structure shown in FIG. 3. Such a related party normally receiving and
transmitting data from and to individual devices such as a contents data
provider or a financial organization functions itself as a means for
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generation (t) of the preceding key Kaaa. Next, the procesBetanber 2004
di stributing updated key is descri bed below. Renewal of key is solely
executed by way of delivering such a table conprising a block data called
enabl i ng key block (EKB) shown in A of FIG 4 to a network service line or
vi a st or agsstributingdoessags datl.umto the devices 0, 1, and 2. The enabling

koy, DL ook (KOs SRTRRSA0uRl SHED ELPPShasIR Rlar bt RIS
EFHSLI Eté}(cmtﬁdlbdt ge steinglaudeys konbrolling Gender. TAGterbRNB/edpabt I]EgaJS@y
ocC

above-r ef %ﬁg O be gyh%dsﬁégg(% r‘ﬁﬁﬁﬁ%@%&é‘%ﬁ‘%@lﬁhecm afa
h bl
dovi cas r Eoo RS °?§%L'm,a RN, B BBaERs | AeSbnaed M REIME Y actIliE |
bl ock ( EKEpratadiynekehangmgn arietyesfodaka with indbtidukal gmupsfcorcoadrcﬂcthe
d b th
and 2. snibfs RA ARgl B 1S BePy.  BECHRARIY @Y ooliE il o IRE B8] ey *

appar ent m@msFllé?akaget be dl@e\yﬁtceas Qpdadink Omm@ slxeelemcawdr By Rhevikaiyon

of the rene\/\@ node keys |n | udi %K(tég%@ K(t) ﬁg t) R,. whereas
t he devi cE9B £r BN \ATs T latad  peaeden @Tnbéfet atﬂél Bavemgiad )
001, K(t) P aﬁiﬁfa‘tiorf) and K(t) R As shown in A of FIG 4 t he

above-refer nabling key block (EKB) contains a plurality of ciphering
keys. The ci phéds a9 apnarentt iwmo ,ramkt}@rmepbw@str@ Etcugtkoel Ghek( t)

om
Sbove- 1 of %P?ﬁéflﬁ?%ﬁﬂﬁe}%%e’*@f%ﬁtS’Pbii"d%@%’ﬁﬁ% dbtyltdy ChpTH St AR
key of i tmdnmdua]iy piﬁ)mdedklth C(ﬁﬁﬁbd)l@chddE HEﬂsdéO@hK(Dlaﬁtbf[ﬁa kBy wagr eby
oy K 1) gbtilthaE Ehecode K gpliyhapnaing Shedduie: e 18I pRSb Ry R &P erf-\_-arde
(K(t) 001pzadidé the Q@mcefsomr s ﬁﬁﬂd?. NGt o BenSAeANGLIeNeS

of FIG 4, whereby qui ri ng t he upd&éd node keéﬁlém @) e@?ﬂd?tﬁ%én A

the devi cFor axamale, by wes, EPHYNRBY e;oKé}let&@E)aSO)
corres ponges tfﬁ?lt% E%V’Sécenéer @i@g%}ﬁshétgﬂksﬁ@ﬂ"@ ddhtbnfd KeiCsolbly 3inken

al so deco
common to the devices 0, 1, and 2, without delivering a new key. Further,

by way of distributing a value Enc (K00, Kcon) comprising a new contents
key (Kcon) ciphered by the node key K00 to the devices 0, 1, and 2, via a
network service line or via storage in a recording medium, using the
common node key KOO held by individual devices, it solely enables the

- devices 0, 1, 2, and 3, to decode the ciphered code value Enc (K00, Kcon)
before acquiring the contents data key (Kcom). The Enc (Ka, Kb)
designates such a data consisting of Kb which is ciphered by Ka.

Further, in such a case in which those keys K0011, K001, K00, KO,
and KR, held by the device 3. are evidently disclosed via illegal analysis
committed by a hacker, in order to protect data received and transmitted by
such a group comprising the devices 0, 1, 2, and 3, thenceforth, it is
essential that the device 3 shall be disengaged from the group system. To
realize this, it is essential that the node keys K001, K00, KO, and KR shall
respectively be replaced with new keys K(t) 001, K(t) 00, K&t) 0, and K¢®) R,
and yet, it is also necessary to notify the devices 0, 1, and 2 of the updated
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updat ed node key K(t) 0 and the ciphered key Enc (K(t) O @&Ddcdthtbar 28p4
corresponding to the uppernmost rank shown in A of FIG 4, whereby
acquiring the updated node key K(t) R On the other hand in terns of

devi ces K 000 a KO0P1, node 000 i.s not included omt he renevvable
obj ect, Y8husiBgnl 343{1@' I'O@&ei%@e %e&":laﬁateq t&leR RR éfuﬂ—mﬂﬁ ad

r enewabl e @ﬁg@aﬂig%%) i C:’%E&Eﬁﬁaggggqéaggw ces KOOOO and K0001

respectively dec ering nc (KOO0 and K(t) 00) corresponding
to the third uplestndbe predesshfom distributing| @datediizaye by (hsqmbednbeldm

node ke h eyl ces KOQQ0 and, KQOO1 further,.decode t e CI rin
key Ency ?&?’%e)v&’% gﬁdﬁ?(ftﬁs (?P rleggﬁ%%ﬂ t‘gayhg% eliyering ,gu e gf
FIG 4 wbamghisit blﬁdkv@hwa @Qllédrem]jﬂ%ké phibad (RENR) &ﬁywﬁﬁh)A%f FE@
devi ces 0000 and KOOO1l further decad e ciphering key Enc K(t% and

K(t) R %ot 8sPERUPHE Se3Vidre lisper 1ot stoxnge shoanredording medium, tavibeeby
t

possi bl !?%?‘@%Z“’h%b?‘%@? T AR KRB FRPRiS aated b bbb,

node keyelphesingikeysor distrihuting) updated keyoto zhhdseKde)/ldEs cbtm@posinhn/g in

A of FI bsol yt dd fith d d

Ceat ey dRUETEGEY R B8 RRBHRAPUE he GRRCRTER RS bR dBnBYt 1D

node keysTihet abovargakling F&eP’CbId&.S (OKB)INeh 41 adso epedllsd ke ke Renkaylt r ee

structure FIG 3. f it is necessary to renew only the node key

KOO, by mgfpc&vﬁg%g)yl ng the enabling key block (EKB) shown in B of FIG A4,

t bl t

0., 1 hnd 2. TheCenopls retEed (lEbIRRE ARy DRRR WRKIH Bhoi b 4 bf R 405

n
appl i cabl @omprisesech aalgeck dakalhﬂamngewch(mdahas:ouatmatmnmnmohmﬂyby

325?1:2;00‘31%5%“Q%ﬁéesdkéﬁ%‘i@%eﬂelagﬁ%%@ﬁ“ﬁﬁ Fodd O BRI ROR, PBRD 1

FIG 3 i anabhngakéy blmk (EKB) shotai in e o6 RIGho4 rdeiotes @ndhr@daﬂkbcﬂ@ data

provi siongsof a, ne ts dat con i mon with eagh ot

Lt b s Cclitmde B R RAe a3 ety sl dESR.0F £5@ ERBeTRien K dy Ko
conmon Wi @8vickhe), qevan*@e Qhating; a@ﬂ@f%he%é?;ht@edéﬁr@mﬁ&@e EK6#h gpmed 3<(t)
con) generated b CI %T&rl ng an updat’ed common contents dat ey
K(t) con As 19 apparent , the devices 0 and 1 respectively require

provision of the renewable node keys including K(t) 00, K(t) 0, and K(t) R,
whereas the device 2 requires provision of the renewable node keys
including K(t) 001, K() 00, K(t) 0, and K(t) R. .
As shown in A of FIG. 4, the above-referred enabling key block (EKB)
. contains a plurality of ciphering keys. The ciphering key at the bottom
rank corresponds to Enc (K0010, K(t) 001). This corresponds to an
updated node key K(t) 001 ciphered by the above-referred leaf-key K0010
owned by the device 2. By applying the leaf key of its own, the device 2 is
enabled to decode the ciphered key whereby acquiring the updated node
key K(t) 001. Further, using the updated node key K(t) 001, the device 2 is
also able to decode the ciphering key Enc (K& 001 and K@) 00)
corresponding to the second lowest rank shown in A of FIG. 4, whereby
acquiring the updated node key K(t) 00. In this way, the device 2 serially
decodes the ciphering key Enc (K(t) 00 and K(t) 0) corresponding to the
second uppermost rank shown in A of FIG. 4, and then also decodes the
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9 Decenber 2004 distributed in conjunction with the enabl$ Dgcdayertdooak
(EKB) shown in Bof FIG 4. As a result of this distribution process, such
a contents data key can be distributed as the data that can not be decoded

by those devijces of of her &éoups i ncl udi ng the_device g}één ot her &ord)sj
by way of upfiafiedngodeeker KidsO and  thenaiphereddkeyd&nc ME{tidwend &6 B
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the
generation (iqge (K abored In a recording medi um and a nob&yé key KO
previ ous| y¥ 12 t}1 he device 0 itself, by way of executl ng such an

(ERB) process q@@ae%bsqm@otgfaﬂ@mrﬁ%ﬁeﬁ%%de cgﬁlggﬁglg%@f@i@t es

de k decod
ﬁ( t 3) gone)@i&)aé;ﬂ ag cam:ém\@ﬁ%agmﬁleaiga&g@?rau s 0N Thd
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el s vergheELEtoERRIR Bkt e AR PRRRX RS, KA T§¥ 4%%19%5
t _hehupdgt gOGBdrambE@)O(b]yﬁﬁ(thE;?g‘aimorédetme @pherhﬁ ﬁ:ﬁl Enc (QKS&O]ED amdtKét) R
Cl phere at e ont ent on | e :
S L R e ERFICE. & S

g‘?éé?s;éﬁ%spg"%‘é@@’ Souuieny the ﬁn@ﬁﬁﬁd“’%gsfem%' qf:' ft“%i%*%% %*L%E”l“e

| \ Si | S Su u |
de5|gnatg i %&leéjéﬁgﬁa (iﬂylm Bt 1.onB %t%gm 5 @ﬁlfracgumjﬁb@vm&t@ dinpgaify
the |atestyd c1apwnk%@<§t P03, RURO0DIN COMAREF R, HAK BRG kNt 24 At U

of the hler rc I ca ree agal nst 'devi cé
G. 4 respectwely designate absolute addresses of the node keys and leaf

keys usable as the decoding keys.

It is not required to remew the node keys K 0 and K® R
corresponding to an upper rank of the key tree structure shown in FIG. 3.
If it is necessary to renew only the node key KOO, by way of applying the
enabling key block (EKB) shown in B of FIG. 4, it is possible to distribute
the updated node key K{t) 00 to the devices 0, 1, and 2. |

The enabling key block (EKB) shown in B of FIG. 4 is applicable to
such a case in which a new contents data commonly owned by specific
groups 1s distributed. For concrete example, assume that those devices 0,
1, 2, and 3 of such a groﬁp encircled by a dotted line shown in FIG. 3
individually utilize a certain recording medium and require provision of a
new contents data key K(t) con in common with each other. In this case,
using a node key K(t) 00 updated from the node key KOO0 in common with
the devices 0, 1, 2, and 3, such a data Enc (K(t) 00 and K(t) con) generated
by way of ciphering an updated common contents data key K(t) con is
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20 9 Decenber 2004 destination of the enabling key bl ock ¢ BKEgmibeiaog4
distributed. Data pointer 603 corresponds to such a pointer for
desi gnating position of the data portion in the enabling key block (EKE).

T oi nter designates .position.qf the tag poytion. .S ure poi.nter
des S_n;; eglﬁttﬁﬁjs‘-;st%anl& GG Vikh the euaBORE by Boecks IBRED Shishodndated |
506 5t or o8 [hode A dhee fak QS disfrlAERIEBro R, SPTH Contolpsiat RAY 0"
FIG 5. Teanpee distmladrddesithaadais thati cannmuit beldacoded hiyptiesendevices mfer ed

de k { in_the,data portion 606. Next, by referrin
'?g EI Geyi?ﬁ?%e (ﬁi@f%ﬁu%?ﬁ?%‘?%géi S degcri Ibed bel ow. FI G % desi gnat gs
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aneughgt :gtg%f;ﬂﬁ tI)OTRﬂ%? rootlﬁz%ylei@% lng(S:EO cont ai rﬁ?gi RJ)%%Emci%%heringék%y,
the top- cookenis %K(ﬁem@r@tssmajmomemmespdndmm“t(’K(t)ho alndkK(t)
R) in the uppe %_t- rank its at, s CES‘?a osiktio 'nmﬂerarc I ca ey
t h I n 'Sbug}%ofoqtﬁ@%ﬁ y%@m&r@p o Enc (K(t) 00 and
KE ? ;a 3) ?anvh: cE’("IIgf Btpresbayeisuebs bt pescesBowtedutet Niey | £fdevie ThevivichcBasNY
data in the .hier rchpcal(ﬁéy ree.t}%\&?n t he abov £ata is present, tag
val ue becEreived datreraeK®) OReand L sanaCiohened diom @d@@%weccm@é@ms 1.
Tag is apspaad (tef Wel .ol
da?a S %(?esent %%]?E(eﬁldeapt bgfé%ﬂﬁ%?é{gt%oa@s?%ﬁtﬁg E%%nf%ﬁ?tgf% %5 %?
the | eft gaperatecarestantskaeldt) comatsuch ammnenatcarﬂeﬁppndmgrtog‘ti ahé

b ata A thy SERBESRofRt fy R KT 15PePRGCR Eecuived il pBiRES e

a fj ag arrmedi_sn{cmmm(]onmcte‘bely;f*i}_ﬁ's(“exei?plﬁﬁgs;’mml‘earﬁ%riredvhieh messagyidded in
. i , n

i er ar ni Eihbarell B abPlyipgcis GPKH]ds fafPeRaiingn ehp ol ey Kbamy i o

the data portigr SReehY i FIGSBONMinkOotld (FIHBIRO2EdSRONRAS 1 geheleticd

keys, and thus, it is so arrangéd that _actual .
Y time “t” stored in a reco% g medium and a node key KOOO previously

stored in the device O itself, by way of executing such an (EKB) process
identical to that is described above, the device O generates a node key K(t)
00. Further, by way of decoding a updated contents key K(t) con by
applying the decoded updated node key K(t) 00, the device O ciphers the
- updated contents key K(t) con by applying a leaf key K000 exclusively
owned by the device O itself, and then, in order to utilize the updated
contents key K(t) con later on, the device 0 stores the ciphered updated
contents key K(t) con in itself.
[Format of the (EKB)]

FIG. 6 exemplifies a format of the enabling key block (EKB).
Version 601 corresponds to such an identifying element for designating
version of the enabling key block (EKB). The version incorporates such a
function for designating corresponding relationship between such a
function to identify the latest (EKB) and contents data. Depth designates
the number of stratum of the hierarchical key tree against devices as
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position of ciphering keys stored as data can be identifi@@ebymbB&iiopung
tag. 21 9 Decenber 2004 Alternatively, in place of utilizing the
above-referred tag, by applying such a node index conpatible with ciphered
data as described earlier by referring to E it is aISO{)ossibIeto

| G 4,
f or m suchdestimpdicodt thet¢nablingwkepeblack dEKRE being distrikuted. r batp

00: Enc ( 0 000: c_( : ,
when ot i | Dot O3 Sisbeotinds B0 suleial Pattis] 10y hrhabitie PRIIAT b GRe
i ndex, vodate pbrtsewchin ¢hgtéyablahg keyt bleck (EKE)s esTagngbintém designaigsnot
desirabl e to.utilﬁﬁ S%Fh | engt hy ta for distribution via net wor k
service | n he% h d, | red
PRELIR, Q ghe 8EhBPTHEH g ‘}l‘eoﬂf’%’tl{qr %ﬁﬁ@&i@s Tjkf‘o\ﬁégfﬁ%tf%’re
tag as in?ﬁ%ﬁﬂﬁﬁa for designating actual position of keys, it is possible
to identify actual position of relevant keys by applying a small _anount of
data. Referrindatgapertian 806 steres suehna data cemprigingripkeyednode kegrip i s

execut ed By PRISE g el 0% AR AR RS SPE ke in i B IRy Secy

control | i pglatedttertheansdaieehhede &icgs phowwnén Fldhd.such a financi al

bl 6K (EKB)  colratr RGXHTa 60 4 AePgriatos oS Ganhh REIAGRIEHIE hegtreTb ARSI | ng
oroper pubieie R Jeaf Aoy BRONE i e L pefo SO0 TR I YR <
key and céautitrs7dthe ruleafon providingriagris desmjhed helow ablve rdesignates
Phe cont eRrLeiipiple PECRENEE the Rkl k8 bIERIBHRI Hebitbed Bikief 1y
speci fi catrbfertriey toes of Fhed 4 dhe datd.oviThis dedés compisponds dottheroneesleowri o
oueh 2,5 A e S9SB4 B o LSRN 2o SETD AR 5
cont entfs Pslﬁm (ﬁbﬁ%?ﬁigﬁﬁejﬁ%%?ss&gﬂe&%g thé %oisqyoc}]@ hibeesNg KeHlsisCidRBeEREbDY
eans o taneule) gteci T{%ylﬁé) ?% 8% roétEf:(ejzr 1S 3 toogoexgta%éd in the ciphering key, the
top-node address becomes KR. In this case, data Enc (K(t) 0 and K(t) R) in
the uppermost rank is at such a position in the hierarchical key tree shown
in (a) of FIG. 7. The next data corresponds to Enc (K(t) 00 and K 0),
which is at a lower position shown to the left of the preceding data in the
hierarchical key tree. When the above data is present, tag value becomes
0, whereas if the above data is absent, tag value becomes 1. Tag is
arranged to be a L. (left) tag and an R (right) tag. Inasmuch as data is
present to the left of the uppermost data Enc (K(®) 0: K(t) R), the left tag
becomes 0. However, inasmuch as no data is present to the right of said
uppermost data, the right tag becomes 1. In this way, all the data are
provided with tags whereby forming such a data array and such a tag array
shown in (c) of FIG. 7.

The above-referred tag is provided in order to specify actual position
of a data Enc (Kxxx, Kyyy) in the hierarchical key tree structure. The key
data Enc (Kxxx, Kyyy) stored in the data portion merely corresponds to an
enumerative data of ciphered keys, and thus, it is so arranged that actual
position of ciphering keys stored as data can be identified by applying tag.
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FIG 8 designates structure of individual data. In the stgDetamiser 2009wWn in
(a) of FIG 8, Enc (Kcon, contents) 801 corresponds to such a data 22 9
Decenber 2004 conprising such a contents data ciphered by a contents key
(Kcon). E (KEK, .Kcon). 802 corresponds o such a data conprising a
contents %ﬁpema&wl)c By plass @W@%@ﬁ%@%@#@g&éﬁgngy iplyreg such a
Encryptio A &e‘ﬁE@ ( - .
conpri si nglo'iﬂ%em co_n.e%lp'sa%gg?/ﬁfgh%ﬁﬁngegg%t%%kéégggﬁgge_ Hfmgglr:ls oi the
enabl i ng ke¥Ihl4akig &B)podsmbletiosforas such Iaedatcmtcnmtmktayna%pﬁmibe@%ey
(KEW may gonprise ode,keys (KOO0, KOO) shown in FIG 3, or the
root key ('KR) ansce@{,(t)ﬁlie@gﬁowode keys (KO0OO, KOO), or it nmay also :
consi st ofj0suciEme EEYH)DMEPAPyY the root key (KR). FIG 8 designates
such an e le.in ), n ich.a plurality of contents data are recorded
in recordbﬁ?nﬁ%‘ﬂ‘ég&m%%@)&gﬁt ents data individually utilize an

I dentical Enc 8 { ﬁlgﬁ ' Lot .
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her
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convert ed getivorkn septirbedimnde BAY the - othePOhihd, rbpevaly obf ariligiekeghdK00

shown in FIG 3. In this case ssuning that a devic I.s. revaked via

| eakage ofbR¥ Teferreddag as index %ﬁ@?@r 3?\%1@'@@@ §9t1é§|déﬁ~°zl@&nf¢ ShAbih i n
FIG 3, t 4 ' i P 2 ' lod dua b I

cont ent s GorSTS B Mol SEFudt pobitidh i “rele@int TKied By nb¥lAGE b Small
(EKB) showmountafdataFi G 9, such a data conprising a contents key (Kcon)
ci phered by a ' ont ent ' ri Kk = own.
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erial decodin ocesses on,the part t he ,devi ce Q.are.shown to,the

T oht of - Freeuted bitRRas mio badcisoned the st ey MACE Aok Eh Gt ng
key  (KEKcgntrdilihg0Qertbg™M 4 heohGfisV edhtenaptoAtekeYarhd 0GGchY At firaAidigl own

| eaf

organization being concerned. Such a device in receipt of the enabling
key block (EKB) confirms via signature verification that the received
enabling key block (EKB) exactly corresponds to the one duly issued by a
verified proper publisher of the enabling key block (EKB).

[Distribution of contents key and contents data via utilization of
(EKB)]

In the above-referred practical forms of the present invention, an
example of distribution of the contents data in conjunction with the
enabling key block (EKB) has specifically been described. The following
description further refers to such a structural arrangement by way of
distributing a contents data ciphered with a ciphering key, such contents
keys ciphered by applying contents key ciphering keys, and contents key
ciphering keys ciphered by means of the enabling key block (EKB)
altogether.

FIG. 8 designates structure of individual data. In the structure
shown in (a) of FIG. 8, Enc (Kcon, contents) 801 corresponds to such a data
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key KOOO. Next, the device 0 acquires a contents key (KcanDetdmbear 296e40di ng
process utilizing the acquired ciphering key K (t) 00. Next, the device 0
further decodes contents data by applying a contents key (Kcon). After 23 9
Decenber 2004 conpleting these processes, the device 0 is enabled to
utilize tBemjunsidgdsuchra enantentst data wcipkersd bypasirients eyt Hcasyvi G 1

SPScésL?ngﬁﬁ%r RooB, o8 st oot Foraicty ”aZ cﬁﬁ%uéﬁ%riﬁu‘%géé St WY o
mﬁgebgve Lteilddrﬂ:@ntshgkrel eva ]tfmtgg éKén;EI%C%pEgﬁ gglelggk
( EKE) , @Kﬁ@w %&MS WS%&WSHQH 8 t@tw @rgﬁ CORREIFNEERS G

2oy ESt P e Ry M e D AR heR Y Mol thiignling ey,

above- r ef bl@dﬁg ked deV| ce 3 can not acquire the contents key ciphering

key (KEK = K ( own .|l eaf. ke
Speci fically, E]?Ji @ﬁéf% g%la‘é% WZ%HEW g{ﬁgmﬁ gé*/ﬂmgwe of
gna:al eg :eudhqmtbef &gs L(KOOOZEK@@);SE@WK defaG. ?lmt@fowlg@%lﬁm 1tsbei]f or

i stribution o s key via, utilizatjon_.o e .enabl ing key
bl ock ( EKB}Chino ake g@f@ E‘é@ | 6 1o mahalso copmstpiesuch pdesipheRed Y
aut hent i cghedobt g@gsﬂ;@) safely and properly decode and distribute such a
ci phered contents data by way of reducing volune of data. The

above- r ef er r ed HhabBi desikoptés suich( BxBpxanupleemmn Sbkdyn vardht fepluriafite e

case. it PangtR daR et s¥BoRIcd ih WESRIME s ShOR Mg e bl " °

enabl i ng m«h\hduaﬂy u@ﬂizengsl k@slntlﬁaﬂld Hie (%]EPB?QQEI@OBOSM sIndallm kiiad %f
st or age arecor.ding ium s as exa e this.
case, byS gﬁytb‘reutl | 15z 605139??1 é\a 33@31 é:D gﬁ@@odﬁﬂﬁ-"ﬂf
Lgsorgnabﬂbgdl gmlﬁgggjlépher eg e Ehd KD, BEX) t.or ega!]ﬁlagﬁgeéwé?gilt%wrlm I um
it is pogﬁ Q'aédmanzlée@ Eﬁiﬁnﬂ E}K%}t[%gﬁ@ vidsrad dladent ent s data

that can sol elggpegqu hﬁﬁ% :égl%b?]! Bﬁﬁ {gfﬁi
owned by the \%rlfleg IE;r per “distrihutor. Tn er r\%eﬁ'ég?lﬂﬁrfii S possibl e

to real i zeostaxtsakey mphermg key (KEK) is converted into an updated node key K
(t) 00 via renewal of a node key KOO shown in FIG. 3. In this case,
assuming that a device 3 is revoked via leakage of key for example in a

group encircled by a dotted frame shown in FIG. 3, the remaining devices 0,
1, and 2, can individually acquire contents data by way of enabling them to

- receive the enabling key block (EKB) shown in (a) of FIG. 9, such a data
comprising a contents key (Kcon) ciphered by applying a contents key
ciphering key (KEK = K (t) 00) shown in (b) of FIG. 9, and such a data
comprising a contents data ciphered by applying a contents key (Kcon)
shown in (¢) of FIG. 9 via distribution.

Serial decoding processes on the part of the device 0 are shown to the
right of FIG. 9. Initially, the device 0 acquires a contents key ciphering key
(KEK =K (t) 00) from the received enabling key block by utilizing own leaf
key KOOO. Next, the device 0 acquires a contents key (Kcon) via a decoding
process utilizing the acquired ciphering key K (t) 00. Next, the device 0
further decodes contents data by applying a contents key (Kcon). After
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system for distributing contents data by way of restrictidDecnbdrabhbe
devices on the part of users based on a sinplified system construction.
FIG 10 exenplifies such a structure of a recording nmedi umwhich stores
t he above-referred epabling key bl ock (EKB) in conjunction with a_ 24 9
Decenber mmplﬁtmerthssem@mwdé;ha evige tthes exaatbjﬂ,x@cé tehaiahize the decadzd a

ey bl ock SHERER GRS, 818 affa ios SR Moo AR TTRANTS 1] 20 ¥hd "0
jointly stommdntsn key qumexdnggkeydﬁKtEK Iznléo(d) by awayhef peoeddsing #ey

dbAEC T T I P S
6‘

(Keon-1) thbhP atﬁ&@tt?iet Al dontbhlehes, (EKE-2) s used for
generating a co tents con o pher ed from a contents data 2. In
this exanpl e, bthetg ae ,lelveakw herrezpicogr segvaddatp relevangitonthe i s

SorT eapon o“]%ﬁé’ %WP%QEE@%%@% BRI, B, 6 2 KeloABfhe fo bkt el ¥
t he enabl @gwkn@]ﬁ‘fﬁk?;(cﬁf&/km actquuresth@?erégémquesﬁemi{mhmngdm;e KEKeyK ]
correspon e cpnten a an e o0 er. Smic
S heP it oy s hERe, He J84F dsks” B FodRnkeds «PunsPa thersrReng
disc, it iGikReNEEeBIRVE- Meﬁ%ﬁ%ét%kfeﬂedéﬁ@?%aﬁ%t(ﬁéﬁuﬁé theQ@itbAfs f or

decodi ng i_ndt vi dual contents yS, Vi m new di stributing [ neans utilizing a
networ ksdfel ewhemngdeeya(Kbde qu) kimapplyimeatis| ewvn leakeyoand anads  of

2 vari oty S oy aaRes i o, BEEH, Etde ARRLALES AP L8 PRl

shown in I%I&bl@dvhotdedddesandmrtﬂimramgeheydatmcl udi ng root keys node keys,

| eaf K ts k t d yet
b 2o roforrod BY stah of srebBhing (e Fon. oY (B0, shru et kO Tt by
\(NE%/( B;)f &Ie nttﬁhzt bﬁﬁioﬁ' of fehe 'lfehﬁi’ﬂ f tbltrt%at (EKB()t tltt i& htf:l@l ?pbgstmekﬁrt Bhesk
X way Q as.s I n e |erarc e ree uct ure
defi ni ng nE8e )éxl,??sg’é\'ﬁ&l F\’\?ﬁb 0 ai Wé‘@fegt wpegperly

arrangene e
ef f eC?I ve{%e% I St rlijbut e Cl %grﬁg@ﬁglgfpa}?%% a%%ﬁég‘ri’%égijascrl eﬁ)%gr ?f Teducing

volume of data.

The above-referred enabling key block (EKB), contents key, and the
ciphered contents data can safely be distributed via network service lines.
In this case, it is also possible to provide individual users with the above
enabling key block, contents key, and the ciphered contents data via storage
in a recording medium such as a DVD or a CD for example. In this case,
by way of utilizing such a contents key generated via decoding of the
enabling key block (EKB) stored in an identical recording medium before
decoding the ciphered contents data stored in a recording medium, it is
possible to realize distribution of such a ciphered contents data that can
solely be utilized by applying such a leaf key and a node key owned by the
verified proper distributor. In other words, it is possible to realize such a
system for distributing contents data by way of restricting available devices
on the part of users based on a simplified system construction.

FIG. 10 exemplifies such a structure of a recording medium which
stores the above-referred enabling key block (EKB) in conjunction with a
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FIG 11 exenplifies a categorized hierarchical key tree s%Pecerober.2004 Fl G
11, a root key Kroot 1101 is installed to the uppernmpst rank of the
hi erarchi cal key tree structure A node key 1102 is installed to an

AR R A S e R e L R (e A
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ol uti ng R, et Vol CHIRBODY, opFRlD e NsaBldh U S R6RE J, =
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For ther - cotresnandc Soeminling K8y IeE AEEI I, et tBusortintay bbdstading

ranks bel et Bfabhhe kéﬁ‘bl@éka(ﬁm% efofy p Bg%léjt%%mg eé‘tﬁi'ﬂéh%s

shown in FIG 11, such node cal | ed r'eprodtction-only device is set to a
node two CORKESTSS) tﬁe they€ontents dlates fohdand €4 t hOmibee otleer haad,

stch s dedt SSaLNCFREhe BRofe HeRenRHAARKR, TP ER PR 29 bitln ?&%@5 S
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Syst e node 11 nd a porta ele h ode 110 conta ned int
ysten ?éagegonzeﬁzlon o? tﬁe eraprc ey tree structure

The above description has referred to a variety of systems for
pi'oviding the hierarchical key tree structure shown in FIG. 3 with those
ciphering keys including root keys, node keys, leaf keys, contents keys,
verifying keys, ICV generating keys, and yet, also referred to such a system
for distributing program codes and data, by way of ciphering all of them in
conjunction with the enabling key block (EKB).

Next, by way of classifying the hierarchical key tree structure
defining node keys and others into categories per device, structural
arrangements to effectively renew the above-referred keys and also
effectively distribute ciphered keys and data are described below.

FIG. 11 exemplifies a categorized hierarchical key tree stricture. In
FIG. 11, a root key Kroot 1101 is installed to the uppermost rank of the
hierarchical key tree structure. A node key 1102 is installed to an
intermediary rank, whereas a leaf key 1103 is installed to the bottom rank.
Each component device incorporates each own leaf key as well as series of
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category of such a tel ephone set incorporating nusic reprogugmiserfangt i on
bel ow t he node 1107. Further, not only the kinds of device, but it is also
possible to set category and sub-category based on such a node which is

i ndependently controllable by a specific individual manufacturer, a

specific 'nod@ﬂk@ggé andatodt mgr@\ﬁad@gmn&mm&‘ﬂd@ fd thanedct! keyr gani zati on,
I n other words,_ based on .a 26 9 cenber 2004 pr.ocessin u“M;t; cont r.ol
unit, or based_ESﬁ’ e¥ampley, i gdeh sar v ,C@Fre@_ﬁ’oﬁlldmgpw Hih aﬁ?ﬁbs@le
units are {jel&inakt 8inkekSisesitq aassa%tégagz%agem@hocl:_oncf@tug@aaﬂ &f
when a certain category node 1s set as a pe node excl usively or a

certain gdhespl ayelesx\@rvespbrining ganethe arthrararilacisr defermined pessi bl e
cor r espondiACS DeHERE s of, 4 RotiticcaBubr TR IROSS ek, AR Iee3es e e
re execUt oty HonBrcIon ?ﬁ%mﬁgﬁﬁ?ﬂafﬁéﬁf@g‘éﬁéwg e ot hose
node keys MW@?@%&WW&@ r’é’@&ﬁg&@gﬁeﬂﬁ?s. I Eeﬁoeag‘?icsﬁ!cy%tm%ﬁ
ot obP s ek Gghphcn peck_ponl todes can be, diotr ured
rel ated to spedidn exantigoni exiegory (Membegdtick’ whiphiisimgegisterad teade
0 L T A,
oot el shosi o G H1 tugl b ot ens el
enabl i ny KEp ﬁ{f@@kr@%%@ymt ge _ | pecth a1osies: ABd: aéf&érﬁqléiiyeysagfeoiw he
B Fect ng Lih &, SRy, bolfpidiBrs' afiphp Wil BLFeR jchuding the Iemany ¥
than the pelagknoda o[:k@yvmmigss itgmsea arodapsanh Ipaves phelony the npods 1495 &r®) |
when el | VAT 2 Bff anBobla®, 3F HOSH G et s Pl 8 i e,
usi ng a | egithinya esidgarnof¢thk EMienwey Siyckd. devi ce being destination of key
di stribution, aF&lgt%%%fi 1 lig alse tf)loisrs]ﬁakle< ¥ sg %ﬁéh(elE g’%kic%rresponding to several
ranks below the M-th rank as a sub-category node 1106. For example, as
shown in FIG. 11, such a node called reproduction-only device is set to a
node two ranks below the node 1105 corresponding to the above-referred
category “Memory Stick” as a sub-category node contained in a category of
such a device utilizing the “Memory Stick”. Further, a node 1107 related
to a telephone set incorporating music reproducing function contained in
the category of the reproduction only device is set below a node 1106 which
corresponds to the “reproduction only device” being a sub-category node
itself. Further, it is also possible to set a PHS (Personal Handy-Phone
System) node 1108 and a portable telephone node 1109 contained in the
category of such a telephone set incorporating music reproducing function
below the node 1107.

Further, not only the kinds of device, but it is also possible to set
category and sub-category based on such a node which is independently
controllable by a specific individual manufacturer, a specific confents data
provider, and a specific financial organization, in other words, based on a
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generated for delivery to said destination. For exanple, % Deéerigat donge
structure shown in (a) of FIG 12, when transmtting a contents key to
devices a, g, and j for conposing | eaves for exanple, such an enabling key
bl ock (EKB) decodabl e by individual nodes of the devices a, g, and j are
gener at edpfaresdirsg nirbtit 2 wontPolr uekiargl basedion the ayevidechserneel, oF enwhich a

oot - and Shbaneb WitfdEscntl e dortpB R HeRe 8 iREe R R, SRl
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for decoding the ciphering k bef ore _acgui ] RG: h f new

upper - rank nodey¥. HAgnféﬂBﬁﬂ qﬁgﬁ,gby 1‘§?Ytﬁtgeg{d‘}r}gjas(}§‘t{%t %‘@Afﬁ%ﬁ%"%ﬁ %gémg?%
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the enabl ing key blo . ngretely, inasmuch as.the depth,is

i ncr enent g’p?‘?‘& & iﬁﬂéﬁi on@‘ﬁ% ﬁﬁ%@ &S &é@i (W‘@%ﬁes)t, 1%nHO§ﬂELB, hed

t here ar eﬁﬂyﬁ ' ' I ' ' i ' akdlade tof

data in the eﬁg iﬂrﬁﬁféég{e %:&ggk@@l?ﬁéK%)%% ?@?ﬂﬁeﬁgpntﬁ%g% ?e uch a system

const r uct independently gederateosuch ant an_abl_luﬁek@}’ lblegk i ﬁéﬂ(&?e@%ck

(EKB) is %gﬁgédllg,egr Qﬁbgé’&tegb% chthSASHY hf ik B8R 1A order to distribute the
énabling key block (EKB) to such devices belonging to such nodes below the
peak node, thus making it possible to renew relevant keys without totally

affecting such devices belonging to such nodes of other categories other
than the peak node.
[Key distribution system by applying simplified (EXB)]

In the above-described key tree structure shown in FIG. 3 for
example, when delivering a contents key to a predetermined device (leaf)
for example, using a leaf key and a node key owned by a device being
destination of key distribution, a decodable enabling key block (EKB) is
generated for delivery to said destination. For example, in a key tree
structure shown in (&) of FIG. 12, when transmitting a contents key to
devices a, g, and j for composing leaves for example, such an enabling key
block (EKB) decodable by individual nodes of the devices a, g, and j are
generated for distribution. ‘

For example, such a case is assumed, in which a contents key K ®
con is ciphered by applying an updated root key K (t) root and then
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structure of the enabling key block (EKB) which is sinpli%December 2004
correspondence with key distribution devices. As in the case of FIG 13,
such a case is assuned, in which a contents key is transmtted to devices
a, g, and conposi ng | eaves., As. shown in _(a) of EILG 14, such a key

;
tree stru@lﬂéﬁl‘&)@'@ﬂ celzy conREIcitamyibh theyennhling ey Mgck dBKBAs listhisromed, | n
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EI g; gr \(ilh ; ddG. ké%% g?]ﬂq)lmssr Mthrﬁi rffenmrm:t Ofld:(l:r)lglcipb@'cd:bhg fnaglﬁmigemﬁblock
s'?r ucture m 51%§r‘il &&ﬁgn% éﬁ%a@ﬁ@@%ﬂ%ﬁeﬁ‘fe@mﬁ@
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referring ores e ci pher a ranging
i ndi vi dualditeciwess, dhegagatesignates &root. On the other hand, the above

éSISréﬁﬂprSPL' R R G R )

struct ur e ciglseribgwhd snéblingfkdy Blockd(EKIB) a’mi)\ther@*rﬁéé;ﬁﬁldmg GdwREss 3
bits, |nvvh H:{ the first and s con blts r spec ver rrp{)ythe sarne,
meani ng aSeTIRIShE8XeRWlR ﬁePW\%ﬁl thec1p Keyobdfiorn acspuringr e

e St b gt e e S 4 1, 0
greater the number of depth ranging from routes to leaves, the greater the
volume of data contained in the enabling key block (EKB). Concretely,
inasmuch as the depth 1s mcremental relative to the number of devices
(leaves), and thus, when there are more devices being destination of key

~ distribution, volume of data in the enabling key block (EKB) is further
incremental.

Such a system construction enabling reduction of data volume of the
enabling key block (EKB) is described below. FIG. 14 exemplifies such a
structure of the enabling key block (EKB) which is simplified in
correspondence with key distribution devices.

As in the case of FIG. 13, such a case is assumed, in which a contents
key is transmitted to devices a, g, and j for composing leaves. As shown in
(a) of FIG. 14, such a key tree structure solely consisting of key distributing
devices is formed. In this case, based on the structure shown in (b) of FIG.
12, a new key tree structure shown in (b) of FIG. 14 is formed. The new

key tree structure may be of such a form solely comprising a single branch
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bit designates whether a ciphering key is stored in the enpbtdmistriveysbl ock
(EKB) or not, where the third bit designates 1 when any data is stored
therein and it designates O if no data is present therein. Conpared to the

structure_shown in FIG 13, the.present enablin Kk bl ock.,( EKB) sho in
(by of FI BIERA vpvisin Of dradeHoat 3 unpesyned from Haed Golhunbyavisd
network s ' ' ' ' fﬁgg i uch
a data volsghr‘ré&ey?ﬁgﬁglﬁ?g:aeggggg}%%gatﬁﬁta%@(})@ Pﬁﬁé%%‘rle%greal g EEK : Ont!arSEe{%ei pt
of the enabdi Kg swsh Blkssktrepratruehiomnwith tWD(hramheB)‘Gl’Wlm(ﬁfeP@G. 14

decodi ng rresponding to the portion at 29 9 Decenber 2004 which
bi nary co?i%ﬁjlihlg%@{]ggéd in the third bit of the tag in succession,

i ndi vi dual devidseshawe iena@D| EFEG. técoueh a sineslefied iepetesishiactiume sobsly
For exarrpke, I he devi,c decodes a ci gaer at.a Eric K (t%réIO) wth a
| eaf key REEEHME BrBRAGJEL 1segenered. kdiased pn the rimpplifiads tresy seraickure,
decodes agghRh ) Gt Lng; key
K (1) 0 3%2‘%%1“%'@“%&3” oy, ot LBl S g pted Jor BRI Gy Rited

&

i\ao a_decode t) root, evice
decodes kegpphdihed c 1dKilesignatys suoh)a hierarchical keyytrep sitectatre

de: P e
Tt a1 oreomRAEER BY d bl ubtessaty TG SdlPRIG ol pt iR hsto,
such devi cempuming sponbirangch oypk $tdd Sirucere enapirizah g ensehablinpddyhlock
gener ati opgfan _enabl i ey bl oc EKB) of 'solely utrligzing | eaf
teve. and MBRBRBs & o ddulsolempiialobeas or: leal B i baRom e 8Pe to

t , . . L ) |
wh E?reﬁyen%ﬂ’a‘%ﬂ% REp oo (MABRMeet forsibtribatipg fplatdl Keg fs Shaapd ™
key bl ockspled®) based emosuchefiekieyd cormpsipondiughternedes con Irayes refe the

Z;;gﬁt ﬂgeﬁé@fﬁfg{gﬁmﬁsﬁf&%ﬁfwﬂ%ﬁr&?@tﬁh g systemfor controlling the

ure perven y uni't 'to be described |ater on. The

term"entity" Ther rpxqeediisg t enablings ey ablodk dEKB) deptribedi eprhiér nbges
o L EaveS SRLEELE G O OGO ROk R LY LA Bl ©
s soblaupiiieus wyrgesmabdonsetonin, | On Wiadesd santsie sbove
f Or NE conrﬁ‘?% red simplified 'ena hngakey quocczi{a@]ﬁg) solely stores such decoded
data comprising those nodes for constituting the simplified key tree
structure. As shown in (b) of FIG. 14, the above-referred tag comprises 3
bits, in which, the first and second bits respectively imply the same
meaning as in the example shown in FIG. 13 and designate 0 whenever
. there is any data in the right and left directions, whereas the first and
second bits designate 1 if no data is present in both directions. The third
bit designates whether a ciphering key is stored in the enabling key block
(EKB) or not, where the third bit designates 1 when any data is stored
therein and it designates O if no data is present therein.
Compared to the structure shown in FIG. 13, the present enabling
key block (EKB) shown in (b) of FIG. 14 delivered to devices (leaves) via a
data communication network service line or under storage in a recording
medium contains such a data volume sharply reduced from that of the
preceding (EKB). On receipt of the enabling key block (EKB) shown in
FIG. 14, by way of solely decoding such data corresponding to the portion at
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controlling units such as manufacturers of rel evant devi ceBecatoidrenps dat a
providers, or financial organizations designated for settling accounts,
individually representing processing units, controlling units, or service
provi di ng ix: bei ng cqmpn, with each ot her Each entity conprises an
assenbl agé?V barage ereesl tisastared Hé t&leaﬂ@llﬂq &t johtthea tag rivp sucaRssIONY .
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oyst am t o penHerediuatel e (1€, 1E TR via %3%#%%3@%%%?’ Stk g

whi ch stodesodedldazkafélﬁdtﬂoohg key bl ock (EKB) conprising a data portion
d of th b f h d t.

N6t oni ng. as ARG ROy P avalkoh e A Eonntis AHintaligd yavy dey

structur etﬁemtmﬁitnge GoR§rRinfselsinaachadéhives cort gler &i%tﬂbﬁ%ﬁ%e

data such as the, con&) ‘g ta Ci pheredgfby the -upd {l d noae descri bed
:ﬂ:)éve

above. |t destingd yreenaraon of anesnabipe deyr hlocks ) BeWey key

data cont Y. I ) n

i denti fyi %g at :Y] ﬁtﬂ%ﬁgmwgﬁ?so%ngngsgﬁ defggdc&f)%%ﬂ%‘&gg}["’le{ cFrp fer ed

key data, sinactyee, it mlpomﬂs mosgemﬁmtéosuehcan ersblingt kepchlocke (EEK®) fi c

keys requi ecodi ng;the. c ntent a bef.ore. util iz n i red

contents 8éﬁ§)ﬁ$fgngd é@ date¥e etBV i’ty gt]rifep%%%lbllelﬂb ﬁe(jt%? ck

( EKB) I Vi a[dmmbxp nfe d&two%fhé eﬂab]éﬁgd{e blockr(mﬂ B2t serwdce lines for _

exanpl e. roc r shi at en a st e devi ce incorporating

ci pheri ng funcﬁﬁ’%aﬁﬂﬁe ﬁé‘é’?ﬁg;ﬁlﬁﬁa&%(iwﬁ SNB@e sngiuge gy seelsi ng

system ut t | ey

b1 ock. ( EKEE Coanbf SREAblE b IR Sy statap ot |erag]h'ﬁg 3fe phabEnLIey bRk

i s descri FEIGEIreWeY enliiyl yamiéf to rhenglassraped later on. T e term “entity”
corresponds to an assemblage block of a plurality of nodes or leaves selected

from those nodes or leaves for constituting a key tree structure for

distributing relevant keys. The entity may be of such an assemblage
provided in correspondence with the kinds of devices. Alternatively, the
entity is established as an assemblage of a variety of forms comprising
controlling units such as manufacturers of relevant devices, contents data
providers, or financial organizations designated for settling accounts,
individually representing processing units, controlling units, or service
providing units being common with each other. Each entity comprises an
assemblage of such devices that can be classified into a common category.
For example, it is possible to individually generate and distribute such a
simplified and decodable enabling key block (EKB) in such devices
belonging to a specific entity selected by way of generating an enabling key
block (EKB) via reconstruction of the above-referred key tree structure
simplified by the peak nodes (sub-routes) of a plurality of entities. System
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process for shifting data between a storage device incor@bDeatdnigeriopheri ng
function such as a nenory card typically conprising the "Menory Stick”
being a product and a registered trade name of Sony Corporation and a data

reproduction apparatus. FIG 15 presents._a schematjc hl ock. di agram
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[Process for shifting data between a storage device incorporating

ciphering function and a data processing apparatus]

| Next, such a processing system utilizing a specific ciphering key
distributed via an enabling key block (EKB) applying the above described
hierarchical key tree structure is described below by mainly referring to a
process for shifting data between a storage device incorporating ciphering
function such as a memory card typically comprising the “Memory Stick”
being a product and a registered trade name of Sony Corporation and a
data reproduction apparatus.

FIG. 15 presents a schematic block diagram designating a detailed
structure of a data reproduction apparatus and a storage device such as a
memory card incorporating data ciphering function respectively capable of
mutually shifting contents data.

As shown in FIG. 15, a storage device 300 comprises the following: a
main module 31, a communication interface unit 32, a controlling module
33, a flash memory 34, and a flash memory controlling module 35. Details
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and nenory-storing key data (Kstm. The authenticati on keypdadmbdri€@oo | K31
are individually used for enabling the storage device 300 to nutually
authenticate related data with a correspondi ng reproduction apparatus 200.
As will be described |ater on, _whenever nutual authentication process is
execut ed @5m@éﬂdﬂﬁbm0@%s@red@ﬁ©§1bed&€}1@%|catlon key data KO to I1K31 is
random y sel ect A ed that neither the above authentication
key data | KO toﬁﬁ%%lonor eﬁne@n%]?y storing key data (Kstn) can be read
from any meansAsutshioden din  EIG. stfyr tlye ctmdnro]ehﬁg)&no'ﬂhﬂed%l cem;desﬁa fthieng
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appar at us 200. 32 9 Decerber 2004 descri hed_| at on thi o
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34. By way a vari'e atrons suc
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standard for | e,, the abave.,k ener at r thrret C t 52
gener at esnR\%];ﬁ é%{;gr éité'uFWb'qeerﬂ\éW! &ﬁ}:ﬁg %(%%?i | I ugl Cbﬁgta
Encrypti O%etﬁb@ﬁ%lﬂimpﬂﬁyéfs s dwf Ehﬁ%ﬂﬁnﬂ@a ﬁss @dﬂthéﬁ(théscoﬂﬂﬁ)]]m ock

Ci phering Al gorithnt for exanple. The above MAC processing perati o,
correspond@og aToRD - EVREERS oREXTOHINIG cReFaing peg %nmronar%ﬁﬂwg@b. ng

aher et ho TPoberng el anticheh b Phoe CORLIRE RIS Pridr Ch &?%.t. no

audi o dat @révent alarta ﬁmxnuilﬂngaﬂyd;mmgsmami PiOextemal scblercabo@n fnlawpt

34, th b d h 5
out hent i cARYGHCBIOTEE Se AR we Gl a1, 8P retiobm SHlel beReiafigd ?3'3@%3’0
Li kew se, geme@gy@g@@baﬁsﬁeeesibyﬂaséuﬁmnd@h@d@tsf romthe flash menory 34

for delivery t correspo r epr oducti on. appar at us 20 he rmut ual
bt hent i oat ) on T EBOFEHL ALt G PYISes G avB S AALIHIROrE ATRISH Griveise

‘l’J“mt [‘ ggee)r?g%{]rf ??P}E@M et 3¢Sy Fhsable Pi8EraiifaBle RaladaOhly WikaRiryPN
for example, which stores a variety of data including such data necessary
for the authentication process. FIG. 16 is solely for explanatory of the data
stored in the memory unit 51. As shown in FIG. 16, the memory umit 51
stores authentication key data IKO to IK31, device identifying data Idm,
and memory-storing key data (Kstm).

The authentication key data IKO to IK31 are individually used for
enabling the storage device 300 to mutually authenticate related data with
a corresponding reproduction apparatus 200. As will be described later on,
whenever mutual authentication process is executed between them, one of
those authentication key data IKO to IK31 is randomly selected. It is so
arranged that neither the above authentication key data IKO to IK31 nor
the memory storing key data (Kstm) can be read from any means outside of
the storage device 300. The device identifying data Idm is uniquely added
to the storage device 300. As will be described later on, while mutual
authentication is executed, the device identifying data Idm is read out for

delivery to the corresponding reproduction apparatus 200. As will be
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above-referred MAC processing operation while executing tdpesathnsrl2004
aut henti cation process by applying those data stored in the nmenory unit 51.
Based on the above-cited "Bl ock G phering Al gorithn such as DES, |DEA, or
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data and related formats storable in the flash nenory 34 are described

bel ow. FIEITeFPORAMNG, Eaprodrgtion apparatusa 200sr adikerrsenan advance of
reading audio data out from the flash memory 34 for delivery to the

corresponding reproduction apparatus 200, the mutual authentication unit

53 also mutually executes an authentication process with the reproduction

apparatus 200. Further, the mutual authentication unit 53 executes the

above-referred MAC processing operation while executing the mutual

authentication process by applying those data stored in the memory unit
. Bl.

Based on the above-cited “Block Ciphering Algorithm” such as DES,
IDEA, or MISTY, the ciphering/decoding unit 54 executes a ciphering
operation. The ciphering/decoding unit 54 utilizes those modes including
the following: the ECB (Electronic Code Book) mode and the CBC (Cipher
Block Chaining) mode prescribed by the FIPSPUB 81 (DES Modes Of
Operation). Further, the ciphering/decoding unit 54 executes a decoding
operation based on the block decoding algorithm such as DES, IDEA, and
MISTY by applying the above cited ECB mode and CBC mode. In the
block ciphering and decoding process by applying the ECB and CBC modes,
the ciphering/decoding unit 54 ciphers and decodes specified data by
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flash menory 34.. As shown in FIG 17, the flash nenory 3Dstsmiss 2004
reproduction controlling file and a plurality of track data (reproducible
data) files. The reproduction controlling file contains such data for
controlling reproduction of track data files. Each of the track data file

cont ai'ns epplysgordispgcifieat kejatdutbaudThedabaye referrbd  Eontrobiing maatly sk

t he present in@ntio n indhvi dual. track data inplies such audio data
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data that fol | @l fThshathentorye 3éadacompaatesmeuchesa 1eneroyyeeaphacity<ed
| ength and _such a ,conpositi nal ogous to,the.34 9 cenber . 2004
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Cune nameRtpeAfEAtioh ilcbe BRI A S DAY Matelodeh 850000 Rl ©
parts dat anﬂFibh wuraddta fidg?fere(bﬁdma;hlel‘ilémggﬂdtib? 3pmﬂatu§f2001&$@ﬁf]ritten
contai ns such . dat ncl udi n e totgl nunber of parts, nane t he

attribut ep%aﬁgesﬁ%home@& tége J‘g} g:.hel\/ﬁé‘pt‘:e d¥e% @&&Yeg’%@ﬁ)ditﬁﬁ Dyl
ATRAC- 3 datighéntieatiohl @M ifiel thd ithohesre i ?ﬁta% ' d
per 16 Kbyt es blloakl. . The E{lggg%%fﬁbib’ghlggggg to tﬁlel(:%{ggdépf eagﬁ%ﬁgﬁact%e
header coét’%aﬁé’ stemcen 30[i tare \Rraperiyr asdhwnticptedphEied thef ecautwenl

such_cont autRoAgkArohnekusing BURk oAb R0 ATRAC I Bid k! B0t Sirc

subj ect to the _ciphering process, ereas’ t he reprodu contro
file and Preperyareadt loait Hremerther estovage uldiesive t300 hforcidelirdnyg tor dbess.

FIG 20 dgslgaphbanifs A6 Ald RHidiRhApaRaRas hbpon of the-above cited
Next, those data and related formats storable in the flash memory 34
are described below. FIG. 17 is explanatory of those data storable in the
flash memory 34. As shown in FIG. 17, the flash memory 34 stores
reproduction controlling file and a plurality of track data (reproducible
data) files. The reproduction controlling file contains such data for
- controlling reproduction of track data files. Each of the track data file
contains corresponding track data (audio data). In the form of embodying
the present invention, an individual track data implies such audio data
corresponding to one music tune. The following description refers to the
case of storing audio data in the flash memory 34.
FIG. 18 designates composition of the reproduction controlling file.
FIG. 19 designates composition of ATRAC-3 data file of a single music tune.
The reproduction controlling file comprises 16 Kbytes of fixed length. The
ATRAC-3 data file comprises a lead-off attribute header and an actually
ciphered music data that follows. The attribute header also comprises 16
Kbytes of fixed length and such a composition analogous to the

y
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reproduction controlling Me PBLIST having one cluster (orieDetenter2004

Kbyt es) of size. A header shown in A of FIG 20 conprises 32 bytes. Except
for the header portion shown in B of FIG 20, those renmining: portions
shown in B of cfl G. 20 are_again recorded with those conponents i ncluding
the fol | oWppEPdRseon santnaling fllese byt es) provided for the whole of nenory

ds, the oth S (5] pher: - TENTS
KEv) - wac 5 v EoPolet Rn O g BYIaR Hile RoRSiESS A8 MBlbvind X et e
o (ot BEunky 8 MM reptoduttion lldoaep: ¥
cards, and part.of data contai;ned i . header . s , S0, prescri be a
the head BB‘&?%‘ 8’?3?1‘6?10&%98u§n§i%&§agf3$(§1&}‘<ﬂ aia HQES aﬁ%&%ﬁﬁ dnemory
Control |1 oards PTHeAcAdRf Ubing Seater o Qi B3 Sondiritdics RERIAS TyEn
portions FAfRM Agusic bwne mamer MM 2thyteneodsd pynsicpomed aame NN ntratkby

means of . ' 0 '

neader . siaks S RRINE Mduind (i hoT 1 fof shatbply DrERE Tk BENE: Aed

f or emd)st I ad‘dntn%zs ﬁata eMd"asddﬁd .tcSun'lackPlea’@he? }Flad\ek'dedngajl_glst kechi r(ii;ﬁ:aand
second sl ot Lt reprqducti.on gontrollin | ar ed with suc ata
beari ng s&@@grﬁ%g‘ﬁl@ﬂ @H—ﬁ&qroﬁf Parke Panieof; esé'ﬁlgguﬁﬁsde@n rBAe t

f orenost pdgifitedaag, defi ned bel ow. Such a data designated as "Reserved"

denotes such aDEat,a aot yet defined. Nor rralbﬁ‘ null (0 x 00) is denoted,
However, what ebéusichdafipi eer@aspendingtto why WdRARE3" fatarfilai follaws ithe

hehi s pARHBIRN et PMYBIC FHECIS ockbridd We 18, Kiftes (bl Fhe™' @
witten abeadpriisradded totthiel he'slldb@feeach 't;ﬂodnc Hl‘hf theaierectnisdastivehl aho
(ne ea%e gheldie B0 B RIS oL Qe L0 (aS YR
r epr oduct includong ratisiodatd in ehYATRACIxddty @lears subjet & thé iplxangp! e
0 x 544025%83988? &’ES?Eaé 21:h%yt]c'gng)r(:)duction controlling file and the data of the
header are not subject to the ciphering process. '
FIG. 20 designates a detailed data composition of the above cited
reproduction controlling file PBLIST having one cluster (one block = 16
Kbytes) of size, A header shown in A of FIG. 20 comprises 32 bytes.
Except for the header portion shown in B of FIG. 20, those i'emaining
portions shown in B of FIG. 20 are again recorded with those components
- including the following: the name NM1-S (256 bytes) provided for the whole
of memory cards, the other name NM2-S (512 bytes), ciphered contents
keys (CONTENTS KEY), MAC, S-YMDhms, table TRKTBL (800 bytes) for
controlling order of reproduction, additive data INF-S (14720 bytes) added
to the whole memory cards, and paxrt of data contained in the header. It is
so prescribed that the head portions of various kinds of individual data
groups are respectively set to a predetermined posifion inside of the
reproduction controlling file.
Referring to the reproduction controlling file, those portions ranging
from the foremost to the 32-byte portion represented by means of (0 x 0000)

and (0 x 0010) shown in FIG. 20A constitute the header. Such a unit
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Meani ng: MAKER CODE Function: ldentifies manufacturer and peeshisdr 2oogel of
recorded apparatus Value: Upper 10 bits (manufacturer's code) Lower 6
bits (product nodel code) * REVISION (4 bytes) Meaning: Re-witten rounds
of PBLIST Function: Increnments per re-witing of reproduction controlling
file Val sectiBaginpemilth l:@rtee ﬁmm dimenforemhost mynitis*cAlad o “slot?. bed) :

Meani n es attr.iut e t e) ;of ry car itten
in thegNN%e%%Sﬁapﬁ ‘15‘15]7‘?@1 %8 ata %‘i& égqrid ﬁ]é)&ﬁcf) d’éefgﬁgul éhage
code per kyhérolNabute @@aé@&é&wwl@@ecﬁlﬁﬁanlgehﬁhg% ﬁ@ﬁie%&ﬁn?}/ﬁﬁ\ﬁmnof

t he upper on @Ryte as sho | o character code is

deal t ner &nd Bemnysengim émomastoposngcmaq pelow.

Sboo 1 81 T & %q’saﬂéz“l@%z@%f%@éf”‘%%%&*?ﬁ*ﬁ 2 BafaMds s @%@ﬁ% -
S-J1'S (Japdowsellyndusl r (Gl x @hdar denbed,voi e)velvercomhatemm'y thet wiittlerEBU
'(Ij'eg[]i ﬁé‘j?ghﬁ ul ation e@éSI @% t“@sl 0\/\%{]],, é%r%e b t,g_g I;E‘éf %%u e code (yL)be

' English @Eecﬁmmme RturErasieton S Wﬂt@hg%’f déxa Bytthils p@%tmﬁ%%l@ﬁed

Japanese Chiinese If no data is presen the | anguage code [ totaIIy
reset to ss belngpged, even shighea Porfienwrdtemasointion 1s ioh

i a0k AR A e e O Y
i denti cal dadat hose which are described in relation to the
*BLKID - TLO (4 bytes):
Meaning: BLOCKID FILE ID
Function: A value to identify the foremost of the reproduction controlling
file
Value: Fixed value = “TL = 0” (for example, O x 544C2D30)
* MCODE (2 bytes): _
Meaning: MAKER CODE
Function:  Identifies manufacturer and product model of recorded
apparatus _
Value: Upper 10 bits (manufacturer’s code)
Lower 6 bits (product model code)
* REVISION (4 bytes)
Meaning: Re-written rounds of PBLIST
Function: Increments per re-writing of reproduction controlling file
Value: Begins with 0 to increment value by +1
* SN1C + L (2 bytes):
Meaning: Denotes attribute of the name (1 byte) of the memory card
written in the NM1-S domain
Function: Designates usable character code and language code per byte
Value: Character code distinguishes characters by means of the upper one
byte as shown below
00: No character code is set: 00 1s dealt merely as binary digit
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above-referred SNIC + L * SINFSIZE (2 bytes): Meani ng: Denbéesnidaeotst al
size of additive data related to the whole nenory cards witten in the
| NF-S donmain Function: If there is no description of data size based on a
16 byte unit, value the above SINFSIZE is totally reset to zero. Val ue:

_?l zeI r ang@s: f ASGIT (Mﬁ@ﬁ&ah@ﬁhndeﬁﬂ@b&éﬁr Iﬁfo‘fn?aﬁﬂ%hfett%hm@kwe%n: ng:
otal tra si gnat.e total nunber of tracks Val ue:
Ranges fr@i} 1‘%{% (Qﬁxmﬁ@dﬁ&f@ik If no data is present, val ue
of the abgye 'Mrgafs S83K8 ORAFEE0a00 ERIGB (G (Gre\é%rBﬁtéﬁl)b%P?BO Meani ng:

The version nunber ,of format Function: 5es denote the maj or

ver si on ndhed Hﬁ]@apamse&;xcb@tm&tandwdﬁxfanwom si on number 37 9

2 i stri but edtsPRapitycpBHAEnE EATE “Brdte aRag ke i T R 4R
ot her  wosms bytheftedanichegd sidd Gutdigtidaiasheslin $§a gdd, | i zation of a data
distri but g;@ based on I he al%ove referred enabling key bl ock (EKB)

pr esent erarchlcal key tree stricture or not.

Val ue: Foo ex hgano @901%%]}6@& (sﬁ aq%gﬁ (Ver2.3) The follow ng

descrlptlon re ers to such _a own |n Bof FIG 20) wittenin a
domai n f o0Fowilfrgniche atidveltialiani bedlﬁbadautc NML S: Meani ng: Name of 1

DI ol R A TR SR, e o S
one-byte char affties datdés présent] eheilaaguage code i§ Cotalli0jeswito Zegowr i t t en
codo, 11 NaGrET i hvERint Sac Tl cast such a data ranging fromthe
foremost Jfeaning: Denotes attribute of the name (2 bytes) of the memory card
written in the NM2-S domain
Function: Denotes usable character code and language code per byte
Value: Exactly identical to those which are described in relation to the
above-referred SN1C + L |
* SINFSIZE (2 bytes):
Meaning: Denotes the total size of additive data related to the whole
memory cards written in the INF-S domain
Function: If there is no description of data size based on a 16 byte unit,
value the above SINFSIZE is totally reset to zero.
- Value: Size ranges from 0 x 0001 to 0 x 39C (924)
* T - TRK (2 bytes):
Meaning: Total track number
Function: Designates the total number of tracks
Value: Ranges from 1 to 0 x 0190 (maximum 400 tracks)
If no data is present, value of the above T"TRK is totally reset to
ZExo0. _
* VerNo (2 bytes):
Meaning: The version number of format
Function: The upper bytes denote the major version number
The lower bytes denote the minor version number
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0020) to the null (0 x 00) nmust be recorded by a m ni num®becarehdr\ehos

Val ue: Various kinds of character codes * NM2 S: Meaning: Nane of 2 bytes
related to the whol e nmenory cards Function: \Wenever endi ng such a data
related to |l ength-variable nanme data (a nmaxi mrum of 512) designated by 2

byt e character d ot ' '
i ?/rper atively. %pﬁ{egﬁtgﬁs ogss%} ggmrr%git C‘%g%c@n%r%ng(g% ﬁ??ﬁgg Ig?}?n ngtri r‘ritg
code. |fdissriattadi data esmrespoatlsl tashe selgjbetaofiat eoppmiginty of oot tiheother
2 bytes. AHs CURRNBRE KRG iyritia cthid  Ballieh * BRIENE By na HAE
byt es) : Na?stﬁmith@éfkgggabmdgwp thbi gBoveHrbRiTell eabEABSkEK yblo@kO(EPt@l by
oC
A

the enabling key (EKB) present in.t above-referred hierarchica
key treePE@sar Wy 50‘6&'1"%%%9 i@@gﬁmﬁu teaeestyictime oringd. of t he

Chan | 19, VabileD Pk ckBlifle 04001 00TVEPPR)INT £PIRAAERD. nab! DY Key bi ook

(EKB) for acquirin proper contents K t'o be provi by the enabling
key bl ock (EKBY'her gﬁkmu%d@smptmheref@ﬁ@ztoisudlha date éshesrer ire® of FIG,

hi erarchi ggh .key, tree structure, Value: From@ to..0 FF.* E (Kstm Kcon)
(6 byt eo) 20Nk RtRP SRadOBEI o lowirts tBs AtV B teasy i BERgRE i ng i ni vi dusl
contents HANH{I1 WHere the data is generated after ciphering the contents key

by appl yi a stqrage key stm of the nory.card. Function: Usable for
ci pheringﬂgw-sal’ganwc)ﬁu e relafpddo haowhioemeporpcardsFE  * E (KEKn,

Kcon) (8 mec%idni'\’e Hhevea! %nﬂ?i[“lg;%gtbﬂga?‘ U e@l?g%f‘; fl%hgfh%éﬁl%

i ndividual contents data, where ata 1s _genera ter Ciphering the
contents kayehatadal miangrankey 25Ghdesigmates Kere bype mliatadtdrycades the

free st ruftiplaiie ot L Flatg WBERPERIATS oot -

Computation of size must be commenced from the terminating code.

If no data is present, at least such a data ranging from the foremost (0 x

0020) to the null (0 x 00) must be recorded by a minimum of one byte.

Value: Various kinds of character codes |

*NM2 - S:

Meaning: Name of 2 bytes related to the whole memory cards

Function: Whenever ending such a data related to length-variable name

data (a maximum of 512) designated by 2 byte character code, the

terminating code (0 x 00) must be written imperatively. .
Computation of size must be commenced from the terminating code.

If no data is present, at least such a data ranging from the foremost (0 x

0120) to the null (0 x 00) must be recorded by a minimum of 2 bytes.

Value: Various kinds of character codes

* EKB _ Version (4 bytes):

Meaning: Designates generation number of contents keys provided by the

enabling key block (EKB) present in the above-referred hierarchical key

tree structure and/or also designates the name of the file of the enabling

key block (EKB). |

Function: Designates such an enabling key block (EKB) for acquiring a

proper contents key to be provided by the enabling key block (EKB) present
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Value: FromO0 to 0 x FFFFFFFFFFFFFFFF * C -MAC [01 (8 byd Bsjemide@0DMQ:

Val ue for checking the tanpering with copy-righted data Function: Val ue
for checking the act of tanpering, where this value is generated based on
such data stored in the above reproduction controlling file, S YMDhns data
desi gnat i nytheehoveeredorkedhisiedatehiof] hepdesssnmctaont ent s data such as

recordi ng fingl coptents ta, and al so based on other data. If the
ti me/ dat eVO&I.l&l%r Sﬁmﬁg‘)ﬁi\% een tanpered, it is identified that the act

of tarrperi'r@(}{@,gngq{@ﬂ)a(gkgqgg);comﬂtted at the tinme of checking the C
-MAC [ 01, ereby ‘reproduction of contents data is prevented from bei ng

execut ed. 0L’ Fr daata t eornpriERErrFREREREs FRey * focreiphieaig gindidividisalof

t ent ' : . i ' t ki f ts k
ore ot osSitdtRAA W ER R Mol BoHERARIPRASy difoufblihaloriBNERey o)
gl isodesbgrzqi}ggfingacsibot;{m kejd%{@gﬁl)(dﬂﬂﬁ,e eon) 1)-37}@53131;)9 I‘ge::)g p:ﬂgsentzbOXal ue:

romO tog0 x,01.* S - ns (4 .bytes tion): cenber
Meani ng: fé’é}c,tl%nt ?ahkﬁgﬁ&lﬁ?mﬁérﬁﬁr&?,&%#&g%econds, recorded by such an
appar at UsVallgeT PPYald 090 % FFPPFFERPEFIFRFEE on: Val ue for discerning the

final datg contents data such as the date and tine at which

the cont ent@iﬁ%ﬁgﬁlﬁﬁ%bmﬁ)écor ded. The val ue i s updat ed when
Dobi to VISR, > RS oolfbtSing v gitells Hagel ok LibhePln Gmdtbidif
2079) Mocomtehitsaldid, where the data is generated after ciphering the contents key
by applying a key ciphering key (KEKn) provided by the enabling key block
(EKB) present in the above-referred hierarchical key tree structure.
Function: Usable for ciphering contents data
Value: From 0 to 0 x FFFFFFFFFEFFFFFF
* C_MAC [0] (8 bytes):
Meaning: Value for checking the tampering with copy-righted data
Function: Value for checking the act of tampering, where this value is
generated based on such data stored in the above reproduction controlling
file, S-YMDhms data designating the time and the date of processing
contents data such as recording of final contents data, and also based on
other data. If the time/date data S-YMDhms has been tampered, it is
- identified that the act of tampering the data has been committed at the
time of checking the C_MAC [0}, whereby reproduction of contents data is
prevented from being executed. '
Value: From 0to 0 x FFFFFFFFFFFFETEE
* MGR:
Meaning: Kinds of contents key
Function: When 0 x 00 is designated, two kinds of contents key are
present, which include contents keys Keon and E (KEKn, Keon). When 0 x
01 is designated, a contents data E (KEK, Kcon) is solely present.
Value: From Qto 0x01
*S - YMDhms (4 bytes) (Option):
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Day 0 to 31 Hour 0 to 23 Mnute O to 59 Second 0 to 29 4 Pesanipnidnoper
unit) The S-YMDhns data is updated in the course of processing contents
data, for exanple, at the time of recording contents data. Further, based
on the updated data, the above-referred C -MAC [0] is al so updated and

t hen st or Redming: nYear, mdiith,nday, Haanimpnuisegeent sedondisrivecorded ATRAGER

data file to be 5& roduced Functio Ee f kges Fno in the TRKI NF Val ue:
From 0 t o2BRPRIFALUSIHFOrpOnaiHI %ar@@&b $§0CAddi ti ve data related to the

whol e mengih IS, VARRS ot HikcoPlfid ke AR LB |fdSbopbehootiizhnts difta

words, a connentary, or th I k unction: Length variablge additive_data
accorrpanysughtaﬁethted@ée amdaltunamttvlmh rthsmntgznm ﬂﬂé@@i‘@ faaally iresoriac may

be aligne data with an I D code

and a pr ej&@yﬂ%&&%@@%@i@%ﬁ @%% %&lg{%@%ﬁ@ dat a individually

{)Lo;n gedblweﬁ?%‘t h25lte®1eb1tsb07{eastsi)wgg(lrgiaﬁlturﬁl(]l‘j’fgt))wdbl ts gng isu;:h units
a oubl e e eger S S W e descri be ater on.

Val ue: Refer to éﬁ%‘) %Itl]glfb?%(;ﬁ a@%tl%Ve data To constitute the final

sl ot of the reprpglysi tgontgggl wisBe, BLKID-TLO Mode, and Revision

i dentical to those Ich are stdéred In the header are witten. Wile
operating such altbtmdbritss ablgiur ccﬁrﬁ@ﬂém apparatus, 40 9 December 2004

ntentfomal Ty droade dirBigs "poNHue ) S B Lif O e A hus.
it is necessary00do @t leits ocSacmmiceD t:f 29u dB mondsqieranmﬂ) tion when
over t ofer oo The SPENERIRR: ReRIPARED BURS caiked e BPodimRE0taRs
rearnost gagh! feRhnfisleh abtPektina &f )féb@rdlh% EsyepitOMdts. | Purehentingcly +1
on the updated data, the above-referred C_MAC [0] is also updated and
then stored in memory.
* TRK-nnn:
Meaning: Sequential number of ATRAC-3 data file to be reproduced
Function: Describes Fno in the TRKINF
Value: From 0 to 400 (0 x 190)
* INF-S:
Meaning: Additive data related to the whole memory cards, where the
additive data includes photographs, the words, a commentary, or the like

Function: Length variable additive data accompanying the header

A plurality of mutually different additive data may be aligned by way
of providing each of the additive data with an ID code and a predetermined
data size. Hach of the additive data individually provided with the header
consists of a minimum of 16 bits and such units that double the integer of 4
bytes. Details will be described later on.
Value: Refer to the composition of additive data

To constitute the final slot of the reproduction controlling file,
BLKID-TLO, Mcode, and Revision identical to those which are stored in
the header are written.

While operating such a consumer’s audio component apparatus,
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whenever re-writing the value thereof. |If any abnormal t& Decentben@004cCcurs
i n the course of processing the block, the values of the "Revision' at the
forenpst and rearnost positions do not coincide with each other, whereby
enabl ing to detect abnormally ended operation. Inasnuch as two of the

"Revi si ony t nged
oper at 1 on e s ranDSr b (s T Vahaar tart oo oraetaned iy, LarChD
det ect ed, lJat@ntmm ydmarat edt or@odvezpd;wypbrfscamoensmhswgmdted andripue, it
Furt her, ch_as t fixed val ue LO.is inse t he farenost
bor t1on’ ofS BRREBREdR iaRES SRS pEstich abnordal SRSEEN Wherorestafibe
repai ri ngndegise oferbfibrvheAdedasrrdbid ohbevéerit onsé eéﬁa}h Y M e
checki ng t?g)e flxgelﬁeg yes at. the forenost of i ndi vi dual bl oc%< It is

he

possi bl e PHOYULTE V?fﬁignoflsf iwaktennda jbe, feremest naaomtlsa@daml dée are

tt b
doubl o | ?é?'feﬁi? L BRSASn Pk DIbER A Y3 IRE RoiRioRt i LM URA DL ST
is also arhenewsre reovriseg dthsuchaldat hhermft i cHl ahy tdkatorofalk ltermmatll?nd

duct | | PBLI ST tr t

oo e e PELLET B BB BB g A g
data vol uthe fdrerdAddtAemdl dehanddstepbsitioti=o\dddetbtWebihdifleckithindath BiRek
SERI AL. | n the, ATRAG 3dataf|Ie nor ly, apluraljity of files are

present oWketabivoenakling todatechabnomm ¥ndad anesation @ﬁSBE@JG'lSIEWIOAL
I's added aftigfe dRE@fs'i ngoReat Al E&J@&& ti%é e pRss] Bﬁe Qﬁ'\'&{&%& &b,

difficult to restore | es er wor nce
a singl e AnRad-gperation ata ihsgh t}Df Iﬁabnﬂrmaﬂy mfdﬁ_ﬁpmtlwmh.% may

be di ch oth d d d f
B ooke 1 oPeeBBitbetd AARG s Mol rated We Hib ey St et S mdstginpt PSR sed,
and yet, lifti ﬁlguahdr Immm@ aeridey ﬁkédl\@u@meméDLOCﬁ lrﬂsm 3ndidea

fllelsdterm c b 04, nunpber BL | AL. In
t he same a%%c ﬁ)lmgkiﬂ\g dﬁ’é}é Jine cage ér%JP jed fo he
file by CQﬁTﬁ &é}i@@ é@lofeFATrwweth ding 8afllof Gy, dEBhEHTE] tﬁvaﬁﬂ
in order t raoduc an apparatus nanufacturer en

the file @ gcthe eﬂ;xed h@lﬁﬁﬁlﬁbé‘h@r taresmestdef individual blocks it is

possible to discern the kinds of files. And yet, since the fixed values are
written into the header and the terminating portion of individual blocks by
double, it is also possible to check the reliability of the fix value. It is also
allowable to record such data identical to that of the reproduction
controlling file PBLIST by double.

‘ Compared to the track data controlling file, the ATRAC-3 data file
contains a considerably greater data volume. The ATRAC-3 data file is
provided with block number BLOCK SERIAL. In the ATRAC-3 data file,
normally, a plurality of files are present on a memory card, and thus, unless
the block number BLOCK SERIAL is added after discerning contents data
by means of CONNUMO, it makes it difficult to restore files when FAT is
out of order. In other words, since a single ATRAC-3 data file is composed
of a plurality of BLOCKSs, which may be disposed apart from each other,
and thus, in order to identify the BLOCKs for constituting identical
ATRAC-3 data files, CONNUMO is utilized, and yet, lifting and lowering
order inside of an identical ATRAC-3 data file is determined by the block
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Mcode is recorded at the forenost and rearnost of each bl®DB&cembe€2004FI G
20 designates construction of the data containing added data. Those
headers shown below are witten at the forenost portion of the added data.
Lengt h-variable data are witten in such portions follow ng the header
poti on. nufﬂfbeﬂ\Bﬁj@@KSEﬂHjALl D Function: The fixed val ue designating the

forem)st port such data contai.ning added data,Value: . FromO to.0 x
el 2B el tﬁ@ BRI e BT FURh VA otage dBaiYhich ubh HSRERRAEY Bat a
SI ze is f r a I e tes
v% .rd@&’eiﬁ? thed FBe c&hﬁnﬁ'ln %éﬁo%%%lg é‘rer Wl%HHLﬁﬁ?éacﬂ%ﬂgﬁ gBy

| mper at i Data size nust any s
portion |ée@§uetlaneobe&’andm loerdendimag ptrblenlprodu tmpdeheo exc eggiaratus

(0 x Socop ikl b fad e Bt Be el AR m Sl fad* °
di scerni chodéastreé@ﬁtedl@ﬂ@h@foﬁdlﬁo@ﬁﬁﬁﬂ@h@bﬁst@f@achﬁﬂo@koduct nodel of
iyt aetur er - SAdadd Flfte D SUETEBAHRE GoBBTGRRTCO oM (e ORI SoA AL
Meani ng: ntgftﬁdggpghtS%E %\Hﬁ?% o%{rn%@lbﬁ%%swmtéﬁ R tHe fé&‘é’i’? ﬂ:lon of

correspo rom t he forempst position o
Funct i on:thee dat&ablleem@fzh sarbleodeta ante | ‘a'ﬂ‘@ltagemoa@shbpor‘appSyl ng

Sﬁﬁceb?éﬁ@ﬁﬁxﬁngﬁ%ﬁyﬁﬁédgpgﬁﬁﬁ?'Kéan!ﬁg?tlﬁﬁ!vfﬁuéredé?éuﬁin?LiEPﬁg added
data FunctIdi: | ndividual data are designated by way of |ength variable
data " Meaning: Field ID

Function: The fixed value designating the foremost portion of such data

containing added data

Value: From OtoOx FF

* SIZE:

Meaning: Magnitude of individual additive data

Function: Data size is free. However, the data size must be double the

integer of 4 bytes imperatively. Data size must be a minimum of 16 bytes.

If any surplus portion is generated beyond the ending point of data, the

excessive portion must be filled with the null code (0 x 00).

Value: From 16 to 14784 (0 x 39C0)

- *MCODE:

Meaning: Manufacturer’s code

Function: This code discernibly identifies name of the manufacturer and

the product model of the apparatus used for recording data.

Value: The upper 10 bits designate manufacturer’s code

The lower 6 bits designate product model code
*C+ L
Meaning: Designates attribute of characters written in such domain
corresponding to the 12th byte from the foremost position of data file
Function: Designates usable character codes and language codes by .

applying each byte
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Forenost part of actual data al ways begins with the 12t h hpéembedneoest he
| ength (size) of the data nust be a m ninmumof 4 bytes, and yet, nust

al ways be double the integer of 4 bytes. If any surplus portion is
generated beyond the end portion of data, the excesswe portlon nmust be

filled wyalgde Idéﬂtﬁca‘l%@%h@()véﬂu%)oftM@'dlﬁ)ve%T@PfH {1e contents, the

val ue is jndiyidually defined 1 exenplifies an aI I gnnent of data
correspon’al T the ATRAG 3 data f| | e ASDnnnn. FI G 21 designates an

Bl ock . FIEERETe; TGkl Hard ool S388 BEL0000 10 0 x 7HRO) of
oyt s e ooyl defat are Sighgtesl byontyooklergth tiable ata 32
po?/t i on rgf‘?ﬁ S%; tq(i'e?}/qt @g% Waﬂ%éegmsowﬁé g‘? 1%”3%%%@& kB&der

I n which Pe'iﬁgt t t Wte edst O tes
al so. const|j tu%(ﬁ%)cg?%gg &%uﬁilrgaﬁgnm%@ggnal n NMZ ag’rﬁgﬂp |%§lé§1¥

the attrialwaysbadtoublediedniegerof dilyttesn Hfamjﬁ@yé'p ROKHOMAS gemmted

dont 1 yi REY P tHb Ead potigHR of e b Bteste RebB 0 b B RILE ch

val ue = "hDlkcode (0o IOOéxarrpI e, 0 x 48442D30) * MCODE (2 bytes): Meaning:
Manuf act de Fynctio Thi de . di s er n| bl y.i fies the name of
manuf act ﬁ}giu%n epRE: %Bl}gberﬁﬂiﬁng E&ﬁ%ﬁﬁi}ééﬁéﬁ%ﬁi recor di ng

data. Value: THRGUPRE od@biriiicies naﬁgnﬁimf %ﬁ't faes. Soiedfondiify | @1hed

Ser al - nuMIBAGHA datpdle; Aablnmno  BiGe eflosignates ag admbutdasierion:

e S AN G EPRP O 20 Bl o«
foremost bytes (0 x 0000 to 0 x TFF0) of individual slots corresponding to
the above two blocks (16 byte x 2 = 32 Kbytes). As is discretely shown in
FIG. 22, the header comprises such a portion ranging from the foremost to
the 32 bytes of the attribute header, in which 256 bytes constitute the
music name domain NM1, whereas 512 bytes also constitute the other
music name domain NM2. The heading portion of the attribute header
contains description of those data shown below.
* BLKID - HDO (4 bytes):
Meaning: BLOCKID FILE ID

" Function: The value for identifying the foremost byte of the above
ATRAC-3 data file
Value: Fixed value=“HD =0" (For example, 0 x 48442D30)
* MCODE (2 bytes):
- Meaning: Manufacturer’s code
Function: This code discernibly identifies the name of ‘manufacturer and
the product model of such an apparatus used for recording data.
Value: The upper 10bits designate manufacturer’s code
The lower 6 bits designate the product model code

* BLOCK SERIAL (4 bytes):
Meaning: Serial number added per track
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Value: FromO to 0 x FFFFFFFF *N1C+L(2bytes): Meani ng: dPscqtedred04
attribute of data (NML) of tracks (nusic nanes) Function: Character code
and | anguage code used for the data NML are respectively designated by one
byte. Value: ldentical to the value of the preceding SNNIC + L. * N2C + L
(2 bytes) Fudeeiomg: TReShBsaoes bgts bf B fitfal dabek (Y i D%E (PR
nanmes). FEupction: ar.act er C(l))gz and | anguage codegﬁiseﬁag%r t %tg%?la&?\i\/lz
are respdeliowing hleek daansremended hyyrd.  Javere:whesnblockl data wve editad, of
t he pr eceql,:l'al_-[llg s v dris | NFSI ZE (2 bytes): Meaning: Designates the total
size of all t %5%% |Y|vebfa‘1ta related to tracks. Function: Describes data
si ze base&adnel6FrgheOuoiQ x FFFF&REFa i s present, data size is

compul sor i/ t erp. Value: Data size ranges fromO x 0000 to O x
3C6 (966). Nl@ii‘%yﬁ%ljbyt es): Meaning: Total number of parts Function:

Desi gnat eMéQﬂh{i%la MBesiphapas h%tﬁ@ﬁté@f‘ééi%é gNSRgg)chf ﬁié'éli;s '\@ﬂ%@% Zj?ébmtE@e number

of parts is 1 lntl;é romlto 0 x 285 (64 €s):
Meani ng:  Totagtionuntehasactes wndeuandslazigunge eegonwed for tee datandiv 1 uae  of
parts, an d tyl m ni nrum uni t of data when
corrpressi‘ri\leg%c&l%élﬁgjt% yﬁgg‘pl?ilghg heé" ATRAC-3. The total nunber of sound
uni ts cor Medpendidemtissvertdle valued eftheypecdong SN1Go+ dudi o data

correspongi 1 aRpl es (1024 x 16 bits x 2 channels) generated via
44. 1KHz of @g%'l'qilhggygeqﬁ}e)ncy by way of conpressing audio data into
appr oxi malMeanbie tBasirrbes atirdbag ofdae (TS ﬁ%txﬁekr(ﬁ%@%%&%ﬁ%“ 9

Decenber %004 appr 23nmsecqnds via tine-w se conversion. rmal |y,

ox] mat el y
a single 3OS ébﬁﬁ%‘ét@@ welenanaslagguageceede tu’-ﬁ@dsﬁlrd’s}l@ﬂaw. INM2t duee
case 1N respectively designated by one byte.
Value: Identical to the value of the preceding SN1C + L.

* INFSIZE (2 bytes):
Meaning: Designates the total size of all the additive data related to
tracks. ‘

Function: Describes data size based on 16 byte unit. If no data is present,
data size is compulsorily reset to zero.
Value: Data size ranges from 0 x 0000 to 0 x 3C6 (966).
* T - PRT (2 bytes):
Meaning: Total number of parts

* Function:  Designates the number of parts for constituting track
Normally, the number of parts is 1.
Value! From 1 to 0 x 285 (645 dec)
*T - SU (4 bytes):
Meaning: Total number of sound units SU corresponds to the minimum
unit of parts, and yet, it also constitutes a minimum unit of data when
compressing audio data by applying the ATRAC-3. The total number of
sound units corresponds to several hundred bytes comprising audio data
corresponding to 1024 samples (1024 x 16 bits x 2 channels) generated via
44.1KHz of sampling frequency by way of compressing audio data into
approximately one tenth the original size. Each SU corresponds to
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which a single cluster conprises 42 units of SU, it is pdsBetanbar@0e4«press

approxi mately one second off sound with a single cluster. The nunber of

parts for constituting an individual track is affected by the size of added

data. Inasnuch as the nunmber of parts is determined by the nunber after

renovi ng the header méél c nane, and fhe data- containing additive data
froma si RGOPFOBIHEKELYs gemsecen |Y]iaoﬁﬁf1@t‘hlsley0@é‘(ﬂ¥5@lbf awnlliata single

11§ zod. TRiE b (R RIRd b aRhR, of Se3e Rl VRSP ST 2tA U SBbe t °

the. t rach hichhassingle @%Wnﬂs:onnpmestélmm qﬁ@Uertnqumsmblsl o bupeess

Rol at i ve PREAPKIRCHS: RErRRTIOTE souptl WAL o Meneis Varho Thepnomber of

char act er ipaets for tcbﬁ@tloutlﬁgmﬁlﬁldlﬁdlﬁal @%%kgfsahﬁ'éc@do njg ﬁhé)'%lier 8f“atdeFed[ 'p

poti on of nmusic tune di vidin uni t, nu

fourt h. g apo F@ﬁ@rﬂ%$£ﬁ%m ber of 1%1 teramined by emmdoeela;fte
F
R L e L

Meani ng: fram fa)rsmg‘& oblmc ngsul(ﬂIDEH ondition: tﬁﬁljgrm‘&adt fed taldmbduniatta

er_of U into one

by the nusaaeReb R o bl R R EERaER (e mitihgo be

(apprOX| matdized3nmseconds) four tines the normal duration of the SU..

Val ue: 000— v01d t tin From 0 x 01 to the end. of
nusi ¢ tun ‘ﬁl 1@?F5@ﬁ3§93 @ﬁhe%fz% QRQIFP@C:}S\BQW presamdnd dhentvack. NvL

and NM2 afMéide; ndEMo rray expressing
musi ¢ na éﬁé@?&n‘%gﬁﬁg& uncti on: %varl ég musi ¢ name
(st i Sede ey Fremsoc 6 to 0% 001FFFFF

* INX (2 bytes) (Option):
Meaning: Relative location of INDEX
Function: Pointer indicating the tip of characterized portion of 2 music
tune. Designates a position from the tip potion of a music tune by way of
dividing the unit number of SU into one fourth. This position corresponds
to such a duration (approximately 93mseconds) four times the normal
length of the SU.
Value' From 0 to 0 x FFFF (2 maximum of approximately 6084 sec.)
~ *XT (2 bytes) (Option):
Meaning: Time for reproducing INDEX
Function: Designates the time unit number of SU to be reproduced from
the foremost code specified by INX-nnn by the number divided into one
fourth. This corresponds to the time (approximately 93mseconds) four
times the normal duration of the SU..
Value: 0 x 0000 = Devoid of time setting effect
From 0 x 01 to the end of music tune 0 x FFFF (max. 6084 sec) 0

x FFFF

Next, music name domains NM1 and NM2 are described below.
* NM1:

Meaning: Character array expressing music names
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means of one-byte character code: Whenever term nating m@sbhecendee 200ata, it
Is essential that the termnating code (0 x 00) be witten inperatively.
Si ze shall be conputed fromthe termnating code. If no data is present,
it is essentlal that at |east a mninum of one byte of code 'rangl ng from
t he fore x. 0Q20 0 the uII cod 0 X 00) .be recor Value

Vari ous c %‘F W‘ﬁﬁy r@%ﬂ'ﬁ‘éﬁ

names Fungﬁem dfed r t apitmnd r'q:ééﬁ gpaL,
t wo- byt e ar act eracgkbey;t@ bﬁgir‘éc\}tg?”foedr%n nati ng nane a%ngﬁﬁg I'S egs}ei%

that ter 8 g dvdessemtielodhabe thei teeminatingacodel {0 S £6)sbal |wneten

NI @21?&5%63 Dt SBALCRE Combul R, the NeSATting shflerolf Ho

fO(fjem)_SI_th d?g%lﬁ?%beho ﬁhﬁt?vﬁteﬁltrzgdﬁldt%ﬁ(l&\t%): a mhﬁmmabf @ﬂét ; r(?lfé(ﬁib t
es e OSI.T1I O e a ri e

header . TREDEHE ﬁﬁmﬁt 2 der t?@%&ﬁtﬁ?@ e@t)ébOSLed@sar dedwhi ch

mai nly i nmﬁ@j | Vasiid ehsrfabpcodapted to securl ty and coy-controlling
data. FIG desi gnates the TRKI NF portion. Those data within the TRKINF

domai n ar & i bed bel ow in accordance with the order of arrangenent.

;Eﬁ/e( r1e1?er raﬁnﬁgﬁhﬁgac%%ﬁgrﬁg@%%%ﬁp%vﬁ ﬂ:daggvteh(raef erred

hi er ar chi Faindtipn't r dength-vatiable ﬁﬁ@&ﬁtﬂnihﬁﬁﬂwfmﬁ ﬁ@Ei@haﬂé@.O@by
i t

present o] It 7 1 designat.es, presence of the ke

o t
= 0 desi gfﬁ‘gpj%‘rtgb@gﬁ%ébggc? @S- keW}@rWVéﬂ' KEUBGHIRG Name Qﬁ’ﬁa,'ﬂti‘s @SSEP
present, ﬂ@;\t@tﬁim&tﬁlt_gﬂdod'@e (@t @M beWﬂﬂﬂéh RIRrat ] g"‘ iz gﬁg)@m Kgon) .

Val ue: Fr omOto ,_version B@/ Meani n
gener at i oﬁOWd ﬁ'pn%&h@ eraipaing cod Bde e wopLeEIteibey e2emtial

that at least a minimum of 2 byte codes be written ranging from the
foremost (0 x 0120) to the nuil code (0 x 00).
Value: Various character codes

The TRKINF begins with the fixed position (0 x 320) of the attnbute
header. The TRKINF (track data domain) comprises 80 bytes of data,
which mainly integrally controls data related to security and coy-controlling
data. FIG. 23 designates the TRKINF portion. Those data within the
TRKINF domain are described below in accordance with the order of
arrangement.

- * EKI (1 byte):

Meaning: Ciphering contents key provided by the above-referred enabling
key block (EKB) present in the above-referred hierarchical key tree
structure. EKI designates whether F (KEKn, Kcon) is present or not.
Function: bit 7=1 designates presence of the key E

bit 7=0 designates absence of the key E
When the condition “bit 7 = 0" is present, EKB_version shall be entered
without referring to R (KEKn, Kcon).
Value: From 0toOx FF
* EKB_version (4 bytes):
Meaning: Designates generation number of contents keys provided by the
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enabl i ng key bl ock (EKB) present in the above-referred higehedepdtictabokey
tree structure and/or al so designates file name of the enabling key tree
structure (EKB). Function: Designhates such an enabling key bl ock (EKB) for
acquiring proper contents keys prOV|ded by the enabling key structure

(EKLB) EpEeseé:’?h%BLﬁ% h?‘cghl er@;ﬁbcal .tr e%structg%fgﬁéevibggr%g&gén&fkgge%
for ol PhabeosiRaehuo Bl algét&em ﬁfef‘s e 802 bE tRePBRABANDY LAy ShRpage

key (Kstm of mory card. Funct Ci p erirng ¢ ata
Val ue: Frsiwgtum FFFFFFFFFFFFFFF * E (KEKn, Kcon) (8 bytes): Meaning:

he- data | SOEHARE T ddeRRRRRE Sttt MBS B TR GRRES b abRufhing”®" ©

enabl i ng theper aitehtxBeys lm@‘?fded bytﬁh% ahavbng dsr sedicthiie (EK‘B’)' ﬁftlsemy

tree struct Funciijo abl e for ciphering contents data Value: FromO
to 0.x Fﬂﬁﬁg}q:bﬁflaﬁf ﬂf’ﬁ-Tk*eYér PERUGtYIre( 8 pytes): Meaning: Val ue for
checki ng ViR d: anp&e r[gt opy righted data: Function: A value generated

fromthe gontents ura ity of the above-referred TRKINF data
i ncl udi ng éKﬂlm;J Da} Shytestber of contents data and al so from conceal ed

sequence NimniRe PR tihrFRIGE R SRS bl BF GERERER A eotenti o
recor der damag azp]ada}eemé datd wc@hﬁrﬁd b}t)ﬁlstmﬁﬁ Eep(Kstitdife itrﬁerh@?fi
conceal e hand, recorder conpatible w th copy
rights Iﬁ%ﬂﬁ%? gﬁ°ﬂ§§@@£ﬂﬁ%rlan appl i cati on program
capabl e Vﬁldeea@‘ﬁﬂn@ WWFEWFWFEFFFFFFESS to the conceal ed donmain.
’;}A f);r ?)s/t ?ﬂ‘c@&ﬁiﬁtcﬁw é ribut Seof47par ts Function: Designates data insi del
Meaning: Data comprising such contents keys for ciphering each contents
data, where the data is ciphered by a key ciphering key (KEKn) provided by
the enabling key block (EKB) present in the above referred hierarchical key
tree structure.
Function: Usable for ciphering contents data
Value: From 0 to 0 x FFFFFFFEFEFFFFEF
* C_MAC [n] (8 bytes):
Meaning: Value for checking the tampering with copy-righted data:
Function: A value generated from the contents of a plurality of the
~ above-referred TRKINF data including the accumulation number of
contents data and also from concealed sequence number. The term
concealed sequence number corresponds to those sequence numbers
recorded in a concealed domain of a memory card. Such a recorder
mcapable of safeguarding copy-rights are unable to read the concealed
domain. On the other hand, such a recorder compatible with copy rights
and such a personal computer loaded with an application program capable
of reading a memory card can gain access to the concealed domain.
* A (1 byte):
Meaning: Attribute of parts
Function: Designates data inside of parts such as compressed mode
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9 Decenber 2004 Value: Referring to FIG 24, details are gpsssmbedobel ow. A
special joint node is prescribed as "nonaural” node, in which N=0, 1 of
nonaur al signal conprises bit 7 as binary code 1 and sub signal as O,
whereas main signal solely conprises (L + R) signal conponents. Such data
be ignored by a conventional reproduction

correspongj to_bit 2, 1

appar altous g@_ 8R§ifh g&é &4 debarls ape eleseribedikalo@V OFF dat a of

enphasi s, e | i ng
Fepr oduct | on. SPEdoR RIS thESeaHER 4t Aol AR A =1
di stincti dbrof monetiral signalscorhprisasfhit s as llnnadytc@d@Ohwnd? sob digdiad asdet a
0 onn WBste RS, (258} Tolehy R BePiad L flouh T shimal sahgtestian: Sach
By way of W | [ n S a
conformn I 5 Chitb Mo apki esdtgﬁ%t ch
a node vafdﬂté@ %%gggﬁd%gat ﬁ%sgitt ﬁ%ieel bﬁf}&s}p 45&59@2?5;' % bghe nﬂj
desi gnat eXCR layappagaiushen utilizing a 64MB nenory card), dat a
transfer rate, g e 0 m)de

i ncl udi ng n'onaurgp d(}wﬂé %b&fi §Et1gﬁ{lk%)A %é@ﬁi‘%ﬁ%h@ﬁgﬁﬁ% &j

(N = g) hereas obitsul cmm1Me$ggs}1mién@ ﬂ}gta madeglgnmde wh@ﬂ%é::%/tl@@n or
LP node, es for node,, an €s or
Ho mode. Sporiicton SKIP HREE oy Bonphldaprpanction sede; NBIL 1 cobshbatan ng
to the abdyex distecAdRAGh Jtherdaorasabad 2bﬁ:.1¢rﬂ§ SRich Z{até\%iﬂﬁgﬁismgw nermr y

is entered while t|||2|n 64 Menor card for exa

card cont ?F%OBQ e%d@&?éuc carmygi at@fOISth% ﬁamtbgateie

the SP no t

un|Gt of SB co e;bgg({lgﬂblftﬁng()%@%llgﬁbanésécon ccor %Iygeé%(?‘#)bdr(ﬂ&@k
correspo bn(ln!gzw C% 88 presapbed- More pﬁﬁﬁcuhﬂmdN deSigmatast es.

ST e oe T
restrictiveldd desigronesi gicoading tieatitthéhn &mﬂlzmgcszresm Sii (cRirHY, S
Lo 0 PN Y e e T Slimher of ST et biock ' Félgﬁohmﬁgsﬁn {rpacks
mode including monaural (N =0, 1), LP (N = 2), SP (N = 4), EX (N = 5), and
HQN="7). Aunitof SU contains 136 bytes for monaural mode, 192 bytes
for LP mode, 304 bytes for SP mode, 384 bytes for EX mode, and 512 bytes
for HQ mode. Further, “dual” mode (N = 0) and “joint” mode (N = 1)
conforming to the above-cited ATRAC-3 is designated by the bit 7.
Assume that SP mode is entered while utilizing a 64MB memory
~ card for example. The 64MB memory card contains 3968 blocks. Since a
unit of SU comprises 304 bytes, when the SP mode is entered, a total of 53
SU units are present per block. A unit of SU corresponds to (1024/44100)
seconds. Accordingly, each block corresponds to (1024/44100) x 53 x (3968 -
16) = 4863 seconds = 81 minutes. On the other hand, the data transfer
rate is computed as follows.
(44100/1024) x 304 x 8 = 104737 bps
* LT (1 byte):
Meaning: Reproduction restrictive flag (comprising bits 6 and 7) and
security versions (bits 5 to )
Function: Designates provision of restrictive terms imposed on tracks
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48 9 Decenber 2004 Value: Bit 7: 0 = no restriction 1= r @ashédihbed?00S
present Bit 6: O = within effective term1 = effective termexpires Bit 5
to bit O: security version = 0 If security version code is not O,

reproduction is inhibited. * FNo (2 bytes): Meaning: The initially

recor ded k. n Thi s val ue.specifies siti.on of the value for
conput i ngvﬁiﬁeregbtrﬁedol WP HESAREeR| od TGRSR &1‘6@ i3 DERFAIMY card. Val ue:
From0 to O« 1901311;4@0)0 MavidRin SR plvepind 10 RURSRAMEEbRGIEPEr 8 bytes
and | ower 8 byt Sglcta’i t@gm ng: Serial nunber of security b provi ded for

a recording ap Hirc t SQSritioversign & ©f er ent proper val ues per
recordi ng pg%ﬁﬁf%y§ FFFFFFFFFFFFFFFFFFF
*  CONNUM §4 te ) ’ﬁ@lﬁ?ﬁ%e":%m %Qp{mﬁg{{gnﬁﬂiﬁg@%hunber Function: A
proper va JNad2 aked per musi c tune This value is control | ed by the
security ck. rov ed.f n |nd| recor di.n arat A total of
4.2 bill |Mg Eﬁ]@s a?%c a %'%FI? o [REE 2 ol ?'EBJ HEe ©Be
nusi ¢ t unPSSltMai gthéralud f@pc&dpxﬁﬁgﬁﬁ@ réecotdd i the cbﬂc@%!eﬁsélo%a% e
i

(Option): aning: Date and time of comencing reproduction of tra
are restf}2INOBIQAY G8&Pr oducti on Function: Date and time at which

comrencengnl,of | fied by EMD i s approved Val ue: Identical
to the abovejﬁf%‘?r ggggpseioia%fm * YNDhns - E (4ytes) (Option):

Meani ng R4 -nfhrt (élrﬁTby’ais cumpeising ugpipers bités and doweir Gbyptess
Rl S, BT 0 Bt G Botadh 6 30

apparatus
Function: Totally different proper values per recording apparatus
Value: From 0 to 0 x FFFFFFFFFFFFFFFFFFFFFFFFFFFFFFER
* CONNUM (4 bytes):
Meaning: Contents data accumulated number |
Function: A proper value accumulated per music tune. This value is
controlled by the security block provided for an individual recording
apparatus. A total of 4.2 billion music tunes (232 are prepared for
identifying the recorded music tunes.
Value: From 0 to 0 x FFFFFFFF
*YMDhms - S (4 bytes) (Option):

" Meaning: Date and time of commencing reproduction of tracks which are
restrictive of reproduction
Function: Date and time at which commencement of reproduction
specified by EMD is approved
Value: Identical to the above-referred date and time
*YMDhms - E (4ytes) (Option):
Meaning: Date and time of terminating reproduction of tracks which are
restrictive of reproduction
Function: Date and time at which approval for reproduction specified by
EMD is terminated
Value: Identical to the above-referred data and time.
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Val ue: ldentical to the above-referred data and tine. 49 9Dpeerabded002004 *
XCC (1 byte): Meaning: Expanded portion of CC (copy control) described
bel ow Function: Control of copy * CT (1 byte) (Option): Meaning: Rounds of
reproduction Function: Actually reproducible rounds against the total
rounds appf @@'(15 - pl ementing reproduction. The rounds are subject to
decr ease &j repr diction. Value: 0 x 00 to O x FF Wen the approved

aa

r epr oduct ngidsEapended poretoruof CC &dbpst caltirol) tecridledehdlswnul | (0 x
00). V\henfph tblt 7 ~0f ﬁcﬁ |fnd| cates 1 and the CT val ue indicates 00,
reproductio Fuo Iilnhpﬁm “8B¥1byte): Meaning: Copy Control Function:
Cont r ol oveCTc(qmyﬁ@,g @m{dﬂ)t on Value: As shown in FIG 25, bits 6 and 7

jointly di\ﬁ' ghat e aE@ controlling data, bits 4 and 5 jointly designate
a copy co ﬁéﬂmgrg vadsofirepsaduction gh- speed di gital copyi ng operation,

R g e e I A

fol | ow nngl\/\hmplemdniznggrepmdmcﬁoand The deumdsodee Jéulﬁ@@lf o e&edr@ﬂ@é | B €

copyi ng ogg g r{h data code 01 inhibits copying operation; and data code
00 approv p %{Hﬁ operatlon for one round. Wen utilizing bits 2 and 3,

SEER o e AWt it ol i )
?Iotptsl (Zjn?nql\%}a%%hé@%opyl %gﬁ%%ﬁ%%ggt %%éjrr?gglc&ﬁ)% eﬂ%g%g(NHi( éh?gtpgéd Seri al
Copy Mana em Function: Distinction between one-round copyi ng and
' ndefini t{7Lod0dS  Copy Control
Function: Control over copying operation _
Value: As shown in FIG. 25, bits 6 and 7 jointly designate a copy
controlling data, bits 4 and 5 jointly designate a copy controlling data
related to high-speed digital copying operation, and bits 2 and 3 jointly
designate security block authentication level. Bits O and 1 are not vet
defined. '
Copy controlling operation comprises the following: When utilizing
bits 6 and 7, data code 11 approves indefinite copying operatiorns data code
01 inhibits copying operation; and data code 00 approves copying operation
~ for one round. When utilizing bits 2 and 3, data code 00 enables recording
from an analog input or a digital input; and data code 0 designates MG
authentication level. In the case of digital recording via a CD, bits 6 and 7
correspond to the former function 00, and bits 2 and 3 corresponds to the
latter 00 function.
* CN (1 byte) (Option):
Meaning: Copying approved rounds in the HSCMS (High- speed Serial
Copy Management System
Function: Distinction between one-round copying and indefinite rounds
copying is expanded to designate the approvable copying rounds. The
approved copying rounds are solely effective for the first copying generation
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copying is expanded to designate the approvabl e copyi ng roopsssabeflze04
approved copying rounds are solely effective for the first copying
generation 50 9 Decenber 2004 and subject to decrease per round of copying
operation. Value: 00 = copying is inhibited. From 0l to Ox FE desi gnates
rounds of opyi.ng operation, and O x FF designates indefinite rounds. In
successi oandgsubjeckidectease mesaroutet kf dop@ngomenatii®KI NF, such a 24-byte

data initi L freM ts1.gaall ed +he p - main, PRTINK fo
controll i%ﬂlggrtge V\ggﬁ c g)Sog‘li%: . é‘il ngP%mt @Ltct@ (gﬁa@ g%swtﬁﬁiw of

Par L on Corresganl ng o the BRI - Bora [ o S te roRbdsfce! BT XE donmi
portion corresponding to : ails of data jn the omai n
are described B35 %lﬁ%c?Bm@n%}éOW?ﬁ ecrﬁ‘éééﬁ%lﬁgé@a amm T’}E)MEECM
bytes): Ne8AiHg: I L ng r ' i ugdj t he
fol | ow ng; i b}?;grﬁiafsé gp?)ﬂ\}lé%efd W t(rplpii l??? Qsﬁ?{cﬁ]égﬁp%}gﬁ 35&?5 rdaé;té) gb%?aé%‘n ng

SU 1. byt eP péor cankyollingd pegtsii nithey Gmpesimgwi single tradk byith @t he
et g 8 SR A e S P g
codes ar edesigma¢ds thempditioh carespondingtsshe PTPERVREYDe8atly bfdhta Yaameng:
edi {1 ng pPOERSF By aral dRrbea cbelovs Apedocortamse. Wit il 1atanged
FFFFFFFFRGFIEEFF  * CONNUMO (4 bytes): Meaning: An initially generated key
for char stk TSI2E Uohyiaats data val ue: 1dentical to the valde of the
initial VMé?nﬁfgy Parithgaccumul at ed '
Function: Designate parts size including the following: cluster is provided
with 2 bytes {the uppermost rank); Starting SU 1 byte (an upper rank)
and terminating SU is provided with 1 byte (the lowest rank).
Value: Cluster: From 1 to 0 x 1F40 (8000)
Starting SU:  From 0 to 0 x A0 (160)
Terminating SU: From 0 to 0 x A0 (160)
Note that the SU codes are counted from 0, 1, 2, ... upwards.
* PRTKEY (8 bytes):
Meaning: Value for ciphering parts
Function: Initial value =0
When entering an editing process, editing rule must be
observed.
Value: From 0 to 0 x FFFFFFFFFFFFFFFF
* CONNUMO (4 bytes):
Meaning: An initially generated key for designating accumulated number
of contents data
Function: Role of ID for characterizing contents data
Value' Identical to the value of the initial value key of the accumulated
contents data number.
Refer again to FIG. 21. As shown in FIG. 21, the attribute header of
the ATRAC-3 data file contains an additive data INFE The additive data
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contents data nunber. Refer again to FIG 21. As shown i 9 Bédambat 200dhe
attri bute header of the ATRAC-3 data file contains an additive data | NF.
The additive data 51 9 Decenber 2004 INF relates to tracks, which has a
vari abl e I ength and acconpani es the header. Dependi ng on cases, a

luralit I (. ffer - additive da e al jgned. Each of the
P o1 Ve HRE, Tellth o Bk SIS’ & Srariabl, Tl ohd TGP i the
L ae Ty U G amsas, 1 DIMulie oo pte R IR obat v e
of The ab@ots roRg: bealiensic. Fiael frthe addstive,datie wBeded sl and &
attri bute dgie [ : ' d ck.
Dat a usedd _gari'l: eaChAﬁ%éc}Ev%fl é{i‘%@t%t?a dgts gﬂﬁhlgebag?le%%g@g?i gglgllhbr%e%wﬁ *
BLKI D - ABDnimwykefs}6 byisandgonBisiskafduet a uimit Ehattdoarbleyshsdnteger of

| denti fyi forenost of the ATRAC-3 data Value: Fixed value = "A3D'
(For . exa ) "41334420) * MCODE. (2 bytes): Meaning: Manufacturer's

tuﬁde Fungt i on: D&tﬁod‘f%h?mh. ‘dualtéﬂ?élbé Yofi ﬂ@d ftaiHo)Me' %f@ﬁfwd_ V@I‘Rﬂﬂ-gsdaweﬁm@b'dt

e pro el o €. appar at us us or recording . . _Upper its

desi gnat efoﬁi%’g%%&n%#%mf@rr ,ubﬁhgﬁédﬂ-t gheman maﬁfés 2de8ihpadess

th d | - \ iAbTi rated
C,B1OFL oTHIR ool oINS PRI T IRALY 0 g

nunber for designating_accunulated f or
char act er are Agsebedmedowlat a. Even when being edited, the value renains

unaf f ect ed pvVatree: ical xto the value of the initial-value key of the
contents %%Jr%ura#g’gf%h%’?)' * BLOCK SERI AL (4 bytes): Meaning: Seri al

nunbers aleshing:i Bloekdd&ilg Flacks
Function: Value for identifying the foremost of the ATRAC-3 data
Value: Fixed value =“A3D” (For example, 0 x 41334420)
* MCODE (2 bytes):
Meaning: Manufacturer’s code 7
Function: A code for discernibly identifying manufacturer’s name and the
product model of the apparatus used for recording
Value: Upper 10 bits designates the manufacturer’s code, whereas the
lower 6 bits designates the product model code.
* CONNUMO (4 bytes):
Meaning: Initially generated number for designating accumulated
~ contents data |

Function: Role of ID for characterizing contents data. Even when being
edited, the value remains unaffected.

Value: Identical to the value of the initial'value key of the contents
accumulated number.

* BLOCK SERIAL (4 bytes):

Meaning: Serial numbers added to individual tracks

Function: Serial number at the tip block begins with 0. Serial number
for the next block is counted up by +1. Even when being edited, the value
remains unaffected.

Value: From 0 to 0 x FFFFFFEF
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Function: Serial nunber at the tip block begins with 0. $ebPécambeuibed for
the next block is counted up by +1. Even when being edited, the val ue
remai ns unaffected. Value: FromO to O x FFFFFFFF 52 9 Decenber 2004 *
BLOCK SEED (8 bytes): Meaning: A key for ciphering one bl ock Function: The

initial bl security block of a corresponding recording

appar at us ;ﬁhgmbéﬁﬁﬁzgmérglts The ensuing block is counted up by

+1. |If thi 2 generated for about one second
RedatilR (R ey dor AR oriploRR

correspondi n , _an 1dentical value is witten to the

header an¥urigiorearhie tinptial bdock enabded the ksdoyirityubloek of-aecormbepondingg

edited, t : ILns. unaffected. Value: 8;.byte rapndomdigits.at,the
initial s?%éfahﬁgl %ﬁ%%ﬂsﬁ)cﬁ?%@%ﬁqrﬂﬁl%m égﬁmmaﬁﬁﬁgenﬁﬁ%mbﬁk Bl ue
necessar ycoenterl pipehy rd. adfl tHECVahSS I9bst bo sahadear BE genedattRAG Sboial @
Me per bl ock Functjon: The initial blo li egin th 0, "whereas_the )

fol | ow ngoaﬁo%@@mi COrsasponkang; taiqne ia réa%is\ﬁwﬁ,e appndentieal alugsis su.
In the cagg- j ri | t 1 r [ ty f a
i vi ded by e, fi L BRAGEE ARIC e RRos? paifir of LHRE K IR Ubie
utili zed. Erearwhesnbeisigredited, thedyaluecrambims naafiiectedinaf f ect ed.  Val ue:

FromO t FF, EFERFEFRF . * nnn;, . ning: Data of sound unit
Funct i on?‘%ﬁ% cgﬁ’%%@&bm Mﬁ?ﬁ%ﬁﬂﬁ%&fs endi ng on the conpression

node, t he* I INFIFA IIZATION VEBCTORABIBgesEven when being edited, the value
remai ns upaffected., For .exanple, when SP mpde i§ entered, N corresponds to
384 byt esMQPa‘PJE@‘ Wu@ﬁt@%%%swg?‘?ﬁ mgt&nai d@cmg&mg ridnet o

t he Strucébbﬁeﬁ'@fé&@eﬁwﬁﬁﬁc-?ﬁa' @PPﬁi‘,k'\' = 384, a total of 42 SU are
witten in a block. A pair of forenost slots

. arr 64 bytes) of each bl ock
const it ut Funshigsy. TFhetimitial Blkck- beginsveatie, 0, the following block

utilizes the finally ciphered 8-byte value of the last SU. In the case of
ciphering or decoding data at an intermediate portion of a divided block, the
last 8-byte immediately before the initial SU is utilized. Even when being
edited, the value remains unaffected.
Value: From O to 0 x FFFFFFFFFFFFFFEFR
* SU-nnn¢
Meaning: Data of sound unit
Function: Data compressed from 1024 samples. Depending on the
~ compression mode, the number of output bytes varies. Even when being

edited, the value remains unaffected. For example, when SP mode is
entered, N corresponds to 384 bytes.
Value: Value of the data of the ATRAC-3 data file

According to the structure shown in FIG. 21, inasmuch as N = 384, a
total of 42 SU are written in a block. A pair of foremost slots (4 bytes) of
each block constitute header. Further, BLKID-A3D, Mcode, CONNUMO,
and BLOCK SERIAL are written by double in the last one block (2 bytes).
Accordingly, surplus domain M-byte of each block comprises 16,384 - 384 x
42 - 16 x 3 = 208 bytes. As mentioned earlier, an 8-byte BLOCK SEED is
recorded in the surplus domain M-byte by double.

As will be described later on, data stored in a flash memory 34 is
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and BLOCK SERIAL are witten by double in the |ast one bl%BRrcgmbdna06d) .
Accordi ngly, surplus domain Mbyte of each block conprises 16,384 - 384 x
42 - 16 x 3 = 208 bytes. As nentioned earlier, an 8-byte BLOCK SEED is
recorded in the surplus domain Mbyte by double. As will be described Iat er

' . ' 2004 d
cont or m t SRt TareREOLRREY ¥isooi ALRACREREE e Cemmocsberarhe.
conpr i ses cangresgedinuhniiSoripeedi aglasunthednis SEPT OAMeEF P ggfp%ﬁéﬂs 5200
read data fro a storage deV| §§Q300 (g;inl mum readabl e unit ‘responds to

the soundBRGOUSSIORaDET r13|p$@§'§ge davaceoﬁﬁﬁclnlﬂﬁmmrrlock
0 e
ot her thageshghRbang g@%@ %ﬂdé%@s ailiGatei o - ditic08atd Ty sk Pe

seed data is generate ng ran

of "generati
[ Fl ash nef@wpressed ofini G@Eﬁﬁlnfemg@]t ojif 1:3va tlaalg mgbmvegretﬁﬂdc{ aﬁfﬂl‘mwlae 35
trol 15l N ata into and reading data ou rom a
?ng[]on:ng%éﬁé?%ﬁgpr&ﬁé gf a reproduction appar atus shown in FIG 15
i s described bBlovk sdbé deenrieduticrabe dpRawa Eéﬁ’doﬁ{) e3eS

t he follomqg%: a main controlling nodul & a COﬂgﬂnl cat n mterfcﬁg &iew ce
|

42, a con ng nodul e 43, an editing nDduIe 44, a conpression/ el ongation

modul e, a sp Qéh‘iﬁgh?(ﬂ@ c?ﬂ:%]ﬁx% MRIIE"S and an Al D converter 48.

[ Main contr ol |ng no I'n contr Illng nodul e 41 integrally
control s procedbes flash memayi egntiadlingpooodals 3% appérals usp@fitions for

E?&f?éémﬁtﬁ@"iﬂtﬁ&%aﬁﬁ%ﬁg eyt G0 Palasb BAPOTE O & memory uni
61, a key gen@omtstmg:tmd dfeyr atdprbdattionopgRiraeis Uﬁ%éwﬁz ma&q@ua% is
aut henticgtio ci pher,ing. and decoding unit, 64, and a
control | i Q}ﬁ‘??&%@ic’ k@e rpduction: ABPAY B mﬂﬁhd&mmpmmesng
5 e e A A .
whose i nn&g, #eaBELp mpduiedd m&ntﬁéhtlmg module 44, a compression/elongation
module, a speaker unit 46, a D/A converter 47 and an A/D converter 48,
[Main controlling module 41]
The main controlling module 41 integrally controls processes for
operating the reproduction apparatus 200.
[Controlling module 43]
As shown in FIG. 15, the controlling module 43 comprises the
following: a random digit generating unit 60, a memory unit 61, a key
‘ generating and key-arithmetic operation unit 62, a mutual authentication
unit 63, a ciphering and decoding unit 64, and a controlling unit 65. Like
another controlling module 33, the controlling module 43 itself consists of a
single-chip multiple-layer laminated integrated circuit which is exclusively
operable for ciphering processes, whose inner memory cell is sandwiched by
dummy layers made from aluminum. Further, the controlling module 43
contains narrow-width operating voltage or operating frequency, and yet, it
also incorporates tamperproof capability to prevent all the data from
improperly being read by external source. On receipt of an instruction to
generate random digits, the random-digit generating unit 60 generates
64-bit (8 byte) random digits. The memory unit 61 stores a variety of data
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dummy | ayers made from al umi num Further, the controlling® Reekmeerf£804
contains narroww dth operating voltage or operating frequency, and yet, it
al so incorporates tanper-proof capability to prevent all the data from

i mproperly being read by external source. On receipt of an instruction to

t kgl h d di,git. ti it 60 t

8- bi t ?g*%@ﬂ%ﬁg‘f%%éﬁ%@%éﬁ%@eﬁw WRFOCESD. Stores a variety of data
54 9 Decenb 4 | 1 i [ ' j
way of ex Em?m %ﬁ?ﬂ?ﬁ Fanen At @eheObE LMo (HIBARSSthSY
| SO | EC97S$ gﬁﬁgt h of&HdImetict wpatatian dvempte forhexample, the
v . el . . _ t o
vari oty ofH Rttty Aid RSP aURRRE BRIoh RRPTE Fiitated A wide
gener at i nyauity ©f key|dats DES fhescolbssl dfy gEhBEafidB X@v2 dagal hehe' ek

Shor N _ aEavie . . f
compat er g8 aRalng s ¢E uBHRARORES neSiantied b IRES BUR daid B the cBlock

execut es aiphamnag algofibleni Pcati on process with the nenory unit 300.

Further, in ad anca of Eﬁefﬁ:ﬁ? i ng, audi o, data fromthe storage device 300,
the nutual autBeffVE&RES vegms | aiylioxdata dapatniitaml aacomgniter atd en

process w r i . 1.N engourse .of executing a
nut ual \é\ﬁ%({lrg rgfer ggﬁcg nggg’oggés/ éﬁ ﬁ'P ﬁgp r%&%l&é#@éPlﬁgn%ap go#?f%t?s 63 I%Pg%af
execut es Méhenbigablonepracess Wb bhé rhemtary aptr 300 onFuthef iecidiatmeyt ual -
aut henti catl Qo4 h dat toreed in the storage device O are utilized.
Furt her, %}ééz}g]\}la%cggql ex@%@r‘hgi @“\ nﬁf]? a‘%ﬂr%%@pdfe"é?e au?g]%a dden mutual
per sonal euthehticatiof onitaBdtdies execatnph wAaHL %tﬁ@ﬁtieati%nngfcv&rsﬁ with

service | ipne, the nutual aythentication. unit 63 al so exchanges nutua
aut hent i ct\ﬁ? SHoRAgR deyge péb@o nfEﬁ‘ uilr thocoyirse nef expewtiper somanitual

el oL | Vel y e e R Ao FER B R 5 Blackttlte they .

ci pheri ng? ggg*@pk@rgai tl@@ﬁ(ﬁ;exgmh@setle gipshrationg pr dies sffeGiudteos enumndss

prescri begubhehtiBatibn, thess' R 'SIHIE TRHHY stidoc®evice 300 arve utilized.
Further, in advance of exchanging input and output of audio data with a
personal computer 100 or another personal computer 100 on a network
service line, the mutual authentication unit 63 also exchanges mutual
authentication with said personal computer 100 or the other personal
computer 100 on a network service line.

‘ As mentioned above, by way of selectively utilizing the ECB or CBC

mode prescribed by FIPS PUB 81, the ciphering/decoding unit 64 executes
a ciphering process.

Of those modes prescribed by FIPS81, the ciphering/decoding unit 64
selectively decodes the ECB and CBC modes. When decoding the CBC
mode, by applying a 56-bit key data “k” for example, the ciphering/decoding
unit 64 decodes a ciphered letter by way of processing ciphered blocks
comprising 64 bits as a dealing unit before eventually generating a plain
letter.

The above-referred controlling unit 65 integrally controls functional
operations executed by the random digit generating unit 60, memory unit

. 61, key-generating/key arithmetic operation unit 62, mutua) authentication
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sel ectively decodes the ECB and CBC nodes. Wen decodi ng ? RecaBer 2006de, by
applying a 56-bit key data "k" for exanple, the ciphering/decoding unit 64
decodes a ciphered letter by way of processing ciphered bl ocks conprising

64 bits as a dealing unit before eventually generating a plain letter. The

above-ref . C rel li.ng unit, .65 i.ntegral controls functional
oper at i ong{rgggéufggg% (Elﬁge%@ﬁ? gt‘%@&ré‘{-ati ng unit 60, nenory unit
61, key- gener[aEﬂitgﬁggyO@lﬂetzt@et ic operation unit 62, nutual authentication

55 9 Decenber 2004 unit. 6 nd t he ciphering/decoding unit 64. [Editing
modul e 44] As é%é@ho‘fvﬁmél@d@ dor example, based bmwamaperstingiingtruction

i nstructi f s L& 4 sedj t,s ack, dat,a. fil es, stored
nthe f 1 ogm ﬁeﬁ%@%s%d%?% ﬁ@@g@%g‘é&gﬁ itg%cgéiii%@{e@o§t°§@ﬁe%f~h%§h€@w
track dat &emorgsi34 ofdiner stesbga/ ddvdog B0 whmeblye sdhdr 4idhe HARPIA kWIS

repr oduci ﬂ $uch an audi o data decoded froma ciphered condition I nput
fromthe Sto ‘age device 300 for exanple, the conpression/elongation nodule

45 initially [lomgatesionhdongatipanendiylg 45pudi o data conpressed by the
ATRAC- 3 data file format and then delivers™ the elongated audio data to the

D/ A converter &P XaIARLY, WigBnrepradugng such an audio ddds ddoodet froamaa
CD, a DVDgj p t l.Nn oye sto epdevi ce 0,,,the
conpr essi gln%?lggg‘g{n?%{r}%n% lle 4?0%0%%? eéstggggeh%e%?r g@goﬁ% SFanRley tha a
based on epmpAERROnEldngativon modulerats inRiAllyoskaigatesiihe Borte¥piding
convertin L Qi -format _aydi o, dat ceived, framt he .
conpr essi %ﬁgﬁ%ﬁfﬁ@%@@?’%ﬁ’aﬂ@ Fﬁf’ d&gﬁ‘%@é aéF%ﬁeéiﬂﬁmtm@,th@ﬁed@ﬂ%rs
convertert patesl hdiddAtaomy th ' 0 hFip36-
[ Speaker unit 461 'I(:ﬁe %eaker u&it %?éﬁ%ﬂ?%ﬂ%ﬁgﬂ sgﬁfﬁﬁgé%%#ﬁg to
anal og  abdfld AhER "P\ﬁfﬁ as gt emyan(ddna dPVE), ar a perdredrocenpetertfto
the above storage device 300, the compression/elongation module 45

compresses the corresponding audio data based on the ATRAC-3 data file
format.

[D/A converter 47]

By way of converting digital-format audio data received from the
compression/elongation unit 45 into analog-format audio data, the D/A
converter 47 outputs the D/A converted audio data to the speaker unit 486.

{Speaker unit 46]
‘ The speaker unit 46 outputs audio sound corresponding to analog
audio data input from the D/A converter 47.
[A/D converter 48] |

For example, by way of converting analog-format audio data input
from a CD player into digital format, the A/D converter 48 outputs the A/D
converted audio data to the compression/elongation module 45.

[Memory 49]

The memory 49 itself consists of an E2PROM (i.e., a flash memory for
example), which internally stores those key data including the
above-referred enabling key block (EKB) or device key blocks generated via
the (EKB) and device ID as a device identifying element.

[Process for storing contents data in a storage device and process for
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For exanple, by way of converting anal og-fornmat audi o dateDédepiter 2604m a CD.
pl ayer into digital format, the A/D converter 48 outputs the AID converted
audio data to the conpression/elongation nodule 45. [Menory 49] The nenory
49 itself consists of an E2PROM (i.e., a flash nmenory for exanple), which

internally stores those key data including the above-referred enabling key
bl ock (EK%?PW&MW%F&@ténerat ed via the (EKB) and device ID as
a devi ce i dent it | BN [ Nt S |
st orage devi ceca%@%ﬁgc_ess %roer E%&?é%tﬁeé?%%&%@gﬁgg‘@t& %gﬁ%‘%%t@%%&% S
dat a] Conthat starage dewicshidGeshmarneim Fhe. r Bpr odlonereiehppar procesandor t he
st orage dey] S I.n. Fl 15, ncr et el . process for rodugi ng
contents %?g%ﬁ%h&%%)ﬁgsdu@%aon%p Gt E%pl%%mi . aEPﬁ{ﬂ“EuaSnegﬁ ¥k age
of the cosheniltaeius storage &f tbd cormonts datafint tiie fHM agenRYi 38 F0hd S
executed. [n addltlon,d%@process for repraoducing the contents”data bélway
eMige

of transntNAEY dayige 1§ CFRCHERLf | I35 A y agarasess tiae repye

300 to th ﬁ§“5%? VRAEP o

recordi ng%gfr}g&? epro ug.?n cgfr‘l?fealr%t?ss@@%tﬂag F%ﬁé@fﬁ%@tﬁgg}i %é/}v?ﬁli—(?é@gy 30%/0f
referringthe sﬁoraga,\dmce%ﬂamqthmr@pmdmion apparanes200 os exeeatzddi ng
contents data 0 r cti-on apparatus 200 to the. flash ,nempry, 34
of the stor age&r&%tgc%éggi 3%%@&%%‘8‘? Eﬁ%ﬂﬁﬁu?lﬁlga‘iﬂ}&ﬁ @@tgﬁﬁfqeﬁ?gﬁ:’ed
contents Belew. i Bitstabyyrefétitngaprodlrtdlont sipananFIG0QRrHetRRCEESFGUE

devi ce 300 respectively executg a nutual = guthentication process shown_in
t he proce&€f ge‘ﬁ”&?é@%)&&?ﬁa %an)gﬁe nelp@paggtleasawaaty%zeﬂtt@athe flash
aut hent i cahé b ; =2, by applying a
comon- key %@S’rﬁ%ﬁ%ﬁ@ﬁgﬂﬁﬁ%ﬁeob@%gﬁ% ?ﬁ{%g% “as the common- key
ci phering formin afvence 28, shiftingocoutents rdata, himitizdly, ndye ategrodeiction

) L1 2o s 00 Sy PRI R RS S8 NSl WD il
and t hen sudhenticatiome pracetenstogint SnRthansroeessielf steteB2701 nind ®2702. (b)

(05,0 { e 00 SEeLaleel e lRapT hedicotes, IR ATLL AL, e

ISOMEC 9798-2 by applying a common-key ciphering format. Although

DES is utilized as the common-key ciphering format in FIG. 29, any format

other than DES may also be utilized insofar as the common-key ciphering

format is practicable. Referring to FIG. 29, initially, unit B generates

64-bit random digits Rb and then transmits the random digits Rb and a

self-identifying code ID (b) to a unit A. On receipt of the transmitted codes,

" the unit A newly generates 64-bit random digits, and then, based on the

CBC mode of the DES, the unit A serially ciphers the received data in order

of Ra, Rb, and ID (b) by applying a ciphering key (Kab), and finally returns

the ciphered data to the unit B. The ciphering key (Kab) is individually

stored in the corresponding recording elements as the secret key in common

with the units A and B. In the ciphering process with the ciphering key

(Kab) utilizing the CBC mode of DES format for example, the initial value

and the random digits Ra are treated with an exclusive OR process. Next,

both values are ciphered via the DES ciphering unit by applying the

ciphering key (Kab) whereby generates a ciphered letter E1. Next, the

ciphered letter El and the above random digits Rb are treated with an
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CBC node of the DES, the unit A serially ciphers the recea Destntlai2004 order
of Ra, Rb, and ID (b) by applying a ciphering key (Kab), and finally
returns the ciphered data to the unit B. The ciphering key (Kab) is
individually stored in the correspondlng recordlng el enents as the secret

. " ;

ci pher | ng REWSVRIR Biades: nbferde episinBaretb iSRS o nngtt rl?eﬁfa?%@é“mpﬁg 9 he

pr oceas. V%ﬁe&%&hﬁ% T p%é‘@‘f*‘r 2R PRy BPQing, O SRS

appl yi ng ) dpgexerate reg l@@@@})}m@ dpfteydhdr at es a ci phered IettertElj
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Further . e STRREREAR) 65Ymebs U g Ciaiog et o demerabed vimacibhazing

OR procesgrobesphisihg ﬁ}igemgﬁ‘érﬁi ngl Kgib)nlt generates a transm ssible data
(Token- AB) by ans of a % q_éred etter EBGﬁenerat ed via a ciphering
0 gt

process using I’ﬁcﬁﬂ@? yatrabhe onit dBedpeodss the rreaved rthtuﬁm

h
e otor ea SPPIFEE Ak WihelticARRLVIRY (RBES WIRh i%ﬁ»#@ﬂeéeiveresé%&“' 5
recei ved decerding ébamdnts vasg tﬂiegsagnzmomlsesrapd«:@escTP@te(tg(l;%bt@wndﬁwsis

au | |

(Kapy ' Do il ”erﬂma S LT dheBRaY b el (i piharpd; ﬁ-;%er
degodﬁd bElalmﬂe'(tcthad | " are hfggﬂggn*\fmﬁtw lhga@&g@ggs% %I%epr ocess
ggneﬁateechgﬁg nfe@ i\fe)ﬁb hq:lchﬂlt'lﬂlgﬁ tlebten dhdrisd desoded by mpplpngdh
appl yi ng h@%héh%i&%ﬁﬁi Eéy TR ab)! b%he o WREbded *}S%gﬁcaﬁr%‘éhg% @%@@eﬁﬁe& -

decoded | tter E2 ar treate usrve Process

(b). Next Hloaire kroeatedewitih antexo&ilaslaTeF@R Bhocessdolger(drate 'randem idigitsiRib.

ocess | u he resul t ant and ID
proeess | IRARSULES nERE o 38 1 S HORHS5AE RS Gt
Only V\henkebr (KabhciNext; e Heetlwerled d@tﬁdaﬁd \thei (ﬁé@fétedt Retah B2 Bre treated
authenti cat, &tk érrf e &seivg rbft ﬁroccgéé Oennésrattg fﬁ?b) Next, of those resultant

data Ra, Rb, and ID (b), a verification process is executed to check to see
whether the resultant data Rb and ID (b) precisely coincide with the data
transmitted from the unit B or not. Only when the coincidence between
both is verified, the unit B authenticates that the unit A corresponds to the

- verified proper one.

Next, by applying random digits, the unit B generates a session key
(Kses) usable after effecting the authentication process. Next, by applying
the authentication key (Kab) via the CBC mode of the DES format, the unit
serially ciphers the random digits Rb and Ra, and the session key (Kses)
before returning them to the unit A.

On receipt of the above ciphered random digits and the session key;
the unit B decodes the received ciphered data with the authentication key
Kab based on the decoding method identical to that is applied to the
decoding process executed by the unit B. Of those resultant data
comprising random digits Rb, Ra, and the session key (Kses), the unit A
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verified proper one. Next, by applying randomdigits, the Deidmb2rgeosr ates
a session key (Kses) usable after effecting the authentication process.
Next, by applying the authentication key (Kab) via the CBC node of the DES
format, the unit serially ciphers the randomdigits Rb and Ra, and the

session k Kses bef.ore returning themto the upit, A, On receipt of the
above ci p%éﬁeéﬁa?%ﬁd%%?ﬁ%ﬁl% Wﬁ%gos‘ﬁ?gkow Reg ,Wﬁﬁﬂéel’uﬁh@ IBSklE@gﬁedat&le
recei ved ®RlpheidkeRdekactly &b i ' :

decodi ng lcg) od ident??(g}y b?i)ﬂc?%%ﬁ ?dgq;g%p %%%ﬁ%ﬁéttégg)éggﬁ‘%g“%?é@@%
execut ed ewihien the croinstdencee shetveean ddhem cimpvésfisg, r thelomrdt giA s

Rb, Ra, a | ni;t. ,A,58 9 cenber 2004 e ut es
a verifi cgﬁtg%:léﬁégi @?ﬁ%ﬁ%ﬁ@ﬁgﬁ@gﬁg@ﬁgp ti}?evgggﬁﬁt%f)eﬁ%' d
Ra exact | ynubiially deuthdriticaténg atoaber thivs proped dne,t i Wabbioh Keyn(Kses)OM Y
when t he iaci dence,bet ween th%r%’ii verified, the it A aut P{ent_i cates

t hat - t he iufzeé{ ¢t r'eSp SRENIOR ¢ %?iﬁxwtmg)p@n%% tial (eommmumication
aut hent i cguibsgqiienbeo the MRSl a ntidgiggssi on key (Kses) is utilized as
t he common key_for executing confidential conmmunication subsequent to the

mut ual aut hent ilBaiheopveninfimeaeasance ormistrepmaayeare ddtentednanthe averse

detect ed | . . RAINY e r i v data, ,it,is so defined
that nut ugle aut ﬁen%ljtzlgtxf%fﬁny%gaﬁé’e% %{]g%{eﬁ-befﬁh@féﬂwlt‘@]r Hi“ﬁﬁﬁngﬂgaﬁm
rel at ed phasebsen.dismisbed, winneby srenirBain ﬂi@‘tﬂ@l&iit@dt ﬁoéés@%.hal[ﬁtrl]{e'”m
above fai |.S._desi e as ."No". ,When the_ nutua ut hentii cati on has
been effebgé%segdsﬁep\r%g?a%’rﬁ}oﬁ‘én 1By Qwehagt, dhepabove falure 19 dlesignatest ed,
in which ghéNproducti on apparatus 200 executes a process for generating

a contents keyv&gcon . This process _ is executed by the above-referred. key
gener at i ng/ key ¥¥ 8Tt e et wenuthenticafiion dzash peappeffectpated dSWedi gn tthe

2Te 1. ReYSSE S LTS, Htopl SPTHR Ciflebn®t N HHEH, Y eodUBHOw o
execut ed. appazatuk S0M exacEaSKEKprowss) fars gererting da ontentokesi (lebhhg  a
contents gy ( 5%89éssbyisape%le3@u%gdab%zi PG Qﬂoxl;ee%efeﬁ&, aegu éeegerz{tl%n r(]e;
arithmetic operation unit 62 by applying random digits generated by the
above-referred random digit generating unit 60 shown in FIG. 15.
Next, step S2705 is entered, in which those serial processes are
executed. First, key data E (KEK, Kcon) is generated by way of ciphering
a contents key (Kcon) by applying a ciphering key (KEK) acquired from the
enabling key block (EKB). Secondly, the contents key (Kcon) is ciphered by
~ applying the session key (Kses) generated via there-above authentication
process, whereby generating a key data E (Kses, Kcon), which is then
transrnitted to a memory card for constituting the above storage device
300.
Next, step 52706 is entered, in which the storage device 300 acquires
the contents key (Kcon) by way of decoding the above key data E (Kses,
Kecon) received from the reproduction apparatus 200 by applying the
session key (Kses). Next, the contents key (Kcon) is ciphered by a storage
key (Kstm) previously stored in the storage device 300, whereby generating

a key data E (Kstm, Kcon), which is then transmitted to the reproduction
apparatus 200.

59



enabl i ng key block (EKB). Secondly, the contents key (KcohbesainksrgReded by
appl ying the session key (Kses) generated via there-above authentication
process, whereby generating a key data E (Kses, Kcon), which is then
transmtted to a nenory card for constituting the above storage device

300. Next, st 7 | : ' i ch ith t devi 30 '

the contents Koy Kggznig%m@g sothidairhgrinb. 315808 Yhe, Faxidora iR °°
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ot her key ); WY omthe storage.deyice 300 in_the
pr ecedi ngﬂg‘%‘g‘?’)ﬂgé@ H?Eéﬂgéér%gﬁgh@%%‘bgbﬁt IR gm@@-%i@t eard
data donaB@0TRKINF for constituting the data file shown in FIG 21. After
formatting thesgdata fil e formatted data file is transmtted to the
st or age devidcsgl\%ﬁ;inﬁ]t"ip Egég’()(; 13 RNteRed: Inswaicksthegsioragat dedge (meuturyh

t he st or agerdle800estiorBsihe 0 ‘ e figle,.
received fromthe ?epr oduct ifg%hgg%%g@gthsﬁﬁ %?gl\%%%résﬁlﬁgﬁﬁwduggon
virtue of 2PRarase e oxmgélash meagoghown in FIGS 21 and 23, it is SO

dat Z”?iﬂ%‘? :)rggs{jﬁé%ﬁ g}gfwﬁ_ﬁé?‘g AeBEp RS, 8T P el 2piate
Eicgﬂ)eri n%%%lzt@agg% eacgili regaf?g;m %tﬁkenztgfhi@%ga%r%? ock ?IPEKB) ; angp%%]ﬁe

ot her ci phel R Gf(é‘_go% oW mE Kelam cx st eentend lkase dagarkent s
key (Kcor(KEK,dfpby) mehicheisstptaged<@ynt (hbnomiss W) KSERS ?gréﬁi’]ﬁﬁrﬁéi g

storage dgvi ce,300. Lt i 0 possible to execute a process

musi ¢ dat PeFPhering key Spgcaiaiped irany the lepalding kepdlobk (EHBEmMsdkey
(Kcon) astHetkey ciphered contents key data E (Kstm, Kcon) ciphered from the

contents key (Kcon) by applying the storage key (Kstm) previously stored in
the storage device 300.

It is also possible to execute a process for ciphering music data and
picture data by way of directly utilizing the contents key (Kcon) as the key
for ciphering contents data. Further, it is also possible to initially generate

_ those ciphering keys by classifying them into parts unit or block units based
on the data related to generation of the contents keys and other keys on the
individual basis to enable the key ciphering process to be executed per unit
of parts and per block.

In the reproduction process utilizing the above-described data file, it
is possible to acquire the contents key (Kcon) by way of selectively applying
either of the ciphering key data E (KEK, Kcon) and the other ciphering key
data E (Kstm, Kcon).

Next, referring to the flowchart shown in FIG. 30, the process for
reading data stored in the flash memory 34 of the storage device 300
executed by the reproduction apparatus 200, in other words, the case of
executing the reproduction process, is described below.
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for ciphering contents data. Further, it is al so possibl & b&dniber badd vy
generate those ciphering keys by classifying theminto parts unit or bl ock
units based on the data related to generation of the contents keys and

ot her keys on the |nd|V|duaI basis to enable t he key ci phering process to

be executed p t Sj’ggt (ga er. bl In thedzu producti on pracess
- utilizing the tHEt » LRIL1G Y» ‘the Céqubaﬁﬁaﬁﬁ@és 200
t ent
contents kay ﬁi@@ﬁ@ra@é d@&ic@fBOﬂefe%?ebt’%ﬁfe eRebutd ggggﬁg gkt{l&ﬁq COH;'{' ng

key data E (KEK, Kcon) and the oth ]np ri &g2
Next, refB¥edesy eayreseonding taustep @) in Hhepsanes wapms weadi ng

data stor S t or.a e 00 ecut ed b
t he repr g%‘{lﬁgﬁﬂg[g]{?gl%a%@ Oﬂo%%:h%&ﬁ eé}ﬁ?/%h gjﬁ%g se éflé
r epr oduct anthemticatien hasdesan | disthibebdWNe 9s Déesighbeited 0R# 38290893 Of

shifting dat initiall the .re duction apparatus 200 and the st or age
devi ce 30W%roi%8§8?ers@8ﬁ B termipa E@Fg nmut ual aut hentication process

correspondin d §t2%9¥t e y MBstedP usl.y
done v!oa hegf%ﬁgﬁé ’E‘g‘&%‘% 2 %éﬁlweﬁégggeénﬁt Sgﬁc aut ﬁlergte?récégt ?lg
has been ¢3$lﬂiﬂ§§ Ity mbep a32 8@&, gHtapedZ2Pi4siepnteead) in whidle theostrsge are
dos! gnat caPTC oI eyl (R eBBBIASS AP A B0 reprSEhehe utmus™
Czig\él c(e_Jn 3090&)! aﬁhnref (ierllptlgf sheddthdiledtha répi‘@iﬁa?uéﬂﬂ@p@ﬁ@ﬁﬁ%b@@ggﬁge@k@%{lét ;J?]
r 0 e raducti o ar.a checks the
track dat Bnc&ﬁ‘ %ﬁ@@d&t@q ‘15?% SR EHer |1é§m3 @Cﬁ‘éﬁﬂﬁﬁat@t ate
of the cof ghies c&ﬁﬂeﬁﬂécg&%r (Riten) StpfiagCstotbice. pr’!l?‘h?@ﬁ;gfd&%@é “&nhBRs_the

reproduction ar at us to |dent|fy whet the contents key, 1.e
ci pher i ngraigy {:J@rEappaKatwa: SR, t igdatinfse vilyetthex Eplcenteigﬁskkgy,(K{EK)the

Tttt divar kel
Kcon) canatsiiredrby fthedehgbling ey dloeK EEKB:de rﬁctuaﬂyhstm'edcm theardekni n
wnon the GtphaPRIAnRIGINE G fte Plessie b difishis ot aherket faa ® (REK ™
Kcon) can be identified by the data [EKI] present in the track data domain
TRKINF in the data file described earlier in reference to FIGs 21 and 283.
When the ciphering key data E (KEK, Kcon) is stored in the track
data domain TRKINF (‘Yes” as designated in step S2906), step S2907 is
entered to acquire the ciphering key (KEK) via operation of the enabling
key block (EKB), and then, based on the acquired ciphering key (KEK), the
~ ciphering key data E (KEK, Kccon) is decoded, whereby acquiring a
contents key (Kcon).
Conversely, when the ciphering key data E (KEK, Kcon) is not stored
in the track data domain TRKINF (“No” as designated in step S2906), step
S2908 is entered, in which, by applying a storage key (Kstm), the
controlling module 33 of the storage device 300 decodes the ciphering key
data E (Kstm, Kcon) ciphered by the storage key (Kstm) previously stored
in the storage device 300. Further, the controlling module 33 generates a
data E (Kses, Kcon) ciphered by means of the session key (Kses)
communized by the reproduction apparatus 200 and the storage device 300
in the course of the above mutual authentication process, and then
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data domain TRKINF ("Yes" as designated in step S2906), stepcsign2004

entered to acquire the ciphering key (KEK) via operation of the enabling
key block (EKB), and then, based on the acquired ciphering key (KEW the
ci phering key data E (KEK, Kccon) is decoded, whereby acquiring a contents

Ki $ KEK, Kcon) is not
L T S e el MU, (o e

step S2908 is Igﬁﬂérséﬁp Wﬁ%@r@@y%bﬂ'ﬂs? eat‘eﬂl‘@ ag‘@on@pp(aﬁmm)s 2(?(0165
er

data £ (KebooRed e ddtp Ko tKr“ﬁ%?é?%%? B REC topeel BUBR 408,

in the st @RRYFREl @éesmnkay m]:ecacqummghlge nﬁﬂmz?;ﬁa&)@g@@ m’rﬁfn 2ed

t i on ses

by the fopr odudyPEh %sﬁ?%?ﬂ@blé@%?%ﬁ%df o WicheBie Gbebdberiants dRta s e

of the abaeeotdutiuey applpi theldntentotRys(Kand) hogniRa %EDEH@% Seh .

transmts at a e reproduction apparat us 200. step S

ent er ed, mf%sméﬁgbgoductlon appar atus 200 decodes the data (Eses
Lon key

Kcon rece LYEda‘?:éﬁi?%.ﬁgn?ﬂe AR, S Satits Koy, BRI el dinagss seiutivn

entered, as ampenlttafendhling the meprmiln(ﬂzlmappaxatm@QOOdﬂ dBCod@ﬁiéhzelgﬂég)td ]2

contents (B e e i A i B (el i i (K0 T Buerason of

result of thnabaiborvg el bl g OlﬁthBMkaﬁEECB) UsSr ZQ%)Ka%rgﬁdg)g; ?g%gg%ﬁgf e

ove_ci
Shove enabiergtREiIad dropsepased at dbeedata e%fclm@iad #3y1ke s d
e S previously
2{ g(r:gzlsl lroliéfK%gn‘QIpﬁegg)e&sgg\%F&ée&%ﬁgﬂﬁ%ﬁ rgrer(}ges@&?oraggeco)dll ng nusi c data and
picture data i pEeress oy degp mgusmedmandtplcknpe dxcans etcaoutecbibyng

For  decodl il s ihElcpREaRY Ry 53%5@? AhPffhihe Meb B A% shié gl e Bifine

unit or pepnidnbsk dahat b&lb@m;a’tﬂely; thVpd@tadsbyfcﬁed@eadjﬁ@ rAudRC dditAIakey
per parts p'f%eodat%eﬁlagrl QB8 i tecuted per parts unit or per block unit by way of
individually generating a decoding key per parts unit or per block unit
based on the contents key and data related to generation of other keys in
correspondence with parts or blocks respectively constituting contents data.
[Format of the (EKB) for storing (KEK)]
A summarized format of the enabling key block (EKB) was previously
* described by referring to FIG. 6. The following description refers to such a
concrete example of preserving the key ciphering key (KEK) via storage in
the enabling key block (EKB).
FIG. 31 exemplifies a structure of a data file for approving
distribution of key, where the data file corresponds to the (EKB) comprising
data of the ciphering key (KEK) stored in the enabling key block (EKB). A
relevant device (corresponding to a reproduction apparatus) extracts the
key ciphering key (KEK) from the above data file as required, and then
decodes ciphering key data E (KEK, Kcon) via the ciphering key (KEK),
whereby acquiring the contents key (Kcon) before eventually decoding
contents data. Details of applicable data are described below.
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based on the contents key and data rel ated to generati on 9Decdnfitesr 2B84s i n
correspondence with parts or bl ocks respectively constituting contents

data. [Format of the (EKB) for storing (KEK)] A summarized format of the
enabl i ng key bl ock (EKB) was previously described by referring to FIG 6.

The fol | ol B KIHS KB (Ap%?ers to such a concrete exanple of preserving
the key cipheri.n rage in the enabling key bl ock (EKB).
FIG 31 e g esﬁi(éé ﬁlgﬁ

a data file for approving distribution

of key, d 0 t hSL.n data_of

t he ci pherl ng %ﬁﬁ %E%ﬂg%ggogd{q%@gﬂgn }g‘? fég é@?ﬁ ?%gﬁg %%% ?ﬁlﬂ Ot%gf@(/ant

devi ce (c dnng to a reproduction appar at us) extracts the key

ci phering (K rom t he data fil r and then decodes

ci phering aﬁﬁ(%é ﬁ@t’@—m@y&‘g?ﬁ@%@ ﬁggg@@%@E wher eby

acqui ring #Eﬁj@@Ee{gttgztgg)y (Kcon) before event uaI | y decodi ng contents

data: Det MI s of apﬂa caple data are described below. 62 9 Decenber 2004 *
)=

BLKI D- E10 ‘{\&2BjRgs lh@ersatml D FI LE 1D Function: A value for

d f

o el B ity N e
Meani ng: Wu&med 03me|m1ﬁnmgﬁa¢a | dentifies manufacturer' s narre and
th d f .t f d 10
oi s ( Vg AEEr S1oer Db E IR Bt etReL s cBeh Teavin s (ot modebno,

Link file |IDK(Fmat|on Functi on: Identlfles a linked file conprising such a

contents ta to whi ey Ci pherl ng key (KEK) acquired via the (EKB)
is appli cigﬁﬁm%l ueﬁu'@{if? rmatmny 7 1 = Applied to the reproduction

control I'i Muhdthen{ PREERes® Fnliel ﬂl%tco?ﬁﬁﬂsﬁ‘i'g such a contents data to which
the key ciphering key (KEK) acquired via the (EKB) is applicable. |
Value: 0toOx FF
Bit 70 1 =Applied to the reproduction controlling file (PBLIST)
' 0 = Not yet applied
bit 6° 1 =Applied to the tempering checking value (ICV)
0 = Not yet used
b1t 510 0: Reserved
* LINK COUNT:
Meaning: Link count
Function: The number of linked file (For example, ATRAC-3 data file)
Value: 0to 0x FFFFFFFF
* VERSION:
Meaning: Version
Function: Designates version of the key distribution approval data file
Value: 0to 0x FFFFFFFF
* RA:
Meaning: Encryption Algorithm
Function' Designates algorithm for tracing the key distribution approval
data file
Value: OtoOx FF
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bit 6: 1= Applied to the tenpering checking value (I1CV) DDecaxery8f4used
bit 5to 0: Reserved * LINK COUNT: Meaning: Link count Function: The
nunber of |inked Me (For exanple, ATRAC-3 data file) Value: 0 to 0 x
FFFFFFFF * VERSI ON: Meani ng: Ver SI on Functlon Desi gnates version of the

key distributi onQ@RPRAYRK: dg 51? @eg FFFFFFFF * FA:
Meani ng: Encryptjon ﬁrlthm unctlon S|gna XY gorithmfor tracing

the key distribu®l rovifrocdasmm&mg]idDES hode O x FF 63 9 Decenber
2004 00h: 3 S mpdes 0l1h:.DES; .Pracess .via a
si ngl e DES md%?ﬁfﬁ?}:elsg%g &édmmgc%?% eﬁtmpr%ébaﬁozéﬂﬂ%ﬁ@fzﬂkhﬂmg)f
ci pher i ngkeksywhenbas ehs stiglesSDRS e ddESutibiges dt ik I&eiph %'k%yc' phering
key. *KEK*@I{/&am ng: Key Encrypting Key Functio cont key

ci phering phered by the root key (correspondlng to the uppernost

rank) anmoMedigge napgé Bh R K:% (EKB). Value: 0 to 0 x FFFFFFFFFFFFFFFF
* KEK 2: anlng Ke Enc ti n% gy Function: A contents key ciphering key

ci pher ed BYNCKON 0otAk egntenter rkwr)omphegln@ kéye _cipheredsby ahe ®Risen&elhe
enabl i ng @r@ﬁﬁm@@) thev%f.'i'ﬁermos ra F'éﬁfgrfg i }{:eFEeFIIl:abhng key block
(EKB).
Value: 0to0Ox FFFFFFFFFFFFFFEF
* KEK 2:
Meaning: Key Encrypting Key
Function: A contents key ciphering key ciphered by the root key
{corresponding to the uppermost rank) among the enabling key block
(EKB).
Value: 0 to 0 x FFFFFFFFFFREFFRR
* E (VERSION):
Meaning: Encrypted Version
Function: A version number ciphered by the root key (corresponding to the
uppermost rank) among the enabling key block (EKB). The lower 4 bytes
during the decoding process are reserved.
Value: 0 to 0x FFFFFFFFFFFFRFFR
- * SIZE OF TAG PART:
Meaning: Size of tag part
Function: Size (byte) of tag portion of data constituting the key
distribution approval data file
Value: 0 to 0x FFFFFEFFR
*SIZE OF KEY PART:
Meaning: Size of key part
Function:  Size (byte) of key portion of data constituting the key
distribution approval data file
Value: 0 to 0 x FFFFFFFF
* SIZE OF SIGN PART:
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* E (VERSION): Meaning: Encrypted Version Function: A ver$Péeembenidos

ci phered by the root key (corresponding to the uppernpst rank) among the
enabling key block (EKB). The lower 4 bytes during the decoding process
are reserved. Value: 0 to 0 x FFFFFFFFFFFFFFFF * SI ZE OF TAG PART:

ze ta@]zp tsignpeirton: Size (byte) of tag portion of data
e noig Eﬁfl n,approval data file Value: 0 to 0 Xx

Kk riQutio
Eggﬁ}:;:}:l;t 'Fﬂ.(r:'@the ey B}ﬂi@ qle sigmgPoBtion ©f Id@ﬁapa:onsﬁgutnngorthe&ml
tituting the key distribution approva
(Dyte) of dlfﬁl’tﬁﬁ’ﬁiéh%g);ﬂfwggﬁ%ﬁg@ * Sl Z% CF Sl GKI PART: 64 9 Decenber 2004

| ue
(Ig/ggﬁl ];1|g| e§y gof O4pghx g FFEIIET on: Size (byte) of sign portion of data
constitutmp di stribution approval data file Value: 0 to 0 x
FFFFFFFF %‘?GP‘%@ Meani ng: Tag part Function: Data corresponding to tag
portion olVemheng offfdg pati ng the key distribution approval data file

Al I val ue n case of than 8 bytes, 0 is used to nake it to be.
?S/alb;t? es. M@P : al\?é’é’?ﬁ%@ndzw baftagawmmmmf @aten constitatingdting ley key

portion Oﬂlsiﬁkﬁlt‘i&[‘ﬁbpw&él”&aﬁghﬁlé@y di stribution approval data file
value: Al a}l/l?eu All values
In case of less than 8 bytes, 0 is used to make it to be 8 bytes.

* KEY PART:
Meaning: key part
Function: Data corresponding to key portion of data constituting the key
distribution approval data file
Value: All values
* SIGNATURE PART:
Meaning: Signature part
Function: Data corréSpondm;g to signature portion of data constituting the
key distribution approval data file

As shown in FIG. 31 and comprehensible from the above description,
the data file containing distribution approved key data provided for the
corresponding device stores the data LKF for identifying a specific link file

" comprising such contents data to which the key ciphering key (KEK)
acquired from the above-referred data file is applicable. In addition, the
above data file also stores the data Link Count designating the number of
files being linked (for example, the ATRAC-3 data file). By way of
referring to the above data LKF and Link Count, it is possible for the
reproduction apparatus to identify whether such a data requiring
application of the key ciphering key (KEK) acquired from the above key
distribution approval data file is actually present or not, and yet, also
possible to identify the number of this data.
(Decoding and reproduction of data using link data]
FIG. 32 exemplifies a data storage domain of the storage device 300,
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* SI GNATURE PART: Meaning: Signature part Function: Dat® Baueheep0od ng to -

signature portion of data constituting the Kkey distribution approval data
file As shown in FIG 31 and conprehensible fromthe above description,
the data file containing distribution approved key data provided for the

f
PPl o Conopotely, 8 ekinple bhehe Mta M StBrod HATHS HalH CRRES, 34 Of (HRY
acqui red $togagertedpe i eflEi(r.e32 @aledyfexempbﬁaﬁm straistaere bfi aaditetiony, of he

FiTes bei BiPt ﬁﬁgﬁ(@s?éi@ééﬁfﬂﬁ@%ﬁﬁe%&%ﬁ ABE WBnidag e o

ref er ri ngdivectdys 1d;ﬂ€&e€fiidsL| nk Count, it is possible for the
reproduction rat us t den fy vvhet er such aEg&Fa requiring
appl i cation of e rasiedagar i WRcdi r tH’éCf&Wét%ya

gl):ts[lblbgtéxg Oggﬁwoﬁﬁbﬁtﬁn%er o?Biglsggc#ﬂd Br}?ﬁ ng a repro%td]?@on of

data usin elFIbhe Sorage davidd 860aakbat stos‘esrmphmaddm of ehabhag

Fi e St or B (HoPRe (FREY %nﬁﬁ'ﬁﬁéazc%%ﬁﬁe”& oo ATRAT Y ofa BleclRel) °

ngI ely exrdmit uﬁef$@}ffam®m : Reyli bleko(EKBn) ffoghaéqdﬁhm yahdpééifiat a.
wever | IS al,SO0 a e e S Ir
picture fOBENtIETaRP “@El@awon%ee@w%ngw%wﬂemﬁpé éa%%&"ﬁéai}bes@

d |
files ”&B‘)"H@"Eﬁlﬁ’ﬁﬂ@ 35 obb ShoRA S B 01161 Bnl S%ha?t“%* k@% “ﬁ%@
enabllng utibizedifor C(Jél@ plupaliit unmsba f hbel ATRAKE &'D}ue

]Sy A ST i A s A T

shpwn i n thesLifR, Conat (detavel akeyldikiriblitidreappabiandate filblcoekssH | S

' thi s cubthé Shgie 2eadvad asblinakey 5@0@%@%@%@2%& o data s stored in

the Link COUNF@@E a3gf @s@aﬁé‘sﬂar | o RArEPRESMMirdat orMl GHJICBSRA dRd
decoding and reproducing a contents data from a storage device 300
consisting of a memory ‘card which stores a plurality of contents data files
and a plurality of enabling key blocks (EKB) shown in FIG. 32. |

Those serial processes are executed by a reproduction apparatus 200
when the memory card as the storage device is loaded in the reproduction
apparatus 200 or when power-supply source of the reproduction apparatus

- 200 loaded with the memory card is turned ON.

Initially, when step S3201 is entered, the reproduction apparatus 200
reads track data of individual (EKB) files and then checks the “Link Count”
data. Next, the reproduction apparatus 200 selects such (EKB) files
corresponding to a predetermined number [n] in order of those (EKB) files
with a greater number of the Link Count data. Te unit number [n]
corresponds to the unit number storable in a predetermined memory
domain of the reproduction apparatus, i.e., the unit number storable in the
domain which preserves the key ciphering key (KEK) in storage.

Next, step S3202 is entered, in which the selected (EKB) files are
processed, and then, the reproduction apparatus 200 acquires a plurality
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to the above referred enabling key block (EKB-1) 3101. FI9e@3Inhkei0fhat es a
fl owchart describing serial processes for decoding and reproducing a
contents data froma storage device 300 consisting of a nmenory -card which
stores a plurality of contents data files and a plurality of enabling key

bl ocks ( EK®yrrespending M [3R of Thes %@e&iﬁezﬁgcgéféf(@memﬁ%he O%1R
repr oducti on aratus_200 when_the nenpry card as the 'Storage devi celt s
| oaded i nSﬁ@%ﬁb%&ﬁ@@@@ﬁ%%ﬁmﬂmﬁ)amaﬁaﬂed-mmhé&:egommg@‘
the repr O%%MOW?@W‘%C@%%@%%%% the menory card is turned ON

Initially, when_ste n ‘eproducti on apparatus 200

reads track datNexsf stepiB82084s epEER,fin whichndhe hepredection tHpparki-ak ogount '
data. Ne t ( ducti t 20 t h (EKB) fi

cor r esponGPIRSES Pt dBRLRR A et PRpIIch Tt clecoded: it TepraayCed. os
with a gr¥dhen thehesxtobtdS32mk iSoupterdal %heT?ggfbau%e%@tus 200

corresponds to.the unit nynber storable in a predeterm
of the refiydates &ﬁ%@ﬁrét%@ﬁd@@rmm@ keytcipbeving keyr @EK) applieable

o, AP AR o Ul IS AR U SV U 050 P

t hen, theoreapetoddéithenkepmiphening deya@iiies acbhallgl piascd® 9 BhecRANT
tored i nC o btParP7ER T ercar 15 W hCeard d Akt sRegoninEbey
dormi n of (KEK), ¢he adpesdactionpppairisug 200 dddesy ipREPhd dal FeOERK "

I ch thereproduction apparatus 200 selects such a tonterits data tha
shoul d be&@%o@&& Ty 85HBHESed. contrnts thay. neithen ¢hesnert step 688808 ds t he
E?BLZ?FE;QEZ%@?EE‘%@ gt O OR" DR 4200, JEGPah AR EEREHER dhes
data is aeemigmig dataylaﬂapplmng tharacqnlllzrenbtzonténﬁ]heykgy ci phering key (KEK)
based on the corine SR ANElo S b siderenit s Hhe SVpaF dis thokey
socadesapteitg byl conbcantul e RIER 2,008tk
decodes a#dnpiéﬁfq}ggcl@saﬁm sgrep e§|32(5 <1as en re%, n whiclf%he reproduction

apparatus 200 identifies whether the contents key ciphered by the storage
key, ie., the ciphering data E (Kstm, Kcon) is actually present or not. If it
is present, then, step S3207 is entered, in which the ciphering data E (Kstm
Kcon) is decoded to enable the reproduction apparatus 200 to acquire the
contents key, whereby proceeding to step $3209, in which, the reproduction

- apparatus 200 decodes and reproduces contents data by applying the
acquired contents key.

If it is identified that the ciphering data E (Kstm, Kcon) is absent
while step 53206 is underway, the reproduction apparatus 200 acquires a
proper enabling key block (EKB) to be applied to the contents data that
should be decoded from the storage device 300, and then decodes the
acquired enabling key block (EKB) to secure the key ciphering key (KEK).
The reproduction apparatus 200 further decodes the ciphering data E
(KEK, Kcon) whereby acquiring the contents key. When step S3209 is
entered, the reproduction apparatus 200 decodes and reproduces the
contents data by applying the acquired contents key.

bl
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contents data by applying the acquired content key. Wil @ bdenRegeost ep
53206 is underway, in the event that the key ciphering key (KEK)
applicable to the decoding of the selected contents data is not stored in
the RAM step 53206 is entered, in which the reproduction apparatus 200
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above-refﬁéfo%g enabling key blocks (EKB), it is so arranged hat suc

The method of executing a mutual authentication process via
utilization of the common-key-applied ciphering format in accordance with
the ISO/IEC 9798-2 standard was described earlier by referring to FIG. 29.
Prior to execution of data transmission and reception, in order to confirm
and verify the rightness of the corresponding devices and parties, such

- mutual authentication processes are executed. . In the actual
authentication process, data is transmitted and received between the
corresponding devices. For example, the reproduction apparatus and the
storage device communize an authenticating key (Kab). The common key
(Kab) is distributed to the corresponding reproduction apparatus by way of
utilizing the above-referred enabling key blocks (EKB).

FIGs 34 and 35 respectively exemplify a system for distributing a
common authenticating key Ikn to a plurality of devices via the enabling
key blocks (EKB). FIG. 34 exemplifies such a case in which a decodable
authenticating key Ikn is distributed to devices 0, 1, 2, and 3. FIG. 35
exemplifies such a case in which a decodable authenticating key Ikn is
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On the other hand, FIG. 35 exemplifies such a case in which, based
on a judgment for defining that the device 3 is revoked as a result of the
key~leakage for example, such an enabling key block (EKB) solely
decodable by the remaining devices 0, 1, and 2 is generated and then
distributed to each of these devices 0, 1, and 2. In this case, such an
+ enabling key block (EKB) (a) and such a data comprising an authenticating
key Ikn (b) ciphered with the node key (K () 00) shown in FIG. 35 are
respectively distributed to those devices 0, 1, and 2.
Decoding sequence is shown to the right of FIG. 35. Initially, using
leaf-keys or node keys drawn out of the received enabling key blocks (EKB),
the devices 0, 1, and 2 respectively acquire a updated node key (K (t) 00) by
way of decoding their own leafkeys or node keys. Next, by way of
decoding the updated node key (K (t) 00), these devices 0, 1, and 2,
respectively acquire an authenticating key Ikn.
Even when receiving an identical (EKB) data, other devices 4, 5, 6, ...
for example are respectively unable to acquire the updated node key (K ()
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meking it possible to eventually acquire the authenticati$Dekaybdri2004Even
when receiving an identical enabling key block (EKB), other devices 4, 5,
6, 7, ... are respectively unable to acquire such a node key K (t) 00
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the corresponding storage device, whereby making it practically impossible

to commit improper decoding of data.

Further, by way of utilizing transmission of the authenticating key
via the (EKB) applied processes, it is also possible to properly control
storage and reproduction of data against any recording medium other than

- the memory card such as a hard disc loaded in the reproduction apparatus
for example.

As described earlier by referring to FIGs 28 to 30, in order to execute
the processes for recording and reproducing contents data by applying a
storage device , mutual authentication processes are duly executed. As a
result, on condition that the mutual authentication has duly been
effectuated, recording and reproduction of relevant data are properly
executed. The mutual authentication processes are effectively
implemented between those storage device s such as memory cards
compatible with the mutual authentication process. On the other hand, in
the course of storing and recording data into and from such memory means
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recording and reproducing data by applying a virtual memory card.
Initially, the corresponding reproduction apparatus executes a mutual
authentication process between a virtual memory card loaded therein.
When step S3502 is entered, the reproduction apparatus identifies whether
the mutual authentication has been effectuated or not. Next, on condition
- that the mutual authentication has been implemented, step S3503 is
entered, in which recording and reproduction of data are executed by
applying such a hard disc, a CD-R, or a DVD devoid of the authenticating
function.

While step S3502 is underway, if it is identified that the mutual
authentication has resulted in failure, neither recording nor reproduction of
data utilizing a hard disc, or a CD-R, or a DVD devoid of authenticating
function corresponding to step S3503 is executed.

The above-referred virtual memory card is previously loaded with an
authentication key described earlier by referring to FIG. 16. Further, it is

so arranged that the authentication key usable by the reproduction
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key block (EKB) for providing an authenticating key is solely decodable by
such a properly licensed data processing apparatus, whereas said enabling
key block (EKB) is not decodable by such an improper data processing
apparatus devoid of a proper license. This arrangement prevents such an
improper data processing apparatus from exchanging authentication with a

- virtual memory card loaded in the 1mproper data processing apparatus,
thus realizing such a license system capable of preventing such an
improper data processing apparatus from illegally utilizing contents data.
[Construction of Integrity Checking Value (ICV)]

Next, such a system for identifying the state of actually occurred
tampering with the contents data or absence of this condition is described
below. This process is effected to prevent the contents data from llegally
being tampered therewith via computation of integrity checking value
(ICV) in correspondence with the contents data.

For example, the integrity checking value for checking the act of
tampering with the contents data is computed by applying Hash function to
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output value I2 is added to the DES ciphering unit, which is then ciphered
by applying the ciphering key K1 before generating an output value E2.

These serial processes are then repeated until all the split messages are
ciphered. The finally output value EN constitutes the “message

 authentication code” MAC. To constitute the above messages, it is
allowable to utilize such partial data for constituting contents-related data
such as contents data and header data as the object of the above
authentication process.

By way of applying Hash function to the above-referred MAC value
for authenticating the message contents and also to the above referred key
(Kicv) for generating the integrity checking value ICV, the ICV value is
generated in order to check integrity of contents data. After comparison
between such an ICV value generated simultaneous with generation of
contents data verified free of the tampered act and another ICV value
newly generated based on the contents data, if an exactly identical ICV
value is generated, it verifies that there is no act of tampering with the
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desi gnates an exanple of the generation of the above referred MAC val ue
via utilization of the DES ciphering process. As shown in FIG 37, the
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stores a variety of data including picture data, game program data, or the
like under a variety of categories. In order to prevent these contents data
from illegally being tampered with, it is effective to individually generate
the above-referred integrity checking values ICV per category for storage.
Nevertheless, relative to the increased number of the contents data
stored in memory, it also involves such a difficulty to generate checking
values required for authentication based on proper contents data and also
store and control the checking values. In particular, in the case of updated
recording media with a greater storage capacity including such a memory
card incorporating flash memory, those contents data including music data,
picture data, program data, or the like under a variety of categories are
jointly stored in memory. Under such an environmental condition, it is
difficult to properly control processes for generating and storing the ICV
values, and identifying the act of tampering with contents data. When
generating such values for checking the whole data in storage, it
necessitates execution of such a process for generating checking values
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MAC val ues in accordance with an equati on shown bel ow. | @Qbecdffer CD£v, C
MAC [0111 C MAC[1] || CMAC[2] I~ ...) Initially, such an integrity
checki ng value I CV generated sinultaneous with generation of contents data
is stored. This ICV value is conpared to another |ICV val ue generated at
the time of checking integrity of contents data. If both val ues coincide
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treat the whol th t utabevol ne i ncreases
relative to el mgt%ﬁeﬁ*@@g@sgg %Bué‘ﬁ%&ata Store rage device  and
an example of the state of storing integrity checking values ICV
corresponding to those data. As shown here, directorv of music data stored
| in a flash memory of a memory card includes a plurality of the ATRAC-3
data files (A3D) each comprising ciphered contents data. In addition, a
. variety of contents data #1 to #n) belonging to a plurality of categories are
also stored in the flash memory. A plurality of categories include music

data, picture data, game programs, or the like for example. It is also
possible to control such similar picture data as an independent category as
another directory in correspondence with individual data providers.

It is also possible to establish a controlling unit (entity) of the
above-referred enabling key block (EKB) as a single category. In other
words, it is allowable to provide an assemblage of contents data as a single
category to which a contents key (Kcon) decoded by a key ciphering key
(KEK) acquired via a certain enabling key block (EKB) is applicable.

Each of a plurality of reproduction controlling files (PBLIST) and
ATRAC-3 data files (A3D) contains message authentication codes (MAC)
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to result in the generation of a problemin terns of proceBscergbasf20Ddi ency. .
Each nenory card functioning as a storage device stores a wide variety of
contents data under a variety of categories. By way of executing the
process for checking the act of tanpering with the contents data under a
vari ety O];fpl(‘:]%fl’lg ries via generatlon of such integrity checking values ICV
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the ‘above ATRAC-3 data file #1 for example, md1v1dual MAC values per

contents data are stored in the C_MAC [1] value. Based on these MAC
values, the integrity checking value (ICV (con)) are generated, which are
then written into memory via serial protocol. In order to deal with

. mutually different key systems, it is preferred that individual ICV values
generated from individual key systems shall be stored in specific areas
different from each other. '

The integrity checking values ICV generated per category for
checking the act of tampering with contents data per category are recorded
in pool pages of a flash memory of the memory card. The pool pages
comprise such domains inhibiting the writing of those conventional data.”

FIG. 40 designates such a pool page format for storing the integrity
checking values ICV per category. Code #0_revision is provided with a
renewal data of category #. Whenever the renewal data is updated, an
incremental process is executed. Code #0_version corresponds to a version
of category #0. Code #0_E (KEK, Kicv) corresponds to the ICV generating
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by applying the I CV generating key based on the MAC |ist @Pecanisw 20041 ed
in the reproduction controlling files (PBLIST) and the ATRAC 3 data files
(A3D). FIG 39 designates a sequence page format for storing the nessage
authentication codes MAC for checking the contents data. The sequence page
domain is proe/i ded for inhibiting witing of such conventional contents
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val ue (I CV%;. Fatus and % e° teCJ)cnt i c%?‘%iel%oeragecﬁtedt (%esfef %anfE(a}r]%%). On the
simlar da@PRaggRpen memory
other hand, while step 54001 is underway, if it is identified that mutual
authentication between the reproduction apparatus and the loaded
memory card is impracticable, then, step S4003 is entered, in which mutual
authentication between the above-referred virtual memory card and the
reproduction apparatus is executed.

While the next step $4004 is underway, it is identified whether the
mutual authentication between the reproduction apparatus and the
corresponding memory card has been effectuated or not. If the mutual
authentication between them has resulted in the failure, all the processes
thenceforth are terminated without execution. When the mutual
authentication between them has been effectuated, the next step 54005 is
entered, in which computation of the integrity checking value ICV is
executed. As described earlier, the ICV value is computed based on the
message authentication code MAC for checking integrity of contents data.

When the next step S4006 is entered, the ICV value generated via
computation is compared to another ICV value previously being stored.
When both of them coincide with each other, it is identified that there is no
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stored in the pool page up to (EKB) #15 per category. PracBsceniter 200£cki ng
actual condition of contents data via the integrity checking value is
initiated when power supply source is turned ON or when a storage device
such as a nenory card is |oaded in the corresponding reproduction

appar at us 41 designates a flowchart of the checklng process using
the ICV vé‘lcgé’? tpERpeEngEyWIkih eantants @t duberehy apsxakings mixde precedis to
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I dentified ﬁhat there is no 77 9 Decenber 2004 act of tampering with

contents §&t&e° I'\]/ﬁ"lsereby operating node proceeds to step 54007, in which a
variety of priSieasnsd Gdpstinded RPACHHSIdN of

As a varied example of the processes for generating the message
authentication codes MAC for checking integrity of contents data described
earlier by referring to the above-described reproduction controlling file and
the contents of data stored in the ATRAC-3 data files, and also as a varied
example of the processes for storing the above data in corresponding data

~ files, the process for generating and storing an expanded version of the
MAC codes are described below.

FIG. 42 exemplifies the process for genmerating and storing the
expanded MAC codes. FIG. 42 designates part of the ATRAC-3 data files
shown in FIGs 21 to 23. The message authentication codes MAC
correspond to such values generated via the processes shown in FIG. 37
based on some data corresponding to plural data categories among a
variety of the ATRAC-3 data files for example. By way of comparing such
MAC values previously stored in data files to the other MAC values
generated during the checking process, it is identified whether there is
actually such an evident act of tampering with contents data or not.
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- contents data are executed. On the other hand, if the abavpeddber2bofs

differ fromeach other, then, it is identified that there is an evident act
of tanpering with the contents data, whereby termnating all the processes
t henceforth wi thout execution of data reproduction. By way of serially
executing the above processes, contents data can be prevented from
illegally bei ndfarserample, vihdse medsypt ,authem;lcabmsg bbades HIAEY ebreduichthe
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FG T based Novbfielefsy ke Ralil Ahe s SRl e HiiS VBRI GE 28R
vari ety oﬂaltharé‘@%éﬁé@ud ahehiofithe ADRAGSMhea fillys, wayd 9bt chaRahtOEtSAGE
MAC val ues, | Ouﬁlégéﬁ ored IE? fa E$§%Pgt%$}2e ot her val uesgﬁl shis
gener at ed® HAGHERE]- t (REe YR
?)gf:gﬁiljla)r/ ?wg]?llelggr gjéisgﬁ?)%ﬁﬁ osgh%%%gﬁﬂ%Wat@%Agg etsItl%r d9| n
t he generated I conjunction with the mcreased data to be sub]ect to checking,
thus forming the expanded version of MAC codes. The expanded MAC
codes are stored in each data file. Those original MAC codes generated
solely for dealing with such conventional contents data subject to the
checking of integrity basically deal with invariable objective domain for the
checking of integrity of the | corresponding contents data.  This
~ arrangement is described below.

As shown in FIG. 42, such an original MAC code 701 for checking
integrity of those data below the above-referred data category “INF-seq#”’
are generated. The original MAC code 701 is stored in the ATRAC-3 data
file.

Further, in the case in which such a contents data subject‘ to the
checking of integrity is present in a plurality of data recorded in the INF
space of the ATRAC-3 data file, based on all the data subject to the checking
of integrity within the INF space including the above referred data category
“INF-seqg#’ corresponding to such a data being the object of the generation
of the MAC code of the original MAC 701, such MAC codes are newly

generated in correspondence with them. Those newly generated MAC
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ATRAC-3 data files shown in FIG 42 deal with those cont enbscahiier 2004 be
subj ect to checking of integrity via the MAC codes, where these contents
data are classified into a plurality of data categories in a range from

"I NF-seq#". Those MAC codes previously generated based on those data
categories éo be dealé_wi nggby t he corresdoondl ng MAC codes are stored in

. the corre$p %(ﬂrﬁgs@é‘i@ 1 thes coxzesppadany datni Blesonsithe @xpnandsdhversion of
MAC (INF-Mgh % LT Il ...). The contents data within parenthesis are
subj ect to e c eckl ng process via the MAC codes, in other words, these

content s dat a &re expsmdad MA}(Becckdmg[MACéle(f[NW né02hshdwn dnt FAG yADeing
tarrpered 0 t verit hgl ess,, t,here is such a case in which a w de
vari ety o ﬁ‘rfléer‘ffg ad@??"&taes P&PI?W each of the ATRAC-3 data files, and
yet the conteMA@@NF—%@#I%phtE%MA@(plbﬁ%)llkdth@?@ck) ng may further

I ncrease. To cope.with this ng IS so arranged that a greater
nunber of MAC éWulssappar abowel @Hn@&mjﬂmamandﬁdhvemmmé"rtmsed

data to b
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contents dhé@lﬂn'@ﬂoﬁth@tr[ba ent i s described below As shown in FI G 42
such an origin C code 701 for check| ng _integrity t hose- data beI ow
t he above-r ef e%lr‘% ganR hereyre of newribagth e@ma@éﬁdi‘&%a des iorotdieral

MAC code HftedisS a3t 21d tnof |Eﬁ %ﬁﬁgﬁjﬁf @h&%éeg%tg%élpw n}géfh’t{]ftﬁés]gqggem
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code is also rewritten, whereby enablmg a newly expanded MAC code to be
- generated and stored.

In this case, inasmuch as the data “INF-seg#’ as the objective target
of the original MAC code has already been rewritten, the original MAC
code is newly computed. In other words, whenever renewing the expanded
MAC codes, re-generation and re-storage of the original MAC code are

. jointly executed.

It is possible to rewrite the above INF-seq#’ data by way of
generating new random digits or via incremental processing thereof.

The above arrangement enables presence of the MAC target data in
common with those MAC codes including part of the MAC target data of
the original MAC in such MAC target data of the expanded MAC codes
generated in correspondence with the increased data for checking the
integrity of contents data. It is also so arranged that re-generation of the
original MAC codes is jointly executed while renewing the expanded MAC
codes. As a result, it is possible to always reflect the process of rewriting
data in the INF functioning as the data for newly checking integrity of
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code are stored in the corresponding data files as the eXpBecscber@084on of
MAC codes. An expanded MAC code [MAC (INF)] 702 shown in FIG 42 is .

generated by a formula shown bel ow. MAC (I NF-seqg# 11 path 11 MAC (profile)
If others....) As is apparent fromthe above formula, the expanded version

f th | se part: of at & as.the object t neragion
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part of t henWatddagget data of the original MAC in sucE MAC t ar get dgtg of
t he expanded codes gener at I n, correspo nce W t i ncreased data
for chgcki ng l\/ﬁ@‘e &9% _W%g)rqémr@sdg'ﬂ%&fm&?al AsHIRf CARyYEasEIgat
re- gener atdigheRid (cbfite:dfs Ahtal adiieservied esrlicd By YefeXfii 4 Mu! AU G
t he .expanded MAC codes. As a result, it Is possible to a ways reflect the .
process ofoTHgRrtot epabledthenrepradiection appasabeses §18sand S3hta vespeainely
checking 1,RLegahty He Wntents data, it is imperatively required to acquire a
contents key (Kcon) necessary for decoding the ciphered contents data.

First, by referring to a storage device 800 and a reproduction

apparatus A810 shown in FIG. 43, a process for enabling the reproduction
apparatus A810 to directly acquire a contents key from the storage device
800 1s described below. Initially, the storage device 800 and the
reproduction apparatus A 810 mutually execute an authentication process
between mutual controlling modules 801 and 811 which mutually execute
an authentication process. The mutual authentication process is executed
based on the common key applied ciphering format or the open-key applied
ciphering format described earlier by referring to FIG. 8. In this case, it is
essential that the controlling modules 801 and 811 for controlling the
storage device 800 and the reproduction apparatus A 810 shall individually
contain such an algorithm for execution of the authentication process and
store a key required for the authentication process.

After effectuating the mutual authentication with the above
reproduction apparatus A 810, the storage device 800 extracts either of the
contents key E (Kstm, Kcon) ciphered by a storage key (Kstm) and the
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9 Decenber 2004 contents data upon the original MAC code MDedwmber@agsi ng
the MAC target data domain of the original MAC codes to be expanded.
[Application of the (ERB) to the decoding process between a storage device
and a reproduction apparatus] Next, a concrete process for acquiring a
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devi ce 80g gj@her of the contents key E (Kstm Kcon) ci phered by

a stor age Kst%} and t he )
o decoding process is executed on the part of the storage device 800.

Only the reproduction apparatus A 810 acquires the contents key (Kcon).
A practical form for executing these processes is described below.
Referring to FIG. 43, those processes executed between the storage
~ device 800 and the reproduction apparatus B 830 are described below.
Initially, the storage device 800 specifies such an enabling key block (EKB)
required for acquiring a contents key (Keon) out from version (or
generation) of the enabling key blocks (EKB) stored in the ATRAC-3 data
files, and then delivers the specified enabling key block (EKB) to the
reproduction apparatus B 830.

On receipt of the specified enabling key block (EKB) from the storage
device 800, the reproduction apparatus B 830 processes the received (EKB)
by applying a device key block (DKB) previously stored in a flash memory
EZ2PROM of the reproduction apparatus B 830 before eventually acquiring
a key ciphering key (KEK).

Referring to FIG. 44, construction of the device key block (DKB) is
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81 9 Decenber 2004 other contents key E (KEK, Kcon) cipherpecdiyben 2key
ci phering key (KEK) acquirable via a process utilizing the above-referred
enabling key block (EKB) out fromthe ATRAC-3 data files stored in a flash
menory 802 of the storage device 800, and then, decodes the extracted
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FIG. 44 exemplifies structure of those data stored in the device key
block (DKB) in (b). As shown here, the device key block (DKB)
corresponds to such a ciphered key block comprising such data consisting of
node keys and root keys respectively ciphered by a leaf key and such data
consisting of leaf-keys ciphered by a storage key (Kstd) of a device (the

- reproduction apparatus for example). Using the storage key (Kstd), the
reproduction apparatus decodes Enc (Kstd, Kleaf) stored in the device key
block (DKB), and then acquires a leaf key (Kleaf), and yet, it is also possible
for the reproduction apparatus to directly decode upper-rank ciphered node
keys and ciphered root keys by applying the acquired leaf key (Kleaf),
whereby making it possible to acquire upperrank keys by way of serially
decoding those lower rank keys held in the enabling key block (EKB). The
device key block (DKB) also contains a leaf-identifying element “leaf ID”.

Those storage keys proper to individual devices differ from each other
per device. These storage keys may also previously be stored in a security
memory shown as SAM for example or they may also be arranged to be
acquirable based on the leaf ID. In other words, the storage keys may be

83



Referring to FIG 44, construction of the device key bl ockDéédR)eri2e082 9
Decenber 2004 described bel ow. As described earlier, those devices provided
for the contents data reproduction apparatus B 830 individually contain
such a term nal el enent of the key di stribution system based on a
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S8R Y aSe s kel P y y

The initial (EKB) stored in memory 832 (E2PROM) of the
reproduction apparatus B 830 shown in FIG. 43 corresponds to such a
simplified (EKB) file originally stored in the reproduction apparatus B 830.
Actually, the initial (EKB) constitutes such a ciphered key block commonly

~ stored in those devices corresponding to leaves linked with lower-rank
nodes of a single category node (comprising a “Memory Stick” for example)
in terms of the category node described earlier by referring to FIG. 11.

If such a key owned by a category node corresponds to K01 for
example, it is so arranged that a root key Enc (K01, Kroot) ciphered by K01
is stored as the initial (EKB). As a result of the processing of the initial
(EKB), it is possible for the reproduction apparatus B 830 to gain a root key.
For example, in such a case in which the reproduction apparatus B 830
receives such an (EKB) storing a key ciphering key (KEK) ciphered by a
root key, it is possible for the reproduction apparatus B 830 to acquire the
key ciphering key (KEK) by applying a root key generated via the initial
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menory shown as SAM for exanple or they may al so be arr ar@Pdcdnobdd @004 ,
acquirabl e based on the leaf ID. In other words, the storage keys nay be 83
9 December 2004 generated by individual controlling nmodules (corresponding

to ciphering units) based on the leaf ID Concretely, it is also allowable
to constr uch a formexpressed in terns of Kstd = Hash (Kmas, |eaf |D)
by appl yi xg‘tKBIZsh function to the leaf I D based on a naster key (Kmas)

[L k0 ; 43
The orotass fomuor Wiy, MAT S SUERE B ddifVdiing NS H0IAA TBRTD) 8 PhRe o
recei vi ngC];Wl Zneiprg kl@’ylonl @ppaxzﬁmps} belongmgmaragglele:atKE 1B8080dehey
I N
byt he ensBrnARRREAt Bach BERE R L 130tk SHowabin T éwaﬁotbﬁedan%l@i@?fé
gener at ed MIcmmhmmmddlanghﬂﬁhﬂ: Q)f@@% ﬁtﬂd@é OCForé %ﬁ'nirigf‘l?%tp
832 of "the ¢ roll rmdul g/let%K SSI n the enabI| ey
bl ock ( EKBI® Cﬁ%i‘? ?ﬁ; ZOBY ¢ I‘i rlslct& asf KO, ny:de&EK)
oo ot ou Y H ey Hlde bfP@%@?ﬁ%@ﬁ“@fﬁ%ﬁ%éﬁ%ﬁ%ﬁgyﬁ ot
the proced® rﬁ@md@c@a@m@sntadatapadeéﬁq%&m 16, me&rlﬁtd(e&ﬁtg gkm% evgglt'yggjldle;d
oau on ar a
hooul 1 og D cASRIREON" Aparlifil (R é}ﬂgtw SFvAT, SmACe LBPROY of
t_he I'rfGP(ra gcbasa?firl&grl ey 63q?sl‘éored 1| rth@rﬁﬂ?lmr( pa?ast% §a
250" | ot SBEES Rinds' o, ClntEredergat %tmp&$@%b§w E&@ M CHIRED,
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| ower -rank nodes, of a single categor
f or exarrp|ra§irnk¢ﬁa it eienposgsib l%héo clisygbule sudh mgﬂmredecbmmts eiaﬂaythatt eahi ng

0.1, LEombcHF RS IS BSOS ML AR e R, O
is stored as tHEG.nibiedengplifips s%ﬁc}ﬁar@ﬂddtmhdmap@lwaﬁis? ttﬂgo orhhﬁl a
2r oot kes Eeimrnors JRAPRINE foanbxa pile TSy, SdbRch dsnen Koy bloc o
appar at us (B¥8BPand an initial enabling key block (EKB) which effects self recording
and self reproduction of contents data. FIG. 46 exemplifies a process for
acquiring contents key by utilizing the above-referred key blocks.

The construction shown in FIG. 45 is described below. The device
(comprising a re'cordjng/reproducmg apparatus for example) shown in FIG.

45 is compatible with the leaves shown in (a) of FIG. 45. This device

- belongs to the category of the eighth category node Kn8 in the hierarchical
key tree structure. This device stores a plurality of device key blocks
(DKB) comprising Enc (Kstd, Kleaf) to Enc (Kleaf, Kn8) shown in (b) of FIG.
45. This construction is identical to the (DKB) described earlier Those
data stored in this device after directly being ciphered by a leaf key

~ individually constitute those keys ranging from the node key Kn47 to the
category node key Kn8 right above the leaf key.

This device further incorporates an enabling key block (EKB)
available for self recording and self reproduction. In the course of
recording and reproducing contents data, by way of processing the enabling
key block (EKB) and the device key block (DKB) applicable to the self
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receives such an (EKB) storing a key ciphering key (KEl Ochpdeited 2094 a

root key, it is possible for the reproduction apparatus B 830 to acquire
the key ciphering key (KEK) by applying a root key generated via the
initial 84 9 Decenber 2004 (EKB). Not only such a systemfor delivering
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: possible to acquire upper-rank node keys directly from the decoding process
executed by the leaf key.

Next, step S4604 is entered, in which, based on the node key Kn8, the
device processes the enabling key block (EKB) to serially gain upper-rank

~ node keys and then computes the root key corresponding to the uppermost
rank. Next, step S4605 is entered, in which, by applying the root key
(Kroot) acquired via the processing of the enabling key block (EKB), the
device decodes Enc (Kroot, KEK) to acquire the key-ciphering key (KEK).
Finally, step S4606 is entered, in which, using the acquired key-ciphering
key (KEK), the device decodes Enc (KEK, Kcon) stored in such a data
attached to the contents data before eventually acquiring the contents key
(Kcon).

The enabling key block (EKB) shown in (b) of FIG. 45 is solely used
for executing a self-recording process. However, in the case of down
loading a variety of contents data to corresponding devices, it is also
practicable to jointly down-load a specific enabling key block (EKB)
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This device further incorporates an enabling key bl ock (EKB}censbari2oadpl e for
self recording and self reproduction. In the course of recording and
reproduci ng contents data, by way of processing the enabling key block
(EKB) and the device key block (DKB) applicable to the self 85 9 Decenber
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key. Next kegt wialo allow ahle tedstore smahchodbdsess dispdsed) etas st Upgera) |

the devic device key block ()KB), in other words,
decodes ncﬁ?ﬁ}% %ﬁg‘?ﬁﬁ%n g@y acquiring a category node key. | nasmuch-
as th he gew ce The pressnt (eréBjt_ i diges t%lushbém@lelésemedl H@Qidtsulk 'Wa of
ci phere a , SSI e to acquire upper-ran ys
di Iroect ly ?%fgm&ﬂéﬁ)s gplﬁﬁ(%c?é Or@ég‘m%@ REIng shegspen %stiflé
$4604 is présurttdinyénibihch H@%Qﬂroﬂs Sheui@dse kﬁﬁd&&oo&hﬁiatd%lﬂéﬁﬁresen

processes, t he enabl | ng key block (EKB) to seri aIIy aln upper ra node
keys and HR&ERtEoRgnesEda peagldend Iflé?ﬂ'@i‘lﬂr‘i@@pbﬁcﬁ e aoksby wagk. .
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decodes Ewathoutodeyixirg fronadipei e%&rtteak hheppeeserg: hwer(lﬂfﬁﬁ) In Fothed! v,
e e e ok M TR SRR Bk
t he cont eexemgdifecaliffgrandwhntsy ahleys@gibf ithe ﬁﬁ&eﬁ@ﬁh@@hﬁldfﬁs’haﬂ not be
construed restrictively. In order to precisely judge the essential points of
the present invention, full text of the claims set forth in the rearward of this
specification shall be referred to.
As described above, according to the system and method for
processing various data proposed by the present invention, a plurality of
~ operating keys individually ciphered by a plurality of enabling key blocks
(EKB) are provided, where each enabling key block (EKB) comprises a
variety of data for ciphering updating keys on the path for forming a
hierarchical key tree structure comprising such keys provided in
correspondence with roots, nodes, and leaves on the path ranging from the
rot to leaves of the key tree comprising a plurality of devices as the leaves,
and yet, the above-referred ciphering data also comprises data for ciphering
upper-rank keys via ciphering of lower rank keys. Those ciphered keys
solely enable those selected proper devices to decode the ciphered effect,
whereby realizing such ciphering keys or such a system for properly
distributing contents data capable of preserving higher effect of security.
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(Kcon). The enabling key bl ock (EKB) shown in (b) of FlIG9Bédambesobely used.
for executing a self-recording process. However, in the case of down

| oading a variety of contents data to corresponding devices, it is also
practicable to jointly down-1oad a specific enabling key block (EKB) 86 9
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enbodi nents within such a scope wthout deviating fromthe essential of
the present invention. In other words, the present invention has been
disclosed in the style of exenplification, and thus, the scope of the
present invention shall not be construed restrictively. In order to
precisely judge the essential points of the present invention, full text
of the clainms set forth in the rearward of this specification shall be
referred to. As described above, according to the system and net hod for
processi ng various data proposed by the present invention, a plurality of.
operating keys individually ciphered by a plurality of enabling key bl ocks
(EKB) are provided, where each enabling key block (EKE) conprises a

vari ety of data for ciphering updating keys on the path for formng a

hi erarchi cal key tree structure conprising such keys provided in
correspondence with roots, nodes, and | eaves on the path ranging fromthe
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processi ng system accor di ng..£o QB im1l vvherﬁisn said.nutual ly different
key ci phering ﬁ%@ %%Pﬁi}e_ HIERT %&thlh]&e% 7 SUHPIEEh for constituting
a key tree strygt uE&aﬁ' ke§i 6\ s@c}@pﬁtlwrf@f'cbhsﬁftuki@? ladkéji’ct%@é’ dthucture

correspondence Wt of ,roots, nod eaves, on sal d paths

| ].t .
rangi ng f CORREFEE d%i sftﬁi{l%@jﬂ% ¢ a]@é’s? éhSB%ﬁegf @%%P%@@K’@Bn“%hda
i ndi vi dualp]{,eaN8F of PEBRS! A6d8s, M I VdlorPbafEYhBES ranging from said roots to

said leaves of said key tree, wherein said individual leaves comprise a
plurality of devices; '

an enabling key block distribution key enciphering key respectively
comprising of key enciphering key ciphered by said enabling key block
containing such data for ciphering upperrank key by means of lower rank
key; and |

a étorage key proper to individual storage device for storing contents
data.

3. The data processing system according to Claim 2, wherein

each of said enabling key block containing said enabling key block
distribution key enciphering key is so structured that, among a plurality of
devices constituting leaves of said key tree structure, only such properly
licensed devices are enabled to decode said enabling key block, whereas

such improper devices devoid of a proper license are unable to decode said
enabling key block.

4. The data processing system according to Claim 2 or 3, wherein said header
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an enabling key bl ock distribution key enciphering key rekspecdmbye2004
conprising of key enciphering key ci phered by said enabling key bl ock
cont ai ni ng such data for ciphering upper-rank key by means of |ower- rank

key; and a storage r r.to individual storage device for storing
contents dat a. SSat?ﬁﬁ%H%tcagﬁfgg%ssi ng system according to Caim?2, wherein

each of said ahlng: . bl cpnt g.ni ng.said enabl ing key bl ock

di stribution %qugﬁ@ﬁgﬁgﬁPﬁg%%§§ (E'zhﬁg?gﬂﬁguﬁﬁﬁﬂﬁhébﬁgﬁﬁbﬁ& é%ﬁﬁﬁﬁ%lﬁfy
of devi cesoragesof said agablesy &sydfiogai d key tree structure, only such
properly licensed devices are enabled to decode said enabling key bl ock,
whereas such inproper devices devoid of a proper license are unable to
decode said ena&%igﬁ key bl ock. 4. The data processing system according to
Caim2 or & whdpeidataprogessigisssten agcaditenrtosan 2@ G Ak B e 'wherein
conprises: an identification data for discerning actual storage or absence

of storage o$aisbenablinglkeypleely didtoitkstion k Yheng i -
accordi Ng 4 kQ,a g@?% Cl,aj ms Zdto , .&/(k)lgirﬂéelg gpgng{]g;%?ﬁcgf}%eéy |§§E

di _s'([j ri bull:) y gpg k;}é}p m;ﬂgfﬁ%’ g_@;‘/ ﬁ;{ﬁ \GlEY 1%subaﬁgtcfcpnmrdgfbma

said ena 0 d prédbs ﬁﬁi% : on, t: able a
process for renew ng ever;p;rversi onr tr(f)é be ég%ﬁ%t%l%ﬂ%ﬁ@g %&etcgltgaocessi ng
syst em accogdi ngmgd?ﬂixone. of the preceding dains, further conprising: a
storage device for storing S WSHEagerdingtio amnenesefthe proedding Glaitad, further

di sposed ¢dmgRigiggpondence with said header data; and a plurality of
repr oducti on apparatuses for reproducing such contents data stored in said

storage devi ce8;stanageidevicai for rebpriogusdidohe ad@adata sk s86h Sodieneé .d%%éd.
o phe 9 B secbentg llenl 98 G o Sigsie S process Tof efpter
said reproduction apparatus selects one of said ciphered plural

contents ciphering keys to execute a process for ciphering said contents
data.

7. The data processing system according to any one of Claims 2 to 5, further comprising;

a storage device for storing contents data and such contents data
disposed in correspondence with said header data; and
a plurality of reproduction apparatuses for reproducing a contents
data stored in said storage device; wherein |
each of said reproduction apparatuses functions itself as one of leaves
for constituting said key tree structure by way of the following: initially,
among a key tree structure comprising a plurality of reproduction
apparatuses as own leaves and containing a variety of keys disposed in
correspondence with roots, nodes, and leaves on such paths ranging from
roots to leaves of said key tree structure,
each reproduction apparatus ciphers a specific leafkey disposed in
correspondence with own leaves by means of a storage key proper to the
reproduction apparatus, and
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di sposed in correspondence with said header data; and a @ Deadmber 2004
reproducti on apparatuses for reproducing a contents data stored in said
storage device; wherein each of said reproduction apparatuses functions

itself as one I es__for.constitutin ai d. key tree structure b of
the fol | owi ngt?}?‘%lﬁist%ﬁ]\éeﬁ 5?‘1‘?&}@?@?9&{ ﬁ@%ﬁgeg%%@t RO LN gLISL e'of

pl urali tyeachfofrsaﬂﬂgdpmdmiorggppg%m_ as own | eaves and containing a
vari ety of keys disposed in corfrespondence with roots, nodes, and | eaves

on such paths ranging from roots to | eaves of said key tree structure,

each repro@uct i dhealpagradessingdypberdedtdmpesidy dheloalaikey ¢l oL dokPrising:
correspondence with own | eaves by neans of a storage key proper to tﬁ'ue

rtepr oduc'f( i on appatonage deame for ﬁom@s?ﬂi h@ﬁﬁér ;dm;a_ %ﬁ@@@%hg@ir?;eﬁt@ﬂ%‘tﬁd

st or age EORLY. Means inside of,, ea sai d reproduction

appar at us%ﬂ%gm&gﬁ”ﬁpo %@s@ﬁbs%h%&%gﬁt%i r%nf&o any one of O ains

2 to-5, furthea phoalitgidfodevisesfor aeprothxdieg 4 Qonséafd ﬂﬁté?’cﬁ['é?giq%gj&at a
eader “dat a;

and such c&ntent dat a i sposed in correspondence wth sai
and a pl uPATREY GFVigRyi WESTeRY reproducing a contents data stored in said

st orage devi ¢&;p r&i; f i LCIS ti Lt self one . of
I eaveg for V_l: gﬁ%%%tﬁg &%E%Q Egéat;lgggel\s% ‘?chgtlgu ﬁg‘%b&y"@\?é%/‘}eéf ﬂrhggﬁ%qlﬂﬁiﬁlgg:

i ni tial | ysakhbay tackefractewe by may of éhe dolioiangyinitipllly amoygof kdgvirees as
own | eave | Qi Li f, keys set in,correspqndence with
roots, no%te@_f,& %%%@%@éggﬁaﬂgﬁaﬁbgpﬁé%%%W%m% §B§c¢q YRR

sai d key varetptoflmeyy sat eacdrrebpondénca wtle @sotd, Hictess ueld Rakv@dfon such

identificatj.on el ement. set in cor espon(%enc, own | eaves in a nenory

t
means. | nsPALISFAUERE FFORaFeptedr Isavesidhrsaitpey Ares SeuGraheadah said
processi ndesisl QtbAGE Shch B0leb® IAONLIARSHRH FhAldT dotlih gan&g&g&gn ith,
eaaer at a n %eOﬂ{ué}Plt S

conpri si ng: storage device for storing sal

data di sg\‘)@eieﬁﬁe%om ed pBiente weamss dndidecanfeeadht af smid aeprodattion of
repr oductég? Atuses individually reproducing a contents data stored
in said storage device; wherein

9. The data processing system according to any one of Claims 2 to 5, further comprising:

a storage device for storing said header data and a contents data
disposed in correspondence with said header data; and

a plura]ity of reproduction apparatuses mdividuaﬂy reproducing a
contents data stored in said storage device; wherein

each of said reproduction apparatuses functions itself as one of
leaves of said key tree structure by way of the following: initially, among a
key tree structure comprising a plurality of reproduction apparatuses and
containing a variety of keys disposed in correspondence with roots, nodes,
and leaves on such paths ranging from roots to leaves of said key tree
structure,

each of said reproduction apparatuses ciphers such a leaf-key
disposed in correspondence to own leaves by applying a storage key proper
to each reproduction apparatus, and

then stores said ciphered storage key in a memory means inside of a
corresponding reproduction apparatus;
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each of said reproduction apparatuses functions itself as Dassnier 20e4aves of
said key tree structure by way of the following: initially, anong a key
tree structure conprising a plurality of reproduction apparatuses and

containing a variety of. .keys di sposed in correspondence with roots, nodes,
and | eaves onwg@gﬁl%ﬁ%g ?‘éﬁ@gﬁsk%f HROPEEL @ @é‘cﬁeé@lé@@fﬁtbm @ppgaratueels

Struct ur e gofReal AL ! 6 UL MeARRANG WIERAHPNAT 3 WGP BobfRIdiY

di sposed i'n correspondence to own \ orage

to each réepressponidong afspgeshuseprosiictinnm agpmmesus apresenthan exhidt kengerdeey
in a nenn&gﬁgﬁ%gg I nside of a corresponding reproduction apparatus; 91 9
Decenber Yein said storage key proper to each reproduction
apparatus is generated based on a |leaf identifying elenment of a |eaf

conponent rre ' .each reproductjon apparatys_present in said key

tree struc%:ot%re.?an%%go%§§l§gﬁp%%3@ PREPTAMSEP AP Sn8 Ok Sleim tooS, ftstheme of

Clains 2 ifet her  conprising: a storage device for storing said
COrriprisi;

header data and such contents data disposed in correspondence with said
contents dat a; aast@ragpldevatd for stormgsarlibeadar aatar and seshi cutitends aldtn

repr oduci it ed.in | d _storage, device; wherein each of
sa!od repr%&@oﬂnﬁg%%g%@(z@@u%&m 8%? ﬁ:qritgppsggt%hea | eaves for

const | tuL ing sai q)litsmm:yeﬁ" stpredudtionya atlrus?beh]{l@idi@méjcligr %‘éﬁi’édlﬁ’éihé’
anong a key free structure.conptising a, pl.ura of reproduction

appa?at usgémgﬂbtsciﬁﬁaﬁmr‘ﬁ 3 ﬁ&lr %edjfe%ll%%fﬂ %%&ed i n correspondence
wth roots, neddsof@ndd hepystudio iibapatiised ARMEONS LRI AOLRA! O leaues of

said key tree structure, base set 1n correspondence W th o
| eaves, si@F eangtifaiingesaidy kay dare istructumeoby waznef thsifoBowfingadhitially,

r epr oduct | par , erel L,d Vi G y. b nrd ses._a . :
assenbl agg%g?ﬁ%in%hg% dd?)ee%s S@%@%tr%?él ﬁgﬁ}ﬁ%‘% f@ﬁéﬁﬁo %&P@@Wéﬂnar e
di sposed eppswabugest Andr confiaigirig envansty e udisposedpir coardspoedenek

sai d key WHER x%toEéfCrtléJ ees, %rrlﬁli eréq}e\é'o%gﬁ}: pcét?]gex!aendg'mg from roots to leaves of

said key tree structure, based on a leaf key set in correspondence with own

leaves, stores a device key block in a memory means inside of each
reproduction apparatus, wherein said device key block comprises an
assemblage of ciphered keys comprising plural steps of node keys which are
disposed on such paths ranging from own leaves up to upper rank keys of
said key tree structure and individually ciphered.

11.  The data processing system according to any one of Claims 2 to 5, further comprising:

a storage device for storing said header data and such contents data
disposed in correspondence with said header data; and

a plurality of reproduction apparatuses for reproducing said contents
data stored in said storage device; wherein each of said reproduction
apparatuses stores a plurality of initial enabling key blocks in a memory
means inside of each reproduction apparatus; wherein each of said initial
enabling key blocks comprises a plurality of keys on such paths for
constituting a key tree structure consisting of a variety of keys disposed in
correspondence with roots, nodes, and leaves on such paths ranging from
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11. The data processing system according to any one of Cl&aDsgenzbdr@obs
further conprising: a storage device for storing said header data and such
contents data disposed in correspondence with said header data; and a
plurality of reproduction apparatuses for reproducing said contents data
stored in sajd st rage deyi ce; erein each of said reproductiaon

appar at us&80&% e deaves u@%lﬁﬁlgi Yi iree astizichure nepmapylsingcias ploraliygnof'y

means i nsiydgy gﬁ&l@ wherein each of said initial
enabl i ng ke? @({lu g%rl steigééaQ% ura Eﬁ’teléof keys on such paths for
constltutlng a key tree structure consisting of a varlety of keys disposed
corre th roots paths ranging from
92 9 Dece??é)rq%oczaﬁgoe{'%cetsﬁm% nb@cg%%dnggge@ erYtlf]leﬁi'?’é’l conprising a
plurality of ea@]mrofcbmﬂl | RicRARAIA e deds bk &@%ﬁﬁno%ﬁ sEBfecP%ﬁaswfh a

wherei n each sald 1niti

rocessin accor to
gnabl i ng éﬁ'ﬂgwlei? r@ﬁ&rg}ﬁa plusalty of Cfd‘@gioﬂé Imde@rtbspgsed) ata
| ower -ran t sposed at a predeterm ned
step of sz)irgaﬁgeyﬂftl%egi %ﬁeﬁ) qsueﬁg ]&%Pfﬁég’}&@@ﬁt@ Cof processing data conpri sing
an initial step of storing a plurality of contents ciphering keys usable
for cipheryigng a nt;s_data in. 0 e device a der ta,
corr espon g1ng i 6 g%tbg‘ Elo%dBﬁ?“se ﬁ]&}%dgﬁiﬂ Qﬁglg ﬁ'ﬁl gﬂ-‘g}?ﬁo‘f r%t&le
cor r espongilugalitnbe b atditiscciphiesipRl kbpd usabe Wy & rﬁ%faeéﬁr&eﬂtg 'a%

keys present in sgied .header _dat g, erein sai d_heade tai1s store

sai d st or &yetage devigméser heasey dataacnmespending fogeid soptents data aind

ci phered f

ol dcont ?ﬁ??ﬁé?‘%*% OEF*%I;K%% s S8 SOALEDONHIE BHOCRES dafA I8 BBBIHAR:
keys. 14. ongeofrgsi @anben singykelps preseur i sgid bedllar datg whoeeein
said nutually d pher Keys rise. l.ur.al it

updating keys O%%dﬁ%e&h?aﬁ% {‘% t‘fgrt%dtﬁﬁ B %;ps‘ggpager %’rm%}eén said
conpri si nfpeadear dety odclkdys di pﬁmﬁﬁy fc eiplespedndententy tdiphemeics, ké}@es,
and | eaves_on szjﬁd;vgaths ran |n fromraots to | eaves of .said key trée

conpri si n§CHeHE fydoPT £3PReHNE: g9k ; contants giphgrigye iy
key bl ockapphirig ﬁiﬁﬁaﬂ}ﬁ&mﬂeﬁt fk@yaclbﬁérmg keys.

14. The method of processing data according to Claim 13, wherein

said mutually different key ciphering keys comprise:

a plurality of updating keys on such paths for constituting a key tree
structure comprising a variety of keys disposed in correspondence with
roots, nodes, and leaves on such paths ranging from roots to leaves of said
key tree comprising a plurality of devices as own leaves;

a plurality‘ of enabling key blocks individually comprising a key
enciphering key ciphered by said enabling key blocks comprising data for
ciphering lower-rank keys by applying upper-rank keys; and

~ a storage key proper to a storage device for storing contents data
therein.

15, The method of processing data according to Claim 14, wherein,
among a plurality of devices constituting leaves of said key tree structure,
each of said enabling key blocks including said enabling key block

93



enci phering key ci phered by said enabling key bl ocks con®bDsdengheiatod f or
ci phering | ower-rank keys by applyi ng upper-rank keys; and a storage key
proper - to a storage device for storing contents data therein. 15. The
met hod of £rocessi ngkdata according to Caim 14, wherein, anong a

p:c ur al i:lt y fﬁmbutiﬁﬂ egrentip&mtﬁrglgbymédyfneﬂﬁgid tkeyge Tde@%l:@t %uggﬁg&wﬁﬁcng
of said enahlin ) ocks including,sal nabl.i n y ck .93 . cenber
2004 di st :231 b‘?ﬁqueﬁ n@ﬁcﬁ)h@?‘?‘%ﬁ% dsspébﬁnjgnakﬁ esﬁ_ﬁ’ﬁgséﬁ%‘@\‘/b‘éﬁgn ey
qual i fi ed eticipheingr e whoARRSadle dfeé}aﬁéeer?ﬂb]ﬁl% bg&l&Ef‘gf@&é}&{% those

f gaid enablin e %ﬁ ocks

di stribution.key _ encjphering keﬁ, wher eas each_: I |
prevent s @%(ygges devoige of geprrorelicanse dpemn Heeeding sauhetebddig feyablbck

enabl i ng ' I | enci phering key. 16. The net hod of
pr ocessi nlﬁﬁ%té?élﬁgégé%ﬁééélpghﬂ%%%4 or 15, wherein said header data
I ncl udes such an identification data for discerning actual storage or

absence of 0" agfo il oF EHGKLAYalSNohh AR ERIH U 0 wrsRp enCi pher i ng

key. 17. The nethod of processing ta according to any onhe 0 aims 13 to
16, wherein, baichhepdeeedstsl @icliEps aludi A ﬂ@ﬂﬁﬁ@&ﬁiﬁndaaga ity Bigeelihgd®
device storing said header data and such a contents data disposed I'n

cor r espondéhidel sharage i absancec! starage sfisaidenabhing beyiblgckmetivodbatibact s
one of sai | %d% | contents ciphering keys to acquire a proper
contents %%Eﬁggﬁﬁgg e %%?ore eventual | y decoding said contents data by
applying said acquired contents ciphering key. 18. The net hod of

D ocess 1o Fepr Dy Aot otk Guenite AR b My it S ahp TR e o

process for reproducing a‘contents data

header data amebcessfor reprédntifgdaicandesrRodath ifPoﬁPéf@%@Q@QQI&ﬁcéMs%}iﬁgi d
PS

header data,,sai d dafa. processing nethod executes serial processing st :
i ncl udi ngsa%daZIeﬁﬁprgfﬁtﬁg;@n ﬁil@shﬁ japtepis dataslispesedhin earraspondespe yeibhi n
correspondgi® Beaddtdatawn | eaves anong a key tree structure conprising a
variety of keys, set in correspondence with roots, nodes, and |eaves on
such paths rad@gichglata processing method selects one of said ciphered plural

contents ciphering keys to acquire a proper contents ciphering key before
eventually decoding said contents data by applying said acquired contents
ciphering key.

18.  The method of processing data according to any one of Claims 14 to 16, wherein, in a

process for reproducing a contents data from a storage device storing said
header data and such a contents data disposed in correspondence with said
header data,

said data processing method executes serial proceé.smg steps including
the following' initially, based on such a leaf-key disposed in correspondence.
with own leaves among a key tree structure comprising a variety of keys
set in correspondence with roots, nodes, and leaves on such paths ranging
from roots to leaves of said key tree structure comprising a plurality of
devices as own leaves, said data processing method executes: |

a device key block processing step for acquiring a specific node key via
a process for decoding a device key block comprising an assemblage of
ciphered keys consisting of plural steps of individually ciphered mutually
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fromroots to | eaves of said key tree structure conpri si rigDacephtbera@opy of

devi ces as own | eaves, said data processing nethod executes: a device key
bl ock processing step for acquiring a specific node key via a process for
decodi ng a device key bl ock conprising an assenbl age of ciphered keys

consi sting;. | ural ,steps of indiyidually ciphered nutually 94 9 Decenber
2004 di ffﬁ@ﬁ?&ﬁﬁdﬁo%yggﬁ% SlcFUsa: HAthEh FRRGLAE of3in Oveavieaves tup to

upper-ranhﬁmsré}ﬁk%@yg Okggidgggn&téﬁggf&gtﬁe, da final step of processing

said enabling k bl oCks base ] acquired node key. 19. A data
processi ng appat@alsstey ofxpraceasing esmiddiemabding dipyochiotkorbasid anntidng s

data conpry ilﬂ&i mfor initially storing a contents key usable for
ci pheri nga(gfEl corﬁ gm@é%gta to be stored in a storage device into said

storage device as a header data corresponding to said contents data

fol | oned gé a i%ﬁgéof ci phering said c&r;.r espondi ng contents data by
appl yi ng s&rd A (RIORRYEING, 2RBAYATUS 14 eReradarg Teordinger wproshaictiodnt a
pr ocessi ngf agA s @sUdy A hﬁ‘% cutes a process for storing such header
data including a pl urtféilqlfc{ yﬁo cgpher ed contents keys individually ciphered

by mutual ly di B 8ystem dey isaidabjestioming ey sontemtsskey usdliedoe dplibeing 20.
The data ' a r ggaording to,Cl.aim.19, rein I d mutually
di fferent eé@ﬁ%c@%%ﬁﬁ%@%&&%rﬁ)ﬁ £ qae‘ﬂp%ur ap?q §g%fe StOKABE 081995 | ock
di stri but headeeydateiqoressprndieys toi sulllvcoiints gat4 RUSHUND & A dey
enci pheri nﬂ? keys V\:hl.ﬁh are respectively ciphered by correspondi ng abl i ng
key bl ock§ hﬁﬁﬁ}ai%} %%wqrw@uﬁg 6@%@5}%@% yiapPlying aaia gomtents kgykeys
and upper pragéntiy Saidh@adOMBhtd; 3R keSS On such paths for constituting a
key tree structure_ conprising a variety of keys respectively disposed in

correspondence sqld Hata prpcessong aprudedus dnut hesaeoscutes suphoqgest fer séEngg

fromroot d sfal tre trycturg conprisin Lurality of

dat a proc_élslg?rj H&%};eg;r% uasegkg%1 o Fle(;?/@g,aﬁﬁ}ﬁdo &@%@@I k&%ﬂa‘ﬁﬁéﬁei:%@ a

st orage dmdmgﬁallysnphiamﬁ byntarttmiBati#ferent key enciphering keys into said
storage device .

20. The data processing apparatus according to Claim 19, wherein
said mutually different key enciphering keys comprises:
a plurality of enabling key block distribution key enciphering keys
individually corresponding to such key enciphering keys which are
‘ respectively ciphered by corresponding enabling key blocks including
ciphering processing data for ciphering updating keys and upper-rank keys
via lowerrank keys on such paths for constituting a key tree structure
comprising a variety of keys respectively disposed in correspondence with
such roots, nodes, and leaves on such paths ranging from roots and leaves
of said key tree structure comprising a plurality of data processing
apparatuses as own leaves; and

a storage key proper to a storage device for storing contents data.

21. The data processing apparatus according to Claim 20, wherein among

a plurality of data processing apparatuses for constituting leaves of said
key tree structure,
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21. The data processing apparatus according to C aim20, S\Decanber@2004g a
plurality of data processing apparatuses for constituting | eaves of said
key tree structure, 95 9 Decenber 2004 said enabling key bl ock including

sai d enabling key block djstribytion key enciphering key solely enables
such data pro§@%%ﬁﬁ§%gly§lﬁgﬂ“é&’ &’i ipclnding sqidienabding &pgrblockahistributidecode

anabl i ng. Ry STSIReRRE Koyl pHBKEY TR Mo, Moraint bifRafld

pr oglessi n@uedﬁgdl arutbs adqammb ' roﬂili:anpeop;er dleicoé@sEaid ogﬁgdbﬁﬁgi Ageys ablbek
n in . i stribution. key, enci pherin e) ., .the data
Sr gc els s |g n gﬁ%%g?ﬁﬁﬂs Ci%ﬁs% o"PJa‘!FJIR %Fglﬁjygfa}h Z%ESFQQQ , S%ﬁe renabhngq q‘?ﬁé’ad]éloclfat a
further i ndstrdleatisuchkap igeriphbiignt | deyel MBRNILr sufhSCRAM NdhRE
on § di g?[ |%%%h n

storage and absence, of storage of sajd"enabling key_ bl oc
Cir :

key enci pRERaFTgIRESs k8 @ reper oesnsen drarppdecadingasalst em@a.mg &ey one

of C ai ms pi§1t ﬁi&%%iblm&ﬂ ' | lﬂﬁ ocessi ng apparatus further
conprises; such a system%flegre ex @% .%gk eéproduction of contents data stored
in such a storage device which stores said header data and such a contents

data di sposgfl | ”Tﬁ@Héﬁ%ﬂi‘@é’@ﬁﬂg%ﬁﬁ‘érﬁﬁs%%E&dﬁf‘gat@@laﬁﬁ‘tzﬁiorQ'PP'wﬁUi‘éﬂla system

whi ch, by way of selecting on phered plural contents ciphering keys

cont ai ned i n” saidi Heedderdstal Aurtheduinchsdds aerheahsideeifianth hemedcpges
said contents data b¥ gﬁplyl ngasigid acqui red contents key. ﬁ e data
processin Bag fctuak sharnsg ahyener obstanagersf seadienaldingikeyeblockai d

dat a procmﬁgﬁgf@téﬁdgﬁ%ﬁ%kﬁnpri ses: such a system for reproducing

such a contents tore orage device for storing said header
data and such a contents data disposed in correspondence with said header

data; and ach aTkyEtepovhiaR asAMRS SRS tdalyede JreYaisth $Pa5Ed wWherein

correspondence with own | eaves anong.a key tree structure conprising a

vari ety obakbyatdipsposssing apperabapiindbeeeomitiségot s, nodes, and | eaves on
tree structure

conpr | o ng & PGASH VPRI i exGrTe RO BBHPR: b eanteniawiate dveied dnbe
such a storage device which stores said header data and such a contents
data disposed in correspondence with said header data; and
such a system which, by way of selecting one ciphered plural contents
ciphering keys contained in said header data, acquires a contents key, and

then decodes said contents data by applying said acquired contents key.

24, The data processing apparatus according to any one of Claims 19 to 22, wherein said

data processing apparatus further comprises:

such a system for reproducing such a contents data stored in a
storage device for storing said header data and such a contents data
disposed in correspondence with said header data; and

such a system which enables such a leafkey disposed in
correspondence with own leaves among a key tree structure comprising a
variety of keys disposed in correspondence with roots, nodes, and leaves on
such paths ranging from roots to leaves of said key tree structure
comprising a plurality of data processing apparatuses as own leaves to be
ciphered by a storage key proper to said data processing apparatus and
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ci phered by a storage key proper to said data processi ng Ppeamaltar20amd 96 9
Decenber 2004 then stored in a nenory neans inside of said correspondi ng
data processing apparatus. 25. The data processing apparatus according to
any one oft C ai rPs 19 to 22, wherein said, data processi ng apparatus further
conpri ses: heners Qr%‘gsf%n?f SREIBOEY RGNS eHrBdec Pl B2l CoTrePP@RLNG data
stored i nprecesdhpdeptas. for storing said header data and such a
contents (?ata di sposed in correspondence with said header data; and such a
system for enabling a |l eaf identifying element disposed in correspondence
with own | eZiies Bh®dats YebcedsiligYadpafus bEsTHINGE to GRAFPEAS FACRIME ISy #3
keys di sposed in caqrrespondence with roots, nodes, “and |eaves on such ™’
pat hs r angi WHeeHbsAid dataproesspiagvpparetus Juithercoynpirisess st ruct ure conprising a

plurality of data processing apparatuses as, own |eaves to be stored in a
storage device ﬁﬁgf‘@es%?ste%?@ g}ﬁ)ﬁ%@@%&%ogﬂé’@@%ﬁlﬁgab%%m 26.

The data pr eceasid dediRArG! B&)ﬂﬁg%ﬁﬁnﬁ?éﬁeﬁ%@nﬁnﬂf sitA! gscir%;eh??, gtfaei%% ¢ or

wherein saj.d datga, processing apparatus_ further conprises: such a’s
execut i ng Sﬁ!ﬁm rorespordenemwathiaaul beaderidabaiaandt or age devi ce for

tori id h d . t s .dat di d_inj. ;
correspondence SER & Zsﬁﬁtﬁ%a@&g%%ﬁ%%?%i&ﬁgﬁ%@éiﬁi’%slﬁ#niﬂ%ppﬁ@ddn eat
k di sotrg ot i1 A
1, o e sy i s g s
roots, no&égz,{rpogﬁ]dig %a‘(/aé@ggno %@KS %,g.e H’hﬁ@ﬁ’@spp{}ﬁﬂ?ﬂ%t"éltgbm@ﬁv@@déﬁ,
sai d key arek [sdversion suchpAilE @Qnﬁil}g‘éljﬁfkgﬂ h‘éé‘tsfﬁo J8hPed HCESHI E%y Exfegper

apparatuses as own | eaves to be ciphe appl yi.ng a storage
to said cEFFELHERITHYPEHRRE R @ﬁ’ﬁsg ofa@@éx argeessitet Appasatusss a8 ewn

menory neassved 1§34 Q@Iteg ' APRar fige ain said storage key.
proper to said Qorad;égsspon |%%(Cj§?§a%%oge55| nEgS!@%p?g?%@sc?%%ﬁgﬂg%%gf%ed
on a | eaf Praeegsingianpagguent of such a leaf corresponding to said data
processi ng apparatus present in said key tree structure.

26.  The data processing apparatus according to any one of Claims 19 to 22,

wherein said data processing apparatus further comprises:

such a system for executing reproduction of contents data stored in a
storage device for storing said header data and such a contents data
disposed in correspondence with said header data; and

such a system for enabling a leaf key disposed in correspondence
with own leaves among such a key tree structure comprising a variety of
keys disposed in correspondence with roots, nodes, and leaves on such
paths ranging from roots to leaves of said key tree structure comprising a
plurality of data processing apparatuses as own leaves to be ciphered by
applying a storage key proper to said corresponding data processing
apparatus and then stored in a memory means of said data processing
apparatus; wherein

said storage key proper to said corresponding data processing

- apparatus is generated based on a leaf-identifying element of such a leaf

corresponding to said data processing apparatus present in said key tree
structure.
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97 9 Decenber 2004 27. The data processi ng apparatus accd desantien 2804 one
of Clains 19 to 22, wherein said data processing apparatus further
conprises: such a system for executing reproduction of a contents data
stored in a storage device which stores said header data and such a
contents d dtl}se(gosed I n correspondence with said header data; and such a
syst em whi A bakl¥d 981 BIRGESHUNE @RpareBly ATOUdiaadio any Wr@%ﬁjﬁ’(ﬁ@nég % €8> own

| eaves anoqgh&efﬁ%)éh& ?%%P?Jeg%%géﬁpag%gpF:,_iggﬂelilgoﬁwri\ggg.i ety of keys disposed in

correspondence wt veés 0on Such paths ranging from
roots to | eav b OhK r | S huraljty ,of data
processi ng ap%zﬁlgtéu‘ eIgglgsﬁ%fm%}zﬁ%gg%{eé%@%t@%ﬁéﬁogg%ﬁtﬁogﬁﬁar(é@%fid&aas
an ﬁs se gbﬁ@‘@glﬁ}‘ deicfi}ﬁ:? fewdfﬂclk atsges: o i Ise st Uﬁltal aﬁd efsclofa h@glte/xht@u ahty

ci phere | fferentsnode .keys .an such.paths ranging from own

| eaves up%ﬁ%ggﬁgscogre%rgi% Wti’egaléﬁ?‘iﬁ,‘r@rﬁt@e%ﬂstored'i n a nenory
means insi de ectsand syetaespaldihy Badal BAOGRRH NY JeRekey pro ed N dat a
processing a Eara us acc.oBdl ng to any one of Clains 19 to 22, erein‘said
data pr ocgos@g BOB@sRea Ishi v RHeaves mPBEA kectres shyurbume comprisingi ag
repr oduct t ' r hce whiech stores
sai d headté?ﬂga g@é%?%sﬁgﬁésé&gng Q{r-#rssﬁggtﬁgné% ﬁ%@s@gﬁ?’%?%%%’m LM t h
sai d head®ickiapathantangirlg dreystwmots oto dealks ngf aseidniltdyal tresabtinguiey

bl ock co [,S] plsur gl t f ;keys ciphered by nmeans of |ower rank keys
on such g@#ﬁ@%g 80#2&’%‘6@?/&3 gaﬁ%yprfqﬂggs% @éilﬂﬂl@%‘é%%rqssi%naiﬁk%sety
keys di spesablleisn suchr wesievickeriesy Viblobkr agt an redemblaps b?aéigﬁe%ﬂ SK&Ps
pat hs ran |n%fr.om ogi to | egves..of said key tree structure conprising a
pl ural i ty&Hp JLHHE Bﬁ’é SiERy Gpdin Apbared gavibgally didfereot edoda
said corrks i [ . r ron L di.n :
ol um vt ke onaby b Tate AR onT BUR Rdes A8 i 1RAYTRAENE e

ci pher i ngBteust e &0 Baskoresl Beasnematyi meanstimsidgeof saidi cerrasphedidter ddes a
corresponﬁd@sg&gcgﬁbgfﬁﬁlsc;iat a, and yet, provides a 98 9 Decenber 2004

28.  The data processing apparatus according to any one of Claims 19 to 22,

wherein said data processing apparatus further comprises:

such a system for executing reproduction of a contents data stored ina
storage device which stores said header data and such a contents data
disposed in correspondence with said header data; and

such a system for enabling an initial enabling key block comprising a
plurality of keys ciphered by means of lower rank keys on such paths for
constituting a key tree structure comprising a variety keys disposed in
correspondence with roots, nodes, and leaves on such paths ranging from
root to leaves of said key tree structure comprising a plurality of data
processing apparatuses as own leaves to be stored in said corresponding
data processing apparatus. '

29. A program providing medium which enables a plurality of contents

ciphering keys usable for ciphering contents data to be stored in a storage
device as header data corresponding to contents data, and yet, provides a
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conput er program whi ch enabl es a process for ciphering cdDespahedi2004
contents data to be executed on a conputer system by applying said
contents ciphering key present in said header data; wherein said conputer
program conprises: a step of ciphering said contents ciphering keys by

app! yi ng nut ual | di fferent key enciphering keys; and_a step of enabling
sai d heade?OIHMg¥ RYOZARRY \é{hmemreena los 4 RHosRes dar cipheeits corpgapumijnkey's

gener ated ni i d di-ng r..ci [ ordi n eys. 99
DATA PRoCES Ree M R e BhERecE o A ette p AV E SRR S e seddus,
AND PROGRAMITHROUS DINGIVED kay pBSSRAGT SRidTHEa b SdE8URRcFom daid coraaees Ng
systemis executing a step of ciphering contents keys used

j le b
for decodié@ﬁ%%%ﬁgpgagéﬁﬁﬁents data by applying nutually different
ci phering keys befpo€ ciplesiting sidn@rRents® Bl siMSn ‘ﬂﬁ(-}e’;ﬁs r
data of the. orkgiﬁond?%g cogte ts data. e of gt cpgﬁgﬁggﬁ%%ﬁﬁggggﬁgeys
conpri ses %X@ eYARC1Phe ey andi phering key provided for by
enabl i ng key bj 1Sk ] i1l ich ks sqle
decodabl e by coomt AL Sl hemid QAR IRchl Rl ¥ diially f Gnhered
cor r espondiqientsiespherinige keyshgenmgited tiomaidoprecediheasep fr eipleingr ee
structure &3 éﬁ i qgin keys. The ot her ciphered contents key “conprrses
such data c?%% éﬁﬁ%ﬁ% e%{%ecific key proper to a corresponding storage
device to enable the device for reproducing contents data to properly and

selectively utilize data of ciphered key, whereby enabling the .data
processi ng systemto properly reproduce decoded contents data.
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