COVMUNI CATI ONS SYSTEM PROVI DI NG MULTI - LAYERED
EXTENSI BLE PROTOCOL | NTERFACE AND RELATED METHODS
wWo-2@b@2089 t he | nventi on [0001] The present i nVROL/USI004/005475
relates to the field of communications systens, and,
nore particularly, to communicati ons systens using
mul tiple operating protocols for data access
operations and rel ated nethods . Background of the
I nvention [0002] The world w de web has becone a
popul ar mediumto access information. Utilizing
I nternet protocols, users sinply point their web
browser to a specified uniformresource |ocation (URL)
or Wb address to downl oad a Wb page fromthe
Internet. The Web page will be retrieved froma Wb
ser vEOPMMIBIGRTIONE SHESTEMhEROVBPINSe MUATd -LAYERE®] i n
a ERFTENSIBLEOPRATOCOD BYTEREACE AND RELATED METHODS
user. [0003] In addition to the Wb server, certain

application servers, cooperate with the Wb server to
assist in servidﬁﬁiﬁﬁiﬂgﬂaﬁiﬁﬂgfﬂﬁgﬁabntent.
[dﬁﬁ&{?at'@Hesﬁf¥§é§taf@v@ﬁ@?oﬁ”¥@i¥€gs'Eooﬁﬁgrfield of
functions such as routing requests, acting on

ccpr&tqun@:‘scstiaml sestens ngald@c unene spaot beu@nlyba‘ck to

he lleg %OOO %tThe glaﬁl % i N es has
%%%?%%a TPPereh %%? 9o accek a%% %%gup Wb
pﬁ@@@@olébﬁ\@j!edatéie§@cté§s t @@eﬁ@pybﬁél &MdofeaQ@@@SI ng
Wb sites, the nethods used to access Wb data have a
N{e®@F - of shortcomings . [0005] Often in Wb

appl i cations, gbReESchedN8sSkRQl §nsRWEGef Or the URL
definition, s proach to
[Q&Qﬁbss tBhe whnldcmndagweb bhas codectRLs pnpolanurce
i| es. However, S_nmet hod i one to_error
ned T 60T ARSI FRR B Fogh o OF Lhi R EHOTSErONEE t
pPenElk 81 HUNBEOHS EXE fpylp@m@ssﬁelftwa@ @k@@s@rffbcylt
for a develo er to know, based on the
specified uniform resource location (URL) or Web
address to download a Web page from the Internet. The
Web page will be retrieved from a Web server,
downloaded onto their browser and rendered in a
viewable format, to be viewed and enjoyed by the user.
[0003] In addition to the Web server, certain
application servers cooperate with the Web server to
assist in serving and rendering the content.
Application servers are also involved in other

functions such as routing requests, acting on requests,

and rendering documents to be sent back to the client.



incomi ng URL, how the request is routed through the
system and whi ch nodul e should respond to the request.
WO 08020089 second shortcoming is that there i s POI/US2004/005475

control over the paraneters passed to a request

handl er. This causes a simlar problemto that

menti oned above. A s nore functionality is needed,

further paraneters are added to the query string in

ong¢oboaat i onTardpbpugettiery bff @ebepsgekesulst iigatRd

conplex logic to validate i ncom ng paraneters. [0007]
gﬁ?ﬁar§ﬁngESHPH§ F@|é@é§3§oapﬁe8@§§eoﬂpn@ﬁ& PEgIeS -

regeﬁébekaneggpgt@a%hgg %9&&%#&%9d kogb%eSFQHQHW%BW%HteS,

applications, there is o real hierarch

futh|mﬁahpd§ uRequéQt@caeeslWﬂpedatageaweralmwmber of
n,categories and then sent to the appropriate

han P& F00$ﬁg 9Randl er has to be able to handle any one

of [Dbes¢ requests. iva@ept bpplitheiende ikMctReS® no single
handl er s can %HQMItO the extent that they becone
d| FPHEGRt TP8 ﬁ-aBBL dF@GB@]thnfroéb’ﬂﬁa§h@ﬂdcmr@§lelt§rs

het§§§EOQEE eht epgyul g'ehgsw@xarkggggggbﬁQO%%dc%de

|ne chene i nce t ere is no en
deﬂRhstnnnooéoarURLf&dbeneHOWEWsrthéhdevmbmhed i® prone

responsi bilit intain his_cod orrectly and
o EPOPBROFy ahth G0 L Pren FREDHAESESAmHEg fotig i the
dl ¥ergecenaki ﬂgnuuedhhfnb%hg tegzc@ debst @BdeaNd It is also
mai ntai n the application. 0009# other shortcom ng
Re

i sdihEiraék &Prdef Praelepatr 6P Wt RE6Ggh othéhe
SYSheBhi (BNbRRL hLaw tar augh ﬁeg@el§y§5%%g@0%5%o%%m¢%%%

becone very cohvol ut pers, needi
fueystemahndywhmcanmbueﬂehahdhed rbegbndtaocahb akherest .

directly the response frqomthe
caESbg Eandlérsﬁﬁﬁpgfﬁg Fﬁ@ﬁnﬁeﬁﬁrﬁgétt5h€ﬁ§ ¢&l Pér,
Orcﬂﬁgkgle@ve%”@h@a§§§ngQe§§on§%e@aﬂgl%rreﬁﬁ%sQata
bei ng passed into the systemwould be nodified as it

mobesdihreughisheavpsesem saakilng probilef ¢ol thed
ung85§ﬁgggd above. As more functionality is needed,

further parameters are added to the query string in one
location and forgotten in others, resulting in complex
logic to validate incoming parameters.

[0007] A third shortcoming relates to the use of
monolithic request handlers having convoluted logic. In
many Web applications, there is no real hierarchy of
functionality. Requests are lumped together into common
categories and then sent to the appropriate handler.
The handler has to be able to handle any one of these
requests. Over time, the code in these handlers can
grow to the extent that they become difficult to
manage.

[0008] A fourth shortcoming is that there are often
multiple ways to work around a defined scheme. Since
there is no enforceable definition of a URL scheme, it
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[0010] A further shortcomng relates to passing

paraneters that are not classified or typed into an
wOoIbRozm@auest . The resulting | ogic required toPUHUSIOL/ES475

each paraneter can be cunbersone and is subject to the

interpretation of the devel oper witing the code. This

may al so | ead to m sunderstandi ng or confusion. [0011]

Yet another shortcom ng relates to the short interval

of IreqesiddvieTepdrs.s Aldimiding e 5 alo/ end s 17 abl £mMode

W t hout a single point of control would result in

cofft&ectdnr i d Siidhi€icgded.y -sumeiue dfimee thr/ dRY diprmats

[ 0QAR) d r&ii‘(z‘eprge_qf ﬂahﬁﬁc{’ri%g%i%i%cllﬁgrt%u%déx{sﬂashd and

therefore an object o he present invention to

pr oviigd ad nc dulmeu mippdtiicatsi csy.st em and rel at ed net hods

enhance rot ocol conversi.on _and_ data

whi r.ovi d

acc[(glsasogfjeatu 89 therg rtﬂﬁnbngnolsot l_c%"j]%coc%,deflned
f eatonites) @NdwadvatAgeTHN Aeendane Wdih A1R8 through
present invention are provided by a conmunicati ons

sy$hemsisiteRn ey lich Audd& lap bacarie yesty dutrey sltwreshes

deyj using sat. | : f_.a.pl urality of

o PRERRGPREN, A, LR IR ] RIS, Foner,
noiclge nwitoelcadd. caimamincatdlens dedeeas f.ornofAegessings, the

the plurality of data storage devices and_each using
at rlegggfls&ng)'[f(?f“ ttﬁil‘@ &%Oﬁ ?F“gﬁe&i T eh P FerdtShg
pr ekecehed The thystamumy oy ther dikel ude @ JyUneal,

interface device, which may include a protocol engine
no @& hesr hepareni-c fhienglamat etlng plawssld tiptef tdet system

st Vi i.ng resp jve rati r ot ocal s.
od T iErRe BEaYsda Rt O BEY e PR R, P e
I nokkdegaitr antf-fert 1pr axy umokkilse ageupl ed to the

prqt . engine. In particular, the front-end proxy
nngagggéay_iﬁcﬁ&6§h§rké@ﬁé@FP@énﬁréﬁ}aﬁﬁﬁuﬁéfE@FSlng
CopRuaeRkirR0 tWihih sthe HRlruialisty Aok gl I gﬁkaHﬁﬁﬁan
conmuni cati ons devi ces using each differe oper ati ng
HTTP request. The resulting logic required to validate
each parameter can be cumbersome and is subject to the
interpretation of the developer writing the code. This
may also lead to misunderstanding or confusion.
[0011] Yet another shortcoming relates to the short
interval of request timeouts. Attempting to solve this
problem without a single point of control would result
in complex, error-prone code.

Summary of the Invention

[0012] In view of the foregoing background, it is
therefore an object of the present invention to provide
a communications system and related methods which
provide enhanced protocol conversion and data access
features.

[0013] This and other objects, features, and
advantages in accordance with the present invention are
provided by a communications system which may include a
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protocol. The front -end proxy nodule may al so include

at | east one common core service nodule coupled to the
w@e@p200etul es and comruni cating therewith at BCT/USBD4/005475

| ayer and comruni cating with the protocol engine at a

second | ayer lower than the first layer. [0015] By way

of exanple, the first |ayer nay be a network | ayer,

and the second |ayer may be a data layer. In addition,

t he1pretigegt dmterdace deyLaidmyedd S dMalddy &t least
configuration file nodule coupled to the at |east one

corfitth orde BersAlde ymsduld Fimresttordnry sk g rasercofs,
conf [ faigd [ ' cQ 0[.€ .

coru DAL HLARIGPRS HolW IS PR onang
s etdeofi aaenffiqgu reatdess ifrid eshd @rlweenfi g rd Mglatenmetio €05 e

services at the second | ayer. Accordingly, .the .
T GG g AR T 7 e in e, G o pLuzality of
ar chiftrealdiie dohatataary be-Jmdidisd ﬁr@h%ggﬁr@ﬁp%?éye further

addi ti onal common core services, suc .

t hadsedsstscitatte@ tRiacH e sof@rcat idey ipreot odulah mty biotdilude
the fjrst d d I s, for .exanpl e. .[.QO

Wore Baraeh s rEUR e 8 et o e
sempdivoea Intgulog mayt ab s& draigeatddheasts ang ref dedpdditive
traffic bhetween the proxy nodul es and the protoco

en§HTE Atodd @FO§€€§§§rng data fromthe plurality of
dat@oatqr age rdev t_p%%o_m;ﬂ ireRderd g Aatiad Ha Mirther

plqrality of nobile wirel ess communi cations devi ces.
In awgr dg ontthenidr grioxen chasiudyey awoghllesl to the

A0YAULAIRASLG IR 1 LS e TR MO P oromy

rating protocol’s, S cor

semdidees tayr auncd udealtsf irespretass galoxy ar@diQre reder
data, which provides for greater efficiency and

r e FREBYIAGREIERI 1y 0] 6EE7 P lrdelidnimrde MR catv i redss s

o e R R e oy by i ol i Ao

pr ptretoicoéngiThe Mmudulte enkbpeorer modhd epmavalailtsy dfnclude

B{%ﬁgﬁgg%%gg%ﬁgglp%%%v%%Eea%%%%%c%e %%%.% E%%@fggato the
proxy modules and communicating therewith at a first
layer and communicating with the protocol engine at a
second layer lower than the first layer.
[0015] By way of example, the first layer may be a
network layer, and the second layer may be a data
layer. In addition, the protocol interface device may
also include a configuration file module coupled to the
at least one common core service module for storing a
first set of configuration files for configuring common
core services at the first layer, and for storing a
second set of configuration files for configuring
common core services at the second layer. Accordingly,
the front-end proxy module provides an extensible
architecture that can be modified to accommodate

additional common core services, such as those
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Wi rel ess communi cati ons devices to commpn access
parameters. As such, the front -end proxy nodul e may

WO eooshz03¢ ncl ude a flow controller nodul e for PEDEB00HS4TS
the conmon access paraneters fromthe plurality of
proxy nodul es and sel ecting desired handl ers for
processing thereof. [0018] The at | east one commmon
core service nodule may al so include a renderer nodul e

f orassopieaatinginht hetrheppr oxyngogubescbsf OraLdat ane
for_the plurality of nobile wreless communications

devitESt elft peronihdabe {@¥8FSonBOEORNBAPESF € servi ce
nod al j ensi bl z

OO ORY L OCk IR EEC L EXY PIEhD BrrBELst URe cqpmon
nmodePEs serhias mndeke ensybbe Soyl esheebstaogeage routing

t tions (XSLT) engine dul e, for exanple.

o P DR IR L e e SLPk D T Ohnee afot e mPeRocol
Modeth @1 m@Yymb i L OLT ad 64 $Hiey 8 BIDE Yo OLR 681 192 § ey Xk
engi ne nodule for storing a plurality of tenplates

cortespontPFyIt ol ekpRet | ¥ operdet Hyg pd@t@?ms. the

0 n [ LS. for .
[0038): A1) o8 ASBPEY O ANERd MSLANGAS I covices. o
congithn € awdoms, deve cEsomii tdnd Pt o al b gu DE sav@ntageously
stq&%g%)devic s...IThe nobile wreless_comuni cati ons

deViTeLAand T he talt HEHAGe e e’ neBe Bt aigeraffocols,

| easdt onei Df sl abmhdd Yedfe didforon @c@?fc%&é‘gtraffi ,

protocols. The nmethod may include providing a protoco

endt e HoRA R f ndorfdaY a4 lwhheh phuraldey ©br
o7 S0l S arid BrarTa G & 1SR er B Bk Hooul e

pr ot oco and providing a front-e 3%

MorE0Qidtl i cul Rurttyhetrverd 1 artte -ﬁldléfﬁwyor{@dd&&n?mycore
incl ude a respective proxy nodul e for communicating
Wi tsr?rt‘ﬁecepﬂﬁ‘ﬁi i Voot %ﬁ?ﬁﬂd@ vt b el dommihiead s for

ot Toaet oo o Cors e e dUn e Y5 e

pr AP Hstu 1M st oornirdatialg tsherew tdxatmalfigstmay

la“@‘%frrve-IJ_:l']f’3 aaécelsesa%tequests from the plurality of mobile
wireless communications devices to common access
parameters. As such, the front-end proxy module may
further include a flow controller module for receiving
the common access parameters from the plurality of
proxy modules and selecting desired handlers for
processing thereof.
[0018] The at least one common core service module
may also include a renderer module for cooperating with
the proxy modules to format data for the plurality of
mobile wireless communications devices. Further, the at
least one common core service module may also include
an extensible mark-up language (XML) engine module
coupled to the renderer module, such as an extensible
stylesheet language transformations (XSLT) engine

module, for example. Additionally, the at least one
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one comon core service nodul e may al so conmuni cate
with the protocol engine at a second |ayer |ower than

W b@so2e0s¢ | ayer. [0020] A protocol interface PEWUSEO4/005475
accordance with the invention is for interfacing a
plurality of comunications devices with a plurality
of data storage devices, and may include a protoco
engi ne nodule and a front -end proxy nodul e, such as

t hosemuescrbbedsbrivetbymabove. mby &deihe®nind168@PY! fkmory
-readabl e nmediumin accordance wth the invention nmay
Si rr??]ép#§di hel hae &Mpreheede BREPAE FBAUBECHABST RONT

_ 'IEgl@fQKYt§rB§ftgﬁﬁ§5£QEiEQI?Eségﬁgg?ag%gg§eggg%%kve

F 1 is a schematic block diag _
conpRdf2hinensreyscehsin accordance with the present

[ i . [0022 | 2 is,a schematic bl ock diagram
1 BT nE; ghlgéibg%&o%%ﬁ)e?ﬁt%ffgla‘é 4BVPREIBR tRefor
conminecthcOng syslemoit{l & dobhigreateicdstail.

[0023] FIG 3.is a schenmatic block diagram
il AT RS eReBhSED| Bl R ontPlenal pryxytnddbhesbbrage

th ol At i f Ln.greater.
| eaf RLOE0Tho ok ace el ogo ol oHh i FolPyBLE el sces anc
di dgrandatd| sstrage ndevicas treayateckemhodi sente®ft aone of a

co Lcations_systemin accordance with the invention

i eﬂ%%f#%% %h %&%gﬁg?Tﬁe??ﬁ%&§l%$cm¥?E%?9¥%-sTh?l%?thOd

t 0 rhehatimd 1 & pRovi 002N Fh&obol %ﬁ@ﬁ@%ﬂ@&ﬁ& bEgEK

di agram of an alternate enbodi ment of the protoco

| NS R WitFI e plutabley ¢f Glavai stcﬁrage

schespld s blocks; dagiam iy (st 44 Jpstraling.1he o

pr ot ocol eng?%gg m)%e ojf%trh pro -‘bc%lp?%#%g? Te 2

dewviwerigiid G Bramio-émt grf@ce mednBsel Mo OAYd £5icularly,

thq;efq¥.1{0027 FIG 8 is a schematic block diagram
&e ront-end proxy module may include a respective
proxy module for communicating with the plurality of
mobile wireless communications devices using each
different operating protocol, and at least one common
core service module coupled to the proxy modules and
communicating therewith at a first layer. The at least
one common core service module may also communicate
with the protocol engine at a second layer lower than
the first layer.
[0020] A protocol interface device in accordance
with the invention is for interfacing a plurality of
communications devices with a plurality of data storage
devices, and may include a protocol engine module and a
front-end proxy module, such as those described briefly
above. In addition, a computer-readable medium in

accordance with the invention may similarly include a

protocol engine module and front-end Proxy.



al ternate enbodi nent of the protocol engine nodul e and
i nterface connector nodules of FIG 7 . [0028] FIG 9
w0 2008/03mBemat i ¢ bl ock di agram of still anot herPCT/US2004/005475

al ternate enbodi nent of the protocol interface device

of FIG 2 . [0029] FIG 10 is a schematic bl ock

di agram of yet another alternate enbodi nent of the

protocol interface device of FIG 2 .[0030] FIG 11 is

a flow di agr arraﬂﬂe\fsueadﬂ%@temr el Qﬂhé)fmtahﬁn%gt ocol

I nt &éﬁff device of H'G . [003I] FIG IZ 15 flow

diag IIusF?%tlﬁglépéréﬁh@maéﬂcthéoﬁkod@agéﬁm pfory

MO b fm ]:Fl agram

et ot he operatTon ot TneceonntiRat s ChESpBRbaR:

FI @ngent{@z@gg] FIG 14 is a flow diagramillustrating

ope protocol interface dule of FIG 6.

(o028 ' 1ERE PP ok arhgrar e phothatt agran

opeif&mﬁﬁk&ilﬁ@etﬁé0@9@@&c@ﬂgiﬂ§eﬁﬁgcén&@ﬁiégeof the

connector nodules of FIG 7. [0035] FIG 1 is a flow

di agP R Fakions i pysbperafi BRGof 1t he preabenl detail.

i nt devy 0 6 1 fl ow

i o S| ek £ TR Spor ST O o1 (RO of bEgFan

mtJerla%:leraﬁewmgetlmé Ektendblé Oﬂﬁal]lt'l;éﬁi B8ok$ @Module of
rmtl c bl ock di ag ﬁm of an exerrPI arg nobi | e

WI re ees% %% i LAt TERCY eV EECF 0P L UBEC Wi £ hikhgreater

preseddiinvention. Detail ed Description of the

Preferred Enbodi nents [0038] The present invention
wi | 10G%A8 be dREGS i b‘édalh@r% 48 | clmemat hafbocki dhagrans

r ef I ra whi ch

pr ejfel reg att%bﬁ% Ten %E%M%é]gerﬂ%e%w ta?g Zhown. This

i nmmwma'ea;qortmm&yﬂembﬁlaﬁmﬂrm¢@ ey €hé f Biesttion
forne .and shoul d not be construed as limted to the

enbOH IR S FbreR- R FERerar¢hbsecture similar

emodidmt SSarger@royi ded so that this disclosure wll
be thorough and conplete, and

[0025] FIG. 6 is a schematic block diagram of an
alternate embodiment of the protocol interface device
of FIG. 2.

[0026] FIG. 7 is a schematic block diagram further

illustrating the protocol engine module of the protocol
interface device of FIG. 3 and interface connector
modules therefor.

[0027] FIG. 8 is a schematic block diagram of an
alternate embodiment of the protocol engine module and
interface connector modules of FIG. 7.

[0028] FIG. 9 is a schematic block diagram of still
another alternate embodiment of the protocol interface
device of FIG. 2.

[0029] FIG. 10 is a schematic block diagram of yet
another alternate embodiment of the protocol interface

device of FIG. 2.



will fully convey the scope of the invention to those

skilled in the art. Like nunbers refer to like
wWE@bk@s®eosdd t hr oughout, and prinme notation and nedT/U§1084/005475

prime notation are used to indicate simlar elenments

in alternate enbodi nents.[0039] Turning nowto FIG 1,

a communi cati ons system 10 i ncludes a protoco

interface device 14 that provides access to a

pl urabzoy of data storage ﬂEM&l«C§§a§£ax§y§1§H§t%§t13§

20. The conmmuni cations system 10 illustrative

i nCPRRMPERTEom| of aFhe yoBPteerhuhntarfane @@VLcespanﬁ‘éLyz

Wi reless njc n e e. a
connggéggtloniﬁ%ev?%e éc%%%@c? %g¥éﬁ %}%§€F%ﬁ%99a a
WI r@[dewhxramtwbmh@yfmyteén@x;aﬁ@kﬁ myaieusr mpbil e3,

d b d
necE IR cOWTTE £ nE? (TR et T b Sl als %ﬁf@%{agﬁtawa
aSSd)gSéJ?éﬂE:Sor{ RIASIhe Cobhubth@] o4 €] SRHoDeS: Rt Gr MG, 115

exenw%]y nmobi Il e wirel ess comuni catl ons devi ce
sui for Hk@ wihishe f)l@semagwenilblmstsatlng

des e v1ded el ow wi,t ence
to C&féé 18(5.1{]@0%]2%}%/%?5@%&%%% es 51" ?eéam%% ah ns®
devi@a347§ ncl LEiBS.peISCmﬁla c@lmut@i@rézﬂﬁpi}@é\’@lsatiﬁ@(
machi nes,, etc. course, nunerous wred and w reless

deIRTL AP RE ﬁb@d,?%@fimlgrﬁwrye taRA atteRbIRE | n
t he- el nIpod reptpf@r £larity of illustration.
[0040] The communications devices 11, 12 typically

i ncl Isof t i@ cll§ el 53 Wwvcrdmgarasmfil/\hmatmhuh@s
or | ons thheat oper at.e on unctl

t hel'r ra[etglg)glct Ve Eo AT Catt ors %%% Jp‘i%v‘?ﬁeFIG

acCHXx36]o datmr st 01r7edl§ta Oﬂl%vﬂfdlr@j'l%n@fliﬂﬁs@f’é@ln
storage devices 16, 18, and 20 through the protoco

i Nt Fericd e PriHexe s kintafage tdrviape of IT1G. 10.
appfREAt e t hate sugh communicatj,ons evélgeélrﬁa?)%tsﬁn of an

i ncl ude further conponents and/or so tWar e
whisstenralee ynatodigen veixyd lied s Iqomhnwcaﬁncﬁiiidelvim for use

cl ar. 'ttt?/ t%e IEJIfleuSSetl‘lrtat:Lln%nentl t h respect to the nobile

Detailed Description of the Preferred Embodiments

[0038] The present invention will now be described
more fully hereinafter with reference to the
accompanying drawings, in which preferred embodiments
of the invention are shown. This invention may,
however, be embodied in many different forms and should
not be construed as limited to the embodiments set
forth herein. Rather, these embodiments are provided so
that this disclosure will be thorough and complete, and
will fully convey the scope of the invention to those
skilled in the art. Like numbers refer to like elements
throughout, and prime notation and multiple prime
notation are used to indicate similar elements in

alternate embodiments.



wirel ess communi cations device 11, its software client

communi cates with the protocol interface device 14 via
wW@205021085s conmuni cati on network 13, and per hB@BUS2004/005475

ot hernetworks as well (e.g., a public sw tched

t el ephone network (PSTN) or the Internet) , as wll be

appreci ated by those skilled in the art. [0041] The

vari ous functions and operations of the protoco

i nt §pbaeg devieenidganewptef erabl y,i aptesmuhedaicAons

sof tware operat i thereon, or in conjunction

CneP &a o, Lneapl Besgor PRPEPFace TegreacTaceTice 1 that
illys bye Ldggst : War 8 <C t t he .
con%uﬁ?%g%io%zcggvigesalg?u§gﬂgﬁg ?ﬁehég?agggngSedeVlces
devPEe8Y1Bema 8162018 CoRflunThat compubétmeéontheystem 10

' ce.device 14, the co nications, i
Gevt o0k £ P AThISEa & nt8Fal e ienr cosmni garions
20 aeeipeef enahdyy va anebiM dewai8dcH8t Wofkuh VBN i SHENdevice
as fhe Internet. That is, the communications devices
11 QZaﬂ%yac%ﬂﬂ%ﬁ?%%%%lﬂﬁ§hd?ﬁécﬁrb?o@@nn@ﬁtédfaeethe

deb' ' : e ot \Y; and so too
oy DR R e e o B0 ot 25, SerBhe e
dat &2 51 @rageolield cebrdbesd 8cofun 08429n & d60UESE, may be
oth&g énPIenentq%ions are al so contenpl ated. For 1
exanpre, 't e protyeor Thrr PR el 4esiteona Haghpas persona
| mpdiereend esh diaee Privede) netdnl k1 dhate Bl SOohOc! udes. an
the data storage devices 16, 18, 20, the .

corfmtATRLR T b ARe dEkrelies s ccompupbeat i des daenice 11

st [ ' ions devices (e.qg.,

TR R hoa B O R R TR L8

i nvdgrdoiped im tiee vewyarhp e tzﬁdowti)d@dﬂ%’o@hﬁsw le_’Ii_iJh’il&l(rjreference
nect.ion mmuni cati on schene. [ 004 e data

g?cr}:roagttefc’oev]l%‘e OISOV IR dat &'t pecompeRsegytions

by ddiei of tiaiieydd It $o,0f1 LS SOnERIi cati 9ns, Jeyi ces,
11, 12. Al though some software clients are '
coMaAGurEts e ate diGfe@dyr secansneartaiv tepesndfw it Bess

st QfquL%e%e\fzia%/e%e %%’d,araﬁtq{cguegrh doar%fy two are shown in the

exemplary embodiment for clarity of illustration.
[0040] The communications devices 11, 12 typically
include software clients, which are software modules or
applications that operate on or in conjunction with
thelr respective communications device to provide
access to data stored at one or more of the data
storage devices 16, 18, and 20 through the protocol
interface device 14. Those skilled in the art will
appreciate that such communications devices also
include further components and/or software modules,
which have not been explicitly shown in FIG. 1 for
clarity of illustration. With respect to the mobile
wireless communications device 11, its software client
communicates with the protocol interface device 14 via
a wireless communication network 13, and perhaps other

9



system specific or protocol specific, as

descri bedbriefly above. Mdre particularly, on
w@eonsve@sned el ectronic devices such as the noPCT/ES2004/005475

wi rel ess comruni cati on device 11, processor power,

menory resources, and communi cation channel

characteristics may preclude the installation and

operation of software clients having the sane

Capﬁ@ﬁW¢fk§Sa§SwéPPS@sQ@nnvﬁlﬁuy§fg Qﬁlggﬁg%ogefgﬁhone
| apt op conputer systens, for exanple. In addition

whi P pvek | NRIEN) 2% oiﬁl%flrﬁfmrﬁgtb, so$ twai b It i @ppseciated
f or,acGessi ng, dpf a4 sforage d]gw ces associated with
i

di ff'erent protocols Ts feas e for desktop and | aptop
confpRQ4t] syst®ns, vauriomidi Aghdtd dhPl £nd P59 OLO] 0 BHPPOT the

on such stral d deyi ces may not be possi bl e.
OO e o o gt A aee meefos m implemented
acces sd ey s %Qiﬁﬁ{fnﬁh%r@t | 0g Py ot

access schemes. As such, the protocol inter ace %Iew ce
4 dreaysidah ¢ @@mr@mmhg@wm d®vids,120 via an

ope.l.r aitd a&rﬁ}e‘ﬁ? b all{f’pcfor ttgrges b%oa{tgs chic::g\e/leen ast aof the

st orage devi ces,

commmmaitcms;rdf\dmdes 1P, VIi2 #nd especddive St dLie
-su orted 0 ti n prot ocol. The protocol conversion
fu |:‘t%/J afe 1t pl%%lqafﬁjé?ffsackéewfteﬂlﬂ protocol

prq\ﬁtctqsfa%@raé‘m% appr qagh & cﬁgsggﬁl ntcfo - 3L, 12,

multiple types of data system As descr
detadid e tat r%qmaﬂeoctﬂvmcmserlf&cel&ie\amaﬂm preferably

pr QrV' des w1de aanrye eat VAgtﬁobet ween differ enérlr1e

protoco S or access S

| ntRvftaces de;\he:@ohmrﬁdalﬂmisr ’qlieaﬁiLderb faurt her g ai |
in FIG 2 . As noted_ above, the protocol ‘interface

de\ﬂoegl%@%ﬁedgvééthd.tﬁlﬁerpé%ﬂtqweslrmercfcﬁﬁmqu@w via
devirees nid b i ffg Y d é%/%%%v%f Al P Q:ro%g?nc?é/\e/?/tglggs -

In the illustrated embodi ment ata storage

24 pr2@.ocZ8. a,rné:&qf@to@rr@lmoeerc&nﬁmmsiame Gt atld et

rrall feII I—l%vve\iesr |t shoul d be noted that the
v1ces 1

pr SR IS

[0042] Of course, other implementations are also
contemplated. For example, the protocol interface
device 14 may be implemented in a private network that
also includes the data storage devices 16, 18, 20, the
communications devices 11, 12, or both the data storage
devices and the communications devices (e.g., in a
WAN) . It should be noted that the present invention is
in no way limited to any particular connection or
communication scheme.

[0043] The data storage devices 16, 18, 20 store
data to be accessed by the software clients of the
communications devices 11, 12. Although some software
clients are configurable to directly access certain
types of data storage devices, they are often data

system specific or protocol specific, as described

10



invention is not limted to mail system access. Each

of the mail systens 24, 26, 28 supports a different
wop@sariosy protocol or access schene. Mire PCT/US2004/005475

particularly, the mail system 24 supports Qutl ook Wb

Access (OM), the mail system 26 supports M crosoft

Messagi ng Application Programm ng Interface (MAPI) ,

and the mail system 28 supports a proprietary

proboLoF1ySHEBvas ubak HSLdibY1APEY] Can MbhBerbARY,

for exanple. [0046] The protocol interface system 14
i | | aktphrenerydenetadesuahfadnthe endbptoxyinpdare 30.

Th =z . od ' i i
or o R s el BRh R L pUptERhar Mk SRLHAES
suppesdutbes W aetessmippl ceat boncPantetothé YdPeriheics

Post O fice Protocol, (POP), the Internet Message
AcCB3Y PFOTLEdr Eifm S?a%%@t%ﬂ% @Qge?P%ﬁ?t#?%nQFeFOftware

Prot oeoht § HIIP) n§orns0nmMai sabhoni M bschieptSsel 884fbn1y
The front -end proxy 30 al so communicates with a

pr oe®ed| oengeaktapdane B2rtahecpnptbedl spageme, nbdul e
32 te . , e, pr ie ol -of
ek i%ys %ﬁ$§‘l%@%%’o%ﬁ%%@pgg%o%%$é¥l$%9%§§i?Ed)

I ntiouBtfpravasoconpadi bl tent § hfdheatconsingndapsoxyorage
modul e, 30. To this end, a respective interface

conhett 7S ndEaPelabyd 70t 7 ¢t EereptoerebapPed +8 fhRasible

Pr of 9£0ke SRPLPCARIVES: 32 EQfp&RER 9§S£Qﬁsppg£@%£a9n
protocol s used by the nmail systens 24, 26, 28, as mn?l
be mistipsedpfarohel depowrt | onaspeefepnatiraibedi denices

t he frontt-end 8rgx%lnndule 30 and the protocol engine
nmodit& 32 a?% BXTensrvl e or expandabl e t o accommodat e
addioooanl openat dagapsodoegs sdasitbeylbeCcw8p 20 are
avai lable, as will also be discussed further bel ow

[ 002BFe T Albber afinn, daf feeenticereseElRINBFPHBRO6R Bhe

of %@@eggigcﬁ¥ﬁé§PSAg4sugﬁ; 28t Drough, ¢! | gRLsPELVALE 1 ce
on WAP

I's communi cat1 ons device. Fo exanpl e, a

br ok ezcons acapbhé edat z et essagendemicasi bh, d&®i c@0 via an

CONTUOLSRISS BLbPoLOP JEFLBEOXY BPIHL§p328: 192058 s orage
devices, and provides data to the communications device
11, 12 via a respective client-supported operating
protocol. The protocol conversion functionality of the
protocol interface device 14 provides a unified
approach to support access to multiple types of data
system. As described in further detail below, the
protocol interface device 14 provides an “any-to-any”
bridge between different protocols or access schemes.
[0045] The protocol interface device 14 is
illustrated in further detail in FIG. 2. As noted
above, the protocol interface device 14 bridges
different types of communications devices with
different types of data storage devices. In the
illustrated embodiment, data storage devices 24, 26, 28

are systems/servers for storing electronic mail (e-

11



mai | system 24. Access conmmands or instructions
recei ved by the WAP proxy 34 are converted into a
wo erosmeoogonpati bl e with the protocol engi ne noRCI/ESBR4/005475
Communi cati ons between the front -end proxy nodul e 30
and the protocol engine nodule 32 are preferably
achieved via a common interface protocol, which may be
a proprietary protocol or an established public

pratpcol . A4 Thee pidocPbenging il ec132 dhefent

tra_nsl at es th.e access commands or instructions
r eclgiwesd forom ¢ heo'f r bimitehd pricodyd rodilt em 30c¢e . aEach of

e T R R i M e 2 TR e

r ecdaret fiPpmpideoddl | osysd @B esctheme- Mabte NEssEYESlarly,
a |ist of new nessages, cal endar appoi ntnents, task

et Ehe RPehdi WRFBhH $hes R cul @t U&%t%me%ﬁh@mh

featdy eg fhaly dd s a8 eSS OLO AR o SURPOF th@es@&?iﬂc{;1e
nature of the access conmmand are translated into the
corippl i gr terdrackr pyviocolg ahnk ¢y fast efMABRL L 0 32h@ fhennail

-end proxy,. [ 0050] The active proxy module {(i.e. .t

AP HTERS A U ST 17 (R dRanpr 67 4 riaen |45 that
f orymd s dhenniecetyechdatad, (0Lt feasdéxfsle ons

thereof, for the requesting client. Further comrands

_frorrﬁqqﬁl cl i ehe RECEPSR tIRTER R BYSt#e bt ot ocol
| ntfglflf@scterai@i%ﬁ( L 1166855, congmnds, "oRRR gﬁ%d&y@%o.

of ients are simlarly processed. It sho e noted
t hathes efirerrat ~erad | psysy ensdwly bel astessedeln Ieshonss

t i ngl h | ed
T R T Eos 2ot T oUhh ThEhr Erotert fRELY | adeport
devirce 14 D053 | aghe: Ri 0L Ocobrotd &6 1 apendleyi €8e 1hobhus

all ows clients usij n? di fferent operating protocols to
accdskiah P rali pcay s{BPB) 24theelnernghi Edsarge fgeess

O (LFSE PEEELLTD PELOGE SypdEesEs FOMBRG: Bt

exa(Pies) for communication with clients.
[0047] The front-end proxy 30 also communicates with
a protocol engine module 32. The protocol engine module
32 translates OWA, MAPI, the proprietary protocol of
the mail system 28 (and other protocols, if desired)
into a format compatible with the front-end proxy
module 30. To this end, a respective interface
connector module may 70-77 (FIG. 7) be coupled to the
protocol engine module 32 for each of the operating
protocols used by the mail systems 24, 26, 28, as will
be discussed further below. In a preferred embodiment,
the front-end proxy module 30 and the protocol engine
module 32 are extensible or expandable to accommodate
additional operating protocols as they become
available, as will also be discussed further below.
[0048] In operation, a user accesses a mailbox on

one of the mail systems 24, 26, 28 through client
12



that are generated at a client affect the data stored
at the mail systens 24, 26, 28 instead of copies of

wo b@sdzta2 Through the protocol interface devi PET/L&0048005475
client conpatible with any one of the proxy nodul es
34, 36, 38, 40 is provided access to one or nore of
the mail systens 24, 26, 28. The client itself
advant ageously need not support the access protocol or
scher?,a$206hated Wdihin@ aMBidnsSYaMesS) Hdr Rample, a
accessed. [0052] Since the mail system protocol and
t h&12® et sgrotosc ¢l m@@edawmn@ée@@nﬁ@@wr@caf@awﬂbﬂlce

Su%p%ﬁntlmIi%tvl_:IF wtl%a‘l I:I{h %\ﬂfﬁ IPH%CICH eLe.ﬂerI,Io aI:c%ess the

exanmpl e i ent” does n port e sane
feaiau_ﬂe%y@&e&/\e4 Th&ddﬁserdoamanmsotoacmnsmmﬁleimen

t he prqtocol en |ne rmdul e 3 and the fro e,noLCProxy
nmodFce 136 ?Yp ¢ %% Or%lvfﬁ nto a

r e 8seRt @ I3 ﬁ:@da %"é?@fth%f AR quaﬂﬁorﬂcﬁ;ﬂlle 32.

el ements or features for a desired operating protocol.
Nbf@mm@mdataamw betth@@cmrﬁm fnemdrfeask Praotbaetdyls 30

f I bI t t I t I d
01 GREnTE B AR ot o B AR oA o R the

pr %&cmtev@mmmae)a ,cdnndd Qvtde fie preadestl pagsidl enay be
feature support. Further still, the comon |nterface
pr 6t GESIPIHGF SS0h FHAt e FIAT PeaeH @SR
su t protocols, if desired. [0053] By way of
lhe common interface protocol may be a
pr dm04@t]ary Athet qmﬂthaslecEr@iftehenQﬂﬁﬂ-doa%cthen translates

Di 3: ri but ed Aut hor irgd%b?n]g&\%fl 0 ngsz V‘éegc%%%%% Srom the

US'ﬂlQ}?rItC-Iérﬁi IdeLElref B\re prat @cqirdtsocgmovam:aested
program | isti nglr #1 bel ow. This exenpl ary
autiedt ith iMen r el rsutin & a9 oRd t I?e ProtYey|for the

sygrrarieInaﬁsigsﬁcge\ﬁIa%ﬁtlséf ﬁ%ent |%I:'Iar and%asgcmrngér/dn%ir%ﬁ%setdem

by @& .user e-ated li tmesd sa0yeet rd eviest afF aoiw fmslas:@rgm,d

g;lcht . CaclJIoaachIaIngthlenstn?efntas ,t aragseks,naeli‘cho,x &enpetrIId?irIrc?IcI)n the
particular mail system), the features that its access
protocol supports, and the nature of the access command
are translated into the common interface protocol and
transferred to the front-end proxy.
[0050] The active proxy module (i.e., the WAP proxy
module 34 in the present example) then formats the
received data, or at least portions thereof, for the
requesting client. Further commands from the client are
also translated by the protocol interface device 14.
Access commands from other types of clients are
similarly processed. It should be noted that several
mail systems may be accessed in response to a single
access command, where a user has enabled multiple
mailbox access through the protocol interface device

14.
13



[0054] An exenpl ary inbox request in accordance with a

WebDAV - based common interface protocol is set forth
whedosm2@ms program | i sting #2. I n accordance w PET/URI084/005475

routi ne, responsive to an inbox request, the

capabilities of the inbox in a target umail box are

gueried, and then its contents are queried. Another

exanpl e is provided bel ow as programlisting #3, which

i's fousy fol defe AL PR r f b ACERF HaN e Wil thel ows

af orementi oned WebDAV - based comon interface

pr stldedits pNerieg gififgresft ausfoltders dortecqgly e access

f ol (.S qr iy I 0 ta this request. .l

Wi |ﬁq‘e%é‘{a§&pr s LY L S Rl IE8E (afdgerent
Nurereotss iotdherrategudst .S Zditk Dpef@inaits ycies siseshas
wel | . [0055] It should be noted that the software

cl IS Seéd SRS i Mt & Ut S5 Fbquedt SHHRA S
emRod| ITRINS .o JFir R €. 1dY 1290 £imodi B 448 stored

protocol interface device 14 may include (or
comfurfihcati@ i th)stenpold4 n@or 2Rygmejaadroemppies of the
nodyul.e (ot t ha ronpt.s .th rot pcol engj ne
no%%F%“sgﬁFﬁﬁgggﬁéﬁaéﬁﬁﬂgéﬁggé%l %ﬁ% f?%pe?FVV%nﬁébr%
frahidia rairpasyistlensidd 226; o2 alf preded ) nestules 34,
intervals, as will be appreciated by those skilled in

t he&r 38 THO &Sot%lféeﬁgiwe{ﬁfdm% NP RJUIPEHeHE The

COQREMAtE, Mdnfy e fF@ntag end, Proxedmdyl L 30 to
provi de the aggregated nmessages to0 the respective
s ofadvard agldcertly, resdlesor ishgbabovihe Addidsonatdtygcol or

the front -end .proxy modul.e 30 need naqt cpo ni cate

i ST ARG S S G et )t K8
enodiawnis, but it may instead conmunicate therewith
via an intervening mail systemor server, for exanple.

ThUL052] t he Hase Ve il RYHFEFateT vyl mandrdeis eclient
S PSR AR 0 TERAUES T I Yo,
| nfeertweveinng heaidr cderacdrs maty dle idi fflererpr olaestdgple, a
aflﬁﬂgﬁéaiﬁg}Qﬁm@?@&%?@é%ﬁ%é¥) é“égﬁé()é%éﬁ?géxésegﬁA.
The interface protocol used between the protocol engine
module 32 and the front-end proxy module 30 is
preferably designed to be able to represent a desired
number of protocol-supported elements or features for a
desired operating protocol. More specifically, the
common interface protocol is preferably able to
represent all protocol-supported elements for the most
“capable” protocol (OWA in the present example), to
provide the broadest possible feature support. Further
still, the common interface protocol may support a full
feature set across all supported protocols, if desired.
[0053] By way of example, the common interface
protocol may be a proprietary protocol based on the
Web-based Distributed Authoring and Versioning (WebDAV)

protocol. An example of an authentication reguest using

14



appreci ated by those skilled in the art. Here again,
the front -end proxy nodule 30 woul d use the
wa@ppsomosat e protocol (s) supported by such i nPEr/US2HEYS475
mai | server for communicating therewith. [0056] A
nmet hod for providing access to a plurality of data
storage devices, such as the mail systens 24, 26, 28,
using the protocol interface system14 is illustrated
in & dlcoBeghNh@r8icBl pektdd81 28 BEE6$88008BPdogram
or data is first received, at Block 111. The access
contafbieg tht aPesow r afist at @iﬂemm@wh@ubbﬁnbhcatioré .
i nt p , c onma )
then e ans B0 sa Th SEo LSy s ot tar at Sy e ERre devide 14
pr otocot assoenatenlod tihy t hemahl asgységnMitOnea user
accessed, _.such as OM for . the nnil s%sten124, f or
exaﬁ%?%?ifb%%7?n TR R TREhASAdRY a2 $SeFandldt & also
| Nt et heetls eat r 5Ot PEDher aln Bl 95K1 4 13ap DepeNdE ng Ypoy
the particular features supported by the client
pr ot deBRt Ballbehoze Yop thahs s¥stém. dat a I
cor din 0 of. the interface protogo .
that§§$£Psupg%$t%£%@§@$%z %$?%%tr%g%?% o+na$%00r3ance with
t r ensielb BRIV e s ey ddimsorst Bpt e ThecHr POESEol NL&r agerorth
devi ce 14 may generate an error responsive to a

norRStPPott o Pt + it Hrot 6ol In MFeoFaRRFe UV AFRythis

NON: SHPDOE | efk 45,85 { AC e PT O OLOLo £ BORAL SAT € p e
preferably ignored or processed according to a default

or @¥parlilptressi ghasctme: it anstatedt avzellsox are

co S _Qr are then transferred to a, data_ system
or Tt A8 R AT R ST wlitmg e PROEREE

i | lessdmpted sed o (i askl Il SAs - ptHESh TUSHIRAG POW which

addjtionally to FIG 3, an exenplary enbodi nent of the

frofit L@nd® prOXIPTORAEBO PSR HesePF @RI Thevt Flanthe
- ende Proxyn il & 130 dAV ust L as i valyo gﬁ':lﬁ"éjffaégﬁpf&gégol .
nodul es 34, 36, 38, 40, a renderer nodule 44, a

extiéais: bl e kit eshentbfcantriagef ¢ ams§ovemt fohsef XSL.T)
engLd eurnr?edc&”fn 4r6éspaonse to this request. It will be

appreciated by those skilled in the art that numerous
other requests and operations may be used as well.
[0055] It should be noted that the software clients
need not initiate data access requests in all
embodiments. For example, in some embodiments the
protocol interface device 14 may include (or
communicate with) a polling or aggregation engine
module (not shown) that prompts the protocol engine
module 32 to aggregate messages for respective users
from the mail systems 24, 26, 28 at predetermined
intervals, as will be appreciated by those skilled in
the art. The protocol engine module 14 would then
cooperate with the front-end proxy module 30 to provide
the aggregated messages to the respective software
clients, as described above. Additionally, the front-

15



menory or tenplate store 48, a flow controller nodul e

50, and handl ers 52a -52n. [0059] A s noted above,
weamk/oposxy nodul e 34, 36, 38, 40 effectively PET/US1084/005475

t he protocol engine nodule 32 and transl ates

respective operating protocols for different client

types. For exanple, a WAP proxy nodul e provi des

information retrieved fromone or nore of the handlers

52aen82prbryt hedhioensof n¥by decumBhatSntianget 6d bet1y with
dlsglay on devi ces such as cell phones and PDAs. A gCP

pr okenarRBBUGSeapfions Peusresold, ofl2t ha sadeepbogyments,
co ents, _ NG ' ntroller dule_50
angB?EeQFeﬁagrgbggégglégﬁ%ﬁ%gﬁég%dé%eESWét nt-Re®f'or m
requntedvbyihbemPOP pystemobr 80868}, Ofierpakkinpukar Mus,
advant ageous benefit of the illustrated front -end,

proxy hBuF@sSovPsrenafk REERCPRbAGnEagLBe3NOdgde 38, used,

40 ppkesqgyseqgatctihgesa E0h8ySBEVES t
traffic,ggccgssedatg, gﬁg ren%er datg§tlgrégﬁg§ra89dg¥ the

t hefFentefRf RbdEYenadulXSBY Baghneinbduiendfyg mail

te menpt y, 4 | ow contrqller, nodul e 50 nd
hag§%§§§r52295§5n§%r %f%epﬁog%§%%n£§8rQegéﬁgﬁée%ﬂoaﬂﬁe
f orapbeoproxyenoduhesi 34ti3hs 38vidl, FBewdnhyalso be
di fferences between trans| ations by thedifferent proxy
nodePREe842taE PIgthapewhi4led in the eshti Harat preain,

of the Flhomtcephirglbsy é@dui@638aﬂghfﬁsuégaiﬁgn?gﬁgggriate

the XSL tenplates used to translate the data In
fi narotoenl (51 sapyorhséshyt heckamethamdhéng H3al- 58nver

will be re-used between by the various proxy nodul es
34,£%%,C§%Tu2b?a§%n%ﬁ eﬁéwbgﬁreciated by those
skifo@slein the @ethod 0962 pRMHi AOngPEEAEESNtcAadBl Arality

access request froma client is passed to the
app? bpi &R eS pPHRYe nBevi ee34, sBeh 38, the maihgsyehanar 34,

mechgni 5§ £9{nLhen gl L ent 0L ot psoL s EaL Q%%Em%%eﬂ; :

for exanple, pafaneters are passed via a yuery sfring

andibltuforaredriabFes. The MAPipnbxy abdBlecB4110, an

detggggggscgmﬁgggoggn a%gegéi£i§ét received, at Block 111.
The access command or data is translated into the
common interface protocol, at Block 112. An access
command is then translated (Block 113) into a data
system protocol associated with the data system to be
accessed, such as OWA for the mail system 24, for
example.
[0057] On the other hand, data is translated into
the client protocol, at Block 113. Depending upon the
particular features supported by the client protocol,
only those portions of the data corresponding to
elements of the interface protocol that are supported
by the client protocol.are translated during this step.
The protocol interface device 14 may generate an error
responsive to a non-supported operating protocol. More

particularly, non-supported interface protocol elements

16



(which identifies a target itemsuch as a mail folder)

, an action identifier (which identifies an action to
wheooperdosy med) and any paraneters based on dat BCT/HS100€005475

request. In the case of WAP, the conponent and acti on

identifiers are passed in the query string or form

O her paraneters in the query string or formare

packaged into a paraneter list. [0062] The active

pr oxyenpaulre rhbery qghbseah%rfb@wc@@@beolb%%r%Qng to a
passing along the identifiers and paraneter li1st. The

f|o@ﬁééﬁ%?oPPe@rﬁeék§r9§eﬁﬁénapﬁpbﬁmEat@rﬁamdb@edvaacess
thecggﬁgﬂﬂgnbraagtgcgg thgﬁnkk%hg%%rQQQ %%R%;{u%tssgstem

the h l er, passing ers as ar
consrracténeGMOtashBWnﬁk 1ms»nghhbecbandhann@Zah@S an

exar s .han r | d. pt sses the request,
u5|nE£355 ePang Pélggﬁgfktégéither i nf or mati on
nee@edséwr a T@&ﬁ@ﬁ@enohOQ@aLtEehaﬁ§y|t%y%&%”‘%ccgis
for instance, the data | ayer comruni Cates with

pro?é@@Pléﬁglﬁ@bﬁéémﬁétSfo@heaﬁVOhhf@ﬂdapK@ﬁyrmbduée 30
to e ny th S cale r

aat o Bl e Bt TR B B RR 361 D
conpbheatsathyeche éstabﬂesheﬂefptoﬂyfﬁeﬁambstBﬂ$336f 38,
[ mati on, such as .infornmation rel ate

f
R M R R LD S AR NS
The1 haggdhge 52angh@9mgegbgss x@ﬁ&heénghﬁefﬁegﬁia 46, a

shoul d be forwarded to anot her handl e
r estifRQr¥houl deveplabadetede 96064]fAbw cohbrpdfieonmodule

pas§§d Qﬁ khQMgEQEShQEQ' Eb3. 52a -52n is preferably in

such~as~org. xm .sax.|nput Source,

for[eaaaple aSpﬁovedeaboﬁeﬁxégaﬁlpk@xgadeulép34 36, 38,
Ianggag éXNL) data. The active proxy nodul e then
cal hEerender¥r nbanre” 48he paEctAGoal BREiIRAemodule 32

|np&ﬁéb@f§§sl£9§§|feéﬁé@ff@é'aﬁe g@fn g?098c55$hfor

tenplate to be rendered, and ream

ren@%fé¢rﬂ@ﬂutbldﬁt ekeng bUse ekampkeXShTWBEgpnexﬁﬁmodule

rehgﬁéél 2§ P8 orﬁgglo£h§e§¥EQUt t%Egg]oggeor more of the
handlers 52a-52n in the form of WML documents targeted
for display on devices such as cell phones and PDAs. A
POP proxy makes use of at least some of the same proxy
components, including the flow controller module 50 and
the renderer module 44 to render data in the form
required by the POP protocol.
[0060] One particularly advantageous benefit of the
illustrated front-end proxy module 30 is that each
proxy module 34, 36, 38, 40 makes use of the same core
services to route traffic, access data, and render
data. In other words, the renderer module 44, XSLT
engine module 46, template memory 48, flow controller
module 50, and handlers 52a-52n provide a common core
service module for the proxy modules 34, 36, 38, 40.

The only differences between translations by the
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Qutput Streamis then provided to the client by the

active proxy nodul e using the client protocol. [0065]
wah@sabwse system provi des a generic appl i catiPCI/US2004/005475

framework follow ng the classic nodel/view controller

(MVC) architecture that inplenments nost of the

application infrastructure. One inportant feature is

that a base set of functionality may be defined for

si nilafesenyisesxandotihieas extenged 89, paoV{;d814h8e in the
service -specific functionality required to fully
i npferehguseivRnoSerbecBlowepnpral pyep0, the handlers

SOPSELTEER) O 148 LW SAOILOLL S0s80 LhNeLLADILEL Sene

52a -52n, and/or the data access | ayer are _
extdmisa bl et oritepf aceabferm| 0066GhaM¥t basdbs thenkade

[ ice sinply involves .
o TR L S B Tt et + gt Hes ot S| S5 EFSSHerT rFhy ThEiovs
conproty fhow aael sla scaet es@cta@Nsa i &@e%%g;%ésﬂated by

(i.e., the flow controller nodule 50) , and I ni ng
andthogs epeitied ihethatartacewith the service (i.e.,

t he rer 4) . he_ot her hand, supportijn
SRS TR St i o T irere e PRGrbetrom
maka ngl emiori<hengesdtoe lnd @x@m@rd h'méflzaqu:g:gﬁ m%%lalj.@,u,
the flow control]er nodule 50 an andl ers a -52n to
sup%éfrt” dd‘? i ‘Gireltd C??%%?aFdr%W?%SIF%n%?%CoJﬁ%‘PiHf}ent
and, defdsing nd 4 nphenenting, the-ioterface L@ﬂ&@@fers are
the client and the system (i.e., the renderer nodule
44)pas§aD67]a Gperatipnsofinheafidbomt feml paokybhesul Bhe

30 o] translation is further . Do
God BEE BRSO (ATt So Srmi Attt i aprs i ier
12. (Werdiaindaft theed | 4 usirgd edi ogrr aldonss havea beefolder) ,
descri bed in detail above, and thus will be described

onl3P BFery Bl E° Ry orf eihdiéenebeiet i om. action to be
e ank g B 2RK 0 20058 g foegrTEng,
12Iredumstaccesschhequesd ¢85 WARNSiat ecbmpdoe it theacd naoini on
i'“fﬁéﬁ%%%fo%‘%%é éﬁ%égﬁafg the query string or form.
Other parameters in the query string or form are
packaged into a parameter list.
[0062] The active proxy module then calls the flow
controller 50, passing along the identifiers and
parameter list. The flow controller looks up the
appropriate handler via the component and action
identifiers and constructs the handler, passing the
parameters as arguments to a constructor (not shown).
Using the handler 52a as an example, this handler would
processes the request, using a data layer (FIG. 5) to
gather information needed for a response.
[0063] For mail system access, for instance, the
data layer communicates with the protocol engine module
32 for any information related to the contents of the

user's mailbox, calendar, or address book, for example.
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nore of the handl ers 52a -52n, at Bl ock 122. [0068]
Data is received froma given mail system 24, 26, 28

WO poosesppense to the request, at Bl ock 123. Thi BCHESZ04/005475
whi ch has al ready been translated into the conmmon
interface protocol by the protocol engine nodule 32,
is rendered (Block 124) and returned to the client, at
Bl ock 125, thus concluding the illustrated nethod

(Bl 06kmdR 6o+ i DepERPtRO-HRER LBA Bﬁéhtguhég E@aEEFgﬁﬁished

supported by the client protocol, only portions o
dat5Oéod¥§§©bﬁﬂtn@yp©5ebénénfsrmﬁtthe,cennbnasnuefbametlon

pro hat ar Sy ed by the client protocol are
ren%gggée%re ran ngak%%n éuﬁ%ﬁ??%daPﬂtngﬁgﬁ s e-mail
pr otocohtnel eIﬁEéltISamyebe52gnahéﬂ eecpresesBether the
accordinggto a default or error processing schene, as

not 88930V eShpebddpe | toxvaEfadbEo narelineRakapfiger, or if

eXt§B§'Pé@ulw?@@i‘?é‘uf@rﬁesﬁél\{&éﬁe rchitecture of the
front -end proxy nodul e 30 nmay alSo be used for a

var[@@§4bf appl 1 canforsat One paeheapphckabyohheshandlers

add%f rlous short.com ngs_of the g$ gte ne hods
used T O respoﬂ%r?o requasteFrint 8- sHEh"8S

appbt§atmhDnsaef @bt 8gunow, t eoF| &amf18NdaSprdvy8r of
data access system 100 having an extensi bl e

ar chFEeRet th & irenkcer dhaeeuare h (K1) pdesent Thaventiva
i s ﬁp&y%&aﬁw%gﬁ gff@O@ﬁ@tfe &eEQE HE8 gst 84 passing

access system 100 conmuni cate bi - |rect|ona
the@l®m¢LEh&zﬁmpui&omncéudboaabeexnfeqmasioﬂpltha Méhe of
server an extensib

ot R I e R et an SEtORh e The

usefer@ties tmddll ¢ eA£) SmaRiAg USEE 81 Hige axYED LROVEST 46,
or web application to request a web page (e.g. rom a

PDAR RIS sdtfal Prepiftier ) the Reepehetreanesthes made,
t hes Vel seryer, 13?3 L 51508 L§aues tclThﬁtpbOX%h

server 104 assi s Server rocesstn
t hea atelpuee b oo rmedupar @ somg ptiigosksent her Proxyl server

104[55%§3 The above system provides a generic
application framework following the classic
model/view/controller (MVC) architecture that
implements most of the application infrastructure. One
important feature is that a base set of functionality
may be defined for similar services and then extended
to provide the service-specific functionality required
to fully implement a given service. Within a given
implementation, the flow controller 50, the handlers
52a-52n, and/or the data access layer are fully
extensible or replaceable.
[0066] With this in mind, supporting a brand new
service simply involves defining and implementing the
data layer, defining the control flow and discrete
actions within the system (i.e., the flow controller
module 50), and defining and implementing the interface
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functions simlar to the protocol interface device 14

di scussed above, and the extensible controller system
wae®smewsd be inpl enented as a software nodul ePCTIES2004005475

run on or in conjunction with the proxy server, as

wi Il be appreciated by those skilled in the art. O

course, in sone enbodi nents the proxy server 104 and

extensi ble controller system 106 coul d be inpl enent ed

i n @ifh ereat s@hystsali 08| CeBe OFcBQEVEF SmofiQlc €XBNP! €n the
[0071] The proxy server 104 provides a process of
pr Wt AghaadheduRpost brage Reentyrvadbf abl enh wihkeran

SocdELE Lo 8o NG G0 BACLTIRHLSE LPLEDEL"Fo! Oana
spesxiadnpief i act Wen withecei vies alsequestrddlesugbdule 50

URL, .it [ f fi d | ooks, for_the,
R et S e Brell X and, Logks, Lo the, e
t hergoeireat £iiwechat B ¥y, %mr%éﬁniﬂgf%ﬁhﬁﬁ%%&dméﬁeﬂhg

the renote server, saves a copy in the cache,
r etttmsinterachdosprstene Theepagesdreher sedtby {hee.,

Pr aXYe SP%&&Q@%&&E&@%E} ther static or dynamc in

nat ur e. e proxy server 104 may conmunicate with

appl0@él] on sEsaerisiat ¢lftehsef ¥ensyeddoidixy hédule 30 to
speci fic enbodi nent, the extensible controller system
1062 HO72 P F Partixed 1400 the Eenpetentisserippd with
pr OXy. v i r chHde an e

e 005 onder o Tt o B BOXSIT angrrel of ¢he
modu} eu Dva t eoh doree maemiorys 26vé opest odé sigr Bos@rimsdetail

tenplates, sinlar to i descr.i bed LT
corbnem =3 THE dfEhHR e SE R e Wit S it fpepetow to
i ncdwsted amdes | epati: 204, Baghan5eg i @5 ©iodRnNiE e/ San

206, also simlar to those discussed above. [0073] The
ag AR SEIURTE 202 e del ¥ heegr bred sitag? dproxy module

R SO0, S oesse, gl ceal ity oo

r endearss tdised eisuild arite dadremomt intee v avalp ofecabtby one or
more of the handlers 52a-52n, at Block 122.
[0068] Data is received from a given mail system 24,
26, 28 in response to the request, at Block 123. This
data, which has already been translated into the common
interface protocol by the protocol engine module 32, is
rendered (Block 124) and returned to the client, at
Block 125, thus concluding the illustrated method
(Block 126). Depending upon the particular features
supported by the client protocol, only portions of the
data corresponding to elements of the common interface
protocol that are supported by the client protocol are
rendered or translated. Non-supported interface
protocol elements may be ignored or processed according
to a default or error processing scheme, as noted

above.
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The renderer nodul e 212 nmakes use of the XSLT engi ne
nodul e 214 and any necessary tenplates fromthe nenory
wQi@somosender the page. [0074] The aggregat e BEF/US004/005475
202 sends data to the action map 204, which maintains
the control flow and handl es the business logic in the
system The action map 204 interacts with a series of
handl ers 206. The handl er 206 utilizes the data | ayer

208 [boeLRtri eve bﬁ%@&@abboﬂoE%@”EQB@e%h@akit%%% ig8%e,
210. The other data sources 210 may include, fo

exaffPIBONXFP oS eWEh CRapachatenitvers alf @h@xﬁrbat—amﬁ proxy
'nfﬂBHﬁ&é0§0r§5§tggs%obghﬁgggt?B&S o@a%i%%xtggt) or

appl i cations endar Or “CO
a peppilsceningsAPDntosuait hpplication servbcasidards
dat a relatingﬁto a user account. [0075] The system

f unétfoRESpy 5$Fﬂﬂlﬁgﬁsg EBRJIiAPaTERE HEtROGSepsed to

rqu@gpoﬁaltoThw@Pr%eqaégtssf£8ﬁ65Vﬁgbag gﬁgcwﬁéon
server 102, which passes on to the proxy Server

f or RPEBEEEBENGOWs FAGFEEERdAr dndebhani Beb ﬂatatbecess

t Ld
e e p T s s

aggaegatdaseeveﬁtEOQhéoppeﬁeﬂt ohvtheiphox¥ 864VEEst@4bed.
det es onent 1D, action ID and any

rmnes the co
pargH%t%?gpﬁﬁggasngde?% /0t AatreaGeESES E&ﬁﬁ@mtﬁgo
sanBoMn €808l 8i -LNe£PIPRREN aQHdAfﬁbgnﬁhgﬁs@Egtlvely
passed in the query string or orm
par Bhetefls pnushe paenyststiPhg or Webr mearerpabRagedpupxy

e Sa T < PR 5BEi SN RADCS0MO0r CHACERLORG) prsLoR 0.

confo@TO®r SyMbEGWﬂ@ﬁtﬁ@dl@ﬁﬁ?ﬁstﬂbOﬁgekhgeﬁﬁﬁsﬁnﬂOI
paraneter |ist. The action map 204 | ooks up the
appr OpFT &t BOhAndFeF 2BENG| & Wﬁ% EéﬁﬁéﬁénPraﬂébaéPthcatlon

|D5t@n§e<§19@§ﬁré'%§bt£'§ dapdl er L Egﬁa'ﬁ er %gﬁ‘s&ﬁ

as argunents to the Const I uc
prd@é@yégerhe Pegriethe Usqmgsthesdmadelayhe 268 terver 102

931£§%cé9£ “?héoPegﬁgggd %hé €r£§§p§Q§§er 104 assists the
Web server 102 in processing the request. For
comparison purposes, the proxy server 104 here
functions similar to the protocol interface device 14
discussed above, and the extensible controller system
106 would be implemented as a software module that is
run on or in conjunction with the proxy server, as will
be appreciated by those skilled in the art. Of course,
in some embodiments the proxy server 104 and extensible
controller system 106 could be implemented in different
physical devices or servers, for example.
[0071] The proxy server 104 provides a process of
providing cached or storage items available on other
servers which are slower or more resource intensive to
access. The proxy server 104 accepts URLs with a
special prefix. When it receives a request for such a
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The data layer 208 will retrieve information from

ot her data sources 210 |located within the network or
we@xasnmmBo t o t he network. The handl er 206 t henPCBEUSEE005475

whet her the request should be forwarded to anot her

handl er 206, or if its results should be rendered.

[0077] If the system decides to render the data, the

data is passed fromthe handl er 206, back to the

act UrRn, Map geéipan@f@aeketgrégggegﬁ&elégkgeEo%o%ﬁgf
t he prox%.server 104. The aggregate server 202 then
cal ¥esvheteadEREr 1RodtiFelozal @AfbA-i AfokesntheiXSkEturns

' 14 . : ates to .
Conche IDCHEngind L 0K D e RaE N L Rk kit £rom
t hebheetemoed serthe, Whvser vecopP2ihotBer vechhe data

s a viewabl e age as a result of the user request

a web e
101¥ef%6%%]l?hEovsﬁPoa§qg?%b§rrn@%?veagﬁﬁ pEEuERSPngyY the

V¢b$§@£9 ysi-hgrt hosextansi bl ergopt Lobl ek §¥SE?Hh$Qgiin
Wi | now be further described with reference to Fl
13.D¥brES paFREcRraryysernes HP4gnawm cohwsnhiaeks winth

gre ; j rocessiong._and_interaction of the
o e O R e R DBk Foi e 5y &fern
106spdhef systabviiinenbpgins wktbnaivser c68¥88le20dystem

Thii equest is sent to the Web server 102, which
pas Q8- the information to the proxy server 104 for

ProcesEaNg. THE- O 9% Y+ SELVEL] 83§5§y§5ﬁ oﬁgﬁtgggkegﬁée

server 202 for processing. | he ‘aggregate server
20 Hexer pepeer whed het Llustont exely sinvaudabie, agyregate

Che e 2% b HEnd e Wedotd Ba S0 St o e

notmeval ¢ adl &, &he sysémsrwiriefisstseseahg hh€eries of
context, at Bl ock, 304, and then continue onto the step

to mifRldHes | Binbiap bektnose deechthednapovandThe
CoMpaeiled L ab e Bhs 0o Ueti DU Olndhs: PYS!EPL INCPGe
, g Wwth the request paraneters and any form
datinchrde pae kageton map a0 envaeidpe sadi gat derieandlers
to%g],eralsacg s?:[rr?ffagoi?é those discussed above.
[0073] The aggregate server 202 performs the
processing of incoming information and passes it onto
other components for assistance. The renderer module
212 renders the resultant data into a viewable format.
The renderer module 212 makes use of the XSLT engine
module 214 and any necessary templates from the memory
216 to render the page.
[0074] The aggregate server 202 sends data to the
action map 204, which maintains the control flow and
handles the business logic in the system. The action
map 204 interacts with a series of handlers 206. The
handler 206 utilizes the data layer 208 to retrieve
information from other data sources 210. The other data
sources 210 may include, for example, XML for web data,

a universal proxy for any information related to the
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[0080] An invoke procedure is called to pass the data
fromthe aggregate server 202 to the action map 204 of

w0 b@sextensi bl e controll er system 106. Thi s i NROKRES2004/005475
procedure will pass information pertaining to the
envel ope, an action code, the conponent |D and context
info to the action map 204. The action map 204 | ooks
up the action, at Block 310, and determ neswhet her the

act &entextster akeBl 86K1342t1ibhsi {cdgeS, LRGN T (ABYURS Ay
to the next step to determ ne whether fhe aciibn
req@¥ re’nbachent ptaki BAPVAsiGhoel BRE. fof thehaotioation

doe [ S emretrieves_the_default
act?%%ﬂ%%éﬁ%%k&g?i, ¥§§1 Eq%ﬁ%njé%e?elrl%eﬁegcﬁﬁgfl er the

act [007Bkqui rEscasybeani cahtbnonatbPl nekiddba [18881kend in
At th@g point, if the action does not require, .
aut heNtT cat i OnvSeher SYLEem 48T er FihestPEUGRY fEqueSedved

area@eﬂﬁénﬂeba§eﬁ$89k1§§9-wﬁicﬁh§a§§égpgnd985tﬁﬁggk§ﬁg

authentication, the systemthen determ nes whet
conteRtef slPh Gpraprhensstayedssnat sfantaBionkcBaBisht for

t he I.s.in.an authenticat state he system
he Sar ST HEL WhaF nat el e es i ot B ho oAl Sppazk 2
320iaHoyeyetietét Ghergost £xtgi SndPbri foBM variables. The
aut henticated state, the systemreturns the request to

theP9LEFTRVR Hefdert298FORRORRN B 0kt BRI 4P anYi perver 104
authend L eAtiON:h S AGHSPLEG: £898§&t65%3£180§?§2gmyt he

systemdetermines if a request is pending.

r eqosaméeése pendk sgd thedsyst &m execuegsesn. t beipentdhagsame
re t and junps, to next stage, .determ ning whether a_ |,
pro _esseﬁf%mg%eqﬁkb%,c%lf‘pﬁ%%{k %ﬁ%.an% i‘Bgu%‘é? pgssed in
penghaigyudhe Sysied eXeests N tbendEt hORa@BLers in the
val i dates on the envel ope data, at Block 322, and

pasEERLE oTEF BIY t OF t Ferhanet 22 QBIed P ebneot Aepattneher
handi gr, at Block 324. Once the action handler is
created, it is initialized, at Block 326. [0083] The
sysi®iighen dBteraggqesgatetdwervdiackeR otineh calls the

action map 204 of the extensible controller system 106
and passes along the IDs and parameter list. The action
map 204 looks up the appropriate handler 206 via the
component and action IDs and constructs the handler,
passing the parameters as arguments to the constructor.
The handler 206 processes the request, using the data
layer 208 to gather information needed for a response.
The data layer 208 will retrieve information from other
data sources 210 located within the network or external
to the network. The handler 206 then decides whether
the request should be forwarded to another handler 206,
or if its results should be rendered.
[0077] If the system decides to render the data, the
data is passed from the handler 206, back to the action
map 204, and back to aggregate server 202 of the proxy
server 104. The aggregate server 202 then calls the
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processing is allowed, at Block 328. If so, a
background handler is created, at Block 344, and the
W@ y®semoset er m nes whether a process i S in QUERET/US1004/005475
Bl ock 346. However, if background processing is not
al l oned, the systemthen processes the.action
handl er, at Bl ock 330, and then returns the result, at
Bl ock 332. Revisiting the system at Block 346 the

syst&mel i dete V8l hefn el CESRed Schd 8T UEYEne
If the process is in the queue, it then determ nes

wherddple RRLAcidenys corpistey amB) otks 350. réfdehethe
process is not in t gueue, th it submits.it _to the
queties? at™ '8 ot kvﬁedfvéa,rb%a%aolf%%t dgﬂéjrsm' e hhet hef the
actietuhendles irse amsmpl edeveat10R ock SSOve [ORS84datd as a

the action handler is conplete, the systemreturns the
act Vo HAHRII D Radf t2as A Hyekt 352.the UsRr aeeqepst 101.

hangd ®gi s nofnLoppl e56s S8 SYBLEM S U DSpthessing Web
ARek R 87 e

pendi ng render result, at C 54. The output o
st epmta [Waotg dtferl eptt Bhodkbe 35 andl B54 fystemnl0g will

either .an acti.on handl er result or pending ren er

r et )P f‘frtﬁbeﬂs eoscf%ll&eec‘lfewjrﬁ%er%\ﬁeert%?g_t%o rlgﬁ%ier13 :

t heudes Pdrt @duBl0oK, 384 s [DOBplalVbr B1 P td€dld alh Ygreater
the results of the steps illustrated at Bl ocks 332

(r edciFal ¥ SR HTQCBBTY e ninfet ¥t Fmdbertihespreyy

dot Srm e T s S T R e T R 5e 20e.

| f Thee system ey desgims rendera tineer esediest hBOBy sTleis
sends the data fromthe e nsi bl e ca ol | ey system
L06 TH e 11 G s arver i Arir T el 02 ¢ He' 1k Soagges the
Bl ogks Sdfht @in the ﬁlﬁé‘%ﬁf&[y noghter 214 Abe gadBesSing. The
then passed onto the b server 102 to display the

r eREQXY agieBireid BU2nyekes ridsporderedrthesemesr 202 for

request #)l]ﬁ However, if the system decides not to

rerider  the result and has instead decided to forward

t he[0GTRleSt tTharmidesgaicd | rhandE2 dorepfibcessSiigther a

thecoS tsetxetmj'_rsetarvi'aej}/lez?bfeh,e alttD é(fgcslé 361(;2.8I f)kaigsiGé available,
the system will move to the next step to mine the IDs
(Block 306). If it is not available, the system will
first create the context, at Block 304, and then
continue onto the step to mine the IDs, at Block 306.
The action ID and component ID are also mined out of
the system. These IDs, along with the regquest
parameters and any form data, are packaged into an
envelope and gathered together, at Block 308.
[0080] An invoke procedure is called to pass the
data from the aggregate server 202 to the action map
204 of the extensible controller system 106. This
invoke procedure will pass information pertaining to
the envelope, an action code, the component ID and
context info to the action map 204. The action map 204

looks up the action, at Block 310, and determines
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retrieves the envel ope data, at Bl ock 338, and then

| ooks up the appropriate action, at Block 310. The
waeymsemoss | | | oop around at this point until aPCT/US2004/005475

decisionto render a result is ultimately accepted, at

Bl ock 334. [0086] The above -described nethod invol ves

using a single source for defining the conponents

within the system In this particular enbodi nent, the

souwnethsraBhXMhctibg, chuk+at hae E966§t§1§0U&§ 9% H%%@
as well, as wll be a preC|ated by those ski

thetaﬁﬁ ithinevesukeetBuhdaxtdekiap thedecdemuhatwhether the

hangb@§o£h§e&8g Sétaugﬁgnkﬁ%aﬁxn ZX nﬂlBa&&%@éergF the

tenmpl ates or co e use 0 genera e respo
theacEquesﬁoeandothexisut|ﬂgelB&@tﬁ?tt@ﬁrﬁ@ﬁeégfhe dﬁfault
req for e e 0087]. The cqde that handles the
reqﬁsi% a|6ﬁg§3$?k ?h% p%P%nEP@P defPrIMENEA, whetheadthe
by tbeisystequtecsrgatRehhecactban handhgk; Bags the
correctlx typed paraneters, and pass control to it for

g.

pr ot8e81 The Paianeoéns, i hél e eypeohnfloprmhbonrequire

a1 <0 b oL PRl oA kel EREFef T Pequn RS e tanpravests

or aeapbahe$ngreauSBﬁotE geoer afethBeatespaAngBeEokeiere
request. If an attenpt is nade to generate a response
oth%?t%ﬁahl?%t%ﬁ%t R%% YEFFARdthAnefrbprsnganehathar the

[ 0088h+dhe §QU£§eamﬂguéhéﬁ§9c%féa”§t£@8,rQHtBEQck 318. If
ten tinmes, It IS

informati on for the request 1S
desthabtentext alhaial @n autpentbcatmdrktmtehlnhetSystem
Sco n hen hand off. control to another handl er
allgﬁ?ﬁtg?% %?%?nVT?éhﬁBrﬁ.r?BHE§ r 1S PERARD ﬂanaFePlOCk
attEﬂ@tSHb@eh@ﬁd tontkel cérreeuet Bi ngtnoh defhiedehPicated
the source, an error is generated. [0089] O her

var?%ﬁ?%nst%?esﬁﬁg%mp%%gm%m% tier reqaapt et ot hee svetcdeve
nayd@?aﬁ§€da&@§&@ve£tg§ﬂ&5ﬁt3fﬂ Lﬁ%tflfgﬁtﬁégtfﬁgpi ndls

the system Moreover, request r out € Separate
fr ometdetedt ual processi ng of

[0082] At Block 320, the system determines if a
request is pending. If a request is pending, the system
executes on the pending request and jumps to next
stage, determining whether a process is in queue, at
Block 346. If no request is pending, the system
executes on the acﬁion and validates on the envelope
data, at Block 322, and passes contrcl to the handler
206 to create the action handler, at Block 324. Once
the action handler is created, it is initialized, at
Block 326.

[0083] The system then determines whether background
processing is allowed, at Block 328. If so, a
background handler is created, at Block 344, and the
system determines whether a process is in queue, at
Block 346. However, if background processing is not
allowed, the system then processes the action handler,
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t hose requests. Control flowis then handl ed by

oneconponent of the system not by each handler. The
whamdioz3smwoul d then sinply ask the control | er POI/US2004/005475

forward a request to another handler. Thus, incom ng

data may be kept in a known state for the life of a

particul ar request . [0090] Yet another approach

i nvol ves enforcing control flow through the system

where @neCMaBdberaﬂaesheatr@@h&n@nQ%%e&e%%n%le at Block
dlrg%@ to do its work. Still another approach
es

i nv Rﬁ@éﬁ#ﬁ@nﬂh§hﬁaﬁdﬁ§ﬁ@vréﬁaﬁﬁ@@&y3§ﬁhwheaﬁystem
S'”HE@er%ﬁﬂ%s'%heEﬁb? Wi stlghe ha ?Lé&tﬁgur&%s%he

and scope to receiving r ques s and ‘ta
apppoprease ibushnebs hogie, t@tgahﬁardbh%r&@&b@e%hether the

results. Another vyariati s keeping each

hanaF% Po&ﬁsgame %ﬁe ngﬁioﬁ d sﬁonléoﬁﬁﬁePF@ﬁe§ﬁ is not
theihaske glibawi ngntheiresubhs+t04 QetBe@ﬂ%rﬁgeQE at Block
forwarded on to the next handler. [0091] A furthér

var?é?voHnﬁnVBEVe§ebﬁémﬂaﬁﬁgwhﬁtéﬁﬁehsebhetneohaamﬁﬁer is
foch@P?Etgg LEaHesLs ggat can handl e i mredi at e needs,

as grow over tinme w thout becomng overly

compbeg4] VhenIkoanengcthensyshamert he @&@plb&eabkﬁet@ystem
and secondary acti

325? EéﬁgﬁPihﬁuggﬁégg P%@?éeénaeéﬁﬁFvoPtfEéﬂﬁﬁa§58e If the

spesttigd H%n&h@rpibnﬁ5¥ @Sﬁ%g t B8Py gsﬁgﬁlketurns the
providing the user with a nme d of a d

modP¢YHHEIt hengencreonati t gt BhgcheBSApprachutgutoof the

P eohongr g HaT ERT Yo 0"  ORGFbAnTAG FBOuASRs (E0tH7biAS

geneiahéngan htﬁf@mthaﬂﬁléreﬁéghﬁﬁ bbepQﬁM@hgpﬁénHQrer
sp eC|fX%back ground processing at either a handl er

| evEPSULE) aftthePentFe@ 59seeRPIRbR92Y Fheeabboerender the

- desgsi bed gxtensépl gzgontroller is particularly
advantageous for addressing shortcomngs in Wb or

HTTFOO0®aked aM@r$c9mrbnsulﬁflyouthe résulthkl be ahsosteps
P EPL B DY IoSF, S kel | R b ot o LR S TR,
action handler result) and 354 (return pending render
result) are used to determine whether to render the
result (Block 334). If the system decides to render the

result, the system sends the data from the extensible
controller system 106 to the proxy server 404 and
renders the data, at Block 340, at the renderer module
212. The data is then passed onto the Web server 102 to
display the result, at Block 342, as a response to the
user request 101. However, if the system decides not to
render the result and has instead decided to forward
the request to another action handler for processing,
the system retrieves the ID keys, at Block 336,
retrieves the envelope data, at Block 338, and then
looks up the appropriate action, at Block 310. The
system will loop around at this point until a decision

26



types of non -HTTP based applications as well. [0093]

Turning nowto FIG 6, an alternate enbodi nent of the
wWEe@sozwBe i nt erface device 14' is now descri bePCT/US2004en5475

illustrated enbodi nent, all requests to a data storage

device, such as the mail systens 24' , 26' , 28 are
defined in configuration files stored in a
configuration file store or menory 31' . In this way,

forr@ gbNgsrchi enbueat 8g0nyysAncapp! heathpngdeyel apery
can easily request only those properties required to
suppdtt the client for which it was witten. [0094]

or ol 08B T o 30 B CkECaRR at 5 RohpoRah oroL K" uSis a

prosneglei spertaceodenteenidy thadvenpagents! ¥iehlWshe

a user to specify a primary and secondary set of _
con?Y?fiﬁ%tiglﬁ Fhigspartiguiaeondaryieenti gbhat senrepl és an
I'S ﬁ@@cfil§g’b@@yo£§§9uf8§ﬁagﬁf&8§9d'Be'Es&?!gs well, as
override those specified in the prinmary con |gura?|oh
filellThve appossished userthosspekilyed torehsesrof This

d, then_t themto fit ticyl
| o ANERE AT TORC TO6UAT WA GOVRT . CEohi LGULHEP ORnF FRguest,

naytle SROrepntor PHOCESHING: OPE atbRPSattsdbif 8588t useq
network | ayers. For exanple, configuration files for
datel | SR T dpRr BE oFRSPORS§ nte¥ f Blef ngeehestr oandehde

r I ' r engi d ' be
e e e S T T
| ayERO®pEr at i Dins pedé orined lyndhes f tiowv coqtiest) eslong with

nodul e 50, for ex Je, O her, types of configurations

IS R B R Ge e 1o st i 11 SBe U pr Bt B e by
thoseesid |08 ddtide ha1d 0098 < & €pafbgpration fiheg

al so preferably specifies the inplenentation class

t ha TNkt edR 2@ Heal$ Cotereesponse for apybevessing. The

re Thij |t Si ter to. slight
change Htléfwte%s: h%%?d%ft%le o%?%og Hqiﬁlhl%n d%\?lao%rg%l L,Lg%r
evert wonpl eteyyed epdtace The fGacdmdige behayy ol &ndbe defined

strengtq:for each request ngy al so
as op he template or templates are

ional or required.
used to generate the response for the request. If an
attempt is made to generate a response other than to
what was defined an error is generated.

[0088] The source would also define the routing
information for the request. Often times, it is
desirable for a handler to perform work within its
scope and then hand off control to another handler to
allow it to perform its work. However, if the handler
attempts to hand control to something not defined in
the source, an error is generated.

[0089] Other variations are also possible. For
example, the source may be used whenever generating
URL's for use within the system. Moreover, request
routing may be separated from the actual processing of

those reguests. Control flow is then handled by one
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be specified in a configuration file. Wth a

conbi nation of these two properties, a devel oper can
whaws/omesh greater control over nmenory consunpPCDOSANG005475

response/ request performance. [0097] In addition,

configuration files also allow a user to specify

multiple requests for a given resource. This nakes it

possi bl e to support data systenms with different

I eQUSIEh £ ESPOSS etﬁglr E?E%em/‘\nngﬁ(eﬁ?: 85¥n CHQ%QH{&F ﬁ_t £R8

file is provided bel ow as program i sting

contar@ker iopuid| thes simphpl @skotha darbrsibee thaforward

PUBROLLS. &, VDL LILSLT Ref 37, RGUSsed SRONE 48 ey

pr db@clodpienph e khedknssppest soa VebDAVEENberagerticular
However, it could be used for other types
i nte79%e¥s/ data stores as well. [0098] It should al so

be f@ﬁéﬁﬁthatYeEnaﬁggﬁé£on§Po£@ﬁ £ £ scéﬂ§§rc'ng

specified for the resource,” a user may also specify a
conpindr e b flow hehrpdent iy sygiemmwheseurge. hdhilser does
allo t user. . to performnultiple different ,
opé?%gi%ﬁs cﬁP%F%ﬁQE%a?gé%ﬂ?%%r?€5§¥ B &?I?t%ework' Still
appiestid e hhyréhosei skblvesd kdepheg arte (9099 rs

Qperation of the géotocollinterface device 14' using
corfFRiFafs bn $13Es T sHEW De Heakripedthiptwetlwiinit

refarence, 40, H G d4 o§§ggr9@i£@o 8l Ofgcea}lfxgir%g'y‘requests

access request or c is recelved a
nodanad, caltl Blockhd 4dpp Ater bacedsus agelest 1ogi ¢ ransgat edr

intg the co n_ interfac rotocol by a hapdle _
52 I O T B G UHS - R eYBRERE 37 oY o1V RBr eePing
corddgunain@red i F&sus LBt an thad £S5k ecehyedodh 0B RSI et ion
data system (Bl ock 143) in response to the request,
andPiHith Heskal 2 bbeibecine regsihiedt¢ nfee Térdevadonr

| ntelfAce i of,0c0]) %etﬁ&tprﬁéﬁﬁfér?”gi ne modul e 32",

is formatted 1nto a response and rendered, at Bl ock

144[009E) n, thiSuitishetoneawdti sef fesces § oo odei df ndode

Conefzi eur{saitgloen Irfleiclf?asr'lis-rnrl]eforrenfs.ja?r{gfirggesfeoggeesii:SS Ekrl]ae{] can
handle immediate needs, as well as grow over time
without becoming overly complex. When loading the
system, the user is able to specify a primary and
secondary action map. In this way, generic business
logic and control flow may be specified by the primary
action map while still providing the user with a method
of adding or modifying the functionality. Another
approach is to provide the developer with a generic
mechanism for responding quickly to long running
requests to avoid generating a timeout. This enables
the developer to specify background processing at
either a handler level, or at the entire system.
[0092] The above-described extensible controller is
particularly advantageous for addressing shortcomings

in Web or HTTP-based applications. Of course, it will
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returned to the client (Block 145) thus concluding the

illustrated nethods, at Block 146. [0100] Referring
woowsaziwse i onally to FIG 7, the protocol engi PET/DBm0d/@5475

32 will now be described in further detail. The

protocol engine nodule 32 provides a framework to

i ncorporate various interface connector nodules 70- 77

that comunicate with various nmail systenms using

di f fer ankopepbeeeli St B e PreIRE0!s 8NTike 1HPAY L 32 that
al so_provides a common interface XM. and WebDAV, for

exaifplé, SBRGt AaERBIEFICENES, melyr beglextieadedonto semport other
proxy,aedyle, 30, y4se E%s%%ngglﬁ%E%%%%s”a" aggounts.
Conmoh hE &S

operations like retrieving onlyt tial
head@P830f nelumaihgandwdeberTGni By the apreserce and

size_of .attachnen wi t hout downl oadi ng t hem are ,
higﬁpgogﬁwﬁggegﬁ.agﬁlpaﬁgPﬁP#oﬁgtﬁFéaﬁgrﬁ@Wﬁﬁ@ 147 is now
di r gebkyipBdt henseuece 1384 -arky EﬁﬁoaéﬁéﬁEua%%Q3g%gd%sts

retrieved. [0101] The protocol engine nodul e
an approfrtat eternagef devprerakith ef ttheempade systems 247,

conpget obghod S 2 .0 access a_mmil account., Al .
of ?ﬁe’cgﬁnéc?%g %égﬁPéé %8-0?9 prer EEBPy%§§§EoFF°56d in
conepnoafpbiication piagr amBirBgoirnhenbage3(ARl In $UGR way,
that adapting the, protocol engine nodule 32 to support

a nEQFpfofbEdt GhbERtsCRESSPhYr y2BdAPRYI§akdRn developer

i nt gphaggs £OPNLE : c - I -
T I B M e Tt e
sui eabPert ahlgaagésent prot sbots maywakswrbetased.

Ov t d iJabjlit b
oy G8AT Y o CRRAL BCCog= B B6F o RBL DI PR BS PAZt of the

dynanocatéyd| padxy hatianeedopr ek0g0kegaghie BBRPLAGSE of
[0105% Resul ts_received by the protocol engine nodul e
32 FroTReOHal | 1Ryt Enge2deviee 28’ aradepntpappysly

B St oS CRES, 0 BE R PSRk ey e o

necesshiyurapdon r AhsabssidHnat seacndaent cofbeqguesulbs file
is specified, any resources defined in it will override
those specified in the primary configuration file. This
allows the user to specify a core set of resources and
then tweak them to fit a particular implementation.
[0095] Moreover, configuration files may be stored
for processing operations at different network layers.
For example, configuration files for data layer
operations for interfacing the front-end proxy module
30" and protocol engine module 32’ may be stored in the
memory 31’, as well for upper network layer operations
performed by the flow controller module 50, for
example. Other types of configurations files may be
used as well, as will be appreciated by those skilled
in the art.
[0096] A configuration file also preferably

specifies the implementation class that is created to
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conmuni cated back to a client preferably include only

data that was requested by the client. Data
weorosespaendi ng to features that are supported PYI/ESI084/005475

system protocol but not by a client protocol nmay be

transl ated into the conmon interface protocol, but it

may al so be ignored or handl ed according to a default

or error processing schenme, as noted above. [0103] A

met hedq oé @ﬁ@t§§§boﬁ§én§535'Qﬂvgﬁ'QQqﬁggtprgh?QOhakes it a

engi ne nodul e 32 and interfaCe connector nodules /1-

77 $5MpoY Wekkerbed adidahiéfeckavget bhflGehabior of an

o PRTerven StOBrachodsY ThoohanceetpanhaLy PEPIACe it

tratsthied behaovioprohacetrsugppr £ed bychhectakdetmay also
dat a s€ste é Bl ock 152. Data is received fromthe

dat3® s§REeht 170 rei pdnsenfogrratiequisie - afiBhoak 153,

andcbibpiSat 1 &0Sh At ede 8t 0L e 60OPPR LNt £
pro%ocol,aat Bl ock 1%4. FurtﬁgrB??gng ét?oégggl?ﬁgr can
datRavetmueh chrexteprovotobl nayebengreofpr cedsumbption and

nec Bl ock 155. and the data transmtted to
theP%$§éﬁéeéﬁe%ﬁ%%% HEBI T AR Conc! udi ng t he

i 11 pe09al ed net hoddiat o) 06kntSdurdO104] rA¥AENa1s0 allow a
dependi ng upon the particular features supported by
t he ®F¥ erit prestevI Mubhiplporevenstof feheadaigen resource.

corfespondidg 10 slenpnis of é%&%&é%%@gﬁs with

protocol that are supported by e client p 0CO

ar ediafsrenedreussidésespbrse aboveat nonAr seppopl edy
irnégégce:protoco . el enent s na% ge ignored or o
pr oCES S e Attt Ny € ot R BEPARLTEI RS EPY oF S pPBReEaRngisting
schipe. THOJ O n Ak g WL O FI & s @it &l £ 8£NAt ata
enbodi nent. of the above -descri bed protocol conversion

modUt & Attt eRRRPR T3 ARl  { el faee o, a8 hdiscussed

o bgsal, 20 08 RGULE %L 68 B0 (0 ity device

i ntle4'face wommot brempiiud et 184y, 82pp@B-ans WelbBspecti ve

provi.der nndyl 84, 85, 86 are %ggqgigted W th

dlf%%& ace owever, it could sed for other types
interfaces/data stores as well.
[0098] It should also be noted that, in addition to
the content class specified for the resource, a user
may also specify a command to further identify a given
resource. This allows the user to perform multiple
different operations on a given resource type, as will
be appreciated by those skilled in the art.
[0099] Operation of the protocol interface device
14’ using configuration files will now be described
further with reference to FIG. 14. Beginning at Block
140, an access reqguest or command is received at a
proxy module, at Block 141. The access request is
translated into the common interface protocol by a
handler 52a-52n, at Block 142, with reference to one or

more configuration files. Data that is received from
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operating protocols. In the illustrated exanple, the

different protocols are OM, | MAP, and POP. Further or
wa@lpdobmemse prot ocol s may be supported by corr eRQDOSI0NY005475

provi der/ connection pairs, as will be appreciated by

those skilled in the art. [0106] For a common

interface protocol, such as the proprietary interface

protocol described above, the UP servlet nodule 80

t akese i Bg0E1 B s@@ﬂnpmlé@knnnsregﬂe§é§ @ﬁgetfanﬁh@tgéquest
theminto cal usi ng the defi ned |n?erfaces to the

| nt ¥rd atlelel nlﬁ@ét dtrepdyl l@%elg 1tB3nsTabedPinbpyvthe common
fﬁ@e§§%@ésgr$@g§§ltg ﬁ%£§t8£oih§§81% hodgﬂg 327,
: ac common

formats t nt o conno requests
fornatfoEMEEBédlﬁmt@d&Sr@sp@ﬁh@daﬁ@Qhéﬁﬁea@d aapaghoth

th U I | ude an XML docunent
th:}igrg%gﬁké’ €%+?|%ﬁn$g ar%ﬁ%%Q?% LepPRERe P egliBspr more
[ Ol@gﬂlff@@ﬁﬁ‘@lé‘@ Fyiebel %tP@n&@régr ¥beboApdul g 80cn

there is provi der nodule 84- 86 for each supported
na|¢e%W%$%%1b@oﬁ@%o¢llqhb PPbutHet 451 akehgarecnfluding the

han iwgt{ &%ééh%&d Dy ghe Py gervlet nodule 80. A

each pr OVi has ‘a connection, which takes

carEODmoponnuméﬁatrImgwméﬁ &@@1sp@m@31yatbbpx@acvpuahe
et mai | stem |allf the connection wll

on at nj t
aI§%F%E The %?%Vn éWD'TbQO%? Whil | RPRrPaceesSEEEEeHyin
t her R 198F Vi et 2 80, aruk i pRbesENT e@n&i’né hrﬁoc@ﬁ?é“ gfrprov:Ldes

nodul es 84- 86 define a | oose fol der hierarchy.
faca fIQmﬁﬁgrbet@oh@@Qmmgwat@dva51@u@oimberf@neoéonnector

col fodt itemcan be a ness
fof%§ &i%?s%8c%$n§§§% SRR R, W%Fhé%?r%?%%rm%h%a
lteﬂyétem§ mgpm@S@mﬁfékeﬁ@q@réﬁ@@@hgs ehélepraedcdypengine
mai | ., contact pointnment) . An interface for
6%0# 3% Ei‘ %?n@%??%fg%st%ecmr%m%%rﬁ%@ea@@o%d

th%e]@ﬁ]@ifav éef?;FPé that type g{lé,tl@gn A EQL 8T he
a co

iteminclu ection of itens, and provi des
netﬁnmﬁi1Qn@upmmxyumpdule 30, use to access various mail

accounts. Common operations like retrieving only the
essential headers of new mail and determining the
presence and size of attachments without downloading
them are highly efficient. All operations are performed
directly on the source, and only the essential data is
retrieved.

[0101] The protocol engine module 32 uses an
appropriate one of a plurality of interface connector
modules 70-77 to access a mail account. All of the
connector modules 70-77 preferably support a common
application programming interface (API), such that
adapting the protocol engine module 32 to support a new
protocol amounts to simply adding a new interface
connector module. The connector modules 70-77 may be
written in Java, for example, although other suitable
languages or protocols may also be used. Overall system
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the itenms within a folder. [0109] The connect or

i nterface nodul es 81- 83 provide a common way for the
wQRv0seopBet nodul e 80 to communi cate with di f fRCEDS2004/005475

provi der nodul es/interface connector nodul es. Sone

connector nodules may only inplenent a subset of the

prot ocol and/or may only support a single folder

(collection) of items, as in the case of POP. [0110]

Thepbasbembhew £AE 2G2exePPLaty GQYTBE {QHPBLHEqHESt
proceeds as follows. The UP servlet nodul e 80 receives

t heS¥¥HRESt , PAnArpyidinperut biplevésnaonicaéayesonte
ap j ' / t] : UP servl et nodul e
30 troar oofl BEGRbAS EBRnEE ket RS, (C L ot i ar
funf@102] assoreattdswebeihedi by ethacereoosett engine

nodul assi a target, mail systemidentifier, such

as %P%k&gt%%tEgﬁg FRe et ?KS?%%SC fnoh®f of e re
resestladng tféﬁéi@ﬁ@dCPﬁﬁgcﬁh@ncgﬁﬂgheiﬁ@éffgéea?rotocol
reference to sone object that inplenments the folde

i ntEP¥ acrenplatepresehtsat pblerguespedrietiderotbnolt sif

Si I mpl e tati e.g.,POP)_, a.single object
CoLEeb D CIRD: b Bt T)a RIBATY pE0stlacs
r epcasenti theeBbhboxtbdoh delieh 013 2drdheb VP seevheE only
nodul e 80 uses the returned fol der reference to nmake

add???%h%?aEaY?§ F8Ieat TR yOY hehe ofhbn ¥ or Ratar equest .
Forc§f§@§$§mdiﬁg¥@§ B, serak etn ppdyle §§%§$§g§ggg¥ a mail

retrieve a specific item 1t may first

f ol gles e upcotonol passi mot the z eglestedpiRtocandmaftlee
it s the fol de it will then callL a "get, itent .
funct o= agai h- %sé?%gc?WEPTF&?t%% a?%s%??go%?flh%ut it
calihdg)abse vdenghoraat sethimd De@na dPPrO@PHEatEe HosEBEu1t
such as XM, and returned in an HITP response. [0112]

It OF 1 FTHRT R 2R RENPr I YRR npUURRT At 2P PERe
conpgesaPn Mogul el 91 Nt gélp&@éc& %@@f&@ﬁomsmg the

return the appropriate r erence.
protocol engine module 32 and interface connector
modules 71-77 is now described with reference to FIG.
15. Beginning at Block 150, an access request or
command is received, at Block 151. The access request
is translated into a protocol supported by the target
data system, at Block 152. Data is received from the
data system in response to the request, at Block 153,
and it is translated into the common interface
protocol, at Block 154. Further translation of the data
into a client protocol may be performed, if necessary,
at Block 155, and the data transmitted to the client at
Block 156, thus concluding the illustrated method, at
Block 157.
[0104] Again, depending upon the particular features
supported by the client protocol, only portions of the
data corresponding to elements of the common interface

protocol that are supported by the client protocol are
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will not be conplicated because the provider
nodul e/ i nterface connection nodul e provides the URLs

WO poosloz0089 r st pl ace. The only URL that any i ntRCT/EHS®04/005475
connection nodule will be required to know about is
"\". Al other URLs are generated by the
provi der/connection. As long as the URLs within the
hi erarchy/ col | ecti ons are uni que, the provider will be

abl e rtosieseld e As0 dhe rGYelie Glboivles Mthe R dpdd&led interface
function is called. [0113] The provider nodul es 84- 86

andPFRCEFPc & LEBIREST Mo FedidIaereL. og3 puostesrsalsl pccording
SuPRAr, ekanl cf ldelolf ORKs3;HA0L Rk der 1S

supported, then inbox, cafendar, and contact itens (as
appi8pPBit e) Shoulidsheow éws FRGLhisn thatalfrelrderd f

t he re.to _be accessible through a protocol engine.
[Ol%%?ogﬁmSE?oP%aﬁgg O €0 @?52&@8@ 8F°Fﬁ€q1n§éﬁﬁﬁéﬁ}on
a simbghee advantageous NBCRAR §EL1RECESHMNR! | QUS

types of protocols is provided. This nechani snmsupports

t hePFEFPCPUNERRERSl MPglude 8achaligsathesfommpost ecohiversal
for psbull quky capable ahhent Bpo! ggal 5. And deqrades

wheh a spec ata system profo ature
supponthedtby moduilenBlpr 820c8B. aRdquestspreteiveedroider

conmo or gat e translated into a provider/protoco
spe@PaFiefg?ha?Ebe% r 8 PorRararagethd iFbgdéstessnto

theodesktnabi pRoseLyst. RaspaBses:htem:iby dgahbAali efe
server, which are in provider/protocol specific
forAaffeapptt PARSPaPdd BaekOWRt 0IMA®, cenmioROPer Fatther or

[ 0145 hanj lient to er.y. supported .
tunatt Sa5rTEyOF o Ok025BrFi b prauPals Shosl EosraPRgaing
t hepcovedergeceatertiont pal reyeashewlit bgepppatesated by
requests tg,ﬁge provider, is also provided. Any client
wri tEeRet 3kELpp8r £7t hBSceRhon prot ocol format,

S e R N T

detRfpBrietary interface protocol described above, the UP
servlet module 80 takes incoming common format requests
and translates them into calls, using the defined
interfaces, to the interface connector modules 81-83.
The UP servlet module 80 also takes the results of
these calls and formats them into common format
requests. Each common format request includes a method
request and a path in the form of a URL. It may also
include an XML document that provides additional
parameters for the request.
{0107] Conceptually, below the UP servlet module 80
there is a provider module 84-86 for each supported
mail system protocol. The providers take care of
handling the calls made by the UP servlet module 80. As

shown, each provider has a connection, which takes care

of communicating with the source mailbox/account on a
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of the mail store provider nodul e/protocol. [0116]
Referring now additionally to FIG 9 anot her

wepdvstzeent of the protocol interface device 1BCT/US1084/005475
now descri bed. Here, user e-mail account information
associated with e-mail accounts to be accessed through
the protocol interface device 14" ' is stored in a
data store 90" '. The per -account .infornmation

pretergbkymancl ygesecan TRdieatingn ehet BRNRCERSSN will also
protocol s supported for each e-mail account. [0117]

RecBPdgthpFﬁgiéﬁFa store 90' ' may be arranged by an
accegmbghdent irf et hrsueh as a0 '%F@?§?2§%rv%%tb%oaand

user nanme associated with the protoco ace
devigpléementedubl that pablividemaimbdatesust-86f defahicon

for.particular users is.grouped in the data store
90'lgoF8r gigﬁﬁl }eﬁﬂ§FggacgEsgaﬁFot650Pa§u560rt i s
theceageptoslakbdeaBil c82eaURESnOBreaBN18L1ERRS of items.
mai | systens 24'', 26'', the per -account information

may2ARnetG8eCmi PespsTerprater rafPéAcndPEati rgnthet, for
OpeééémﬁgeprQLOQR#:ogQQBPBE?Q 9¥e$afgsgg|%e§¥§%%g%ed. Each

[0118] A data sto ores-a 0
opeiaemngaprat dedisedupppet ¢d. by, t heipr otoaekcengi ne

nodul e 32'' d correspondi ng_netrics (i.e., ranking)
rep?%@%h??%%ngpot%EOFHEEE?%F%nE%§:e?ﬁéséyﬁﬁtpﬁcétﬁﬁe

cal guf ahed basedroPecapabi LhliyaStibREl fnafusheas ey e
degree to which features of each mail systen1§4‘ )

26' ToT afleasupyieet @8 byem- phofotderahtemhénsiéudest §
R S ieR bt g TR Gl el (S0 R S AR

al so be used and W be ap
t hetlae t itdms thetldith aa stor@eHl’' ' OM woul d typically

hav | gher_netric or ranking than MAPI, and | MAP .
mouf%f%QLeraIT%eb%o?%ﬁ?Eﬂrh?@F%Ffﬁﬁ%nmﬁﬁﬁﬁeEagﬁ‘§$ phevide

data StRh&s P9y f@rgﬂﬁe'Uﬁayep§lé9p%§§§fée€0 £gr

exanpl e, in a database on a local hard disk or other
men@PYnERl ¢afee prbtlocdl Lfatent aueodide cemddil s/ bntonface

[ Somelael, Whad, ML CNs e BEGIOSE: ' REGET 255 S5vEes,
implement a subset of the protocol and/or may only
support a single folder (collection) of items, as in
the case of POP.

[0110] The basic flow for an exemplary common format
request proceeds as follows. The UP servlet module 80
receives the request, and it either retrieves or
creates the appropriate provider/connection. The UP
servlet module 80 then calls an appropriate “get
folder” or similar function associated with the
interface connector module, passing a target mail
system identifier, such as a URL that was included in
the common format request. The interface connection
module returns a reference to some object that
implements the folder interface and represents the

requested folder. In its simplest implementation (e.g.,
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[0119] The protocol engine nodule 32' ' determnes to
whi ch mail box (es) or account (s) the command or

w0 p@bs0289 on rel ates, and then accesses the pePCT/US2004/005475
-account information in the data store 90' ' to
det erm ne whet her nore than one access protocol is
supported for each account to be accessed. If only one
access protocol is supported, then that protocol is

sel ecbed. aVehg180EBERANCENEJ2BECEHPHAERESL kS connector
supported for the account, then the protocol engine

modiPEude’ andagkegsESPEABEESt Ahst BRELDOX TOﬂdeg
d whi I f or,
et epiy R¢ Whi eh.SypPQLL-Ed.P rﬁ&?ﬁ? 5. ?ﬁgfﬁé %|§ﬁ§§§ned

desired, "and t e supporte pro 0co
met Ebtder raﬁkregcesteehekéedddEeﬁoth gailh ssyst eAktisfy

24" OM is prefer sel ected over MAPI, andfor the
nalrhgyg?@W?QGformag éngsﬁreF@FaBF?mgéPecﬂédtB§ePP

PCPseEGl@@]mahﬁl@TQDoﬁéédbnE@rgéﬁﬁlgeé'Sesﬁébifﬁgu§tem, it
all ows access to the mail systens 2 using a

nmosT2fapabbe Sapponrt edepr bebder” IhngUghnthpaps@hgcbhe
|nt§é§§ggtggvb él%ﬁa aft%%'eﬂt gngﬁtlgadeAth %n%lgﬁ

proxy nDdu
pr ovherdcattess“got ofieedr fonetoObn} heghvhl ps¥st 8F5LR4' URL.
ient itself need not support the

accﬁ%@ 5?5?£E%IO%rtg%h%ﬁ%lé§§o%FﬁtEHeﬁﬁfﬁrWﬁétﬁﬁlPnto an
Syséﬁﬁi&éiléﬁeb§o§ﬁ§€ss§gch[Q§2§&LA‘gﬁﬁh thEnggtﬁp an

system access protocol selection using t e proto
|nt%TT%céeﬂ@Qm%© 14' ' is now described with reference

f:fiz Begi n iggb§h$§l CE}%%Epﬁgg ccess command

ecel d from a

detmm@mnaiimmerSaﬁ@d@oﬁﬁ$@ﬁkoﬂ6ﬁéd@§et@ombﬁigﬁﬁrSQCQ URL
data s sten1to be accessed in response to the comrand

suppdtted n%?ea@%aﬁe%%%na%%%s%P®¥@P6é@te ¥¢f§éenﬁﬁenThlS
th%fpﬁtn&@wl&@m)% &4 PLOLOSO! s dﬁ%sgasg

Bl ock 164. O herw'se e one supported protocol |s
seh&@d@iﬁ/%ﬂtéﬁfﬂwe]iﬁhné@thoman@dsystpanSdascﬁBseURLs in

USii‘pIget J?rsstelpefgceed. pff?é 0&913’/ (?It{L B%f?g‘é( g'r?? interface
connection module will be required to know about is
“\”. All other URLs are generated by the
provider/connection. As long as the URLs within the
hierarchy/collections are unique, the provider will be
able to resolve to the correct item when a “get”
function is called.

[0113] The provider modules 84-86 and interface
connection modules 81-83 preferably support a root
folder. If only a root folder is supported, then inbox,
calendar, and contact items (as appropriate) should be
items within that folder if they are to be accessible
through a protocol engine.

[0114] In accordance with one aspect of the
invention, a single, advantageous mechanism to access
various types of protocols is provided. This mechanism
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thus concluding the illustrated nethod, at Bl ock 166.
Where nore than one data systemis to be accessed, the
WEe@s020B9 sel ection steps illustrated at Bl ockBCTE22004/005475

-164 are preferably repeated for each data system
[0122] It should be noted that the protocol and netric
data store 91'' is but one exanple exenplary of a
protocol preference ranking technique that may be used
i N 8o Haaceny #0111 heudieseni1ipyenti 88¢h PAQEQCO sten
preferences may be inherent in the ordering of a Tist
of BiPperebdipr otbeblarly orarxahpl elionp3preuechbs, and

Cri j tri ove ref erences ma | s

be SRR atRch Sl eleRoidte BHELEn PEREorhLe ef P
cl ientnét osmmbpdcted hey at cebsegomBditlo 81 I eR€hvedt: sRYy

al so affeqé pr ot ocol sehgction. Where the access

comment 759 r e 6f ved™ ient IEeP 2¥F enfarfbrtetahple, 2
manyr&Fi dbe/srbadesd JeatUEes BURROE tEdrbye %&99@%&% the

be represented in POP for transfer to the device
userediagsondy ohethyptesfinditon fervecrcelssponsbe from

pr col _interface device 14'.'.  then,the per-account
s S TRTEE Stoa 1o e B s e Py RS 8Bt oco1
cliegmdcofid ofbimait, tdes | 4sdnof 2 seppes & edi Pr ot ©68! common
based on the type of client. O herwi se, a further step

in %ﬁ%ﬁ%&ol selection nay be to determi ne the type of

cli om Wi : r i ecel ved

[t H Cor e ey Ta st Capaile protdeq” oupported
supporeetonyl B afer sy simert bl bepnocedsednodyl @) waysing

be ,sel ected,. and any inc ibility between the

selté}:? et Hete & Hi o%% c%?nq%\rﬁ%lt t%"éelbr%?"& cor FUNPOT LY by

t heredu it s i 150 haell @ebehidd g 14 assatp pdvDiedatBny Oclient
the client protocol. Portions of data corresponding to

el et 'set ¢ MRRAEY fidte FITHIOR PretREchreosmpordeeectly

o) SheELA PISLORe] SLE JOE0SL LR LEL, any

pr ogxisls exk @oe oridihgpt canckefrauld Drsel £ orith odes sdeigails
of the mail store provider module/protocol.
[0116] Referring now additionally to FIG. 9, another
embodiment of the protocol interface device 14’’ is now
described. Here, user e-mail account information
associated with e-mail accounts to be accessed through
the protocol interface device 14’/ is stored in a data
store 90’’. The per-account information preferably
includes an indication of the access protocols
supported for each e-mail account.
[0117] Records 1n the data store 90’7’ may be
arranged by an account identifier, such as an e-mail
address, or by a user name associated with the protocol
interface device 147’ such that all e-mail account
information for particular users is grouped in the data
store 90’’, for example. Where access protocol support

is the same for all e-mail accounts on each of the mail
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schene. [0125] Cenerally speaking, clients often

access servers through proxies. Also, the latency is
wW@baoen206%si tively correlated to the cardinal it pCDiS100€005475

col | ection being accessed (e.g., nunber of enuil

nmessages in the mail box being accessed) . As will be

evident fromthe follow ng description, the present

i nvention provides an apparatus and techni que t hat

Maydes tised 2y 4 he roxyid i Meaddust | 8Mfotieion may
illusion that the collection being accessed is snaller
t hamghudeadid jsysiFon JaxEmplatien prokicaming hidve onl y

th ; S es . i 1 box ile the
A L RS0 SIARE 0 B PULA e dd
i NViENtligin advantasigeaitsdye @lowsstdras i OXyst coSed BCt a
smal | subset of the collection that can be presented

t 0 AUFF I ENPIH GRS TURBRF I 1% Tt IR TP Wi eHbtiRe

a siqifd cants | magtcdord e saly exderience:  d 0126],ing)
More particularly, turning nowto FIG 10, another
advaEnzfsoUsi rohoth el ofrefecgragocdlhése endackcs are

device 14'. ' .is now descri.bed. Generally speakin

wh ecnacié: Hawh cbcaessesé) B uesl 1?1 Yor vy J)I‘/ m A ‘5? i %ﬁt?he

t helqurmedoocal white faee ess aef lbich 'm#Aac eSEeSe s or, 2677
nore of the data systens 24' '', 26' ''. However, in

sOIff CAEP UCRKE FhG I TRAU Yt e SIRFPFOW dieigeh of a
reSpORSEd0 the céga%errglév %%h&aﬁ%%oeﬁge@ﬁgnﬁdge@% ?sed

for certain client protocols,
waiand iwtglsl floy appemmbfta Wdaents lafllerd ain eduesirihasin

been sent._ Yet, | ccordance wi t he esent aspect

of ettqﬁe O|{]‘31r;CvaLeneG|dorne, rb(:lzlr t’ai%a“foau%gi@el%%%g‘aﬁe taﬁgllgher
pr eteacalc idy erdracindemige MPT, 'ani DR PTBYo e Usdth 4011y
reduce response tines. [0127] More particularly, the

pr ﬁ%é@ﬁ%im@mm@m?%- Foidts dhethratda oy stiaees

s 51 | P R ey lgon e

cordatgiressck faor aacloessl tHeerdkeafisk or other memory at the
protocol interface device 14’’, or on a file server
with which the protocol interface device communicates.
[0119] The protocol engine module 32'’ determines to
which mailbox(es) or account(s) the command or
instruction relates, and then accesses the per-account
information in the data store 90’/ to determine whether
more than one access protocol is supported for each
account to be accessed. If only one access protocol is
supported, then that protocol is selected. Where more
than one access protocol is supported for the account,
then the protocol engine module 32’’ accesses the data
store 91’’ to determine which supported protocol is
preferred or desired, and the supported protocol with
the highest metric or ranking is selected. For the mail

system 24’’, OWA is preferably selected over MAPI, and
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Users are configured in the protocol interface device
14" '' by establishing a user account associ ated

wao beseniosh, for exanple. Polling is preferabl yPCT/US2004/005475
performed in accordance with a polling interval. The
polling interface may be a static predeterm ned
polling interval, or an adaptive polling interval that
can beadj usted based on operating conditions or the
OCCHHY eiHee nf1 P JdCdth Feoventmp ass WidrdOp1y selected
appreci ated by those skilled in the art. [0128ﬁ] In
respmts&Ed a poll fromthe protocol engine nodul e

32'ta giv d ] 6. . returns ta
it e[r%sl,zogr at eq%eeagéﬁoﬁ%% lf?ﬂ e%?%%ﬁ%f?%‘%% hiajl ca% be
used Jtowsr efddese tdecidatme il edpstdms t2% pr @écolusing a
i nterface device 14' "' These data itens or

i dERSY IR THBP S RF B I e prot RS EyiRotocol

MU ¥ ce 'ddvidderfat a SIOr e BHPIYid% with any of
[0129] In particular, the protocol engine nodule 32

Cr ey rderer Mot haetIET nadf'dat B38't'enst 0T s userviied
stared ny of the data systens 24'_ "', 26'.,,,, =
The GReE Sonti Sandt RENHETREE syseflaty TS -
examy &lildig prdachInengine miier32 he 'adedd 8Srotocol
mai | boxes associated with each user, configured for

el SAOEESS ATHGUGH 2he PribtidroIm™a ik e ¥ e foli ke e

14' S ccediyg €ach nail box query, a mail systemreturns,

at a mninmum a list of unique identifiers (Ul Ds)
assiddizdtled wizt ezt | o Tressz 6%y Stor exkbdes ¢ her oadd DX .
[0130] . A.current U.D list .is then compared, with yy
br GG TTD TS 1101 (e TR T Do S TF THES U Sror it 'd 5
"o dRiRIDR] Wiethere e RS sagesTdhave, beegs st ekt
in the mail box at the mail system |f new nessages are

detdd 1eh @reracqes preTeral i semcered usem s client
LBl o] eSS IR R (530 160) 2 o
( owhertdtere re scdmutatent s yft drhec prist coote s st@riracee gy to
14E5é)doﬁﬂgié'§%§§g£€¥“méﬂé)éﬂéﬁ Jﬂgﬂégﬂé‘stg¥%{§¥%1. If
so, then the most capable supported protocol is
selected, at Block 164. Otherwise, the one supported
protocol is selected, at Block 163. Each data system is
accessed using the selected protocol, at Block 165,
thus concluding the illustrated method, at Block 166.
Where more than one data system 1s to be accessed, the
protocol selection steps illustrated at Blocks 162-164
are preferably repeated for each data system.
[0122] It should be noted that the protocol and
metric data store 91’’ is but one example exemplary of
a protocol preference ranking technigque that may be
used in accordance with the present invention. Protocol

preferences may be inherent in the ordering of a list

of supported protocols, for example.
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messages is stored to the UD store 92" "' . [0131]

One of the nobst commobn data access operations is
wor@aozm3®a |isting of data itens currently stoP€HUS1004/005475

data systens, especially where the data itens

arenessages stored on nmail systens. As .described

above, the protocol engine nodule 32" '' polls one or

nmore of the data systens 24''"', 26''' to detect new
dat poid®ys basecd i actisirpf LA SLoredsiPrtheethD
store 92'''. Therefore, the protocol interface device

14'PrefrEence ey |4539 reg @Omﬁmemd dsaln@n i &@hscthlag a

e T e e T TE TR £ e BBisig dfess

ac corngheaod jvsT thedeaevgt esenta bspest fott tiheot sWent §@Dection.
therf)roto engi ne nodule_ 32" '' retrieves the stored

U DS} HroRiiP UPEme 92 "eGhbra TV9Rw i Fefsclient,

Or &M d:afm AL et PUESEnd S fI8eet ¥ g dre It Se St
list, whi Cnh@i S accufate t% vS\(AEIiIhl n the %%?&rleenf %%W?%Qd by

i nt@i‘l\/aianncﬁ: thrercemteserded oln RO efpesttams e ene . the
Thi I OVi a _nmuch .faster. response ti
e R P £ at%ser h? S 123& I?e rk gPV\%ane?Refor

acceSS|ng the

r equesisding eded \mﬁbt@csow irht@efmr@@wm@dlby' ; helsen the
skilled in the art. [0133] In the case of a
cl iREH- 2GS nEx drip] XM Pk ITBAtPS | IR RE F9 %flect the

I espans e, 4 Cbl%ér&qt@ﬁtté S 12081 ved W L4hi e 35%%& gﬁ?ess

Where the POP client Is operating on a nob
commcmh memb\nrcethda atyreyofM ¢hient heO’Wnesth:ess, a

catl ns._ net wor k del ays t hat ar
o O B Ve T SR R b i e gt ermine
Tha:}feasdﬁfe s pONiseh | FRoraSFocdat 80 s dds PravichHg As
stored UDIlist in response to a data access request

is li%e(%vcﬁﬂ -arly advant ageous in these types of
SCeNAIOS . E‘A?L”%éf}léél%@l ence, ol s tocol

constralints aster response t1ne an S e user

experpendedatbya aldard  dys treduns rige ta’te:e/\médtmaim always be

bets\l\éeleerg:tse%diar}% a}’:1ndyatlanc:aocrr(mzpea-:tsts:Lbrlelql eStbeqcnvgeen the selected
access protocol and the protocol supported by the
client is handled during translation of data to the
client protocol. Portions of data corresponding to
elements of the interface protocol that are supported
by the client protocol are translated, whereas non-
suppcrted interface protocol elements are ignored or
processed according to a default or error processing
scheme.
[0125] Generally speaking, clients often access
servers through proxies. Also, the latency is often
positively correlated to the cardinality of the
collection being accessed (e.g., number of email
messages in the mailbox being accessed). As will be
evident from the following description, the present

invention provides an apparatus and technique that may
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receiving a response.[0134] A s described above, the
stored UDIlist is accurate to within the polling

WO nios2@B? \When the stored U D Iist is provi dePCT/OSH04/005475
client in response to a data access request, the
protocol engine nodule 32" '' preferably polls the
data systen(s) 24''', 26'" to determ ne whether the
stored UDIlist is still accurate. If new itens have
beepe st 9@t thdepokp sySEemESthd4clien?bthe §Emﬁ§1on
the last poll, then a new UDIlist is sent to the
cliemt Thescollkederopording afcehecdaia spalbas RPhan it

S f it h

pol TERAY k&7 VAT of iRt Fh SR BORT i lipaod by cre 100
r equest . r@@dﬁﬁ]mé$sa@é$ e apmaftbakedwmhaé th@ mailbox
precedl esciégélon relates to "view iteps"

61 157 atas 5 PRITRLTS: tRRePTETPRS SRvERE oD

aCCwﬁaﬁ€é1§J§§&§lﬁBé’lP&ﬂ§r@l@§§S§Qo§y 123 h§él§8€'p9n§1ﬂ£§l
or nodul es of the protocol interface device "

exafipPeet sk Htltkat @0 hkeeston ehuast @alarlee tp:aasezat ed, th the

nec y %qg o] 30. ..
de§§§%%gd 5gd£%g§ %ﬁog% pf%t%%% %e?f%%%h%% |%e
14' s1¢n1 hiecably ahpams access tiget h@xﬁ@f:&eﬁ&ét ens
24"Q%ﬁ$%"' and ov;des for reduced response tines

forl us tYpER r?&ﬁ%@%ﬁ%%ss PeYytReSt ROV ThHY ofigh- t hE/
pr ot 060het i@ d Gy LlaYd C&nﬂéldlmemt el igaty f&%‘&?é&i bl'e

W th any of the protocols handl ed by the front -end

pr oyt epbrte Fovice 14’ pr ovs deel adeessilbed onecnerable

ste L, 260 . The cllent itself
nee&aﬁdgﬁ%ﬁppor éﬁég%é%% OF Dt HEBIC B %h%%%elved from a
associated wid fpztdmaocfkal alzswéiweﬁé)d @A e ,186/ 7 ' atOcbses

accessed, as noted above. [0137] A nethod of redu0|ng

r esPNSY (R ?%rtfbeat%a%%/sﬁé?ﬁ%r&%e% tequeldt’s’ usitagever,

th r [ Ll d r
W TR SSEET ) AP0 e gl 58 B cing

data e etcmelshe i s e veitblat &Sfloekwilyd.cduse timeouts

\(,jﬁte c{,'mcnegéiltagf e% eﬁqtplf%t?%ﬁ%,sltaggg ongegstkgan desired
wait times for a user of a client after a request has
been sent. Yet, in accordance with the present aspect
of the invention, certain data may be stored at the
protocol interface device 14’’’ which may be used to
reduce response times.
[0127] More particularly, the protocol engine module
32’’’ polls the data systems 24’7’7, 26’’’ to determine
whether they currently store data items associated with
users that have been configured for access thereof.
Users are configured in the protocol interface device
14’7’ by establishing a user account associated
therewith, for example. Polling is preferably performed
in accordance with a polling interval. The polling
interface may be a static predetermined polling
interval, or an adaptive polling interval that can be
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access request (i.e., a UDIlist) is locally stored.

Where such data is in a local store 92' '', then the
wae@sezhosat a i s provided to the requesting cliBCE/USHD4/005475

Bl ock 173. After the stored data has been transmtted

to the client, or if no such data has been stored, the

data systen(s) 24''', 26''' to which the data access

request relates is polled, at Block 174. [0138] An

optdpnadtd e fq dat egd it gwedrhert tdies Rot agk dat a
received in response to a poll is different fromthe
st @C@dlrd@ru:mmip thvait st per feorandcs -ata Blvoidkl 175 . apgregiated

t hi tn@ t her.e i ata stored on the data
sysl,3 enrg sg > 1’1%%1,% ,t%zfnn?%tﬂe data received in
redparzsy t o tihe qeaddorise proowd gedl It F ddie e entgt@tol
Block 176. 1t is alsqg locally stored in the data store
0o SR 1 Mgt B8 Yunds SRS R THE S AR
metRad (B Gt al A®ems [ GB3Ut By Hft £xaM000 ehaddBriers

access systens and nethods according to aspects of the
i NnVEéRt oreneye beesabpld et otcharhe ydsr gftefeia to the
St gDrr%gc%c%elV'i Seﬁﬂﬁ{%'&%%c%’ St Al e{ Q?%té’rf‘éeg&so'ér
and "access schernes an those specifically described
aba\deregidr ishownen e drtada oy {HEL LM otAseb T ianpine
features of the invention nmay be found in co-pendi ng

apPlILaLS oifs ‘entit I COMTUNITEER NS RSYRSFEM /1 DI NG

REﬂ?Q@@,ACCE LENG RELA Bjjg% 5
docket r1]unber%%DLp%494; YIC%}!\/BUNI CA%SYSTEA%%@@I\E

PRGROCOL maNT ERAACELIFER WASLLTIeRL F1eOPERAT NG $PROMIQOLS user

e

TRANSIAT O FEAEURES tANR BRI/ATED METHORS; e ad-+tned leYsystems,
docket nunber D-507; COVMUNI CATI ONS SYSTEM W TH DATA |
STERACE A& 194rE n AND queries

R

R T At W RSl o -

TRANSUAHN SN hrough the protocol interface device
14’’’ , For each mailbox query, a mail system returns,
at a minimum, a list of unique identifiers (UIDs)
associated with e-mail messages stored in the mailbox.
[0130] A current UID list is then compared with a
previous UID list for the mailbox in the UID store
92'7!" to determine whether new messages have been
stored in the mailbox at the mail system. If new
messages are detected, an alert is preferably sent to a
user’s client by the protocol engine module 32’’’ in
cooperation with the front-end proxy module 30’7’ (or
another component of the protocol interface device
147'77), and the current UID list including the new
messages is stored to the UID store 92777,
[0131] One of the most common data access operations
is viewing a listing of data items currently stored at
data systems, especially where the data items are
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CONFI GURATI ON FEATURES AND RELATED METHODS, att orney
docket nunmber D-502; and COVMUNI CATI ONS SYSTEM

WO NOEARI0BG PROTOCOL | NTERFACE DEVI CE PROVI DI NG ENMBRNCEDS475
OPERATI NG PROTOCOL SELECTI ON FEATURES AND RELATED
METHODS, attorney docket nunber D-495, .the entire
di scl osures of which are hereby incorporated herein by
reference. EXAMPLE [0141] An exenplary hand -held

NDRidls@ tielse| B LPMRIN LAl IS9n% Aavi og 10O thaly can-Re
used in the present invention is further described in

t h&hex aFtedsdl e ddinch mosgiidice 2 't'o oPIld s 181e The more of
devi.ce 04 e housing ,1200, yhoard 00
an\céfh%n dé%%péﬁ?ée\%jsc?‘l%o& e oﬁt?)plﬁjteat gcsﬁ (k:%le(%ghdoawﬁél ilstems
a taspldaynl 60Q,1 sthicth UIDspreafeareabliyn aaHeulUImgreagpine 92777 .
L Q her types of output devices may alternatively

b_(ce:% f Hetpas A‘Sﬁr AT dEHEE AFB06S %S Tonltki 'nedds 2

Wi a1t e HauR ng 1200 4d dag CauRhed BRIVERIYd N& ored at
keyboard 1400 and the display 1600. The processing

dehee dB&E0 scuviterisl 24'He ,op& dt'i dMeoflasie dimspltaye data
16Q0, .as well as t-he pverall operation of the nobile
de\%iyg’éC%TﬁO&erien proelgi&)dgse to actuation of keys on.the

keyioaazd 140Qrbwddierdisee WidkAZhelhaduiisd k20 dMmythe
be el ongated vertically, .or may take qn other sizes

and "SR i AARUATRF WoAmSR N SR HE St3 Ut trdgieves
The pkeyhoard My IINGde & e (58 e4ld N gBY.s Qfhen a

ot her hardware or software for sw tching between text
ent'wy eand teglséphionys ientlayr. [(@043]s Inecadditt iion texdiheed.

processi ng _devi 80Q, other parts of the nobile.
T FEa 2006t & Thavit o RBHher ol 13 o g gk e
I nehdent GITIURIL Alt@dIsaaybSEstednl QR um&hald the

-range conmuni cati ons subsystem 1020; the keyboard
1466 GE HRE dildmndy 1806, PAGYHESA th idierfaster response

PB4 OB, MO0 TR 1120205 e

devhee regiisysst drss XE2@lved, as will be appreciated by
those skilled in the art.
[0133] In the case of a POP client, for example, the
client times out if no response to a request is
received within 30 seconds. Where the POP client is
operating on a mobile wireless communications device,
latency within the wireless communications network can
cause delays that are significant relative to this
limited response time. The faster response time
associated with providing a stored UID list in response
to a data access request is particularly advantageous
in these types of scenarios. Even in the absence of
such time constraints, a faster response time enhances
the user experience at a client by reducing the wait
time between sending a data access request and

receiving a response.
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The nobile device 1000 is preferably a two -way RF
comruni cati ons devi ce having voi ce and data

W@ o0szi0dat i ons capabilities. In addition, theP@DDE1084/005475
devi ce 1000 preferably has the capability to
communi cate with other conputer systens via the
Internet . [0144] Operating system software executed
by the processing device 1800 is preferably stored in

a PEISSL ent & & csusdy apdhe fdashs vy yoid 605 sbui s

may be stored in other types of nmenory devices, such

as FTEHRF Oy Werpty ProMolbring Mintaresrbr difeen the

el eliteg | i £, O e re,. specific device
appl i catl %kst?dlglrgﬂpglrrgt sﬁ%/%élr&c?ocf?gén;% Cglel?rgcnplor} arFfgonse to
| oadethintar e sl ddquestst drres mutto@sl tdegimhdasdule 32777

180, Co [ [ i gnal s
GBS N 1P b 11 eticc SRy Ho Bk < or24Y i £
t heldRAMmlIR0 wHOMADN thhe W AR MY 1dem ces @&gﬁ 'eg

addition to its operating systemfunctions, en
ex@SRiGEof Kofmerarit eapplhaca inmen 30024 800N @ tre

dew . Jpred r,mi et,_.of icatio t hat
co\#ly;sgﬁelrg(%gi cﬁdevi’cgeg'per %teigloczes,tthseuc%o%s 5 g‘]tla(_ antgf @ new
VoIl WMa:&IdrﬂﬂQ:daﬂMc&ﬁdan]tSO%idT?SuﬁgldémﬁicﬁMﬁdg of
on .the vice 1000 during manufacture. In addition, a
pert&’r?nﬂ% i%n 31 Srfdranage®’ (Pl MS &5ATCETDIE HedEbe

| nstcaldred Ui g HEMERCHY &ncBi&4] M S prefarabhy, the
capabl e of organi zi ng and rmanagi ng data itens, such -as
e- w@itla acsleasdare@esit.s, voice nmails, appointnents,

an items. T Pl M_appli cation . is al.so preferabl
caggg'l%lﬁof seﬁdiwr%g%ar? raéjpgpie\ﬂlﬁd:e % et?Pse \H%\ec_ae‘ﬁn
Wi rdelsess predomme 1Ak Ry efarablitentdte I Midatia 4t

are seanl essly integrated, synchronized and updat ed
Vi &CCRE SWHEEESS Sne faweswioth dete geiess ussruests

g e e L G
i nelrediospldardeafdce device 14’'’. For example, such data
access requests are translated, if necessary, by the

front-end proxy module 30’’’, as described above.
[0136] The protocol interface device 14777 thereby
allows access to the data systems 24''’, 26''’, and
provides for reduced response times for various types
of data access requests. Through the protocol interface
device 14’'’’, a client compatible with any of the
protocols handled by the front-end proxy module 30777
is provided access to one or more of the data systems
247", 26''' ., The client itself need not support the
access protocol or scheme associated with the data
system(s) 24’''’, 26’’’ to be accessed, as noted above.
[0137] A method of reducing response times for data
system access requests using the protocol interface
device 14’’’ is now described with respect to FIG. 17.

Beginning at Block 170, a data access request is
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voi ce conmuni cations, are performed through the
comruni cati ons subsystem 1001, and possi bly through
W@ b®sskwee - range conmuni cati ons subsystem ThRCT/US2004/005475
comuni cati ons subsystem 1001 includes a receiver
1500, a transmtter 1520, and one or nore antennas
1540 and 1560. In addition, the comrunications
subsystem 1001 al so i ncl udes a processing nodul e, such

as sedhgiddlatsiRNadk MMPLESS e LRINAdHOB0, AN hOCahade, at
oscillators (LOs) 1601. The specific design and

i nptEifehtatd ot q H et it sy stentioodais
dependent Aupan. dihe  conmuni Gatd onssneLork, L Wi ¢, Lhe

nobi | e device 1000 is inten 0 Operate:
exdifpties suaipbidtes dieviice d@0-ammystiawd B &, then the

co ni catjqns ,subsyste 001 designed to operate wth
ne WOITT Sy B SRS (1) 'OF° Cereit - P KoL S oA
Serplics: (1IGPRS)A fAlY |t Lad o LQNTREN £ PN NI KSni £ ted

and al so designed to operate with any of a variety o
voitce Cemtldiccdti ons ietvordish siadte dw sAMRSn TOMked, the
CDMA+ P @m ety QX heye typ dat a ,and, v.oi ce

net wor s%?si;tot Ss)epz}r at € 22:16d in?czog% e ,acn%ey d'd Freess
ut iddozesstwirel atfees nnbidcel 1deyi cae HIMEk [1014.7] Net wor k

acc equi renment s vary dependi ng upon the type of
conmsgati oATs YRR Fo s taRa i é%getierif“tlﬁbl%kwft%é@%d:he

Dat IAG Nelawar kScdiBRId 8 I8 LR, A ¢ Ld cfl.rledisorljr%{ﬁ‘_reerent

net work using a uni que personal i1dentification nu
or R ddsocitatred Wate ewmoh tdevi de der PR detwd kssk

h , . i i ated with
oMK 1 MSLPG GRS AW MLl B stores on

t heahef olae ar eguitieas(sa 433¢r,i @7 ri'dentnd WYHOAH® received
commonly referred to as a SIMcard, in order to

opelaf € SERTE GRS thét Wi, 1[50 P48V ifiesh toedilia el ient, at

netaweids He@ . Stkatison 1, actdMat) ur.
been é:on'pl et ed, tll’?e rmt?i I gdg\évityc%% (? (ra'rLgly tgr;én \éc%d store

re@@i'vé ,ceimmBaiocat 1dTs sihgmalceonoverdiiye thbeminiceatdaored

ne 1 .S s received fromthe conmmuni cati ons
ne %?édljglltogy ?‘ﬁg)antenna

[0139] By way of example, data access systems and
methods according to aspects of the invention may be
applied to other types of data storage devices than
mail systems, and other protocols and access schemes
than those specifically described above and shown in
the drawings.
[0140] Additional features of the invention may be
found in co-pending applications entitled
COMMUNICATIONS SYSTEM PROVIDING REDUCED ACCESS LATENCY
AND RELATED METHODS, attorney docket number ID-494;
COMMUNICATIONS SYSTEM INCLUDING PROTOCOL INTERFACE FOR
MULTIPLE OPERATING PROTOCOLS AND RELATED METHODS,
attorney docket number ID-493; COMMUNICATIONS SYSTEM
PROVIDING EXTENSIBLE PROTOCOL TRANSLATION FEATURES AND
RELATED METHODS, attorney docket number ID-507;
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1540 are routed to the receiver 1500, which provides
for signal anplification, frequency down conversion,

w0 pdosmeeioy, channel selection, etc., and nmay aPGDUS2004/005475
provi de analog to digital conversion. Analog -
to-digital conversion of the received signal allows
the DSP 1580 to perform nore conpl ex conmuni cations
functions, such as denodul ati on and decoding. In a

si NEOMIUNECWETONS | stV tprbe bABRSEr bR &6k t friher
network 1401 are processed (e.g. nodul ated and

encHERfFHE t ROTSSOL SEONNFET GRS AR rRBEATENSdETHODSe
trapspiter dRdl q{ur%@ftlft:) %@6?%@%%1??@%(@%@%25%%%EM

frequency up conversion, filtering;
t r APRON BRI NG BX RNTEL RIGhMRRO T O D NT R SWwaRT dx 04N or

U Sl

pr avsdlest frammantelsof; they r&%@hﬁ@fc&@ﬂ%@ﬁéf‘m
(0]

transm tter 1520. For exanple, gains applie
c o AN O RET Qi SINTERFRCE V1R HBU0IRHYG ENHANCED

tr asipA 15260 ' h
autonatlfcﬁ\ngai n con ro%aﬁﬁg%ﬁ(%%%g}}m%%%%é#%
%Mmﬁ?q,Qwﬁ?oﬂmﬁhcdﬁ]&wemﬁaID%ﬂDﬁ&B éntire
receiv signal,_such as a text nmessage or web page
dovﬂ%%‘gld?sq SprOd‘%éﬁEéaﬂ RFR Hee T € ot ediass @ by
100 @wtd& i nput to the processing device 1800. The
received signal is then further processed by the
processi ng device 1800 for an output to the display

1600, or alternatively to SEPRELper auxiliary 1/0
devi ce 1060. A device user nay a#%o conpose data

i t ftel4lguch as1 enminlp 1nRSS agesi-Hisi Ngnddie K aybaards 1400
and/ or sane at her auxiliaQy |/ O device 1060, such as a
t oTCHPEE L G HEe FeSMiA 100D tthdth carhéd usid sgnethe

ot hate daRe 10f iRl davids-+ e LUM0sed CE?qt 3 d Y hmple

may then be transmtted over the communications

netaRdiy 1AGh vied etrdee ceorhruIcat ilens Bubsiestiern AN
includes a housing 1200, a keyboard 1400 and an output
device 1600. The output device shown is a display 1600,
which is preferably a full graphic LCD. Other types of
output devices may alternatively be utilized. A
processing device 1800 is contained within the housing
1200 and is coupled between the keyboard 1400 and the
display 1600. The processing device 1800 controls the
operation of the display 1600, as well as the overall
operation of the mobile device 1000, in response to
actuation of keys on the keyboard 1400 by the user.
[0142] The housing 1200 may be elongated vertically,
or may take on other sizes and shapes (including
clamshell housing structures). The keyboard may include
a mode selection key, or other hardware or software for

switching between text entry and telephony entry.
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[0151] In a voice comuni cations node, overal
operation of the device is substantially simlar to

W0 b@sa2080 conmruni cat i ons node, except that recRPCTES2004/005475
signals are output to a speaker 1100, and signals for
transm ssion are generated by a m crophone 1120.
Alternative voice or audio |I/O subsystens, such as a
voi ce nessage recordi ng subsystem nmay al so be
i njoarEstt ed am theiidevdrca Gy droasiditionede 1800,
di spl.ay 1600 may_ al so be utilized in voice

cofthiifi &31drs Hodde s ideamise e Hedlane tHwown

id ' f ([ arty, i at-l a voice
Laﬁ&fﬂéo?é%%a:irﬁe&dcg%gl Il%elﬂg{égsdedr&nrf%lr% iodgn. The

s herommurdngd: icoremsnitcatsitens 100isy st esharabtesye

oy SR i R roh dUa dinendiy e Ladt

necess aliidpyl e 1900, | an ey ivceh JdtieeXalt odthiStices
- range conmmuni cations subsystem may i nclude an .
i nf08Vd 108A c & 180 aass ddi2ded <civtechii taf aehory devices

CORR@REN S8 Pl Blaugteat Retmy, ;a%gz;gg ;sﬁteys%sc e%d eligzeol.

to provide forcomunication wt | a -ena
sy§Sthenmcdmid edeleivies 1000152] dverfie maidiyf i=C atwicowg yarRd
ot her _enhodinents of the_ invyention will cone to the

mi @ BIGE TS 8 VTS R VARY WRKGRy atfe ddrief it of

t he dneaehidRgs opresapbed 1:it ithe for eQRiing HESHHP LIS
and the associated drawi ngs. Therefore, it is
underdtsod ARa P ree rigtentiaen the werpald gV itd ted to

A R S T R R
i ndhitebechewd.t hi n the scope of the appended cl ai ns.

" Co ter. Program Li,stings ProgramListing #1 -
Exml‘lér]y AUPREREITAREI S SREGUESH LPROPFIENDGSE by the

HTERobel sDeRt lievd cBr 1800 s preferably stored in a

persistent store, such as the flash memory 1160, but
may be stored in other types of memory devices, such as
a read only memory (ROM) or similar storage element. In
addition, system software, specific device
applications, or parts thereof, may be temporarily
loaded into a volatile store, such as the random access
memory (RAM) 1180. Communications signals received by
the mobile device may also be stored in the RAM 1180.
[0145] The processing device 1800, in addition to
its operating system functions, enables execution of
software applications 1300A-1300N on the device 1000. A
predetermined set of applications that control basic
device operations, such as data and voice
communications 1300A and 1300B, may be installed on the
device 1000 during manufacture. In addition, a personal
information manager (PIM) application may be installed
during manufacture. The PIM is preferably capable of
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Pragnma: no-cache Content-Type: text/xnl XJJPJILOG N
svr =l ogi p. oscar. aol . com&prt =5190&ss| =0&pcol =aol &ui d=

WO 20050200pawd= ****** &pwp= XJJP_SYNC. fal se PCT/US2004/005475
X _UP_REFRESH CACHE: force JJP JJEWCON: 1 User-Agent:
Mozillal/4.0 (conmpatible; MSIE 5.5; Wndows NT 5.0)
Connection: Keep-Alive Host: |ocal host: 9080
Content-Length: 664 <?xm version="1.0"?> <D: propfind

xmorvsydoet 2 "and managing data items, such as e-mail,
xm ns: h="http://schemas. m crosoft.com hotmail/"

x m R AR T r ¢V etther B3R thel 9 - "appointments, and task

XM 5nSsp=" ; L Carde: univer r s > <D prop>
S 0 PRI SO R 0 SO Pty R
<hmihcteeslingamd nteod v ity daita ax{ ems<hmi s endibgd e s s

ShSEaY TR A R P R S are
<URseC@TIRYY Ale ot agt s/ sesh: dd e Sl Y HHRPPRS the
</ D: propf ind> HTTP/ 1.1 207 Milti-Status Set-Cookie:

J SESS) A9 S3= CRICIAE BAABR2 1B 3410 HTACEE 985 ¢ 'Pat h=/ ups

Co rgo@:@e’s@’o‘?‘ﬁi i rIge )Qa( ’8911 i t-ré'rr?sn %ft%f e%'] Coord | Ao & ihaucnek§ dw ith a
host computer system.
[0146] Communication functions, including data and
voice communications, are performed through the
communications subsystem 1001, and possibly through the
short-range communications subsystem. The
communications subsystem 1001 includes a receiver 1500,
a transmitter 1520, and one or more antennas 1540 and
1560. In addition, the communications subsystem 1001
also includes a processing module, such as a digital
signal processor (DSP) 1580, and local oscillators
(LOs) 1601. The specific design and implementation of
the communications subsystem 1001 is dependent upon the
communications network in which the mobile device 1000
is intended to operate. For example, a mobile device
1000 may include a communications subsystem 1001
designed to operate with the Mobitex™, Data TAC™ or
General Packet Radio Service (GPRS) mobile data
communications networks, and also designed to operate
with any of a variety of voice communications networks,
such as AMPS, TDMA, CDMA, PCS, GSM, etc. Other types of
data and voice networks, both separate and integrated,
may also be utilized with the mobile device 1000.
[0147] Network access requirements vary depending
upon the type of communication system. For example, in
the Mobitex and DataTAC networks, mobile devices are
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Date: Wed, 06 Aug 2003 18:20: 28 GMI Server: Apache

Coyote/ 1. <?xm version="1.0" encodi ng="UTF-8"?>
woDoseasst at us xm ns: D=" DAV: " PCT/US2004/005475

xm ns: up="urn: schemas: cor p: uni ver sal pr oxy"

xm ns: c="urn: schemas: cal endar: " -

xm ns: a="urn: schemas: contacts: "

xnnl ns: hm="um schemas: htt pmai | : " xm ns: m="um schemas: na

| | headertere KRt eONseRork using a unique personal
<D: href>http://1 ocal host: 9080/ ups/ </ D: href>

<Disteaydttica s trainher KITR B 200 @&ed: st izh ueach
<D :
<hrf%v%b§x'>hltnt 071 SEaT oSt o J¥BIsEr 1 B S A FHE S
<hrﬂ8§emi|ﬁt@dwm:1p:ﬂ /d codddrositlhe30 80 upsd AQ@E MAldeSURM S5

L/ </ h
e NS RN e Hacmimasgo/tHRyiRer identity

| t el MeRiMdd 8B ferred to as a SIM card, in order to
<hm nsgf ol derroot >htt p: //1 ocal host : 9080/ ups/ </ hm msgf o

| dOPREEES QD IHRS ﬂ@“mrdﬁost at> </ D:response>

i b
Red T ery a1 dek st R SR Bt

/up&ﬁhNﬁ@&bM4ﬁﬂydbdbm££ﬂﬁﬁ@EMEeﬂWbbmﬂkﬁﬁhd) the mobile

(o b B E S 5 e N 20 Coercion

J5555&0Nh@:@@%ﬂﬂ%ﬁﬁgﬁg%ﬁﬁ%éQﬁ§ﬂ@9%E&ﬁpDQﬁ. als received
Content-Length: 0 RESPONSE: HTTP/ 1.1 200 all ow

OPTIrONS,E heRGRIIND, 1 VPN SDEISE R L BBRAIHETRY BV@VEntenna

S |
<Eﬁr§qsldc%g%a§:oé%re€ G5 S A5 has (e didish provides

CorfioentsiGypd: angXti/filcaivl dsontferiqueengt owh conversion,

filtering, channel selection, etc., and may also
provide analog to digital conversion. Analog-to-digital
conversion of the received signal allows the DSP 1580
to perform more complex communications functions, such
as demodulation and decoding. In a similar manner,
signals to be transmitted to the network 1401 are
processed (e.g. modulated and encoded) by the DSP 1580
and are then provided to the transmitter 1520 for
digital to analog conversion, frequency up conversion,
filtering, amplification and transmission to the
communication network 1401 (or networks) wvia the
antenna 1560.

[0149] In addition to processing communications
signals, the DSP 1580 provides for control of the
receiver 1500 and the transmitter 1520. For example,
gains applied to communications signals in the receiver
1500 and transmitter 1520 may be adaptively controlled
through automatic gain control algorithms implemented

in the DSP 1580.
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Date: Wed, O Aug 2003 18:20:28 GMI' Server: Apache
Coyote/ 1. List nessages in I NBOX: REQUEST: PROPFI ND

WO apsOrMBOX/ HTTP/ 1.1 Range: rows=0-24 Depth: BRCTUSI04/005475
Brief: t Pragnma: no-cache Content-Type: text/xnl
X _UP_REFRESH CACHE: force User-Agent: Mozilla/4.0
(conpatible; MSIE 5.5; Wndows NT 5.0) Connection:
Keep- Al'ive Host: | ocal host: 9080 Cooki e:

J SHIRIXQY D=CrGCRI ARYD2BEdH: GB3HOBHAGRI3D o received

Cont ent - Lengt h: 586 <?xnl version="1.0"7?> <D propfind
x il OB DARCK R Hre U STIRFRs it Papage download, is

xm :
xm%%cfﬁ;s—é%ar n%{c,]c ena%%boer}%aﬁ So&st‘em 0%1 ab%d is

<D g/t D tiksf qi»zdmdssm{q; |c§dfvﬂﬂzerﬂ&00<hm*m@aﬁé@>elved
<hm has tac E%nt/> < ortance® <mfrom >

<m S NP bRe % TQIRISRL % the processing
<D cwlwtleaud e > sk gontentiol &S/ sp ™ P PEOP? or

</ D:_pr opfi nd> RESPONSE:
alternatively to some other auxiliary I/O device 1060.
A device user may also compose data items, such as e-
malil messages, using the keyboard 1400 and/or some
other auxiliary I/0 device 1060, such as a touchpad, a
rocker switch, a thumb-wheel, or some other type of
input device. The composed data items may then be
transmitted over the communications network 1401 via
the communications subsystem 1001.
[0151] In a voice communications mode, overall
operation of the device is substantially similar to the
data communications mode, except that received signals
are output to a speaker 1100, and signals for
transmission are generated by a microphone 1120.
Alternative voice or audio I/0 subsystems, such as a
voice message recording subsystem, may also be
implemented on the device 1000. In addition, the
display 1600 may also be utilized in voice
communications mode, for example to display the
identity of a calling party, the duration of a voice
call, or other voice call related information.
The short-range communications subsystem enables
communication between the mobile device 1000 and other
proximate systems or devices, which need not
necessarily be similar devices. For example, the short-
range communications subsystem may include an infrared
device and associated circuits and components, or a
Bluetooth™ communications module to provide for
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HTTP/ 1.1 207 Multi-Status Content-Range: rows 0-8;
total =9 Content-Type: text/xm Transfer-Encodi ng:
w@ebwskam3Dat e: Wed, 06 Aug 2003 18: 20: 28 GVI SeCT/E82004/005475
Apache Coyote/ 1. <?xm version="1.0"
encodi ng="UTF-8"?> <D: mul ti status xm ns: D= DAV:"
xm nsup”' um schenmasQor p. uni ver saI proxyll xm ns:c=
um schemas: cal endar:" xm ns: a="um schenmas: cont act s:
x M osmdnm 1 ¢ i G hedrels : ﬁiﬁpnarly"embﬁéd%ystems and
urn;schemas: mai | header:
<D ‘é%m%‘?ﬁrangem 8</ D cont entrange> <D: r esponse>
<D: tt p 6
D NTerL b froheral o L Sl At LaTHITRr S Shgainents of
O(<VTEF sinversti D pibp>come to the mind of one skilled in
d>3ac 9b38008 6435ef eal44660e3</ D; ui d>
<D |s€f 3ter DL i 3}&% h P5hfliterstsr Brosnpaaeasted

<hnin egee 0k M S 88§l e scriptions and the associated
<hm hasat t achnment >0O</ hm hasat t achnment >

<hrﬁ¥WQ%ﬂ£ﬁ1@§ﬁﬁ¢n®¢thﬁc@}dﬁmﬁ¢mﬂ&)&at Beti very
Subsyst

VAl LER-IEJ,’—EEEI\/D\I@ O ot B %%b%%%t%?ﬁh%d

mai ¢mb ddsiene nirk mbvasd o sdlpj @ed >that modifications and

12;48Z</ m dat e>
:umpdnl%s ZH%OI}E 0%370651-21‘?’%% g Pe included within the
<D %@Mﬁﬁﬂ@@ﬂ&%%ﬁﬁ@é cont ent | engt h>
<D: cont ent cl ass>ur n: cont ent - cl asses: nessage</ D: cont ent
cl ass> </ D prop> </ D:. propstat> </ D:. response>
<D: response> c . s
<D href >ht t p: / / | ocatrer=5oBERaEa kb R883054;
1</ D: href> <D: propstat> <D: status>HTTP/ 1.1 200

OK¥rdgtzat USsting #1 - Exemplary Authentication Request

PROPFIND /ups HTTP/1.1
Depth: 0
Brief: t
Pragma: no-cache
Content-Type: text/xml
X_UP_LOGIN:
svr=login.oscar.aol. com&prt=51908&ssi=08&pcol=aol&uid=******&pwd=>*****& pwp=
X_UP_SYNC: false
X_| _UP_REFRESH_CACHE: force
X_UP_NEWCON: 1
User—Agent Mozilia/4.0 (compatible; MSIE 5.5; Windows NT 5.0)
Connection: Keep-Alive
Host: localhost:9080
Content-Length: 664

<?xml version="1.0"?>

<D:propfind xmins:D="DAV:" xmins:h="http://schemas.microsoft.com/hotmail/"
xmins:hm="urn:schemas:httpmail:" xmins:up="urn:schemas:corp: universaiproxy" >
<D:prop>

<hm:contacts/>
<hm;:calendar/>
<hm:journal/>
<hm:notes/>
<hm:inbox/>
<hm:outbox/>
<hm;sendmsg/>
<hm:sentitems/>
<hm:deleteditems/>
<hm:drafts/>
<hm:msgfolderroot/>
<up:.corporatecontacts/>
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<D: prop> <D: ui d>51073b22a28c28201

5bc80d42e8c6ec</ D: ui d> <D: i sf ol der >0</ D: i sf ol der>
wemossioslen>0</ D: i shi dden> <hm r ead>1</ hm r eaBCT/US2004/005475

<hm hasat t achnment >O</ri m hasat t achnent >

<hm i nportance>1</ri mi nportance> -

<m f ronrj ohnsm t h@eno. conx/ m fron> <m subj ect >Re:

Test #1-Al'l -French tenpl at e</ m subj ect >

<m dattem@%paB> 08- 05T23: 10: 30Z</ m dat e>

<up: i gusg/et ed>0</ up: i sdel et ed>

<D: gegPemrtent | engt h>1577</ D: get cont ent | engt h>

<D FORIBMIYE| ass>ur n: cont ent - cl asses: nessage</ D: cont ent

cl g€1< 5?5“%‘35@6/8 D: propstat> </ D: response>
fe

"%v eSS N DR 1A OPRERSRT Ba2R3E; Path=lups
%B&ng;réﬂpﬁge@t > <D:status>HTTP/ 1.1 200

B dHsft-Ens

OK/ald: 9leal 365419 DY OR728 GMT .
<D:S¢hékb\95c21@@'29&§/¢_ﬁ)f 1320f 9f a746f 797e64b</ D: ui d>

<D: i sf ol der>0</ D: i sf ol der> <D: i shi dden>0</ D: i shi dden>
<hrfizxrd aesidns hotenmeide="sFmg"rasat t achnent >O</ r

m FRgetstas  ment midsi=IDAET t ancexbing:up="um:sahpoastcamaniversalproxy"
<P RE PORASHPEFRENED. come/ m frome <m NOh§RRtemRiemas:contacts:”
x x XFPRBhMRAM:sghegiasiy ml:"smnm%"gm:schemas:mallhea er">

S e el R R O

<D get SoRLERIHaRAt PRbALHSLgEL cont ent | engt h>

<D:. contepbpd ass>urn: cont ent - cl asses: message</ D: cont ent
cl ass> @ﬁrﬁﬁnﬁﬁﬁlﬁ?p:l/localhost:9080/ups/lNBOX/</hm:inbox>

<hm:sendmsg>http://|ocalhost:9080/ups/AOL_MAIL_SUBMISSION_URL/</hm:sendmsg>
<hm:sentitems>http://localhost:9080/ups/Sent ltems/</hm:sentitems>
<hm:msgfolderroot>http://localhost:9080/ups/</hm:msgfolderroot>
</D:prop>
</D:propstat>
</D:response>
</D:multistatus>

Program Listing #2 - Exemplary Inbox Request

Query Folder Capabilities:

REQUEST:

OPTIONS /ups/INBOX/ HTTP/1.1

User-Agent: Mozilla/4.0 (compatible; MSIE 5.5; Windows NT 5.0)
Connection: Keep-Alive

Host: localhost; 2080

Cookie: JSESSIONID=C70CD1AED7D2BE210B34D93F7ACD6935
Content-Length: 0

RESPONSE:

HTTP/1.1 200 OK

allow: OPTIONS, PROPFIND, MOVE, DELETE, BDELETE, BMOVE, SEARCH
dasl: <urn:schemas:corp:universalproxy:basicsearch>

Content-Type: text/plain

Content-Length: 0

Date: Wed, 06 Aug 2003 18:20:28 GMT

Server: Apache Coyote/1.0

List messages in INBOX:
REQUEST:
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</ D: propstat > </ D:. response> <D: response>

<D: href>http://1 ocal host: 9080/ ups/ | NBOX/ 6623922;
WEe@sew@ss> <D: propstat> <D: stat us>HTTP/ 1. 1 200PCT/US2004/005475

OK</ D: st at us> <D: pr op>

<D: ui d>11f 1c8e69555d33971aeal2c09be5021</ D: ui d>

<D: i sfol der >0</ D: i sf ol der> <D: i shi dden>0</ D: i shi dden>

<hm r ead>1</ hm r ead>

<hmPROPFND ApsBtXeExtpmm hasat t acri ment ><hm i nport ance

>1 Kahge: rewssoLance> <m fronkj ohnsm t h@eno. conk/ m frone

<mbPsobj toem®e: xxxFWD: Re: Test #1</ m subj ect>

<mBdgk >2003- 08- 05T23: 06: 45Z</ m dat e>

<u *@%P%@%sal up: i sdel et ed>

: U >f1930</ D: get cont ent | engt h>

S: [Mes </ D: contentc
S ReGP T, e e Ry
<DHo§tSBQ£H$d%F908

<DdableéJBESBIONibasAChoALD ABEL mbbﬁ%b%@é’s%
; 1cbRehtrlehgth<43spr opst at > <D: st at us>HTTP/ 1.1 200

O<</ D: st at us> <D: pr op>
<D.<@*rd>f§6i@03‘(’laltﬁ>b4f b66f 3d11b0416c82b701</ D: ui d>

< D=P#fopfingermpeL-IDAVE fkpnglem=uraBeherb: itdmaits @ah&mi="simi sdubsasimailheader:”

Xm'néHﬁr"P@é&%@ﬁﬁﬁﬁpwé'a%r%lproxv">
<hm<ll?< /t achnment >1</ hm hasat t achnent >
<hm [ E ce>1</hminporta pce>
fr&mgm ;,rri th@leno. conk/ mfronmr <m subj ect >xxxFWD:

Re: T@,g;,iggdy m subj ect >

<hm:hasattachment/>
<hm:importance/>
<m:from/>
<m:subject/>
<m:date/>
<up:isdeleted/>
<D:getcontentiength/>
<D:contentclass/>
</D:prop>
</D:propfind>

RESPONSE:

HTTP/1.1 207 Multi-Status
Content-Range: rows 0-8; {otal=9
Content-Type: text/xml
Transfer-Encoding: chunked

Date: Wed, 06 Aug 2003 18:20:28 GMT
Server: Apache Coyote/1.0

<?xml version="1.0" encoding="UTF-8"?>
<D:multistatus xmins:D="DAV:" xmins:up="urn:schemas:corp:universalproxy"
xmins:c="um:schemas:calendar:"  xmins:a="um:schemas:contacts:" xmins:hm="um:schemas:httpmai:"
xmins:m="urn:schemas:mailheader:">
<D:contentrange>0-8</D:contentrange>
<D:response>
<D:href>http://localhost:9080/ups/INBOX/6623963;1</D:href>
<D:propstat>
<D:status>HTTP/1.1 200 OK</D:status>
<D:prop>
<D:uid>3ac59b38c08ad3356435efea144660e3</D:vid>
<D:isfolder>0</D:isfoider>
<D:ishidden>0</D:ishidden>
<hm:read>0</hm:read>
<hm:hasattachment>0</hm:hasattachment>
<hm:importance>1</hm:importance>
<m:from>Mail Delivery Subsystem &it;MAILER-DAEMON@aol.com></m:from>
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<m dat €>2003- 08- 05T23: 05: 27Z</ m dat e>
<up: i sdel et ed>0</ up: i sdel et ed>
waDogerwent ent | engt h>3254</ D: get cont ent | engt h>PCT/US2004/005475
<D: cont ent cl ass>ur n: cont ent - cl asses: nessage</ D: cont ent
cl ass> </ D:. prop> </ D: propstat> </D:.response>
<D: response>
<D: href>http. 7/1 ocal host: 9080/ ups/ | NBOX/ 662391
; 1</ D: hrefsabjetd-Rétoasd abie UsdubkidiwasBubReAd. 1 200
K</ D: skmtdat>260U3-q8r03[023:12:48Z</m:date>
<D: ui d>067eidietalOtBeB48@Bdf 90f e6dc8bf 4f </ D: ui d>
<D: i sf oFB@P&O‘K?‘B@GD%WW&QQBW%PW>O</ D: i shi dden>
<hm reag fonteelass s content-classes:message</D:contentclass>
tF’tr

<hm hg rrent >0O</ hm hasat t achnent >
<hm4/ e>1</ hm i nport ance>
<m fJ4ReE m t h@eno. conx/ m fronk <m subj ect >Re:

Test $ﬂm€4>hﬁ,£ m%@@h@ups/msoxmzsgm 1</D:href>

<m daieprdpdds 08- 05123: 04: 312</ m dat

<up: i sdebetueck A/ UP200oie/BiatR>

<D: get ¢optopnt | engt h>1258</ D: get cont ent | engt h>

<D: cont eRuighaEY SA2a28:88R04 HibcBldd8eieseardiy sidge</ D: cont ent
cl ass> @Bf QidesTs/sDldgropst at > </ D: r esponse>

<D resp6 §ggden>0</D lShI den>

<D: href> 7 i’ t: 90 s/ | NBOX/ 6623909:

1</ D: hr <’ L?é‘EHrTP/l 1 200
m|m |mpo

K</ D: s

</
<D ui d>9fﬁ§81§}é’é§ﬂi’c2 E’Qﬁ%{ E@Lﬁ%w%%aé@ ui d>
<D: i sf okrd@ateezdo@oss)%mwsbzqm date>
<up:isdeleted>0</up:isdeleted>
<D:getcontentlength>1577</D.getcontentlength>
<D:contentclass>urn:content-classes:message</D:contentclass>
</D:prop>
</D:propstat>
</D:response>
<D:response>
<D:href>http://localhost:9080/ups/INBOX/6623926;1</D:href>
<D:propstat>
<D:status>HTTP/1.1 200 OK</D:status>
<D:prop>
<D:uid>b072¢3748ceff1320f9fa746f797e64b</D:uid>
<D:isfolder>0</D:isfolder>
<D:ishidden>0</D:ishidden>
<hm:read>1</hm:read>
<hm:hasattachment>0</hm:hasattachment>
<hm:importance>1</hm:importance>
<m:from>johnsmith@demo.com</m:from>
<m:subject>Re: xxxFWD: Re: Test #1</m:subject>
<m:date>2003-08-05T23:07:18Z</m:date>
<up:isdeleted>0</up:isdeleted>
<D:getcontentlength>1927</D:getcontentlength>
<D:contentclass>urn:content-classes:message</D:contentclass>
</D:prop>
</D:propstat>
</D:response>
<D:response>
<D:href>http://locathost:9080/ups/INBOX/6623922;1</D:href>
<D:propstat>
<D:status>HTTP/1.1 200 OK</D:status>
<D:prop>
<D:uid>11f1c8e69555d33971aea12c09be5021</D: uid>
<D:isfolder>0</D:isfolder>
<D:ishidden>0</D:ishidden>
<hm:read>1</hm:read>
<hm:hasattachment>0</hm:hasattachment>
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<D: i shi dden>0</ D: i shi dden><hm r ead>1</ hm r ead>
<hm hasat t achnent >O</ hm hasat t achnent >
WoehevsiomoseY t ance>1</ hm i nportance> PCT/US2004/005475
<m fronprj ohnsm t h@eno. conx/ m from> <m subj ect >Re:
Test #1</ m subj ect> -
<m dat €>2003- 08- 05T23: 04: 13Z</ m dat e>
<up: i sdel et ed>0</ up: i sdel et ed>
<D:. get cennh:pipottengt neimddpertbhcget cont ent | engt h> <
. cont entroiframsjphrsmitb @at@otertt/agoas: nessage</ D

. cont entoisalyect>Re: RopEh Re<Tdst #<opstbgact> </ D. r esponse>
<D res ﬁ’ngets>2003 -08-05T23:06:45Z</m:date>

<D: hr ef Gl>86/an> ﬁé@@te@osm ups/ | NBOX/ 6605332
K/ D: hre’F‘ {EP , (1.1 200

OK</ D Lf,rlaﬁgnten classes:message</D:conteniclass>
<D: ui 44e602560814498af 29e5f 0e47</ D ui d>

<D: i @5 gg;k/ D: i sfol der> <D:i shi dden>0O</ D: i shi dden>
<hm<De geeg>hm r ead>
<hm maéwmmrmma@gbmmﬁmmmmm%:hreﬁ
<hm i<Ppwogstate e>1</ hm i nport ance>
<m f r ofsiath st I €Lt 200)QEdD:stletvsx/ m f r o
<m subjRy @P%ecur Notice to AOL Menbers</ m subj ect >
< dat eSS BEabA TS AL B 0 e
<up: i sdg ’E‘ 65 ﬁf dedel et ed>
. >U<
<D: getc Al 87</ D: get cont ent | engt h>

<D: cont gfy: sa§a%ﬁmemf@9m£ﬁ9§au§4hﬁ$eﬁ%8 nessage</ D cont ent
cl ass> gindnipbRies( AR BRiRE> </ D response>
<D: r es pangém>johnsmith@demo.com</m:from>
<D: hr ef 2ot xbocrved: IRes Te D BB8M1spisédtNBOX/ 6567082;
1</ D: hrefi:date>2003-08-05T23:05:27Z</m:date>
<up:isdeleted>0</up:isdeleted>
<D:getcontentlength>3254</D:getcontentlength>
<D:contentclass>urn:content-classes:message</D:contentclass>
</D:prop>
</D:propstat>
</D:response>
<D:response>
<D:href>http://localhost:9080/ups/INBOX/6623910;1</D:href>
<D:propstat>
<D:status>HTTP/1.1 200 OK</D:status>
<D:prop>
<D:uid>07cdf24a068e849754f90fe6dc8bf4f</D:uid>
<D:isfolder>0</D:isfolder>
<D:ishidden>0</D:ishidden>
<hm:read>1</hm:read>
<hm:hasattachment>0</hm:hasattachment>
<hm:importance>1</hm:importance>
<m:from=>johnsmith@demo.com</m:from>
<m:subject>Re: Test #1-All</m:subject>
<m:date>2003~08-05723:04:31Z</m:date>
<up:isdeleted>0</up:isdeleted>
<D:getcontentiength>1258</D:getcontentlength>
<D:contentclass>urn:content-classes:message</D:contentclass>
</D:prop>
</D:propstat>
</D:response>
<D:response>
<D:href>http://localhost:9080/ups/INBOX/6623909;1</D:href>
<D:propstat>
<D:status>HTTP/1.1 200 OK</D:status>
<D:prop>
<D:uid>0e79a3593253ffh9596bfad86873f498</D:uid>
<D:isfolder>0</D:isfolder>
<D:ishidden>0</D:ishidden>
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<D: propstat> <D:status>HTTP/ 1.1 200 OK</D: st at us>
<D: prop>
wohosioziesn 7b72c8cl1laa91458f 40f 81f ce3b5e05</ D: ui PIST/US2004/005475
<D: i sfol der>0</D: i sfol der> <D: i shi dden>0</ D: i shi dden>
<hm r ead>0</ hm r ead> -
<hm hasat t achnent >O</ hm hasat t achnent >
<hm i nport ance>1</ hm i nport ance>
<m f r onxaetdgebain:rbe:a ol . conx/ m frone
<m subj eot:résatadheBo0hmAGkati@ctinddpt | m zed</ m subj ect >
<m dat esi280®po6anc2SR2im:nogantet m dat e>
<up: i sdenépedpmsmih@dsaecengoiom>
<D: get cORSHeqt frﬁsifﬁ)‘dmﬁﬂlﬂ@tget cont ent | engt h>
<D: cont ¥pEelE3 E4”h§?§%>s message</ D: cont ent ¢

ass> <L ? entle E%ﬁ >a§t > i R esponse>
22 U AR e £ o0

/ ups 475',';5 ath User Agent: Mozi | I al4.0 (conpati bl e;

VBl E/fhrespondéndows NT 5. 0) Connection: Keep-Alive Host:
| ocaDirespbn&380 Cooki e:

J SESSIDOMEERtD70CBhAS DY EY BE2 N BBR/GERES BZ ACDOSSH

Cont efRreRstRft h: 0 RESPONSE: HTTP/ 1.1 200 K al | ow.

OPTI lstﬁfmbﬁ‘fﬁﬂ MIPOKAEeEtPE> BDELETE, BMOVE, SEARCH

Cont ent E & @%@;@%ﬁ%ﬁf@%@ﬁéwﬁ%%Z?éf’“S\ed,
06 Aug 89048, -

<hm:read>0</hm:read>
<hm:hasattachment>0</hm:hasattachment>
<hm:importance>1</hm:importance>
<m:from=>aolmbrsecurity@aol.com</m:from>
<m:subject>Security Notice to AOL Members</m:subject>
<m:date>2003-08-01T23:00:58Z</m:date>
<up:isdeleted>0</up:isdeleted>
<D:getcontentlength>5137</D:getcontentlength>
<D:contentclass>urn:content-classes:message</D:contentclass>
</D:prop>
</D:propstat>
</D:response>
<D:response>
<D:href>hitp://llocalhost:9080/ups/INBOX/6567082;1</D:href>
<D:propstat>
<D:status>HTTP/1.1 200 OK</D:status>
<D:prop>
<D:uid>f47b72c8c1aa91458f40f81fce3b5e05</D:uid>
<D:isfolder>0</D:isfolder>
<D:ishidden>0</D:ishidden>
<hm:read>0</hm:read>
<hm:hasattachment>0</hm:hasattachment>
<hm:importance>1</hm:importance>
<m:from>aclmemberinfo@aol.com</m:from>
<m:subject>Coming Soon - AOL 9.0 Optimized</m:subject>
<m:date>2003-07-25T21;15:22Z</m:date>
<up:isdeleted>0</up:isdeleted>
<D:getcontentlength>10012</D:getcontentiength>
<D.contentclass>urn:content-classes:message</D:contentclass>
</D:prop>
</D:propstat>
</D:response>
</D:multistatus>

Program Listing #3 - Exemplary Folder Search Request
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Server: Apache Coyote/1l. Search for folders: REQUEST:

SEARCH /ups HTTP/ 1.1 Depth: 1,noroot Brief: t Pragma:
wmososaztesd Cont ent - Type: text/xm User-Agent: PCT/US2004/005475

Mozillal/ 4.0 (conmpatible; MSIE 5.5; Wndows NT 5.0)

Connection: Keep-Alive Host: |ocal host: 9080 Cooki e:

JSESSI ONI D=C70CD1AED7D2BE210B34D93F7ACD6935

Cont ent - Lengt h: 922 <?xm version="1.0"?>

<spebiiteloeigdest xm ns: D=" DAV: "

xm ns: t="urn: schemas: cor p: uni ver sal proxy">

<tRBQYESER ear ch> <D: sel ect > <D: pr op><D: ui d/ ></ D: pr op>

<PBHEPS Aps¢HAPEnt cl ass/ x/ D:_pr.op>

<D$5F-0RENoR e g g pranaliple VD, 5y Q‘WOWF NiodDect >

hsloaeBfe> <D href>url </ D href>
L TEASIORBERYBED Sl BEGPAT S RRosD: wher e>

S Sitent-LahglH: @P><D: content cl ass ></"Dr"prop> _
<D:literal’™>um content-classes: mailfolder</D:literal >
</ RESRPNSHE: D: wher e> </t : basi csearch>

HTTP/1.1 200 OK

allow: OPTIONS, PROPFIND, MOVE, DELETE, BDELETE, BMOVE, SEARCH

dasl: <urn:schemas:corp:universalproxy:basicsearch>

Content-Type: text/plain

Content-Length: 0

Date: Wed, 06 Aug 2003 18:20:28 GMT

Server: Apache Coyote/1.0

Search for folders:

REQUEST:

SEARCH /ups HTTP/1.1

Depth: 1,noroot

Brief: t

Pragma: no-cache

Content-Type: text/xml

User-Agent: Mozilla/4.0 (compatible; MSIE 5.5; Windows NT 5.0)
Connection: Keep-Alive

Host: localhost; 9080

Cookie: JSESSIONID=C70CD1AED7D2BE210B34D93F7ACD6935
Content-Length: 922

<?xm! version="1.0"?>
<D:searchrequest xmins:D="DAV:" xmins:{="urn:schemas:corp:universalproxy">
<t.basicsearch>
<D:select>
<D:prop><D:uid/></D:prop>
<D:prop><D:contentclass/></D:prop>
<D:prop><D:displayname/></D:prop>
</D:select>
<D:from>
<D:scope>
<D:href>url</D:href>
<D:depth>1</D:depth>
</D:scope>
</D:from>
<D:where>
<D:eg>
<D:prop><D:contenticlass/></D:prop>
<D:literal>urn:content-classes:mailfolder</D:literal>
</D.eqg>
</D:where>
</t:basicsearch>
</D:searchrequest>

RESPONSE:
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</ D: sear chrequest > RESPONSE: HTTP/ 1.1 207 Ml ti- Status
Content - Type: text/xm Transfer-Encodi ng: chunked
w®ai08/02008d, 06 Aug 2003 18:20:28 GV Server: Aparng2004/005475
Coyote/ 1. <?xm version="1.0" encodi ng="UTF-8"?>
<D:nul ti st atus xm ns: D="DAV: "
xm ns: up— urn: schemas: cor p: uni ver sal proxy"
ns: c="um schenas: cal endar.
xm ET%{M GPEWE’@@P&% contacts:"
S httpmall

ran der: "> <D:response>
<D r@ér 095913 r%?? 80/ ups/ I NBOX/ </ D: hr ef >
<D: pr opst at> <D status>HTTP/ 1.1 200 OK</D: st at us>

<D: prx@wersion="1.0" encoding="UTF-8"?>

<D «i:chena:4hek6 6 b2362ﬁﬂa§g@b©3\df' 18520&%@%936{@(;6&”%% corp: unlversalproxy"
xmif Ot ehénedsaaleadan’ Rl £ sthesas e6rtani | dnits Shs&ttpmail”
xmigyhdwschebaslingihbadpriame > NBOX/ </ D: di spl aynane>

</ D: PP-ER5BoneLD:; stat> </ D:.response> <D:response>

<D hr égﬁfﬂﬁ p//gpag%ﬁ PREStuPIINEI U HBREDY CE- MAI L/ </ D hr ef >

<D pr 0 $§US>HPT|§/t1q BKE}-II-)-I-sgtuls&l 200 OK</D: status>
<D Ut doL R e eanaagaRIod doree p% 54,0x ui o>

r </ D: cont
o cont b G T R o

</ D: pr efpprsp>D: pr opst at > </ D response> </D:nultistatus>
Pr ogr eBrpropstat-ng #4 - Exenpl ary Configuration File
</D:response>
<D:response>
<D:href>http://localhost:9080/ups/VOICE-MAIL/</D:href>
<D:propstat>
<D:status>HTTP/1.1 200 OK</D:status>
<D:prop>
<D:uid>cabbce34709ab79d2ad2d5334d998272</D:uid>
<D:contentclass>urn:content-classes:mailfolder</D:contentclass>
<D:displayname>VOICE-MAIL/</D:displayname>
</D:prop>
</D;propstat>
</D:response>
</D:multistatus>

Program Listing #4 - Exemplary Configuration File

<resource
contentclass="urn:content-classes:mailfolder"
javaclass="com.teamon.proxy.data.imp!. MailFolderimpl"
responsecacheduration="0"
cachestrength="0">

<request method="PROPFIND">

<header name="Brief" value="{" />

<header name="Content-Type" value="text/xml"/>

<header name="Depth" value="1,noroot"/>

<header name="Range" value="rows=$rangeStart$-$rangeEnds$"/>
<header name="Pragma" value="no-cache"/>

<header name="X_UP_REFRESH_CACHE" value="force" />
<body><I[CDATA[
<?xml version="1.0"?7>
<D:propfind
xmins:D="DAV:"
xmins:hm="urn:schemas:httpmail:"
xmins:m="urn:schemas:mailheader:"
xmins:up="urn:schemas:teamon:universalproxy">
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< resource
contentcl ass="urn: content-cl asses: nai |l fol der"

W(Q 200802@3%="com t eanon. pr oxy. dat a. i npl . Mai | Fol PEr/U83b4/005475
respopsecachedur ati on="0" cachestrengt h="0"> <request
nmet hod= "PROPFIND'> <header nane="Brief value="t" />
<header nane="Content-Type" val ue="text/cm "/> <header
nane="Dept h" val ue="1, noroot"/> <header nane="Range"
val ue="tlOMSRS$r angeSt ar t $- $r angeEnd$"/ > <header
nanme= "Pr Hﬁb val ue="no- cache"/ > <header
name="X SH CACHE" val ue="force" />

<body><! a%i z?xm version="1.0"?> <D: pr Opfl nd

xml ns: D= AW S ﬁﬂhm:"urn schemas httpmai | :
XM NS: MECAH R R G S. mai | header :
xm ns: upsmibmisschenas: t eanon: uni ver sal proxy" ><D: pr op>
<D: ui d/ ><wlubjsdye! der /> <D: i shi dden/ > <hm r ead/ >
<hm hasatmaaterent / > <hm i nportance/ > <m from >
<m subj esiplisdelemaddat e/ > <up:i sdel et ed/ >
<D: get cofid:gefcandangenoth’> <D: cont ent cl ass/ > </ D: pr op>
</ D pr o<pfri) prentqlass/>
D:prop>
</D:propfind> -
1>
</body>
</request>
</resource>
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</ body> </request> </resource>THAT VWHICH | S CLAI MED

I'S: 1. A Communi cations systemconprising: a plurality
w@boodarm@m3st or age devi ces each using at | east OPET/U82084/005475

plurality of different operating protocols; a

plurality of nobile wreless communications devices

for accessing said plurality of data storage devices

and each using at |east one of the plurality of

di fferent operati ngHzr GrErcH SIS Ok BMED ot ¢ Ol
interface device conprising a protocol engine nodul e
for comunicating with said plurality of data storage

devi : ; L :
evi ces using respe ?gg&%g:gdn@ equ@o?ngoﬁq%r@,

front-end proxy nodule to said proto endl ne

and conpri si mg pd uredpenct iofe dartex s twothgee deorices each
comryni cat i g% W th sai

pl ural ity  of bj.le wrel ess
coffRide At gReSfeiedud Ry Seach ﬁrgérdéﬁfed:peé} ating
Pr otRGRk 1 ndNh @t JAS; one common core service nodul e
coupl ed to said proxy nodul es and conmuni cati ng

therewith at damlivratlitayerf aRPidEmitini s WU iR T ons
pr ot ocol  _engi e at G l.ayer than
Phaiiee tarer FHd s B SR Nl e f¥Eeoe

O aignikashemnel radde fdirgt dtayierasdonpra seSs Ehaagtorklity of
| ayer, and wherein the second | ayer cgorrpri ses a data

| ayer .f:?r.en'FhQP_@d?ﬁﬁ}ﬁ}%éﬁ%%c%t éM%f Caim1 wherein
sai d protocol, igftsrdace i@éﬁ&é@{dmcémﬁm@

| east one configuration file nodul e
a protocol engine module for
communicating with said plurality of data
storage devices using respective operating
protocols, and
a front-end proxy module coupled to said
protocol engine and comprising
a respective proxy module for
communicating with said plurality of
mobile wireless communications devices
using each different operating protocol,
and
at least one common core service
module coupled to said proxy modules and
communicating therewith at a first layer
and communicating with said protocol
engine module at a second layer lower
than the first layer.
2. The communications system of Claim 1
wherein the first layer comprises a network layer, and

wherein the second layer comprises a data layer.

59



coupled to said at | east one commpn core service
nmodul e for storing a first set of configuration files

WO 2005020089 guri ng commoDn core services at the fPEBHUS2004/005475
| ayer, and for storing a second set of configuration
files for configuring conmon core services at the
second layer. 4. The conmuni cations systemof Caiml
wherein said at | east one comopn core service nodul e

is for at |east ongcOkomauiniingthibakf s shemvesn csaiich 1
proxy nodul es and sai d protocol engine nodul e,

acwbsseny datd brofmosaild ipiterdieicey 06 igsat £ vt dredge

devi ces, _and_tendering data_ fQr id Rl Ysald 1
nDSPﬁgr%FFS|8§5E%§ﬁ§u%P%a€?€hsg zéices. gﬂéﬁﬁ?dﬂ ©
corpupiledt tonsadyistemleh s€l anm towmeneiovrsaistati deeastdule

one common .core service nodyl e ¢ rises a plurali
of TR&n@IFeFdNEor At é&%@%&%%&ﬁ%&m S t%c}/r
Sab@n&&%ﬁ%ﬁﬁb_%@%ﬂ@%'B@%@ &e r&ri cHRE 260MMANI Gt ONSs yer,

systemof G aimb5 wherein said plurality of proxy .
o dulde £ oo et ngc ce s qoagu Estts offy sranddich g turegt iyl &t for

nobi | e .wi rel ess co jcati : '
acCt ﬁlﬁgf&ﬁ@t gpg?nrggﬁ?o\fﬁ%er%ﬁﬁuggﬁd%ﬁ%q% -end pr s A
modul e further, comprd sesmwaficwicomnt raofdtesm nofd ul Je forl

recei ving the commn access paraneters from sai

d .
bl SISy G it Gy MRS €3 ealrd EEIe QAT SRS iy module is
hand.er.s flgas_q:r s MNgG-dhengpferakr ihe LamaHi Latd ghsoxy

system of aim1 wherein said at | east one conmon
compddrs eechuduld mwommrdslesrw imendedil awdteedping data
cooperating, wi.th sai.d proxy. .nmodul 0 | d for

sai ﬂﬂlﬁ%ﬁa1R}Qﬁ§iﬁﬁ%r%9ﬁ%?éig%§ﬁ%le éﬁ%%il%ﬁé?ﬁh
dewiGRfe i nth @I AIMABY Gatidnsl wysltieny off Gab & wies b s
said at | east one conmon core service nodule further

c orfRMIsEsL Gat loae s Bt Frar k - up | anguage ( XM.)

L

engiteramdw el & anprisest amexte@nsip|gore service module
comprises a plurality of handlers for interfacing said
proxy modules with said protocol engine module.

6. The communications system of Claim 5
wherein said plurality of proxy modules convert access
requests from said plurality of mobile wireless
communications devices to common access parameters; and
wherein said front-end proxy module further comprises a
flow controller module for receiving the common access
parameters from said plurality of proxy modules and
selecting desired handlers for processing thereof.

7. The communications system of Claim 1
wherein said at least one common core service module
comprises a renderer module for cooperating with said
proxy modules to format data for said plurality of

mobile wireless communications devices.

60



styl esheet | anguage transformati ons (XSLT) engine

nmodul e. 10. The communi cati ons systemof Claim8
wob@serw3sai d at | east one common core servi CePEDUSL084/005475

further conprises a nenory coupled to said XM. engi ne

nodul e for storing a plurality of tenplates

corresponding to respective operating protocols. 11. A

protocol interface device for interfacing a plurality

of nobil e w rg| essTeonbumhEal tohsodevegesemi bh @laim 7

plurality of data storage devices, the nobile wrel f
contifi &kt i Bmsd dRli 835 BndRE heoAPR SPBFafgerYeuechedule

eaCPuy§ﬁ@£ Ampeastsone Sfranplyial hhykofipdiffighegt (xmr)
operating protocols, the protocol interface device

conprd siagnodu pe otoepl edngd nea hddudedever coaruheeat i ng
wth the plurality.of data stor e usikn .
respective opgratl%g pron%o+s 990%9 ¥¥§§% 9§n§18%%x§

D dith €r 04 s £0d t IME ak g protecohl engbmerasds C@ﬁ‘pékﬁéﬁgible
a respective proxy nodule for conmunicating with ¢
p|u$%yl@§h%$tn%%vgéaafrér%%éf%B%ﬁEhPEat.%ﬁgTaeﬁpaége
usi,pgggach different operating protocol, and at |east

one common core service nmodul e coupled to said proxy
nodul es and cbowunToat cogniherawichsasyaténr of Eéyem 8

d ti id | d
SeCHTE T cr ot BuRr LRARC FES [P TRtoRagare 15 vpig motute

pr 0£@ﬁ@ﬂ1ern&§1ﬁf>a@§esealﬁ@n@fy%@uméa vBesgia kKMe engine
first layer conprises a network |ayer, and wherein the

secrdul ay&er cohprigesaaplarali hyept ﬁgmpiﬁgeérotoco

ieten e o AaRILLse apraten

| east one conhbn cBreprsecydteinterface device for
interfacing a plurality of mobile wireless
communications devices with a plurality of data storage
devices, the mobile wireless communications devices and
the data storage devices each using at least one of a
plurality of different operating protocols, the
protocol interface device comprising:

a protocol engine module for communicating
with the plurality of data storage devices using
respective operating protocols; and

a front-end proxy module coupled to said
protocol engine and comprising

a respective proxy module for
communicating with the plurality of mobile
wireless communications devices using each
different operating protocol, and

at least one common core service module
coupled to said proxy modules and
communicating therewith at a first layer and
communicating with said protocol engine
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nodul e for storing a first set of configuration files
for configuring comopn core services at the first

wo 200810200and for storing a second set of confi gRCHUSZINA/005475
files for configuring conmon core services at the
second |l ayer. 14. The protocol interface device of
Claim 1l wherein said at | east one commobn core service
nodule is for at | east one of routing traffic between
sai d proxy nodotie(caatl sasdcpndt begerehgwae thdul ehe first
accessing data fromthe plurality of data storage
devi ces, and ?@Maﬁring data for the plurality of

nobile wirel ess, cCOMUNpEathOHS UEVEEEScellevAcBELROE1aim
for interfacing a plurality of nobile wreless

comklinieareonstieviéestwiaren prupalrey af ndavark layer,
St°£ﬁ&ewﬁ8¥é§ﬁ2tgéhge8§9a'fa £9L83§rg§ggug'8§E5°?§yer.

devi ces and ata storage’ device asing a
| east one of a3plurhéipyobbcdifistentaopedating of Claim

protocols, the nmethod, conprising: providing a protocal
gt het FitPE POFPE ORI Cat Frgh Eﬂet ﬁ@nﬁga%ﬁiﬁwno ile
datfogh 0L ag8uHeuliCes Y8t A0af espesti ¥8c0RBhAbhNEore service
protocol s; and providing a front-end proxy nodul e

compeilgiagfarreSpetngve proxy metubé tonfconmanicat Enges

Wi thotheoRhrall iy of,obi Lewir el ess comuni gat ons

deviCes Ustng each dfrereh operaYlng prot ocol ;~an

at legst, oardCcOONDBL601i By SEr ¥yécentvdeteoccouphedgtioat hen

proxy_ nodul es and, communi cating therewith at a first

| ayetl@fdt @BnRoRf tIBTF HEI WFeRTPReCPF Bt BEEV 1ERGI AE the

nmodyle-al fygecond layer |ower than the first layer.

16. The nmethod of C aim 15 wherein the first |ayer

conpri ses a nééworRhéageetoand wheesfacehdeseécendf Claim
17, The method of Claim

agyftrﬁﬁ%£éigega§ddg£alégggrbne common core service module
is for at least one of routing traffic between said
proxy modules and sald protocol engine module,
accessing data from the plurality of data storage
devices, and rendering data for the plurality of mobile
wireless communications devices.

15. A method for interfacing a plurality of
mobile wireless communications devices with a plurality
of data storage devices, the mobile wireless
communications devices and the data storage devices
each using at least one of a plurality of different
operating protocols, the method comprising:

providing a protocol engine module for
communicating with the plurality of data storage
devices using respective operating protocols; and

providing a front-end proxy module comprising

a respective proxy module for

communicating with the plurality of mobile
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conprising coupling at |east one configuration file
nodul e to the at | east one conmon core service nodul e

wo 2005820089 ng a first set of configuration fil eBCT/U82004/005475
configuring conmon core services at the first |ayer,
and for storing a second set of configuration files
for configuring comobn core services at the second
| ayer. 18. The nmethod of C aim 15 wherein the at | east
one conmon cowerseeykceompduleatsoher datrikeastisong ekch
routing traffi¢ between the proxy nodul es and the
pr ot ocol engiHéfﬁﬁHEPE,OB%E%E%PﬁngQFQCPion?PHe

plurality of data gtofage:deMéCesmm8AdcE8RIGELDY datBaule
for the plurality of nobile wrel ess comunications

devices. 19. Acuphpdt bp theadabky medidesfend

interfacing a_plurality.of ile.wireless_..
cormunicationg8 e%P%8§¥ﬁP9hE§g6F§%a i?y 8ff35F5 layer and

storage devi cesmmbhecaobhewithetRespeoaBuUbilcahy®@As module
devi ces and the data storage devi ces each using, at
| east one of &CpPRuP&FPRY %?YﬁFf%@WéﬁttBB@r&P?n%lrSt layer.

protocol's, thesconpytepetfsadab! &10%gi Ul GARPLL S REarirst
prot ocol engi ne nodule for comunicating wth the

pl utayerycohpdasasstonagecdkviegsrusang wbspechi the second
operating protocols; ang a.front-end proxy nodul e
£i V8P

co ?Y?FnﬁggpFégﬁgc %Y Shodul e for communi cating

with the plurabityret nebhbe wirehass conwupisaki ons
devi ces using each_different ogerating pr ot ocol, and
at FeEBY18hBICERIBALIREr 2 sePIFEcORBAGPRTAGUBREGCROTERS

P 0¥ {1 U£85t38¢aE°ﬂHHQ£98&%”%0&H8£e@£kg abrdiELr fbdule
| ayer and conmuni cating with the protocol engine
nodfibe atoaisgcendiikayesetowér cohdngtinetfionsfilagefor

20. The, conputer -readabl e nmedi um of [ m 19 wherein

Che PTFLFOFByE: CeBADR SO RV AOFR PhyBPe adct Laver,
and for storing a second set of configuration files for
configuring common core services at the second layer.

18. The method of Claim 15 wherein the at
least one common core service module is for at least
one of routing traffic between the proxy modules and
the protocol engine module, accessing data from the
plurality of data storage devices, and rendering data
for the plurality of mobile wireless communications
devices.

19. A computer-readable medium for
interfacing a plurality of mobile wireless
communications devices with a plurality of data storage
devices, the mobile wireless communications devices and
the data storage devices each using at least one of a
plurality of different operating protocols, the

computer-readable medium comprising:
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wherein the second | ayer conprises a data |layer. 21
The conputer -readable nediumof Caim19 further

W@ 9p2®BNng at | east one configuration file noPEI/ES2004/005475
coupled to the at | east one comon core service nodul e
for storing a first set of configuration files for
configuring comon core services at the first |ayer,

and for storin econd set of confijquration
9 par S & :Lneer\}n Lgleq f?.‘%e cérg{%rtldcatlng

for configuring *conmon Cort

| ayeriti2 2 hd hel wonmpitderof endabl £ drdjdinafi &daius iy
wherein the at | east one commbn core service nodule is

f or T&SHSHS VO P o HidtH i keS¢ et ween the proxy
modul es and the frghacoly enalng il &, - agsessing data

fromthe plurality of data storage deV|ces and
rendering data for & heesgagtdlve wmxmmdtelwfceﬁ ess

ConnunlCatlon%x%%mﬁﬁ%%tlng with the plurality of mobile

wireless communications devices using each
different operating protocol, and

at least one common core service module
coupled to the proxy modules and
communicating therewith at a first layer and
communicating with the protocol engine module
at a second layer lower than the first layer.

20. The computer-readable medium of Claim 19
wherein the first layer comprises a network layer, and
wherein the second layer comprises a data layer.

21. The computer-readable medium of Claim 19
further comprising at least one configuration file
module coupled to the at least one common core service
module for storing a first set of configuration files
for configuring common core services at the first
layer, and for storing a second set of configuration
files for configuring common core services at the
second layer.

22. The computer-readable medium of Claim 19
wherein the at least one common core service module is
for at least one of routing traffic between the proxy
modules and the protocol engine module, accessing data
from the plurality of data storage devices, and
rendering data for the plurality of mobile wireless

communications devices.
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