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METHOD AND SYSTEM FOR GENERATI NG NDI VI DUAL ELECTRONI C
MEDI CAL RECORD RELALED APPLI CATI ONS Thi s application
claims priorityto U S. Provisional Application

Serial No. 60/704,309 entitled ' % ethod and System
for Generating Individual El ectronic Medical Record,"
filed August 1, 2005, the entire. disclosure of mhich
is hereby incorporated by reference. 10 FI ELD OF THE
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There is a substantia] distinction between an electronic madmal record
(“EMR ) and a personal health record (“FIR”), which 1s alsc comsmonly called an
individual health record (“THR”). The terms “PER” and “THR” are interchangeably
used herein. ' ' | o
An EMR is provider-centric while a PHR is patient-centric. An EMR
is not a compiete health record of 2 paﬁenﬁ, but is Himited m scope to a specific health
care provider. Notably, the electronic medical record does not contain any
information from any other health care provider who does not have access or shars the
same specific EMR.

Electronic medical records are }mom Typically, the EMR is
established By hospitals or a group of physxmans or less commonly by a physician.
The EMR. datails each encounter between the patient and the provider for each
episode of illness freated by the speéiﬁc provider (hospital, physicians, or other care
oivers). Althongh the EMR is the commoniy looked fo as the medico legal record of
that particular episode of illness and its management, it does not contain amy



same specific EMR_. Electronic nedical records are
known. Typically, the EMR is established by

hospitals or a group of physicians or |ess commonly

by a physician. 30 The EN& details each encounter

bet ween the patient and the provider for each epi sode
of illness treated by the specific provider

(hospital, physicians, or other care givers).
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According to one aspect of the present invention,
there is provided a nmethod for selectively
restricting access to a personal/individual health
record, said nmethod conprising a conputer performng
the steps: (a) nmaking a personal health record ("M'")
systemw th a personal/individual health record of a




In one enbodi nent, the invention provides a system

and net hod for generating a personal/individua

health record that is conpiled from diverse sources,
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provided a nethod for generating a personalllnd|V|C|r
al health record. The nmethod may innlude, the act of
receiving a data el enent indicative of a health
rel ated paraneter for a patient The act of
determ ning a SNOVED code corresponding to the data
el ement may be included in the nethod. An entry may
be inaerted into a personal/individual health record
associated with the patient based on the determn ned
SNOVED code. : In sone illustrative
enbodi nents, the data el enent may include payor
clains data. For exanple, the data el enent nay be a
heal t h i nsurance cl ai m code. Dependi ng on the
exi gencies of a particular application, the data
el ement may include patient questionnaires or direct
i nput, health plans, pharnmacy benefits managers
CPBMs"), labs, inmaging centers, freestanding
outpatient facilities, hospitals and physicianc.

- Enbodi nents are al so contenplated in which the data
el ement may include an | CD code, a CPT code, a NBC
code, LO NC code, or a code froma proprietary coding
system such as Lapcons' |ab and order codes.

The nmethod may include the act of transmtting a
desui ption of the entry to a client systemin sone
enbodi ments. In sone cases, a first description and a
second description may be associated with the entry.
In such enbodi nents, the first description could be



In sone einbodi ments, the system may include a PER
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Dependi ng on the particular application, the data
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ex ampmple; &b e ey reodvRImAy e gwéih ce BONdEA jasebogpitiont
€ rrb Mﬁﬁ% QK{SHI&CESITQ e é%de?sn ‘Likewise, the healfi care

Fi gures oW a databaseé di agram i [Tustrative of
a pprviden cofid meredBd sriyouicheests. Bich s &y sestehargsdbrieselioere

accorgiald i 9t IS pRIEAAA! HLAMERE RBviders could thus be ranked based
on quafity of care and cost. This information could allow various payors, such as
insurance companies ot govemm:sntai entities, to establish a list of preférrcd health
‘care providers based on a formula that mcludes objeci:ivé measures for quality of care
and cost, as well as possibly other factors,

According to a further embodiment, there is provided a method of
generating a personal/individual health rscord. The method may include the act of
receiving a claims data element indicative of a healfh insurance clxim associated with
a patient. The SNOMED code coirssponﬁing to the clatms data element may be -

- determined. The mefhod may also inchnde inserting the SNOMED code mto a
personal/individual health record associated with the patient. |
In somes embodiments, the method may include the act of receiving a
quesiionnaire data eiement indicative of an answer o a guestionnsire by the patient.

A SNOMED code corresponding fo the questionmaire data element may be



Figure 5 shows a bl ock diagram of a portion of an
enbodi nent of the present invention; -. Figure 6
shows an exanpl e wi ndow i n.whi ch access control for
the individual health record may be establi shed,;

20Fi gure 7 shows an exanpl e wi ndow denyi ng perm ssion
to access a portion of the individual health record,
Figure 8 shows an exanpl e M ndow in which a user nmay
override a restriction to a persansliindividua

healt ko8 &Rl iberiod into the individual heakth G aBoci OAVHtR the patient.
exanpl e audit report that nmy be enerﬁkfd by the 25

sy S TEES OT O FyCOP BRI E D BRI RE |
| YOt 0D :ma00iaE Qb8 Hdicahewalidiodl hﬂwas@ta@ﬁttad whi ﬂ:i&pailent.
illustrates an enbodi nent of a system and t ho

popiiel srhgdimenss s BHAMED feiosoatatiing i Pheiieeb e
dat.g, b%@éﬂb@ﬂ@%ﬁ%fﬂﬂo% 1 FoiFEc DRAMIINGS: s OMb m the

t he concep s of the present disclosure are
susdepti bl e to various nodi fications and alternative

f |
boen” ARt &m%ﬁ%?gm&xqemg 3 R1cl BeicRa have

raMAngs and wi ||
he gaEnitze RSF@Q@V hegmay pehude the act of

un gegéwcﬁtl Dbtz M&Y ﬁﬁmaﬁﬁ%? 8 ﬁé&ﬁﬂ 1%Iate§ pé}&nét&t 84 pdtnd, iam t

t he con epts pr esent dlsclosure to the

| pahctaltmta@nd consepiEhal coresspmatio Hydpte grnet may §afdeaiged pRe
gﬁ‘ﬂﬁt e 100 ke o &?%ftrls lchted R t GARLRRS anBdinvA! 2 Rlabn

: atives l[1nhg wthin the spirit and scope
of refabeg coliceps. Ofs Do entyma g dsartipeiny Shn ey dud desip ceraccerd

S k{hatj 18 }eﬁ]re&eﬂtgmaerotf thet 1@.&1&@5@1’%@@{ related concept. Also, the new enfry
may be associated with-enfries in the mdzwdvai health record that have a hierarchical

relationship to thenew entry. )
In some embodiments, the hie;fatdhical arrangement includes nodes. '

Iaﬁrssentaﬁve of medical diagnoses or medical procedures. For example, the
 hierarchical arrangement may inctude &t least 300,000 nodes, such as a pﬁlrality of
~ SNOMED Clinical Torms. |
| According to a further embodiment, there is providgd a computer-
readable medivm having a data structure stored thereon. The data siructure may
‘ihcluda a diagnosis data field for storing 2 plura]ity of dia_gnosis data elements
reprcssntaﬁ\fe of medical diagnoses associated with a patient. For eﬁample, at }east
one. daaguosié dan slement may be derived from a payor diagnosis code based on a
SNOMED code. A procedure data field for storing a piurahty of procedure data
elements representaﬁvu of medical procedures associated with the patient may also be
mclud.,d in the data structurs. Preferably, at least one procedure daia element is
denved from a payor procedure code based on a SNOMED code. In some cases, the
data element may be ‘maﬁually entered. : '
1};1 some embodiments, a diagnosis data element may be derived from
an ICD code. Embodirnents are also coniémplated in which a procedure data element
may be derived from a CPT code. Other embodiments are contemplated in which

other health-related teformation could be derived from other typss of codes, such as



5 invention may be enbodied in many different fouus,
such- as one or nore devices, nethods, data processing
systens or progam products. Accordingly, enbodi nents
of the invention may take the formof an entirely

sof tware enbodi nent or an enbodi nent conbi ni ng
hardware and software aspects. Furthernore,

enbodi nents of the |nvent|on may. take the formof a
conmput er program product orfi’’a computer- 10 readabl €
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plurality of protocols, such as TCP/I P, Ethernet,

\ YAP, | EEE 802.11, or any other protocol. Enbodi nents -
are contenplated in which the PER system 102 nmay be
-ii- accessible through a shared public
infrastructure, such as the Internet In such

enbodi ments, any data transnitted over the shared
public infrastructure is preferably encrypted, such

as by using a public key infrastructure ("PIC.1")
certificate and/ or secure sockets layer ("SSL"). In
some exenpl ary enbodi nents, a virtual private 5
network ("VPNr") may be used. Those skilled in the

art should appreciate that various other security
nmeasures could be enployed in relation to

transmtting data over the network 104.




The client systens (or users) 106 nay be any form of

conputi ng devices that can receive and send digital

signals. By way of exanple, the client 10 systens 106

may i ncl ude personal conph@ers ("PCs"), tablet

conmput ers, not ebook conputers servers, persona

digital assistants ("PDAs"), or ceIIuIar phones. The

cli t v I
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posk®le @Sﬁ%ﬂéﬂ @1‘6&5 Xl)cltfsso@ﬁhhz@ Bt the PIMOLGRM Yerver BEd BERss list with at least one
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userrpfmabbrpf@pcqfr@n%¥fpmwssonﬁﬁb@iwdﬁélrhe§1ﬂar6é0@&ftwt§% avheppin said access
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[urali dat abases, each of whi may
accassible a¢t| (éteptr@fs b@m%vgsaldmﬁlﬂt &arg pon@pgg@gggssoplated with entries in
e a y
sa,@g)%%ﬁ%lgﬁdé Y fidath Sodid tdﬁltghff'% ﬁgc'%;sgg qﬁ@ﬁggggstgﬁ server to a user
reqséstigg en sutoyriage: mmng]v‘mélmdua] hdalsh eccerdaf ﬁ@eeqmsj:g:daenttms in the restricted
ne.case for ex e se
set 0% entrles ﬁda’\él{l% %es gp%h% %/ﬂsil C}P \%ﬁyge?\téegﬁ & u%gq n‘ﬂ%ﬁ“@l an entry in the
perg:&mgmépflrdual heatth réconsif tHerreqm:ﬂIed emiyod iimhetasgessible set of entrles

TR T g B e g ol el Mt access o
perﬁﬁﬁl/@ﬂiﬁhﬁal ffalth Record. e medesdt mdy Belutid adsodatirignmsacaess list for each user

tity, such as a pati.ent. Due to naas
canghleriboSuRg anprarandinchilo e i SsASAS3 Y SRy such that the
of the patients nmay have the sane nane. Consider, for
exanpl e, a PER database 200 that inclndes twenty
million




PERE. In this exanple, there may be thousands of
patients with the |ast nane of 15 "Smth" and

nuner ous persons with the Eane "John Smth." Although
the use of the MPI w | ferentiate the persons,

t he assignnment-of an MPI to a patient may include
other criteria that nay be unique to a patient. In

accc'e% 1steég?eggr1%%qh§ i JI\Q dlrz]aef ’h%ﬁ'iﬂl ?eoo%aafntoogges?ﬁ&%f ?et of. data elements and an
acwhsablhﬁet @lfﬂmellemyntb.as ra:luteﬂaﬂzw besweinsd irgmedusen fditFH data element in the

mcg\sfg{faré ﬁ]te"i ﬁzreﬁ%{g ets %IFT%,P{ﬁ gla\}lfwlﬁlgcixﬁig)@%ﬁt Ioggé:grgngﬁ)lgg w%lether the data element
is Bl therpgatrictal sfeeaﬁ&atﬁ Wlemints by trbkéexﬁlﬁg an Giageadb hﬁelss'tlﬁ&ted with the user. If the
da 0 Zf.])ié)quq%g ?ss Esﬂl A s El%gd 's\%\l o Idlg% gﬂg% gagcfzesg?cb the c{g{q,]glement will be denied.

Howlvér ifth@ddt@ttemmnri@ﬁ; th@adbiseAelyet OR a4 elehbfs, the user will be allowed to
infounation is applied to an existing PER O herw se,

a new PER is created and a new MPl is assigned. 25The
MPlI coul d be used to secure data, store patient
speci fic settings, and/or act as a key when
requesting health record data, for exanple. The M
could also create a cross reference to identifiers
al ready bei ng used across different information
systens of various health organizations. For “exanple,
hospitals, |ab systens, provider offices, pharnacy
benefits. managers, health plans and/ or other 30.
systens may be cross-referenced to the MPl, thereby
tying all relevant data to an appropriate patient. By
way of another example, the MPI allows a centra
patient search that would all ow users to find
patients across nultiple, massive and discrete health
rel ated organi zati ons without requiring a national ID
nunber. In some organizations, for exanple, there
may be data on fifteen mllion to twenty mllion
patients. The use of the SAPI also allows data
coll ected fromvarious sources to be aggregated into
a single record (i.e., asingle PHRwth data
collected froma plurality of sources). 5Figure 3 is
an exanpl e use of the NPI mﬁth respect to a patient
identified as "Ann Smith." In this exanple, M. Smth
has been treated by or visited the six listed
heal t hcare organi zati ons. Each of thesa organ
i 7ations has assigned their own identifier for M.
Smith shown by the systemidentifier colum, while
the MPI identifier remains a single unique tracking
mechani sm | n sone enbodi nents, the 10 MPI coul d not
only generate a unique ithiatifier for Ms. Smth, but
could al so cross reference information to the system
identifier used by each of the organizations. hi this
manner, Ms. Smith's identification could be picked up
when anot her nessage fromthe sane systemis
received. This allows the matching of in foination

- originating froma w de range of nedical sources and

_fromnultiple payors to a single 15 conprehensive
di spl ay about a patient. In sonme enbodi nents, the M
could.al so be used to tie health information rel ated
to a patient and their famly nmenbers. For exanple,
the presentation of information regardingthe patient
and their famly could be available in formats that
assi st both the health care provider and the patient
in inproving their health care. 20Fi gures 4A-4D shows
a di agram of an exanple relational database which
coul d be used as the PER database 200 in sone
illustrative enbodi ments. It should be appreciated
that the database structure shown in Figure 4 is for
pur poses of exanpl e only, but that a nultlpI|C|ty of



75The PER system 102 may include a PER popul ati-on
engi ne 202 to popul ate and/or update the Plias in the
PER dat abase 200. The PER popul ati on engi ne 202 nay
collect data froma w de variety of sources, such as
medi cal cl ai ns, pharmacy clains, orders and results
from| aboratory systens, adm ssion summaries, op
report and dlscharge sunmmagi es fron1custon1and
standard hospital “interfaces, and 30 manual |y ent er ed
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rmn%*é?s&’“%* harfacy Benef i ts nager ("PBM')
A further embodiment of the invention is achleved y a method for

genemtmcr # personaliindividnal health record. The method may inciuds the actof
recawmg payor claims data assocwiad with a patient. Encoumnter date indicative-of an
cncmmtar between the patient and a health care provider may be derived from the
payor claims data, ‘A new enfry may be inserted mio a pefsonalfmdlmdual health
record associated with the patient based on.ﬂle encounter data. In some embodiments,
the denvmg step may inciude deriving a primary care physician encounter history, an
outpatient encomnter history and a hospital admissions history from the payor claims
data. -

Accordirig‘ to another embodiment there is provided a method of
ﬁite.rmg dataina personalﬁndlwdual healthrecord. The method may melude
-receiving a request from 2 health care provider for a persopal/individnal health record
associated with a patient. A spec:alty associated with the health care prowder may be
identified. The data elements in the individual health record that relate to the
specialty of the health care prbvider may be determined. In response io the request,
fne healih care provider may be presented with any data elements tn the mdividual



El ectroni,. tape or direct access to obtain data
relating to prescriptions. 4. Labs Fromthe |ab
systens using Universal interfaces (e.g. 1E7) or
custom zed interfaces. 5. Imging Centers Fromthe

| magi ng Center Systens using Universal (Ht..,7) or
custom zed interfaces. 6. Freestanding Qutpatient
Facilities Fromthe Elva ofg.the facility using

Uni versal or custom zed interfaces. 7. Hospitals

| nfmmwmm@ﬁmmmrsmmﬁ@mme EMR s of the
hospi t al u3| rsal Interface such as L7) or
cust oni zed i n?dl n‘%gﬂgmeé dﬁﬁygﬂimgfsaﬁé ’ﬁ?’ﬁfg%ﬂﬁ}??@gm
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20 Zhqmy=ntipuid presdattyapekeebmalvar i ous sources. | n sone
enbodi nents, for exanple, a "flag" or other
notification could be sent to the PER popul ation
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Figﬁre 1 shows a diagramma.tic representation of a health care data |
system according to ap embodiment of the present invention; ,

Figure 2 shows a block diagram of an examplu PHR systm accordmcr
to an embodiment of the present mvention;

Figure 3 shows an exmple table using a MPT identifier according to an
embodiment of the present invention;

Figures 4A—4D show a database diagram illusizative of a porticn of one
embodiment of a system and method accordmg to the present invention,

Figure 5 shows 2 block dxagram of a portion of an embodiment of the

‘present i mvemmn

. Fignre 6 shows an example window in which access control for the
individual health record may be established;

: Figms 7 shows an example window deﬁﬁn o permission to access a

. portion of the individual health record;

Figure § shows an example window in which a user may override a
esiriction to a personal/individual health record;
Figure 9 shows an example andit re?ort’that may be generated by the

‘system according to an embodiment of the present invention; and

Eigui:e. 10 shows a flow chart which iltustrates an embodiment of 2
system and method for populating 2 psrsonal/individual health record with data.

DETAILED DESCRIPTION OF THE DRAWINGS

' ‘While the concepts of the present disciosure are 'suscepiible to various
modifications and alternative forms, specific exemplary embodiments fﬁﬂreof have -
been shown by way of examplé in the drawings and will herein be described in detail.
It should be understood, however, that there is no mtemt to limit the concepts of the



-15- related data is ready to be updated. It should
al so be appreciated that various health rel ated
organi zations could "push" data to the PER

popul ati on engi ne 200 For exanple, the client systens
106 may access the PER system 102 to update the PER
of a patient in the PER database 2.00. |n. other

enbodi ments, the PH?. popylation 5 engine 202 may
periodically receive data Loin various sources. For
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‘pardons of the PER nm eni SI ons
P SRR e B rse b B Ol s LB
T eRpREtc Oy b bR g ecupbiting dsBetth Bigdf4l for purposes of example, the

operation of the PHR system 102 maybe distributed among 2 plurality of computing

L

25  devices. For exampie, it should be appreciated that n_?arioﬁs subsystems (or portions of
subsystems) of the PHR systern 102 may oper;:-x'ze on different computing devices. In -
some such embodiments, the various subsystems of the PHR system 102 may
commumnicate over the network 104.

The network 104 may be any type of communication scheme that

30 zliows computing deviees 10 share and/or transfer date. For exampls, the network 104
may mclude fiber optic, w}ired, and/or wireless communication capability in anyofa
plurality of protocals, such as TCP/IP, Bthernet, WAP, TEEE 802.11, or any other
protocol. Embodiments are contempiated in which the PHR system 102 may be



Preferably, the nessaging facility 214 is configured
to handl e nessages in a variety of differ-at formats,
bot h standardi 7ed formats, and custom 30 formats. The
nmessage formats described herein are provided nerely
f.or purposes of exanple; however, it should be
appreci ated that the nessaging facility 214 is not
limted to the fonuats spegifically described herein.

- By way- of exanple, the nessaging facility 214 may be
c aRakbiBicUrofbandhiragputEs sagasictune, Edh\eR (hé Tandet. ISieh

H ,7v2,5 formats. These nessage f.oanat.s.include v
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heal t h i nsurrgnee? ploasd an BfenpRedniticdingat @ithd PIER wysthral02. In
entity, for exanple. sone,.enbodj ne aothe o
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30PORUL35E 9N, engl ne. 292 IRY3VE e acoessible to the PHR system 102 via

the network 104 from the clent systems 106.
The PHR database 200 may be structured to store varions data relating

to the health care of patients, inchiding individual health records, Preferably, the PHR



L

10

20

25

30

access to payor clains data 220. The term "payor
clains data" is intended to be 30 broadly interpreted
to include any patient related data associated with

t he paynent of health related services. Typically,
payor cl ainms data 220 nmay be avail able num (or sent

‘to) health insurance plans and/or governnental bodies

or other entities that pay-for health rel ated
services. For exanple, the payor clains data 220 may
i Retabde2000udiudes 4 PhradityeolIPHER s fbrmi riedlity of paties. nﬁyp'i@ﬂwthe

ca n of Disea . des
pﬂ-’%%i%%a% b0 ? oS B8 BBt o CtimERORE mOkE R, g
6nﬂ!ﬂﬁi€aﬂe oontdﬁﬁlatei mdmm@e Bﬁyﬁmbaa 800 e et amendle
dat red d t er . for
s R oF HrEs sl Sy s 2l PPl Bt
t Ifmqaaym tmgzlagtsrrﬁt sﬂaﬂéb@ﬂ@recﬁmdﬁm’c tuem Mabm 288 anplbes
OgiC tt;%sagn at hat url o¥ bgu agsoullllec’tgede i %{L a E}rpz%%‘n feom
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Gemearvame&mf Orsaticens, Agexazﬁ&x thsm}m&waseeme rEa}dxmm@aral
H| stor. t\{; CCl atl 0 Mammgraphy
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r ésu VISl anges’in requenc
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SR g pe o s RHERES b RS

t EStnEh™ aﬁdlnmememcrmmwth i shioe YolioSisjtiet |choag}:sthe use of the

f %l@%{l c’i.%ft%%t @38 p%r%gnq mhg asslng;rJ]%vﬁt%f Qnoléﬁ& o a patlent may include
other criteria that may be unique to a patient. In some embodiments, for example,
vearious other criteria, other than name, may be used to determine whether an entity
has alfeady been assigned an MPL before an MPI is assigned. For example, the PHR
system 102 may determine whether various dafa elements already exist in the PHR

 database 200 before assigning an MPL, including but not limited to tax Ds, birthdateé,
gender, address, eic. If the enfity 1s determined to already exist, the mformation is
applied to an existing PHR. Otherwise, a new PHR is created and a.new MPLis
assigned. '

The MPI conid be used to secure data, store patisnt speCLﬁc setiings,
and/or actasa kev when requesting health record data, for example. The MPI could
also create a cross reference to identifiers already being used across different

- information systems of various health crganizations. For example, hﬁspitals, lab
systems, provider offices, pharmacy benefits managers, health plans and/or other
systems may be cross-referenced (o the MPT thersby tying all relevani data fo an
appropriate patient. By way of another example, the MPI allows a ceniral patient
search that would allow users to find patients across muliiple, massive and disorete

health related organizations without requiring a national ID mumber. In some



Referrals and visits to specialists. D agnoses by
specialists, lab tests and imaging tests ordered by
speci al i sts and di agnoses justifying tests.

Medi cations prescribed by specialists, with

di agnoses.s Duration of nedication. 25Multiple
sane-condition specialists, or physicians for the
same di agnoses. di cation to nedication
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I catlon assoclated or |[inked w ) er apl es.
MPT could not only generate a unigue identifier for Ms. Smith, but could also cross

reference information to the system identifier nsed by each of the organizations. In
this manner, Ms. Smith’s identification could be picked up when another messags
from the same éystem is received. This allows the maichinyg of mfornmation
6rigiﬂating from a wide ranges of medical sburces and from multiple payors to 2 single
_comprehensive display abouta pail'enf. In some embodiments, the MP1 could also be
used to tie health information related to a patient and their family members, For
example, the presentation of information regarding the patiént and their family could
be available in fon'natg’.thai assist both the health care provider and the patientin
~ improving their health .ca.re. | '
i ‘Figures 4A~4D shows a diagram of an example relational darabase
* which could be used as the PHR datzbase 200 m some illustrative embodiments. Tt
should be appreciated that the database structure showr in Figure 4 is for purposes of
example only, but that a maliiplicity of database structures could be used for the PHR
database 200, ) _

The PHR system 102 may include a PHR population engins 202 fo
populate and/or update the PHRs in the PHR database 200. The PHR population
engine 202 may collect data from a wide variety of sources, such as medical claims,
pharmacy claims, orders and results fom laboratory systems, admission summaries,
op réport and discharge surnmaries from custom and standard hospital interfaces, and
meanually entered mformation from surveys, health risk assessments and direct entry,
In some cases, manuzally entered data may be inputied by the patients themsslves or
representative from health plans, provider offices, hospitals, etc. By populating the
PHRSs from a variety of sources, the PHRs would not be Imited to the data available
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4. Labs

5. Imaging Centers

: mterfaces. _
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| using Universal Interfaces {such as
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- Embodiments are conternplated in which the PHR populaiion engine
202 may “pull”vdata'ﬁ_‘om various sources. In some embodiments, for example, &

“flag” or other notification. could be sent to the FHR population engine 202 that health
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Race. Wi ght. Change in Wight. Height. 15BI ood
Pressure. Hi story of diabetes, asthma, stroke, heart
attack and other conditions. History of Accident:

aut onobi | e, notorcycle, bicycle and work- rel atel

Hi story of potentially dangerous hobbies. 20Fam |y

hi story of overwei ght, high bl ood pressure, diabetes,
heart di sease, cancer. Lifestyle factors: snoking,

al cohcil, drugs, exercisel@and sports. Visits to
various countries where a di sease cou

d be. :
c R Tac tferpaisATeB IR hOTRYs POt BHORER Ot A Pl ite
OB AASE: MY A0 dRRI0] Andl HieS il RRSmARHesAEE bigrs,
further questions Qutpatient History Vaccination
hi I‘§¢_@P§Y orders, radiology IGEF A A FRTEN Boaies 2pqdisr fegpls; the

e XA 8o 1008, h oL 1 ABREL GPp&OIPPRSCORYmAOr adul ts;
PSA tests for males; etc. 30Medications prescrjhbed ?X
speci al i st sErehfdHens; Ha e PIPf A 0THm B RSB 2

includes support for ANSI-X12 837, This message fornat is defmed by the American
National Standards comimnittee and imposed by the Health Insurance Portability and
Accountability Act (‘ﬁ[PAA”} as the currently required standard for passing health
care claims data between organizations. This message format mcludes 2 wealth of
chinical information, mcluding diagnosis and procedure codes, provider specialty data,
treatment dates and meny others. |

The messaging facility 214 may also mclude sapport for NCPDP 5. 1-
format. This standard for passing prescription and medication mformation between
entitios was defined by fhe National Comcil for Prescription Drug Programs
organization, and has been adopted by HIPAAas a pharmacy batch standard. While
this message could be sourced from many locations, it would most likely be defivered
from & Pharmacy Benefits Manager (“PBM”). The PBM may bs within a health
insurance plan, or operate as an individual entity, for eﬁample. '

In some embodirents, the messaging facility 214 may receive
messages over a securs cormection to a web service. In some embodiments, the

messaging facility 214 may include a certification mechanism to ensure that the
organization is eligible to submit and request information from the PHR system 102.
For example, sach participating entity may be issued a Public Key Infrastructure
{(*PRT”) certificate that will allow verification that only authentic messages are passed
“to the PHR system 102. The messages may be sent on a real-time basis from some |
organizafions, typically hospitals and laboratories, but may be sent or a periodic basis
from other o}ganizaﬁons, such as health insurance plans and PBMs.

In some embodiments, the PHR population engine 202 may have
access to payor claims &ta 220. The term “payor clairms data” is intended to be
broadly interpreted to include any pafient related data associated with the payment of

~ health related services. Typically, payor claims data 220 may be available fromm (or
sent to) health insurance plans and/or governmental bodies or other entities that pay

for health related services. For example, the payor claims data 220 may include, but



-21- questionnaires. In some enbodi ments, the health
related data 222 may include clinical data from
hospital s, |abs, imging centers, outpatient surgery
centers, and/or simlar entities. In sone cases, the
clinical data may be extracted using a standard
format. 5 For exanple, this information is generally
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("M, 7") format and can bé-efficiently extracted

"~ through the use of interfaces signe .
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be provide V?B@%E??rﬁggo

: ata from sonme other. form or
format. Thea§nllowing is an exanple list of clinical
information_that may be collected fromthe health
rel ated dat3%*222: 15| npati ent adm ssion history and
physi cal exefpfghi BRouda@adbent di scharge sunmary
Sel ected | ap results done during the hospital stay
(some of t h¥2CEEE T B8t s may be irrel evant for
conti nui ng ®RmecaRehRYVorss] reatitietamitdiencihudistetys;

Irga [ ngog?%%ﬁ%lgtg%li!_t .stestggjf%g{égle%gy reports, including
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Visits to primary care doctor. Dates, duration, frequency, maain
diagnosis &t each visit, medication préscribed following eéch visit, tests ordered with
pach visit, changes of medication as a result of each visit, changes in the frequency of

| visits to the PCP, changing diagnoses following visits.

Referrals or orders for lab tests and imaging tests with the diagnosis
justifying the tests. Subsequent visit history to specialists, foather tests and
admissions to hospitals. _

Referrals and visifs to specialists. Dia,gnqsss by specialists, 1ab tests
and imaging tests ordered by specialists and diagnoses justifying tests.

Medications prescribed by speoialists, with diagnoses. Duration of
medication. |

Multiple same-~condition specialists, or physicians for the same
diagnoses. _

Medication to medication alerts generated. Me;iicaﬁonéclinica}.
condition adverse reaction alerts generated. ‘

Psycﬁotherapy/? sychiatric Therapy — dates, name of caregiver,
diagnoses, medication. \

Hospital Outpatient Encounter History

Tests done at the out patient facility - dates, tests and diagnoses. Any

repeats?



Medi cations adm nistered to the patient. Any other

i nformati on which is considered relevant for contin a
care. It should be appreciated that the above list is
provi ded for purposes of 25 exanple only, but that
addi tional clinical information may be obtained from
various entities. The manner in which such .clinical

i nformati on may be accessed will depend on the state
of record keeping in eachibndividual entity. In
hospitals having relatively nodern el ectronic_nedi cal
record syst OHEPApHETEYS —tdﬁ’é P 2T B HRs oL Sprgpry ghiagnoses for
ex [ »ﬁm%g[g ' ; sgat her the
de%%dnﬁl%%i cal vﬂ?ﬁ%ﬁ%ﬁ%ﬂ%ﬂdgﬁgﬁeﬁgﬁgﬁtﬁ?r oni c

medi cal r ecBepubitplizERys fofovarg PRt HaRETEEH6F each
encounter. e Stﬂér%;@l—sda%,ti. n SSIBEE DERRL N anEMRerosis.

systens, or i'n those“using different data formats,
Sthe i nf or maPiariigaehEr1atgn! faE ghabitiop FeapprRicelaics, Toatng
al ;E@ki&aﬁéj LM DR YRl Y. FBELRE alBLiRkl 8CBEOkit
otheér means specific to the particular entities or
da@éﬁ‘_etﬂ}@@@@& For exanple, |ab, pathology reports and
i magi Ng t est S LasHlER QM. Gale :BGE6S 888y pRikidiAL Rbmes of
interfaces specific to the systens used to naintain
t hisgililes: &sis MHernfigdeasnesiat many hospital s use outsi de
jg vendors for ,3uel: S8k b&Rdls 0P | ifa,ﬁn:;[{i&ka\zé Rl AbnoeRd@bent
a

may 5 serve many hospitals, W ow an interf-ace
t ocdydER yisds déediesgons maerERad 28§ PivEYSyrE @pgormsting | ar
sol utions C%Mb%&?&%@ﬁ&%&ﬁﬂo i@ -Nefes, WYRES Fhimes called in a
clinical information. Relevant infoimtion may al so ‘
bestaw etEme disghnsew GPerprH repdesyd 8y 8Melns, such as those
mai nt ai ned %F#MM%%SN third parties. Adm ssion
hi story and ysi cal exam nation and discharge .
15 summari es pERpspital abate 65 alnitgimo ke el es: prqmaing

Cepbalosis adHisndDe FRRIRRACHIsNELRELsEEL W bl | abs,
i magi ng centers, outpatient surgery Centers, and

other entit Peklenpaisy The ﬁ&fﬁ@fﬁiﬁ%ﬁ?ﬂ byfspecFrliss. theit yreqiaists
hayg dﬁ%lssre@s 91%( BEL! ML LspeNiHyRF pRYREER 0RERry viBk fhe diagnoses

conpatible, Tacilitating the gathering of rel evant
i nPoroREiEPERor WackiPecuYs SrRBYRAbeRonever , ot her
2otechni ques goul diheeskSgtodR. SaLiNetRen 0Btk 0Rd fnd
““not in 1-1L7 for At S 15The ’h%g%lt hgilyrcelﬁated data 222
negtheifestuwe: hn faesae Chanese apdnares ¢igpiering physicians and '

reporting physicians.

Treatment days i regular tniis. T‘reatme:;t days in infensive care.
Post Hospitalization Management: FCF, NH, physical therapy, at-
25  home nurse visits, and mfusion thera@y.
Medication foliowing discharge.
Ongoingl complications, if any,
Readmission and readmission diagnoses and dates, dates of admission
and discharge, treating physiciens and their specialists and the time they ‘spent with
30  the patients in the hospital. ,
It should be appreciated that the above list is providedfcr purposes of
example only, but that additional mformation may be cbtained frem the payor clairos
data 220. -
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physi ci ans anclior physician offices. There are

t housands of physician-run clinical software systens
in existence, with nore variety and | ess

standardi zation in record keeping than is the case
with the other sources di scussed above. One approach
to obtaining information from physicians is to
recogni ze what information is not 20avail able from
payor cl ai ns dat a, questkﬁhnaire data and clinica
data, and then focu3|n on obt t hat
i nf or mat i orft TRt S5 FRP artlﬁ’é’ ﬁ“ﬁﬁ%ﬁﬁb Ariiga forige. such
| nehHAeSailns akigbRd, W&Bk&r&vhdﬂﬁz@ﬂm@ﬂﬂm&ﬂm bStBridabinfrkyiatnh
resul'ts of some tests done in cian office
Exerpttesondn = SHEh Fo@eTes: e e @3@29 GRRigh iR SLTTEds

t esdifal 1BEIAQ R &ﬁﬁaﬁw @msﬁ%caﬁ?hﬂd}ﬁﬁs nedddion to
conduction stu and u sound t sts %Sdo e

p§aPue |détﬁo%¥1¥1f° mﬁ% B 5H P pEnosLc poass.

f agldrictaheandoineaativinge cﬂﬂyﬁh@sﬁe selem o B @Y bgbeudift s
information to assist in build gmé S R |s

t defisrn G patishs FrhdifFraiag 8l o @V%fgf‘pw i

t Qﬂa%zcgﬁ‘@ccﬁ&rl %'by hddviSRBrodRISE Sincd é)lisaﬁh(@}ﬁ@ 67 ,Dﬂ:ieh@ycaf) wﬁl
sup Of such infornation Cﬁgégﬁﬁ a condltlon for

p@%‘ﬁ%ﬂ?ﬁw@@ﬁiﬁ’&fﬁ%ﬁ o PPt £ Ot cF R BdeT iy g

S QRGvi&RHD. o@hﬂ%ﬁg SiectiodR nRERa DRpMIAd i1 In@Righa @ro%ﬂﬁrsnfay
interact with the correl ation np gule 208 t rrel

hegterRleradiEgt Werldhf Besh Do TRAIgH IH &G ) K ¥ %?5“2

Wit reheal 8630 8 fE0RE epéncbm@a eﬂfeﬁ;ﬁ]ﬁb@;ﬁﬂﬁﬂ&s %odaaad«»tgm
care concepts. Preferabl rrelation’ gpdule

e ﬁ&%@e@r@%@dﬁ@ﬂw‘fﬁéﬁ%ﬁ%&% @ g gvgEe thepgyor o H
P26 bt B AR E%Wla}@'tp@ecﬁml;?d&iy%h @B@pdred to other daiz
Normencl at ure of Medicine’) codes, The S D codes or
heaReeF iR S1ehedid casiaiupEs éﬁﬁeaﬁyqr ﬁ%ﬂ@\%égogga BEVHEE be

| NSRSyt Al Cust e inRAdth RIali$ oftElRzing mldqﬁpﬂaﬁtgaaadim BAGS,

other health entries in the PER relatin
SNIOVERF BHHE TEBHT B BechETarrh s drerd- %E@%m the payor

r egame ks 5 0l oudtide BediQbhalnafin FRe hanical Jicasaratitedvats.
the information is derived. B SNOVED co es in

t Her PERIDI efET 41 mgyaryisess i Bhis F@s‘gﬁ’%%wnﬁé‘m ® hospitel
N idﬂ%@%%@@ﬂi&n%ﬁ%id R @gefaq?g @Srdar&lﬁﬁzﬁoﬂ&hea}ﬁ’tiﬁpﬁd})l 0 melt [j ic
trackers i cation proriie n a“res t cou ’
be tied tog®efePls e BF PBEK CBIYE 206 “ﬁ’ﬁ%%nﬁ“s Gaakasfd mto

angdh¥sd Sorm@PR) 4 ééﬁérét@ ofss. p@ﬁé@@ﬁ RB&: Rk Ahhartethees
heal th tracﬁﬁL 10S Dis a d?V|S|on of the

CoivpEgl g A et weBPeitips dis siochnd o

Cly;Bi £Rdn: A N5 H'ﬁm(n SENOVED 167881, 14 Sen@itled “System for Cormunication
scientifically-validated, clinical health care

t erAieRid 64y Dat oA PF MroHi s 208 T EIATERE BaPEELH BT
Captp:8thal PR EEhrAR pagareaaterk 481 & OOBSd: $1,EN1. Both U.S.
manner__ by the SNOVED CT term.nol ogy. The

~ and PCT dpphcations are hereby expressly incorpordated into th:ts application by this
reference thereto, Although specific to the payor from whom the payor claims data i is
~ obtained, the payor claims data 220 may be more readity utilized by the rernainder of
the PHR system 102 than “raw” data available from various health related
organizations. ‘
In the enibodiment shown, the PHR population engine 202 has access
to other healih related data 222, which could be used to suppiement and/or enhance



10

260

-5be organtz' ecl,

term nol ogy currently contains over 350, 000

hi erarchically speci Eed health care 15 concepts, each
wi th uni que nmeani ngs and | ogi c-based definitions -
Additionally, these health care concepts have

di stinct relationships that support reliability and
consi stency for data retrieval. In sonme enbodi nents,
the correlation nodul e 208 may be associated with a
correlation table 210, wieh nmay map health rel ated
data 222 and/ or a or clains data 220 int

t h
cite o o ansa SN e SRRy B erollstet

i) t the ad
PEEK iR gﬁ'ﬁ‘&m’&ﬂm& By SRRl e S, Bbcalt sl

i Aok Bfosavainginderdlisicd datyebisineg @ﬁ%ﬂa‘faﬁ%‘lsteﬁ"éﬁwmh as Dospitals,
agse %}3%%6}%6{8 ?ﬁ[}} a@ﬁt Etﬂger?%en@ér§ qﬁ%&ﬁﬁ’oﬁﬁa@\}’l@a}%ﬁﬁ@t&d

exa I nC di agnosi.s, pr ocedure

medirmatiorol) GfﬂlﬂélD@S’b’ﬁaﬁe@\ﬁi}@ﬁﬁ%“é%@’%@@%%@cﬁer i ved

um | CD c0dgs sonfR e @08 ma0Me: 150%%11&1@ BSPBELINEbY,
may be stored. In the 25 exanpl e shown, the payor

C bt detorcRsia e Feie DEBEOERI A & S35t DR, of fksorme Lot
ﬂgle%}h@ﬁhﬁ oeae%%e@.owh@fo@x@ﬁmglmaénqmsﬁh@vela%ﬁqae of

e into the dlébetes concept e PER popul ati on
en@wnéﬂﬁozﬁﬁﬁyfﬁhéPﬁaéﬁﬁﬁ@KﬁN@WESmCode associ at ed

‘with the dighgt.eseeaR&ept into the:diagnosis field of

the PER for Ann Smith. O her health entries in the
PER relatlﬁﬁw@o di abetes coul d be associated wth
this entry %?he PHR, 30 regardless of the format or
mechani sm from whi ch the information is derived,

whet her fr dthaage in@fsigéde, a CPT code, a NDC number or
manual |y enjergd data Physicians; patients and others
could then categorize information related to specific
heal t h condﬁp@%ﬁI§Wﬁg t he SNOVED codes, i ncl uding

visits, il lﬁ%ﬁ/ SQRFLLL, ORSma, s ﬂdﬁﬂ@ﬁ&ﬂ%@&her conditions.
i mruni 7ations, ‘nedi cations, health action plans, |ab

results or Histetoferidemseuipmobile TRYEOTHEE. BEyEnhaawprs
figldscould further enhance the PER system 102. Since
t he M& identifies the patient and .the SNOVED code
desi gn- Les Hﬂﬁ@ﬂh@f&oﬁﬁﬁ%’gﬁé‘wfous APISER system 102 may
col l ect ande pLESEAy It $RE S8Rl hibodrRERs [ diakes ABart
Fored vi ewed, and nmanaged by al
|ﬂh%%@s¥@@ﬂpartles in health care transactions

The PER _Syskamdf2eRymbidel QB ANAE CRSHiTRIRGEAEN!

nmodul e 216. "The access managenent nodul e _may provijde
an i nt er f ac¥istototvaoUPERIERES PRYie Fobserss oot pe Freesied e s

106, to enhancenanehay isURRESI B cat BEAGERTS RiRHigdR
by the 10 nessa I ng faC|I|ty 214. In sone

eestionemdgdding %aﬁﬁﬁﬁmsthe access managenment
nodul e 216 @%¥ g a web- based portal to access
IR

PBXs in the tabase 200.
Vaccmation history.

- Mammography n women; Tetinal examinations for diabetics
colono sco?y for adulis; PSA tesfs for malss; ete.
Medications prescribed by specialists, with diagnoses. Duration of
medication.
It should be appreciated that the above list is provided for purposes of
example only, but that additional nformation may be obtained from patient
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In some enbodi nents, for exanple, a patient nmay
access his/her PER via the web-based portal (or
t hrough anot her connection to the PER system 102). 15
This woul d allow the patient to supplenment his/her
PER with additional information, such as over the
counter nedications, allergies, inrninbations, etc.
The patient could al so view his/her PER using the
access managenent nodul e2216. For exanple, the
patient could.view a diagnosis, |aboratory results
AWV USEHERS: | nf ormation in his/her PER via the
web- based R@bkb eRbd@baR, hehegbreert dan)22 myinsiodecinical
ci rcunstances, the 20 timng of. patient access, tQ .
R A T e e
CXBER & ooRiS ) ap Ry onaly MeRtuapalextuntnd fiess

e lab results unti e i.cian s.revie
| B v 5 MAERB P LY F A SO e Erhe Lo
AGLES E BN IGRINBRMI SR BItEci 26 arayctiehoog theuseed mtigfaces
determ ne whet her records |n§ﬁ5e PER h@ﬁ? een
" gesigaEidaironpa b FTIE RS HEpds S HoT P PR aCtESss

"&@Qﬂﬁﬁ@i‘ﬁ%&@ﬁ%@? &l@nggbwmmmm%ﬁislmmmﬂzﬂMt
-SleelsgisFgtied! AHSE oo i et DelspiSE Ol g tsp0n)
ephedh DBt Sheld benARERSS THERAGERR I vt ep i atimy that
interact with a security nodule 204 tha%.:estrl ts
aehls §ispBaPRRINFTT TRECHRR '8 SEUFRES S0 OFOF el e,

S OB LRE-SNL 88X Sk BRI WlapReci geaiitkied inedas sialy e pawided s

of the 30 patient's PER_%E%t y %e consi dered, .

s exbidaipdrom BRI T g5 Brmac o5 SO eSS TRTPYS BB

t B SRl IRE 828 be 20RcBRFoR e Heakierclanatdami222:

~perm ssion_has been,grﬁnted to that user so that only

t he i nf or mEPEHH EEHERP AR PRYSEREE AR ch t hat
user has begRighartRe-Ramfingsi on Wi || be di spl ayed.
The use of the security. nodul e&%4 i.n.t hié - Z%thetest
manner P | SFigwed b pestliselope e Srgtoa® SO GRTE 8
ACLRESndvDe M@ h8 foPEREn QY capxaipha,jus bidl ipaid duter)may
speci fy 'the default perm ssions for various types of
entities, FReFRRICHGENIS/ her spouse, family nenbers,
primary campgmphys tebadscndnd rabhiest Healssh care

provi ders. The term "healt are _provider" is -

i nt ended t HWEABPHEIENRLS '?ﬁﬁﬁﬁﬁ " 5i ncl ude any

per sons Whou Rl S€ohRadd hicols eoasdcpdntiewht foheintinjiod
responsibilities. In sone enbodi nents, the patient
mafgespeci fy the particul ar individuals to whom

per m ssi ong; {¥BY1dDE sff-addhar Teabuselints pperdiddead ponmses of
addresses privacy _concerns. of patients, i.ch . may .
alekauplaoy. GHEReY ddEpng pltRey ?@EOWXSB%@@%‘&?F@P}/‘@&%S
resstki ng fromnore patients sharing data

electronically with thejr healthcare provides via th
- PEER, 101 n B6matawin &’Pﬁ% ﬁ”ccg‘,“ ’E:‘S‘ir‘]ﬁ’%é 8 “¥H&° ﬁﬁﬁﬁf’sﬁe&ﬁﬁ’?
- DgeRAE He@BhdBf rEddR1 keeping in each individual entity. in hospitals having

30

relatively mo dern electronic medical record systers that use the HL.7 format, for
sxampie, it should be relatively easy to gather the desired cijnica_‘i information from
the electronic medical record (“EI\R”) of each patient for each encounter. In
hospitals without comprehensive EMR sj/Stems, or in those using different date

formats, the information gathering may still take placs, alb ett through individually



security niodule 204 based on the types of health
information that a patient nmay consider sensitive.
For exanple, a patient may elect to allow the

desi gned physician to have fall access to their
various illness/condition list, while restricting
access to selected diseases, such as sexually
transmtted di seases or psychol ogi cal.- di sorders. |f
15 a portion of the PER.f8tates to an area that may

be considered sensitive, the securit dule 2
c onBidduierfasineT iR oAt PREDPRRR %“%ﬁ“ﬁ%‘t% Sp gﬂ’&gﬁ%’f
ﬁ@&ﬁﬁﬂ&%b stk fesitlts BER behmtsel H0
ré%%%éﬁctﬁ%gégggﬁ?m eglth Idﬁ &%gngéif'ghm
t baiidinggnicefiser wegiRc Lol Ealemy M An BRI eakedst
spRBUSE oudid 9@1@91‘53& sudd @ﬁnceﬁaﬂd srinéipidnsierendor may

al,Gonp
i ssues,  abuse or_negl ect X assaul t a | or
semd MR e O TR

éj tosc]ﬁmammn | &elpelant
%Eﬁ&mém&m@w&am 1R g

redefined | st of sen3|t%ve h aIt i ssues

c@ﬁb@ab@n @@ﬁé%@r%@%ﬁd&f@ RES 0SS

C%ﬁlﬁ&mﬂ'b h%ﬁ;%l dr ﬁ@a@mw%@mgs@bntmmry axithitivkios akaninstan
cl asses cou d be added and/orag et ed fron1tq§mx .
ofanddistheree sENTEETCS Y 4158 88 2CRT SRS HEREE R he

fedRANOEL:ChoRioBE calaéra oamekiear subeay tdnters, and
10 °3ELAL e e RN LA, oiaka

es
h@ﬁ@rmnﬁnwﬂ@er 11§§@*dﬂ?56 of HlF%"gf‘&PFﬁ'z“ a‘i’arf&‘j%ﬁﬁ%‘?“ﬁ‘f”%” systems,
pr. q,gg;t &}gp%a@;afﬂdah{ thi eithdRigg ACGRSA Irdorirh8oPER
Fgﬁﬁexanp gk each h(hé%ﬁ%odgérelat %Q a£ﬂ¥%qﬂy ﬁ%%ﬁ
agiwuised Ve HEVER QIR FORRHBEL S Peds °
Emhegdiet,s,are al so contenpl ated in which the
security nodule 204 may restrict ?g? s based_on

15funct|onal Hredgalihgrlagpd BER 22 Bipajgy s ‘?ﬁﬁﬁﬁéﬁﬁmﬁdﬁﬂm
h gﬂ%& #1191@ a0 R8Il brRed BReFRRYs thoghiid @1 ﬂgﬁfﬂﬁﬂ-yun chinical

ri sk assSessnment, health cal ndar

I oty cvesme e AL FORSOYE PR P A BRI HEA P e
Vl&@% %5 £504:Ghe dabd RSB BHE: soufé@smﬁci;ks@ﬂSmVHyOﬁﬂ approfaciy to

in

account summary, benefits, anglﬁ mhilit of
crmtag@nszgﬁ»rmewifrﬁsn PIHEICHEE Sith TG ™ EPEPAT € and
20 au Z&4h ORRr clgﬁfs%ﬁ,sd;&&ﬁmnau%ta A eirb@E futd, tayd then

modul e 204 ney all ow a pati ég 8§Ft entlt%

t histusingypnableting i GLigaratgr o ey, R Sre

f UGl QRAk: A SARmAL SlaebRats ﬂﬁaﬁm@ﬂmmm t&madom m
contenplated i'n which a patlen HE% evoke %ﬁg
whitteiciae offiges Fagantes f S@ﬁ?ﬁﬁfﬁ%”fie By Hragss

PER: odafsi GOUE 12 DOT T EmiIS: s, ﬁerﬁ@&dn&tﬁt&mﬂﬁydlé@sﬂﬁulﬁisound tests
5access to certain protected data ses an

25 f i dreeioptarsician edisey t gkl BRPreES F°e‘é‘f B¢ Wﬁ?ﬂ%ﬂ% re
¢ @l}fgmﬁﬁs B pYREdeahiY nﬁ&rﬂaﬁ%@%sxﬁ&[b@dﬂ@talp&ﬂi&ht & IR isto ask or
trict access to protected data.c eﬁﬁgndLor
fquwmawdw oFErPIEEEe wREwica o @aPa%% © SGES: dlnt
?{ﬁh’%heaﬁze§&%%} Hshst SrdrRasReolnbe neBlditn gkyheltat ed
I f specialty, or may not want a spouse (or

othenm¢WmmMﬁPﬁﬁéW%@ﬁ¥ﬂﬁb vi ew medi cation infornation.

36! N some 10 %‘[‘Qﬁ’x‘i’ééﬂ%&hﬁn&n&hﬂe$ﬁﬂtﬂopﬂ¥ﬁmsth@2%ﬁﬁww
provide an error nessage i f acce 4%? %gg% t ed .
b wifh s carelaingaeina 205do i Bre 1 Tt el A
cl @lt Sﬁt ggé Qbin L uRak &f&ﬁdon@@e&%ntaﬁﬁigdﬂwef ha#h care concepis.
restricte

PRy, TRgSheERP it L) P P DTG i L e

restriction is in place. If a spouse of a




pati ent reviewed his/her PHR for exanple, the
protected data classes fromwhich the _ 15 spouse was
restricted nmay not be visible to the spouse;

~accordingly, the spouse would not know that a
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20

3¢

restriction to accwsing the PER was in place.
Figure 6 shows an exanple interface that allows a
patient to restrict access to portions of his/her
PER In this exanple, theaspatient has selected the
access rights for a health care provider called

" I@@gﬁdr@lamél dela 82 Bte INOMIEThGHrstomatie Nomendahureiphedigme”)

" ugked, DRGORER LRS! hali S L0830k @l o BNONS) Bfkes may

excet ornmation related to nental
h e:ahﬂsbtrsdhnto aﬂgaﬁmwﬂﬁh & partd cvodimesis @i kedhppities I the

AI R(ﬁe ?ﬁtg %mm_ﬁ? cgdeaéokddfﬂé%%?cﬁ{éa n @& 9ﬁ§ rabﬁdﬁ%@t‘ne

access ri g

ts to a ;d%\f e
e&brabl srfvebeniskofirone mmqblthe inferpaipens ¢rayed éﬁr R

B L e

C Qatleghing blvasad mnkmamedmﬁdnamﬁi? and Ighsppligscould betied

A Al

_ 'S nanne a reason e level - of access
r i gghirsedimslédraoking.he pati ent coul d be established,

even hef of &l BirBAL L Bl U LAMAE e&%&ﬁm&ém s

as di scussé cont enpl at ed
whiCAPth SN@hmm CiinjicatBdomsd W@b i§ aFetemi a@oaliwvahdatei

role Gurit I EEE%Q“% hiSa ANE
%ﬁggﬁ Fied ed"a cxogyeaﬂ? efine t émﬁortlcons o the
Pl:‘aﬁsm md/dggnehmetdlm sugEistenhaenige ety SV elliermanalesy. T

t h e N e ‘gﬁy&%?%} ty:cgp | thjﬁpmg‘e?g d(Mqu‘&Eﬁ?ﬁiy Sgé/c%e% health care

ch user. For exa rol e. may
i r@hwﬂa aelseﬂhumqf;e prapingk elédef,lﬁbé@d lé?ﬁm%éls Additioneily, these

SRR LI P B P e e
rm&r bea mmvﬁc Izeadmb}anioh@m@:b,éhq Srelat et 2 BEhe

defi ne t he .user | 2 PEnd/or
or ey A g e R S B R SRR R oD
s opoediiasl mmﬁsmotaﬁealé:e@m dangenbrstiiil ze > SOPNEY cpdsr i t
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diagnosis, procedure, and medication fields in which the SNOMED codes derived

-from ICD codes, CPT codes and NDC codes, respeciively, may be stored. In the
example shown, the payor claims data 220 is the ICD9 code of 250.00. The
gorrelation module 208 could correlate this ICD9 code into the diabetes concept. The
PHR population engine 202 may inctude the SNOMED? code associated with the
diabefes concept into the diagnosis field of the PHR for Ana Smith. Other health
eniries in the PI;ER relating to diabetes could be associated with this entry in the PHR,

. regardiess of the format or mé_chanism from which the information is derived,
whether from an ICD code, 2 CPT code, a NDC number or mammally entered data.
Physicians, patients and others could then eategorize information- related to specific

health concepts using the SNOMED codes, including visits, illness/conditions,



sonme restrictions to be overridden in certain

ci rcunstances, this bal ances privacy concerns with
the possible need for energency care where PER data
is réquired due to the state of the patient. 10As
shown in Figure 7, for exanple, a user may be
presented with a wi ndow show ng that perm ssion has
not been granted to the portion of the PER for which
access i s sought, but tha%4-the restriction may be
overridden. In this exanple, the word "here" in the
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ment's, curl Ile 204 may audit . .
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stored 1n the security ase 206 and/or in the PER
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four ©ccasions. Each tine that Doctor’ Al'better .
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d al.g re%fb%& irﬂﬁab results. Accordingly, in some smbodiments, the access
management module 216 may be configured to determine whether records in the PHR

have been “released” for patieﬁt access. If not, the access menagement module 216
would not allow tﬁe patient to view any “unreleased” eniries, but only allow access to
“released” records.

In some embodiments, the access management module 216 may
interact with a security module 204 that restricts access to PHRs in the PHR database
260. For exampie, some providers may not be granted access to portions of the
paiient’s PHR that may be cons_i&ere_d sensitive. Whepever a user accessss 2 patient’s
PI—IR, the security moduls 204 may svaluate whether paxﬁission hias been granied fo
that user so ‘chét only the mfomzatién contained in the PHR to which that user has

been granied permission will be displayed. The use of the security module 204 n fhis



3

10

that the PER was accessed. For information in the PIM
to which Doctor Al'better had access, the exanple
report includes a "pernission type" colum and a
colum 5 with the reason for accessing the PER In

this exanple, the first time Doctor Al'better

accessed the PHR, he/she had consent to access that
portion of the PER In each of the other three
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to access a functional area (shown as 'TA") and a
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exanpl e, the data analysis nodule 212 could anal yze
how many patients that have had a given surgica

procedure had been given a follow up | aboratory

procedure.. In some enbodi ments, the PBR system 102
may include a filtering 10 nodul e 218. The filtering
nmodul e 218 may be configured to change nodes to vary
the resolution of data that is viewed by a user. By

"resolution” it is neantéﬁﬁat t he fllterlng nodul e
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(or other | Ho®Es e @Hﬁ)eﬁﬁ Ay vuﬂ% g (ol

estabusned Fo* sxample, a payor may define defanlt access rights for each of its

members. Emhodlmen.s are contemplated m which the dsfault access rights could be
based on varjous factors, such as relationship, gender, age and location of the patient.
In this manner, a reasonable level of access rights based on the patient could be
sstablished, even before the patient custornizes the access rights as discussed above.

" Bmbodiments are contemplated in which the sscurity moduie 204 may
inclnde role-based security. In such embodiments, the users may be assigned a role_to
define the portions of the PHRs to which the uger has access. This eliminates the
need o establish security acoess levels separately for each user. For exatuple, each

role may include a security profile defined by the organization that the data that wonld



determ ne the rel evant SNOMVED codes based on the
speci alty code of the physician accessing the patient
data. In this nmanner, the physician will not be

overl oaded with volumnous patient data, but will be
presented with patient data relevant to his/her
specialty. O course, the physician may instruct the
filtering nodule 218 to reveal 5additional patient
data that may not be ass@¢iated wi'th his/her
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Figure 9 shows an example audit report based on information gathered

by the security module 204. In this example report, the user “Doctor Allbeites” has
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5 information, other than a SNOVED code, could be
derived fromthe data received fromthe PER system
102. For exanple, the location, type of service,
service dates, servicing provider, requesting
provi ded, could also be derived fromthe payor clains-
data andJor health related data received fromthe PER
system 102. PE cess bl ock 1044 represents
an operation whereby the“User can enter infornation
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SR ek A s M S B AN ntormation, Ko o

anick Sicoipe nofiuieies may éﬁtﬂp@’@ﬁn‘f daigunrelgieAFqviBe specialty of the
physician accessing the PHR database 200, In such an embodamem, physicians may
be associated with a specialty code, such as an X12 code, based onthe specialty of the

physician. A cross-reference table (or other lookup function) may be provided to
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1. A method for selectively restricting access to a
personal /i ndi vi dual health record, said nethod
conprising a conmputer performng the steps:

(a) making a personal health record ("PHR') system
with a personal/individual health record of a patient
accessible at least to said patient and a health care
provi der of said patient_via the Internet, wherein

t he personal /i ndi vi dual Hsal th record includes a
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Figure 10 is a diagram showing acts that may be performed by the

PHR System 102. In some embodiments, the PHR systern 102 may access ot be
provided with payor claims data 220. In some embodiments, the pavor claims data
220 could be comprehensively coded using the SNOMED codes. Using the payor
claims data 220, the PHR system 102 may determine, for a selected individual and
PHR, the diagnosis code associated with a particular ciaim. For exampleﬁ_ the ICD 9
{“Indemnational Classification of Diseasss, Sth Revisién”) code may be determined. ‘

~ This operation is represenied by process block 1004, Followmg this step, the PHR
sysiem 102 may Tetrieve the SNOMED cods associated with the diagnosis cods. This
operation 1s represented by process bldc}g 1008,

Next, as illustrated by process block 1008, & health issue record
associatsd with the SNOMEEj code may be reirieved. The PHR system 1.0_2 may then
determing, in decision operation 1010, whether the subject information is already
described in an existing user record. If so, the PHR system 102 updates the data, as
shown in operation 1012. ¥ not, the PHR system 102 adds this information to the
user’s PHR, as {llustrated by process block 1014, If not, the PHR system 102
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(g) adjusting access rights at the PHR systemin said
access |ist based on input received by the persona
health record systemfromsaid patient via the
Internet. 2. The nethod of claim1, further
conprising presenting a predetermned |ist of
possible restricted areas to said patient by the
personal health record systemvia the Internet and
Ccreating at |east one aceess |ist responsive to

sel ections by said ie f s redeterm ned |i st
oPDPBH%FIEIu@"‘: EEPTS ‘%‘E‘b%‘ Kg%tﬁ tlhﬁg ‘met hod of claim
1, furtherhﬁﬁ&ﬁbﬁ&Hﬁ@&ﬁmﬁm@ndmn@dﬂemmhhsEﬁD%g@%sémﬂ%ﬂi
sai d requested entry based. on
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Wi QU b e KRIOBITYD Beicakiobialel aathitenufieapraediserodsd (o.g., CPT

aut hori zed to access i d entr and udi.t.in i ons
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Wik OMIES RRE Inal Oe Soicded, Qgiiast b@l‘p}tdcyss bick TH0. e K8
P e e s o R R b P gl B SR
| Bes3@iabhiR Qs &p@@tﬁg eﬂi—w IIﬂ&ba{hsE'Hal dykremnd 0D tates the data in
RO AR SR
elpefie i ithasn e} pﬁe@abroak E(RSBd for patient viewng,
denying s alﬁg sorn:?sqaggb%dments the PHR system 102 may be configured to
populate a PHR with prescription relafed imformation in the payor claims data 220.
Process block 1028 represents the operation of determining the NDC (“National Drug
Code™) number and prescription mumber for medications identified in the payor =
claims daza After this information is identified, the PHR system 102 determines, n
decision operation 1030, whether the user has this medication or prescription as an
existing enfry associated with this provider. If ves, refill information is updated, as
indicated by process block 1032, as necessary. If no, the PHR system 102 recognizes
this informatiod as being new information and adds it to the medication profile in the
PHR of the subject user, as indicated by processor block 1034,

T some embodiments, the PHR system 102 may be configured to
populate and/or update 2 PHR aszing'heaith{elated data 222 from an entity {¢.g., payor
or laboratory arganization) other than payor claims data 220, Process block 1038
represents the operation of determining the lab order and/or result code from ihe
L ealth related data 227, As illustrated by process block 1040, the PHR system 102 -
may refrieve the SNOMED code(s) associated with the codefs). Following this step, a
health action record associated with the subject SNOMED coda(s) may bs retrieved,
as illustrated by process block 1042. The PHR systermn 102 may then determine, in
decision operation 1022, whether the user has this health action as au existing enuy.
If 5o, the PHR systern 102 npdates the data in process block 1024. If not, the PHR
sys?:ém 102 adds this information to the user’s PHR, as illustrated by process block
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fromsaid patient. 5. A nethod for selectively
restricting access to a personal/individual health
record, said nethod conprising a conputer performn ng
the steps: (a) enrolling a patient in a health care
pl an of a payer, wherein the patient undergoes
encounters with a plurality of health care providers
regarding a health related i ssue of the patient,
wherein the health care-#roviders request paynent for

at least a portion of the cost f r the _encoun
F10B6n Intvemp erylondimenive fhe (a2 frRE: THesh ﬁS%TQP@ ?QS‘\?.%@P?@
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Following emiry, a health issus or action 18 msertad inio the prcmdea s PHR, as

illustrated by process operation 1 050.

Foliowing entry of all health issues or actmns by the PHR sysiem 102,
as discussed above, the subject issues and actions are stored and fracked in the PHR
database 200. One such data base is provided as part of the connest™ application
referenced above. An application-specific identifier may be assigned 1o sach member
Ey the coméctm software. ‘

Process block 1052 illustrates the processing of an access request by a
member or user {i.¢.. one of the individuals for whom a PHR is stored and maintained

* by the PHR sy;stem)‘ A propetly logged on and id:ntiﬁed user can access the -
information stored in a PHR stored in PHR database‘ZOG. As discussed herein, the
PHR system 102 may verify permission of the user asto the requested portion of the
PHR, as indicated by process block 1054 and the security database 206. The subject
information can be displayed in a variety of formats and using a variety of display

technologies, as iliustrated by block 1036,
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(e), and (1); (g) presenting fromthe PHR systern
server a webpage to said patient with a predeterm ned
i st of possible restricted areas for said

per sonal /i ndi vidual health record via the Internet

- 36- (h) creating at the PHR system
server at |east one access list responsive to

sel ections made by said patient fromsaid
predetermned |ist of po8%ible restricted areas;

(i) associating at the PHR system server said access
list with Atthdughét ponet dsapsiEelnBre dsicriaptwssTs g ChE
per sonaUi ncl i Vi 2al th r Radcki one
A e e AR SR 0D n S pBlipn
paiiedhaihb kn dindasiescdteialthepspab g caTRYRTiSties of SgrRyeafigpnd
set. of .entries a ACH8R | vaBBidds&Sanhased
oVEH SRR T ﬁéi%cﬁg?}a%gﬂasr e co’%%%%?o a?g%etg associ at ed
Witiahicesittics edhdun dgmitohg fromsibn sritit i peppeloithe WEstCh
record; denying access at the PHR system server to a
user requesting an entry in the personal/indivi dua
health trecord if the requested "entry is in the
restricted set of entries; allow ng access at the PHR
system server to a user requesting an entry in the
personal /i ndividual health record if the requested
entry is in the accessible set of entries. 6. The

met hod of claim5, wherein the predeterm ned |ist of
possible restricted areas is at |east one of
reproductive health, genetic testing, abortion,.
sexually transmtted di seases, al cohol abuse, drug
abuse, AIDS, contraceptive issues, abuse, neglect,
and sexual assault. 7. The nethod of claim5, further
conprising the step of preventing a



user from requesting at |least one entry in said
restricted set of entries so that a user cannot
request the data elenent. 8. The nethod of claim?7
wherein the user is prevented fromrequesting the ,
entry by preventing infornmation-relating to the entry
from being displayed so that the user does not
realize that a restriction-#% in place_ 9. The nethod
of claim1, wherein said default access list is based
on at | east one of relationship, gender, age and
oE5AMSh of said patient. -37- METHOD AND SYS | EM
FO? GENERATI NG | NDI VI DUAL ELEC | RONI C MEDI CAL RECORD

SABSTRAGT Ok mbtrd ko Mm{mng access to a AesyrstfiodvifiE0?)

and nethod for generatin
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{b) inserting to the PHR system an en’sry into sa;d personalhndnwduai
heglih record based on input received by the personal heaith record system from
Sald pafient via the internet;

(c} insertmg to the PHR system an entry lnto said personalf ndividual
health record based on input recezved by the persona! heatlth record system fmm

said health care provider via the internet;
(d) associating at the PHR system an access lisi with each user

capable of accessing said personalfindividual health record of said patisnt, wherem

said access list categorizes said personalfindividual health record info a restricted set

of entries and an accessible st of entries based on the universal health care concept

codes associated with entries in said personalfindividual health record; 7

_ (&) denying access at the PHR system to a user requesting an enfry -
in the personalfindividual health record if the requested entry is in the restricted set of

“entries; ” , , “ ' '

_ {f) allowing access at the PHR system to a User requesting an entry in

" the personalfindividual health record if the requested entry is in ihe accessible set of

_ eniries; and | ‘

. (o) adjusting access rights at the PHR system in said access list
based on input received by the personal health record system from said patient via
the intermnet. , ‘

2 The method of claim 1, further comprising presenting a predetermined

list of possible restricted areas to said patient by the personal health record system

- via the Intemst and creating at least one access list responsive to selections by said

patient of said predetermined list of possible res’tncted areas.

3 The method of claim 1, further comprising overriding denial of access
to said requested entry basad on a positive identification by the personal health
record system of said user as a health care provider and a reason received by the

personai health record system from said user for accessing said data element,
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without resaéiving authorization from a user authorized io access said entry, and

auditing actions of said user by the personal health record system with respect fo
said requested entry. |
4. The method of claim 1, further comprising:

réce%ving a request from said patient via the Internet for a data element in said

persenal/individual health record; .

. determining whether said data element has baan re%eased for patient viewing; and
if said data element has nof been released for patient viewing, denying said request
from said patient. '

5 A méthod for selectively resiricting access to'a personalfindividual
health record. said method comprising a computer performing the steps: '

(a) enrolling a patient in a health care plan of a payor, wherein the
patient undergoes encounters with a plurality of health care providers regarding a
health related issue of the patéeﬁt wherein the health care providers request
payment for at least a portion of the cost for the encounters from the payor, wherein

the health care providers submit health related information of the patlent to the paycr
to support the cost of the encounters with the patient;

{b) initially establishing a cnmmunicatioh fink between a personal
health record (‘PHR”) system and the payor, wherein there is no communication
between PHR system and the health care providers and between the PHR system
and the patlent

{¢) receiving to the PHR system server payor claims data regard[ng
the patient from payor via the communication link; o

(d) analyzing at the PHR system server said payor claims data to
determine which portion tf said payor claifns data is ericouﬁtef data comptising af
least one of a d;agnoszs a freatment, a medication, and a procedure of said patient;

{e) translating said encounter data in the PHR sysiem server info one
or more universal health care concept codes;

(f) creating in the PHR system server a personalindividual health
record of the patient by storing one or more entries into the personalfindividual heaith
record based on said éncpunter data and said universal heaith care concept codes,
wherein the health care providers and the patient are not capable of establishing a
commurication link with the PHR system until completion of stepé (a), (b}, {c), (d},
(e}, and {f); | '

() presenting from the PHR system server a webpage to said patient

with a predetermined list of possibie restricted areéés for said personalfindividual :

health record via the Infernet;
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(h) creating at the PHR system server at least one access list
responsive to selections made by said patient from said'predetermined iist of

possible restricted areas;

(i) associating at the PHR system server sald access list thh at least
one user capable of accessing the personalfindividual health record of the patient,
wherein said access list categorizes said personalfindividual health record info a
restricted set of entries and an accessibie set of entries based on uni\}ersai health
care concept codes associated with entries in satd personalfindividual health record,
dénying access at the PHR system server to a user requesting an entry in the

_personal/individual health record if the requesfed ‘entry is in the restricted set of
entries;

-allowmg access at the PHR system server to a user requesting an entry inthe
personal/individual health record if the requested entry is inthe accessible set of |
entries. : , _

| 8.7 The method of claim §, wherein the predetermined list of possibie

restfricted a‘l;eas_ is at least one of reproductive health, genelic testing, ‘a'bortiiun,

sexually transmitted diseases, alcohol abuse, dru_g abuse, AiDS,-contracepﬁve

issues, abuse, negledt, and sexual assault.

7. The method of ¢iaim 5, furkher comprising the step of preventing a
user from reguesting at least ong entry in satd restricted set of entries so that a user
cannot request the data element. . '

8. The method of claim 7, where;n the user is prevented from requestmg the
enﬁy by preventing information relating to the entry from being displayed so that the
user does not realize that a restriction is in place.

5. The method of claim 1, wherein said default access list is basad on at

least one of relationship, gender, age and focation of said patient.



