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digital recorders. BACKGROUND [0002] Wth the advent
of videocassette recorders (VCRs), TV viewers are able
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[0004] A traditional DVRis a smgle-purposed system dedicated to recording broadcast

TV program content. It does not have the ability to receive multimedia content in any other
manner except via terrestrial, cable, or satellite connections. What is desired is to provide a
DVR with the ability to receive multimedia content via a network connection such as the
Internet, giving the DVR an additional source of content. The content does not have to be
received or displayed in real-time, as with broadcast TV program content. Additionally, such
a system would provide a method to efficiently broadcast multimedia content to multiple

DVRs across the network without overloading a content server.



[imtation, in the figures of the acconpanying
drawi ngs and in which |ike reference nunerals refer

wo ooositm4iar el enents and in which: [0006] FI G pAT/US2085/012483
bl ock diagramillustrating a conmunicati on system for
renote access to a centralized personal television
service; [0007] FIG 2 is a data flow di agram show ng
the operational processes of the system shown in FIG
1, [0008] FIG 3 is a table diagramillustrating the
struct ures of BRIGEQEYRIZFESY QInGHEDPRABANGSat abase
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0011 S is.a pictorial representation of a
wtg‘rt&ﬁﬂ'ﬂ]“@zile TREBS alnﬂﬂlég’#“a? e for program selection;
[0do8P12]r16! Gis Hoibsk @aéﬁﬁﬁﬂﬁstﬁﬁﬁé H%@mﬁfunﬁ:aﬁ&‘[‘éﬁféﬁi"fo@ SerYB access

page that appears in a user's web browser “or
to 2 egnémalizddarersonrldelayisioneadjcerl G 7 is a bl ock diagram

[OdOI7h 3??21@2%2 &RE {]ﬂ&tc%{gggn% d&%{lge }alagnaﬁ %?c?c%%k%% %)fT ﬂ{e system

ternal rcon
shever indfIGover Inter net; [0014] FIG 8 is a screen

tur bar i ndi.ca that the ¢ nt ent i
008kn1 dgr It-ﬂgs %@ﬁﬁé@&rﬂaﬁllwﬁa%% was 0{ orEa e andan event
daﬂaﬁasésﬁdvﬂgfnqlm hl ustrating a digital certificate
cont ai ni ng DVR i nformation; [0016] FIG 10 is a bl ock
i

[0W0hgr G f i flowichergshovingp arosessvierd hyna perberahl Vrervigs kWeb
ser%?m%%{ re?n%t Rg n]ilH 1rgctﬂg§'r§()m aolggn] ] FIG 1l is a

ocCK agr Am AT conmuni cati on exchange
[001a] we eFIGL Buis a ﬁVﬁSlaI ﬁpmsaaitmna)f atgraphipabmser inpdréde for program
connect| on; [0018] FIG 12 is a diagramillustrating a
selgéti al certificate containing DVR and content server

[001r2|f] or @G, @R a §PE&hhpfutGof aliow ShawlleOmkh fARAhaMppears in a user's
ustrating a server recordi ng DVR access information

webdrowsier pf islpvisinngeses; [0020] FIG 14 is a block

O35 L B PRI DRl 0 v
setoe 286y, HETAIR, zﬁﬁT‘rhéJS‘Et@ﬁﬁY EhRh8Srver over Internet;

[0014] FIG. 8 is a screen capture of a replay bar indicating that the content is
downloading faster than playback speed;

[0015] FIG. 9 is a diagram illustrating a digital certificate containing DVR information;
[0016] FIG. 10 is a block diagram illustrating a media server in a local network
connected to DVRs within a home;

[0017] FIG. 11 is a block diagram illustrating a communication exchange between two
DVRs to create a strong encrypted connection;

[0018] FIG. 12 is a diagram illustrating a digital certificate containing DVR and content
server information;

[0019] FIG. 13 is a block diagram illustrating a server recording DVR access information
for billing purposes;

[0020] FIG. 14 is a block diagram illustrating a domain name redirector that redirects a

DVR request to a third party server;
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[0021] FIG 15 is a block diagramillustrating a DVR
bei ng used as an encryption pipeline for athird
w@arsgoaont ent server; [0022] FIG 16 is a scrB€nUS2005/012483
capture of a Now Pl aying screen show ng an accessi bl e
media server; [0023] FIG 17 is a screen capture of a
content screen show ng accessible content for a nedia
server; [0024] FIG 18 is a screen capture of a
transfer options screen showing for content froma
[0034Li a Her Veis:a Ylodxbagrmpdlusitinga BVicbdphused 3¢ ap sn@yptpn
- OWM nNg a program bei ng
plptgplgﬁgo?gb}%@aﬁ#ﬁo%ﬁ{engﬁ%ﬁg’erver; [0026] FIG 20 is a
[0022] eerFIGap6 israsscofen aaprusiod adNoveBlaymb cuicargshmeaes®i fcessible media
nusic froma nedia server; [0027] FIG 21 is a screen
SeI¥pt ure of a photo screen show ng accessi bl e phot os
[0025PM FIGTRHisth fefdeM @hiptule@R2BbntehiGeredn _SliI&’Viﬂ% BEREskble content for a
diagramillustrating a nedia server in a [ocal network
med@rigBEt:ed to a DVR within a home with the nedia server
in n e ;
108 o o OB S of R Gkr Ghins Sfedingu K contipt from o
medorseect;ed to a DVR within a honme with both the nedia

er DVR havi | nt t ; 030] FIG 24. .
O B B B S S5 5k R Phe B g b
trafOn&Ch bR MediO0R34L; FIG 25 is a bl ock diagram
illustrating a plurality of DVRs in a | ocal network,

[00Ri6 hi rFI&- RO e SkFach CERTRIEYRINUSIAACERGN ShY Eing aecestble sausinfiiom a
mdii dob-pst capabilities; [0032] FIG 26 is a block
lagramillustrating a plurality of DVRs connected to
[0627¢ |FiGe2héta sngtnsaserdflaiphgtotsoraen haveag acagssiblp phétos from a
recei ving nulticast transm ssions froma content
MEGESPEY:> [0033] FIG 27 is a block diagramillustrating

[0028Yi r trag. 20 4 bleaSdia GOMTEGitiabiAg b siddfh s3rveftH 4 logdStetwork
tunnel DVR connected to a plurality of DVRs on a | ocal
copprertggrit & T\ withine lgmegith ghegmesdinsevedihayipg Mternet access;
ust [ | t:l t I
bR T s
comectesigo b AEVR mtithimehqmd @08 bpthEhGnedig seryerantl|IHVR divigg &nternet
illustrating a systemfor distribution of content to
ac usi ng nul ticast; and

[0030] FIG. 24 is a block diagram illustrating a multicast Internet connection;

[0031] FIG. 25 is a block diagram illustrating a plurality of DVRs in a local network
within a home with the DVRs having Internet access and multicast capabilities;

[0032] FIG. 26 is a block diagram illustrating a plurality of DVRs connected to the
Internet and subscribing to multicast groups for receiving multicast transmissions from a
content server;

[0033] FIG. 27 is a block diagram illustrating a virtual multicast connection using a
multicast tunnel DVR connected to a plurality of DVRs on a local network;

[0034] FIG. 28 is a block diagram illustrating a multicasting broadcast center server
transmitting data streams to a plurality of DVRs across the Internet;

[0035] FIG. 29 is a flow diagram illustrating a system for distribution of content to DVRs

using multicast; and



-3 WD 2005/101411 PCT/ US2005/012483 [0036] FIG 30 is

a flowdiagramillustrating a systemfor creating a
waoRoosaed41ul ti casting network between a cont ePCT/BESI008012483

and a DVR DETAI LED DESCRI PTI ON [ 0037] A nethod and

apparatus for a nulticasting nmultinedia content

distribution system is described. In the follow ng

description, for the purposes of explanation, numerous

specific details are set forth in order to provide a,
[008Abr odd6- Ihiseravadigeiag: Bastratiog psestien for qigasing agirtual multicasting

' K, hat the present invention
nﬂﬁ%@é%%@g%ﬁ%%%@%%S%PgﬁgégIpQ%Se specific details. In

ot her instances, well-known structures and devices are

shown in bl ock di ag'ﬁ’f‘AIﬁﬁb“ﬂ)ﬁé‘cﬁfﬁ‘ibNt o avoid
{

unnecessarily obscuring e present 1nvention. [0038]
[00Bf] t heA foethodwind gphrattfos b arultidastingaheltiorrdescontent distribution system

o QRS 15 DT ] e Skl MRS e
detRERONM oY inxE0M 65Brd vi@39hoRa kR hhddidartdinddfGhe Breséht invention. It

_communi cati on syst em for renote access to .a per sonal .
witipe apparsni.dewiegers el peraend irienionimsy §a arasticedsvittpyt these specific

detditE 9h ﬁ?a(f ?‘B\\{?l}\}')é&l %ﬁ]k%g% ?ﬁ%ﬂm?a&i %gﬁc%g re\/shg\gﬁ in block diagram

recorde In a usenol
formaimoudsr tc@sesd wirdeesanigobonahg T weseud ineentioent er

rei_naft referred.to.as_.service, center 30, whi ch
0GRE, ¢ TR Bl R R R S B € SR s 7 Qs Rrer 10
liké parEhhAsghQntife sepbiat WEws, etc.), service information,
and other fornms of data that enable the DVR 110 to

operate independently of the service center 130 to
satisfy viewer interests. The functionality of a DVR

ok O gy St

10/ 418, 646, and 11/051, 347, all of which are owned by
0438k Adpifewinatio HHa lap eomunalsgtionmpysiepoioateeptegecess to a personal TV

refer T 0 ' [ .
soiffRe B R et By SRITEUM Gl 0. PR EO AR, FicaPhlthh. o dipita
vidoViechider DV R he0 irsetled te loestleid dBOmsnicited Wih a petstnal AY service

seryice data_and the user's prjyvacy.are protected. The
copHh R LTS bR SGTTp S ary BSa e uipate,
grdphichPeSd &SR L{Elﬁ:h%‘é IO Pickired) e, deABR inforfiRlbE ah¥ other forms of

system [00 Q%RIn one enbodi nent of the invention, the

datp\iRt engbleythed) BRIy 0 twensrdte ndepeadenslyinfdhe seyvigg center 130 to satisfy
B
Appli. -7 0%83,009a09/0¥5,416, ¢ 0I0P ARG 116/4t1 B 6 ,2eme 1d E5il Gréalltad which
arer oevxcf:l%rdq)ystﬁg K%Bﬁgan'? z];nd_ a%e hereby incorporated by reference. The communication
system uses a secure distribution architecture to transfer data between the DVR 110 and the
service center 130 such that both the service data and the user's privacy are protected. The
DVR 110 receives broadcast signals from an antenna 115 or receives television signals from
a cable TV system.

[0040] In one embodiment of the invention, the DVR 110 generally comprises: a
plurality of components that are necessary to digitize an analog television signal and convert

it into a digital data stream; a plurality of components that are designed to record segments of
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WD 2005/ 101411 PCT/ US2005/ 012483 said data stream a
plurality of storage facilities that are designed to
wo edoaitm4segnent s of said data stream a pl ur aPCT/ySmD5/012483
conponents that are designed to retrieve segnents of
said data stream convert said data streaminto an
anal og signal, and then nodul ate the signal onto a RF
carrier, through which the signal is delivered to a
standard TV set 120; and an interface 125, through )
saigidpigistreave; aNRalifyooistmragmibolitiesshatiarhdesigned {oelain gegments of said
41]. T ] : '
ook Q0 A SO PR Pl SRR Sk gt
str&Wig chAGrsedlidaa §irvaat intnal antilpgisknhlyaidihen dedolateibe sigml onto a

U35 CBHUCA N LR SeBtly’ (ARG AEERBY 1 bl 4had on interface
125 A8¢4dn WRRKBYERDVRO1 1esonhigurilaf R GHiltya f@wBRCI4dd to the

service center 130 by using its internal telephone
[0¢4dtiem The 1VBI1 10 wpuiaimn ailorabsrcwg comte chip deatilighpntainsa non-
[ . B Ce.
RSN SR Ly P b YA A Sl . Pt
Nov 6y 385, 18atwlach istdwened by clendpydiceslahd issheaehtynocarpedied blgeeference.

| vat ank 145 answers the call and th R . .
oflzb " ErgPUR Tl MRl e DS e R Coig ol yhneipe s
inte@0L ©fepAcHe md RAHB1diA\ifit8 A AlcoMBhgysallt el dVBunk A 5 M Ye BR oming call

indirectly connected to the service center 130 via

is fitserontedie e seice cprist il 3 G idgabiigapion yexifigadian: Heorrxarfigatipn, the
: . K o1 |
nlod 5 OFREES RS BlL ARhcSLEIRAE e v 1

is gantied ascess todhbdiaamwelamtheHervicarepiet €30.net wor k 140 can

either a.privat etwork or. t.he.Internet. The DVR
(o0 °] 1 FrratuBly, YRR G o ndi o AtieEit e tiarwioy agnter 130
vidHe 8worin B4®R The ¢brfALAS Setwleth BRNPVIR 110 BREtheefwd@R 140 may be
Internet service provider (I1SP). The ISP directs the

theviatesen! fkelerhonametrof theddéR 11 19,01 prisdisated pelwopletaface Siph as a

Cdentifi . vy . . ‘ hh .
R ST A5 S AL OPYRE Lo b e i
DVR 1¢0 aritigies mcamsstidndo theecodpuwbasesrk 0 bhenllsey a/locad access

center 130._ 100441 The servic recei.ves
tIEE AIPEEHBGEN BRSPSy oo p SIFRER e Heovork
coffeli6 R foquddl o Mk Qe aRNcERBENO Br idBhtefidaBbh P&tifldafion. AFgHR verification,
the basis of a programguide that TV viewers can use

the wetwelkeonneptiop ioahareed andshe PGB0 Huig sramtied asesssite the databases in

. mmuni cates w th the conmputer network 140
th{%?%ﬁ%%&%% 1|§g'terface 135. [00451 TV viewers can use a

[004ijot eTlooseptitecenis 330 recpwespoglandichedvdd inderwiatipm @ frad@External

to mot el y access.the progqr dat abase i.n the .
soligrs, NERrogrm Fpan ppfoudion LR RS B SR8 Al A e gyide that TV
VIGRAO O usWitd 14 Q’Vgﬁb afif tE B eBorddB Ahéisarvidd@emer 30l dnmunicates
network 140. [00461 Referring to FIG 2, the service

wighethe epmp@er neiwpikdedd thropgibasiapepiaee B0, whi ch

[0045] TV viewers can use a remote computer 155 or personal digital assistants 160 to
remotely access the program database in the service center 130 by establishing a
communication channel with the service center 130 via the computer network 140.

[0046] Referring to FIG. 2, the service center 130 includes a Web server 200, which

collects, organizes, and provides program schedule information; a program database 210,
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col l ects, organizes, and provides program schedul e
i nformati on; a program database 210, -5 WD
wQ@ee51a2inll PCT/ US2005/ 012483 which stores ppOOUSINS/012483
schedul e i nformation; a user database 220, which
stores information about users and digital video
recorders; an event database 230, which stores an
event list for each user, and a dispatch process 240,
whi ch traverses the user database and retrjeves the ,
whigh steres|pregramsehgdulednioymption; a uses database22fgiyhigh gigres mformation

abolgﬂgge%dglli %Iﬁg gﬁﬂ%{i Iréggfﬁfsf, Q&@vcf%’@{taﬁlﬁgé &3, Wikh S\tlgoargs4 %ﬁé\?éﬁf list for

eo récorder conmmuni cate. _
each meerearbladdispeinth, prodess BMRwhidh travelselibs user daebasesind vadrieves the

evef B4 2 O P SREE RS ey AT AR RS HERR R e
Weblservatshd tHedRa1AAG0 rekiredr dofE@mitatd he program gui de

provided by the service center 130 and is u dat%d
[004Fle ne Vi pie ¢abadvRents e A0 4 S0 mckies smHGpeeVElemeigh gontrols the

corffnfitaitn TGS éﬁJBVRmiO,Cdlﬁd fheSseRicAletes 1 SO GLIHER Piéb}%f#_r\l/ L@rage

Initrate recording sessions that capture selec _
guige 260, avhich mcorps the oogram ¢oite providdad-hysheseavioe cqRNGY and is

, _Wwhi ch t.es an _ auyt hori.zation y for . reno .
apfidtihel (PRI S E R 150 g LD, which
is LRRN@Rard iRd V/RitdatOrdeordidptessicdhi: efiptietseleckd T4 0progdiams; a

event queue 270 is coupled to a recording devjce .
pseuAe-sdam-nugnhergengrr PRNG) B4 shichseneratrpat gpgrezation key for

ren‘i(%ggwégsr asiwell %Qlﬁl@/@%&ﬁ{éﬁé‘@izﬂ WidhHonAssd 8L BRI 1 {(PBARe

cohprise a rowser 290, mhigﬂ may be a
corgputer netwilsd 40 Blas event hague &fidiiH wuplefl o ysprding dayiasvintygiel to the
Iﬂﬂﬁgﬁi' [0049] FIG 3 is a table diagramillustrating
t tructures of a user database 220 and an event

[0048] abasgh 23QemdReonipater U58 atiatepadthal digltaidesistants (PDA) 160
pluralitg of user records 300. Each_ user record ipo
COPIAYSr 4 We bgwfj;pu}‘gg, Wth}chd'flayfl?eea, grperig d)rgmq;eé |t|haé Flé’ib s the user to

LS | tification 310, a crypto-key 320, a DVR
V19 deﬁP?%%%étion 330, and an event |ist pointer 340. The
[0049%r FlGedis 4 fablatdiagnarh ildisttaBigthe struptiures efsa usekdafabiage 320 and an

t he user base . The.crypto-key.fi [
o G 20 GreTRE Gl D RS A THuC P s FRDi 0. Bach wser
redoSE300MMenpriSesd plafity sRfidlds, phogs @hichiate a R dédfi¥ication 310, a
rem)tel:&\ﬁb The DVR identification
f

| ) 3 33? is_use% Lf store
cryptekeiet ot © Vadiseatiticatian 33¢ 3R 8t eYFh I PORFS A RnT Rasgt o
i ' BT G RLS haovpetrndbdyBrot 1d 320
idqiBACRy IPRBE LS 1EP B RIGAL ARERSAETHILL DI NS field 32
is weé nd stbieshsaBE@ization kayi natavaddibrh a useradie is gégmptinplie program his

D\%j ﬂ6 g\lx,’riécﬁ%l?.l ’ﬁg&g&gdéﬁg&%@ggﬁ gtié1 Tsed Y gltgreqﬁé S‘Qf@?%ﬁ( gd?ipess and
connection details which are needed to establish a communication channel with the DVR
110.

[0050] In the user database 220, separate event lists 350 are maintained for each user.
The event lists 350 are stored in the event database 230. Each event list 350 includes a
plurality of event records 360. Each event record includes a plurality of fields among which
are a time field 370, a channel field 380, and a duration field 390. The time field 370 is used

to indicate a start time for recording and is comprised of the date and time of the program
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plurality of event records 360. Each event record

includes a plurality of fields anong which are a tine
wo e@sdol70, a channel field 380, and a durati oprCT/ustods/012483

390. The tine field 370 is used to indicate a start

time for recording and is conprised of the date and

time of the program-6 WO 2005/101411

PCT/ US2005/ 012483 event. The channel field 380

g ifies which channel the DVR shoul d rg q ({1&
evegtiride el gl dsS gt whih qhemse&) thei P YR 1ibop el grgrer Hie duration
ﬁe@g@o shudh ¢ 515%913& Hor ﬁkﬁlgqeabw shb@fd LoRE tl{érd%ﬂfeﬁmor ﬁ')é@?l‘ogram
event recor can al'so contain an ID of a record
evepbjlectvent retideapalog centaig an 8@ of datcabh®e objFee irDYRprogram guide

N e e R e e S

SERVI CE [0051] FIG 2, toget her with FIG 1, shows
various processes that collectively enable the

5. BS6 PSR IR huhno LRI B T ESSar Y sl o

schedul e i nformati on 150 from external sources on a

[00BE] | OGHG. DASpdther FIHEFIGN €, PORY R AT EPrdEEce tHanEslleoBidl Penable the
150 arrives, the program database 210 i s updated

fungHerptigy ?@119 tecmg%]desm@ Rera0 updates its | ocal
[0(§2ggr afﬁe% - PID Rcdfds! %%Q%dﬁleh}{foﬁﬁﬁ‘@drpgo ffom external

page romt e Wb serv or via cable
sowedseinl a regiodivrbasie| @phdmazrogmmseh@blhsmfma‘aon iﬁh&mﬂs the program

Vb 200 f |
BB i g e iostBfo0 for updated program

[0053f Or MBel PVRAND ubdess ity el poatdny gideat@en aph%chh@‘azgies by reading
cont ai ni ng updat ed Er ogram schedul e i nfornati

a W eoeagp frmthem@ssemer A8t B2 seldleetelite O yelranaRs. dn response to a

rquké't?ﬁ)tm ﬂlréq)VIQDq Eﬁ efd WeEQ@rvIVZOO' ﬁ’x’é@d'onglﬁﬁ thd P aﬁpadté?base 210 for

rogramthe 0 by using a Wb browser

upddtedyeno garrr mnﬁcutmtlmoarpiuher dynbbticadly cecatrs RS\ clapagmcgmtaanng updated
aSS|sta I.n this situation, the Wb browser 290

plqg§arﬁ§%}5’ Plg iR HREYT- 3 special Web site hosted by the

[0084D SETWE typdPOf rethldee A06dss ary a@ilabl& anﬁéteﬁqﬁ I‘McBrebIO "Bhe TWviewer can
Vi ewer a progr ww de using_a gr agﬁ\yl 86

indiep by PEGETR eI NGRI 19 B Rtieg & SYebrawiey 290) p fitpereaprpegomputer

Tyt | | & to
574 PHESEATE B RO AR b B P
acdeB89H Eﬂecfﬁh @V@eslte ihcﬂe(blesnlhe WeBGrex é@Q}t e Wel |S§E©112;Qﬁ) presents to a

rocess 240 on per| odi ¢, .bas C
TN apRRatey et alh R ded oo el BT RL SRR TV
vidh et BALEH TN R688%s B Brogefif atla ket Sma sles®rindibate Rt programs should

speci fied program events, the dispatch process 240
belf%iofdeé\bé@ ¢RYR E\ent 1ist 350 fromthe event database

00537 T LiARalaf: RPSRS R4 Qish 8N pReERRUD 8A8Peodic basis. The
dispatch process 240 traverses the user database 220. Whenever the dispatch process 240

encounters a user who has specified program events, the dispatch process 240 retrieves the
event list 350 from the event database 230. The dispatch process 240 then establishes a
communication channel with the micro-server 250 that resides in the DVR 110. This
communication channel is designed to allow the dispatch process 240 to retrieve a special

event-dispatch Web page from the micro-server 250. The micro-server 250 presents the
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comuni cation channel with the mcro-server 250 that
resides in the DVR 110. This comruni cati on channel is
walemsgmadi t o al | ow t he di spatch process 240 t oPCPBURI06V@12483
a special event-dispatch Wb page fromthe
m cro-server 250. The m cro-server 250 presents the -7
WO 2005/ 101411 PCT/ US2005/ 012483 event-di spatch Wb
page to the dispatch process 240. The di spatch process
240 . then__conpl etes the event-di spatch Wb page and
eV@Wiﬁpﬁfgh VY ehipagk 1@ Hewdirgalgh pragess @Aoe?h%ﬁpatch[wweﬁ 24f}{gen
FhEER TR NAL digpReiP Ay ?Lgeoan% i E%aéid DRR &t&@@é}e&%o
O to start the event ~“trans 1 n
[0(11561; pat”k":he rpmgewgerzzio ciroglsecemnd ‘é).e dﬁ@@t@h:prdphss 240 to start the event
directives found in the
tmléﬁfg lfypo? é%gatijg tﬁﬁBméeSS%Qéf?fﬁagrft% the event queue 270
[0057) egrEte thiord-b@vddR0 1ddd evdii@iremBRrb feimd ue the BentslidatthtWieb page
structure used by the DVR 110 to initiate recording

to wdads 1B §venh greucA P ditegrahjo HicolgV Rnh 18y B &vent qusgedyO 5t data
strQJtﬁ’[%ruséd)b}aﬂ% WR 1 ¢t Finfliald %ﬁ'ﬁ% sQéglong ﬁﬁt (\!%tﬁlré ?‘VVI?IB am events.

i ncl udes one or nore aut i zati on codes for t
[0Q5§lar anfoirddr 4o ewthetichic pianpyo, 15 Web lserver Hiriasindss. 0n¢h1emore

aut%onzatlgogi %ogeosqgla trhg érlg?ﬁllc?!tje [t}ht%afsb&g 110 goebe }%al nﬁmre% The DVR

Pai'ne non-
110resmpates t’ﬁh eumuhkmfonzada QRINSOLIESva¢ eoplyl zintaiieg it the ®VERrd non-
can be set_to expire as ., system security requirenents
volgfilepmgtaor vt esythoratigrcadipgitimscen Kot Geogse to expire as
sysftﬁﬁfswuﬁty ﬁqgﬁgﬁeﬂ{y&gta{é rst obtain an authorization
key fromthe DVR 110, which is generated by the
[0¢59¢udole mbmmotg aqvessefanre] PRNGMUSPBG! obithia ap guthorization

o PORADL R 080 B PR ph S b0 v

28aUrtzarserzaimrotni ks dlﬁcﬂm@lthm lirmelamﬁsstrelekrﬂtcmrat &IBd}E‘QReﬂocatlon.
the DYR 110 thr out%h the I nt erF'et usi.ng his conput

Thi EEVER L 1§, preseapsnthe gpyt OFFﬁ)éIOH ggy toF} gggqu.t?éhet%‘ér later accesses the DVR
1 l@%ﬁrﬂ@éﬁ %@ﬁﬁt%eﬁ%gﬁﬂgcﬁﬁﬁﬁé’rqgg ok iR PR é@-ol“lﬁéqﬁs@f"ﬁ@séﬁts the

graphi cal user I1nterface that is nmana by the mcro
autherivasion X9 and\pmgranwtb@DNB?el l9sthrough g @gkuaehm@ﬁrfae@ that is

node,, the user can 0 o
R G BE a5 el i AP Rt R bl yigt e user can
dofvaRe8h prddram4o it BVRI100v chart showi ng a process used

by the Wb server 200 and micro server 250 to obtain

renote progranm ng directives froma user. Both are
presented in parallel, but in normal use are separate

C.PPROCERSTO IOBTRAINGESHOTE PRUFGRANVEVINEIBIRECTIVES61]
Step 400: The Web server 200 or mcro server 250

&@esents an authorization request formin the firs
[0 fHds & Hew shatt shgvang e prasssised Byl Web iﬁg@rgf)@ énd micro

selthL%SO' t8 obtain remote programming directives from a user. Both are presented in
parallel, but in normal use are separate processes. The process includes the steps of:

[0061] Step 400: The Web server 200 or micro server 250 presents an authorization
request form in the first Web page to the user who accesses a special Web site that is
managed by the Web server 200 or the micro server 250;

[0062] Step 410: The Web server 200 receives an authorization password entered by the

user; the micro server 250 receives an authorization key from the user;
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managed by the Web server 200 or the mcro server 250;
[0062] Step 410: The Web server 200 receives an
wa@oeiokaoi4zat i on password entered by the user; POEURLI005/012483
server 250 receives an authorization key fromthe
user; -8 WD 2005/101411 PCT/ US2005/ 012483 [0063] Step
420: The Web server 200 validates the authorization
password using the user database 220; the mcro
server 250 validates the authorization key with the,
[00R3y t Btap 420: RagsWebpemver200otidatps tBe apharigptioprasworkusiggthe user

dat%‘ti1 ev% 0; ?h%%n{&?(g%%@r %ggtlﬁﬂla{é\%’r %]In%aaéﬁgﬁb%zhtg%{(ke?\vﬁ?ﬁ%w fhat A has

storkdn- vol atil e mam)ry of the renDte conputer 155 or

rso al digital ISt ant cr.o.server
[008 pvég : gfeefll}et b serier 470 %Vagﬁﬁﬁ%@w an;!lhowqt*og pasgword in
the%@é%'ﬂa?abbié 2bbeit ReRes\edodkiel i€ (HEBIBRIW 8ile hbRofyedTahEremote computer
conput er 155 or personal digital assistant 160;

155 gusspnadigjtal awistaps d6Qemes de weerozayehsd thias validaied e
B3B8 ERET SR PLOSIATHANL U Uk L o Uy 5

or pdin¥¥edigisd mysdstari? 060y ecei ves t he user sel ections and
eat

S a n i St 0 specific the user. The .
00§56t FercPoSKEF hebsrBredt o BRE ehbne uatipliePgs pide o
the HR& dMef1H@ us&s ¥RAti BQandeedleM@ftddne user sel ections and
pl aces them on the event queue 270. [0067] In Step

[004?&1) ttep 448 The Webrsenign2 (it repgivasgha usey eqlecsinns s qfs%s ag event
hsttsjﬁgl Eécu’i&to L er e GrVQl? st 39%0is ?{%Cpr:dsih'i RERSEMLESE £39. The micro

Ser an searc or a valid cookie on the renote
sere@200tredeiveS thearset debcpmssamd alacek themain thesvent qurue 260.

di d Q0. t hr.qu.
00230 T B A c0R O S 220 o R et o
the URERVENIERFo¢ Rt A ER (1RRSGRAN s &b To 1N/ 41125 8kie oh Ghe 15111'0&:
a pictorial representation of an exenplary graphi

COBEET 1ﬁﬁt@rﬂneamsqn@mgﬂala@@stmr169;r%ae@ma§é cReles tfr#lscvﬁ%ed steps
40fHhrom %%b%r%c%ﬂ@%&ﬂi}%%&%es@\{ﬁ“f ront panel and is

i NCO orat ed I'n pages presented to renote
users by the Wb server 200. Wen i npl enented
directly in the DVR 110, the GJ 500 is rrani puI at ed

D. %XﬁﬁéﬁHﬁ%@EW‘kngr es%ﬁfogﬁ?ﬁt e rem) e 5\8/er

via a conputer network, it enbodies as an active
[0G6S] VerFIGeb ipagietorizl EpreSertation of en exsm agytgnamhicat user frgerface (GUI)

Now Showi ng Wb . a rs i er's we .
sobfesnsaivempgensy TRECEI U s0REs A cades B YRSk PERS v
indo R AL DSt tHR I WERDA dol prebertd 16 i8tBote hlkr@Byl R Web server 200. When
implemented directly in the DVR 110, the GUI 500 is manipulated directly by the control

process integral to the DVR 110. When the GUI 500 is presented to the remote users via a
computer network, it embodies as an active server Web page. FIG. 6 is a screen capture of
the Now Showing Web page that appears in a user's web browser.

[0069] The GUI 500 comprises a table 505 that contains a plurality of columns 510 and a
plurality of rows 515. The columns 510 correspond to the days of the week (and a specific
calendar date). The rows 515 correspond to the hours of a given day. The columns 510 and

rows 515 of the table 505 are actually made up of data selection controls where the caption of
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plurality of rows 515. The columms 510 correspond to

the days of the week (and a specific cal endar date).
wab@snomst 515 correspond to the hours of a gi veoT/U83005/012483

The colums 510 and rows 515 of the table 505 are

actually made up of data selection controls where the

caption of -9 WO 2005/101411 PCT/ US2005/ 012483 the

control is set to indicate the title of a TV program

that is scheduled in the time slot according to the
thesosireliipset &F intlivate thotile of a TV pragmam Aisk & sshslulefip thggime slot

I

oo B FREPURTR EuTRENE o5 B Y Tk T 1R o
mebi3isanfor %d:rbmng apb5ac kndsdolhdd down ISE@, hianecﬁmm$mrfor turning forward

sel ecti.n S f c TV pr am. a. nec for
3 T b P A SRR ISTEor SHe A RO ain L3 Hgaram; 2
meSIRInRGt BA crYHiRY OB ;? é)%f@n cvnflig 350%%%0%@&5@516@@& tiVNgtograms; and a

said event |is In addition, it naY al so i ncl ude
meghawisgth B iediting s31d exantfisinihOnky addifionoihmay alspardheds speghgpism for
colBRERE AGLRE RN bR B s ond
nmammkmmﬁkbmﬂmhmgﬂmhmg@ngﬂﬁwhmmmrresponds to the day and
ram. event

03B} Pinsreosiing b Yo ol EppaB Rt Py S Eyproeram

evaffehetR caPgoROfe bslediRh WbMES]s tHat 48 PrédéleSRItHE GTAG00. When the
the identifiers of the selected controls are used in

GUIGHP isnestiress tnitheWich serspiciiOathe adiinéiiers 06 theaelepisd pentes are used in
coxﬁﬁl?ﬁtonl&lﬁlttggﬁlﬁg{a%{e gﬁl@(g%ébs%rcre 106 &%gtgﬁst |35(§5E or 2 et. The event list

en store ase iIn the case o
350 exthérestpred g tareveng dathioase 8@ &l the pasag)lf aemote grogfanitnmg DGR local
110, the ev list 350 is stared directly. in the
POSTAIRITE Al &@5{?8 AT e&%flﬁbﬁ@ i ﬂaleé\éﬁe t&l&ﬁ@? ot queue 270 that
Coﬁﬁgy&@qﬁm Fecoid}ﬂ'é%%%céCCESS TO DI A TAL VI DEO RECO?DER
[0071] FIG 7 is a block diagram of a general schene
700 illustrating the interactions anong the service
center 130, the DVR 110, and the external content
E. iﬁ'?r 1?12%1 E$s ThepIdPELL MDERECORDERPAr ti cul ar
sty e I'nternet access Is Integrated |nto t he
DVR 110 to enable it to fetch certain tgﬁ
[0@7dht entfIGo¥ és a binck diegraneef acgsheretsdheme 799l @atmwbe intaestions
avai,l able for, v e, '
YSRGS R FIGA\Gn 2R 50818
Intexhaf)hereid ﬁitrtﬂulatr Eﬂiylé béthd dstermiepidcess 1shmt@'remedr iafcethe DIVRR 110 to

specific elenents a rotocols that ma
ene 1o T S CL GO AV RIS TR FrOeca g rippape thern
avéilable fom’\é@%%rm A NSw SBHQﬁfg' #2B&hd shoSin'th FRS. B IP8FBIRHSseO bf

protocols may be used in alternative |nplenentat|ons

illystratiega elpdrexamplenFiéadi ang tlpmc}esgm{c@p hpfqnmyéqqs Wegﬁg elegents and
P S5 SR, N IET 8 . Dicr e
Heaeeg sthenflinctionally similar elements or protocols may be used in alternative
implementations. For example, downloading may occur through any public, private, or
dedicated network rather than the Internet. Other operating systems and dynamic addressing
protocols may be used.

[0072] In a Now Showing page, a listing of the content name, i.e., the title of TV

program, indicates that such content is being fetched on the GUI 500, and a record icon, or
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protocols may be used. [0072] In a Now Show ng page, a

listing of the content nane, i.e., the title of TV
w@e@dneml i ndi cates that such content is bei ngpdPUSIVeE 012483

on the GJ 500, and a record icon, or -10 WD

2005/ 101411 PCT/ US2005/ 012483 sone vari ant thereof,

i ndi cates that the downl oad is in progress. The viewer

may pick the content (i.e., the TV progran) and play

it at any tinme. [0073] The downl oad may occur at any.
mpeednt thiérasf, indivetes it tHealownli28 is m rEpgress1 Thesvigwer may pick the

n_an eed .of download. FIG 8 is a
COHE@? § %%%Y@F%g%rp%@q%%%paan ethneshovvl ng a replay bar
[Ooﬁﬂé t mat dovl%ﬁlo@d ﬂl‘ehw Beeul beargrspest. Tagd, dre iBRRateo] 25en EHG. 1 is not
i ndi cates that the content ownl oadi nqg, f ast.er an
depgndeph Ry Sfed 8o ofdo ﬁe‘%‘ﬁ}ag I%ﬁﬁ“t%‘itg%%?i‘[ tﬁ WelHge

¢ e oo REiSRBE fohAdict @mticids that th
Shom%mﬁa?%grg&ﬁ‘hggy}érgﬁtﬁhg% etg‘gteba speed. I(n an SR

congeas &, dct“héoadu@/ﬁesten thargiihybatly smé 888. IOftﬂ?fl raechaniggs ﬁ@ﬂu%@sﬁ replay
what.ever f cont

bar 31 R A6 TR e Bos SRR B geifondiit A DB0RLIc bfked. Tn

anydaue) Hieadedey able tdeselalititcioplayi IaStldnS ansyateyat am@mg hfcontent has

Vi ewer , exceﬁ in the context of presenting program
beepdopniazdedio 8% an i ndication that the content is
[00f7!i10 m e flA LRk BRicomRY: W& d¥ReoaldBd ¥adr it Bter@ey $ tra[n@@af&it to the
Poi nters to downl oaded content are stored in a |loc

viewen teecmpt thethe bergext P pregamting progyRinfaENGHER IVRRE 9 mdhcagnn that the
l. o nner, to ogr ans are stored,

CO@‘H‘% Sﬂlengteimﬁft Péé’%% sérgr@c oﬁ‘%téva %d present ati on

[00BPpeHoyntels wﬂ@ynlbms eomemgammmedmda prcalvdodeent datatiabe740 on the

ul ation, [0076] In channp rk orien
DVGE B cri i nRclab s B Qe e BRSENERG i Sged, such that
all FEHHIGF s@a@@rbﬂ@ﬁi&%r&s@n@ﬁ@@ %@éﬂly BiPIEY BH8E PO graflyese provide for their
contexts nmay have to be nodi fied such that t he
mapipatatieh. or network "lineup" is presented in a sensible

ner. i ne
OB e P EE DR O G RA B IBUR, BUEBi ¥ prsca
a namaeﬂ aﬁlo@ouﬂotﬂmdmw\pﬁlgmmmmgdﬁhﬁse mntass mhmhm\'a tn be Prto@ﬁed
make navi at| og unw e h not requ

su@éhattth%chaﬁptlloan FRSHR it tp enﬁt i ety eerslannﬁwn%e £fime and
Fﬁgtt&ie%d&@anm@umbgaﬁtson of many itens sinpler.

The entity providing the content from sone
[0058¢ verthmynH@eomoémﬁlt%S aveilablein SR dtow Reavips Ronted ap shown in

FIG né 3% rm.a?cgz \ﬂg&%ﬁﬁ%n{v@ mf %lﬁtt%ﬁét ﬁ&@&%}e sBhe 1n1t?al 1mplementat10n,

a nang on it mght map
thik Gérﬁeyamlyaypiwscbchﬁéd toanake maeigytrdnesfendmy itees siwopled .

[0078] The entity providing the content from some servers may be viewed as a television

network. Each unique server name indicates a channel. Here, a "server" is just a name on the
network; it might map into any physical server anywhere in the world.

[0079] Once the content server 720 is contacted, the DVR 110 requests the media content
according to the program identification given. This is mapped by the Web server 200 into a
particular piece of content, which is then sent down the connection. Either the content server

or the DVR may throttle the download speed.
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[0079] Once the content server 720 is contacted, the
DVR 110 requests the nedia content according to the
w@e@dnemi dentification given. This is nmapped PYT/URE05/012483

Web server 200 into a particular piece of content,

which is then sent down the connection. Either the
content server or the DVR may throttle the downl oad
speed. -11 WO 2005/101411 PCT/ US2005/012483 [0080] If
the viewer requests nmultiple downl oads, the DVR 110

(0088l cHObs iavesy evqaksts tiuitipdy davnleuslysthe BVdel 1Q ey eknesesaveral
ok 1 ihitiate | .connect.i. i ' ]
g byt Bl 5 TR A SRR RSl T i
lim&psr) af ueue hequests, ordbthEl G 7 address security of the

WOTI | eads 1.0

DVR 110. [ k t .
1008kt e poserdh douete bt odlemse i o Mgk i epning up
a nbtk@rk P&E1AIS 86 Ofirgl %ﬁﬁlbia&tﬁp%g%ﬁe BiRRty B8sLhRS, QR ih©irohd the

a custoner's private data. [0082] In one enbodinent,
secyrigrfappyris ohfenbgisl Hrolsefporiia qustomsEsPEinddidige thi s

¢ : ) I : .
5P GAPeRYoLATELL 5% Lk LG BARE B3R 8 Aleabls
proticsion g aypmiaticiytiodingectéss msalbbutadbwuwelt-khowmporfi(guch as Web
| - kp; ) h ' [
s e R A e e A L
by HRapPBMELR 36Nk BB tHetD CRAS Bdtiact QAR B cEMBATEErer 720 for
addressing client software el enent, such as the Linux

dopriomiing medta,coptent. pr ovi ded in the DVR 110. On boot up
t he A1 f K f S t . :
031" "G ¥yt ad ReAEARlh RS Gaferk Syl ARE S THIC clent s
provededin kheddRe48. Onbodthup oDt DYRpifa nesourk deerddce dy/degeviterl, then the
dresses. For anple, the DHCP client, of DV
DIt 3L TR Bbptadv o EaTBLBir B b o GrorcpdesRe GPhiay Dikiciem o
o6 ¥elyndRf addtesBR. B& MK EhplesStht DHCR ik WODKRND 0Wiskd the®HCP
di sabl’ed. Otherwise, the DVR 110 will initialize its

pratesohésy olplar amextemsl PHEMseiver THICK norssxso feund, oetseykicpwill be

dislaglfs—.‘él{e()twI S %l’b\l,;kl’ilf g %&% Enqﬁ\ﬁlzle its 4 E‘jﬁ {)érﬁmgi!g tfr&rH the ]?]HCP
externa server Is'required To configure the

respaiiser net access information. It is well known that

there are a | arge unb of . met hods_, f or readi ta
(04897 & P hTetier I Rish G TP Bt SPER s e B eRaHBLP Brver 750
is ﬁﬁi&‘&ﬂ@ chb¥@oAe HedB®me MR eREDRAdN 1t ié el kh@h 1@t thef are a large

ich a mali1cious DHCP server configures Internet .
numbercafsnethgdsipmnerding dafa ar wdireetingtthedribilew o apdnierichepsnection

L
comfdunesdntermet acteseinfatihtienin aalvdy thenamablies atriabiiows hdst tohmter and
attack the DVR by using an alias server address.

[0085] To defeat attacks of this nature, in one embodiment all communication with the
content server 720 is authenticated and encrypted. The content server 720 has access to the
public key of the DVR 110, and the DVR has a copy of the public key of the content server
720. The DVR 110 has metadata content information about the content server 720
downloaded by the service center 130. The DVR 110 stores the metadata in its database 740
and relies on the data in the database 740 to operate. Using a certificate exchange, the DVR

110 and the content server 720 generate a one-time session key, and all further
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content server 720 is authenticated and encrypted. The
content server 720 has access to the public key of
wo b@sDvMR11.10, and the DVR has a copy of the pubtT/vSiey012483
of the content server 720. The DVR 110 has net adata
content information about the content server 720
downl oaded by the service center 130. The DVR 110
stores the nmetadata in its database 740 and relies on
the data in the database 740 to operate. Using a
conpmniirdtionareersxypethieping thh eespvRkel mom@nbmmé@nthé mlowfish

o PRI TR A SR PP b s

72CR B eat fr@n tey Rreaceenfr @80, wii fighds hisopesddainppeypriaterprogram
one enbodi nent, the B|Oﬁ$l$h algorithmis used for
gm@ﬁﬁﬁ?ﬁ%@ﬂﬁgég§W§W“6@Wﬁﬁ Qation. The public key of the
[0086t eAtye %&“Hé@ rcentZrzﬂi 0 a%céii@&ersbrlﬂiﬁo%g of theRbtBE: sSREY TR In one
center 130, which has al'so provided propri ate
empedigeainsuch diesteiptiensesompisical smelt HBLwﬁtl@m des@iiRtons, roptent

1de[11h€ Caglél’rl] T(I.'; ség '\r/{d/éésr%n&g 5 e. negv;)ogk'agecé?ﬁﬁtgmg ee?ic? F['hgie'cc%@farg Emported

int6l@ seiteisbroass ﬁ&ﬁﬁptﬁn (()ZfSDS dataBase JRLSA sataffipebiic keys for access to the
descri ptians, ntent identifications, "channel"”

COI&%@?WEHP&%@ al@‘h R" descriptions, etc. These data

[OOQCE | TRGIdeL br thd¥ctdht SRMERD tSRIK ST a cﬁmﬁ‘%@ﬁ ifidhi @8 DVR 110, it
dat abase 710. A set of Fubllc keys for access to

mutsﬁewe sensscintthespibliekey & agparticalas ® Vit Ghhitleey, digtobigion may be
per? rrgneeﬁ of He- h?,rorgﬁl{&hgﬁ] %{%e%x%%rd kgg le&ﬁ)uﬁ‘c}ﬁ g@ﬁro@ch In on-the-ﬂy key

connectl on nust access
distriitartipalthé conkey sér@dér HOmaﬁab]nsheé ar adiMRticaibd sornegtion to the service

di stribution erfor d on-the-fl or t ugh .
cefernl 3. RAKiIeR? Pé@i‘ PiBe f%%ﬁ?tsﬂ%* ride St E@P%"Vlde the
as§6€1¥ted 'uﬁl'id' ERUGIRRA 2 EV? ERNhEMberS Ble\WeFvictZRen@s | Ftehihe:m

an aut henti cated connection to the service center

assoBidted prbhd ks The viens eeriver! 72Aumdyetachesthis nuble ket ﬁa@fhl@y has an
exﬁgartl\(/)h %ate%?at 1n<%i?‘1}?% wﬁ& tfx)g rﬁg‘gﬁ&b‘? 7283mRF 53&9 % "_[ﬁ% (s)ervme

seria hé service cent
cetitet mﬂnﬁayaﬁamaﬁsmmgaif atl dnatituital oblic kdyse for eriepit, f'Qe‘rh@emrpose of
720 may caghe this public key. Each key has an
audiling keyf diSHOWERe t hat i ndi cates when the content server

[0088P MUBe s@ﬁillc%tc%nfep e3keMy refiR 6 ?fo\'ﬁdé&he pEilic&ey H86h fi@ytive DVR.
maintain a log of all distribu ublic keys, for

Additmplly thef cmme[nh eerpRIr/B 0 seayaespond lfqynqubéytlon requests from the
seifgR sEAOH 00 R i8I DB R IREFRE indclffgy T ef use

ey 0 an | nacti ve
[0089gi t Ileﬁaidiaywcdrhﬁ 801§ enibsgeeny of théPersmmgl Tesqraneapipdication

key invalidation.requests fromthe vice cente
solfl of GVH Ak M PR TAgAIPBaoE SRR JREga ad layback of
thd Wléa)ﬂ%g bARBE Trhé rsRAR bBEAY i BibreA3R tHecontoht dEHEETA0 of DVR

the personal TV service application

1 10 The media recorder 730 will not be started if no permanent network connection is
available. In one implementation, media recorder 730 comprises a number of different
threads. .
[0090] (1) Recording Queue Thread: This thread manages a queue of network download

requests and implements the download policy. Initially, this may be a simple FIFO queue
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software of DVR 110. Media recorder 730 allows for
si mul taneous record and pl ayback of the downl oadi ng
wa@oeousanmt411 The recorded content is stored in theCT/ORL085012483
dat abase 740 of DVR 110. The nedia recorder 730 wl|
not be started if no permanent network connection is
avai l able. In one inplenentation, nedia recorder 730
conprises a nunber of different threads. [0090] (1)
Recordi ng Queue Thread: This thread manages a queue of
maintinedrik ttéalatabassdA reevdiog gucuapslicyrphjesrdnmeintaigedagn thealgwnload
(ﬂgoLic 1 Initially, this may be a sinple FIFO queue
PO B RRB'20 01411 PCT/ US2005/ 012483 mai ntai ned in
[00911e d@)aeasRecérdirgCiireidy Thijukiead abipoysiblbffeahariaging a connection
. mai ntai ned once the _dowl oad, licy is iInplenented
with s ppepeAprieg 2 TREEGIH R EGorF e SRR B s AR g mplements the
authnBiPA b p%tgccfl,%%ﬁ@fﬁﬂé A3ir8d ERRER Cnld Yhna PhstddwinlRd of the content.
content 'server 720. The Fetch Recording Thread ,
[0082int adtss vahatianeanthis strpiepy.crwagremt dbiect withindhe peraanabRV service
raotocol . .reque h 1 :
el gt e P i R Sy le SGbers S HERRRAAS e media
contdt.STIRtseveays pdlef o grdanbpthe &etch W eobidimgt Fieele thedirst] to Txcept a

reqnplE AR RN 3 P 1001 Y 8ot B ISl ae Fap et AL Pgross o

plufal SMontehl@raed Y@hiSiz&AT 18 aReerthrindr Ahtd@Entby the Fetch
Recording Thread; the first to accept a_ request for

[0083}wn| d%d Fetsh Reeatdingihseadimsvipdieallyf siores eramheplenoingithgate to an
onte est 0SS [ o

oG08 S VRN BT e AoV Bt b By powes e

or {y9RB3drrof AethEsimdipReciartié myltibhwdéachnat atodhiclafdldwynlsadwesoccurring

or checkpoints its s eto at ahase, in DVR 110.
wheg ik fefrie RL GEAT #@Pmeéﬁh&vtfftﬁhﬁﬁfa%fngo rga%o%W%%?&e ﬁgﬁ gipte of
datRoRO¥Ekcth Blat MEQsedfor PH8&RANAINE hadbatiddf H BOnRAL Bing N

the miltinmedia content at which downl oad was occurrin

dowshleadedhBorfexamplesthe Feish Reeodingpldiiead. mapggesrthe ste of the recotding
Recordi ng ,Thr ea I t t
obig e QPRI T D S R0 P SeblaR Bk B FICE S THASShay be one
or @brd fueh aeaide attiveai agy pdovinitieeded. For exanple, the
Fetch Recordi ng Thread nmanages the state of the
recording object for proper display in the Now
Showi ng context as shown in FIG 6. There may be one
F. DPVR'POED RO £6DF0AS | ve at any point in time. F.
DVR TO DVR | NTERACTI ONS [ 0094] In one approach, a

nmechani smfor transferring.nedi g and dat abase el enents
(0094] e OBTEPTINAS, § BeHBRHEH TRTERE Fifg a5 epiabass Sgeats

betWERIRIEDVR s 8s boASH HeflPing ROIG. 7UShd SkampRBE al tRihsRIBWAbW
eof dléﬁ stgré%e as pfzviggd in a portabFe DVR 760, for
usieg asmiBer agwunt of disk storage as provided in a portable DVR 760, for example. As

an example, before going on vacation, a user may transfer desirable media and the invisible
associated service data to the portable DVR 760 and take the portable DVR 760 along such
that the media may be used when desired. Another example of a transfer is shown using two
DVRs, DVR 110 and DVR 770, that are slaved together such that two media streams are
played with precise synchronization to achieve identical operation.

[0095] There are many ways to connect two DVRs. In one embodiment, the output of the
source DVR 110 is coupled into the input of the destination DVR 770. While this method is
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an exanpl e, before going on vacation, a user nay

transfer desirable nedia and the invisible associated
waeoogilcgidata to the portable DVR 760 and t akePthesS2005/012483

portabl e DVR 760 al ong such that the nedia nmay be

used when desired. Another exanple of a transfer is

shown using two DVRs, DVR 110 and DVR 770, that are

sl aved together such that two nedia streans are

pl ayed with precise synchronization to achieve
functmmt ithia methodrfails to tranf§ferogghdarnmfernmtion Fﬂm\‘}/ thgapedia giream, which

is efRASES Esi?\égiiax Rﬁctlérpm(wagl&gﬁ%?d ?ﬁﬂé the 129#& ft of the

SOUF ce IS cou e

[00deist | Mak InCeﬁlal:é\szarﬁEfbredﬂhith@DMRi Bl Ombhhstd of the mellih AMBxent itself, and
2005/ 101411 PCT/ US2005/ 012483 functi ona
a dgtalhasg oblgctWhirk Proy dnp e eserR ey o IRIOHPAHAN a&ﬁuféb%wg?ﬁsn%td ?% data

trarsbdr SO MG hgém such a§§ %@twouat & OIRHEEYRI3) 98k dibaebiption(e.g.,
managi ng and using the nmedia stream [0096] The nedia

IEEH 1394 theroash thermedigecamtamt andthe dassiriptive igformgiomeat e transferred,
t. ] ' t whi ch provi des
sucg glgaté r?llpe p]Peréléle heaﬁgweraexggg&ggf‘se% g P

formation nedi a content. If a
[Ooaa}t a (onemsbenersatelvoncernssdubedt, pasantinl thsft af theirwomtknt. A further

ot S8 o S SR VAR Bl g e

nurthbdr OF SRh LA 2B uskEn (Wi $beEBRse, thRUSiFid- Alimid&cure connection
integrity of the viewer experlence IS preserved.

prof@0bmhy Bonsedrie gowmase 8 ong-timedisk dranistherbessd tpceypt the transfer.

O A EPER s e Uy ARSIV

int@@ited secttitysybtemanaybenised. e pmbAn ey of cactdDYRsis dnvwa ysthe other,

For, instance, .the Diffie-Hell n se nect.ion
cither GiTotigh PIRSGATS KGHERY 4 S TBENL P UranaS o) fEry B o i is started
the' ITSVROSREN 1§1ﬁd QB Abs thhearb ERRFHEI based Qﬁ)ﬁﬁ]pubﬁc kéy éf3he other
desirable to allow the transfer to only occu

DV&edf bith Dgxﬁtscqmde@rym\md vegify the pigagfpesad es@b@rr ﬁh@lgf e@C;hsl?\éFnhas
autgal%wgféﬁ oqherTsh1 ezﬁléf%] rcf(:)cua% c%rad Pa\lbﬁg Eér?/es-%fxgrg %absitoﬂ key that is
ﬂwﬂﬁ@ﬂﬁh&nﬂ&pﬁﬁﬁgaadhnkgﬂ$tmﬂhbn the transfer is

tar

rt PVRs exchange s ed.certificates.that
1089E ekt huERB i RO BuE Pe ) Pteb i BTyiey emter 130. A
v1eQ¥RmaS/fco1li’c9éthh@§éR§c&€Bﬂte@l 880, Y4RH rédst\edt itk DIMRS SI0QIAAT 70 Be owns
he other, then each DVR has aut henticated the

be @mthemzesl fpekdaia irepiea fhdtveeam cqshowlss dThesead eeasnies A3 Gsends an
autgn zatt L ol E:gtsﬁ%ﬂ}lggé(ac WR' Bl(%lgé]]g& Q)tﬁéP Rt fﬁf@&ght 4e

istributionn
aplﬁuplhata dcaﬁle adragtentsan dhe dert/ice oergér 1t3|®enamtams eeecethofghis

op(?rétq%’g)( 1%%21{1 {t%g%)éw%egg_\% }cghg:?ufisfg Eq\,/? \mc,:g:lg% a’t1 osnofor gz{]c% DVR.
FofitkAntd, 2esid @k sgﬁh@y §9§@H§E@def&h@éd’ﬁ%ﬁe eaghant ihe bublUl&y of the

servicé center 130 sénds an authorization obj ect
othsoht exneisey itdapessibleognqsify dtleer YR ¢ sich Haat ey @ppepyputhorized to the

so&rgé BWI ) Each DVR keeps a record of the transfers. This record is uploaded to the

service center 130. Later, this information could be processed to look for copy protection
violations, copies to unauthorized DVRs, etc.
[0100] If the transfer is interrupted, the destination DVR 770 marks the media stream as

"partial" in the descriptive object. Later, the transfer may be restarted. Since the design of the
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appropriate downl oad nechanism The service center 130
mai ntains a record of this operation for |ater
wa@e@stiorgl pur poses, which includes identifyi ngPCT/US2005/012483
i nformati on for each DVR. For instance, should the
security system be defeated in one DVR and the public
key of the other be exposed, it is possible to nodify
ot her DVRs such that they appear authorized to the
source DVR 110. Each DVR keeps a record of the
datalegpissistans guaTaritecsitecedia secanprapdyeriqusitifentificd opithedestination
D\ﬁ{eﬁoe £ e]rggual l@l%ea%{ is ds cﬂfhg 'ErnRstf%;r% 9 lﬁlogi ﬁ’seerfair ﬂl‘&? §§cﬁgmg re-
to 160 or pro cefion” Nio ﬁons
transfia i Arediazbst Hé)k/Eheadgibeen {t&20.Q)ndefthd dntirg madusfsaream & stored the
i nterrypted, the deaflnatloq DVR. 770 marks the nedia
desgHptive ée§t 15 ‘i?&?tte?l 1 showp qonplete mefia el obj ect . Later,
[Olt)i‘E t "I@ﬁﬁfe@ﬁn%’&fﬁﬁl&ia‘faﬁ&&@éeh&ﬂe DSRRGEay tHite lesd ﬁﬂvh@fevéﬂ'k@eed is
WO 2005/ 1 11 PCT/ US2005/ 012483 dat abase system
appyeRtiaim feesistanes, iguayabasthe easmiles theb@tvmfk §eeyegn ﬂtfé%ﬁf 1Sesgpw, in

i) A8 P R b gR3A b SRS comen

Alasmatidilnghe setwbrlamsy be fast, imwhlich cash a;nulhpis n@disesdiymbeeght be

stored. On the e tir di a st mis stored,.the
g OB oot Bt ety By G5 SRots S Runpe: B g on the
deéﬁlﬁt?(ﬁm_)\/[l%%ls]tag vRAEEEHhE hidiaGtreirh ab scbalas thefispsitiéhiare

DVRs may t ake ﬁlace at whatever speed is appropriate.
avatighlej mgqa@aﬂebwu therpngoipg doyalogd eéthesiganihe net wor k

[01?51 Weeﬁ)e}g]ig Inp\%%nlercheﬁt! tﬁéﬁ’t ﬂﬁé %ur(\}?g; Pstﬁi%ﬁ@rt(bg/?r bd mlﬁ te digital

ation W l"onger ation o
videb ® ViRoritoe infstancé)l theemadib istrezimygs, std:rhd:eom e‘semﬂ:rkm awyblb deddagid, may be

NN ST IV W . ———

so&f:e DR COh&Nbe riRiBrrediCa MbRANEN sefvet.he  destinati on
DVR nmay start view ng the nedia stream as soon as

[0%03} st Tswexaropls. 2PE camysgia AHP donglecqnigining éhe GiyRiA C%lwérom the
DWIPLISCAY Esﬁ@f ?e{c]:u{er}ﬁecﬁgﬁlgrﬂ% J['anl'fégrlngT&%fe?xt {os%lﬁ%om the PC.

requi renen e source or est1 nati on DVR
The ®Gpv@tlé apbegi todtle 2a DVRa0 oth‘dRDVchsr bacasteanweyld ubethegtfiBadongle to

tored on a serve a cabl.e head end e
aut?iﬁ%} I b B e ek i e
84l Féthi. VEBleYeontehecaiB@ictatitd asthe PUsed DVRS. NEhe otig POS must
110 nayébe transferred to a head-end server.
(+]

ha‘f'e(yg_US]B dopgledy degy, theycopgeng ghettifigates tb@glr@g@e@q:cgﬁom the service
celﬁgpfﬁl t0 'tlﬂigPé QI% ¥ H}I\Wﬁﬁxﬂ& Eﬁ SRS dor%n%o £he ,%er%@cate moves with

stabl a secure nechanismfor transferring
ﬂm&ﬁm@&nmdhmmamdn&imnﬁmmél§Mﬂddﬁhe PC woul d appear to be

0, ot her. beca e it wo

oflghgr <R BetndiinLes oy b e U ReEs
bréadbdsERlostGAcHiA B&ern &1 icehtalstitheUdRE 4 Id)cﬂrttébbyph&dfacﬂlty based

form The content can be emmi]led to other PCs or DVRs.
onprsmagtqeed, trasedia spntent is decrypted only if it is viewed, thus protecting the
content from theft. It is possible for the DVR to save these encrypted media streams to disk,
and to initiate decryption upon playback. This method may be used to transfer media streams
between two DVRs. In order to properly comply a particular set of content protection rules

associated with the media stream (such as play once, expire after one day, etc.), the DVR

maintains with the database object describing the media stream the copy protection
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have a USB dongle to decrypt the content. Certificates

that are passed fromthe service center 130 to the PC
wae@sgbaied in NVRAM on t he USB dongl e so the PCT/US2005/012483

certificate noves with the dongle and is not stored

on the PC s hard drive. [0104] Certain nedia

distribution architectures, such as digital satellite

systens, broadcast nost nedia content in an encrypted

state. Using a |ocal decryption facility based on a
infgpraation @sgodiatedtveitniid imedisgream(inc i dihgovhipghecs thegtiegmiis stpred
enérgpt\éhevved thus protecting the content fromtheft. It

Ssible for the DVR to save these encrypted nedi a

[0H0S] eamdmn&nSMptecamdrm@ assviciatedt veitiohe mygdia streampoay be transferred

o BeAbaleton BURE T 20t UL o iade VE o Raty g Sihargeve

froth M@lchitei! sBiveS L0 Bht WRINMORBE ARTAHELHADRX 15 We®Rd. If the viewer wishes
associated with the nedia stream (such as play once,

to haysithis metliastream dragafyrredtiis popiediatURmedss rrgian o& thyj detination

Dy b R o S Bl T I EiSbbERE, geyisna

inﬁoﬂflalfomiii tlemakisaodant ie daithiftlly dupéicatediiochs destaation DVR 770.

oidos) b SRt FopRitd B 2eRa Tt I aPfeled m o

dedthRtSEDVR B10. 9180 IRYmB&a LoRBRiEVieREd, thdvibRer is properly charged and
destination DVR 770 as wel|. For exanple, the DVR 110

allrpapy pratestien nﬂ@chHO\ﬁ@d/ iTae ofiginah meria eaniens grd desexiptiveripfprmation
I; " W

mighE b et} nglobe RGBS PRI b byl ohed T £, thd ol arc

destioyed, valapeas dn & r‘xthargelqn:rwm"aschcﬁge eheyaie bdte desti nati on

77 and the descri t|ve ct is transferre S
Of ” Piing st bR i ScoDR o & 39 M tsaped and
sedih€ BRlcAoSing gbét%lfsﬁéd HrbditwduR hﬁ&@Dﬁd{stL@Higrh%etwork or
destinati on DVR 770. [0106] The snart-card night be
mqslen] eopneqtiom Eirblishing sechpmnuqqion spablesqoairplagterastippgeto take place.
Sogﬁe etxlaxlﬁgfels 8@0&%%% %z%ﬁt%‘éﬁg EmIF ﬁlxg d aﬁ%&@l&é??ﬁ %{Houb §m\55@1¥ﬁ%ﬂts are:
[0p08)t ec(l) Syndhubre:sadfpdzhybavieek vﬁﬁver oay gintal trwkdﬂza/ featnteson a

and des tive_information r mght. n :
pafisy BT Lt R v s o e AR BB D, 0. which
auffniaficA1R) SerBERs tHQaHE AYSch. FMNERARR, h Predenter may give a live

‘char ge-per-view' schenme, they are not. 107? Usi ng

presgrtaigesinabp v oD Vis] ]c@e@@rm‘ﬂ‘é@leélﬁ olayba %‘féftcﬁr and a@raudlence at
a rg{;ﬁ%)%gpélaltlﬁﬁgsgw?ﬁﬂ thess'?aﬁiér ?eseﬁ‘tgp&ie%v%@ﬂ tﬂ@yan%ew% at the T(ame time.

ween two or using a
Alosmativelyetwocdewers communtestishthrsigh rsgms uthler mearen m@btas atelephone,

bl trol t ti to t | S
S BRBR b G COGAT PBIo TR ERE 6 R BRG T Rg BYRS R e
prb%f ahaThi® HBerBARRApPRIALIS alffvd predidtldisthissidn ofIHOFIOGLERM Efidterest. The

pl ayback. A viewer may control trick-play features on
megns of communication may be a simple chat program overlaid on the display in which the

participants type comments. Such an approach may be used for business presentations as well
as for entertainment purposes.

[0109] (2) Link passing. A viewer of the source DVR 110 may indicate that a particular
program shall be linked to the destination DVR 770. In response, the source DVR 110 sends
a message to the destination DVR 770 which causes the destination DVR to schedule
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particul ar nmedia stream Each key event is al so passed

to the destination DVR 770, which automatically
w@eoosaosl t he sane action. For exanple, a presPOl/@R2005§12483

give a live presentation using the source DVR 110 as

a mul ti medi a pl ayback device, and an audi ence at a

renote | ocation can watch the sanme presentation given

in the sane way at the sane tinme. Alternatively, two

Vi ewer s connunlcatln%_throu gh some ot her neans sucﬂ
recegding of dheditreh progravmAliemmaielscthe prusTane gl &e plinked 2 piglr A
mes%g foi) 1ﬁkﬁ?g Sr Eﬁlﬁ'}ﬁ-%n ayPdbn! alels ing\/ﬁ%prgéraﬁﬂﬁerﬁﬁﬁﬁtlon assuming both

at’i ve appr recl se
DV(RIS sid(laﬁal o10 ok i MWpﬂ: dfytha dessinationt BV&s170 19‘11@ in geraivs, thén the

tion ma hat program overl aid on
meisﬁgﬂ%l’l’f bBﬁ&% mag Cﬁ%ﬁa d?ﬁ’é’ngpﬁﬁ?t?(? % pants type comments.
[0150Ich 83) KRARY SAEAPITBY bR tsU FBfn HIRY viBW& thle@s 9n action, such as pressing a
presentations as well __as for entertai nment purposes.

parfigiadiey sequenes fhesauise MY R ALY meygley grsopmborguece? gygphic. The
sou%éeqavgyl 1b Qﬁh %%atsmat AeRAb &&Q_;ﬁﬁatloﬁ TR 870 %ﬁﬁ:’hlg ﬁﬂ%@duces that

t1nation D I'n response,
sansoionnd ngta:hh(Lo)rsaeimﬁﬂ@rentasoumls@@@mcoassmt@ré@,ttthmdmtlmthn\IWR 770

B e o B TS B PO i o
which M8/t PatMforié ﬁidﬁdb@a)@mbﬁ&leﬁirﬁﬂb@m\ﬂmwmch

unlinked as well. A message for |inking or unlinking
cormymé@tmnanwlzﬁmnylﬂr\ﬁ@y program i dentification, assum ng

[Olg 9@ O P?ﬁ%}ﬁé'r%%&%g% AR S8y rinsB& oYilef Byped bt &é’ﬂa?erl]s well. For example,

IS not” I n service, t hen
consizkes atpegd loomd DN 1 amd smﬂmamqntahudwlkaﬁ&mmsm goftware,

3). Sound hi f
erep it PR SEh A8 oy b R et A BB VRs. For
insBR6Y SNCRItabREDBRYIGE ¥R updéledrdrydapd @ylc}&dgiyuhdh@he DVR 110
present a hic. The source DVR 110, al so
evariimedbeito DY RS HE QEBeGSsh i b ADIOEma B Pélﬁns:}a@%?’s diingtalling o
sofw?ﬁ% uFéﬁﬁgéc@ﬁj&qmgé gﬂ){g‘?‘qﬁxg‘ ornfitiof s%cfhfr@ﬂﬁﬁﬂg re%@#ﬁ?ﬁ’% hedules, etc.

C dssoci at estination DVR
Tht- bynchcs moch tiked PRAsVicak the poFt@ble DVR 2oty tellghe h@nﬁw R 110to
del%%% Rsfgétra]@aae%::&sgﬂ%;us }faéﬁ e Vée réed r}% }Nghe '1) I?@R 76%\}§nsfers
any dpbratRMainfEATMNM0GHE hethe DBR DE \ﬂ’l:léntwerwy D\[’M& koimected, and
anot her approach, DVRs may transfer othﬁ pes of

thechemze lawaelp|thenm@ndséhaﬁmretwnak@?@me?nfé?t brgseoR
Wh%&%@?ﬁl% h%m%'ﬁ‘l/i{qu 0 Q?cregﬁ%g kLmbV&vicE Qentliafza. such as

tware, graphica ements, program gui de dat a,

[0HRE. wpuetemmfcbnc eutometxwélernlmﬂueh 2 pase DR, tWodp VRS are

i nst ance, tab DVR 760 I
colfRHA R e PR B Y SRy Rt AL g R i o
o BreCAHANB&T BEdia Hh@msRAAL 6 tiayletmed hwen 11 aestestiatiog DARI760 is a

installing a
smaller portable %mt then not all media streams would fit. In this case, the viewer may

explicitly choose which media streams to transfer. Alternatively, application software in the
source DVR may use preference information to select a subset of the available media of most
interest to the viewer and transfer only those streams. In another alternative, media streams
are transferred going from newest to oldest, stopping when no more will fit, or oldest to

newest. A season pass (where all showings of a program on a channel are recorded) may
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sof tware update, synchroni zing programinformation,

synchroni zi ng recordi ng schedules, etc. The synch is
wore@b/10i4ske a PDA where the portable DVR 760 naRCT/®@51005/012483

the hone DVR 110 to delete a program because the user

has already viewed it. The portable DVR 760 transfers

any operational information to the hone DVR 110

whenever two DVRs are connected, and the honme DVR 110

_ then sends the operational |nfornat|on to tqg service
includp g erarkeg dhat WHER &Y @Fvayisdrapgiag apVrevel Bandeedaer qrerayay be

whétﬁérvthg ro %s %}%(l)imt gﬁ)]féliﬁ%li o;rpl’?os gﬁk@ om\x@?pl‘é@é?&ces. Any

auf ona a case,
progrmnmtﬁdrerdnom STSEHd infhepleesriptiné o@luctefdr 1&@ lcomiﬁ@ rm}'ebe used in the

such. as. updatin Qg u 0
B
“alwyd trankfer’t. he destination DVR 760 is a smaller

portable unit, then not all nmedia streans would fit.
In this case the viemer may explicitly choose which

G—Wﬁi Alternatively, application
tware in t e source BVR may use preference
[01i13F or etinentioned sEivecineappobeehereih pravideswsetvap ereripded data

e V|emer and f I
uaqsﬁe&@'gﬁgetepgg\%g B, 760 g?ﬁ S ¥ e A0G 52“ RARSIVRANY 760, 770. The

appaéaehtanaws 164§ RregRl AGrddramonene VR moo hﬁl@fhtan w&tahpm Prggram on
when no nDre wll fit, or oldest to newest. A season

angther D\RAéPe al | showings of a programon a channel are

[Olrlgf or gﬁnq)en@?teg %%a%%@%s&%énﬁ@ﬂeﬁéﬁ?&@ﬁésqa%§ difficult to

i nclu avvaystrans er
tratisfierwadeos fansd PVR to(anh grcoppititde Systammor bea systeng petside the location

or B L= SRS it e SO SRR AN Ml s,

recbiiEngdeld thdithiave nabg, &ut the Qf)pﬁ)likﬂl el etrm&mm flraustis edl'pirate’ videos,
the selection criteria, such as | engt actors,

or yexdl pregNivEY contenhio theif frienfninaplation @ngé? r USRS uch as
[01 1@] Way@ar“u@ @ﬁ%gﬁlmen&;‘of %B%l@g%inﬂxam%tﬂ&f@ﬁ%mg

nment | oned above, one approach herein provides a
aq@@eure encrypted data transfer between DVRS 110 760,

t ent d DVR
RN S R TR RS

DVRrebdRlied 2 MHodehedbravabCihat A2 ndt edgiyped ditay l&rlﬁt:ﬂy@fed B¥fere being
770. [0114] The encﬁé ted data transfer, syst

destensiergdiEmaione RyFet qupthyi rvnﬁwk%mhifﬁqua £0% 1A oy "suiff" the
V' d Qrdid thaQYEa\;eI@so t('}}g%ﬁlgh Q%Qg%@:%g&c?k §1¥<§foe1ﬁéke°arcob9 ofthe data.

em o S|de t rst
Ac c Wldsinmgl eylcryp&é recondiyg Bxansiened fromsmadNR td:alOIthGUShC receiving

rights to the cordln Ilﬁha the hav% y ﬁpe
app?lﬁ%ﬁﬂ’! cwggselt e {ﬂc? es:,s %SXS mn% g%rg ers
Vi dgRsyption/decryption key associated with that one recording.

e A DVR may discover other systems from which it might transfer recordings via an IP
broadcast mechanism or other network discovery protocol. In such discovery
protocols, discovery packets typically do not leave the local IP subnet. In the
residential environment, a local IP subnet comprises a home's LAN. Additionally or
alternatively, if there is a concern that a user will try to share recordings with other

users, then application software of the DVR provides no mechanism which would
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or send premumcontent to their friends in violation
of Fair Use principles. [0115] Various enbodi nents of
wo b@sappipbaches herein may include the foll ow PQI/US2005/012483
aspects: Recordings are encrypted. Mny recordi ngs
are encrypted when they are initially recorded. Those
recordi ngs that are not encrypted may be encrypted
before being transferred fromone DVR to anot her.
This makes it difficult for anyone to "sniff' the
r ecedlo they sypéarals awnetto typgie prothemassgrryaliy Fﬁ;@csf?/ﬁéﬁt%ﬁf#ess ofa
an When an encrypted
regS Etgmlm |es@?1$é§ﬁ§sé¥é§rl}{gg%}t%%ntaone DVR to anot her, the
mecRIDNR g1ay8)y1]9_>t emia aemortmg,lmryﬂmen key tr ahiotiggr VR $6the beseiving
sendi n ystem al so transfers
encHyiST o mRTIEF T oHoR oSt P PRl G cgpls

r ecohfioRged” ay B MYt 1Hé SGAMATonADVIR s BYEE SdffEe Koueéehold or is
which it mght” transfer recordings via an IP

br owseistesad byetbh awngrmsamh@nmr The thl frRnderde pgrépryned using a robust
r Ot
SRRy s AVl 5 BRHER oty e

t heonersgstemian twhadh iewas samnment, a | ocal | P subnet
co rises a hong's LAN. dd|t|o ally or rnati
broharzaton i foay Hagigtiahoeabcat X’fhlcht‘? *?18 SRELHG Syl%ms

r ecﬁ{m%e‘ﬂaﬁ Ryt Qﬁgﬁéuselib?@ bSowidd®Sy 2RR1é Gk TR certificate includes

sof t war e of R provi des no méchani sm whi ch woul d

- 19th\¢\@1121w5e/y1 @iﬂmma@m,@s@@dschﬁmhe srVigaPEdyeder. Each system
syste owner to t

sp eg(?rgj stt}he 51$n‘§tur8 qn élgesceg&cg{e i ts I{l? 5# %g éla ; grgﬂhksylt V\ér} 1éient1ty
on idaenst thatedigdined iA t%rﬁfwﬁteohéﬂareﬂmmdfemﬂmrddtamg keys to any
encryption key to another DVR, if the receiving

sysPB Y§Mayt hori zed" to view that recording. For

[01‘%]3”p|"1%e cbﬁlffcgﬂe%B SORLcEX be bas@&' bh Qfelfﬂédmaﬁﬁ%h%ﬁﬂaté k8§ system and
he destination DVRis in the sane househol d |

on t@gBlswﬁslesmmyettlhélmmhelagvhmbtlh@ludezéelf-cw1n€et§lat would block
attarggfa/gscfhe ! "chan > a &\ﬁst%ﬁg séf'ﬁl 1951“ Blb%g#:y a Q%hbﬁé RS 4 ddeont system"

eac transfterre
or va]re'eealmgﬁbdte' onI y to the one systemto Whl ch it was
The aut hori zat on is_done v

0T | Relsiries uhieer 1158 widOBae PR esulre Pl 130 p gieete o
recgﬁﬁi mh@BVRsQﬁat%%vaﬂ%% Shet Sorfdént B¥REREN.DYsidg %hy] Qyﬁﬁoﬁﬁe@é user

certificate includes the public keys of

intenfase tivs pseaedterssthe seriphsembdyy of the Dé’é%s\/thétéiemaér@ﬁ igelpdedzybych the
servé; ﬁgl}rperz]rgl\é%r I L;Iﬁgstshzr)(pu\eggs{s?lnﬁﬁéjsre CorMie Q?ﬁcé: gernttérfl'BG #nfs ih% serlal

s own i1dentit agai n
nuinBéds 1o Heaisoelths |pmevt1dnsl}aeg1§nefedc dhe ,serlmef: oemger B@mﬁ elsp lrersglct the
usgqg ogl?ftt}?e B{ZRS tﬁ/at he 15 f rrc]eglstered owner of by displaying only those DVRs for
selection. The user can associate a name with each unit, e.g., living room DVR, bedroom,
etc., to allow the user to easily identify a unit. The user selects the units that he wants to
share or transfer media with.
[0118] The service center 130 creates a digital certificate 901 that identifies the user’s
units that he has selected. The certificate 901 includes each unit’s serial number 903, 905,
and the corresponding public key 904, 905. The name that the user has assigned to each unit

is also cross referenced, as indicated by name 902 in the certificate 901. The certificate can
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ot her system [0116] The certificate system can be
based on the El Gamal public/private key systemand on
wo b@sBbawnf i sh symretric bl ock ci pher, which i ne¢T/d8®05/012483
sel f-checking that woul d bl ock attacks such as
"change a systenis serial nunber" or "copy a
certificate to a different systenf or "alter a
certificate". [0117] Referring to Figs. 7 and 9, a
user |logs onto the service center 130 to create a
contain enyinafibert umiiRéat the usdr édeptifiess inchdgigiles R dongles as
n. Using any appropriate user interface, the
dm%@é%ﬁ%wy%rs the serial nunbers of the DVRs that he
[0MAnt s Towkwudealtht thehdeetifidatecd01 sleesmat exseintlefinittBO) aw expifaties date

hr.oygh its dat abase, or the service center, 1 find
90} frdneliedn e Matt e Sizapup- Q08 8%%83%} unis that

reckRB it Qftfthate A8 vERfMhAGhE &M Bdatcladthalig driginsRd iRM tHeGbrvice
the wuser to only the DVRs that he iS a registered

cendenidP. of by di splaying only those DVRs for sel ection.

usgr ' . e i . i
o, o5 SARTRAOELS) S BOTRLAD AEN I 10970 i
cereifisatt 901 oenmthef netwonknlidd (whick meyeompebeibe snteinet, ahiAN or other

that he wants fo . share or transf di i t.h. 18
PO SR aEky BRI sateU e S P i et ddeithy be
en@Pgted Gﬁiég i enblid k&sotldath diBhatfon VR t1$0,1768! 7708 Ah@sitable DVR 760

sel ected. The certificate 901 includes each unjt's o
carseqningdt to) thetservieg@gnten H3) via gmgtveole CRBePIS m@P%hlE?u‘B [reqeive 1ts
oot A Ao [ AR DO DS RE L3S 5L AR PV 10
than&treen®RR tbon the certificate 901. The certificate can

- 2005/101411 PCT/ US2005/ 012483 t i .
O hoert6 LT LRt inETTE8 B e REPEHleggriicate and
velt§enghht BigHSRidangt 068 Asthe 6&6HE4tO0! . abéahe DVRURs vEafied that the

censure that the certificate 901 does not exi st i
digitabigignatire Q0§ is fom dheiervied wnter A1Q theld YR finds g ngieerkilpeations of
t I.fi.cate.901 . i@l t.ak s ' Y=To|
ll 3 o it reta L Fan BRI R Plolchol SRR
Rehbatvotishieom eippid Caap@ealnt uglCupeninbgCAat ed from t he

servic C r 0. .] 0120], The vice center 130
08 O VR 1085 ety S P O G sEFGONS TSP gp o ncrypted
cohtiRtiof Rith i d et B7PEInOME pedriGHubRE VO florh 4 dertificake 90y The
conprise the internet, a LAN, or other ubl.ic or

engypipd cennsetionomry be Pierkdy | angryptediin that &y 3 Pacgnfdweipyhlic keys,
C&th hld:C 1 4Ry %@7 EX PRGSO ReP URkLE is

Ong@?mo Cfég%# gg@} ?%afg%}@n 2 Eesa%?g,l gg% %S%A po?}ltoabl e :

defviritdd4 the eontannereed, irt thistdnempler the centegseer 1280is piarided by the
net wor k connecti on oy ghgne line to receive its

service provider and 1s remotely located.

[0123] The content server 720 creates a more strongly encrypted connection with the

DVR 110 by creating a random strong connection key and encrypts the strong key using the

DVR’s public key. The content server 720 then sends the encrypted strong key to the DVR

110. The DVR 110 decrypts the strong key. In one approach, decryption may use hardware

decryption elements. The two systems now share a secure key.

[0124]  The user can request sending certain recorded content to the DVR 110. When the

content server 720 sends a previously encrypted recording to the DVR 110, it loads a
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certificate. Alternatively, the portable DVR 760 can
receive its certificate froma DVR 110 that it
wa@oeowsact4si t o. [ 0121] Each DVR 110, 760, 770, vRCT/UB®S5/012483
the certificate by decrypting the certificate and
verifying the digital signature 908 in the certificate
901. Once the DVR has verified that the digita
signature 908 is fromthe service center 130, the DVR
finds the network | ocations of all peers that are
recdritisg didy that wheused ita ¢rforypd the re@rding Siomyiiadaihape HdsgR@ts,the

coI vou
rec BRGTRE g Sete 123 iR’ SRBL ARG R AR SR B
kgy&)ﬂﬁﬁyvﬂﬂﬂojn the network, it sets up an encrypted
o0y " o PR et 5ty Bk e wi
the GOHIRR GV IMBMd Q%resWﬁ@i‘%‘cMrdn@l&&y Ihe dortéhtish@tr 720 defidethe
function of two public keys,” one from each peer. Each

recqrdest ogiéand hahit res ergd 1(19911?1@ thp® V8t hi- Thegaenrvied qamjent laas already
sl Sl HEE1 HOR AR OB SOONTRY PN s 3 The contn
ser\‘a‘e@ 720 mdp ﬂ&\tbdﬂdedaﬁbdtehSWrtMmﬂedrypﬁr@dht eghterft0123] The

ont en erver 720 create nore . strongly en t.ed .
[Olggn nedbs W R/\n%t NG thegwréefgcoa&na digegtly ﬁg 1t§stplg%é ﬁg\ug"e without
dec§&1‘h% N WREHEE b'\ﬁl(‘pll’égé/ thé P&oﬁféﬁ oy Rb, it decodts BB Goktet on the fly.

using the DVR s pu key. The content server 720
The spproash dessriberbhesin rppqspleﬁs the igagritk &f thegeqardedpgrieny hggause the

conI n?lsq}{gn %gfcorﬁég& Etyi{%t(ﬁl gﬁaﬁgnlilgg]&l c}ﬁﬁyls st'oﬂad @r %BrOQQH@DVR

use war e ecryptlon e nts.
ﬂmk%ppﬁyemmmﬁmnmmmsh@medaopﬁnyoémkeymmﬂ0124] The user
an reg#Fst sendi n ert in recorde

[OIE)‘UR 1 1hthe gpripntsprye a%tgeggwte E)ecgrecﬁ 1o tﬁe Dkltf{ 110, it

creRte€Y &éﬁﬁéﬂnﬁe%&h% R%)eﬂilaf V@HW&USB&] td &hck Et}@\{&oldlﬁg ahd encrypts the
oads a -21 WO 5/101411 PCT/ US2005/ 012483

reco@mkﬁyngmlgélye streag kems Theseantend s B sends dhe c@@@ﬂ)aqdrfﬁcordmg

abase and encrypts the recording key
kﬁytq b?ﬁ%ggirong key. The content server 720 sends the

[0128Fr y plledVRA 00 dedrgpts Keyedooding kesDNAngLtlle strfrglks]thartieshares with

DVR 110 de the . recor t he :
theigdpreraervar {2 Hi wreninerecorind foshs Histconla defes 05 Sids te
recéltdaa @SntbA8hdt SORE HoRd 1Ky td iR WRtIQUt TEEfoéerded 20ntsEtvets not

recorded content that it has stored | ocal

endrmeCDWRelln; @vas Priginplky ﬁp@édOC@Bﬁ bEphe gentenkyeres 890 %E%?Pmem server
72@%%@3%(8}6 reco%e% 09%8%%8&%%&!]91}&%6&ta?[t%&ds(?&aédﬂenpy t he

Server server /20 sends the
[0128F or dirt VYR t1E0 twrisest thotecoxied cgrpentrdgeunetootarstoeage device without

decm%?iégl | \}/'hh?% ’aetlrf)%\}'él%&,% a-t@%gg{;a%ec{c\ﬁ?qﬂﬁ &fgecgc?eg t’che content on the fly.
The approach still preserves the integrity of the recorded content because the content is in an
encrypted state during transmission and is stored encrypted on the DVR, thereby preventing
any unauthorized copying of the content.

[0130] FIG. 10 shows a media server 1002 in a locally networked DVR setup in a house
1001. In the example of FIG. 10, DVR 1003 is located in Bedroom 1, DVR 1004 is located
in Bedroom 2, and DVR 1005 is located in the Entertainment room. The media server 1002

resides in the Living room. The user sends information instructing the service center 1006
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decoding it. Wen the DVR plays the recorded content,

it decodes the content on the fly. The approach
walemsnotaed herein preserves the integrity of tPer/US2005/012483

recorded content because the content is in an

encrypted state during transm ssion and is stored

encrypted on the DVR, thereby preventing any

unaut hori zed copyi ng of the content. [0127] If the

content server 720 sends an unencrypted recording

that INERDVEO3L 1004, H005,@pd stedin sarvien heZmre aetberacddo Risye ?%‘é@nt and
asscwlitles %%h Hﬁ%% 'ﬂ?e r%gl%r %f 1ct}1q€reglﬁ<9§ r’ﬂ{erk%ﬂ@&dceﬁfé‘? 'i U(Rst c?eett&ea
recordin ¥ e C

ontent server
cert?ﬁ@tesﬁl‘ldﬁaﬁdtbﬁtamdheym@d séreedy H]Ongd kaoh DYRE Sh]é)o@,VFQ)Oﬂlmoi

R.110. decr.ypts the.regcordi s Aion
seigurter SHGPRAY KERAIOTE Y S aB P 414 ot Ut Celp et
sigft@deand stores the recording key. The content server

720 sends the recorded content that it has stored
[018Hcal Mhe medidrermvRI021@n bead G, EDGR.de @thes hipe 9t C%t%mﬁﬁﬁvef The

useg gér:ﬁri %1?1% Qhé/\iiﬂg&}a ﬁ%mﬁf 5& 91'6 '?93!11{1 ¥01§5605§9ulbg1% 2 e n t@lyt 1{1 lﬁ?e local

server content server
naweﬂorded content, encrypting the content as it sends

tent, [0129 110w th
0138 crfe g isetget OhSEdets e e ingre (102 and the
DV@]{%Q@GB J@ois! 1009a8 18RRI I RYEhelh@lid e2esrdeo sentheDVRs 1003,
it decodes the’ content on the fly The approach stil

10045 Q& vessthe frformatiogin thy certificeis to disemar thetigRpignihe DVRs 1103,
1 O(?lfe SO Qb BRP r(tjl‘fae%ed]z?se'r\;br 3002 £Md erﬁ& ggstéﬁ ﬂfa?ls%gfv'lr{kgcontent

ansmii ssi on an or ed “encrypt
Ontd‘nﬁe efpdipgeewee 100lps eaua‘yhshadwlm@kly zadyp@@yomg:cmn whlkeeach DVR
n 0130] FIG ,10 shows erv
10000 0n Sa et BT SR e KL T FEID VR Tooal e,
106X ARl B sdrlde 1089 endPfits 4428 3trb1$g k@&ﬁt@dht parBadmels public
DVR 1004 is | ocated 1 n Bedroo

keyl andepends thp ondEptesh slEmgEieH fRefeh %%lo%éo% dp95 s?é‘i*%@VR uses its
locg,'lqg ggt 1?)' tg %g‘c thdGrdn! \ﬁeggTﬁé)ﬂﬁhla-EQx%ePﬁﬁfZ 8 G8res a secure key

ructi n e service center 1006 -22
w1ﬁA@aé’rDD5’/RlIl)m;L]LO(}2!C]TD(1552005/ 012483 that DVRs 1003

1004, 05, angd. nedi 002 ar e ut hor.i zed t o
0380, o Rerionto Hie 10:s By U hasdsrtre B Sdih S5 P tskonients.
Rei@ﬁﬂlﬁg‘ﬁisﬁ o' 186, 06 She URE gSRNY tHNGE PIa§ngk0fen ¢6Ea(vaschas the similar
certificate 901 that contains the _nedia server's 1002

in fordateadisomort to tholew Showing sersew in Flse 6) and seghibmediagervers that
the%gl dafh KENs %9 Q)gax%ﬁl%:'é rﬁ%lhe? 3Rl %@aﬁlglcﬁ@éjthﬁﬂﬁe USEr can access

rvice center's si gnat ur e. 31] The nedi a
theﬂbVR&lambﬂ OBedranmbe The BEr séDufR the uiemeideprvtengalab@ dhb2emd a

cof 5 S T T SRR P HOG BT el s
available. The user can request that certain recorded content (music, photos, video, etc.) be
sent to a particular DVR 1003 via the content screen 1701. The user can do this remotely as
described above, or through the DVR 1003 itself. The user selects the options for
transferring the selected content using a transfer options screen 1801 (FIG. 18). The user can
select where to start the transfer from using a Start From option1802. For example, the
transfer can start from the beginning of the program, from where the user last paused, or at a

certain time into the program. The user can view and transfer music content and photo
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networ k. [0132] The service center 1006 sends the
certificate to the nedia server 1002 and the DVRs
waee@3omdn4, 1005, via the Internet 1007. The PETUS2005/012483
server 1002 and the DVRs 1003, 1004, 1005, use the
information in the certificate to discover their
peers. The DVRs 1103, 1004, 1005, discover that the
medi a server 1002 is the only systemthat is serving
content. Once the nedia server 1002 has established a
conteahial the sames mptnEe, a5 drfiessed rscyden kapwerOBVRE FEH @, and gergen
es a random strong connection key for
Capélé%gmd\ﬂ-fepi@o%f 1004, 1005. The nedia server 1002
[0184]CT y pisSlespibbd sboverngthkeferanse rgFich@0phe triedial sarveDUW2scan send a

public key and sends t tron to, each ..
prefiore sy b Ao IG08 ek EROR SBemegie soi g 08 dpfsBgccorcing
keyctﬂéthats QsEES YBlypt he r&bf&l@fr&ﬁ){ts d2128aREH an& 9Pty Ble ré€Mding key

now shares a secure key wth each DVR 1003, 1004
usigDDs strorlies3] The headia sstyer 002 ags optienaply engrypttheyaropiag key for

stor?xgé: 1entsl’?s &a?a']_o%%eusﬁ%dd lt%ﬁzﬁ %B(yr t1(§1 & n?teig %ﬁrm;ﬁ?qro? Péénﬂgle to store any

e us goe ayl ng
of th€ emeyptibaAkty intul@tekts sd $impki entiyation withfadesmhkeyarsdest. It sends the

content to e w | screen in FIG 6) and sees
encmteq@mrglngéqeyé%egﬁgﬁ%&ge user can access. For

[018¥RMPH&e Dwmdoaade%%rpvseﬂhe tRbAlin dgh&g&shfgdh@@m@ Keh@ttat itRBares with
user can access the nane edroom " The user

the seddisctesver h@0Zjarsi steres the rf«zperdmsqug ThgAYR 1863 capptignally encrypt
the %%c? H%k%}% ?&4‘%%%91 &%Qfé&e éltglla ST }Sje' 1’?19&19%4 beI 1%& sJ:ﬂd% b

a server aval he user
reco@bd caqera stiat ittat swexdtlacatly rtcedxarDj\éE 100ht Emt re@mdsd cqntent has

ISRt F S e bbb s BB LR B A 982 o

mefBTRE! Y002 SendlOR6 FdcbRI|d RAME wibuf daag?mhg tHeeobR. 1003
itself. The user selects the options for _transferring

[01651e s éﬂhe cﬁ‘é%l 18@hwaikes thesticpryded it flispetiy e ity piorage devire Without
decto mgtl \rk{s‘f:’? %DerI H@Oéjﬁﬁ{m tﬁ%&coﬁﬁh%gﬁteﬂw& 4€cdd8s ﬁfe%Bﬁtent on the

om usi rom option 1802
ﬂyemlagmeer,ecdrhmg kte;raRsfeaung:ta ISt B, thefusemamrselebteg@ pmgwg1 of

the prog ra from re the us r at.a
mf%%‘?attlﬁp SEaLoq ot et S R eaP R oyl ool i e
pro%¥ 8l ediih 'P@ ﬁ%ﬂfoﬁﬂbO?ﬁ'ﬂll@fh@&@nsi@r&sMﬁ)@%é (9 Héskdibed above)
2005/ content in the sane nanner, as

or ummﬂr@atae@fewmgﬁ@eﬁra@%fﬁtqnhen 3% of FIG 20 and screen
(o33P, U1if I%Jn%]dlé’letr? rgpg’-éefgi Qxilﬁndell n@gteﬁ%éc%&alﬁ 2 v’ﬁb@m{ 1003, it

h re erence I a serve can

creaeBd randopr revordinglkey et mylpbedbed e emodyp ghet mcctrtlmg BVRencrypts the
1003.. The

NN A N TR e R
keylﬁl,ttﬁpm o encrypts the recordi ng key

[0138] The DVR 1003 decrypts the recording key using the strong key that it shares with
the media server 1002 and stores the recording key. The DVR 1003 can optionally encrypt
the recording key using a local key before storage. The media server 1002 sends the
recorded content that it has stored locally to the DVR 1003. The recorded content was not

encrypted when it was originally stored locally by the media server 1002. The media server

1002 sends the recorded content, encrypting the content as it sends the content.
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using the strong key. The nedia server 1002 can
optionally encrypt the recording key for storage in

w0 t@sdet4abase using a | ocal encryption key. |tPECBHUS2005/012483
normal Iy not desirable to store any of the encryption
keys in cleartext, so sinple encryption with a |oca
key is best. It sends the encrypted recording key to
the DVR 1003. [0135] The DVR 1003 decrypts the

recordin sing the strong key that it share th
(O rebheD W OB} Wi hassabrdedbsnsont Hsost s e asg e dghice without
deeglaﬁqrégnglg 31 WRQ .# glr'agg ¥ reec'aﬁfeﬁ Q%’ceﬁthﬁ JEE&SIRE HleMBntBYon the

usi storag di a server
ﬂyh@@@ﬂxemd&dﬁ@&eyrecorded content that it has stored

044D &yt S R s G OTERE a1 Y e 0 BB gecd

stokedhia bbitedtontiRStotRd Rviser Keim@l0Plys Eh@lsplﬁjﬁﬁhél cGRént@fmediately.
1002 sends the recorded content w thout decrypting the

If the gordert is gronpiid: thed YRR09Dderriats thesontrrt 9dBe Flifed
[OIgﬁgt enfheq\:pFI%%{: Xesf: ddt a%o%é q%g%ﬁp gglsyldél‘ff?ﬁéﬂ ih I&%‘éal network as it does

odi ng e recorded
acrossthe iriternit: decodes the content on the fly using the

recordi ng key. Referring to FIG 19, the user can
sel ect the program information screen 1901 to see if

HM@SEMIN@@BRMMGATE@GHEREN@Y The user can pl ay
t he fgramby selecting Play option 1902 while th
(03425 léstopiss e IQFedd. %sgrea b UG KEY Ees @PnsétJBH cycles.

In Méke ?@a@ﬁ RL!lslb[] %a?tbg 96(}1151%@%5 &katORAd &Bre]a%gfrah{}%lf%?r])ng keys for

a server “1002" sends an unencrypted
fuinecoce dt uhg titme thdiat 1B 1.‘d§51g_10ﬂ)31 asjthe medie sg¢reeyr. Furtherdthereceiving DVR
recordin hat .,wi | | .be use enc
rep GRS PR G PR clen i bt RGeS FERa hoRg el ThitRipmytganay stows
doWh RO VREY o veTdIEp diflingn e MHE techRigdesIR s sdvieeh€DVRy pitd¢ dhe added
recording key to the DVR 1003. [0138] The DVR 1003

bugle o preatingrensve s iy vheyevss p MY R ey owayestanigt. It also
h
sat;etg gg\?}grl 2 % ‘bnrdeﬁ 3¢ d%ﬁfﬂlgéﬁ{%ﬁﬁ 1002 a%6bodt 9f1%§taf't e

tlonaIIy encrypt
[0143¢ r e“ﬁtmr]aVRgl 1Ré prigmaliy crratede sttonigepnikstion ey storesgein its local

TR R P S 5 Ul TGRS PR o P Ve

11008¢raB theV@SryF@:H streRE kb etk MATRM 102. Was DV gi02adekyypts the strong
stored | ocal the nedi a server. _1002. The HEdlﬁﬁ
y and the

key, apdygpres t@d@yseﬁakocalrr@chee@&ﬁ aloae e tha encrapied siEne

A the content. -24 WO
rm%gg§%§ﬂ§§g%m%%%;gg§gég 012483 [0139] The DVR 1003
[0144] t esIfilieeDVBAIOZ efdaootsmr éavestalitede gtdogs nas kinow vétabitagfatus is in the
W t-hou

t.h
neffabkr BebbaRg® besm G Tor e oS Yl b s Bised fom
anbih¥r abbW o, tTihe DR oral RQudsBthe strong key from the DVR 1101 designated as

the media server. The DVR 1101 sends the strong key that it has stored in its local cache
1103, or if the DVR 1102 has not had a strong connection established with the DVR 1101,
creates a new strong key. The strong key is encrypted using the public key of the DVR 1102
and is sent to the DVR 1102,

[0145] When the DVR 1102 receives the encrypted strong key, it checks the local cache
1104 for an entry from the DVR 1101 and, if it finds one, it does a bitwise comparison with
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[0140] Note that if content copyrights are a concern,
the DVR 1003 does not need to store the content on

wo e@sabannge device. It sinply plays or displ apeT/Uhm05/012483

content inmediately. |If the content is encrypted, the
DVR 1003 decrypts the content on the fly. [0141] The
approach descri bed above perforns equally well in a

| ocal network as it does across the Internet. H.
PRESERVI NG CERTI FI CATE COHERENCY [ 0142] Referrjn
the sgetvated deyinghe Joral qaphe H0dadf tha twe @Ysﬁ? b @a%;ﬁh?naﬂa%PVR 1102

usegﬁ{%:rgp%sqy GdcBsirted & § gﬂgd ARRE ARG rb&c VﬁOlll@EhémYseQﬁe DVR 1102

redto Ccreate Storeap ra 0 Stron
dedrﬂys thiemewly sentikey and stoads thhrencrypred ltdyadeqr!lpwtk@e smcblaHRebl 01
Furt
a3 LRy TObU L SRrLE B salpSiyt P, Tl ey g e dectyption

stepl RQRoldeg @k@?t wildli gbsSlu@ly hdcessaty. y sl ows dovvn the DVR s
overal | performance. The techni ques herein save the
DVR 1101 the added burden of creating a new strong

ots or is restarted. It
L Immgg\%gb %ﬁ?’d‘%ﬂ@%ﬂ g)@den of decrypting the
[0186} onglddeyilitate katernet reedia derwil @slirgy from p6dA8] to FHEVRMAG. 12 shows
r al,l Stro npect |
o mfeafon B IF et BRLER DabhiP g UG e aim q 10 7 he
serkﬁb’ cetBeiIG OtcP@te@ ik degtificare 9f1 Wikleh Btd@AbURMROIIVRS 1II'OJ€ 70. The
DVR 1101 sends the encrypted, strong to % aE
DVR b10, 71 avilbyarognizpe %féw%/ﬁ%tg‘/ USRg %%Pﬁaﬁgy- PRk in the
serb A€ s KBl élﬂrﬂbglsﬁél@ Eé‘i fi nﬁﬂel @ﬂ’F}@b&Qﬂxﬂxﬁ‘ Wi the

encrypted strong machi ne serial nunber of
"xmmmn" s Ogetiad ptwlddveldMallmﬂnzmam swch agrveisipn numbers, service

B o BB SR M B e

"SpeRial Iwad@s'b elastedd GMSiiteat hidlic ﬂcey; rme E@Cﬁdll@ 120% 1201 s fillt@én with a
DVR 1102 requests the strong key fromthe DVR 1101
fullyequaljfied demaig napp gf W@&P%S%m%ﬁor the$eVBIVR 1101 sends
[Olt4?g St'fl%r& KRMtelddflcah Lotaa a$hiR 108 ger'vi'ae kdrPer iROAhatiCA peer unit
3, or | the DVR 1102 has not had a strong
infoomtent (Tha eelstaalbh dath ©07 wid figitaleigDoRra 9@Bremany téas%me a

O S SHRBSR T35 0580 B oo SRGRYBL B9 BV B 8 v
of&%ﬁﬁcﬂ&ﬂ%4é%e%hﬁﬁnkh@dﬁ&&hﬂl&ﬁmﬁaﬁelves t he encrypted

strong kQ%? it checks the |l ocal. cache . 1104 f?
(049 r y A DR & Hereprarizes the ssrdce sepial ltumheﬁagt Gert ipate gbgends a

' 7 key field 1204,
o S AR DA, P A ARER Sk ke i 1200,

secididtierebtiizble. | Whehe newd) KByenzects, theeeyeinteoks upethe ﬂVeR pypolic key

an(# B%eglthag 3% %eéw%%o 0\&!&% glg#ggc% yﬁﬁ@%\’%%&éﬁ& rnggd for})og&gs a key for

the server; the server generates the strong key for the session and encrypts the sirong key

with the DVR's public key. It then passes the encrypted strong key to the DVR.

[0150] Once communication is established the DVR 110 can then query the server for
content.

[0151] The server synthesizes the appropriate metadata to describe what it has available
and sends it to the DVR 110. Since the metadata is synthesized, it can be uniquely created on
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decrypts the newy sent key and stores the encrypted

key, decrypted key, and DVR 1101 nmachi ne seri al
wousani4in a new entry in the | ocal cache 1104PCTE®05/012483

way the |ong decryption step is avoided except when

absol utely necessary. 1. |INTERNET MEDI A DOANLOADI NG

[0146] To facilitate Internet nedia downl oading froma

server to a DVR, FIG 12 shows a nodification of the

ital certificate shown in FIG 9. Alsgo, referring
a Péfg]g VR hagisEIFar Xl D\R oyTekmen ige b a6 Koreaitieadsih gervices,

SR BRI 7 ccogni zo o servi ce entry’ usi ng

[0182F pe o&ladrh@trvp}yefhexedexs@nimdtrunmrb BVR h1Q tossend s prictaenge vector to

seri al ield 903, for FEF XX XXX
oG Y e s paieiies G e Boaan The DY
preféieideive bt ccbrfﬂatlﬁg M8, viSHER hatsitsV €5 S k@Bt thel 182 has indicated that he
service provider, etc. The display nane 902 is set to

dO@o’lﬁéldH?Sh]g)tﬂllkgﬂ vehpt hq basd;onflp{gntgéqeg@ré@d USiE pptiows Suoéfl?é @isg3son pass
sub\él: o 1 2T régltvgf@? ? ofxtéle ﬁ?eﬁchei@%%é GT&&anohﬁﬁlc}ﬁe}‘t sirhyftl, discards

In wt y quali'fied doraln
thenafmndﬂoﬂ dfeer apx €BES prosantresftber usetiepercy end nfakdsapie i preferences

rtlflc e 9 contain a m x of service server
are Y’Wrﬁi’f’ hﬁﬁ?"%@ﬂ? unit information. The expiration
[01@3] e 9hé sthdadiGddoausic gmatptb® tRESfef Ritdfade ishBed adescribed
0148(]&aThus the service center 130 can

abqier Gilirat Bievisid eve PRyaigdsrerh Lol ] whese a‘éﬁﬂggwﬁm@nbﬁmm the DVR

nt
P T AR DT ol MO O it o

sermignthey its asodiged sané fromdbhecamicatehsded. aIn ﬂpﬂ wgﬂetmaltme content from

an Stﬁegﬁz{/]e{ ﬂgd ﬁsﬁﬁg gg%iag ig@‘@\a‘& Hle tusseé éxasI sso%la (9 Wlti‘l(i)t if any exists.

Thrsaa@h&tél Ber WOSR the RRecBYReconrRALtEHG. tN ehcmfme todt@nk&een 1701
the DVR s IEfébl ic key and uses that_ to generate any
displaing thseamaelo 9§0ntwé0w1%§lgﬁo?~0 ARkl f@%@é@%gmﬁm

scx}éﬁyﬂ?ﬁrandky‘ﬂgto%%ﬁ%ﬁfscrete @1§€£rver generates the strong

session and encrypts the strong key wth
[0154¢ D\lRﬂsrr;mlgm iFIG kléyDVIRs thatere m@s@@sﬂ in Ideweh@dlygt:@dent from a
0150
Seré’%“c 125@ ' glﬂé H“et ﬁ% %/g) iged gﬁle% 1na(ali uer yp%nlges %%técrev%rs po?"dmg to
requ@dtt @6t DVRE 2d theylbems ﬁf VEfis sl}trwshﬁs betes 180E taauppiheyi 4 ﬁ:tcerd 1302

net adata to descri be what it s avai |l abl and . se
of pkl DNR sttt apw/figned up'Stofoaniqad v ﬁ%OaJéleaeqogd ﬁi%%%ﬁt%r ‘audited to

r LB 0L B FCAL A0 i

fromwrmtham}; addrgss. (e freporddl JRsrealso ibﬁ netsl fof biling\puggeses to track the
len Cclgf fiRe !a? Iu§c’et1r Db nis mo:&cs?gql%g)ﬁp to download video.

[0155] When the user selects an entry from a server 1301 to transfer to a DVR 1303, the
DVR 1303 contacts the server 1301 and requests the appropriate media object. At that point,
the server 1301 can record 1302 that the program is being downloaded, which may also
include an entry into a billing system, etc.

[0156] The records can be queried on the service center’s Web site by a user 1304 so he

can easily check his bill.
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[0152] Alternatively, the server can instruct the DVR
110 to send its preference vector to the server,
wokioshot4he server uses to synthesize the appr oOpeCT/asm05/012483

net adata. The DVR s preference vector contains the

user's view ng habits, e.g., what the user has

i ndicated that he does and does not |ike, what he has

consistently recorded using options such as a season
subscription. The server does not store

[01,§?lef e Refereng tck 16 1 Spain-peme rediregtPhbtQ? @nde é}?féﬁsthattrﬁ@fects a
cortddE SR %g)\?iitlﬁm WSie o-fE g?ou gty s@ﬁrefésﬁm 1404, 1405,
privacy an e

makes sure t erences are al mﬂys
Redtiegtion maty ecDWRsetlod. logd) ﬂwoniﬁhen&napl@ﬁx aised, diso Thrsadlows the

sergxsg\géiqgr&g éc{ll‘%gtsa];%ée\gp {ge o ewoa%aﬁ%’%%g&%r %e %éfﬂlow]maly involve a

feedt dvleaild thafOintvanbus eniibdihéentdIVR itsel f and ot her
accessi bl e servers_and DVRs are displayed 1602. An

[0158% r y A domaigewsrediresior 4402%@neside omech frdpasyseaeklf03, 1404,
140508 q%ggrto & & 1}114&1%6 ble'rétfu%@'redggi e Gird Py SRARGCIE. The

cont ent m anot DVR Is liste u5|ng he nanme
DVI6 0401t ﬂeqmestsrae:ousmtloh agthdbisdpartit edvenil 408 | Third war'a'nwrver 1403
kno the s

GRS B 0 oS3 Ay e rom

DVAR $40 1208 ithigd &'«ﬁ@/ ane 1064, tINERAG0! €feh cGMuEts ehidd ARty s51v§tSl404 for its
20 and 21 show a nusi c content screen 2001 and phaot

cotgrireqiests.c L bis gllowe g thl{dg@gtx]serp@f t@ﬂpcﬂg@dyyt@e]'fp@s oyeyloa cannot
hm&ﬁ@&r&ﬁ%ﬁ@ﬂ%&%@é&&Q i n downl oadi ng content from a
301,

server ing the server 1301. The server 1301
runs the ping service, responding to requests from

3. TR e RV A AN NGBy PPN NE o e * i gned
[01L0] t R&EMIALAAHI(. 18E6ontdh e B mdedﬁ&zwanwoa; B304pE505 can
audited to ensure, for exanp that. there are no

initfHessPTORUCEVRY 3:FCBEBTRGT § HU: BNS P A ARABPE Y Aot SFYSmTbe
co?t@&tslaﬁref | 501388 BSShavd Q@cegsecs %{29 tlﬁgxg?ah%ﬁ Bbétt IR HORUSEGryption

I'ng purposes to trac th of time a
teahaqueshasarcthlmcm ABYR $5(@ne dsedgo medgmll oadyptithpeeentent. The

R s L R W

frdnl1@e SORNERY sehD 15@ING theeDVRSISH21 Mae mec 1)) eﬁnb@demérﬂmaeded) and
object. At that point, the server 1 can_r ﬁﬁ

engrypiy thedata whide mﬂagg adets tods H{fa]o%%%g% et RLYR (2 then reads

th?a%a%gfg])ﬁ{mé 1698 Bfta eR/Yce'wthutadeleJgth Gnd ¥ &R Mhe Elifover the

e recor can be queri e on the service
netvenk &7 4 By DVR sadediad fornsmong BOYR 7030504 dh0%asi | y

wf@ig% I Spgrlra:p%ﬁ)acl? Broy} 281{%11 4 1005‘%:'_ na%eg %g@?s%é@? ﬁ?nsmission
of 14 Qentedn Dae: ivs&@d fioRadhe rc&tﬁibﬁt%@ﬁvﬁr 8501 to the DVR 1502 using the content
server’s encryption technique. The DVR 1502 decrypts the data using the content server’s
decryption technique. The DVR 1502 then encodes (if needed) and encrypts (using the
DVR’s encryption technique) the data while writing the data to its local storage device. The
DVR 1502 then reads the data from the local storage device without decrypting, and sends
the data over the network to a target DVR selected from among DVR 1503, 1504, 1505.
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connection froma DVR 1401 to one of a group of third
party servers 1403, 1404, 1405. Redirection nay occur
whamwsdoamn | oad, the donai n-nane prefix used, ePCT/UIINNF012483
allows the service center to redirect a request to
anot her conpany's server. Redirection may involve a
fee or revenue share in various enbodi nents. [0158] A
domai n nane redirector 1402 can reside on each third
party server 1403, 1404, 1405, so a request froma
[01IBUR 14is enawrepidiat athiird @erts domgntisheplichfpas N9HRIKE agessy iorany

itself. The r . ' ' ir.
seni ¥ ommyp B4 IR GRS HE. SehpRORThANu bludditife
schénle. ey lirdRt rddhsesitiesiian si mafkiet irdobtm titviormbragangttirird partyesuppliers
. 1404 by redirecti the request fromthe DVR 1401 to
mtq fhecqnignl seryeEBYVRTS 1404. DVR 1401 then contacts third
party server 1404 for its content requests. This

allows a third party server to judge by itself if is
K. AGCESSING CONEBNACYIA BARMIe a request for any reason.

0k A A5 AT B 3, B s con

a PLSD3/R, b Oy, oth&Gbechamismithitichmbdrye domtqut.oflcaprénghes described herein

content server 15 sych as third rty. cont ent .
R Pirdp VRS s e i et o Bpdccntsaud RGO B R as music,
vide®, MAYhbdlcontdR dtered aR eetlialsesrefd/RiowenBE by@ubdifie DVRs and media

techniques or architecture. A DVR 1502 is used to

sergere ou havriacsersrty fe Intgench dhe eqntent TpRel nobReinaig popbgphysically
ho&s%ﬁto gﬁ%g&gﬁa%ﬁgismmand functions as an "encryption
o] pefll hata i :

S sent fromthe content server 1501
[0163] t heAdovrliddip 2 oniEhiecab\¥R nisie 2vablede DR fisarebyl eugngargdfor a
encrypts the daltgl while.witing the data to its | ocal
SCI¥ PP RERCCHAPETa! HIFEOPYBINEE 0> t hen reads the data from

the AlaaRlonddnP B YR BEHI0F FPIEG INIPY or AELE Y BlldsD br eR&tHpISE NS
the data over 'the network to a target DVR sel ected

fo oMVERroondigDiRon 588ngs] 04 xampleSecdrding 6¢hednlss.Hetabase
appro 041 grovi des th% thi rdet(party content server wth
sec TP HPUERf ULTE RTIGFI S Cont ent . Data is sent from

the "conrtabinSBENRvel 80k thocdiiait RYRAaGAcHhSt ffvdr/16cated
content server's encryption technique. The DVR 1502
dec pyisndallyraywhers Ouéh%é‘tﬁt%- content server's
[Ofii%i ry g%dcﬁ rﬁéés%%l:} BE gtb%‘id(e-gqg t}Q\fWﬂ %Q%S %ﬁ%ﬁlaﬂr& 9Qeshef ddwnload. Two
needed) and encrypts (using the DVR s encryption
exdraplapéapar)s drb desdeibad bdtow ¢chandermonsgratethowdantent canittessent via email to
I%\Z}[ial storage device. The DVR 1502 then reads the
a a fromthe | ocal storage device w thout decrypting,

[0 SeR&lsrink e FbBl 2 HMex3, & B%idﬁﬁhdh@éﬂmldl DVR ehifgt01VEhown.
sel ected from anong DVR 1503, 1504, 1505. -28 WO,
Ass@goepnly 1@@@@3@%%@@%/11981@&883 to the fpteetpdQs. dHyepaikauthor 2204

cretg(t:kgtea S?gnl{egf fgllg y@ﬁraﬁlﬁm‘ﬁﬁg §6@bars URRL BRY fHR8IMB! clBYR the actual
binary data for several images in JPEG format (it can contain any type of content). The
content file is emailed as an attachment to a user who accesses email from the same computer
running the media server 2202. Message communication mechanisms other than email may
be used in alternative embodiments.

[0166] The user reads the email and, if he is interested in the content, the user selects the

attached content file, invoking the media server 2202 to process the content file. The media
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sensitive information about the DVR crypto chip,
encryption techni ques, or addressing schenes. It

WO eoosherdir educes the time to market and cost OPCT/US2005/012483
incorporating third party suppliers into the content
server network. K. ACCESSI NG CONTENT VI A EMAIL [0162]
As descri bed above, the nedia server in any of the
f oregoi ng enbodi nrents can be a PC, DVR, or any other
mechani smthat can serve content. The approaches

servbe 8207 aidd itfemsition aboutde intageDvRe, intammakdatabasairem whigh container

nmedi a.server., t ss mul ti nedi tent such as
el S S ERREASE s bt R BB "0n e &
[016Fr VETSe usdp\wbasad histTECR2263 hl®adosi3ss tha iMusididaPhetes'\featsre via his
may have access_to the Internet, the content_.ne

el b e BT BV SHAALE 48 FiapStRba B BIEHYOL OB g server
2202¢ r&f{?%rt% t[eng 383 c AEGR b NG Mab1E OGN Sh&ANnRMotPRRtent screen 2101

aval to DVR users by arranging for a server to
(FIGr D0eths userspreudwhcdesy enecwith magen fom the eqpignt Sint When (he gser
. the form of, JPE VP3.. or EG f .
oo NP A b et ety e R aap A SR Lo the media
serces oo vaseh aatwulbasdntematlilftatesd ioarsder derippripriate JPEG data and

e L ASEE o St P 218, B Tt
stoéq}{%//‘fh?eg‘g o?gts:l&%l 4iBia¢ B&lice. [THEGRL: caH Gbe fricksigy 6aRLOS on the

pro he DVR users via email or |Internet
mutiiphetplodal fileFaech as et fireasl prse toserss: playdslideshosd, ¥el ow

t de rate h . ' -
015 IR Sh BRI AR G0l 920 S5 RIL pypracs
mehﬁggﬁbﬂimzﬂi‘d% s@tssfio AR 0hteinset B@IINAN althen 2304 oreates nlventent file
i rnaraioes ot FESahy B ok R S S0 B e,
hoidl BREHNDnRATE dPRE 930674 kel vid RTTEXTADEShtert G BicMigiled as an
the actual binary data for several images in JPEG,

attdobimeat to (2 usercwlto Gdeatly) avcessgs enyaibirem thayemepoyputes ginning the media
Seco%gt file.is emai |l ed as an attachnent to a user who
"¥¢cesses emai|l fromthe same conputer running the
01907 a BRrerreRRAR: eMdibamly & hedsimresat indite conting ihewsesr selects the
er than_enail . used }é&aal ternatjve

t b .
s EPTHET e, TP hermEdia S8 et S0 PHRESE T Fonighg e The media

seld& 1392 R EhERte6or dbolih@ie COMERTes ohA iteRAl &elbasd forh Rehich
. attached content file, invoking the nedia server 2202

cottainpr ipbemstiotheandsratengenpiafad: The nmedia -29 WO

[01%%?5/ 1&%%%%":01%%%0%%%9 Rl%l[ﬁilgﬁ§§3 and accesses the "Music & Photos" feature,
causing the DVR 2203 to request container information from the media server 2302. Among
the other containers of available content shown in music content screen 2001 (FIG. 20), the
customer can now access one with music served by the content server 2306. When the user
issues the command to play one of the music files, the DVR 2303 accesses the content server
2306 directly over the Internet 2305 to retrieve the appropriate data. The user can use
trickplay functions on the music files such as fast forward, pause, reverse, play, etc. The
progress of through the music is displayed to the user through a connected television set
using a replay bar as shown in FIG. 8. The DVR 2303 does not store the music on its storage

device for copyright protection.
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server 2202 adds information about the inmages to an
i nternal database from which container (netadata)
wo pdosnoetti on and JPEG data can be | ater gener aP@mUS2005/012483
[0167] The user goes to his DVR 2203 and accesses the
"Music & Photos" feature via his television set,
causi ng the DVR 2203 to request container information
fromthe nedia server 2202. Anong the other
contai ners of available content shown in photo content
[013dr eeAs 2oBd abgvel Be twa preceding exasmplessasn e Wseiopawy Yago! content

W i mages fromt content f] : HBRIDVR 2303 will
an0YB S RES wlimiha | o5 it bn it e N ek Exd AR VRG0S vi
storé 2 onBik@atian InEeraton brits healnedhge deyrned u&20@ configucdtion

. consults its internal . database tqQ r he .
infosmaiILio; @pﬁgw@éﬁﬁg‘? ¥idghép repaY ﬁﬁﬁﬁ@?éoﬁ gt iy Higyideo
confeaPeh itd PRIV Ra PR3 idirsPhRY plalhiRk 'b? Bguskn THeuseS@h vadttickplay
does not store the image on its [ocal storage devjce,
fundtvms g8 dlre Gdep eonéent suchlap Fasyforupids PBIS TBYFIEhBlaY Y Pigyirame
ste réf%to files such as fast forward, pause, reverse, play
¢S

 deshow), etc. [0168] In FIG 23, a household DVR
[013Ht up DRA0 dsdrscaiduge thdgypeodoh tdsHarecoDtRt 280 3achmiberviaiéraail. For

server 2302 ve access to the In ne; 05. An
exaRH GRe D040 SSHES 50 BePE PP LV Eh T3 R BrPAR photos
hos&d Ve Sirst BiSofiel€pti Nks to one or nore content files,
such as MP3 nusic files, housed on the content server

[012306 &ihd appryehchoysin cayTtrRrurtirpraiselh fos fird parly eadefdn patret
Cong%tta %”D;/?%%%{%W&Baﬁ. Or& e%%a'élre%&c&ﬂdq% h&)ld fonfoté £ Rew album by

he” sane ‘conmput runni ng the dia server
sendit@ 2. conf¥hb8le witielinks es MRSdtss ¢cdntpimngrdmplndongsf he i s

interested in the content, the user selects th
(017} o FIGEFIFBHY BAERGTS 733, USF FPARPIOG PrscRlor g EE Produet g By R users
viateg‘laﬁ.r oL SantgIE SRR RBdesdihg Rb cdiE oiRdisdcontar felcod@izhg digitized
adds information about the content files to an
phatos purelsisedionlisdya BYBMsethi ch  cont ai ner i nformati on
can be | ater generated. [0170] The custoner goes to

his DVR 2303 and accesses the "Misic & Photos"
L. DESTRIBUTINGUCONT ENR USYRGIPOF UL IGARR St  cont ai ner

L nf ! h i 2302.
o138hor T ER Sl R S FEtet e 0L peaR O Hag hencit of

allGPRE VR §6 66:Rin4R8tkn{ dtl dema@) Onk ldeawbadls isahattheemtenoverver can
access one with nusic served by the content_server

be pBgBadsthwith comenigequests Someslargsauabrnaind VRS Bhagonisns sgyer is
! | . servers so the
thegglge%lgo}{aér%g%yt ?'rs%sgﬁ?? 8}(&&&9@6@@%8%@ eSadd¥Rore@BhRM servers so th

y over t ternet 2305 to )
requestiloaivan b disaiiprairmaige ldataset Fheontee servers Hewever, that solution

coriaBus VoL FaRer iy il SR ERP shllyaece
beddMiRYSte HITE I SidCeok By & Bathaesd thondtherkugows tditeep g vath the

connected television set wusing a replay bar as shown
nuinhel @ VRBs. The DVR 2303 does not store the nusic on

[0f7t6f stgr gligl,e%ﬁie‘r:eels E?Jrg&grﬁé{&r{t gRLoRER URE &Mt have to be obtained

by the DVR in as immediate a fashion, for example, software updates, advertisements, fuzzy

X

multimedia recordings, etc. DVRs can wait for such content to be pushed out from content
servers to the DVRs. A DVR simply has to wait until a scheduled transmission is sent and

listen in on the network for the expected content to be transmitted by the content server. A
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-30 WO 2005/101411 PCT/ US2005/ 012483 [0171] As noted
above, the two precedi ng exanpl es can be used for any
wo ys/1of4sicontent that a DVR can use or di spl apCcT/082005/012483

configuration information is received, the DVR 2303

will store the configuration information on its | ocal
storage device and use the configuration information

to configure itself. If video is received, the DVR

2303 can store the video content on its |ocal stora

congewriiessiof protpent drat pasethp alilitysy petfernythés typerplesygehspnigatipn etween
serx?e%se nd c'h%rlftg llsat}ﬂe ﬂtgﬁ&t I"rgﬂ)%olo(sﬂ)gtrglﬂ 1<Yzisg eo content such as

d, pause y, slow play, frane
w1$nep Hkﬁmhwhﬁliibmﬂvmﬂhgensmmnymqnushthﬂe&hpgﬁuéﬁtho

) are cgont.ent, mnth h ot

simgighequty SEOH AL 8 oA oF REpTHDEh WLk E5aR oo o] G TP

mulichdl hhd R4St dAIIP BESORBA bﬁ Bﬂsmmﬂmuae@ oidebdv@fdrércaty, corporate
custoner's PC. (£0173 proach herein can be

confraynipasions; sad the gigribetanyof sgﬁwry sfedkaBietest MR et
[019 glm e Nh{?tl yﬁle&’i@ §CI¥IEIaCO% arafﬁg ) mﬁﬁ él?ents%ﬁlﬁ)‘ﬁpiﬁmg any

cou rom) a neW ng a cont ent
addﬁtndnal buirflén bri ﬂhk seﬂvers IVPﬂiefcihblﬁs whda usmgl th@e@tmqu eﬂ@@méwldth of any

oo O R RO S 008 B s e
%“e:iﬁ)mrfof tRe £valilablp h@t«:@ﬁﬁ bardwhi@h feaidifhle Bedain. dnckdst epilications,

l e containing digitized photos purchased onllneﬁgé_
theanqsvﬁﬁe@e?waxto ong |csnrwmnwmfmrpnwcmeq PGP Eshgis by

um%%())ﬁy lél]ult{_clgnt f%stqgiﬁ&% hht ﬁ]?%@[?r{s QyitcBB ?i?éwa‘il%r(ytﬁér network

r con ow ng a
eqlﬁ;hhaitmrﬂ@nhmtedai’evnbemnbar@mtdnamamﬂ(thastlrtgt@tmmlheast—aware

cont ent rv a he overl ded ,wit t ent
(oS RTat REC ASE. it idncrniaied BREB 8Ot ont ent
[019/91" VerpiEs24 $Hen atﬂ*eavmtzubzaﬂﬁﬂkasllﬁteicbﬁne%;eatxmmma@eompauble
ution would be to add nore content servers so the

netetfuesstponeris Aaetierkdied sndasdhe BiwRY, & HAYGIS cprised of
mt&&ﬂfn%&%d éf? §1§ 3-SR Vel TO\%’[Q%&‘]-&Q 2buidd Ig'ate FAORSs @ﬂhformatlon

eermr VRs grows | arge.
bethetmeonnecttd dmd:ee shclsarasmnse 288k mtﬂ@shdmeced 2169- %‘bl It IBmeplticast

stly.to. mai.ntain _as the ne rk grows ta e
i iRy bHHET NG P ™ PR e TSRt Dok et s
distributed 18 LA reREMEN by oIl thﬁﬁhQHé nétﬁ}aik dnesnthet, dblta\fﬁ)rrt @neh@urce is
obtained by the DVR in as innediate a fashion

delissesadigp sevesad fintprgsied mpsinienisusingilfanylticaste hhis meﬁﬁ%%t a source 2401
caﬂ@éln{i W@ltk@&%&h%%schroﬁ }fthe DVRRE 3 Riah offrarsYethber of

con out rom cont ent servers'to the
recipiERss. ’Hld]‘PRnsltmqslt padkats ateorepladateduin thid netiverks 2602 by gouters 2403~
&{ ansm ssion is sent and
2408.
[0180]  An arbitrary group of receivers expresses an interest in receiving a particular data
stream. The group of receivers does not have any physical or geographical boundaries, so
the hosts 2409-2411 can be located anywhere on the Internet. Any hosts that are interested in
receiving data flowing to a particular group must join the group using Internet Group
Management Protocol (IGMP). IGMP is further described in RFC 2236, which is
incorporated herein by reference. A host must be a member of the group to receive the data

stream. IGMP is used to dynamically register individual hosts in a multicast group on a
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listen in on the network for the expected content to

be transmtted by the content server. A -31 WO
wQ@ee51aainll PCT/ US2005/ 012483 comuni cati on PeDUSINO$/012483

that has the ability to performthis type of

synchroni zati on between servers and clients is the

Internet Protocol (IP) multicast. [0177] IP multicast

i s a bandwi dt h-conservi ng approach that reduces

traffic by sinultaneously delivering a single stream
partitulank ANnet hesh 24Q9-2¢ | Ladepsifies gtoup nesinbershigby sendmg IGMP

mersrsualg%s t%atsstloca?rou{ f\oﬁﬂe%%'oﬁ )248§ ﬁglcer%?o? QG?/M’ 1?18£L1$GQ %Hi g%‘z(?dlcally

Videscont erenc a, conmmun
serrroht tlimi‘led tedisdovtit which (gfo@@ﬁﬁe\mﬁﬁa orshamtlkze quietpesiculansiibnet.
news. [0178] IP Milticast delivers server content
traffic to nultiple clients wthout adding any

M.AJ6bL VR8I MPYTIEASATING € NS TP A, FDERANITTH @FVWVRS
using the I east network bandw dth of any conpet

[0%8&E hn Aoty pomdlagity p&RNRscises, appe pedmprsrhpusdiglds vl hwrreeultlple
|
R i e e DR R

hoagehbldc dhé 0ses conrtebig thmEVReQﬁOQ; 2603, 2664, 2505 gemdodahectwork. The
on t r an o eceiver sinultanequsly js b
DN 29 P20 ol o6 St el saBDiimie fidsfomitne wha

DVIRULE ESnnestell LIRS Socal AdtRVA!L IThe DVIIRET502€D 583 K504, 2505, discover each
qU|pnent and connected devices that participate. in

othehe pragéricie élaguglwgblpedqmu nrplogaltthaialews eqcidX\ER itpEad pheRRERs
w0 b IETEORhELOLRES P SRLENGle res 250

vid nécaimeainneaidech 2600} foe asdmplana$l, chiele, aresbtetiitkmodem. DVRs 2502,
erne

25BN e B 22 S P , EALELD180 s

UIPsSRESi0R4 A8r dRBle. The routers 2403-2408 route packets
of informati on Dbetween connected devi ces such as a

[06821ir c Arapbodimgntridle @éw@@§ DYBdas fppy sourgesfon mpligedia content
(asbdsesgcpcgglﬁm 1f r’I%x% §t lxﬁ)ge Qeﬁglzi ?etnﬁgt‘tﬁall, gtc.); 2) media servers;

source sends a
3) dth@f Divtmst ad 4) @oﬂﬂdt sepees. Vide WRaISOZhbSms 2504, 25@S, have the ability
contrast, data.,fromone sou

o R G e gL B P i e GO PR LA AFCyeR o Tptemet 2507.

[0183] t | Cadtent TidESasMBAPfoghdhal mdvie Uk, SO grapi) adedntkedients,
| P mul ti cast nessage, through the network 2402 to an

sofwpierdognipady iirare Buide defppnaiensandmathing thifi cap g ggpresented as

. I-
o RSt DSRS0 £ 38 ey SE sy e
costepir esse350n With eaicénsl])Vchomechva Mlylteat gavdrj codtdenadhtan be created

ot By ale RS WP SeE S Rt SO G dhe household's
Imaﬂﬁ%&ﬂéclmﬁ@rso@ eV OCALR DVAMMKIAE Seqabsté fdahe BiREM SérverIRG the

hosts that are interested in receiving data flow n

traffee for prapesteiolthy cqpteani pererst50p andcarient @‘,oghtlbe GRILRRf se:rverg 2506 rises
to lﬂ%tp%qlﬂ ok e)gegd‘mg the bandwidth capacity of the connection. This type of bottleneck
affects all devices connected to the household local network 2508 because access to the
Internet is severely impacted.

[0184] The second bottleneck can be the content server 2506 itself. The content server

2506 must serve content requests from a large number of DVRs which means that the content
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Managenent Protocol (IGW). IGW is further described
in RFC 2236, which is incorporated herein by
wo edosnence. A host nmust be a nenber of the groRP@I/US2005/012483
receive the data stream |IGW is used to dynamcally
regi ster individual hosts in a nulticast group on a
-32 WD 2005/101411 PCT/ US2005/ 012483 particul ar LAN.
A host 2409-2411 identifies group nenberships by
sending |GW nessages to its |local router. Routers
sergf G30@ B8t stieamepnterrto eaiiD MRhatgeakeampayetti 6anien] teguests may be

G e UL ) Py s o

the vhib® cGASTE! NiGe BAMNERNE sID@ dovRisURALdriTent GFvERARSspondd Bithp aid content

t he ul arit DVRs rises, nore and nore househol ds
S“Wﬂf"?%’g\‘}e@“ﬁﬁ“éiﬁ%& DVRs. Referring to FIG 25, DVRs

[0185p2, B886ast, 26APD VR Rnisiisdedbd ®h paiticul&igh@ipahat is
househol d. The user connects the DVRs 2502, 2503,

assogjpied whth@wontest dreppcht thipb W& ik intyiseted ivRecTPBg /A opBisgt server
zscfsg&g, ’be%%ultfeﬁdgﬁgf %@@ 0BGt b glﬁggétﬂ A 143 e&vs%lwcﬂ%:a CEY:

eterm ne are co to the OoCa
unsubsanibe to gibops HVRY 12 BR2am2 hBner2B Clangdfdanutlseoy &V tuner.

h ther's presence t.hro .a_broadcast.. protpcol
R e R Su SRR S st Rl e R PR RREa i oRR, RS fptent server
250606 créa@d MehKduld bErAinEssval tihds@aa boktedtwesdtipdb for each group that
connects to the Internet 2507 via a connection nodem

it sorye, AYR gampRitie theschesfule dyibieer shert conestion todhaeRmeRt server
25(?3\/% € 3%l s&%é@lﬁe of mfifticadt AR suBARERTy bOBroV & € PRIt this schedule,
ocal Wor I USB

net 2508 via Ethernet, wreless, and/or
eitlowaneotatically, orfag p resxlimphieer r§q@ie82d DXR mapgetiument ooforehe

. invention's DVR for. mul timedi

rec ol o SEtau oL DRV i HHr AR Tt the

mubiddaki@iatSadeginl i te, terrestrial, etc.); 2) nedia
servers; 3) other DVRs; and 4) content servers. The

[0187Rks Js@ER enpgdimentaighe inyspfton, pithes aptg@ateallyior gt usepdirection, a
DVIE ﬁﬂg ?ng%gﬁ@%ténﬁ Qg}r]é}%bg ! %Lﬁa?ﬂ; e rn%ulﬁéé@%’scﬁ@du@é’f& & Bhrticular

serv across the Internet” 2507. [0183] Content
data strbana selated torogpecifis comenti é¥nce mfaineed qitlest sshedisktransmission time,

rti sement sof tware wnl oads, program guide
theﬁﬁ?gw el scﬁ%d&llea?’]Vtcé\ﬁ%r?ﬁ 0? ﬂ}f{t S&%M be represented as
[0188Yi t AR efbring KOTBIG. 06, £8htdR sEreelESSb @tbalty atsbieedbree tdhddission

2503, 2504, 2505, and served by the content si:ebr ver
tines . datysisams and FoviEne B SHEANTIG LOWs Haad Hils Leppstole for 2901
h . . i .
D AURES B0 BB GRS 3 PRI BB b 250
and treeilve theaiobddiles290R ot Erersehedubemin pushied to S MV RIFGOH -2688 Iy the

DVR Ki t th t A 250
oo R P SRS 2 e S 0L 8 b geam o

celn HgRtfrani At @it ARttRAEMBSION Gmed bD&Cch ipa€iBulat conltdie description.
oi nt of exceedi ng the bandw dth capaci t){ of the
0185 necthegionterhsesver 2pQ0 tofriqygs sqréeiis fjom a content storage area 2610 and

transmits the content across the Internet according to the published schedule via a multicast
transmission designated for a particular multicast group.

[0190] Each DVR determines the content for which it has an interest. The DVR finds the
scheduled time for transmission for the content and schedules a recording time in its

recording schedule 2903. When the recording schedule indicates that the DVR is to start a
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affects all devices connected to the househol d | ocal

network 2508 because access to the Internet is
wa@ewsneldyl i npact ed. [ 0184] The second bott| eneRRT/TsI00H@12483

the content server 2506 itself. The content server

2506 nust serve content requests froma |arge nunber

of DVRs which means that the content -33 WD

2005/ 101411 PCT/ US2005/ 012483 server 2506 nust stream

content to each DVR that nakes a request. Content
recondipgeditiee grayp.she DVEdigind dlrt grofimtas idesgribebaboyal takis Sisted &y the

B AU B i AR i s

on ohkcantoragy dwiceSor we pgtiseDVR® fandewingbentusersid0éam f or

oiBul - SHEERRRE, B AR 19t PG €8 o on
whRBIREEREDE st &2 586 OAE Bifdrnatih L MBuk RadsniififorldMRitey are scheduled,
interested in receivi ngv A content server 2506 can be

allaving raal-timealseisions by the 1YY Rugy the ussstas & Whetberge captmgrhesfpam or
syhscri n ¥ r i

nofg 138 ELnle, A" ool HESE iy b P URE: Fhotbing) old ibago may be

trafsBiif&] in Bhrewb\Rdti osestreamviayn ddintei g.EaUD €R tchie captgpe dhgpfootage
subscriptions. The cont.ent sefrver 2%0% n creat By inf

autGERRCHID oI e L STERE o Rreeranre OB DM CubEpsfifynform

thefREr BAEK 05 QEEN diBRthy of the SRIY 8Sd thét tAYR e ioBladhble! fitthe latter
schedul e during a short connection to the content

casgethg aser comoBndhihe ®VR fatiersivesthn aunliicasioirepmy tIihe MR gamgdiately
St e e provi 0 [ btihe str fr
e e
whaRyerdfushie 108 éransmiiied & to el ¥RL § watis? forinae . The strieem isthen displayed
which the DVR wll join a nulticast group and capture
to thgaseryy| tj cast data stream [0187] In an enbodi nent of

[01oRf | MtRHetwPdk 2801 BEI berhl QBB IrE Rldhas Bic Rterntt Shtranet, satellite, etc.
direction, a DVR nmay contact the content server_2506

Whey achybrig netveorkiin used s, soteitel downlinkang digdrup; o rogdbanghagk

StLr | at Ific C . i
LIRS ALES 8. SORChLEr BN Al EAPOL TS on
satslitibeedtnrdink ané DAR ragpestd traviehthraigh élanbackgb883l. Ref erri ng

tQ Fl , a content server, 2506 creates chedul e
(OR98T £ 1 AN e PR R e oS O £ S SR ghasy ot resul
in hRemifeiRA BhtRIAEQURS triliddissidn. IT8stéAS BRASURbIENdybe RO ded along
DVRs 2601- 2609 query the content server 2506 for, the

withoheupsisdroae pibssDVRe. Hemadhdee seygd requsgs.cither apgonpaiigally or
I 0 i .

SRR e RS ST el R B R ome

ac@adihgionanyosefud sdt of esramests. ons for each data stream for

R SN TRy AR (R A ——

in the near future, whereas a rarely requested stream may be delayed in transmission until

bandwidth costs become lower. Alternatively, a data stream may be scheduled sooner or
later because of importance, relevance to current events, or because of higher payments by
the stream author to the content provider service.

[0195] The data streams are not required to be sent nor arrive at real-time streaming
media rates. The DVR can buffer the entire transmission on its disk drive or local memory

before making the content available to the user.
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[0189] The content server 2506 retrieves content from
a content storage area 2610 and transmts the content
wa@eoosasi4the | nternet according to the publi sheBCT/US2005/012483

schedule via a nulticast transm ssion designated for

a particular multicast group. [0190] Each DVR

determ nes the content for which it has an interest.

The DVR finds the scheduled tine for transnission for
the content and schedules a recording tine in

[0196lc or dihad R rartwbecribg i3 mulifpdnigrodies 418 S8R at?Cﬁ’deélthéﬂa P@ltwast

s O 0 i g o, i

alldwseth©OUN R i maketthebest osepof(ita bantbeidihi dnd do aﬂyme;evménequ at once.

l ] r the recordi 290 VR recejves. t.he.
(01957 S0 e B O e PO A eors s S e §istigm such 2
wa$ Fhat & i—‘noh@@ﬂ:l anSduet aﬁlestqﬁ\ikd’éﬁcafn% tblsRtddy Thb &aﬂl\(ﬁf Branfirease in

viewi ng by a user 2905. [0191] Alternatively, each DVR

thesige 06 s BFiSsion (igh regiuindapey)p PeshatsitRgtopig @%ﬁfﬁ@? upnghrealtime
sitt¥RbE M s & PthéE BRI B s@égﬁfgﬁgﬁwe‘m@ ERRE b@RRRILH, it can
transni ssidns as they are sc | ow ng
wartétad the¢ here trdhesmiissiomsf thgt dateestiovR and re-atbeanpi glesr captuse pfihe stream.
whet her to capture the streamor not. For exanple, a
"breaki ng event” m ght occur (such as a bonbing), and

N. CRE APEN @Y VIR TUNTANEIL TIEAS T NETWORK mul t i cast stream
i mredi ately. The DVR can capture the fqotage

[014981 ondp ﬂ@egvpg,t thetd Brgiitigpst s éoqj@@;y @gpppw O@rthe network equipment,
o 51 ESRRIS R 1%, . EOLA oo T D
FlGo a7 agé30,s anedl Inaﬂtlwstlmglsslswm ik ahttver usig@B¥ R mhlticestiag tunneling.

GBI AR5 b, A o 3 R ion

sed Wiglcll BIVR Blt6 Bathe “higtidaviRusleto3es. mln mlsi@tampw DYRM 706 mmlected as
what ever format it is transmtted in to

thoeigas TP sl he aameeson ARTe PEW 242379 dywreip 127 reflt
coﬁjc%ﬁﬁjﬁl 4900 m%!ﬁ%l RRUNOL P PYSicE ectfﬁca"l‘ @Unﬂ%@ﬁ&ﬁrﬂf tHRU6&A

as I'nt'ern intranet, satellite, etc. \Wen a
netwolok.i d network is used, e.g., satellite downlink and

. b
[O]&R?t he g\{(ﬂgn{q%ﬁ:g\pl?r}qq‘ﬁ%o%?@ F g?rdatdcr:aesggééftélt 215134 lﬁ%sglsters to

redRve ad¢ aflticat stle@ms Sinedrdst 8@03corenthic Mistvankl 2 TR T}mmmn},VRs
travel through _the back hanngel d&&lgsg A DVR ﬂuest

279452706 ipdhg meewp%reala%% theatnper hiwspeai v’@ 1Aty

tr i%ﬁlsgﬁtﬁu e Eraacfcgﬁ d‘eg'[g?gz @At Sar3 e d W@ satd $tfam 3004 over the

L ransm ssion. |nstea e request may be recorded

Intestneti2jf 02w thte qum@VR Eﬂ&rﬁmmenerm 27 Q?tsrengvmbg gwlticast data

e

2764-DP@Hhai had®Yedidtéred fRGEOHAEiAE dhia sBEam, BHOb.U Thsﬁrﬁmﬁf DVR 2803
araneters.
hasp become a multicast tunnel DVR, thereby bringing multicast streams into the local

m

network efficiently.
[0200]  Alternatively, the winner DVR 2703 can simply re-broadcast the packets on the
local network to the other DVRs 2704-2706 and allow the other DVRs to decide whether to

keep, ignore, or discard the packets.
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[0194] For exanple, a heavily requested data stream

may be scheduled for transmssion in the near future,
wob@saesiia rarely requested stream nay be del aperius1v05/012483

transm ssion until bandw dth costs becone | ower.

Al ternatively, a data stream may be schedul ed sooner

or |ater because of inportance, relevance to current

events, or because of higher paynents by the stream

author to the content provider service. [0195] The

[0203]1 a sAltlwaigh ong set 6P VRsquishomd inF1G27s 8 pturglgy oA PMR getmand

- 1 st ] [ e b
i CeflBis "} SRIY DG lES fh (it Hent DG RV B A Bled sbove, o
D Vi nat yeceibemaltplambdtiogst stteansahiteaty iabandvaidiheanidalifféven content.

u -35 WD 2005/.101417 . PCT/ US2005/ 012483 .[.0196] Th
Thap/R g1 Togi e For R LR)e Jffeqaﬁﬁ tEngLEeEs Wik 2 %Lﬁsz%é%’%ﬂgas? Centers
as Wil bl Rk R bAdASCenthr €ams in parallel . The streams

can be of varying bandw dth and differing content.

(02031 s AmubigestsHeammgmn ersanaate pter wakicag secagh(s). 1 khis means that a

. . | .

PP LSRR SRR g snd

streme(epie dtiiee nodificast tnamdnvrdsoakast thestremsalocaldyy Theadncapsulated
kets can be tolerated. The

AR iy s <o in PR IoR -G Gy forgeical capactt

[0203RNS NTIESB1BRdda bt ent@ QDL ARKEY o schldtio hitafle bhyAkIliORs dfSactive
tolerable in a non-realtine situation. At worse, if

D¥ke Ipgries smsuppert s desppincplused fwitvitiatingshe puilticast tunnel supports
. i : i

SRR P el L5 s o

DR teamther BroddREsATeNEr ferkdr RThidlallivivk 7 124 Bhlaheifiy\DBideen Broadcast

0198] In e.event that |P. nulticast has too na
CohgE perbrt Pt BT S s B droteRma g BEAT: (oo AT RDVRs that are
cldgy Egég@%ﬂidaﬂg 1S M HRGARAN (RAtet BRVEIHONEE fUShBE: dFatieRr ked
DVRs.” Referring to FIGs. 27 and 30, a virtual

coprgiunicetiens (depcshed iamers dstadRalowdi ng DVR nul ti casting
nel 4 . .

O o R R et B Gkl ol BRoad P herer o
initiklly tonRonc aneldseon lseredatvddt iThasinformatied i$ gB@020 a DVR when it

this exanpl.e DVR 2703 is el ected as he nul ti.cast.
Bop e R RGN E DY SBEh IgRe g4 PSS it er
putdhadd $pthAsef Rbh@Lly iditia®e HeeBlup dtocdat ahe MNR B@ntacts tHRRAYVR

t he actual physical electrical connections_in the

seviseairovides o pg inifigizatiqn tpipbtaj Hnlatest ORapemglrascdeisiesmine other
t. K=Yol r i

sl LA GRRL AR, SRR IR AVRIS, b GRS

opatam nlcei?aif) Peatukhéevel, ker DVRs 2704- 2706 in the network

O e M g Mt Co 0 e BPESHE o s
farlf) R SPlchSod gBbgrhplaadly MatiRetbiRaid] 32 QYRA nllifcast network.
Thus, the single packet stream of the broadcast will be fanned out among the servers. The
servers forward the packets down the connection to the multicast tunnel DVRs and the
multicast tunnel DVRs re-broadcast the packets to local DVRs.

[0206] The delegation of a multicast tunnel DVR to a particular Broadcast Center server
may be based on server load or the network location of the multicast tunnel DVR. The

topology of network connections from various DVRs can be recorded by the Broadcast
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Internet 2702 to the winner DVR 2703. The wi nner DVR
2703 receives the nulticast data stream packets 3005
wa@arp@snernbr oadcasts the packets on the | ocal neP@DUK2008012483
the other DVRs 2704-2706 that have registered for the
specific data stream 3006. The wi nner DVR 2803 has
becone a nmulticast tunnel DVR, thereby bringing
mul ti cast streans into the local network effici ently
[0200] Alternatively, the winner DVR 2703 can sinp
Centee séyvead dashclt multigast RMR ragistarhwith ladirasdcas taBtek SEryen %’é Servers

creagee%{xeggoegﬁé?% ég}é} ?tz cogxgec%@de@hﬁ or eé H)g)roﬁ)gp Shn T ggﬁﬁﬁ@raﬁve where a

scard
cen%ﬂ@ﬁ@%ﬁtﬁbul?t@s W@ Thth %ﬁﬂ]lﬂed%ﬁi hIB2OHE BodA¢88 CeheRe&ters and
t hough one set of DYRs is in FIG 27 . .
1ed1§]r1}3]a‘rg§ gtt(gpogfgym tg af! §¥ﬁ}’?d3f°§ SEEYETS, e%gdnéanés topology, it is

posﬁﬁ'l%'té) Y fGAVIREIE CorR¥ctRAs §f§b‘9fysérec6teaéﬁ othéan ke BF h@Worldiops (which
not ed above, a DVR can receive nultiple multicast

can bt neasmwed hsing berdgr datewaampdetpert KBERHomtine ko live{ TdbhvalRes) or

an r. .yl t
seoB PRGN S 8P Bn Tt el T el Sr f by B3kleqats 2 multicast umnel
DVR&b b cise aoﬁieB@igeBlBﬁdmdw@&ﬁer@eltWéE rThi§ G@023ultfinmuichibetiet
stream can encapsul te ot hg mul ti cast strean(s). This
effigigngyofihgad wisth 598 ¥ddmPryedrePPRY: as a nul ti cast

nnely,Gap iNBAREK sdprobist | A8 8dnnsbtiRanisitast feinSEDVR tche suppl
[Ozgﬁr ahn)(ug)gtto ot he? ﬁﬁjtlcsast tunnnels or barsoadgast t he PPy

its "geal bEhasldrass &4 thy Bropdeass Renisssareareddlowing the é‘&%’logé’torf SRty be

reﬁp%c{]gsiuéﬁfle% K¢ C‘I(s)e?at' %I ?B%ﬁr%ﬁgﬁ Bﬁgég@%@ %:910‘3 of a tunnel to be

muélERdfe th@eﬁ:dﬁﬂh@rebpbﬁﬂgiﬁié eveiBngateri elﬂﬁolemsescbcﬁ t}aa:tvemli broadcast
DVRs. In order to support this, the protocol used for

netWPﬁktl ating the nulticast tunnel supports del egati on,

[OZbS]e , Sﬁoﬁl@%%ﬁ%ﬁ&uﬁﬁé?@*@%%%ﬁ@& ePRiov & aﬁ&)&vork for some
redirect the local nmulticast tunnel DVR to another

rea@mothidsasitmBennesctige prosecol mﬁwgle&a P@wdn which thep &)Vt 7042706 in

et we Br oa YA o) "
e GG PR e R EAR A MALE (30 el Ot o o
froMltBe tL@lhélS}BVEe aye ﬁp&n DOAR. toyndtxoe tHaethBﬂmax&bEyR 1768 nedown will force

anoilgpgé}e’e‘rcp%{e Idg:/r\lnﬁglvs Q%ae AR anflgl%)r%u néPﬁ 16@@ re—}nétlates

tunﬁém‘%] W SERI&WI@@dem&&gCE@&GHCﬂ%E oadcast Center
erver to initially contact once an election is

[0208k 0l Vi multicast sention pravidenaddifiopallerels of lighiityihrongh multiple
tra ggf?su%ngro? ng orkan?datz@' t{énﬁlédu? tlng SEbRER BY %Qﬁ%%eéw@ﬂpetrﬁﬁm of the

PSR UrRS ter purchase or
mulifRst baskbioak) sycdnﬁedtmgtnaﬁtlctab'etummi IV B cocessntif@eitiRo the
contacts the DVR. service provj.der

Broadrast SERtsLseryss: ysineayihsnication pp (ElgsSCEes%l?ep%pre elllrgqgsdelegatlon
theAS)dadlaLi&F dht I 8eRENRHIL provide an encrypted nonce (a time tag, encrypted value,

etc.) to the DVR.
[0210] The nonce is transmitted to the target DVR of the delegation, and that target DVR

will verify that the nonce is valid (e.g., the nonce can be properly decrypted with a public key
from the DVR service, the nonce is not "old", etc.). Once validated, multicast packets can be

relayed to the tunnel DVR.
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setup paraneters, such as billing information, whether
the DVR has been authorized to operate at a certain
wo e@suoa1l evel , etc. [0205] The popul ati on of Broasmast12483
Center servers may be in one location (or a server
farm) or spread out geographically and interconnected
with a closed nmulticast network. Thus, the single
packet stream of the broadcast will be fanned out
anmong the servers. The servers forward the packets
[Ozmjvvn fFiwe a@pmaelms icamb¢ ke¢rhfor pecutitycwishin usnbrest. TheRastapproach is to

req1|116 aau b S%?Ts(%g}ﬁgjnoql%n%l R%% é%{ebar areﬁ%gcunr;ttﬁ] ?erﬁﬁ&{fg Smlthe DVR
serditdRelidBVR HeQedordaibioath Bito BleaaepBVRGentieycribetotae multlcast

may be based on server |oad or the network Lﬁf&th%
andrag@imiA thet seastive GRTETSSIOPRATC PRETYPteg 58I RL3FrEFe: nBtqa5Fead approach

B A L D T

secetyver s. As each multicast DVR reglsters with a

o R P S Rl ey LR v

moSQf kiinafits b€ 2 \Wube EmalticaxeBhdbidd r&e\ﬁmrwﬁmhudtcﬁﬁaély implementing

topol ogy data gathered fromall of th adc
salftmﬁwelf iléméh%toaﬂ@gy AT PPW@B%HSatth?g 409@§; C?Fafs:r pap effectively
bal%{clel ds M‘&s@feocﬁgt%%tvgﬁﬁb%onﬁ Y&icadedr OM thi's

opology, It Iis possible to infer which connections
are "close" to each other in terns of network hops

' [ i ng border gateway protoco
0. %?P%gﬁﬂﬁgﬁ%lgsw&%) val ues) or geographically
[02@3{35 e Theirye pf tHirsuldadstor firdctibiss ip@semiylvays like a anudtdrha melt 0
egate a nmulticast tunnel ﬁp a cIo%
bropiIadL ok 0t SN BPIETTRICE i R BEIAR 0,1 Crlo fven siffcint
datR $tid8s of%ttffe ﬁ{é(iﬂulﬁéas haHa e B0 §rénbes d@'&%@-og multicast

response During the tunnel setup process,
of Mmstmamsd@OBmd;rbsscihs mtecruméoz dfmlec@ma sitpepisy2803 were allehy

e BT 5 SRR P P LY Pl b PR o

exce?ﬁtﬁat tﬁ@ Bhmhibdién fatd @sehot. nea'dltoSmﬁtbﬂl Chb@:ezﬂhﬁnddfltegai ofghe TV

a tunnel to be nuch nore targeted, %her 3%5 d d
Prograngi Ty EARSHISgIOB 4418 P NEFRTIE PRdecrspdes ffpjmeet demand or
network. [02081 Should a nulticast tunne
to%*@?%&%B cease operation in a network for sone

[021dhs o) VR b 28@A23(listengn nn epscifisrmuplticast dejk siyeasia 2503 apspecific

whi ch h DV fh
tlm&F Zrbtée S3me ﬁlg{n?%r ﬁlg E%%F%él %oﬁgcagff élﬂ{meé %fle Qcﬁftéqﬁ 'itjfthe data

sir@eAeé PR JaRPBIVRY €1doalngirii dnd a@srembﬂe’daamthd‘lﬂrebmm being received.
DVR. The first DVR to notice. that. the tunégé DVR.2703 ]
Dependipgen the angmissian raigef the pulijcagidpsireams 2803 (fin e tiQaission

rath § etqﬁﬁnco ok 81 thaB NP 19 id¥RNE f435) §he BVR daB-dighldy! B &fa stream to

the user as it receives the data stream.

[0215] Response time for data streams might be improved by multicasting various
streams in parallel, much as a cable head-end broadcasts multiple channels. These multiple
streams can also represent different types of data streams. For example, one multicast stream
might be regularly scheduled with data streams of interest, such as a regular sequence of

news or sports programs. Another multicast stream might be used for satisfying DVR or user
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tunneling with the service via a Broadcast Center
server. [02091 The nmulticast service provides
wadastioanal | evels of reliability through nul t PEI/@S2005/012483
transm ssions of inportant data at scheduled tinmes. In
order to ensure secure operation of the nulticast
backbone, a connecting nulticast tunnel DVR can
authenticate itself to the Broadcast Center server,
usi ng aut hentication policies described above. During
reqgiesteigapirtinylar ddtestRaowd Yasanoten meghtserry encilljry dajer $igh gemeta-
an_en d_.nonce | tag...encrypted val ue,
da%f‘ %QST' %{h)ép‘%ar}%%StWﬁ af%%’fgibq% e nﬁ%‘ﬁ%aéﬁril% transmtted to

[021b6F t ahgetuliddRodis dlfveantlorgator 6fcontnd Thratgh congrattuilVR
w Il verify that the nonce is valid

. 0. he r .
relatipnsties FRMs ) Rt ¢ Mrkerak Sasmg%e %fglRtsfﬁtst fyaablen foe s

chd?¥H3 18 R GRitent BEnAIBEBarlsmidiRh of @hiflent. & firther V6% be charged
val i dated, nulticast packets can be relayed to the

based an die vrRer if3RWDade 04 se it thPRTRUBROOSK Brhatmseser views, a fee
callalg)egblljaé«ld érm?%ggjg)?rra&qﬁﬁescc%ﬂtgg Ss fv%%vt%g be :Eléedr%i%\&g rolgﬁl?{s Wi Haon is

ne St appr oac
gathered bicasintra Bsifinggesreowhere shesapticd povidseran csloalaedhe fees for each

security certificate fromthe DVR service provider.
conpeiy OBBELHY BYRIFORE IFORENL WISt ow any DVR to subscri be

[0219] t ha3diatk hERBEulePiRshs ARSI OARInt Ble RASIstdr ¥6uld download a copy of
transm ssions are encrypted by the service. The second

a peqesino delecaltopelics tiphsynitie Reogivas et the sehedwed timeoysithen dpstroy the
.de
coffs ARFIvEbL B e SHERAES PN R s By liPos B Frming he dat
mubigd& imeetocasub eha nll bisitde DWR swegeitechel@dtaver nost of
t benefits of .a gl obal nulticast-enab net wor k.
(O3] 1o o iloaieg T mmeima: o e PORTTAOHEE MO RS O PHcper can
turle QR 9@ Q¥pLts JTHRNRIviIEQNAAGE frON8es. LABRHI9 Ik THERbSfam might
can effectively balance |oads to ensure that no

cayse theonwltipastwrie sale ethevenitodes ©/ailahle 71 QASTFNG certain episodes earlier.
o ARSI S s 998
muldticasde asdlethat(the gulticastbemlight eode witlabitenstySstreine Providers to correct

oper at . Referring to FIG 28, given sufficient
newpﬂ%p@g{%‘.ﬁns of interest, the multicasting broadcaster
[0A99P1 nriRyh dRti-8Ranndl WENRaNEY, thewhdliicaait typ‘i’cfallg dtdvides security for
streans 2803 across the Internet 2802. Tf the data _
boghtqostenbardgheadiesl endli¢asting sepriesy rldsing a mieeltenisnesugh b the-seerity
sc}%'il{ae ARy lago&%eit?{]&%sglgfe%ﬁ ﬁt‘ﬁfzrﬂic%%llf\ykﬂo%eg %@E}fd vice-versa,
roadcast, extep At the transm Ssion rate does not
comes dertvive et it oh hendrpeaderlyiene ypladoatentwkiloft phdses dWér the Internet. For
rate can be increas

ex%é@?%ﬁgigg t@faﬂ%&%ﬁ%e%@? Iﬁ)gt ¢ mylicasier sgFvice, the next ggy'soerncryption
keys for each multicasted channel of content might be downloaded to a DVR and securely
stored, but only after authentication of the DVR and a determination of its service level.
[0220]  In the foregoing specification, the invention has been described with reference to
specific embodiments thereof. It will, however, be evident that various modifications and
changes may be made thereto without departing from the broader spirit and scope of the

invention. The specification and drawings are, accordingly, to be regarded in an illustrative

rather than a restrictive sense.
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to |l ower cost. [0214] DVRs 2804-2807 listen in on
specific multicast data streans 2803 at specific
WO 2ovsgoi4mi t he sane manner as tuning to a TV brpemvs®ns/012483
channel . The content in the data streans are stored
on the DVR s | ocal storage and assenbled as the stream
is being received. Depending on the transm ssion rate
of the nulticast data streans 2803 (i.e., the
transmssion rate is equal to or faster than nornma
viewi ng rates), the DURAGMS di splay the data streamto
the user as it receives the data stream [0215]
RS BB i ne for data streans might be inproved by
mul ticasting various streans in parallel, nmuch as a
cabl e head-end broadcasts multiple channels. These
1. mul A inpdtieod 8t 4 ealtRasthg maklimedie portsetrtistdbitioarsystemt fheecthod
of , data streanms. For exanple, one nulticast stream
COMRTHHE be regul arly schedul ed with data streans of
| NLRE&SH a%@ca@tstre@lsﬁﬁégiéh%heﬂﬁﬁqﬁﬂﬁ & cOhtent 6B &tfa digital video
sports p?ograns Anot her nulticast stream m ght be
used f orresatiérdPWiRly DVR or user -39 WD 2005/101411
PCT/ SZO [ 0124
ot rEvTEn PR e SV SHCAT BRI EimiabRimes for date
as met a-stetains about mhat data streans are avail abl e

for Itlcas 2161 The nulticastor.is. also an
aggrBgERdhe BV el TBeRrig Aot § SR ifig e Seream i the
reIatronéhhgéﬁhyﬁﬁhgﬁ§lcontent owners can nmake data
streans of interest available. A fee i S charged to
eacivirgama aniticesirgeoupsas ther schefbitadsssBding fimepprdent |
further
doki e TR R ARLARE: ORI 6B LAOIT %Sl*&é%?“
Vi evvs, aasfs@cﬁated:arr’thlti& thalsieght grouphe nunber of tines
content is viewed by users. Al of this information is
gathered at a central billing server where the service
pro i.d an_cal.c t ach content

2. ér %ﬁ%ffﬂggggegt egk%ﬁﬁi ?8ﬁﬁﬁgﬁn [02171 Before
t hestsfihiethd hediviet 3pesifisdutDstrebinnm a dtbragenidviicecast or coul d
downl oad a copy of a programto |ocal cache, transmt
t he progranrat t he scheduled time, and then destroy
t he he mul ti.castor m ght

3 or of¥ Idggéce?s\ﬁeﬁlgg lgtL(I% gfﬁ Sh&MYTi Mg the data
MUl {rhdubSeribidpeBorh EheBASIE At @D aftbi the gsesifiel datadBuidsm has been
receive the data. [02181 Usi ng upl oaded i nformation
fronrthe“ﬁ@ﬁﬁiatlon of DVRs, the multicastor can tune
or alter aspects of the services that it provi des. A
heavi |y watched TV program m ght cause the

4. mul i GaBb@hs febitdBik €1aHNE WiRRIIS O@desulasai fralission scedule includes
transmt certain eplsodes earlier. DVRs that have

a muldenst govpespeiptad Withe d#a KiedMst s can report t hat
information to the

Wheids

5. A method as recited in Claim 1, wherein the content server is a multicastor for a

group or set of groups.
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mul ticastor, such that the nulticastor m ght work wth
Internet Service Providers to correct network

w@e@bliens1t [ 02191 Li ke a multi-channel broadcaBtBUS20051@12483
mul ti castor typically provides security for both
content and the actual nulticasting service. Using a
mechani sm such as the security schenma descri bed
above, it is possible to authenticate DVRs to the
service and vice-versa, control service activation
and properly encrypt content while it passes over the
Internet. For exanple, during the daily connection to
the nulticastor service, the next day's encryption

6. keys rh@ho®achcifadlih OlaAmt e /helanine |redéfv11€g)s’ﬁé;e§iibsdﬁ‘t@b‘l to diealways-
downl gaded to a DVR and securely stored, but on

PregaTY Gl iaas IR BT RISH CSTCORIFEL TUrer RRYIS oA RAPRITBIGHt

traﬁs&rﬁss?cﬁ{s\éls @H‘aeg a?é’&lhedulé(pzzoj- I'n the foregoing
speci ficatl the 1 nvention has been described with
reference to specific enbodinents thereof. It wll,
homever be evi dent that various nodifications and

7. chafigagthedss tseiteddn &lainels sthstejy ﬂlﬁ@mltlﬁémmfﬁgmrsebﬁdyke

el BB Pk N b o e
regarded in an illustrative rather than a restrlct|ve
sense. -40 WD 2005/101411 PCT/ US2005/012483 CLAI M5

8. Whath methed af tepiged;is Claimil, wherpit the anldeastirapgmissioasehadyle

el R AL DU PO 00 e
schedul e froma content server at a digital video 4

recorder(gDVR); 5 wherein the nulticast transm ssion
9. schédu¢teod ardiceitadds Glaianks firthsr eerptitieg for data 6

str . [ [

f or gl?a ngé }M}t@ﬁt Cév{hei‘ Q ?e(le%g%dsognf qﬂh&%lo;ﬂmr%t?:s: (2% ég)'tnﬂegt fn 458 streams
tr ans m ssmdm* cofltepoviewing ogcurtdntéscast group at the

schedul ed recording tine; and 10 receiving the

specific data streamat the DVR froma multicast

0} SARLA34 R Qo PRERELTNFR] L TP o

colgpigig:si ng: 2 storing the received specific data

stream on a storage devi ce,
receiving a transmission schedule from a content server at a digital video recorder

(DVR);
wherein the transmission schedule indicates transmission times for data streams;
creating a virtual multicast link between the content server and the DVR wherein the
DVR registers with the content server for a specific data stream; and
receiving the specific data stream at the DVR from the content server at a scheduled

time.

11. A method as recited in Claim 10, wherein the DVR is elected as a multicast tunnel

DVR by other DVRs connected to a common local network.
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1 3. Anethod as recited in Aaim1, further
conprising: 2 unsubscribing fromthe nulticast group
wa@bdosnot4he specific data stream has been 3 reR€i/vszm5/112483
4. A method as recited in daim1l, wherein the
mul ticast transm ssion schedule includes 2 a
mul ticast group associated with a data stream 1 5. A
nmethod as recited in Caim1, wherein the content
server is a nulticastor for a 2 group or set of
groups. -41 WO 2005/101411 PCT/ US2005/012483 1 6. A
met hod as recited in Claiml, wherein the receiving
step subscribes to an always- 2 present multicast
12.91 OMAn@Ro N rebitddle Claimt I Nivheeinvae nultidast thmfemvm icbroadcasts the
about nultjcast 3 transnissions as they are dul e

recqived specifistdaicpiigam te etherl ViRe comgeipd 10 ¢ QRIBHR IpFRLnetvor

mul ti cast transm ssion schedule 2 receiving step
requests the nmulticast transm ssion schedule fromthe

13.conpanRdth&RsMREited id (BaimA 10RhBRth BDYRE eﬁlinteeﬂd itdﬂth@cainl’ﬁoil local
wherein the nul ticast transn1SS|on sche

netperleregisiey waihdpe melices dmehigVRUP speciyhis ﬁlﬁé‘*’i‘r?%f‘éf”é ihat the DVR
waﬁ{é{@(ﬁgeg&% RYSIRE nf @J&t@?@e‘fﬁmﬁm server. 1 9. A

as reC|te m 1, further conprising: 2
charging a content owner a fee based on transm ssion

rates of content in data streans 3 and/or content
14y etimethed avieribaidas laim 1By whereinsthp smlicest tanpal DV e Gansimiy the

rec'é%e(tl E&%ﬂ‘icada(f Ot Gt Bl d e Eiglte{eQQO 2REVE The gcp'%a 0RLA eant.

1'si'ng recelving a“transm ssion s dul’e froma
content server at a digital video recorder 4 (DVR); 5
wherein the transm ssion schedul e indicates ..
15t r aAometbed avreritedsis Glaim e bargnsmsisypaghpdiye geoeiving step

N d
reqfih W (b L F ARl RS RERERn ISR ert S or o

server for a specific data stream and 8 receiving the
specific data streamat the DVR fromthe content
16s er viemetapd as ectietiol @aim 1), wiherein the rpnsmaissien pehgdlg receiving step

) ed | Cﬁ [ as a
reciey Pt et on i b BRAfEE I E TS
common | ocal networKk. -42
17. A method as recited in Claim 10, further comprising:
charging a content owner a fee based on transmission rates of content in data streams

and/or content viewing occurrences.

18.  An apparatus for a multicasting multimedia content distribution system, comprising:
a module for receiving a multicast transmission schedule from a content server at a
digital video recorder (DVR);
wherein the multicast transmission schedule indicates transmission times for data
streams;
wherein the DVR schedules a recording time for a specific data stream in the
multicast transmission;

a module for joining a multicast group at the scheduled recording time; and
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WO 2005/ 101411 PCT/ US2005/012483 1 12. A nethod as
recited in Claim1l, wherein the nulticast tunnel DVR
wo elsaedenst s the 2 received specific data stPEBDS1005/012483
ot her DVRs connected to the conmon | ocal network. 1
13. A nethod as recited in Caim1ll, wherein DVRs
connected to the conmmon | ocal 2 network register with
the nulticast tunnel DVR to specify which data streans
that the DVR 3 wants to receive fromthe nulticast
tunnel DVR 1 14. A nethod as recited in Claim 13,
whey glofulk & rgwnhhg ﬁ}%tspédi'f'@ 8ta MBnl £iaRSPVRSHréH@ niddticast
recei ved specif data streamto DVRs registered to
receive Mﬂém@@?@@aﬁSO@IaﬁdtValﬂsﬁlﬁ@mwcait &eup-A net hod as
recited in Claim 10, wherein the transm ssion schedul e
receiving step 2 requests the nulticast transm ssion
1980h§9 %ﬁar&tﬁ@é@&&%d%@lﬁﬂ%msﬁfdh%f comprisihg: A Mt hod as
recit Cam1l wherein the transm ssi on schedul e
r eceinpilulg fetssqringthe woeivedspetific datal stiean on atstaapgereisEon
schedul e pushed fromthe content server. 1 17. A
nmethod as recited in Caim10, further conprising: 2
chapgi transm ssion
20 B e S “Cont ot
vi ewimeduledaumsercsbing frongthe Aniliqapgrataitdr dhe pecific data stream has
mul ti casti nd. nmul t| nmedi a content distribution system
conpri S|l?1§ esvedndul e for receiving a multicast
transm ssion schedule froma content server at a 3
digital video recorder (DVR); 4 wherein the nulticast
21tr aAarar'ppathm asehitaliheClaind] & sthein thamsnfiiesi trmsmisses stlmdule
: ?@tga streans; 6 whe F tdhe VR schedul es a
mepyeEyt l:ﬂ“ﬁbcaft %uﬁﬁfocéat?{)‘@g fOgRGHEHY St ream in the 7
mul ticast transm ssion; 8 a nodule for joining a
mul ti cast group at the schedul ed recording tinme; and
22 43 AWapp4ains 49ibéitdd IRATAIISPY) Gk th8 Sontentssermed isl aamfilticastor for a
receivi the specific data streamat the DVR froma
grapg|of P E%ml‘@st ransmi ssi on associated with the
mul ti cast group. 1 19. An apparatus as recited in
Caim18, further conprising: 2 a nodule for storing
231 he Amheppiried aspeited incCldiai 88, stleadmnthenc@idhpstaysubdenties ¢ an
1 20. AnaParatus as remﬁedln Cl aim 18, ffurthelrb i
alvaypresertigiticasherqpe an &b the contens sqry einggts infgrmatipa about multicast

trallihibdiGRSE ayoNPs@blfE .t he specific data stream has

24.  An apparatus as recited in Claim 18, wherein the multicast transmission schedule

receiving module requests the multicast transmission schedule from the content server.

25.  An apparatus as recited in Claim 18, wherein the multicast transmission schedule
receiving module receives the multicast transmission schedule pushed from the content

Server.
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3 been received. 1 21. An apparatus as recited in
G aim 18, wherein the multicast transm ssion schedul e
wQ@2008abu4des a nmul ticast group associ ated w t h BCTHEEZR05/012483
stream 1 22. An apparatus as recited in C aim 18,
wherein the content server is a nmulticastor for a 2
group or set of groups. 1 23. An apparatus as recited
in Caim18, wherein the receiving step subscribes to
an 2 al ways-present nulticast group on which the
content server posts information about nulticast 3
transm ssions as they are scheduled. 1 24. An
apparatus as recited in Caim18, wherein the
26.mul Aincappiratuk aneoitsisin @laisc 18 durkler c@mprédirg:vi ng modul e
requests the nulticast transm ssion schedule fromthe .
Con? BHGUlsPyRTEINg SEontsi ORgef e GSed MR BEOT FAley Glopptont in
18, wher gihsttgnsiHi/ot 6% int tiANSb&BOResChedul e 2
recei ving nodul e receives the nulticast transm ssion
schedul e pushed fromthe content 3 server. -44 WO
2005/ 101411 PCT/ USZOOS/ 012483 1 26. arat us as
7y ecre@PrAuELogiafulECas g pREFmedHEAntt H@mq&'% SR, gomprising:
f or » GhL fﬂﬂre@el%gtﬁﬁhsrﬁiéﬂgﬁ séhelfI8 fRASLELIRNt server at a digital
transm ssion rates of content in 3 data streans
and/or codeerscordet®Yiy);occurrences. 1 27. An appar at us
SyS %Ve mel%%l gr?strrlugsgonn}é g&uqe1nglc|a&3s ?}Egﬁrt}lgsgéé&%ﬁﬁ?f& 49a streams;
t r apsvdak f@ﬂcr‘éﬂh@d&ﬁﬂuaﬂ mmhlaislclﬂﬂctlﬁ:l&tleeﬁﬁhe/m’ntaﬁ sé&ver and the DVR
digital 3 video recorder E 4 wherein th
transni sEERISEREY @g;sw b e OPLEHGTNES ok WeHGS dpigystroam;
data strggps; 5 a nodule for creating a virtua
mul ti cast |ink between the content server and the DVR
6 wherasiule foheeceviRg tlegyipseific daiaistrham Rthe BHRe fromgthe gesitent server at
for a spg if ta stream 7 and 8 a nodul e for
rece|V|ngg?ﬁg&§%gc%flc data stream at the DVR fromthe
content server at 9 a scheduled tine. 1 28. An
apparatus as recited in Caim27, wherein the DVR is
28el e dtnepparstua asacttedmatlainuhorherdn Big YR inelbeed BvRyulticast tunnel

DR REPRRTOVIS Puttias rieRen s Beiad i n 1 ne

mul ti cast tunnel DVR rebroadcasts 2 the received
specific data streamto other DVRs connected to the
29¢c onuorappaeals anedcited . Claim 28, wherein the multicast tunnel DVR rebroadcasts

the received specific data stream to other DVRs connected to the common local network.

30.  An apparatus as recited in Claim 28, wherein DVRs connected to the common local
network register with the multicast tunnel DVR to specify which data streams that the DVR

wants to receive from the multicast tunnel DVR.

31.  An apparatus as recited in Claim 30, wherein the multicast tunnel DVR transmits the

received specific data stream to DVRSs registered to receive the specific data stream.
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1 30. An apparatus as recited in Claim28, wherein
DVRs connected to the common | ocal 2 network register
wowdos/1otael mul ticast tunnel DVR to specify whi chPCTHEBZR05/012483
streans that the DVR 3 wants to receive fromthe
mul ticast tunnel DVR 1 31. An apparatus as recited in
C aim 30, wherein the nmulticast tunnel DVR transmts
the 2 received specific data streamto DVRs
regi stered to receive the specific data stream -45 WO
2005/ 101411 PCT/ US2005/ 012483 1 32. An apparatus as
recited in aim?27, wherein the transm ssion schedul e
receiving step 2 requests the nulticast transm ssion
32. scheglprdti O rbdied G0 Clagn 2 75 e hatein thd tra@mishivnagohadudd wseiving step
as recited in daim27, wherein the transm ssion
requestidhrimalticagdiapimigsian whedule frapdhg &QUIEHSCINE t | cast
transm ssi on schedul e pushed fromthe content server.
1 34. An apparatus as recited in Claim 27, further
33. CONRY hflai@us 2 r8citbadh CRihQ@7, Whaei thgtranspdssianicheluberecadving step
fee based on transm ssion rates _of content in 3 data
recejy s Bgrmulivastdranamissien scheildgppiicd &gt e ARUE sgrveE A
conput er -r eadabl e nedi um carryi ng one or nore
sequences of instructions for a 2 multicasting
34.Mul Aj Bpchrau e AYeaRd ifl CRliml 17y fir@lr Satsiraifg: wher ei n
execution of the one or nore 3 sequences of . :
i nsa madele derschpigingrrecaptentpwaeT fse Based o8 tanjraistion ytes o gontent in

or nore pLo &?e%l%tg .raﬁd/B1tocotn%en'iJ Sl dBdei®erRlgPS Of S

receiving a multicas ransm ssi on schedule froma
content server at a digital video 6 recorder (DVR); 7
wherein the nulticast transm ssion schedul e indi cates

35.t r ahsampyiconeadpbie sefltym opatyAnS GIeY MEAPESAUNGRA &t i@ptHIqtiqas for a

VR schedul es: of: dl-ng.: Li 0 L fd
B
seqifbildel 6REktr@gtdUPbAdne drence Pertaisers cavses ik ang oF iPES pPraAESOLS to

12 receiving the specific data streamat the DVR from
perforp e SBSPE t r ansm ssion 13 associated with the

MUl $dcEiR e HQiBast améhissforCRARIH Efrom@adakhesciRd btiighal video
recited in Caim35, further conprising: 2 storing

t he recefegpenfes@BERX | ¢ data stream on a storage device.

) 46wﬁ9re%1otgé %ﬁ)&c%;t][raﬁg;ﬂsg‘igg g&é/dngl% 2483 tes transmission times for data

streams;

wherein the DVR schedules a recording time for a specific data stream in the
multicast transmission;

joining a multicast group at the scheduled recording time; and

receiving the specific data stream at the DVR from a multicast transmission

associated with the multicast group.

36. A computer-readable medium as recited in Claim 35, further comprising:

storing the received specific data stream on a storage device.
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1 37. A conputer-readable nediumas recited in Caim
35, further conprising: 2 unsubscribing fromthe
woositeast group after the specific data streaPeas2005/012483
been 3 received. 1 38. A conputer-readabl e nedium as
recited in Caim35, wherein the nmulticast 2
transm ssion schedul e includes a nulticast group
associated with a data stream 1 39. A
conmput er -readabl e nediumas recited in Caim 35
wherein the content server is a 2 nulticastor for a
group or set of groups. 1 40. A conputer-readable
mediumas recited in Caim 35, wherein the receiving
37.st @corﬁpﬁ&lhbﬁﬁidbl}ﬁlﬁedi@maﬂ reite@tsC g S & further cb?‘@dsilng
group .on ich the ntent server post, i nf or mat i.on
abdWFURsEHIRIng HOP 1hF BRI FroRsafics ﬂi"*ﬁ@?ﬁla‘f gatg SRS Foen
41. A cpRugr-readable nmediumas recited in Caim 35,
wherein the nmulticast 2 transm ssion schedul e
recei ving step requests the nulticast transm ssion
schedule fromthe 3 content server

38. corfpGerBPUtF At LA HT fhrecdled et lad 3?nwle9falp@%@ulma5t
trandfAREBh Relddf1e Tl hdds aShulfodst Q‘Bﬁﬂhé@bl@ﬂ%d sefhetthLstream.
recelving step receives the nulticast transm ssion
schedul e pushed 3 fromthe content server. 1 43. A
conmput er -readabl e nedium as recited in Caim 35, .
39.f urd kempeeimsaiailpgedipmasapgicA dh &l %#ﬁ&h@l%ﬂ]@@g@ﬂé@f‘m 152
tes of content in data streans
mu @%ﬁ ;gfa%%ﬁﬁég%ééféﬂ ﬁg occurrences. -47 WO
2005/ 101411 PCT/ US2005/ 012483 1 44, A
conput er -r eadabl e nedi um carryi ng one or npre
40. seqhiepropEicoTeatiside medivmongeqise T Claimpg) Fhegighagpoeiving step
subT bek i aQW?)(Psn}?] rE8hnt gxhﬁfcﬁéﬂ%{‘gdp% wikish ﬁd@coﬁ‘@ﬁtr £H3r posts
execu 1on 0 e one or re sequences of
infdrigtionisiduo nmltystarasmissionyr & theyere sdwdsledauses t he one
or nore processors to 4 performthe steps of. 5
receiving a transm ssion schedule froma content
| seryer at. a_di.git al |d in
L7 meEpmlicf i BenlplfdeCiRa i € £, kMG nd miighe
tralfsﬁﬁssdﬁht sahaﬁmaaamm@ step eajuestgtm mviltitasatransoigsiopashedulerfkom the
bet ween the content server and the DVR wherein the 9
CONERARSTEYYt sters with the content server for a specific
data stream and 10 receiving the specific data stream
at the DVR fromthe content server at a schedul ed
42. A computer-readable medium as recited in Claim 35, wherein the multicast

transmission schedule receiving step receives the multicast transmission schedule pushed

from the content server.

43. A computer-readable medium as recited in Claim 35, further comprising:
charging a content owner a fee based on transmission rates of content in data streams

and/or content viewing occurrences.
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11 tinme. 1 45. A conputer-readable nediumas recited
in Claim44, wherein the DVRis elected as a 2
woositeast t unnel DVR by ot her DVRs connect ed POT/ES2005/012483
common | ocal network. 1 46. A conputer-readabl e nmedi um
as recited in Caim45, wherein the nulticast tunnel 2
DVR rebroadcasts the received specific data streamto
ot her DVRs connected to the common 3 |ocal network. 1
47. A conputer-readable nmediumas recited in Caim 45,
wherein DVRs connected to the 2 common |ocal network
register wwth the nulticast tunnel DVR to specify
whi ch data streans 3 that the DVR wants to receive
44.1 r amncomputetitcaiatas tnedinmneirygRne br 4Bre s@quences of instructions for a
conmput er - r eagabl e i m.as recited

mulpRstiap AU HECHA PO BVSTan TP SREOB O R one or more

seqhéif 6 aAstAREGAS tyCord@ ancks H1RBE6S cRMEShE e)gé ot RbRbrb&ssors to
rece| ve the specific 3 data stream -48 WO

perfoo3he §apsf: PCT/ US2005/ 012483 1 49. A
co %9el%n %ﬁ?rg sSoHEcq{em g% aﬁc%é) ﬁ%e sérOerqr Q'dgglt%f"wdeo recorder

ransm ssion receivi
request s(D:\m:) mul t| cast transm ssion schedul e from t he

content, server. . conput er - r eadabl e

T bt i IO eSS En G fobte SReams:
schgdiiing aeaedl hulcast 18k HeBe@in RS confit Bt ériaa SHe DVR wherein the
transm ssi on schedul e pushed fromthe content

ser ver . BVBregistersoriguthe conteriganrelona gpesificadaty @Eqafne anq
CI 3 %16% tlgeu%)tepi% d&%@?r@e{rﬁ hﬂge D"?sffg H@ﬁlgthé]gor?erﬁ QUL EN: a scheduled

Wner - a Sded ransm ssi on rates content in
data strig@aecs 3 and/ or content view ng occurrences.
-49
45. A computer-readable medium as recited in Claim 44, wherein the DVR is elected as a

multicast tunnel DVR by other DVRs comnected to a common local network.

46. A computer-readable medium as recited in Claim 45, wherein the multicast tunnel
DVR rebroadcasts the received specific data stream to other DVRs connected to the common

local network.

47. A computer-readable medium as recited in Claim 45, wherein DVRs connected to the
common local network register with the multicast tunne] DVR to specify which data streams

that the DVR wants to receive from the multicast tunnel DVR.

48. A computer-readable medium as recited in Claim 47, wherein the multicast tunnel
DVR transmits the received specific data stream to DVRs registered to receive the specific

data stream.
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49. A computer-readable medium as recited in Claim 44, wherein the transmission

schedule receiving step requests the multicast transmission schedule from the content server.

50. A computer-readable medium as recited in Claim 44, wherein the transmission
schedule receiving step receives the multicast transmission schedule pushed from the content

sServer.

51. A computer-readable medium as recited in Claim 44, further comprising:
charging a content owner a fee based on transmission rates of content in data streams

and/or content viewing occurrences.
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