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[0002] This application relates generally to wireless communication and more

specifically, but not exclusively, to improving communication performance.

Introduction

[0003] Wireless communication systems are widely deployed to provide various
types of communication (e.g., voice, data, multimedia services, etc.) to multiple users.
As the demand for high-rate and multimedia data services rapidly grows, there lies a
challenge to implement efficient and robust communication systems with enhanced
performance.

[0004] To supplement conventional mobile phone network base stations, small-
coverage base stations may be deployed (e.g., installed in a user's home). In some
aspects, these base stations may provide more robust indoor wireless coverage to mobile
units. Such small-coverage base stations are generally known as access point base

stations, Home NodeBs, or femto cells. Typically, such small-coverage base stations



[0005] In sonme scenarios, small-coverage base stations
may be depl oyed in an adhoc manner. Consequently,
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base stations. For exanple, access term nals may need
to be configured to access their associ ated base
stations. In addition, it may be desirable to prevent
unaut hori zed access tern nal s2from accessi ng certain
bases stations. Thus, there is a need for inproved
access managenent for wrel ess netwrks. SUVARY
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some aspects provisioning a node may involve providing

a unique identifier for a set of one or nore nodes.
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provi sioned in an ad-hoc manner. In sone

identifiers may be assigned to sets of nodes where the identifiers may be used to control
access to restricted access points that provide certain services only to defined sets of
access terminals. Here, a restricted access point may, for example, provide certain
services (e.g., different billing, additional services, different quality of service) for the
access terminals of one or more preferred users but not for other users.

[0008] In some aspects provisioning a node may involve providing a unique
identifier for a set of one or more nodes. For example, a unique identifier may be
assigned to one or more restricted access points. Similarly, a unique identifier may be
assigned to a set of access terminals that are authorized to receive service from one or
more restricted access points. In some aspects a temporary identifier may be assigned to

an access terminal whereby access to the node may involve mapping the temporary

identifier to a permanent identifier for the access terminal.



aspects, access control may be provided by a
restricted access point. In sone aspects, access

W@ wwessay be provided by a network node. | nPGDL®2008/079114
aspects, access control may be provided by cooperation
of a restricted access point and a network node.
[0010] The disclosure relates in some aspects to
provisioning a node with a préferred roanming list. In
sonme aspects a node may be provisioned with a default
preferred roamng |ist that the node may use to obtain
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detailed description and the appended claims that follow, and in the accompanying

drawings, wherein:

[0012] FIG. 1 is a simplified block diagram of several sample aspects of a
communication system;

[0013] FIG. 2 is a flowchart of several sample aspects of operations that may be
employed to provision network nodes and provide access control;

[0014] FIG. 3 is a simplified diagram of several sample network node components;
[0015] FIG. 4 is a flowchart of several sample aspects of operations that may be
employed to provision an access point;

[0016] FIG. 5 is a flowchart of several sample aspects of operations that may be
employed to provision an access terminal;

[0017] FIG. 6 is a flowchart of several sample aspects of operations that may be

employed to provision an access terminal;



enpl oyed to provide access control; [0020] FIG 9 is a

flowchart of several sanple aspects of operations that
woreapoloe8senpl oyed to provi de access control; [ OBPQUPSIDEATI114

10 is a flowhart of several sanple aspects of

operations that may be enployed to provide access

control; [0022] FIG 11 is a flowhart of severa
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provi de access control; [0023] FIG 12 is a flowhart
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access nmanagement as taught herein. [0030] In
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[0024] FIG. 13 is a flowchart of several sample aspects of operations that may be
employed to provide access control;

[0025] FIG. 14 is a simplified diagram of a wireless communication system;
[0026] FIG. 15 is a simplified diagram of a wireless communication system
including femto nodes;

[0027] FIG. 16 is a simplified diagram illustrating coverage areas for wireless
communication;

[0028] FIG. 17 is a simplified block diagram of several sample aspects of
communication components; and

[0029] FIGS. 18 - 28 are simplified block diagrams of several sample aspects of
apparatuses configured to provide provisioning and/or access management as taught
herein.

[0030] In accordance with common practice the various features illustrated in the
drawings may not be drawn to scale. Accordingly, the dimensions of the various

features may be arbitrarily expanded or reduced for clarity. In addition, some of the



nunmeral s may be used to denote |ike features

t hr oughout the specification and figures. DETAILED
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are described below. It should be apparent that the

teachi ngs herein may be enbodied in a wide variety of

fornms and that any specific structure, function, or

bot h being disclosed herein i 8 merely representati ve.

Based on the teachings herein one skilled in the art

shoul d appreciate that an aspect disclosed herein my
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nodes in a sanple comuni cation system 100 (e.g., a
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pur poses, various aspects of the disclosure will be
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access points, and access termnals that conmunicate
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t hat the teachings herein nmay b pplicable to other
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communi cate with one or nore network nodes 110 to

h@fidd forthir dRndIne dr AL YBS the RORGET fokthheret CRurthermore, an
anetwor k node may take various forns. For exanple, a

apewandy conaleiseay lcagrgpe ickencat otxbelhinty manager or sone

ot her suitable network entity (e.g., a core network

B8R} y) .FIG. 1 illustrates several nodes in a sample communication system 100 (e.g.,
a portion of a communication network). For illustration purposes, various aspects of the
disclosure will be described in the context of one or more network nodes, access points,
and access terminals that communicate with one another. It should be appreciated,
however, that the teachings herein may be applicable to other types of apparatuses or
other similar apparatuses that are referenced using other terminology.

[0033] Access points 102 and 104 in the system 100 provide one or more services
(e.g., network connectivity) for one or more wireless terminals (e.g., access terminal
106 and/or 108) that may be installed within or that may roam throughout an associated

geographical area. In addition, the access points 102 and 104 may communicate with

one or more network nodes 110 to facilitate wide area network connectivity. Such a



[0034] The access points 102 and 104 nmay be restricted
in some aspects whereby each access point provides
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access termnals 106 and 108) but not to other access
termnals (e.g., a macro access termnal, not shown).
For exanple, the access points 102 and 104 may be
restricted to not provide to fhe other access
term nals at | east one of: registration, signaling,
voi ce call, data access, or any other cellular
servi.ce. Restr cted a%cess 0|nts ma be epl oyed in
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and/ or conponents of a system 300 as shown in FI G
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operations may be perfornmed by other types of
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ishéttmphieg tr acressehofestrivedopersapbimns oesme hipedtshthess aperations
nnfg bre] (é:nployed to enable an access terminal to determine its identity, determine the
identity of a restricted access point that the access terminal is allowed to access,
translate temporary identity of the access terminal to permanent identity of the same,
and confirm the identity of an access point (e.g., a restricted access point that the access
terminal is attempting to access).

[0036] For convenience, the operations of FIG. 2 (or any other operations discussed
or taught herein) may be described as being performed by specific components (e.g.,
components of the system 100 and/or components of a system 300 as shown in FIG. 3).

It should be appreciated, however, that these operations may be performed by other

types of components and may be performed using a different number of components. It



be enpl oyed in a given inplenentation. [0037] FIG 3
illustrates several sanple conponents that may be
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nobi l ity manager, nobile switching center, or serving
GPRS support node), the access point 102, and the

access termnal 106 in accordance with the teachings
herein. It should be appreciafed that the conponents
illustrated for a given one of these nodes al so may be

i ncorporated into other nodes in a communication
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respectively, for provisioning a node and for

sipoals. dThgtratsbarer Boah e dddsunednsmitadr i3 § f@Sransmitting signals and a
receiver 318 for receiving signals.

[0039] The network node 110, the access point 102, and the access terminal 106
also include various other components that may be used in conjunction with
provisioning nodes and access management as taught herein. For example, the network
node 110, the access point 102, and the access terminal 106 may include communication
controllers 320, 322, and 324, respectively, for managing communications with other
nodes (e.g., sending and receiving messages/indications) and for providing other related
functionality as taught herein. The network node 110, the access point 102, and the
access terminal 106 may include provisioning controllers 326, 328, and 330,

respectively, for provisioning a node and for providing other related functionality as

taught herein. The network node 110, the access point 102, and the access terminal 106



taught herein. The network node 110, the access poi nt
102, and the access term nal 106may i ncl ude access
w@omogiser s 332, 334, and 336, respectively, PCF/US2008/079114

provi di ng access managenent and for providing other
related functionality as taught herein. For purposes

of illustration, all of the nodes are depicted in FIG

3 as having functlonallty rel 8ting to provisioning and
access control. In sone inplenentations, however, one

or nore of these conponents nay not be enpl oyed at a
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[0041] In some aspects, an operator may assign a unique identifier to the access
terminal 106. In some implementations this identifier comprises a network access
identifier (“NAI”) or mobile station integrated services digital network (“MS ISDN”)
number. Alternatively, the subscriber identity such as International Mobile Subscriber
Identity (IMSI) can also be derived from a subscriber identity module such as SIM,
USIM, or VSIM present in the access terminal. In some cases this identifier is
guaranteed to be unique within an operator domain (e.g., the entire network provided by

a cellular operator). In some implementations, such an identifier may be part of the

session information for the access terminal 106. For example, the identifier may be sent



a cellular operator). In sone inplenentations, such an
identifier may be part of the session information for

W0 b@aessess term nal 106. For exanpl e, the ideP€T/UBm08/079114
may be sentto the network node 110 (e.g., a session
reference network controller, SRNC) by the access
term nal 106 when the access term nal 106 creates a
session or the identifier nmay9be pushed to the network
node 110 from an aut henti cati on, authorization, and
accounting ("AAA") entity once a session is created
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teamiiah @0%@@@@111@@1 thosq idenfafiars ay the peiwarle kaddiion, the network

term nal 106 push nodel and/ or al

R %qu%@erymﬁ@@r odheagceprismapab Y %&Lﬁ%g weweteﬂmnal
d th t | 106 [
GRS Sooril iemiRE SRR i o de msﬁoﬂu@- i ntain a
L ?]er ; e %tarclger Is e?’r%n? ? flsg o nt OVL% 1’1ecf3l WV\ﬁ”t teellgltﬁltt}_zlaéeach

use zone ess erm

Ercao\éssr&fn?t (@ Eg gg@e§ fé%lﬂgfﬁﬁﬁ $hak lfl{eoéﬂ:g&s Y&Hn?éfsi 03\"15r aﬁio%v%‘a to access

coverage a n sone |np enent at1 ons

Ak dEfSivas Gl RET @dw LAR HRYinhEIVE! rf@f‘@ﬁa%ﬂ)lé c%endlng access point
determ ne whet her he or’ she Wi shes to enab

ACRERS s (EihBabdss LPRiral 16CGES S ﬁ&h%@@%&%r Qﬂd)\ﬂing thélaccess
sone i nplenentations the access term nal 106 may

bl 0@l kiccethabt@sapaiasso bo acursed beshe pukstterntinal 106 (e.g., a
some inpl enentations the access term nal 106 may

piet sodelne Thbasesh tomioalnfloguayathuomaimdio aiat ofomtlatrizeheccess
access term nal 106, whether to '

points (e.g., a whitelist or preferred user zone list) that the access terminal 106 may
reference as it moves through various wireless coverage areas.

[0043] In some implementations a user of the access terminal 106 may be prompted
to determine whether he or she wishes to enable the access terminal 106 to access to an
access point. In some implementations the access terminal 106 may automatically
enable access to an access point. In some implementations the access terminal 106 may
determine, based on configuration information at the access terminal 106, whether to
automatically enable access or require a user prompt to enable access. In some

implementations a user may elect to access or elect to not access one or more access

terminals. In this case, a list of the allowed and/or rejected access terminal(s) may be
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access termnals. In this case, a list of the all owed
and/or rejected access term nal (s) nmay bemrai ntai ned at
the access termnal 106. In this way, the access
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disfegent than@smjquedevise agengifisehiat mpe by atsighed taglgntify individual
EHSSISTBAES G & MDY G 2B S8 BB i BOrTr kRS Ml en identifer may

i Bl BRI
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[0046] The access point 102 also may be provisioned with one or more identifiers
associated with each access terminal (e.g., access terminal 106) that is allowed to access
the access point 102. As described in more detail below, this may involve, for example,
storing access terminal identifiers in a database managed by a network and/or by storing
access terminal identifiers in a local access list at the access point 102.

[0047] In some implementations the access control list for a given restricted access

point may be managed at that restricted access point. For example, as discussed below

in conjunction with FIG. 13, a user may configure his or her access point using an
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near by access points. As discussed in detail below, if
{99 c c d3etagestiintal ad@@6s palens ipfavesomidgn atay advertise its assigned
identifier over-the-air. For example, the access point 102 may broadcast its identifier as
part of its sector parameters, or in some other suitable manner.

[0050] As represented by block 206, once an access terminal is provisioned, the
access terminal may monitor for signals (e.g., pilot/beacon signals) broadcast by nearby
access points. As discussed in detail below, if the access terminal 106 identifies signals
from the access point 102 (e.g., in a scenario where the access terminal 106 is allowed
to access the access point 102), the access terminal 106 may request access to that
access point 102. The identification of an accessible access point by the access terminal

106 may involve, for example, comparing an identifier associated with the access point

102 with a trusted list 338 of authorized access points (e.g., the whitelist) maintained by
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mdentifiei ofeleh drygedshernned\IO6 kvithodiést bE Butherizrd, acacss edrminmats
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I'n anot her one o ese fi gures or conveni ence,
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the conponents of . I't should be appreciated
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nodes in a network. [0053] Referring initially to Fl G
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restricted access point are treated. [0054] As

opgatess wib dellgsdibod kvithG2ferdnke tatat womkommtieo G s $ti shnsld be
a?;prleccil:tre]cti ![hfalt ‘Slrese operations also may be applicable to other nodes in a network.
[0053] Referring initially to FIG. 4, several operations relating to provisioning a
restricted access point are treated.

[0054] As represented by block 402, the network node 110 assigns an identifier
(e.g., a unique identifier) for the restricted access point. In some cases this identifier is
guaranteed to be unique within an operator domain (e.g., the entire network provided by
a cellular operator). For example, a network entity may maintain an identifier database
that is used to ensure the uniqueness of any assigned identifier.

[0055] The identifier may take various forms. In some implementations this

identifier comprises a network identifier (e.g., a femto network identifier, “FNID”). In
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network provided by a cellular operator). For exanple,

a network entity may maintain an identifier database

that is used to ensure the uni queness of any assigned

identifier. [0055] The identi¥ier may take various

forms. In sone inplenmentations this identifier

conprises a network identifier (e g., a fento network
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poi nts throughout the enterprise (e.g., in differént
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identifiers that may be user-readable (e.g.,

scam¢ miydsmehtati@n adlsionidadesdddrs thoQbs) beliker-uedable (c.g., text-based)
identifier nmay be provisioned in various ways. For
estaatpl s used. sone cases an identifier is chosen and
configured when a user activates a restricted access
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operator e p0|nt of purchase in sonme other
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rlendfidrs andistBscdleeins Thas sodi at entifidr sy 1ga:ntﬂ“;n afdeieidual
;cilreg tgrarll!lihal (e.g., an NAI or IMSI or MS ISDN) or a set of one or more access
terminals (e.g., one or more access terminals associated with a given CSG). In addition,
the access list may specify permissions (e.g., conditions for access) associated with a
given access terminal.

[0058] In some implementations the access list may be managed through the use of
a website 344 (e.g., accessible by a computer, a phone, or some other suitable device).
In this way, the owner or user of the access point 102 may access the website to add,
delete, or edit access terminal entries in the access list. For example, to enable a home
or guest access terminal (e.g., access terminal 108) to access the access point 102, a user

may add a permanent NAI of the access terminal to the access list via a webpage. Here,

various naming conventions (e.g., user-readable identifiers such as “Joe’s phone” and
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suitable device). In this way, the owner or user of

the access point 102 may access the website to add,

del ete, or edit access termnal entries in the access
list. For exanple, to enable K hone or guest access

term nal (e.g., access termnal 108) to access the

access point 102, a user may add a permanent NAI of
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f@rssdot &sg., darynnnalsSof scomssatin@nalo frenadtbergperdt@®p60] As
represented by bl ock 408, access |list information may
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the access point 102 may query the configuration
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list. Such a query may take place, for exanple, every
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network (e.g., sets up a new | PSec connection). Thus,
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period of tine,

access point 102 connects to the operator network (e.g., sets up a new IPSec

connection). Thus, in the event the access point 102 goes “offline” for a period of time,
the access point 102 may be ensured of receiving the latest version of the access list
whenever it reconnects to the network.

[0061] By maintaining the access list at a location other than the access point 102,
the access point 102 is relieved of the burden of maintaining the access list. This
approach may provide improved access list management since the access list may be
updated even when the access point 102 is off-line. In addition, such an approach may
simplify managing an access list that is associated with more than one access point. For

example, a single access list may be defined for a set of access points (e.g., associated



the access point 102 may be ensured of receiving the
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access list at a location other than the access point
102, the access point 102 is relieved of the burden of
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restricted access points that the access terminal is allowed to access.

[0065] FIG. 5 illustrates several operations that may be performed to “push” access
list information to an access terminal (i.e., a push model). In this example, it is assumed
that a unique identifier has been assigned to the access terminal (e.g., as discussed
above).

[0066] As represented by block 502, at some point in time an access terminal may
be designated as being allowed access one or more access points. For example, the
owner of one or more access points may add a guest access terminal to the access list
associated with the access point(s) as discussed above in conjunction with FIG. 4.
[0067] As represented by block 504, the operator sends a message to the access

terminal that indicates that the access terminal is now allowed to access an access point
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[0069] As represented by block 508, the user may then determine whether to enable
(e.g., using an input device on the access terminal 108) the requested access to the
access point(s). Based on the user's decision, the access terminal 108 may update a list
(e.g., a whitelist) it maintains of the access points it is allowed (e.g., enabled) to access.
As discussed below, the access terminal 108 may use this list to determine which access
points it may access as the access terminal 108 moves throughout the network. Here,
the user may not need to provide any additional access authorization in the event the
access terminal enters the coverage area of an access point in the list since the access

terminal may automatically “remember” this access point. In some implementations the

whitelist may be updated only after approval is received from the network operator.



[0069] As represented by bl ock 508, the user may then
determ ne whether to enable (e.g., using an input
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954 beeMaspiegenget byoblbble 662 @essn¢ poini indlme a user of an access
terminal (e.g., access terminal 108) initiates a scan for nearby access points. To this
end, the access terminal 108 may include an input device that the user may control (e.g.,
a menu option) to cause the receiver 318 to monitor one or more channels for pilots
signals or other signals from an access point.

[0075] As represented by block 604, the access terminal 108 informs the user of any
access points that were detected as a result of the scan. For example, the access
terminal 108 may display an indication of the identity of the detected access point(s), or
provide some other form of indication. Again such an indication may comprise an

identifier assigned to the access point(s), an alternate name, or some other suitable

information.
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W thout the need for the user to initiate another

HOan) .  As represented by block 610, in some implementations a “pull” model may
be employed to enable the access terminal 108 to access an access point on a conditional
basis (e.g., pay-per-use). For example, several access points (e.g., belonging to a
common owner such as a hotel or other enterprise) may all advertise the same unique
identifier (e.g., FNID or CSG ID). When the access terminal is near one of these access
points and the user of the access terminal 108 initiates a scan, the user may elect to
connect to one of these access points (e.g., access point 102). When the access terminal
108 attempts to connect to the access point 102, the access point 102 may not check its
local access control list to see whether the access terminal 108 is authorized for access,
but may instead allow the access terminal 108 to make an initial connection. This initial

connection may involve, however, redirecting the user to a webpage whereby the access

terminal 108 may only receive service from the access point 102 if certain conditions
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[0082] In some implementations an access point may control (e.g., unilaterally
control) access to a local service. For example, an access terminal may attempt to gain
access to a service provided on a local network associated with the access point. Such
services may include, for example, access to a local server (e.g., to access audio, video,
data or other content), access to a printer, and so on.

[0083] As represented by block 702 of FIG. 7, at some point in time an access
terminal (e.g., access terminal 108) commences establishing communication with a
restricted access point (e.g., access point 102). In conjunction with this operation, the

access terminal 108 may attempt to open a session (or route) to the access point 102. In

addition, the associated session information may be stored at the network (e.g., at



may be unilaterally denied. However, if the access

poi nt determ nes that access should be grant to a
wWQ@Ruwen48889 vi ce, the access point may send a r ePCEES2008/079114
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the permanent NAI) over-the-air nmay be avoi ded.

identifier to a AAA entity that authenticates the identifier. In some implementations the
access point 102 sends the temporary identifier to the network and receives the
associated permanent identifier in response. In this case, the access point 102 may use
the permanent identifier to authenticate the access terminal 108.

[0086] As represented by block 706, the access point 102 compares the access
terminal information (e.g., a temporary or permanent identifier) with the information in
its local access list (e.g., represented by local access list 340 in FIG. 3). As discussed
above, the local access list may be configured to include a unique identifier associated
with the access terminal 108 (e.g., NAI, CSG ID, etc.).

[0087] As represented by block 708, the access point 102 may then allow or reject

the requested access based on the comparison at block 706. Here, the access point 102
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213 érlizce?it%lo gécess the access point 102. In accordance with the teachings herein,
access control functions may be performed at the access point or another network entity
such as a gateway, mobile switching center (“MSC”), serving GPRS support node
(“SGSN”), packet data serving node (“PDSN”), or MME in various implementations
[0089] Referring now to FIG. 8, several operations are described relating to a
scenario where the network sends a list of access terminal identifiers (e.g., the access
point’s access list) to an access point so that the access point may determine whether to

grant a request for access from an access terminal. In this example, the operations of

blocks 802 and 804 may be similar to the operations of blocks 702 and 704 described
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attenpts to access the access point, periodically, and
whichrihe access terminal 108 is a member, a list of access terminals that are allowed to
access the access point 102 (e.g., an access list of the access point 102), or a list of
identifiers of access points that the access terminal 108 may access. The determination
of the identifier by the network node 110 may comprise, for example, receiving the
identifier from another network node (e.g., an HSS) or obtaining the identifier from a
local database. In some implementations, determining the identifier may involve
determining a permanent identifier as discussed herein (e.g., based on a received
temporary identifier). The network node 110 sends the identifier or identifiers obtained
at block 808 to the access point 102 at block 810.

[0092] As represented by block 812, the access point 102 may then determine

whether to allow or deny the requested access based on the received identifier(s). For
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In such a case, the access point 102 may send a temporary identifier (e.g., a temporary
NAI) for the access terminal 108 along with an identifier (e.g., FNID) of the access
terminal 102 to the network node 110 in conjunction with the request at block 906. As
discussed above in conjunction with FIG. 7, the network node 110 may then cooperate
with another network node to derive a permanent identifier of the access terminal 108
from the temporary identifier.

[0095] As represented by block 910, the network node 110 determines whether to
allow the access terminal 108 to access the access point 102. For example, the network

node 110 may compare an identifier of the access terminal 108 (e.g., an NAI, a CSG 1D,

etc.) with an access list of the access point 102. Here, the access list may be the local



[0094] As represented by block 908, in inplenentations
that use tenporary identifiers to identify one or nore
WOoWen44889 g. , access term nals), the network nedEUS08/079114

(e.g., a fento AAA) nay determ ne a permanent
identifier associated wwth the access termnal 108
based on a tenporary identifier associated with the
access terminal 108. For examl e, the access point 102
may have obtained a tenporary identifier fromthe
access termnal (e.g., at block 902) or fromthe

i nf ormati on at bbgck 904 In.such
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Advagagepeslyd inainple@8nfagions suchrs Maks, the €8Gsimjntd 0@ nyped not be
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access point 102 or. may be an access_|list maintained
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froma. erver, as.di scussed above). The network .node .
G Ry I0a g b RS R RO S8 B G i CeE TR in the
reguest e‘fl access l:gased on.this conparison. [0096] As

rep eseh eetaan%%ar%l}to%ﬁccﬁiszl?m?the networ k node 110 sends
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haleal ADRchesiasbed. afa6sss hanedaP fotd e LRERIREKer (c.g., NAI)
i ndi cation (block 914). Advantageously, in
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need not be aware of the actual identity of the access

foeardefiat Spdrivat ofaigee ISert NE amearsstenindl redBids ar ficcess point within
addi tion, the access control list for the access point
1e2cdoe sf mat (negtic hocchetesemtl has thhsme identifier during this time), the
access point may accept the access terminal without obtaining authorization from the
network (e.g., the femto AAA). In some implementations an operator may choose
whether to use a temporary identifier or a permanent identifier for the access terminals.
If a permanent identifier is used, the permanent identifiers may be stored at the access
points (e.g., in the local access list 340) such that the access point may independently
authenticate the access terminals. If a temporary identifier is used, the operator may
control the frequency at which access points check with the network (e.g., the femto
AAA) to verify the identifiers stored in the local access list 340.

[0098] FIG. 10 illustrates an example of access control operations that may be

performed in an implementation utilizing long-term evolution (“LTE”) or other similar



access point 102. In such an inplenentation, access

control is entirely perforned in the network node
W@ e@nogsseNnt to access point. [0097] Various tRCHOBZPOEE79114

may be used to manage access termnal identifiers in a
networ k. As nentioned above, an access point may store
the valid identifier (e.g., NAl) used by an access
termnal. In sone |nplenentat1%ns this identifier may
remain valid for a defined period of tinme. Here, if an
access termnal revisits an access point within the
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The network (e.g., a hone subscription server, "HSS"

be canves@l wudmsiM $IptThemetwork may then send the CSG information (e.g., a
unique CSG identifier) to the corresponding restricted access point(s). In addition, the
network may send the CSG subscription information to an MME when an associated
access terminal is registered to the MME.

[00100] Also as described above, provisioning of an access terminal (e.g., with a list
of unique CSG IDs) may be approved by the owner the access terminal. In addition, the
operator may also approve the provisioning of the access terminal. Here, a given CSG
ID may be associated with a set of one or more access terminals that are authorized to
receive at least one service from a set of at least one restricted access point. In other

words, the set of access terminals and the set of access points are all associated with a

common CSG ID. It also should be appreciated that a given access terminal or access



server) may maintain CSG subscription information for
access termnals and restricted access points in the
wWO2ao44889 I n a sin |l ar manner as descri bed aboRET/US2008/079114

operator may provide a webserver that enables a user

to manage CSG subscription information for his or her
restricted access point(s). For exanple, a user can
nodi fy his or her subscrlptldﬁilnfornatlon (e.g., M5

| SDNs) using a website. The network may then approve
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"push nodel" or a "pull" nodel. For exanple, in t he
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send an SMS nessage to the access termnal to inform
whercabe smssstpeinti 102 ladodrtises s G D skatiipals@associated with the access
terminal 108), the access terminal 108 may send a registration request or other suitable
message to the access point 102.

[00103] As represented by block 1004, the access point 102 sends a request to the
network (e.g., one or more network nodes 110) to authenticate the access terminal 108.
Here, the network node(s) 110 may comprise a mobility management entity (“MME”)
or some other suitable network entity or entities. The access point 102 also may send an
identifier (e.g., a CSG ID associated with the access point 102) to the network node 110
in conjunction with the request (e.g., included in the request message). In addition, the

request may include information received from the access terminal 108 (e.g., at block

1002).



(e.g., identifying one or nore CSG I Ds) and the user
ei ther accepts or rejects the subscription. In the
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the access term nal displays a |list of nearby access
points (e.g., user-readable CSG IDs or other types of
access point identifiers) so that the user nay sel ect

one or nore entries fromthe 34 st, if desired. [00102]

As represented by bl ock 1002 of FIG. 10, at sone point

in time the access term nal commences accessing the
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Por sxtampld, in §dmhSingSRenthtivg s nigt deteckninaden may be made at an MME that
obtains and/or maintains the identifiers associated with the access point 102 and the
access terminal 108.

[00107] In some implementations this determination may be made at another network
node such as an HSS. For example, the MME may send a request to the HSS to
determine whether the access terminal 108 is authorized to access the access point 102.
In conjunction with such a request, the MME may send information (e.g., identifiers
such as an IMSI and a CSG ID) to the HSS in some cases. Also, in some cases the HSS
may obtain and maintain such information on its own. After determining whether
access 1is allowed, the HSS sends a corresponding response back to the MME.

[00108] As represented by block 1010, the MME sends a response to the access point

102 based on the MME's determination or based on the determination of another



110 may update its |ist whenever an entry is changed
at the webserver. [00105] As represented by bl ock
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access termnal 108 is allowed to access the access
poi nt 102. For exanple, the network node 110
determ nes whether an identifier of the access point
102 (e.g., indicative of a CS8 to which the access
poi nt 102 belongs) is on a list of identifiers
associated with the access termnal 108 (e.g.,
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access point 102 and then served by that node.

access terminal 108 to the access point 104. In this way, the access terminal 108 may
initially be served by the access point 104.

[00112] As represented by block 1106, at some point in time the access terminal 108
may be handed over to the access point 102. For example, if the access terminal 108
moves away from the access point 104, the measurement reports from the access
terminal 108 may indicate that the signal strength of signals being received from the
access point 102 is now higher than the signal strength of the signals received from the
access point 104. In this case, the network may initiate a handover from the access
point 104 to the access point 102.

[00113] As represented by blocks 1106 and 1108, in conjunction with this handover,

the access point 104 (i.c., the source access point) may receive an identifier associated

with the target access point (i.e., the access point 102) such as, for example, a CSG ID.



[00110] As represented by block 1102, the network
(e.g., an HSS) may maintain context information for
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above, this context information may include a |ist
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sets (e g., CSGs) to which the access term nal 108
bel ongs. [00111] As represent®d by bl ock 1104, the
network (e.g., an MME) fetches the context for given
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©SGe hédeky pdintf F0@mritieaccess point 102 may receive this information from the
access point 104.

[00116] As represented by block 1114, the access point 102 may determine whether
the access terminal 108 is authorized to access the access point 102. For example, in a
similar manner as discussed above, the access point 102 may compare its identifier(e.g.,
a CSG ID) with a list that specifies the access points that the access terminal 108 is
allowed to access (e.g., a CSG ID list from the context information for the access
terminal 108).

[00117]  As represented by block 1116, in some implementations the access point 102

may send a request to the network (e.g., the MME) to confirm whether the handover

should be performed (e.g., in conjunction with a path switch request). For example, as



context information for the access term nal 108).
[00114] As represented by block 1110, if the access
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point 102 (e.g., the CSG ID of the access point 102 is
not inthe CSGID Ilist of the access term nal 108),
t he handover operation nmay not be perforned. For
exanpl e, the access point 1023hay send a nessage to
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fosnedjnalRcFEBing howl td Fb@. B, liovene agslessnthidorisheresticted access point
glzly r1t1)te u:sle%zt.o provision an access terminal. For illustration purposes the examples that
follow describe examples where an access terminal is provisioned (e.g., configured)
with a preferred roaming list ("PRL"). It should be appreciated, however, that an access
terminal may be provisioned with other types of information in accordance with the
teachings herein.

[00121] As represented by block 1202, access terminals in a network (e.g., any
access terminals that may access a restricted access point) may originally be configured
with a default PRL (e.g., the list comprises or specifies a default configuration). For
example, the access terminal 106 may be configured by the network operator when the

access terminal 106 is purchased by a user. Such a PRL may specify, for example, a

default system identifier (“SID”), a default network identifier (“NID”), and a default



[00118] In situations where an access term nal needs
to access the target access point wthout prior
W 2000048889 preparation (e.g., during a radi o |iP&I/US2008/079114
failure), a target access point may fetch the access
term nal context fromthe source access point. As
nmenti oned above, this context includes a CSG Iist of
the access termnal. Thus, th¥ target access point may
determ ne whether the access termnal is allowed to
access the target access point. [00119] As represented
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cases, the default frequency may be the same as a macro access point’s operating
frequency or an operating frequency of a restricted access point.

[00123] The default PRL may also include information for macro system selection.
For example, the default PRL may include identifiers and frequencies that may be used
to access macro access points in the network.

[00124]  As represented by block 1204, restricted access points in the system (e.g.,
access point 102) are configured to transmit a bootstrap beacon. In some aspects this
bootstrap beacon may comprise a temporary beacon that is used in conjunction with

provisioning provided by the access point 102. Here, the bootstrap beacon may be

broadcast in accordance with the generic PRL parameters discussed above (e.g., the



for provisioning operations. In sonme aspects the
default PRL information (e.g., SID and/or N D) may
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with a highest priority. For exanple, the access

term nal may be configured to search (e.g., search

first) for a specified preferred access point or
specified preferred access polhts (e.g., home access

poi nts). [00122] In sonme aspects, the paraneters of

the default PRL may be reserved for restricted access
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may be transmitted at the default frequency, and may
conjunction with a change in the roaming list, international travel, and so on) that
resulted in the PRL that was provisioned by the access point (as discussed below) being
overwritten.

[00127] As represented by block 1206, when the access terminal 106 provisioned
with the default PRL is placed near the restricted access point 102 operating in a
provisioning mode, the access terminal 106 may receive the bootstrap beacon
transmitted by the access point 102. In response, the access terminal 106 may send a
message to the access point 102 to initiate provisioning operations. In some

implementations, this message may include the PRL currently used by the access

terminal 106. In some implementations a user of the access terminal 106 may initiate



include the default SID and the default NID (e.g.,
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example, the access terminal 106 may be configured to search (e.g., search first) for a
specified preferred access point or specified preferred access points (e.g., home access
points).

[00129] The access point 102 may obtain macro system PRL information in various
ways. In some implementations the access point 102 may request this PRL information
from the macro access point (e.g., via network node 110 or over-the-air). In some
implementations the access point 102 may receive this PRL information from an access
terminal (e.g., the access terminal 108). For example, the access point 102 may include
an over-the-air function. Here, the access point 102 may send a message (e.g., an SSPR
configuration request) to request the access terminal’s current PRL (which may include

the current macro PRL information as discussed above) and the access terminal may

respond by sending its current PRL over-the-air to the access point 102.



[00128] As represented by block 1208, the access point
102 (e.g., the provisioning controller 328) may define
wW@200e4dBB. for the access termnal 106 (e.g., POF/US2008/079114
normal nobil e operations). The new PRL may i ncl ude
macro systeminformation as in the default PRL, but
the default PRL initialization information may be
renoved. In its place, new PR information may be
added (e.g., the list conprises or specifies a new

configuration). In sone aspects the new PRL
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over-the-air to the access point 102.[00130] Once the

b ¢lssngyoPRL 1d02melsdn, fesacacss el 106 [nell ascéssinforination to
i]a%gtifilearégesss points it may access. For example, in the event the access terminal 106
determines that the access point 102 is in the vicinity (e.g., after the access point has
been configured to a normal operating mode), the access terminal 106 may give
preference to being served by the access point 102 as opposed to any other access points
(e.g., a macro access point) that are detected by the access terminal 106.

[00133] Referring now to FIG. 13, various techniques are described for controlling
restricted access (e.g., association) at an access point. In this example, an access point
may be configured with a local list of access terminals that are allowed to access one or

more services provided by the access point. The access point may then grant or deny

access based on the local list. Advantageously, in some aspects such a scheme may



(e.g. pushes) the PRL to the access term nal 106. For

exanpl e, the access point 102 may send a PRL to the
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OTAPA). [00131] Advantageously, by provisioning the

access termnal 106 via the access point 102 as

di scussed above, the network operator need not

mai ntai n access terninal speci¥ic information (e.g.,

PRL information). It may be desirable, however, to
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assigned better quality of service than a guest access terminal. In addition, some access
terminals (e.g., guest access terminals) may be given access to certain services (e.g.,
local services such as a multimedia server or some other type of information server)
without involving authentication by a network operator. Also, in some cases the local
access list 340 may be used as an initial stop gap at the access point 102, whereby actual
authentication (e.g., for a telephone call) may be performed by the network to prevent
the security of the network from being compromised.

[00137] As represented by block 1304, the access point 102 may send the access
terminal identifier information that was configured at block 1302 (e.g., the local access

list 340) to a network database (e.g., authentication center/home location register,

“AC/HLR”) and request other identification information associated with the



access based on the local list. Advantageously, in
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termnals (e.g., by adding/deleting these access

termnals to/fromthe [ist) without involving a

networ k operator. [00134] As represented by bl ock

1302, a restricted access poidft (e.g., access point

102) is configured with an access list (e.g.,

represent ed by local access list 340 in FIG 3). For

t he owner. of ccess oi nt 102

P B PoRipieey PRHBSE oF g SpOn s RBSROy P2 Bt 6T Phone
BB Tl Rt e bl b8 Y M Rati3R npRe LB Srit e R LR
LY SR G un RO ey E L PP BT B LT FHeF obie
M@Iﬁbe‘?fldetn'ﬂ%r (‘i‘glg???_ RN ssi éggd fo"ﬂlg %cegmﬁmﬁalnﬁ%"%rﬁ the

oper at or he accesSs poi nt

Qg&,\éﬂ@ﬁdmelqog n various ways. For exarrpl e the owner
may use a web interface hosted by the access point 102

109188Inf i Ahcprebdite DL BIBEk PBIA) theldddess[pdht 362 nay advertise its
addition, different access term nals may be given
dichfi@cagioh ihfeuadtiongt.gaas dssussédheremanBbresxagipis theaecess point 102
term nals may be given tenporary access based on

ay dustisr § Dearid NIR midorniatios esrdisturpédestentat i ons a hone
access term nal be assigned better qual ity of

K91 3Plce Amﬁreaerg%gx blaele £3&F, pe pegepntermingl Batis prasioned to
sone access ternjnpals uest access, ter

pRegssfae @?C\?é%poa@clé)@srn%y(a&éemleq %late,lé FW&%%VIG’@“ Orfntheoaéaws point

LS S SR Bk BB Eh SR s R S, theacces
t h t t k Al

BT D BEpRY Rolt L ARG P Bl 192 5 Bussce

L] @J thé& sIBMidki fd&%%ﬁﬁee&?sgﬁfan@& \x&@l%hpwb ‘a{a@me udes the

act uz aut entication a tel ephone ca

RetrRESH RESR ‘ﬂoﬁly siihe, RaiMRI Kb Oarﬁrcﬁl\é%ﬁltmdré‘ Bp&ad fr&}ﬁeﬁ&es that
the network from bei ng conprom sed. ﬂ)

EIRRESBMIRA O PHIAEKOZL 3P the dcb&s @&‘ﬁm lD@hﬁSI b%qb?-o\ﬁﬁbfned in some
send the access terninal identifier information that

vésr mamtidr gt echbdds ibloddéntiB 02 {ceesy poirit 162 (O aproasames with a
preferred user zone list). The access terminal 106 may then attempt to register with the
access point 102 as a result of receiving a different SID (e.g., which may represent a
different zone than the macro zone for zone-based registration). Thus, in some cases the
access terminal may automatically attempt to access the access point 102. In other
cases, however, a user may control whether the access terminal 106 accesses the access
point 102 (e.g., the user provides input via an input device in response to an indication
of detected access points output by the access terminal 106). In conjunction with this
registration, the access terminal 106 may send its identifier (e.g., its ESN, IMSI, etc.) to
the access point 102 (e.g., via an access channel).

[00140] As represented by blocks 1310 and 1312, the access point 102 determines

whether the access terminal 106 is allowed to access the access point 102. For example,
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with this registration, the access term nal 106 nay

&endthe receivdd ntechs erminel glentifidras BESKe ldchBiccestlst 34Q)othe access
point 102 may grant access to certain services. For example, as discussed above, the
access point 102 may grant access to local services provided by a local network.
[00143] In addition or alternatively, the access point 102 may pass the registration
information to the network node 110 (e.g., the macro network’s HRL) for authentication
and registration of the access terminal 106. The network node 110 may then respond
with a registration accept or reject message. In response, the access point 102 may send
a corresponding message to the access terminal 106. If authorized, the access point 106
then obtains the request service from the access point 102 (e.g., network access).

[00144] It should be appreciated that the above techniques may be implemented in

various ways in accordance with the teachings here. For example, authentication



the access point 102 (e.g., via an access channel).
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Lo&Y). Thviag agesss syminmhynovecihoelgh stidr a estavepk, ¢he access terminal may
information (e.g., SID, NID, operating frequency) that
belegivedk ingsrtain legatiensniit pagessawinds happioytde(meacgo coragscile the
macro network) that the access termnal 106 nm i
ageewdermingionamnbe seevedets othss ﬁ%@é@orbabymcsﬁa% p@@isst,ha? proyiqdg smaller

access ternmnal 106 is allowed access (e.g., . the .
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and registration of the access termnal 106. The
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accept or reject nessage. In response, the access
laogeantthahGfemiy arse nuhy be referred to as a pico node (e.g., providing coverage
within a commercial building).

[00146] A cell associated with a macro node, a femto node, or a pico node may be
referred to as a macro cell, a femto cell, or a pico cell, respectively. In some
implementations, each node may be associated with (e.g., divided into) one or more
cells or sectors.

[00147] In various applications, other terminology may be used to reference a macro
node, a femto node, or a pico node. For example, a macro node may be configured or
referred to as an access node, base station, access point, eNodeB, macro cell, and so on.

Also, a femto node may be configured or referred to as a Home NodeB, Home eNodeB,

access point base station, femto cell, and so on.
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node nay be referred to as a macro cell, a fento cel
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each node nmay be associ at ed Wit h (e.g., divided into)
oRelled imdireatizelyl snadlrscsleektv@k environment (e g., in one or more user
residences 1530). Each femto node 1510 may be coupled to a wide area network 1540
(e.g., the Internet) and a mobile operator core network 1550 via a DSL router, a cable
modem, a wireless link, or other connectivity means (not shown). As will be discussed
below, each femto node 1510 may be configured to serve associated access terminals
1520 (e.g., access terminal 1520A) and, optionally, alien access terminals 1520 (e.g.,
access terminal 1520B). In other words, access to femto nodes 1510 may be restricted
whereby a given access terminal 1520 may be served by a set of designated (e.g., home)
femto node(s) 1510 but may not be served by any non-designated femto nodes 1510
(e.g., a neighbor’s femto node 1510).

[00150] FIG. 16 illustrates an example of a coverage map 1600 where several

tracking areas 1602 (or routing areas or location areas) are defined, each of which
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or referred to as an access node, base station, access

poi nt, eNodeB, macro cell, and so on. Also, a fento

node may be configured or referred to as a Hone NodeB,

Hone eNodeB, access point bas¥ station, fento cell

and so on.[00148] FIG 14 illustrates a wreless

conmuni cati on system 1400, configured to support a
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emterage aagadl 68h etdyarot lit ehSrelynwibihta thamd ob¥erageancek@dplle practice,
The wi rel ess comuni cation system 1400 may provide
8 &rgd wenl of femtoaoyerageagaapfiioonaels dtinegonthexgnpl @acking arca
macro cells 1402A- 1402G may cover a few blocks in a
heQ2gHBIde 6ol csrecasie G Hilseong Ar MQFPice pRNCHRgERS (not shown)

00149] _FIG .15 illustrates an exenpl ary conmuni cati on
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i t bin et wor k .envj t. Specifi.cally, system .
o8t b g PO onths onales: a ko pbug 1B @Y ybierive o
R AR S el SERMT i BRGRu oL, B
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area network nter ne
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cabl e nodem a wireless link, or other connectivity

BRaRANICARL 18 HMONorddSddpehdin® 8n dheSETHER BRI, th@@seBss terminal
fento node 1510 may be confirgured to serve associ ated

e dr deesWitdralizal 1520mae by servad b 8 sndcey ¢alinkest paAN 560

and, optionally, alien access termnals 1520 (e.qg.,

associated with the mobile operator core network 1550 or by any one of a set of femto
nodes 1510 (e.g., the femto nodes 1510A and 1510B that reside within a corresponding
user residence 1530). For example, when a subscriber is outside his home, he is served
by a standard macro access point (e.g., access point 1560) and when the subscriber is at
home, he is served by a femto node (e.g., node 1510A). Here, it should be appreciated
that a femto node 1510 may be backward compatible with existing access terminals
1520.

[00152] A femto node 1510 may be deployed on a single frequency or, in the
alternative, on multiple frequencies. Depending on the particular configuration, the

single frequency or one or more of the multiple frequencies may overlap with one or

more frequencies used by a macro access point (e.g., access point 1560).



access termnal 1520B). In other words, access to
fento nodes 1510 nay be restricted whereby a given
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designated (e.g., hone) fenmto node(s) 1510 but may not
be served by any non-designated fento nodes 1510
(e.g., a neighbor's fento node 1510). [00150] FIG 16
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a fento node 1510 pmy subscribe. tQ nobile servjce,
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with the nobile operator core network 1550 or by any

fhgo abda1 set tefact@st@mnnges2d&l&td e Femtotddde 181 fr camping
nodes 1510A and 1510B that reside within a

eathinespondiaggattaer resi dence 1530). For exanpl e, when

a subscriber is outside his honme, he is served by a

H0dAslar A feto mode org de poitmdted & Yme apaes sEFgpexanples56given femto
and when the subscriber is at ' '
node may only provide certain services to certain access terminals. In deployments with
so-called restricted (or closed) association, a given access terminal may only be served
by the macro cell mobile network and a defined set of femto nodes (e.g., the femto
nodes 1510 that reside within the corresponding user residence 1530). In some
implementations, a node may be restricted to not provide, for at least one node, at least
one of: signaling, data access, registration, paging, or service.

[00156] In some aspects, a restricted femto node (which may also be referred to as a
Closed Subscriber Group Home NodeB) is one that provides service to a restricted

provisioned set of access terminals. This set may be temporarily or permanently

extended as necessary. In some aspects, a closed subscriber group (“CSG”) may be
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Here, it should be appreciated that a fenmto node 1510
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restricted (or closed) association, a given access
tethonized|to aEEs OB gpchde S rexespt for perhaps emergency situations (e.g., 911
calls).

[00158] From arestricted femto node perspective, a home access terminal may refer
to an access terminal that is authorized to access the restricted femto node (e.g., the
access terminal has permanent access to the femto node). A guest access terminal may
refer to an access terminal with temporary access to the restricted femto node (e.g.,
limited based on deadline, time of use, bytes, connection count, or some other criterion
or criteria). An alien access terminal may refer to an access terminal that does not have
permission to access the restricted femto node, except for perhaps emergency situations,

for example, such as 911 calls (e.g., an access terminal that does not have the credentials

or permission to register with the restricted femto node).
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calls). [00158] Froma restricted fento node
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independent channels corresponds to a dimension. The MIMO system may provide
improved performance (e.g., higher throughput and/or greater reliability) if the
additional dimensionalities created by the multiple transmit and receive antennas are
utilized.

[00162] A MIMO system may support time division duplex (“TDD”) and frequency
division duplex (“FDD”). In a TDD system, the forward and reverse link transmissions
are on the same frequency region so that the reciprocity principle allows the estimation
of the forward link channel from the reverse link channel. This enables the access point
to extract transmit beam-forming gain on the forward link when multiple antennas are

available at the access point.
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i ndependent channel s corresponds to a di nension. The

VSRR, 348 KnmpnistyQpM\victbeted for that data stream to provide modulation
symbols. The data rate, coding, and modulation for each data stream may be
determined by instructions performed by a processor 1730. A data memory 1732 may
store program code, data, and other information used by the processor 1730 or other
components of the device 1710.

[00166] The modulation symbols for all data streams are then provided to a TX
MIMO processor 1720, which may further process the modulation symbols (e.g., for
OFDM). The TX MIMO processor 1720 then provides Ny modulation symbol streams
to Ny transceivers (“XCVR”) 1722A through 1722T. In some aspects, the TX MIMO

processor 1720 applies beam-forming weights to the symbols of the data streams and to

the antenna from which the symbol is being transmitted.
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recover the traffic data for the data stream. The processing by the RX data processor

1760 is complementary to that performed by the TX MIMO processor 1720 and the TX
data processor 1714 at the device 1710.

[00170] A processor 1770 periodically determines which pre-coding matrix to use
(discussed below). The processor 1770 formulates a reverse link message comprising a
matrix index portion and a rank value portion. A data memory 1772 may store program
code, data, and other information used by the processor 1770 or other components of the
device 1750.

[00171] The reverse link message may comprise various types of information
regarding the communication link and/or the received data stream. The reverse link
message 1s then processed by a TX data processor 1738, which also receives traffic data

for a number of data streams from a data source 1736, modulated by a modulator 1780,



synbols. The data rate, coding, and nodul ation for

each data stream may be determ ned by instructions
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store program code, data, and other information used

by the processor 1730 or other conponents of the

device 1710. [00166] The nodul ation synbols for al

data streans are then providetbto a TX M MO processor

1720, which may further process the nodul ati on synbol s

(e.g., for OFDM. The TX M MO processor 1720 then
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described components may be provided by a single component. For example, a single
processing component may provide the functionality of the access control component
1790 and the processor 1730 and a single processing component may provide the
functionality of the access control component 1792 and the processor 1770.

[00174] The teachings herein may be incorporated into various types of
communication systems and/or system components. In some aspects, the teachings
herein may be employed in a multiple-access system capable of supporting
communication with multiple users by sharing the available system resources (e.g., by
specifying one or more of bandwidth, transmit power, coding, interleaving, and so on).

For example, the teachings herein may be applied to any one or combinations of the

following technologies: Code Division Multiple Access (“CDMA”) systems, Multiple-



1760 is conplenentary to that perforned by the TX M MO
processor 1720 and the TX data processor 1714 at the

wW@leaopo€888710. [ 00170] A processor 1770 peri odi REl/U§2008/079114

determ nes which pre-coding matrix to use (discussed
bel ow). The processor 1770 formul ates a reverse |ink
nmessage conprising a matrix index portion and a rank
val ue portion. A data nenmory 47772 may store program
code, data, and other information used by the
processor 1770 or other conponents of the device 1750.
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anteene@aglodingdhe eactdhid ned nityy Bechisighah®cigipi@ndt dd2ads more
denodul ated by a denodul ator ("DEMOD') 1740, and
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reverse link nessage transmtted by the device 1750.
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matrix to use for detern1n|n%wﬁhe beam f orm ng wei ghts

Fh@%trwlé?@émgceﬁh(e UdhR A3 c¢dogp Q,scag@me pte1 rehnpgy. WTRA
ﬁpgllLBtrates that the c

%jlg\’ SEMranfdop/ G@R&ﬂﬁ%&lﬁ?&” %&?m%%ﬂﬁﬁ é@?@é@gﬁovers IS-
F

2@@ i@%&ﬁ? SRS h%é REEE Ok iar gt £ re e

ATt %éosoefsgsﬂeﬁtfore SFRLPAR iyl 545, 86 oronea

h&wBrk mquIhﬁlgp%ZtSepx)adﬁ)ste&ﬁl%% &L & ByolRdUTRA ({ ﬁ-@ERA”) IEEE

access C conponent My cooperate w

RODERIBLE b7 18, AN 992 5, Psh AADORE RS (9TRANEIBYACnd GSM
50 to send/receive signals to/from another device
ﬁr@ rért.of ANV &1l Mok Teldcomn@imi ddtiBR System (“UMTS”). The teachings
herein may be implemented in a 3GPP Long Term Evolution (“LTE”) system, an Ultra-
Mobile Broadband (“UMB”) system, and other types of systems. LTE is a release of
UMTS that uses E-UTRA. Although certain aspects of the disclosure may be described
using 3GPP terminology, it is to be understood that the teachings herein may be applied
to 3GPP (Re199, Rel5, Rel6, Rel7) technology, as well as 3GPP2 (IxXRTT, 1xEV-DO
RelO, RevA, RevB) technology and other technologies.
[00175] The teachings herein may be incorporated into (e.g., implemented within or
performed by) a variety of apparatuses (e.g., nodes). In some aspects, a node (e.g., a
wireless node) implemented in accordance with the teachings herein may comprise an
access point or an access terminal.

[00176] For example, an access terminal may comprise, be implemented as, or

known as user equipment, a subscriber station, a subscriber unit, a mobile station, a



appreci ated that for each device 1710 and 1750 the
functionality of two or nore of the described
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exanpl e, a single processing conponent may provide the
functionality of the access control conponent 1790 and
the processor 1730 and a single processing conponent
may provide the functionalitytf the access contro
conponent 1792 and the processor 1770. [00174] The
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[00178] In some aspects a node (e.g., an access point) may comprise an access node
for a communication system. Such an access node may provide, for example,
connectivity for or to a network (e.g., a wide area network such as the Internet or a
cellular network) via a wired or wireless communication link to the network.
Accordingly, an access node may enable another node (e.g., an access terminal) to
access a network or some other functionality. In addition, it should be appreciated that
one or both of the nodes may be portable or, in some cases, relatively non-portable.
[00179] Also, it should be appreciated that a wireless node may be capable of

transmitting and/or receiving information in a non-wireless manner (e.g., via a wired

connection). Thus, a receiver and a transmitter as discussed herein may include



are part of Universal Mbobile Tel ecommunication System
("UMIS'). The teachings herein may be inplenented in a
wQaepossssy Term Evolution ("LTE") system an WET/EHS2008/079114
Mobi | e Broadband ("UWB") system and other types of
systens. LTE is a release of UMIS that uses E-UTRA
Al t hough certain aspects of the disclosure may be
described using 3GPP ternminoldyy, it is to be
understood that the teachings herein may be applied to
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eNodeB, a radio network controller ("RNC'), a base
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Referring to FIGS. 18 - 28, apparatuses 1800, 1900, 2000, 2100, 2200, 2300, 2400,
2500, 2600, 2700, and 2800 are represented as a series of interrelated functional blocks.
In some aspects the functionality of these blocks may be implemented as a processing
system including one or more processor components. In some aspects the functionality
of these blocks may be implemented using, for example, at least a portion of one or
more integrated circuits (e.g., an ASIC). As discussed herein, an integrated circuit may
include a processor, software, other related components, or some combination thereof.
The functionality of these blocks also may be implemented in some other manner as
taught herein. In some aspects one or more of the dashed blocks in FIGS. 18 - 28 are

optional.



("RBS"), a base station controller ("BSC'), a base
transcei ver station ("BTS"), a transceiver function
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service set ("BSS'), an extended service set ("ESS"),
or sone other simlar termnology. [00178] In sone
aspects a node (e.g., an access point) may conprise an
access node for a communi catidh system Such an access
node may provide, for exanple, connectivity for or to
a network (e.g., a wde area network such as the
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dibawsscdlreranhém olitaieing sscaos Ahldhinewn toroespomt ton Giregample, an access
controller as discussed herein. A receiving means 2106 may correspond to, for
example, a communication controller as discussed herein. A determining means 2108
may correspond to, for example, an access controller as discussed herein. An identifier
determining means 2202 may correspond to, for example, an provisioning controller as
discussed herein. A sending means 2204 may correspond to, for example, a
communication controller as discussed herein. An assigning means 2206 may
correspond to, for example, an provisioning controller as discussed herein. A receiving
means 2302 may correspond to, for example, a provisioning controller as discussed

herein. A transmitting means 2304 may correspond to, for example, a communication

controller as discussed herein. An identifier determining means 2402 may correspond
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signal generators and signal processors) that
facilitate comrunication over a wreless nedi um
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msans 2706 may correspond to, for example, a communication controller as discussed
herein. A roaming list receiving means 2708 may correspond to, for example, a
provisioning controller as discussed herein. A configuring means 2802 may correspond
to, for example, a provisioning controller as discussed herein. A beacon receiving
means 2804 may correspond to, for example, a receiver as discussed herein. A sending
means 2806 may correspond to, for example, a communication controller as discussed
herein. An authorization receiving means 2808 may correspond to, for example, an
access controller as discussed herein. A prompting means 2810 may correspond to, for

example, an access controller as discussed herein. A displaying means 2812 may

correspond to, for example, an access controller as discussed herein.
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an access controller as discussed herein. A

P85 UrTHdGe FEXNS wdbRIZuRBYr HPfdcREPPRbadyQf thdVarfXa MAlstative
a provisioning controller as discussed herein. A

logévab biotkd, R dokRaNsosiss, Myans,aifcespand algoritinosteps described in
exanpl e, a communi cation controller as discussed '
bemettmn With Seeispéatgdindasts h2606map pe copleespedds tlectréroe
exanpl e, a communi cation controller as ' o
hardware (e.g., a digital implementation, an analog implementation, or a combination of
the two, which may be designed using source coding or some other technique), various
forms of program or design code incorporating instructions (which may be referred to
herein, for convenience, as “software” or a “software module”), or combinations of
both. To clearly illustrate this interchangeability of hardware and software, various
illustrative components, blocks, modules, circuits, and steps have been described above
generally in terms of their functionality. Whether such functionality is implemented as
hardware or software depends upon the particular application and design constraints

imposed on the overall system. Skilled artisans may implement the described

functionality in varying ways for each particular application, but such implementation



di scussed herein. A sending neans 2608 may correspond
to, for exanple, a provisioning controller as
waele®ensssed herein. A defining neans 2610 nay CcRCT/ESO$10T79114
to, for exanple, a provisioning controller as
di scussed herein. A nonitoring nmeans 2702 may
correspond to, for exanple, a receiver as discussed
herein. A beacon receiving medhs 2704 may correspond
to, for exanple, a receiver as discussed herein. A
sendi ng neans 2706 may correspond to, for exanple, a
omuni cation controller as discyssed herein. A
SR R TPHmOF BE BT PHi s ARL T b ATHEPr B daiasioe pEthe prosent
forlexanple, a provisioning controller as discussed
HW8FI8FHC A configuring means 2802 may correspond to,
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sendi ng neans 2806 may correspond to, for exanple, a
B BMH @bl ORCEOMC D] hfhccass teinsiaMSseth NRERIPAint AThe IC may
aut horization receiving means 2808 may correspond to,
tampréscalngdneral prpasCBSesSENi iRiithiedigas pfbiceus EBIP)nat Siptication
A pronpting neans 2810 may correspond to, for exanple,
grecdrdesgracaintircaltl( ASI@S a dickicpre srachniedi egate arayd{FRG} Aydrrgher
nmeans 2812 nmay correspond to, for exanple, an access
pogtanohiltde lagse diveou disendtehmitedntrdnoBLs 3igi¢,tdishae hadiyere
understood that any reference to an el enent herein
enpricatsdelsety e CPBIRORGIEH opBcal tpmpenents; swelmiical cerppongsts, or

b1 SRS R e e e Rbadhe Bk gl Ry band may
BRI R RiE ot 2V Indceatiuds pFRRC o . A

elenqnt Thus reference to first a d

%?nera A’P'E’Oée gro’ces§9r l’Inl,%% € flﬁm%rogrqcesspr b 1 tﬁee g]?er}gative, %18 processor
ene oes n a Ny tTwo "el emént’s may

fﬁ%lb@éﬁgc Jhgpﬁo&'i PH&@SO} t&gnt%l[e‘?,tmﬁh%@fg%ﬂl&“ sthE BREMGe A

secon enment 1 nh séne manner. uhl ess st at ed
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LB & ANSE A D8P ahdh ﬁﬁ&ﬁ?fo@@ss@ﬂ_@ phur@hE o nifBdpRRessors, one or
represented using any of a variety of different

teehndrogbess@n th ¢angintetign @sth 08P ex@n vy odiedrauch configuration.
i nstructions, commands, information, signals, bits,

BBl s It mnadedsiopd that any specific order or hierarchy of steps in any disclosed
process is an example of a sample approach. Based upon design preferences, it is
understood that the specific order or hierarchy of steps in the processes may be
rearranged while remaining within the scope of the present disclosure. The
accompanying method claims present elements of the various steps in a sample order,
and are not meant to be limited to the specific order or hierarchy presented.

[00188] The functions described may be implemented in hardware, software,
firmware, or any combination thereof. If implemented in software, the functions may
be stored on or transmitted over as one or more instructions or code on a computer-

readable medium. Computer-readable media includes both computer storage media and

communication media including any medium that facilitates transfer of a computer



that may be referenced throughout the above

description may be represented by voltages, currents,
We@b@ensssaagnet i c waves, magnetic fields or parPCTUs208/079114

optical fields or particles, or any conbination

thereof. [00185] Those of skill would further

appreci ate that any of the various illustrative

| ogi cal bl ocks, nodul es, proc%%sors nmeans, circuits,

and algorithn1steps descrlbed in connection with the

aspects discl osed herein may be inplenented as

electrgnlc har dwar e ( a digital | ement
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nodul es, circuits, and steps have been descri bed above
aen @ﬂi‘@dtﬁr}és hiid thet ¢ tefactdiedd byf sasthpaaal Alsy, anWeehietion is
such functionality is inplenmented as hardware or
pobtihateemdé p eodputaporaditie npdivn . cBbrarxamplel, ifdht saftwand
desi gn constraints inposed on the overall system
Shkisnlited fomi asxawltﬂwrxiempir ethenterndte selerseniibga coaxial cable, fiber
functionality in varyin ys for each particul ar
apfisl Gabke: fyointed hakr, GeieH sp rlbwielm%(ﬂséaa@cwgql@%éec@n@l@g@s such as
nat be |nter reted as causing a departure fro i i
udigrd. gydig, ﬁ‘ég BF%@@’F}Y@ -dheicthg soaxéal CF@S % orHec ?, itw%ed pair,

ustratlve cal bl ocks du nd circui
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leelt ehmt on melgiluql?l ﬁ{l&rtﬁg%s\é\d %hulggd Rlrefh e{nfci)udrﬁrggonk{ ac"tiglﬁc (CD),

egra cui't cess term
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process si gnal proce Sor
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field programmabl e gate array (FPGA) or other
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| ogi c, discrete hardware conponents, electrica
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or any conbi nati on thereof designed to performthe

faaddtle ordiudesey bbédplereied in amdsuitayle computer-program product.
[00189] In view of the above, in some aspects a first method of communication
comprises: determining an identifier for a set of at least one access point that is
configured to provide at least one service only to a set of at least one access terminal,
wherein the identifier uniquely identifies the set of at least one access point within an
operator network; and sending the identifier to each access point in the set of at least
one access point. In addition, in some aspects at least one of the following also may
apply to the first method of communication: the identifier comprises a network
identifier, and the network comprises a cellular operator domain; the identifier is

determined in conjunction with activation of an access point of the set of at least one

access point; the set of at least one access point comprises a plurality of access points



execute codes or instructions that reside within the

IC, outside of the IC, or both. A general purpose
WOe@omesss8y nay be a m croprocessor, but in thePCT/US2008/079114

alternative, the processor nay be any conventiona

processor, controller, mcrocontroller, or state

machi ne. A processor nmay al so be inplenented as a

combi nati on of conputing devi¥es, e.g., a conbination

of a DSP and a m croprocessor, a plurality of

M Croprocessors, one Or nbre m Croprocessors in
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descri bed may be inplenented in hardware, software,
hodadetceminor thnideatifidyi coatprioes tebavmgfa. redfest fiop he ndentife and
in software, the functions may be stored on or
detamsimingtvdutiow dre identdies isplreatdy & isedtyrati biabtams oflrer @ogbss point; if
on a conput erreadabl e medi um Conputer-readabl e nedi a
theapangstsd idsnkifigoinplieady i8tuse By thermb diasat ens@thes apeess peint. sending
di a |nclud|ng any  medi um t hat faC|I|t tes transfer
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st orage um that can be us
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instructions or data structures and that can be

PEIEEHDOMcHIifR&H® BRVLCES for SRt o PN cHOMRELLERRerhinal than for at
properly termed a conputer-readabl e medi um For

rxstropk @ther hicdelhetegniblvare is transmtted froma

website, server, or other renote source using a

H9a0]lal Aladineviewiohére ayote,an sabt espettaiasterhdpadthod of

di gital subscriber line (DSL), or wreless
@@nm]mﬂcgtg}m@mhs aeceiving an i entifier for a set of at least one access point at
an access point of the set, wherein each access point of the set is configured to provide
at least one service only to a set of at least one access terminal, and wherein the
identifier uniquely identifies the at least one access point within an operator network;
and transmitting the identifier over-the-air. In addition, in some aspects at least one of
the following also may apply to the second method of communication: the method
further comprises receiving a registration message from an access terminal of the set of
at least one access terminal in response to the transmission of the identifier; the

identifier comprises a network identifier, and the network comprises a cellular operator

domain; the identifier is received as a result of activation of the access point that



infrared, radi o, and m crowave, then the coaxi al

cable, fiber optic cable, twsted pair, DSL, or
wWoRMel#s889 t echnol ogi es such as infrared, radi oOPCHOS2008/079114

m crowave are included in the definition of nmedium

D sk and disc, as used herein, includes conpact disc

(CD), laser disc, optical disc, digital versatile disc

(DVD), floppy disk and bl u-ra30 di sc where disks

usual ly reproduce data magnetically, while discs

reproduce data optically with |lasers. Conbinations of
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conprises a network identifier, and the network
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Identifrer is text-b each access point of the set
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provide, for at |east one other access term nal, at
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congervisesnly éc ticsenef aacese trrasdald. oin additiodeintsoficaspascht least one
determ ning whether the identifier is already in use
g@thgtfollogvﬁgg alspanaytapply tgé]@t@gd@r@ﬁthnd, offjgommunication: the identifiers

comprise permanent identifiers for the access terminals; the identifiers comprise
temporary identifiers for the access terminals; the identifiers comprise network address
identities or mobile station integrated services digital network numbers; the identifiers
are sent in response to a request from an access point of the at least one access point; the
determination comprises receiving the identifiers from a network node; the
determination comprises receiving the identifiers from a web server that enables a user
to specify access terminals that are allowed to receive the at least one service from the at
least one access point; the set of access terminals are associated with a common closed

subscriber group; each access point of the at least one access point is restricted to not



the requested identifier is already in use by the at
| east one other access point, sending the identifier

W@ opoisses sending a response to the request tP@EE/US2008/079114
conprises an identifier that is not in use by any
ot her access point; each access point of the set of at
| east one access point provides at |east one other
service to at |east one otherd7access termnal; the
nmet hod further conprises assigning a uni que device
identifier to each access point of the set of at |east
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each access point of the set of at |east one access =
pehinticraesgsiateewith tHecagress modie compasepiastosed subscriber group identifier
associated with the access point; the at least one identifier associated with the access
point comprises an access list for the access point and the determination of whether the
access terminal is allowed to receive service from the access point comprises
determining whether the second identifier is in the access list; a network node makes the
determination of whether the access terminal is allowed to receive service from the
access point, the message comprises a request from an access point for authenticating
the access terminal, and the method further comprises sending, to the access point, a

message indicative of the determination of whether the access terminal is allowed to

receive service from the access point; the determination of the second identifier



node; each access point of the set of at |east one
access point provides at |east one other service to at
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the set of at | east one access point provides
different services for the set of at |east one access
termnal than for at |east one other access termnal;
the identifier is received i & esponse to a request
for the identifier; the nethod further conprises
determining a proposed identifier, wherein the request
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a network node; the determni nation conprises receiving
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of : signaling, data access, registration, and service;
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conprises a fento node or a pico node; each access
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| east one other service to at |east one other access
teemmahahd s¢r@idi® 23 thalascess pomt, @hleaft dnheédeabifieethal idergdms at least
aspects a fourth nmethod of communicati on conprises:

et of angess nowys gm which thopgcess termirad isegdtowsyd tanecgbicas fast one
service. In addition, in some aspects at least one of the following also may apply to the
fifth method of communication: the at least one identifier comprises a closed subscriber
group identifier; the request comprises a network address identity of the access terminal
or a mobile station integrated services digital network number of the access terminal;
the method further comprises determining the at least one identifier based on a
permanent identifier associated with the access terminal, and determining the permanent
identifier based on a temporary identifier associated with the access terminal; the

request comprises the temporary identifier; the determination of the permanent identifier

comprises sending the temporary identifier to a network node and receiving the



termnal to access an access point, wherein the
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tliehefien mathaan ddscibetisodbertdneuidestifter aeyooiarall witlsthe access point;
allowed to receive service fromthe access point; the
thie req@msttis ecre bastdrni f determasaooitixt elde avictds terinendcerstdisted in a
oint is received froma network node; the S
tlercaesn dist efthofcopbrendiet; theequesicesseprisey arietaiork address identity of
all owed to receive service fromthe o
the access terminal or a mobile station integrated services digital network number of the
access terminal; the request comprises a temporary identifier associated with the access
terminal; the method further comprises obtaining session information associated with
the access terminal from a network node, wherein: the session information comprises
context information for the access terminal and the request comprises the context
information; the access point is restricted to not provide, for at least one other access

terminal, at least one of the group consisting of: signaling, data access, registration, and

service; the access point comprises a femto node or a pico node.



access point conprises: sending the second identifier

and the at |east one identifier associated with the
W@e@esessgoi nt to a network node, and recei vi ngPCT/U82908/079114

the network node, an indication of whether the access

termnal is allowed to receive service fromthe access

poi nt; the determ nation of whether the access

terminal is allowed to recei v service fromthe access

poi nt conprises: sending the second identifier to a

networ k node, and receiving the at |east one

' ifier associated wth the access point from the
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and sending, to the access point, at |east one
hapeors af lcest ohbaf thicdelildviihp @Boatayl HPBL toaResEehth@hctBELES S
poi nts from which the access termnal is allowed to
canauneatidn: tleastthod furter vomaprisek det@ddininigowhether tboamess terminal
aspects at | east one of the followi ng also may apply
tsailpved ta fectiverstriiod fiwim thomneask peint based phéheatt 1¢aswtc idendifier;
identifier conprises a closed subscriber group )
thgeh tastioae idankidicy eaquierises aldapt Pa@elogedrabsgsiorr aigdp edegtifier; the
identity of the access term nal or a _nobile station .
}dr*?{l%é?fa?%d’“é%%]il% @§ atdegit 8¢ claerdyPrerivghsioup enflﬁér associated

ac s terninal; th thod further conpri ses.
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access term nal; e request conprises the tenporar

:bfdt%@ta:bcfe!s@ﬁéin{; g ﬁé&ﬂie%{ mrﬁlﬁlﬁeQQ nBfwdrR 8dRELTBARAY of the access
Identifier conprises sending the tenporary identifier

temahanet WROKil Qe otk REREHIBE dibied SR Mlimber of the access
identifier fromthe network node; the nethod further

Rofial; sesSrel eee tompdsck Aecraporhgagentifive ajsdeiatddfvier tht nocesa
networ k node; the access point is restricted to not
roinafehe fmothod furltleasompneeseblning sessios infermatival assatated with
| east one of the group consisting of: signaling, data
theceesss tarmgriad froat 4 matworknepdsevherem; thersessaaciadymgapmeomprises
conprises a fento node or a pico )

context information for the access terminal, and the request comprises the context
information; the access point is restricted to not provide, for at least one other access
terminal, at least one of the group consisting of: signaling, data access, registration, and
service; the access point comprises a femto node or a pico node.

[00196] Also in view of the above, in some aspects a eighth method of
communication comprises: receiving, from a first access point, an identifier of at least
one other access point that an access terminal is eligible to access; and determining,

based on the identifier, whether to enable access to the at least one other access point.

In addition, in some aspects at least one of the following also may apply to the eighth



node. [00194] Also in view of the above, in sone
aspects a sixth nethod of conmunication conprises:

W@ 00di0#8389 by an access point, a request for PCT/US2008/079114
aut henticating an access termnal; and receiving, in
response to the request, at |least one identifier that
identifies at |east one set of access points from
whi ch the access terminal is @l lowed to receive at
| east one service. In addition, in some aspects at
| east one of the followng also may apply to the sixth
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address identity of the access termnal or a nobile
saraptissh nafrttaigingtadest o Eacccssawinth tiat alsardiasolcktcd tobeacedss,
the access termnal; the request conprises a tenporary
wheistn the detcaaiwadomisdurthgribas the Hats rerigenvfign pomprisss a network

met hod further. conprises obtaining session inforpatjon. .
K RORTA S AGIOERT SHEDER 8 DS LRIRSHACT EFOH dIRdpIdentificr s
node, .wherejn: the sessioEVinfornathn conpri ses..
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request .Go i.ses t.he context information: the.ac S
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pa1pY)i siAlgo anviewerfthd dbere,dh sems edpeofs aatinth@@stiodsfcommunication
access termnal eligible to receive service fromthe
cnuEses ponfigurigndh secsipoimdge an mitidzpons@otg ttahemitting a default
request, a list of at |east one access o
beacon comprising a default configuration during the initialization mode; receiving a
message from an access terminal in response to the default beacon; and sending a
preferred roaming list to the access terminal in response to the message. In addition, in
some aspects at least one of the following also may apply to the ninth method of
communication: the default beacon comprising the default configuration is transmitted
at a first power level, the method further comprising configuring the access point to a
different operating mode whereby beacons are transmitted at a second power level that
is higher than the first power level; the first power level provides a smaller coverage

arca than that provided by the second power level; the default configuration comprises a

default network identifier that is different from a network identifier used for a non-



term nal authorized to receive service fromthe access
point. In addition, in sone aspects at |east one of

w0 b@ofeisBowi ng al so nmay apply to the sevent h neCTO82008/079114
communi cation: the nethod further conprises
determ ning whether the access termnal is allowed to
recei ve service fromthe access point based on the at
| east one identifier; the at 9%ast one identifier
conprises at | east one cl osed subscriber group
identifier; the identifier conprises a list of at

| east one cl osed subscrjher graup i.dentifjer
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associated with the access term nal froma network
thedesthathridenconirses ssiviong the heothetprohrredmaniisghst from the
context information for the access termnal, and the )
pesqifdsmiplirficinaeiBod Rutheperrandsch Fceiving the Arothererefered soaming
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determ ning, based on the identifier, whether to
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In addition, in sone aspects at |east one of the

fethllovorfipuedtion fromy ampgeys painttdie resudihdflthebadoridg; sending a
conmuni cation: the determ ning conprises pronpting a
ossvagt o thetherens pantwnetdpensd to tiinabéiecd beacacaad sgceivieg a second
determ ni ng conprises displaying an indication of the
rogenng fistdronag acesseipoinhin tgsponse fopthe nicastige.aw hareinghc second

whet her to enabl e the access; the nethod )
roaming list specifies a different configuration than the default configuration. In

addition, in some aspects at least one of the following also may apply to the tenth
method of communication: the first preferred roaming list comprises a default roaming
list for initialization operations, and the second preferred roaming list comprises a
roaming list for non-initialization operations; the default configuration comprises a
default network identifier; the second preferred roaming list comprises another network
identifier associated with the access point that is different than the default network
identifier; the beacon is received at a default frequency specified by the first preferred

roaming list, and the second preferred roaming list specifies a carrier frequency for the



further conprises determ ning, based on configuration

i nformati on, whether to automatically enable the
WQewes$s88y t o enabl e access in response to a pPCNPS2008/079114

the nethod further conprises maintaining a list of

access points that the access termnal is enabled to

access, wherein the determnation is further based on

the list; the method further @onprises maintaining a

list of access points that a user has elected to not

access, wherein the determination is further based on

ses a network
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of : signaling, data access, registration, and service;
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yicewy tofminhle obthowe a savosdidenal@eaxditise acedsntdminadtblage wf the first
comuni cation conprises: configuring an access point
tdentaineri reictivaigl zmtisage requesting peresnby theageeas thehanal;tand
beacon conprising a default configuration during the
fetprmigingzatthorrcapsdwinty whethe tagllawribs sayestsd asgpsarpased on the
access termnal in response to the default beacon; and
gf‘@ﬁeq? Hignféﬁgr dp addien.ip apmgsnerist teastione ofthedgdowing also may
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conprising configuring the access poln erent
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second power | evel that is higher tthan the first power
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node; the default configuration specifies default
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poi nt of a highest priorjity and the preferred

sending the second identifier, an indication as to whether to allow the requested access;
the access point is configured via a web interface; the access point is restricted to not
provide, for at least one other access terminal, at least one of the group consisting of:
signaling, data access, registration, and service; the access point comprises a femto node
or a pico node.

[00200] Also in view of the above, in some aspects a twelfth method of
communication comprises: configuring an access terminal with a preferred roaming list

that includes an identifier of a set of access points that are restricted to provide service

to limited sets of access terminals; receiving a beacon from one of the access points,



roam ng |ist specifies other system and network

identifiers of the at | east one access point of the
wohe@hesisspriority; the default beacon is transPeT/USMH08079114

a default frequency, and the preferred roamng |i st

speci fi es anot her beacon frequency for the access

point that is different than the default frequency;

the method further conprises @efining the preferred

roam ng |list based on another preferred roam ng |i st

associated with the access term nal; the nethod
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in response to the nessage, wherein the second roam ng
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st tenmElgr R by BesrmlgSarhehi gt (road AReSt Baith cach
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configuration conprises a default network identifier;

hé sregassingdeef erred roam ng |ist conprises anot her
network identifier associated with the access point
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t he beacon is received at a default frequency
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second preferred roamng |list specifies a carrier '
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the default frequency; the access point is restricted
segvice from the access point based on an identifier of a set of at least one access

terminal that receives service from the access point; and sending a message indicative of
the determination to the access point. In addition, in some aspects at least one of the
following also may apply to the thirteenth method of communication: the determination
comprises determining whether the identifier is in an access list of the access point; the
request comprises the access list; the identifier comprises a permanent identifier, the
method further comprising determining the permanent identifier based on a temporary
identifier of the set of at least one access terminal; the determination of the permanent

identifier comprises sending the temporary identifier to a network node and receiving



not provide, for at |east one other access term nal,
at | east one of the group consisting of: signaling,
W@l 2109/04886®ss, regi stration, and service; the aRCBEES2008/079114
poi nt conprises a fento node or a pico node. [00199]
Also in view of the above, in sonme aspects a el eventh
nmet hod of conmuni cati on conprises: configuring an
access point with a first idertifier of an access
term nal; obtaining a second identifier of the access
terninal based on the first identifier; receiving a
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identifier; the determ nation conprises conparing an
pukepich pde. recei ved via the nessage fromthe access
termnal with the second identifier; the determ nation
AP s elso eviawved therbosedo reme denecis i fenrtecythampidodief k
node, and receiving, as a result of .sending the second
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an identifier of a set of access points that are

scand ddpettedt east phouf e feldawing @lso may apply to the fourteenth method of
communication: the first identifier comprises a temporary identifier and the second
identifier comprises a permanent identifier; the first identifier comprises a network
address identity of the access terminal or a mobile station integrated services digital
network number of the access terminal; the list is received from a network node and
comprises individual access terminal identifiers; the second identifier comprises a
closed subscriber group identifier associated with the access terminal, and the list
comprises a closed subscriber group identifier associated with the access point; the
determination comprises: sending the second identifier and the list to a network node,
and receiving, from the network node, an indication of whether the access terminal is

allowed to receive service from the access point; the determination comprises: sending

the second identifier to a network node, and receiving the list from the network node;



to limted sets of access termnals; receiving a

beacon from one of the access points,wherein the
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the one access point in response the beacon; and

recei ving authorization to access the one access point

in response to the nessage. In addition, in sone

aspects at |east one of the f@llow ng also may apply
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identifier of the set of at |east one access term nal;
the determ nation of the permanent identifier
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networ k node and receivingthe permanent identifier
fromthe network node; the identifier conprises a
cl osed subscriber group identifier; the identifier
conprises a list of at |east @he closed subscri ber
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the above, 7T n sone aspect's a tourteenth net
ARMAICEAltEPNLIQBIdiBRSo al REELIMH NG, at an access

poi nt, an access request froman access term nal,

wher edderinligingCoR68 oh EpLASt fize pidtise 3o andbild Sdcess to the at least one
identifier associated with the access termnal;
ohtesaressipognta second identifier associated with the

access term nal based on the first identifier; and

determ ning whether the access termnal is allowed to
receive service fromthe access point based on the )
second i dehh¢ micthodafiglagm |l wheigin the dpieagningreonpisesprompting a
term nal authorized to receive service fromthe access

Pt iR deterpuaghetheinfo enabls deercsePect s at | east one of

the following also may apply to the fourteenth nethod

of communication: the first identifier conprises a
tenporary identifier. and.the,secaond.i.dentifi.er

comprtacs SeBEiHoEhe R 4 RFREFSR AR flng hased @b

&g{%ﬂrr]a;]ﬁﬁ iffolfhe Ir’ K/h@fﬂgf f(\).s‘a%tdn‘iiﬁmafgli g %fée tthQ Gc@SEESD enable

t or 'a robi e station |ntegrated services
gkg&gﬁha%QB%QBQ&g&ﬂp@r of the access terminal; the

l[ist is received froma netwrk node and conpri ses

i ndi vi dual access termnal identifiers; the second
identifier conprises a closed subscriber group

i dent 4f i er Thssetodtofdlah tinfurther esn@ssng @aimntdiding adiRtof access
the list conprises a closed subscriber group

paletstthdtitier acssdcinahdds wabled thacass edergoithet detdrimgnation is further
determ nation conprises: sending the second identifier
bargdpnéhd lisst to a network node,

5. The method of claim 1, further comprising maintaining a list of access
points that a user has elected to not access, wherein the determination is further based

on the list.

6. The method of claim 1, wherein the identifier comprises a closed

subscriber group identifier.



and receiving, fromthe network node, an indication of
whet her the access termnal is allowed to receive
W@ 009/0¢8884F r om t he access point; the determ nat PORUS2008/079114

conprises: sending the second identifier to a network
node, and receiving the list fromthe network node;the
access point is restricted to not provide, for at
| east one other access terminfdl, at |east one of the
group consisting of: signaling, data access,
regi stration, and service; the access point conprises

or .a I n sane

a fento no pi.c 00203] ects,

f unct {onal ?F@metﬂoﬁé)é ﬁ@h‘a ah?%nb%ég BFCHBPRNGH thhg! least one
bave as irst,.se

PREVP RS il AP roil R SRRt Slekhpast SdphrDingl p east

ST e Pihh g Ree PO ERUERLE, LR, S i

apparatus using structure as taught herein. In

addi tion, a conputer-program product may conprise

codesgc onf haWhpskatuQ fEraléBfindhi SRR UERipristhgdr OVi de

functionality corresponding to one or nore of the

abovemaspefol fecoividg)6sm diishadsssafoitpamdontifadriodat lcast one other

[ 00204] The previous description of the disclosed

aspegicintitbatpn avcde terinmaé isadbigeblatoyacpesssanl skilled in

the art to make or use the present disclosure. Various

modi f imcans fondetemninigskasad pe diesidoitifler behatleadd byable access to the at

apparent to those skilled in the art, and the generic

Isastoor orhes agress pRIRE her ei n may be applied to ot her

aspects wi thout departing fromthe scope of the

di scl osure. Thus, the present disclosure i s not

i ntended to, be | c shown herei.n
s todbe at %mp@'aa%%td it MRS RN P s FS s pfimting

g&iqe ﬁ#es]%n%m> ve{ Fe re&zd%sclosed herei n. WHAT | S
A MED S VA et 8 Coimitini cati on, conpri si ng:
receiving, froma first access point, an identifier of
at | east one other access point that an access

term pgl i $nehhothlEof 9aifCE F83her@BHpHSHE MBaR Rﬁdet*éﬁﬁﬁ%g,
on the identifier, whether to enable access to the at

b£a8 bn @BESi AlrltIn iAfEMAGoR WHither 2o autbiRati@iRdatlE tHel 23S or to
1, wherein the detern1n|ng conprises pronpting a

enable access in response to a prompt.

11. The apparatus of claim 8, further comprising means for maintaining a list
of access points that the access terminal is enabled to access, wherein the determination

is further based on the list.

12. The apparatus of claim 8, further comprising means for maintaining a list
of access points that a user has elected to not access, wherein the determination is

further based on the list.

13.  The apparatus of claim 8, wherein the identifier comprises a closed

subscriber group identifier.



user to determ ne whether to enable the access. 3. The
met hod of claim 1, further conprising determ ning,
wha®ed4s889 confi gurati on i nfornmation, whet her tBRBCT/US2008/079114
automatically enable the access or to enable access in
response to a pronpt. 4. The nethod of claim1,
further conprising maintaining a |ist of access points
that the access termnal is bled to access, wherein
the determnation is further based on the list. 5. The
met hod of claim11, further conprising nmaintaining a
list of access points that a user has elected to not
access, wherein the deternmination is further based on

the |igst. The t .of ,cl.aim 1, .wherein.th

dent 11 er ThomRrLBR IRy S4RLTh o BER S gPish §Fine at castone
5&%&5 ofiljltqg regtricy?iecﬁ 6t ﬁ%gid%f {o‘f lafaileggt %ne MI%F £l secgl%]inal, at least
access point of the at 1east one access p0|n% 'S

H&S4fthe %&%&k@n?ﬁhg%foéi%@ﬁingf $ta Qctce;%ws,e ?e%ﬁst@ﬂ@n,%ﬁ SErvice.
access terhinal, at |east one of the group consisting

of : signaling, data access, registration, and service.

8. An apparatus for communi cation, conprising: neans

for resei VARGppirheRfé donfrbiiniegioassonpaisiig: an

identifier of at |east one other access point that an
access communitation sorgtollgt dndighrerdac cesse, faod anfdatmsccéwBpoint, an
determ ning, based on the identifier, whether to

wienbiier detksst one othive aciesy pasitthane agtdve termpé sseligdhlato access;
9. The apparatus of claim8, wherein the determning
#shpri ses pronpting a user to determine whether to

enabl e the access. 10, The apparatus of claim8,.

furt hit af&swgrpﬁa %ﬁa&reg & f‘d%tiﬂémn%ﬁﬁﬁigzn t@%@éaﬁé?r, whether to
configuratign information, whether to automatically

%‘Wﬁﬁ Cefio g}f’caéi SNCONL A8 PYBEess in response to a

pronpt. 11. The apparatus of claim@8, further
conprising neans for maintaining a |ist

16. The apparatus of claim 15, wherein the determining comprises prompting

a user to determine whether to enable the access.

17. The apparatus of claim 15, wherein access controller is further
configured to determine, based on configuration information, whether to automatically

enable the access or to enable access in response to a prompt.

18. The apparatus of claim 15, wherein access controller is further
configured to maintain a list of access points that the access terminal is enabled to

access, wherein the determination is further based on the list.

19. A computer-program product, comprising;:
computer-readable medium comprising codes for causing a computer to:
receive, from a first access point, an identifier of at least one other access point

that an access terminal is eligible to access; and



of access points that the access termnal is enabled

to access, wherein the determnation is further based
W@roovlessBy st . 12. The apparatus of claim8, fur€hEs2008/079114

conprising nmeans for maintaining a list of access

points that a user has elected to not access, wherein

the determnation is further based on the list. 13.

The apparatus of claim8, wheflein the identifier

conprises a cl osed subscriber group identifier.14. The

apparatus of claim8, wherein each access point of the

at |l east ane_access pojint..is re rlcte to not

pr ov ermnpipe, baped Qbe RSl mi st o Ble legFeRsh g the g least one

1%1‘0 one oﬁ the group consisting of: signaling, data

FOEREE P st rati on, and service. 15. An apparat us

for communi cation, conprising: a conmunication

controller configured to receive, froma first access

poi nt 5 an TH@E’&Ih}Bdt@[r p&graﬁ{ %Iloﬂﬁ'&tof gﬁﬁnqg h&he @GRS aeterrmmng

poi nt that an access t s eligi leto access;

3s PEARSTGAREF Rl deirmGRNLhArdred chdldekacedsse,
based on the |dent|f|er whet her to enabl e access to

the at | east one other access point. 16. The apparatus

of claim 15, wherein the determ ning conprises

pronp2l.ng A mstkod dHcabaheninativn, vérepitieng:t 0 enabl e t he

access. 17. The apparatus of claim 15, wherein access

cont r odfiguring ah aedehepoisignfanguitieldzation deider ni ne, based

on configuration informtion, whether to autonati cal

e n abI gansuitaecedsfaudirboaepnesnapirisingcdafauli eonfiggpsias during éhe
t. 18. The apparatus of claim 15, wherein access

@@Ht?é?@%?mﬂ% further configured to maintain a list of

access gonnts that the access termnal is e

o cos b e o OB RSO S TeopnER s 8gtsh f peacon:

t& list. 19. A conputer-program product, conprising:
conputer-readable medi um conpri sing codes for causing

ac onpéﬁtdﬁlrg ahﬁreferred roaming list to the access terminal in response to the

message.

22. The method of claim 21, wherein the default beacon comprising the
default configuration is transmitted at a first power level, the method further comprising
configuring the access point to a different operating mode whereby beacons are

transmitted at a second power level that is higher than the first power level.

23. The method of claim 21, wherein the default configuration comprises a
default network identifier that is different from a network identifier used for a non-

initialization operating mode.

24. The method of claim 21, wherein the default configuration specifies

default system and network identifiers of at least one access point of a highest priority



receive, froma first access point, an identifier of
at | east one other access point that an access

W@ 200970468889 i s el i gible to access; anddet er m ne, POBRESHODO79114
the identifier, whether to enable access to the at
| east one ot her access point. 20. The conputer-program
product of claim 19, wherein the determ ning conprises
pronpting a user to determi ne’whether to enable the
access. 21. A nmethod of communication, conprising:
configuring an access point to an initialization node;
transmtting a default beacon conpri sin

tIhF @Eﬁfgﬁr? apIns ]hsé P9, 1qslﬂt]%qr Sy§t tapg Hgtma%lggelaltlilhérs of the at
ecei ving a nmessage, froman.access termnal in
lo8g 9 e8P REO Y hish e BBRER: and sending a
preferred roamng list to the access termnal in
response to the nessage. 22. The nethod of claim 21,

wher ebf t heydefallitorbBaaon , fuPtRf éo?ﬁﬂ}g;lﬁé%fﬂﬁfgatll‘lé @E\elferred

configuration is transmtted at a first power

tdagninelif e sddwint 1Ehcs BrEpErti rBEmARN st 844bEiRRd e AE G&RSs terminal.
point to a different operating node whereby beacons

are transmtted at a second power |evel that is higher
than the first power level. 23. The nethod of claim
21, wb@r ei h¢ methddfodialaim Qdnivhguimahe acceeomyti is estracted to not
default network identifier that is different froma
prstvisy for iatlkeastiohe ethcus@dss tormiaalp anlicwit bhabf thaigram consisting of:
operating node. 24. The nmethod of claim21, wherein
sigealingf dalh aecepnfegtirabipnomdspadicf i es default system and
network identifiers of at |east one access point of a

hi ghest priorityand the preferred roamng |i st
speci fies qQther system and network identifiers of the

o eali " ofe Euals T

at le APRYBYS IYSAOMMBHCHNE. YNBSS priority. 25.
The nEltehI%df 9f nfl aimr{] %1:{' ccfeusr toqgtrt G 1[[iia 1i I n(rjﬁeofdi ni ng
t he pre?erPeg)r ny%g FISE based On"anorher prgferred
roam pg.ld trgr?s?rﬁﬁin%tae(féféﬂht &a&&leco%%?sﬁgg 4 &Jfgﬁlp%nﬁguration
during the initialization mode;

means for receiving a message from an access terminal in response to the default
beacon; and

means for sending a preferred roaming list to the access terminal in response to

the message.

28. The apparatus of claim 27, wherein:

the default beacon comprising the default configuration is transmitted at a first
power level; and

the means for configuring is configured to configure the access point to a
different operating mode whereby beacons are transmitted at a second power level that

is higher than the first power level.



26. The nethod of claim 21, wherein the access point

is restricted to not provide, for at |east one other
W@ewensssser m nal , at | east one of the group coPGI/E81008/079114

of : signaling, data access, registration, and service.

27. An apparatus for conmunication, conprising: neans

for configuring an access point to an initialization

nmode; means for transmitting & default beacon

conprising a default configuration during the

initialization node; neans for receiving a nessage

from access termnal .in response to.the default .
beacor?: andifEREtiLe! LUR T %ﬁr%ﬁl frecRridl %op TR fpprises a
to. the access termnal .in r onse to.the ssa 28.
b R RRE G R Tp 5RO e Pt PR R ron B

RIS It configuration is transmtted at
gﬁ%?%g%hg%%%gﬁﬁgggﬁj and the neans for configuring is
configured to configure the access point to a

di fferent operating node whereby beacons are

transg t t eth@hpRrdeCONdaiROMe ivheRN€thetlddfhultl dnhib@BEEn specifies
than the first power |evel.29. The apparatus of claim

dotaulvbrstceh Bnd hewdad idohtificeOof it JedsbdncitcER ppIHt SE8 hizhest priority
default network identifier that is different froma

aret tho pkeferdehtonmirey list spatifiarotizer spsiemiahd abtwoalt identifiers of the at
operating node. 30. The apparatus of claim 27, wherein
tehss onefapadss p@ondfi thehheswmrispeei fi es default system and
network identifiers of at |east one access point of a

hi ghest priority and the preferred roam ng |i st

speci fies other system and network identifiers_ of the

at | edbt oiﬁée APREEES %f&nlﬁm o %e T RPYRBERE Prepwy fof 9.6}113&55 the

The appar at us. cl ai m further canpr.i sing. ns
PaFeraRpiting Tishkashi Bp Bty B fparEE NS utHA Wit the acoess
nothFr preferred roamng |ist associated with the
crminal.
access
32. The apparatus of claim 27, wherein the access point is restricted to not

provide, for at least one other access terminal, at least one of the group consisting of:

signaling, data access, registration, and service.

33.  An apparatus for communication, comprising:

a provisioning controller configured to configure an access point to an
initialization mode; and

a communication controller configured to transmit a default beacon comprising a
default configuration during the initialization mode and to receive a message from an
access terminal in response to the default beacon;

wherein the provisioning controller is further configured to send a preferred

roaming list to the access terminal in response to the message.

34, The apparatus of claim 33, wherein:



termnal. 32. The apparatus of claim 27, wherein the
access point is restricted to not provide, for at

WO 2@804888%€ ot her access terminal, at |east onePOF/US1968/079114
group consisting of: signaling, data access,
regi stration, and service. 33 An apparatus for
comruni cati on, conpri sing: rovi sioning controller
configured to configure an acikss point to an
initialization node; and a communi cation controller
configured to transmt a default beacon conprising a

default configuration duri nitiallzation

and t%lerd@gwikb a%?ﬂrf@%@@gftlggﬁ?fh it a%t,f[a%lga P@ﬂmrﬁhﬁmlﬂwF at a first
resgq i nﬁ t he default beacon; wherein the

PYOVisTOftig controller is further configured to send

a pr efh% ?\%l{)ﬁ ﬁg]c&gtrél e? 'is %ﬁh&?@ﬁ)nﬁgﬁr%a% {:cﬁ{ FeaT!hls a@cess point to

respons e~nmessage. pparatus o

3 alffé{@ﬁ I géﬂatnt@ fodehautdh, lB@%gﬁE' al%qmﬁgﬂlﬁ{eﬁgtt b Q@coﬂﬁfpa %lt level that

configuration i1s trans at a first power |eve
ANfgtich ehaRtRY fissk pov&dee@ntrol ler is further conflgured

to configure the access point to a different operating

node whereby beacons are transmtted at a second power

| evel that is higher than the first power [evel. 35.

The appar aThsagfarabadfimlds, 3wdresinthchiefa&fcanfipuration comprises a
configuration conprises a default network identifier

défault ngtwoirlf fdentemgr that andidfersat womka natenthi iewsriicn sead foor nan-
noninitialization operating node. 36. A

veiizaieon gnesygmmedcoduct , conpri si ng:

comput er - r eadabl e nedi um conpri sing codes for causing

a conputer to: configure an access point to an
initialization node; transmt a default beacon

conprising a default configuration during the

initi 8\ JS 'z akl compu er-program product, comprising:
computer-readable medium comprising codes for causing a computer to:
configure an access point to an initialization mode;
transmit a default beacon comprising a default configuration during the
initialization mode;
receive a message from an access terminal in response to the default beacon; and

send a preferred roaming list to the access terminal in response to the message.

37. The computer-program product of claim 36, wherein:

the default beacon comprising the default configuration is transmitted at a first
power level; and

the computer-readable medium further comprises codes for causing the
computer to configure the access point to a different operating mode whereby beacons

are transmitted at a second power level that is higher than the first power level.

38. A method of communication, comprising:



receive a nessage froman access termnal in response
to the default beacon; and send a preferred roam ng
WO 2@®/048889 he access term nal in response to theCT/US2008/079114

nmessage. 37. The conputer-program product of claim 36,
wherein: the default beacon conprising the default
configuration is transmtted at a first power |evel;

and the conputer-readabl e medi“um further conprises

codes for causing the conmputer to configure the access
point to a different operating node whereby beacons

Chon ERBTPA S Dl TEBOR. DRSS oaming
ni cati on, .C ri.si ng. nonitoring, at an access

ﬁ%gﬁ#ﬁgﬁ?ﬁ?%ﬁd%ﬁﬁﬂ3§%§%W%§8H3on a fi?st preferred

roamni | I st k£ i i on: )

0, Bk SRS ER: AL b AL poin

&R QR Atoki@m an access point as a result of the
moni toring; sendrfhng a nessage to the access point in

r espogs@idet hbBRagLeahy 8&eQaRERNH r&PEndeqS BloMbfGva beacon; and
second roaning list fromthe access point in response

t o t heechiwigagRcon®agiing i rosetheAdcds9pdinhi@ rtdhse to the message,
specifies a different configuration than the default
whadeingthe atdoad rod3®ing Tiktespratihoa ddferait @aomfhi @Bationhtbaretha default
the first preferred roaming |ist conprises a default
e@Higuragioni st for initialization operations; and the
second preferred roaming list conprises a roamng |i st
for non-initialization operations. 40. The nethod of
cl ai m 38, erein the default configuration conprises
a defadlt hBt WshedicdekimsPeherdn: The method of claim
40, erein the second preferred roam li.st.. e e
compr e ditERes FBtie R SoRwrtryd SHuE Dt st fog ipfiaization
the access point that is different
operations; and

the second preferred roaming list comprises a roaming list for non-initialization

operations.

40. The method of claim 38, wherein the default configuration comprises a

default network identifier.

41. The method of claim 40, wherein the second preferred roaming list
comprises another network identifier associated with the access point that is different

than the default network identifier.

42. The method of claim 38, wherein:

the beacon is received at a default frequency specified by the first preferred
roaming list; and

the second preferred roaming list specifies a carrier frequency for the access

point that is different than the default frequency.



than the default network identifier. 42. The nethod of
cl aim 38, wherein: the beacon is received at a default
WO e@gunesssy specified by the first preferred roRei/ng§008/079114
list; and the second preferred roamng list specifies
a carrier frequency for the access point that is
different than the default frequency.43. The nethod of
claim 38, wherein the access Point is restricted to
not provide, for at |east one other access term nal,
at |l east one of the group consisting of: signaling,
data access, registration, and service. 44. An
apparatus for conmuni cation, conprising: neans for
noni t ori ng,.. at _an access Lerpinal . for beacons base
on & F1r o TpF el 25 SPEE aknu e pdesJHRECT RelHlo not
I ' i.on; . for, VI . .
BB, o T M el Peoo SRR gt b T B e B3R ting ot
AghdlngdaR ol R3IHgi QharbRONIRBLAQL T NO: means for sending
a nmessage to the "access point in response to the
recei ved beacon; and neans for receiving a second
roaming list fromthe access point in response to the
message, WAara@paratub forseanschicm@a] dignpristig: specifies a
different configuration than the default
conf i gigaat foomon#dringl hearapprassatumsndf for baidond Bascdioa racfirst:
the first preferred roanming |ist conprises a default
prsfariadgodmuig lfsbthat spetifigb b dafaulbgonfp@iratianons; and t he
second preferred roamng list conprises a roamng |i st
for neWansHior regPivite 4 kracerpeqrantisorssthe defaulfigenfagsation figm an
of claim44, wherein the default configuration
RUHpYRESS & redntafithe MeRYRIIE: i dentifier. 47. The

?gg%r ﬁ%gr?si { se%ld%llgrg r?lgsfsag\gl\@ t%rtﬁé Qcctelgseposn(?tcig ?edspgrgs%ftg [chreercejceived

beacon; and
means for receiving a second roaming list from the access point in response to
the message, wherein the second roaming list specifies a different configuration than the

default configuration.

45. The apparatus of claim 44, wherein:

the first preferred roaming list comprises a default roaming list for initialization
operations; and

the second preferred roaming list comprises a roaming list for non-initialization

operations.

46. The apparatus of claim 44, wherein the default configuration comprises a

default network identifier.



conpri ses another network identifier associated with

the access point that is different than the default
Wmeaono44889 denti fier. 48. The apparatus of cl ai PCBUS2008/079114

wherein: the beacon is received at a default frequency

specified by the first preferred roamng |ist; and the

second preferred roaming list specifies a carrier

frequency for the access pointdthat is different than

the default frequency. 49. The apparatus of claim 44,

wherein the access point is restricted to not provide,

of |t h&7 gr b BOREIS SHFAIBY 0. TR 1N gecoanee GEge g ming lis

AT RGP SRR B0 BB gy ieren
{ytéﬁe&éﬁn&@gﬁﬁﬁ&ﬁﬁkﬁ?rninal’ for beacons based on a
I'rs

preferred roamng |ist that specifies a default
configuration, and further configured to receive a
beacon conprising the default configuration from an

accesgg poi Mhe Aspatath £SUWI4in0f4, Wingrdi@Ni toring; a
comuni cation controller configured to send a nessage

t 0 t hthedRE®DSs PRENE bia dEBPONEQuchOyY bitRiflcd s th€brst preferred
beacon; and a provisioning controller configured to
reaaeny Bstaarglecond roamng |ist fromthe access point in
response to the nessage, wherein the second roam ng

list Heescidnidgsclarrdd ffasrentistopedifieps eariionreduancyt foethe access
default configuration. 51. The apparatus of clai m 50,
ppiat thphis diéerentithan the defeplt igqvassi ng | i st conprises a
default roamng list for initialization operations;

and the second preferred roamng |ist conprises a

The. apar ag IS HErEaT 40, FWAERE e ABapagl & resticted to not
&%fodeg Or %% 128 o052 THIcE gc%sessaterminal, at least one of the group consisting of:

signaling, data access, registration, and service.

50.  An apparatus for communication, comprising:

a receiver configured to monitor, at an access terminal, for beacons based on a
first preferred roaming list that specifies a default configuration, and further configured
to receive a beacon comprising the default configuration from an access point as a result
of the monitoring;

a communication controller configured to send a message to the access point in
response to the received beacon; and

a provisioning controller configured to receive a second roaming list from the
access point in response to the message, wherein the second roaming list specifies a

different configuration than the default configuration.

51. The apparatus of claim 50, wherein:



default network identifier. 53. A conputer-program
product, conprising: conputer-readabl e nmedi um

W@ 09po#sssng codes for causing a conputer to: neEI/US008/079114
at an access termnal, for beacons based on a first
preferred roaming list that specifies a default
configuration; receive a beacon conprising the default
configuration froman access point as a result of the
nonitoring; send a nessage to the access point in
response to the received beacon; and receive a second

roam ist fromthe access point in . response to the..
nessaﬂ%,fjlrmé?fr@vﬁﬂ%@% QP %%@efwlgltoagﬁ&lﬂ tfeyginitialization
difﬂgrentdponfiguration than the default

oA TY0r 49 on. 54. The conputer-program product of

cl ai in: first r r ; m iLst.. ¢ .

oo B3O MG 1P PEBLRT R ALY 59 oS
Lddisons; and the second preferred roamng |ist

conprises a roamng list for non-initialization

operations. 55. A nethod of communi cati on,

conpri sing:configuring an access termnal with a

pref es2.ed Thasppagathd sftcldimed0, whetdigle® dafultdenfibiraén &mprises a
a set of access points that are restricted to provide

defhwlt agwodk identified sets of access term nals; receiving

a beacon fromone of the access points, wherein the

beacon conprises the identifier; sending a nessage to

t he one access point in response the beacon; and

recei ¥9-ng ARORINIF APFIANBOGHEE £OBIPIIRBE0ONe access poi nt

in response to the nmessage. 56. The thod of claim
55, m@it?r-ﬁeﬁ%abé%mggw%%@w%qqﬁ%ﬁ SRpYISeompyter to:

monitor, at an access terminal, for beacons based on a first preferred roaming list
that specifies a default configuration;

receive a beacon comprising the default configuration from an access point as a
result of the monitoring;

send a message to the access point in response to the received beacon; and

receive a second roaming list from the access point in response to the message,
wherein the second roaming list specifies a different configuration than the default

configuration.

54, The computer-program product of claim 53, wherein:

the first preferred roaming list comprises a default roaming list for initialization
operations; and

the second preferred roaming list comprises a roaming list for non-initialization

operations.

55. A method of communication, comprising:



access point in a cellular operator domain that are

restricted to provide service to limted sets of
W@ewensssser m nal s. 57. The nmethod of cl ai m 56, PEITESM0$1079114

the identifier conprises a network identifier. 58. The

met hod of claim56, further conprising pronpting a

user to determ ne whether to access the one access

point. 59. The method of claif 56, further conprising

di spl ayi ng an indication of the one access point and

recei ving user input indicative of whether to access

th : int. 60. Th thod, of cl aji.m 56,

whor oFHITHENG 88 B BPATHLY IR PBHER L RA TN GT S gbites an
RS o Se SR E RPN GEBSTE B o B U BBk s o
%&%gﬁgngggﬁts is restricted to not provide, for at

east one ot her access termnal, at |east one of the

grou pre%@i‘&ﬁ%sat bdA8orPFromSind ok ce dBb Mt GHERMn the beacon comprises
regi stration, and service. 62. An apparatus for
gRNMAHNReAt | on, conprising: nmeans for configuring an
access termnal with a preferred roanming |ist that

I ncl ugkegingh meehgd foitkE o acdcS§oimfin ASFESS thHxdbdatén; ahat
are restricted to provide service to limted sets of
accessctieimy audlosizatiwatosactas thcameia¢tasg painbaaesponkes tonthe
one of the access points, wherein the beacon conprises
migssagelenti fi er; neans for sending a nessage to the one
access point in response the beacon; and neans for
recei ving authorization to access the one access point
in resgonse to t ssa 63. TEe appar at us .of cl ai.m

h . ,
62, wherei mht ﬂl@t@gtogg#alraggeggerﬁwit £ set @b AgHCPsRAYNT cpmprises all
access.paint in a cellular .operator domain that are -
PEEYS RO télla atCthgflro%eaaéorlSJ(iqmu& Eha{ are| rFsﬁpi:tgg Itos]értogl%sfservwe to limited

access f er.m nal,s.
sets ot access terminals,

57.  The method of claim 56, wherein the identifier comprises a network

identifier.

58.  The method of claim 56, further comprising prompting a user to

determine whether to access the one access point.

59.  The method of claim 56, further comprising displaying an indication of
the one access point and receiving user input indicative of whether to access the one

access point.

60.  The method of claim 56, wherein the access terminal automatically

determines whether to access the one access point.



64. The apparatus of claim®63, wherein the identifier
conprises a network identifier. 65. The apparatus of

W@ b@o/¥8889 further conprising neans for pronptPEUS2008/079114
user to determ ne whether to access the one access
poi nt. 66. The apparatus of claim 63, further
conprising neans for displaying an indication of the
one access point and receivind user input indicative
of whether to access the one access point.67. The
apparatus of claim 63, wherein the access term na

aut o i ca det ermi pes ef her to access .t he one

acces {'poi hbd mgodiol sliig aﬁf‘gﬁﬂgmoqacl& ASkoNY A QT St Af access

each .acces oint of.the set of access points is

PRGR SRR Rl pdigh i e 2Ok R onf STERRBT (B Dpiapt oast one of
i : - f I 0 | sting
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69. An apparatus for conmunication, conprising: a

provi sioning controller configured to configure an

accesg t er Rhngharub fortcoRirBlBES R, MG | | st t hat

includes an identifier of a set of access points that

are r gshid fot shfigaripg an hel@sseiminaEwith alpréfeirédiroasiisg Bt that

access termnals; a receiver configured to receive a

ehdlonait rdemi fixref afset dfecasss pemtyrhatrirs restverdeto ipravide service to

beacon conprises the identifier; a comunication

boned sdth ef acconftempingdst t o send a nmessage to the one

access point in response the beacon; and an access

cont r Bicpwy for meeivijgrakracen fremengef tptdaseess painite vheesin the beacon

access the one access point in response to the
fFRIBRGAYGe therdentifics apparatus of claim69, wherein the

set of access points conprises all access point i
col | UMSAISGBBACIEIE HIRRSAFE HAT oo SoPRdNT ik Bapense ¢
A L R S S
ﬁlgqﬁersgigeer is further ’

n .a
he beacon; and
| s

63. The apparatus of claim 62, wherein the set of access points comprises all
access point in a cellular operator domain that are restricted to provide service to limited

sets of access terminals.

64. The apparatus of claim 63, wherein the identifier comprises a network
identifier.
65. The apparatus of claim 63, further comprising means for prompting a

user to determine whether to access the one access point.

66. The apparatus of claim 63, further comprising means for displaying an
indication of the one access point and receiving user input indicative of whether to

access the one access point.



configured to pronpt a user to determ ne whether to
access the one access point.72. The apparatus of claim

WQa 0904s88®€i N t he access term nal autonatical | yPCT/US2008/079114

det erm nes whether to access the one access point. 73.
A conput er - program product, conpri sing:
conput er -readabl e nmedi um conpri sing codes for causing
a conputer to: configure an attess termnal with a
preferred roamng |ist that includes an identifier of
a set of access points that are restricted to provide
service to limted sets of access termnals; receive a
beacon fron1one of the access poi nts, wherein the
beaco i ses the ent

one. abkess TR6TRTCIR pladfB G i BRdsh ERATRT kPl
BULDARLZARLAD 6 8 ARCAS It 8O0, ACCesS point [ n

response he "nesSsage. conput er - progr am
product of claim 73, mherein the set of access points
conprises all access point in a cellular operator

domai gg t hatrh@fighakRed &1 F4iB6 3, WhRFDY AR 2365V b6Bit bthe set of access
linmited sets of access term nals.
points is restricted to not provide, for at least one other access terminal, at least one of

the group consisting of: signaling, data access, registration, and service.

69.  An apparatus for communication, comprising:

a provisioning controller configured to configure an access terminal with a
preferred roaming list that includes an identifier of a set of access points that are
restricted to provide service to limited sets of access terminals;

a receiver configured to receive a beacon from one of the access points, wherein
the beacon comprises the identifier;

a communication controller configured to send a message to the one access point
in response the beacon; and

an access controller configured to receive authorization to access the one access

point in response to the message.

70. The apparatus of claim 69, wherein the set of access points comprises all
access point in a cellular operator domain that are restricted to provide service to limited

sets of access terminals.

71. The apparatus of claim 70, wherein the access controller is further

configured to prompt a user to determine whether to access the one access point.
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72. The apparatus of claim 70, wherein the access terminal automatically

determines whether to access the one access point.

73. A computer-program product, comprising;:

computer-readable medium comprising codes for causing a computer to:

configure an access terminal with a preferred roaming list that includes an
identifier of a set of access points that are restricted to provide service to limited sets of
access terminals;

receive a beacon from one of the access points, wherein the beacon comprises
the identifier;

send a message to the one access point in response the beacon; and

receive authorization to access the one access point in response to the message.

74. The computer-program product of claim 73, wherein the set of access
points comprises all access point in a cellular operator domain that are restricted to

provide service to limited sets of access terminals.



