10

15

20

25

DESCRI PTI ON COVMUNI CATI ON CONTRCL SYSTEM <Techni ca
Field> 5 [0001] The present invention relates to a
comuni cation control systemfor controlling

conmuni cations in an industrial application such as
process control. The invention in particular relates
to a comuni cation control systemto which 10 a device

has been applied for pﬁgégggpgghga tinme

conmuni cat i ons by the Et hernet (registered
trademar k) and st andard ication protocol such

as UDP/IP (USéFD@Qﬂ%ﬁ?%ﬂ¥0%r89gg%@¥lﬁY%F t Protocol).
<Background Art> 15 [0002] Comrunications in an

industrial application includes, for exanple,
conmuni cations in process control . Process control is
<TpghailplaFdeddri buted control system A distributed
control systemis used for plant operation control in
[080Wilde 20 range of fields such as petrol eum chemistry,
steel, paper pulp, and electric power. Conmmunications
in aﬁihiermmerﬂtalinva;mmmocﬁrematwsl’do becshesoti et dy control
taking as an exanple a distributed control system
syE0ea3] fo25 Ehghrdl 5heys esmexelPhelynsonii gwmt igdueftrial
a general 1 distributed control system
application such as process control. The invention in
particular relates to a communication control system to which
adevicehasbeenapplied for providing real time communications
by the use of the Ethernet (registered trademark) and a standard
communication protocol such as UDP/IP (User Datagram
Protocol/Internet Protocol).
<Background Art>
[0002]

Communications in an industrial application includes,
for example, communications in process control. Process
control ismade by a distributed control system. Adistributed
control system is used for plant operation control in a wide
range of fields such as petroleum chemistry, steel, paper pulp,
and electric power. Communications in an industrial
application will be described by taking as an example a
distributed control system.

[0003]

Fig. 1 shows an exemplary configuration of a general
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In Fig. 1, an operation nonitoring apparatus 1 and a
controller 2 are connected to a control bus 3. The
controller 2 controls a plant 4 under the nonitoring
of the operation 5 nonitoring apparatus 1. The
operation nonitoring apparatus 1 is in charge of
pl ant operation and nonitoring. The operation
_honjtoring apparatus 1 displays a screen for contro
digfetitteh C%ﬁgrﬁ%nFYBF?ﬂg. In accordance with the
scale of a plant, a plurality of controllers is
di st} bt 8d in Bhe opedatiotha@ord tepeid | AP i e®rl ngnd a
apparatus 1 and the controller 2 communicates with
cordachl behet arieacanhectedttola bast3otlobesnt r olThet pentroller
pl ant. [0004] Sensor devices 5, 6 in the plant 4
2 admiecelpracepdsntalduesdels tife tenperatinme, o frelbsuoperation
liquid |l evel and the |ike. Degrees of openings of
monial ¥ebnd, aBparataentt ol tiesl dyenayioh mondperahyodpparatus
signal provided fromthe controller 2. An anal og
1 isiignahaebe df b0 aZ@re ek ot and\Vhent Pkt i g oMtHeoperation
sensor devices 5, 6 is input to the controller 2.
morBasSEi 0§ ddtsrd Pt ai 81 £98t 8brd@nUibt coR@lroiho¥Bration
in the controller 2 perforns control arithnetic
andRELIL ORI AR0 ODL Al Ao A OPET FLLRNCAYABLALY 0INE plant, a

operation quantity is output as an analog signa

pll%]ﬁae]?de Q@dcg)ntt‘%olﬁ\érs-rpisstoﬁ;g tbl;'ltc'ed;’s’ﬁg.ﬂé%(r:ﬁﬂgflel. The

ree or opening o val ves
’ [ f,2 I i
oo GEBE, By PORLLE! I deee s 26,0l peonening

contut?u@fégégg%viacr}g BCRSSHLE: 95& g’ggfléoécgnetdrol bus 3 to control
the plant.
[0004]

Sensor devices 5, 6 in the plant 4 detect process values
of temperature, pressure, liquid level and the like. Degrees
of openings of valves 7, 8 are controlled by way of an operation
signal provided from the controller 2. An analog signal of
1 to 20mA and 1 to 5V output from the sensor devices 5, 6 is
input to the controller 2. Based on this input, the control
unit (not shown) in the controller 2 performs control arithmetic
operation and obtains an operation quantity. The operation
quantity is output as an analog signal of 1 to 20mA and 1 to
5V. This output is used to control the degree of opening of
the valves 7, 8. For example, by controlling the degree of

valve opening on a reaction oven, the process gquantities of
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[0005] A control bus in a conventional distributed
control system is dedicated to process control. The
protocol used by the 5 control bus has been dedi cated
to process control. Recently, with the remarkabl e
progress in the IT (Information Technol ogy) and
web-rel at ed technol ogi es, an open architecture has
been denanded of the control bus of a distributed
CeIRRTAGIU ISy SOEP IR T D €9t is under 10
exam nation to apply a general - purpose bus and a
2dar d protocol to a control bus. In order to apply
a general -purpose bus and a standard protocol to a
cont Aototiun 1 busiin meeaysaityonad dkitstutedcontrol system
requi renents of conmunications in an industria
isapidicatesh. td o f0006% PanenpldoclUhenprotdesdr iusesl dy the
comuni cati on systemthat determ nes whether an
conterntli uer hatst dehed deal ireeteid/ e d gt dedee scorriadrd ty
and perforns priority control of communications in
accoRrearne 1w, t hwiha deher maatlabIespriogiaes asaurthg IT
the real 20 tine properties of communi cations of

(I&rfidiﬁﬂatt)ddiﬁf@chﬁg@@?b ) Raientbdesuaerl tichRdESes, an open
pat ent No. 3457636 [0008] Conventionally,

arC@AYIEAld ORSs| hédh eXeahnt@d NGESkhieal cdPtrol bus of a
application that is based on the Ethernet (registered

diladerR) c3nbd1 sg%ﬂé:)m(ﬂv@i%ﬁ%b%‘a%cg&lld it is under

Prot ocol /I nt er net ot ocol
examination to apply a general-purpose bus and a standard

protocol to a control bus. In order to apply a general~purpose
bus and a standard protocol to a control bus, it is necessary
to satisfy the requirements of communications in an industrial
application.

[0006]

Patent document 1 describes a communication system that
determines whether an identifier attached to receive data takes
priority and performs priority control of communications in
accordance with the determination resuit thus assuring the real
time properties of communications of priority data.

[0007]

Patent document 1: Japanese patent No. 3457636
[0008]

Conventionally, communicationsinanexisting industrial

applicationthat isbasedon theEthernet (registered trademark)
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I mpl ements cyclic scan transm ssion on the UDP service
in order to provide real tine comunications. This
comuni cation system (conventional contmunication
system) assures sone degree of real 5 time properties
al though it does not sufficiently satisfy the
scalability and flexibility. This is described bel ow
[0009] In order to performdata exchange in a
anflaFgRZ ERal Bragapess 1 drnikral dratqmi/datedmetoProtocol)
. sisten1 use of a conventional 10 conmunication system
impégiiends aythigeceaphephynsseiageoatis UDKsgedige in order
di stributed control system perforns broadcast
topomminicne a biid messanmanyec af 1 das ge Brivtinenoingasbianpysten
render a receiving conmuni cation band insufficient in
(conmeattioord! cormmmici tadn 6y stest) ems sUhels sotnkelegree of real
conventional comunication 15 systemis not
tindvenbpgeeissi 4l Epphdls att docsonat! aunge: stahel gysiteisfy the
or exchange of |arge anmpbunt of data and does not
scaUbbigiert bnd reekibhe ikged ohikngdystiekakibed below.
applications. [0010] In the conventional comrunication
[oB¥dfem data exchanged 20 between communication
stations is fixed. For exanple, given comunication
ctati ' . . Cat .
et 18 eraRd o AW T oA Bar ba St ohe B sgstem
suéﬂdﬁsDa 83%@%@%&%%@9%oﬁ%@%ﬂoggéﬂéﬁ,nQ&mg%%'gn%gn%%ntional
eéxchange [

XC ata wth comuni cation station C alone.
oo RS B 0 R G 5 S Brea.
alongince a distributed control system performs broadcast
communications, exchange of large amount of data may render
a receiving communication band insufficient in conventional
communication system. Thus, the conventional communication
systemisnotadvantageousinapplicationtoalarge-scale system
or exchange of large amount of data and does not sufficiently
meet the need of industrial applications.
[0010]

In the conventional communication system, data exchanged
between communication stations is fixed. For example, given
communication stations A, B, C and D, communication station
A is set to exchange data with communication stations B, C and
D. Communication station A is not designed to exchange data
with communication station C alone. Communication station A

must change its setting in order to exchange data with
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Fromthis, it is not possible to selectively acquire
necessary information fromlarge anount of information
on a network. Even when this is possible, the user
needs tinme and 5 workload for changing the setting.
Thus, the conventional communi cation system does not
sufficiently nmeet the needs of industrial applications
interns, of flexibility. %OOll] 10 The invention has
CoBBRRLGREGAPI PEREACPOCsBI @B rhe probl ens.  An obj ect of
the invention is to provide a comunication contr ol ,
syst BpRhbhifeeid tife HRtedo ol RIuLe rFalcapprrédt peAgire
internms of real tine properties as well as
neseakaby| infoandtibaxifsom Lyrapgy apaphémedt iingoamagdon on a
ti me comuni cati on protocol using a UDP 15 service on
netherEt hétven vwheyitstier éd pradébidek) thadise streewtds dime and
comuni cation protocol such as UDP/IP. <D sclosure of
wotheohdVenti ohangfgl2hel Beatdar.t o sol ve such
probl enms, the invention is 20 configured as foll ows:

[ 0018du$ 1) tAeComminddlonel Gioli eysi®m §psteauabsg not
a conmuni cation station perform ng conmunication in

sufeEOLEANEE maMt Bna idaddlard el 1 hepRech@i®ns in terms
mul ti pl ex comruni cation 25 based on tine division of a

ofCOMBYRLERE QN band, the conmunication 5 control system
conpri si ng:

[0011]

The inventionhasbeen accomplished to solve the problems.
An object of the invention is to provide a communication control
system that meets the needs of industrial applications in terms
of real time properties as well as scalability and flexibility
by implementing a real time communication protocol using a UDP
service on the Ethernet (registered trademark) and a standard
communication protocol such as UDP/IP.
<Disclosure of the Invention>
[0012]

In order to solve such problems, the invention is
configured as follows:
[0013]

(1) A communication control system for causing a
communication station performing communication in accordance
with a standard protocol to perform multiplex communication

basedontimedivisionofacommunicationband, the communication
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a time slot assignnent section which divides a

communi cation cycle as a basic cycle of tinme division

into tinme slots, and assigns a set of communi cation

stations and a type 5 of a communi cation section to

each of the time slots; and a time-division nmultiplex

comruni cati on section which perforns conmunication

within a period of the tinme slot in accordance with
COpfy& Ode S VST S MYHRTER$H stations and type of

conmuni cati on section assigned by the tinme slot .

assi gnnéaine 1§1eéct peSidpocny] EBCtRE cofhedi cativifles a

control systemaccording to (1), wherein the set of
copowrmnitiaddioronysi atd vasbasiganetla ed byne gigdsiieg ingo time

conmuni cation stations based on addresses of the 15
sloéspeenidvessbgnang cadti of spamuonsatfio®lsFatdpnFhand a type

comuni cation control systemaccording to (1) or (2),
ofwhelemmunie attype afe dthierc drnmed adatd forchsedtiimen s lred sydesnd

at | east one of tinme-synchronous comunication, 1-to-N

20 nenteyerde vdatianc ammtiicdads eommimiieaN ieyc|dee tdatra which

comuni cation, 1-to-1 non-cyclic data conmunicati on

ped¥Sd rird GohmE¥cdd € Satdi €RINUAT gakien. of08HE] tifd) sike in
communi cation control systemaccording to (3) ,

acMe'Rindte %3 thhend-10c b MNeRneNsliiG ARl s ARMBRIsCahH0ype of
is at |l east one of 6 an acknow edge type comruni cation

cowgﬁﬂldé%f ‘aé%éﬂkénrg@éfgﬁéacby the time slot assignment

section. ‘

[0014]

(2) The communication control system according to (1),
wherein the set of communication stations is generated by
grouping the communication stations based on addresses of the
respective communication stations.

[0015]

(3) The communication control system according to (1)
or (2), wherein the type of the communication section includes
at least one of time-synchronous communication, 1-to-N
non-cyclic data communication, 1-to-N cyclic data
communication, 1-to-1non-cyclicdata communication and l~-to-1
cyclic data communication.

[0016]

(4) The communication control system according to (3), wherein

the 1-to-1 non-cyclic data communication is at least one of
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data communi cation and in which a receiving station
returns an acknow edgnent to a transmtting station
when the receiving station normally receives data,
and a negative acknow edge type 5 conmuni cati on which
is the 1-to-non-cyclic data comunication and in
whi ch the receiving station returns a negative
acknow edgnent to the transmitting station when the )
an @ gERPYiL G ICShS %m%‘éﬁh%?t%%éﬂ\?&% he thstla trorlmgpycyclic
[0017] 10 (5) The communication control system
dagﬁxgﬁmm%@lg@t{qy,an@z}ndyh{qg a Lpeeevhngaghation returns
comuni cation station is equipped with a timer
an gedmnioor eadwhentt Lo Syaoismdndisaceratihpoatien thect¢oni ving
and tinme of the tiner section of each comuni cati on
statabn arrmbl lande belveselaglaot andfa méda toveaakoatilenige type
stations are synchroni zed by the tine-synchronous
conftia Chdh G i98Ci$ 0he [-0Q13] n¢H) c¥bei et @ainwhcation
control systemaccording to (1), wherein the

and OMUNWeALhONtEeCt i &fel $iky CHEAM crat irefitugest | an Zéyative
for performng 1-to-N non-cyclic data comruni cati on,

acléilvl & HenERETRMNILGRL £ PANSKEE t PRgI HEd 1I06S wiRr@ha receiving
transm ssion section for broadcasting data packets to

se WPUP AAIE eSS asydestd Nl onsophapa pl ural ity of

comuni cation stations; and 25 a data reception
[0GeE ion for receiving a transmtted data 7 packet when
a destination address of the transmtted data packet

(5) The communication control system according to (1),
(2) or (4), wherein each communication station is equipped with
a timer section and a time-synchronous communication section,
and

time of the timer section of each communication station
andthe timeslotsofall communicationstationsaresynchronized
by the time-synchronous communication section.

[0018]

(6) The communication control system according to (1),
wherein the communication section is a communication section
for performing 1-to-N non-cyclic data communication, and

the communication section includes:

adata transmissionsection for broadcasting data packets
to a group address as destinations of a plurality of
communication stations; and

a data reception section for receiving a transmitted data
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is a group address to which the home communi cation

station belongs. [0019] 5 (7) The conmunicati on

control systemaccording to (1), wherein the

conmuni cati on section is a comuni cation section for

performng 1-to-N cyclic data conmmuni cation, and the

communi cation section includes: a data transm ssion

section for broadcasting data packets 10 in a_ fixed
pagfeterhen g dpstip a&bﬂcﬁreégdégsa@sft Flaﬁtturéﬁssnaftt@d datapacket

plurality of comunication stations; a plurality of
lSr@c@Tm@HnﬂddﬁQ$&%ﬁ91WﬁlvhlEheshém@scom@éééﬁﬁéﬁopl@éatlon

of a received data packet and the data packet as a
bepaings .15 a packet reception section which attaches the

reception tinme to the received data packet and
[09@@Quentially stores the data packet one by one into

the plurality of receive buffers when a destination

addr 33 ohethenmesecyetofatenpockedysdiSert agfantding to (1),

address to which the hone conmuni cation station

whel@Rgshe dOmaAflidate68i ¥ecbubhels rLadmmirSeeitith section
whi ch reads the data packet fromthe receive buffer

fokaykepgoi-henhat est - Ne%®thQnd%%%eco%ﬁﬁﬂgc%ﬂﬁo%lU%@kity
of "receive buffers, conpletes readout in a period

shor e ting, and sends
25 t;ggdgpgagggggexeh S%EF%ﬁgr?F§3§9@§.de 8 [0020]

adata transmission section for broadcasting data packets
ina fixedcycle toagroup address as destinationsofaplurality
of communication stations;

a plurality of receive buffers each of which stores
reception time of a received data packet and the data packet
as a pair;

a packet reception section which attaches the reception
time to the received data packet and sequentially stores the
data packet one by one into the plurality of receive buffers
when a destination address of the received data packet is a
group address to which the home communication station belongs;
and

a receive buffer reading section which reads the data
packet from the receive buffer having the latest reception time
among the plurality of receive buffers, completes readout in
a.period shorter than the cycle of the broadcasting, and sends

the data packet to a higher-level side.
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(8) The communication control systemaccording to (1),

wherein the comuni cation section i s a conmunication

section for performng 1-to-1 non-cyclic data

communi cation and an 5 inmedi at e-response type

conmuni cation, and the conmuni cati on section includes:

a data transm ssion section for transmtting a data

packet to a single communi cation station, and

Oetrlansmits the data packet in a case where a norma

acknow edgnent is not returned 10 froma receiving

st ati(én Bhehteomaupiedeienntpedroilneysten agcaading to (1),

reception section for transmtting a nornal

wheaciiowtedgoentunheat dodasacpackeisis cvommmalilgation section
received. [0021] (9) The conmunication control system

foacerdidignitry (B)to-Ilmoeseehithaadat aoimansgagdiodn and an
section retransmts the data packet independently of

iminRelititee relsplonsk0@32k (CHhinubhie£amBRniert i on control
systemaccording to (8), wherein the data reception

sect i-pR Ebﬁiﬂ\%ﬂ'l%%t&%% RRFln 46,AagkRaw edgnent
i ndependently of the time slot. [0023] (11) The

C Om"“é:'&né@itf?gn ERDEE oL n LA REGP rt?'aﬁ%mﬁ% t(l]'%]' a datar]ioacket

o

[

wher e e cormunl cation section Is communi catl o

sect.. f. t 0 Gld
to % %1%'&161“ o 5&% [E]l%gl :Et Octlljovﬂ; gzlc ﬁtqrg%astnfltse the data
pac 'q"gulgggatcla%% W Qgegatn %:ma ackno\al %gme%ctt not returned

from a receiving station within a predetermined time; and

a data reception section for transmitting a normal
acknowledgment when a data packet is normally received.
[0021]

(9) The communication control system according to (8),
wherein the data transmission section retransmits the data
packet independently of the time slot.

[0022]

(10) The communication control system according to (8),
wherein the data reception section transmits the normal
acknowledgment independently of the time slot.

[0023]

(11) The communication control system according to (1),
wherein the communication section is a communication section
for performing l-to-1 non-cyclic data communication and a

negative acknowledge type communication, and
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a data transm ssion section for transmtting a data
packet w th a sequence nunber being attached, the
sequence nunber being changed for each transm ssion;
and 5 a data reception section which checks a sequence
nunber being attached to a data packet each tine the
data packet is received, and transmts a negative
acknow edgnment. packet to a transmitting station when
det &Y FPIEIYNgsia WU SRS Tamberclugdesy result of
checking. 10 [0024] (12) The communi cation contro
sy steetha b tspdisAg ssd opusiyct iomhier dingnshe ey » dedpthastket
section attaches a sequence nunber specifying the
witiad @ cpmcitete himabe I deiaget Viezcned mihleys aguéhee nuabestbeing
to the negative acknow edgnent packet, and 15 when the
chatiferl tfcansyd @sitorarsacitd i ecaid/es the negative
acknow edgnent packet, the data transm ssion section

sequenkial F¥ceptianssa ¢ sislatn packeles kst ar éqgeté maiber
undel i vered data packet being specified by the

beiﬁﬁ_ﬂ%&ﬂ%ﬁ:m a abtacpedxte thennegmki ¥YBe data packet is
acknow edgnent packet. 20 [0025] (13) The

reOPBH catd AN LM SRR AREC U AN 1O4ddddt 'packet to

wherein when the data transm ssi on section does not

a t%r%%%?r[’ﬂttti sthsaqyenth dahaspackal £9£o§tp£§ﬁn§é§é£”&ﬂﬁx%er
I of t e data

i me on co etion e transm'ssion of t

ackets,, t transm ssion 25 section transmts a
as %%9§a§&it Cgiréﬁgékﬁﬁﬁ;

very a nt packet to a 10 receivVving
[Oﬁgfvion, and when a sequence nunber specified by a

(12) The communication control system according to (11),
wherein the data reception section attaches‘a sequence number
specifying the data packet that is received normally at the
latest to the negative acknowledgment packet, and

when the data transmission section receives the negative
acknowledgment ©packet, the data transmission section
sequentially retransmits data packets starting with an
undelivered data packet being specified by the sequence number
attached to the negative acknowledgment pac'ket.

[0025]

(13) The communication control system according to (11),
wherein when the data transmission section does not transmit
a subsequent data packet for a predetermined time on completion
of the transmission of the data packets, the data transmission

section transmits a delivery acknowledgment packet to a

10
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returned acknow edgnent packet does not indicate the

| ast transmtteddata packet,thedata

transm ssi onsection

sequenti al | yretransm t sdat apacket sstarti ngwi th an

5undel i ver eddat a packet speci fi edby thereturned

acknow edgnent packet, and when the data reception

section receives the delivery acknow edgnent packet
reFﬁéVéHQaSF%EéEF?oﬁnge%??%nar%§QH?ﬁ§?(?uﬁqﬁ¥ specified by a

transmtting station an acknow edgnment packet to which
rejurpedegednee iadamants peRE kgt ngoeke Nodstindkeavedthat dast

packet is attached. [0026] (14) The communi cation
trepanibltedysdehrageatkehg tthanygatene tobnsits siprougkection

(13), wherein the data reception section 15 perforns
setinansibddiyonref rahemnégat data agkaokd esignerdr packetwith an

and the acknow edgnent packet independently of the

untieeveletl. J§&O27] dak¥etThe spertifiiedat ilo Caté ol returned
system according to (1), wherein the comunication

ackfielleAghsnd paBRERA| Cahyon section 20 for perform ng
1-to-1 cyclic data comuni cation, and the

comypbRathendgest t8RepREbHI8Ect R0k 8BS $2IsORhe delivery
requesting section for requesting cyclic transm ssion

acQBo@lgabﬁeB%cﬁgEkéggr@ﬁé@gaﬁé’f%éﬁﬁ%ﬁéﬂ‘%éct%gn rﬁ}urn to

conmuni Catl on stati on by a start request packet, ase

thgntﬁangﬁig@&ﬁgagggkféﬁiQﬂ Jéﬁﬁ@ﬁﬁé%ﬁﬂﬁﬁ%rﬁééket to which a

requesting section requesting cyclic

sequence number specifying the last received data packet is
attached.
[0026]

(14) The communication control system according to any
one of (11) through (13), wherein the data reception section
performs transmission of the negative acknowledgment packet
and the acknowledgment packet independently of the time slot.
[0027]

(15) The communication control sysfem.according to (1),
wherein the communication section is a communication section
for performing 1-to-1 cyclic data communication, and

the communication section includes:

a transmission requesting section for requesting cyclic
transmission of a data packet addressed to a specified
communication station by a start request packet, based on a

data acquisition request;

11
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transm ssion of the data packet by a halt request
packet; a data transm ssion section which, when
receiving the start request packet, starts
transm ssion of a data packet being 5 specifiedby the
start request packet to a conmmunication station of a
requesting source in a cycle specified by the start
request packet, and halts transm ssion of the_data )
packathat FegBryEAY sehblon fequEsaupatkRy: 2 RadtLhsvslic
reception section for receiving the data packet. 10
trppepdpsi©e) ofh&heodntini packel %Unta{ bla 1¢y Feahestc BRGNST /
to (15), wherein the data reception section includes:
a pl ardhtbytoénseiesienbektéioneabichi whieshrereradng the
reception tinme of the received data packet and the
stdata gpaocket patkeds st quais tranpadkstioneceptdad sackediveing
whi ch attaches the reception tine to the received

spdat & ipdakethand asaqvequeat ipacitat €6 af denmated Gaphckeattation
one by one into the plurality of receive buffers; and

ofraqueceivg Hhfes incadiyid sepkonivhiwhtheagisatheequest

dat a packet fromthe receive buffer having the | atest

pabReept 408 Hd1®s t2aBBgikhe ol YEalid Yia®h FEEREV®N receiving
buffers, conpletes readout in a period shorter than

a hg§52¥%Ieeggfgggkgq;bgnhhe start request packet, and

sen acket to a higher-level side. 25

Eggsgg?%?%égggeﬁ%féﬂnggyé¥gﬂ %%rCQQEEQbiﬁ¥S{ﬁ%nJé¥é packet.
[0028]

(16) The communication control system according to (15),
wherein the data reception section includes:

a plurality of receive buffers each of which stores
reception time of the received data packet and the data packet
as a pair;

a packet reception section which attaches the reception
time to the received data packet and sequentially stores the
data packet one by one into the plurality of receive buffers;
and

a receive buffer reading section which reads the data
packet from the receive buffer having the latest reception time
among the plurality of receive buffers, completes readout in
a period shorter than the cycle specified by the start request

packet, and sends the data packet to a higher-level side.

[0029]

12
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comuni cation anong a plurality of comrunication
stations in accordance with a standard protocol, the
comuni cation control systemconprising: 5 a
plurality of transm ssion queue sections which exists
bet ween predeterm ned | ayers of an OSI |ayer nodel, is
provided for each type of communication and
constltutes a queue of = transm ssion ackc_‘_ﬁ3
plurltfhy PofC?rgrE%%%hlaﬁea@ngée % Gt royhing
bet ween predeterm ned | ayers of the OSI | ayernodel, is
CONBREHVE SR O AIQIHE IR p}y& fi tyhe feopamEHPd SRtaANapBatlons in
constitutes a queue of reception packets; a
acqazdemte siidh &ediinsiaioprotansiy ttth@gorﬂa@mtcgtmntwtrol
plurality of transm ssion queue sections in accordance
systidmn cdfoai pimglet erm ned priority order with priority
i nformati on corresponding to the transm ssion queue
sectd pluleilrig yabtachetsmi asiexnepidwsn ssedtiicors Which exists
di stributing and storing received packets in the

be a1 loiriey] cafe et 1 8Rc gyitasarsl 08 ermoderoidancevided
with the priority information; and 20 a readi ng

ForSeELERN tYBeCh 1 eadgmdat @ 518K egnancbh%taltwc@sl ty qudue of
receptlon queue sections in accordance with a

tréﬂéﬁ&%§g5&}?ﬁbké{éorlty order, and sends the data to a
hi gher -1 evel side [ 0 030] (18) The comruni cati on

Conta[ %léyéif a&fOEQbQ £48n( J;[E)euez%é@?f&w Wi¥ch exists

transm ssi on ctlon ex cutes ransm ssion 13

beM&&?E?e‘&%t%frmia%% {éfefé %%S{ﬂesébgria%@ﬁoagft I1(.1,:nprov1ded

for each type of the communication and constitutes a queue of
reception packets;

a transmission section for transmitting packets in the
plurality of transmission queue sections in accordance with
a predetermined priority order with priority information
corresponding to the transmission queue sectionbeingattached;

areceptionsection fordistributing and storing received
packets in the plurality of reception queue sections in
accordance with the priority information; and

a reading sectionwhich reads data stored in the plurality
of reception queue sections in accordance with a predetermined
priority order, and sends the data to a higher-level side.
[0030]

(18) The communication control system according to (17),

wherein the transmission section executes transmission

13
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plurality of transm ssion queue sections in a case

where data does not exist in the transm ssion queue

section that has higher priority over the specific

transm ssi on queue section. 5 [00311 (19) The

comuni cation control systemaccording to (17),

wherein the readi ng section executes reading

processi ng of specific reception queue section anong
PregRsHing £ 7§ 1Pl fiecepionl yeboRe $@REFoPCHACR @BQRJ the

where data does not exists 10 in the reception queue
plweztitan athar apsaisisgiesr apelier fegtdoep in e capecihpge data

recepti on queue section. [00321 (20) The comruni cati on
doe®nbraxisystiemlas tordisng sisdoplquewe sett)ion whet dias hhgher

transm ssi on queue section and the reception 15 queue
priecit wroext sthdedpeeht ac secansnl sybon agdeae t Bectdidayer

of an OSI |ayer nodel. [00331 (21) The comruni cation
[oe®ntrol systemaccording to (1) or (17), wherein the

standard protocol is UDP or IP. 20 [00341 As

undef1s4)00d of ¢ @i ENEC St SENTTIHho It BgstBMEidORd g tihe17),
fol |l ow ng advant ages: [00351 As understood fromthe

whé@éf&s§ﬁ8n;e&ﬁ?n?”%%@%ﬁ%ﬁ Ras dhe L3 LW PSocessing of
advantages: 14 (1) Areal tine conmunication protoco
spéjéif]ﬂcarggép%ﬁro\ﬂ. CSueue section among the plurality of
reception queue sections in a case where data does not exists
in the reception queue section that has higher priority over
the specific reception queue section.

[0032]

(20) The communication control system according to (1)
or (17), whereinthe transmission queue sectionandthereception
queue section exist between a second layer and a third layer
of an 0SI layer model.

[0033]

(21) The communication control system according to (1)
or (17), wherein the standard protocol is UDP or IP.
[0034] |

As understood from the discussion, the invention has the
following advantages:
[0035]

As understood from the discussion, the invention has the

following advantages:

14




10

15

20

25

is inmplemented on the Ethernet (registered trademark)
and a standard communi cation protocol such as UDP/IP
A comunication cycle is divided into tine slots.
Each tinme slot 5 is assigned with a set of

communi cation stations and a type of conmunication
section and conmuni cations are perfornmed. In this
way, each tinme slot is assigned with a proper

compj gatd 0Nt 1 ¥ LRI ACELsEBREE Wb lid ey a UDP service
characterlstlcs of information. This provides a

i s CORIYSh noﬁ°@ﬁ%°ﬁtﬁ¥fﬂgg1RPQ&ls%Qréétt§%HgﬁaEQ? and a

needs o) ustri app I cations terms

star‘%ga?c?' N {:%mﬂﬂ%fa't%' i 'ﬁéé/%céé%i hp' %’é - UDR/IE. -\

conmmuni ca Ions are nade ots
i visiop, basis, sot pective co
coly IR RO TP o 5%%&%’%%&%%?9 S aﬁ/& & tine slot
conmuni ¢ t%hghstatlon erfornms, co nlcg tons mntg N
1s st here i 2a¥FbrOSt QPTBHROAR Y ARenthbLBRSapPC @ type
This reduces the data quantity handled by a
of commmmiicatiion seatien art%gmmé&&eﬁﬁ@pflﬁea%mrf%f@& In
of the conmunication station. This configuration
th*éa@&bye%@%ﬁéﬁﬁssbpté#b@?shgﬁﬁéﬁ”éﬂlQ@I@ﬁﬁﬁhﬁP@%PPéﬁatlon
stations or |arge anount of conmunication data, thus
sysaemslfryangorld@mmeustbfth@dlmlmceueralmmccamfohsfbﬁmatlon
terms of scalability. <Brief Description of the
Dr avWliniys > p2%i036] alscemmunicshbors arvrexenhl svptem that
configuration of a general distributed contro
sasysftay the needs of industrial applications in terms of
scalability and flexibility.

(2) Multiplex communications are made using time slots
on a time division basis, so that respective communication
systems do not influence each other.

(3) A communication station performs communications with
another communication station only when necessary. This
reduces the data quantity handled by a communication station
thus reducing the memory area of the communication station.
This configuration readily supports a larger number of
communication stations or large amount of communication data,

thus satisfying the needs of industrial applications in terms

of scalability.

<Brief Description of the Drawings>

[0036]
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Fig. 2 is a block diagramshow ng an enbodi nent of the
invention; 5 Fig. 3 is an explanatory diagram show ng
how to assign assigning information to tine slots;

Fig. 4 is a block diagram show ng anot her enbodi nment

of the invention; Fig. 5 is a block diagram show ng

anot her enbodi nent of 10 the invention; Fig. 6 is a

bl ock di agram showi ng anot her enbodi nent of the

i nvenig.on, dHdws 7ashewsnpl epgnechifdguexariphe off s general
communi cation station; 15 Fig. 8 is a tine chart

disERaWuted herkamn gatdon procedure of the
comuni cation station in Fig. 7; Fig. 9 is a block

di agiam showl Bop8BELaE 2 gRBAILABAL nG! an! BR0GAURBLE OE the
Fig. I0 explains the operation of the enbodi mnent shown

in€€%§i £ 9. 9, Fig. 11 explains the operation of the
enbodi ment shown in Fig. 9; Fig. 12 is a block

erbod! fent sl ; 2 block
25 B 23 enlsCan BRBrarAr  RaArTobraliad B ire 2osian

assdl%[tnainlg6 infort aEt‘lioonn Stecg:tfl.fn{]e Ssh'_pov‘@s;I n Fig. 12, and

Fig. 4 is a block diagram showing another embodiment of
the invention;

Fig. 5 is a block diagram showing another embodiment of
the invention;

Fig. 6 is a block diagram showing another embodiment of
the invention;

Fig. 7 shows a connection example of a communication
station;

Fig. 8 is a time chart showing the communicationprocedure
of the communication station in Fig. 7;

Fig. 9 is a block diagram showing another embodiment of
the invention;

Fig. 10 explains the operation of the embodiment shown
in Fig. 9;

Fig. 11 explains the operation of the embodiment shown
in Fig. 9;

Fig. 12 is a block diagram‘showing another embodiment
of the invention;

Fig. 13 shows an exemplary configuration of the data

16




Fig. 14 is a bl ock di agram showi ng anot her enbodi nent
of the invention. 5 <Best Mde for Carrying Qut the
I nvention> [0037] The invention will be detail ed
referring to drawi ngs. [0038] (1) First enbodi nent 10
Fig. 2 is a block diagramshow ng an enbodi nent of the
invention. In Fig. 2, a comrunication station 10 is
connected to a conmunication path 20. The

recepiiuhi galdtdrnpatiow?0 irs Hier. 1@samplde a control bus in
a distributed control system 15 The comruni cation

starign 1Q per LobT® ckOMTWGIreal s iy aactdredarubodiitent
a standard protocol. A standard protocol is for

of %ﬁ@”ﬁh%e%l@ﬁo@f. I P. The communication station 10 is in
charge of multiplex comrunications by a tinme division

of a communication band. 20 [0039] in the
comuni cation station 10, a tinme slot assignnent

sect,i on I\ ' t, ‘%tjﬁ- nmuni cat i on
> <Be@$cﬁg%ﬁa\]}€%njrg%a\grg§§}da% ier%ellzlngt lg)_rll%oservi ng as a
[ookcyagj”emcycl e of tinme division, and assigns a set of

nication stations and a type of 25 contmunicati on

section.to each ti slot.. 17 .A set co. i cat.i
st afPEnd HVERTRE JHed (RF &Eg'ﬁ?dﬁr?éf rce?rﬁﬁ:rnllnrgﬁ Ooﬁ&ra%ngs'
[Oos3t8<a]1ti ons based on the address of each

(1) First embodiment
10 Fig. 2 is a block diagram showing an embodiment of the
invention.

In Fig. 2, a communication station 10 is connected to
a communication path 20. The communication path 20 is for
example a control bus in a distributed control system.

15 The communication station 10 performs communications in
accordance with a standard protocol. A standard protocol is
for example UDP or IP. The communication station 10 is incharge
ofmultiplex communicationsbyatimedivisionofacommunication
band.
20 [0039]

In the communication station 10, a time slot assignment
section 101 divides into time slots a communication cycle having
acertaintime lengthandservingasabasecycleoftimedivision,
and assigns a set of communication stations and a type of

25 communication section to each time slot.

17
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comuni cation station. G ouping nethods include

groupi ng based on a network address and groupi ng

based on a MAC (Media 5 Access Control) address.

[0040] The types of conmunication section include

ti me-synchronous conmmuni cations, 1-to-N non-cyclic

data communications (N being an integer equal to or

nore than 2), 10 1-to-N cyclic data comrunicati ons,

1-t o- $e POF eynhiinidatdoncetabinbnatiogspeantet-by-grouping

cyclic data conmunications. 1-to-1 non-cyclic data
comGRMNEHIGRI Onscdticdnle BeksaW edgnent t yderess of each

comuni cati on and negative acknow edgnment type

comGUHTHUGR 08eadbohD t ke AGKIIM ReGBME t¥peude grouping

communi cation, a receiving station returns an

ba A BaW, &4l %@fktaﬂi@r%é@% tgltrld?ﬂvlsfigatb'a%%d B8R a MAC (Media

successfu recei pt dat a n the negative

conmuni cation, a receiving
Accetsg n%%%tqﬁr nS cf e%es

a negative acknomﬂedgnent to a

(00 %nsn1tt|ng station on failure in receipt 20 of
éﬁi [ 0041] Storage section 102 stores assi gnnent
informati on 103 |cat| the set of co jcati
st atifén and/R% tYﬁ of ©° Hﬁﬁﬁl%&?lon sectlg% ffclude
assigned to each tine slot 25 Tlge i sion nul# IQ§

t imesTHRAREARIM s RAVBH 4Rt 187 Per f oﬁﬁﬂ%l%%f bﬁ ata

within the corresponding tinme slot in _accordance wth
commiEn ke t gt & oif 10t i3h 18tadedn egi@lt e pypBore than 2),

1-to-N cyclic data communications, 1l-to-1 non-cyclic data
communications, and 1l-to-1 cyclic data communications.

1-to-1 non-cyclic data communications include
acknowledgmenttypecommunicatianandnegativeacknowledgment
type communication.

In the acknowledgment type communication, a receiving
station returns an acknowledgment to a transmitting station
on successful receipt of data. In the negative acknowledgment

type communication, a receiving station returns a negative

acknowledgment to a transmitting station on failure in receipt

of data.
[0041]

Storage section 102 stores assignment information 103
indicating the set of communication station and the type of
communication section assigned to each time slot.

Time-division multiplex communication section 104

18
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of communi cation section assigned by the tinme sl ot
assignment section 101. In the time-division
mul ti pl ex communi cation 5 section 104 are provided
comuni cation section for performng all types of
comuni cations (tinme-synchronous communi cati ons,
1-to-N non-cyclic data conmuni cations, 1-to-N cyclic
data communications, 1-to-1 non-cyclic data

per £EOHTY Nt 101Ss t Bovdls wii-tthdrl tbpgctdrrdapanding time slot in
comuni cations). 10 [0042] Each conmunication station

acchBdBRBYIWEEh Wi setti 8- symetinboatsonosami eatarsh the type
section 105 and tiner section 106. \Wen the

of ddiiRIsSYESH] OR QLS GIAURIsG N byeehé aninkds 1ot5assignment
transmts a time-synchronous comunication franme to

secEBSH shationr, the iRl Seetd th 1981 eipdék communication
connﬁnlcatlon stations are synchronized. This
ne i_.zes : ShRbS ; OPTRH £GAL | .
Sec§¥89i%§£f5f58%§?1h5§E%|g. %l?étg%héiglanatgry g?gésgﬁﬁng

all ;hy?ﬂvés.n g,fﬂg%vfué@n Jggas’& P s a(%sﬂn%n—:%dﬂgcﬁ{d@é E8RmhAitRB ons,

assi gnnmen ormation 103 is given

1-*’-%2]}]?5&&2—{%@{{2& 2@%{‘@ Tgfe)m%%?}'t%:%@io Xl s ofy dhe J:?%ifc data

nicatidn stations

om0 Sheuni e Lo horl 2ont ol 222 seh Rt aentil e

communi cation cycle 111 in . a _conmuni i
l-to-1 cyclic dataycommunications . cation frame 110

[0042]

Each communication station is provided with
time-synchronous communication section 105 and timer section
106.

When the time-synchronous communication section 105
transmits a time-synchronous communication frame to each
station, the timer section 106 of all communication stations
are synchronized. This synchronizes the time slots of all
communication stations.

[0043]

Fig. 3 is an explanatory diagram showing how to assign
assigning information to time slots.

In Fig. 3, assignment information 103 is given in a table
format. The vertical axis of the table represents the sets
of communication stations Gl through G4 while the horizontal

axis represents the sets of communication section C1 through
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is a basic cycle having a certain length. The

communi cation cycle 111 is divided into tine slots

112. Each tinme slot is 5 assigned a set of

comuni cation stations and a type of communication

section. For exanple, a first tine slot is assigned a

set of commrunication stations GL and a set of

comuni cation section C. A second tinme slot is
c4.assigned a set of comrunication stations & and a set

of conmuni cation 10 section C2. Each tine sl ot

per f Ok ABmEGRAIBEHAE 68t £9B%ei N 1 anC el daromniddt idre frame 110
assigned set of conmunication stations and type of

is goﬂgyféccé%%‘ ﬁ%iﬁ?na ddridirs MaGtIA Camldonalindeation
rame 1s divided into tine slots for nultiplex

cycﬁ%nﬁyﬂiEgt&99§ge&51£984éim§3§96Q5nﬂli9 tH-re el Yt is
Shown in FIg. 2, a

comuni cation cycle is divided

into tinme slots.a : it i Lgred .0 ;
assed i 2atin §§s?%ﬁ§$%h§%%g¥)an%ggﬁﬁP%g t%gdpa'pgype °F

characteristics_ of infgr ' hi ' . a2 ;
cOmBGRHGAICAN) TG} o B eriiRLe” & R R nsagt 1o
0 industrjal a i cat .int f [_ .1}
socfempet o ceot“ecaRRR Ay AT S8BT, IATE 5 o
ConamoR e DGAGHIE L 207 RETATERTREN S . 5 TS =
an exenplary configuration of the co [ [

setsedt icomprdiadd®n b iate ataméadiansicor? Hﬁcgaﬂtoé%%nication

section C2. Each time slot performs communications in
accordance with the assigned set of communication stations and
type of communication section.

In this way, a communication frame is divided into time
slots for multiplex communications.

[0044]

According to the embodiment shown in Fig. 2, a
communication cycle is divided into time slots and each slot
is assigned a proper communication system in accordance with
the characteristics of information. This provides a
communication control system that satisfies the needs of
industrial applications in terms of real time properties,
scalability and flexibility.

[0045]
(2) Second embodiment

Fig. 4 is a block diagram showing another embodiment of
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conmuni cation section 104. In Fig. 4, comunication

section 30 is communication 5 section for performng

1-to-N non-cyclic data comruni cations. Data

transm ssion section 301 broadcasts data packets to a

group aggress as the destinations of a plurality of

communi cation stations. A group address nay be

generated from a network address or MAC address. 10
theWetetbeodesti gt iJoshaddras exained atmansntigedadaba of the

packet is the group address the hone communication
conSiluliican iRel 9888 iohGpriitdedtia theepinoniiserdian ddXiplex

receives the transmtted data packet. An address file

comth i k8% %e&rt@éﬁ agdr.ess 304 used for 15
comuni cations. [0046] (3) Third enbodinment Fig. 5 is

a black %’ a%r %ﬂﬂ#f@a@f&ﬁh§éc§ﬂgﬁdBﬁe'ﬂ% fomrt i cation

|nvent|o shows an exenplary configuration of

tilr?él_ ggr%oe@%'& 6}%41 QN +32%¢ H9R- B&g‘iige@aﬁﬁ c'bl?tﬁlunlcatllons

X PyitsTon Hul pl eX ~communi cation section 104.

ig . communi.cat.i gn segt.i

sectRdf TR o h g oN AP TR Bt pactecs
comruni cati ons. onmuni_catiaon at

£ ShoRFOPR. PRGESSS G 1 FRC 26 2R poa oBF asar.  STERd it o
conmuni cation section 40 is Ioggﬁed 21 g

commRAH tdsth 6Fla§t18fllson A[C_{ﬁpm address may be generated from

a network address or MAC address.

When the destination address of a transmitted data packet
is the group address the home communication station belongs
to, the data reception section 302 receives the transmitted
data packet.

An address file 303 stores a group address 304 used for
communications.

[0046]

(3) Third embodiment

Fig. 5 is a block diagram showing another embodiment of
the invention. Fig. 5 shows an exemplary configuration of the
communication section provided in the time-division multiplex
communication section 104.

In Fig. 5, communication section 40 is communication
section for performing 1-to-N cyclic data communications.
While a communication station sis not shown in Fig. 5 for the

purpose of clarity, the communication section 40 is located
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Data transm ssion section 401 broadcasts data packets
in a fixed cycle to a group aggress as the
destinations of a 5 plurality of conmunication
stations. Receive buffers 402a and 402b stores the
reception time of a received data packet and the data
packet as a pair. Wen the destination address of a
dat a packet received via conmunication path 20 is the
in @r ebpmaedicess oho swhitdlont.ne 10 home conmuni cati on
station bel ongs, the data reception section 403
[oodtihaches the reception tine to each of the received
data packets and stores the data packets into the

recgiye Rytferns sA402a akd 1492k cnacke=siddackeits. phets

reception tinme is acquired fromtinmer section 404. 15

in 5ggg§1§gf\eye%f€asaf'f@uﬁ%@@é@sa% 9 OUR AN B OB £ 2

comuni cat1 ons. Receive buffer reading

plusgégkgnO%g%g%ﬁﬁg§¥§aéygﬂa %5%55 froma receive buffer
r

i chever contains the |latest 20

receptiaon tine. The ceiv fer readi ect.i 4Q7.
s_enggcteljré’er %gg f§5fa’ é)g% kaé}cg 4t%%fba8%f)§%%r l-cﬁgvé &%&%%lme
via a conmunj cati on ath 420. In this practice, the

of Pogecra it FALE SRR SRS IS TP CUHPIG & DAL
readout procedure within a tinme shorter_than _  the .
cycieess theodgesdnatdrruardaessnstng Sﬂ%@rﬁﬂ%%et recelved
transm ssion 25 section 401. 22 Data packets st r,eci1

Gazcgd ich the

via posmure Gadtiady @t At st 0 SHPURIBHILRSS thd

transmtted from anot her comruni cation station
home communication station belongs, the data reception section

403 attaches the reception time to each of the received data
packets and stores the data packets into the reéeive buffers
402a and 402bpacketsbypackets. Thereceptiontimeisacquired
from timer section 404.

[0048]

An address file 405 stores a group address 406 used for
communications.

Receive buffer reading section 407 reads a data packet
from a receive buffer 402a or 402b whichever contains the latest
reception time. The receive buffer reading section 407 sends
the read datapackets toahigher-level PC430viaacommunication
path 420. 1Inthispractice, the receive buffer reading section
407 completes a readout procedure within a time shorter than
the cycle of broadcast communications by the data transmission

section 401.
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vi a broadcast communi cations. [0049] 5 operation of
t he enbodi nent shown in Fig. 5 wll be described. In
Fig. 5, assunme that data packets a, b, c, d are
transmtted fromthe comunication path 20 in this
order and are received by the packet reception
section 403 and that the 10 destination address of
each data packet is one the comruni cation section 40

bel pags packEte @abxepadkelos the eceivdare ffeans Md2aednd
over broadcast conmuni cations fromthe data

402b" RRSNEISSE Ot r 506t i At B8 Eohmogad Ele ke @nMiMetation station
communi cation station. The packet reception section

vie) %%o%h&:%%*te%dn@fﬁﬁmda%otﬂ s 15 t1, t2, t3, t4 to the
ta packets a, b, c, d. [0050] The first received

a packet a and the reception tine ti are stored in
hé receive buffer 402a. The second received data

packet b.and th | e ored,j:
the5P85@.th%u? FEOBbERLNENE, sfibub? B CrEhol S0uiL e
are alternately changed t he data packet ¢ and the

deﬁiﬁg gn Llne t3 are stored in the receive buffer

a and the_data pac and_the reception ting t

ar e 18t oried i nv t RES eﬁ%@gb 367 E@E% %Fe§bec?1v8ryé are
25 [0051] 23 The receive buffer rea sectjon 4 g

transgdd te H 10T £diee COMPMBHCE LB PRE bagf E]IBE%\ Qrder and

402b whi chever contains the | atest
are received by the packet reception section 403 and that the

destination address of each data packet is one the communication
section40belongsto. Thedatapacketsa, b, c, daretransmitted
over broadcast communications from the data transmission
section 401 located in another communication station.

The packet reception section 403 attaches reception times
tl, t2, t3, t4 to the data packets a, b, ¢, d.

[0050]

The first received data packet a and the reception time
tl are stored in the receive buffer 402a.

The second received data packet b and the reception time
t2 are stored in the receive buffer 402b.

In a similar way, storages are alternately changed; the
data packet ¢ and the reception time t3 are stored in the receive
buffer 402a and the data packet d and the reception time t4
are stored in the receive buffer 402b, respectively.

[0051]
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reception tine. At the tinme point when the data packet

a and the reception 5 tine ti are stored in the

receive buffer 402a, the receive buffer reading

section 407 reads the data packet a and the reception
time ti fromthe receive buffer 402a. [0052] At the

time point when the data packet b and the reception

10 tine t2 are stored in the receive buffer 402b, the

I eceplel ¥4 i v@bt12 fies *dwd1md eetttionmel 0 Theadeceiaga packet
buffer reading section 407 reads the data packet b

frfADY ARG ikROSREFOR 400t 2 (2ORh i BRevEeeRinen imH the latest
402b. In a simlar way, the data packet c/reception

reéé d8 il pair and the data packet d/reception tine
t4 pair are read in this order. The receive buffer

reading, ecﬁtn{eogﬂgg?,ev&%t?ﬁ lt?xteeﬁa’@a HeRERU! 5 RHPEREW Eeption

withina tine an the cycle data packets are

.t 1tted I f [ i
ting Fl 2 ¢ PR TR e e B0 oA packereoa o T fer

c,. d are read. 005 Th ' f j .
reabialy FFCHOPR AQAGRRESS: Toe (A PHTS tpackapcEs dfeception
_reception tinmes to the higher- | PC 430. | h
tingrids, faqfe Fhit fCata § %%tiqe%ft he PC 430. 250t °

[0054] 24 According to the enbodi nent shown in Fig. 5,
[09%2) s possible to read a |atest data packet, which

all ows a higher-I|evel side
At the time point when the data packet b and the reception

time t2 are stored in the receive buffer 402b, the reception
time t2 is the latest time.. The receive buffer reading section
407 reads the data packet b and the reception time t2 from the
receive buffer 402b.

In a similar way, the data packet c/reception time t3
pair and the data packet d/reception time t4 pair are read in
this order.

The receivebuffer reading section 407 completes a readout
procedure within a time shorter than the cycle data packets
are transmitted (cycle of broadcast communications by the data
transmission section 401). Data packets a, b, ¢, d are read.
[0053]

The receive buffer reading section 407 transmits the read
data packets and reception times to the higher-level PC 430.
In other words, the latest data is sent to the PC 430.

[0054]
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to nonitor the latest data. For exanple, it is

possible to nonitor the latest state of a switch at

the nonitor point from 5 a higher-level side. [0055]

While two receive buffers are provided in this

enbodi ment, three or nore receive buffers may be

provi ded. When three receive buffers AL B, C are

provi ded, received data packets 10 are stored into the

r ecatve rbtihfercstife eBood iorm thyhowe inFid §, idrdepossible

[0056] (4) Fourth embodinent Fig. 6 is a block diagram
to SHOMING adRekhestemRastierentidfch 251bhe & veritdonlevelyside

6 shows an exenplary configuration of comrunication

to R86LIRR RhEVIidedsitn duhe ti rerdiexbsipe, mikt iipl @ossible to
conmuni cation section 104. In Fig. 6, comunication

mon?[%%&J Qﬂe@aﬁést?%gﬂ@ 6t h adlyi SectdtoRhkokoRetdorgpoingt from
-1 non-cyclic i medi ate response 20 data

a h&ﬁ n|c flogig.Vh'le a conmuni cation station sis not
TRl ®for the purpose of clarity, the
[Oogg n!cat!on section 50 is located in a
nication station. [0057] Data transnlssion

P TR e RS S TR A R
thrgorik HO: § GERFeA Ty BUACFER (RAnCE & FHadiiEr miagy toree
time. The data
receive buffers A, B, C are provided, received data packets
are stored into the receive buffers A, B, C one by one in this
order.
[0056]

(4) Fourth embodiment

Fig. 6 is a block diagram showing another embodiment of
the invention. Fig. 6 shows an exemplary configuration of
communication section provided in the time-division multiple
communication section 104.

In Fig. 6, communication section 50 is communication
section for performing l-to-1 non-cyclic immediate response
data communications. While a communication station sis not
shown in Fig. 6 for the purpose of clarity, the communication
section 50 is located in a communication station.

[0057]

Data transmission section 501 broadcasts data packets

toasinglecommunicationstationandretransmitsthedatapacket
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transm ssion section 501 recogni zes that the
predeterm ned tine has el apsed based on the tine
count of the timer section 502. 5 The data reception
section 503 transmts a normal acknow edgnment on
normal 'y receiving a data packet. [0058] The data
transm ssion section 501 retransnmits a data packet
i ndependently of a time slot assigned to the home 10

in CQEAIN cAbRAA1SERINN] ignatat aiseaept i ot wered oArs03 the
transmts a normal acknow edgnent independently of a

recte%%n gl At A YnRdchent he pheaeteemmtaicaiingn. st @héorata
is i's described based on a specific exanple. 15

tra[qggég]s 1B e dt fo@501 rcé"&%ﬁuaz £oOpAgetiNy eXxaepkemohed time

nuni cati on statlon Im Fig. 7, conmunication

has g?tﬁ{ogga hased 18,5 1 2N eoRBEGked s ERe % SROTLAOA002.

sSé connunlcatlon stations 1A 1B

ar 1 I
contafi ¢ %%Xes%gf AR TR b BBnS c?%%es&? guits a normal
connunlcatlon th 2 f,
R HEL S el et U LR R S L e e

are respectively referred to as Communi cation Station
[00&81Conmmuni cation Station B, and Cormmuni cation Station

25 C. 26 [0060] Fi 8is atine ch
conmhSi @%’qaorp:]‘ﬁrrb%%cﬁﬁ@n section 58r1t r%ehcqrvgng%lts a data

packet independently of a time slot assigned to the home
communication station.

The data reception section 503 transmits a normal
acknowledgment independently of a time slot assigned to the
home communication station.

This is described based on a specific example.

[0059]

Fig. 7 Fig. 7 shows a connection exampleofa communication
station.

InFig. 7, communication stations 1A, 1B, 1C are connected
to a communication path 20. These communication stations 1A,
1B, 1C are respectively assigned time slots. The communication
stations 1A, 1B, 1C uses the communication path 20 to perform
time-division-based communications. The communication
stations 1A, 1B, 1Carerespectivelyreferredtoas Communication
Station A, Communication Station B, and Communication Station

C.
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of the conmunication station in Fig. 7. As shown in
Fig. 8, Commrunication StationA, Comrunication
StationB, and Conmuni cation Station Care respectively
assigned tinme slots TA, TB, TC (TC is not shown). In
the time slot TA, Communication Station Atransmts a
data packet to another conmmunication station. In the
shown exanpl e, Comruni cation Station A transmts a
[oodatja packet 1 to 10 Communication Station C
Conmuni cation Station C returns a nornal

acknqy . eglgpent i R QCHL ConBUnhgaiiconobhah i oat Acevemdedure
the time zone of the time slot TA. Conmuni cati on

of ! | Qhufan il @Urdys Hordml i makinpwedgment 510
i ndependently of a tine slot of the hone

Co%né.l'gcﬂsﬂ 0R SiAt b 0 omRrAZMWSH $t $01 bAl Al I RSmbAK dd¥eion

figure show comfunications in a tinme slot of the hone
0. [ [ t i, on. ' |~ [
B S R e s
L | ot,_.of e o] ' ' station. [0061
tméqgr%%ﬁ vy Torin Kbt o sl g ana
nuni cation Stati C.,transmt.a d k ' .
Compinkeat |98 AR AR, CoLRANILL;Radate POBKCA Lrublifics
Communi cation Station A has transmtted . d ket
= alrobgsiftint e a1 eh St ATERIC T Te 3 &) of TFATBE Sown
and a normal acknow edgnent f Co [ [ Stati
x5S 2 F TGS T T Gl e RGP BRBRER (3 (16 fpPAcket 1 to
returned from Conmmunication Station C after a
Compnenietal Fomedtatheh has &:qﬂgggdi_cation Station C returns a

normal acknowledgment 510 to Communication Station A even in
the time zone of the time slot TA. Communication Station C
returns a normal acknowledgment 510 independently of a time
slot of the home communication station.

Arrows in solid lines in the figure show communications
in a time slot of the home communication station. Arrows in
broken lines in the figure shows communications made elsewhere
than a time slot of the home communication station.

[0061]

Similarly, Communication Station B and Communication
Station C transmit a data packet in the time slots TB and TC.
[0062]

Assume that Communication Station A has transmitted a
data packet 2 to Communication Station C in the time slot TA

and a normal acknowledgment from Communication Station C is
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In this practice, Communication Station A retransmts

a data packet independently of the tinme slot TA In

the figure, 5 Comunication Station A retransmts the

data packet 2 in the time slot TB to Conmuni cati on

Station Cinstep 520. In response to this,

Communi cation Station C returns a nornal

acknowl edgnent in the tine slot TB. [0063] 10
losAccemnd ng toimel erdaddiowndddmertt g.1%6, noet ragsurssdonfrom

of a dat apacket andnormal acknow edgnent arenade

ConmRgeRendest kY at@bntda ftiefes phretis tefrniihedcpimeihbead idmsed.
stations involved. This prevents an increase in the

In t8SRORIS A8y EbiRueh GeTHNISEliORSA B¥EPRahBnd@Bs a data
envi ronnent where there are a |arger nunber of 15

ety ohs. o iR bl .
pawufﬁ&ﬁ}%%lg??%% '8%3&}!& # fnd Qag’t@"%@. €nt Q1Y OFi Glere,

a conmu ontr system t Is suitable for™ a

| arge-si zed ..cammynicat | .t 0 i fth
conannng%ﬁci Fo syt o e PR o St BaraS T 2 in the
._ano r.e di t. of .the.i tion. Fig. h
IS BEEIRRALIRDN O (hes LOVEOR KON, sEL o SOy Ahonse
co BE0H S5t P BE 5L Yo B oA e
. communj cation 25 section for performng 1-to-1
in e e SifgatBve 28 acknow edgnent dat a

conmuni cations. [ 0 0 651
[0063]

According to the embodiment in Fig. 6, retransmission
of adatapacket andnormal acknowledgment aremade independently
of the time slots of the communication stations involved. This
prevents an increase inthe responsedelay timeof communications
even in an environment where there are a larger number of
communication stations. It is thus possible to provide a
communication control systemthat is suitable for a large-sized
communication system.

[0064]

(5) Fifth embodiment

Fig. 9 is a block diagram showing another embodiment of
the invention. Fig. 9 shows an exemplary configuration of
communication section provided in the time-division multiple
communication section 104.

In Fig. 9, communication section 60 is communication

section for performing l1-to-1 non-cyclic negative
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Data transm ssion section 601 transmts a data packet
W th a sequence nunber attached, the sequence nunber
changed 5 each tinme transmission is made. Data
reception section 602 checks the sequence nunber
attached to a data packet each time the data packet is
received and transmts a negative acknow edgnent
packet to a transmtting station when detecting a
ackil @9l c QAEEACEa PaNbEim@si@at bsnst of 10 checki ng.
St orage section 603 stores a sequence nunber 604 used
[ood®f communications. [ 0 06 6 ] on such communication
section 60, the data reception 15 section 602, on

deﬁﬁgﬁén@rgﬁéﬁ§§s§@HU§@§€18HHQ@I tEpABBMtESa @ata packet
negatlve now edgnent packet with a sequence nunber

withy pecg %Ll(llé}g%a %{ibaetre%ttt%(z{ﬂ@:{ | ¥ HeeGRlgee dahampaekehanged

t ransm ssi on section 601 in the
ransn1 n eceivin t
eac%c%h%ﬁd Eaﬁgﬂ %ac et ggq%entlails aZBe?gtL;ﬁsn1ts
ata packets startin th
spela#?eaesspfﬁgnsaaﬁsw R R

t know
o JEBELIYE ek SO pecket,, Q06 fo8e6 3D

acknow edgnent packet when n t trans ubse
and@?‘ﬁ?%%@!@@ﬂé‘ fye 859115}%1& %Bag}‘ﬁ%%’g iSﬁBF .’%gﬁmg
0 at a packet
station wheg detecting a lost sequence number as a result of

geceived

checking.

Storage section 603 stores a sequence number 604 used
for communications.
[0066]

On such communication section 60, the data reception
section 602, on detecting a lost sequence number, transmits
a negative acknowledgment packet with a seguence number
specifying the latest normally received data packet attached.

Data transmission section 601 inthe transmittingstation,
on receiving a negative acknowledgment packet, sequentially
retransmits data packets starting with the undelivered data
packetspecifiedbythesequencenumberattachedtothenegative
acknowledgment packet.

[0067]
The data transmission section 601 transmits a delivery

acknowledgment packet when not transmitting subsequent data
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transm ssion. In case the sequence nunber indicated by

an acknow edgnent packet returned fromthe receiving

station in response to the delivery acknow edgnent

packet does not 5 represent the last transnmtted data

packet, the data transm ssion section 601

sequentially retransmts data packets starting with

t he undel i vered data packet specified by the returned
pacaekBopb edgmRridqraakeined e mdaba cemppetoonseftdare @éZket

on receiving the delivery 10 acknow edgnent packet,

trah%l.ﬂrs@ioho the igaarsmld i sWnsdmté onuaber atkadvhedgment an
packet to which a sequence nunber specifying the |ast

ack#m%%@b&%glegﬁt ﬁa@‘?ﬁ%lﬁeketﬁrﬁEﬁaEP&ﬁl tHO0H e hg tdtSich in

l"'owchart sh omnng an exanpl e of communication 15

res?rogggdufc? B ot Nge fwggg%kﬂ%ﬁdlﬁbﬁ ?tpa%ke-Ehedé@é anot

ransm SsSi on SeCtI on 1 i1n the transm I ng st ation

repﬁggég?gl lhley tla%l%smttr%ns 1tt|%%dr e%l%' \é\' n%%k%tﬁ on tql%t A data

Wi th sequence numpers attac e data
ransm.s t 601
R L R e B S
transm ssi.on

Stagtiadp oD ST Isje&a%%f Spbinerokel spREMTREDY the

have been transmtted but data corresponding to the
retyEHeen 86 KRGBEA98E N s BistkStecei ved. In this case, the

data reception section 602 in the receiving stat]

det Bbesiate rresp tinnos e ¢ heor éffente TRGiHer 'Sh T (AP W@ry

timng the data of the sequence 30 nunber S7 is
ackneodieggghent packet, returns to the transmitting station an

acknowledgment packet to which a sequence number specifying
the last received data packet is attached.
[0068]

Fig. 10 is a flowchart showing an example of communication
procedure in the embodiment shown in Fig. 9.

The data transmission section 601 in the transmitting
station sequentially transmits to the receiving station data
packets with sequence numbers attached. The data transmission
section 601 changes the sequence numbers to be attached to data
packets each time transmission is made: S1, SZ, and so on.

Assume that data packets having sequence numbers S1
through S7 have been transmitted but data corresponding to the
sequence number S6 is not received. In this case, the data
reception section 602 in the receiving station detects the loss

of the sequence number S6 with the timing the data of the sequence
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[0069] The data reception section 602 in the receiving

station, on receiving the sequence nunber S7,

i mredi ately informs the 5 transmtting station a

negative acknow edgment packet S6' including the

i nformati on on the sequence nunber S6 of the | ost

data. Receiving this notice, the transmtting station

retransmts data packets in the order of S6, S7, S8
numb¥r 7 A% rcriivegiwi th the sequence nunber S6. 10

[0070] In this case, the data packet of the sequence
[oowgyber S7 is received twi ce by the receiving

comuni cation station although duplicate data is

overmd hEeR &t £68iserd idat gobiie theorébatviiag station,
probl enms occur. 15 In this way, comrunications in the

on FHRAAIy th EkGuentc@hemBRgatiyye: aekaoutedgnentoiympethe
communi cati ons where a receiving party notifies a

T
. 0 ni '

S B SR
Ckf%%quen%%c%bﬁ%%g.f?Qﬁﬁtlﬂ?t%?%dng b%?[%ﬁggggkﬁggﬁgs Ypation
o Gr L EL ISt Bkt 250 061 WY 18 STolP 0 on
staring with the sequence number S6.

[0070]

In this case, the data packet of the sequence number S7
is received twice by the receiving communication station
although duplicate data is overwritten on a received data file
so that no problems occur.

In this way, communications in the embodiment in Fig.
9 are negative acknowledgment type communications where a
receiving party notifies a sending party an abnormality of any
lost receive packet.

[0071]

Fig. 11isa flowchart showing the communication procedure
for a delivery acknowledgment packet and an acknowledgment
packet in the embodiment shown in Fig. 9.

In case the delivery completion sequence number from the

transmitting station is S7, a delivery acknowledgment packet

including 87 is transmitted from the transmitting station to
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the receiving station. The receiving station

acknow edges reception of S7 and transmts an

acknow edgnent packet S7 including information on S7

to the transmtting station. [0072] 5 According to

such a communi cation procedure, a transmtting

station and a receiving station know the | atest

transm ssi on-conpl et e sequence nunber thus retaining
thet he cegeivgl epayioh .t hehseguendeingniyra tdfornexdkrdatlaedges

packet transm ssion. 10 [0073] In the comuni cation
recRiAGRAUN 8Ff USTN@nge queitm iTher sachabweedghesenplakket S7

station and a receiving station described above, both
mcah%ﬂn@ﬂsnpfmm S fPT MRy 1190k OF SESHBNCE WS Son .

For exanple, a conmmon rule is owned by a transmtting
[OO%% station and a receiving station that sequence

nunbers are increnented from1l and the nmaxi num val ue

s 1 oclclo My s ég&genge @p%%aac%xoaot rﬁ)k}eocedure,y a

|ncrene rom 1. exanpl'e, Sequénce nunbers
eS0T ﬂﬁ%"sgaiu%%:tslt%&gog;ﬁw%eﬂ%est

rule is, owned a transmtiing atl a

Cr S ST LR | RECESfort PUPEE SlBietchpipiRg the
transn1tt|n% station and the rece|V|ng statiqn_in

e UtV LI B e Otli oRRBOT U  FHBPEEt 2O F e A& oaagéctf?%%ket

602 may transmt a negative 25 acknow edgnent packet
tragysaniff iknow edgnment packet 32

[0073]

In the communication procedure using sequence numbers
between a sensing station and a receiving station described
above, both stations own common informationonsequence numbers.

For example, a common rule is owned}by a transmitting
station and a receiving station that sequence numbers are
incremented from 1 and the maximum value is followed by 1.
Sequence numbers may not be incremented from 1. For example,
sequence numbers may be even numbers or odd numbers that are
incremented, or a randomly variable numbers, as long as a common
rule is owned by a transmitting station and a receiving station.
The common rule is owned by the transmitting station and the
receiving station in storage section 603.

[0074]
The data reception section 602 may transmit a negative

acknowledgment  packet and an acknowledgment packet

32




10

15

20

25

i ndependently of a corresponding tine slot. The

comruni cation procedure used in this case is simlar

to the comruni cation procedure shown in Fig. 7.

[0075] 5 The foll ow ng advant ages are obtai ned by the

enbodi nent  shown in Fig. 9. The receiving station

checks the sequence nunber of each data packet and

transmts a negative acknow edgnent packet to the
indépanaahtiliyngf st @bt oaspondtat@etinrgs Aot 0ssThod cansequeateon

nunber. 10 This provides the foll ow ng advant ages:

pro&ddutBei8elds 1RO theed chgenike samidbialcackeosbatgrerttion
each tinme transmission is nade. It is thus possible

proEQdﬁ?@PshB%n qu@qﬁﬂ1bhroyghput of data packet
transm ssion. (2) negative acknow edgnent packet is

[0095?nsnitted to 15 a transmitting station when a | oss
of “a sequence nunber is detected in a received packet

rather th r t At i :
o a8t o o hea e b A RO T, EbBifent
all ows_real tine detection of fault. [0076] 20 (6)

showp, {{ gﬁﬁod?ﬁpnt Fig. 12 is a block di agram show ng

cnoLhe SToed font - O DECLNCOLL e ApBIEMEe Yo
e BN Se L0 e LT 9LV s oD, LUl e, SSITAIL CaLL o
the%%ggggfigiggs%itionondetectingalossofasequencenumber.
This provides the following advantages:

(1) There is no need to make a normal acknowledgment each
time transmission is made. It is thus possible to keep the
maximum throughput of data packet transmission.

(2) A negative acknowledgment packet is transmitted to
a transmitting station when a loss of a sequence number is
detected in a received packet rather than reception
acknowledgment is made after a predetermined number of packets
are transmitted. This allows real time detection of fault.
[0076]

(6) Sixth embodiment

Fig. 12 is a block diagram showing another embodiment
of the invention. Fig. 12 shows an exemplary configuration
of communication sectionprovided in the time-divisionmultiple

communication section 104.

In Fig. 9, communication section 70 is communication
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section for performng 1-to-1 cyclic data

communi cations. [0077] In Fig. 12, transm ssion
requesting section 701 requests cyclic transm ssion
of data packets addressed to a specified 5

conmuni cation station by way of a start request packet
based on a data acquisition request. Halt requesting
section 702 requests halt of cyclic transm ssion of

sectald BRGKSLS gy af-td-haldydlaquesitpacketini dations.
transm ssion section 703 starts transm ssion of a 10

[0 q%ﬁa packet specified by the start request packet to a
requesting conmunication station in a cycle specified

by e
St P o el
cyca.g.locfsclrtélg%gls :ng%gﬁet Iija_%ge gekét Qa&?gfes 004 €68 Vé Pfied

a receptiron section 7

recelves the dat.a cket . 0078] _F
Comgahst %ﬁﬁFg Yol 2dF Ofha %%%r{gke%épfygﬁ Jeekitgeed

704 In F| receive huffers 720a, 720b, packet
On|@ﬂ§ﬁﬁq(ﬂ?qQX§%§&ﬁq(ﬁ?Q%ﬁ. timer section 722 and

reception buffer reading. section 723 has ect veI
t he A Yty | éﬁcg§°f1he7 2re‘69e‘i1‘\1/%515%f£1@ig ydlic
402b, packet reception section 403, tinmer section 404

t r e rssgsieqnt iodn B GRf BRCKeAE] Py Wt fon Ba¥t %%U%l%?aoacket'
reception section 704 al so attaches a reception

ti rr@'cgtf & reeceilssd adaisg qrdckel Oénatéiféﬁe%rélla?lalﬁaéi?ét%f a
into

datapacketspecifiedbythestartrequestpackettoarequesting
communication station in a cycle specified by the start request
packet on receiving the start request packet. The data
transmission section 703 stops transmission of the data packet
on receiving a halt request packet.

Data reception section 704 receives the data packet.
[0078]

Fig. 13 shows an exemplary configuration of the data
reception section 704.

In Fig. 13, receive buffers 720a, 720b, packet reception
section 721, timer section 722 and reception buffer reading
section 723 has respectively the same configuration as the
receive buffers 402a, 402b, packet reception section 403, timer
section 404 and reception buffer reading section 407.

The data reception section 704 also attaches a reception

time to a received data packet and stores data packets into
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a plurality of receive buffers one by one. The data
reception section 704 reads a data packet with the

| atest reception time attached fromthe plurality of
receive buffers and sends it to a higher-Ilevel side.
5 [0074] In the enbodi ment shown in Fig. 12, the
communi cation station does not transmt data packets
on its own initiative but transmts data packets to a

a pl8AHeS kNG GBI BLIFFR 18t 8hEASly odie .I eTREeVddga & dtadtion
acqui sition request. On receiving a halt 10 request,

secttl'i%qumuf‘égég'@Ba%b%é@ﬁeﬁtﬁpﬁh thRN$At 88LOFecdpBion time
t he communi cati on stati on conmuni cates with

att%%‘?lté?frfxtcﬂt(%s 12 ucrﬁ_tﬁ?tdﬁrkecééﬁt\}é)%m&rm sends it

necessary es the overall conmunication
to %glq_ gpqﬁgﬁa gy&lw 1-to- N broadcast comruni cations
us T educi hg he menory area of the 15 communi cation
tion. This configuration is particularly effective
r a Iarger nunber of connunication stations or |arge

anount c I cation dat a. 075], (7)_,.Seventh . .
e iR SO S $OG bk g ar s e on
anot her enbodlnent the invention. 9. 14,. a ..
stadgmufiass Por §F§P?B‘ﬁt86at§ B@ﬁh@*&?eantbtsao noinitiative
comruni cation path 20. The comrunj cation station
butijerapshit s Sammra R T ORS & T @D Haheemminh Cca tdparda dion

protocol such as 25 UDP or IP. 35
on receiving a data acquisition request. On receiving a halt

[ooszé

request, the communication station stops transmission. That
is, the communication station communicates with another target
communication station only when necessary. This reduces the
overall communication volume compared with 1-to-N broadcast
communications thus reducing the memory area of the
communication station. This configuration is particularly
effective for a larger number of communication stations or large
amount of communication data.
[0075]

(7) Seventh embodiment

Fig. 14 is a block diagram showing another embodiment
of the invention.

In Fig. 14, a communication station 80 is connected to
a communication path 20. The communication station performs
communications in accordance with a standard protocol such as

UDP or IP.
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Transm ssi on queue section 80l1a through 801c are
present between the second and third | ayers of an QOSI
(Open Systens Interconnection) |ayer nodel and
constitute a queue of transm ssion packets. Such
transm ssi on queue section 801la 5 through 801lc are
provi ded per communi cation type. Reception queue
section 802a through 802c are present between the

secordnand ddlicrdghaderseafi @angObh {Kpengkyitiensre present
I nterconnection) |ayernodel and constitute a queue of

be thReePiheN sRagkelahd WG d aGRRlH LB AUsIOSECOfYh 8827 ems
t hrough 802c are 10 provi ded per communi cation type.

Int%q%g)élz]nae-g NS Si&%éeﬁéaem %h%rfé’ﬁlcﬂdtcé"slamtq%@@e of

n second”layers of an OSI |ayer nodel an

transm.t e et h.n - 1,SSd -
e S AR otioh HoTe TS e Bt o e o e 01
of prigrity, with priority informatian ¢ espondi ng
thrtoélg?hegg%tlrcar?sﬁﬁ & 'Oafr?l l?é%sé:c %u%alqrh?{ gh 801c
attached. .Reception secgt.ion 4 s functions of the
i r SPCRRF ISBEGRF U AFEraL Bt RSN HOel P esent
di vides and stores recei ved Zo:gackets annnﬂ)the
be tsEaniheh SRIAE ST i dH B2 ¥ehroh FpSe ! | (Ppen Systems
accordance with the attached priority information. ,
IntRefINTRE FEean oha 865 Mosked ARRACANS T L 8F & havfiee P&t RInton
queue section 802a through 802c in accordance with a
pragkeddot e Siche d eoepEd obf ApFler Fegtann §BRasthheudgat @04 are

a 25 higher-level PC 430. 36
provided per communication type.

[0081]

Transmission section 803 has functions of the first and
second layers of an 0SI layer model and transmits the packets
in the transmission queue section 80la through 80lc in a
predetermined order of priority, with priority information
corresponding to the transmission queue section 80la through
801c attached.

Receptionsection 804 has functionsofthefirstandsecond
layers of an 0SI layer model and divides and stores received
packets among the reception queue section 802a through 802c
in accordance with the attached priority information.

Reading section 805 reads data stored in the reception
queue section 802a through 802c in accordance with a
predetermined order of priority and sends the data to a

higher-level PC 430.
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[0082] The transm ssion queue section 80l1la, 801b, 801c
have priorities in this descending order. In the
transm ssion queue section 80la, 801b, 801c are
respectively provided queues for 5 high-priority data,
mediumpriority data and lowpriority data. The
recepti on queue section 802a, 802b, 802c have
priorities in this descending order. In the reception
[oogugue section 802a, 802b, 802c are respectively
provi ded queues for 10 high-priority data,

nedipyt Rria@lshtis A @lid oyedridd i 891a0aBaib] 0883k have
When such priorities are given, the transm ssion

pri%§9EH%%;n§Qﬁ#@?ﬁ%&%ﬁﬁdiﬁ&6rﬁé@ﬂplﬁmt%k@@§§ﬁ§ﬁ&9§%ongueue

processing o transm ssi on queue section 801

secgg%_ Q%Q, | S0 APS e 1 L %fehsgf)ggéemiggggﬁwaaa ﬁ&&é@%r

€ readl hg section execut e reception

_ i fth ' ' i
R R e

3 t802b. 20 [0084] Time-division multiplex comunications
l@sing the tine slots of the embodi ment shown in Fig.

14 The0a5] Conbl Fhc iRty E8CE RSOt oAt Senov0fs beve
Fig. 14, buffers 37 ‘ .
priorities in this descending order. 1In the reception queue
section 802a, 802b, 802c are respectively provided queues for
high-priority data, medium-priority data and low-priority
data.
[0083]

When such priorities are given, the tranémission section
803 executes, for example, transmission processing of the
transmission queue section 801lb when data is absent in the
transmission queue section 80la.

The reading section 805 executes the receptionprocessing
of the reception queue section 802c when data is absent in the
reception queue section 802a, 802b.

[0084]

Time-division multiplex communications using the time
slots of the embodiment shown in Fig. 2 may be performed in
the embodiment shown in Fig. 14.

[0085]

According to the embodiment shown in Fig. 14, buffers
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given proprieties are provided. This nmakes it possible
for priority data to surpass non-priority data on a
transm ssion path that requires real time properties,
thereby allowing real tinme comunications of priority
data. 5°[0086] In the enbodi nents descri bed above, a
communi cation station is present on an operation
nonitoring apparatus or a controller of a distributed
gi kANt p syt 858 dfe 3Sr&EALME. Irhifs emadi Calpessible for
control systemfor causing a conmunication station

prREF{OF GYMEURLGAl 8Rn-BraceatdanEea Yhid fBransmission
standard protocol "'to perform multiplex conmunication 5

patti?%%gt.ope b B dind S ‘EFm%f %ﬁ@@@é?%ﬂe@%ﬂ%ﬁﬁﬁ’lom%g real
communi cation contro sy%ten1conpr|3|ng: a tinme slot
. assi gnment _sectjon ' j Vi d conmuni cati on
tlWﬁuﬁé@%ﬁ?%f%ﬁ%ﬁ%Q6§%ﬂ%§g P%?%mﬁ%ﬁ%ision into tine
ﬁigts, and assigns a set of conmmunication stations and
[0 bpe 10 of a comunication section to each of the
time slots; and _.a time-divisjion,nu]tiplex . .
oA ChS | SROGE e ST LT oF ha v BommrFRRpIRHeation
within a period of the tinme slot in, accordance wth
stathkoreks GirasiiuMic At BReSPALLINECRAHOrYPE gPParatus or a
communi cati on section assigned by the tine sl ot
confged hhereref azlkwerilpted control system.
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2. The communi cation control system according to claim
1, wherein the set of communication stations is
generated by grouping the comuni cation stations
based on addresses of the 20 respective comrunication
stations. 3. The comuni cation control system
according to claiml or 2, wherein the type of the
conmuni cati on section includes at |east one of
ti me-synchronous conmumpasi on, 1-to-N 25 non-cyclic
data communi cation, 1-to-N cyclic data 39
1. COMUNIGAL @M cal-idr 1 BeAteys! i Cspgetamcompuni cedioing a
and 1-to-1 cyclic data conmunication. 4. The
com&ﬁﬂgggkggh!ggaEQB'f%rfaﬁﬁfﬂﬁ%%%%ﬁ%f@bﬁ£b§H§iEb%prdénce
erern the 1I-to-l non-cycliC data communication is at
theast, ong of dge kYRG GRMPIRIEa! CeRmihiiktion
Wltbsatﬁgafsegglggﬁg§5§$2$?cgggta connuni%ation and in
ich a recei.vin ation. . L r, C edgnBRL, +
basgg9¥?+%ﬁ§ﬁWPFﬁﬁ%éﬁ%ﬁ?%%u%%§%%%§§5%%§é?€€ﬁ% station
nornal |y receives .data, and a negative 10 acknow edge
contypd SIRAGH CAIPSHSHAZén is the 1-to-1 non-cyclic

data conmuni cati on and in which the receivi

] g s{.at.ion
ret @rn§iMg nédati vaSSLRABRPEdgMET- 18 t RS S Fanshitiihy 2
station when the receiving sectiagn cannot .receiyve tB?

comgand cadrindl FyClemsa il ¢ SWake B4t T UM ANt FdP siRERMLI™e
according to claiml1, 2 or 4, wherein each

slotenmendcasbbanst atsen ofsceRpupped tliothstatippsrand a type
section and a time- synchronous conmuni cati on section,

of ancomime icfattites tdardriosediol @t wadhedrifmitation and
station

a time-division multiplex communication section which

performs communication within a period of the time slot in
accordance with the set of communication stations and type of
communication section assigned by the time slot assignment

section.

2. The communication control system according to claim 1,
wherein the set of communication stations is generated by
grouping the communication stations based on addresses of the

respective communication stations.

3. The communication control system according to claim 1
or 2, wherein the type of the communication section includes
at least one of time-synchronous communication, 1-to-N

non-cyclic data communication, 1-to-N cyclic data
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20 and the tinme slots of all communi cation stations

are synchroni zed by the timnme-synchronous

comuni cati on section. 6. The communi cation contro

system according to claim1, wherein the

comruni cation section is a communi cati on section 25

for performng 1-to-N non-cyclic data communi cati on,

and 40_th¢ conmuni cati on section includes: a data
comthANSH ISP 1 sest il atv{-arydirioadeastdsmgndat e tpemk ehd 1-ttm-1

a group address as destinations of a plurality of

cy %@“&Qﬂgﬂédﬂhdﬁfgagygﬁ.and 5 a data reception section
or receiving a transmtted data packet when a

destination address of the transmtted data packet 1is
a group address to which the home conmuni cati on

statj.on _ bel s . C ' ' 2Rt £ ol ;

R e
connmuni.cati Qn section_ i §.a gopmuni ' [

WGy bing Eord: OBy CF e dara BorminpRSErEToh,Es ehefeast
comruni cation_section i ncludes. a, dat . 1. SS|

on GBS 0S5 B A BB BRIy o
cycle to a group address as destinations of a_ . .

norp| Gifel § ¢ faté C%Wﬁh?%%%%r?‘sﬁféﬂ Ch 2 FRGRAVIRY Bration
recei ve buffers each of which stores _reception tine

retofrns ragt @okeP vdadonsatk &0 énHr?ﬁéméﬁFénﬁaEE@Floﬁswgen the
pair; 20 a packet reception section which attaches the

reqesiceltg ontatiipn tounwel Fecepgedvest dgfwketidng negative

sequentially stores the
acknowledge type communication which is the 1-to-1 non-cyclic

data communication and in which the receiving station returns
a negative acknowledgment to the transmitting station when the

receiving section cannot receive the data normally.

5. The communication control system according to claim 1,
2 or 4, wherein each communication station is equipped with
a timer section and a time-synchronous communication section,
and

time of the timer section of each communication station

andthetimeslotsofallcommunicationstationsaresynchronizgd

by the time-synchronous communication section.

6. The communication control system according to claim 1,
wherein the communication section is a communication section

for performing 1-to-N non-cyclic data communication, and
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dat a packet one by one into the plurality of receive
buffers when a destination address of the received
data packet is a group address to which the hone
communi cation station belongs; 25 and 41 a receive
buffer readi ng section which reads the data packet
fromthe receive buffer having the | atest reception
time anong the plurality of receive buffers,
conphet esmheadedtibn sacpdonodnshadeer than the cycle
of the broadcasting, and sends 5 the data packet to a
hi ghefst £Vehn Sh8si8n skher Loy piteatadya stantg db taystakats
according to claim1l1, wherein the comrunication
to SECYNOLS AGUBBINLAl QR LS6G!IiORS fOE Per fgliliality of
1-to non-cycl 1 ¢ data conmuni cation and an 10
compIRUAL 85T EsRQNSRLY RhLOMUNI cation, and the
communi ¢ati on section 1 ncludes: a data transm ssion
section for transm i NG
?Eaaeflegﬁp%tl% ééé@gog Aat ?e@@f&fﬁgtigrggf%igﬂgk:@d data

Cco statl on, an retransmts
ket i wh i
oo BT B S50 L8Ry 07Bk (B e ot
1o DL TAE L R 08 BRSCERASAAAN Setion

packet is normally received. 9. The communi cation
bele®tsr-ol system according to claim8, 20 wherein the

data transm ssion section retransmts the data packet

i ndependently of the tine slot. 10. The conmuni cati on

control system according to claim8, wherein the data
7. recdptd comaEoticat iorasemtre 1t R¥skemmaFcording to claim 1,

wherein the communication section is a communication section
for performing l-to-N cyclic data communication, and

the communication section includes:

adata transmission section for broadcasting data packets
ina fixedcycle to a group address as destinationsofa plurality
of communication stations;

a plurality of receive buffers each of which stores
reception time of a received data packet and the data packet
as a palr;

a packet reception section which attaches the reception
time to the received data packet and sequentially stores the
data packet one by one into the plurality of receive buffers
when a destination address of the received data packet is a
group address to which the home communication statioﬁ belongs;

and
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25 acknow edgnent i ndependently of the tine slot. 42
11. The conmmuni cation control system according to
claiml, wherein the comunication section is a
conmuni cation section for performng 1-to-1
non-cyclic data comuni cation and a 5 negative
acknowl edge type conmuni cation, and the communi cation
section includes: a data transm ssion section for

transiiddd iRge it patkeing W d bt o5 SMEAS er duidethe data
bei ng attached, the sequence nunber being changed for

L $91-QN1; it ! ' i
pacaﬁelo{;ﬁ%ﬁn@ﬁ% %%c%rivea@@fégr@l%rfﬂ%&ﬁ@emﬂ@& seek Qﬁgn time

checks a sequence nunber eing attached to

mmgﬁ%Q¥§§%h§hfﬁﬂﬁﬂfB%”Ee&ggv%abﬁaﬁggggtcbﬁglé@@gi¥@gdout in

ansmts a-negative ackno ment packet to a
transmiti st.at i e ' | oSt e
= prabar ohas T ot Phe CERASR RGN 2 Pr R ¥ 7868 sena
co ni cation control systemaccording to claim11,
th%w&%%%rP??ﬁﬁHé?%.?é%%%ﬁ ﬁf%%%fi%hg%ttaches a sequence
nunber specifying the data packet that is received
normally at the latest to the negative acknow edgnent
packet, and 20 when the data transm ssion section )

8. 1 ec iR S FHBIHEFH I Qe CoORIGTOWSYRFAFh R CFREKERY tReCHRLR 1/
transm ssion section sequentially retransmts data
whepekettdh & tcamiug A ttipras e sl ilvepegodarBlpatken section

bei ng specified by the sequence nunber attached to
fox heenbgoming ackaow adgmercljackmta 2®mmunication and an

immediate-response type communication, and

the communication section includes:

adata transmissionsectionfor transmittingadatapacket
to a single communication station, and retransmits the data
packet in a case where a normal acknowledgment is not returned
from a receiving station within a predetermined time; and

a data reception section for transmitting a normal

acknowledgment when a data packet is normally received.

9. The communication control system according to claim 8,
wherein the data transmission section retransmits the data

packet independently of the time slot.

10. The communication control system according to claim 8,
wherein the data reception section transmits the normal

acknowledgment independently of the time slot.
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43 13. The comuni cation control system according to
claim1l, wherein when the data transm ssion section
does not transmit a subsequent data packet for a
predeterm ned tinme on conpletion of the transm ssion
of the data packets, the data transm ssion 5 section
transmts a delivery acknow edgnent packet to a

recei ving station, and when a sequence numnber
specified by a returned acknow edgnent packet does
not indicate the last transmtteddata packet,thedata

11.tfa&%%iEEF£ME¥¥8éﬂ¥bn control sgstem.accprding to claim 1,
sequenti all yretransm t sdat apacket sstarti ngwi th an

oundel i ' e .
whg%&%%b%kkvggﬁ%%%%ggﬁggﬁpgﬁg%%ﬁé!?ng é&ﬁﬁ@ﬁfé@@gon section

edgnent ) n the data reception

section receiyes the delivery. .a w et,,
foﬁtﬁf ?Ep%%%eétﬁgnqségﬁﬁ6%m?e(ﬂr%% gocgg%gﬁqgaeagh and a
transmtti ng stati on an acknow edgnent gﬁket to which

negatjlyeg YR SETHH NS e Hast™ P ecei ved dat a
packet is attached. 14. The co ni cati on contro
sysF@ﬁl&&ﬂﬂqﬂ%ﬁfQ%PQnﬁ?Qﬁﬁ?ncﬁgggj %' 11 to 13,
wherein the data reception section perforns 20
t r arrs¥ B3 FEANSMISTE RetRe Ve Ak AdAsIYnEntRpadiede Rafdet
the acknow edgnent packet independently of the tinme

witdl atseqUBNCETRUBbATAT icH # Bhacload r dhesyeTepnae surdiergeeing
to claiml1l, wherein the communication sectionis a

chaygraruficcatdah secansmis2Borforapdrforming 1-to-1 cyclic
data conmuni cati on, and 44 the communi cation section
i nclaudesa reception section which checks a sequence number
being attached to a data packet each time the data packet is
received, and transmits a negative acknowledgment packet to
a transmitting station when detecting a lost sequence number

as a result of checking.

12. The communication control system according to claim 11,
wherein the data reception section attaches a sequence number
specifying the data packet that is received normally at the
latest to the negative acknowledgment packet, and

when the data transmission section receives the negative
acknowledgment packet, the data transmission section
sequentially retransmits data packets starting with an
undelivered data packet being specified by the sequence number

attached to the negative acknowledgment packet.
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a transm ssion requesting section for requesting
cyclic transm ssion of a data packet addressed to a
speci fied comrunication station by a start request
packet, based on a 5 data acquisition request; a halt
requesting section for requesting a halt of cyclic
transm ssion of the data packet by a halt request
packet; a data transm ssion section which, when

13.recahd Bemhiificatabh ¢6AHESL Paskeh aciording to claim 11,
transm ssion of a data packet being 10 specified by

whe&@ﬁr?%%.%.%ﬁ%uﬁ§tap§§§§5migs@oﬁogﬁéﬂhéﬁt&@@sSd@ﬁ|ﬂ¥hﬂﬁm1t
a requesting source in a cycle specified by the start

a sﬁggégﬁgnt%%e 8¢ f@]h%ﬁgfé&é‘%&ﬁ§h@@ Qfnd b8 d@ﬁ;@letlon

on recefving request packet; and a data

of {EERLLSDLPEL SN Thel EEL YN, HLAPEE landission

| onmuni‘cat’i on con €m accordi ng t

cl.ai m 15, lerein the.data recepti 0

Seqtﬂrﬂrhd&anﬁmﬁxl%ﬁr i fj)?i&fverré/ce?gggg"d??gélgg}égcR? 55 Shi &R @
stores receptlon ng_of the received ata acket 8ng

reqede’ i & hRciaR Y¥&eE BaPFPIugRFScREBE ?Ec%g?Fﬁﬁle y a
section mhlch attaches t he reception &

reﬁﬂiﬁﬁ@e@cﬁ%@%lﬁﬁﬁwéPtaﬁ&Q§%ﬁmﬁﬂ?%J?9tsﬂggé§aFﬁe Rfartast
packet one by one into the plurality of receive

tramAnirzed agptzs ﬁaﬁé@éuvetbﬁff@ﬁtﬁea€¥ﬁ%§%%%§%%% wiEehion

reads the data 45 packet fromthe receive buffer
sechmntiplhe |nstesnamicept data i peckets starting with an

undelivered data packet specified by the returned
acknowledgment packet, and

when the data reception section receives the delivery
acknowledgment packet, the data reception section returns to
the transmitting station an acknowledgment packet to which a
sequence number specifying the last received data packet is

attached.

14. The communication control system according to any one
of claims 11 to 13, wherein the data reception section performs
transmission of the negative acknowledgment packet and the

acknowledgment packet independently of the time slot.

15. The communication control system according to claim 1,
wherein the communication section is a communication section

for performing l-to-1 cyclic data communication, and
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among the plurality of receive buffers, conpletes
readout in a period shorter than the cycle specified
by the start request packet, and sends the data
packet to a higher-level side. 5 17. A comuni cation
control systemfor controlling conmmunication anong a
plurality of communication stations in accordance
with a standard protocol, the comuni cation contro
Systg® egRRuNhSEA8ioAOsachlbhakhtyuakst:r ansni ssi on
queue sections which exists between predeterm ned

| aygrisy Of sRls Obn ARl STOAR] selct iRhOYb etk gyt @aflyclic
type of communi cation and constitutes a queue of

traéé@?%gﬁ%%?ogqugkagﬁé %¥%£ @l i AsIRECPLI O QUeUG Fied

ons which exists et ween predeterm ned [ayers

of the. QS | . i oV h f
confhB RN CHA o BoRbPitutee s quets of ) Daed’on o
a,transm ssion section for

recepti.on packets; ]

dat?r3ﬁ%HﬁFﬁFﬁ§Hp§@ﬁ@F§tVn the plurality of transm ssion
gueue sections in accordance. with 20 a _predetermned..
o BRIy GEAER AL TR b Py nF BRREE OB P PeE ondnig L
to the transm ssion queue _section being attached; . a

trapspapgeiion Sdcitibsn dpde BrSEETORY Fg Pedd devess packet:
received packets in the plurality of reception queue
secti ga§ai Hraacedsinte SHICA onh@hdGhor MR FRGERYLNGh the
and 25 a reading section which reads data stored in_

starher giwe st pegkses , Gt aebeprroadsedonset aidhia packet being

accordance with a predeterm ned
specified by the start request packet toa communication station

of a requesting source in a cycle specified by the start request
packet, and halts transmission of the data packet on receiving
a halt request packet; and

a data reception section for receiving the data packet.

16. The communication control system according to claim 15,
wherein the data reception section includes:

a plurality of receive buffers each of which stores
reception time of the received data packet and the data packet
as a pair;

a packet reception section which attaches the reception
time to the received data packet and sequentially stores the
data packet one by one info the plurality of receive buffers;
and

a receive buffer reading section which reads the data
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priority order, and sends the data to a higher-Ievel

side. 18. The communi cation control system accordi ng

to claim17, 5 wherein the transm ssion section

executes transm ssion processing of specific

transm ssi on queue section anong the plurality of

transm ssi on queue sections in a case where data does

not exist in the transm ssion queue section that has
padkie@hfom RhieOF &by 1 o¥asuther bpetnki thé lanemsitsséoapyileneime

section. 10 19. The conmmuni cati on control system
amoRCCOhdi POutA16ky BYlfeceer@hRrERe, reath Ng-seCtéiout in

execut es readi ng processing of specific reception

SEELESN @mP he Pl uradd dys td Wels
a'pggggﬁons {%92 casegaﬁéggedgfgh%%g§ga%fﬁggﬁgt%Qﬁggin est
r pt.i q e ti t i G Or i L

AL i
conmuni cation control systemaccording to claiml or
17, wherein the transm ssion queue section and the
reception 20 gueue section_exist between_a_secon .
| ay éﬁ@%?qik?ﬁl?%yeFonﬁfo n &8° %@erfﬁﬁdHQO%%EOlllng
The conmuni cati on co trog, stemaccording.to claim1 .
CoNGRIRLFR ek SFIPENE BHHRALAAT P ot SUBIRLCTDEOR STt 19 in
acégidancewitheastandardprotocol,thecommunicationcontrol

17

system comprising:

a plurality of transmission queue sections which exists
between predetermined layers of an OSI layer model, is provided
for each type of communication and constitutes a queue of
transmission packets;

a plurality of reception queue sections which exists
between predetermined layers of the OSI layer model, isprovided
for each type of the communication and constitutes a queue of
reception packets;

a transmission section for transmitting packets in the
plurality of transmission queue sections in accordance with
a predetermined priority order with priority information
corresponding to the transmission queue sectionbeingattached;

areception sectionfordistributing andstoringreceived
packets in the plurality of reception dqueue sections in
accordance with the priority information; and

a reading sectionwhich reads data stored in theplurality

46




10

15

20

25

of reception queue sections in accordance with a predetermined

priority order, and sends the data to a higher-level side.

18. The communication control system according to claim 17,
wherein the transmission section executes transmission
processing of specific transmission queue section among the
plurality of transmission queue sections in a case where data
does not exist in the tranémission queue section that has higher

priority over the specific transmission queue section.

19. The communication control system according to claim 17,
wherein the reading section executes reading processing of
specific reception queue section among the plurality of
reception queue sections in a case where data does not exists
in the reception queue section that has higher priority over

the specific reception queue section.

20. The communication control system according to claim 1
or 17, wherein the transmission queue section and the reception
queue section exist between a second layer and a third layer

of an 0OSI layer model.

21. The communication control system according to claim 1

or 17, wherein the standard protocol is UDP or IP.
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