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data, such as nusic data, over a network, a contents distribution system
and to a recording. nedium Background Art. Recently, on-line distribution
-of -music contents enpl oying a network, such as Internet or cable"

tel evision, has cone to be put to practical application." If, inthis -

di stribution systemfor nusic contentf, the contents distributors
distribute the nusical contents over the network, on e.g., the Web. The

user exploiting this nusic di sbﬂmﬁﬁgstem uses his or her own
personal conputer to access the "V hed by the contents distributor
to downl oad the desired nusic contents. Meanwhile, in this nusic

di stribution system the-downl oaded nusic contents are nade payabl e over
Ce.g., SonEERSr Rro¥bdRvePYSFfMonce the data in a personal computer owned by
a user is destroyed, the nusic contents, once purchased,. are |ost. So,
for restoring the nusic contents, the contents need to be purchased again.

11 Jul TedBffeal Biel scl osure of the Invention An exanpl e enbodi nent of the
present invention can provide a contents furnishing systemin which, even

if the cont . distributed over a.network, are destroyed,, the contents

data can beﬂiesnggfgi‘gn 5@5&?ﬁg°éo%ﬂl?rgﬁfura;5@e%§mﬁm I g"ﬂ?‘é‘&g CPREENS anpl e
enbodigent can al so provide a contents distribution systemin which, even
i f t he9ai@ovehAs mysic data,; qvea aonefvaikne oaotents distribetipnsysttm and toant ent s

.data can be restored as the copyright protection is assured. The exanple
enbodi reentdiogmeriomi. de a recordi ng medi um having stored therein a pl ayback

Background Art
Recently, on-line distribution of music contents cmpioying a network, such as
- Internet or cable television, has come to be put to practical application.’

If, in this distribution system for music contents, the contents distributors
distribute the musical contents over the network, on e.g., the Web. The user exploiting
this music distribution system uses his or her own personal computer to access the

- Web furnished by the contents distributor to download the desired music contents.
Meanwhile, in this music distribution system, the downloaded music contents
. are made payable over e.g., a network.
However, if once the data in a personal computer owned by a user is destroyed,
the music contents, once purchased, are iost. So, fqr restoring the music contents, the

contents need to be purchased again.




control program which is capable of restoring contents data even if the
contents data, distributed over a network, are destroyed, as the copyright
protection is assured. In accordance with a first aspect of the present
invention, there is provided a contents furnishing system coppJyssdts a
contents server for distributing contents data over a network, and a data
processor having a reproduction contrel program for reproducing and/or
controlling contents data, the data processor storing the contents data
di stributed fromthe contents server on a recording nedium for
-reprodtﬁﬁc’hgne%p%éﬁ{ve&%gtroI, and storing backup data of the distributed
contents data on a crecor di ng nedium the data processor also transmtting
t he use condintdxanple pibediment ohthe preséne inyomioe wemsproddt a cententsHarmisbing eystan ter ver ,
t he datg.pr | £ ] [t ' r '
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enbodi wements, diswibdet avgacetssk rra deproed dhscoatedis dpta cambe whtored ae g gopyright
restor {,&&ng%sﬁmgased on the use condition information re-acquired from
the contents server. |In accordance with a second aspect of the present

i nvention, (Theewnipk pniwdinkatican rondentesording medivh ayingystoredthersinprilabeds. a
CONt ety RPLYEIan! Ahick i ShEIRUIIR, SO BLEN S E AYR coficREIMOI iRl e dat 2
processor ving  a reproduction control program for reproduci ng and/ or
cont r olanemyric axtdesttogedd at the copyhght deteatiprisesswrsdr storing the contents data
di stributedfr : t r r Mol L. Uk
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i. nf or mag¢cowling medium, the data processor also transmitting the use condition information of the contents

data to the contents server, the data processor acquiring the use condition information from the
contents server if the contents data cease to be available from the recording medium, the data
processor performing reproduction and/or control of the backup data of the contents data stored in the
recording medium depending on the use condition information.

In the example embodiment, the data processor reproduces and/or controls backup restoration
data based on the use condition information re-acquired from the contents server.

In accordance with a second aspect. of the present invention, there is provided a contents
furnishing system comprising: a contents server for distributing contents data over a network, and a
data processor having a reproduction control program for reproducing and/or controlling contents data,
the data processor storing the contents data distributed from the. contents server on a recording
medium for reproduction and/or control, the data processor transmitting the use condition information
of the contents data to the contents server, the data processor having, if the contents data cease to be
available from the recording medium, the unavailable contents data re-distributed from the contents
server, the data processor also acquiring the use condition information from the contents server and
performing reproduction and/or control of the re-distributed contents data depending on the use

condition information.




11 July 2005 3 In the exanple enbodi nent, the data processor reproduces
and/or controls re-distributed contents data based on the use condition

i nformation re-acquired fromthe contents server. In accordance with a
third aspect of the present invention, there is provided a methag, d&is

di stributing contents between a data processor having a reproduction
control programfor reproducing and/ g controlling contents data and a
contents server for distributing the contents data through a network to
the data processor, the nmethod conprising the steps of. the contents server
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menori zin e contents data distri e contents server In a
- r ecor diifgrmmgidi.um f or reproduction and/ or control, the data processor

In the example embodiment, the data processor reproduces and/or controls backup restoration
data based on the use condition information re-acquired from the contents server.

In accordance with a fourth aspect of the present invention, there is provided a method for
distributing contents between a data processor having a reproduction control program for reproducing
and/or controlling contents data and a contents server for distributing the contents data through a

" “network to the data processor, the method comprising the steps of: the contents server distributing
contents data to the data processor, the data processor memorizing the contents data distributed from
the contents server in a recording medium for reproduction and/or control, the data processor
transmitting the use condition information of the contents data to the contents server, the contents
server re-distributing, if the data processor is unable to acquire the contents data from the recording
medium, the contents data that has become unavailable to the data processor and transmitting the use
condition information to the data processor, and the data processor reproducing and/or controlling the -
re-distributed contents data in accordance with the use condition information.

In the example embodiment, the data processor reproduces and/or controls re-distributed
contents data based on the use condition information re-acquired from the contents server.

In accordance with a fifth aspect of the present invention, there is provided a recording
medium adapted for being installed in a data processor and having stored therein a reproduction

control program for acquiring contents data distributed over a network from a contents server for




transmtting .the use condition information of the contents data to the
contents server, the contents server re-distributing, if the data

~ processor is unable to acquire the contents data fromthe recording

nmedium the contents data that has become unavailable to the @dajg mjggcessor
and transmtting the use condition information to the data processor, and
the data processor reproduci ng and/or 4controlling the re-distributed
contents data in accordance with the use condition information. In the
exanpl e enbodinent the data processor reproduces and/or controls
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memorizing the contents data distributed from the contents server in a recording medium for
reproduction and/or control, transmitting the use condition information of the contents data to the
- contents server, and having contents data redistributed from the contents server, if the contents data
cease to be available from the recording medium, and acquiring the use condition information from the
contents server and reproducing and/or controlling the re-distributed contents data in keeping with the
use condition information.
© In the example embodiment, the reproduction control program reproduces and/or controls
there-distributed contents data for the data processor, having the reproduction control program
. installed thereon, based on the use condition information re-acquired from the contents server.

In accordance with a seventh aspect of the present invention, there is provided an information
processing apparatus comprising: a playback control program for reproducing and/or controlling
contents data distributed from a contents server over a network; and a data processing device for
storing the contents data distributed from said contents server for reproducing and/or controlling the

" contents data, said data processing device storing backup data of the distributed contents data in said
recording medium or another recording medium and transmitting the use condition information of said
contents data to said contents server; said data processing device when unable to acquire contents data
from said recording medium acquiring data derived from said use condition information from said

contents server to reproduce and/or control said backup data stored in said recording medium or said
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control programfor acquiring contents data distributed over a network from
a .contents server for . reproducing and/or controlling the contents data,
the reproduction control program conprising: nmenorizing the contents data
distributed fromthe contents server in a recording nedium fofq gyy 2005
reproduction and/or control, transmtting the use condition information of
the contents data to the contents sergver, and having contents data
redistributed fromthe contents server, if the contents data cease to be
avai l abl e fromthe recording nmedium and acquiring the use condition

i nf or MLi.PR. ?h%@ contents server and reproducing and/or controlling
the re- Jistf%gﬁ' contents data in keeping with the use condition

i nf or mati onIn aq\:oxdh@ee'a@mplezgh@rﬁbmt ofcthe preseheinyeapipn dheee is orovidsh en oiforpaidy am

" epr 0dyggs bhraf s o SbilloP b 81 RS HRL Bl R cohtif

proces ﬁﬁg pﬁ : ﬁe r%%rgd q?%%ﬁ controop0 ro |n§?%t?169ﬁﬁereé

based Gﬂntfﬂﬁ% dys élsmbmd tffopna icpmtenthaarvas overea a@t@m emd £ datn nrensssingndesive Jor
SerVer wohfle AECBLERAIER: hiiBufl BEHSRYRASREG P ln d borh e AR Hun fﬂ%%g{og%agct here

is provi an I nformation processing apparatus conp |S|n

distri b]#ﬁ)[%gtlt)ﬁ 0faf SBIRhEAhE t@?ard/%élét e N %ut 2 rongMgﬁe&%tﬁheﬂrlﬂgﬁéﬂ ng

devi ce stori ng the contents rom sal contents server
for repfEcongntadats dront eaid m@pndmggm@d#@n hevng thetunagipirable sextenty e distphuirdessi ng
devi ce ﬁ%&rp{aﬁdq&m&%ks%e H%c gh& Heﬁvéd g&h%gldqggkﬁﬂhﬁmq%&dugn %hdsald
recordi ng nmedi um or not recor I Ng nealrum and transmtti t he use
condi t |cetﬁenth$e@remmddﬁa @foc%nna dedenrepmduringzand/or eontrallide thene-distrduisé eqntants sai d
data p d%%%&ﬂ ¢ GEYLEAVRER, E&Q@Jéﬁ% chid q}ﬂﬂoﬁﬁ‘auBQ”t ents data from said
recording um acquiring data derived fromsaid use condition information
fromsaid doncenercestihenntgspashebiia pesanévertionothereds prozided pmukupaidnt a
stored jieSf %&tﬁ;@l%%&%ﬁﬁ% aHilb o, on é‘lh éollteﬁféldXta%%%uteﬁ RS EontRE LN

medium I n a cor ance nelg ect of the present 1nvention, there
‘i's prowveed ngivorla f eomprising; retoring the contents data distributed from said contents server for

reproduction and/or controlling, storing backup data of the distributed contents data in said, recording
medium or another recording medium and t{ransmitting the use condition information of said contents
data to said contents server; acquiring data derived from said use condition information from said
contents server to reproduce and/or control said backup data stored in said recording medium or said
other recording medium when contents data cease to be available from said recording medium.

In accordance with a tenth aspect of the present invention, there is provided an information
processing method for reproducing and/or controlling contents data distributed from a contents server
over ‘a network, wherein the contents data distributed from said contents server are stored in a
recording medium for reproduction and/or control; and the use condition information of said contents

- data is transmitted to said contents server; and wherein when contents data ceases to be available from
said recording medium, the contents that cease to be available are re-distributed from said contents
server, data derived from said use condition information are acquired from said contents server, and
the re-distributed contents data are reproduced and/or controlled depending on data derived from said
use condition information.

In accordance with an eleventh aspect of the present invention, there is provided a contents
distributing method for distributing contents data over a network to an information processing
apparatus for reproduction and/or control, comprising: distributing contents data to said information

~ processing apparatus; receiving the use condition information of the distributed contents data from



processi ng apparatus conprising: a playback control programfor reproducing
and/or controlling contents data distributed froma contents server over a
network; and a data processing device for storing the contents data

di stributed fromsaid contents server in a recording nediun1fpr&§Q6@gucing
and/.or controlling the contents data, said data processing device
transmtting the use condition informpation of said contents data to said
contents server; said data processing device when unable to acquire
contents data fromsaid recordi ng nedi um havi ng the unacquirable contents
.re- di's tsgfd%lg&tioﬁ é}rgggs%mg% %}giﬁ&g gl?& s?orﬁlgliﬁ/egrece%g u?ecc%ﬂﬁi{iblpgfo%gt?ond Eéylﬁ aﬂc rom
said use conditiron In t1on from Sai content s server, “sai d da

pr oc es sicerys Meuesideon st infdoitiog pavdysime apmmtysotten g coltents dataiiestertd bedvaiable

Cont ) . . . ; . S
it or e h e g BER 0 A kbR RS WSO Blvd fom,
t her e isgidpso gpriétiPnaniormdtivnrtatshid infopna@ive ysoaegyingetphadtus oespersiye del waid mgeecand/ or
trol Ling. S ' i bt '
mot wor -8 GRAE N HRkith SRl bl 8 oAb Rl Sporalt Bt
. cont entbgckup devte of $ad contegisrdotdustrirédoin said dé¢cordingonddiumh bi sagl, othdr wedondingomeduwp irdat a
f the distri _ . . _ di . 1
O e eI GO AUy fha 0L S L0 TR WO A0BHAS
cont entils’f"_OHMDa_ to said contents server; acquiring data derived from said
use condi t1 g JLALKIRED M SAlcfor 62 %&a&t%&feggyngg@&;&w&ug SoRQH OF

control said backup data store n said'recor lumor said

. recor didistribwtiog methat clor dshribeting cohitnts deaswert o ngbvork 49 |aa binferrhatipm wagessing

recordi agiga,rﬁ?sgfgp Moot %ﬁ%/gla&%ﬁ'o]\r’\”ﬁér{l}%rﬁ e@stﬂbﬁ?%%%éteﬂ)cg ket ?CE Ea!é)cg ﬁx?(%lljnation

i nventi there”i's provided an mat’l on  processi ng ne
© reprodpeicegingrgpasatus orreiviig] thn gseconditon micakraodofSthe idistribsted feonrnta dga fitent s
Server o @Ybm@H0E rx\&lééfn ég@ﬁ'ﬁtﬁé Ehdtsla)%.ng tr@c!%}v%d tc (ﬂfiéﬁtigfogﬂétlg& JeEe%g;a@f d
contents server are stor In a recording nediumTtor reproduction and/ or
cont r olagcesardqueltdrousssiddnferthation proceskiog appiaiabn wiikn tha icehientndabaiesse talbe available
trans m'ﬁt

to be Soart rEfuRuibdAlheRl SRl o A B Bl (O Do SREhllin B0 P
~avai | aldhte tizat ecapecio i gvailatje toedidfinformatian groceming apmratsen vsegiatipa vathdeidiavass f r om
sal d ug&CoNgHd! trQRmteH e GATR deAPed®FmAG A LS &l Rk SRS SRS it S E,  and
- processing apparatus to cause said information processing apparatus to perform reproduction and/or
control of said re-distributed contents data responsive to data derived from said use condition
information.
Brief Description of the Drawings
Fig.1 shows a system structure of a music contents distributing system embodying the present

invention.

. Fig.2 explains the configuration of a personal computer used in the content data




the re-distributed contents data are reproduced and/or controlled depending
"on data derived fromsaid use condition information. In corg ce with an
el eventh aspect of the present invention, there is proviH§§“&2 @ﬂtents

di stributing nethod for distributing contents data over a network to an

i nformation processing apparatus for reproduction and/or control,
conprising: distributing contents dat#@ to said information processing
"apparatus; receiving the use condition information of the distributed

cont entrsanaganéni®ystein.Jul y 2005 6 said infornmati on processing apparat us
and storing the received use condition information; receiving an access
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process| - and transmtting data derived from said use
At

conditioni to said information processing apparatus responsive
to said access , request to cause said information processing apparatus to
per f or m r eprfd8dcexpi#ng fencsions sifithe personabe@mpptesiat a of said contents data
stored in said recording nediumor said other recording mediumin said
i nf or mat i on Kig dcsdmwisrean enzpaplatafslisplaplopsiationtmsgacidve atinadsier i ved from said
use condition information. In accordance wwth a twelfth aspect of the

present invemgicahows aﬁgﬁaﬁ@l@émh%Hd&w%ﬁbﬁMérecQ#cﬁhgrgtI hRfmIRERE for

distributing Contents data over a network to an infor n processing

‘appar atyt e ction and/or control, conprising: distributing
contenthg%é%fgn{tod}éggﬂ informati on processing apparatus; receiving the use

condition ipgformation of _the distributed contents data from said

i nf or mat i onFpg-dcplaipgunibiediundbing of conisnisbaving differsnt farmate frioomane i on
information; receiving an access request fromsaid information processing
appar atlistribbten to hrotheniretitesmdsicaoneans distribetimysydtedl e froma recording
mediumin said informati on processi hg apparatus; and re-distributing the.
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apparatus in association W|“th sal d access .

~ application layer. '

Fig.9 illustrates the format of the routinely used using condition information.
- Fig.10 illustrates a file constituting fhe unified using condition information. '
-employed in a comprehensive management unit.

Fig.11 illustrates the structure of an automaton file of the unified using

~ condition information.
Fig.lZShows an example of an automaton indicating the operation transition of

. music coitents stated in the automaton stating portion of the automaton file.

Fig.13 represents the automaton in a tuple string.

Fig.14 illustrates the structure of the automaton stating portion.

Fig.15 shows an event and a command defined in 2 DTD. determined based on




request, and transmtting data derived fromsaid use condition information
~to said information processing apparatus to cause said i{]f qrg&b on
processi ng apparatus to performreproduction and/ or cont t 8t aid
re-distributed contents data responsive to data derived fromsaid use
condition information. Brief Description of the Drawings Fig.1l shows a
system structure of a nusic contentsgdistributing system enbodyi ng the
present invention. Fig.2 explains the configuration of a personal conputer

used i{fels Eci‘ffbﬂﬁﬁﬁtoff%%tﬁm}. July 2005 7 managenent system Fig.3 explains
the configuration of a portable device included in the content data

managenent s. Fig. 4 explains functio of ,the, persgnal conputer. Fig.5
shows an e@éﬁ"g%wﬁgiBF%@%SHEPiPWHPi%QW{?&'%% fhﬂaﬁPg W&.‘g’?s hows an
exanpl e of the w ndow which the recording programnakes the display unit

di spl ay. Filjigadeisp sptestransitior viavaabithengrsd statemenhexamplei ng di f f er ent
formats fromone. distributor to another in the nmusic contents distributing

system Fi dgFig.18 $husis akesorid@ateaiat eRampdd veeie Automatdestatingpigsn.pr ot ocol
| ayer and an application layer. Fig.9 illustrates the format of the

(o0t el Y, SRS TR A OF I Sl b ot o2 2 111
conpr ehens 'ﬁﬁgdﬂa RS Hhird Qtiaie'ment example of the automaton stating p-ortion.
Fig.21 is a state tfansition view of the third statement example.
Fig.22 shows a fourth statement example of the automaton stating portion.
Fig.23 shéws the structure of a parameter file of the unified using condition
information.
Fig.24~ il]uStrates the strudure in case the pararﬁeter file has been: changed.
Fig.25 illustratesthe structure of a parameter statement portion of the parameter
file. |
Fig.26 illustrates a method for supervising the contents by the comprehensive
management unit.
Fig.27 illijstrat_es the processing sequence in case the comprehensive
| ~management unit is instailed from a CD-ROM.
Fig.28 illustrates the processing sequence ifl case the comprehensive
- management unit is installed on being downloaded from the network.

Fig.29 illustrates an updating sequence from a ripping key to an EMD key.

Fig.30 illustrates a first example of the EMD key updating sequence.




Fig.11 illustrates the structure of an automaton file of the unified using
condition information. Fig.12 shows an exanple of an automaton

*indicatingthe operation transition of nusic contents st&ié@Yﬁﬂo§he

automaton stating portion of the aut omaton file. Fig.13 represents the

automaton in a tuple string. Fig. 14 illustrates the structure of the

~automaton stating portion. Fig. 15 shpws an event and a command defined in
a DID determ ned based on 11 July 2005 8 the specification of an XM.

Fi g.16 sho | BEHd gw portion.
Fig.17 is \2@; gtﬂéntﬁétgﬁgﬁson Vi ew k&fgﬁ?l rsP(’j]&sbbglﬁ%i Sté%grrp Fig. 18
shows a second statenent exanple of the autonaton statl ng portlon Fig.19
is astate transition view of the second statenent exanple. Fig.20 shows a
third statenment exanple of the automaton stating portion. Fig.21is a
state hodedar (asying ouibednvention at enent exanpl e. Fig. 22 shows a fourth
statenent exanple of the automaton stating portion. Fig.23 shows the

struct ur e -oReferpimgaoeicedrabiihgs, @ imidiecontehisaistyibutifg SRS bﬁl’bodgﬁ{g}h@m i on.
Fig.24 illustrates the struc Ure in case the pararreter file ha

change i atenent portion
G IS R R A e R 5
| cont enj _s eff%aﬁ}gg-mc deBi’ %?sszlnggic conpeng stnbutlon system is such a system which
downloads the music contents from a server to a personal computer or to-a portable
device over a network and which supervises the so-downloaded music contents and

music contents read out from a CD.

(1) Overall Structure of Music Contents Distributing System

Fig.1 shows a system configuration of a music contents distributi;lg system 1.
embodying the present invention.
| The music contents distributing systém 1, embodying the present invention,
includes a personal computer 1, a network 2; such as local area network, a registration
~server.3, a plurality of EMD (electrical music distribution) servers 4 (4-1;4-2and 4-3)
. distributing music contents, referred to below as contents, and WWW servers 5 (5-1
and 5-2). The personal computer 1 has stored therein a storage medium, such as a
memory card, over USB cables 7 (7-1, 7-2 and 7-3), and is connected to portable
devices 6 (6-1, 6-2, 6-3) as a portable music reproducing equipment for reproducing.
the contents.r

The personal computer 1 is connected over a network 2 to the EMD registration




Fig.27 illustrates the processing sequence in case the conprehensive
managenent unit is installed froma CD-ROM Fig.28 illustrates the
" processi ng sequence in case the conprehensive manageneni?! dWly809% install ed
on being downl oaded fromthe network. Fig.29 illustrates an updating
~sequence froma ripping key to an EMD key. Fig.30 illustrates a first
exanpl e of the EMD key updating seqd@nce. 11 July 2005 9 Fig.31
~illustrates a second exanple of the EMD key updating sequence. Best node
for Casrviet BgBMD sdreetsnd ¢atli,on2Rafded3)rnd o theeWWVANI (Werld Wids Welzjont ent s
di stributing system enbodying the present invention, representing the

best E@rq’grsoﬁ Sgﬁ:ﬁﬂss_@éof the present invention, is explained in detail.

This ‘RUsI¢ ctont tribution systemis such a system which downl oads

t he music ntents froma server.to a per.sonal conpute .t abl e
devi ce ove&?‘S Ressou IPOQH'EI“M Weé‘i?ﬁecr(\ﬂ?%‘g§ CPHPTEY 0\%&14(:8%%%]%%%?@ 4contents
and nmusic contents read out froma CD. (1) Overall Structure of Misic

Cont eptesséli ompression gySyst, and eneyyptsshowempresyed epnienisingaeardaBee Witha nusi ¢
contents distributing system1l enbodying the present invention. The nusic

cont eaggreds'eitéﬂ piibfl sy%ene ol stemgedy iAsgthicheompeession isywiem,i ATRAChc] udes
a personal conputer 1, "a network 2, such as |ocal area network, a

129, R R s U)o B NEFS (PR ot on
N lfe'h-g‘évngagzoﬁéﬁéefq:g ’ itﬁg gn%lggé\flg{gé?,&%sggﬁéﬂn Z@;ﬂg%h%}yPt%hnestg%ir%ﬂﬂorcOrmUt er
example, is used.
In receiving the distributed contents, the personal computer 1 also receives
(distributed using condition information, indicating the ﬁsing conditions for the
contents, to record the distributed data. When recording_ the contents read out from
e.g., a CD, the personal computer 1. generates the using condition information
'depénding on the contents reproducing conditions to record the generated using |
condition information.
Also, the personal computer 1 records and stores the contents, recorded .
encrypted, in the portable devices 6 (6-1, 6-2 and 6-3), over th USB cables 7 (7-1,7-2. |
. and 7-3), along with the relevant information, such as the using condition information,
l- titles of musical numbers or the names of the perfqrmcrs, while updating the using
condition information responsive to the recording and storage. This processing is

éallgd checkout. In this checking-out operation, the number of times of possible

checking-out operations for the contents, recorded by the personal computer 1, is




menory card, over USB cables 7 (7-1, 7-2 and 7-3), and is connected to
portable devices 6 (6-1, 6-2, 6-3) as -a portable nusic reproducing -
~equi pnent for reproducing the contents. The personal cohbd#hér085 | s
connected over a network 2 to the EMD registration 11 July 2005 10 server
3, EMD servers 4 (4-1, 4-2 and 4-3) and to the WAW (Wrld Wde Wb)
servers 5 (5-1 and 5-2). The personalllconputer 1 receives contents
conpressed. in accordance with a pre-set conpression system and encrypts

the corpcpsfnestcay Q“ﬁlsth!ems@ﬁg%ﬁéﬂﬁﬁ MifdfmatforR" 9f B¢ rRfTHey Il 9Mes oxt em f or
storage. As the conpression system ATRAC (adaptive transform acoustic

oot Do bossibld Rl ondiFtiodd LR Gifes RAlie ontERk GifintPEEendelne |

used. In receiving the distributed contents, the personal conputer 1 also
recei v&8L distributed using condition infornation, indicating the using
conditions for the contents, to record the distributed data. Wen
recordi ng t iMommvegrnhe pessadiaboomputem] exasgs, tha dobfertth stqred sotled penatdat er 1
generates the using condition information depending on the contents

repr odde{ t@s %Xlﬂg%tﬁi—Q ﬁﬁd 693, ﬁﬁ@iligh EHWSB%BR:%%W? 72 andoNng), aha Iilﬁdates

I nformati on. , the personal “conputer 1 records and stofes the contents,

st caffuTHE puRYEn bforiydfiof P5388LR R Witfhe ristrd ThihrANs dochbiiod " <L

as the_using condition information, titles of nusical nunpers or_the nanes
of t helperl&st gheck-mynin tug sheek-iy opekation; g number of times of the possible . - - -

checking-out operations, recorded by the personal computer 1, is incremented by 1.
Ii is noted that the contents may also be made unusable instead of being erased.
- It is noted that the personal computer 1 is unable to check-in the contents some
- other pefsoxial computer has checkéd out to the portable device 6. That is, the personal
computer 1 is only able to check-in the contents checked out by no other than the
~ personal computer 1.
When the personal computer 1 has startéd acquiring the contents from the EMD
- servers 4 (4-1, 4-2 and 4-3), the EMD server 3 is responsive to a request from the
o personal computer 1 to transmit an authentication key necessary for reciprocal
authentication between the personal computer 1 and the EMD servefs 4(4-1,4-2 and
4-3) to the personal computer 1, over the network 2, while transmitting the program
~ for connection to the EMD servers 4 (4-1, 4-2 and 4-3) to the personal computer 1.
| The EMD servers 4 (4-1, 4-2 and 4-3) are each responsive to a request of fhe -

personal computer 1 to furnish contents to the personal computer 1, over the network




condition information responsive to the recording and storage. This
processing is called checkout. In this checking-out operation, the nunber

- of tines of possible checking-out operations for the coht#fy200%ecorded by
t he personal conputer 1, is Il July 2005 11 decrenented by 1 in the using
condition information. If the nunber of times of possible checking-out
operations is 0, the correspondi ng ctihtents cannot be checked out.

Mor eover, the personal conputer 1 erases the contents stored in the

por t ald @jonglenilreR hin®cdndifiod iafinfitdn adddAdgblct gt 1dSBe cohlenss, Sudlr- 1, 7-2

and 7-3), and updates the using condition information in association with

t he er%ﬁﬁgqﬁﬁgmﬁhgm%%%%@&%ﬁ{érPe"jfEOfﬁ?éf ed check-in. In this check-in

operatal er o I'IES 0 0ssi bl e checki ng-out operations,
recorded by _the personal co ter 1, is jncrenqented b . i ed t hat
t he content@%?nﬁﬂ%gﬁglwggm%a@ﬂéﬂqW& SPTVSES ﬁéﬁé«,a{gé&ﬂ%ﬁp bs not ed
that the personal conputer 1 is unable to check-in the contents sonme ot her
per soravedmnut@nphased fir akeatdence twitht hegrpeset nceyplinn systén Whish gy t he
personal conputer 1 is only able to check-in the contents checked out by

No ot hfret RN (IR scPRESIONRIotIE A The dtheYh@nd! N AtepRAursioRRlbethd has

started acquiring the contents fromthe EMD servers 4 (4-1, 4-2 and 4-3),

1ot el B erSt RN R AR I b BB SN e SRR PR 21 on

bet ween the personal conputer 1 and, the EMD servers 4 (4-1, 4-2 and 4-3)
to t héeperaypHonsysismr avhigh mayese HEte oy qneseryat 1eanethelni t ting t he
program for connection to the EMD servers 4 (4-1, 4-2 and 4-3) to the
personal cORpUMEWW. servers 5 (5-1, 5-2) are each responsive to the request from the
personal computer 1 to furnish to the personal computer 1 data correspondingto a CD
which has read the contents, such as album name of the CD or the CD selling
-‘-:;.company) ariddata corresponding to the contents read ouf from the CD, such as the
| - name-of the musical-number-or the-composer’s-name;-to-the-personal computer L.————
o The portable devices 6 (6-1,6-2 and 6—3) reproduce the contents furnished from
- the personal computer 1, that is the content as checked out, to output the reproduced
contents to e.g., a headphone, not shown.
Each of the poﬂable devices 6 (6-1, 6-2 and 6-3) has a recording' medium for-
~ storage of the contents. As the recording medium, a unremovable IC memory, loaded
on an internal substrate of an apparatus, or a removable memory card, is uséd. The
'pmwm®Wm6@£6%mGﬁmmmmmMmmeMMWWMaM%r

physical interfaces 7 (7-1, 7-2 and 7-3), such as USB, for transferring the contents.

The contents, to which is also appended the using condition information, are




The EMD servers 4 (4-1, 4-2 and 4-3) are each responsive to a request of
the personal conputer 1 to furnish contents to the personal conputer 1,

- over the network 11 July 2005 12 2, along with the usiny 8945 on
information and data rel evant to the contents, such as the titles of the
musi ¢ nunbers or the perforners. The contents distributed by the respective
EMD servers 4 (4-1, 4-2 and 4-3) been conpressed in accordance with a
pre-set encryption system which nay iffer fromone server to another. On

t he ot fofeli) EMD servers 4 (4-1, 4-2 and
4-3) a?e c??é?rl Bupﬁ i‘?‘@%ts“%’g aggs%fig%ﬁ‘@é with a pre- set encryptlon

system whi ch,_ iffer fr ne server to another. The WMVservers 5
(5-1, 5-2) Z'Fféeé Yisies 6~ fg iﬁédﬁeéhéf&usﬂlﬁﬂbhefmw%ﬁb%'ﬁhlafé@)‘i?puter 1
to furnish to the personal conputer 1 data corresponding to a CD which has
read t libatcthet rspectivudaviass 8l drendiscomneotedt fremGheqpersdreal COmpaitén hg If @onpany)
and data corresponding to the contents read out fromthe CD, such as the

~ hane Ofrelblfﬁ? donsmaal isehal from ﬂ]@ehsépfﬂ)ﬂﬁ@ﬁaﬁa @H@E}écxé/gtéd%n?&{@ QRAfeagoTPUL e

1. The portable devices 6 (6-1,6-2 and 6- repro t he contents

R 5 A R G B AT 0

Each of H; %6#% | e devices 6 6-1, 6-2 and 6-3) has a recordl ng rredl um
for stle §ea rHeM@Bage feRtrolator lh@ltll% #red ngoriﬂ@mm baged methsvusing | C
menory, |oaded. on an internal substrate of an apparatus, or a renovable
. menory conddion miospatio Appended talthe rabpecties céntefits] or s ﬁccmsshrﬁi, &)Zeﬁng
connected to the personal conputer 1 over physical interfaces 7 (7-1, 7- 2
and 7- gle contehits2or UpBatin®the siAe EOAdItiBE ihitinf@fdnent S-
In the following, if it is unnecessary to distinguish the portable devices 6 (6-1,
~ 6-2 and 6-3) from one another, they are simply referred to as portable devices 6.
- FIG. 2 is.an. explanatory illustration of the.configufati'on of .the personal
computer 1.
As shown, the personal computer 1 comprises a CPU (central processing unit)
11. The CPU 11 actually executes a variety of applications (will further be described
~ later) and OS (operating system). A ROM (read-only memory) 12 is also provided in
the personal computer 1, and generally stores basically fixed data of programs and
computational parameters used in the CPU 11. Also, a RAM -(random-access
memory) 13 is included in the personal computer 1 to store programs used for
execution of the applications and OS by the CPU 11 and parameters which are
appropriately variable in the execution of the applications and OS. The CPU 11, ROM

12 and RAM 13 are mutually connected to each other by a host bus 14 composed of




The contents, to which is al so appended the using condition information,
are 11 July2005 13 transferred in the encrypted and conpressed form The
“portable devices 6 (6-1, 6-2 and 6-3) are usually enploSEHJWh29W%h a state
that the respective devices 6 are di sconnected fromthe personal conputer
1. If a replay command is issued fromthe user in this state, the
encrypted contents are read out frdeh the recordi ng medi um and reproduced.
"Mor eover, the portable devices 6 (6- 1, 6-2 and 6-3) nanage control for

i mi tign@piheud, @p¢.oduction, based on the using condition information
appended to the respective contents, or as necessary, deleting the

contents, u td. NG 4 I | it I atdon. . : ing, if
Tt o unnectss BOG B FeofplsRied RN sisRitmpl bR T8 suEl o5 RGH ool 09 )
fromone another, they n?ye inply ref, rrig to as portable devices 6. FIG

2 is COHONSHHIHREIOHNGC mméaqggbmbrd g% ke configuration of. the personal

conputer 1. As shown, the personal conputer 1 conprises a CPU (central

processi ng Aikeyboard B is HperaBby 1heaserto ippekemivwscemmanids ty thef CPU
applications (will further be described |later) and OS (operating systen).

A ROMyfr @eﬁo%@l:ngrwmegxg uded bRl &R 6 gﬁilﬁ%ﬁd isBlect RpoRftrdiPmMalsceadino er 1,

and generally stores basically fixed data of progranms and conputati onal

par anet ers, used, i . r .13 s
e udaiopaY iRt o8, TR aispteybr 20 39a o fhofi bt PARTATEE SRS (RIBay £, (5
of the applications and OS, by the CPU 11 andwg;tr anet ers .which rr%
appr ofbex el display iaamriety af infermsatien in Hhe form ofen 15X and/or iBRge o THIBEL The CPU
11, ROM 12 and RAM 13 are nutual ly connected to each other by a host bus
14 cowpcH®D qhard disc drive) 21 drives a hard disc to write or read a program to be
executed by the CPU 11 and information to or from the hard disc.
The drive 22 reads data or program recorded in any of a magnetic disc 41,
optical disc42 (including CD), magneto-optical disc 43 and semiconductor memory
44, whichever is connected to the drive 22, and supplies the read data or program to
the RAM 13 connected thereto by an interface 17, external bus 16, bridge 15 and host
. bus 14.
The USB port 23 (23-1, 23-2, 23-3) has the portable device 6 (6-1, 6-2, 6-3)
connected thereto by the USB cable 7 (7-1, 7-2, 7-3), and outputs data (including a
* content or a command to the portable device 6, for example) supplied from the HDD
I_ 21, CPU 11 or RAM 13 to the portable device 6 (6-1, 6-2, 6-3) via the interface 17,
external bus 16, bridge 15 or host bus 14.

~  An audio input/output interface 24 having an IEC (International

Electrotechnical Commission) 60958 terminal 24 interfaces a digital audio




11 July 2005 14 a CPU bus, etc. The host bus 14 is connected to an
external bus 16 such as PCl (peripheral conponent interconnect/interface)
by a bridge 15. A keyboard 18 is operated by the user to11ﬁ%ﬂ?0W%rious
commands to the CPU 11. A nouse 19 which is used by the user to point and
select a point on the screen of a display unit 20. The display unit 20 is
a liquid crystal display or CRT (cathifde-ray tube) to display a variety of
information in the formof a text and/or inmage. Further, an HDD (hard disc

drive) i@utﬂiﬂtp&ﬁomﬂwﬂpgh@@iotiﬁpW(blttquEA §®&ﬁeﬁ4?ﬁﬁ@frﬁi@$h@ré&texﬁﬁﬁ@&lt ed by
the CPU 11 and information to or fromthe hard disc. The drive 22 reads

data o i | 504 . | ' 42

(i nel udl Rhe et Eltach oBenthad TRl dlo eRel fprichPdnf e A

whi chever .i.s connected to the drive 22, and supplies the read data or
programﬁlgloqtﬂ'étllﬂ%ﬁaf@ nnected thereto by an interface 17, external bus
16, bridge 15 and host bus 14. The USB port 23 (23-1, 23-2, 23-3) has the
~ portabl e delihcaceessprits inclading-thy keyboardct& dhe nensed BHyhd HisplagRG;dbt e 7
(7-2, 7-2, .7-3), and outputs data (including a content or a conmand to

t he poHPDI 21 da¥ive 226 .thé WSBXFIP!23) arfd MR hedid it /ouepiORterface P4rd 1 or
RAM 13 to the. portable device 6 (6-1, 6-2, 6-3) via the interface 17,.

o oL Bt BBk S ke i eGP ol gl o
LOTM Nus 16, bidge 155Rd nost bis 14! audt© 11 July 2008
A communications block 25 connected to the network 2, and transmit, as stored
in packets in a predetermined manner, data (e.g., request for registration or request for
sending a content) supplied from the CPU 11 or HDD 21 via the network 2 while
- outputting data (e.g., authenticate key or content) stored in received packe.ts to the
- CPU 11, RAM 13 or HDD 21 via the network 2.
| The CPU 32 of an adaptor 26‘formerd integrally as a semiconductor IC, and |
connected to the personal computer 1 is connected to the CPU 11 by the external bus
| 16, bridge 15 and host bus 14 and thus cooperates with the CPU 11 to effect various
processes. The RAM 33 stores data and programs necessary for execution of the
various processes by the CPU 32. The nonvolatile memory 34 stores data which have
to be held still after the personal computer 1 is turned off. The ROM 36 stores a
" program for decryption of an encrypted program transferred from the personal
computer 1. The RTC (Real Time Clock) 35 keeps time to provide time information.

The semiconductor IC is designed to have a secured environment and has tolerance




15 i nput/out put or an anal og audi o i nput/output. A speaker 45 provides a
predeterm ned sound corresponding to each content based on an audi o signal
“supplied fromthe audio input/output interface 24. The. 1hd@¥ <867 i es

i ncluding the keyboard 18, -the nouse 19, the display 20, the HDD 21, drive
22, the USB port 23 and the audio input/output interface 24 are connected
to the interface 17 which in turn id6connected to th CPU 11 by the external
bus 16, bridge 15 and host bus 14. A conmuni cations bl ock 25 connected to
the neswerdfr2idudent accessssifrom astssleoThis funetigmmiabe stichurpd dheselfwareed
manner, data (e.g., request for registration or request for sending a
conte galiﬂpplied fromthe CPU 11 or HDD 21 via the network 2 while

out pu H%g data (e.g., authenticate key or content) stored in received

B adapt or 136 cogpmupipblach AlalEReplordCal R & the CETZ 1585, 7, O

t he personal conmputer 1 is connected to the CPU 11 by the external bus 16,
* bri dgéhelextermal buslGpbsidga 15and st busdfer ates with the CPU 11 to ef f ect
various processes. The RAM 33 stores data and prograns necessary for
execut i on ®efédhing neaw icoBEG 13, degsareablbdevice 6@PECIRInatitadlyriinstoatediin thevenor y
34 stores data ich have to be held still after the personal conputer 1

is tu f.f i 36 stores a programfor decryption of an encrypted
progrggnﬁ;rogr?sqlggl?el romthe personal conputer 1. The RTC (Real Tine

desi ghed t & have sirautop BaMaiGr s bl eRlR et g oy RN SR hAs C”

power of a predetermined voltage. Supplying the power to components from a CPU

53 to display unit 67, the power circuit 52 will thus drive the entire portable device 6.
When connected to the personal computer 1 by a USB connector 56 and USB

«cable 7, the USB controller 57 will supply data including a content transferred from

" the personal computer 1 to the CPU 53 via an internal bus 58

A data to be transferred from the pcrsdnal computer 1 is composed of data of A

64 bytes per packet, and transferred from the personal computer 1 at a transfer rate of

12 Mbits/sec.

A data to be transferred to the portable device 6 is composed of a header apd

content. The header stores a content ID, file hame, header size, content key, file size,

| codec ID, file information, etc. and also using condition information, etc., necessary
for the playback limitation. The content is coded by the encoding method such as

ATRACS3 and encrypted. | |

The header size indicates a data length of a header (e.g., 33 bytes), and the file




toward fraudul ent accesses from outside. This function maybe structured in
a software program The conmunications bl ock 25 and .adaptor 26 are

- connected to the CPU 11 by the external bus 16, bridge 15J#nd0%st bus 14.
Referring nowto FIG 3, the portable device 6 is schematically illustrated
in the formof a block diagram A power circuit 52 converts a voltage
supplied froma dry cell 51 to an intEtrnal power of a predeterm ned

vol tage. Supplying the power to conponents froma CPU 53 to display unit

67, thesipoWRiicates a\data Eﬁgt/ﬂ bf tHehuemtetti(v g 13856361 BBdywer)t abl e device 6. Wen
‘connected to the personal conputer 1 by a USB connector 56 and USB cabl e

7, the USB % W t & | | rred
from the perBeeteilied s dkey FEgRe b oy DO B R e h SR o o
to be transferred fromthe persopnal computer 1.is_.conposed of,data of 64
byt 65 pRPTMAIGIREESOmh GOmPHIFS Ao 86 PPHERICRLSSsed b 9T e bied oh
transfer rate of .12 Mits/sec. A data to be transferred to the portable
devi ce ®sdssiondeydpevisibnal) genatetedarisla mubwalamthentivativg debweantbe persgnabnt ent
ID, file nanme, header size, content key, file size, <codec ID, file

i nfor n’eédrﬁgmegqc&nd%@wgemgﬁg condition information, etc., necessary
for the playback |i'rmtation. The content is coded by the encodi ng net hod

Buch ==, AT RS B LIRS Tthes By okt n o1 @
data | ec%%rtagutg; 1tbr§]/eth%%]§§ rilztabl(ee?,ghn’are?’v::’rill6 §e6 e ab%%?llszzl'authentication between
the portable device 6 and personal computer 1. This mutual authentication is of a
challenge-response type for example. Note that a DSP (digital signal processor) 59 is
also provided in the portable device 6 to decrypt an encrypted content when the
challenge-response type authentication is done.

The above-mentioned challenge-response type mutual authentication is such
thzit inresponse to a certain value (challengé)l generated by the personal computer, for
example, there is generated a value (response) by the poitable device 6 by using a
private key common to both the portable device 6 and personal computer 1. In the

. challenge-response type mutual authentication, the value generated by the persqnal
computer 1 varies at every authentication. So, even when for example a value
generated using the private' key and outputted from the portable device 6 is read, that
is, a so-called disguised attack takes place, the personal computer 1 can detect a -
fraudulence since a next mutual authentication is done using a different value.

The content ID is an ID for a content to identify the content.




The content key is a key for decryption of an encrypted content, and
transmtted fromthe personal conmputer 1 to the portable device 6 in a
format encrypted based on a session key (provisi onal) gbhdilu P8P via a

mut ual aut henticati on between the personal conputer 1 and portabl e device
. 6. When the portable device 6 is connected to the USB port 23 of the
personal conputer 1 by the USB cabfl8 7, there will be nade a nutual

aut henti cati on between the portable device 6 and personal conmputer 1. This
nut ual aut Thatcodet IDis asIDomrespdralihg hyan epcpling mdathped féoa centanfplfor Not e
that a DSP (digital signal processor) 59 is also provided in the portable

devi cgyBnbR, deehdsd IAN o?”qP’Y&Sﬁ qat AmCBhﬁhu@h@chqegem RFPWISe type

Sﬁ’%
aut hentlcgtmn I's done. The above-nentioned chal | enge-response type mutual

aut henti cati on RONS & a rt al I enge)
gener SPEGHAR %Fﬁ Mﬁ?gmam% tf“(S? nggﬁgrg’up?ﬁ‘é‘\digﬁg%égirat ed a

val ue (res% nse) by th@éi)ortable deV| ce 6 by using a prjvate ke¥ comon to
both the pdhe &t aames acdata sesalted fxum fonyersen ef a confent il (will further
chal | enge-response type nutual authentication, the value generated by the

per sobaldes@ibuddater) donrespondlingt toea/edin{eﬂmﬂtbrﬁcbnﬁd iarthe persomad omipaterf or
- exanpl e a val ue generat ed using the private key and outputted fromthe

- portap lt(? ﬁﬂ ?\‘S@ﬁ esrléa%qqatléﬂh?tStaﬂcﬁrd Cotle fﬁﬁiﬂfﬁﬂnﬂiﬁﬂ Tﬁt%%a%?g?é&dé akes

pl ace, e pers uter can detect a fraudul ence sin a next

rrut cat.i on one a differen al ue. IDis an
syl s I%éﬁﬁdafrys»el‘n’f‘éi BT cdiversiof 5% ayBttie piech Helellin' o s
an I D corresponding to an encoding nethod for a content. For exanple, a
‘codecnameymanie ofdbe agisi phajing theammacpions, namg of Sirssongwiter obthe music

‘piece or name of the composer of the music piece to an ASCII code.

When the portable device 6 receives a content and a content. write command
from the personal computer 1, the CPU 53 which executes a main program read from
a RAM 54 or ROM 55, will receive the write command, control a flash memory
contfoller 60 and write to a flash memory 61 the content received from the personal
computer 1.

~ The flash memory 61 has a storage capacity of about 64 Mbyte.s to store the
content. Also, the flash memory has stored therein in advance a playback code for .
expansion of a content having been compressed in a predetermined manner.
| Note that the flash memory 61 may be formed as-a memory card which is
* connectable to, and removable from, the portable device 6.
When the CPU 53 is supplied with a playback command corresponding to a

| push-down operation of a play/stop button (not shown) via an operation key controller




corresponds to MP3 (MPEG (Moving Picture Experts G oup) Audio Layer-3). The
file name is a data resulted fromconversion of a content file (wll
“further be described |ater) corresponding to a content hhétlyéeét ded in the
personal conputer 1 to an ASCII (American National Standard Code for

I nformation Interchange) code. The file information is a. data resulted
from conversion of a nusic piece titlié (content nane), name of the artist
pl ayi ng the nusic piece, nane of the songwiter of the nusic piece or nane

of t he 6@pitpeiilbmaké th&ﬂaﬁﬂﬁ@n@?&@@nﬁ@]@%%ﬁ'thé?ﬂ@ba&%d&%d%ﬂ&ﬁ' e
device 6 receives a content and a content.wite corfmand fromthe personal

conput ; ] | ead, from a M 54 or
R 551 e ety Y i BAGEE Rt SRl DRPY B RaHe Povie e vl | or
60 and wri tﬁﬁ-ﬁ%‘? flash nemary, 61 the c,onijen received fromthe personal
computer 1. “HE 4ELMEEHGF yn dhe (coutent dpdha feREafaiel ioyregundaayt clerkybyt es
to store the content. Also, their flash nenory has stored therein in

advanc&ethpd agasadingdo the playbackqualesiansfevfeddromthe fiash aednngrylsdetheddSPr essed
in a predeterm ned manner. Note that the flash nmenory 61 nay be forned as a

- menor y 50avifl piy Bick the coRRIR ahathe GO0 : tigpl e
device 6. . lMvﬂran theeCPU 53 is suB%??%gﬁ\%th a %@ggtggﬂg%ﬁﬁﬂfeﬁ?

Uie anneRord) o BRI R R RRI L DRRS 10Y65. Tt i I ke ¢ he 1 Ash
momory 61 adheUSRerAAS TERFd dhieRiA BoP B0 RS BOR: At (aot shown) At r
detecting error in the content in the CRC (cyclic redundancy check)
: provided inside the portable device 6 to play back a content based on a master clock
MCLK from an external crystal oscillator 59A, and supplies the digital/analog
conversion circuit 63 with the master clock MCLK, a bit clock BCLK generated by an
internal oscillation circuit based on the master. clock MCLK and. having a
predetermined frequency, and an operating clock LRCLK composed of an L-channel
clock LCLK and R-channel clock RCLK in fhc units of frames. |
For playing back a content, the DSP 59 will supply the above-mentioned
operating clock to the digital/analog conversion circuit 63 according to the playback
~code. When playing back no content, the DSP 59 will stop supplying the operating.
: clopk according to the playback code to turn off the digital/analog conversion circuit
63, thereby reducing the power consumption of the entire portable device 6. -
Similarly, the CPU 53 and USB controller 57 have external crystal oscillators

53A and 57A connected thereto, respectively, and effect predetermined operations on

the basis of master clocks MCLK supplied from the oscillators 53A and 57A,




met hod according to the playback code transferred fromthe flash nenory 61,
the DSP 59 will play back the content and the pl ayed-back data (indicated
"wWith a reference DL in FIG '3) to a digital/anal og convEri6a0Q4 rcuit 63.
The DSP 59 is forned integrally with a transmission circuit (not shown)
provi ded inside the portable device 6 to play back a content based on a
master clock MCLK from an external 2rystal oscillator 59A, and supplies
the digital/analog conversion circuit 63 with the master clock MCLK, a bit
clockragkﬁig@ngrated by an internal oscillation circuit based on the
master. ¢l ock 'MCLK and. having a predeterm ned frequency, and an operating

¢l ock LRCL '%géﬁg?‘?%?ﬁ]@gb(ﬁ{%ﬁfgﬁﬁgﬁé}?&%%sgbﬂﬁﬁgg %@?ﬂ%] ﬁg@b%'@heé‘ds%d‘ RCLK

in the units’ o ranes. ayl ng a DSP 59 w Il supply

t he abogve- nenti gned erating clqck to the di.qi nv PN

ci r cuidlogagaRuaHan ﬁ@mﬁﬁeméumﬁw&ﬁeé( 't%@g? Ogh%nbgﬂaﬁﬁéggﬁaﬁb?ﬁt ent,
the DSP 59 will stop supplying the operating. clock according to the

- pl aybamintiodlde SFcarndithusafan ehdesigmpidt tal Hawead sunplenund shene eimpagt cirggt
‘thereby reducing the power consunption of the entire portable device 6.
Sim | gon¥srubdien.CPU 53 and USB control ler 57 have external crystal
~oscillators b53A and 57A connected thereto, respectively, and effect

Phe oscr 11 ciit, SREathhARE Hhverdith (RSIiE 63 colBEHEh plaRrSagldnughRidbd FroT,
above- nenti oned construction, the portalgll_e dev_i.ce.6 neei.g% no ﬁ:l ock
gener ampkng witiaisignal andsypplies ¥ foan amplificatiprcirqut 6byThs a 1I§4190L4 UsB

controller 57 and thus can be designed to have a sinpler and nore conpact
ci rcuidircuit 64 amplifies the audio signal and supplies it to headphone via a headphone jack

65.

Thus, when the play/stop button is pressed, the portable device 6 plays backa
content stored in the flash-memory 61 under the control of the CPU 53. When the
play/stop button is pressed in the course of playing back a coﬁtent, the portable device
6 -wil] stop playing back the content. |

- When the play/stop button is pressed after stopping the content playback
opefation, the portable device 6 will resume the content playback at the position where
the playback operation has been stopped under the control of the CPU 53. When a
time of a few seconds has passed with no additional ope‘ratidn effected after the
playback operation is stopped by pressing the play/stop button, the portable device 6
will automatically shut off the power supply, thereby reducing the power consumption.

It should be noted here that when the play/stop button is pressed after the power

supply is turned off, the portable device 6 will resume the playback at the first music




construction. The digital/anal og conversion circuit 63 converts a

pl ayed- back content to an analog audio signal and supplies it to an
“anplification circuit 64. The anplification circuit 64 HhﬂPY?9@% the audio
signal and supplies it to headphone via a headphone jack 65. Thus, when

- the play/stop button is pressed, the portable device 6 plays back a

content stored in the flash nenory 612lunder the control of the CPU 53. Wen
the play/stop button is pressed in the course of playing back a content,
the porpiebt er daisi€ piec NY. I lwishiqup phdyaig bacladcdmentcRMhepbsitidiorhdidehe

pl ay/ stop button is pressed after stopping the content playback operation,

t he porélﬁgbg‘fgﬁgé@ﬁoﬁ h\@slé){re\fi Se%r?@to‘f)g)%?m pl ayback at the position

wher e K ~operation een*st opped under the control of the CPU
53. When a | e of conds, has passed with addi t j.on pperation

effected aft S%Héfcgﬁﬂgﬁiﬁeﬁesahﬁ%eﬂ%g%@aaa ﬁpagrehﬁ@gé d&pivay/ st op -
button, the portable device 6 wll automatically shut off the power

suppl y,on kedisplayr enit &7ng playbagowerdec@ng.imppéated play,sintroiddcing playedtd)er e
that when the play/stop button is pressed after the power supply is turned
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Further, the portable device 6 stores into an EEPROM 68 a number of contents

written in a flash memory 80, locations of blocks of the flash memory 61 in which
~contents are written, respectively, and a so-called FAT (file allocation table) for

.rvarious information stored in the memory.

It should be noted that in this embodiment, a content is taken as one block of
64 kbytes and a location-of the block for the content of each music piece is stored in

- -the FAT.

In case a FAT is stored into the flash memory 61, when the content of a first
music piece Is written into the flash memory 61 under the control of the CPU 53, the
location of a block corresponding to the content of the first music piece will be written

- as'FAT into the flash memory, and then when the content of a second music piece is
written into the flash memory 61, the location of a block corresponding to the content

of the second music piece will be written as FAT into the flash memory 61 (in the.




signal), nunmber for mnusic piece, playing tine, operation nodes such as
play, stop, fast forward and fast rew nd, and information such as sound
“volune and voltage level in "the dry cell 51. Further, t"ﬁ'e’%b??%l e device
6 stores into an EEPROM 68 a nunber of contents witten in a flash nmenory

- 80, locations of blocks of the. flash nenory 61 in which contents are
witten, respectively, and a so-cal 28d FAT (file allocation table) for
various information stored in the nmenory. It should be noted that in this
enbodsametarea as tiaténtwhich thekBrst asusinpidsiedisis adfeadgberbyirétéerynd a | ocation of
the bl ock for the content of each nusic piece is stored in the FAT. In

case a FATT $histwagth FADistiefritiensénoiaiMmethé tonide is wiieteadntetlie Basta fir st
music piece is witten into the flash nenory 61 under the control of the
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the content of a second nusic piece is witten into the flash nenory 61,
the | tieadat8n of a bl ock corresponding to the content of the second nusic
piece will be witten as FAT into the flash nmenmory 61 (in the 11 July 2005
22 sane ar &hers RATBts writtén ditot the flashs memisiyco hi the ssaheesarghripade fhashn
witten). In this way, a FAT is rewitten each tinme the content is witten

into {gnbhy lba%wmeﬁ%w%ctofrwsgbﬁdin tCaIBw AR 6 thelfirsbeomeht, tBsr agai n
for reservation to protect the data. en FAT is witten into the flash

o e RGN 0 5 oS ) Uy L plcktee
number of times f;)r rewrite of the flash memory 61 will be reached, so that the flash
memory 61 will not be rewritable any longer. | |

To avoid the above, the portab]e‘dcvice 6 makes the EEPROM 68 store FAT
so that FAT will be rewritten a reduced number of times in the flash memory 61 at
write of each content.

By storing into the EEPROM 68 a FAT which is rewritten a large number of
times, the portable device 6 can be adapted such that content éan be written into the
flash memory 61 at a frequency tens times larger than that at which FAT is stored into
the flash memory 61. Further, since the CPU 53 makes the EEPROM 68 additionally

- store FAT, the same area in the EEPROM 68 is rewritten at a reduced frequency to

prevent the EEPROM 68 from early becoming not rewritable.

_ When the poﬂai)]e device 6 is connected to the personal computer 1 by the U-S-B
cable 7 (which will be referred to as “USB connection” hereinafter), it is recognized

based on an interrupt signal supplied from the USB controller 57 to the CPU 53 that




this reason, when content wite has been made a small nunber of tines, a
specified nunber of tines for rewite of the flash mem)r1y 61 vaI be

" reached, so that the flash nenory 61 will not be rewitbbfdy 3P | onger. To
avoi d the above, the portable device 6 makes the EEPROM 68 store FAT so
that FAT will be rewitten a reduced nunber of tinmes in the flash nenory 61
—at wite of each content. By storinginto the EEPROM 68 a FAT which is
rewitten a |large nunber of tines, the portable device 6 can be adapted
such t hht USBteomhection hes bedrt #@adel Nnto the flash nenory 61 at a frequency
tens tinmes larger than that at which FAT is stored into the flash nmenory

61. Further c@gg?r@}% nal | to e FAT,

t he sane ar eﬁeﬁqtﬁﬁgaﬁﬁ% |s%§%}ﬁ?§w&%§gﬂ8@dﬁs Sé‘&ékﬁ@

pr event thet PROM 68ffrom giide beco ng not rewitable. Wien the portabl e
devi ce B % eE’baHrPé’é"{eéd’ teRA ‘éﬁr{f@%ﬁ ClP%I)‘;Otlﬂé?Oﬂ]HBltei:&b’II@ﬂw (whi ch
will be referred to as "USB connectlon hereinafter), it is recognized

based dASBrrabla Brandpaaksasgrpaweroineuitad sﬂmpthetﬂrmvﬂﬁ‘ﬁpp@nﬁbﬁi theidrpdell 611 he CPU
53 that 11 July 2005 23 the USB connection has been rrade V\hen the

por t abl e deWhen thd €6B30nAGStidIR ekﬁﬁhgﬂéw e CPU 53 {ill §to 1?1
external power of a specified current value fromthe pe sona corrpu er
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will sto Be DSP 59 from gl i_n back a, content. Thus, the CPU53 w |
'prevenffrcf)lﬂé BREEHOR C%Wéﬁ"r J%P cedingthe specitied suatent valpaserthat theom

exceedi n the specified current value so that the
xtemal power of the specified current value can always be supplied.

an

Thus, when the USB connection is established, the CPU 53 makes a selection
between the power supplied from the dry cell 51 and the power supplied from the
| personal computer 1. That is, the inexpensive external power from the. personal
‘computer 1 can be used, and so the costly power supplied from the dry cell 51 and
which costs high is less consumed. Thus, the dry cell 51 can be used for a Ionger
service life. -
Note that when supplied with the external pdwer from the personal computer
1 via the USB cable 7, the CPU 53 stops the DSP 59 from playing back a content to
.r'educe the radiation from‘ the DSP 59, so that the radiation of the ehtire system
| mncluding the personal computer 1 can further be reduced. |
The functions of the personal computer 1 implemented by. execﬁtion of
programs installed in the personal computer 1 will be explained in the following.

Referring now to FIG. 4, there is illustrated a diagram of the personai computer




external power of the specified current value can always be supplied. Thus,
when the USB connection is established, the CPU 53 nmakes a selection

~ between the power supplied fromthe dry cell 51 and the Yol 2&%oplied from
the 'personal computer 1. That is, the inexpensive external power fromthe

- personal conmputer 1 can be used, and so the costly power supplied fromthe
dry cell 51 and which costs high is?4 ess consumed. Thus, the dry cell 51
can be used for a longer service |life. Note that when supplied with the
ext er rilexplaining thefuhbiiopesithe persoaabotmputer iimpldmentes byaixesution vfie CPU
53 stops the DSP 59 from pl ayi ng back a content to reduce the radiation

from the dHebnpfed ﬁﬂ)gtrﬁ'ﬁ%. the radiation of the entire system including the
persontal conputer” 1*can further be reduced. The functions of the personal

conputer 1 j emeni.ed by. execution of r ' I L. ersonal
comput or 1 AF BB opetional PR} Bore KRG Aind iR ey P Rut Bl B B 5
there is illustrated a diagram of the personal conputer 11 July 2005 24 1,
expl ai whie}t is wentpased ofiw phralitycofrpgtams indngingsan EMD sslection agmm
execution of predeterm ned prograns. As shown, the personal conputer 1

uses a&m@heckeimnage—mntrnm?mm prokramti32) copy ammagementpragramuidd,i ty of
prograns including an EMD selection program 131, check-in/check-out
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compres.sion/expansion program 138, usage rule conversion program 139, usage rule
management program 140, authentication program 141, decryption program 142, PD
drivcf. 143, purchase programs 144 and 145.
-Of the above programs, the content management program 111 is composed of -
shuffled or encrypted instructions, for example, to conceal the instructed o?efations
' .froﬁl outside to make it difficult to interpret the instructions (for example, even if the
user can read directly the content management program 111, he or she cannot identify
the instructions.
The EMD selection program 131 is not included in the content management
. program 111 when the latter is installed in the personal computer 1 but it is recejved
- from the EMD registration server 3 via the network 2 at the time of EMD registration.
The EMD selection program 131 selects a connection with the EMD server 4 (4-1 to
4-3) to enable a purchase application program 115, purchase program 144 or 145 to

have a communication with the EMD server 4 (4-1 to 4-3) (e.g., download of a content




managenent program 140, authentication program 141, decryption program 142,
PD driver 143, purchase prograns 144 and 145. . O the above_prograns, the
" content managenent program 111 is conposed of shuffled HrJL@h%[E%t ed '
instructions, for exanple, to conceal the instructed operations from
outside to make it difficult to interpret the instructions (for exanple,
even if the wuser can read directly tdge content managenent program 111, he
or she cannot identify the instructions. The EMD sel ection program 131 is
not incﬂow@@ﬁ:ﬂarge}_he content nmanagenent program 111 when the latter is
installed in the personal conputer 1 but it is received fromthe EMD

registratio LV.Eer sia the network 2 the ti of E registration.
‘The EMD sel er]?(’:qssl%gr?%pzf %‘“’dﬁ%"ié@“‘geﬂ%&e‘?gnaf%ﬁl@eﬁ 45{33 Wiags rekedilen o 2drtper 4
(4-1 to _4-3) to_enable a purchase ap{)I i cation program 115, purchase

pr ogrérﬁ%ﬁl fcoxdasl tip a cemient dateobasen] tht thenchdckhin/direckEMnt seanagerder(t4-1 to
- 4-3) (e.g., download of a content 11 July 2005 25 for purchase). Based on

a sett iprggmin @32 lcheclhewtkeonteny stefCir @ite ey 369 1o &1 -N o yi&%né to
1162-N recorded in a content data base 114, the check-in/check-out
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to 161-N to any of . ntents stored in
done. ¢ ho. chLPPfFe e oedt R dgeR o havegisen one. e sbed iniehuakags rul o
stored in the usage rule files 162- 1 to 162-N recorded in the content data
base 19YtmMBaaageMeRt pregram 432 updates thelusagd Adle stared indhe Nsageoal sifilbsila2t he
content data base
1 to 162-N recorded in the content data base 114.
Based on the usage rule files 162-1 to 162-N recorded in the content data base
114, the copy management program 133 copies contents stored in the content files
-161-1 to 161-N to any of the portable device 6, or coi:vies contents from the portable
device 6 to the content data base 114.
Also based on the usage rule files 162-1 to .162-N recorded in the content data
base 114, the move management program 134-moves contents stored in the content
files 161—1 to 161-N to any of the portable device 6, or contents from the inoﬂable
deviee 6 to the content data base 114.
The. encryption method. conversion program 135- converts, to the same.
encryption method as that used with the contents stored in the content files 161-1 to -
161-N recorded in the content data base 114, the encryption method used with a.

content the purchase application program 115 receives from the EMD server 4-1 via

the network 2, a content the purchase program 144 receives from the EMD server 4-2




114, the copy managenent program 133 copies contents stored in the content
files 161-1 to 161-N to any of the portable device 6, or copies contents
"fromthe portable device 6 to the content data base 114" W% 808 hsed on the
usage rule files 162-1 to 162-N recorded in the content data base 114, the
nove managenent program 134 noves contents stored in the content files
161-1 to 161-N to any of the portabl2é device 6, or contents fromthe
portable device 6 to the content data base 114. The. encryption nethod.
conversd tHe f¥1o@rRM 135 converts, to the same encryption nethod as that
used with the contents stored in the content files 161-1 to 161-N recorded

in the con t t | ' . nt ent

t he purcha?g{éaﬁ%ﬁ)gea%g?%rg I%%tﬁagaénh%lv%gﬁ éé%ﬁo&@gﬁﬂ%ﬁ} Oﬁggéwégpgeﬁmﬁl Vi a
the network 2, a contfent the purchase. program 144 receives fro he EMD
ser vefompession mefhadasthapys with e mt%ﬁs@fcatedm@eceﬁmﬁ%@mrlﬁﬁ Kod
conversion program 136 converts, to the sane conpression nethod as that
used 16l HNtreeoriedt iarths conéerd dlaitan basee] thntherdom piessioft Ghethodauselloaith a ecor ded
in the content data base 114, the conpression nethod used with a content

the pephfaas ﬁm@ﬁ@ﬂchﬁs?é ég%’l-ida'ﬁ%ﬂgﬁ hhe 115 5668108s frbfMHeEMBV/R B8R el vir 1 Vi a
cont the pu

the network 2,” a rchase program 144 receives fromthe EMD
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recording program 113 for exanple to the sanme encryption nethod as that
used ¥ia tedstwerk 2 stored in the content files 161-1 to 161-N

The encryption program 137 is used to encrypt a content (not encrypted) read
from a CD and supplied from a recording program 113 for example to the same
encryption method as that used with contents stored in the content files 161-1to 161-N -

. _recorded in the content data base 114.
o The compression/expansion program 138 encodes a contenf (not compressed)
read-‘from a CD and supplied from the recording program 113 by the same encoding |
- method as that used with contents stored in the content files 161-1 to 161-N recorded
inthe content data base 114. Inaddition, the compression/expansion program 138 will
expand (decrypt) a coded content.

The usage rule conversion program 139 converts, to the same format as that of
the usage rule stored in the usage rule files 162-1 to 162-N recorded in the content data:
base 114, a usage rule for a content the purchase application program 115 receives
from the EMD server 4-1 via the network 2, a content the purchase program 144

- receives from the EMD sever 4-2 via the network 2.




.recorded in the content data base 114. The conpressi on/ expansi on program
138 encodes a cont ent (not conpressed) read froma CD and supplied from
" the recording program 113 by the same encoding nethod ak! *{Ur%f Qfsed with
contents stored in the content files 161-1 to 161-N recorded in the
content data base 114. In addition, the conpression/expansion program 138
wll expand (decrypt) a coded contemd7 The usage rul e conversion program
139 converts, to the sane format as that of the usage rule stored in the

usage rul e fBkRse %ﬁ@cuildnoof]&%té\‘ltrc%ggrﬂﬁ% i dhekbR8n oR thek-odakRe u%@%ﬂe“ﬂ a

usage rule for a content the purchaSe application program 115 celves
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Before.ex tion of content copy, nove, check-in or check out, the usage
rul e @‘iﬂwﬂp%(\ﬁ wHlifurthst bewdeseribed latar) masting the usagesrules Saresf t he

usage ruI es based on hash values (which will further be described |ater)

neet i ngintthe usage eule files162-drted 63-N reberdeddgehe vbstchi Hem bas2-1141 Aglfi- N
recorded in the content data base 114. As the wusage rules stored in the

usage rﬁﬂaﬁe“rbie@%to%@@ ittty g@ e Fe01684 t'o”lé%lﬁ[ &%B}Fé?#]mq ?Qﬁf ﬁatja14 are

updat ed alfong with a content’ copy, nove, che I'n or usage
rul e nt.__pro 40 updat es .t e hash_val ues n

il s UG beh R s WP 2 P contR duds, TRk IR
between the content managenent program 111 and purchase application

" progr asagg rulg mragemntlwgmnﬂéﬂmpgates dhe hashvieadues mectingthensagandgenent

program 115 and purchase program 144. Al so, the authentication program 141
will store drheaitthentidatiahersgiamiséliexecutes a mutual authentication between the

content management program 111 and purchase application program 111, and a
mutual authentication between the content management program 115 and purchase
_program 144. Also, the authentication program 141 will store an authenticate key used
in the mutual authentication between the EMD server 4-3 and purchase program 145.
| It should be noted that when the content management program 111 is instal]ed.-
. inthe personal computer 1, the authenticate key the authentication program 141 used -
in the mutual authentication is not yet stored in the authentication program 141 but
when a display/operation-instructive program 112 has successfully registered the .
authenticate key, the key will be supplied from the EMD registration server 3 and
stored in the authentication program 141.
| The decryption program 142 decrypts a content when the personal computer 1
plays back the content stored in the content files 161-1 to 161-N recorded in the

contc_zit data base 114.




I n the nutual authentication between the EMD server 4-3 and purchase
program 145. It should be noted that when the content managenent program

~ 111 is installed in the personal conputer 1, the authent!i€#t200ey the

aut henti cati on program 141 used in the nmutual authentication is not yet
~stored in the authentication program 141 but when a ,
~di spl ay/ operation-instructive progralf 112 has successfully registered the .
aut henticate key, the key will be supplied fromthe. EMD registration

server 3 anWheatcheekingput b pretietdraiine eahiendtdrtRGorablddevitas of ehéolihjon
program 142 decrypts a content when the personal conputer 1 plays back the
conte | ' . r ' cont ent
dar o BadpRggeoh el R A b pRRabaditos Bt P R SR slbliGe To: o
checkin ' et er m ned ent fromthe

h | devi ,
e DTAe dEEics 6 Wil T dePa ol 2 epmmap Bekipadic Boriagl ouey b & v t h

- .the content or a command nmaking the portable device 6 do a predeterm ned

oper atpredetefmingsopdradenpr ogram 144 is installed along with the content
managenment program 111 into the personal conputer 1, supplied fromthe ENMD

regi strati orhes plidcdase %ﬁr&ﬁmﬁ, ha4ngtingaRed alGhg SHPPthedoA@nt §eRa@8hen? 2 .
pr edet er m ned . When ihstalled in the personal conputer 1, t'he purchase

Pr 00" 3 b e W4 bR AOSE D0 coREYE, SBRIiCA N Me ERIBISHRIGH gy 111

and d I nterface of a predete : managemnent
 Bncr'y i e JEReRk i SUDPOPA ah aprATaed o3 pepHEIIIG GHs WHER SRSBHEd at i ons
fromoutside to make it difficult to
in the personal computer 1, the purchase program 144 will transmit or receive the
~ content management program 111 and data via an interface of a predetermined form
the content management program 111 has.
The 'pl‘lrchase program 144 is composed of shuffled or encrypted instructions,
for éxample, to conceal the instructed operations from outside to make it difficult to
. :intefpret the instructions (for example, even if the user can read directly the purchase-
program 144, he cénnot identify the instructions.
The purchase program 144 requests, via the network 2, the EMD server 4-2 to
send a;predetermined content and thus receives the content from the EMD server 4-2. -
Upon reception of the content from the EMD server 4-2, the purchase program 144
-will account for the content.
The purchase program 145 is to be installed along with the content management

‘program 111. . It requesté, via the network 2, the EMD server 4-3.to send a -

~predetermined content and thus receives the content from the EMD server 4-3. Upon




interpret the instructions (for exanple, even if the user can read directly
t he purchase program 144, he cannot identify the instructions. The

" purchase program 144 requests, via the network 2, the E RS 4-2 to
send a predeterm ned content and thus receives the content fromthe ENVD
‘server 4-2. Upon reception of the content fromthe ENMD server 4-2, the

"~ purchase program 144 will account foggthe content. The purchase program
145 is to be installed along with the content nanagenent program 111. It

- .requestgcepidn bbehdebHRLK from the YD s %F&Eﬁgﬁgﬁg%rélﬁlsg Jitogfagt ‘1‘@,‘53\{4{11126?”| y

content and thus receives the content from

2005 i t he content fromthe EMD server 4-3, the purchase
progr-a%%féﬁﬁl\?mﬁtrltﬂggg@gaﬂt for the content. Based on a filtering data file
181, display data file 182, imaﬂe files 183-1 to 183-K or a history data
file 184, tHRGA afilspingdataile 481, displayedata dije di82] ithagdifilps a83-1a | mage

of a predeterm ned wi ndow on the display.-unit 20, and gives a check-in or

- check- di#3-Knst raubistory tatat fide a84t ehé &ﬁﬂ@%ﬁ@fﬁi&f—ﬁﬂfﬁ@i@%kgb&aﬁfﬁq@nse to

an operation of the keyboard 18 or nouse '19°by the user. ering data
1er%1 o TIa R RS I pRAIRIMRR SAROH, S BACHRDINY e ickebene | n
cont entRegr it iR dBidionto fio G g Ibanags et progrentt Hoin rparise.
cont e_n%o g% to%e?a?iso% c:)Lfltllllb kaar;r(l]:'loiarsdrlrSe gro Irn%ige ilg byt t?]i UP;EE ° : |

The filtering data file 181 stores. data for weighting contents stored in the
content files 161-1 to 161-N recorded in the content data base 114; and is recorded in
the HDD 21.

The display data file 182 stores data corresponciing to the contents stored in the
content files 161-1 to 161-N recorded in the content data base 114, and is recorded in
the.HDD-Zl. | |

The image files 183-1 to 183-K store.images corresponding to the content files

| - 161-1 t0-161-N recorded in the content data base 114 or images correspohding to
packages which will further be described later, and are recorded in the HDD 21.

The image files 183-1 to 183-K will be referred to s'imp.l.y as “iﬁage file 183~

hereafter wherever they have not be referred to individually.
| The history data file 184 stores history data including a number -of times the
contents stored in the content files 161-1 to. 161-N recorded in the content data base -

114 have been checked out, a number of times the contents have been checked in, and




The image files 183-1 to 183-K store images corresponding to the content
files 161-1 to 161-N recorded in the content data base,é1410é%#ﬁages
~corresponding to packages which will further be describ 4% , and are
recorded in the HDD 21. The inmage files 183-1 to 183-K will be referred to
simply as "inmage file 183" hereafter wherever they have not be referred to
~individually. The history data. fil e384 stores history data including a
nunber of times the contents stored in the content files 161-1 to 161-N

r ecor dhd datestdrewhiuhtthe chelt-aubars eheckiih WaseembdenThbdddtery dath fila 18daber of
times the contents have been checked in, and 11 July 2005 30 the dates on
~which EB&KEHQEKhQTﬂDB@ZEheCk'in were made. The history data file 184 is
recordéd In the HDD 21. For the registration, the

di spl ay/ opetat,ion-i.nstructive.program 112 transnits Vi a network, an
' ot T he’ - bEFRSTAGNE hY SiEHRE oREtatoR- AR Brogsiimil 2FmheIE

regi stration server 3, while receiving, via the network 2, the authenticate
key antiametworkenbrofghepreastors content masagavnentgypgranad L bto bedMP 3 and
supplying themto the content managenent program 111. The recording

pr ogr agpikldtion sesed 3] while freBing)vik tloetwbria2 the detienticardkeywndEMD and
read data such as a recording tinme of a content froma CD being the

_optic ' ' ' i Hay ' ' gﬁgﬂ 0 an
oper'at%ila%ér?t%?llfrﬁg%ﬁé?/ggfar t BEw)%%%lsSfe}a%ghﬁ?ﬁgﬁg%lgzsrﬁbpggg% on@gﬁ}etecor di ng
time of P(ilréﬁontent recorded Iﬂlrﬁ CD, the recording program 113 requests,
vi a t FeHA BRSSO, PIogRpsetver 5-1 or 5-2 to send 'data corresponding to
the CD such as al bumnane or artist's name or data corresponding .
The recording program 113 is used to display an image of a predetermined

window, and read data such as a recording time of a content from a CD being the
optical disc 42 set in the drive 22 in this embodiment in response to an operation of the
keyboard 18 or mouse 19 by the user.
-Based on arecording time of a content recorded ina CD, the recOrdjng program
' 113l requests, via the network 2, the WWW server 5-1 or 5-2 to send data.
corresponding to the CD such as album name or artist’s. name or data corresponding
“to a content recorded in the CD such as a music piece title, and thus receives, via the
network 2, the data corresponding to the CD or the content recorded in the CD from
~ the WWW server 5-1 or 5-2.

Also, the recording program 113 supplies the display/operation-instructive
: pfogram 112 with the received data corresponding to the CD or data corresponding to

.the content recorded in the CD. |

Further, when supplied with a recording instruction, the recording program 113




to a content recorded in the CD such as a nusic piece title, and thus
receives, via the network 2; the data corresponding to {51h§]|0£(§5r t he
" content- recorded in. the CD from the WWserver 5-1 or 5-21Y %, the
recordi ng program 113 supplies the display/operation-instructive program
112 with the received data corresponding to the CD or data corresponding to -
the content recorded in the CD. Furthgr, when supplied with a recording
i nstruction, the recording program 113 11 July 2005 31 reads and outputs

to the g L [ =

opt i cal <ans 4 SURRASIRE coRtcab Ay demhe i EOBIHER1 11 a B fer R 0 oLl .,
base 1 stores . ntqg a f the ntent files 161-1 to 161-N a content
suppli Jlgefquﬁafﬂ'écégrﬁegﬁ}wﬁ‘@ee%mﬁm QR84 and havi ng been
conpressed in a predeterm ned manner and encrypted in a predeterm ned

manner  (r ecbieisontpat deinbase 11hswrehintodDy 2f)the Thotend filemi 6tdtta I6ds 114
stores usage rules for contents stored in the content files 161-1 to 161-N

into any cpﬁtetrlltl%u?pﬁgﬂ fromethiei b@ﬁent_lﬁﬁn&%élﬁcﬂﬁﬁrdgrﬁﬁf 123 ReROhAGnE Dbdehe
content files 161-1 to 161-N in which the contents are stored (records the

 conten RS RY § Bretepiriiged MGG CpdTpRACE beadhininES Hfndel®
*oxanpl £rsordE BtGerntet iRm0 20 o otamgtata Base, Ll oren wsagb les cont ent
stored in the content file 161-N is stored in the usage rule file 162-N.
" The corf@? genienisedoredin the @JIEBQF filegilol-be 1@&F-BF indol abp of ithplisegasulechiles ent
fie 16_'51%52-1 to 162-N corresponding to the content files 161-1 to 161-N in which the
contents are stored (records the usage rules into the HDD 21).
. The content data base 114 may record the content files 161-1to 161-N or usage ..
rule files 162-1to 162-N as records. |
Ausage rule for a content stored in the content file 161-1 for example is stored
- inthe-usage rule file 162-1. A usage rule for a content stored in the content file 161-N -
is stored in the usage rule file 162-N.
The content files 161-1 to 161-N will be referred to simply as “content file 161"
- hereinafter wherever they have not be referred to individually. Also, the usage rule
| files 162-1 to 162-N will be referred to simply as “usage rule file 162” hereafter
wherever they have not to be referred to individually.
‘The purchase application program 115 is supplied from the EMD registration

server 3 via the network 2 or as recorded in a predetermined CD-ROM. The purchase

application program 115 requests, via the network 2, the EMD server 4-1 to send a




her ei nafter wherever they have not be referred to indivi duaIIy Al so, the
usage rule - files 162-1 to 162-N will be referred to si r%lj}/ ‘usage rul e
- fiile 162" hereafter wherever they have not to be referr Lt’)b2(?(}$>d| vi dual | y:
. The purchase application program 115 is supplied fromthe EMD
registration server 3 via the network 2 or as recorded in a predeterm ned
CD-ROM The purchase application prayram 115 requests, via the network 2,
the EMD server 4-1 to send a 11 July 2005 32 predeterni ned content, while

thus reedeidriinkd eostent, SWHilelth@sdcBR ik theQInt &t forh {ROEMBUYBPler4nDaid to the
conte management prodgram 111. Al so, upon receptlon of the content from

the E 0 r t for
the oot p the clfieBl pEREEmERE LI ABAIETLE 200 RegiepteplioR TN,
data file 82 and the  content files 161-1 ti) 161-N store ﬁ,ﬁ ihe cont ent
data teeydentow) the BMDysesver 4rd fhe pavehase spplipation pipgramcldm Wil acqoyngd i n
any of the content files 161-1 to 161-N belongs to a predet er m ned
packadier tocentemeci fically, the package is any of an original package, ny
sel ected package and filtering package. . O the above packages, the

- original  pagkggendés ﬁdéﬁ&rbe%}@eﬁﬂﬂta%fﬁred ‘Pﬂlﬁréﬁéﬁlﬂy Hﬁlﬁrfﬁé 82 a-ﬁH'tﬁe package

o
corresponds to'the co &?’ent classification (nanely, 'so- l ed al bum in the

cammor o 041616 1 M GRAL A e R p kg a0 /1514"9 ?;’%o%e@éﬁﬁ@?e e

package to whi ch a content bel ongs cannot be nodified. The user can edit a
part erebelod¥:mat i on corresponding to an original package (for exanple,
addi tion of '

Firstly, a content stored in any of the content files 161-1 to 161-N belongs to

a predetermined package. More specifically, the package is any of an original
- package, my selected package and filtering package. .
Of the above packages, the original packagé has more than one .contenf
‘belonging thereto. This package corresponds to the content classification (namely, so-
calléd album) in the EMD server 4 or to oné CD. A content 'be]ongs to any original.
_package and cannot belong to a plurality of original packages. Also, an original
package to which a content belongs cannot be modified. The user can edit a part of
" information corresponding to an original package (for example, addition of
information or change of added information).
-More than one content freely selected by the user belong to the my selected
package. -‘The user can -arbitrarily edit coﬁtents for assignment to my selected -
packages, respectively. A content can belong to more than one my selected package

at atime. Also, a content may not belong to any my selected package.




i nformation or change of added infornation). gbre tEan on$hcontent freely
sel ected by the user belong to the ny selecte package. e user can
‘ afbitraril§ edit contents for assignment to my sel ect ed T1phbkss,
respectively. A content can belong to nore than one ny sel ected package at
a time. Also, a content may not belong to any ny selected package. _
I 11 July 2005 33 Cgptents selected based on a filtering
- data stored in a filtering data file 181 belong to the filtering package.

The filteri n@Coddms seletélMased o PRI tgﬁMPa §Efé<¥%ﬁf %ﬂ%ri}%\%’%ﬂe Qﬁeelﬁft “th

the network 2 or as recorded in a predeferm neI : _(Ia_husf_rI cal § tthge
- filteri t X in the filtering data.file ering data is
- aI re? relr'ig%ggﬁftgtlﬁégﬁltggipg(gﬁdgqgealf‘bpgﬂﬁrg}gﬁﬂ@as E‘H}H‘Eﬁt]ff‘amf SréMi%ﬁ?eé&?feﬂ i on of
a wei ght esponding to the content. For exanple, filtering data

corr egp%WthSgr‘fQS P \%éﬂ@ﬁ twioik 2vres| rgcordediin @ papdeterninedGl). de user used
by the personal conputer 1 to identify contents of the weekly Japan Pops

Nos. 1 ¢am édit tihlteiihg datagorbatia the ekl dagfildlegia filtering data for
selection of -contents in the descending order of the |lengths of period for

[ : ; filteri.ng. data
for ool oot EI%*“%F*’%?%ﬁ?%?ﬁ*é?geﬁﬁeﬂéﬁéogeshﬁaﬁlgﬁ?&aiﬂgd%?ﬂ?ﬂg_dﬁf@msorgzrji (es.
ea or a filterin
cor vet HehFfl s Eef Sart Shohd g Inc fonialt  Fios drample, Hptogdaim | ne

music .piece titles (content narreé. Thus, contents in the filtering
- packagecoaFespoaiig utopyieap ab e weeklyr TH{RQP i(Fepadeseapops)tdancbecusetdetny thei spl ay
data 221 (including data the user has set),. a history data 184 or

personal computer 1 to identify contents of the weekly Japan Pops Nos. 1 to 10.

The filtering data file 181 includes a filtering data for selection of contents in
the descending order of th-e lengths of périod for which they have been checked out for
~ the past one montil, a filtering data for selection of éontents-in the descending order
‘of the numbers of times they have-been checked out for the past half year, or a filtering
: _daia for selection of contents in which a chafacter “Al (love)” is included inthe music
piece titles (content name).-
Thus, contents inthe filtering package are selected by comparing a filtering data
witha content display data 221 (including data the user has set), a history data 184 or .
the like. |
The driver 117 drives.the audio input/output interface 24 under the control of
the content management program 111 or the like to input a content being a digital data
supplied from outside.an'cl supply it to the content management program 111, output

as a digital data a content supplied from the content data base 114 via the content




the like. The driver 117 drives. the audio input/output interface 24 under
the control of the content management program 111 or the like to input a
- content being.a digital data supplied fromoutside and Kuppi 300 to the

- content managenent program 111, output as a digital data a content
supplied fromthe content data base 114 via the content 11 July 2005 34
management program 111, or output an Hnal og signal corresponding to a
content supplied fromthe content data base 114 via the content managenent

pr ogr amdrdaeemdnt Grograhavid, ap pgnmmble aahldghsigtalsgdragspondimt toa-¢amenuct i ve
wi ndow t he di spl ay/ operation-ins tive program 112 nmakes the display unit

20 di Sglr{ﬁé]dia lf'l?i'n(rf the & :ﬂbﬁP&ﬁX%‘é{%eTlﬂ Q8 ﬂié&ﬂrﬁé’ﬁt%&ﬁ@f‘ﬁé}n f?ggfdﬁ?tl'l e W ndow

a butt recordi ng program tton 02 for

et upgpe B Rl e ot b6 Qisplapiopestlisrsiustine e Moyt ng o

field in which a ny selected package is to be edited, etc. Wien a button
205 is dsqileyﬂnpdratdm—mstmch@spmgiamgllbmkesth@dmplaypuuk%@ehsl:day di spl ayed .
inafield. 211 of .the window. Wen a button 206 is sel ected, data

~ correspondi Mher@afe !ﬂé}gﬁi@h&@ﬁ ek an gfﬁ?gﬁpérﬁtlﬁhﬁﬁitﬁ)’c@ﬂrcl Wirldosy . fbﬁ'tt@n 201 \Wen

“a button 207 is sele data c esponding to a filtering package is

o hno Y8t slatihR S HE Fechtdine JoBefth R340 Rty 202 fok Shahinl ug HE END, 2

_ packag ’nane or ~an ‘arti st hown
artistsd ehg%ﬂ%rr&gr%mﬁi uiienaibton R RSN s T
out is set, a button 204 for displaying a field in which a my selected package is to be
edited, etc.
When a button 205 is selected, data corresponding to an original package is
. .displayed in a field. 211 of .the window. When a button 206 is selected, data
corresponding to a my selected package is displayed in the field 211. When a button
' 207 is selected, data corresponding to a filtering package is displayed in the field 21 1.
- Data displayed in the field 211 concerns a package. Forexample, itis a package
name or an artist’s name.
As shown in FIG. 5, there are displayed in the field 211 a package name
“FIRST” and artist’s name “A TARO”, a package name “SECOND” and artist’s name
| “A TARO?”, etc. |
The display/operation-instructive window has also a field 212 in which there is
displayed data cori'esponding to a content belonging 1o a packet selected in the field

211. Data displayed in the field is a music piece title, playing time or a number of




"A TARO', etc. The display/operation-instructive window has also a field
212 in which there is displayed data corresponding to a content bel ongi ng

" to a packet selected in the field 211. Data displ ayed i T Uhe?G%1 d i s a

musi c piece title, playing tinme or a nunmber of 11 July 2005 35 tines the
content can be checked out. In FIG 5, a package corresponding to the
package nane "SECOND' is selected. &5 there are displayed in the field
212 the nusic piece title (content nanme) "M NAM - NO- SAKABA" correspondi ng

to the GRRLENE cOfleRNEANBe ERedKRE Jackage corresponding to the package nane
"SECOND", a nunber of tinmes the content can be checked out (for exanple,

one ei ghth te .S f0or o check-out .and,t ei ght h not es ., ,» L WO
check- out " sy B ot 3fasko S5tteingliin b 1Re tnte Rfepic R 15 ang
nunber of tinmes the content can _be checked (for exanple, one eighth note
cor r espieried.o Sentheshatadisplayed imibe fiedd @13iththmusippisce title {contaniorame) t i mes
a content can be checked out, displayed in the field 212, indicates that a

cor r es paviINAGVENOSA Ko'eBAb eotrlRgsdeRiing@ td thereaten Ue@@ﬁgiﬁg t8 thelpaekagy tines
a content can be checked out, displayed in the field 212, indicates that a

Cor SR 6 SRR piCoSECONIE IR LBETIGS ot =
el TRCRTR (B kbl SR AR R RO ERSSE B by PSRk
cont entarie %orl tiwrg (t:hle%ﬁou(tgsr)l,e andclglrxl;ig Bgecg?i?lét%goéggtc lll(aen(zf.a)O‘yIEI'I{J1 KYNSEJ}?R%A]%;’} s
and number of times the content can be checked (for example, one eighth note
~ corresponds to one chcck;out).
Thus, one eighth note as a number of times a content can be checked out,
~displayed 111 the field 212, indicates that a corresponding content can be checked out
| .'Qﬁée. |
| A rest as a number of times a co'ntent-can be checked out, displayed in the fieiti
212, indicates that a corresponding content cannot be checked out (the number of
. check-out’s is zero; however, the personal computer 1 can play back that content). A
C clef as a number of times a content can be checked out, displayed in the field 212,
indicates that the number.of check-out’s for a corresponding content is limitless (the
- content can be checked out any number of times).
-Note that the number of times a content can be checked out may-be indicated
with a corresponding number of piéces ofa predeterfnined figure (for example, it may

be a circle, star, crescent or the like) as shown in FIG. 5 as well as a number.




Note that the nunber of tinmes a content can be checked out nmaybe i ndicated
with a correspondi ng nunber of pieces of a predetern ned f%gure {for
~exanple, it may be a circle, star, crescent or the |ike y ¢ in FIG
5 as well as a nunmber. 11 July 2005 36 Also there is displayed in the

di spl ay/ operation-instructive window a field 208 in which an inmage or the
li ke corresponding to a sel ected packlage or content (corresponding to any
of the image files 183-1to 183 Kin FIG 4) is displayed. In this field,
a button 208lsosthetd iskﬁ@pmﬂahimhaydispga)bapkraaimeimtmetdlve::wrinchlw afmld 208t i ng a
sound corresponding to the content to the speaker 45). \Wen a nusic piece

itle of oihipf Gl AREE NGIURPRENorfdsADhaRia RSP kel BGthoci or Laptditel d 212

Is selected and a eting operatio de while th utton 205 is

Tt helaorieaonding 16 gy HREnmape s BT SromRatk R A uBelRII SRR ke
the content managenment program 111 delete the predeterm ned content stored
in thefieldhabntton &i@aﬁ&@l\uhenw@ym&w@k@iwq@? eontentfontputingasornd ece

title. When a content read froma CDis recorded into the content data base

114 whidespanbitig héontetite thokpdakerdsher be described later) in the
w ndow di spl ayed under the control of the recording program 113 is being

sel ected ( 3 a?iﬂwﬁtle gf ? E}%%%@Hiﬁ?\%f%{??&“w Nzﬁng dgﬁgﬁﬁg\iélz Wi |

nmake the display/operation-ins ctive wn play a fi i n which
it oot 04 2475 Balkstnd abi 8 icsing SelrniorS &bl U Bt R aRBscp i
recorded into the content data base 114 while a button 255 (which will
f ur t heselbgted end datrecotrespemyling toranconiginabpackiagg inheiag diepdayada the field
211, the display/operation-instructive program 112 will make the content management
program 111 delete the predetermined content stored in the conteﬂt data base 114,
r..correspondill-g to the selected music pieée title.
When a content read from a CD is recorded into the content data base 114 while
"~ a bﬁtton 255 (which will further be described later) in the window displayed under the
control of the recording program 113 is being selected (made active), the
display/operation-instructive program 112 will make the display/operation-instructive
- window display a field 213 in whi.ch there is displayed a music-piece title of a content -
‘ (éontent name) stored in the pre-designated portable device 6.
When a content read from a CD is recorded into the content data base 114 while
a button 255 (which will further be described later) in the window displayed under the -

control of the recording program 113 is being selected (made active), the

display/operation-instructive program 112 will make the content management program




control of the recording program 113 is being selected (nmade active), the
~display/operation-instructive program 112 will make the 100j1t|e€6 managenent
program 11 July 2005 37 111 check out the content recordled”f Phe cont ent
data base 114 and read fromthe CD to the pre-designated portabl e device
6. There is displayed in the field 213 at the | eftnost position thereof
corresponding to the nusic piece tit37e of a content (content nane) a
synbol indicating whether the content can be checked in to the personal
conput et1hchaedrouwt teenqidentaresymied in the 'contenttdaea baset Itdsindpoad frioanthefCDhe
field 213 indicates that a content corresponding to a nusic piece title of

a cont etﬂtthégﬁ*eﬂ%si H%H%ria'&]éﬁeﬁ@@ﬁpersonm conputer 1 (that is, it has
been checked out from the personal computer 1). A synbol "x" at the

| ef t t Lt .0f. the. field I ndi.cat t hat. tent di
to a musicpl e Shiab e hE BB BB S LbeRboR Lo P FRed fRBoonal -
conputer 1 (that is, it has not been checked out fromthe personal

conput &P the muysic piegiditle of a contenbsontant darme) acinbelondicating svheshertbesonal

conputer). Wen the display/operation-instructive program 112has di spl ayed

- the fi alomt@itTanibte dheeked ploathe pemontl compitet MU ddr\examplelvgymbst “o” at

di spl ay/ operation-instructive program 112 will display in the

~di spl a)fﬁ@lt?frﬁbétgﬂisi[tgﬁfm%ﬂﬁ& iR 21 A eates that chﬂéﬁi E’or’f&ipgggl & 10AaffEsiel 2

portabl e packag Ich a content stored In the pre- ated portable
but 1 on P18 016 OF et SR HERhached i ke Persp R PREvEn 1 (Pl il Hadinen ¢ he
di spl ay/ operatjon-instructive program 112 has displayed the field 213 in
the di i’ﬁr/awh@slé@capub hrgmghe WSM@PWOWWI 1he Adisypib) /P eatathicoeftimastr uct i ve
position of the field 213 indicates that a content corresponding to a music piece title
of a content cannot be checked in to the personal computer 1 (that is, it has not been
~ checked out from the personal computer 1; for examﬁle, it has been checked out from
‘any other personal computer).
| When the display/operation-instructive program 112 has displayed the field 213;
: inthe display/operation-instructive window, the display/operation-instructive program
112 will display in the display/operation-instructive window a field 214 in whichthe
- ~name of a portable package (1o which a content stored in the pre-designated portable
device 6 belongs) is displayed, a button 210 to close the field 213, and a button  215
to execute a.check-in or check-out operation.
Further, when t.he display/operation-instructive program 112 has displayed the
field 213 inthe display/operation-instructive window, the display/operation-instructive

program 112 will display in the display/operation-instructive window a button 216 'to




program 112 will display in the display/operation-instructive w ndow a
- button 216 to 11 July 2005 38 set a check-out oper ati ony f @ﬂ %%ﬁpntent
- corresponding to a nusic piece title selected in the fi 1 a button
217 to set a check-in operation for a content corresponding to a mnusic
piece title selected in the field Zéﬁ, a button 218 to set a check-in
operation for all contents correspofiding to content nanes displayed in the
- field 213, and a button 219 to cancel the check-in or checﬁ ﬁ¥§%ﬁtlng.
Even wet & chpek-oHbeReiaHOBHOE B ORI COEEFPIRHYNEAa WYsIGRIfEE HHE S6 s 216
to 219, however, the personal conputer 1 will not execute the check-in or
check-igthie f:emezm iaobuttoMh 217 theetuthenk-iadperatian fakedonttnlecorsespoading n or
- check-out is set by using the buttons 216 to 219, the
di spl gy i @ie%@ﬂﬂk%e'ié&éd HARBITRA 813 1 Buttbh b1 8 Setld\heckaRiopRfation

rranagerre ram 111 execute t ck-i-n or check-out. s to say,

ha
112 vitprall %&gﬂtséé?@éﬁeﬂéﬁéﬁiwseinﬁéﬁ SHaSR i P a*‘at LT

‘managenent program 111 transmt a content, or a command to er ase a
predeQéBﬁDrmeddht@hBCbomDé§b@ﬁlﬁ0hbﬁettlbgthe check-in setting (e.g., a
command to erase a predeterm ned content stored in the portable device 6),

to the por BkhavitkYhe ehéck-anst dheckpsiatsettingemadady usitg thst outéahs 216G e usage
‘rule file 162 corresponding to the content or conmand thus transmtted.

Vhen gliﬁbﬁﬁ%l\(/ef he'pe fgb‘:ﬁ% cBhﬁtpu'teﬁ' f’ﬂﬁ?yﬁ@tdexécﬁ?e the check-in or check-out

di spl peratiadn-i ruc program 11 respond to the transmtted
cont ent or comand to update t he history data stored in the history data
file PBETaliBMle history data includes information for identification of a

content having been checked in or out or a date when the content
When the button 215 is clicked after a check-in or check-out is set by using the

buttons 216 to 219-, the display/operation-instructive program 112 will make the

- content manégement program 111 execute the check-in or check-out. That is to say,
when the button 215 is clicked, the display/operation-instructive program 112 wiil
make, based on the check-in or check-out seﬁing, the content management pr_ogram.
111 transmit a content, or a command to erase a predetermined content corresponding

~ to the check-in setting (e.g., a command to erase a predetermined content stored in the
portable device 6), to the portable device 6, and to update the usage rule stored in the
usage rule file 162 corresponding to the conient or command thus transmitted.

| When the check-in or check-out is executed, the display/operation—in-structive
pfogram 112 will respond to the transmitted content or command to update the history -
data stored in the history data file 184. The history data includes information for

identification of a content having been checked in or out or a date when the content




11 July 2005 39 has been checked in or out, and the nanme of the portable

- device 6 fromwhich the content has been checked out. Sing@y bbes check-in
or check-out can be set in a short time, the user can quickly know the

status after execution of a check-in or check-out operation, whereby the
nunber of tinmes a tine-taking check-in or check-out operation is. done can
be reduced to minimze the total tin89(including the setting and execution.
of a check-in or check- out operation) taken for the check-in or check-out

* pr oceduhas beeiGehéckel dnsorasute andnphe narhe tdfe hei psteab e o toet & 6rone S e sk

program 113 mekes the display unit 20 display. Based on CD information
recei vegorteAMhidBec W W SELNET 5-2 for exanple, the recordingprogram 113
will display a CDtitle such as "ACYNCHRONI ZED' in a field 251. Al so,
based on CD &hf | om received fromjihe WW server 5-2, the recording
program 113 %\nﬂllcg%gﬂ? élch v cherk-out gam brsetdnashest tijagyiheusencan quiskly 252.
Based on CD jnformation received fromthe W\Wserver 5-2, the recording

pr ogr anknav the states afienpxequtionsofoa cheek-in pr ebeck-sut bpeatibhEATerebyPLRINET"
"BLACK", "SOUL", etc. in aregion of a field 253 where nusic piece titles

- are to membei oftimyeatimeSakingeheck-ih be cheskob @l dieratibP B e TR bWirkdudigsp! ay
.an artist's name such as "KUWAI" is a region'of the field 253 ere
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FIG. 6 shows an example of the window which the recording program 113
- makes the display unit 20 display.
| Based oﬁ CD information received from the WWW server 5-2 for example, the -
.. recording pfogram- 113 will display a CD title such as “.ACYNCHRON IZED”in a field
,25;1. Also, based on CD informatioﬁ received from the WWW server 5-2, the
tecording program 113 will display an artist’s name such as “RUWAI” in a field 252.
Based on CD information received from the WWW server 5-2, the recording
progr'ain 113 will displﬁy titles of music pieces such as “HEAT”, “PI;ANET”,
“BLACK?”, “SOUL”, etc. in a region éf a field 253 where music piece titles are to be
‘ disp]ayéd. Similarly, the recording program 113 will display an artist’s name such as
“KUWALI” is a region of the field 253 where artists? names are to be dispia-yed.
After receiving a predetermined CD information, the recording program 113
will store it into a predetermined directory in the HDD 21.

Upon reception of an instruction for acquisition of CD information via clicking




40 of a button 254, the recording program 113 will first search the
- predetermned directory in the HDD 21. \Wen the CD infof{giegoss found

stored in the directory, the recording program 113 will display a dial ogue
‘box (not shown) to pronpt the user for selection of whether he or she is
going to use the CD information stor in the directory. Wen a button 256

~di splayed in the wi ndow di spl ayed by the recording program 113 and which
instructs to,st recordi of a con t, kS~ Clicked, . .the recordin
oo S 3100 2, 1RE Tebiifng prép SRl 1 8y il SR e Bré S O ieE i

it along with the CD information to the content managenent program 111.
The cdrgetersinediPihdil oWhentiedaD 1sboraiaticieis dfonnd storegd i tendirectoriogr am
111 conpresses the content supplied fromthe recording program 113 in a

pr edettpeneo@dingpropgim Hﬁwﬂh@ispﬁ@ra)dihliogne pofqhenshbdvn o prymips tHeeser
conpressed content. Al so, the usage rule conversion program 139 generates

a_usage Tdl il of %E%&H{e‘aﬁsﬁfé ?@%{%W LY R CFP MioRhatidR $t&RA Hﬁ the

‘managenent program | “'supp -conpressed and encrypted content
along with the usage rule to the content data base 114. The content data
base 1%-7&6%”- generate a content file 161 and usage rule file 162 for the
content received fromthe content nmanagenent Srogram 111; and store the

cont ent i nt Whenea udtomafi6 displayadin thenwindew d edhyehe reeording pregegen r ul e

file 162. Wen the content and usage rule for the content are stored into
t he. contahddahth MRsacklth sﬁaﬁerd‘e@fﬂiﬁ%tlommﬁéﬁi,nﬁs plickedthd fécoddihg suppl y

the CD information and 11 July 2005
- program 113 will read a content from a CD set in the drive 22, and supply it along with
the CD information to the content management program 111. The
éompression/expansion program 138 of the content management program 111
COmpresses the content supplied from the recording piogram' 113 in a predetermined
manner_, and the encryption program 137 encrypts the compressed content. Also, the
usage rule conversion program 139 generatés a usage rule for the compressed and
encrypted content.
. The content management program 111 will supply the compressed and
- encrypted content along with the usage rule to the content data base 114.

. The content data base 114 will generate a content file 161 and usage rule file
162 for the content received from the content management program 111, and store the

content into the content file 161 and the usage rule into the usage rule file 162.

When the content and usage rule for the content are stored into the content data

base 114, the content managemeht program 111 will supply the CD information and




usage rule received fromthe recording program 113 to the

. di spl ay/ operation- instructive program112. The 11 July 2005
~display/operation-instructive program 112 will a display data for storage
into the display data file 182 according to the usage rule for the content
stored in the content data base 114 by the recording and the CD
information. The wi ndow di spl ayed by 4lhe recording program 113 has

di spl ayed therein a button 255 to automatically set whether the portable

devi ce usgenddet wecivedkfroni the reomidémt progehnh M DIV tthetheDd bheaGent ent
read fromthe CDis recorded into the p({:o%tent dat a basew?gd}/ }I;:bgr exanpl e,

when t hastyttien g%&}amslg I cked, the recording. program 113 vm Il display a
pul | - down nenu Is) W ng the portabl e device 6. Wen the user selects the
conmputer 1 wll

portabl e de m t he wWn nenu, th rsqnal

aut omati cal @H%ﬂgEIPYZ‘ER ?ﬂ%ﬁ) c&’éﬁ%ﬁaﬂbilgﬁ’g‘ﬁl Py daga foresterdgsct ed
portable device 6. \Wen the user sel ects "NOT CHECK QUT" fromthe

pul | - ddifp therflisplay datasileskS?accordipg te theluseigel ruteofordhe chntent stobed pthieent
recorded fromthe CD. Thus, when the content read fromthe CD is recorded.

into th:entenﬂtchtﬁba@tlaléibla)‘z?ﬁ]erlabérd&hﬁhn@@ﬁé’Cﬁ‘ﬁﬂBﬁhhﬁ@n 255 in the w ndow
di spl ayed by the recordl ng program 113 being set active, the personal

| gogpghg(r:kloﬁlﬁﬁt he cont e H’?gmggﬂé(ﬁﬁeﬁoﬂrﬁ#h&%ﬁg h%ﬁ%’ﬁ%ﬁé#ﬁ??e}e;?
st e DRSS autonSictall ol WHHR i RorGhls goicors Bpde ehosk onba ©
cont entr:(S:unf%rI]l(tj réar}leflfo?rrl rtrl?é SCI()) fwl;[errllethlésclog?ent read from the CD is recorded into the
content data base 114.
For examp]e when the buiton 255 is clicked, the recording program 113 will
‘dlsp]ay a pull down menu showing the portable dev1ce 6.- When the user selects the -
poﬁable device 6 from the pull-down menu, the personal computer 1 will
automatically check out the content recorded from.the CD fo the selected portable
. device 6. When the user selects “NOT CHECK OUT” from the pull-down.menu, the
 personal computer 1 will not check out the content recorded from the CD.
Thus, when the content read from the CD is recorded. into the content data base
- 114 with only the button 255 in the window displayed by the recording program 113
- being set-active, the personal computer 1 can make any pre-designated one of the
portable devices 6-1 to 6-3 check out the content read from the CD.

(2) Handling between Different Formats

Meanwhile, there are numerous contents distributors furnishing the music




condition information differing fromone distributor to another. So, the

. user at larger has to purchase contents managenent applhpg@%gﬁ§50r

~ portabl e devices for reproduction or check-in/check-out different from one
di stributor of contents desired to be furnished to another, and hence the
user cannot handl e the nusic contentz stored on a personal conputer by a
~.s0l e managenent application or by a Bl e portabl e device. So, the present

system envi sages to handl e the contents having different formats from one

 di st ri SRAtEAts; FVigh henanicryption syplsmsophthecepfantsrand the farmats ofthef usihgon.

Referring to Fig.7, unified handling of contents having different formats

f r om ocenditishinfurmationdiffedthfrom one distgbotes ite asstheenss, tHe skt Uk %w
system is explained with reference to Fig.7. It is assunmed that the

pl ur al HL ENB REENRE S0t ; r Ad-1,
Qi st ri Bt ok EeofftenfHiaRA u?%ﬁglgﬁaé%\@ggﬁéglue?e? b‘%ﬁf"s‘ﬁ?@é’ﬁﬁﬁfk{% A an
.END server. B4- dj strihuti t he Ic,contents furnished by a S| C

furni sPh %C%P%@Cg'r?d’t gﬁyeﬁ%q:&gp\?@%l@}“q{iiﬁ’mﬁﬂﬁ‘ﬁ@”?‘ﬁ@ l?%@l"ﬁgg%t ents
furnished by a nmusic furnishing firmX These ENMD. servers 4 (4-1, 4-2 and
4-3) flgranothér, pad henes thedisar eannot dizndle theanusic eantentsestars dion g persanatach
~firm over a-network 2 to a- personal conputer 1 owned by a user. Moreover,

"t he r exprptiey byEMdls eiamapsmént dpplicatibnZoretiga 40B)patiablie Hbwice. t he nusic
contents in respective different styles, by the servers 4 adopting

_encryption ,ﬁ%@ﬁﬁ@gﬁ@%&?ﬁ%@&{%@é{mtc%nPngl ﬁfvigg Ui BRRR A0

(usage rule musi ¢ “cont ent’s_ conpr essi on argi ng’
e b i A e SRR sl B 1
application software for
Referring 1o Fig.7, unified handling of contents having different formats from
one distributor to another, in this music contents distributing system, is explained with
~ reference to Fig.7.
It is assumed that the plural EMD servers 4, connected to the network 2, are an
' EMD server Ad-1, distributing the music conténts furnished by amusic furnishing firm
A; an EMD server B4-2, distributing the music contents furnished by a music
furnishing firm B and an EMD server X4-3, distributing the music contents furnished
- by a music furnishing firm X. These EMD servers 4 (4-1, 4-2-and 4-3) furnish the
music contents of a line-up each being unique to each firm, over a network 2 to a
personal computer 1 owned by a user. Moreover, the respective EMD servers 4 (4-1,
4-2 and 4-3) distribute the music contents in respective different styles, by the servers

4 adopting encryption systems of music contents, formats of the using condition

(usage rule) information, music contents compression systems and charging systems




reproducti on or managenent of the nusic contents, a reproduction
.application A311, for purchasing, supervising and repropyg&ggo&%sic

contents fromthe EMD server A4- 1, a reproduction application. B312, for
pur chasi ng, supervising and reproducing nusic contents fromthe EMD server
B4-2, a device driver A313 for transferring the nusic contents to the
portabl e device A6-1 and a device dréd¥er B314 for transferring the nusic
contents to the portabl e device B6-2. Meanwhile, the reproduction

appl i cfdri the nddtion 33@pendntion, Whidl Sre/uni§RE (@ERRIvEQ. the application program
- 115 for purchase and the driver 117, shown in Fig.4, respectively. In the

personal co h i | | ed.: I i nage unit X
15 For manbarobersnel SRderd ARk o PR wS P ol SRR B ont <
stored in the.HDD 21. This cqnprehensive managenent unit X 315 i s nmade up
of a TCLEPYSHA prmanageamen o8 thegnugigrsontents, aehredictionappacatior ASA, EVD 317
and a driver for PD 318. It is assuned here that the portable device A6-1
i s a didipachkasinggsupavising ambiepgodudingmusiasinterfts frois theTgMD servéy Aghe
portabl e device B6-2 is a dedicated device for coping with a nmusic

furni spj @réﬂrbﬂh&j(ﬁﬂﬁ}a}?l‘i@tﬂﬂ BB@_Q,efGiexﬁﬁzﬁﬁaﬁfﬁg?s@ﬁisﬂﬁéﬁﬂtlﬁg{ocﬁﬁgﬂ% for

coping wwth'a nusic furnishing firm I s"al so ass sic

conte ' e A i rdance W.t h .an
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for the using condition 11 July 2005 44 infqQrmation or the conpression
syst er@“B@i?ﬁ’gt%ﬂ%@ therpartable dedige A0l and adeviee dever B34 fortranséerringnst er r ed
~on connection directly e.g., to other device drivers. The reproduction
~appl | dhei ousic stdtepty torthe pdrabie deeisi B$-2.0r Meanwdiile] rthe teproduction
application 311, 312, shown in Fig.7, correspond to the application program 115 for
purchase and the driver 117, shown in Fig.4, respectively.
In the personal computer 1, there are installed a comprehensive management
unit X 315, for managing comprehensive control of the totality of music contents
- stored in the HDD 21. -This comprehensive management unit X 315 is made up of a -
reception interface-316 for EMD, a transmission interface for EMD 317 and a driver
_for PD 318.
* Itis assumed here that the portable device A6-1is a dedjcated device for coping
~-with a music furnishing firm A, the portable device B6-2 is a dedicated device for
- coping with a music furnishing firm B and the portable device X6-3 is a dedicated -
device for coping with a music furnishing firm X. It is also assumed that the music

contents stored in a memory card are encrypted in accordance with an encryption

system unique to each music furnishing firm, with the formats for the using condition




~ A311 encrypts t

t he. EMD server, uploading e.g., a log file and downl oadi ng nusic contents,
. contents keys and using condition information. This rep{p b4
application A311 is adapted for perform ng connection processing only to
the EMD server the application is able -to cope with. Here, the
~reproduction application A311 is ada&;ed for performng the processing
associated with the EMD server 4-1, ile it is unable to perform
connection processing to any other END servers, The reproduction .
appl i dafarBrtion3en thes GOMPressgn EYSEws PRIPEAHHP r?bff@@tpﬁeagégi R pysic
aut henti cation on connection to the EMD server A 4-1,the processing for
aut herbintaits om be teasiceetiancdmettion difgotly @bg.ctalethier deive Hriveds.t he
processing for encryption/decryption of the nusic contents and the using

condi tion iﬁﬂeﬁi&d&ﬂoﬁ%@&ﬁ@aﬁ&h lw&ins the! rbéé‘srsﬁfgéﬁﬁ' icBfine@RiY focat i on .

Musi ¢ ntents, do oaded fromthe "EMD server 4-1. and

- the corr ndi ng usj ng. condi ti;on_.info tion wth the conten and
‘encr ygﬁ%mﬁe%%%t Eﬂlll"ggw&f'&n" 2HO% ﬁle "’suéi g&é’ﬁ?%&]’ng Bu"gfco?oéﬁ?ﬁtg’ é@?ﬁ%t ed key’
in the HDD 21. Meanwhile, the respective reproduction applications adopt
. r espekeyyendinsiggsondiioniptorgrtions rem@dwmnqmﬂlqaﬂ@nef@drﬂﬁétﬁlﬂﬁteﬁ ored in
the sane HDD 21 in the personal conputer 1 cannot decrypt other
repr Ow?énfﬂrrﬁmgl donatcitns piduessing entiew thetENMD sawepthecappditatipplis eblei on. The
reproduction application A311 al so manages the using condition 11 July 2005
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val ue tor'the ér of "tines of ‘reproduction is stated in the Uusing
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decrenments the limt value of the nunber of tines of ) L
connection processing to any other EMD servers. The reproduction application
'A311also is adapted for performing the processing for authentication on connection
‘to the EMD server A 4-1,the proéessing for authentication on connection to the
.portable device A6-1 and the processing for encryption/decryption of the music
| confents and the using condition information Stored in the HDD 21. The reproduction .
application A311 encrypts the music contents, downloaded from the EMD server 4-1
" andthe corresponding using condition information with the contents key and encrypts
the contents key with the: session key to store .the encrypted key in the HDD. 21.
. Meanwhile, the respective reproduction applications adopt respective  unique
_encryption systems, so that the music contents stored in the same HDD 21 in the
personal computer 1 cannot decrypt other reproduction applications than the dedicated

reproduction application.

The reproduction application A311 also manages the using condition




reproduction or duplication by 1 for each reproduction or duplication. The
.reproduction application A311 also transmts the nusic cq@ggpgﬁognd t he
using condition information it nmanages on the HDD 21 to the feception
interface 316 for EMD of the conprehensive nanagenent unit X 315. The
reproduction application B312 perfornms the processing of connection to the
EMD server, uploading e.g., a log fil4 and downl oadi ng the nmusic contents,
contents key or the using condition information. This reproduction

~ appl i cahfoemalidhZppeadadapicach hisi®@eshents For BAnPIOCESTing JdMe FOREC! ' on
~only to the EMD server the application is able to cope wth. Specitically,

the re | ' ' LS le.to JLormgd he processi,n
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pr ocesiﬁl for connection t:ho t he ol(:gge_r EMD seryers. The reproduction

appl i c2gHGEs pse BBPPW?%H gausbss of imes afdossibiaeontertsrepedoatienithect i on
to the EM server4-2, the processing for authentication on connection to
t he poreproduciien applicB®AahH detenpmnte deslimgt Yaue of theymimber 6GmEplENg t he
musi ¢ contents and the using condition .information stored in the HDD 21.

For. exaabauctidibor Sapnel 911 (BPBIIFRPI G ARIRNGINRHEn e musi ¢ cont ent s

downl oaded fromthe EMD server4-2 and'the corre I Nng using condition

i nf or mat i onqp, M . . ke hl e Jul ¥ 2005, 46 encryptjng the
contents ke;{/‘h%r%ﬁr O?agtelfsifs?%ﬁﬂéaéﬁ‘a‘éa li%ontéglﬂﬁ?ﬁ% rlyﬂflgocoé‘é‘?ﬂqﬁﬂﬁgt 3 in
the HDD :21. The. reproduction application B312 al so manages_the usin

condi t MYAE PREBIaRINTIal sl mamages emthe HDI2 81 te themgseptiphteniacs 31:%

exanple, if alimt value for the nunber of tines of reproduction is
st at edfarEMikk ofi thengproprediensive mafapensmi anijt X 315,

The reproduction application B312 performs the processing of connection to
the EMD server, uploading e.g., a log file and downloading the music -contents,
-contents key or the using condition information. This ‘reproduction application B312
is adapted for performing the processing for connection only to the EMD server the _
application is able to cope with. Specifically, the reproductib_n application B312 is
able to perform the processing associated with the EMD server4-2, while it is unable:
to perform the processing for connection to the other EMD servers. The reprdduction
application” B312 performs the processing for authentication on connection to the:
- EMD serverd-2, the processing for authentication on connection to the portable device
B6-2.and the processing for encrypting/decrypting the music contents and the using -
- condition .information’ stored in the HDD 21. For example, the reproduction
application B312 encrypis the music contents downloaded from the EMD serverd-2

and the corresponding using condition information, with the contents key, while’




~ transnits the music contents and the, . using condition information it

such that limtations are inposed. on the nunber of tinmes of possible

~contents reproduction, the reproduction application B31g ?{_ﬂgﬁ nts the
limt value of the nunber of times of reproduction or duplication by 1 for

each reproduction or duplication. The reproduction application B312 al so

manages on the HDD 21 to the recepti4(§n interface 316 for EMD of the
~conprehensi ve nanagenent unit X 315. . The, device driver, A313 i n

appl | EAETAInEeRRNEN kY Wilhst wepiongah Adsaving the rnsTyRied FRT5BR K8 o
device A6-1. The device driver. A313 transmts the nusic contents to the
port alih ehe BIDDe21A6- 1, The device driver B314 is an application software for
transferring nmusic contents to the portable device B6-2. The device driver

B314 transng ' $ hglsBOofiatabes dgei @8inB6-cdndiiien :
conpr ehensmiénlgﬁg%@n%ir?tﬁ SEP{]E?%I%%Q%S arsl appli gati on so#@war g,l dedi cat ed

to the sic. furnishin onpany. X, and which. i s-furni 10 sic
“cont eqelrSian B S ifarepseve BusicROnfdes, Tk b e e Kbt AR
(X)315 11 July 2005 47 is also a supervisj ng software,f.or,tfransf,erri ng the
nusi ¢ footheemmbandf timss of reproduetion i gfatadindheusing cHsitiR NIPFMaHENt he
device driver (A) 313, device driver (B) 314, reproducing application (A)
311 ardch hhat apnitaticisarea pmposat bantleBhusib2r taf timeagef pobsibleusoutentnt ent s
- in the personal conputer 1 conprehensively. The conprehensive nanagenent

uni t tisnd cferf ¢ $inhit viahueSOPEHevi Sing
Yo t nEHSRelipag RS @Rpluliir bR Alord RETRURLRrRARS NG Tkt vaRuee

repro%lﬁ%]ljé)rn o?et\flln%g ‘of reproduction or duplication by 1 for each reproduction or

duplication.

The reproduction application B312 also transmits the music contents and the
using condition information it manages on the HDD 21 to the reception interface 316
for EMD of the comprehensive management unit X 315.
| ‘The device driver A313 is an application software for transferring music
contents to the portable device A6-1. The device driver A313-transmits the music
~contents to the portable device A6-1.

" .The device driver B314 is an application software for transferring music
‘contents to the portable device B6-2. The device driver B314 transmits the music
contents to the pdrtab]e device B6-2.

“The compreheﬁsive management unit (X)315 is an application software,
dedicated to the music furnishing company X, and which is furnished with the musig

contents from the EMD server (X) 4-3. The comprehensive management unit (X)315




The conprehensi ve managenent unit (X)315 perforns processing corresponding
. tq the content nanagenent program 111 shown in Fig. 4. Th?1ﬂﬂf%&ﬁ¥ion
display unit 318 is an interfacing nodule for connection to 1he portable
device 6-3 and executes the authentication processing and the encryption

processi ng between it and the portabl e device 6-3. Mreover, in
~transferring nmusic contents etc to d¥her portable devices 6-1, 6-2, the
projection display unit 318 transfers the nusic contents and the using
condi t iDalson cupatvisingt suftwmb fonetralefenimgthe eusid)conehds andtthe wdng ce
driver (B) 314. The reception interface for EMD 316 receives the nusic
cont entedn ti | A | : b ( t : ; '
bl | car e IR e Bt R o T e RS e
- receivi t.he. musi ¢ cont nd e_using .condit.ion - j.nf tion

tr anst Soief e bpfishaqh (8L 31 EAnd E emodkifE ShplingiontBbTId B mdage
- exchangi ng the nmusic_ contents and the using condition information with the
- PD dri %mu_swszmentﬁ in begievsangl compriesilcconaprebonsivelyd Thisecomprabensdvieli t i on
information fromthe -- --- ------- 11 July 2005 48 reproducing

. appl i.catanapefdht Biit (ED31 3 fsealsepbleduatdigfanheimadic @onfdBls #32 supdreisigeept i on

i nterface tor EVMD 316 perforns reciprocal authentication, conversion of the

encrypid M FidaA8a pSRAYE ggme 628 Wiién fsQﬁg?Brtfane ﬂlngig%' RRuEABH B RR.

information etc., " appended to the nusic contents [ transterred and
onver SO Bt RO BRI gt O GRRLE ® 250
- corresponding to the content management program 111 shown in Fig.4.
The projection display unit 318 is an interfacing module for connection to the
portable device 6-3 and execotos the authentication processing and the encryption
_processing botween it and the portable device 6-3. Moreover, in transferring music
contents etc to other portable devices 6-1, 6-2, the projection display unit 318 transfers
the music contents and the using condition information through the device driver (A)
313 or the device driver (B) 314.
The reception interface for EMD 316 receives the music contenfs and the using
- condition information from the reproducing application (A) 311 and the reproducing
= ‘application (B) 312, while receiving the music contents and the using condition
information transferred from the EMD server (X) 4-3 through the network 2 and
- exchanging the music contents and the using condition information with the PD driver

- 318..

In receiving the music contents and the using condition information from the




condition information or the conpression systemused by the reproducing
Capplication (A) 311 and the reproduci ng application (B) g‘ﬁ E%é:hanged to
the system used by the conprehensive managenent unit (>d y e system
used by the conprehensive nanagenment unit (X)315 is referred to below as a
unified transfer protocol. The reception interface for EMD 3.16 transmts
the music contents and the using cod8ition information, thus converted to
the unified transfer protocol, the device driver (A 313 or the device

dr i vefrefBdudibg dppliesabn (A3 Plurlthy esprodiicinghpplieatimt (ByB i2ytheréeepeiohor  EVMD
316 also transmts the nmusic contents and the using condition information,

convertedele L A 1598 bEAAS 1oBAbARChuHRbIoROCH RS VECRS-3

t hr oug ver contents provided fromthe EMD server

(A) 4-1 and, the EMD server, 4-2 a ce downl oaded. t he reproducing
Sopi i caeryion Syl conyatriom et thedprnal fard B ZoiE LalRun ol 88 o "0
encryption system the conpression system and the using condition

i nf or mppendedto theenusisiconteats being transfecdvand eanvession of ihi ¢orapressioanst er
protocol and are transferred to the conprehensi ve managenent unit (X)315.

The C%Yﬁ%ﬁh%ffsﬂh\éemmf@%ﬁﬁﬂts Boine (rfSFtRredonThehemsypeiby i,y usieg t he
music 11 July 2005 49 contents of the contents furnishing conpanies

doun! oaafichAR 1B BELYRpron b B2 Sy USEpiShuchgapialip e
st ¢ (B8 4409 ChaTRproBuepBRBRIICHIcS AT s RARS EARb STHGPHSOY i ocessi ng
of copying or noving the nusic contents stored in the reproducing
appl i catripvehenijve3ianagement unit (X)315. The system used by the comprehensive
‘management unit (X)315 is referred to below as a unified transfer protocol. The
reception interface for EMD 316 transmits the music contents and the using condition
- information, fhus converted to the unified transfer prot‘ocol, the device driver (A) 313
or the device driver (B) 314 through the PD driver 318. The reception interface for
EMD 316 also transmits the music contents and the using condition information,: .'
- converted to the unified transfer protocol, to the portable device 6-3 through the PD .
driver 318. |
.. The music contents provided from the EMD server (A)4-1 and the EMD server
(B) 4-2 are once downloaded by the reproducing application .(A) 311 and the
reproducing application (B) 312, and the encryption system, the compression system,
. and the using condition information of the music contents are converted to the unified

transfer protocol and are transferred to the comprehensive management unit (X)315.

The comprehensive management unit (X)315 comprehensively supervises the music




reproduci ng application (B) 312, in accordance with the comuand for copying
.or novenment fromthe user. At this time, the reception {njgréspe for EMD
316 converts the encryption systemof the nusic contents, conpression
systemor the statenent format of the use conditions into the unified
transfer protocol.. The reception interface for EMD 316 al so perforns the
processi ng of copying and checking-igy the nusic contents stored in
external media, such as Conpact Disc, or in the portable devices 6-1 to

6-3, i néehtbMS of MPESNBRR fhfni Hipahi ' - ' DEe M th the
CD ri pping command or the ¢ l%@ﬂ@?ﬁ o}rﬁf‘éénramélé%na fermt}.is Fmg&é{ﬁfe@ms
tinme, t ypti o yst.em t ressi op,.system of the nmusic contents
or the %"332':%%%%5%64@@'{2W%%QE‘%EWC%W&M’%Me not. converted to the
unified transfer protocol, the reception interface for EMD 316 nakes the
conver si on- i Hiorecpption fteiface for EMPEY] 6l s basihe fundtivn obmpyingmovingy f ace
for EVMD 316 al so perforns the processing of recording the nusic contents.

managecirdypdrfemoiagphebksisiang checaesnsntheuniiiticcbnbdis i N the portable device
6-3 in accordance with a check-out command fromthe user. | at this 11

f,

Jully 2005 ' . ' ' | f th
st 6 cont erthe teEp(IbA ALY Ry BRNS ML IRRIl e IR STRL AR eSPNE O e ot
converted 1o rhhe uni f i‘ ect t%aqs;ﬁ%{). rotocol,, the reception interface for
EVD 318DRHESIRE HOUSISCRMENtS SiPrdoin Hie renTodBaing: ApplicesiongiA) 88bito theso, at

this nmonent, the avail able nunber of check-out of the using condition is
decr eadepragyicigeapplicatioonily)ehlsh di wecomlaage veith the icommgril forhespytihg omi fied -
transfer protocol. in a lower. application layer in which to transfer data
to ot henowmeitdsemahe us&alAGAS time, the reception interface for EMD 316 converts
the encryption system of the music contents, compression system or the statement
format of the use conditions into the unified transfer protocol..
- The reception interface for EMD 316 also performs the processing of copying
aﬁt_ﬁ checking-in the music contents stored in external media, such as Compact Disc,
or inthe portable devices 6-1 fo 6-3,into the compfehensivc management unit (X)315 ,
in accordance with the CD ripping command or the check-in command from the user.
If, at t}lis time, the encryption system or the compression system of the musicicontents
or the description format of the using conditions are not converted to the unified
- transfer protocol, the reception interface for EMD 316 makes the conversion-into the
unified transfer protocol.
The reception interface for EMD 316 also performs the processing of recording

the music contents. managed by the comprehensive management unit (X)315 in the

portable device 6-3 in accordd_noe with a check-out command from the user. If, at this -




as shown in Fig.8. The conprehensive managenent unit (X)315 has data

- transm ssion/reception with the EVMD server (X) 4-3, W thal@py&s bel ow the
unified transfer protocol as http (hyper text transfer protocol). . . In
t he above-descri bed nusic contents distributing system the nusic contents
.distributed fromthe EMD server (Aé_ 4-1 and the EMD server (B) 4-2 are
acquired by the conprehensive mana gment unit (X)315 for reproduction or
managenent ;. Al so,, the nusic contents, distribut eg fromthe EMD server (X)
4-3, HWS,dbe gaeryphpnAystem gr thy eamprgssion, system sy ¢ e?"&l“éc‘?m&ﬂgsf%rt%@d to the
portable device (X) 6-3. In the nusic contents distributing system as
descr desdipiny formataifithy usite caniiorh ersnetecomveatpehntonthe omitied adsteroper at es
to convert the encryption systemfor nusic contents to be transferred, the

for Wabr&t)célhﬂ]éi%cegtrieft% et {288 forE RIIYBY 6 3Rak &ANE RERIelsor ffo MESIsiffednt ent s

to be‘transferred he conpression systemof the nusic contents to be

and ¢ HBEa pratOgRF 385 Bt P mivishe, F o ERATE Mo SRRACKC IO ARRORES" T

11 July 2005 51 the aid of the unified transfer protocol. So, the nusic
cont egerditionis daereases by wae: r epr oduci ng application (A) 311 fromthe EMD
server (A) 4-1 and the. nusic contents downl oaded by the reproducing

appl i cat i oThéBpnijkehdénsive taeagdhestamiefX)385 Hasahe anifididransbersprefoad. t o t he
conpr ehensi ve managenent unit (X)315 so that the nusic contents of an

arti Stn § WWLeAsHiQRon 1RYeCindwhich8 t{%fég_cg{fé b et ,Lﬁaﬁﬂ%e&bpﬁcﬁﬁﬂnéze |

transterred t e port e device since ' the present

cont ot sohovp i HE I, CPmpHNGRE O Shigemflk TR RSN R s o ¢
syst etrparlgnrlistsiho?zlrr{a%zli)tciog C\)in%hetnhtes Eil\/Tlt)Oservcr (X) 4-3, with a layer below the unified
“transfer protocol as http (hyper text transfer protocol).
In the above-described music contents _distribuﬁng- system, the music contents
 distributed from the EMD server (A) 4-1 and the EMD server (B) 4-2 are acquired by
the éomprehensive management unit (X)315 -for reproduction or management. Also, |
' t.he music contents distributed from the EMD server (X) 4-3, EMD server (A)4-1and
the EMD server (B) 4-2 are transferred to the portable device (X) 6-3.
In the music contents distributing system, as described:above, mainly the
- comprehensive management unit (X)315 operates to convert the encryption system for
music contents to be transferred, the format of the using condition information |
appended to the music contents to be transferred or the compression system of the

- music contents to be transferred, in association with the respective reproducing

applications and the device drivers, to effectuate transfer of the music contents with




the unified transfer protocol, the nusic contents of variable systens,
~stored in the hard disc of the personal conputer 1,-canrpflr§@ﬁ9duced by
the conprehensi ve managenent wunit (X)315 or the portable de{fce (X) 6-3.
In particular, since the nmusic contents distributing systemconverts the
encryption systemand the using condition information at. the tine of
~transfer, the degree of freedomin haggling the nusic contents can be
enhanced while protection of the copyrights of the. nmusic contents is

~ assur edthéThid of the diiffeBRrARFCpOMUASS, ﬁ%%ﬁ%i@%&n@&]@ﬁ%maﬁd infgtzé the

encryption system and the using condition information are conver

bet ween i . | cald a for reproguci or controlling
the misr 0 aE 8P ERRL GEI A e THEENED sePasi (BB 5 B RusiG pnigs
conditign information. By so doing, the nusic contents distributing system
i s abl e“PWNirAdedbydbeienredecing appkicationr(By 312 feom.the EMDisarver(B3d-2dan i n

t he personal conputer 1, even if there are plural reproducing applications,

~thus  ebalitinsferrd o able anggeh@nivomdnhgeiieti an@ofKF115Sso vRiteeemustd nce
‘the using 11 July 2005 52 condition.information is transferred along with

the, mustniERR!STHartDRIGisHSd R b el e AL A AR RIA, A 4SHIAPRL "9

with sole nusic contents t nore rell
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I nformat,ion used in the reproducing application (A) 311 is now expl ai ned.
| né t he YI8HBWIRG Sygteamspnvers the qnayymion system wfimygsic entients formétofthei on,
-represented by a tabulated formshown for exanple, in Fig.3a, is used.
using condition information and the compression system for the music contents into
the unified transfer protocol, the music contents of variable systems, stored in the hard
discof the personal computer 1, can be reproduced by the comprehensive management
. ~-unit (X)313‘ or the portable device (X) 6-3. In pani-cu}ar, since the music'contents
: digtributing system converts the encryption system and the using condition information
at the time of traﬁsfer, the degree of freedom in handling the music contents can be
enhanced while protection of the copyrights of the music contents is assured.
That is, in the music contents distributing system, at least the encryptidn system
and the using condition information are converted between reproducing applications
: adapted for reproducing or controlling the music contents to transfer the music .
contents and the using condition information. By so doing, the music contents
distributing system is able to move the music contents stored in e.g., the hard disc21. -

in the personal computer 1, even if there are plural reproducing applications, thus

enabling unified management of the music contents. Moreover, since the using




~In the left and right colums of the Table are stated, in the col umar
- direction, the policies of the using conditions and speg {,j | ues of
the policies, respectively. For exanple, the pdssi bl e ?@p{dgébéjaé?e (from,
replay end date (to) or the cost per replay (pay/play) are stated as
-policies. The using condition infor ion is distributed from the EMD
server (A) 44 as the information isngtppended to each nusic contents, as
shown in Fig.9B. The reproducing application (A) 311 controls the sic
cont erfiendition infesmatior és trasicrnd atang with the mS&C@Héﬂtshﬂleé%ﬁ%B%‘ﬁgF ng
val ues. For. exanple, assune that the possible replay date (from is
Cct obehe WingldRRitiorpdvatippingwith stleahusiceohtentsitinrs adgyrinovraraiabbe cost
per replay (pay/play) is yes/10 yen. In such case, the nusic contents can

be regjrggéaﬁﬁ@ﬁhgmﬁgd(%mgﬂ 25, 1999 and reproduction thereof before
ata 1s i1nhibite

this even It a replay command is issued fromthe user.

The musi¢.con ntds.al 0. can .be reproduced until Novenber 24, 1999 such that
‘the 1@&%ﬂémmﬂ%tents are erased as fromthis date. The nusic
contents also are set so that 10 yen is assessed per replay . The nunber
of ti riExpbdnatiomr ofdRoviinelydysedHdsingdfonditios {nfosmagionhe separate | og -

I nformati on which is uploaded to the EMD server (A) 4-1 to assess the user
.Who heard oA typréEdoiiiatesf ienisig eondieidndntbrmmtion tdwl imuleereprdducingres t he
musi c contents are heard or viewed. (Explanation of the Using Condition

;Infor @i}]ﬁlgtgélgr(ﬁ%ql%nbuge{jg%ghensi ve managenent unit (X)315) The using

condi t tion, "as u y the conprehensive nanagenent .unit

(X) 315, is _now explained. The. using, condition information, .now expl ai ned,
s appenddd t FRIOHSIE ERRlicEHO8 Kot ysirgneonditiaib iiormatiSpy 4.5
and is

represented by a tabulated form shown for example, in Fig.3a, is used.

In the left and right columns of the Table are stated, in the columnar direction,.
the policies of the using conditions and specified values of the policies, respectively.
~For example, the possible rep!ay'aate (from), replay end daté (to) or the cost per replay
~ (pajf/play) are stated as policies. The using condition information is distributed from‘
the EMD server (A) 4-1 as the information is-appended to each music contents, as
“shown in Fig.9B. The reproducing application (A) 311 controls the music cohtents in
. accordance with the stated policies and the corresponding values. For.-exampie,
-assume that the possible.replay date (from) is October 25, 1999, replay end date (to)
| is November 24, 1999 and the cost per replay (pay/play) is yes/10 yen. In such case,
- the music contents can be reproduced as from October 25, 1999 and reproduction: -
 thereof before this data is inhibited even if a replay command is issued from the user.

The music contents also can be reproduced until November 24, _1959 such that the



. -used when the conprehensive managenent unit (X)315 nmanages control of the
. music contents. Mreover, the using condition infornmati nJL{Ifzdéb%ed as a
unified format when reciprocally transferring nusic content’s”between the

reproduci ng application (A) 311 and the . conprehensive managenent uni-t

(X)315 or between the reproducing application (A) 311 and the

conpr ehensi ve managenent unit (X)315.53Fhis using condition information is

referred to below as the unified using condition information. The unified

usi ng condid canmtentsf ¢ BRisednsifforAAER dake. Uf‘h@ﬂ]ds‘i@%m{eh{sg%lig’ dre @?ﬁo%@ mat on

file 332, .a paraneter file 333 and a hysteresis file , as shown in

Fig. 4. L dmd ngi bl e Mar.ku nguage
I angUagleq_S}I%ﬁq“? ﬁgg‘fsﬁ%‘gg% ?@QBFPS&E{]%(# tﬁ{%‘? ,()?tl'f‘%mldgf:é?léﬁé' éﬁf" g’ﬁ%‘?l"?)at i on
of eachtfil . 1;[10 t he aufonmaton file 332 are_appended an aut onmaton stating
por t 1 orPatpel 4si1he sepgralileg Tnkaragtian yhidne wpleatsdderibe MRS sByerA)hdt on, an
aut henti cati on code bﬁ contents keys (MAC, Message Aut hentication Code)

o

342, a toiagsessihe ulser who bnaeirsvipwed by an agfhumt coi¢speuding (¢ tetivmhsatof f or.
verifying the signature (Cent) 344, as shown in Fig.11l. The contents key

i s dendimés e miRid Sdnténibate/RéRd'RWidREG a public key of the contents
purveyor who prepared the contents are denoted K-'E and WE, respectively.

The au ' ' 1 describes the.o atjng.state of, nusic
content(gﬁgg/é}%rtlﬁéx fen e?gg{éapénﬁgé% ﬁéﬁé?gt?% ap ﬁ"ﬁ‘ﬁﬁ’% tb%g?ﬂiﬂl?@. WWE a set
of the operatin St@é&)ﬁ f the current nusic contents Q and with a set of
i nput CONGIE Jind ﬂgb the events of the nusic contents E, the
automaton stating portion 341 expresses a set Q of the operating states

" of the nusi dheowsingcondition informptEmabs aséd byshd compashensiveansnagement
unit (X)315, is now explained. The using condition information, now explained, is
.app.ende.d to the music contents downloaded from the EMD server (X) 4-3, and is
~used when -tﬁe-comprehensivc management unit (X)315 manages control of the music
cbptents. Moreover, the using condition infonnation is used as a unified format when

 reciprocally trﬁnsferring music contents between the reproducing application (A) 311
. and the comprehensive management unit (X)315 or between the reproducing
application (A) 311 and the comprehensive management unit (X)315. This using

- condition information is referred to below as the unified using condition information.

The unified.using condition information is made up of an index file 331, an
automaton file 332, a parameter file 333 and a hysteresis file 334, as shown in Fig 4.
These files are stated in an XML (eXtensible Markup Lénguage) language.

In the index file 331 is stated e.g., the reference information of each file.

To the automaton file 332 are appended an automaton stating portion 341,




, Q@ _1dl1d = 95(qg,a)jgQ aQ S XE -'QG As shown in this equation, the
~set Q of the operating states is expressed as d. The d11i\§{ld%(%d§1ed by a
function 8 having. variables g,a. The g indicates one oper ¥ state of
the set Q of the operating states of the nusic contents. The a indicates an
event of the set of events E. The function Sis a map of a power set of Q
and E. to Q Based on the above Q ® and Q, each tuple is expressed by
{<q, a, d> 1 g, dQ aeE}. Note that <q, a, d> indicates an exanpl e of
per nutstatinm thendsing wonditiamsnbyp Aulgmaton,can authehiicatvemcods byroatente kepy
(play), copy (copy), amount (pay Y), possible play start date and tine
(fr Om}m& Mbé’s‘ég@ Dﬂlthgﬂ‘ilﬁitﬁiﬁcbédé)”?ﬁlgﬂ ) sWureW@%bn&fntyﬁm'e?%ﬂéSi%E: y 2005
a nu o = ay,

55 days (i n Ddays), or event , are stated as follows:

copy, Y, fr YMD, tO Y Kn _DPdays . , . O st ment is
e PR et A on et bl s Te ey Bt SRl W5 Bt on 'S
descriptor 341 is hereinafter explained. An illustrative description by a
 tupl e-copterds kends sdenetrst K&, whibviesprvaiggkeyoprd 2 pwiic kenpéithe senbmtsusi c
~contents shown in Fig.12, is shown in Fig.13. This automaton performnms the
st at upurveysr Whopsepared the exptenisnee defrotedtK 't ard¥'t, lespéctivelyde from an
~initial state qOto a state gl and to a state g5. Fromthe states gl and

g5, paral | eﬁh&ﬁﬂ@mbn%gﬁhﬁg Wohﬁo@BﬁQY&@&}ib%XQH&-(ﬂic‘ré’tiﬂig atA8tofafRisNd . such
as 10 yen{payl O occurs in e state gl, transiti'on to the state g2

made conione® BF AR BYsREET b P AR SN hCeb@bfe: N cat oo that, i1

With a set of the operating states of the current music contents Q and with a set

of input symbols representing the events of the music contents X, the automaton.
stating portion 341 expresses a set Q’ of the operating states of the music contents
- following status transition as follows:
Q7 = {d|d = 8(q,x)|qQ, aQ, 6: QxZ ~Q}
- -‘ . As shown in this equation, the set Q’ of the operating states is expressed as d.‘
The d is defined by a function & having variables q,a. The q indicates one operating
_ st.ate of the set Q of the operating states of the music contents. The « indicates an
event of the set of events X. The function.d is a map of a powerset of Q and X to Q.
Based on the above Q, 3, and Q’, each tuple is expressed by
{<q, o, d>|q, deQ, acX}.
Note that <q, &, d> indicates an example of permutation and combination of q, «, d.
In X, events such as replay (play), copy (copy), amount (pay Y), possible play

start date and time (from YMD), p]ay end date and time (to YMD), number of usable




t he paynent of 10 yen is made, the nusic contents may be reproduced only
~once. If a paynent event of a pre-set anopunt, such as 100Q.y8ghd a. payl 000)
occurs in the state ql, transition is again nade to the status q3.
Specifically, this automaton indicates that, if the paynment of 100 yen is
made, the nusic contents can be reproduced wthout- regard to the nunber of
tinmes. If a paynent event in an anoungscorresponding to n tinmes the
reproduction amount for one reproduction, such as 10 yen (payl Oxn) occurs,

transi tdoys (is ?,td? iR ()5 aftstatell asablIBlyst F @nsi tion to the status g4,
t he play event pl'ay) occurs, “transition s again nmade to this state g4.

If n play eveni C i } st 4, nsiti.on i s made to the status
ql. That is,gi_na?tlﬁf’séggyfgﬂg%%omtﬂg@g o‘éMﬁh‘é‘tbdi)is, ly 2005 56 if 10xn
yen is paid,,th ic,contents can be reproduced n tinmes. If a paynment

event of a &%@%E&i%lﬂﬁsﬁa@lmta%m@@ly@ntom&tcwcbsbﬁptdnétlslt ate Q5, :
transition is nade to the state g6. |If a copy event occurs in the state (6,

‘transition iAspedfiedsiatétentshaheaetomatén dec@PoLIEN s REGHAReS klifed! at us
g6, transition occurs to the status 8. If a play event occurs in the

~state g8, trAfASHluk@Live dRsSHidtidF LSSt f. a copy event
occurs in this state g8, ?G;Hnéﬁ?gnaﬁgb%ﬁﬁt@?ﬁeg'gﬁcgiaéoﬁ’. refﬁ'g%erg{n&e g9
is a fi t.ransitjon to other_ states occurs and no event
~ occurs.. %l?(sﬁlhgr,lmﬁflg’fgﬁ'f%ﬁﬁ% ﬂtstﬁ%%‘”} l,g-]ri ig shoyadnitkdg43i d, the nusic
- contents cang{ze copi ed ‘once to other device. Mreover, this autonaton
shows t hat, ‘N ABIEIAIPAPeHgsms thostats isansitipisess new explaipgd.oduced any’
desired nunber of times, reproduction is inpossible if Nonce the nusic
~contents ar Fishgragitien srahde frodeyh igitial &tat B3 RBAE g8 \@tto st - set
anount, such as 2000 yen (a.pay2000) occur sd@?n‘ t he stqate q(5), St?‘aeﬁg%ti on is

made t Frbhethetspites QTaanqS?pﬁfb‘?Pél W&nc?l?%%ﬁrsi. n the state q7, :

If a payment event of a pre-set amount, such as 10 yen {pay10) occurs in the -

- state ql, transition to the state g2 occurs. If the play event (play) occurs in the state
._q2% transition is made to the state q1. That is, the present automaton indicates that, if
the payment of 10 yen is made, the music contents may be reproduced only once. If
a payment event of a pre-set amount, such as 1000 yen (a.pay1000) occurs in the state-

g1, transition is agaiil made to the status q3. Specificaily, this automaton indicates '
that, if the payment of 100 yen is made, the music contents can be reproduced without-

- regard to the number of times. If a payment event in an amount corresponding to n
tjmes the reproduction amount for one reproduction, such as 10 yen (pay10xn) occurs,

- transition is made to the status q4. If, after transition to the status q4, the play event
'(play) occurs, transition is again made to this state q4. If n play events occur in this

state q4, transition_ 1s made to the status q1. That is, in this automaton, it is shown that,



transition is again made to this state q7. If a copy event occurs in the
_state g7, transition is nade to the state g8. If a pl ayﬁe%wﬁ odiccurs I n
the state g8, transition is again made to this state g8 a copy event
occurs in this state g8, transition is made to the state 9.. This state g9
is a final state where no transition to other states occurs and no event
occurs. That is, this automaton shovw that, if 2000 yen is paid, the nusic
-contents can be copied to another device a limtless nunber of tines.

Nor eoMen Oxhien igphiEiomushoventehiicandetleprgiucetiar daesed nusic contents can
be reproduced any desi red nunber of times, the nusic contents, copied to

anot her de\ﬁ#ﬁﬁle ﬁl%ﬁt éx}t%?aginjr %H{ 899(55 é?asrf@(ﬁ?ge ﬁcgrgrsﬂtgg%gaté

.tuplerows ormn ve- SCI’IE’dStatUS

transitions. é o S|ble fqor the autorraton Stat{n g OI‘%IOI’I 341 to state
‘par al [tEANSEeR Wé@? ecﬁ%treaﬁ nf astopysyent aeipgdn the, @g“dﬁ AR enent  of
nusi ¢ contents. For exanple, parallel synthesis of the operations ao and
al -maymide teetheastatngsd Iy dopy ¢vepl ecapy e Huestatus G lttamst ionco@urafo e, 0>
<qo, a, al, qo>. It is also possible to state an acti on acconpanying the

st at ugtdti 348! af Q@Idy"'exﬁéiﬁ oc@ﬁfsoiﬁ‘ﬁh@@ta%é QB' #8n306A 19 Bgaif ImadOto Miiasmtee, the.
action is represented by tuple as <q0, a, qgl; action> This action

s repiespntatytet SRS iPthis Wt Oé{&Q%n@xtﬂfnefsqﬁgdé’ﬁ)dth\é%ﬁd@@[ $his'iifte

q9 is a final state where no transition to other states occuré and no event occurs. That

is, this automaton shows that, if 100 yen is paid, the music contents can be copied once

to other device. Moreover, this automaton shows that, although the music contents
- copied can be reproduced any desired number of times, reproduction is imp.oss.ible if
.once the muséc contents are copied to another device.-

If the payment event of a pre-set amount, such as 2000 yen (a.pay2000) occurs
in the state g5, transition is made to the state q7. If a copy event occurs in the state q7,
transition is again made to this state q7. If a copy event occurs in the state ¢7,

| transition is made to the state q8. If a play event occurs in the state g8, transition is
again made,t.o this state ¢8. If a copy event - occurs in this State g8, transition'is made .
 to the state q9. This state q9 is a final state where no transition to other states occurs
- and no event occurs. That is, this automaton shows that, if 2000 yen is paid, the music
..cg:.mtents can be copied to another device a limitless number of times. Moreover, the
automaton shows that, although the copied music contents can be reproduced any

~ desired number of times, the music contents, copied to another device, can not be




variable is made up of an ID, a scope and an initial value. For exanple,
~wth a variable n representing the purchasing price of a‘[ﬁ?ﬁlfﬂ@béa)’
statenent is such that a.n: =1000: An exanple of the autonaton stating
portion 341 stating an action with respect to the variable is as shown
bel ow. <qgo, payl OO, ql, a.n: = a.n - 100> ...(1) <qO, pay (a.n), qgl, a.n:
=0>...(2) <01, play, q,> ...(3) 115Quly 2005 58 This exanple indicates
that the purchasing price of a sole nusic contents (equation (1)) affects
* the prireprafucgdbum purchase (equation (2)). The above-descri bed autonmaton
stating portion 341 is nade up of an entry ID 345, a contents |ID 346,

ver si on i nf gt;gaita 47, r i nfor ion, 348, and.a t.upl equence
349, as shO\?\'frll‘[iiBi r? @fbgﬁ i%.tuﬁﬁsﬂﬁg‘g%ﬁe@a&ﬁfmﬁeé’ufﬂm?fr%' %fq}ffﬂflgﬁﬁ%?g?wfg
porti 0%34 tc?e description format of which has been defined will be
descr i BEGHACY RRTUSHANSIONS. Meanwhi | e, the events and commands -used bel ow
as the automaton descriptions are defined by a DID (Docunent Type

Def i ni tion) Itisquissibéeifonthe metobasors stafing pertidd 34 b pestafe paali elnynfirsisoranp! e,
the reproduction (play), duplication (copy), pay for play (pay-for-play),

pay fobpetiigcatbieaNi Bﬁlé‘rft@rutp_ﬁfgﬁ)/t?xg ﬂ@?ﬁenﬁ@ﬁﬁ gt M@k?ﬂteﬁ&?%kﬁéﬁ@bﬁeﬂm

play), pay for al bum duplicati ay-for-a n copy pOSSi start

 event sPRATeL ey iREs S PR URR R Slab a3, B s BPisSca R it et ot on

stati ng g ﬁti on 341 by the XML | anguage indicating that the nusic contents
can bed¥ %%ﬂﬁced as from - o ,

<qos &, 2y, o>
<qo» &, ;, Qo>
It is also possible to state an actioﬁ accompanying the status transition in the
- .automaton s-tating portion 341. For example, the. ac-tion-i:s represented by tuple as
follows:
<{gs &, qy; action> -

‘This action is represented as a function employing a pre-defined variable. The
~ variable is made up of an ID, a scope and an initial value. For example, with avariable
“nrepresenting the purchasing price of an album (2), statement is-such that a.n: = 1000

An exaniple of the automaton stating portion 341 stating an action with_ respect to the -
variable is as shown below:

%qo, payl100, q,, a.n: = a.n - 100> ‘ -1

<go, pay (a.n), q;, a.n: = 0> -(2)

<qy play, ¢;> ' )




Septenmber 1, 1999. The description shown in Fig.16 is an automaton shown in
~Fig.17. The automaton is constituted by the state gql as gnul%gbé al state
and the state. g2. Wen the date becones Septenber 1, 113 é Ich is a
possi bl e use start date (from in the state ql, the state is noved to the
~state g2. Wien the reproduction event (play) is generated, in the state
g2, the nusic contents are reproduceéd, and the state is again noved to the
11 July 2005 59 state g2. In such nanner, the automaton controls to enable

repr oduct i qhi9fexbhplénindicates ahhtettes phraimsigppriobet d solk98fisid-contehs shows
an exenpl ary description of the automaton stating portion 341 by the XM

| angu WLl ' : | E@ﬂﬂ produced unti |

Cct obwmﬁggzhfﬁﬁ%qgég@??Sﬁaﬁir%ﬁg?gv{:\gmlﬁg%f g.]fgleﬁzgﬁan aut omat on shown in

~Fig.19. Th aytomaton .is.constituted by the state gl.as ap initi state
End the st e Ao CHUSRAbEA GUteaEAPR SmE P AiEn A S e Of et B D) By ©s

generated in the state g2, the nusic contents are reproduced, and the

st at e 34$, agantentsde34 6,0 erdion stfarmati@n 34Parariable nfomnatienchp andattvpler 31,

1999 which is a use end date-(to) in the state g2, the state is noved

: to.thge?ﬁ@{& ﬁfgg.aslsﬂ(,{vw;nqtigge,_end, the state is not noved to any state, or
no even Is generated. In Such manner, the automaton controls to enable

repr oduct | %gj'cgcifi_ exa??ﬂ@leﬁﬁﬁl%r}hfd]}lastoﬂg{ét{n (bR ?’4?&3”&%%’?9%95 k shows an

exenpl ary- dedcription o € automaton s Ing portio e XM
| anguage .i.ndicating that the possibhle reproduction tinme period for the
rmsicogaﬂmcg#ﬁa§5)r>§r9firs€ﬁ¢<é@ﬁﬁa%feﬁcrﬁ?qub OWIBEt ober 31, 1999, With the

nunber of tinmes o
Meanwhile, the events and commands used below as the automaton descriptions

are defined by a DTD (Document Type Definition) .specified on the basis of the XML

spécification. For example,.the reproduction (play), duplication (copy), pay for play

_(pay—for—playj, pay for duplication (pay-for copy), pay.for album play (pay-for-album-

play), pay for album duplication (pay-for-album-copy), possible use start date (from),
- use end date (to) and a null operation (null) are set as events by the DTD.

- Fig. 16 shows an exemplary description of the automaton stating portion 341
by the XML language indicating that the music contents can be reproduced as from
September-1, 1999.

The - description -shown in Fig.16 is an automaton shown in Fig.17. The
automaton is constituted by the state q1 as an initial state and the state q2. When the
date becomes September 1, 1999 which is a possible use start date (from) in the state
ql, the state is moved to the state 2. When the reproduction event (play) is generated.

in the state ¢2, the music contents are reproduced, and the state is again moved to the




of possible reproduction being 16. The description shown in Fig.20 is an

. automaton shown in Fig.21. The automaton is constitut edHaX ?gqsstate gl as
an-initial state, the state g2 and the state end as an end"% When t he

date beconmes Septenber 1, 1999 which is a possible use start date (from

in the state ql1, the state is noved to the state g2. Wien the 11 July 2005:

60 reproduction event (play) is genersgted in the state g2, the nusic

contents are reproduced, and the state is again noved to the state g2.

Wen ¢ ewdape 1ASGeRRRannEE R0RTofTor 8IRIBIE bdble FepttoBuEiith ?P{h% il 6' n the

state g2, the reprodudtion event |s generated t he
state | th at.e In the state end, the state is not m)ved

- to any ?Pg%g? P§8p§9ﬂt?fﬁ ;Sggnerat ed. In such nanner, the autonaton

controls to define the reproduction period from Septerrber 1, 1999 to

Cctober 31, Ipod8 shewsas caemipharytdescriptioreef tre ndpmatorestatingportien 361t i nes.
Fig. 22 shows an exenplary description of the automaton stating portion 341

by ‘'t he b¥Mhel XMLidargiagdiindicatiggtthat thé)enusierbefiteafs EAlTBe reprddieb@ gl i on of
the nusic contents is to be I|mted to 16. To the paraneter file 333 are

appendestighPes ANRJgyr Statenent portion 351, authentication code 352 by
contents key, a si gnature 353 by a contents purveyor, and a writ of

aut henti.cat 54 v the signature, shown in Fi
contents 33’ ﬁg C(ﬁ %ﬂ%?gt‘ﬁeﬂ‘bﬁpéﬂ%‘)ﬁ Yy ip lﬁal%l &gekey of
t he contents purveyor Er epared the contents are denoted K-1'E and K E,
r especeuiganaton s éOli!ﬁéH&ﬁftdths’rt tistate g3 Rsaarinfiial state and e Sipteaenxbas amemsd. .
purveyor other than the contents purveyor who prepared the autonmaton fi I e
332, fshatexxWhenethearepsiuetionyevent (play) is generated in the state g2, the music
~contents are reproduced, and the state is again moved to the state 2. When the date
becomes October 31, 1999 which is a use end date (to) in the state q2, the state is
moved to. the state end. In the state end, the state is not moved to any state, or no event
- is generated. In such manner, the automaton controls to enable reproduction of the
.munic contents until October 31, 1999.
. . Fig.20shows an exemplary description of the automaton stating portion 341 by -
the XML language indicating that the possible reproduction time period for the music
contents is from September 1, 1999 until October 31, 1999, with the number of times
of possible reproduction being 16.
The description shown in Fig.20 is an automaton shown in Fig.21. The
automaton is constituted by the state q1 as an initial state, the state g2 and the state

end as an end state. When the date becomes September 1, 1999 which is a possible use

start date (from) in the state ql, the state is moved to the state q2. When the




purveyor such as a contents retail dealer or by an internedi ate contents

~distributor. To the paraneter file 333 so rewittenis @pg&g?g&sa uni que

entity 1D 355 accorded to the purveyors or to the internediate

. distributor. Meanwhile, Kc is the contents key of the secondary purveyor,
"wth Kc = HKc, Entity ID). The contents key K c of the 11 July 2005 61 -

secondary purveyor is formulated frofithe contents key Kc of the primary

purveyor. The primary and secondary purveyors are distinguished from each

ot-her feprodectivn esento{play) figrienesittdin fheestats ayetihe hidsec Fdatenss weg i fied
by MAC if the contents key is already to hand.” If the contents key is not

avai | _artéh?%@@cfedr %ﬂﬁotﬂﬁ s?ﬁ@fjg :ﬁ%g[n frﬁw%?fstst% tsrrtfn? hfgf- [)W'ﬁ%h the éir?itjé Beggiﬁg,é;y

verifie s gnatures an runen rinary secon

contents. puryey S and A and,with the termnal B the protocol verified
by NAéBFEO%%gioﬁ%hi 9 s PR e (DR 4h Hales Offl%éﬁﬁefl?f?&%(’ﬂ@‘@m -

indicates transnmssion fromS to B, and A-B indicates transnm ssion fromA

to B. is@ancraded 46 tisnesr(pldy o16),Hbe datd isanévedtothelStateent. [ikthe stdd)end, S-B: X
= E(Kc)l A-'B: IDA "Paranmeters, M= MACK ¢ (Paraneters) . B:..MWAC K.,

- (Par anmpe&diftk %s -nof théveRPIAERY Sfats {GH F8TBRE Nt deneutd® ] IAtstcASmaeRR ! kied ent's of
a function for changing the values stated inh the automaton stating portion

341 Sl SRR L bnad T, PRRIRGRIP ok pCSERIEMS £1008
becc_)rre(gct%b%y git i%b, a%?l tg %%\%\f;nqué guwinber of reproduction to be 16 times.

Fig. 22 shows an exemplary description of the automaton stating portion 341
by the XML language indicating that the number of times of reproduction of the music
contents is to be limited to 16.

To the;‘ parameter file 333 are appended a parz;meter statement portion 351,

1autlientication code 352 by contents key, a signature 353 by a contents purveyor, and
a writ of authentication 354 verifying the signature, as shown .in Fig.23. The contents
-key is denoted KC, whilst the private key and the public key of the contents purveyor
who prepared the contents are denoted K™ and K';, respectively.
‘The parameter file 333 can be rewritten by a cbntents purveyor other than the
- contents purveyor who prepared the automaton file 332, for example, a secondary
purveyor such as a contents retail dealer or by an intermediate contents distributor. To
the parameter file 333 so rewritten is appended a unique entity ID 355 accorded to the

purveyors or o the intermediate distributor. Meanwhile, K’.. is the contents key of the

- secondary purveyor, with K’'c = H(K, Entity ID). The contents key K’¢ of the




<90, pay (fi(10)), 91> <q,, pay (f2(10)xn), g2> In this case, the above
functions fl and f2 are defined, for exanple, as followsyq}}yd8by 2005 62
f,(n) =0.9n ,(n) 90 + 0.1n. By defining the functions as above, it is:-
possi ble for the primary purveyor to set a default price value and for the
second purveyor to rewite the paraneter file 333 to change the price. The
above-descri bed paraneter statenent portion 351 is made up of an entry |ID
356, contents I D 357 and the coefficients information 358, as shown in

Fig. 25seco%rﬁ)zﬁﬁb/%gr@§ isSfobmbiRit&BfrohftiR ddrténts %%Kcaéf the ptrﬂgaly Jﬁitrgﬁi(ﬁ* y of

t he operation of the nusic contents, operated based on't s of
descri pggl 00, i i . portion . _The status, and..t he
var  ab e Blivhly s SRER Ay GralErisBREbIRE B et ot bY BRI g
For exanlg i.f reproduction is carried out twice in the exanple of
Fi g. 1301 ayienyqatigfy 1> results, so that the trajectory of the follow ng
operation: <paylO, play, paylOQ play>is obtained. If this is sumed and
upl oaded i nThe gparambter dile338He verifiednimn Mk aeiftthe mbhtenfsXkép is hlready possi bl e
to conpute the ampunt payable by the user. In the music contents
- di Stri pakd. P11V &neeAtd key I i 2GAT14U1E foHYehi G pE3iiReh1G834Fety, e parameter
file 333 is verified by signatures and instruments. |
With the primary and secondary contents. purveyors S and A, and with the
terminal B, the protocol verified by MAC is as follows. S-A indicates transmission
from Sto A, S-B indicates transmission from S to B, and A~ B indicates transmission
from A to B. ID, indicates an ID of the device A.
S-A: K’ =H (K¢, ID,)
S-B: X = B (Ko)1
A-B:ID,, Paiameters, M.= MACK’. (Parameters)
B: M=MAC’y.; (Parameters)?
‘This parameter statement portion 351 states coefficients of a function for
- - changing the values stated in the automaton stating portion 341 of the automaton file -

~ 332. For example, in the example shown in Fig.13, there are occasions wherein the -

price of the music contents becomes a function, as shown below:

<qg, pay (£,(10)), q,>
<C_11a pay (£,(10)xn), q,>

In this case, the above functions f; and £, are defined, for example, as follows: -




information, representing the using condition by an automaton in which the
.policy itself and its concrete value are programed, |s1y§&g2 ?5 i's
possible to elevate the 11 July 2005 63 degree of freedomi 9

description of the contents using conditions. (4) Re-storage and

Re- downl oadi ng of Destructed Miusic Contents The backup of nusic contents by
“the conprehensive managenent unit (X£315 is now explained. First, the key,
managenent net hod of the conprehensive managenent unit = (X)315 i s explai ned
by refgnyEr@9o Fig.26. The conprehensive managenent unit (X)315 stores the
musi ¢ contents Cl1, C2, C3, OCn in the hard disc 21 in the persona
conpufeﬁ) hE)FRnprehenS|ve managenent unit (X)315 al so stores the _
cont ent's keys C Kc2, Kc3, , Kcn, associated with the nusic contents c1,

c2, C3; . The cont nts k in a one-for-on

o r expond BN SHTERERRE MiictionT atoNEe T RSt PIE oy e BrEntelnt e o °%. o
Cn are appended the contents IDs for identification. These contents |Ds

ar e t edefanlCprice vahreanddobthe seagndrpurveytrdorewrite thepasametafiled33 163, n

are encrypted by the contents keys Kcl, Kc2, Kc3, , Kcn and, in this

st at ech@ﬁ@ﬂg:m@@d in the hard disc 21 of the personal conputer 3. E(K,

C) denotes that the contents C have been encrypted with the key K

and ener SR B aiR PR eRmed iRriGR O3 Bmdd R PEb SRAT ST T o

E E: @5&,%;9%&&% flg%ﬂ;%%ﬂhtg r(‘:ﬁ%gfgqghg]&tggp e{rllltg'l?lon%% Elg s g\gvnsiﬁ%éigl € f rom .

The hysteresis file 334 is a file for stating the trajectory of the operation of the
music contents, operated based on the contents of description, in the automaton stating
portion 341. The siatus and the variable in the tuple of the automaton stating portion-
341 is recorded. For example, if reproduction is carried out twice in the example of
Fig.13, |
<4o> 95> Go» 41>
results, s0 that the trajectory of the fol]owiﬁg operation:
<pay10, play, payl0, play>
is obtained.

. If this is summed and uploaded in e.g., the comprehensive management unit -
(X)15, it is possible to compute the amount payable by the user. .

In the music contents distributing system 1, in which the unified using condition

information, representing the using condition by an automaton in which the policy

itself and its concrete value are programmed, is used, it is possible to elevate the




The contents keys Kcl, Kc2, Kc3, , Kcn are encrypted by the storage keys 11
. July 2005 64 KS and are recorded in the state of E(SK, H:IJQ" 25&5SK, Kc2),
E(SK, Kc3), , E(SK, Kcn) in the hard disc 21 of the personay conputer 1.
This storage keys Ks. exhibits so-called resistance to short wavel ength
and is saved in a recording area that cannot be referenced by an ordinary
user. If, in the conprehensive managesgent unit (X)315, where the key
managenent is performed as described above, the nusic contents C, for

exanpl elegrée b fleedomaRtREHERS; tﬁheoﬂﬁgtcﬁﬂfe?lﬁ(ﬁéiné%bnhao%?rypt ed, using the
l'y the nts

storage key KS, and subsequerit musi ¢ cont I'S decrypted, using

(0 315 1R R foffR 8 Re- el fuing R AR a8 R Goligpls' 7 T
corrprehensi\zle nagenent uynit (Xé315, where the key nanagenent s
performed aslife B&d musdy eontents byutbe coomprekensivaanansgementainio@e3 16r om t he.
hard disc 21 to the portable device (X) 6-3, reciprocal authentication is
per f or iedow ¢xplaimed. portabl e device (X) 6-3.. On conpletion of the

aut hentication, the contents key Kcl is decrypted by the session key and

? get Cans or e Ry #é?'%‘%éﬁ%ﬂ%@lﬁ*@%‘* 85@%@@?@?%&@‘3&3%@%&@6 “g@”t and
dovi co Pt TR Effiling g HiEARnd (he musi ¢ contents O are both

erased from¢the hard disc 21. By so doing, the conprehensive nanagenent
unit - ( X) 319 hecogmrehensivaypanagrnentaing (Xgmiﬁpmmemsﬁmmmmﬂﬂ,é‘mevi ce
(X) 6-3. The nethod of regenerating the nusic contents as becones necessary
when tR3, -+ Cn in the hard disc 21 in the personal computer 3. The comprehensive -

management unit (X)315 also stores the contents kéys Kel, Kc2, Kc3, -, Ken,
. associated with the music contents C1, C2, C3; + Cn; respectively. | The contents keys
-Kcareina oﬁe-for—o‘ne correspondence to the music co.ntcn-ts, C. To the music contents.
'Cl,:-CZ, C3, - Cnr are appended the contents IDs for identification. These contents IDs
are termed CiD1, CID2, CID3, -, CIDn.
 The music contents Cl, C2, C3, - Cn are encrypted by the contents keys Kct,
Kc2, Kc3, -, Ken and, in this state, afc recorded in the hard disc 21 of the f)ersonal
computer 3. E(K, C) denotes that the contents C have been encrypted with the key K.
- Usually, the contents IDs are recorded in a header of the music contents C and
encrypted along with the music conterits C, or the MAC is appended to the music
contents C, such that the contents IDs are not separable from the main body portion

of the music contents.

The contents keys Kcl, Kc2, Kc3, -, Ken are encrypted by the storage keys




11 July 2005 65 nusic contents or the contents key cease to be
~reproducible fromthe hard disc 21 due to, for exanple,?pﬁﬁtéaﬁgion of the
hard disc 21, is hereinafter explained. Usually, the conpre LAsT Ve
managenent unit (X)315 saves the backup data of the encrypted nusic
contents C and the contents key Kc in-the hard disc 21. Al so, usually, the
conpr ehensi ve managenent unit (X)31%4is supervising the purchase records
of the nmusic contents downl oaded formthe EVD server (X) 4-3 and the |ist

of the RN fedoi& i 1R stALHIR(BIQKENSESE] KQINEGK sKespredi(SK t he hard

di sc 1 as use log information. Thi's 16g irnformatioh is to be updated at

the ti aof ,contraqlling t he i nt S seontent s

o dodsandhe AR s A btthe sdfoaBAT pombR 15, PhRCadNER kE RERAIAR" ST O,
(X) 6-3. The caonprehensive managenent unit (X)315 upl oads the |o

i nf or satcadlediesistaacetpshert weavelongth agd i savyeggincargopr gﬂ?%&"é@@%&%‘i ng. |f
the nmusic contents C or the contents key Kc stored in the hard disc 21 of

the btemefabacs] beamendipaneoserunit (X) 315 are destroyed, -the fol |l owi ng
processing is executed. If the nusic contents C or the contents key Kc are

dest d; I3 : ' ‘ t he .ENMD
Jestr oved: 1315 oROSRAGRERRLIYE mdPARBARTP A PRIS1 L QRS 1d k) manseanom  he

orm user entic on.” The EMD server (X) 4-3 then

(50 18 PRrlgielof, BRers pbRy, e huble cSHR, e gk SEaBRIPIRI ety 1

check value (ICY). This ICV is generated, based on the D as 11 July 2005

reproduced, the contents key Kcl is decrypted, using the storage key KS, and -
subsequently the music contents C1 is decrypted, using this contents key Kcl. In this
‘manner, the comprehensive management unit (X)315 is able to reproduce the music
contents C1.- |
- H,in tile comprehensive management unit (X)3 15 , where the key management
;is performed as déscribed above, the music contents C1 is to be moved from the hard
disc 21 to the portable device (X) 6-3, reciprocal authentication is performed with the
portable device (X) 6-3.. On completion of Vth.e authentication, the contents key Kcl -
is decrypted by the session key and the encrypted contents key Kcl as well as the
-encrypted. music ‘contents: C1 is transferred to the portable device (X) 6-3. The
contents key Kcl and the encrypted music contents C1 are both transferred to the
portable device (X) 6-3. The contents key Kcl and the music contents C1 are both
‘erased from the hard disc 21. By so doing, the comprehensive management unit
(X)315 is able to move the music contents C1 to the portable device (X) 6-3.

. The method of regenerating the music contents as becomes necessary when the




66 the contents ID of the nusic contents C stated in the use |og

~information and on the storage key KS of the corrprehensJ[/Y%fl enent unit
(X).315, in accordance with: [ICV = H(SK, DI 1CID2l Il"- 3f)n; where H(K,

Data) is a uni-directional hash function and has its value changed wth
the key K. The EMD server (X) 4-3 then transnmits the generated integrity
check value [1CV to the conprehensivesmanagenent unit (X)315.. If the nusic
contents C or the contents key Kc are backed up, the conprehensive

managemeusic ¢ohtentSQXhs obﬁteﬁlﬂt@scéfa@@tcpﬁél‘éﬁ)goﬁlﬁ'Bletf?%lif}li? pﬁn?:ﬁdi@y 5 Gue

contents C or the contents key Kc in the rd disc e misic

cont enty§- . cked u t he nusi ¢ contents C or

t he Corﬁ?bﬁr%&ﬂggﬁ%c&g{e}g? ?EG]?:? gg?é ﬂ%’g%%% Iﬁilfmlgiﬁ?fb%ﬁpéﬂn? -om t he EMD
server (X) 4;3. At . this tije, the EMD server )éX) 4-3 references to the

pur chase - hy S{¥plY; the gomprehensive mapgereent anitd 2B dnsarssdbe reckup d4tatofe
contents have once been purchased. The conprehensi ve managenent unit (X)315

per f or #ke eneypteshmupicometaitng amd theeontnss key Kd ighehaiddizentients C or the
contents key Kc destroyed: If the nusic contents C or the contents key Kc

management bare (0 ave e TR ARk i R BBt e
ot e DB Rl RSB pin EBR e S A e
\(,:Mo;{] enﬂgeﬁ%‘tioggﬁgtggliﬂghpe{,lﬂggﬁie t‘é@?ﬁ%ﬁﬂé an?JgiCEcb(nifgrllt,s stcc:l)rZ:d ?r? th%nl(l:arr%pdtiseg ‘_rru-5| ’
21 as use log information. This log information is to be updated at the time of
controlling of the music contents as when the music contents is downloaded from the
EMD server (X) 4-3 or moved to the portable device (X) 6-3. The comprehensive .
_managemené unit (X)315 uploads the log informatio-n to the .EMD server (X) 4-3
periodically or after accessing,
- If the music contents C or the contents key Kc stored in the hard disc 21 of the
: compréhensive management unit (X)315,afe destroyed, the follewing processing is
~ executed, .
- Ifthe music contents C or the contents key Kcare destroyed; the comprehensive
-‘ manageinen-t unit (X)315 first accesses the EMD server (X) 4-3 to perform user
authentication.
The EMD server (X) 4-3 then refers to the use log. information of the

comprehensive management unit (X)315, from the user ID of the authorized user, to

generate an integrity check value (ICV). This ICVis generated, based on the CID, as




re-stored the nusic contents, in case the nusic contents G is noved to the
~portable device (X) 6-3 and is erased fromthe hard di Sﬁl\?:l[, (ﬁmunabl eto
feproduce or nove the data by way of control. If it is ¥ A% sic
contents C or the contents key Kc but the storage key KS that has been
destroyed, the conprehensive managenent unit (X)315 is re-installed. Even
in such case, re-storage or re-downl &&ding is feasible if user registration
is made in the EMD server (X) 4-3 and the log information is uploaded. In
the nMughe c6ARhEI of tisd mubidtdongersy € statell inathedse dog beidrmation, anduwi the
contents can be re-constructed, under protection of the copyright, even if

the o st o(}?gé’ e e R 'K§ of 'ﬂ’i’e\’?oﬁﬁfe@leﬂﬁ% rr@%ﬁ'a%e%’erﬂ %’hﬂeg{)%s Cinkidtordandelwith O

exanp conten have ur chas correctly, it can be

re-cons ct ge, ) Met hod for Allotting Master Key and
Aut henﬂ&&gﬁlg&s}%( ?flaﬂlpﬁrlsa[ionﬂgpé\iswe Managenent Unit. (X Between the
conpr ehensi ve managenent unit (X)315 and the portabl e device

t here occur svhiareIpi&daatapistavenitdiceationral hesmbmchion anddieg itrvalue ﬁhh‘@g%t i on
key (MG ID 1K) proper to the portable device (X) 6-3 and a nmaster key

 (OMG M@ith BiR&y KL, 0 the conprehensive managenent unit (X)315: . . If there
“has occurred reciprocal aut henti cation between the conprehensive

managemnent - ' -2t ssi bl e
for the co@ #éﬁb? %%V%Q(aig%?’eﬂg uﬁ?{lﬁ?%megg%%e%gﬁc}ﬁ%gtgQ?%ﬁ??%%ﬁs?f rom

the conprehensive ement unit )%Bk?%[ﬁf the portable device (X) 6-3 or
to retd&rY tnheeompy @semael@gﬁw&p g %'fromthe'portabl e device (X) -

6-3 to the conprehen5| ve managemnent
If the music contents C or the contents key Kc are backed up, the

comprehensive management unit (X)315 re-stores the backup data to save the music
.bontents C or the contents key Kc in the hard disc 21. If the music contents C or the
. contents keir Kcare backed up, the music contents C or the contents key Kc'destructed :
" is to be re-distributed from the EMD server (X) 4-3. At this time, the EMD server
| - (X) 4-3 references to the purchase hysteresie of the user, and refrains from assessmen;[
if the contents have once been purchased. |

The comprehensive management unit (X)315 performs the above processing to
re-construct the music contents C or the contents key Kc destroyed.

If the music contents C or the contents key Kc regenerated are to be reproduced
or controlled, the comprehensive management unit (X)315 checks the CID of the
ﬁusic contents by the integrity check value ICV. By checking the music contents C
or the contents key Kc reconstructed using the integrity check value ICV, a user with.

a malignant intention, who memorized E (Kci, Ci) as encrypted music contents Ci and




unit (X)315. Meanwhil e, the conprehensive managenent unit (X)315 holds the
~encrypted nusic contents in the hard disc 21 of the persppg&yﬁgoylem/3
whilst the portable. device (X) 6-3 holds the encrypted nusic contents in
the internal recording nedium such as a nenory card. So, if the nusic
contents are sent fromthe conprehensive managenent unit (X)315 to the
~portable device (X) 6-3, nusic contewfs on the hard disc 21 on the
personal conputer 1 are transferred to the nenory card | oaded on the

por t abl ee-deotied¢hd Mausid conten! hitcaseand mudic ﬁyﬁﬂeﬁtsc@ﬂis%i)ﬁe@fcﬁtﬁegq&%blé ent
fromthe portable device (X) 6-3 to the conprehensi ve nanagene uni t

315, t t
Govi oo (58 GYF-3 aRE R &Rl O8HE ARIRISE 23 rhuaBBB 3P OE o BishBRhe
conput er éﬁ The p tabwgdevi ce (X) 6-3 holds IDinformation (M>1D),
aut hentlél I? é%é‘ | Ky for plural generations and master keys -

(OM5 WK) for Iural enerations fromthe outset. The portable device (X
6-3 i s not flfitishedhwinusi¢ bersentsed or the threniskiegritmbiubihefstompokes Kie. - The
portabl e device (X) 6-3 updates the generation of the authentication keys

- (MG | K) tintat becidstiesydde Vi &%%hsw@hﬁar%%@hﬁ:g{ ﬁnﬁ' 3?’5 15(?9-111@{("1316{1

ef fectuates reci procal alt henticati on not aut t| cation key or

mast er I f.the ne ner at i

tho. fol FSe 'nfgg‘f%h”%sﬁ SRS ?wﬁt%%%&?%?wgmg P B ng

t he aut hent key | D) nd, the master keys (OMG MK) for 100

gener at I E‘ﬁbrsﬁﬁ’{eﬂe@gﬂhwg}taﬂdib@fqg inferatien riwploaded. aut hent i cati-on key
“for the ith %neratlon is denoted the (M1K[i]) 4 11 July 2005 69 and the
mast er key flhbrthemausic ho@emtsr@trlbutmgsymamt]eds tieseribeWabbig,ihaisic contents

- can be re-constructed, under protection of the copyright, even if the music contents

- have been destroyed by hard disc crushing. If, for example the music. contents have

- been purchased correctly, it can be re-constructed free of charge. .

. (5) Method for Allotting Master Key and Authentication Key of the Comprehensive
| Management Unit (X) | |

Between the comprehensive managément unit (X)315 and the portable device
(X) 6.-3, thgre occurs reciprocal authentication using the ID and an authentication key
(MG-ID/IK) proper to the portable device (X) 6-3 and a master key (OMG-MK)-
proper to the comprehensive management unit (X)315.
If there has occurred reciprocal authentication between tﬁe comprehensive
- management unit (X)315 and the portable device (X) 6-3, it becomes possible for the
‘comprehensive management unit (X)315 to send music contents from the

comprehensive management unit (X)315 to the portable device (X) 6-3 or to return the




The conprehensi ve managenent unit (X) 315, holding the master keys (OM&
MK), is able to transfer the nmusic contents frome.g., C di sc for
| e g

audio into the personal conputer 1 for storage therein. 5ot her hand,

the  conprehensive managenent unit (X)315, holding the master keys

(OM> M), is able to download the nusic contents fromthe ENMD server (X)
4-3 for storage in the personal confi#ter 1. It is noted that, in the
conprehensi ve nmanagenent unit (X)315, the master key (OMGMK), that is

abl e tRudicaBaidtts Fom mkﬁnmet&m@ (006Gt toethe eopgrthensiee anagemenhabl e t o
downl oad nusic contents Tromthe EVD server (X) 4-3, differs fromthe

St e bbb e bRl GRiSi RN S KoM om L
dounl GAeTyRISH dnesiRicament b ghe hael G Zopb I psspeels dithe sreBTHE °
dedicated to ripping and the key that is able to transfer nusic contents

bot h fpoetabld deeioeqiX) 6-BdofddhsenceyptékmusiGeontentsringlie ipfermimeeasding n t he
present enbodi nent, the master key for the zeroth generation (OMG MK 0])

prese ! he mast i | S 10
8t nepdtindlodl@Rlug % URernbRPicaa, S 5ihd MfusHRonterissyat (GHB L o 99 )

are E sequence for processing enploying the key dedicated to

PP ey et 081518 s biRRpRTREeREOLY B TRmRTen,
-6- ° arc]:gn?elité 8I|C1>|Ct> e ﬂilrsdcdigcz 21 ];g ;heel))(eall'ggllla? ’coglrp%tcsro gre??an%fesr%d to the memory -
card loaded on the poﬁable device 10. On the other hand, if music contents are to be
sent from the portable device (X) 6-3 to the comprehensive management unit (X)315,
the -music contents on the memory card loaded on the portable devicé (X) 6-3 are
~ transferred t6 the hard disc 21 on the personal compuier 1.
The portable device (X) 6-3 holds ID information (MG-ID), authentication keys
(MG-IK) for plural generations and master .keys (OMG-MK) for plural generations‘
from the outset. The portable device (X) 6-3 is not furnished with these keys or the
information from outside. The portable device (X) 6-3 updates the generation of the
- authentication keys (MG-IK) and the master keys (OMG—MK). The pcﬁable-device
(X) 6-3 effectuates reciprocal ﬁuthentication not by the authentication key or master
key-of the old generation, but by those of the new generation. In the following it is
-aésumed that the portable device (X) 6-3 is holding the authentication keys (MG-ID)
and the master keys (OM-G-MK) for 100 generations of from zeroth to 100th

generations. The authentication key for the ith generation is denoted the (MG-IK[i])




with a. CD-ROM 51 havi ng installed therein an installing software of the
_ conpr ehensi ve managenent unit (X) 315, as shown in Fig.27 ILQ ng%floppy'
disc 52 are stored the IDinformation (M&GID) for the p])h' h evice (X
6-3, the authentication Kkey for the zeroth generation (MG1K[0]) and the

" master key for the zeroth generation (OMGM[O0]). For enabling the sold

portable device (X) 6-3 etc., to be uged, the CO-ROM 361 is first |oaded
on the personal conputer 1 (step S11). The conprehensive nanagenent unit

(X) 315 tahdrthe snadiet kdy B the ﬁﬂ’éﬁiﬂt@ra?} Mﬁﬁ%ﬁqawo nal conputer 1.

The conprehensi ve mariagenent X) 315 t IS ‘rnsta in the hard

di sc of the 1l (step S he - i pf ormati on | D) of

t he ‘portabl'?q{ ﬁ%re?'%ﬁgég{a%g%?%‘pwgmlﬁ gﬂigﬁg"%lﬁ?én %k%ﬁg&(}“

aut hent il\ggbi on lgé@:‘ror the zeroth generation (M1K0]) and the naster key
for the ME)oiRb afisferthe opsic spienty feams eigheancarapad dise fohaudionstorthe
conputer 1 (step S14), This .enables the nmusic contents furnished by e.g., a

- nusi ¢ -Cpes®Bal wogpuendefbr storagbeahbasin. drs ¢holothdrehART, 108 donssBREL G e 1
(step S15). Meanwhile, since the master Kkey for the zeroth deneration

(VG Mhfinagemeht ik O89S AAinInE HRRA R QOLERYS LABSy
downl oaded Tromthe ég/% %e’%‘ggm%‘é5’%&%&%@9&%&@3@%@% t?)@% -Igaﬂo'l ds
- aut hent'lﬁ%]’ st eys f 0. generations to cope with
" gener at F on nga ﬁ%ﬂtg?&’ "?ﬁ’é: EM[F F%"IV"’%&Q %%gf,or Wéa%ﬁﬁéﬁ%??’@ﬁniﬂscompmer y 2005
71 the zeroth generation. So, reciprocal authentication between the
conprehensi ve rmanagenent unit (X)315 holding the authentication key of the
zeroth generation and the master key and the portable device (X) 6-3
becones f easltlis aoteththat, in theawngprelensive management unit (X)315, the master key
(OMG-MK), that is able to transfer the music contents from the compact disc but is
- unable to download music contents from the EMD server (X) 4-3, differs from the
- master key (OMG-MK), that is able to transfer music contents both from the CD and
_ frqm the .EMD server (X) 4-3. - In the following, the key that is able to transfer the
- music contents from the compact disc but is unable to download music contents from
~ the EMD server (X) 4-3 is termed a key dedicated to ripping and the key that is able
to transfer music contents both from the CD and the EMD server (X) 4-3 is termed

an EMD key..
- In the present embodiment, the master key for the zeroth generation (OMG-
‘MK]0)) is the key dedicated tb ripping, whilst the master keys (OMG-MXK]1 to 99])
: ére EMD keys.
- -The sequence for processing employing the key dedicated to ripping is

explained.




possible to store the nusic contents furnished by the nusic. CD 363 etc in
. the menory card of the portable device (X) 6-3 (step Slf), [)ngéfhe ot her
hand, if the conprehensive managenent unit (X)315 is furni sLhe t hrough t he
network, the address, user ID and the password etc., on the: EMD
registration server 3 on the Internet, along with the conprehensive.
managenent unit (X) 315, as shown ir70Fig.28. |If the portable device (X) 6-3
etc., as sold, is to be rendered usable, the EMD registration server 3 on

“the net wor Kfithe 86mpsciRasiveshntageleent aait ()3 afds tohise st laak flom(thedpDS21) .
The EMD registration server 3 then authenticates the user ID and the

pass‘“”ﬁél\ﬁ%h%ﬁﬁ@; déxfigt% QELSTJ; d® gspﬁg 'd?ﬁ@l 40 thPexan Th‘?ﬁha; sl iea§ B.set the EMD

regi stration m tall1 g software o

conpr ehensi ve epgent unit .(X),315, . 1D.informtipn ( D). o
portab‘l"ggdévi(&@[ﬁ@g6g§, h?Yﬂé‘g é‘gﬁﬂhif‘rffitbﬁﬁ‘%naﬁlewsiﬁlﬂ%eg/gﬁwgh %fehfi%at i on
(M&I1K[0]) and the naster key of the zerot_h]%eneration (O\/GM(%O]) to the
per soraimprehensive niaeEemesed)it (X)3d Spay doven in Bgyulethefloppindiss s24re he
installing software of the conprehensive managenent unit (X)315 to install

the C%@feﬂhﬁeib\&ﬁf&mﬂgm-lmifbr (Mpotablabittiee gxy 68 théeuthBnticatian mat i on
(M5 1D) of the portable device (X) 6-3, the authentication key of the

(one HSFIF IR AR hrelgicn] METK (TPl Shackih o} IR 2300 SRR 00
t he conprehensive managenent wunit (X)315 in the hard disc (step S25). This
enabl M@‘ﬁémmensive managenment unit (X)315, furnished by e.g., the

music CD 363, to be stored in the hard disc 21 of the personal cor‘g)uter 1
(step S26) .Forenabling the sold portable device (X) 6-3 etc., to be used, the CD-ROM 361

is first loaded on the personal computer 1 (step S11). The comprehensive
management unit (X)315 then is installed from the CD-ROM 361 onto the personal .
computer 1. "The comprehensive management unit (X)é 15 then is installed in the hard -
' d_is§ of the personal computer 1 (step Sl3). The ID information (MG-ID) of thc.
- portable-device (X) 6-3, stored in the floppy disc 362, the authentication key for the .-
zeroth generation (MG-IK[O]) and the master key for the zeroth generation (OMG-
- MK[0]) are then saved in the personal computer 1 (step S14),
- This enables the music contents furnished by e.g., a music CD 363 to be stored
 in the hard disc of the personal computer 1 (step S15). Meanwhile, since the master -
key for the zeroth generation (OMG-MK][0}) is a key dedicated to ripping, no music -
contents can be downloaded from the EMD server (X) 4-3.
The portable device (X) 6-3 holds authentication keys and master keys for 100

‘generations to cope with generation updating. In the initial setting, the generation is




Meanwhi | e, since the master key of the zeroth generation (OMGMK[O0]) is a

- key dedicated to ripping, the nmusic contents cannot be oy s@sed fromthe
EMD server (X) 4-3. The portable device (X) 6-3 holds the authentication
keys-and master keys for 100 generations, in order to cope with the
generation innovation. In the initial state, the generation is set to the
~zeroth generation. So, the reciprocal 7aut hentication between the
conprehensi ve managenent unit (X)315 holding the authentication key and the

master KRy &?oﬂlhgeﬂe‘?ﬁl@érﬂ 05 Efeipr &l Aifth it fe Rt B@ivﬁg&fﬁi&@o&ﬁef@g@iﬁgcoms

possi ble. Therefore, the music’contents furnished e nmus

etc., ¢ - o card-of ..th ort.abl e vice (, 6-3. In
Sadi 11 o et il 0R IS nafdiRe ﬁégaé’?f}“’f“%‘r‘ﬁ&oﬂg‘,e?’s‘{féﬁe 266 Igsaerﬁé@ andy pe
used in which the conprehensive management unit (X)315 and the master key
of the themasterdeyeanst therpartahis WIG?%XaIéd?’ bscemes deasillgi hussitdeepngsi n t he
CD-ROM 361 and in which the authentication IDwth respect to the portable

devi ce (Xpsiblc3ioaoretthe musid temnints finisheldeyy the imddie CIRB63 bicdf fied ety
. (MG ID 1K) are furnished over the network. The sequence of operations for

updati_ng;altd@fﬁﬁ)pdj%il%cag@j@agxgl@y 'ttggsgg an 11 July 2005 73 EMD key to

enabl e the handl’i ng of nusi ont en | oaded fromthe EMD server (.X)'
S

4-3 is hereipafter expnlain The ¢ rehensi ve manage Jni 315
furni shed vi gﬁ’atth?é’r‘ﬁ"(fﬁ’&"& ﬁﬂhﬁFﬂﬁP‘%@Bﬁ“’&é"%ﬂ@ﬁ “%&%béglsaﬁﬁé{éiﬂﬁ k
such as Internet, by the sequence of &ferations shown in Figs.27 and 28,
and is fHHeugh thg network Hher address wseriIb) wnd ther password eic., on the EMD

-registration server 3 on the Internet, along with the comprehensive management unit
- {X)315, as shown in Fig.28.
If the portable device (X) 6-3 etc., as sold, is to be rendered usable, the EMD
- registration server 3 on the network is accessed, using the user ID and the password -
- (step S21). Thé EMD registration server 3 then authenticates the user ID and the
password (step S22). .If there is no problem in the authentication, the EMD
registration server. 3 transmifs the- installing software of the comprehensive
: manégeme'nt unit (X)315, ID information (MG-ID) of the portable device (X) 6-3,the
authentication key of the zeroth generation (MG-IK[O]) and the master key of the
. zeroth generation (OMG-MK]0]) to the personal computer 1 (step $23). The personal
computer 1 then boots the installing software of the comprehensive management unit
(X)315 to install the comprehensive management unit (X)315, whilersaving the ID
information (MG-ID) of the portable device (X) 6-3, the authentication key of the

zeroth generation (MG-IK][O0]) and the master key of the zeroth generation (OMG-




conmputer 1. At this tine, the conprehensive managenent unit (X)315 is
-holding the master key of the zeroth generation (OMG MYQy sigs cated to
ripping and the authentication key for the zeroth generati on
(MGIDIKIQ), with the key of the portable device (X) 6-3 being in the
default generation. First, the.personal conputer 1 accesses th EMD
registration server 3 on the networ® using the user ID and the password
(step S31), as shown in Fig.29. The EMD registration server 3 then

~ aut henviKC|@] pin theehardeatis¢ D1 {steptIRd ) pAbswioks(the eengaehensivé mansgenicst no
probl emin.authentication, the EVMD regi stration server 3 registers the ID

|nforrm{]t m)ﬁfS fnhtﬁeﬂﬁ?éﬂ&%'(s 1 (OMG1D) to generate an open key
(OM= Secret key ( %? an the wit of authentication (Cert [PK])

The Eﬁo"é’ CrriF ok g e r%@%%‘%'aﬁ%é@%%ﬁiﬁ?@??% SRt beb e

transmts thera%enerated & g hfét) secret_  key (OVG SK) § t he
wit onusictGRFG3:ta bostor mthpm}q is6 Z1ref the personal C@aﬁﬁwelr(sffp( 4Qp S34) .
. The EMD registration server 3 then transmts the ID information of the

. por t aliVieancihilies 8ir(cs) the-BaftbikéPof thezbrothigeatiabionk@@MEG-ME{O])t is gykewer'at i on
(MG1K[i]) and the 11 July 2005 74 master key of the ith generation

(OG- '\dé[dliahea Y figging‘gﬂl%%ﬁélc%m&ﬁseéan}mﬁ St ABwWRISAded 68 tRVENEYESVEAL i On

server 3 then up the recelved keys etc., based on the received ID
mfor;@irég (MG 1D, authentication key of the ith generation (M>LK[i])
and t ) ter key of the ith generation (O\/GM([l]) to the ith generation
(step S36). The caonpr ehensi ve managenent  unjt 315 then executes
aut hent i catTlmwpwt@bietdwlce;{aG)tGaﬁ|h@1¢sethﬁca@ﬂ(©npcetlen yepndgmasterdieys for
aut hentication the portable device (X) 6-3

100 generations, in order to cope with the generation innovation. In the initial state,

the generation is set to the zeroth generation. So; the reciprocal authentication between
- the oom_prehensive management unit (X)315 holding'the-authentication key and the
maéter key of the zeroth generation aﬁd the portable device (X) 6-3 becomes possible.
Therefore, the music contents furnished by the music CD 363 .e-tc.-, can be stored in the
. memory card-of the portable device (0,4 6-3.

In addition to the method shown in Figs.27 and 28, such a method may also be

used in which the comprehensive management unit (X)315 and the master key of the -
. zeroth generation (OMG-MK][0]) dedicated to ripping is stored in the CD-ROM 361
- and in which the authentication ID with respect to the portable device (X) 6-3_ and the
aethentication key for the zeroth geheration (MG-ID/IK) .are furnished over the

- network.

The sequence of operations for updating the key dedicated to ripping to an

(0]




updates the generation of the own key to the ith generation (step S38);

- This enabl es the conprehensi ve managenent unit (X)315 to ﬁ&ﬂ&@o@?SiC
contents furnished by the nmusic CD 363 to be stored in tLe ard disc of the

personal conputer 1 as well as to store the nusic contents downl oaded from

the EMD server (X) 4-3 in the hard disc 21 of the personal conputer 1

~(step S39). The sequence of operationg3of generation innovation of e.g.,

the EMD key is explained. .. The conprehensive. managenent unit (X)315 is

hol di ng BM® ]a@gsf_oﬂinalsm/th@hahm’n%éfﬂu%%h?éﬂt?&o&%ﬁ%&w ﬁel EM]?Lséf‘%éand

- the authentication key of the zeroth generatio

gener at i(xg4g_f3 id H&E%fff?gkg{ﬁi&i%\r” ce (X) 6-3 being also the ith generation.
: ;. as . oU,

;
First shown in t he personal conputer 1 accesses the EMD
regi stration,gerver 3 to do sone processing, the EMD registration server 3

“aut hent i cat es Pehedompyehensire I%W@W@mswfe(}%ﬁia’igwﬁnnmhndtviam BiBovable
transmt the authentication key of the (i+k)th generation (MzIK[i+k]) and
the masneditmsy swch ashe CDLROIMY 02608r a #étwdrkksuidh BanRAAt] BY tﬁgﬁMﬁEé skl) to

ge

t he personal conputer 1 (step S41). The conprehensive nana nt unit

©and the haster neo re G R R R (SRS 2R T RnaR e
(otop. SpUlrd A B b misRbenTh e RunateBentant Ry 5555 Goudinkae ne
‘generation of the own key fromthe ith generation to. the (i+k)th
gener at F@stef Jicapokhy zerowh weacistioar (@M(STM&[O}%MCNM ROgplingi dnd He
‘generation of the authentication _
' authentication key for the zeroth generation (MG-ID/IK[0]), with the key of the
portable device (X) 6-3 being in the default generation.
First, the personal computer 1 accesses th EMD registration server 3 on the .
- network; using the user ID and the password (step -S31), as shown in Fig.29. The
-EMD registration server 3 then authenticates the user ID and the password (step S32).
If there is no problem in authentication, the EMD registratioﬁ server 3 registers the D
information of the personal computer 1 (OMG-ID) to genérate an open-key (OMG-
PK), secret key (OMG-SK) and the writ of authentication (Cert [PK]) of the .ope‘n key
- for the comprehensive management unit (X)315 to connect to the EMD server (X)4-3
(step S33). The: EMD-1egistration server 3 then transmits the generated open key
(OMG-PK), secret key (OMG-SK) and the writ of authentication (Cert [PK]) to the
- personal computer 1 (step S34).

The EMD registration server 3 then transmits the ID information of the portable

device (X) 6-3 (MG-ID), authéntication key of the ith generation (MG-IK][i]) and the




- key etc., used by the portable device (X) 6-3, is the (i+k)th generation,
-and that of the authentication key etc., held by the compyghenss ve _

managenent unit (X)315 is the ith generation, the authentication between
~the portable device (X) 6-3 and conprehensive managenent unit (X)315.
~results in failure, even if such authentication is attenpted. (Step S51).
|f the authentication results in faire, the conprehensive managenent unit
(X)315 requests a key to the EMD registration server 3 (st S52). If there
is a keyasterdmyasfithe lthgeﬁ&@tma@OSMGaMIéb])geﬁh@pemomltdomputcraf e 8&5) D of

t he conprehensive managenent unit (X)315 to transmt the authentication

key of T%@eEMDl%gﬁtﬁﬁBﬁrs%Hé?rB tﬁé‘{pu Hhieskhe repdved&easte! bsad oh thee

(i +k)th generati ep S53). The conprehen3| ve managemnent

unit (X)315 ce key to
the (18 %ﬁ%ﬂﬁmf’m hoq@{@e “%ﬁ&s* ﬁsat?ﬁiﬁf‘é@ﬁé@ iﬂ*%%]n #C@Zﬂ% X%, <
(X)315 then authenticates the portable devic é) SSSé Thi s
enabl eand Hic wasisr kewoldho dhgenatdiond ONG- MI‘(i[x})GQ %hg@laﬁrétlwéstm P6)11 July
2005 76 contents furnished by the nmusic CD 363 etc., to be stored in the

hard diThe cdnprehthsive peimagement onjt L(XQB 14 thewleterusdsomeheiicaticsi withcheent s
downl oaded fromthe EMD server (X) 4-3 to be stored in the hard disc 21 in

the pe 6&9% Swreélgnxz 613 Kﬁ&ﬁ;ﬁsﬁ?)oﬂ lantﬁéﬁﬁcaﬁ&yenéipéﬁabneabm@gm @Bt ent s

distri ut| ng syste r and authentication keys d" by the

Cl aosoHp S'V%m”aﬂiﬁf?ﬂéfﬂét%ﬂﬁeaséfmﬁ iRty o () he> *°

server, and the keys connected to the server are dommloaded over the
network. TR&is eBables ithe tapmprehensivie merAgema Wi {X93 53 tPbYOre gNUSISt em 1,

safety in the nusic
contents furnished by the music CD 363 to be stored in the hard disc of the personal

computer 1 as well as to store the music contents downloaded from the EMD server
| c(X)4-3in tﬁe hard disc 21 of the personal computer-i (step S39).
| ‘I'he sequence of operations of genergtion innovation of e.g., the EMD key is
. explained.

.- The comprehensive management unit (X)315 is holding the master key of the
1th generation (OMG-MK][i]), ID for au and the authentication key of the zeroth
-generation (MG-IK[i]), with the generation of the portable. device (X) 6-3 being also
the ith generation.

First, as shown in Fig.30, if the personal computer 1 accesses the EMD

registration server 3 to do some processing, the EMD registration server 3
authenticates the ID of the comprehensive management unit (X)315 to transmit the

authentication key of the (i+k)th generation (MG-IK[i+k]) and the master key of the




contents distributed fromthe server is inproved, such that, if the keys
.dedicated to ripping are broken, the mnmusic contents domQLgﬁgggogron1the
server cannot be destroyed. In the nusic contents distributing system1,
the master and authentication keys, wused. by the conprehensive nmanagenent
unit (X)315 and the portable device (X) 6-3, are used subject to
generation innovation. Mreover, the gonprehensive managenent unit (X)315
is fed with the master and authentication keys over the network for

Pndust 1o TLEPE PR (VMR D teoRerboralal shimpHEE . (B SA1 R mpe
process;j arat us reproduces r controls restored or re-distributed
backup %‘%}ﬁpg&ﬁﬁgsw&lgﬁm’b&é’%@tdﬁ“{ ﬁgygéf 7 the persamad compuier dcupdatgs thed from
a contents, server. 11 July 2005 77.Thus, according to the present

| nvent i SECIVedavthentication diey emtlshel masterdicyt toi thet(bek o gesneration (@epvoul). i s
once destroyed, the contents data can be restored as the copyright

pr ot ectThecompetfisha madactithont F9AT X335 thél MinehticAct B 58ishiE WEDICEN g

~ systemconprising: a contents serve I'stributing contents a over a
T epr ooVRS RIS AR Bl AR A BaRable ORReGERY s opsaorivet or i ng
the Corge%@%aﬁio%acgﬁhg iowsn;[nr]ict))(. toenq-t ¢ glq]gen¢ration to the (i+k)th generation (step S44).

On the other hand, as shown in Fig.31, if the generation of the authentication
key efc., used by the portable device (X) 6-3, is the (i+k)th generation, and that of the
authentication key etc., held by the comprehensive management unit (X)315 is the ith
generation, t-hc authentication between the portable device (X) 6-3 and comprehensive

‘management unit.'(X)315 results in failure, even if such authentication is attempted.
- (Step S51). If the authentication results in failure, the comprehensive management unit |
(X)315 requests a key to the EMD registration server 3 (step S52). If there is a key
request, the EMD regisiration server 3 authenticates the ID of the comprehensive

~ . management unit (X)315 to transmit the authentication key of the (i+k)th ge;leration
(MG-IK[i+k]) and the master key of the (i+k)th generation (OMG-MKTi+k]) (step
~ 853). The comprehensive management unit (X)315 then updates. the received

' apthentication key and master key to the (i+k)th- generation (step 854).: The

comprehensive management unit (X)315 then authenticates the portable device (X) 6-3
- (step S55). |

This enables the comprehensive management unit (X)315 to. store the music




said contents server on a recording nedium for reproduction and/or
.control, and storing backup data of the distributed congp2&§2ggga on a
~recording nmedium said data processor also transmtting the use condition
information of said contents data to said contents server; said data
processor acquiring said use condition information fromsaid contents
server if the contents data cease to7be available fromsaid recording

medi um said data processor perform ng reproduction and/or control of the

backup cgateatofurnished®it gt musiat@D FBosted to bestorddrindhe diardydise @lum thependi ng
on said use condition information. 2. A contents furnishing system

conpri %H’%;lgf‘g%%g&;f ang rtﬁ%&o{?%cqgﬁéiﬁi&%&xgg FRPAIBANE] $Rin? 1BY EEMD

net wor rocessor having a reproduction control program for
reproducin lor .controlling contenis. data, said data. pr SS toring
e convit (drStape ford ittt it Biciant i epplsidr L GRR838% g
medi um for reproduction and/or control, said data processor transmtting

the use condi thoabove-desmitied musicsantents distributingsystem $ath¢ magisr apds
server; said data processor having, if the contents data cease to be

-avai | a@hghehtiemisailtys, 86 BY NHe EBfipyehersiiedmanapemeabligit (I)Bestanddthea
re-distributed fromsaid contents "server, said data processor also

2orver PRRRPRSINIR CORD hBimte 1o AR MRaickied RFPIRE R o ARL eI G ©

contents data dependi ng on said yse condition jnfarmgtion. 3. A, net.hod for
distri Bh'é}lerﬁjr\’:"dn%‘)’é‘ﬁﬂ'l&e %@fﬁm%ﬁteaé?éheﬁed{‘f@!s%rd% -onaeé{ov.?relgp&&&vg?{ n=

control program for reproducing and/or controlling contents data and a
The result is that, in the music contents distributing system 1, safety in the music

“contents distributed from the server is improved, such that; if the keys dedicated to
ripping are broken, the music contents downloaded. from the server cannot be .
~destroyed. | |
| ‘In the music contents distributing system 1, the master and authentication keys,
used by the comprehensi\-/c management unit (X)315 and the portable device (X) 6-3,
- are used subject to generation innovation. Moreover, the comprehensive management
- unit (X)315 is fed with the master and authentication keys over the network for

generation innovation, thus raising safety of the music contents. - -

-Industrial Applicability
According to the present invention, a data processing apparatus reproduces
and/or controls restored or re-distributed backup contents data, based on the using log

information re-acquired from a contents server.




contents server for distributing the contents data through a network to

- said data processor, said method conprising the steps ofqjggbgogontents
server distributing contents data to said data processor; said data
processor nmenorizing the contents data distributed fromsaid contents
server in a recording mediumfor reproduction and/or control and al so
menori zi ng. backup data of the distribated contents data in a recording
medi um said data processor transmtting the use condition information of

- sai d ' i ve i |
sai d content Thudaiorofding a6 ﬁqéﬂ%&&ﬂtlﬁv&ﬁid&ﬁ lévc% ?Fstg:: &Bgfc‘i‘g ﬁatﬁeaféﬁqutecil f said

transmtting said use condition information t ata processo

data pr Lol t {re said contents, data fromsaid [yecording
roct um Cea e aelyorky R sk eBGR. 6 SHirEnRaRLEthe Efhredir throepmeiabackup
dat a of Hﬂe .contents data stored in said recording nmediumresponsive to
sai d usBTUEHHN ISATSuteds or nation. 4. A nethod for distributing contents
bet ween a data processor having a reproduction control programfor
reproduci ng and/-or controlling contents data and a contents server for
di stributing the contents data through a network to said data processor,
said nmet hod conprising the steps of: said contents server distributing
contents data to said data processor; 11 July 2005 80 said data processor
“menorizing the contents data distributed fromsaid contents server in a
recordi ng nmedi um for reproduction and/or control; said data processor -
transmtting the use condition information of said contents




data to said contents server; said contents server re-distributing, if said
- data processor is unable to acquire said contents data i{gmyggbg recordi ng
medi um the contents data that has becone wunavailable to said data
processor and transmitting said use condition information to said data
processor; said data processor reproducing and/or controlling the
re-distributed contents data in accordance with said use condition
information. 5. A recording nmedium adapg ed for being installed in a data
processor and having stored therein a reproduction control program  for
acquiring contents data distributedCIABvSa network froma contents server
for reproducing and/or controlling the contents data; said reproduction
control program conprising: menorizing the contents data distributed from

sai d cont ent ﬁlﬂ'ﬁﬁhﬂji i nedium for reproduction and/ or
contro!ol'a_nd %ﬁﬁeﬁslr ng bac Q%E%g‘igblglgn?ﬁ%’ di stributed contents data, and
transm tting édifems SeeP orldiSRibufihg 'coRidn®\dh ovet AineQWiRNAad data to said
contents server; and acquiring said use condition information from said
cont ent s seradatai frot¢esor havingt & repladacti@asentrol pmgrari forhkprdduoingsandior

recordi ng g)fdi um and r{ﬁpr oducing and/or controlling backup_ data of
cont entcONFRUNg contentsdata Said daldpraresgonstoring the data,diswibuted) frose

condi ti ' ion. 6. A or di s di.um adapted fior being installed in
2 dat & SR EHBATURAP ondy e or GRS PR BLRE, KPR ERDE Bndr sHELBR B HN  arm
for acqickiydafa®t @B dstiBhfddohidrtd dhfidonl & rédﬂraing%éﬁuﬁ% AL ad BLUARLK
froma contents server for reproducing and/or cofitrolling the contents
also transmitting the use condition information of said contents data to said contents
server;
said data processor acquiring said use condition information from said contents
server if the contents data cease to be available from said recording medium, said data
processor performing reproduction and/or control of the backup data of the contents data

~ stored in said recording medium depending on said use condition information.

2. A contents furnishing system comprising:

a contents server for distributing contents data over a network; and

a data processor having a reproduction control program for reproducing and/or
controlling contents data, said data processor storing the contents data distributed from
said contents server on a recording medium for reproduction and/or control, said data
processor transmitting the use condition information of said contents data to said
contents server,

said data processor having, if the contents data cease to be available from said
recording medium, said unavailable contents data re-distributed from said contents

server, said data processor also acquiring the use condition




data; said reproduction control program conprising: nmenorizing the contents
- data distributed fromsaid contents server in a recording jqapdhyyn for
reproduction and/or control, and transmtting the use condition I nformation
of said contents data to said contents server; and having contents data
re-distributed fromsaid contents server, if the contents data cease to be
avail able fromsaid recording nedium acquiring the use condition
information fromsaid contents server @nd reproduci ng and/ or controlling
the re- distributed contents data in keeping with the use condition

i nf or nenfamation fromisaidocordents sepveo and performapgarepreductionanidsirrogntral pf theback
control program for reproduci ng _and/ or controlling,contents data

distri HEISPREH CONINE SR IDERdiaE naid e ce HiRH Infeamatient a pr ocessi ng
device for storing the contents data distributed fromsaid contents server
for reproducing and/or controlling the contents data, said data processing

devi ce 35t or INgpRAcd Pfod aliistAbulifle Suritbihts PBERFeONY Cits PRdcRsdd? HaVihe a

recordi ng medi um or another recording nmediumand transmtting the uUse
condi t ireprodatienmebhtrol piograid forc eepreducing and/drocsrstialling ndomitdrgs slata/ and sai d
data processing device when unable to acquire contents data from said

r ecor dicREteREs isarHeackoni distibufing tar rqontants rdste dhrapghis@ Befvenrki tn spisk slakaat i on
ot or ed et AR BRSO PSR o Ot her 1 ecor di ng medium B The
T o SRS S O B s S e
2005 8la said data processor memorizing the contents data distributed from said contents
server in a recording medium for reproduction and/or control and also memorizing
backup data of the distributed contents data in a recording medium;
said data processor transmitting the use condition information of said contents
data to said contents server; o |
said contents server transmitting said use condition information to said data
'processor if said data processor is unable to acquire said contenfs data from said
recording medium; and
said data processor reproducing émd/or controlling the backup data of the

contents data stored in said recording medium responsive to said use condition

information.

- 4. A method for distributing contents between a data précessor having a
reproduction control program for reproducing and/or controlling contents data and a
contents server for distributing the contents data through a network to said data
processor, said method comprising the steps of:

said contents server distributing contents data to said data processoi';




recordi ng nmedi um and the purchasing recording informati on of contents
~distributed fromsaid contents server. 9. The informati deaggfﬁ%si ng
apparatus according to claim?7 wherein said contents data 1ncludes
contents and a contents key; said data processing device acquiring an | CV
(integrity check value), derived fromsaid use condition information, from
'sai d contents server, when the contents and/or the contents key stored in
said recording nmediumis destroyed, tggqyeproduce and/or control said
backup data stored in said recording mediumor in said other recording
medi um 10. sAnl dath@roedssonnpEnoeresisg e app@nst deta distribuidnijomasand aphtenks
control program for_reprqducing and/or. controlling contents data

di st ri 5§Fed 11 papsrdingmediun farrgprodygtipn and@rgepikoLand a data processi ng

devi ce for of i the contents.data,distributed fromsaid ont ent erver
i Fecor dRH Had RvEraR M RiRREny S ah) bontifi BFnAGoR o P Elhfea

dat a, Qﬁwtcps%li&c&&tgﬁ%%%}‘;&- device transmtting the use condition

i nformation of sai contehts data to said contents server; said data
processi ng deid contedits Rerven be-distribwatirgy)if said datagmiosesdat & rnable tracduiresad di ng
medi um havi ng the unacquirable contents re-distributed fromsaid contents
ser ver CQAtENST (flAta | gy faid deeonding f medivan, dheiseondeomidi daten thair baselbecomed r om

said conte erver,, said data prpgcessi devi ge repreoducing and/ or

cant r oliaAte 16 At dafa ik et Bk BSn g Shub Bt FRRCHS AR R, iy
from sai Ltion information. 11. The information processing

appar a?h@%@ggﬁéﬁ%&fo claim10 wherein ------- -----commomo-- - --- 11

Jul'y 2005  gaid data processor reproducing and/or controlling the re-distributed contents

data in accordance with said use condition information.

3. A recording medium adapted for being installed in a data processor and having
stored therein a reproduction control program for écqui_ring contents data distributed
over a network from a contents server for reproducing and/or controlling the contents
data; said reproduction control program comprising:

memorizing the contents data distributed from said contents server .in. a
recording medium for reproduction and/or control and memorizing backup data of the
distributed contents data, and transmitting the use condition information of said contents
data to said contents server; and

acquiring said use condition inforrhation from said contents server if the contents
data cease to be available from said recording medium and réproducing and/or
controlling backup data of contents data stored in said recording medium in keeping

with said use condition information.

6. A recording medium adapted for being installed in a data processor and having

stored therein a reproduction control program for acquiring contents data distributed




81b use condition information includes an ID of contents stored in said

. recording nedium and the purchasing recording informatiop,af hhe contents
distributed fromsaid contents server. 12. The information processing
apparatus according to claim 10 wherein said contents data includes
contents and a contents key; said data processing device acquiring an | CV
(integrity check value), derived fromsaid use condition information, from
sai d contents server, when the contentg and/or the contents key stored in
said recording nmediumis destroyed, said data processing device also

havi ng ewertenétwathtfeornd cesearticngert fortreprodieeingomadior oohestligtak aoneents
distributed fromsaid contents server and reproducing and/or controlling

t he so-daa; widreproduasipnoenmtroh programecaieprisidgng on said | CV. 13. An

o 1T O BRSSO SBARCATAR 00 ok o Bl
tori t j I Sak t.ent :
oo S PR Rt R el 8,0 SRR e,

cont entgf sdit €oriténts dath torsBiDESH S s sBBAr:UAdr anot her recordi ng nedi um and
transmtting the use condition information of said contents data to said

-contents serhazing emdents idatp wadiatribavted i saich contantsiservennithe amténts dataat i on

fromsaid contents . % to r.eproduce and/ Qor contropl sajd backup ,data
st or ed SRS AP dbF e%‘@r‘@g[?g%%i OFSCOSGNG  FeEImy ACAPHINY the qasmcaRdiion

ot or migioReReRCRRR i Sofidl Sebfea BT BB el AP e PRIy di. o
condi t ididtribi{ed dBakdrRd dhtd Gh kEESing Wit PR uedndtich MfSfedidd) sai d

7. An information processing apparatus comprising:
a playback control program for reproducing and/or controlling contents data
distributed from a contents server over a network; and
a data processing device for storing the contents data distributed from said
contents server for reproducing and/or controlling the contents data, said data processing
-device storing backup data of the distributed contents data in said recording medium or
another recording medium and transmitting the use condition information of said
: éontents data to said contents server;
| said data processing device when unable to acquire contents data from said
recording medium acquiring data derived from said use condition information from said -
contents server to reproduce and/or control said backup data stored in said recording

medium or said other recording medium.

8. The information processing apparatus according to claim 7 wherein said use

condition information includes an ID of contents stored in said




11 July 2005 81c recording nmedi umand the purchasi ng recordi ng information
. of contents distributed fromsaid contents server. g%@g mat i on
processi ng nethod according to claim 13 wherein said conten‘f‘

i ncludes contents and a contents key, and wherein an ICV (integrity check
value), derived fromsaid use condition information, is acquired from said
contents server, when the contents and/or the contents key stored in said
recordi ng nedium are destroyed, to ra@ggoduce and/or control said backup
data stored in said recording nediumor in said other recording medi um

16. An reodrdingtniehiumr end dhe nuurokdsing rEoordimp infdnnatign aofdtontensndistribuited)

cont ent data distributed froma contents server over a network, wherein
the co ‘é‘ﬁt%l‘ﬁ‘d?rﬁe@ﬁﬁrﬂlebut ed fromsaid contents server are stored in a
recording mediumfor reproduction and/or control, and the use condition
information of said contents data is transmtted to said contents server;

and whey ei n MReNnfRHaBBhS 9@6e§31ﬁ§a§5 sb%c@(grﬁiﬂgabcbe cldi lreﬁf%r f4 ng

medium the contents t'ha cease to be available™are re- strl uted rom
sai d caonenisdateindudesedments and warbnkemskewi d use condition information are
acquired fromsaid contents server, and the re-distributed contents data
are repr oduc&Hddaia proeaspingoievdee @é@@ﬁ@gn@ Yo Vaéantegrite cheekl valush detiveduse

o ai m 180G Ot Tpfeatios JFovR: 1] CORURIN SGrR, RGN TR0 ROBRIE

stored dnﬂ/cﬁaﬂl@ Sm% 5 @#d“i‘ﬁ anth }&%rdﬁgrﬁl%aﬁin@qs rcfe%%%@gtd plfbaRtd on

of the contents romsaid conténts serv
and/or control said backup data stored in said recording medium or in said other

recording medium.

10.  An information processing apparatus comprising:

a playback control program for reproducing and/or controlling contents data
distributed from a contents server over a network; and
7 a data processing device for storing the contents data distributed from said
contents server in a recording medium for reproducing and/or controlling the contents
‘data, said data processing device transmitting the use condition information of said
contents data to said contents server;

said data processing device when unable to acquire contents data from said
recording medium having the unacquirable contents re-distributed from said contents
server and acquiring data derived from said use condition information from said
contents server, said data processing device reproducing and/or controlling the re-

distributed contents data depending on data derived from said use condition information.

11.  The information processing apparatus according to claim 10 wherein




11 July 2005 81d 18. The information processing nethod according to claim
.16 wherein said contents data includes contents and ‘a ANy RNbSoeY: and
wherei n when the contents and/or the contents key stored In Said recording
mediumis destroyed, an ICV (integrity check value), derived fromsaid use
condition information, 1is acquired fromsaid contents server, contents
data corresponding to the destroyed contents data is re-distributed from
said contents server and the so-re-di g4pi buted contents data are recorded
and/ or reproduced depending on said ICV. 19. A contents distributing nethod
for di atseidontition odotreaticn dedladesvar IR ofetomtents tstored ini said revatrding pedicassi ng
apparatus for reproduction and/or control, conprising: distributing

cont entafiddhe purehasuiggrecardinganiosmation of dhe ﬁgn@pﬁsadléﬁ'ﬂwed fea said gonfantsise
conditign information of the distributed contents data from said
infornﬁFPGﬁ'processing apparatus and storing the received use condition
information; receiving an access request fromsaid information processing
apparatus when the contents data cease to be available froma recording

- medi umli2n safke iimfopmativh Oprocessing Ssipagatap padcetding & tliin@nEM whéreth daid
derived fromsaid use condition information to said information processing
appar atcgatengsdata dncladesocarents and eontenguikey; t o cause said -information

b “sai d | SonbEhfidtgirosSstics divics SGTEEB: I RGUHERT DN LB AP leh, fgived
sard daren e B CoRARRI info IO ol sl SRR i iR CORRANATRL D
pr oces she GofRinbOtepetsredi itdsdi@ ret@idigl hedigmeisndestroyed, said data processing

device also having contents data corresponding to the destroyed contents data re-
distributed from said contents server and reproducing and/or controlling the so-re-

distributed contents data depending on said ICV.

13.  An information processing method for reproducing and/or controlling contents

data distributed from a contents server over a network, comprising: |

storing the contents data distributed from said contents server for reproduction

and/or controlling, storing backup data of the distributed contents data in said, recording

medium or another recording medium and transmitting the use condition information of
said contents data to said contents server;

acquiring data derived from said use condition information from said contents

server to reproduce and/or control said backup data stored in said rec.ording medium or

said other recording medium when contents data cease to be available from said

recording medium.

14. The information processing method according to claim 13 wherein said use

condition information includes an ID of contents stored in said




©. 11 July 2005 8le said use condition information includes an ID of contents
. stored in said recording nediumin said information ‘proq:paﬁ%ggwappar at us
and the purchasing recording information of contents distributed to said
information processing apparatus; when said access request is received, it
is verified, based on said purchasing recording information, whether or
not the contents data that cease to be available is the contents already
purchased by the user; and wherein ifgit is verified that the contents data
‘that cease to be available is the contents data already purchased by the
user whrecordite nivelimncend the guechasing eecordingniforatiion ket comexats editwibueed
avail abl] e are not assessed. 21. The information processing nethod accordi ng
to cl ailFAmGaigRONGTHS S&EH contents data include contents and/or a contents
key; if the contents and/or the contents key stored in said recording
mediumin said information processing apparatus are destroyed,, an access
requestisi s : I ;
wherei noan 10y rorEHGIbRELing HPIArA ARSI WRASEH 3 JBfifen
i nf or malatinchirdestooatans théd dontans ke aindwhetdin agdiQV {aneaiyrdrdkahie), sai d
information processing apparatus. 22. A contents distributing nmethod for
di st r i idatived fosm seidtuse ¢anditiondnformasiono isaaquitgd fram saidneemitens erves sehany

f d i d/ ol , ., s .. distributi
0P A4 ehRnds RGP RS K BB i B pPE PecivfL ot SRRt
condi t .94 bk O LRRE ¥anfbi kAQ ‘?fh’s g'r{%beé %fbrgg%%ﬁfcﬁr&%hﬁng B dr in said

i nf or math on processi ng appara storing the recelrv use condition
i nf or mathe?Recording medium.

16.  An information processing method for reproducing and/or controlling contents
data distributed from a contents server over a network, wherein
the contents data distributed from said contents server are stored in a recording
medium for reproduction and/or control, and the use condition information of said
contents data is transmitted to said contents server; and wherein
when contents data ceases to be available from said recording medium, the
contents that cease to be available are re-distributed from said contents server, data
derived from said use condition information are acquired from said contents server, and
the re-distributed contents data are reproduced and/or controlled depending on data
derived from said use condition

information.

17.  The information processing method according to claim:16 wherein use condition
information includes an ID of contents stored in said redbrding medium and the

purchasing recording information of the contents distributed from said contents server.




----------- 11 July 2005 81f receiving an access request fromsaid
~informati on processing apparatus when the contents datau| 8phL be

avail able froma recording mediumin said informati on procesSrng
apparatus; and re-distributing the contents data that cease to be avail able
to said i nformat lon processing apparatus in association with said access
request, and transmtting data derived fromsaid use condition information
to said information processing appar a?qa to cause said information
processi ng apparatus to performreproduction and/or control of said.

re- di st¥8.but’Hit mbotmeation praicassing pestod actorditgt @ clain édwherein saidconsents
condition . information. 23. The information processing nmethod according to
cl ai m detaincledes contents ard a samtentsdkey; 8ndmvhereion i ncl udes an | D of contents

and the pur okl PG, AE101 Tid, PriBhb ke OB o eich T SFTRa BaTRE 48 o
: f t
o ver oy BL 28 oﬂﬁ“‘%‘*ﬁ?’pur R N S R S

not t hds creqtited Srelat sail haintegaserie, kenkwai Hatl eorfréspoRdingC entihe tdesabyandy
purchased by the user; and wherein if it is verified that the contents data
t hat ceastents daga as«alrel-élbtrdmt@d tﬂ‘l@nc oaide pontentyaservar raevjdyh@moarm@emlmyed he

user who e,the acce ont en s dat a, cease to be
avai | ak?lc’@peg]? dﬂ@@%ﬁ@@ F%{]qcﬁa B& OBrSBEL@ng met hod accordi ng
to claim22 wherein said contents data include contents and/or a contents

key;
19. A contents distributing method for distributing contents data over a network to an

- information processing apparatus for reproduction and/or control, comprising:
distributing contents data to said information processing apparatus;
receiving the use condition information of the distributed contents data from said
| information processing apparatus and storing the received use condition information;
receiving an access request from said information processing apparatus when the
- contents data cease to be available from a recording medium in said information
processing apparatus; and
transmitting data derived from said ﬁse condition information to said information
-processing apparatus responsive to said access request to cause said -information
| processing apparatus to perform reproduction and/or control of backup data of said
contents data stored in said recording medium or said other recording medium in said
information processing apparatus responsive to said data derived from said use

condition information.

20.  The information processing method according to claim 19 wherein




if the contents and/or the contents key stored in said recording nediumin

-said information processing apparatus are destroyed an 3¢gg§obgauest is -
- ---- ---- - 11 July 2005 81g received fromsaid infornmation processing

apparatus; and wherein an ICV (integrity check value) derived from said use
condition informati on and contents data corresponding to said destructed
contents data are transmtted in association with said access request to

said information processing apparatusgle

said use condition information includes an ID of contents stored in said
recording medium in said information processing apparatus and the purchasing
recording information of contents distributed to said information processing apparatus;

when said access request is received, it is verified, based on said purchasing
recording information, whether or not the contents data that cease to be available is the
contents already purchased by the user; and wherein |

if it is verified that the contents data that cease to be available is the contents
data already purchased by the user who made the access request, the contents data that

- cease to be available are not assessed.

21.  The information processing method according to claim 19 wherein
said contents data include contents and/or a contents key;
if the contents and/or the contents key stored in said recording medium in said
information processing apparatus are destroyed,, an access request is received from said
_ information processing apparatus; and wherein
an ICV (integrity check value) derived from said use condition information is
transmitted in association with said access request to said information processing

apparatus.

22. A contents distributing method for distributing contents data over a network to an
information processing apparatus for reproduction and/or control, comprising;
-distributing contents data to said information processing apparatus;
receiving the use condition information of the distributed contents data from said

- information processing apparatus and storing the received use condition information;
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receiving an access request from said information processing apparatus when the
contents data cease to be available from a recording medium in said information
processing apparatus; and

re-distributing the contents data that cease to be available to said information
- processing apparatus in association with said access request, and transmitting data
derived from said use condition information to said information processing apparatus to
- cause said information processing apparatus to perform reproduction and/or control of
said re-distributed contents data responsive to data derived from said use condition

information.

23.  The information processing method according to claim 22 wherein

said use condition information includes an ID of contents stored in said recording
medium in said. information processing apparatds and the purchasing recording
information of contents distributed to said information processing apparatus;
| when said access request is received, it is verified, based on said purchasing
recording information, whether or not the contents data that cease to be available is the
- contents already purchased by the user; and wherein

if it is verified that the contents data that cease to be available is the contents
data already purchased by the user who made the access request, the contents data that

cease to be available are not assessed.

'24.  The information processing method according to claim 22 wherein
| said contents data include contents and/or a contents key;
if the contents and/or the contents key stored in said recording medium in said

information processing apparatus are destroyed an access request is
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received from said information processing apparatus; and wherein

an ICV (integrity check value) derived from said use condition information and

‘contents data corresponding to said destructed contents data are transmitted in

association with said access request to said information processing apparatus.




