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Data - FI ELD OF THE | NVENTI ON 1 This invention rel ates
generally to the digital conmunications and nultinedia 5 fields and in
particul ar the invention px t
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data. In the past er | gt vvatermarkl n ues
have been retrieval pf digi @bgga% 10 OE Mids g-fam(r@gcs gn 9rgi

resol vi ng t heyliggbiallfaea, With HpplisAiodk in cop ynghtﬁx%tl%hbﬂhﬁdkéﬁxﬁwmthon on the
Internet. Unlike d%teg eaye‘%éot.lon t hat transforms the 15 original data to

anot her f or mtEABSMIS PUOR: i ssion, digital watermarking enbeds an
i nvi si ble or Bmmmmmmmvmcnw| nto the original data.
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i nf or mati on  copyright ihfdhflatforbéH thefnteatet. Uﬁhﬂe daueﬁc@pum mamawfm ther a

t el I P bl t e f f
i g1 t L wat o ORERIE At Epptbeoym for sertioy fgnsistion, gyl Gotgringrath pafels
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si gnal . Mor e etbeddingdredgseribed in U.S. Patent 56362950t Rlapads € é%dy Hikgtent | evel
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or"Spedh of ISSUTGRNGR Fetle T TCr giERah TEh et HEHEREPIS 105 30 G4 POGERL f r om
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technology i ‘info %X{lorg ulres s ﬁlgherolevel of embedded watermark information either in the
form of longer alphanumenc character strings or, if possible, trademarks/logo images,
or speech of the 6ﬁgina1 owner, which is embedded into and retrieved from the carrier
30 signal. However, this has previously been considered to be very difficult to achieve,
without significant corruption of the data being labelled as the amount of data to be
inserted is increased. The present invention describes such a method for embedding
digital audio or image watermarks directly into targeted audio or image data,
substantially inaudibly or invisibly, respectively.
35 There are many other potential consumer, commercial and service applications
that can benefit from the use of digital watermarking technology in copyright protection
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2 and security transm ssion. These applications include the,

enbeddi ng ¢fo 9ve3243 I dentification, such as the trademﬁﬂm’ﬂ@gos
of an owner into digital still and video cameras, or copyri ght :
protection and royalty tracking nonitori ng of sound record| ngs in

the music industry with digital audio watérmarks of the artists' voice
enbedded into the 5 sound tracks. Furt her nore, conmerci al

and service g?}ﬁfﬁ»%&é@xgﬁ’if@%glﬁg' el eaﬂ;?}ngtid?xsmkgu&etﬁyeﬁlbeddmg of ofvh@nsm ssi on
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Cargot data e e CEt el i b 2ieamatha od s acifs’ YRiEH GEDGIR o he

presents i nveghh®®achhet her or not that target data is carrying a previously
appl i ed | abel . Simlarly.the term" |abelle ven
the meaning of tarvyHeryggre,c ?’Bn\ﬁﬁ? iglpand service seftﬁésﬂg\ﬁgpéﬁtgfesheﬁnbeen gded by
t he met hod afanshéssisrearirecéptionf sensitivednessages, data, and even 1magqg¢hgt@pn hep a
first aspect [ BQHHE %ﬂ]ﬁjﬁ appl yi ng
digital wate oﬁfggiﬁ%éeﬁ%tﬂg&or s &e‘?g{r}@gﬁ% ng a o data to an
unl abel | ed SYMMARYQRTHEINYENFIONdJeo data sanple, said nethod

i ncl udimg the steps Iél is spedj ﬁcatlonandclalmsthetenn“unlabeﬂédditﬁfuiéﬁoiwﬁvmt
of unlabelled digital data gda se

it al d
b) formatti rigemsaning QflS%,flgF*e‘l’Pt%F’g‘Vb‘&f‘ ad‘&?’gla fipiobe MY@‘T mgfhed O{?Eﬁé
orthogonal t r@éb‘iﬁ fHveRtibe) Wwhether or not that target data is carryixg Pprevinusiyrappliad label.

b oduse a steé R Ry 8P el R b e bR of e aellt i
d) formatti npenbw labe) hasbeencaddedy khedmethoi of thegpréssnbinvertion: abl e f or

orthoodBal tranef or mat t infohtiBR PrVidis imdthod for
orthoggﬁal transfornat%o%brglr?gtﬁ first aspect, ! egaesenm iefi'p 8fhod

produce a seapplyingdigitahwiaterpaxking %f@?arﬁrdhﬁf@ v@it%aglﬂng audio Bl

f) for each ygahklrAd kﬁlﬁﬂhﬂaéd andibosrviaarddta sargple, said nethatiinguding 3Re steps
unl abel I ed data transform coefficlent to be repl aced and repl acing the

respective ©f: unl abel I ed data transformcoefficients to produce a

| abel | ed set of dat a_t s ivgfutting a set of unlabelletifdigitad data;and a set of digital watermark
g) stogpng locations into which watermark data transform
coeffiClents re encoded in the set of |abelled data transfarm

coefficients to gener abk fornBting thsr\mlﬁbéll%‘}dgﬂﬁrdﬂm a formad syitablefor he
wat er mar k- dag@hogonal transformation;
¢) performing an orthogonal transformation on the formatted unlabelled
data to produce a set of unlabelled data transform coefficients;
25 d) formatting the digital watermark data into a format suitable for
orthogonal transformation; -
e) performing an orthogonal transformatlon on the formatted watermark
data to produce a set of watermark data transform coefficients;
f) for each watermark data transform coefficient, allocating an
30 - unlabelled data transform coefficient to be replaced and replacing the respectivg
unlabelled data transform coefficients to produce a labelled set of data transform
coefficients;
g) storing the locations into which watermark data transform
: coefficients were encoded in the set of labelled data transform coefficients to generate a
35 unique key for future decoding of the watermark data;



3 ) WO 99/63443 h) performing an inverse orthogondICT/SG98/00039
.transformation on the |abelléd data transform coefficients to
convert theminto a set of |abelled digi tal} data having a form
resentling the original unlabelled digital “dat a.

Preferably, the steps of formatting the unl abell ed and watermarked data 5

include the steps of Wﬁgﬂ;e&g{rhﬂfg daﬁ%v&ﬁe %Paﬂ?@aﬁﬁl tRAlsfindtiéd on rtli'é.‘a‘laﬁtﬂfedcﬂata

wat er mar k dat a I Mmensi o matrices pri.or .to, perfor
t he ort hogondtansfoamsiosfiinientetesconvert them mnto a set of labelled di gﬁgp ggyxyg r ant he
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referreo rt her
i ncl udes t he thaithe gbefficitots afghe amay are ordered)mtgmg@}lxmw&m@m% er,
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repl acement Qirtidpe nah transrt]'ofﬁﬁb*dj ewm&ﬂsa:d gam dthefrécirdd:redh?ﬁhaguinab&aﬁsfomanpnatnh

i nverse zi g-zag.sG eJa at i e
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i n eachy, sub- bl Ogié @Jefér%di&h@@ﬁhgﬁgn uﬁ%@sﬁé&eﬂf&&&iﬂﬂe”ﬁy be

perforrred in a structur om manne

Al t er nat i vel yorthagena) tansfoymatien F?Rf@?@@tsﬂfghez%ab&g%§at6f‘n'€z9@ﬁ‘dd%‘f‘%s‘?%;e can
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I t | f | | t

fromthe or | HEBAP- b?qei&gf C”?%iﬁ wgﬁ?ﬁ?@gﬁeﬂ teddafiiord penifesmien L °°

;Jm ab fe| | ed v%v?termark;imsﬁ?dej[ﬁﬁcieﬁte and perfdriting tueirvierse lzigszdg svas onfthe labelled data
ransfo coe S .0

repl ac e%gn PB‘PHo 'ggf‘?’”% E*H gg’i‘“ﬂ fgrénargeon In\fm! &?per marqgggn% a. 35

Pref erabl y t magmeanef therorthogdriallyt teamsformed M@tmﬂfa@%ithahwllhbe encaded in pach

unl abel I ed dag e'% block of the diMdbEll@@dét&Qﬁ@ allobatibh fihybRPeforRoEing ffuchatd obel ow

a predetermn res val ue
random manner.

Alter'natively, the zig-zag and inverse zig-zag scans of each data type can
30 be replaced with a radial and inverse radial scans respectively. |
It is also preferable to calculate the mean and variance of the ac energies
from the orthogonal transformation coefficients for each sub-block of the unlabelled
data in order to allocate the locations of the transform coefficients of the unlabelled data
which will be replaced by the transform coefficients of the segment of watermark data.
35 Preferably the transform coefficients to be replaced in the transformed unlabelled data
will be those in which the ac energies fall below a predetermined threshold value.




4 The transform coefficients of the waterngr/&oggta

enbedded i WQ 98463443 | abel l ed digital data are al sq pref ef

conpressed prior to enbedding, using a scaling functi on. Pr ef erably
t he conpression function has an exponenti gl characteristic, however
i n other enbodi ments scaling functions haVing another characteristic
simlar 5 to an exponential function may be used to simlar effect.
According to a second Hanegls e?ﬁ&éﬁebfg{é\&%&in%kﬂhﬁvédﬁ?eﬂd%dﬁmﬂwd

for extractlng di gital vvaterma | mage ta or, digital waterpmarkin

audi o dat a flpbgHed digital datg agg glse are mgecoxrmiaﬁse pHer \ﬁ?!’é‘%?d&%ﬂga uSIZ S 5
erELhﬂj hn? l{ﬂ?éllibn'é rI:i'e&'i' tlﬁfcompr?(ssxon ﬁmctmnhasanexponen’tial t:lli‘a;wétf bnﬂil:t a set f Of
abel | ed di al data, and .uni que acon ai.nin Qr.ITR 0
| oat i ons. oaREF eAthel Py serlive BanrSedR naviie leter oAbty

data; 5 to an exponential functidy) map bpiuserd tormnﬂateﬁﬁéctl abel | ed di gi taI dat a
into a format suitable L st

c) perform ?g an ortho‘a%‘% ﬁhngrt%ﬁg (??lr(;aa?ﬁ&??%ép s@&?%w?én‘?%&%xggavdgseﬂneeého%
data to prodorextractiog digital watdrmarking imagedata;prodigitel oeatermarkingaudio data fro

~d) using the aagltm@agsy%ﬁfb 8K VidR6 dafa siﬁaﬂ@@mqﬁemé@ﬂﬂaﬁﬁg aRatégscafent s of
orthogonal |y trans

wat er mar | ocati.ons, i n,the set .of
| abel | ed dat a P BRYHNEA s@b@?ﬁi’éﬂ"éﬂ@&“@‘d@ﬁ ique ]F?Yd yontammg

e) usiT® an inforekafién 6f ldtaseiRalf waternnir dam impbsedasta 1abélroarthé tubetidd dipital
wat er mar k da({ag%to retrieve the enbedded wat ermark dat a.

Pref erably, formatting step of the watermark extraction nethod

i ncl udes the step of nEpmappingiike satof tebelleddigitabidatainio afomnat suitable for

t wo- di nensi %}ﬁ{oggﬁélrﬁiﬁsfonnatmn prior to perform ng the orthogonal
transform Preferably al so, prior to ort

onal
transformation, the me®)rpstfarmingarerthegongl transi @maaowndh#mtﬁea? °pﬁ€ sane

number 1 f Skl & r§5£’cetﬂMKﬁlaBélléd‘ﬁta&ﬁ@éfoﬁrﬁ'cééiﬁci@ﬁ@Odl ng process.
It is also preferable °a§{1§r th [}8 %tlgtqransfg{ﬁtls r{_ﬂg%gei 1'?%1'[15

of the | abel |l €

in app ][ oxi nﬁrﬁiqg:zéally transfdrgmﬂemtemaﬁ delalflmlmyl:dbdmt;odsyn gmlrseﬁpﬂabgllzd?ztg zag.
scan of eac - e O ¢ y transformed | abel |l ed data
prior to ext r%}é?o I'on &%?ﬂ@%nt \g%?lﬁéarlh 99@3 coefficients_and

perform ng an inverse ¢ usingan inversenthogenal tapsformetionen thedrans :
coef figgent swgﬁmldgt@toq&h@vgﬂﬁfen%&dgd%{@mgkm ermark data prior to the

i nver se ort hogonal .trapsf.ornati on. some enb dlmets of ta
g 8?1 he

i nvention a radial scahrefeablg efonnattmg§tﬁpp the syaterzmar
unl abel | ed dathdethersttprofnivppiny thbséd cfdalskiled datai into 4 twa38imensional aménvent

w th watermy korqgt %rforr}m\ﬁmg'tﬁehorﬁﬁsg%ngl m%o%. scan and inverse radial scan
Preferably also, prior to orthogonal transformation, the matrix of labelled
25 data is divided into the same number of smaller sub-blocks as that used in the encoding
process. : :
| It is also preferable to order the orthogonal transformation coefficients of
the labelled data in each sub-block into a one-dimensional array in approximately
increasing frequency order by performing a zig-zag scan of each sub-block of
30 orthogonally transformed labelled data prior to extraction of the watermark data
coefficients and performing an inverse zig-zag scan on the extracted watermark data
coefficients to build a matrix of sub-blocks of watermark data prior to the inverse
orthogonal transformation. In some embodiments of the invention a radial scan is used
_ in the encoding process of the unlabelled data to order the unlabelled data prior to
35 replacement with watermark data in which case a radial scan and inverse radial scan
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respectlveI"Yioawg“Q3 zag scan and i nverse zi g-zag scan.

The transformcoefficients of the watermark data enbedded in the

| abel l ed digital data are also preferably gonpressed prior to enbeddi ng and

the 5 - extraction nethod includes the step of expandingi{the conpressed
wat ermar k data pri or to the inverse ort ho?onal transformation, the
conpr essi on shahlé ajsarbeiused it thpsiecsding process instead af respedtivalyta zigzagsean and/i ng

a characteri ?rwe? e%o%%?l%kémt he i nverse of the other. Preferably the
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function has an inver smmﬁmmefmgmaemq%w@a*éa@twe@ Bhtheent s
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and i nverse exponentl a ct| ec |veI be us
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vi sual or audi t of the encq te
exami nation 5?3(1%% qn&f??]?) ﬁk@'%ﬁ%ngﬁgmhgéﬂhe kg afﬂgeqq%&f or
future 15  Préferably the campad:ssmneﬁmctmn ks anrexponéntial chagadteristisranddhe expansion
conpari son w or{%% i in 0 é:ﬂfa‘fﬁﬁél‘ﬁ& fikde- Inotl%O emhodments caling '

Preferably, f stormis scre e sl ne rans orm
(DCT) akéd th@mmgs hevmg sh@ra@tpﬁsm@sam ahtsaems@cpmu ahabipverse srpenential

orthogonal  fynction rkd I@Bﬁ@&j}ﬁayﬂi&&eé% Ei%ildr%ffectVW sh- Hadamard, Haar, Sine,
and Wavel et transfor can The

0 use
unl abel | ed digital dat alﬂ§§}?ﬁrolé’§e%9¥§t$ igprtoRe herrEiver waleppark data samples
stream repr em@t dith@r be displayed asla yisngbordudi®outpot afithe encoging pocessfanpl e, as

B O an o Srampciate sxsuagH pf hishdntRBHBE o b 6 Hck W€ igitdl B el o

digital data Peam Ty presenting -
digitisid vi osmal or auralodxagdmationtns avthentication ortfer @gualcmmmsonmtimmastsr a
master tape rogram nmateri al . In the second
aspect of thgéﬁeir?\?gﬁtﬁll%n t he | abel |l ed da a pr or . to_decodin wi ||

in nost cases be obt ai gferablys the pthege %}%P&csqseﬁoggegwml ng
on a (B9 anfkhd iMeese uﬁnéﬁﬁﬁﬁsﬁhﬁﬁzefdemcwhoﬁv&eﬁlcﬂl@dr omb 6ﬁall e Disc

(DVD) carryi cor di f..the | |

video in a d.t%maﬁogaa v 4= oty Walsh Edbnad o Snf R Moy Pt st
ganme or2(t heralsodfetwsede. The | abel | ed data may al so be obt ai ned from
a broadcast transmi ssi SBthid

| abel l ed digital data Orr@“’“‘ﬁlabeuﬁdd‘ag‘tald?*”?‘“’g%esauywe Q&Hﬁja%ﬁph

whi ch case i tstreem rwemng |atdlglé1§e%m%ﬁ$@1%?l’r%%erwgésf@ﬁﬁwl& %Rm‘@éad b¥and
or g1€a1§ﬁﬂ cmrd Chatdativelp, thé dilaBelidd AaHA datih gﬁﬁébbﬁﬁhddfﬁmﬁ%l A

\?Mnﬂ © Bgngﬁlcogggpm sty ag;aqegq:eg!g; l s&efg s1sg Vided in whi chet%\(s:Q ﬂl%fsouréecnr;a)(') bea" tt{]eor
25 camera or a master tape of video program material.

In the second aspect of the invention, the labelled data prior to decoding,
will in most cases be obtained from some form of recording such as a recording on a
Video CD (VCD), a Laser Disc (LD) or a Digital Versatile Disc (DVD) carrying 2
recording of the labelled data as the digitised video in a digitised movie or still image

30 contained within a video game or other software. The labelled data may also be
obtained from a broadcast transmission.

The unlabelled and labelled digital data may also be a part of an audio
signal in which case it may be a digitised sample stream representing digitised sound or
music and may include two sample streams representing channel A and channel B of

35 digitised stereo sound, each of which or either will be encoded with watermark data.
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6 'I n the case of audio data, the transeoi/seIswoomst ep’

m ght i nvom%99r’?a3(§?)3rd| ng the | abell ed data on a Conpact Disc (CD),-
Digital Audio Tape (DAT), a Laser Disc (LD), a Video CD (VCD), live
digital broadcast, or live digital nmusic d conversation down a
conmmuni cati on channel such as a telephone | i ne or phone through internet.

5 Thelabelled dlgltal al so .be a part .of an inmage or a
vi deo signal that In thecasp of dﬂ%@%ﬂ%&%ﬁ%@g%@gem ﬂ?’r&rk

data. In thi ﬁxeqa%@l;ed"daﬁ dnf @Gﬁl?%ﬁ&lm& (CD), Dlgltﬂt&mwfl'@bé (DATY|aaseeDiscdi ng

| acer i sk ofL13 6 AR D vs gl bisanst ok B i B pp gamyersation -

conmuni cat i odowh amb&irm&uahmas:hanﬂet bwghresractelephenedine drrphioge thrbmgh mltmetet 10
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di stribution r&’HQ 3 1t digivA VetsatileRfistyi de a
di g| tal wat err’t%nkght mvolvgrego ﬁi@lﬂ?élhfaeta d(g{rarlbéeﬂc]fViaa §€?]et r |1%Y es either

di gital audi @W)qﬁﬂg@dxﬁmlmfrt@smﬁsm@ ST Of Videp sign % ¥R Pnensi onal )
and spati al éélﬁﬁmgicﬁﬁ&@bmﬂ@sﬁﬁﬁﬁhﬁl@éhdﬁbmﬂ%@h‘tﬁaﬁ@ theanteaiead W th

exi sti nmet hods, et nai of al phanuner
char ac{igr P\AE%JB‘@EIYag’ ﬁ‘ﬁgléaz "tlg o10% 9, é‘q l§l &gﬂe\’fent i on
have the di slagppin ostuers mgtemark apersmial Rieh'eﬂchtmg amattists racexdedgom antire

audi o or i mag &%ﬂ”@{dﬁphﬁﬁsﬂ

gi tal dataforrrats
i naudi bly or | 5SS es eg{&@ﬁ'{ﬁﬁﬁo Digital waternmarking

net hods accor di ngEmbosinaerpss ef&emeeﬁ%mmmvﬂe pidigital watermarkingmethod ar e
truly generifat &nt)&?s aﬁfartéﬁ;eb&%tﬂeh ﬁﬁihdi’@oﬁﬁﬂd leSphtéreth RN tﬁe fdngyoratt

format s _of di nmedi e ne erate n qQrt 0 sfor
coeffliﬁents Qgﬂe“ﬁmensmnﬁ PI‘B{] élt ﬁa&%{‘ @@'afé ﬁan ‘ilnogonal
transforns i Wxﬂﬂbﬁtxshh@:ﬁbtﬂcﬁdsd‘gﬂimahrget mamly therenghedding of alphagumerié clesadeat a
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been wel | dog?f%éﬁf &F ?rﬁlaflﬁe ﬁ&gﬁ{yﬁ{t}r %e%ﬁ]&gg& hz[wé'tﬁg ﬂgﬁh&%ﬂaﬂagg
ort hogonal t oferobesiding amitetriaving amentizerpadia jor unaqumtpmlarhommmpgs dmtal
de-correl ati @iy, formats, l?ﬁdgﬂ§§§ﬁ§nglg@tre§5§dﬁl‘,glgl n fewer coefficients with

S

significant energies of 1nterest equently, unrber of, data
proces3Png techni @@@Mmkmsm%hmgc mg to the prefefred §H{g‘1 BRHB“ tof the, e
directly appiﬂv@ﬂtléxpaﬁehﬁﬂi a{b‘iifc(iﬁ mm& that muy ﬁan BQapphed to many dififérenig

nbod di d
Cog0 can be SBEHRAHISH e 118 et fodtph ph oghdgreaL FanBor BFEREMSIE
stored in  the data sourdee rTlBM&vaﬂhEt:s oflusing oﬂﬂé@:ml mmmsmme fieldofxdigita
t Ki
e 0 2ot ue i 38ng such as A bifheS . ebiatn (iR R SRR 0
into i Afges RCogRitien hgvgh@qnswellrmommmda thelitepturs. Fhe ppin a maéwé&sms
enbeddi ng augitRog¥iabiramférns ﬁstéi&bﬂﬂeniﬂ%&ﬂ%r@ﬁaﬁél 86 Raidds ﬁae dellédireddtionVD

|a|nﬁeVCD For n%}'oscesses tllalt ¥eesulst 119 Pe%\lre% CE)% e%g leﬁ’? mg:l{ffca& enel(')gles ((&Mln teresi ele P hone

Subsequently, a number of data processing techniques such as filtering and
thresholding can be directly applied to the transform coefficients.

30 Using embodiments of the present invention, a digital image of a trademark or
logo can be embedded into and retrieved from a grayscale or colour image stored in
either BMP, GIF, TIFF, JPEG or MPEG format. In audio watermarking, the same-
method can be used to embed a signature audio sequence into typical audio formats

. such as WAV and AIFF or into images or video signals. This method can also be

35 extended to embedding audio watermarks in digital image or video data, such as DVD

and VCD formats, or live signals through the internet or down a telephone line.



7 : Correl ation studi es perfornmed on many experi mental tests

of the presw0v9/63s43 i nvention have reveal ed that the | abePEFP8MMEAded
or watermarked)  data and ‘t he’ original unlabelled data can result in
hi gh correlation coefficient value in the 1}ange of approxi mat el y

0.91 to 0.99 (Wen there are absolutely no“differences between two 5
I mges, the correlation value would equal to 1.). The present net hod

exploits the de- rrelat{on(‘s?tfcfl% ﬁér%og@g& Bﬁ%yex‘ﬁimﬁﬁﬂtfaf teg{s‘iﬂ‘ttﬁe

transform domai n for e trans?or m domai n,

nost of traniiventior bave revealed ﬂ@h&eda'@éleai(@nh@%épawmamd) dataand thg) y g
few | ow frequﬁgﬁm aebilied bt Gan'resiat inHgheéeélaRdkcobiiciemanaReinalib edge®d i n

inproduct s %&é&%&ﬁ%&oﬁ%@@hﬁnﬁmﬁwlﬂymd* s °”Sﬂh2¥?éh

for ¢ op¥r i ghimages] mtdoﬁalatxautvbmtwmﬂd equalamdl.)i Mhe grasent méthdd gxplaits thetde-i s

or Y1 e PRy ot SR Rintly o e R StRE Bl 50 e ?m.ﬁ‘%%@%ﬁé o

invisibly orh tltectrms&mnrﬁbmmnphost of transformaaciifisient enurgien ararssocial VGth
wat er mark c a%ny‘fﬁvpﬁﬁﬁ-@&feﬂw @&fﬁ%ﬁs &4hhd the SPtintlald ddiR can bE eRbelidd in

protection isSs uner products, such as digital stl |1
and vi deo cahighefiequeney ragion-expl oi t t he benefits of this invention

as a byig t-in featwim td tréheddous @f&b&hﬁh Ebdtﬁtéfmwse@l!cesfpmwded throughethenpl e

can T O aftegpep %ﬁﬁa@gg$w#xﬁp@5?ﬁ$@%§‘aﬁ%8@ AdrE LR

For exanpl e, ré}ﬁdly maiemg fri intportanee NWithi the presémtrmethodyr2 company’sdogedded
W thin an augraaemgrkgt:ah%e e?ﬂﬂedhé;y &ﬁﬂﬂl’glgblflto adlﬁgglzﬁr%ég s“o rgn{cor @g&ﬂdﬁﬂcﬁ”_

and receptio I nvent| on
provi de the suandibjen@he mddandatamavatennark can thgphp subqegumﬂyaxsedgnmplvmg

wat er neyKi ng H?}xji%ﬂ vhetdelishies. di g taI audi o, or inmage vvaternark
S enbec?lc;ed |cn 0 fone oflsvarl ou a{otﬂimtds such as %.Eeal e aﬂ
col our images, or CAngumenprogueis,sugh as digit video cameras, tan

a tlhi rd azpe%m?ﬁtbﬁf ﬂﬁ@ﬁﬁaﬁmmasanbmwinntatwedﬁshemmmtu& tédchnology, for d
appl yi ng |g|ta ter makki.n at a,or at a
to an CXIMP TIB PR t@??tg‘l%qq’r@a &f‘geng%i%g&ﬂn\g@ a sarrpa%mjé sa| d
appar at us | nalsad:eng:ry useful in commercial and personahy.omnqumcam qu;rep:amg :
i nput et el Jr&% Qﬂpﬁg@@l ng
neans :Zrofan ggas%iﬁlea?g%ée%g“{éhe un ngﬁf:%%ég |t§1i at aanaudlo, dxgﬁll encode

wat er mar k datdatafﬁraemtrmmn waeniiony for ma set of |abelled digital
dat a, and Preferabl embodiments of the mﬁann@utpmmdmmrgeﬁagemﬂcﬁomn put

wherei n the SPERLLYIaf mﬁmﬁsﬁmmﬁw Aefihod e
watermark is embedded into any one of various data formats, such as grayscale and
25 colour images, or audio or video data.

According to a third aspect, the present invention provides apparatus for
applying digital watermarking image data or digital watermarking audio data to an
unlabelled digital image, audio, or video data sample, said apparatus including:

a) input means arranged to input a set of unlabelled digital data;

30 b) processing means arranged to process the unlabelled digital data to
encode watermark data into the unlabelled data to form a set of labelled digital data;
and

c¢) output means arranged to output the labelled digital datato a
communication or storage medium, _
35 wherein the processing means is arranged to perform the method as
. herein described.



herei n descri bed. ' .
8 ‘W0 99/63443 According to a fourth aspect, the presentPGTNGASOPEH

provi des an apparatus for extracting digital watermarking i mage
data or digital watermarking audio data from | abel | ed digital

| mage; audi o, or video data sanple said ap?par atus incl udi ng:
a) input neans arranged to input a set of l|labelled digital data;

O PHog ost 09, TeBRS GBS ol RURCE BRe bert AREH DMl flel 2 3934*9‘35 for
c) output neextmcng digitaliwatermarking image d@t@tﬂ&k&@mﬁmﬂr@n&%&gd&&l%t a
to a displ aylaBéll&itﬁ@ﬁﬂeinﬁE@%dlo or video dﬂ&%&ﬁ?rlﬁi@@mﬁbﬁ& ans is

arranged to performthe pethod as herein

According to a fifth aShifut meags yranged ﬂombﬁﬁqteglaﬁpﬂﬂ@sstabd%g. tal

recotr]I d:j 59, . reCB) pestesiin@ii¢an s aRnged g}ﬁi@désﬂﬂlet ltﬁlﬂiﬁlherdaﬁgilttﬁldg&tbel g
encoded wi e net hods

descr i bed. | extriot waltigarkdafs gncoded:iptofhedabetl

Embodi ments of the i nvenobutpat means armangkd todmstputi the extrastedwstenark digital datawi t h
reference togt awi ngs i n which: Figure 1

Il lustrates a%@g@ﬁgﬁ gg%ocmgamatrleor or t hogonal

t r ansf or mat mhemb@eupnoc@mmmm agangaddoiperform themethod as herein describeg, gure
2 111 ugbrates a ZiGodthee AT AbpkaCtHoritient Mchid g%&lae@géigﬁmec&im& e 20

i nvention, as conpared to nve Lon I|ne raster scanni

Figure 3 il |1FSPrdst o8 any recepdiag medpun th @:FSE?COQCQF‘@ th wateraark @Pgﬁ ng a
Di screte Cosimca'ﬂdaﬂéd‘\ﬁﬁmﬂdiﬁa'thom&bﬁb@b bl ocks of the inmage used in an
enbodi nent of the invention; Figure 4 illustrates an
exponential curve used in a step of re-scaling the 25 transform

coef fi ci ent SBRIBH DESECRIBTIONOF 'HIEtIhBAIWINGSl on; Figure 5

[llustygtes a st epnoarfBiciol B9 idvadR

structured manner 1 n accordance Wlt an egg‘;vg)emant ﬁheﬁane e w1th
Figure 6 il |Xpderenaede the agcampanying Heavdngsinwhi 1leatermatrk coeff|C|ents in a

random NeFipate i illu%ﬁ'ﬁt@é d%&?%f%ﬁ-blo%kﬁighﬁhaﬁ&%ﬂbﬁﬁiﬁonﬁf the
i nventi on; rat es schemati c” bl ock di agram of

an embodi rrenworm?@%r“é%de’ﬂt SidhSaiments GIVEMIA,r  enbeddi ng and retri eval
of digital waternBiguse 2 ifhustrates alzingmaainungtechmqué useddh ah @aibodithent of the

Figures 111 M3LkRnS s o abd R QS ehtiotal fide-B)-1al Or FIRPSLRRg, OF f1oure 7
- Figure 3 illustrates an image a) before and b) after a step of performing a
Discrete Cosine Transform (DCT) on the sub-blocks of the image used in an
embodiment of the invention;
Figure 4 illustrates an exponential curve used in a step of re-scaling the

25 transform coefficients used in embodiments of the invention;

Figure 5 illustrates a step of embedding the watermark coefficients in a
structured manner in accordance with an embodiment of the invention;

Figure 6 illustrates a step of embedding the watermark coefficients in a random
manner in accordance with another embodiment of the invention;

30 Figure 7 illustrates a schematic block diagram of an embodiment of the present
invention for embedding and retrieval of digital watermarks through orthogonal
transformation;

Figure 8 illustrates a pseudocode listing of the embodiment of figure 7
providing a digital watermarking system that can apply to audio, image or video data.



providing g digital watermarking systemthat can apply to au or
vi deo dat aWO 99/63443 gb’?ISGbm%

Figure 9 illustrates an exanple of digital inage watermarking of a

conpany' s | ogo, of size 128 x 128,9into a real inmage, of size 512 X
512, of a wonan's face, created usi ng an enbodi ment of the present
I nventi on; Figure 10 illustrates another exanple of digital

i mage wat er mar ki nFigre @ illastratesanrgxamplesof digital imhgs watenhatking 628 company’a
~real imge, of%égxeé 128 3ntc el a%g%' bt dife 512 x 512, d@ﬂ@maﬁ cate drditdd'9

an enbodi nen °g8f i nven
illustrates asmganhmhodgnm&h@remmenmn,ons encoder / decoder for

hi dden data encod | termarking't dtg,ure 12
%Eg"ggagramo aﬁ EW 188P8igi talnmagewaerm

illustrates a blo nedi a, encod oder 112
wat er mafk dacempanids logo, of size 128 12?'1 igte areakimage, 2% 58 ’o‘bﬁ@"iﬁt%lmeam of
a personal i ggidd, Et&%dl@mgwanbodlmemoﬁnspﬁeédtd@mﬁeﬁ, Det ai | ed

d f f
T R - L
coe}‘fi Ci ten:shmdeﬁdﬁltaaehbededcﬁcmcmﬁnmaﬁémchahﬁﬁ;l) are enpl oyed. Home¥eECT

i ementations o e

and ot her PR g el 136k Agbretd 8t 4 SRR nd PlebiEcdiRP o6t

ourt er
Wal sh- I-liadanam;ermadcdatﬁalﬁ and Wavel et transforns can al so be used

to good effect. "T"létg@ ﬂsﬁae‘?ﬁlﬁgfﬂp %ﬁad | rfonal identificatidiPéfd! ed data

and wat er mar k |mage ata are |rst conv to two-di nensional 20
matri ces andengpslsr/desadsed i nt o sub- bl ocks,. prior to orthogonal

transf or mat i @etaildd@edescription o%maimemwu@mveﬁﬁures that t he di nension
size of the unlab Ied data be at wi,ce

di nensi on si ze of nﬁ‘?&'ﬂ‘?ﬁm&ﬂ%‘?&m #’é’ﬁs h cﬁdeﬁgxwhmh
requi r dsent theadoefficientsofh Elsoeétatcmdined‘mmfomﬂb@ﬁ) anefempieyéﬁaaiinwn‘v@r, ,
sanpling thegr I &@%@e | | SRS

t he wat er mar K mnentat’ﬁnsf) Ex&m%ﬁ%afen&q{r?l éiftos%éﬁ clg)r0 iis F‘ﬁeilfl
Preferably eavhomml prruoafrmes such @s ﬁﬁp:qt%Egunes, Waséhsﬂeﬁamré, 4T Sinejapd
typically Wavelet%ﬂ%ﬁﬁé 84h 4160 B@u@em%@oa [3: ﬂ%ﬁfe@ﬁamﬁent both

P oduced bymiheled gt pad Reivimauage daie e DSt pperied nto o iengiongll 15
16 are zoommniammwldlmenlcﬁaaed gto IhﬂE-Glduks,rpﬂcﬁ to brihegomal uairﬁ‘ormatim al‘he ,
ndivi duar - et el thartse GnfiiRioR g efﬁ*‘ bR B bl
t hrough a DCleaspaviee therdimension size trﬁﬁlervwmm'k detatm saal¥dimensions o e s are
5, P\ 2t S fohinf (10l 0898t of e e it B .

For example, for a 512 x 512 unlabelled image, the watermark image should be

25 typically 256 x 256 or smaller.

Preferably each sub-block of the matrices is 8 x 8 pixels, which is typically
considered to be a good size for data compression applications in terms of speed and
minimum blocking edge effects, introduced by the sub-blocking process. For example,

8 x 8 and 16 x 16 are commonly used in JPEG and MPEG formats, however other sub-
30 block dimensions may also usefully be employed. After sub-blocking, the individual

sub-block data are then mapped into the transform domain through a DCT operation.

The respective transform coefficients are then operated on by a number of processing

steps necessary for digital watermarking. Figure 1 illustrates the 8 x 8 sub-blocking

blocking process in which a matrix 12 is divided into a plurality of 8x8 sub-blocks 10
35 for orthogonal transformation.

pord




bl ocking process in which a matrix 12 is drvrded |nto a plurgli 8 -
sub- bl ocksWOP48443  { or orthogonal transfornmation. Fetrsdodons

10 Referring to Figure 2, the frrst processing step in the
transformdomain is to re- arrangggthe transformcoefficients of
t he unl abel |l ed and watermark data by perform ng a zig-zag scan of

each sub-bl ock. The zi g-zag scanni ng techni que has been used
extensively in daRefeﬁﬁfgxbef&gﬁxem, thefisst processing stereinsthe trandfoym demaimisits ré-he

appr ox ot ¢l SR tor cootrigly offhe VAR dad altpid SEEHS REMolnRT
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After 10 g- zagchnquwﬂg:e-mrﬂer the zoefficient waﬁbmsefnﬂewar(é BB DD, (1),
statisti cal 22,41, Ja@ yS'qngtnmmlén&Bﬁé@F dr¥ch § Bﬁkttﬁﬁeeh%r@ iARE 9i es

of the unIabT cul at e romthe transform
coef fi ci ent SMxND mabix wihbrimeppes infp 2 operdimensiopal arayeof size MN. HiglIs2d from

the mean andigstaiélrihe zﬂ;ﬂfd afing weGpplidd eithé frst 8R8 §ul-blockl® dfFighe
an adaptive energy -t hresho d all ows optinum of fset positions in each

one- di nensi dhal array to be determ ned. The offset position in each
one- di k®nsi onal aAftalyzlgmagesmmga the transfornt taeffidipntsiatadsubjeeted toistatistical

energies wt h '

coefficient sﬁg'g'snot%@ érag@r?%ﬁ@ paﬁ%e!g% |%‘Jgﬁgcf{ﬂaéﬁleﬂanbeg %gf‘ﬁcﬁ&@ﬁﬁs S
simlar calculated &om/ ﬁnagsfenntcpammtwmpmgomnepém&mﬂmhs valuon s
achi eved by fpded &o?ri‘hﬁé mean and stédaaﬁfdéaiﬁr&lf&ftﬂa SORMSFSnE Srickgieh.! The use of
sufficient energies, which @H@{ al | t he, | ow, 25 fr.e ue.nlg‘Xl
range. Fi gurd® apliyg eaeray By W St RPsifione 2 canh ope '
It shophd beariugite betdetirmined. Thetofivet p@ﬂmcrreinrmdh dﬁedﬁnéisrbnanm@ eoressponﬂsrre nt

| acati on 1 orcipishy TR e pRARNRaC b8 SilgiTinal A" SaeEd i pbSiich Be

filtering t Eﬁﬁmj que&)efﬁmbmtd do thPbMar wital ole gven lf they are neglecttd;c’ghjsgm similar
each wat er Ny, dat a
tﬁk e nean, an d ar g %%&et&?a éa%% %@hﬁ@eéﬁf‘kbﬁhg Gﬁiy

30 such as eviatl on

er or der r_mme
The enbeddi rfé°§?r"6@§s‘§nb$°°fh‘fléﬁltﬁrﬂ‘ﬂ FfEeientnergies, whig ¢ }S?d" any
rel evapg tr aﬁre{leﬁép £t f Firgu@as $lh@tratedehe/ DICID@hAA of a&mbwckboﬁmgﬁnégec ant ac

ener gi es, roduce,unnecessaLy .errars i.n.the

unl abel | ed dat a. %5&%‘%‘?5’5 0] tg tttﬂﬁﬁ}?gsucal methiod desciibed in this émbodimént is not
the only possible method that can be used to set the location for replacement of the
watermark data. Other adaptive filtering techniques include the choice of a fixed

location for each watermark block, or alternatively the flexible use of statistical data

30 such as the mean, standard deviation, and higher-order moments. ,
| The embedding process of watermark coefficients must avoid overwriting any
relevant transform coefficients of the unlabelled data with significant ac energies, as
this would introduce unnecessary errors in the unlabelled data. Locating the optimum
_ locations is therefore not only important in reducing the errors but the locations also
35 generate a unique key that will be used later for decoding. Through the process of
embedding the unlabelled data with an invisible or inaudible watermark, the combined



| ocati.ons is therefore not only inportant in reducing the errors but the
| ocations aMiQ9%63443  generat.e a unique key that will be usedP¢HPES/G0839

decodi ng. Through t he process of enbeddi ng the unl abell ed data with
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durin
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of fect of { hetheR Blosked inte sogmemiior SERHIed csiandom ebedding ’é‘thE frepstopmation
Olntehpr e}]@%r r edcdwﬁ&ehtaanthe dnmene&hat htagEhbtnﬁgnmf tbfuﬁ@f&mﬁﬁﬁ I&bbﬁ‘:ldcrw&tdBeOES
al t houg | ena unctions e use

i gure 4 i 11 ynbedled SoayPunieredEo A pREpT gootiE opeBlin This WA helR T or m
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nornal , |og- r@hmmnlnm@thempgﬂémtmsmﬂy&museépropn ate probability
densi ty1§ unct i ons Fafreh Afuskftcs 8hdadlve filtering for re-solfing BPtrﬂx'stfEﬂﬁbGémExeﬁtsze

of the unl abﬁtkwatafg dat a 12 s at Ieasé&t,wl ce gh

si onal |ze of
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available in a e LN n be
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a structured drasite functions cantadsabeg wsedoef fici ents 15 25 can be enbedded

in everygodd or evggtﬁé)% HiAsiBhial SR ftlaéﬁ!:ﬁawﬂeﬁfa%{dl%qs%{&%ft%

coefficrent |gcations om nenner wat er mar‘rke coef fici ent S

can be meaaaa@cmerpfdhq vategnark data b éhq;?mbfeﬂﬂsng rgReAding Profess of
speci fi ed ranggematudsiients 15 can & Idtthe aditionst sabiblddks10availaBle iniHeer mar K

coefficients 1§ .e de a str ured 20 and .rando n
respecti vel y.“é@eﬁ%ﬁ%atadlzl‘ eEhee Bf‘fcgfﬁ °"Pé>§t11?rf8"6?£?lm¢fb? @g@%‘%nt i on
is that the sxianéumuﬁamxet hFor example, ima stinedtired neamsies, decwatennatkicaefficients 15

compati ke Fah waldiea By S48 Sabdo R BURGR] & row o te yhiIBfa GUBRHAES W L1

a 128 x 128 ma e rayscal-e 1 nage Fespon o exac
coefficient locatlons Whilein a random manner, the watermark coefﬁclents can be

located in different columns or rows, depending on a specified random sequence.
Figures 5 and 6 illustrate the watermark coefficients 15 embedded in a structured 20
and random 22 manner, respectively.

30 One important feature of the present invention is that the sizes of both
unlabelled and labelled data are compatible. For example, a 512 x 512 grayscale
image, embedded with a 128 x 128 watermark grayscale image corresponds to exactly
the same data size of the unlabelled image, approximately 262 kBytes. A unique key
for the labelled image is generated and the size of the key is much less than the

35 watermark grayscale image of size of 16.4 kBytes of data. The size of the key fora 512
x 512 image is only approximately 4 kBytes.




the same data size of the unlabelled image, approximately 262 kBytes. A
uni que keywo 9963443 for the labelled imge is generated and {RTISGIBO0N t he

key is much less than the 35 wat ermark grayscal e i age of size of 16.4
kBytes of data. The size of the key for a_H12 x 512 image is only
approxi mately 4 kBytes. 12
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From the labelled transform coefficients, the watermark coefficients are decoded 46
from the labelled coefficients based on the spatial locations extracted 44 from the
unique key. The watermark coefficients are expanded through an inverse exponential
filter 48 and re-arranged to follow a normal scan pattern. This is then followed by an
30 inverse transformation by DCT 138 to obtain the decoded watermark data.:
Figure 8a and 8b illustrate pseudocode listings of a digital watermarking coder
and decoder system that can be applied to image, audio and video data. Figures 9 and
10 illustrate examples of digital image watermarking in the form of a company logo of
size 128 x 128 into two real images of size 512 x 512 of 2 women's face and a satellite
35 image, respectively. Correlation analysis performed on these examples between the
unlabelled and labelled images and original and decoded watermarks have yielded
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The en@ader 202 oWdiettingdo Figurell,| abgipliestich 6f tha mdtiesboNthe presentinveionis
data 203 illustrated, in which input chgltal facsimile or telephone audio data 200, is encoded with
hidden digital data 201 in a communication encoder 202 embodymg an encoding
- method according to the invention.
The encoder 202 outputs a set of labelled digital facsimile or telephone data 203
30 and a unique key 204 as a result of the encoding process and these are transmitted via a
- communications channel 208 to a communication decoder 205 embodying a decoding
method according to the invention. The decoder outputs labelled (i.e. unaltered) digital
facsimile or telephone data 206 and extracted hidden data 207 which may represent a
hidden message, or may be used to validate the source of the telephone facsimile data.
35 Turning to the embodiment of Figure 12, a further application of the method of
the present invention is illustrated, in which input digital audio, image or video data
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of ort hogonaland vide datdsvithout afytxeﬁdumgegradauon to the data quality. The proposed
method exploits the de-correlation property of orthogonal transforms for embedding
and retrieving digital watermarks.
30 Although the proposed method describes mainly the use of a discrete cosine
transform as the domain for watermarking; however, orthogonal transforms such as
Fourier, Walsh-Hadamard, Haar, Sine and Wavelet can also be applied. Instead of the
current watermarking technology of embedding text strings into digital data, the

proposed method would provide additional complementary proof as to the true
35 ownership of the digital data, by the use of a company’s logo or a recording of the
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The ) meﬂgogl asoefficients tveréedodedrinthe lsétfdfllibellfﬁd amamraﬂfffbnﬁ@osme&nmo\gan@:gt&éd
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order, as herei nbef or eh) performing an inverse orthogonal transformation on the labelled data
transform coefficients to convert them into a set of labelled digital data having a form
resembling the original unlabelled digital data.

25 2. ‘The method of claim 1 wherein the step of formatting the watermark
data includes the step of mapping the set of watermark data into a two-dimensional
matrix.

3. The method of claim 2 wherein the step of formatting the watermark

_ data includes the step of dividing the two-dimensional matrix of watermark data into
30 smaller sub-blocks and the step of performing the orthogonal transformation on the
watermark data involves performing the orthogonal transform on each sub-block of the
watermark data, such that the watermark data transform coefficients are organised in

sub-blocks.
4, The method as claimed in claim 3, including an ordering step in which
35 each sub-block of the watermark data transform coefficients are reordered into a one-

dimensional array in approximately increasing frequency order, as hereinbefore
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are reor der ef¢r isubsequens meplacement into thersehef tansformation coeffisieptsmiitheunlaelled
i ncreasi ng fggguency order, as hereinbefore '

;-U

25 11. The method as claimed in any one of claims 1 to 10, wherein the step of
formatting the unlabelled data includes the step of mapping the set of unlabelled data
into a two-dimensional matrix.

12. The method of claim 11 wherein the step of formatting the unlabelled |
data includes the step of dividing the two-dimensional matrix of unlabelled data into

30 smaller sub-blocks and the step of performing the orthogonal transformation on the
unlabelled data involves performing the orthogonal transform on each sub-block of the
unlabelled data, such that the unlabelled data transform coefficients are organised in

sub-blocks.
13. The method of claim 12, including a first ordering step in which each
35 sub-block of the unlabelled data transform coefficients are reordered into a one-

dimensional array in approximately increasing frequency order, as hereinbefore



defi ned. f‘kﬁ ,6% 5l eplacenent of allocated unlabel |l ed data tpanséadiuse

coefficien ata transformcoefficients, and a .
second ordering step mlﬂﬂmm t he one-di nensi onal arrays of
the | abel |l ed datatr ntslare reordered into

sub- bl ocks using an inverse reorderlng to that of the first ordering step.
5 14. The nmethod of claim 13, wherein the first ordering step

i s achi eveddefjned, prior to rgplacesnent of allocatesl unlabelled atstransfnmsensffigiensk with t he
unl abel | ed datefmbiledfa GaiSform coefficieAff nd-h Sétohd dRTEring3tepin Qﬂﬁcw&&ﬁfdf'we step

e e RSOt 2 Bhelied e bt postiebis s popfegd int

15hi ved b subomeksrgliipahgfverﬁeaedrdiéﬁngwmwoﬁthé ﬁmbrdhi'ﬂhgrstCk ;E efhl S

3?” abe?l edyd%ta trgnsﬁ‘ggﬁe@goﬁ?fc@g i3 %telg §%I§°fdr¢§n§§ Sr}ﬁl @ﬁlﬁ'g step
i s achi evedperforpung azig-zag sean pficanhssubrtdockaof the anlabéllesddta transform

. ¢ TN Rt B B é%#%*’%%%%%ﬁ“@%ﬂﬁ&?ﬁ%ﬁ% Shigeze 1o

each one- Scanof eagh ependimensio fthe,jab ﬁ%@ri%@l“’é@tﬁfﬁfms‘éﬁﬁpmﬁr ng -a
| ocation beysmd whi chmbmeafodléfclmnﬁmrvmeeéin\ﬂxhlorwﬁgd@qmvacﬁxee&!s in

TQLS??@' P Rag A SO O SR At hEabld e ganglrey b e

and ﬂibeecmﬂlmdemfg std:;msmchﬁyed by peddornging e invetse mﬂlatsdaﬁldf&hctmg the

rrean and m t he orthogonal

t ransf or mat | on co I'Cl en Sﬂtﬁ?fabgﬁe&aﬁaﬁﬁnﬁgﬁq b%ﬁﬁiseﬁgi onal array of

unl abel | ed ¥ata and cZheoethodmf daim 1hd4omdSdinghiding the stepad, for eadhuomet i on of
the mean angimedkion t‘iﬁ{abelled data, d&é‘nnnmgalocatmnﬂ?:?oﬂ@ theac! al med
in an?( one of clai niz |nc é&g for each
one- difrensi GIFEEIES M e?‘ﬂé‘ s d’&i‘%? a"&l*‘ﬂ?&‘&% F@nséb%g‘?ﬁfﬁ?leﬁF t he

or E) hg?onﬁl | beytondMt%mdnwwpmmmﬁmddsmdeﬁﬁdg@waﬁ?ﬁ%tmh data.

su oc any t hod as.c in_any,one
of clains 11‘{ o 18, \/\h@%fnf?ﬂ{qﬁ offéaxm 16, ﬁ?ﬁ‘gﬂ%ﬂg %‘”ﬁﬁﬁg'? axgn t he
unl abel | ed vasiance valpesofthe ac emirgies diom thesirthegonal transfoiinamxf coefii¢ie s for a
Fourier tr aéh%ﬁ%eld : V\aveﬁlgktaﬁ'aﬁﬁﬁlq SileAnBlL a3t the threshol. (anshos™m a

si ne ansf trans orm and the inverse transtormis
respe |veI °t&9f1? the meangnd vagangekplliese Fourier transform an inverse

vl sh£ f Hadarrmrﬂ% gfe&maf@rommﬁa i &:&566§eeoﬂ'&lﬁﬁ1stlf2&65ﬂ70ﬁiﬂu t}i%\é%’pse
si ne rans an . Vers

The net hod ?3*2 Bl P o iRemsinon] HEA G ¢ Bilsbetied 2 e a seqment Pt e

per f or med omrﬂldwnaﬂﬂw a‘aasfonnbdjwamrmm'kaiam thet wilkb&arwioded iirmrasﬁﬂnr-bioﬂt)ﬁﬂanﬁnd
the invers ' ERORERION ds bl w%;f&gg%lwesrl to 18, S/ The

met hod_as c alned in any one_o
ort hogdnal eRipgonshtranstormpertonmed onike vrlebelled datads one pg a;iazscmte Casum screte

Cosi ne Transform (DCT); a Fourier transform; a Walsh-Hadamard transform; a Haar
transform; a sine transform; and a Wavelet transform, and the inverse transform is
respectively; an inverse DCT; an inverse Fourier transform; an inverse Walsh-
Hadamard transform; an inverse Haar transform; an inverse sine transform; and an

30 inverse Wavelet transform.
20. The method as claimed in claim 19, wherein the orthogonal ﬁansfom
performed on the unlabelled data is a Discrete Cosine Transform (DCT) and the inverse
transform is an inverse DCT. ,
21. The method as claimed in any one of claims 1 to 20, wherein the

35 orthogonal transform performed on the watermark data is one of: a Discrete Cosine



Transform DCT a Fourier transform a Wl sh-Hadamard trans r
transform (‘H ?%/ 43848 1 ansST O orm Tm and a Wavel et transform fp&é-&@cgﬁ‘mﬁﬁé‘

The met hod as cl ai ned ‘mlﬁ“mun‘ ‘mgrm n the orthogonal transform -
perfornmed on the vvate scngte Cosine Transform (DCT). 5
23. The method a$ ctained in any one of claims 1 to 22, including

t he further step of allocating in a structured nmanner a segment of
t he ort hogonTtingform (DCT); aFoarief wamsésimal Wash/FHadlamhatbtradsférmyia Hadee 1 epl aced

23, SN SCOMhaketBim. Y SHEHERomY and o Wavelbd ABREREY™C 272 T 6 22, i nol udi ng
the 10 f uBZ.her st epToe meithastas ¢laigedrin glaimi2d pwheneinthe osthegaymat transforrh he

ort hogonal | y& %ﬁféfﬁfaﬂ? T}zpﬂ repl aced by |
each se mentpe O%I%etdhoglg%ﬁa y ﬂatH'f!@r ang?or me‘c.i’é1 foﬁﬂd.l(ﬂcgf
25. 23.The met hdd dasrlaimed inapy eneofglaimsd tor22% insluding thei s

wherein the ﬁxﬂherstep%?hllé\fahﬁ@hﬂb@irﬁ&drd&'rﬁdtﬁﬂfa dtsm!eta%ﬁiagénm yem a

2o " ladbaietpele dataharsilbe ety S srmeitcherdpgmaliyoq

grayscal e ortransformed watemmarkidatage i s obtai ned from a digi taI sti I | canera

digital ddnh
SLyaon'eg;fac AiTa® 1 C o 13§ efhod as claipelin apy gpe of taitud (o Hping R ) |
data i $0obt aﬁm&r@rstcpnfallmgmermmam@sengmagdm dmtlmgdnalil;d-eo 20
28. trdiiforifid Bflatllcd ita'th o het nvﬂaekgg&gng}ﬁ%g%@g}ﬁé&%%ﬂh@@aggd vi deo

1s obt al ned from a age or area

di gi tal dat atraRsfersed watermark da The nmethod as clained in clains
1to 28, WQEZSII n the |@h@hieﬁibdddsgﬂémﬁ:ﬂdnany%neofﬁéﬁ&@edxﬁg%l&hﬁ@%@ﬁﬁﬁ%he :
transm.tted gye chan

The nethod a¥ 8?3&5@?&@&%@ %E‘E"fs?%‘p "mé?%‘iemaldé%‘@ﬁ%d 25

digiti$&d V|gtay)sqabmdmumumag¢y recorded on a digi tal recordi ng medi um

31. ' The nmeth ’E?zﬁm!
recordi ng 26. medi ‘Sgﬁl s one o eﬂ%%ﬁ"ﬁ’%@?@*%@%ﬂ%@%g&
Disc (LD); ocalpyimage is obtained Gopradi igital stilLeamenw/py a digital iprageseanmenvi e and a

still i mage Zpnt ai ned '@héfﬁefho%dé'dlﬁﬂledmmyon&ﬁmmm‘é'l%%o%%mg sef ofol her
sof t war e. as ¢l I n any 3 ¢l ai s 1tq_

24, wher ei n o Yabelfed digital &ﬁﬁ%gﬁae&dgm B 3FRp rere reRgEER A gitsedyidedn
st r ean20 epr e2&nt i ng onFThemethwdeof claim 27, wﬂe&imﬂi&mxﬂﬁbelle(gdigimdvmrid or

1 e o RS S e sl B RO e Ui g <011

recordi ng oreYi gi t al a'iﬁl!¢ methpdeasslaimed lmdamsjl to 28 Iwhefein the labelledatigitised -

and a mast erwae&eréﬁb&? em)a&aﬁ%ﬁhe@ oftdi aﬁﬁﬂ nibhEfioRE cRiimef’al 09 t ape

recorder and30d| gitise VI o tah Ia%I al,lgxle in any glie &‘Cc?alms 1 to 28, wherein the labelled

25 digitised video is subsequently recorded on a digital recording medium.

31. The method as claimed in claim 30, wherein the digital recording
medium is one of: a Video Compact Disc (VCD); a Laser Disc (LD); a Digital
Versatile Disc (DVD); a digitised movie and a still image contained within a video
game, video-on-demand or other software.

30 32.. The method as claimed in any one of claims 1 to 24, wherein the
unlabelled digital data is obtained from a sample stream representing one or more
channels of digitised sound or music. -

33. The method of claim 32, wherein the unlabelled digitised sound or music
is obtained from one of: a master recording on digital audio tape played on a digital

35 tape recorder; and a master recording on an analog audio tape played on an analog tape
recorder and digitised via a digitising interface.



34. The nethod as clainmed in any one of clainms 32 to 338@% rein

t he WO W6344Bed-di-g-ti-sed—sound or nusic i s subsequent IPfoﬁ? on a
digital recording ' 35. The net hod as
clainmed in claim BHlllmﬂl‘H“nmeungl t al pecor ding 5 -mediumis one of:
a conpact Disc (CD)x acDigitral sAudi o Tapg (DAT); a Laser Disc (LD);
a Video Conpact Disc (VCD).. 36. . The nethod as clainmed in

?‘nyl oge of ghe preced Qt tﬁéd%dﬁiﬁ{eﬁiigaﬁ%n?ofclahns %@Mr&ﬁﬂi& al | data
i ncl udes one or re.o e follqQw ng data |tenms: gn owpers'.s . 0go;
an owner s labsluhdieiised SO TR 1R SUDFeTuERY Efordsfl on & digialderardinyed

voi ce; or lghediungeneral terns for publisher distribution. 37.

A met hod: f og.extracti di gital t er.qar Ki. NG, 4i e. dat a.or ,di gi t.al

wat er nar Ki ngsaudi 0 da@eﬂ%ﬁ?‘g‘asa‘i\%ﬂeglmfﬁgﬂgﬁ’%&e@,ﬁﬁh&faaé%w P& sanpl e,
sai d nmét hodmedium is oneraft & dompadt Risc(GP); addigital Audio Tape (DAT); a Laser Digc

I nputting a « 2O ' |§§,@D data and uni que key data containing 15
(%l?f,laevmleé‘%gﬂ p(;%?t %tg rmar)

i nformation ocatron ark data i nposed as_a | ahel on the
| abel | ed di 864 al The mpthed as claimed in any one of the preceding elgimms whereia the:t  of

| abel | ed di gjatedmafledigithiiata McludesBhe stvnbrRiUfthd fillowing data itefshadewaer's

transf ormat | on, £ rformng .ap ort onal

t r ansf or mat h‘!ﬁ‘?; B OVREr's wademaric p pessnnal ’é%“’;g"am.’nd%ﬂ %s Wﬁ’g‘%gé( OeC: Bt of

| abel Ileg dagendrilétamis)foﬁpﬁbﬁshf‘ei'dis&f&m'?n. _ f | d) using the
uni que key extract traps S0 cien f ortho o
transforrredggxiaternarkAd@F °F?§ﬂ%ﬁiﬁ°§{‘?%§‘§?‘f‘%ﬁ%‘%“ﬂ 1’% s%ggg%%]oégle?%d dat a
transf orm watermarking fidio detatfiors paligital éndage, audie, dnxideo data sample, said method

e) using an i MGhsthedidegonal transformation on the transformed 25
wat er mar k déta togrgt r%p’éve t he enbedded wat er mar k d‘iul

ta. 38. . .
The method of clai m 3@ WpRHERga s¢tofdahelled digntal datp andiymape ke datn contaiing,

i ncl udgs t henfoirmationf of T6¢HtionS of WatefhrkQfatd i’ﬁpﬂséd?ﬁls aiRbal érthe 1sbelled digital
t wo- di nensi [ 9. The net hod of claim 38

8naj matri Xx. 3
wherein the §tﬁep of formatting the |abelled data I ncl udes the step
of dividing the two- dbjyensppimgtherset of Ixbelled digital Hatd intatadormateuitablelifor 30

sub- bl ocks rformng the orthogonal transformation on the .
| abel | ed 8%0&1%}31?%&?%%%@& perform ng the orthogonal transfqorm on each

sub- bl ock of the | abek) @grforming an qthogonal transformatianen thg fermatted dahelled
t ransfaor m cagadhfth prRfics a détorakeTied 48 thansfori-cokickdnts; 40.

The method as claimed jn claim 39, including the_ste .orderi t he
ort hogonal transfor rraldbd’f?l ?w8#p%t%qxqaﬁgt?xgggq§%%ﬂ%wp orfiogonally
sub- bl ock i ntansfarmedwatéfmark dath fremsheluehtiansrinyhe set eflabelleddatztrgnsforn easi ng
frequency or . -0l B?ﬁ hEes defined, prior to extraction of
t he vvatermaf'g g{egﬁcsggélﬁlkgl enggéy’ _

¢) using an inverse orthogonal transformation on the transformed
25  watermark data to retrieve the embedded watermark data.

38. The method of claim 37 wherein the step of formatting the labelled data
includes the step of mapping the set of labelled data into a two-dimensional matrix.
39. The method of claim 38 wherein the step of formatting the labelled data

includes the step of dividing the two-dimensional matrix of labelled data into smaller
30  sub-blocks and the step of performing the orthogonal transformation on the labelled

data involves performing the orthogonal transform on each sub-block of the Jabelled

data, such that the labelled data transform coefficients are organised in sub-blocks.

40. The method as claimed in claim 39, including the step of ordering the

orthogonal transformation coefficients of the labelled data in each sub-block into a one-
35 dimensional array in approximately increasing frequency order, as hereinbefore

defined, prior to extraction of the watermark data coefficients.



41. . . The net hod as cl ai med J_n cI ai m 40, wherein thep&rrzs%{gbﬁﬁoﬁt ep

IS erform g-zag scan of each sub )
or t hogonal I y tran “ﬁﬁ@“r“ U‘Ilﬂm! beI | ed dat a. 42. The

met hod as cl ai rred ein th ordering step is 5 achi eved
by performng a radi al’ scan of each sub- b ck of orthogonal ly transforned

| abel | ed dat a. The nmet hod of any one of clains 37 to
42, wherein#fter ext r'ﬂcdmemodfasclmmedmélbenue,twhmmewdwf rstép is
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used in the grocess of t
& memegod£BMh¢mélﬂ&% IWRERI e B Rrinlied e

| abel | ed data and_eac mens| ona

a two- di mendichigxed By perforring giradinl scsnﬁépmmbrlgoclﬁef orthagonally transformed
ort hogonal tisseRAdatn on the waternmark data transf ormcoefficients in each
sub- bl ock m43 erein the .

reordering dB-each oneTl'&ﬁ"ﬁ‘Etl‘?QﬁiBﬁéFy%e"yl %:5;7 eyextEactien et or m
coef fi ci ent she watermarkesqs forinveoesiidients diorn tie arthoig eﬂﬂﬁrtransformedhibélmfdat@ ng

c|
ther o n ¢ e PEERRR I Rmmark data frahdform coe Hiigpts A artiigQ iy et Bner
dat a t¥hnsf climensiesal natramtm-respomlmg taetheammbee of sitb-blocksused in ¢he proeess of

b f

cYaPﬁlredolr nm g%y on egfliﬁnfg'd%{? ﬁf@t}g lé%%led i anﬁ cach one.d&qfnsanspor rfﬁ
coef fi ci ent $hés repfd@rm arﬁwduamlm é'éhjbh’ck prionto pesfmingitheiigverse dat a
are Bgémmﬁsfdﬁhwtﬁewafeﬁnaﬁ@@dta ﬁﬁnitvﬂﬁbbéf'ﬁcﬁ:ﬁ% mfaacmtheﬁck

i ncl udes the stép of e conpres rk. data or
to the inve®e orthog ?thﬁﬂgfm%?ow g&ihedeor Eenngo Qb g ’B&P"f‘g@al
functiish whiattayiof mtemmled&te tmﬁsfohn cbefficientcinto agespevtivieisab-bléck is ackiéved

The net hod g’é’lﬁ# } £ %es H;ver se scaling function increases
the magnitu [0 anf equen oeriicients of each one-dinensional array

of &t er mar k  dEhe-metbod ofclaimdd, whersin thpmdemng of¢ashone-dimensional
magni t ude OfarntbLRfRiaedhRiark data transfi)ﬁﬁ%@m%n%ié é ﬁ@g%g? alﬁr 1§1 %Elg@%d’ e

one di nensi gna rray
wher ei n the%@%%"?‘ﬁ%&dﬂ #S#hs an 30 exponential characteristic
and t 120 secasd scal i ndHeunethodas Saimedin dyoredfeldes 87t a5, wherein the

h d t
cl'ai ms. 37 ¢ orforyeapiciénls of the watermagy dita SEmaited s e bRt iRl oaR R U1
| abel | ed datcempsessebusing aﬁrmsszdmg fanclicn angd the method ificinds$ therstéoflgxpanding
Fourier trapgd %ﬂ%rg@sel{\% ticknich tra H’q’f" iR iR GrttishdhalPansforhlaA0n uSfnE a 2

sine transform
second scaling function which is an mverse of the first scaling function.

25 47. The method of claim 46, wherein the inverse scaling function increases
the magnitude of lower frequency coefficients of each one-dimensional array of
watermark data to a greater extent than it increases the magnitude of the higher
frequency coefficients of the respective one dimensional array. :
48. The method of claim 46, wherein the first scaling function has an

30  exponential characteristic and the second scaling function has an inverse exponential

characteristic.
49, The method as claimed in any one of claims 37 to 48, wherein the
orthogonal transform performed on the labelled data is one of: a Discrete Cosine
Transform (DCT); a Fourier transform; a Walsh-Hadamard transform; a Haar

35 transform; a sine transform; and a Wavelet transform.



thod as clainmed in claim49, wherein the

he
orthogonal mj] l Ij!l d on the | abell ed dat apcy/seoR60039
WUQIF?I‘Q ulll”mlﬁ n any one of clainms 37 to 50, wherein

the I nver se orthogona transform performed on the watermark data is
one of: an inverse 5 Di screte Cosi ne2Zransform (DCT); an inverse
Fourier transform an inverse Wl sh- Hadan'ard transform an i nverse
Haar transform an inverse Sine transfor rse Wavel et
transform S50. 52 The method as clapmed mm‘*aswhrramrﬁbaorthogq ansformper ei n

t he inverse &féxﬂ%@?ﬁhelabeneddatﬁ[sadlbmm perforrred on the watermark data is
an inverse : met hod clar d e of
BT, . T8t sl B B 6 20U BREH I e

clainms 37 t
wat er mar k dixiverse@ethogenal uansfmmper.fome@mﬂmmarte)madr data is one ofamm fivetsecat i on.

:Sﬁcl udPng tPéscmgdggﬂlgfur Eogﬁ@k@gj storrlfrggsﬁtﬁ ?’lé‘??}“é‘%é gg?a sarrpl es

for future Hadamarditransfopm; apinversg sformy; i inverse sine trggsform; andan  The
net hod as c¢ ‘Wh%& f-mof cl ai ns 37 to 54 wherein the _

| abel | ed dlhﬁegé data:ﬁsém talne fram est,r tgm.reres nting a

di giti sed gP&yscal e 6&1”‘6\9 r?ﬂage » Wherein the gnverse orthogonaly, o
met hod as cirahsf6ien } &f&hﬁdmn&ﬁew@tmmatmdnaheérkenmr gitised 20

diondp 5%‘30"’” TRl 8 i i 7R Of b 373 o7 ARG, 2, o

in any one fifrthet sepnf ﬂEptagm!‘gzthe watermiark datesamples for uhnwdidt@ekmlmgahm odlata is
obt ai ned fr @1@? m;%e streamrepresenting digitised video. 58.

The met hod 0 arm 57 whereln the | abelled digitised video is obtained 25
from one of 54a Vi deo Thepethods Slaimodiy any eneef 37¢p 53} inphdingitheaser
Disc (LD)" further ste9 |o§¥t%ﬁn§ ﬂleawitgrﬂirﬂ)dﬁfa sathplisdof fltur¥@kamiratidnldrsc (DVD)

pl ayeﬁ on a DVD digitised novie or still imge contained
wi t hi A9a vi ade ’(‘;r ot her software or a di gital signal
transmttedspver a cohehetladd asrctainied imehy one of claims3d. to 54, wherein thehe net hod

as claimed I

di gital dat k%@é%%.@g?lncgag;%oghﬁedg%ﬁe%}%aﬁe eser?ﬁ.l %na m%%@g# %cale
channel s of otl¢qjowt isegesound or nusic. The net hod of
claim>59, wggrein therhghek %ahka%eaaﬁﬁgsdwﬁ&emtae@aueﬁeddlgmsed obt ai ned

fromagne of: a Conpact D| sc (¢ a 0 Audi o
Tape @BAT) 54'33(?‘@63 g coloysimage E}é%‘g %Xﬁa@&dlatggﬁ& ef)ar %ggﬁﬁf un3egs pl ayer;
froma 35 gscavneke0 Conpact Disc (VCD) played on a VCD pl ayer.

57. The method as claimed in any one of claims 37 to 54, wherein the
labelled digital data is obtained from a sample stream representing digitised video.
58. The method of claim 57, wherein the labelled digitised video is obtained

25 from one of: a Video Compact Disc (VCD) played on a VCD player; a Laser Disc (LD) -
played on a LD player; a Digital Versatile Disc (DVD) played on a DVD player; a
digitised movie or still image contained within a video game or other soflware ora
digital signal transmitted over a communications channel.

59. The method as claimed in any one of claims 37 to 54, wherein the

30 labelled digital data is obtained from a sample stream representing one or more
channels of digitised sound or music.

60. The method of claim 59, wherein the labelled digitised sound or music is

obtained from one of: a Compact Disc (CD) played on a CD player; a Digital Audio

Tape '(D'AT) played on a DAT player; a Laser Disc (LD) played on a LD player; from a
35 Video Compact Disc (VCD) played on a VCD player.
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23 - : “"mwm s claimed in any one opcpk@édinoan’ toO
60, wher ei W&%%Iﬁsm mu ﬁ Irt al data includes one or nore of the
following data itens: *an‘owher®s s  * | ogo; an owner's tradenmark; a
personal identification; an artist's rec@3ded voi ce; and gener al

terns for publisher distribution. 5 62. An apparatus for
appl yi ng di %i tal watermarking i mage data or di fgi t al wat er mar ki ng

audi o data ©d- an unl atidicimeethed g elaimadringay oneaf elaines 37 fodil whetein thenp| e,
sai d appar atgieriak Hleé?tﬁgdata includes one or more of the folloWing ﬂﬁﬂtiteﬁﬁ?ﬁ':?g?ﬁéﬁnged to

I nput a set of unlabéelled, digjtal data; . . .,

processi ng ﬁ%@h@&%ﬁﬁgéﬂq@%&mﬁ Hientification; anuartist’g;reacarded yoice; and o

encode wat egeheril tdiheforpublisheedistiibaitioh) ed data to form a set of |abelled

di gi tale dat a; nd - . . . C), .out put ans.arranged

to out put tﬁ% | abel | edﬂb?w@g@gplmxgad;gnalwatem@gﬁ“% igft‘ggqﬂﬁﬁhgg?lorage -

medi um watermarking audio data to anfualabeHed digitalrinmgs,@udip, oevideo idatazamphged t o

performthesmtapgg.aﬁéi&é“- clainmed in any one of clainms 1 to 36. _
s for exﬂ%’

63. An appar a cting digital watermarking i mage data or

di gi t al _ wat er ®hriRpUtgnesns prarged o dnpit e set of vwlabelledidigitabdata;nage,
audio, or video data )rptbéessififz theans arran%eﬁ@@gfo%ééghé ﬁﬂhb‘éi*d&ghgltal da% to
of, | abel I ed di «gara; 2

a) ingut neans arranged t.o i.nput a set of | IL.ta [ a;

b) pr 0Qessi REFafE J¥aiemack defa dnip ahsspraealled:data to dorn p aef ofishellad digiieh data;
extract watanidark data encoded into the |abelled digital data; and

c) output neans arranged to. output the.extracted e Lk, digital data
to adisplay or storagg oll}baéxﬁgfeags mg&&?}@'f“?f‘%&#h?%a&@‘gﬂg Ans is

arranged t ocqpronfupicativher stetagednesiumn) ai ned i n any one 25 of clains 37 to

61. 64. einb‘t}gi | : ' |Gl
recordi_ng medium .t heWher . %%%%%%%g%%#%ﬁiﬁﬁgeﬁe%@% i mage,
audi o3or vriguaediin any ansaf cleimgl te 36. wat ermark conprising a set of -

digital watgsmariarn Wﬁnﬁ%ﬁeﬁacﬁnﬁgiﬁi wdieﬁhhﬂdingt in(ljagg dat2l@sar k audi o
a e y e gil n

data, the set,kof l.abelled,digital a,hei.ng. crea co a_ set, of
500 Ut anSeremariing pufio datadtas a Jaketd it iage cacip, ofaridb ARASHIRISSHIA, g

t he met hod apsparatus includidgi ned in any one of clainms 1 to 36.
' ~ a) input means arranged to input a set of labelled digital data;
20 b) processing means arranged to process the labelled digital data to
extract watermark data encoded info the labelled digital data; and .
c) output means arranged to output the extracted watermark digital data
to a display or storage means,
wherein the processing means is arranged to perform the method as claimed in any one
25 of claims 37 to 61.

' 64. A digital recording stored on any digital recording medium, the
recording comprising a set of digital image, audio, or video data labelled with a
watermark comprising a set of digital watermark image data or a set of digital
watermark audio dafa, the set of labelled digital data being created by encoding a set of

30 unlabelled digital data with the set of digital watermark data using the method as
claimed in any one of claims 1 to 36.



